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Change Log

Change Log

Date Change Description

2020-02-14 FortiADC 05.4.0 Release Notes initial release.

2020-04-16 Remove KVM from cloud-init scripts support.
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Introduction

Introduction

ThisRelease Notes covers the new features, enhancements, known issues, and resolved issues of
FortiADC™ version 05.4.0, Build 0721.

To upgrade to FortiADC 05.4.0, see FortiADC Upgrade Instructions.

FortiADC provides load balancing, both locally and globally, and application delivery control. For more
information, visit: http://docs.fortinet.com/fortiadc-d-series/.
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What's new

What's new

FortiADC 05.4.0 offers the following new features:

Server Load Balance

l Configure real server by FQDN
In some customer deployments, the real servers (RS) change their IP address due to autoscaling,
upgrades, etc, which requires RS IP settings to be changed in RS pool accordingly.
This feature will support configuring FQDN for a real server. FAD will query the DNS server periodically and
once the IP address changes, it will resolve the new IP address for this real server automatically.

l Customizable authentication form for Form Based Authentication
Beyond the default authentication form, customers can also upload a user-defined login page for all the
form-based authentications. Customers are able to define their own authentication portal.

l Manage HTTP persistence via script
Customers can define any persistence rule to distribute real server via Lua script, no longer limited to the
configurable persistence types.
New script commands added to set/read/dump persistence rules, and new events PERSISTENCE/POST_
PERSIST.
Please refer to the latest script guide for an example.

l HTTP 1.1 health check and user defined HTTP header fields
Customers can select HTTP version 1.0 or 1.1 for HTTP/HTTPS health checks and also send additional
strings in HTTP headers.

l LDAP health check
Support for detecting LDAP server health status.

Security

l More data type checks in input validation
Support regex type for parameter validation rule in addition to current length check.
Added predefined data types for customers to choose, including US zip code, US SSN, etc.

l OpenAPI validations
Allows customers to import OpenAPI documents (YAML or JSON format) to validate HTTP request
headers, including servers validation, path validation, parameters validation, cookie validation, and
request body validation.

l Enhance search engine crawler in bot detection
Support bypass option for well-known search engines; it will not log events of these search engines'
access.
Updated the latest search engines including Ask, Sogou and Tiktok.

l OWASP-top10 Wizard policy
Create an OWASP-top-10 policy with a few clicks.
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What's new

l More information included in WAF log
Provide more detailed information about the attack event in the log, including signature example, attack
defend suggestion etc.

l Firewall traffic logging support

SSL

l OCSP configuration enhancement
OCSP configuration GUI redesign streamlines OCSP setup process.

l Support SafeNet Luna Network HSM 7

System

l New platform 5000F
The high end platform FADC 5000F is released with 5.4.0. This 2U platform has 4 x 100G and 8 x 40G
ports, and offers high performance for your data center (L4 up to 250Gbps, L7 HTTP up to 220G, SSL
offloading up to 120Gbps). Supports 40G port breakout, splitting 40G port into 4 separate 10G ports.
Please refer to the latest datasheet for more information.

l Cloud-init scripts support on AWS and VMware
Cloud-init is the industry standard start-up agent installed on virtual machines to facilitate cloud
deployments. It will speed up the initialization of your FAD instance by passing user data like ssh keys and
bash scripts.

l Cloud templates and autoscaling solution on AWS
l Force default password change upon first-time login

In accordance with “California Privacy Law and Authentication Requirements", default passwords are no
longer allowed.

l New log maintaining strategy when log data size exceeds threshold
When log data size exceeds threshold, it will take some time to clear the old data in backend, which may
cause CPU high usage. The new log table design clears old data faster.

l OSPF Stub Area support: summary stub and no-summary stub
FAD can be placed in a stub area in order not to receive all routes from area 0.

GUI enhancement

l Removed Physical Topology page in FortiView
l FortiView>Logic Topology page

Supports more filters, shows more information when you hover over a virtual server, etc.
l FortiView>Vitual Server page

Shows all virtual servers by default; shows all real servers below when you click on the virtual servers row
l Added "Regex Test" tool on all configuration pages, which includes regex settings
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Hardware and VM support

Hardware and VM support

FortiADC 05.4.0 supports the following hardware models:

l FortiADC 200D
l FortiADC 300D
l FortiADC 400D
l FortiADC 700D
l FortiADC 1500D
l FortiADC 2000D
l FortiADC 4000D
l FortiADC 100F
l FortiADC 200F
l FortiADC 300F
l FortiADC 400F
l FortiADC 1000F
l FortiADC 2000F
l FortiADC 4000F
l FortiADC 5000F

FortiADC Release 05.4.0 supports deployment of FortiADC-VM in the following virtual machine environments:

VM environment Tested Versions

VMware ESXi 3.5, 4.x, 5.0, 5.1, 5.5, 6.0, 6.5, 6.7

Microsoft Hyper-V Windows Server 2012 R2

KVM Linux version 3.19.0 qemu-img v2.0.0, qemu-img v2.2

Citrix Xen XenServer 6.5.0

Xen Project Hypervisor 4.4.2, 4.5
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Known issues

Known issues

This section highlights the major known issues discovered in FortiADC 05.4.0 release. For inquiries about
particular bugs, please contact Fortinet Customer Service & Support.

Known issues

Bug ID Description

0602694 In the 5000F platform, the 40G port cannot support FG-TRAN-QSFP+LR transceiver
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Resolved issues

Resolved issues

The following issues have been resolved in FortiADC 05.4.0 release. For inquiries about particular bugs, please
contact Fortinet Customer Service & Support.

Resolved issues

Bug ID Description

600210 DataTable warning shows on SLBMySQL Traffic Log

600663 SNMPHealth check status incorrect

600669 MySQL Slave health check not accurate

602296 FortiADC - CVE-2004-1653 SSH port forwarding exposes unprotected
localhost/internal services

599700 Default value of Max Receive Window displayed under HTTP2 Profile is defferent
from entry field value

590433 WAF module crash and no logging

568252 High CPU periodically caused by huge log data maintenance

598205 Only one L2 VSwith SSL Forward Proxy works, FAD resets TCP connection for
others

588765 "VM Registration" of FAD selected as slave becomes "Pending" from "Valid" after
establishing HA

581492 WAF Known Web Attack alert logging incorrect

592830 ADC cluster crashing and license not able to validate
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Image checksums

Image checksums

To verify the integrity of the firmware file, use a checksum tool and compute the firmware file’s MD5 checksum.
Compare it with the checksum indicated by Fortinet. If the checksumsmatch, the file is intact.

MD5 checksums for Fortinet software and firmware releases are available from Fortinet Customer Service &
Support. After logging in to the web site, near the bottom of the page, click the Firmware Image Checksums
button. (The button appears only if one or more of your devices has a current support contract.) In the File
Name field, enter the firmware image file name including its extension, then click Get Checksum Code.

Customer Service & Support image checksum tool
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Upgrade notes

Upgrade notes

The request-body-detection in the WAF web-attack-signature profile will be changed from "disable" to "enable"
automatically after upgrading to FortiADC05.4.0.
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