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Overview

Overview

Microsoft Entra ID can provide convenience for enterprises to use Microsoft Entra ID as authentication source
to grant network connection. This document provides configurations using Microsoft Entra ID AD as native
authentication source.
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Create and Register FortiNAC Application in Microsoft Entra ID

Create and Register FortiNAC Application in Microsoft
Entra ID

1. Log into Microsoft Entra ID, go to App Registration.
2. Fillin a name and choose a supported account types and click Register.

Home > App registrations

Register an application

* Mame

The user-facing dizplay name for this application (this can be changed later).

Supported account types

Whao can use this application or access this API?
®) Accounts in this crganizational directory only (Fortinet_nc only - Single tenant)
() Accounts in any erganizational directory (dny Microsoft Entra ID tenant - Multitenant)

Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Micresoft accounts (e.q. Skype,
Xbaox)

(O} Personal Microsoft accounts anly

Register
3. After the app is created, go to the app > Manage > API Permission.
4. Click +Add a Permission to grant permission of the following: (all types should be Application)
a. DeviceManagementManagedDevices.Read.All
b. Group.Read.All

c. User.Read.All
[ e [ ——— |

s o the coreent procens. The = ermissiam thenid
| A u pemision " Geant sdkmin coraent for Forinetlne
AP Pormivsiors name Type Description Adimin coment req... Statun

e & o

W o o

Mo & o

e & o

5. Goto Certificate $ Secrets, and generate Client secrets or Certificate.
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Create and Register FortiNAC Application in Microsoft Entra ID

| Certificates & secrets =

£ Seard 7 Got feedback?

B Overdew -

& Qs

W Integpation wwsiiant ) Apphcation IEpUation LHTIAIE BTt S0 RNSHIAD DAL Can B i 8 he L Dok

¥ iagreans and sohve roblems

o Manage Comificates () Chent secrets (2} Fecerated credentisls 1)

1 Branding & properties.

A secret: siring that the application uses fo prove its ideniy when equesting a foken. Also can be referred 1o a5 appication password

D sunhentication

Po— t Mew chent secret

11} Token cenfiguration Deseription Expirss -
& AP permisions —— Warzs F—
& Exporie an A0 seuret fod e teting VT JRES——

Secent 1D
29006179-9000-2570 b1e2 bbbl 1

Il Tibd-S523 0Tdb-dediékas. 1

6. Afterthe FortiNAC app is created. In the FortiNAC app, go to Manage > Authentication.
7. Inthe Advanced Settings > Allow public client flows section, click Yes to enable the following

mobile and desktop flows.

8. Goto Manage > Authentication, click Yes to enable mobile and desktop flows in.

v R FoaMAThoangl  Merossh s M

& 9 0 % portalasurecom#viewMicroaodt AAD RegiitenedApps/ApplicationMenuBilades - Authentication/sppld MAabd2c)-S468-40.. @ Cf o ® o L ]

l T Copikot

Microsaft Azure £ Search eesowces, servioes, and dect (G40

Homa 5 App regisiratioes

) FartiNAC | Authentication =

Sewch & Got feedback?

WS LBMT TR BOCA TRE EITETONS,
B overoes

i Cueciosia -‘:‘-ﬂ\’ﬂﬂl:l:'ﬂ .w'.hngs
' ImRgraten Mt
Bllisw pibilic ehent fees
K Dangrase s tobvd problens
Erabie Tre tollcrwing mobele and derktop fioes
= Manage
= Breting & proper * o keyboard [Device Code Flow) Leam maorers
D Authentication
Cortificater & secrets App indtand propsty ok
1 ol confiquration
= AR DTSN
b Expose an AR

| R
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Generate Certificate for Microsoft Entra ID in FortiNAC Service Connector

Generate Certificate for Microsoft Entra ID in FortiNAC
Service Connector

This section will generate the certificate for Microsoft Entra ID in FortiNAC service Connector

Edit Service Connector
Authentication Sources

Microsoft

EntralD
Name © daiweltest
Tenant 1D @ falbadde-Be2B-46fb-a400-7f88 1baTboea
Client 1D @  844135(1-397d-4699-babT-Bee AbTeaTad
Authentication Type @  Application Secret
Certificate @ Remote API [Azure csr]

s

Step 1 - Generate new CSR on FortiNAC

1. Goto System > Certificate Management, and generate a new CSR.
2. For Certificate Target, choose New Remote Target, and for RSA key length, fill in 2048.

222 FortiNAC

@ Dashboard

¥
& Users & Hosts ¥
4 Metwork R Specify the information to use for your Certificate Signing Request. This
- o will generate and store a private key (in a temporary location) for use
B Policy & Objects > when uploading the new certificate files. Any certificates currently in
>
»
v

place will be unaffected.
B Portal
¥ Logs

£ System

Certificate Target ©  NewRemote APl Target -

Mew Target Alias ]

Certificate Management

Use Result as Self-Signed Certificate @
Config Wizard

Groups RSA Key Length 9 048 -
Feature Visibility Chmemnn b 1]
Scheduler Subject Alternative Names [7] +
Tasks Owrganization (7]
Settings Organizational Unit (7]
Locality [City) [7]
State / Province )
2-Letter Country Code [7]

Step 2 - Submit Certificate Request on Microsoft Active
Directory

Use the CSR generated in Step 1 to submit a request for certificate in Microsoft Active Directory
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Generate Certificate for Microsoft Entra ID in FortiNAC Service Connector

1. Open a browser to connect to Microsoft Active Directory Certificate Services, then click Request a
certificate

G B https// sdjx nacqatest/certsry 2= @0 B Micresoft Active Disectory .. *

Microsoft Active Directory Cerlificate Sendces — nacga-ADJX-CA-M

Welcome

Use this Web site to request a certificate for your Web browser, e-mail chent, or other program. By using a cerlificate, you can
request, parform other security tasks

You can also use this Web site to download a certificate authority (CA) certiicate, certiicate chain, or cerlificate revocation st
For more information about Active Directory Certificate Services, see Active Directory Cerfificate Services Documentation.

Select a task: B
Request a cerificate 4""’,.#

View the status of a pending certificate request
Download a CA certificate, cedificate chain,or CRL

2. In Request a Certificate page, click advanced certificate request.

e 2 https//adpnacqa.test/ certsny/ certrgus.asp 2= @ C B Microsoft Active Directory .. %

Microsoft Active Directory Cerificate Services — nacga-ADJX-CA-M

Request a Certificate

Select the certificate type:

User Cerfificate /
Or, submit an advanced cedificate request.

3. In Advanced Certificate Request page, click Submit a certificate request by using a base 64
encoded CM..

4. Paste the CSR generated from FortiNAC in Base-64-encoded certificate. In Certificate Template,
select Web Server, and click Submit.
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Generate Certificate for Microsoft Entra ID in FortiNAC Service Connector

e B hitps// sdp.nacqatest/certary/ certrget bip B+ @ G| & Microsoft Active Directory ...

Microsofi Active Directory Centificale Sendces — nacga-ADJX-CA-M

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 cerificate request or PKCS #7 renewal reques

Saved Request:

B4/ 391 £XANAL SRKV I +AN+PINL1doHVIN/ 6TW/ Rneat
Base-G4-agcoded |HEaHI+ZcUnvilyiNeNdSGoeT++CEBEIDABHET 03 ™
cortificate gequest leTacAyLOtHITZIEWSIFz+nijelaF Iz IndW2 IRYeR

(CMC ar BEI430g6zPieaege TV OgFYVEbhETgmead 7 ZBCOFR:
PKCS wjor emrSpdNxReOhlyTec+pObenpBCE I kXbT QiRaB A DNt W
PKCS WT) ~===-END CERTIFICATE REQUEST-----|
£ >
Cartificate Tenyphrte:
|'|||'|'E-b Server W
Additional Atiributes:
Artributes:

5. When the certificate is issued, download the certificate to the local machine.

Step 3 - Upload the certificate onto FortiNAC

1. Log back onto FortiNAC, go to System > Certificate Mangement.
2. Click Upload Certificate and select "Remote API Target".
3. Browse and upload the certificate downloaded from Step 2, and click OK.

Upload Certificate x

© Browse to any files which need to be added

Select Target @ | Remote API[Azure] -
Private Key @ @ Use Private Key from Last Generated CSF +

Details

Certificate(s) @ € Browse x
+

BT o

4. Restart the service for the certificate to take into effect.
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Generate Certificate for Microsoft Entra ID in FortiNAC Service Connector

Step 4 - Upload the Certificate back to Microsoft Entra ID App
Registration

1. Log into Microsoft Entra ID, and go to App Registration.

Home * Ap

daiweiazurenac | Certificates & secrets =

B Owriew

Seart dute Expiren Cortificate 8D
[EREY ] [EREY2H dcathEl-2etd 43 D [
SIS ST CeltigdssTad g D [0

Db VT -t B [

A redes

2. Upload the Certificate to complete.
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Microsoft Entra ID Authentication using Captive Portal

Microsoft Entra ID Authentication using Captive Portal

Captive Portal is FortiNAC's authentication protocol to grant device access to protected network. Microsoft
Entra ID Authentication integrates the Captive Portal to streamline the authentication process. The Microsoft
Entra ID users will be able to gain access promptly through the Microsoft Entra ID admin users when using
Microsoft Entra ID Authentication with Captive Portal. This method is the quick and secure method to grant
access to other device users within the protected network.

This is the use case diagram for the Microsoft Entra ID Authentication using Captive Portal:

L3 Mode T
'rf Lab

- 17230154254 D
T

. pd
no
: . p 172.30.154.2
A 182.186.10.1 forward nac mgmi to
18R == 17230.1543
DHCP il
101011 50-250 | FortiGate
etn1 3
- 2 10.12.11.1 viant1 DHCP refay fo 192.163.20.2
ap 122.166.20.1 10.10.12.1 vian12 seff DHCP
192.156.20.2

10010131 vian13 seif DHCP

FortiLink

FortiSwitch

Fartsp

Cllent

cllent Client

WH ZSID
10.10.21.1 vian11 DHCP relay to 192.168.20.2
10.10.22.1 viani2 self DHCP
10.10.22.50-250

10.10.11.50 10.10.21.50
vian11 wianl 10.10.22.50 10.10.13.50
wiani2 wiani3
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Step 1-6 Microsoft Entra ID, FortiGate, FortiNAC, and FortiSwitch Configuration

Step 1-6 Microsoft Entra ID, FortiGate, FortiNAC, and
FortiSwitch Configuration

Step 1 - Microsoft Entra ID Configuration

Follow the link to register FortiNAC application in Microsoft Microsoft Entra ID: Microsoft Entra ID OAuth
Configuration

Step 2 - FortiGate Configuration

Follow the link to configure FortiGate: Firewall Configuration

The FortiSwitch Port connecting to FortiNAC should not have security policy applied like 802.1.x.

© A FortiGate in the fabric is subject to a critical severity vulnerability. Inmediate upgrade is recommended. [ View Vulnerability

+ CreateNew= & tai Search Q s B2 rrunk | Faceplate

Port Trunk Mode Port Policy Enabled Features Native VLAN Security Policy Allowed VLANs Dynamic VLAN PoE Device Informz

B 5108DVDYQ2CSKSCs @

% FGVMO4TM24007098

© port2 Static © Edge Port «E vian11 (isolation) =£ All

- @ Spanning Tree Protocol
-~ WIFi & Switch
" Controller @ port3 Static Edge Port = vian11 (isolation) = All = linux

@ Spanning Tree Protocal

Q porta Static © Edge Port = _default fortilink ( default) = Al
& Spanning Tree Protocol
© ports Static © EdgePort x§ _default fortilink [ default) = Al
© Spanning Tree Protocol
Q@ porté Static © Edge Port xE _defaultfortilink (_default) =& All
@ Spanning Tree Protocol
@ port? Static Edge Port xE _defaultfortilink ( default) =& All
@ Spanning Tree Protocol
© portd Static © EdgePort = _defaultfortilink  default) = Al

© Spanning Tree Protocol

For Radius, make sure the test connectivity is successful. In the example below, 192.168.2.2 is the IP address
of the interface on FortiNAC.
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Step 1-6 Microsoft Entra ID, FortiGate, FortiNAC, and FortiSwitch Configuration

O A FortiGate in the fabricis subject to a critical severity vulnerability. Inmediate upgrade is recommended

Edit RADIUS Server

=1
Name FAC RADIUS
Authentication method Default Specify
Security Profiles
PAP - A
VPN
NAS 1P 10.255.1.2
User & Authentication .
Include in every user group B
Primary Server
t Management IP/Name 192.1682.2
168.2. G
LDAP Sen Secret ssssssse
RADIUS Servers Connection status @ Successful
Single Sign-O Test Connectivity -
Authentication Settings Test User Credentials 1
FortiTokens
= Wik & Switch Controller Secondary Server
L Systen IP/Name
Secret
Test Connectivit

Step 3 - FortiNAC configuration

Follow the link below to configure FortiNAC overall configuration: FortiNAC Configuration

Note: Delete the client host under test in Users & Hostst > Hosts to have successful test run.

| @ Dashboard * | dcresteNew | #Ect HoDe widseeers Import | BeEsportt | ClintFilters | Quick Search v Q, Search

<

& Users & Hosts
Administrators Status Host Name & Registered To & Logged On User ¥ Host Role & Operating System & Criticality $ Persistent Agent
Guests & Contractors Network Misc/PXE boot

LermmifErems DESKTOPJ7CE5Q0 Wingows 10

Registration Requests

User Accounts

Hasts i

Adapters

Applications

Endpoint Fingerprints

Profiied Davices

Device Profiling Rules

Network Sessions

Locate Hosts

Manage Hosts and Parts

Send Message

5108DVVFNXUMEWSS Network FortiSwitch
ih Metwork >
B Policy & Objects N S108DVIFNVIBEEAS Network FortiSwitch

B Portl >

Linux Debian

I EEEEEEEEEEEEEER
» OO0 000000000 O0CO0OO0

1. Goto Policy & Objects > Authentications, enable Enable Authentication but don’t enable
Authentication Method.
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Step 1-6 Microsoft Entra ID, FortiGate, FortiNAC, and FortiSwitch Configuration

2. For RADIUS configuration: go to Network > Inventory, in our example, make sure the connection to
FortiGate is successful, and remediation/registration is set to enforce and vlan 11. Lastly, Production vian
is set to 12.

Step 4 - FortiSwitch Port Configuration

1. Goto Network > Inventory > FortiSwitch port 2.
2. Click Off radio button to disable Dot1x Auto Registration.

Paort Properties %]
PMarme: [ FGVMOd TMIS01062Sroet5 10ADVD YO IC SKE Chpor |
Iniesface I0: -1505240848
P Addiress: 192 168.2.1
Physical Address: 00:50:58:B5: T2 AH
Admin Stahus: Won O oF
Conneclion Stale: Nal Cannected
Uplink Mode: ! Dynamic [ Clear

3 Alwarys Upliris

) Maver Upini
Currert VLAM: [11 |
Default VLAN: [11 |
Current CLI Canfigurafian:
Part Moda: MORMAL [ Clear
Dotlx Aute Registraion: (O on O
ote:

e
75 por changes wiltin the s year
oK | coce
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Step 1-6 Microsoft Entra ID, FortiGate, FortiNAC, and FortiSwitch Configuration

3. Click Group Membership, and check the following in Group Membership.
| Reset Forced Default

| Reset Forced Registration
| Roaming Guest Interfaces
= Rale Based Aocess

O Sy=tem DHCP Port

| Ternporary Port Exceplion Group

Create Group Collagse All

O Canoa|

Step 4 - Service Connectors Configuration

1. Goto Network > Service Connectors and create a new Authentication Source. In this example, it will
be called "FortiNAC-app"

@ Dashboard »  Edit Service Connector
& Users & Hosts > Authentication Sources
| & Network v o

Inventory IA

Logical Networks
RADIUS Microsoft

Service Connectors v EntraID

CLI Configuration

L2 Polling Name @ | FortiNAC-app
L3 Polling Tenant ID @ falbabde-8e28-
Network Events Client ID © 4fab92c0-5f69-¢
Port Changes Authentication Type @ BaWillmi ka2 Certificate
B Policy & Objects H ApplicationSecret @ eosossse Change
Eo Portal >
Ll Logs > Cancel
& System >

2. Fillin all the information of the Microsoft Entra ID environment: Microsoft Entra ID information and
Application Secret.

Step 5 - Microsoft Entra ID Mappings

Go to Network > RADIUS > Virtual Servers and create a new Microsoft Entra ID Mapping which uses the
authentication source created earlier in Service Connectors, in this example, will be "binxu-azure-app".
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Step 1-6 Microsoft Entra ID, FortiGate, FortiNAC, and FortiSwitch Configuration

+CreateNew /' L m
Nama ¢ L5 Sanice Contguraton's AP Types Winsing Domains oy sarvars [S—
Bl = oefauitcontin RADIUS EAR 61838362-78fe-4006-3ecc-3002673 66214 PEARMDS.GTCMSCHARVZ an NA A
= nsms " N A
cuconng
L2poiing
L3 poting
Network Events
Port Changes
B Polcy & Otecss >
[ N
1 Logs >
© System >
2| Updated: 12:18:40 £
DomainMappings Prosy Domain P MicrosottEners 1D Msppings

4 CrasteNew || W Delete
Domain Microsoft Entra D Appication

binaszure-app.

Step 6 - Portal Configuration

Go to Portal > Portal Configuration > Configuration > Global > Global Properties > Settings, and
enable Microsoft Entra ID Auth and select the Microsoft Entra ID service connector created earlier, in this
example, it will be "binxu-azure-app", and create a client Login text.

B Palicy & Objects »
B Portal .| @ comman User Logged Into Social Text @ Logzedinas
@ Global Properties v
Portal Configuration o
Setti
Request Processing Rules = Login Type Options
Commen Tt .
Portal 55L Standard User Login Type @ Social -
- Error Message
¥ Logs ¥ . Custom Login Type @ Social -
Failure Information
0 system o
@ HostInventory » | GameConsole Registration Login Type @ LDAR -
@ Folicy Failure >
Enhancement Options
Mohile Enhancements @ ©
| N C
Use JavaScript Ul Enhancements @ ©

Social Media Auth
Facehook Auth @ [s ]

Google Auth @ ©

Google Client ID @

Google Client Secret @ @
Google Client Login Text @ Signinwith Google

Linkedin Auth @ (s }

Outiook Auth @ [e ]

Microsoft Entra 1D Auth @ ©
Microsaft Entra 1D Application @ binxu-azure-app -
Micrasaft Entra 10 Client Login Tesct @ Birocw Sign in with Azure AD

i o "

Continue to Step 7 - Windows Client Configuration on page 18 to finish up with the rest of the configurations.
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Step 1-6 Microsoft Entra ID, FortiGate, FortiNAC, and FortiSwitch Configuration
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Step 7 - Windows Client Configuration

Step 7 - Windows Client Configuration

Part 1 - Disable dot1x on Host

Log into the Windows client machine.

Go to Network Connections and open Ethernet Properties > Authentication.
Deselect Enable IEEE 802.1X authentication to disable dot1x on the host
Search for "Services", and go to Services client.

Stop the Wired AutoConfig service if it is running.

o~ oODdD=

Part 2 - Connect to the Network

Before configure windows on the client machine, delete all the cache and history to have a smooth test run.

1. Goto Network and Internet > Network and Sharing Center > View Network and click on Change
adapter settings.

2. Disable and enable the Ethernet card to trigger the authentication using Captive Portal.

3. Open a browser, and click Connect.

im] Connect to a network *® —+

(@] A Notsecure | bipsy/ -7-2.nacqa.test/isolation

Connect to a network

The network you're using may require you to go to its sign-in page.

FortiNAC F 7.6.3 Microsoft Entra ID Authentication Guide 18
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Step 7 - Windows Client Configuration

4. The browser would state the connection is not private, then click Advanced.

© Not secure | s

-
L7

_ -fortinac-7-2.nacga.test/isolation

Your connection isn't private

Attackers might be trying to steal your information from hoangt-fortinac-7-2.nacqa.test (for

example, passwords, messages, or credit cards). Learn more about this warning

MNET=ERR_CERT_AUTHORITY_INVALID

Ad v nCEd m

5. Then click the Continue link to trigger the Captive Portal.

© Not secure | Fitps// fortinac-7-2.nacqa.test/isolation

Your connection isn’t private

Attackers might be trying to steal your information from hoangt-fortinac-7-2.nacqa.test (for

example, passwords, messages, or credit cards). Learn more about this warning

MET:ERR_CERT_AUTHORITY_INVALID

This server couldn't prove that it's hoangt-fortinac-7-2.nacqa.test; its security certificate
is not trusted by your computer’s operating system. This may be caused by a
misconfiguration or an attacker intercepting your connection.

Continue to fortinac-7-2.nacga.test (unsafe)

6. Wait until the Captive Portal show up, then click User.

FortiNAC F 7.6.3 Microsoft Entra ID Authentication Guide
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Step 7 - Windows Client Configuration

(im] ‘ Connect to a network X [ MNetwork Access Control z Welcor X -+ = [}

C © Mot secure Hps/) -fortinac-7-2.nacqa.test/registration/index-registration.jsp A w =

F:RTINET.

Network Access Control
Welcome

To gain network access users are required to adhere to our established registration policies.
Select one of the following:

@
USER
-

@
GUES
[ ()

>+
GUEST SELF REGISTRATION
[ (4

WI;I GAMING DEVICE

] @ CUSTOM
[}
If you need assistance, contact the Help Desk.

7. Then click the Microsoft Entra ID signin button, in this example, it will be Benxu Sign in with Microsoft

Entra ID.
(im] | Connect to a network X [ Network Access Control = Registr X~ = = [}
C © Not secure htps/) -fortinac-7-2.nacqga.test/registration/ValidUserLogin.jsp Al hrd =

F::=RTINET.

Network Access Control

User Registration

Each user is required to verify that their PC will meet established network policies prior to connecling to the network.

‘You must already have an active account in order to register

« Ifyou know your usemame and password fill out the form below and click the downioad button.
« [fyou do not kmow your usermname and password, contact the Help Desk_

‘When you have filled out the form, you may be prompted to download and run a security scan to verify that your PC will meet these
policies. The process will take approximately one to two minutes. Do not interrupt this process while it is running.

Enter your usemname and password. Then click the Continue button.

i

Sign in with Google

Binxu Sign in with Azure AD |

If you need assistance, contact the Help Desk.

8. A Login windows would popup, login with the Microsoft Entra ID account.
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Step 7 - Windows Client Configuration

im} ‘ Connect to a network X D Network Access Control = Registr X =4

C © Notsecure | bips// -fortinac-7-2.nacqa.test/registration/Validl

B Sign in to your account - Profile 1 - Microsoft Edge

F H I ' | I %] https:/login.microsoftonline.com/fal6abde
®

B® Microsoft
Network Access Control

User Registration

Each user is required to verify that their PC will meet established nef

k | Can't access your account?
‘You must already have an active account in order to register.

= Ifyou know your username and password fill out the form beloy
s [fyou do not know your username and password, contact the H

When you have filled out the form, you may be prompted to downio
policies. The process will take approximately one to two minutes. Dy

Enter your username and password. Then click the Confinue button)

i

Q Sign-in options
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Microsoft Entra ID Authentication using Certificate

Microsoft Entra ID Authentication using Certificate

Digital Certificate authentication ensure that only trusted devices and users can connect to their network as well
as confirm the authenticity of a website to a web browser, also known as SSL certificate. Digital certificate
requires a copy of a public key from the certificate holder, which needs to be matched the a corresponding
private key to verify its identity. A public key certificate should be issued by the certificate authority(CA) to verify
the identity.

Here is the topology of certificate configuration, the client needs to acquire server certificate from FortNAC.

e -------------- [ Root CA ] ----------------- [ CM="_nacga test ]

Clienit FortiNAC

Trust Root Cerificates Local RADIUS Servica Configuration

CN:’ o -
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Step 1 - Configure Local RADIUS TLS Service Configuration

Step 1 - Configure Local RADIUS TLS Service
Configuration

Step 1 - Generate Certificate Signing Request (CSR)

Certificate Signing Request (CSR) is an encoded file that contains the public key for requesting certificate from
Certificate Authority(CA).

1. Go to Certificate Management, click + Generate CSR.

# B 5 B e s 1A TR,

& H ar

[ 0 G ot G o ) AL o - il g - .

0 gy [ i £ et [ b [ St [ e [ et 5 M ey [ et ) e [ sy BE1000) Sean

Sertnieg

2. Fillin the Certificate Target or the new local radius server target (EAP), new Target Alias, RSA Key Length,
and Common name information.

PR ——

& Useri i Mot P guncif o nkor i 5 st Pow pear C prtificacie gring Rt Thin wil garrate ancd tons.s ot kary (i 8 bmpcrany kacaticn] 121 L whn Ugicading the reuechiticace Sl A e
dh Neteor ] -

[ a— p  Corificats Tarpet @ | HirwLocs RADHUS Server Target -

B Porsd b Sew Target As [ Q-

B lop P e Rt S e Cartitose g OF
0 syem - ah iy Longe W .
Commamgn M

0 iideaogane
Camiyg Witaed
Subjeci Anwaatig Namer, I +

Crngn
Feature Wibdity imgariration a
S Organirational Unit @
Tiiis Lotality [y ]
irtlings Saute / Prosdnce o

Latter C fote @
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Step 1 - Configure Local RADIUS TLS Service Configuration

3. Once the CSR is generated, copy in entire key.

e

- GIN CENTES JCATE REQAAT- --- -
R A A VPRPLAL A dea ol A 02 A g
AR F AR M) § B U0 A0E A 1, TH S 11 3w L | MGk 7 Lt
W LR 1 LI T T voge vk | WG T iy 5T g Ll e
Pl IR g |11 e L 1T 04V R
-n-cwmrdmuu-nm':j:l:u- + T Ty N PR nbr et ey

£k ek Bt Pl Ty P T ra
e Torc KU MADE PRSI 1 TR Rl T | PP Ty s
ML e by h.mumluimm:-n..mp:-\'mn
I E T ————
T bk PO r d B 1F 1 -"jc?rll s H Ll ity

Step 2 - Submit Certificate Request on Microsoft Active
Directory

Use the CSR generated in Step 1 to submit a request for certificate in Microsoft Active Directory

1. Open a browser to connect to Microsoft Active Directory Certificate Services, then click Request a
certificate

o : ﬁ' tps// sdje nacqatest/ censr 2~ @ G: ) Microsalt Active Dissctory .. |_|

Microsoft Active I::lir-":'llll:l' Certificate Sendces nacga-ADJX-CA-M

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can
request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certiicate, certiicate chain, or certificate revocation st
For more information about Active Directory Cerlificate Services, see Active Dire

Select a task:
Request a certificate
View the status of a pending cerificate request
Download a CA certificate, cerificate chain, or CRL

2. In Request a Certificate page, click advanced certificate request.
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Step 1 - Configure Local RADIUS TLS Service Configuration

e 2 hitps//adponacqa.test/ certsry/ certrgqus. asp 2= @G Microsoft Active Directory .. %

Microsoft Active Directory Cerificate Services — nacga-ADJ-CA-M

Request a Certificate

Select the certificate type:

User Cerificate /
Or, submit an advanced cedificate request.

3. In Advanced Certificate Request page, click Submit a certificate request by using a base 64
encoded CM..

4. Paste the CSR generated from FortiNAC in Base-64-encoded certificate. In Certificate Template,
select Web Server, and click Submit.

e B itps// sdpnsoqalest/certary/ certrget.bip O - @ C | B Microscet Active Directory ...

Microsoft Active Directory Centificate Sendces — nacga-ADJD-CA-M

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 cerificate request or PKCS #7 renewal reques

Saved Request:

B4/ 391 LXANAL SRKVISAN+PINISOHVIN/ 6JW/ Rntas
Base-bd-afcoded [HFakd+ZoUnsvlyiteNdSsnel++EBEIDABHEIE 03 ™
cirtificabe gequest |eTachyf0THI T2 TEWSIFz+na e 2aF TETndNI ZRYeR
(CMC or BCZ4I0gE2PZenr gt IVVOgEYVIbhRIgmed 7 ZBCOFR:
PKCS w10for smrSpdNxReOhlyTes +pOlenpBCB A kb qiASB A D
PKCS WT) -=-——-END CERTIFICATE REQUEST-----

£ >

Cartificate Tenyphrte:
[Web Server W

Additional Attributes:

Adtributes:

5. When the certificate is issued, download the certificate to the local machine.

Step 3 - Upload the certificate onto FortiNAC

1. Log back onto FortiNAC, go to System > Certificate Mangement.
2. Click Upload Certificate.
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Step 1 - Configure Local RADIUS TLS Service Configuration

¥+ » O 0 N e bt LS A GB400

[ company [ vmpr [ mole [ owosbedgs [ rse oo [ e [ sok 5 Mo Raposioey OO apts 9 omp [ cosiy Q) GO0NI0H Devcaa 3 09 D Messorl

ETE FortiNALC

& Dashboars ¥ | Generate C5R MCetails  @Copy Certihcabe B Sestart Service
2 Usrs & Host ¥
Cartificabe Target £ FL ] Isgued Ta 2

i Nefwork b
B Pediey & Dishtets 5y Adminul tomeat CHs 1ML1A811
B Poctal 3 Local RADHUS Server (EAF) [radius| radius e L 1T
B Log 5 Lol RADILS Server (EAP [Feert] st ChisnhlZnscgatest
£ System w  Locsl RADHLS Server EAR) [ad10] 210 C™=ib12 nacgabest

Ll RACHLIS Sprawr (EARY (1] 2 st ear] 1l 3 naegn e Chinnbd Jnacga test
Config Wizsd Borts portsl C™eports
Gepupr Forsisbent Agent IRENL O nacqatest
Featore \isibdity Ll RADHLIS Sarwnr (LA [adie-teit] sdfx-aet Cod= it
Sehchler
Tasks
Se1rngh

3. Click Select Target, and select "Local RADIUS Server (EAP)", then browse and upload the new
RADIUS server EAP certificate downloaded from Step 2, and click OK.

Upload Certificate

© Browseto any files which need to be added

Select Target @  Local RADIUS Server (EAP) [csr] -
Private Key @  Use Private Key from Last Generated CSF

Details

Certificate(s) @ @ @ Browse X
+

o e

4. Restart the service for the certificate to take into effect.

5. Goto Network > RADIUS, click DefaultConfig and select Edit, configure the TLS configuration
Details by selecting "LOCAL RADIUS Server (EAP) [csr]" as the Certificate Alias, and click OK.
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Step 1 - Configure Local RADIUS TLS Service Configuration

> A1~ @ -~ 8admin'

TLS Service Configuration Details X
Name © RADIUS EAP 2b308bdf-4fbb-4b6c-9f3e-7a2f2fe93b65
Certificate Alias @ Local RADIUS Server (EAP) [csr] v

Auto Update Ciphers/Protocols @ @
TLS Protocol(s) © TL51.3,TLS1.2

Ciphers @ TLS_AES_256_GCM_SHA384,TLS_AES_128_GCM_SHA256,TLS_CH/

" oc e

Step 4 - Define certificate attribute selection ranking in virtual
server configuration

1. InFortiNAC, go to Network > Radius > Virtual Server, select one of the servers and double click that, a

window will pop up.
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Step 1 - Configure Local RADIUS TLS Service Configuration

RADIUS Server Configurathon Detalls

Name 2] DefaultConfig
Type 7] Local -
TLS Configuration [7] RADIUS EAP 2b308bdf-Afbb-4bbc-93e- =
+ & @
Supported EAP Types (7] TLS
TTLS
PEAP
TEAP
MD5
GTC
MSCHAPVZ
FAST
Winbind Domain(s) @ © AllowAny
mylak
naGa
OCSP Enabled e o
Authentication Source @  daiweitest x

Client Certificate Attribute @ D

Rank Adttribute
Common Name
SAN-UPN

SAN-DNS

B M e

SAN-EMAIL

Canee

1. In Support EAP Types, select TLS and Client Certificate Attribute will appear.

2. Enable the toggle switch button, and configure the ranking in which the attribute can be used to retrieve
the username. Currently, 4 values are supported: SAN-UPN,SAN-DNS,SAN-EMAIL, CN.

3. FortiNAC will retrieve the username from these attributes according to the ranking configured.

For example, in the screenshot above, FortiNAC will check if there is any common name in the certificate. If

the common name can be used to retrieve username and authentication is successful, then it will skip the rest
of attributes. Otherwise, it will check SAN-UPN etc. If none of these attributes is existing in the certificate or

username that retrieved from these attributes cannot finish authentication process, as a result authentication

will failed.
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Step 2 - Configure Client Certificate

Step 2 - Configure Client Certificate

Export root CA from Active Directory Certificate Services

1. Inroot CA, click search and run on the command "mmc".
2. When the Console window opened, go to File > Add/Remove Snap-in from menu.

@ Consaolel - [Console Root]
ﬁ File Action View Favorites Window Help

4= New Ctrl+ M
= Open... Ctrl+0 Narme
Save Ctrl+5
Save As...
Add/Remove Snap-in... Ctrl+ M
Options...
1 certsry

2 compmgmt
3 eventuvwr
4 certtrmpl

Exit

3. Inavailable snap-ins, select Certificates to add, and click Ok.
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Step 2 - Configure Client Certificate

BB Consolel - [Conscle Root]

I File Action View Favorites Window Help

L L Al GIRETN 7 Mos

__| Console Root Mame

There are no items to show in
Add or Remove Snap-ing ¥

You can select snap-ins for this console from those avalable on your computer and configure the selected set of snap-ins. For
extensble snap-ns, you can configure which extensions are enablad,

Available nap-ns: Selected snap-ins:

Vendar ” [E] console Root Edit Extensions. ..
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor... Move Lip
Microsoft Cor...
Microsoft Cor... ' ' s o]
. Microsoft Cor...
Micresoft Cor...
Microsoft and...
Microsoft Cor...
Micresoft Cor...
Microsoft Cor...

. Migosoft Cor... | Advanced. ..

Remave

Desaiption:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

o ][ conce

4. |n Certificate snap-in window, choose Computer account, and click Next.
5. Select Local Computer as where the snap-in will be managed, and click Finish.
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Step 2 - Configure Client Certificate

Select Computer

Select the computer you want this snap-n to manage.

This snap-n will always manage:

(®)Local computer: fthe computer this console is unning onf

() Ancther computer;

[ ] Mlow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

<Back |

Finish |

Cancel

6. Go back to Console, Go to Trusted Root Certification Authorities > Certificates, select nacqga-
ADJX-CA-M, right click, click All Tasks > Export.

R File  Adtion Yiew Freoste  Window Help

i Console] - [Console Rool Certificstes (Local Computer], Trasted Root Cemilicaten Sutknbee Cemilionie]

o AR 4FEXEEEE

—

1 Console Root
w L Certificates (Local Compuber)

e

| Persoral
o Leddicates

£

1 Toused Foot Centfcation Suthonties
| Cortil

T Evmerprae Trust

7 Intermediate Certdfesation Suthaities
7 Teuimed Publishens

7 Untrusted Cortificates

. Third-Party Rect Cortilfication Suthomtied
© Trunzed People

1 Cliant Sathentication lvpser

1 Preview Buld Roctx

1 becal Norlemoeable Certificates

1 Remcte Deddop

1 Certafcgte Erepliment Reguests

2 Sevart Card Trasbed Boots

7 Towszed Deaces

" Web Hesting

7 Windews Leve 10 Tokes looser

Hengd T

S A Cortificate Senvices

gl Bahtimaorne CyberTrust Roet

g Chass 3 Public Primary Certificat...

Sl Copyright ix) 10T Micreacht £

o) DagiC et Assured 1D Reea CA

o Dot Aissumed 10 Root S

Sl DagiCiont Global Riest CA

o DnyrC it Globial Bimenk (52

o DigiC et Global Rost 61

o DeagiC st High Adduranes EY Ra_

_g/ Glnbal%agn

) (obaliign Roct Ci

o) Ge Dadlehy Clada 2 Cetification .

g Micresolt Authenticedeltm) Ao

Co Micronclt Root Authority

gl Micreanlt Root Centificate Auth .

g Microsoft Root Cerificste duth...

ol Microach: Reot Centificate Muth...

ginacqa-ADN0-CA

g N - A0 -CA

Colnacqa-ADIK-CA

e nacqa-A0NE-L4
® nasg o

[ FEETRCT T

L MO LIABILITY ACCERTERD, ()57 o

o Searfield Class I Contification A

gl Symantec Enterprise Mobsde Ro..

o Thawte Timestamping Cd

CalVeriSign Clatt 3 Publs: Primany ..

Lo Veriigen Unneersal Roea Cender_

i

e By
Ak Cortaficute fenices

Baltimare Cyber Tt Roet

Chie 3 Publc Primasy Cetificabe..
Copryrightt (<} 1997 Micreachs Corp,
Degel et Aaguied ID Roet CA
DigiCiert Assured 1D Root €4
CogiCiert Global Roct CA

DugeCient Global Bieet G2

DegrCiert Global Boot 3

DegiCnt High Addurance BY Roet .
(nbaltegn

Ggbatfegn Root Ci

5 Daddy Clana 2 Contificatasn Au_
Mlicrogolt Suthenticodeitm) Root..
Micronch Root Authorty
Mlicredolt Rzt Cemilicate Aothed..
Mlicresoft Root Centificate duthon...
Migrodcft Root Cotificate Aothon.
nacga-ADN-CA

nacqe-A00K-CA
nasqa-ADIE-CA
-A00-CA

nasga-ADI-C AN
NG LLABILITY ACCERTED, ()T )
Searfinid Class I Cotification it
Symantec Enterprise Molbde Roo
Thaswte Timestamping Ci
VariSign Clars § Publi: Primary C
Verhign Uinssersal Root Cemdeall

7. In Certificate Export Wizard, click Next to continue.
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SR2081
Br2L2055
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1602028
ELes
I

Intended Purpotes  Frapnally Mame
Clignt Aathenticati.,  fechigo (iAi)

Chent Auth o DwiC ot Balt =
Client Authenticati..  VeriSign Cless 3 Pue
Time Stamping Migroacht Timeita...
<Al < Bdewt

Chent dughenticati..  DigiCert

Chent fathenticati..  DigiCent

Chent futhenbost.  Duplen Clobal Ree
Chent duthenticati.,  Degil et Global Bos...
Al B

Chent Authenbosti.  Globalbagn Foot Co..
Client Authenticati..  Globaifagn Root Cik..
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Secune Email, Codie .. Microsolt Suthenti.
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<Al <o
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<>
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Step 2 - Configure Client Certificate
8. Click DER encoded binary X.509 (.CER) and click Next.

€ _&* Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of fle formats.

Select the format you want to use:
(W) DER encoded bnary X.509 (,CER)
() Base-54 encoded X. 509 [LCER)
() Cryptographic Message Synitax Standard - PECS 27 Cartificates (P78)

Al CEFURCALES R IhE OEFENHCALGN DA if POSSablE

9. Browse to the file you want to export, and click Finish to finish exporting the file.

Before proceeding, generate a client certificate and place it in a folder to be imported.

Import Root CA into Client Trust Root Certificates

1. Inclient machine, click search and run on the command "mmc".
2. In Add or Remove Snap-ins, select Certificates.
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Step 2 - Configure Client Certificate

Add or Remove Snap-ins W

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:

Snap-n Vendor ~ [ Console Root Edit Extensions. ..
=] ActiveX Control Microsoft Cor... P—
E.ﬁuﬂ'ﬁoﬂ:ﬁﬁmmger Microsoft Cor...

= 1 certificates | Microsoft Cor...

%.Component Services  Microsoft Cor... Move Lip
A Computer Managem... Microsoft Cor...

.‘.- Device Manager Microsoft Cor... Add > izl
ae Disk Management Microsoft and... —

@Evmt\ﬁewu Microsoft Cor...

| Folder Microsoft Cor...

\=[ Group Policy Object ... Mirosoft Cor...

B, 1P security Monitor  Microsoft Cor....

# P security Policy M. Microsoft Cor...

;ertoWebAddr_ess r*hoﬁuttl‘:‘ar . Advanced...
Deseription: )

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

[oc ] conce

3. In Certificates snap-in, select My user account, and click Finish

Certificates snap-in >
L
g
This snap-n will always manage cerificates for:
A
() Service account
() Computer account
o |
] < Back Finish | = Cancel

4. .Right click on Trusted Root Certification Authorities, and select Certificates.
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Step 2 - Configure Client Certificate

Add or Remove Snap-ins

Available snap-ins:

Snap-n Vendor )
="y ActiveX Control Micrasoft Cor...
[Edauthorization Manager  Micrasoft Cor...

B Certificates Microsoft Cor...
. Component Services  Microsaft Cor...

A Computer Managem... Micrasoft Cor...
& Device Manager Micrasoft Cor....
= Disk Management Microsoft and...
{2 Event viewer Microsoft Cor...

I Folder Microsoft Cor...
.iJ Group Policy Object ... Microsoft Cor...,

® 1r Seaurity Monitor  Microsoft Cor...
&, 1P Security Policy M...  Micrasoft Cor...
%mew.:hhdwm Microsoft Cor...
Description:

Selected snap-ins:

[ Console Root
¥ Certificates - Current Uiser

You can select snap-ins for this console from those avaiable on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Move Lp

Move Down

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

o ]1 concd

5. Select All Tasks > Import

i Coraclel - |Coraole Roof Certificates - Curent Uer\ Trusted Root Cotificafion Authoetier Certificates]

- E

fetstn Yiew

Fgates  lifmdow  Hidp

=% nm0|cE Hm

| Conscle Root

w g Centificates - Curment User

£

3 ) Permonsd

w ] Tnested Root Certificataon Auth
) Cenificabes

% [ Enberprise Tust

5 emerewdute Certsdiation Suth

3 [ Actien Directory User Objoct

» [ Trusted Publizhers

5 [ Unbrusted Certificates

3 [ Third-Party Rook Certifscation .

» [ Trusted People

3 o) Clhent dathenticatenm By

» [ Locsl MeaRemevable Certifica

5 Cendwate Enrellment Reguet

» [ Semart Card Truited Rocts

Hued To

o Clixis 3 Publlc Primasy Contificat_.
Cel Copymight (c) 1957 Microdolt Co
(S DigiCert Assured ID Roct CA

o) DigiCont Globial Rt CA

) DigrCent Global Bt G2

4/ DigiCert Global Bost 61

o) DigiCont Trutted Roet G4
AT Root £A 03

3 Hotspot 2.0 Trust Root CA - 03
Lol BRG et X1

Lol Micresolt Authenticodeltm) R
S Microsolt BCC Prodhact Roct Ce.
Tl Micreasi ECC TS oot Cartifica
& Micresolt Intune Root Ceilica.
Sl Microsolt Root Authosity

S Microante Reot Contificats Auth_,
gl Micreanlt Rioot Cetilicate Auth..
Lo Microsoft Root Certificate Auth..,
S Micreact RSA Root Cartificate
%

trurd By
Baltirmcre CyterTrust Root

Clait 3 Puble: Provary Codfatio_.
Copyright (c) 1557 Meorosoft Conp.
DigrCert Aasured ID Root CA
DigiCart Glokad Roet C&

DhgCert Global Root G2
DigrCert Global Root G3

DigiCart Trusted Root G4

DST Root CA X3
Hgtipat LI Tnast Root €& - 03
1SRG Reet X1

Mool Authenticode(tm] Post.
Mcroroft ECC Penduct Foot Cetie,
Msopof ECC TS Root Canicate
Maprsal Inburet Rat Ceitifucatio_..
Mcroroft Bock Suthority
Mirorof Rock Cortfacaty Authon
Mool Root Certifcabe Authon..
Mcrosof ook Certficate Authori...
Mirotof B34 Root Cenificate A

Expiration Date
SIS
08
[EE S ]
LT
11208
LT
1115200
111572038
S0
TRl
S35
[EET ]
LT3
plelr
17200
10
R
[r=te
VIR
T

Itended Purpases
Client duthenticai.,
Charit Atbwnticat..
Time Samping
Client duthenticati.,
Charit Atbwntica..
Chent Lsthenticst...
Client duthenticati.,
Charit Atbwntica..
Chent Lsthenticst...
Client duthenticati.,
Chent Athenticats..
Secure Email Code .
&l

T

Cheft Autentic st
< &ls

<Al

<Al

&l

Clhent fothenticami..

*

- F M

Trusted Root Cenification Autheetaes shore conaing 27 conilicates.

More Actions

A=

E

6. Select Root CAfile.
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Step 2 - Configure Client Certificate

e

28 Certificate Import Wizard

File to Import

Specify the file you want to import.

File name:

| | Browse..,

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (PFX,.F12)

Cryptographic Message Syntax Standard- PECS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store ((55T)

| Mext I | Cancel
7. Afterthe file is imported, the Root CA can be located in the list.
[ Contcle! - [Contole Reol Cerificates - Cument User\ Trasbed Rect Certification Authorities\Certificates) - o X
R Fide  Acties  Yiew Feopstes  Windew  Help —Telx
= A 4 EXEE  m
1 Console Rect | pe— sued By Exprabon Dste  Inbensed Purpoies | actions
v & c_":"‘"“"“‘""' Ui Ll DigiCiort Trussted Rt G4 DigiCont Tunsed Roos G4 1SS [P — Centificaes -
-~y LglOsT Root CA X3 B5T Reet C4 X3 3N Clotr Aisthemtcati.. More Actions N
- 'T'f“‘l“h"'“:”‘"‘“““ Colbiatupot 20 Tust Root CA- 81 Hotspot 18 Tust Rt €4 - 0 1204 Chiant duthenticati
. !" Tust LSRG Bt X1 RG Root X1 B/A035 Claprt Sutharticati m_,‘
B it Certifseation Autl| LeIMecroEh Authesticodelten] Reo. Whciosolt Authenticedeltm) Root.. 127311959 Sevuee Emad, Code Move Actions N
] etive Diectony Uses Digeet || LolMEcroseft ECE Product Root Ce.. Microsoft ECC Prochuct Roat Certi - 22772043 <l
71 Trusted Publshert ClMisroncl ECC TS Root Cortifica.., Microsolt ECC TS Boct Conidficate . MIT/2M3 wills
1 Uskrusted Cortificated Ll Moot Inburst Fizot Certficat. Wicrosolt Inune Root Cenificates.  B711/2028 Cletrt Authestscation
| Third-Party Roct Certification .| el Microsoft Root Autharity Microsoft Root duthenty 12200 <dll>
] Trusted Pecple L Micronott Roos Carsificate Auth.. Microsolt Root Cenificate Autheri..  S/W3021 il
| Chent Suthentication lspwers || DglMueesof Roet Certdfezate Auth.  WMicrosolt Root Cerificate Authen.. 672312033 <Allx
1 Local Monfemovsble Certlecs | Lol Mbceouoft Rook Cerfificate futh.. Microsoft Root Cetificate Authen.,  L20H36 <Al
» [ Certificate Envcliment Request | TolMicronof BSA Root Certificate . Microsolt REA Root Certificate Su.. T/ g Autherticati..
» (2] Senart Cand Trusted Roots LalMiseett Tiene Stamp Reet Cer.. Micnasolt Tre Staep Aot Cend.. 1001272039 Al

€

»

Trusted Root Certification Suthonities sboee contans 27 certificates.

Calnacqe-aDi0-CA

Ll MO LIAEILITY ACCEPTED, ()7 -
Ll Saarfietd Root Certificate Autho...
L3 Symantes Erterprine Mobile Bo..
Lol Thawte Temestarmgang C&

£

nacga-A00-CA

e A-B

MO LLABILITY ACCERTED, (]57 Ve
Starfield Boot Certificate Suthont..
Syrnantes Enterprive Mobie Root ..
Thawte Timeitamping CA

e <dll>

104

TMM

12NN Clen Austhenticati..
Bz Code Signing
12317200 Trvie Stamprg

Note: After the root certificate is exported, it also need to be uploaded on FortiNAC as well.
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Step 2 - Configure Client Certificate
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Step 3 - Client Configuration

Step 3 - Client Configuration

1. Log into the Windows host. Go to Services, and start Wired Autoconfig Service.
4 Services - (m] *
;-9 m:: mw :mﬂ e m
., Services (Local) =\ Senvices (Local)

Wired AutoConfig Name - Descripion  Status  Starup Type  Log On As ~
G Windows Secunity Senvice  Windows Se..  Running  Manual Local Syste...

S10p ’ . )

Stop the service &) Windows Time Maintains d.. Running  Automatic (..  Local Service

Eestan the sennce 2
G Windows Update Enables the .. Running Manual (Trig... Lecal Syste.

, Windows Update Medic Ser_. Enables rem.. Running  Manusl Local Syste...

. WinHTIP i  Running Manual Leal
The Wired A... Lo

The WLANS... Manual Local Syste...

Description:

The Wired AuteConfig (DOTISVC)
service is responsible for perferming
IEEE 802.1X authentication on

Running

Ethernet intedfaces. f your current S VWMI Performance Adapter  Provides pe... Manual Lescal Syste...
wired network deployment enforces & ot Folders This service Manual Local Service
B02.1X authentication, the DOTISVC ' )
senvice showld be configured to run S:;\'\lark.ﬂmlnn Cl.eﬂes a-nd... Running  Automatic Network 5.
for establishing Layer 2 connectiity G WWAN AutoConfig This service .. Manual Local Syste...
and/or providing access to network G Xbex Accessory Mamageme... This service ... Manual (Trig... Lecal Syste.
resources. Wired networks that do =

. & Mbox Live Auth Manager Provides su... Manual Local Syste...
et enforce BOZ.1X authentication are xi 2 ? Thi M . | 5}
unaffected by the DOTISVC senace, i <bo Live Game Save i enace . anual (Trig... - Local Syste...

G Mbox Live Networking Senvice This service ... Manual Lecal Syste...

\ Extended | Standard

2. Goto Control Panel > Network Connections, right click on the network adapter, and click Properties.

3. Click on Authentication tab, and enable IEEE 802.1X authentication. For network authentication
method, select EAP-TTLS.

¥ EthernetD Properties *

Metworking  Authentication  Sharing

Select this option to provide authenticated netwaork access for
this Ethemet adapter.
|- Enable IEEE 802.1X authentication
Choose a network authentication method:
Microsoft: EAP-TTLS ~ Seitings

[[] Remember my credentials for this connection each
time I'm logged on

[[] Falback to unauthorzed network access

OK Cancel

4. Click Additional Settings > Specify authentication mode, and choose User authentication.
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Step 3 - Client Configuration

Advanced settings X
B02. 1X sattings
[ specify authentication mode

User authentication - Save credentials

[CJEnable single sign on for this nebwork

[oc ][ cne
5. Click on Settings next to EAP-TLLS

Uncheck Enable Identity Privacy.

7. For Connect to these server, input your CA address and FortiNAC address. Choose the Trusted Root
Certification Authorities.
8. For Client Authentication, select an EAP method for Authentication. Choose Smart Card or other

certificates.
TILS Properties b4

o

[ Enable identty privacy

Server certficate vakdation
Connect to these servers:

ad 10 nacga test daiwenac nacqa test

Trusted Root Cantfication Authortias

[ nacqa-AD10CA ~
[ nacqa-AD10CA
[ nacqa-ADJXCA
[ nacqa-ADJX-CA

M mmmmn APVIW PR

< >
[[] Dont prompt user f unable to authorize sarver

Client authentication
(O Select a non-EAP method for authentication

Inencrypted password (PAP

(®) Select an EAP method for authentication
Microsoft: Smart Card or other cerificate ~

Configure

9. Click Configure under Smart and certificates.
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Smart Card or other Certificate Properties X

'When connecting:
() Use my smart card

(@) Use a centificate on this computer
[] Use simple cetficate selection (Recommended)

[A Verfy the server's identity by validating the certficate

[~ Connect to these servers fexamples:srv 1:3rv2: "\ srv3\ com):

ad 10.nacqga test daiwenac nacga test

Trusted Root Cestification Authorities:

] Microsoft ECC Product Root Certificate Authorty 2018 A
] Microsoft ECC TS Root Cadificate Authorty 2018

[ Microsoft Root Certificate Authortty 2010

] Microsoft Root Certficate Authorty 2011

] Microsoft RSA Root Certificate Authorty 2017

[ Microsoft Time Stamp Root Certficate Authorty 2014

4] nacqa-AD10:CA

[ nacqa-AD10-CA v

< >

View Certificate
[[] Don't prompt user to authorize new servers or trusted cestification
authorities,

[[] Use a diferent user name for the connection

| 0K | Cancel

10. Enable simple certificate selection, Verify the server’s identity by validating the certificate,
Connect to these severs and input your CA and FortiNAC address.

11. Select the trusted root certification Authorities.
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