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Use Case: FortiClient Software Management

This use case describes how to use FortiClient EMS for basic central management of FortiClient endpoints when
deploying FortiClient to endpoints using AD servers. This scenario requires the following steps:

1. Complete the prerequisites by preparing the AD server and Windows endpoints for deployment. See Prerequisites
on page 4.

2. Add endpoints to EMS by adding the AD server to EMS. See Adding endpoints using an Active Directory Domain
service on page 4.

3. Create a gateway list. Creating a gateway list is only necessary if connecting Telemetry to FortiGate. See Creating
a gateway list on page 6.

4. Create a FortiClient installer. Specify the gateway list (if created) in the installer. See Creating a FortiClient installer
on page 7.

5. Create a profile, select the FortiClient installer package, and configure FortiClient features in the profile. See
Creating a deployment profile on page 11.

6. Assign the profile to a branch of the AD domain to push the FortiClient installation process on the endpoints. See
Assigning the profile to endpoints on page 13.

7. Verify the deployment by monitoring FortiClient connections to FortiClient EMS.
8. When a new FortiClient version is available, create a corresponding installer to deploy the new FortiClient version

to endpoints. See Upgrading endpoints to the latest version of FortiClient on page 14.

Prerequisites

To continue with this use case, you must complete the following prerequisite steps. For details, see Deployment in the
FortiClient EMS Administration Guide.:

1. Install and prepare the AD server as follows.
a. Configure a group policy on the AD server.
b. Configure required Windows services.
c. Create deployment rules for Windows firewall.
d. Configure Windows firewall domain profile settings.

2. Prepare Windows endpoints for deployment as follows:
a. Configure required Windows services.
b. Configure Windows firewall to allow certain inbound connections.

Adding endpoints using an Active Directory Domain service

First, you must import the desired endpoints into FortiClient EMS. In this scenario, you will add endpoints using an
Active Directory (AD) domain server.
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Use Case: FortiClient Software Management 5

You can also use workgroups to deploy FortiClient software, although you cannot use
workgroups to deploy an initial installation of FortiClient to endpoints. After FortiClient is
installed on endpoints and endpoints are connected to FortiClient EMS, you can use
workgroups to uninstall and update FortiClient on endpoints. See the FortiClient EMS
Administration Guide for details.

Endpoints can be manually imported from an AD server. You can import and synchronize information about computer
accounts with an LDAP or LDAPS service. You can add endpoints by identifying endpoints that are part of an AD domain
server.

An instructional video on how to add a domain is available in the Fortinet Video Library.

You can add the entire domain or an organizational unit (OU) from the domain.

1. Go to Endpoints > Manage Domains > Add. The Domain pane displays.

2. Configure the following options:

IP address/Hostname Enter the domain's IP address or hostname. In this example, the AD server's
hostname is example.com.

Port Enter the port number. In this example, the port number, 636, is the default
value when LDAPS connection is enabled.

Distinguished name Enter the distinguished name. This field is optional.

Bind type Select the bind type: Simple, Anonymous, orRegular. In this example,
Regularwas selected.
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Use Case: FortiClient Software Management 6

Username Enter the username for the AD server.

Password Enter the user password for the AD server.

Show Password Turn on and off to show or hide the password.

LDAPS connection Turn on to enable a secure connection protocol when Bind Type is set to
Regular.

Sync every Enter the sync schedule between FortiClient EMS and the domain in minutes.
In this example, the sync schedule has been configured as 60 minutes.

3. Click Test to test the domain settings connection.
4. If the test is successful, select Save to save the new domain. If not, correct the information as required, then test

the settings again.

After importing endpoints from an AD server, you can edit the endpoints. These changes are
not synced back to the AD server.

Creating a gateway list

Next, you can create a gateway list. The gateway list is used to specify what IP addresses or fully qualified domain
names (FQDN) and ports endpoints can use to connect FortiClient Telemetry to FortiGate, EMS, or FortiGate and
EMS.

You do not need to create a gateway list if using FortiClient EMSwithout a FortiGate.

You can create a gateway list that contains IP addresses for multiple FortiGate units. FortiClient searches for IP
addresses in its subnet in the gateway IP list and connects to the FortiGate in the list that is in the same subnet as the
host system.

If FortiClient cannot find any FortiGates in its subnet, it attempts to connect to the first reachable FortiGate in the list,
starting from the top. The order of the list is maintained as it was configured in the gateway list.

In this example, we will configure a gateway list to facilitate connection between FortiClient and a FortiGate, which has
an IP address of 10.0.4.104.

1. Go toGateway Lists > ManageGateway Lists.
2. Click the Add button.

FortiClient EMSUse Cases Fortinet Technologies Inc.



Use Case: FortiClient Software Management 7

3. Configure the following:

Name Enter the list name. It is recommended to use an
easily identifiable name. In this example, the name
given is QA_FGT_600, indicating that the FortiGate
is running FortiOS 6.0.0 and is used to manage
endpoints belonging to employees from the QA
organization.

Comment Enter additional comments. This is optional.

IP addresses/Hostnames Enter the IP address(es) or hostname(s) of the
FortiGate devices. You can also use an FQDN. In this
example, the FortiGate's IP address is 10.0.4.104.
Press the Enter key to add additional IP addresses.

Connect to local subnets only Enable to only allow connection to local subnets. This
is optional and has not been enabled in this example.

Use connection key Enable the connection key endpoints can use to
connect to FortiGate units. This is optional and has
not been enabled in this example.

Managed by EMS Select an option from the dropdown list. Users can
configure this IP address in System Settings >
Server. Endpoints will be managed by this EMS.

4. ClickSave.

Creating a FortiClient installer

Now you must create a FortiClient installer. You will use this installer to deploy FortiClient to endpoints.

FortiClient EMSUse Cases Fortinet Technologies Inc.



Use Case: FortiClient Software Management 8

When you create a FortiClient installer to FortiClient EMS, you can specify what FortiClient features to include in the
installer for the endpoint. You can include a feature in the installer, then disable the feature in the profile. Because the
feature is included in the installer, you can update the profile later to enable the feature on the endpoint.

For example, consider that you create an installer that has SSL VPN and IPsec VPN enabled. You then assign the
installer to a profile where VPN is disabled. The endpoints that the profile is deployed to will have VPN disabled. At a
later time, if you enable VPN on the profile, the endpoints will then have VPN enabled, since it was included in the
installer.

When you create a FortiClient installer in FortiClient EMS, an installer for the Windows operating system and an
installer for the macOS operating system are added to FortiClient EMS.

After you add a FortiClient installer to FortiClient EMS, you cannot edit it. You can delete the
installer from FortiClient EMS, and edit the installer outside of FortiClient EMS. You can then
add the edited installer to FortiClient EMS.

1. Go to Profile Components > Manage Installers.
2. ClickAdd.
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Use Case: FortiClient Software Management 9

3. On theGeneral tab, set the following options.

Name Enter the FortiClient installer's name. In the example, the installer's name is
FCT_603, to indicate that is used to deploy FortiClient 6.0.3.

Notes Enter any notes about the FortiClient installer. This field is optional.

Version Select the FortiClient version to install. The example is configured for
FortiClient 6.0.

Patch version Select the specific FortiClient patch version to install. The example is
configured for FortiClient 6.0.3.

Keep updated to the latest
patch

Select to enable FortiClient to automatically update to the latest patch release
when FortiClient is installed on an endpoint. This is optional and has not been
enabled in this example.

4. ClickNext. On the Features tab, you can select which features to include in the installer. In this example, only VPN
has been included in addition to Security Fabric Agent, which is enabled by default.
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5. ClickNext. On the Advanced tab, you can set additional options for the installer. In this example, only automatic
registration is enabled for the installer. This allows FortiClient to automatically connect Telemetry to EMS or
FortiGate after FortiClient is installed on the endpoint.

6. ClickNext. The Telemetry tab displays the hostname and IP address of the EMS server, which will manage
FortiClient once it is installed on the endpoint. In the Gateway list dropdown list, select the gateway list created in
Creating a gateway list on page 6. In this example, this is QA_FGT_600.
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7. ClickSave. The FortiClient installer is added to FortiClient EMS and displays on theManage Installers pane.

Creating a deployment profile

Next, you must create a new profile to deploy FortiClient to endpoints. You will assign the installer created in Creating a
FortiClient installer on page 7 to the profile.

When creating a profile to deploy FortiClient, you must create a new profile. You cannot add
an installer to the default profile.

The selected FortiClient installer in a profile controls what tabs are displayed for configuration in the profile. Only the
tabs for the features in the selected installer are displayed for configuration in the profile. For example, if the installer
includes only the VPN feature, only the VPN tab is displayed for you to configure. The System Settings tab always
displays.

You can disable a feature included in the installer, then enable the feature in the profile later. For example, if the
installer includes the Web Filter and VPN features, you can disable the Web Filter feature and keep the VPN feature
enabled. When FortiClient is installed on the endpoint, the Web Filter is installed, but disabled.

1. Go to Endpoint Profiles > Manage Profile, and click the Add button.
2. On the Deployment tab, enable FortiClient Deployment. The FortiClient deployment options display.
3. Set the following options on the Deployment tab:

Action
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Assign an Click Installer.

Installer In the Installer list, select the FortiClient installer created in
Creating a FortiClient installer on page 7. The installer options
display.

Schedule

Start At Specify what time to start installing FortiClient on endpoints. In
this example, the time is configured for 8:00 PM.

Reboot When
Needed

Enable to reboot the endpoint to install FortiClient when needed.

Reboot when no
users is logged in

Enable to allow the endpoint to reboot without prompt if no
endpoint user is logged into FortiClient.

Notify users and let
the user decide
when to reboot
when they are
logged in

Enable to notify the end user if a reboot of the endpoint is needed
and allow the user to decide what time to reboot the endpoint.
Disable to reboot the endpoint without notifying the user.

Credentials

Username Enter the username to perform deployment on AD. You must
enter the admin credentials for the AD in the profile. Enter the
appropriate credentials in the profile to assign to the AD. The
credentials allow EMS to install FortiClient on endpoints using AD.
If the credentials are wrong, the installation fails, and an error
displays in EMS.

Password Enter the password to perform deployment on AD.

FortiClient EMSUse Cases Fortinet Technologies Inc.
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4. Set the options on the remaining tabs if desired. See the FortiClient EMS Administration Guide for details.
5. ClickSave.

For information on additional profile configuration, see the FortiClient EMS Administration
Guide.

Assigning the profile to endpoints

After creating the profile, you can assign the profile to the domain or a group within the domain. When you assign the
profile to a domain or group, the profile settings are automatically pushed to all endpoints in the specified domain or
group.

If you do not assign a profile to a specific domain or group, EMS automatically applies the default profile.

1. Go to Endpoints.
2. Right-click a domain or group, select Assign profile, then the profile. A confirmation dialog displays.

FortiClient EMSUse Cases Fortinet Technologies Inc.
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Use Case: FortiClient Software Management 14

3. ClickYes. The profile is assigned.

Once the profile is assigned to a specified domain or group and the start time configured in Creating a FortiClient
installer on page 7 is reached, EMS deploys FortiClient to the endpoints. The profile controls the endpoint's FortiClient
configuration. FortiClient connects Telemetry to the FortiGate specified in the gateway list and the EMS server
specified in the installer.

After initial deployment of FortiClient, you can use the profile to change the endpoint's FortiClient configuration. To
push configuration changes to endpoints, simply make changes to the endpoint's assigned profile. EMS syncs the
configuration changes to FortiClient on the endpoint. You can check the Endpoints pane to see if the endpoint's
synchronization status.

The below shows an endpoint that is not synchronized with the latest profile configuration changes.

The below shows an endpoint that is synchronized with the latest profile configuration changes.

Upgrading endpoints to the latest version of FortiClient

When a new version of FortiClient is available, EMS displays an alert (the bell icon) in the top right-corner of the GUI.
The below shows an example of the EMS GUI when new versions of FortiClient (in this case for macOS and Windows)
are available.

You can update endpoints to the new version of FortiClient by creating a new installer as described in Creating a
FortiClient installer on page 7. You can then edit the assigned endpoint profile'sDeployment tab to specify the newly
created installer:

1. Go to Endpoint Profiles, and select the assigned profile.
2. ClickEdit. The profile settings display in the content pane.
3. On the Deployment tab, select the new installer from the Installer dropdown list.
4. Edit other settings as desired.
5. ClickSave.
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EMS syncs the profile changes to the affected endpoints, and the new version of FortiClient is installed on them.
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Use Case: Fortinet Security Fabric Agent for Your Security
Fabric

This use case describes how to deploy Security Fabric Agent (SFA), a key module within FortiClient that integrates
endpoints with FortiGate and the Security Fabric. SFA strengthens enterprise security through enhanced endpoint
visibility, compliance control, vulnerability scanning, and automated response.

SFA is enabled by default when installing FortiClient and includes components to support the Security Fabric available
with FortiGate, such as the following:

Component Description

FortiClient Telemetry FortiClient can connect Telemetry to FortiGate and/or EMS. EMS uses the
FortiClient Telemetry connection to manage FortiClient endpoints. FortiClient
connects Telemetry to FortiGate to participate in the Security Fabric or
compliance enforcement.

Vulnerability scanning Check endpoints for known vulnerabilities. The vulnerability scan results can
include:
l List of vulnerabilities detected
l Howmany detected vulnerabilities are rated as critical, high, medium, or low

threats
l Links to more information, including links to the FortiGuard Center
FortiClient can detect vulnerabilities for many software.

Vulnerability remediation After detecting vulnerabilities, FortiClient provides a one-click link to immediately
install patches and resolve as many identified vulnerabilities as possible. It also
displays a list of patches that require the endpoint user to manually install to
resolve outstanding vulnerabilities.

You can use EMS to deploy SFA to endpoints. This scenario requires the following steps:

1. Create a gateway list with the FortiGate IP address. See Creating a gateway list on page 17.
2. Create a FortiClient installer. Specify the gateway list in the installer. See Creating a FortiClient installer on page

18.
3. Create a profile, select the FortiClient installer package, and configure FortiClient features in the profile. See

Creating a deployment profile on page 21.
4. Assign the profile to the desired endpoints to push the FortiClient installation process on the endpoints. See

Assigning the profile to endpoints on page 23.
5. Verify the endpoints have connected Telemetry to the Security Fabric and to EMS. See Verifying Telemetry

connection on page 24.

The procedure above assumes that all desired endpoints have already been imported into
EMS. For instructions on how to import endpoints into EMS, see the FortiClient EMS
Administration Guide.
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Use Case: Fortinet Security Fabric Agent for Your Security Fabric 17

Creating a gateway list

First, you must create a gateway list in EMS that contains the IP address of a FortiGate that belongs to the Security
Fabric. Gateway lists facilitate FortiClient Telemetry connection between FortiClient and the FortiGate. The gateway
list is used to specify what IP addresses or fully qualified domain names (FQDN) and ports endpoints can use to connect
FortiClient Telemetry to FortiGate, EMS, or FortiGate and EMS.

You can create a gateway list that contains IP addresses for multiple FortiGate units. FortiClient searches for IP
addresses in its subnet in the gateway IP list and connects to the FortiGate in the list that is in the same subnet as the
host system.

If FortiClient cannot find any FortiGates in its subnet, it attempts to connect to the first reachable FortiGate in the list,
starting from the top. The order of the list is maintained as it was configured in the gateway list.

In this example, we will configure a gateway list to facilitate connection between FortiClient and a FortiGate, which has
an IP address of 10.0.4.104.

1. Go toGateway Lists > ManageGateway Lists.
2. Click the Add button.
3. Configure the following:

Name Enter the list name. It is recommended to use an
easily identifiable name. In this example, the name
given is QA_FGT_600, indicating that the FortiGate
is running FortiOS 6.0.0 and is used to manage
endpoints belonging to employees from the QA
organization.

Comment Enter additional comments. This is optional.

IP addresses/Hostnames Enter the IP address(es) or hostname(s) of the
FortiGate devices. You can also use an FQDN. In this
example, the FortiGate's IP address is 10.0.4.104.
Press the Enter key to add additional IP addresses.

Connect to local subnets only Enable to only allow connection to local subnets. This
is optional and has not been enabled in this example.

Use connection key Enable the connection key endpoints can use to
connect to FortiGate units. This is optional and has
not been enabled in this example.

Managed by EMS Select an option from the dropdown list. Users can
configure this IP address in System Settings >
Server. Endpoints will be managed by this EMS.
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Use Case: Fortinet Security Fabric Agent for Your Security Fabric 18

4. ClickSave.

Creating a FortiClient installer

Now you must create a FortiClient installer. You will use this installer to deploy FortiClient with SFA components to
endpoints. SFA is enabled by default in the FortiClient installer, as seen in the steps below. Include any other features
in the installer as desired.

When you create a FortiClient installer in FortiClient EMS, an installer for the Windows operating system and an
installer for the macOS operating system are added to FortiClient EMS.

After you add a FortiClient installer to FortiClient EMS, you cannot edit it. You can delete the
installer from FortiClient EMS, and edit the installer outside of FortiClient EMS. You can then
add the edited installer to FortiClient EMS.

1. Go to Profile Components > Manage Installers.
2. ClickAdd.
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Use Case: Fortinet Security Fabric Agent for Your Security Fabric 19

3. On theGeneral tab, set the following options.

Name Enter the FortiClient installer's name. In the example, the installer's name is
FCT_603, to indicate that is used to deploy FortiClient 6.0.3.

Notes Enter any notes about the FortiClient installer. This field is optional.

Version Select the FortiClient version to install. The example is configured for
FortiClient 6.0.

Patch version Select the specific FortiClient patch version to install. The example is
configured for FortiClient 6.0.3.

Keep updated to the latest
patch

Select to enable FortiClient to automatically update to the latest patch release
when FortiClient is installed on an endpoint. This is optional and has not been
enabled in this example.

4. ClickNext. On the Features tab, you can select which features to include in the installer. In this example, only
Security Fabric Agent has been enabled.
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Use Case: Fortinet Security Fabric Agent for Your Security Fabric 20

5. ClickNext. On the Advanced tab, you can set additional options for the installer. In this example, only automatic
registration is enabled for the installer. This allows FortiClient to automatically connect Telemetry to EMS or
FortiGate after FortiClient is installed on the endpoint.

6. ClickNext. The Telemetry tab displays the hostname and IP address of the EMS server, which will manage
FortiClient once it is installed on the endpoint. In theGateway list dropdown list, select the gateway list created in
Creating a gateway list on page 17. In this example, this is QA_FGT_600.
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7. ClickSave. The FortiClient installer is added to FortiClient EMS and displays on theManage Installers pane.

For details on configuring other installer options, see the FortiClient EMS Administration
Guide.

Creating a deployment profile

Next, you must create a new profile to deploy FortiClient to endpoints. You will assign the installer created in Creating a
FortiClient installer on page 18 to the profile.

When creating a profile to deploy FortiClient, you must create a new profile. You cannot add
an installer to the default profile.

1. Go to Endpoint Profiles > Manage Profile, and click the Add button.
2. On the Deployment tab, enable FortiClient Deployment. The FortiClient deployment options display.
3. Set the following options on the Deployment tab:

Action

Assign an Click Installer.
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Installer In the Installer list, select the FortiClient installer created in
Creating a FortiClient installer on page 18. The installer options
display.

Schedule

Start At Specify what time to start installing FortiClient on endpoints. In
this example, the time is configured for 8:00 PM.

Reboot When
Needed

Enable to reboot the endpoint to install FortiClient when needed.

Reboot when no
users is logged in

Enable to allow the endpoint to reboot without prompt if no
endpoint user is logged into FortiClient.

Notify users and let
the user decide
when to reboot
when they are
logged in

Enable to notify the end user if a reboot of the endpoint is needed
and allow the user to decide what time to reboot the endpoint.
Disable to reboot the endpoint without notifying the user.

Credentials

Username Enter the username to perform deployment on AD. You must
enter the admin credentials for the AD in the profile. Enter the
appropriate credentials in the profile to assign to the AD. The
credentials allow EMS to install FortiClient on endpoints using AD.
If the credentials are wrong, the installation fails, and an error
displays in EMS.

Password Enter the password to perform deployment on AD.
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4. Set the options on the remaining tabs.
5. ClickSave.

For information on additional profile configuration, see the FortiClient EMS Administration
Guide.

Assigning the profile to endpoints

After creating the profile, you can assign the profile to the domain or a group within the domain. When you assign the
profile to a domain or group, the profile settings are automatically pushed to all endpoints in the specified domain or
group.

If you do not assign a profile to a specific domain or group, EMS automatically applies the default profile.

1. Go to Endpoints.
2. Right-click a domain or group, select Assign profile, then the profile. A confirmation dialog displays.
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Use Case: Fortinet Security Fabric Agent for Your Security Fabric 24

3. ClickYes. The profile is assigned.

Once the profile is assigned to a specified domain or group and the start time configured in Creating a FortiClient
installer on page 18 is reached, EMS deploys FortiClient to the endpoints. The profile controls the endpoint's FortiClient
configuration. FortiClient connects Telemetry to the FortiGate specified in the gateway list and the EMS server
specified in the installer.

Verifying Telemetry connection

Now let's verify the Telemetry connection between FortiClient and EMS and between FortiClient and FortiGate in the
FortiClient and EMS GUI.

The below shows the FortiClient GUI, which is now connected to both EMS and to the FortiGate at 10.0.4.104.
Specifically, the screenshot below shows the Compliance & Telemetry tab, which displays the gateway list configured
in Creating a gateway list on page 17. FortiClient is also centrally managed by EMS. Note that in this example,
FortiClient is shown as compliant with the compliance rules received from FortiGate. For details on compliance, see the
FortiClient ComplianceGuide.

In addition to FortiClient Telemetry, SFA also includes Vulnerability Scan components. The below shows a screenshot
of the Vulnerability Scan tab. The system was last scanned on Tuesday, October 9 at 12:58 and currently has three
critical vulnerabilities.
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The below shows the EMS GUI when FortiClient is connected to both EMS and FortiGate. In the example, the endpoint
is synchronized with the latest profile and gateway list configuration changes from EMS.
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Use Case: Enforcing Corporate Security Policies

You can use FortiClient EMS in integrated mode with FortiGate. In this scenario, EMS provides endpoint provisioning,
while the FortiGate provides compliance rules to the endpoint. You can use the FortiGate to enforce corporate security
policies by:

l Defining compliance rules for endpoint access to the network through FortiGate
l Defining the non-compliance action for FortiGate--that is, how FortiGate handles endpoints that fail to comply with

compliance rules

This use case describes how to configure FortiClient compliance rules on FortiOS and shows an example of how non-
compliant settings affect an endpoint. Consider the following topics:

1. Create set of compliance rules in FortiOS to send to FortiClient endpoints. See Configuring the FortiClient
Compliance Profile in FortiOS on page 26.

2. View received compliance rules in FortiClient and fix non-compliant settings. See Fixing non-compliant settings on
page 28.

3. View options available for the compliance rules in FortiOS. See Additional compliance options on page 30.

This use case assumes that FortiClient Telemetry is connected to both EMS and the
FortiGate. For details on configuring the FortiClient Telemetry connections, see Use Case:
FortiClient Software Management on page 4.

Configuring the FortiClient Compliance Profile in FortiOS

You will configure a FortiClient Compliance Profile in FortiOS. FortiGate provides these compliance rules to the
endpoint. In this example, you will configure the profile to do the following:

l Block the endpoint from accessing the network if it has critical or high vulnerabilities
l Warn the endpoint if forticlient.exe is not running. The user can acknowledge and proceed past the warning to

access the network.

1. In FortiOS, go to Security Profiles > FortiClient Compliance.
2. Create a new profile by selecting the + icon in the upper right corner.
3. In the Profile Name field, enter the desired profile name.
4. In the Assign Profile To field, select the desired device groups, user groups, and users to assign the profile to. In

this example, we are assigning the profile to all Android phones and Windows PCs.
5. Configure the Vulnerability Scan compliance rule:

a. Enable Endpoint Vulnerability Scan on FortiClient.
b. From the Vulnerability level dropdown list, select High. This means the non-compliance action will apply to all

endpoints with vulnerabilities detected as High or Critical (the only level greater than High).
c. For the Non-compliance action, select Block.
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6. Configure the running application compliance rule:
a. Enable System Compliance
b. Enable Check Running Applications.
c. ClickCreate New.
d. In the Application Name field, enter FortiClient.
e. Ensure that Application Check Rule is set to Present.
f. In the Process Name 1 field, enter forticlient.exe.
g. ClickOK.

7. ClickApply.
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The compliance rule has been created. You can view it in Security Profiles > FortiClient Compliance.

Fixing non-compliant settings

Now you can go to FortiClient on the endpoint to see the effect of the newly configured compliance rules on the
endpoint. The compliance rules take effect with the next Telemetry communication between FortiClient and the
FortiGate.

First, let's see the effect of the Vulnerability Scan compliance rule: endpoints must not have any high or critical
vulnerabilities. Otherwise, they will be blocked from accessing the network. The example endpoint currently has two
critical vulnerabilities, which violates this rule.

In the screenshot, you can see that FortiClient is not compliant with the Security Fabric. In the Compliance Policy
section, FortiClient also displays the compliance rule it is currently in violation of: the endpoint should not have any high
or above vulnerabilities.

ClickView Compliance Rules to see more detail about the compliance rules received from FortiGate. This displays all
compliance rules, including those that FortiClient is currently compliant with. For the Vulnerability Scan compliance rule,
there is a grace period of one day, during which the user is expected to patch the critical and high vulnerabilities. During
the grace period, the endpoint is not yet blocked from the network.

If the grace period passes and the critical and high vulnerabilities have not been patched, the endpoint user is blocked
from accessing the network.
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For the sake of the example, let's patch the critical and high vulnerabilities on the endpoint. Follow the instructions in
Patching endpoint vulnerabilities using EMS. After patching the vulnerabilities, the endpoint is compliant and can
access the network.

Now let's consider what happens if the endpoint does not follow the second compliance rule, which is that forticlient.exe
must be running. When forticlient.exe is not running on the endpoint, FortiClient displays the following.

Since this rule was configured to only warn the user in the case of non-compliance, the user can still access the network
without fixing the non-compliant settings. The browser displays the following warning, and the user can click I
Understand to acknowledge the compliance issue, then proceed. The user can fix the non-compliant settings at a later
time.

When the endpoint is compliant with all compliance rules received from the FortiGate, the FortiClient Compliance
& Telemetry tab displays the following.
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Additional compliance options

Depending on the FortiOS configuration, FortiOS uses one of the following methods to determine endpoint compliance.
The first option is only available in FortiOS 6.0.0 and later versions. In both cases, FortiClient must be installed on the
endpoint and there must be Telemetry connection between FortiClient and FortiGate.

1. An endpoint is considered compliant if its FortiClient is managed by the EMS server authorized in FortiOS.
2. An endpoint is considered compliant if it complies with the specific compliance rules configured in FortiOS. The

table below lists the compliance rules administrators can enable or disable in a FortiClient profile.

Option Description

Endpoint Vulnerability Scan on Client Endpoints must not have vulnerabilities at or higher than the
configured level.

System Compliance

Minimum FortiClient
version

Endpoints must have a FortiClient version installed that is the same
or higher than configured. You can set different versions for different
operating systems.

Upload Logs to
FortiAnalyzer

Endpoints must send the specified logs to FortiAnalyzer. FortiClient
must have logging to FortiAnalyzer configured to enable this option.

Check Running
Applications

Configure rules for certain applications. You can create a rule for a
specific application to be running or not running, and also specify
processes and signatures.

Security Posture Check

Realtime Protection You can specify that endpoints must have:
l Realtime Protection enabled
l Signatures must be up-to-date
l FortiSandbox scanning must be enabled. FortiClient must have

FortiSandbox integration configured to enable this option.
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Option Description

Third party AntiVirus
on Windows

Endpoints must run a specified third party antivirus program.

Web Filter Endpoints must have the specified Web Filter profile applied.

Application Firewall Endpoints must have the specified Application Control sensor
applied.

The below shows another example of a FortiClient compliance profile. The profile is configured as follows:

l Block endpoints with high or critical vulnerabilities from accessing the network
l Warn Windows endpoints that have a FortiClient version earlier than 5.6.0
l Warn endpoints that do not have real-time protection enabled
l Warn endpoints that do not have up-to-date signatures
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Use Case: Migrating EMS to a New Server

To enjoy the latest enhancements to EMS, you must ensure that you are using the latest version of EMS. This
procedure describes the process of migrating a production environment from one server to another server.

For this use case, the following is assumed:

l You have full access to the following infrastructure:
l Current EMS production server (referred to as "Server A")
l A second server with similar capabilities as the EMS production server (referred to as "Server B")
l FortiClient endpoints available for testing purposes

l There is network connectivity between the infrastructure components listed above.
l You have configured EMS according to the FortiClient EMS Administration Guide.
l Endpoints have FortiClient installed and are currently being managed by Server A.

This use case describes the process of migrating an EMS 6.0.3 production server environment from Server A to Server
B. In this example, Server A's IP address is 10.200.200.11, and Server B's IP address is 10.200.200.15. The domain
name is ems.example.com.

The procedure is as follows:

1. Ensure that the prerequisites are met. See Checking the prerequisites on page 32.
2. Install EMS on Server B. See Installing EMS on Server B on page 34.
3. Back up the EMS database from Server A, then restore the database on Server B. Change the configuration as

required on Server B. See Backing up and restoring the database on page 34.
4. (Optional) Modify the hosts file on test endpoints so that they connect to Server B. Confirm that Server B is

managing the endpoints. See Modifying endpoint hosts files on page 35.
5. Contact Fortinet Customer Service & Support to migrate the EMS license to Server B. See Migrating the EMS

license to Server B on page 37.
6. Change the DNS record to redirect all endpoints to Server B. See Changing the DNS record on page 37.
7. Ensure that all endpoints are connected to Server B. See Connecting endpoints to Server B on page 38.

Checking the prerequisites

Ensure that the following prerequisites are met on the EMS servers and on the FortiClient endpoints before proceeding
to migrate the EMS server.
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EMS servers A and B

l Server A is fully configured and ready to back up its database.

l Server A is currently managing the endpoints that need to be migrated to Server B. Telemetry is functioning
normally.

l The connection between the Server A and the endpoint has been configured by domain name and not by the
EMS server IP address.

l Server B is ready for further configuration.
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FortiClient endpoints

On all desired endpoints, ensure that FortiClient is installed and is being managed by EMS on Server A.

Installing EMS on Server B

Install the same version of EMS that is installed on Server A on Server B. In this example, Server A has EMS 6.0.3
installed. Therefore, you would install EMS 6.0.3 on Server B. For details on how to install EMS, see Installing
FortiClient EMS.

When you install EMS on Server B, the free trial license is enabled by default. Keep this trial license for now. You will
apply the full license to this server in Migrating the EMS license to Server B on page 37.

Backing up and restoring the database

You must back up the EMS database from Server A, then restore the database on Server B.

1. Back up the database on Server A:
a. On Server A, go to Administration > Back up Database.
b. Set the following options:

Password Enter a password for backing up and restoring the database.

Confirm password Reenter the password to confirm it.
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c. ClickBack up. FortiClient EMS backs up the database.

2. Restore the database on Server B:
a. On Server B, go to Administration > Restore Database.
b. ClickBrowse.
c. Locate the database backup file from Server A, and clickOpen.
d. In the Password box, enter the password used to back up the database.
e. ClickRestore. When the database is restored, a message appears. The message instructs you to wait for the

restored database to reload.

3. Wait for the restored database to be reloaded.
4. Change the configuration as required. For example, you may need to adjust the Hostname and Listen on IP

settings under System Settings > Server, and verify the Sandbox connection under endpoint profiles.
5. Verify that settings, workgroups, domains, profiles, and so on were loaded correctly after restoring Server A's

database on Server B.

Modifying endpoint hosts files

You can modify the hosts file on some test endpoints so that they connect to Server B, then confirm that the endpoints
are being managed by Server B. This step is optional.

1. On a test FortiClient endpoint, go to C:\Windows\System32\drivers\etc and open the hosts file using Notepad as
an administrator.
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2. At the end of the hosts file, add Server B's IP address and the configured domain name as shown.

3. Save and close the hosts file.
4. Repeat steps 1-3 on additional test endpoints as desired.
5. On Server B, confirm that the test endpoints have connected Telemetry to EMS.

6. On the test endpoints, confirm that a Telemetry connection has been established to EMS on Server B using the
domain name.
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Migrating the EMS license to Server B

1. Contact Fortinet Customer Service & Support for assistance in migrating the EMS license.
2. On Server B, go to Administration > Upgrade License .
3. ClickBrowse and locate the license key file.
4. ClickUpload.

Changing the DNS record

You must change the EMS DNS record on the enterprise DNS server to redirect all endpoints to Server B.

If you encounter any issues during the migration process, return to this step and roll back the
EMS DNS record to redirect to Server A, as originally configured.

1. On the enterprise DNS server, open DNS Manager.
2. Under Forward Lookup Zones, find the EMS record. The EMS record'sData column is populated with Server A's IP

address.
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3. Modify the EMS record'sData column to point to Server B's IP address.

Connecting endpoints to Server B

It is recommended to flush the endpoints' DNS records to ensure they point to Server B. You can accomplish this by
running ipconfig /flushdns on the endpoint machines. If this option is not available, reboot the endpoints or wait
for the DNS records to update.

The endpoints should now show that they are connected to Server B. However, if there are any issues, reregister the
endpoints in EMS on Server B.
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2018-10-24 Initial release.

2018-12-19 Added Use Case: Migrating EMS to a New Server on page 32.
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