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Change Log

Date Change Description

2025-10-03 Initial release.

2025-10-23 Updated Configuring the Azure client on page 29, Configuring FortiDeceptor Manager on
page 32, Managing cloud clients on page 33, and Deploying decoys on page 35.
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About FortiDeceptor VM on Azure

About FortiDeceptor VM on Azure

FortiDeceptor VM is a 64-bit virtual appliance version of FortiDeceptor that is deployed in a virtual machine
environment. Once the virtual appliance is deployed and set up, you can manage FortiDeceptor VM via its GUl in
a web browser on your management computer.

This document provides information about deploying a FortiDeceptor VM in Microsoft Azure environments. This
includes how to configure the virtual hardware settings of the virtual appliance. This guide presumes the reader
has a thorough understanding of virtualization servers.

This document does not cover configuration and operation of the virtual appliance after it has been successfully
installed and started. For that information, see the FortiDeceptor Administration Guide in the Fortinet Document
Library.
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Licensing

Fortinet offers the FortiDeceptor in a stackable license model. This model allows you to expand your VM
solution as your environment expands. For information on purchasing a FortiDeceptor license, contact your
Fortinet Authorized Reseller, or visit https://www.fortinet.com/how_to_buy/.

When configuring your FortiDeceptor, ensure that you configure hardware settings as outlined in the following
table and consider future expansion. Contact your Fortinet Authorized Reseller for more information.

Technical Specification Details

Azure Support Standard B2s for 2 nics
Standard A8 v2 for 6 nics

Virtual CPUs (min / max) 4/ Unlimited
Virtual Network Interfaces 2-6

Virtual Memory (min / max) 8GB / Unlimited
Virtual Storage (min / max) HDD 50GB/ 16TB

For more information, see the FortiDeceptor product data sheet available on the Fortinet web site,
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiDeceptor.pdf.

After placing an order for FortiDeceptor, a license registration code is sent to the email address used in the
order form. Use the license registration code provided to register the FortiDeceptor with Customer Service &
Support at https://support.fortinet.com.

Upon registration, you can download the license file. You will need this file to activate your FortiDeceptor. You
can configure basic network settings from the CLI to complete the deployment. Once the license file is uploaded
and validated, the CLI and GUI will be fully functional.
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FortiDeceptor Cloud topology

FortiDeceptor Cloud topology

The cloud appliance is deployed over the public infrastructure but uses a different method for decoy
deployment. This new method requires less HW requirements for the cloud appliance itself.

On-Premise Cloud
Subnet

& (3

...... Secure

port2 =
o e[ ] &
G g B B B

. A Server Server Decoy
FortiDeceptor FortiDeceptor VM (Virtual)
Manager (Azure/AWS/GCP)

The cloud decoy deployment method is as follows:

» The cloud appliance will be deployed over the cloud infrastructure.
< An on-premise FortiDeceptor Manager will manage the cloud appliance over a propriety network tunnel.

« The propriety network tunnel allows managing the cloud appliance and decoy deployment provisioning
over layer2 tunnel communication over layer3.

« The cloud appliance network interfaces will hold IP addresses in the cloud segment. Each IP address
represents a network decoy.

* The network decoy will run on the on-premise FortiDeceptor Manager and use the same IP address as the
cloud appliance network interfaces.

e The cloud IP address will tunnel over Layer2 to the IP address on the on-premise FortiDeceptor Manager.

e Theideais to run alight appliance in the cloud while running the actual network decoys inside the on-
premise FortiDeceptor Manager in a sandbox mode. The cloud network is isolated from the rest of the
decoys, the on-premise networks.

While the cloud appliance uses different hardware requirements, the on-premise FortiDeceptor Manager HW
requirements that should serve the cloud appliance decoys is the same concept as today.
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Minimum system requirements

Minimum system requirements

The following are the minimum system requirements for deploying decoys with FortiDeceptor for Azure:

Technical Specification Details

Azure Support Standard B2s for 2 nics
Standard A8 v2 for 6 nics
Virtual CPUs (min / max) 4/ Unlimited
Virtual Network Interfaces 2-6
Virtual Memory (min / max) 8GB / Unlimited
Virtual Storage (min / max) Cloud manager: HDD 500GB/ 16 TB

Cloud clients: HDD 50GB/ 16 TB
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Deploying FortiDeceptor on Azure

Deploying FortiDeceptor on Azure

To deploy FortiDeceptor VM on Azure, download the FortiDeceptor image file for Azure from FortiCloud. Next
you will create resource groups in the Azure portal and upload the FortiDeceptor VHD. After the VHD is
uploaded, prepare the network and then create the VM with FortiDeceptor VHD.

To deploy FortiDeceptor VM on Azure:

Prepare the FortiDeceptor image.
Create resource groups.

Upload FortiDeceptor VHD to Azure.
Prepare the network.

Create the VM.

a k0N

Preparing the FortiDeceptor image

Download the image archive file for the Azure platform. and unzip it to get image file for fdc.azure.vhd.

To download the FortiDeceptor image:

1. Loginto FortiCloud.

2. Inthe banner, click Support > Downloads > Firmware Download. The Download/Firmware Images page
opens.

3. From the Select Product dropdown, select FortiDeceptor.
Click the Download tab.
5. IntheImage File Path section, click the image folder until you reach the image page.

>
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Deploying FortiDeceptor on Azure

6. Select FDC_VM-vx.x.x-buildxxxx-FORTINET.out.azure.zip

FortiCloud » © oo

Download / Firmware Images

Firmware

Fortinet Firmware Images And Software Releases
Images

Welcome to the Firmware Images download center for Fortinet's extensive line of security solutions.

Select Product

FortiDeceptor v

Image File Path

/ FortiDeceptor/ v4.00/ 4.1/ 4.1.0/

s
Image Folders/Files
Up to higher level directory
Name Size (KB) Date Created
FDC_1000F-400-build0128-FORTINET.out 200,705 2021-12-16 16:12:30
FDC_1000G-v400-build0128-FORTINET.out 200,705 2021-12-16 16:12:37
FDC_VM-v400-build0128-FORTINET.out 200,705 2021-12-16 16:12:48
FDC_VM-v400-build0122-FORTINET.cut.aws.zip 128,782 2021-12-16 1€:12:16
FDC_VM-v400-build01 28-FORTINET.out.azure.zip 128,580 2021-12-16 16:12:23
FDC_VM-v400-build0128-FORTINET.cut.gcp.tar.gz 128,587 2021-12-16 16:12:29
FDC_VM-v400-build0128-FORTINET.out.kvm.zip 127,648 2021-12-16 16:12:59
FDC_VM-v400-build0122-FORTINET.cut.ovf.esx.zip 127,500 2021-12-161€:12:17
FDC_VM-v400-build0128-FORTINET.out.vmware.zip 127,661 2021-12-16 16:12:51

7. Extractthe .zipfile.

Creating resource groups

Create a resource group and then add your resources. This allows you to deploy, update, and delete the

resources as a group.

To create a resource group:

1. Loginto the Azure portal and go to Resource groups.

Account Name/ID:  Forfinet

Date Modified

2021-12-16 16:12:59

2021-12-16 16:12:26

r
15}
a
I~}
EY

16:12:29

2021-12-16 16:12:37

2021-12-16 16:12:03

2021-12-16 16:12:58

2021-12-16 16:12:15

2021-12-16 16:12:48

2021-12-16 16:12:17

HTTPS Checksum

HTTPS Checksum

HTTPS Checksum

HTTPS Checksum

HTTPS Checksum

HTTPS Checksum

HTTPS Checksum

HTTPS Checksum

HTTPS Checksum

_ e e e

T~ Create a resource
ﬁ Home ices
il Dashboard
= All services Featured

% FAVORITES

All resources

> e (%) .

Azure Active Virtual Resource App Services
Directory machines groups

=] App Services

2!
Storage saL
accounts databases

c
Cost
Management

Good

Virtual
networks
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Deploying FortiDeceptor on Azure

2. Click Create.

= Microsoft Azure £ Search resources, services, and docs (G+/)

Home >

Resource groups =

Default Directory

Create | 23 Manage view () Refresh Export to CSV 55 Open query A Feadback

| Filter for any field... | Subscription == all Location == all X 5 add filter

3. Select or enter the following property values:

Subscription Select an Azure subscription.
Resource group Enter a name for the resource group.
Region Specify an Azure location. This location is where the resource group

stores metadata about the resources.

For compliance reasons, you may want to specify where that metadata is
stored. We recommend that you specify a location where most of your
resources will be stored. Using the same location can simplify your
template.

All services » Resource groups >

Create a resource group

Basics  Tags Review + create

Resource group - A container that holds related resources for an Azure selution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more &

Project details

Subscription * (D ‘ ~ |

Resource group * (0 ‘ v |

Resource details

Region * @ EEETE ~]

4. Click Review + Create. The resource group is validated.
5. Click Create.

FortiDeceptor 6.2.0 Azure Deployment Guide
Fortinet Inc.
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Deploying FortiDeceptor on Azure

Uploading FortiDeceptor VHD to Azure

To upload FortiDeceptor VHD to Azure:

1. Inthe portal menu, click Storage accounts.

2. Onthe Storage accounts page, click Create. The Create a storage account page opens.

L Search resources, services, and docs (G+/)

Microsoft Azure

Home >

Storage accounts »

Default Directory

Create 0% Manageview ~ () Refresh | Exporitocsv % Open query A Assigntags [8] Delete £ Feedback
| Filter for any field... | Subscription == all Resource group == all X Location == all X +? Add filter

3. Inthe Basics tab, configure the storage account details. The image below shows the basic configuration for

FortiDeceptor.

Subscription

Resource group

Storage account nhame
Region

Performance

Redundancy

Make read access to data available in the event of
regional unavailability

FortiDeceptor 6.2.0 Azure Deployment Guide
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Select a subscription from the dropdown.

Select a resource group from the
dropdown.

Enter a name for the storage account.
Select a region from the dropdown.

Select Standard: Recommended for most
scenarios (general-purpose v2 account).

Select Geo-redundant storage (GRS).

Enable.




Deploying FortiDeceptor on Azure

All services » Storage accounts >

Create a storage account

Basics Advanced Networking Data protection Tags Review + create

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and
manage your storage account together with other resources.

Subscription | e ‘

Instance details

If you need to create a legacy storage account type, please click here.
Storage account name (O * | ‘

Region (D * | (US) East US - ‘

Performance @ *

Redundancy @ * | Geo-redundant storage (GRS) v

Resource group * ‘ ~ |
Create new

© Standard: Recommended for most scenarios (general-purpose v2 account)

O Premium: Recommended for scenarios that require low latency.

Mazke read access to data available in the event of regional unavailability.

5. Click Review + Create. The account is validated.
6. Click Create.
7. Create a storage container to upload FortiDeceptor VHD.

a.
b.
c.
d.
e.

Open the storage account you created.

In the portal menu, go to Data storage > Containers.

Click +Container. The New container pane opens.

Type a Name for your new container and set the Public access level.
Click Create.

FortiDeceptor 6.2.0 Azure Deployment Guide
Fortinet Inc.
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Deploying FortiDeceptor on Azure

= fdcazure | Containers = -

Storage account

[ search containers by prefix
Activity log
Name
Tags
You don't have any containers yet. Click "+ Container’ to get started.
Diagnose and solve problems

Access Control (JAM

% % e D

Data migration
Events

Storage Explorer (preview)

T

Data storage

ontainers

# File shares

M Queues

00 Tables

Security + networking

& Networking

& azure CON
Access keys

@ Shared access signature

£ encryption

O Ssecurity

Data management

®  Geo-replication

Last modified

New container

Name *

O ) showd  public access level (0

[ private (no ananymaus access)
Public access level
v Advanced

8. Upload FortiDeceptor VHD to the container.

a. Inthe containers list, click the container you created.

— | Containers # -

Storage account

£ Search (Cri+/) t Container . t » ) Refresh

= Overview Search containers by prefic

(@ ) show deleted containers

Activity log

Tags Name

Last modified

7/7/2022, 3:57:06 PM

Public access level Lease state

Private Available

=
L ]
2 Diagnose and solve problems O
A Access Control (IAM) O
& Data migration
Events
B storage browser (preview)
Data storage

| = Containers

748 £07:18 AM

Private Available

b. Click Upload. The Upload blob pane opens.

c. Navigate to the fdc.azure.vhd on your device and click Upload.

All services » Storage accounts > fdcazure

]

Container
O Search (Ctri+/) « H Change accesslevel () Refresh
7 Overview Authentication methed: Access key (Switch to Azure AD User Account

Location: tonycontainer
&2 Diagnose and solve problems
Search blobs by prefix (case-sensitive)
PR, Access Control (1AM)

"

Add fiter

Settings i

@ shared access tokens Name Madified
Access policy R

1l Properties

0 vetadata

Access tier

Upload blob

[ overwrite ffiles already exist

v Advanced

Archive status Blob type size

® ) Show deleted blabs

The .vhd file is added to the container.

FortiDeceptor 6.2.0 Azure Deployment Guide
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Deploying FortiDeceptor on Azure

Home > TechDoc > fdctony >

P search (Ctrl+/)

T Upload @ Change access

1 Ovenview
Location: docfdc
# Diagnose and solve problems

level () Refresh

Authentication method: Access key (Switch to Azure AD User Account)

Upload blob X

docfde/

ta file

[ overwrite if files already exist

& a ol 0411 Search blobs by prefix (case-sensi
ccess Control (AM)

tive)

v Advanced

Settings *y Add filter

@ shared access tokens
Name
Access policy
0 B fdcazurevhd
1 properties

0O Metadata

Modified Access tier

7/8/2022, 11:06:49 AM

Archive status

| @) showdek
Blob type
Current uploads
Page blob
Dismiss:  Completed Al
fdcazurevhd @ 16iB/16GiB

Preparing the network

Creating a virtual n

etwork

Create a virtual network and add several subnets for FortiDeceptor management and deployment.

To create a virtual network:

1. Create a Virtual Network.

a. Inthe portal menu, click Virtual networks.

Azure services

—

= (%)
Create a Storage Resource
resource accounts groups

Virtual
machines

LS

Images

FHH ;’ e
1]
L]

All resources Network Network

security groups

security grou...

@ | >
Virtual More services
networks

In the Virtual Networks pa

ge, click Create.

Home >

Virtual networks =

Default Directory

[ e ] manageview 0 st

Filter for any field...

Subscription == all

w Export to CSV "f Open query

Resource group == all X

Assign tags 57 reedback

Location == all X  T5 Add filter

c. Inthe Basics tab, configure the network details.

Subscription

Resource group

Name

Region

FortiDeceptor 6.2.0 Azure Deployment Guide

Fortinet Inc.

Select a subscription from the
dropdown.

Select a resource group from the
dropdown.

Enter a name for the instance.

Select a region from the
dropdown.
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Deploying FortiDeceptor on Azure

Home > Create aresource > Virtual network >

Create virtual network

Basics  IP Addresses  Security  Tags  Review + create

Azure Virtual Network (VNet) is the fundamental building block for your private network in Azure. VNet enables many types
of Azure resources, such as Azure Virtual Machines (VM), to securely communicate with each other, the internet, and on-
premises networks. YNet is similar to a traditional network that you'd operate in your own data center, but brings with it
additional benefits of Azure's infrastructure such as scale, availability, and isolation. Learn mere about virtual network

Project details

Subscription * (@ ‘ Software Development/Engineering v ‘

Resource group * () ‘ ~ ‘

Create new

Instance details

Name * ‘ ~ ‘

Region * [ Eastus v

2. Create Subnets in the Virtual Network.

a. Click the IP Addresses tab.

b. Configure the IPv4 address space.

c. Click Add subnet. The Add subnet pane opens.

d. Configure the Subnet address range and click Add.

Create virtual network

Basics Security Tags  Review + create

The virtual network's address space, specified as one or more address prefixes in CIDR notation (e.g. 192.168.1.0/24)
IPv4 address space

10.19.00/16 &

[] add 1pve address space @

The subnet's address range in CIDR notation (e.g. 192.168.1.0/24). It must be contained by the address space of the virtual
network.

[J subnet name Subnet address range NAT gateway

O defauit 10.19.0.0/24

@ Use of a NAT gateway is recommended for outbound intemet access from a subnet. You can deploy 8 NAT gateway and assign it
to 3 subnet after you create the virtual network more

[ Review + create | < Previous | | Next: Security >

nload a template for automation

Add subnet X

Subnet name *
| |

Subnet address range * ©
[1019.1.0124 |
10.19.1.0 - 10.19.1.255
addresses)

zure reserved

NAT GATEWAY

he intemet using &
gateway. Outbound
out a load balancer or
public IP addresses attached to your virtual
machines. Learn more

NAT gateway

None v

SERVICE ENDPOINTS

Services (@

0 selected v

.

FortiDeceptor 6.2.0 Azure Deployment Guide
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Deploying FortiDeceptor on Azure

e. (Optional) Add additional subnets. You can add up to six subnets.

Create virtual network

Basics IP Addresses  Security Tags Review + create

The virtual network's address space, specified as one or more address prefixes in CIDR notation (e.g. 192.168.1.0/24).

I1Pv4 address space

| 10.19.00/16 | 0]
| |

\:| Add |Pv6 zddress space @

The subnet's address range in CIDR notation (e.g. 192.168.1.0/24). It must be contained by the address space of the virtual

network.

= Add subnet i Remove subnet

B Subnet name Subnet address range NAT gateway
[ default 10.19.00/24

] subnetss1 10.19.1.0/24

] subnetsse 10.19.2.0/24

[] subnetzss 10.19.3.0/24

[ subnet3ss 1019.4.0/24

[J subnetzss 10.19.5.0/24

@ Use of 3 NAT gateway is recommended for outbound internet access from a subnet. You can deploy a NAT gateway and assign it
10 a subnet after you create the virtual network. Leam more o

‘ < Previous ‘ ‘ Next : Security > ‘ Download a template for automation

f. Click Review + Create. The virtual network is validated.
g. Click Create. The virtual network is created.

Home >

s Microsoft.VirtualNetwork- | Overview =
¥ Deployment
|/'7 Search (Ctrl+/) ‘ « i Delete Cancel : Redeploy O Refresh

& Overview € We'd love your feedback! =

= Inputs
#= Outputs @ Your deployment is complete
»
= Template Py Deployment name: Microsoft.VirtualNetwork- Start time: 7/8/2022, 9:11:06 AM
Subscription: Correlation 1D: E

Resource group:

~ Deployment details (Download)

~  Next steps

Go to resource

Creating network security groups and rules

Create a network security group and add security rules for filtering network traffic to and from FortiDeceptor in
a virtual network.

FortiDeceptor 6.2.0 Azure Deployment Guide
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Deploying FortiDeceptor on Azure

To create a network security group and add rules:

1. From the Home page, click Create a resource.
2. Inthe navigation menu, click Networking > Network security groups.

Al services

Overview
. Networking (37)
Categories 9
All 43 Virtual networks @ Azure Synapse Analytics (private link hubs)
General
@ Front Doors Standard/Premium (Preview) & CDN profiles
Compute
. 41 Network Watcher i. Network security groups
Netwarking
Storage B3 public IP addresses W public IP Prefixes
Web H¥ Route filters G Application security groups
Mobile
ﬂ- Service endpoint policies ° Private DNS zones
Containers
<Ly private Link 6 Virtual WANs
Databases
Analytics @ DNS zones & Traffic Manager profiles
8lockehain b NAT gateways €% Front Doors
Al + machine leaming
- =% Firewall Manager E= rirewall Policies

Internet of things

C) Connections @ Local network gateways
Mixed reality
Integration i. Network security groups (classic) 4> Virtual networks (classic)
Identity @ Load balancing - help me choase

3. Inthetoolbar, click Create. The Create network security group page opens.

All services »

Network security groups =

Default Directory

?1"9:‘.? Manage view ‘f_) Refresh 3 Exportto CSV °§;° Open query 2 Ass gn tags Rj Feedback Z2 Leave preview

Subscription == all Resource group == all X Location == all ¢ +v Add filter

4. Configure the network security group settings and click Review + Create. The security group is validated.

All services » Network security groups >

Create network security group

Basics  Tags Review + create

Project details

Subscription * ‘ ~ |

Resource group * ‘ ~ |

Create new

Instance details

Name * ‘ /|

Region * ‘ East US ~ |

5. Click Create. The security group is created.

FortiDeceptor 6.2.0 Azure Deployment Guide
Fortinet Inc.



Deploying FortiDeceptor on Azure

6. Click Go toresource.

All services

Deployment

|fJ Search (Ctrl+/) ‘ <

s Overview
= Inputs
Qutputs

Q Template

f Delete

% Microsoft.NetworkSecurityGroup-

€) We'd love your feedback! =

@ Your deployment is complete
Deployment name: Microsoft.NetworkSecurityGroup-20.

Subscription:
Resource group:

~ Deployment details (Download)

~  Next steps

| Overview =

(T Redeploy ":_:' Refresh

Start time: 9:47:24 AM

Correlation 1D:

7. Inthe menu go to Settings > Inbound security rules and click Add. The Add inbound security rule pane
opens.
services > MicrosoftNetworiSecurityGroug Pednsne ] Add inbound security rule
v | Inbound security rules  * ' Doclustance

priority

Manitoring

Automation

u Tasks (preview

Support + troubleshooting

security rules

ch (ctrl add G Hide default rules () Refresh

Name Ty

source port, destination, destination pert, and protocol 1o allow of deny the traffic. A s¢

Port == all Protocol == all Source == all Destination == all Action == all Destination (

Port Ty Protocol Ty Source Ty

Port_8443

8. Configure the Source, Source port ranges, and Destination port ranges, and click Add.

Source
Source port ranges

Destination port ranges

Protocol

Select a source from the dropdown.
Enter the port source ranges.

Enter the destination port ranges.

Make sure to enable an inbound rule for port 22, 443
and 8443 for the client's first interface/port1 to manage
FortiDeceptor cloud appliances. This is enables the
FortiDeceptor Manager to communicate with the cloud
clients.

»

Select TCP.

FortiDeceptor 6.2.0 Azure Deployment Guide
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Deploying FortiDeceptor on Azure

Doclnstance

& Add inbound security rule

Source (@

| Any

Source port ranges * @

Destination (@

| Any

Service (D)

| Custom

Destination port ranges * (D

| 8443

Protocol
O Any
(® 1cp
O uor
O icme

Action
(®) Allow
O Deny

Priority * (@

[100

Name *

[[Port 8443

Description

9. (Optional) Open additional ports. For example, you can enable port 443, 445, 80, and add other

inbound/outbound rules as needed.

+

@ Ovenview

& Activity log

A Access control (AM)

@ Tags

£ Diagnose and solve problems
Settings

£ Inbound security rules

L. Outbound security rules

@ network interfaces

| Inbound security rules

+ Add T mide defaultrules () Refresh

B Give feedback

> Filter by name Port == all Protocol == all Source ==
Priority T Name 14 Port Ty

O 100 413

e aas

O o 445

Destination == all

Protocol Ty

Ter
T
T

Source 7).

Destination 7y

Action T}
@ Aliow
@ alow
@ Allow
@ 4o

© aio
@ oen

Create VM with the FortiDeceptor VHD

Create a virtual machine and specify the details of the image, disk and network.

FortiDeceptor 6.2.0 Azure Deployment Guide
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Deploying FortiDeceptor on Azure

To create an image the VHD:

1. Inthe portal menu, click Images.

Azure services

+ | &

Create 3 Images
resource

> (o) —1 () ® 2 74
— —
Virtual Workspaces Storage Resource Help + support Virtual Quickstart
networks accounts groups machines Center

%

ore services

2. Click Create.

Home

Images = -

Default Directory

T Create %2

Filter for any field...

Mznzage view v ‘C,:' Refresh

Subscription eguals all

Export to CSV ) Open query

Resource group equals all > Location equals all < +v Add filter

3. Configure the following settings and click Review + Create.

Subscription
Resource group
OS type

VM generation
Storage blog
Account type

Host caching

Select a subscription from the dropdown.
Select a resource group from the dropdown.
Linux

Gen1

https://.../xxxcontainer/fdc.azure.vhd
Standard SSD

Read/write
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Home > Images >
Create an image
Subscription * (0

Resource group * @

Instance details

Name *

Region* (@
Zone resiliency @
0S disk
OStype* @

VM generation * (0

Storage bleb * @

Account type * @

Host caching* @

Encryption

You can encrypt the OS and data disks with a platform-managed or customer-managed key. Learn more

Encryption type *

Data disk

+ Add data disk

]
~]
Create new
-]
[ sy west us 2 ~]
O Windows
@ Linux
@ Gen1
O Gen 2
| /fdccontainer; .azurevhd v |
Browse
[ standard ssp ~ |
| Read/write e |
(Default) Encryption at-rest with a platform-managed key v

< Previous || Next : Tags =
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4. Click Create.

Home > Images >

Create an image
@ validation passed

Basics Tags Review + create

Basics

Subscription

Resource group

< Previous

Region West US 3

Name

Zone resiliency false

05 disk

0S type Linux

VM generation V1

Storage blob

Account type Standard SSD LRS
Host caching Read/write

SSE encryption type Platform-managed key
Tags

(none)

Download a template for automation

5. After the deploymentis complete, click Go to resource.

T Redeploy O Refresh

i Delete

€) We'd love your feedback! =

Subscription:
Resource group:

~ Deployment details (Download)

~  Next steps

Go to resource

@ Your deployment is complete

Deployment name: Microsoftimage-20220705120212

Start time: 7/5/2022, 12:22:36 PM
Correlation 1D:
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6. Click Create VM.

Home

=S

Image

[2 search (curl+p

BE Overview

E Activity log

;!1 Access control (IAM)
¢ Tags

Settings

il properties

B Locks

€ = A .
| + Create VM 3 Clonetoa VM image [I] Delete () Refresh

- Essentials

Resource group (mave) :

Location (move) + West US 3

Subscription (move)

Subscription ID

Provisioning state 1 Succeeded

Tags (edit) 1 Click here to

7. Inthe Basics tab, configure the following settings:

Subscription
Resource group
Virtual machine name

Images

Size

Authentication type
Select inbound ports

License type

Select a subscription from the dropdown.
Select the group that contains the VHD image.
Enter a name for the virtual machine.

Select the FortiDeceptor image from the list. The image is uploaded for
you when you create the VM from the image.

Select the image size from the list.
Different sizes support different Max NICs.
To learn which size is suitable for your VM see,

https://docs.microsoft.com/en-us/azure/virtual-machines/sizes-general.

Select SSH public key or Password.
Select HTTPS (443), SSH (22).
Select Other.
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Create a virtual machine

Basics  Disks Networking Management Advanced Tags Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab
for full customization. Learn more o'

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * @ ‘ ~ |

Resource group * (0 ‘ ~ |
Create new

Instance details

Virtual machine name * @ ‘ |

Region @ ‘ US) West US 3 |

Availability options @ ‘ No infrastructure redundancy required ~ |

Security type (0 ‘ Standard |

Image * @ ‘ ~ |
See all images | Configure generatio

Azure Spot instance (@ D

Size* @ ‘ ~
See all sizes

Administrator account

Authentication type © (®) 55H public key

O Password

‘ Previous H Next : Disks >

8. Click Disks tab.
a. Scroll down to Data disks for <vm_name > and click Create and attach a new disk.

Data disks for FDCDemoAzure

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk.

LUN Name Size (GiB) Disk type Host caching Delete with VM (@

Create and attach a new disk Attach an existing disk

b. Configure the following settings and click OK.

Name Enter a name for the disk.

Source type Select None (empty disk).

Size Select a size greater than 50 GiB.

Encryption type Select (Default) Encryption at-rest with a platform-managed key.
Enable shared disk Select No.

Delete disk with VM Enable.
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Home » FDC_Azire » Create a virtual machine »

Create a new disk

Create a new disk to store applications and data on your VM. Disk pricing varies based on factors including disk size, storage
type, and number of transactions. Learn more &

MName * ‘ FDCDemoAzure_DataDisk_0 ‘
Source type * @ ‘ None (empty disk) N ‘
Size * (O 1024 GiB

Premium 5SD LRS
Change size

Encryption type * | (Default) Encryption at-rest with a platform-managed key \/
Enable shared disk Q ves ® no
Delete disk with VM B

9. Click the Networking tab and configure the following settings:

Subnet Select the subnet.

Select inbound ports Select HTTPS (443), SSH (22).

Basics Disks Networking Management Advanced Tags Review + create

Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control ports
inbound and outbound connectivity with security group rules, or place behind an existing load balancing solution.
Learn more &

Network interface

When creating a virtual machine, a netwark interface will be created for you.

Virtual network * (@) ‘ fdevn v |
Create new

Subnet* @ ‘ 3 |
Manage subnet configuration

PubliciP & ‘ (new) FDCDemoAzure-ip v |
Create new
NIC network security group @ O None

@ Basic

O Advanced

Public inbound perts * & O None
@ Allow selected ports

Select inbound ports * ‘ HTTPS (443), SSH (22) e |

A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab to
create rules to limit inbound traffic to known IP addresses.

10. (Optional) Click the Management tab update the diagnostics settings.
11. Click Review + Create to create the virtual machine.

Ay
‘Q' You may encounter an OS Provisioning error during deployment. This error can be

ignored.
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12. Attach more interfaces.

a. Goto Home > Virtual machines, and click the VM to open it.

b. Click Stop.

c. Goto Settings > Networking and open the virtual machine you created.
d. Click Attach network interfaces and the select the interface you want to attach. You must configure a

minimum of two NICs. You can attach up to six interfaces.

@ FDCDemoAzure | Networking * -
AL

Virtual machine

P Search (Ctrl+/) « & Attach network interface A Feedback

B Overview Attach network interface

@ Activity log Attach existing network interface

A2 Access control (1AM) ~
P te and attach netwo e

& Diagnose and slve problems “

settings

Inbound port rules  Qutbound portrules  Application security groups  Load balancing
& Networking

@ Network security group (attached to network interface

£ connect Impacts 0 subnets, 1 network interfaces

& Disks Priority Name Port
B size 300 A SSH 22

Q Microsoft Defender for Cloud 320 HTTPS 443
& Advisor recommendations 65000 Allowvnetingound Any
i) Extensions + applications 65001 AllowAzureLoadBalanceringound Any
@ Continuous delivery 65500 DenyAllinBound Any

Protocol
Tco
Tco
Any
Any

Any

Source
Any

Any

VirtualNetwork

AzureLoadealancer

Any

Destination
Any
Any
VirtualNetwork
Any

Any

Add inbound port rule

Action

Q Allow
@ Allow
9 Allow
@ Allow

@ Deny

13. Associate the public IP to Port1.
a. Go to Home and open the Network Interface
b. Go to Settings > IP configurations.
c. Click Add. The Add IP configuration pane opens.

d. Under Public IP address select Associate. Binding the cloud client with static public IP address is

required.

Home > fdcdemoazure283

= fdcdemoazure283 | IP configurations -

Network interface

P search (Ctrl+) « |:| save X Discard () Refresh

@ ovenview P forwarding settings

@ Activity log 1P forwarding [(oisabied JERTTD)
A2 Access control (IAM) Virtual network fdovn

@ Taos

1P configurations

Settings Subnet ¥ subnet351 (10.35.1.0/24)

B 1P configurations
P search IP configurations

B DN servers

Name Pversion  Type Private IP address Public IP address
@ Network security group

" ipconfigt 1Pva primary 10.35.17 (Oynamic) 2010612631 (FDCDemoazure... **
I Properties

A Locks

Monitoring

@ insights

B Alerts

fid Metrics

B Diagnostic settings
Automation

s Tasks (preview)

I export template
Support + troubleshooting
L Effective security rules

© Effective routes

R New Support Request

Add IP configuration
263

fdedemoszure?!

Name *

1P version

Type

@ Primary I confguraton aleady exists

Private IP address settings

Allocation

=D =)

14. Start the VM.
a. Goto Home and click the VM to openiit.
b. Click Start.

c. Goto Home > Virtual machines. Select your VM from the list.
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d. Goto Support + troubleshooting > Serial console to access the VM with the Serial Console.

system ENV
core components
network

O Search « 7 Feedback[” 52 O mg
Automation Starting FortiDeceptor
Tasks (preview) Initializing
@ E ) | Initializing
xport template Initializing
Initializing
Help Initializing

Initializing
Initializing
Initializing
Initializing
Initializing
Initializing
Initializing
Initializing
Initializing
Initializing
Initializing
Initializing
Initializing

< Resource health
& Boot diagnostics

@ Performance diagnostics
&2 VM Inspector (Preview)

Reset password

M Redeploy + reapply

F? Serial console

K& Network security group test

(@ Support + Troubleshooting

FortiDeceptor 6.2.0 Azure Deployment Guide
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filesystem
0S database
detection engines
traffic analyzer
ARAE engine

system sanit
settings
schedulers

APP database
random device
applications ..
debug flags
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Configuring the FortiDeceptor
Manager and Azure Client

Configure the Azure client and then add FortiDeceptor as a cloud appliance. After the appliance is added,
configure the deployment network and deploy the decoys.

FortiDeceptor is running in a safe environment.

x We recommend setting up a security policy and trusted host to ensure the

To configure FortiDeceptor and Azure client:

Configuring the Azure client on page 29
Configuring FortiDeceptor Manager on page 32
Managing cloud clients on page 33

Configuring the deployment network on page 34

a bk 0N =

Deploying decoys on page 35

Configuring the Azure client

Go to the Azure client with the public IP to upload a valid license. Change the default password and get the
authentication key for deployment.

To configure the Azure client:

1. Loginto the Azure client with the public IP address. By default, the admin user account has no password.
2. After theinstance reboots, you are prompted to change the password and log in again.

W Yo wo rinusned 10 chunge woust punswedd due B0 B putswond pooy

Chungs Paisword

3. Afterloggingin, the FortiDeceptor instance prompts you to upload the license file. Click Upload License to
navigate to the file and click Submit. After the file submitted FortiDeceptor will reboot.
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License Expiry Warning

5 Firmware license has expired. please upload the new license or upgrade the
firnmware image.

Upload license § Upgrade firmware

4. Afterlogging in, the dashboard shows the system time based on the time zone settings in the Administrator
menu.

5 FDCVMS0000000000

€ Change Time Zone

Time Zone I (UTCICoordinated Universal Time - ]

5. Change the Host Name.

a. Goto Dashboard > System information > Host Name and click Change. The Edit Host Name field
opens.

b. Inthe New Name field, enter a the new Host Name.

6. Configure the client in the CM settings:
a. Goto Dashboard > System Information. Locate CM Settings and click Change
b. Inthe CM Settings, select Wait for connections from manager.

c. Configure the Listening Interface, Port, and Encryption Method. The Encryption Method must be the
same as the FortiDeceptor Manager

d. Click OK.
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CM Settings

Connection Type *
Listening Interface *
Port™

Encryption Method *

Connect to manager
portl
8443

Plaintext

AES128CBC
AES192CBC
AES256CBC

FortiDeceptor 6.2.0 Azure Deployment Guide
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Configuring FortiDeceptor Manager

Connect to the remote CM Client and apply the encryption method chosen earlier to add Azure FortiDeceptor as
a cloud appliance.

To configure FortiDeceptor manager:

1. Goto Dashboard > System Information. Locate CM Settings and click Change.
2. Inthe CM Settings, select Connect to remote CM client.

3. Configure the Client IP (Azure appliance IP), Port , and Proxy Server if one has been configured on the
FortiDeceptor.

Create connection to client X
ClientIP*
Port * 8443
Proxy Server N/A v

4. Click Ok. If successful the Azure appliance IP will appear in CM Setting > CM Communication Setting in the
Client IP table

5. Configure one or more Supported Encryption Methods. Make sure the method selected on the client is
among those enabled on the manager.
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4+ Connect toremote CMclient | #" Edit [l Delete
ClientIP = Port = Proxy Server = Update Time [PST8PDT] =
8443 N/A 2025/10/13 19:42:50
8443 N/A 2025/10/13 19:42:50
8443 N/A 2025/10/13 19:42:50
8443 N/A 2025/10/13 19:42:50
8443 N/A 2025/10/13 19:42:50
(] 8443 N/A 2025/10/13 19:42:50
Supported Encryption Methods Plaintext AES128CBC AES192CBC AES256CBC
6. Click Save.

7. Go to Central Management > Appliances, select the Azure appliance and click Approve

x Delete the previous client and add the client with new public IP once the public IP is

changed.

Managing cloud clients

To manage you cloud clients (appliances), go to Central Management > Appliances.

Button Description

Delete Pause the selected clients and then permanently delete related data in the manager’s local
database, including OS, network settings, decoys, and lures.

Refresh Force re-sync all data between manager and selected clients.

To delete a cloud appliance:

Go to Dashboard > System Information. Locate CM Settings and click Change.

Select the cloud appliance IP, and click Delete. Click OK in the confirmation dialog that appears

Click Save.

Go to Central Management > Appliances, then locate the relevant Azure cloud client and click Delete.

B WDNA
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To change a cloud client from the current manager to another local manager:

1. Delete the cloud client from the current Manager. See To delete a cloud appliance.
2. Configure the cloud client in the CM settings. See Configuring the Azure client on page 29
3. Configure the FortiDeceptor Manager. See Configuring FortiDeceptor Manager on page 32

Configuring the deployment network

To configure the FortiDeceptor ports in Azure:

1. In Azure, open the VM and go to Settings > Networking and select an IP configuration.
Home » fdevmdemo

@ fdcvmdemo | Networking

Virtual machine
£ Search (Ctr+/) ‘ « & Attach network interface ;59‘ Detach network interface EJ Feedback
B overview
B Activity log fdevmdemol? nicl nic3  nicd  nicd nicé
fa. Access contral (IAM) IP configuration @
® Tags ipconfigl (Primary) ~
/2 Diagnose and solve problems @ Network Interface: nic3 Effective security rules Troubleshoot VM connection issues Topology
Virtual network/subnet: fdcvn/subnet362 MIC Public IP: - NIC Private [P: 10.36.2.4 Accelerated networking: Disabled

Settings
& Networking Inbound port rules  Outbound port rules Application security groups Load balancing

Co t - S
& Connec @& Network security group basicNsgnic3 (attached to netwerk interface: nic3)
£ Disks Impacts 0 subnets, 1 network interfaces
[ = Priority Name Port Protocol

2. Configure the nic ports to map to a port in FortiDeceptor.

To configure the Azure ports in FortiDeceptor:

1. In FortiDeceptor Go to Deception > Deployment Network.
2. Verify that Azure appears in the Application column and the Status is Initialized.

Example:

In the images below:

« niclis mapped to port2 in FortiDeceptor
¢ nic3is mapped to port3 in FortiDeceptor
* nic4 is mapped to port4 in FortiDeceptor
¢ nic5is mapped to port5 in FortiDeceptor
* nic6 is mapped to port6 in FortiDeceptor

Azure VM > Settings > Network
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demol7 nic3  nicd  nicd  nice
IP canfiguration (@
ipconfig! (Primary) ~
@ N k Interface: fd. lemo17 Effective security rules
Virtual network/subnet: fdovn/subnet3st NIC Public IP:

Inbound port rules

Qutbound port rules

Application security groups

Troubleshoot VM connection issues
NIC Private IP:

Lead balancing

@ Netwark secu rity group fdcvmdemonsg165 (attached to network interface: fdcvmdemo17)
Impacts 0 subnets, 1 network interfaces

Priority
100
e
120
65000
65001

65500

Name

A s5H
HTTPS
Port_8443

AllowVnetinBound

AllowAzureloadBalancerinBound

DenyAllinBound

FortiDeceptor Manager > Deployment Network.

Appli...

G Azu...

@ Azu...

@ Azu...

Deploying decoys

Verify there are multiple IPs on the Azure platform and then configure the decoy on FortiDeceptor.

Status

Initialized

&

Initialized

Initialized

Initialized

&

Initialized

Nam... 1

azureP2

azureP3

azureP4

azureP5

azurePé

Port Protocol
22 TP
443 TP
8443 TcP
Any Any
Any Any
Any Any
OK +
Interf... VL0LA..
port2 0
port3 0
port4 0
port5 0
porté 0
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Topology

Accelerated networking: Disabled

Source Destination
Any Any

Any Any

Any Any
VirtualNetwork VirtualNetwork
AzureloadBalancer Any

Any Any

Deploy Monitor IP/Mask

Add inbound port rule

Action

@ Allow
@ Allow
@ Allow
@ Allow
@ Allow

& Deny

Tag

any

any

any

any

any

Gate...

10.36.1.1

10.36.21

10.36.4.1

10.36.5.1

10.36.31
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To verify there are multiple IPs on the Azure platform:

1. In Azure, select the configuration to deploy the decoys.
2. Goto Settings > IP configurations. The IPs are displayed in the Private IP column.

Home > fdevmdemo > nicl port2

Metwork interface

|ﬁ' Search (Ctrl+/) | «

& Overview

B Activity log

Ao Access control (TAM)
€ Tags

Settings

B 1P configurations

B2 DMNS servers
¥ Network security group
Il Properties

& Locks
Monitoring
@ Insights

BR plerts

al Metrics

To locate the on the Azure platform:

Go to Network Setting > Properties.
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&7 nicl | IP configurations

Add Save X Discard

IP forwarding settings

IP forwarding
Virtual network

IP configurations

Subnet

'f_:' Refresh

o The associated virtual machine fdcvmdeme’ must be either stopped or

| 2 search IP configurations

MName 1P Version
ipconfigl IPud
staticip2 IPud
ip3 IPvd

Type
Primary
Secondary

Secondary

Private IP

10.36.1.4

10.36.1.5

10.36.1.7

36



Configuring FortiDeceptor Manager

Home > fdcdemo > fdcazmanager | Network settings >

n | Properties %

Network interface

P Seard o

MAC acares

@ Overview 60-45-BD-C0-96-03
@ Activity log

Ay Access control (IAM)
@ Tags
v Settings
B IP configurations
B DNS servers
@& Network security group
iI! Properties
Q Locks
> Monitoring
> Automation

> Help

To configure the decoy on FortiDeceptor:

Attached to

Load balancers

Accelerated networking

off

Resource ID

E

Location

West US 3

Resource group

Subscription name

[

Change subscription

Subscription ID

1. In FortiDeceptor, go to Deception Deployment Wizard and create a new template.
2. Inthe Configuration tab, above Available Deception OSes, select the Appliance Name.

Name * azure ]
Appliance Name Local % A
Awvailable Deception OSes * posvl Y
Selected Services * POS-WEB

Automate Lures any W

A The generated lures contain random user name(s).

Generate lures Clear

3. Inthe Set Network tab, click Add network for Deployment and configure the following settings:

Deploy Network Select the deployment network.

Addressing Mode Select Static or DHCP (dynamically assigned).
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Network Mask

Enter the network mask.

Gateway Enter the gateway IP address.

MAC Address Enter the MAC address.

IP Count Select the number of IP addresses allocated.

Min/Max Define the range of IP addresses available in the subnet.

IP Ranges Enter specific IP addresses or ranges reserved for use.
Al

In version 6.2, cloud appliances do not appear under Appliance Name in the
Deployment Wizard. To deploy decoys to cloud appliances, select a Deploy Network
that is designated as a cloud appliance the deployment network.
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Add Network for Deployment P

Deploy Network * Azure: port2: subnet 10.10.8.14/24 % A 4
Addressing Mode * i1l DHCP
MNetwork Mask * 255.255.255.0 o
Gateway * 10.10.8.1 ]
MAC Address 42:01:0a o
IP Count* 1 0
o
Min 10.10.8.1
Max 10.10.8.255
IP Ranges * (1)
10.10.8.15
4 O
@ Cancel

4. Click Done to deploy the decoy.
5. (Optional) Deploy more decoys.
» To deploy decoys for different interfaces, repeat Verify there are multiple IPs on the Azure platform.

» To deploy more decoys for the same interface, repeat steps 1-4.

6. Attack this decoy IP via the endpoint in the cloud and check the incidents as regular deployment.
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