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2021-04-01 Second release.
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Architecture

Architecture

Fortilnsight-VM is a virtual appliance version of Fortilnsight. It is deployed in a virtual machine environment
such as VMware ESX (or ESXi), MS Hyper-V, or KVM.

Fortilnsight-VM requires the following connectivity for management. SSH is intended for initial configuration
and diagnostics only. For more information, see the Fortilnsight administration Guide.

Inbound management

Service Port Description

HTTPS 443 Ul and API connection

HTTPS 8080 Collector Connection

SSH 22 SSH for initial configuration and diagnostics
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Overview

Overview

This section provides an overview of Fortilnsight VM-installation.

Licensing

Fortinet offers the Fortilnsight-VM in a stackable license model. This model allows you to expand your VM
solution as your environment expands. When configuring your Fortilnsight-VM, make sure to configure
hardware settings as outlined in table three and consider future expansion. Contact your Fortinet Authorized
Reseller for more information.

Fortilnsight VM Licensing

SKU Description

FIN-VM-Base Base Fortilnsight-VM. Unlimited vCPU. Unlimited vRAM. User Licenses
must be purchase separately.

Fortilnsight VM User Licenses

Name Description

FC1-10-FINO1-260-01-DD 25 User License Subscription for Fortilnsight. Must be purchased with VM
or Appliance. Includes 24/7 support.

FC2-10-FINO1- 260-01-DD 500 User License Subscription for Fortilnsight. Must be purchased with VM
or Appliance. Includes 24/7 support.

FC3-10-FINO1- 260-01-DD 10,000 User License Subscription for Fortilnsight. Must be purchased with
VM or Appliance. Includes 24/7 support.

System requirements

Prior to deploying the Fortilnsight-VM virtual appliance, either VMware vSphere Hypervisor (ESX versions 4.0 or
4.1, ESXi versions 4/5/6), Microsoft Hyper-V Server (2010, 2012 R2, and 2016), or Virtual Machine Manager for
KVM must be installed and configured. Note that VMWare ESXi was used for the purposes of this document.
The installation instructions for Fortilnsight-VM assume you are familiar with both VM platforms and their
related terminology. For more details on all platforms, refer to:

o http://www.vmware.com/products/vsphere-hypervisor/overview.html

o https://www.microsoft.com/en-ca/server- cloud/solutions/virtualization.aspx

« https://virt-manager.org/

« https://docs.microsoft.com/en-us/azure/virtual-machines/windows/create-vm-specialized-portal
« https://docs.aws.amazon.com/vm-import/latest/userguide/vmimport-image-import.html
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Fortilnsight Virtual Machine Requirements

Virtual CPU 4/64
Virtual interfaces 1/4

Virtual Memory 16GB/1TB
Virtual Storage (Total) 180GB/6TB
Data Disk 1 60GB/2TB
Data Disk 2 60GB/2TB
Data Disk 3 60GB/2TB

Register Fortilnsight-VM on FortiCloud

To obtain the Fortilnsight-VM license file you must first register your Fortilnsight-VM on FortiCloud.

1.

2.
3.

o

Log in to FortiCloud using an existing support account or select Create an Account
In the toolbar select Asset > Register/Activate. The Registration Wizard opens.

Enter the license registration code from the Fortilnsight-VM License Certificate that was emailed to you,
and select Next.

Enter the support contract number, product description, Fortinet Partner, and |P address.

Select Next to continue.

Select the checkbox to indicate that you have read, understood, and accepted the service contract, and
select Next to continue.

The verification page displays product entitlement. Select the checkbox to indicate that you accept the
terms and select Confirm to submit the request.

In the Registration Completed page you can download the Fortilnsight-VM license file. Select the License
File Download link. You will be prompted to save the license file (.lic) to your management computer.

To edit the Fortilnsight-VM IP address:

AoOoDbd-=

In the toolbar select Asset > Manage/View Products

Select the Fortilnsight-VM serial number.

Select Edit to change the description, partner information, and IP address of your Fortilnsight-VM.
Enter the new |IP address and select Save.

Al
S L4
9 You can change the IP address five (5) times on a regular Fortilnsight-VM license.

Select the License File Download link. You will be prompted to save the license file (.lic) to your
management computer
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Download the Fortilnsight-VM software

Fortinet provides the Fortilnsight-VM software for 64-bit environments in two formats:
Upgrades: Download this firmware image to upgrade your existing Fortilnsight-VM installation.

e FIN_VM-vX. X X. XXXX-FORTINET.out

e FIN_VM_HV-vX X. X XXXX-FORTINET.out

e FIN_VM_KVM-vX. X.X. XXXX-FORTINET.out
New Installations: Download for a new Fortilnsight-VM installation. Choose the package relevant to your
environment.

e FIN_VM-vX. X X. XXXX-FORTINET.out.ovf.zip

« FIN_VM_HV-vX.X.X.XXXX-FORTINET.out.hyperv.zip
« FIN_VM_KVM-vX.X.X.XXXX-FORTINET.out.kvm.zip

MS Hyper-v deployment package contents

The FIN_VM_HV-vX X X.XXXX-FORTINET.out.hyperv.zip file contains:

1. Snapshots folder:
« Optionally, Hyper-V stores snapshots of the Fortilnsight-VM state here.
2. Virtual Hard Disks folder:
o DATADRIVE.vhd: The Fortilnsight-VM log disk1 in VHD format.
« DATADRIVEZ2.vhd: The Fortilnsight-VM log disk2 in VHD format.
o DATADRIVE3.vhd: The Fortilnsight-VM message processing disk3 in VHD format.
« fin.vhd: The Fortilnsight-VM system hard disk in VHD format.
3. Virtual Machines folder:
« fortiinsight.xml: XML file containing virtual hardware configuration settings for Hyper-V.

VMware ESXI deployment package contents

The FIN_VM-vX. X.X.XXXX-FORTINET.out.ovf.zip file contains:

« datadrive.vmdk: The Fortilnsight-VM log disk1 in VMDK format.

o datadrive2.vmdk: The Fortilnsight-VM log disk2 in VMDK format.

« datadrive3.vmdk: The Fortilnsight-VM message processing disk3 in VMDK format.

« fin.vmdk: The Fortilnsight-VM system hard disk in VMDK format.

« Fortilnsight-VM.ovf: OVF template file for VMware Hardware Type 10 (intel E1000 NIC Driver).
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« Fortilnsight-VM.hw04.ovf: OVF template file for VMware Hardware Type 04 (intel E1000 NIC Driver).
o Fortilnsight-VM.hw07.ovf: OVF template file for VMware Hardware Type 07 (intel E1000 NIC Driver).

KVM deployment package contents

The FIN_VM_KVM-vX. X. X. XXXX-FORTINET.out.kvm.zip file contains:

« datadrive.qcow2: The Fortilnsight-VM log disk1 in gcow2 format

« datadrive2.qcow2: The Fortilnsight-VM log disk2 in gcow2 format

o datadrive3.qcow2: The Fortilnsight-VM message processing disk3 in gcow2 format
o finkvm file

o finkvm.xml

o finkvm.qcow2

Azure deployment package contents

The FIN_VM_AZURE-vX. X. X.XXXX-FORTINET.out.azure.zip file contains:
o fin.vhd

AWS deployment package contents

The FIN_VM_XEN-vX.X. X.XXXX-FORTINET.out.xen.zip file contains:

o FINXEN-X.00-FW-buildXXXX.vhd
« import_aws_img-sh

Fortilnsight-VM evaluation license

Fortilnsight-VM includes a five-user evaluation license; no activation is required for the built-in evaluation
license and there is no expiration of the license.
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Fortilnsight-VM deployment

Fortilnsight-VM supports the following hypervisors:

o VMware ESXI
+ MS Hyper-V

o KVM

« AWS

o Azure

Deploying Fortilnsight-VM on MS Hyper-V

Once you have downloaded the out.hyperv.zip file and extracted the package contents to a folder on your
management computer, you can deploy the VHD package to your MS Hyper-V environment.

To deploy the Fortilnsight VHD template:

1. Asan administrator, launch the Hyper-V Manager and connect to your Hyper-V Server.

2. Select the server in the right-hand menu and select Import Virtual Machine.

5 B

kg

Select Import Virtual Machine, and select next on the wizard "Before you begin”

(E3)

[= Before You Begin

Before You Begin This wizard helps you import a virtual machine from a set of configuration files. It guides you through
e resolving configuration problems to prepare the virtual machine for use on this computer.

Select Virtual Machine

[[] bo not show this page again

Before you begin warning message

3. Enterthe location of the VM to be imported. This is the location of the folder that you extracted the

Fortilnsight 7.0.0 VM Installation Guide
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Fortilnsight-VM deployment

Fortilnsight hyperv.zip file to.

]
= Locate Folder

Before You Begin Spedfy the folder containing the virtual machine to import.
Locate Folder Folder: [C:\wms\FIN_VM_HV-v6.0.0,0013-FORTINET.out. hyperv\ Browse...
Select Virtual Machine

Choose Import Type

Summary

chesan ==

Select location of Fortilnsight to import from
4. Select the Fortilnsight-VM and select Next

(=] t

= Select Virtual Machine

Before You Begin Select the virtual machine to import:
Locate Fold ~
e gk Name Date Created
e Fortlnsight 09/05/2018 18:31:05
Choose Import Type
Summary

< Previous. Cancel
Select Fortilnsight

5. Forthe import type, choose Copy the virtual machine and select Next.

Fortilnsight 7.0.0 VM Installation Guide
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= Choose Import Type

Before You Begin Choose the type of import to perform:
Locate Folder (O Register the virtual machine in-place (use the existing unique ID)
Select Virtual Machine (O Restore the virtual machine (use the existing unique ID)
® Copy the virtual machine (areate a new unique I0)
Summary

<hevon o

Copy the Fortilnsight Virtual Appliance

6. Select Next if you wish to use the default storage location settings, or specify your own.
=]
=] Choose Folders for Virtual Machine Files
Before You Begin You can spedify new or existing folders to store the virtual machine files. Otherwise, the wizard
imports the files to default Hyper-V folders on this computer, or to folders spedified in the virtual
Locate Foider machine configuration.
Select Virtual Machine [ store the virtual machine in a different location
Cheose Import Type
‘C‘ FortiTesting \Virtual Machines)
Chaoose Storage Folders
Summary
C:work\image \FIN
C:\work\mage

<Previous Cancel
Choose default location, or customize

7. Select Next if you wish to use the default VM hard disk storage settings, or specify your own.

Fortilnsight 7.0.0 VM Installation Guide
Fortinet Technologies Inc.

12



Fortilnsight-VM deployment

Choose Folders to Store Virtual Hard Disks

B

Before You Begin Where do you want to store the imported virtual hard disks for this virtual machine?
Locate Folder
Select Virtual Machine

Location: |C:\FortiTesting\Virtual Drives\ Browse...

Choose Import Type
Choose Destination

Choose Storage Folders

Summary

eies =

Choose the default location or customize
8. Select Finish to accept the configuration and complete the VM installation.

(=]

= Completing Import Wizard

Before You Begin You are about to perform the following operation.
Locate Folder Description:
S Virtual Machine: Fortinsight
Choose Import Type Import file: C:\wms\FIN_VM_HV-v6.0.0.0013-FORTINET. out. hypervVirtual
Choose Destination Import Type: Copy (generate new ID)
Choose Storage Foklers Wirtual machine configuration folder: C:\FortiTesting\Virtual Machines\,
Checkpoint folder: C:\work\image \FIN
Smart Paging file store: C:workYmage \FIN
virtual hard disk destination folder:  C:\FortiTesting\Virtual Drives\
< >

To complete the import and dose this wizard, dlick Finish.

< Previous Cancel

Review the summary before deploying the Fortilnsight Virtual Appliance

9. The VM will be installed and will be displayed in the Hyper-V Manager. Do not power on the VM; instead,
configure the appliance settings as described in Configure Fortilnsight-VM hardware settings on page 25

Deploying Fortilnsight-VM on VMware

Once you have downloaded the out.ovf.zip file and extracted the package contents to a folder on your
management computer, you can deploy it into your VMware environmnt.

To deploy the Fortilnsight-VM OVF template:

Fortilnsight 7.0.0 VM Installation Guide
Fortinet Technologies Inc.
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1. Connect to your VMware ESXi server by visiting its URL in your browser. Enter your username and
password, and click Log in.

rrome

Password

vmware ESXi’

Login to your VMWare cluster
2. Select Create/Register VM

vmware ESXi”

| Tz Navigator © || @ rocainostsocaidomain

() GetvCenter Server | 3 Create/Register VM | [fg Shut down (B Reboot | & Refresh | £} Actions

Manage
Monitor —l localhost.localdomain
4 Version 6.7.0 Update 3 (Build 14320388)
{51 Virtual Machines E o State. Normal (not connected fo any vCenler Server)
[ storage [ 4 L Uptime 205.01 days
© Networking [ 6] —

Create/Register the Fortilnsight Virtual Appliance Image
3. Select Deploy a virtual machine from an OVF or OVA file, and click Next.

731 Wew virtual machine

v(ECETTITHEE  Select creation type

2 Select OVF and VMDK files How would you Mke 10 create a Virtual Machine?
3 Select storage
4 License agreements This o ,
y 5 OPUON QUIGES YOU IhroUQN the DrOCEss of Creating &
Create a new viftual machine
5 Deployment options ! ! virtual machine from an GVF and VMK files
6 Additional settings ‘mnmmm ffom an OVF or OVA fle

T Ready to compiete
LD, Register an e:0stNg Viual maching

Back || Nea Finist Cancel

Deploy the Fortilnsight virtual appliance image

4. Enter a name for your VM and select the OVF (Fortilnsight-VM.ovf), firmware VMDK (fin.vmdk), and all
datadrive* storage VMDK (datadrive*.vmdk) files previously extracted to your management computer, and
click Next.

Fortilnsight 7.0.0 VM Installation Guide
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#41 New virtual machine - Fortilnsight

¥ 1 Select creation type Select OVF and VMDK files
Select the OVF and VMDK files or OVA for the VM you would like to deploy
3 Select storage
4 License agreements Enter a name for the virtual machine
5 Deployment options

[ Fortilnsight

6 Additional settings

7 Ready to complete |

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

* @ Fortilnsight-ViM.ovf
X [ datadrive.vmdk

X __ datadrive2 vmdk

X [ datadrive3 vmdk

* 2 fin.vmdk

Back Next Finish Cancel

Select the Fortilnsight OVF and all Data storage disks.
5. Select which ESXi server's datastore to use for the deployment of Fortilnsight-VM, and click Next.

51 New virtual machine - Fortilnsight

+ 1 Select creation type Select storage
V¥ 2 Select OVF and VMDK files Select the storage type and datastore

0 secsiornze ]
4 License agreements @ - T

5 Deployment options
6 Additional settings Select a datastore for the virtual machine's configuration files and all of its’ virtual disks.
7 Ready to complete

Name ~ Capacty -~ Free ~ Type ~ Thinpro. v~ Access
datastore 271.25GB 15121 GB VMFS6 Supported Single
datastore2 18278 §9382G8  VMFSE Supported  Single
datastore3 18278 177TB VMFS6 ‘Supported Single
vsanDatastore 0B 0B vsan Supported Single
4items
{. Back l { Next I Finish L- Cancel ‘

Select which storage point to place the Fortilnsight Virtual Appliance Image
6. Read the licensing terms and click | agree and Next.

Fortilnsight 7.0.0 VM Installation Guide
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%41 New virtual machine - Fortilnsight

+ 1 Select creation type License agreements
+ 2 Select OVF and VMDK files
+ 3 Select storage

4 Lic

Read and accept the license agreements

a it
e agreements - o —

5 Deployment options
6 Ready to complete

End User License Agreement for FortiInsight Virtusl Appliance

WOTICE TO ALL USERS: PLEASE READ THE TERMS AND CONDITIONS OF THE
LICENSE AGREEMENT CAREFULLY. FOSTINET, INC. IS WILLING TO LICENSE THIS
SOFTWARE TO YOU ONLY ON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS
OF THIS LICENSE AGREEMENT. BY CLICKING THE ACCEPT BUTTON OR IN
RE, YOU (EITHER AN INDIVIDUAL OR A SINGLE ENTITY) AG
MENT 1S ENFORCEABLE LTKE ANY WRITTEN CONTRACT SIGNED BY YOU.
IF YOU DO MOT AGREE, CLICK ON THE BUTTON THAT INDICATES THAT YOU DO NOT
ACCEPT THE TERMS OF THIS LICENSE AGREEMENT AND DO NOT INSTALL THE
SOFTWARE. IF YOU PURCHASED THE SOFTWARE ON TANGIBLE MECIA (&.g., (D)
WITHOUT THE OPPORTUNITY TO REVIEW THIS LICENSE AND YOU DO NOT ACCEPT
THIS LICENSE AGREEMENT, YOU MAY OBTAIN A REFUND OF THE AMOUNT YOU
ORIGINALLY PAID IF YOU: (A) DO MOT USE THE SOFTWARE AMD (B) RETURN IT,
WITH PROOF OF PAYMENT, WLTHIN THIRTY (38) DAYS OF THE PURCHASE DATE TO
THE LOCATION FROM WHICH IT WAS CTAINED.

This End User License Agreement (EULA) is an zgresment between you and
Fortinet, Inc. ("Fortinet®), which governs your use of this software
product. A software license and a license key or “unlock code™
("softuare License"), issued to a designated user only by Fortinet or
ite authorizad asante  ic ranuicad far aach comotar an which tha

1agree

Cancel

Back Next |

Agree to the license terms

7. Select the appropriate network mappings, disk provisioning, and power on options for your deployment,
and click Next.

vy
‘9' It's best to provision Thick Provisioning' as this will provide the best performance
|| for your Fortilnsight-VM.

91 New virtual machine - Fortinsight

+ 1 Select creation type Deployment options
+ 2 Select OVF and VMDK files.
+ 3 Select storage

+ 4 License agreements

B4 5 Deployment options Network mappings Network 1 VM Network ¢

6 Ready to complete Network2 VM Network

‘Select deployment oplions

Network3 VM Network

Metwork 4 | VM Network “
DIk BRoTR DN ®hin O Thick
Power on automatically o
l Back || Next Finis | Cancel |

Choose deployment options for the Fortilnsight Virtual Appliance Image
8. Review the summary of your VM settings, and click Finish.
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71 New virtual machine - Fortilnsight

+ 1 Select creation type Ready to complete
¥ 2 Select OVF and VMOK files
+ 3 Select storage

Review your settings selection before finishing the wizard

+ 4 License agreements.

Pri Fortilnsight-
¥ 5 Deployment options roduct ortilnsight-VM
B4 6 Ready to complete VM Name Fortilnsight
Files fin.ymdk
datadrive vmdi
datadrive2 vmadk
datadrived.vmadk
Datastore datasiore3
Provisioning type Thin
MNetwork mappings Network 1: VM Network, Network 2: VM Natwork Network 3: Vi Network Network
4: VM Network
Guest 0S Name Other 4.x or later Linux (64-bit)

A\ Do not retresh your browser whie this VM s being deployed
ey

| Back || met || Finsn || cancel

Review and deploy the Fortilnsight Virtual Appliance Image to VMWare.
9. Continue with Configure Fortilnsight-VM hardware settings on page 25.

Deploying Fortilnsight-VM on KVM

Once you have downloaded the out.kvm.zip file and extracted the virtual hard drive image file finkvm.qcow2,
you can create the virtual machine in your KVM environment.

To deploy the Fortilnsight-VM virtual machine:

1. Launch Virtual Machine Manager on your KVM host server.
2. From the Virtual Machine Manager (VMM) home page, select Create a new virtual machine.

Virtual Machine Manager

File Edit View Help

L‘:J 8 Open (O g

Name 4« (CPUusage

Create a new Fortilnsight Virtual Appliance
3. Select Import existing disk image and select Forward.

Fortilnsight 7.0.0 VM Installation Guide
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New VM

m Create a new virtual machine

Connection: QEMU/KVM

o Warning: KVM is not available. This may mean the KVM
package is not installed, or the KVM kernel modules are not
loaded. Your virtual machines may perform poorly.

Choose how you would like to install the operating system
Local install media (ISO image or COROM)
Network Install (HTTP, FTP, or NFS)
Network Boot (PXE)
© Import existing disk image |

Cancel Back Forward

Import an existing disk image for Fortilnsight

Select Browse. If you saved the finkvm.qcow?2 file to /var/lib/libvirt/images, it will be visible on the right. If
you saved it somewhere else on your server, select Browse Local, find it, and select Choose Volume.

in this case Linux Ubuntu 16.04), and select Forward.

5. Select the OS type and Version you are running (
New VM

m Create a new virtual machine

Provide the existing storage path:

/home/vms/FIN_VM_KVM-v6.0.0.0013-FORTINET.out.| | | Browse...

Choose an operating system type and version

OS type: | Linux

Version: | Ubuntu 18.04 LTS v

Cancel Back Forward

Select required operating system
6. Specify the amount of memory and number of CPUs to allocate to this virtual machine. Select Forward.

Fortilnsight 7.0.0 VM Installation Guide
Fortinet Technologies Inc.
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New VM x

m Create a new virtual machine

Choose Memory and CPU settings
Memory (RAM): | 16384 -+

Up to 193338 MiB available on the host

Up to 56 available

Cancel Back Forward

7. Enter a suitable name for the Fortilnsight-VM. Check ‘Customize configuration before install’ and click
Finish.

New VM x

m Create a new virtual machine

Ready to begin the installation
Name: = fin-vm

OS: Debian 9
Install: Import existing OS image
Memory: 16384 MiB
CPUs: 8

Storage: ~/fortinet/images/fin-vm/finkvm.qcow2

(¥4 Customize configuration before install

» Network selection

Cancel Back Finish

8. Add the three additional data disks datadrive.qcow2, datadrive2.qcow2 and datadrive3.qcow?2 in order.
Add three additional vNICs, and associate the first vNIC with an appropriate virtual network. Select Apply.

Fortilnsight 7.0.0 VM Installation Guide
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fin-vm on QEMU/KVM: =i - o x
File Virtual Machine View Send Key

- g - L)

= Overview Virtual Network Interface

i Performance Network source: = g e -
{J cpus
Memory
33 Boot Options MAC address:
£ VitlO Disk 1
£ VirtlO Disk 2
£ VirtlO Disk 3
(0 VirtlO Disk 4
= Newsn |
& NIC8f:74cf
& NIC dfbcbb
& NIC :4cb2:04

Mouse

Device model: | virtio -

== Keyboard

B Display VNC
ey Serial 1

Gy Channel gemu-ga

e Channel spice

Add Hardware Remove

9. Continue with Configure Fortilnsight-VM hardware settings on page 25.

Installing Fortilnsight Azure

This document provides instructions on installingFortilnsight VM on Azure. Currently, Fortilnsight images are
not available in the Azure marketplace. It is recommended to use your own account to download and launch
Fortilnsight Virtual Machine (VM).

Step 1

Download the Fortilnsight Azure Super image (VHD) file from the Fortinet Support website
https://support.fortinet.com.

Step 2

Log in to Azure portal.

Step 3

Upload the vhd file in the Azure Portal:

1. Click Storage Accounts and select the storage account where the Fortilnsight vhd file will be uploaded
to. If you do not have a storage account, click Add to create one.

vy
‘?' The selected location will determine where the image can be created and
- subsequently deployed.
Fortilnsight 7.0.0 VM Installation Guide 20
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Fortilnsight-VM deployment

. Open in Explorer = Move () Refresh [i] Delete © reedback

= Overview

o retire in 2021, it is recommended that you upgrade your classic alert rules to retain alerting functionality with the new alerting platform. For more information,

& Activity log
@ Tags

 Essentials
&> Diagnose and solve problems

%o Access Control (lAM)

W Data migration

Events

. Storage Explorer (preview)

Settings

Access keys
™= Containers 4 File shares == Tables ™= Queues

Scalable, cost-effective storage W Serverless SMB and NFS file B Tabular data storage Effectively scale apps according
for unstructured data shares . to traffic

®  Geo-replication

& Configuration

B Encryption

© Shared access signature Tools and SDKs
. — -
g Networking =2z storage Explorer (preview powershell [l Azure cu 0 NET ava python  (jS) Nodejs
@ Security
BT static wehsite Menitering

2. Under Blob Service, select Containers.
3. Select a container to upload the Fortilnsight vhd file.
If you do not have a storage container, click Add Container to create one.

New container
Containers =

Name *
Container () Refresh
Search containers by prefix O Showd  pyblic access level
Private (no anonymous access)
Name Last modified Public access level

4. Click Upload and select the Azure-compliant Fortilnsight(fin.vhd) vhd file to upload.

Ensure that the Blob type is set to "Page Blob". This process might take a long time depending on your
network connection and the location of your Azure storage account.

Upload blob x
File
efresh
rentication method: Access ke, O te if files already exist
ian: finsem
(] Sh " e
Name Modified Access tier Blob tyj
Y finshd 3/13/2021, 237:57 P Page bi

Access tier

Upload ta folder

Step 4

Create an image in the Azure Portal.
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A. Select Images and click Add to create a new image.

1. Enter a Name for the image. Remember that this image is a template that will be later deployed to a
virtual machine with a different name.

2. Ensure that the location is the same as the location of your storage account.
3. Inthe OS disk section:
e Select Linux and the OS type.
« Click Browse on the Storage Blob field. A new panel will list your storage accounts.

« Using this panel, navigate through the storage account and container to locate the Fortilnsight vhd
that was uploaded.
4. Click Create to start the image creation process. This process typically takes few minutes to complete.
Create an image

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * (@ Software Development/Engineering ~

Resource group * © v

Create new

Instance details

Name * ‘ myimage i

Region * @ (US) East US v
Zone resiliency (O D
05 disk
OStype* @ (O windows
VM generation * @O ® Gen1
O Gen 2
Storage blob* © [ https:/ffiblob.core windows.net/fins-vm/fin.vhd |
Browse
Account type * (0 ‘ Standard SSD v |
Host caching * @ Read/write v
Encryption

You can encrypt the OS and data disks with a platform-managed or customer-managed key. Learn more 7
Encryption type * (Default) Encryption at-rest with a platform-managed key hd

Data disk

+ Add data disk

B. When the process is completed, return to the Images panel and verify that the new image was created.

This image can now be used to deploy a new Fortilnsight virtual machine in Azure.

Step 5

Go to All services > Images and select the Virtual Image created in Step 4 above.

Step 6

Click Create VM to create a VM and launch with reference to the Azure documentation here:
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https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal

\‘é', You must use the image from Step 5 above instead of selecting one from Azure

Marketplace. Follow the minimum hardware requirements for the VM with reference to
the Fortilnsight VM Installation Guide - System Requirements.

Create a virtual machine

[ froen o] oo [emzbmar )

Click Add disks and add three disks(MIN/MAX size).

o« 64GB/2TB for Data Disk 1
e« 64GB/2TB for Data Disk 2
e 64GB/2TB for Data Disk 3
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Home > Virtual machines > Create a virtual machine

Create a new disk

Create a new disk to store applications and data on your VM. Disk pricing varies based on factors including disk size,
storage type, and number of transactions, Learn more f

Name * [ vm1_DataDisk_0
Source type * (@ None (empty disk) b
Size * @ 64 GiB

Premium SSD LRS
Change size

Encryption type * (Default) Encryption at-rest with a platform-managed key v

Enable shared disk

Under the Management > Monitoring option choose Enable with custom storage account for Boot
Diagnostics. This will give you console access to the VM. This can also be enabled once the VM has been

created.

Monitoring

Boot diagnostics (@ O Enable with managed storage account (recommended)
'@:‘ Enable with custom storage account
O Disable

Step 7

Go to All Services > Virtual machines, then click the recently created VM.

Step 8

On the VM, go to Settings > Networking and click Network Interface > Settings > IP configurations,
then click "ipconfig1" to change Private IP address settings to "Static" and save the changes.

Step 9

On the VM, go to Settings > Networking and click the Add inbound port rule.

Add port 8080/TCP for the collector connection. The source IP can also be tied down here to your public IP.

Step 10

Connect to the VM via the console, and set up as the Fortilnsight VM Installation Guide - Initial Configuration.
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Configure Fortilnsight-VM hardware settings

Before powering on your Fortilnsight-VM you must configure the virtual memory, virtual CPU, and virtual disks
(VMDAK) configuration, and map the virtual network adapters.

The instructions below are for VMware deployments. Refer to the hypervisor vendors documentation for
instructions on how to perform similar configuration changes on KVM and Hyper-V.

These settings cannot be configured inside Fortilnsight-VM, and must be configured in
the VM environment. Some settings cannot be reconfigured after you power on the

virtual appliance.

Resizing the virtual disk (vDisk)

If you configure the virtual appliance’s storage repository to be internal (i.e. local, on its own vDisk), resize the
vDisk before powering on.

The Fortilnsight-VM package that you downloaded includes pre-sized VMDK (Virtual Machine Disk Format)
files of 1GB for disk 1 (for the OS) and 60GB for disk 2, and 3, and 4 data, which is large enough for most trial
deployments.

Resize the vDisk before powering on the virtual machine.

\‘é', The maximum disk size can be affected by the VM datastore block size. Consult

VMware documentation for details. See http://communities.vmware.com/docs/DOC-
11920.

Consider also that, depending on the size of your organization’s network, you might require more or less
storage for the Fortilnsight data storage layer for anomalies, alerts and event telemetry.

To resize the vDisk:

1. Inthe VMware vSphere Client, right-click the name of the virtual appliance, and select Edit Settings. The
Virtual Machine Properties page is displayed.

Select the Hardware tab and select Hard Disk 2.

Select Remove.

Select Add. The Add Hardware page is displayed.

In the list of device types, select Hard Disk and select Next.

Select Create a new virtual disk and select Next.

In Disk Size, enter the size of the vDisk in GB and select Next.

Select the bottom option in Virtual Device Node, select IDE (0:1) from the drop-down list, then select Next.

© NGO RAEODN

Select Finish to close the Add Hardware page and then select OK to save the settings to Virtual
Machine Properties.

Repeat for Hard Disk 3, and 4.

-
e
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A\,
S L4
? All disks must be the same size, and Hard Disk 1 must not be resized.

Configuring the number of virtual CPUs (vCPUs)

By default, the virtual appliance is configured to use 4 vCPUs, which is sufficient for small deployments.
Additional CPUs should be provisioned for larger deployments. Fortilnsight-VM is not restricted to how many
vCPUs can be configured so you can increase the number according to your requirements (e.g., you can
allocate 2, 4, 8, 12, or 16 vCPUs).

Configuring virtual RAM (VRAM) limit

Fortilnsight-VM comes pre-configured to use vRAM, which must be increased to at least 16GB before powering
on Fortilnsight. Fortilnsight-Vm is not restricted to how much vRAM that can be assigned, so you can increase
the number to your requirements (e.g 32GB, 64GB, 96GB, 128GB)

Mapping the virtual NICs (VNICs) to physical NICs

Assign the Fortilnsight-VM vNICs to an appropriate virtual network. Only port 1 is used for Fortilnsight
communication.

Power on your Fortilnsight-VM

You can now proceed to power on your Fortilnsight-VM. Select the name of the Fortilnsight-VM you deployed
in the inventory list and select Power on the virtual machine in the Getting Started tab. Optionally, you can
select the name of the Fortilnsight-VM you deployed, right-click and select Power > Power On.
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Initial configuration

Before you can connect to the Fortilnsight-VM GUI you must configure basic network settings via the console
tab in your vSphere client. Once configured, you can connect to the Fortilnsight-VM GUI and upload the
Fortilnsight-VM license file that you downloaded from FortiCloud.

Fortilnsight-VM console access

To enable GUI access to the Fortilnsight-VM you must configure basic network settings of the Fortilnsight-VM
in the vSphere Client Console tab.

To configure basic network settings in Fortilnsight-VM:

1.

In the Inventory list, select the Fortilnsight-VM that you deployed. In the Getting Started tab select Power
on the virtual machine. Optionally, you can right-click the Fortilnsight-VM, and select Power > Power
On.

Select the Console tab. The Console window appears.
At the Fortilnsight-VM login prompt enter the username admin and password.

Username admin

Password <blank>

« You will be asked to reset the default password on first login.

The default Port1 IP addressissetto 192.168.1.99/24. You can change this IP address with the
following CLI command:
config system interface
edit portl
set ip <address ipv4/netmask>
end

You can configure the static route for the default gateway using the following CLI command:
config router static
edit O
set device portl
set dst <destination ipv4/netmask>
set gateway <router ipv4>
end

Connect to the Fortilnsight-VM GUI

Once you have configured the port1 IP address, network mask, and default gateway, launch a web browser and
enter the IP address you configured for port1.

The certificate is not automatically trusted because it is self-signed, rather than being signed by a valid
certificate authority (CA). Self-signed certificates cannot be verified with a proper CA, and therefore might be
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fraudulent. You must manually indicate whether or not to trust the certificate. The certificate might belong to
another web site. The common name (CN) field in the certificate, which usually contains the hostname of the
web site, does not exactly match the URLyou requested. This could indicate server identity theft, but could also
simply indicate that the certificate contains a domain name while you have entered an IP address. You must
manually indicate whether this mismatch is normal or not.

Both warnings are normal for the default certificate. TLS v1.0, TLS v1.1, and TLS v1.2 are supported.

Verify and accept the certificate, either permanently (the web browser will not display the self-signing warning
again) or temporarily. You cannot log in until you accept the certificate.

For details on accepting the certificate, see the documentation for your web browser.

At the login page, enter the user name admin and password and select Login. This password will be the same
as that set during the initial CLI configuration.
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