F=2:RTINET
Cookbook

FortiVoice 7.0.6

S~ \WNATT 22
N

@ \

XL %
N @




FORTINET DOCUMENT LIBRARY
https://docs.fortinet.com

FORTINET VIDEO LIBRARY
https://video.fortinet.com

FORTINET BLOG
https://blog.fortinet.com

CUSTOMER SERVICE & SUPPORT
https://support.fortinet.com

FORTINET TRAINING & CERTIFICATION PROGRAM
https://www.fortinet.com/training-certification

FORTINET TRAINING INSTITUTE
https://training.fortinet.com

FORTIGUARD LABS
https://www.fortiguard.com

END USER LICENSE AGREEMENT
https://www.fortinet.com/doc/legal/EULA.pdf

FEEDBACK
Email: techdoc@fortinet.com

=:RTINET

February 11, 2025
FortiVoice 7.0.6 Cookbook
26-706-878565-20250211


https://docs.fortinet.com/
https://video.fortinet.com/
https://blog.fortinet.com/
https://support.fortinet.com/
https://www.fortinet.com/training-certification
https://training.fortinet.com/
https://www.fortiguard.com/
https://www.fortinet.com/doc/legal/EULA.pdf
mailto:techdoc@fortinet.com

TABLE OF CONTENTS

Change 10g ... . 7
Introduction ...l 8
Auto dialer ... 9
Setting up and starting an auto dialer campaign ... . 9
Enabling the auto dialer service ... 9
AddiNg CONtACES ... 9
Configuringanaudiomessage ... 10
Configuring the auto dialer campaign ... . 10
Starting an auto dialer CampPaign ... . 10
Call center . 12
Call CeNtEr SEIUD ..o 12
Creatingacall queue ... 12
Configuring extension departments ... 14
Creating a department administrator profile and account ......................................... 15
SKill-based rOULING ... 17
Creating skill sets ... . 17
Configuring skill levels .. . 17
Assigning a skill level to an extension ... 18
Configuringthe callqueue ...l 20
Configuring call handling ... 21
Call features ...l 23
Auto attendant ... 23
Configuring the auto attendant ... . 23
Configuring Key actions ... 23
Configuring advanced settings (optional) ... . 25

Call Parking .. 25
Configuring call parking settings ... 25
Configuring call parking on programmable phone keys ... 26
Using Call parking ... 28

Al FECOTAING ... e 29
Recordingaphonecall ... 29
Managing recorded phone calls ... 30
Managing access to phone call recordings ... 31
Conference calls ... 37
Configuring user conferencing ... . 37
Schedulingauserconference ... . 38
Viewing upcoming user conferences ... .. 39
Configuring administrator conferencing ... 40
Recording a conference call ... 42

B aXES 45
Configuring FortiVoice toreceive faxes ... . 45
Configuring FortiVoicetosend faxes ... . 46
Call RIS OrY 48
Managing access to call detail records ... 48

FortiVoice 7.0.6 Cookbook
Fortinet Inc.



Creatingadepartment ... . 48

Assigning extensions to adepartment . 49
Configuring a department administrator profile ... ... 50
Configuring a department administratoraccount ... 51
Verifying call detail records for the department administrator account .......................... 52
EXtensions ... . 53
Auxiliary phone and secondary account ... 53
Adding an auxiliary phone ... 53
Adding asecondary account ... 55
Auto provisioning for FortiFone devices on differentsubnets ... .. 55
Downloading and editingthe CSVfile ... ... . 56
Importingthe CSV file ... ... 56
Configuring HTTP or HTTPS protocol support ... 57
Caller ID modification ... 59
Caller ID modification hierarchy fornormalcalls ... 59
Caller ID modification hierarchy foremergencycalls ........................................ 62
FortiVoice Click-to-dial configuration on Google Chrome ... 66
Installing FortiVoice Click-to-dial ... . 67
Configuring FortiVoice Click-to-dial ... . 68
Using FortiVoice Click-to-dial ... 69
HoOt deSKiNG oo 70
Configuring hot desKing ... 70
Using hot deskingon FortiFone ... . 72
Viewing activity details of hot-desking extensions ... 72
Local IP eXteNSIONS ... 73
Configuring extension settings ... . 73
Configuring notification options ... 78
Remote extension configuration ... 79
Adding aremote extension ... . 79
Testing aremote extension ... . 80
Managing a large number of extensions ... . 80
Maintaining PhONES ... 80
Managing exXtensioNS .. 81
Ringgroup call handling ... . 89
Creating aring groUD ... 89
Configuring call handling foreach status ... ... .. 90
Configuring advanced ring group settings ... 91
Filtering the phone direCtory ... 91
Filtering the phone directory by department ... ... ... 91
Filtering the phone directory by businessgroup ... 95
Filtering the phone directory for a survivability branch ... ... 99
High availability ... .. . 102
Planning high availability ... 102
Configuring high availability on FortiVoice units ... 103
Configuring service-based failover ... .. 105
Synchronizing configuration and data in a FortiVoice HAgroup ... 107
Uploading license files on a FortiVoice HA Qroup ... 107

FortiVoice 7.0.6 Cookbook
Fortinet Inc.



Enabling high availability activity logging ... 108

Displaying the high availability status ... . 109
Upgrading the firmware in an HA group ... 110
W OrK I OW 110
Downloading firmware image files ... 111
Backing up the configuration ... 111
Uploading firmware image files ... 112
Upgrading the FortiVoice FXS gateway ... ... 113
Upgrading the FortiVoice LSG firmware ... .. 113
Upgrading the FortiVoice firmware inan HAQroup ... 114
Hotel management ... ... . 116
Configuring PMS settings ... 116
Configuring hotel management options ... 117
Defining minibar COAes ... 118
Configuring rOOM STAtUS ... 118

LI CONS NG 120
Purchasing a FortiVoice productlicense ... 120
Registering a FortiVoice product and downloading the licensefile ................................. 120
Uploading the license file to FOrtiVoICe ... 121
Managed system ... 123
Gateway MaNagemM e Nt 123
FortiVoice units as survivable branches ... 123
FortiFone firmware Upgrades ... ... .. 123
Reviewing the current FortiFone firmware ... 124
Uploading the FortiFone firmware to FortiVoice ... 124
Performing the FortiFone firmware upgrade ... 125
Confirming the FortiFone firmware upgrade ... ... 125
Phone system ... 126
PRONE PrOfilES oo 126
Viewing phone profiles ... . 126
Changing the backgroundimage ... 126
EMergency NUMDEIS ... ... 127
Creating @ MESSAGE GPOUD ....ooooi e 127
Configuring the emergency NnUMbEr ... 128
Configuring an outbound dialplan foremergency calls ...................................... 130
Configuring an emergency zone profile ... . 133
Configuringthe emergency caller ID ... . 137
LDAP authentication configuration for extension users ... 137
Creating an LDAP profile ... 137
Configuring an LDAP CONNECIOr ... ... . 139
Applying the LDAP profile to an extension ...................ccooiiiiiiiiiiiieeeeeeeeece e 140
Schedules —best PractiCes ... 141
Creating sChedUles ... . 141
Configuring call handling with schedules ... . 149

SO CUNIY . 152
Detecting the seCUrity FiSKS ... ... 152

FortiVoice 7.0.6 Cookbook
Fortinet Inc.



Changing the default external access ports ... 154

Changing the default passwords ... 155
Disabling recommended features ... 159
Configuring additional settings ... . 160
Monitoring and reporting ... 165
Softclient for mobile and desktop ... 168
Deployment of FortiFone softclient formobile ... 168
L BN NG 169
ProtOCOIS .. 169
Call flOWS 169
TOP O OY .o 170
Configuring FortiFone softclient for mobile settings on FortiVoice .............................. 170
Configuring FortiGate for SIP over TLS ... . 175
Configuring FortiGate for SIPover TCPor UDP ... ... 183
Installing and configuring the FortiFone softclient formobile ...................................... 190
Deployment of FortiFone softclient fordesktop ... 190
L NS NG oo 191
ProtOCOIS .. 191
Call flOWS . 191

W OTKI oW 191
Configuring FortiFone softclient for desktop settings on FortiVoice ............................. 192
Configuring the ICE sUPPOrt ... 195
Create virtual IP addresseson FortiGate ... ... ... 196
Configuring a FortiGate firewall policy for port forwarding .......................................... 199
Installing and configuring the FortiFone softclient fordesktop ................................... 201

FortiVoice 7.0.6 Cookbook

Fortinet Inc.



Change log

Date Change description

2025-02-11 Initial release of the FortiVVoice 7.0.6 Cookbook.

FortiVoice 7.0.6 Cookbook
Fortinet Inc.



Introduction

The FortiVoice Cookbook is a collection of recipes about configuring and using FortiVoice features.

A recipe focuses on a task that you can perform using the FortiVoice GUI. A few tasks described in this document use
the FortiVoice CLI or user portal, as required.
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Auto dialer

The FortiVoice auto dialing system can assist your organization in reaching multiple contacts quickly and efficiently.

This section includes Setting up and starting an auto dialer campaign on page 9.

Setting up and starting an auto dialer campaign

An auto dialer campaign allows you to broadcast a recorded message to the dialed phone numbers.

For this recipe, perform the following tasks:

1.

o~ owDd

Enabling the auto dialer service on page 9
Adding contacts on page 9

Configuring an audio message on page 10
Configuring the auto dialer campaign on page 10
Starting an auto dialer campaign on page 10

Enabling the auto dialer service

Ao bdhd-=

Go to Auto Dialer > Setting > Setting.

Click Enable service.

Set Maximum channel to the maximum number of contacts that can be dialed at the same time.
Click Apply.

Adding contacts

Go to Auto Dialer > Contact > Contact and click New.

Enter the contact's Name and their Main number, and any other family, business, and emergency settings as
required by expanding the corresponding menus.

Click Create.
To Import (and Export) multiple contacts at once, select CSV or vCard.

Contact Group

= New..  [# Edit. T Delete | [ Export || =] Import «

o« < 1+ (/1 » » Pagesize:| 50 -E] CsV... Total: 0
2] vCard...

Name Main Number

FortiVoice 7.0.6 Cookbook
Fortinet Inc.



Auto dialer

Configuring an audio message

An audio message for an auto dialer campaign can either be uploaded or recorded.

Before you begin

s‘é’, Make sure to upload an audio file that meets the following requirements:

¢ WAVE (.wav) in PCM format or MP3
¢ File sizeis 10 MB or less

To upload an audio message

Go to Auto Dialer > Campaign > Audio and click New.
Enter a File name for the audio message.

Click Upload.

Locate the audio file to upload and click Open.

Click Create.

o o0N-=

To record a new phone message:

1. Go to Auto Dialer > Campaign > Audio.

2. Click New.

3. Click Record to record a new message by phone.
4

. Set Send record call to your extension. Answer the call and record your message, then click OK. Follow the audio
prompts to complete the recording.

If you want to retain a copy of the WAVE file after you complete the recording, click Download.
Click Create.

o a

Configuring the auto dialer campaign

Go to Auto Dialer > Campaign > Campaign and click New.

Enter a Name and a Caller ID for the campaign to be displayed on called phones.

Set Sound file to the audio message from Configuring an audio message on page 10.

Set Retry to the number of times you want the auto dialer to retry calling the client if the call is missed.

Under External Numbers, click in the field and select the external phone numbers to add them to the campaign.

Under Internal Numbers, click in the field and select any internal extensions from your local network to be added to
the campaign.

7. Click Create.

IS

Starting an auto dialer campaign

To broadcast a recorded message to the dialed phone numbers, start an auto dialer campaign.

1. Goto Auto Dialer > Campaign > Campaign.
2. Inthe campaign list, select a campaign that has a status other than Completed.

FortiVoice 7.0.6 Cookbook 10
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Auto dialer

3. Click Start.

FortiVoice VM-200 FortiVoice

@ Dashboard Audio

 Monitor ’ < = New. [EClone.. [#jEdit. T Il Pause  C Resume (Y Stop Search Q®
£ System >
S Phone System N K < 1 /1 > » Pagesize:| 50 v Selected: 1 /1
g Managed System > CampaignID Name Description Status Caller ID Start Time End Time
@ Security > 5 Pending - )
2 Extension >
B Trunk >
>3 Call Routing >
2] Auto Dialer v
Contact
Setting
Report
[& Call Feature >
[2) Log &Report >

4. Selectastart and end time.
5. Click OK.
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Il center

This section includes the following recipes:

» Call center setup on page 12
« Skill-based routing on page 17

Call center setup

Callers may outnumber available agents, often forcing a caller to call back repeatedly to reach an available agent.
Thankfully, FortiVoice queues multiple incoming calls and can prioritize them.

This recipe guides you through the process of creating a call queue to handle large volumes of incoming calls and then

set up the appropriate department to handle the calls.

This recipe includes the following tasks:

o Creating a call queue on page 12
« Configuring extension departments on page 14
» Creating a department administrator profile and account on page 15

Creating a call queue

Call queues establish the order in which incoming calls are placed when an agent is unavailable.

1.

2.
3.
4

o a

Go to Call Center > Call Queue > Call Queue and click New.
Make sure to select Enabled.
Enter a Queue ID for the queue.

Enter an available extension Number for callers to dial and enter into a call queue following the extension number
pattern.

Enter a Display name.
Enter a brief Description.

Leave Department set to None, as you will configure one and add it to the queue later. See Configuring extension
departments on page 14.

Queue setting

1.

Under Queue Setting, set Maximum queue capacity to the maximum number of callers the queue can handle.

2. SetaMaximum queuing time in minutes and Ring duration in seconds.

FortiVoice 7.0.6 Cookbook
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Call center

3.

Select the Music on hold audio file you want for the call queue.

B QueueSetting

Maximum queue capacity: | 20

Maximum queuing time: 30 (Minutes)
Ring duration: 20 (Seconds)
Music on hold: --Default-- -

Call distribution

1.

2,

Under Call distribution, determine whether calls in the call queue will be subject to Skill Based Routing, whereby
calls are routed depending on the operator's skill. For more information, see Skill-based routing on page 17.
Note that skill-based routing can be configured along with a distribution policy, in which case the distribution policy
will only take effect when you have more than one agent with the same skill level in a queue.
Set Distribution policy to one of the following:

« Ring all: Dials all available agents.

« Round Robin: Dials all agents in order from top to bottom and then bottom to top.

« Sequential: Dials each agent in a sequential manner.

+ Random: Dials an agent at random.

« Least Recent: Dials the agent that least recently received a call.

« Fewest Calls: Dials the agent that has completed the fewest calls in this queue.

« Weight Random: Dials a random agent, but uses the agent’s penalties as a weight.

» Priority Based: Dials agents based on the agents’ rated ability to handle calls in that call center.

& Call Distribution

Skill Based Routing: Disabled -
Distribution policy: Round Robin i

Additional setting

Under Additional Setting, you can configure a variety of options, including the following:

Distinctive Setting for Agent: In some cases, one agent may need to handle calls from multiple queues, and
needs to be able to distinguish between queues when they receive the calls. Use this setting to define an audio
message that announces the queue name, and control how the caller's ID is displayed.

Business Schedule: Determine when agents are available to answer calls.

Announcement to Caller: Determine whether callers will be told where they are in a queue, and control how often
those announcements are made.

Service Level: Determine how often the FortiVoice unit checks to see whether the queue service level threshold is
reached.

Alert: Determine what events will trigger an alert, such as queue overflow and agent unavailability, and control how
alert notifications will be sent to the appropriate contact.

Callback Setting: Allow callers waiting in a queue to request a callback. The system can callback automatically
when an agent becomes available or the agent can manually call the caller.

FortiVoice 7.0.6 Cookbook
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¢ Survey Settings: Define how the system collects customer feedback.
¢ Call classifications: Enter custom call label names, such as external, or company A, to classify calls and enable

call center agents to easily generate reports against those classifications. When an agent finishes a call, they
receive a pop-up window where they can choose and apply the classification.

Agent

Under Agent, set Agent type to either Dynamic or Static. Dynamic agents are required to log in to the queue,
while static agents are always connected to the queue.

2. Ifyou have selected the Dynamic agent type, set Auto-logout time to the duration of time agents have before they
are logged out of the queue. Additionally, enable or disable Logout all agents after scheduled business hour for
dynamic agents.

3. SetWrap up time to the duration of time in seconds needed by agents to complete a queue call. Similarly, enable
Wrap up outgoing call to apply the same time constraint for agents to make and finish any outgoing customer
calls.

4. Enable Call waiting to display caller information about the agent’s phone when a queue call comes in while the
agent is already on the phone. The agent can choose to answer the call or not. If the agent does not answer the call,
after the ring duration is due, the call is transferred to the next agent.

B Agent
Agent type: Static
Auto-logout time: 7 Hours(0 means disable)
@ Logout all agents after scheduled business hour
Wrap up time: 0 Seconds
@ Wrap up outgoing call
@ Callwaiting
Call handling
1.

Under Call handling, set When no logged-in agent to either Queue Caller or Do Not Queue. For example, if
there are no agents available, you may set this option to Do Not Queue, in which case any incoming calls will be
handled by your general call handling configuration, such as the auto attendant.

Optionally configure additional scheduled and non-scheduled business hour call handling options.

Click Create.

Configuring extension departments

After creating the call queue, you can configure an extension department with appropriate members, managers, and the
call queue itself. The department can be helpful for management and reporting purposes.

o bN-=

Go to Extension > Group > Department and click New.

Enter a Name for the department.

Under Call Center, click in the field and select the Member extensions you want to be members of the department.
Similarly, select the Manager extensions you want to be managers of the department.

FortiVoice 7.0.6 Cookbook
Fortinet Inc.

14



Call center

5. Select the newly created call Queue.
6. Click Create.

Creating a department administrator profile and account

After creating a department, you can also create a department FortiVoice administrator profile and account and decide
which departments you want this administrator to manage.

To create an admin profile for the department FortiVoice administrator

1. Goto System > Administrator > Admin Profile.

2. Click New.

3. Enter adescriptive Profile name.

4. Inthe Access Control list, go to both Call center settings and Extension and enable the Read-Write privilege.

S ! /, In the FortiVoice GUI, the department FortiVoice administrator can access the Extension
? > Extension and Group menus only regardless of the selected privileges in the Access
3 Control list.
Admin Profile

Profile name: Dept—Admin|

Access Control None Read Only Read-Write

(4] LH

--Select All-

e e
(- L

System Status

m )
L= L

System Config

~y e
L L

Trunks

[+
@®
@®

System Maintenance ® (0] 0]
@®
Call Routing @
@

Phone Setting

)]
)]

Call center settings

(
.
g
L

)
A

Extension

Fax

Call recording

(®]
v

Conference

®@ @ ©® @

Voice Misc

Cancel

5. Click Create.
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To create a department FortiVoice administrator account

1. Go to System > Administrator > Administrator.

2. Click New.
3. Fillin the fields, as necessary. Here are details for the mandatory ones:

a. Enter a descriptive Administrator name for this account. The name can contain numbers (0-9), uppercase and
lowercase letters (A-Z, a-z), hyphens ( - ), and underscores ( _ ). Other special characters and spaces are not
allowed.

b. Selectthe Admin profile.

c. Enter the administrator's Email address.

d. Add a New password and Confirm password.

e. Enable Department only.

f. Expand the Departments section.

g. Click + and then select one or more departments for the administrator to manage.

Administrator Select Entries x
|Q Search
Enabled © HR &
Administrator: HR-admin T
Marketing
Email address:
Associate extension: --None-- v |+ E Q
Admin profile: Dept-Admin *\|+ E
Access mode: © cu © cu O RESTAPI
Authentication type: Local -
New password:
Confirm password:
Trusted hosts type: User defined -
Trusted hosts: 0.0.0.0 |-
: Sl -
Select language: English -
Select theme: Green -
| Department only O
Description: (4
& Departments
| + | (0/3)
Close
h. Click Close.

4. Click Create.

To log in to the department FortiVoice administrator account

1. Login to the department FortiVoice administrator account using the name and password associated with the
account.

2. FortiVoice displays the Extension and Group menus that the department FortiVoice administrator account can
manage.

FortiVoice 7.0.6 Cookbook
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Here is an example:

E:E FortiVoice VM-200 FortiVoice ﬁ @ : : HR-admin v
& Extension 3 Managed Extension Remote Extension  Preference
e - | . .
2 =New. [#Edit. T Delete (4 LDAP Connector  Actions v Q® Filter v « < 12 /1 > » Pagesizes 50 ~ Total: 2 &£~
Eo Enabled Number Display Name Phone Model Phone Profile 1 Phone Info Emergency Zone Status
[ o] 6010 Jackie Smith Desktop 192.168.277 Fortinet FortiFone DesktopApp Windows 3.~ default [ ]

© 8601 John Coleman FortiFone-380 Default-FortiFone-380 192.168.2.95 Fortinet FON-380 3.0.1.128 E023FFAE6AS6 | default L]

3. For more information about Extension and Group menus, see the Configuring extensions section in the FortiVoice
Phone System Administration Guide.

Skill-based routing

When a customer dials an organization’s support line they are commonly greeted with an automated attendant that
transfers the customer’s call to a specific department based on the number the customer selects.

This recipe guides you through the process of configuring FortiVoice to transfer customer calls to the most qualified
agent.

Skill-based routing requires that you have completed the configuration of the call center, extension, and virtual number
features.

This recipe includes the following tasks:

1. Creating skill sets on page 17

Configuring skill levels on page 17

Assigning a skill level to an extension on page 18
Configuring the call queue on page 20
Configuring call handling on page 21

U

Creating skill sets

Establish varying skill sets for each department. For example, a skill set is created for the Sales department.

1. On FortiVoice, go to Call Center > Configuration > Skill Set and click New.
2. Enter a Name and Description for the Sales department, and click Create.

Configuring skill levels

After you have created the skill sets, define the individual skill levels.

1. Goto Call Center > Configuration > Skill Level. The FortiVoice already has a pre-defined list of skill levels,
showing varying degrees of skill-progression from junior through intermediate to senior.

2. Either create your own levels by clicking New, edit, or use the default levels.

FortiVoice 7.0.6 Cookbook 17
Fortinet Inc.


https://docs.fortinet.com/document/fortivoice-enterprise/7.0.6/fortivoice-phone-system-administration-guide
https://docs.fortinet.com/document/fortivoice-enterprise/7.0.6/fortivoice-phone-system-administration-guide

Call center

For the purpose of this recipe, default levels will be used.

Skill Set Ea Iml Reason Code Data Service Global Setting

+ New... Bj Edit... [ﬂ] Delete

~

> € < 1= |/1 > » Pagesize:| 50 =
Level Description

10 level 10, junior

20 level 20, junior

30 level 30, junior

40 level 40, intermediate
50 level 50, intermediate
60 level 60, intermediate
70 level 70, senior

80 level 80, senior

20 level $0, senior

Assigning a skill level to an extension

Assign a skill level to each agent.

1. Goto Extension > Extension > IP Extension.
2. Select an agent's extension and click Edit (in the example, Donna).
IP Extension Managed Extension Remote Extension Fax Extension Preference

+New... EEdlt.. E{Delete Actions « Q@ Filter:| —-None-- ¥ | Option: --All--

[+ IR
< >
PR 1=/ |/1 > » Pagesize| 50 = Selected: 1 /7
Enabled Numb... Display Name Phone Model Phone Profile IP Phone... Emergency Zone Status

[ © 101 Dona | default °
O 102 Stanley default .

Enable Call Center. A prompt appears stating that you must save the configuration before configuring the call
center profile of the extension.

FortiVoice 7.0.6 Cookbook
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IP Extension
Mumber: 101 (]
User [D: 101
Enable ©
Display name: Donna (Expand to modify caller 1D)

Description: B

Device Setting

Type: FortiFone -

Device: None Selected + E B

SIP settings: sip_setting_default | + H

Emergency zone: default v + E
Advanced...]

User Setting
User privilege: default v + E
Department: --None-- vl  + E
Survival branch: | --None-- v + =
Voicemail...]

[Edit Preference...]

EL GG EE  Soft Phone  Auxiliary Device

Status: L]
IP:
Phone info:

Phone profile:

[View SIP Configuration...]

[Device Statuses...]

Web Access

[Call Center...] @ Note: Please save configuration before configure call center profile

Phone Access

QK

Cancel

4. Click OK, edit the profile again, and click Call Center.
5. SetAgent profile to agent.
6. Under Skill Sets, click New.

FortiVoice 7.0.6 Cookbook
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Agent
Call Center
Agent profile: agent ||+ B
Managed departments: Available (0] Selected (0)
Search 0
>
&
[Member of Queues...]
Skill Sets
== New.. |[#] Edit.. i Delete
Skills Level

Cancel

7. Set Skills to Sales, and set the Level accordingly. In this example, Donna is being assigned to the Sales skill set,
and assigned a skill level of 60; a strong intermediate level.

8. Click Create.

Create New Record

Skills: sales -

Level: &0 -

(oI | Cancel

9. To complete the call center settings, click OK.
10. To finish configuring the agent IP extension, click OK.
11. Repeat the same steps for your other agents, assigning the appropriate skill level where applicable.

Configuring the call queue

Calls are routed to different call queues depending on the set skills.

FortiVoice 7.0.6 Cookbook
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Go to Call Center > Call Queue > Call Queue and click New.
Under Call Distribution, set Skill Based Routing to one of the following:
« Lowest Level First: The call transfers to the agent with the lowest skill level score first and then moves up

o Highest Level First: The call transfers to the agent with the highest skill level score first and then moves
down in rank to the first available agent.

Set Default skill to the defined skill set (Sales), meaning only agents from the Sales department will pick up calls

1.
2.
the ranks to the first available agent.
3.
from the queue.
4.

Select a Distribution policy from the dropdown menu. In this example, Round Robin is selected, whereby all
agents in the queue will be equally called from the top to the bottom of the list and so on.

Call Queue
Queue 1D 01
Mumber: 400 [v]
Status L @)
Display name: | Q1
Description:
Department: --Mone-- -

B Queue Setting

Maximum queue capacity: | 20 3| | [Overflow call handling]
Maximum queuing time: 30 # | (Minutes) [Timeout call handling]
Ring duration: 20 % | [Seconds)

Music on hold: --Default-- -

& Call Distribution

Skill Based Routing
Default skill:
Distribution policy:

Highest level first
sales

Round robin

5. Under Agent, click Agent Members.
6. Select all agents that you want to be assigned to the call queue and click OK.

7. Click Create.

Configuring call handling

After establishing skill-based routing, configure call handling for virtual numbers. Skill-based call handling helps to
associate (tag) an incoming call with a specific skill set to distribute a call among agents with that specific skill set.

You need to define two actions:

» An action to tag the call with a skill to process the call as a skill-based call.

« An action to route the call to the queue where the agents with configured skill levels are assigned the appropriate

calls.

1. Go to Extension > Virtual Number > Virtual Number and click New.

2. Entera Name and an unassigned Number.

FortiVoice 7.0.6 Cookbook
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3. Under Call Handling, click New.

4. Setan appropriate Schedule, and set Action to Call Queue Skill Tag.

5. Click OK.

6. Click New again.

7. Setthe Schedule, and set Action to Call Queue.

8. Assign the newly created Call queue from the dropdown menu.

9. Click OK. Your virtual number call handling should look similar to the example below.
10. Click Create.

Virtual Number

MName: sales_call_handling
Number: 789 (]
Display name:
Enable O
Bypass sub call handling €
Comment: =
Call Handling
o New.. | [#Edit.. 4 Movew Delete
Schedule Action Target
business_hour Czll Queue Q1 "
business_hour Cazll Queue skill Tag v

FortiVoice 7.0.6 Cookbook
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Call features

This section includes information about the following call features:

« Auto attendant on page 23

o Call parking on page 25

« Conference calls on page 37
« Call recording on page 29

o Faxeson page 45

Auto attendant

What if you need FortiVoice to answer calls and direct users to various departments within your office? An auto attendant
can answer calls with a prerecorded message and then guide the user to the department they desire with a simple press
of a button.

This recipe guides you through the process of configuring auto attendants, exploring the user options, and establishing
how a caller navigates through the auto attendant.

This recipe includes the following tasks:

» Configuring the auto attendant on page 23
» Configuring key actions on page 23
» Configuring advanced settings (optional) on page 25

Configuring the auto attendant

Go to Call Feature > Auto Attendant > Auto Attendant and click New.

Enter a Name and set the Default language.

Select a Greeting mode, and select the desired sound file for the Greeting.

Enter the amount of time that the phone will ring before being answered, and the time out and invalid input settings.
Before you click Create, configure the dial pad key action settings in Configuring key actions on page 23.

o o0Dd-=

Configuring key actions

Configure the auto attendant keys for callers to use when navigating through the auto attendant hierarchy.
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1. In Call Feature > Auto Attendant > Auto Attendant, go to Dial Pad Key Action, click New.

Create New Auto Attendant

Name: | AA_Spanish|

Default lanzuage: Spanish -

Greeting mode: Scheduled

Greeting: welcome_default * + E

Ringing for: 0 |2| secondsbefore answer

Time out action after: 5 |#] | second(s): | Start Over w | Maximum number of times: | 3 =

Invalid input action after: | 3 |2 | attempt(s): | Dial Operator =

Dial Pad Key Action

o= New... || [# Edit..  Tif Delete
Key Action Target
Advanced

2. Map keys with the appropriate Language and Action, and any additional settings according to the action selected.

3. Click Create.
In the following example, the Dial Pad Key Action section shows number 2 key assigned to the technical support
call queue.

Dial Pad Key Action

E';Eil"__, @:'E_ie

]

Key Action Target

v Dial Operator

# Lookup Mame Directory

2 Call Queue technical-support

Additional advanced settings can be optionally configured in Configuring advanced settings (optional) on page 25.
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Configuring advanced settings (optional)

—

In Call Feature > Auto Attendant > Auto Attendant, expand the Advanced tab.

2. Enable Access voicemail, if required, to allow external callers to reach their voicemail boxes by dialing their
voicemail prompt code. Dial local number should already be enabled by default, allowing external callers to dial
local extensions.

3. Disable Dial local number if you do not want callers to be able to dial extensions directly. This forces users to use
the Dial Pad Key Actions only — used in many call centers.

4. Enable Override schedule, if required, to allow an administrator with the privilege to dial a code followed by the
administrator PIN to replace the original schedule with a system schedule.

5. Enable Call bridge (DISA), if required, and select an account. This allows external users to dial into the FortiVoice
device and use the FortiVoice service like a local extension.

6. If Call bridge (DISA) is enabled, select the outbound dial plan for users to make outbound calls using FortiVoice.
7. Click Create.
& Advanced

Access voicemail >

Dial local number

Override schedule ®

Allow recording of prompt sound file »

Call bridge(DISA) @ Accountcode: --None-- v |+ | &

Outbound dialplans allowed for access: + (0/7)

Business group: --None-- v |+ | E o

Cancel

Call parking

Sometimes active calls at extensions are put on hold within the FortiVoice phone system for other extensions to pick up.
This process is called parking. FortiVoice features the ability to easily park calls, unpark calls, and monitor parking slots
on FortiFone devices with programmable keys. Monitored parking slots can easily unpark calls by simply pressing the
programmable key. Calls can also be parked by using the call park feature code, which is useful for FortiFone devices
without programmable keys.

The following recipe covers specific tips to program and use call parking on FortiVoice and FortiFone devices:

« Configuring call parking settings on page 25
» Configuring call parking on programmable phone keys on page 26
» Using call parking on page 28

Configuring call parking settings

First, call parking must be configured on FortiVoice. It is recommended to keep the numbering scheme separate from the
extension number scheme, keeping it unique to call parking. By default, the FortiVoice reserves 300 to 320 for call
parking. This can be broken down as follows:
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o 300: Number reserved to park a call in the first available slot.
» 301-320: Numbers reserved as call park slots.

For more information about how to use these number schemes, see Using call parking on page 28.

Go to Call Feature > Call Parking > Call Parking.
Set Park call number to the number used to park calls automatically to the first available call park slot.
Set Park line start and Park line end to define the total range of call park slots.

Set Parking timeout to the amount of time in seconds that the call will remain parked. After this timeout is reached,
the parked call is returned to the extension that had parked it.

5. Select the desired hold music from the Music on hold dropdown menu, and click Apply.

Ao b=

Call Parking

Park call number: | 300

Parlk line start: 301

Park line end: 315

Parking timeout: | 60 (Seconds)

Music on hold: default - + E

Apply Cancel

Configuring call parking on programmable phone keys

FortiFone devices that support programmable phone keys can be configured with one touch call parking. There are two
types of call park programmable phone keys:

« Park: Places the call into the first available call park slot.

» Park appearance: Monitors the selected call park slots, informing the user if there is a call parked. It may also be
used to park a call in the specified call park slot if it is not already in use.
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Configuring automatic parking

1. Goto Phone System > Profile > Programmable Keys.
2. Select a FortiFone profile and click Edit.

Programmable Keys

Name: Default-FortiFone-380 V]
Phone model: v

Description: Default programmable keys for FortiFone-380 &

Number of Reserved Line keys: 2 w| Mode:| Default

Number of pages to be used on this phone: |2 =

Function

Resource
Reserved

Reserved

Label

N o Aslw N

In Function, select Park.
Resource stays blank.

A

key on the FortiFone device.
Click OK.

N

Go to the table and select which Option (programmable key) you want to edit. Under Mode, select Admin.

In Label, you can keep the default label (Auto park) or edit the label. The label will show beside the programmable

8. FortiVoice needs to update all phones that are using this phone profile. Go to System > Maintenance > Phone
Maintenance Job to schedule a configuration update. For more information, see Maintaining phones on page 80.
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Configuring park appearance

1. Goto Phone System > Profile > Programmable Keys.
2. Select a FortiFone profile and click Edit.

Programmable Keys

Name: Default-FortiFone-380 <
Phone model: v

Description: Default programmable keys for FortiFone-380

Number of Reserved Line keys: 2 w| Mode:| Default

Number of pages to be used on thisphone: | 2 =

Option Mode Function
1 User Reserved

User m Park hd

Page 1
Label

Reserved

Page 2

Slot301

2
3.
| 4, User m Park Appearance -
5.
6.
7

3. Goto the table and select which Option (programmable key) you want to edit. In the example, we are editing Option

4.

In Mode, select Admin.

In Function, select Park Appearance.

In Resource, select the call park slot that you want to monitor.

No a ks

programmable key on the FortiFone device.
Click OK.

®

9. Repeat the steps for as many call park slots as you want to monitor.

In Label, you can keep the default label (in the example, Slot301) or edit the label. The label will show beside the

10. FortiVoice needs to update all phones that are using this phone profile. Go to System > Maintenance > Phone
Maintenance Job to schedule a configuration update. For more information, see Maintaining phones on page 80.

Using call parking

You can park a call in the following ways:

 Call park feature code
» Programmable phone key with park
» Programmable phone key with park appearance

All FortiFone models support the feature code method.
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Feature code

1. While on a call, dial *40.
The call is now parked. The extension will be notified of the call park slot number.

2. Toretrieve the parked call from any extension, dial the call park slot number.

Programmable key with park

1. While on a call, press the Park programmable phone key on the FortiFone device.
FortiVoice will indicate the call park slot the call has been placed in (for example, 301).

2. Toretrieve the parked call from any extension, dial the call park slot number.

Programmable key with park appearance

1. While on a call, press the Park appearance programmable phone key on the FortiFone device.
The call is now parked.

2. Toretrieve the parked call, press the Park appearance programmable phone key again or dial the call park slot
number.

When using call park, keep in mind the following:

» The feature code and programmable phone key park methods will place the call in the first available call park slot.
« Programmable phone keys with park appearance will indicate if a call is parked. Press the key to retrieve the call.
« Programmable phone keys with park appearance may be used to park calls, only if the key is not already in use.

Call recording

FortiVoice allows you to monitor and supervise incoming and outgoing calls, but you can also record calls, allowing you
to have a permanent record of particularly important phone calls.

For information about configuring call recordings and archiving recorded calls, see the FortiVVoice Phone System
Administration Guide.

This section includes the following recipes:

» Recording a phone call on page 29
« Managing recorded phone calls on page 30
» Managing access to phone call recordings on page 31

Recording a phone call

With FortiVoice, the following two types of phone call recordings are available:

« Personal recording: You can access your phone call recordings from the FortiVoice user portal.

» System recording: With the administrator privilege, you can access phone call recordings from the FortiVoice GUI.
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Prerequisites

« To allow an extension user to perform a call recording: Make sure to apply a user privilege with the personal
recording or system recording option enabled, as applicable, to that extension. To enable recording options, the
FortiVoice system administrator can go to Phone System > Profile > User Privilege and then
Monitor/Recording.

o To view codes: Personal and system recording procedures in this section use the default feature codes for
recording phone calls. To view or edit those codes, the FortiVoice system administrator can go to Call Feature >
Feature Code > Mid-Call/DTMF Code.

Ay
‘Q' Before recording a phone call, have the agreement of the person you are talking with or check
- your local laws regarding phone recording.

For a personal recording

1. During a phone call, start the personal recording by pressing *30.

2. To pause the personal recording, press *31. To resume the recording, press *30 again.
The recording continues until you hang up.

For a system recording

During a phone call, start the system recording by pressing *35.

» To pause the system recording, press *36.
o Toresume the system recording, press *37.
« To cancel the system recording, press *38.

The recording ends when you hang up.

Managing recorded phone calls

The section explains how to listen, delete, and download personal and system recordings.

Prerequisites

To allow an extension to access a personal call recording from the FortiVoice user portal: Make sure to apply a
user privilege with the call recording option enabled to that extension. To enable the call recording option on the
FortiVoice user portal, the FortiVoice system administrator can go to Phone System > Profile > User Privilege and
then User Portal.

For a personal recording

1. Login to the FortiVoice user portal.
2. Goto Call Recording.
3. Perform one of the following actions:
* To listen to the recorded phone call, click L
« Toremove the recorded phone call, click Delete. To confirm the deletion, click Yes.
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« To send the recorded phone call to another extension, click Forward. Select the extension and click OK.

S ! /, When you download multiple recorded phone calls at the same time, they are saved in
? the TGZ file format. To decompress and extract the recorded phone calls from this file,
3 use a third-party tool that supports the TGZ file format.

« To save the recorded phone call (WAYV file format), click Download. Select to save the file and click OK.

For a system recording

Log in to the FortiVoice GUI.

Select Monitor > Storage > Recorded Call.

Double-click a call record folder to open the archived call files.
Select a Recording type.

Ao b=

« Conference refers to calls recorded by phone number that are conference call numbers. For information about
configuring conference call recording, see Recording a conference call on page 42.

« System refers to all other type of calls recorded.
5. Select arecorded call and perform one of the actions:
« Tolisten to the recorded phone call, click Play.
« To search specific recorded calls, click Search, then New, enter the search values, and click Create. When the

search result status changes to Done, select the result and click View Search Result. All recorded calls are
listed. You can double-click a call recording and select to play or download it.

« To remove the recorded phone call, click Delete. To confirm the deletion, click Delete.

S ! ’, When you download multiple recorded phone calls at the same time, they are saved in
q the TGZ file format. To decompress and extract the recorded phone calls from this file,
- use a third-party tool that supports the TGZ file format.

« To save one or more recorded phone call (WAYV file format), click Download > Selected Files or click
Download > All. Select to save the file and click OK.

Managing access to phone call recordings

Your company has multiple departments but you want to allow department administrators or managers to access phone
call recordings associated with their department only.

This recipe includes the following tasks:

Creating a department on page 32

Assigning extensions to a department on page 32

Configuring a department administrator profile on page 33

Configuring a department administrator account on page 34

Creating a call recording policy on page 35

Verifying the recorded call storage for the department administrator account on page 36

o gk wbhN-=

Before you begin

In this recipe, you edit an existing extension. For more information about creating an IP extension, see Configuring
extension settings on page 73.
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Creating a department

Create a department that you want an administrator to manage. You will assign extensions to this department in the next
task.

1. Go to Extension > Group > Department.
2. Click New.

3. Enter a Name for this department. The name can contain numbers (0-9), uppercase and lowercase letters (A-Z, a-
z),and underscores ( _ ). Other special characters and spaces are not allowed. For example, SalesOttawa.

4. You can optionally enter any notes in Comment.

5. Click Create.

Assigning extensions to a department

Access extensions to assign them to a department. You can assign extensions individually or in a batch.
To assign a single extension

1. Goto Extension > Extension > IP Extension.
2. Double-click the extension that you want to assign.
3. Under User Setting, select the Department. For example, SalesOttawa.

IP Extension
Enabled © a
Number: 8601 (]
User 1D: 8601
Display name: | John Coleman [+]
Description: E [Edit Preference...]
Device Setting m Soft FortiFone  Auxiliary Phone
Type: FortiFone v Status: ®
Device: e0:23:ff:ae:6a:56 + E B P: 192.168.2.22
Phone model: FortiFone-380

Phone info: Fortinet FON-380 3.0.14.236
SIP settings: sip_phone_setting_default v + E EO23FFAEGASS
Phone profile:  Default-FortiFone-380

Emergency zone: default | + B
[Wiew SIP Configuration...]
Programmable keys: Default-FortiFone-380 * 4+ E Q [Device Status...]
[Advanced...]
User Setting Web Access ~ Phone Access
User privilege: default v |+ F
I Department: SalesOttawa v + E I
Survival branch: | --None-- v+ =
[Voicemail...]

[Call Center...] @

m Cancel
4. Click OK.
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To assign multiple extensions

1. Goto Extension > Extension > IP Extension

2. Select Actions > Batch Edit.
3. You can search and filter extensions. Select the extensions.
4. Click Next.
5. In Management, enable Department, and select a department.
2 Management
¥ status
> User privilege: default -
@ Department: SalesOttawa |+ E
@ Survival branch: —None— -
6. Click Next.
7. Review the details.
8. To confirm the changes, click Apply.
9. Click Close.

Configuring a department administrator profile

Create an administrator profile and decide which call recording privileges you want to give to a department administrator.
In the next task, you will create an administrator account to which you will assign this profile.

1. Goto System > Administrator > Admin Profile.
2. Click New.
3. Enter a descriptive Profile name. For example, CallRecording.
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4. Inthe Access Control list, go to both Call recording and Storage Recorded Calls.

Admin Profile

Access Control Mone Read Only Read-Write
—-Select All-- ] 4] [+

System Status - -
System Config
System Maintenance
Trunks

Call Routing

Phone Setting

® ® ® ® ® @

Call center settings

Extension o ®

®

Fax

Call recording e} ®

Conference
Vaoice Misc
Log Report
Call Feature

Hotel Management

® ® ® ® @ @

Call Center Report

| Storage Recorded Calls (@] ® |

m Cancel

5. Decide on the access that you want to give to the administrator (Read Only or Read-Write).
6. Click Create.

Configuring a department administrator account

Configure an administrator account and decide which departments you want this administrator to manage.
To create a department FortiVoice administrator account

1. Goto System > Administrator > Administrator.
2. Click New.
3. Fillin the following mandatory fields:

a. Enter a descriptive Administrator name for this account. The name can contain numbers (0-9), uppercase and
lowercase letters (A-Z, a-z), hyphens ( - ), and underscores ( _ ). Other special characters and spaces are not
allowed. For example, SalesAdminOttawa.

b. Enter the administrator's Email address.
c. Selectthe Admin profile.

Enter a FortiVoice administrator password that is at least six characters in length. For

A better security, enter a longer password with a complex combination of characters and
numbers, and change the password regularly. Failure to provide a strong password
could compromise the security of your FortiVoice system.
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d. Add a New password and Confirm password. The password can contain any character except spaces. This

field is available when the Authentication type is Local.
e. Enable Department only.
Expand the Departments section.

g. Click + and then select one or more departments for the administrator to manage.

Administrator Select Entries
Q, Search
Enabled O SalesCalgary
Administrator: SalesAdminOttawa V] SalesOttawa
SalesVancouver
Email address: JohnD@rycompany.com
Admin profile: CallRecording vl 4+ E
Access mode: © cu © cul (D REST API
Authentication type: Local -
Mew password:
Confirm password: sessssses
Trusted hosts type: User defined A
Trusted hosts: 0.0.00 / -
- ! -
Select language: English -
Select theme: Green -
I Department anly [ o] I
Description: |51

-] Departments

SalesOttawa A | (1/3)

h. Click Close.
4. Click Create.

Creating a call recording policy

By creating a call recording policy, you allow the FortiVoice phone system to record all department calls matching this

policy.

Close

1. Goto Call Feature > Call Recording > Policy.

2. Click New.
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3. Configure the following:

GUI field

Enabled
Name
Description
Department

Record ratio

Retention duration

File name format

4. Click Create.

Description

Select to activate this configuration.

Enter a name for this configuration.

Select By Department.

Select the extension department of which you want to record the calls.

1.
2,

Set the record ratio at 50.

With a system that has no recorded calls, you are at 0% of recorded calls.
The system records the first call. With the first call recorded, the record
ratio is now at 100%.

To reach the 50% record ratio, the system will not record the second call.
With the record ratio at 50%, the system does not record the third call and
the record ratio drops below 50%.

With the record ratio below 50%, the system records the fourth call to
achieve the 50% ratio again.

To summarize this example scenario, the system has received 4 calls and
recorded 2 calls to achieve the recorded ratio of 50%.

The following settings can have an effect on the recorded call storage:

* Retention duration
¢ Recorded calls archive (Call Feature > Call Recording > Archive)
* Recorded file format (Call Feature > Call Recording > Setting)

Enter the days for which you want to keep the recordings.

Select the format of the downloaded recorded call files generated under this
policy.

The file format is useful when you filter downloaded recorded call files in

Monitor > Storage.

Verifying the recorded call storage for the department administrator account

Verify that the department administrator account can access recorded calls for its department only.

1. Login to the FortiVoice GUI using the credentials of the department administrator account.

2. Goto Monitor > Storage.

3. Make sure that the GUI shows the Recorded Call tab and that you can access the recorded calls in the available
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folders.

= FortiVoice VM-200 ,{_2, SalesAdminOttawa +

@& Monitor MR Recorded Call

Storage

fs ,OSearch & < 12 |/ 1 » » Pagesize:| 50 Total: 2

& Extension >
Folder Size(KB)
2023-02-01-08-20-00.Current 142 A
2022-09-12-058-08-43.2023-02-01-08-20-00 421

Conference calls

FortiVoice features conference calling, allowing multiple clients to join a live group discussion.
There are three kinds of conference call instances:

« User Conferencing: Administrators provide the ability for users to create and schedule conferences through the
FortiVoice user portal. Users can add attendees to the conference in order to get an email invite with the information
regarding the conference.

» Static Conference: Administrators create rooms for conference that can be used based upon schedule profile
(office hours, anytime, and so on) or only available for a specific date and time. These conferences are the most
restrictive. To avoid conflicts administrators would need to create multiple rooms.

« Dynamic Conference: Administrators create a room, and then can create unique conference events based upon
time and dates required. These events will have unique conference IDs limiting conflicts in participants. Similar to
user conferencing attendees can receive email invites with the call details for the conferences.

This section includes the following recipes:

» Configuring user conferencing on page 37

e Scheduling a user conference on page 38

« Viewing upcoming user conferences on page 39

» Configuring administrator conferencing on page 40
« Recording a conference call on page 42

Configuring user conferencing

1. Goto Call Feature > Conferencing > User Conferencing and click Enabled.

2. Set Number to the extension number that is mapped to the external number that callers can use to dial to join the
conference call.

3. Under Users, click New to add extension users who have the privilege to organize conference calls.
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Admin Conferencing

Enabled ©
Number: 7500 (]
External numbersinfo: B
®» Musicon hold: —None-- v + B
» Quiet mode (Don't record/announce participant’s name)
B Users
[#]Edit..  Ti[ Delete | @ View Scheduled Conferences
2« < 1¢ /1 » » Pagesize:| 50 = Total: 0
Extension Number Display Name Conference ID

Apply Cancel

4. Select the User from the dropdown list.
5. For Conference ID, enter a code or generate one by clicking Generate.
6. Select OK, and select Apply to finish the User Conferencing configuration.

Scheduling a user conference

Access the FortiVoice user portal to schedule a user conference and invite attendees.

1. Openawebbrowserandgotohttps://<IP_address_or_ FQDN>/voice.
where <IP_address_or_FQDN> is the IP address or the FQDN of the FortiVoice phone system.

If the FortiVoice system administrator has changed the access port, then you must also include the port, for
example:
https://<IP_address or FQDN>:446/voice

2. Login as the userthat has been added to the list of extensions. Our example is using 8601.

Please Login

8601
sesssese
[J Remember me

3. After you are logged in, click on Conference.

A new window opens to a calendar view, where the user can schedule upcoming conference calls.
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4. Click New or the date you wish to schedule the conference for.

S22 conference ~ (@ John Coleman 8601 (Notinuse) & & ~

& Conferencing Options

ooEn
October 2023 < || >/ | toda
Sun Mon Tue Wed Thu Fri 8at
1 2 3 4 5 [ 7
8 9 10 1 12 13 14
15 16 17 18 19 20 21

Fill in the details for this meeting.

Make note of the Attendee PIN. Attendees invited to the conference call will need this PIN.
Make note of the Organizer PIN. You will need this PIN to start the meeting.

In Attendee, click Add Attendee.

© N a

E:E Conference ~ @ John Coleman 8601 (Notinuse) & & ¥

EIOK @ Close

Title:

Gonference ID: 180065
Attendee PIN: 687754
Organizer PIN: O Use voicemail PIN
O Use personal code
@ Speoific | 231387
Description: B
Location
Start time: 2023/10/06 = 00 ~ 0w v~
End time: 2023/10/06 =] 01 v :[ 00 v
All day event oFF

Recurrence: Norne...

Attendee: + Add Attendee.

9. Enter the Email address of the attendee you wish to invite to the conference call, with an optional Display name.
Click Create.

10. Add any additional attendees you wish to invite.

11. Tofinish the scheduling of the conference call, click OK.
Upon clicking OK, all invited attendees will receive an email invitation to the conference call, with all the relevant
information they need to attend the conference call.

Viewing upcoming user conferences

As an administrator, you can view upcoming conferences.

1. Goto Call Feature > Conferencing > User Conferencing.
2. Click View Scheduled Conferences.
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Admin Conferencing

Enabled ©

Number: 7500 [}
External numbers info: &
® Music on hold: —None-—- v + | B

® Quiet mode {Don't record/announce participant's name)

& Users

& New.. | [# Edit i De 5":| | @ View 5cheduled Conferences |

Fs I 18 (/1 Pagesize: | 50 Total: 2

Extension Number Display Name Conference ID

1106 Mike Smith 936496

87261 John Smith 779277

Apply Cancel

Configuring administrator conferencing

Both Static and Dynamic administrator conferences can be configured.

Configuring a static conference call

Go to Call Feature > Conferencing > Admin Conferencing and click New.

Set Mode to Static, enter a Name, and set to Enabled (if not already activated).

Enter an extension Number that callers can dial to join the conference call.

Under Setting, enter a Display name for the conference call, and an optional Description.

Enter a Attendee PIN, which is the password users must enter to join the conference call.
Callers need to dial the conference number and then enter their PIN.

ok oN-=

o

Enter an Organizer PIN, which is the password an administrator must use to begin the conference call.
7. To configure a recurring frequency for this static conference call, enable Recursive Schedules and click New.
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Conference

Mode: el Dynamic

MName:

Enabled @

Number: [v]

Setting

Display name:

Attendee PIN: 123456

Organizer PIN: 123123 (Organizer's PIN to start/manage conference)
Description: (£

(® Musiconhold: | —-None-- | + B

® Quiet mode {Don't record/announce participant's name)

| Recursive Schedules @D |

o= New... || [ Edit I Delete

Schedule

One Time Schedules (B

8. Assign an appropriate Schedule from the dropdown list, and enter a Password. Then click Create. This recursive

schedule will make sure that users can only join the conference call during the scheduled time period by entering
the configured password.

9. Alternatively, enable One Time Schedules and click New to schedule a single conference call.
10. Click Create.

Configuring a dynamic conference call

Go to Call Feature > Conferencing > Admin Conferencing and click New.
Set Mode to Dynamic, enter a Name, and set to Enabled (if not already activated).
Enter an extension Number that callers can dial to join the conference call.

Under Setting, enter a Display name for the conference call, and an optional Description.
Click Create.

Select your newly created conference call and click Edit.
Click View Scheduled Conferences to show the calendar view.

Nooabkobdh-=
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Conference

Mode:  Dynamic

Mame: Sunday-meeting

Enabled @

Number: | 890 o

Setting
Display name: Meeting
Description: (£
(® Musiconhold: | _Ngone— vl + B

(B Quietmode  (Don't record/announce participant's name)

View Scheduled Conferences

0K Cancel
8. To schedule conference calls, click the desired date.
User Conference
o= New.. & Refresh
=] ] O]

April 2020 <||>

Sun Mon Tue Wed Thu Fri Sat
1 2 3 4
5 I3 7 g 9 10 11
12 13 14 15 16 17 18
19 20 21 22 23 24 25

26 27 28 29 30

Recording a conference call

You can create a policy to record a conference call based on a phone number. With this policy, all conference calls using
the phone number in the policy are recorded and will show under Monitor > Storage > Recorded Call.
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To configure a conference call recording policy

1. Goto Call Feature > Call Recording > Policy.
2. Click New.
Recording Policy

Enabled ©
Name:
Description: By Phone Number -

Caller number pattern:

Dialed number pattern:

Record ratio: 100 (0~ 100)
Retention duration: 0 (0~365)
File name format: [policy-name].[epoch].[caller-number].[callee-number] -

Recorded calls can be found through system menu 'Monitor' -> 'Storage'

GUI field Description

Recording Policy

Enabled Select to activate this configuration.
Name Enter a name for this configuration.
Description Select By Phone Number to record conference

calls based on a phone number.

Caller number pattern Leave this field empty and all calls to the conference
will be recorded.

Dialed number pattern Enter the conference call number.
The phone calls to this number will be recorded.

Record ratio 1. Set the record ratio at 50.

2. With a system that has no recorded calls, you
are at 0% of recorded calls. The system records
the first call. With the first call recorded, the
record ratio is now at 100%.

3. Toreach the 50% record ratio, the system will
not record the second call.

4. With the record ratio at 50%, the system does
not record the third call and the record ratio
drops below 50%.

5. With the record ratio below 50%, the system
records the fourth call to achieve the 50% ratio
again.
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GUI field Description

To summarize this example scenario, the
system has received 4 calls and recorded 2
calls to achieve the recorded ratio of 50%.
The following settings can have an effect on the
recorded call storage:
* Retention duration
¢ Recorded calls archive (Call Feature > Call
Recording > Archive)
» Recorded file format (Call Feature > Call
Recording > Setting)

Retention duration Enter the days for which you want to keep the
recordings.
File name format Select the format of the downloaded recorded call

files generated under this policy.

The file format is useful when you filter downloaded
recorded call files in Monitor > Storage >
Recorded Call.

3. Click Create.

To search your recorded calls

1. Go to Monitor > Storage > Recorded Call.
2. Click Search, then New.

Archived Recording Search

Recording type: Both

From:

From Name:

Tor

To Name:

Call duration: 0  (Minutes) To: 0 | (Minutes)

Time: Oneday w and 00:00 w hour(s) hefore
2022/06/07 1600

Match Condition: AND =

3. Under Recording type, select Conference.
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4. Enter the search values, and click Create.

5. When the search result status changes to Done, select the result and click View Search Resulit.
All recorded conference calls are listed. You can double-click a call recording and select to play or download it.

Faxes

FortiVoice can send and receive faxes to the FortiVoice user portal, email, and physical fax machines. This recipe guides
you through the process of configuring the FortiVVoice unit to receive and send faxes.

This section includes the following recipes:

» Configuring FortiVoice to receive faxes on page 45
« Configuring FortiVoice to send faxes on page 46

Configuring FortiVoice to receive faxes

Go to Call Feature > Fax > eFax Account and click New.

Under Incoming Fax Setting, make sure that Enabled is selected.
Enter a Name and an extension Number.

Enter a Display name for the extension.

Under External Numbers, click New.

Map the direct inward dialing (DID) numbers to the extension of the fax. Select the Incoming trunk used for dialing
the DID numbers, and enter the DID Numbers that you want to map to an extension.

All DID numbers assigned here will reach this extension for incoming faxes.

Click Create.

8. Under Select Fax Monitors, click in the field and assign the extensions that can monitor the faxes received on this
fax extension in their FortiVoice user portal. From their FortiVVoice user portal, users can choose to view, delete,
resend, forward, or download the faxes. These users, who have email addresses linked to their extensions, will
receive an email notification when a fax is received.

9. SetFax to Email to the email addresses you want to receive the faxes sent to this fax extension. These email
addresses will receive the faxes in a PDF file.

10. Ifrequired, under Relay to Fax Machine, assign the fax machines connected to the FortiVoice unit using T.38
adapters. Faxes will be relayed to the selected machines.

11. Under Archive, enable Fax archive to activate fax archiving and enter the File name format to archive, according
to the formats available from the dropdown menu.

12. Click Create.

o ahwdh-=

N

Fax archive settings

If you have enabled Fax archive in an eFax Account, you should specify rotation and destination settings to archive
recorded calls.

1. Goto Call Feature > Fax > Archive.

2. Under Rotation Setting, set the Fax rotation size in MB and Fax rotation time in days. The FortiVoice unit starts
generating a new archive file when either one of these parameters (size or time) is reached first.
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Set Archiving options when disk quota is full to determine what the FortiVVoice unit should do if it runs out of disk
space. Click Overwrite to remove the oldest archived folder to make space for new archives, or click Do Not
Overwrite to stop archiving.

Set a Schedule for archiving to take place. Archiving will not take place outside of the selected schedule.

Under Destination Setting, set Destination to either Local to use the hard drive of the FortiVoice unit or a NAS
server, or Remote to use a remote FTP or SFTP storage server.

If Destination is set to Remote, configure the remote server options as necessary.
Click Apply.

Configuring FortiVoice to send faxes

1. Goto Call Feature > Fax > Sending Rule and click New.
2. Make sure that Enabled is selected.
3. EnteraName.
4. Under Dialed Number Match, click New.
5. Enter a Match Pattern number. This is the extension number pattern in your dial plan that can match many different
numbers for sending faxes.
The following pattern matching syntax is supported, in order to match a wide range of potential numbers:
Syntax Description
X Matches any single digit from 0 to 9.
Z Matches any single digit from 110 9.
N Matches any single digit from 2 to 9.
[] Matches any digits in the brackets.
For a range of numbers, use a dash.
Example: [15-7].
In this example, the pattern matches 1, 5, 6, and 7.
(period)
Acts as a wildcard that matches any digit and allows for any number of digits to be dialed.
Example of a pattern matching rule: XX.
In this example, the system looks for a dialed number match that has three or more digits.
! (exclamation point)
Acts as a wildcard that matches any digit (including no digits) and allows for any number of
digits to be dialed.
Example of a pattern matching rule: XX!
In this example, the system looks for a dialed number match that has two or more digits.
6. Enter any required Modification settings, such as stripping or appending prefixes or postfixes to the number
pattern, and click Create.
7. Under Call Handling, click New.
8. Setthe appropriate Schedule, Action, and Outgoing trunk and/or Caller ID modification for your dial plan
requirements, to determine the call handling action for the numbers matching the configured number pattern.
9. Click Create, and Create again to finish configuring the Sending Rule.
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General fax settings

1. Goto Call Feature > Fax > Setting.
2. Enter a System station ID and System fax header that shows on each fax sent from the FortiVoice unit.

3. Under T.38 Fax, determine whether the FortiVoice unit will resend a T.38 invite if the remote end is unresponsive,
and whether the FortiVoice will fallback to G.711 mode if T.38 communication fails.

A T.38 fax requires significantly less bandwidth, and helps mitigate packet loss.
4. T.38 uses UDP Transport Layer (UDPTL) as its transport protocol. Enter the start and end ports.

5. Under Send Queue, set Max retry times to the maximum number of times the FortiVoice unit will attempt to resend
afax if the fax is unable to be sent due to busy lines.

6. Seta Retry interval and Wait time for an answer to the duration of time in seconds that the FortiVoice unit will
wait between retries and the wait time for a "go-ahead" signal from the fax receiving terminal.

7. Click Apply.
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FortiVoice call detail records (CDR) display all the phone calls made during a certain time period. CDRs also include the
following information:

« Caller and receiver

« Time of the call (start and end)

« Call duration

» Call status

« Calldirection

o Trunks used

» Calltype

o Call recordings

« Source and destination departments

This section includes Managing access to call detail records on page 48.

Managing access to call detail records

Your company has multiple departments but you want to allow department administrators or managers to access CDRs
associated with their department only.

This recipe includes the following tasks:

Creating a department on page 48

Assigning extensions to a department on page 49

Configuring a department administrator profile on page 50

Configuring a department administrator account on page 51

Verifying call detail records for the department administrator account on page 52

o o0Dd-=

Before you begin

In this recipe, you edit an existing extension. For more information about creating an IP extension, see Configuring
extension settings on page 73.

Creating a department

Create a department that you want an administrator to manage. You will assign extensions to this department in the next
task.

1. Goto Extension > Group > Department.
2. Click New.

3. Enter a Name for this department. The name can contain numbers (0-9), uppercase and lowercase letters (A-Z, a-
z),and underscores ( _ ). Other special characters and spaces are not allowed. For example, SalesOttawa.
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4. Optionally, enter any notes in Comment.
5. Click Create.

Assigning extensions to a department

Access extensions to assign them to a department. You can assign extensions individually or in a batch.

To assign a single extension

1. Go to Extension > Extension > IP Extension.
2. Double-click the extension that you want to assign.

3. Under User Setting, select the Department. For example, SalesOttawa.

IP Extension
Enabled O
MNumber: 2601 (V]
User ID: 8601
Display name: | John Coleman [+]
Description: (£
Device Setting
Type: FortiFone -
Device: e0:23:ff:ae:6a:56 + E B
Phone model: FortiFone-380
SIP settings: sip_phone_setting_default * + E
Emergency zone: default | + B
Programmable keys: Default-FortiFone-380 > + E Q
[Advanced...]
User Setting
User privilege: default v 4+ B
| Department: SalesOttawa + + E |
Survival branch: | --None-— v+ =
[Voicemail...]

[Call Center...] @O

[Edit Preference...]

m Soft FortiFone ~ Auxiliary Phone

Status: L]
IP: 192.168.2.22

Phone info: Fortinet FON-380 3.0.14.236
EO23FFAESALS

Phone profile: Default-FortiFone-380

[View SIP Configuration...]
[Device Status...]

[LELERET T Web Access | Phone Access

m Cancel

4. Click OK.
To assign multiple extensions

Go to Extension > Extension > IP Extension

Select Actions > Batch Edit.

You can search and filter extensions. Select the extensions.
Click Next.

P obh-=
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5. In Management, enable Department, and select a department.

B ™ anagement

® status Disabled
@ user privilege: default v + B
' Department: SalesOttawa |+ B
P survival branch: | —Mone-— v + E
6. Click Next.
7. Review the details.
8. To confirm the changes, click Apply.
9. Click Close.

Configuring a department administrator profile

Create an administrator profile and select which call history privileges you want to give to a department administrator. In
the next task, you will create an administrator account to which you will assign this profile.

1. Goto System > Administrator > Admin Profile.

2. Click New.

3. Enter a descriptive Profile name. For example, CDR.

4. Inthe Access Control list, go to Call History.

Admin Profile

Extension

Fax ®
Call recording ®
Conference ®
Voice Misc ®
Log Report ®

Call Feature
Hotel Management ®
Call Center Report

Storage Recorded Calls
Auto Dialer ®

Call Center Monitor View

Call History ® l

5. Decide on the access that you want to give to the administrator (Read Only or Read-Write).
6. Click Create.
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Configuring a department administrator account

Configure an administrator account and decide which departments you want this administrator to manage.
To create a department FortiVoice administrator account

1. Goto System > Administrator > Administrator.
2. Click New.
3. Fillin the following mandatory fields:

a. Enter a descriptive Administrator name for this account. The name can contain numbers (0-9), uppercase and
lowercase letters (A-Z, a-z), hyphens (-), and underscores ( _ ). Other special characters and spaces are not
allowed. For example, SalesAdminOttawa.

b. Enterthe administrator's Email address.
Select the Admin profile.

Enter a FortiVoice administrator password that is at least six characters in length. For
better security, enter a longer password with a complex combination of characters and

numbers, and change the password regularly. Failure to provide a strong password
could compromise the security of your FortiVoice system.

d. Add a New password and Confirm password. The password can contain any character except spaces. This
field is available when the Authentication type is Local.

e. Enable Department only.
Expand the Departments section.
g. Click + and then select one or more departments for the administrator to manage.

Administrator Select Entries *
Q. Seardt
Enabled o SalesOttawa
Administrator: SalesAdminOttawa b
Email address: JohnD@mycompany.com
Admin profile: CDR | + ®
Access mode: © cu © cul @ RESTAPI
Authentication type: | Local -
New password: ey
Confirm password: srssssssene
Trusted hosts type: User defined A
Trusted hosts: 0.0.0.0 /0 -
- 0 -
Select language: English -
Select theme: Green -
Department only O
Description: &
8 Departments
-_ SalesOttawa [t 1/1)
Close

h. Click Close.
4. Click Create.
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Verifying call detail records for the department administrator account

Verify that the department administrator account can access the CDRs for its department only.

1. Log in to the FortiVoice GUI using the credentials of the department administrator account.
2. Goto Monitor > Call History.

3. Make sure that the GUI shows the Call Detail Record (CDR) tab and that you can double-click an entry to see
more information.

FortiVoice VM-500 FortiVoice SalesAdminOttawa |
@ Monitor B8l Call Detail Record (CDR)
| Direction:| --All-- v | Disposition:| -—-All-- ¥ | Source Department:| --All-- v | Destination Department:| —-All-- ¥ | More Action ¥
Q® &Download v Withcallflow (B Search Clear B« < 1 /1 > » Pagesize:| 50 + Selected: 1 /3 &% ~
From (Name) ..  From To (Name) To Start End Duration  Disposition  Direction  Trunk CallType  Recorded  SourceDepart... Destination D.
Greg Smith 8989 Administrator 7702 2024-06-1212:38:55 2024-06-1212:39:11 00:00:16  Answered Internal Voice SalesOttawa
Administrator | 7702 Greg Smith 8989 2024-06-1212:38:30 2024-06-1212:38:35 00:00:05  NoAnswer  Internal Voice SalesOttawa
Administrator | 7702 GregSmith 8989 2024-06-1212:37:33 | 2024-06-1212:37:50 00:00:16  Answered Internal Voice SalesOttawa
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This section includes the following topics:

 Auxiliary phone and secondary account on page 53

« Auto provisioning for FortiFone devices on different subnets on page 55
o Caller ID modification on page 59

» FortiVoice Click-to-dial configuration on Google Chrome on page 66

o Hot desking on page 70

o Local IP extensions on page 73

« Remote extension configuration on page 79

« Managing a large number of extensions on page 80

» Ring group call handling on page 89

 Filtering the phone directory on page 91

Auxiliary phone and secondary account

You can update an IP extension to enable and configure the following settings:

« Auxiliary phone: When you add an auxiliary phone to your extension, you have two phones with the same
extension number. The phones will ring at the same time but you can only use one phone to answer the call. This
function is useful when you want to access the same extension from two different locations.

« Secondary account: When you add a secondary account to your extension, you can set the secondary extension
to ring at the same time as your existing extension. However, the secondary extension operates separately. For
example, extension 100 sets extension 200 to be a secondary account. When a call comes in to extension 100, both
extensions (100 and 200) will ring and you can answer one of them. In that same example, if a call comes into
extension 200, only extension 200 will ring.

Adding an auxiliary phone

1. Goto Extension > Extension > IP Extension.
2. Double-click the extension that you want to add the auxiliary phone to.
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3. InDevice Setting, click the Auxiliary Phone tab.

IP Extension
User ID: 7702
Display name: | Administrator

Description: &
Device Setting

[#} Edit..  Til Delete | Actions

Enabled IP Phone Model MAC

Click New.
Select the Type from the Type dropdown menu.

In Device, add a new phone * or select an existing phone &

N o ok~

If you select an existing phone, make sure that it is not assigned.

Desktop FortiFone

MAC address:

Phone model: FortiFone-380 hd

Phone profile: | Default-FortiFone-380 v + &
Status: v

Description:

8. Complete the configuration.
9. To complete the addition of the auxiliary phone, click Create.
10. To save the changes to IP extension, click OK.
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Total: 0
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Adding a secondary account

Al
‘Q' The secondary account setting is available when your extension is using a FortiFone phone,
- not a generic phone.

1. Enable the secondary account setting:
a. Goto System > Advanced > Auto Provisioning.

b. In Other Setting, enable Secondary account.
E E FortiVoice VM-200 FortiVoice

@ Dashboard SIp Service External Access Auto Provisioning

& Monitor > LDAP contact: port1192.168.0.99 v | O Override
& System v Provisioningserver: | port1192.168.0.99 v D Override
Network
Administrator Auto Discovery
High Availability @ SIPPnP multicast address: 224.0.1.75, port: 5060  Listening on: port1, port2
Configuration Provisioning server: https:/192.168.0.99:443/provisioning/
DHCP server settings: Configure...
Certificate Option 66:  https:/192.168.0.99:443/provisioning/

Maintenance
Other Setting

£ Phone System
g Managed System 5 @ Secondary account (Enable secondary account for Desktop FortiFone)
e Security N Administrator PIN to provision phone: Configure...
& Extension 4 Backward support of legacy FortiFone (FON 470/870/360/460/560) (Obsolescent)
B Trunk >
@ TFTP provisioning server: tftp:/192.168.0.99
G Call Routing > . o
= @ mDNS multicast address: 224.0.0.251, port: 5353 Listening on: (None)
c. Click Apply.

2. Add asecondary account to an extension:
a. Goto Extension > Extension > IP Extension.
Double-click the extension that you want to add the secondary account to.
In Device Setting, click Advanced.
Expand Secondary account.
In Account, select the extension that you want to add as the secondary account.
To save changes to the advanced settings, click OK.
To save changes to the IP extension, click OK.

Q@ -0 20T

Auto provisioning for FortiFone devices on different subnets

When configuring FortiFone IP extensions on your FortiVoice system on a single LAN deployment, they will auto
discover utilizing SIP PnP, in which a multicast is sent out on the network.

For FortiFone devices on networks that use a different subnet than FortiVoice, the multicast will not make it across the
various subnets. In deployments using different subnets it is best to use HTTP or HTTPS with Option 66 configured on
your DHCP server.
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The HTTP and HTTPS protocols increase the reliability of the FortiFone devices being able to auto provision across the
network. Option 66 set on the DHCP server creates an easy way to have all phones directed towards the FortiVoice in
order to auto provision.

This recipe covers the best practices for a large deployment of FortiFone devices with the FortiVoice system.

Downloading and editing the CSV file

1. On FortiVoice, go to Extension > Extension > IP Extension.
2. Under the Actions dropdown, select Export > Table Template (csv) > With User ID.
A sample file will be downloaded entitled extensions.csv.

IP Extension Managed Extension Remote Extension Fax Extension Preference

4 New.. [#Edit. [ Delete | Actions » Q® Filter:| --None-- v | Option: —-All- - &%
Export » | All Extensions
ol < (/71 > » Total: 9
Impart Table Template (csv) » | With User ID
Enabled Number Display Nam N Profile Il Without User ID e Infe Emergency Zone Status
O 101 Donna - default [ ]
102 stanl e default °
© e Password Auditor ik
L @] 1106 Mike Smith default [ ]
Number Auditor »
© 200 test200 L ~ Linphone Desk... default o
Send Softclient QR Code by Ema
O 201 user 201 o Linphone Desk... default L ]
Maintenance
O 7701 Operator default ®

3. Open the newly downloaded sample CSV file.

4. Replace the sample's content with the information for your extensions. Make sure to configure the following
sections: User ID, Extension, Display Name, Phone Type, and MAC Address.

extensions{b).csv - Excel

Home Insert Page Layout Formulas Data Review View Acrobat () Tell me what you want to do..
== X cut . - - = - - B
Calibri -1 A A == ¥- WrapText General - | & # | Normal Bad Good
2 Copy - 3 -
- ¥ Format Painter ik o Formatting = Table *
Clipboard g Font 1 Alignment d Number g Styles

Al - Jx || useriD

A B C D E F G H | J K L M
1 |UserID _Extension SIP password voicemail PIN  User Password Email Display name Phone type Mac address Phone profile  Survival branch Device ID
2 811 811 voice#321 123123 password321# ky@some.com Kathy Ainswortt FortiFone-350i 00:1a:7e:ac:c2:8d {1 1
3 811 812 voice#32l 123123 password321# aa@test.com,lJack Wong FortiFone-350i 00:1a:7e:ac:c2:8d {} 1
4 811 813 voice#321 123123 password321# john@777.con lohn Green FortiFone-350i 00:1a:7e:ac:e2:8d {1 1
c

The Phone Type must be entered as “FortiFone-XXX”, where “XXX” is your model type (for example, FortiFone-570).
To see a current list of FortiFone models, go to Phone System > Profile > Phone.

The MAC Address sections must be populated as “xx:xx:xx:xx:xx:xx”. After you import the CSV file, FortiVoice
automatically formats the MAC address.

If a custom phone profile using the default settings is in use, the Phone profile section will also need to be configured.

Importing the CSV file

1. Goto Extension > Extension > IP Extension.
2. Under the Actions dropdown, select Import.
3. Navigate to and select the configured CSV file and select OK.
A window will appear stating that large imports can take a while, with Update existing extensions enabled.
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4. SelectImport.

Import Extensions Options

Please note that for large imports it can take a while. Please wait for the page to reload after choosing import.

Update existing extensions @O

5. Review your list of pre-existing and newly imported extensions.

IP Extension Managed Extension Remote Extension Fax Extension Preference

o= New... | [# Edit..  §if Delete | Actions v Q@ Filter:| --Nore-- w | Option: --All-- - & v
& o« < 1 |/1 > » Pagesize: 50 = Total: 10
Enabled.. MNumber Display Name Phone Model Phone Profile IP Phare Infa Emg. Zane Status ...

[ & 1001 default L]

O 124 Sam 124 FortiFene-350i/ 3600 Default-FortiFena-350i 3600 Fortinet FON-360i M., default L

O 125 Aladind 125 FortiFone-450i/4607 Default-FortiFone-4 504600 Fortinet FON-4601 M., default L]

[ @] 75015 FromAAtoCS default L

O 701 Operator FortiFone-175 Default-FortiFone-175 default L ]

O 7702 Adrinistrator default L ]

O 7711 John Dee default L ]

O 511 Jarne Tibirfus Kirk. L ]

[ & 512 S'chn T'gai Spock. L]

[ &) 513 Lechard McCoy L ]

Configuring HTTP or HTTPS protocol support

For successful auto provisioning to occur across multiple subnets, the HTTP and HTTPS protocols must be enabled on
the FortiVoice network interface.

Go to System > Network > Network.

Select the network interface in use (in this example, port1) and select Edit.
Expand Advanced Setting.

Under Access, make sure HTTP and/or HTTPS is enabled, then select OK.

o bN-=
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Interface

Interface name: portl (00:0c:29:8b:00:44)
Type: Physical

B Addressing Mode

IP/Netmask: 172.20.140.124 /| 24
IPv&/ Netrmask: i 10

Ak

ik

B Advanced Setting

Access

| O HTI'PSl © PING O ssH
B SNMP |(3 HTrPl B TELNET
® TFTP © NTP O LDAP

& SIPPNP ® MDNS
» MTU | 1500 :  [bytes)

Administrative status: UM Down

(0l @ Cancel

5. Goto System > Advanced > Auto Provisioning.
FortiVoice VM-200 FortiVoice

@ Dashboard Sosip Service External Access Auto Provisioning

* Monitor >
£¥ System o Auto Provisioning
Network @© Enabled
Administrator @ Unassigned phone (Generate default configuration for unassigned Desktop FortiFone)
High Availability Provisioning protocol: HTTP

Configuration Server Setting for Phone Configuration

SIP Server: port1192.168.0.99 v @ Override

Certificate
NTP server: port1192.168.0.99 v | D Override
Maintenance
= LDAP contact: port1192.168.0.99 v D Override
= Phone System >
% Managed System N Provisioning server: port1192.168.0.99 v | (D Override
Securit:
0 ecurtty Auto Discovery
2 Extension >
— @ SIPPnP multicast address: 224.0.1.75, port: 5060  Listening on: port1, port2
Trunk >
o Provisioningserver: https://192.168.0.99:443/provisioning/
23 Call Routing
DHCP server settings: Configure...
ﬂ Call Center >
Option 66:  https.//192.168.0.99:443/brovisionin;
Hotel Management > P P v s

a Cancel
6. Under Auto Provisioning, select Enabled (and optionally enable Unassigned phone).
7. SetProvisioning protocol to either HTTPS or HTTP, and select Apply.

FortiVoice 7.0.6 Cookbook
Fortinet Inc.



Extensions

DHCP server

1. Onyour DHCP server, set:

a.

b.
c.
d

Option 66 to the protocol in use

IP address of FortiVoice

Protocol port number

Provisioning folder (for example, http.//192.168.1.99:80/provisioning/, or

https://192.168.1.99:443/provisioning/)
2. The protocol ports can be changed from their default values on FortiVoice by going to System > Configuration
> Option. Make note of any changes made on FortiVoice.

3. After the DHCP settings are verified, connect the FortiFone devices to the network, or reboot them if already
connected.

Caller ID modification

For outbound calls from the FortiVoice unit, you can customize the caller ID to be any name, number, or both. As there
are multiple areas where you can modify the caller ID within the FortiVoice Ul, there is a hierarchy to which the caller ID
modification takes precedence. This recipe details the caller ID modification hierarchy to help you decide how to
configure your FortiVoice caller IDs.

The hierarchy of caller ID modification options is different for a normal call or an emergency call.

This section includes the following topics:

o Call
o Call

Caller ID

er ID modification hierarchy for normal calls on page 59
er ID modification hierarchy for emergency calls on page 62

modification hierarchy for normal calls

A normal call is any outbound call that is not an emergency call, as defined by the regional emergency number settings.

The following table displays the caller ID modification options available on normal calls from the highest priority (1) to the
lowest priority (6).

For example, if you configure the caller ID settings using the direct inward dialing (DID) number mapping (priority 2) and
the Caller ID modification (priority 4), the FortiVoice unit displays the caller ID configured using the DID number mapping
because this setting has a higher priority.

Priority Setting Steps

1

External caller ID 1. Goto Extension > Extension > IP Extension.
2. Edit an extension or create a new one.

3. Goto Display name and click n to expand.

4. |n External caller ID, enter the caller ID such as a name and number
(example, John Doe <55551234>).
5. Click OK or Create, as applicable.
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Priority Setting
2 DID number
mapping
3 External caller ID,
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Steps
IP Extension
Number: 8103 [] [Edit Preference...]
User ID: 8103
Enable ©
John Smith ‘@{Expand to modify caller ID)
External caller ID: ‘ John Smith <613749725‘1>| ‘[e.g. John Doe <55551234>)
Emergency caller ID: | Company Go, XYZ street
Description: =

1. Goto Call Routing > Inbound > DID Mapping.

2. Editarule or create a new one.
3. Under Number Mapping, create a new DID number mapping or edit an
existing one.
DID Mapping

Rule name:  PM

Enable ©
Trunk: FortiCall -
Schedule: any_time hd

£ Caller ID Match

E3 Inbound Handling

& Number Mapping

4= New.. [#Edit. T Delete & Export =] Import

2« < 15 |/1 > » Pagesize:| 50 Selected:1 /4
DID Number Extension Inbound ‘Qutbound Caller Number Description

6135551234 7101 [x] [] 613 Test ~
6135550001 7102 Q [x] 714 TrueFalse

6135550002 7102 [x] [x] 814 FalseTrue L2

Cancel

4. In Option, enable Outbound.
5. Click OK or Create, as applicable.
Number Mapping

DID number: | 6135551234

Extension: 7101

Description: Test

€ Caller Number Patterns

Cancel

1. Goto Managed System > Survivability > Survivability Branch.
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Priority Setting

survivability
setting for local
survivable
gateway (LSG)

4 Caller ID
modification
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Steps

2. Edit an existing branch or create a new one.
3. Click Survivability.

Survivability Branch

Name: Toronto

Enable ©

Display name: Toronto

Host name/IP address: Get Device Information | Connect Device
Admin user name: admin

Admin password: [TTTTYTY) @ [Change Password......]

Serial number: FO20E24P15000023

Type: FVE-20E2(2x FXO)
MAC address: 68:69:2e:03:1c:ad

Description: E

Cancel

4. In External caller ID, enter a caller ID such as a name and number (example,
Jim <612223>).
5. Click OK or Create, as applicable.

Survivability Setting

(Change mode will reset configuration)

NG EGEECGE Partially managed

[T EN T I == External host IP

Management mode:

Heartbeat server address:

Branch 5IP server:

Branch SIP port: 5060 &

SIP phone registration interval: 5 4| | (Minutes)

RENG EW RISl Handled by central

Central trunk fallback to branch @

WELSETE A INN Use branch caller ID
(e.g, Jim <612223>)
EIENW GGl System directory

Emergency call:

External caller 1D option:

External caller ID:

Phone directory option:

1. Goto Call Routing > Outbound > Outbound.
2. Edit an existing rule or create a new one.
3. InCall Handling, edit an existing rule or create a new one.

Dialplan Outbound

Name:
Enable ©
Emergency Call @ ]

E3 Caller ID Match

Dialed Number Match

& CallHandling
+New... B, Edit.. 4+ Move v ]ﬂ[ Delete

Caller ID modificati.. Warning Message Account Code

Schedule Trunk

oo
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Priority Setting Steps

4. In Caller ID modification, select an existing profile or create a new one.
5. Click OK or Create, as applicable.

Call Handling

Schedule: any_time * + E
Action: Allow -
Qutgoing trunk: Ott2SunFortiVoice (office-peer) v B
Caller ID modification: | | Out |+ ®
Warning message: --None-—- - + =
Delay: o] 3 | (Seconds)

1. Goto Trunk > VolP > SIP.

2. Edit an existing trunk or create a new one.
3. In Display name, enter a name.

4. Click OK or Create, as applicable.

5 Trunk display
name

SIP

Name: FortiCall_New
Enable O
Display name: | Fortinet Inc

Main number: L

6 Location main 1. Goto Phone System > Setting > Location.
display name 2. In Main display name, enter the name displaying on the FortiVoice phone
system unit. Your PSTN provider assigns this name.
3. Click OK or Create, as applicable.

m Option Custom Message Miscellaneous

Country/Region: Canada -
Emergency number: 911 E
Long-distance prefix: 1 E
‘ International prefix: 011 =
Qutside line prefix: 9 E
Area code: 613,819,343 = @ Required when dialing local numbers
Fortinet Technologies
Main number:
Default prompt language: | English v + E
Default emergency zone: default - + BE
Default time zone: (GMT-5:00)Eastern Time(US & Canada) hd

Caller ID modification hierarchy for emergency calls

When you place an emergency call, the hierarchy for caller ID modification changes to alert emergency services about
the correct location of the caller.

The following table displays the caller ID modification options available on emergency calls from the highest priority (1) to
the lowest (8).
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For example, if you configure the caller ID settings using the Extension emergency caller ID (priority 1) and the Extension
external caller ID (priority 3), the FortiVoice unit displays the caller ID configured using the Extension emergency caller

ID because this setting has a higher priority.

Priority Setting Steps
1 Extension 1. Go to Extension > Extension > IP Extension.
emergency 2. Edit an extension or create a new one.
caller ID u
3. Goto Display name and click to expand.
4. In Emergency caller ID, enter the caller ID to display on the destination phone
when you dial the emergency number.
5. Click OK or Create, as applicable.
IP Extension
Enabled ©
Number: 8601 []
User ID: 8601
Display name: John Coleman @
[Edit Preference...]
External caller ID: (e.g. John Doe <55551234>)
Emergency caller ID: | John Coleman, xyz Street |
Voice DID Number: B
Fax DID Number: E
Description: =
2 Emergency 1. Go to Extension > Extension > IP Extension.
zone caller ID 2. Edit an extension or create a new one.
(Extension 3. In Emergency zone, select a profile or create a new one.
Settlng) IP Extension
Number: 6001 [] [Edit Preference...]
User ID: 6001
Enable ©
Display name: | gagene & (Expand to modify caller ID)
Description: E
Device Setting Soft Phone  Auxiliary Device
Type: Generic v Status: °
SIP settings: default * + B 1P
moaodie - + B Phone info:
[Advanced...] View SIP Configuration...]
Device Statuses...|
4. In Emergency caller ID of the profile, enter the caller ID to display on the

destination phone when you dial the emergency number.
5. Click OK or Create, as applicable.
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Priority Setting
3 Extension
external caller
ID
4 Caller ID
modification
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Steps

Emergency Zone Profile

Name: moodie
Emergency caller ID: ‘
Description: =

& Emergency Setting

Do Nothing P e d 3 =]

Emergency contact emails: + -

& Contact Information
Contact:
Contact email:
Contact phone:
Address: £
City:

State / Province:

Cancel

Extension > Extension > IP Extension.
Edit an extension or create a new one.

Go to Display name and click n to expand.

In External caller ID, enter the caller ID such as a name and number (example,
John Doe <5551234>).

Click OK or Create, as applicable.

IP Extension
Number: 8103 [] [Edit Preference...]
User ID: 8103
Enable ©

Display name: John Smith 1@ (Expand to modify caller ID)
External caller ID: ‘ John Smith <6137497261>|

Emergency callerID: | Company Go, XYZ street

J(e.g. John Doe <55551234>)

Description: =

Call Routing > Outbound > Outbound.
2. Editan existing rule or create a new one.
In Call Handling, edit an existing rule or create a new one.
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Priority Setting

5 Trunk display
name

6 Location main
display name
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Steps

- E e

Dialplan Outbound

Name:
Enable ©
Emergency Call (@ ]

Caller ID Match
& Dialed Number Match
& cCallHandling

+ New... B, Edit...

Schedule Trunk

]ﬁ[ Delete

Caller ID modificati.. Warning Message

4+ Move =

Account Code

Cann

In Caller ID modification, select an existing profile or create a new one.
Click OK or Create, as applicable.

Call Handling

Schedule: any_time | + E
Action: Allow -
QOutgoing trunk: Ott2SunFortiVoice (office-peer) v @
Caller 1D modification: || Qut v| + B
‘Warning message: -—-None-- v + B
Delay: 0 + | (Seconds)

Go to Trunk > VolIP > SIP.

Edit an existing trunk or create a new one.
In Display name, enter a name.
Click OK or Create, as applicable.

Sip
Name: FortiCall_New
Enable o
Display name: || Fortinet Inc
Main number: |

Go to Phone System > Setting > Location.
In Main display name, enter a name.
Click OK.
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Priority Setting Steps

Option Custom Message Miscellaneous
Country/Region: Canada v
Emergency number: ?11 E
Long-distance prefix: 1 E

‘ International prefix: 011 E
Outside line prefix: 9 E
Areacode: 613,819,343 = @ Required when dialing local numbers

Main display name: Fortinet Technologies

Main number:

Default prompt language: | English |+ E

Default emergency zone: default - + E

Default time zone: (GMT-5:00)Eastern Time(US & Canada) hd
7 Extension 1. Go to Extension > Extension > IP Extension.

display name

N

Edit an extension or create a new one.

3. In Display name, enter the name to display on the destination phone calling this
extension.
4. Click OK or Create, as applicable.

IP Extension

Number: 1001 (] [Edit Preference...]
User ID: 7104
Enable ©

Display name: || Room 1 2 (Expand to modify caller ID)

Description: &

8 Extension 1. Go to Extension > Extension > IP Extension.

number 2. Edit an existing extension to change its extension number or create a new
extension and enter an extension number.
3. Click OK or Create, as applicable.

IP Extension

1001 o [Edit Preference...]
User ID: 7104
Enable ©
Display name: | Room 1 & (Expand to modify caller ID)

Description: =

FortiVoice Click-to-dial configuration on Google Chrome

FortiVoice Click-to-dial is a Google Chrome extension that allows you to click on a phone number on a website and call
them from your desk phone. This section details the steps required to install and set up the extension from the Chrome
Web Store.

This section includes the following recipes:

« Installing FortiVoice Click-to-dial on page 67
« Configuring FortiVoice Click-to-dial on page 68
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» Using FortiVoice Click-to-dial on page 69

Installing FortiVoice Click-to-dial

1. Start the Google Chrome web browser and go to the Chrome Web Store.
2. Search for FortiVoice.

Google Chrome displays FortiVoice Click-to-dial.
3. Select Add to Chrome.

£~ chromeweb store

Fartivoice x

Extensions

« Home
O EBxensions FortiVaice Click-to-dial
3 Themes Offered by: fortivoicedey

Features Initiate calls with FortiVaice from Chrome.

8 & & 3 Productivity

O Runs Offline

O By Google

4. In the confirmation window select Add extension.

E:_E, Add "Fortioice Click-to-dial"?

It can;

Read and change all your data on the websites you wisit

Add extension
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5. After the installation is complete, the FortiVoice Click-to-dial icon appears in the search bar.

foice Click-to-dial has been added
to Chrome

Ilze this sian h'_-,-' |:|i|:|':2ir'|g an this ican,

bdanage ywour extensions by clicking Extensions in the

ools menu,

To get your extensions on all your computers, turn on sync

A

Turr an s¥nc..,

Configuring FortiVoice Click-to-dial

1. Right-click on the Click-to-dial icon and select Options.
2. Complete the following fields:

« FortiVoice: The IP address or FQDN of the FortiVoice device. If on the same network as the FortiVoice, enter
the private IP address.

o Port: The HTTPS port used by FortiVoice (443 by default).
« Extension: The extension number of the user.
» Password: The PIN code or password for that extension (the same as the voicemail PIN).

« Outbound Prefix: (Optional) If required to dial an outbound code before the number, such as 9.
« Enable: Turn on the extension.
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&5, FortiVoice Click-to-dial

FortiVoice:
Port: 443
Extension:
Password:

Qutbound
Prefix

Enable:

Note that the following errors can appear when you attempt to enable the extension:

« Connection error: Indicates that the IP/FQDN or Port is incorrect, or if the firewall is not routing the traffic
correctly if attempting to use externally.

« Invalid credentials: Indicates that the wrong Password has been entered.
If the Enable toggle remains on, the configuration is correct.

Using FortiVoice Click-to-dial

After the configuration is complete, any web page that contains a phone number will be highlighted; click on the number
to initiate the call from your extension.

@ Customer Support

Call tol-free in the US: IS Federal Government Canada Sales:
+1-8BF-8RE-3RTS Sales: +1-866-868-3678
+1-408-331-4547 press 1, then press 5

Alternatively, you can select the Click-to-dial icon to open the phone dialer and manually enter the phone number.
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Hot desking

Hot desking, also known as free seating, enables a user to log in to an unassigned phone and take total control of that
phone by applying all of their own phone settings until logging out.

Hot desking is particularly useful in a call center or sales office environment where users need to be able to sit at any
desk and use their phone extension.

The hot-desking configuration requires two phones:
» Registered phone: This phone has an extension and is used to log in to a hot-desking host. This extension requires

a user privilege with the hot-desking login enabled.

» Unassigned phone: This phone is the hot-desking host which users log in to. The unassigned phone has no
extension and does not require a user privilege.

Configuring hot desking

1. Log in to the FortiVoice GUI.

2. Create a user privilege to enable hot-desking login:
a. GotoPhone System > Profile > User Privilege.
b. Click New.

NP The Name field does not support the following characters:

‘?' « Space
|| ¢ Quotation mark

¢ Backward slash

c. Inthe Name field, add a name for this user privilege.
Select Enable hot-desking login to allow phones associated with this user privilege to log in to other phones.

e. Inthe Automatic logout hours field, enter the time in hours after which the phone automatically logs out of hot
desking.
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User Privilege

MName: Hot-desking-login

& PBasicSetting
@O  Auto provisioning @ Lookup directory
@ Listindirectory @  Lookup directory in remote office(s)
@O Configure programmable phone key/PFK. (B Twinning
& Softclient APl login

[+]

Operator Role (B

Voicemail @

-+ I+

Music

Fax ©

-+ I+

Call Restriction

+]

Monitor/Recording

Hot-desking

Enable hot-desking login ©
Automatic logout hours: ki 4| |(Oto disable)

Enable hosting hot-desking (B

User Portal @O

Advanced Setting

f. Click Create.

3. Associate the user privilege (example, Hot-desking-login) to the extension used for logging in to another phone:
a. Goto Extension > Extension > IP Extension.
b. Double-click on the row of the extension number (example, 1001) that wants to log in to other phones.

c. From the User privilege dropdown list, select the user privilege (example, Hot-desking-login) that you created
in step 2.

FortiVoice 7.0.6 Cookbook
Fortinet Inc.

71



Extensions

IP Extension
Number: 1001 [}
User ID: 1001
Enable ©

Display name: | 1001

Description: &

Device Setting

Type: FortiFone v
Device: None Selected

SIP settings: sip_setting_default

Emergency zone: default

[Advanced...]

+ + |+

User Setting
User privilege: Hot-desking-login -
Department: -None-- v
Survival branch: -None-- -
[Voicemail...]
d. Click OK.

Using hot desking on FortiFone

R E

(Expand to modify caller ID)

1. On the FortiFone unit that you want to log in to, dial *11.

2. Enter your extension number (example, 1001#) and user PIN.
Depending of the phone model, the FortiFone unit may reboot.

The new extension and name display on the FortiFone screen.
3. Toplace acall, dial an extension (example, 3004).

[Edit Preference...]

EE G UL Soft Phone  Auxiliary Device

Status: L
IP:
Phone info:

Phone profile:

[View SIP Configuration...]

[Device Status...]

Web Access ~ Phone Access

Cancel

The screen of the receiving FortiFone unit displays the extension number (example, 1001).

4. Tolog out of the FortiFone unit, dial *12.
Depending of the phone model, the FortiFone unit may reboot.

Viewing activity details of hot-desking extensions

1. Go to Monitor > Extension & Device > Hot Desking.
When an extension is used for logging in or logging out of a hot-desking host, FortiVoice populates the table. The
table includes one row for each extension, not multiple rows. If the table is empty, then none of the extensions have

used hot desking.
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2. Forthe extension that is logged in to a phone or has logged out, you can view the following hot-desking details:
« Status: The status of the hot-desking extension as logged in or logged out.
* Number: The number of the hot-desking extension.
« Display Name: The name displayed on the phone that is hosting hot desking.

« Host Device: The MAC address of the unassigned phone. This is the phone that a hot-desking user logs into.
When the status of the hot-desking extension is "Logged out", then the host device is blank.

o Last Login: The last login performed on the hosting phone.

« Expiry: The expiry time (in the yyyy-mm-dd hh:mm:ss format) of the hot-desking login. The value is set in the
Automatic logout hours field of the user privilege for the hot-desking login. When the status of the hot-
desking extension is "Logged out", the expiry time is all zeros.

Local IP extensions

FortiVoice allows you to configure IP phone extensions, edit analog extensions, and determine extension preferences.
This section includes the following recipes:

« Configuring extension settings on page 73
» Configuring notification options on page 78

Configuring extension settings

This recipe shows how to configure an internal IP extension, a phone connected on the same LAN as the system. An
external IP extension is a phone connected outside the LAN.
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1. Goto Extension > Extension > IP Extension and click New (or select and Edit an existing extension).
2. Enter an extension Number. A green check mark will appear to indicate that the number entered is Available.

IP Extension
Enabled ©
Number: 234234 (V] *
User ID: 234234
Display name:
Description: =
Device Setting m Soft FortiFone ~ Auxiliary Phone
Type: FortiFone v Status: °
Device: Not Assigned + = p:
SIP settings: sip_phone_setting_default v+ = Phone info:
Emergency zone type: Dynamic Phone profile:
Emergency zone: default * |+ = [View SIP Configuration...]
(Advanced. ] [Device Status...]

FortiVoice auto-populates the User ID field.

3. Enter a Display name for the user. This is the name that appears on the phone screen when receiving a call from
this extension.

Configuring device settings

1. Ifthe extension is using a desk phone, go to the Device Setting section and update the Phone tab:
a. Setthe Type to FortiFone from the dropdown menu.

b. For Device, click New (+), where you can enter the device MAC address, Phone model, and assign a Phone
profile.

c. Assign an appropriate SIP profile from the SIP settings dropdown.
d. Assign an Emergency zone type and Emergency zone.
2. Then click Advanced to open the phone advanced settings.

FortiVoice 7.0.6 Cookbook
Fortinet Inc.



Extensions

IP Extension
Enabled ©
Number: 234234 [}
User ID: 234234
Display name:
Description: =

Device Setting

Type: FortiFone v
Device: Not Assigned

SIP settings: sip_phone_setting_default
Emergency zone type: Dynamic
Emergency zone: default

[Advanced...]

3. Enter or Generate a SIP password, and set Location to Internal.

m Soft FortiFone

Status: L ]
1P:

Phone info:

Phone profile:

[View SIP Configuration...]
[Device Status...]

Auxiliary Phone

Note that IP extensions that are designated as Internal are those extensions that do not traverse through NAT to
connect to the FortiVoice unit. Select External if the extension does require NAT.

4. Optionally, enable message waiting indication (MWI), Auto answer, and Direct call.

o

Click OK and then click Create.

6. If the extension is using the FortiFone softclient for mobile or desktop, or both, go to the Device Setting section and

update the Soft FortiFone tab:

a. InLicense allocation, select the number of licenses to allocate.

IP Extension
Enabled ©
Number: 234234 (V]
User ID: 234234
Display name:
Description: (£

Device Setting

License allocation: | 1 ||

[View Mobile Login Information...]
[View Desktop Login Information...]

Send Softclient QR Code by Email
SIP Setting

Android/i0OS sip_mobile_fortifone_default

Windows/macOS | sip_desktop_fortifone_default
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b. For more information about installing and configuring the softclient app, see the applicable document:
i. FortiFone Softclient for Android User Guide

Configuring user settings

ii. FortiFone Softclient for iOS User Guide

iii. FortiFone Softclient for Desktop User Guide

1. Inthe User Setting section, under the Management tab:

You can assign a User privilege and a Department to the extension. If your company has multiple
departments and you want phone users to view directory entries for their own department only, see Filtering the

a.

C.

Configuring voicemail

phone directory by department on page 91.

You can assign a Survival branch profile. For more information about adding a survivability branch, see the
FortiVoice Local Survivable Gateway Deployment Guide.

For information about configuring Voicemail settings, see Configuring voicemail on page 76.
2. Under the Web Access tab, set Authentication type to Local and enter or Generate a User password.

3. Awarning may appear indicating that the system password policy is disabled. If this is the case, click Password
policy is disabled to enable Password/PIN Policy, and configure the minimum requirements for passwords as
appropriate.

4. Under the Phone Access tab, enter or Generate a Voicemail PIN and Personal code. These are used by the
extension user to access their voicemail and the FortiVoice user portal, and to make restricted calls, respectively.

User Setting
User privilege: default
Department: --None--
Survival branch: | --None--
[Voicemail...]
[Call Center..] D

(YENEELTIEN T Web Access  Phone Access

+ + +
®

1. Inthe User Setting section, under the Management tab, click Voicemail.

User Setting
User privilege: default
Department: --None--
Survival branch: | --None--
[Voicemail...]
[Call Center...] OB

Web Access ~ Phone Access

+ + +
=

v

2. Set Main Voicemail to the extension's own voicemail or that of another extension as the voicemail of this extension.

Typically, you will use the default voicemail.

3. Toallow other users or groups to receive a notification when the extension receives a voicemail, perform the
following steps:

a. For Users (s) and/or Groups(s), click +.
b. Select one or more entries.
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c. Click Close.
4. Click OK.

Voicemail

Main Voicemail: --Default-- v [ Qq

Send voicemail notification to
User(s): + ~(0/13)
Groupl(s): + A1 (0/3)

Configuring call center

If you have purchased a call center license and uploaded that license on FortiVoice, then you can enable the call center

option.

1. When you have completed the configuration of the various IP extension settings, scroll to the bottom of the IP
Extension dialog and enable Call Center. Call center profiles can only be configured after the IP extension
configuration has been saved.

2. Click Create.

User Setting ENECE Y Web Access  Phone Access
User privilege: hotel_room_internal v + [E
Department: --None-- v + [
Survival branch: | --None-- v + [E
[Voicemail...]
[Call Center...] @ |Note: Please save configuration before configure call center profile

3. Select the newly created IP extension from the list and click Edit.
4. Scroll to the bottom of the IP Extension dialog and and click Call Center.

5. Under Call Center, assign an Agent profile from the dropdown menu. For example, you can designate the
extension as either a call center agent or manager.

6. An agent, or especially a manager, may need to monitor call queues in certain departments. Click the Managed

departments table and assign those departments you wish to be monitored.
7. Click Member of Queues.
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10.
1.
12

Agent

Call Center

Agent profile: agent * + [&
Managed departments: (0/1)

[Member of Queues...]

Set Main/Outgoing queue to the primary queue for collecting the outgoing calls from all queues by this agent.
From the Queues table, assign the queues you want the extension to be a member of.

Click OK when finished.

Under Skill Sets, click New.

Assign the appropriate skill and skill level for the agent from the dropdown menu. For more information about agent
skill and skill-based routing, see Skill-based routing on page 17.

Create New Record

Skills: support -
Level: a0 -

13. Click Create, and OK to complete configuring the Call Center, and OK again to complete configuring the

IP Extension.

Configuring notification options

You can set up the options to receive an email when you receive a voicemail or fax and miss a phone call.

1.

Go to Extension > Extension > IP Extension.

2. Double-click on an extension.
3. Click Edit Preference.
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4. In Notification Options, update the Voicemail and Fax settings, as applicable.

Extension User Preference

& Notification Options

Voicemail: Simple v

Fax: With Attachment -
Missed call O

Email address: L

& Voicemail Options
Name: Standard w || Callme Play Frase Downloac

Greeting: | Standard -

& Display Preference

Phone language: = English -
Weh language: English -
Theme: Green A
Time zone: (GMT-8:00)Pacific Time(US&Canada) v S

5. If you want to be notified when you miss an incoming phone call, enable Missed call.
6. Enter the email address to send the notification to.
7. Click OK.

Remote extension configuration

Callers can connect to remote extensions through auto attendants or through call cascade transfers. A remote extension
reaches an external phone by automatically selecting a line from a trunk and dialing the phone number. For example, a
remote extension could reach an employee’s cell phone or home phone, or a phone at a branch office.

This recipe guides you through the process of configuring a remote extension. It is assumed that an auto attendant is
already established.

Remote extensions are designed to operate with most major telephone service providers. Unfortunately, phone numbers
and mobile phones roaming internationally may not support remote extensions.

This section includes the following topics:

» Adding a remote extension on page 79
» Testing a remote extension on page 80

Adding a remote extension

1. Goto Extension > Extension > Remote Extension and click New.
2. Set Number to the local extension number from which calls are transferred to a remote extension.
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1.

Enter the Remote number. Calls to the local extension are transferred to this remote number.

Click Enable.

Enter a Display name, and expand to modify the caller ID.

Under User Setting, in the Management tab, apply a User privilege rule and a Department, if required.

Click Voicemail to assign a voice mailbox, and optionally allow other users and/or groups to access the same voice
mailbox. For example, you may want others to access the mailbox when you are away.

In the Web Access tab, select the appropriate Authentication type.

Enter the User password, for local authentication extensions.

In the Phone Access tab, set Voicemail PIN to the PIN for the user to access voicemail.
Click Create.

Testing a remote extension

Call the auto attendant associated with the FortiVoice unit, which dials the local extension.

When the extension's user is not available to answer the call, the call is transferred to the configured remote
extension. For example, the user's cell phone number.

The user will receive the call through their remote extension.

Managing a large number of extensions

The FortiVoice unit provides ways to manage a large number of extensions efficiently.

This section groups all of the FortiVoice features that offer global extension management functions, including:

» Maintaining phones on page 80
« Managing extensions on page 81

Maintaining phones

You can update phone configurations and upgrade phone firmwares for all or selected devices.

Ao b=

Go to System > Maintenance > Phone Maintenance Job.
Click New and select to do a configuration update or firmware upgrade.
Configure the maintenance job.

For Extension Selection, enable All related devices if you want to update the phone configuration or upgrade the
phone firmware for all devices.

If you want to update phone configurations or upgrade phone firmwares for selected devices, then disable All
related devices.
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Create a job to upgrade the device

Name:

Extension Selection

All related devices

Schedule
Start time: At

End time: 2020/11/26

&3
=
(¥
4
]
[+
4

Close

Managing extensions

You can select to edit a group of extensions at the same time, save a copy of the extension list or download as a sample
list, or upload a copy of the extension list saved elsewhere.

This section includes:

Allocating FortiFone softclient licenses to extensions on page 81
Editing extension management settings on page 82

Editing extension caller IDs on page 83

Editing extension authentication information on page 84

Editing extension main device settings on page 85

Editing extension preferences on page 86

Editing extension notifications on page 87

Exporting an extension list on page 88

Importing an extension list on page 88

If you only edited some of the extension settings in the list above and want to activate the
N - /, extensions to put them into service, on the Batch Edit page, go to Management and select
? Status > Enabled. If you select Status > Disabled, all extensions will be deactivated and will
- not be in service. If you leave Status deselected, the extensions' current status will not
change.

Allocating FortiFone softclient licenses to extensions

If you want to allocate the same number of FortiFone softclient licenses to all or some of the extensions, do the following:

1. Goto Extension > Extension > IP Extension.
2. Under Actions, click Batch Edit.
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3. Search orfilter the extensions you want to edit, if required. If nothing is done, all extensions are selected by default.
4. Click Next.

5. Onthe Batch Edit page, go to License and do the following:

« License allocation: Enable and select up to 5 FortiFone softclient licenses for use on the extensions.
« Android/iOS: Enable if the softclient is on an Android phone or iPhone and select a SIP profile for it.
« Windows/macOS: Enable if the softclient is on a Windows or Mac device and select a SIP profile for it.

Batch Edit

Select fields to edit for: All extensions

& License
(3 License allocation: | 1=
® Android/iOS sip_mobile_fortifone_default -

(® Windows/macOS5 | sip_desktop_fortifone_default v

& Management

® status

@ User privilege: default v

(® Department: --None-- v
Back

6. Click Next to review the edited license allocation values to be applied to the extensions.
7. Click Apply.

Editing extension management settings

If you want to edit the extension management settings, do the following:

1.

A

Go to Extension > Extension > IP Extension.

Under Actions, click Batch Edit.

Search or filter the extensions you want to edit, if required. If nothing is done, all extensions are selected by default.
Click Next.

On the Batch Edit page, go to Management and do the following:

« Status: If you want to activate the extensions to put them into service, select Status > Enabled. If you select
Status > Disabled, all extensions will be deactivated and will not be in service. If you leave Status deselected,
the extensions' current status will not change.

« User privilege: Enable and select the services for the extensions.
» Department: Enable and select the department that the extensions belong to.
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« Survival branch: Select the local survival branch FortiVoice unit for the extensions if the extensions are in a
local survivability network.

Batch Edit

& License

€ License allocation: | 515

® Android/iOS sip_mobile_fortifone_default - + E
(® Windows/macOS$ sip_desktop_fortifone_default - + E
& Management
© Status Disabled
€ User privilege: default v + &
L @ Department: --None-- * + [
@ Survival branch: | —-None-- vll+| =

Click Next to review the edited values to be applied to the extensions.
Click Apply.

Editing extension caller IDs

If you do not enter the caller IDs, your organization's main number will be used. If you add both IDs, the emergency ID
will only be used when making emergency calls. All other calls will use the external caller ID.

If you want to edit extension caller IDs, do the following:

1.

o~ oN

Go to Extension > Extension > IP Extension.

Under Actions, click Batch Edit.

Search or filter the extensions you want to edit, if required. If nothing is done, all extensions are selected by default.
Click Next.

On the Batch Edit page, go to Caller ID and do the following:

« External caller ID: Enter the ID that displays on a called phone when you make a call. Use the name<phone_
number> format, such as HR<222134>.

« Emergency caller ID: Enter the emergency caller ID. Use the name <phone_number> format, such as
HR<222134>.
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Batch Edit

Select fields to edit for: All extensions

& License

(@ License allocation: = 1+
@ Android/iOs sip_mobile_fortifone_default -

@ windows/macOS | sip_desktop_fortifone_default -

& Management

® Status
@ User privilege: default -
@ Department: —-None-— -
(® Survival branch: = —-None-— -
& CalleriD
® External caller ID: (e.g. John Doe <55551234>)

® Emergency caller ID:

Click Next to review the edited caller ID values to be applied to the extensions.
Click Apply.

Editing extension authentication information

If you want to edit the extension authentication information, do the following:

1. Goto Extension > Extension > IP Extension.

2. Under Actions, click Batch Edit.

3. Search orfilter the extensions you want to edit, if required. If nothing is done, all extensions are selected by default.
4. Click Next.

5. Onthe Batch Edit page, go to Authentication and do the following:

« Authentication type: Select the extensions' authentication type: Local, LDAP, or RADIUS.

« LDAP profile: If you select LDAP for Authentication type, select an LDAP profile or create one to apply to the
extensions.

« RADIUS profile: If you select RADIUS for Authentication type, select a RADIUS profile or create one to
apply to the extensions.

« User password: Enter the password for user portal access. You can let the system generate a password, use
the system default password (Extension#321), or select Specific to manually enter a password.

» Personal code: Enter the extension account code that can be used to restrict calls. This code is needed to
make some restricted calls. You can let the system generate a code, use the system default code (voice#321),
or select Specific to manually enter a code.

« Voicemail PIN: Enter the password for the extension user to access voicemail. You can let the system
generate a PIN, use the system default PIN (123123), or select Specific to manually enter a PIN. Selection of
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using personal password or voicemail PIN to access user portal is set when configuring phone system
capacity.

If you selected Auto generate for User password, Personal code, and Voicemail PIN
and want to view them, after applying the edited settings, go to Extension > Extension >
IP Extension and double-click an extension number that is included in the batch-editing to
open the IP Extension page:
¢ Toview the User password, go to User Setting > Web Access and click the eye
& ! /, icon after User password. You may click Generate to get a new password or enter
? one manually if required.

- * Toview the Personal code, go to Device Setting > Phone > Advanced and click
the eye icon after SIP password. You may click Generate to get a new code or enter
one manually if required.

« Toview the Voicemail PIN, go to User Setting > Phone Access and click the eye
icon after Voicemail PIN. You may click Generate to get a new PIN or enter one
manually if required.

Batch Edit
(P Department: v
@ Survival branch: v
& calleriD
® External caller ID: (e.g. John Doe 55551234 >)

@ Emergency caller ID:

& Authentication
@ Authentication type:
@ User password: @ @

@ Personal code:

@ Voicemail PIN: @ @

Click Next to review the edited authentication values to be applied to the extensions.
Click Apply.

Editing extension main device settings

Main extension SIP devices include desk phones and soft phones.

If you want to edit the extension main device settings, do the following:

1.

2.
3.
4

Go to Extension > Extension > IP Extension.
Under Actions, click Batch Edit.

Search or filter the extensions you want to edit, if required. If nothing is done, all extensions are selected by default.

Click Next.
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5. Onthe Batch Edit page, go to Main Device and do the following:

SIP settings: Select the SIP profile for the extensions.

Emergency zone type: Select Static or Dynamic. If you select Dynamic, you allow the FortiVoice phone
system to look up the emergency zone of an extension when the user makes an emergency call. If the
extension is not using the correct emergency zone profile, the FortiVoice phone system assigns the correct
available profile to that extension. This function is particularly important when users make an emergency phone
call after moving their desk phones to a new location in another subnet. If you select Dynamic, update the
Dynamic Network Match in Configuring an emergency zone profile on page 133.

Emergency zone: If you selected Static for the Emergency zone type, then select the emergency zone
profile for the extensions.

Location: Select Internal if the extension devices do not traverse through Network Address Translation (NAT)
to connect to the FortiVoice unit, and External if the devices do. These are system defined locations.

SIP password: Enter the password used for configuring your SIP phones from the phones or the Web. You
can let the system generate a password, use the system default password (voice#321), or select Specific to
manually enter a password.

Type: Select the phone type.

Batch Edit

& Authentication
@ Authentication type:
@ User password: E @
@ Personal code:

@ Voicemail PIN: ) @

& Main Device
@ SIP settings: - &
@ Emergency zone type: BEEN Dynamic
@ Emergency zone: default * + &
@ Location:

@ SIP password: =) @

@ Type:

6. Click Next to review the edited device values to be applied to the extensions.
7. Click Apply.

Editing extension preferences

If you want to edit the extension preferences, do the following:

1.

o o

Go to Extension > Extension > IP Extension.

Under Actions, click Batch Edit.

Search or filter the extensions you want to edit, if required. If nothing is done, all extensions are selected by default.
Click Next.

On the Batch Edit page, go to Preference and do the following:

Phone language: Select the prompt language for the extensions. The default is English.
Web language: Select the language for the FortiVoice user portal.
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« Time zone: Select the time zone for the FortiVoice user portal.
« Ring duration: Enter the phone ringing duration in seconds before an incoming call goes to voicemail.

Batch Edit

(@ SIP settings: sip_phone_setting_default * + &
(@ Emergency zone: default - + E
@ Location: Externa
(@ SIP password: Default = Specific
& Preference
(@ Phone language: —-Default-- -
(@ Web language: English v
P Time zone: (GMT-8:00)Pacific Time(US&Canad =
(@ Ringduration: 18 = |{Seconds)

6. Click Next to review the edited preference values to be applied to the extensions.

7.

Click Apply.

Editing extension notifications

If you want to edit the extension notifications, do the following:

1.

o o

Go to Extension > Extension > IP Extension.
Under Actions, click Batch Edit.
Search or filter the extensions you want to edit, if required. If nothing is done, all extensions are selected by default.
Click Next.
On the Batch Edit page, go to Notifications and do the following:
« Missed call: Select Enabled if you want to receive an email notification when an incoming call is missed.
« Voicemail: Select the type of email notification when a voicemail is left on the extensions:
* None: Do not send any notification.
+ Simple: Send an email notification.
« With attachment: Send an email notification with the voicemail attached.
« Fax: Select the type of email notification when a fax is sent to the extensions:
* None: Do not send any notification.
+ Simple: Send an email notification.
« With attachment: Send an email notification with the fax attached.

Ay
‘Q' Each extension notification email address is set when configuring extension
- preferences. This email address cannot be edited globally.
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Batch Edit

(B Phonelanguage: = —Default— v

(3 Web language: English v

® Time zone: (GMT-8:00)Pacific Time(US&Canad

(® Ringduration: 18 : (Seconds)
& Motifications

O Missed call: Disabled

O Voicemail: Simple | With Attachment

O Fax: Simple | With Attachment

6. Click Next to review the edited notification values to be applied to the extensions.
7. Click Apply.

Exporting an extension list

If you want to back up an extension list, do the following:

1. Go to Extension > Extension > IP Extension.
2. Under Actions, click Export.

E°= FortiVoiceVM FortiVoice

Dashboard

€ Monitor

Remote Extension Fax Extension Preference

P

& s New. [#Fdit. Tl Delete | [ LDAP Connector | Actions w Q@ Filter v+« < 1
% System > Batch Edit
=, s Enabled Number Display Name Phone Model Phone Info
== Phone System . .
- O 101 tse 101 FortiFone-480 P | Selective Review
am Managed System > © tes 102 FortiFone-570 | Import AllExtensions ¥
@ Security > © 600 callcanter1 View Phone Configuration » | Table Template {csv) »
2 Extension v © 6132221111 6132221111 Apply Configuration (Main Phone) FortiVoice-VM

® ] 7701 Operator Password Auditor n23 MicroSIP/3.19.27

3. Select an option:
» Search or filter the extensions you want to export.
o Export all extensions in CSV format.
« Download all extensions as a sample list with or without user ID in CSV format.

Importing an extension list

If you want to upload an extension list, do the following:

1. Goto Extension > Extension > IP Extension.
2. Under Actions, click Import.
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FortiVoice VM

&% Dashboard

€& Monitor

£+ System >
== Phone System >
% Managed System >
Q Security

‘n’q} Extension v

FortiVoice

IP Extension Remote Extension

Fax Extension

Preference

2 JNew.. [#Edit. Delete
Enabled Number Display Name
© 101 tse 101
© 102 tes 102
O 600 callcenterl
«© 6132221111 6132221111
> 7701 Operator

3. Browse for the extension list file.

Ring group call handling

(' LDAP Connector

Phone Model
FortiFone-450
FortiFone-570

Actions =

Batch Edit
Export
Import

View Phone Configuration

Apply Configuration (Main Phone)

Password Auditor

What if individuals are calling a particular department in your company and there is no one around to answer the call

because everyone went for lunch? Using FortiVoice, you can establish a ring group and add a call handling rule that dials

a particular phone number, such as an employee’s cell phone number, after attempting to dial the ring group for a

specified period of time.

This recipe guides you through the process of creating a ring group and establishing the call handling action to take for

each call status.

» Creating a ring group on page 89
« Configuring call handling for each status on page 90
» Configuring advanced ring group settings on page 91

Creating a ring group

First, you need to create a ring group. A ring group is a collection of local extensions and external numbers that you can
contact using one number. If you have an existing ring group, you can skip this step and proceed to Configuring call
handling for each status on page 90.

To create a ring group

1. Go to Extension > Group > Ring Group.

Click New.

o~ oN

Make sure that Enabled is selected.
Enter a Name for this ring group.
Enter a Number for this ring group. Phone users will dial this number to ring all selected extensions and external

numbers (is applicable) in the ring group.
6. In Ring mode, select how FortiVoice will call local extensions and external numbers.
« All: After the caller dials the ring group number, all extensions and external numbers (is applicable) in the ring

group will ring.

« Sequential: Each extension in the group is called one at a time in the order in which you added them to the

group.

7. In Department, you can select or edit an existing department or create a new one.
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10.

In Members, click in the field and select the extensions and user groups, as applicable.

In External numbers, enter an external phone number to the ring group. For example, you can add the phone
number of a remote employee to a ring group. To add another number, click +.

Click Create.

Configuring call handling for each status

With a ring group created, you can now configure the call handling to establish the call process for every available call
status:

+ No answer
¢ Busy
+ Phone not connected

To configure call handling where there is no answer

-
e

©® Nk~ ON-=

Go to Extension > Group > Ring Group.

Select an existing ring group to edit.

Click Edit.

Click Normal Call Handling.

In the No answer tab, enable User defined.

Click New.

Select a desired Schedule.

In Action, select Forward.

In Number, enter the phone number that you want to forward the call to.
Click Create and then click OK.

To configure call handling when the phone is busy

-
e

© ®No gk ON-=

Go to Extension > Group > Ring Group.

Select an existing ring group to edit.

Click Edit.

Click Normal Call Handling.

In the Busy tab, enable User defined.

Click New.

Select a desired Schedule.

In Action, select Forward.

In Number, enter the phone number that you want to forward the call to.
Click Create and then click OK.

To configure call handling when the phone is not connected

NG RAODN-=

Go to Extension > Group > Ring Group.

Select an existing ring group to edit.

Click Edit.

Click Normal Call Handling.

In the Phone not connected tab, enable User defined.
Click New.

Select a desired Schedule.

In Action, select Forward.
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9.

In Number, enter the phone number that you want to forward the call to.

10. Click Create and then click OK.

Configuring advanced ring group settings

Specify the time period for the ring duration.

1.

o oD

Go to Extension > Group > Ring Group.
Select an existing ring group to edit.

Click Edit.

Expand Advanced Setting.

In Ring duration, enter the amount of time in seconds to allow extensions to ring before FortiVoice forwards the call
to the specified phone number.

Click OK.

Filtering the phone directory

FortiVoice allows you to filter your organization's phone directory by department, business group, or survivability branch.

This section includes the following recipes:

« Filtering the phone directory by department on page 91
« Filtering the phone directory by business group on page 95
« Filtering the phone directory for a survivability branch on page 99

Filtering the phone directory by department

FortiVoice allows you to filter the phone directory by department. When users in your organization access the phone
directory, they will see entries for their own department only.

This recipe includes the following tasks:

1.

@ DN

Creating a department on page 92

Filtering phone directory contacts by department on page 92

Defining a department user privilege on page 92

Assigning the user privilege and department to an extension on page 93
Verifying the phone directory in the FortiVoice user portal on page 94

Ay
S L4
q The FVE-20E2 and FVE-50E6 models do not support this recipe.

Prerequisite

In this recipe, you edit an existing extension. For more information about creating an IP extension, see Configuring
extension settings on page 73.
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Creating a department

Click New.

oD

Click Create.

Go to Extension > Group > Department.

Enter a Name for this department. For example, Marketing.

Filtering phone directory contacts by department

1. GotoPhone System > Setting > Miscellaneous.
2. Under Directory, go to Include subdirectory and enable Department.

@ Dashboard

& Monitor >
£ System >
ES Phone System v

Contact

Audio

LDAP

Profile

Device

Review
% Managed System >
Q Security >
:ﬂ» Extension >
‘B Trunk >
3G Call Routing b
Auto Dialer >
@ Call Feature
|3 Log &Report >

3. Click Apply.

Location Option

Custom Message

*823: holiday: Switch Back 09:00 next day

Voicemail

Maximum messages length: | 600 s | Seconds
Maximum greetinglength: | 600 ~ | Seconds
Voicemail volume(%): 100 s (80~125)
Greeting volume(%): 100 2 (80~125)
Directory

Dial-by-name option: Last Name -
Dial-by-name digits: 3 =

Read back number: (B

Read name sequence: One by one -

List options:

Include directory:

O Extension @0 RingGroup ¥ Paging Group
© Virtual Number €@ Conference @ Fax Number
> Message Groupo Multicast Paging Group

@ System

I Include subdirectory:

© Department |

> Survivability Branch

Defining a department user privilege

1. Goto Phone System > Profile > User Privilege.

2. Click New.

3. Enter a Name for this user privilege. For example, Department.
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4. Under Directory, go to Directory/subdirectory and select Department.

User Privilege

Department

& Basic Setting
@ Autoprovisioning @ Configure programmable phone key/PFK
@  Twinning © Softclient API login

Operator Role (B
Voicemail @
Music

Fax ©

Call Restriction
Monitor/Recording
Hot-desking

User Portal @O

Directory
List options: @ Listindirectory @ Lookup directory @ Lookup directory in remote office(s)

Directory/subdirectory: | Department v|

5. Click Create.

Assigning the user privilege and department to an extension

1. Go to Extension > Extension > IP Extension.
2. Double-click the extension that you want to edit.
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3. Under User Setting, update the following fields:

o

a. Selectthe User privilege. For example, Department.
b. Selectthe Department. For example, Marketing.

IP Extension
Type: FortiFone v
ype Status: L J
Device: + B E P
Phone model: FortiFone-380 Phoneinfo:  Fortinet FON-3803.0.11.201
SIP settings: sip_phone_setting_default * + E
Phone profile:  Default-FortiFone-380
Emergency zone: default * + E
[View SIP Configuration...]
. _Forti i #
Programmable keys: Default-FortiFone-380 * |+ E a [Device Status...]
[Advanced...]
User Setting [BELERE Ehd - Web Access  Phone Access
User privilege: Department |+ =
Department: Marketing |+ B
Survival branch: --None-- v i+ | E

[Voicemail...]

[Call Center...] @

Cancel
Click OK.

To edit additional extensions, repeat steps 2 to 4.

If you want to edit multiple extensions at the same time, see the Editing extension management settings section in
Managing extensions on page 81.

Verifying the phone directory in the FortiVoice user portal

Access the FortiVoice user portal to verify that the phone directory is showing extensions included in the specific
department, in this case, Marketing.

1.

2.
3.
4

o

Using the extension from the previous section, log in to the FortiVoice User Portal.
Click Contact.

Select Directory.

Make sure that the list shows the extensions that you selected for the assignment of the user privilege and
department.

Go to the Department column.
Make sure that this column shows the configured department only.

£2% contact v (o] ® John Doe 7711 (DND) 2 & ¥
2 sortBy:| Main Number ~ Type: -—All— v Location: —All- v 120f2 w< >
Display Name Main Number Location Department

Margaret Smith L. 7002 Local Marketing

John Doe 7711 Local Marketing
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Filtering the phone directory by business group

FortiVoice allows you to filter the phone directory by business group. When users in your organization access the phone
directory, they will see entries for their own business group only.

This recipe includes the following tasks:

Creating a business group on page 95

Filtering phone directory contacts by business group on page 96
Defining a business group user privilege on page 96

Assigning the user privilege to an extension on page 97

Verifying the phone directory in the FortiVoice user portal on page 98

o o0bd-=

The business group option is available when you are using the following models and settings
\iy only:

S L4
9 * FVE-500E, FVE-500F, FVE-1000E, and larger models only

¢ Under Phone System > Setting > Miscellaneous, go to Business Group and select
Automatic, and click Apply.

Business groups introduce an abbreviated extension number dialing for phone users in the same logical group. As an
example, lets use an organization where employees are located in three different offices (locations 1, 2, and 3). Each
location uses a different prefix code (11, 12, 13) but the same numbering pattern (XXX). Therefore, extensions in
location 1 can be 11801, 11802, 11803, and so on. Extensions in location 2 can be 12801, 12802, 12803 and so on.
Extensions in location 3 can be 13801, 13802, 13803, and so on.

When phone users in location 1 want to reach an extension in the same business group (location 1), they can dial the
abbreviated extension (such as XXX) instead of the full extension number (11XXX).

When phone users in location 1 want to reach an extension in another business group (such as location 2), they dial the
full extension number (such as 12XXX).

Creating a business group

Go to Extension > Group > Business Group.
Click New.
Enter a Name for the group. For example, Sales.

Enter the Abbreviated prefix code for the group. You can select digits from 0 to 9. The allowed length is from 2 to
8 digits. For example, 11.

5. For Abbreviated dialing pattern, enter the pattern by following the extension number pattern. For example, XXXX
matches any four-digit number.

P owbdh-=

6. To enter notes for this group, go to Description and click &
7. Click Create.
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Filtering phone directory contacts by business group

1. GotoPhone System > Setting > Miscellaneous.
2. Under Directory, go to Include subdirectory and enable Business Group.

== FortiVoice 500E-T FortiVoice admin

@ Dashboard Location Option Custom Message
€ Monitor ’ Voicemail "
& System g Maximum messages length: | 600 < | Seconds
&5 Phone System - Maximum greeting length: | 600 < | Seconds
Voicemail volume(%): 100 s | (80~125)

Contact Greeting volume(%): 100 ¢ | (80~125)

Audio

LDAP Directory

Profile Dial-by-name option: Last Name -

Device Dial-by-name digits: 3 <

Review Read back number: >
&p Managed System > Read name sequence: One by one v
® Security S List options: © EBxtension @ RingGroup O Paging Group

. & virtual Number @ Conference @ Fax Number
"ﬁ Extension g > Message Group @ Multicast Paging Group
@ Trunk g Include directory: & System
3G Call Routing ? Include subdirectory: @ Department
Auto Dialer ? I © Business Group |
& call Feature > (@ survivability Branch v
[3) Log & Report >
5 Cance
3. Click Apply.

Defining a business group user privilege

1. Goto Phone System > Profile > User Privilege.
2. Click New.
3. Enter a Name for this user privilege. For example, BusinessGroup.
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4. Under Directory, go to Directory/subdirectory and select Business group.

User Privilege

Name: | BusinessGroup

& BasicSetting

@© Auto provisioning @ Configure programmable phone key/PFK
»  Twinning @ Ssoftclient APl login

Operator Role (B
Voicemail @
Music

Fax @©

Call Restriction
Monitor/Recording
Hot-desking

User Portal @O

Directory
List options: @ List indirectory @ Lookupdirectory @ Lookup directory in remote office(s)

Directory/subdirectory: Business Group -

Cance

5. Click Create.

Assigning the user privilege to an extension

1. Goto Extension > Extension > IP Extension.

2. Double-click the extension that you want to edit. Using our example, you would select an extension with a 11XXXX
pattern.
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3.

@

Under User Setting, select the User privilege. For example, BusinessGroup.

IP Extension
Device Setting m Soft FortiFone ~ Auxiliary Phone .
Type: FortiFone -
Status: [ ]
Device: Mot Assigned + E = P
SIP settings: sip_phone_setting_default * + @ Phone info:
Emergency zone: default v 4+ E Phone profile:
[Advanced...] [View SIP Configuration...]
[Device Status...]
User Setting WGELEECLENE  Web Access  Phone Access
User privilege: BusinessGroup *|+ B
Department: -None-- * 4+ &
Survival branch: -None-- * 4+ &
[Voicemail...]
Cancel
Click OK.

To edit additional extensions, repeat steps 2 to 4.

If you want to edit multiple extensions at the same time, see the Editing extension management settings section in
Managing extensions on page 81.

Verifying the phone directory in the FortiVoice user portal

Access the FortiVoice user portal to verify that the phone directory is showing extensions included in the specified
business group only.

1.

2.
3.
4

Using an extension from the business group, log in to the FortiVoice user portal.
Click Contact.
Select Directory.

Make sure that the list shows the extensions that you selected for the assignment of the user privilege and business
group.

Contact ~ Q B (@ Maysmih 113101 Unknown) & &
Z SortBy: Main Number v Type: --All-- v Location: --All-- v 1-30f3 w <>
Display Name Main Number Location Department
Mary Smith 113101 Local
Helen Doe . 113102 Local
Lucy All . 113103 Local
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Filtering the phone directory for a survivability branch

You can configure a phone directory to show contacts for a particular survivability branch only. Let's use a school board

as an example. A FortiVoice phone system in a main office (in this case, the school board) manages one or more
FortiVoice LSG units (survivability branches). Each school is a survivability branch that includes a FortiVoice local
survivable gateway (LSG) unit with local extensions.

When extension users at a particular school access the phone directory, they will see contact entries for their school
only.

To filter directory contacts for a survivability branch, complete the following tasks:

1. Filtering phone directory contacts by survivability branch on page 99
2. Defining a survivability branch user privilege on page 100

3. Assigning the user privilege to an extension on page 100

4. Verifying the phone directory in the FortiVoice user portal on page 101

Prerequisite

Prior to starting the tasks for this recipe, make sure to complete the LSG configuration. For information, see the
FortiVoice Local Survivable Gateway Deployment Guide.

Filtering phone directory contacts by survivability branch

1. Goto Phone System > Setting > Miscellaneous.
2. Under Directory, go to Include subdirectory and enable Survivability Branch.

="= FortiVoice 500E-T FortiVoice

@ Dashboard Location ~ Option  Custom Message

% Monitor >
Voicemail
£¥ System >
— Maximum messages length: | 600 s | Seconds
== Phone System R
Maximum greeting length: 600 s | Seconds
Voicemail volume(%): 100 s | (80~-125)
Contact
Greeting volume(%): 100 2 | (80~125)
Audio
LDAP Directory
Profile Dial-by-name option: Last Name -
Device Dial-by-name digits: 3 <
Review Read back number: o
I Managed System > Read name sequence: One by one -
@ Security 3 List options: © extension @ RingGroup O Paging Group
2 Extension 5 @ virtual Number @ Conference @ Fax Number
D Trunk 3 > Message Group P Multicast Paging Group
Include directory: @ System
3¢ Call Routing > Y
o . Include subdirectory: (® Department
Auto Dialer >
P Business Group
& Call Feat >
Q e reatre [ &) Survivability Branch |
[3 Log & Report >
Q Apply Cancel
3. Click Apply.
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Defining a survivability branch user privilege

Go to Phone System > Profile > User Privilege.

Click New.

Enter a Name for this user privilege. For example, CF-High-School-LSG.

Under Directory, go to Directory/subdirectory and select Survivability Branch.

oD

User Privilege

Name: | CF-High-School-LSG |

& BasicSetting
@ Autoprovisioning @ Configure programmable phone key/PFK
@ Twinning @© Softclient APl login

Operator Role (B
Voicemail @
Music

Fax @©

Call Restriction
Monitor/Recording
Hot-desking

User Portal @

Directory
List options: @ Listindirectory @ Lookupdirectory @ Lookup directory in remote office(s)

Directory/subdirectory: Survivability Branch -

5. Click Create.

Assigning the user privilege to an extension

1. Goto Extension > Extension > IP Extension.
2. Double-click the extension that you want to edit.
3. Under User Setting, select the User privilege. For example, CF-High-School-LSG
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4. Make sure that the the Survival branch is the correct one.

IP Extension
Device Setting m Soft FortiFone ~ Auxiliary Phone
Type: FortiFone -
Status: [ ]
Device: None Selected + E B P
SIP settings: sip_desktop_default v 4+ E Phone info:
Emergency zone: | default |  + B Phone profile:
[Advanced...] [View SIP Configuration...]
[Device Status...]
User Setting WELETEL B - Web Access | Phone Access
G ighsehoorL5G i+ e
Department: --None-- |+ | E
Survival branch: | | CFHighSchool | + =

[Voicemail...]

Click OK.
To edit additional extensions, repeat steps 2 to 4.

If you want to edit multiple extensions at the same time, see the Editing extension management settings section in
Managing extensions on page 81.

Verifying the phone directory in the FortiVoice user portal

Access the FortiVoice user portal to verify that the phone directory is showing extensions included in the specified
survivability branch only.

1.

2.
3.
4

Using an extension from the LSG branch, log in to the FortiVoice user portal.
Click Contact.
Select Directory.

Make sure that the list shows the extensions that you selected for the assignment of the user privilege and
survivability branch.

="= Contact ~ Q g8 (@ opeator7701 PND)Z & ¥
S Sort By:| Main Number ~| Type:| --All-- v | Location: --All-- 1-40fd w < >
Display Name Main Number Location Department

Operator o Local

Administrator L, 7702 Local

John Doe L7 Local

Mark Allan L 72 Local
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With FortiVoice high availability (HA), you set up redundancy between two FortiVoice units in case of a system failure.
FortiVoice HA uses an active-passive mode which means that you have a primary (active) unit and a secondary
(passive) unit. These two units make up an HA group. The secondary unit is not used until a failure occurs on the primary
unit and triggers the secondary unit to assume the responsibilities of the primary unit.

FortiVoice HA units use a heartbeat link to communicate. This heartbeat link lets the secondary unit know that the
primary unit is up and running, and allows the primary unit to copy configuration and data information to the secondary
unit whenever the primary configuration changes. If a failure occurs on the primary unit, the loss of the heartbeat triggers
the secondary unit to take over as the primary and be a copy of that primary unit.

This section includes the following recipes:

Planning high availability on page 102

Configuring high availability on FortiVoice units on page 103

Configuring service-based failover on page 105

Synchronizing configuration and data in a FortiVoice HA group on page 107
Uploading license files on a FortiVoice HA group on page 107

Enabling high availability activity logging on page 108

Displaying the high availability status on page 109

Upgrading the firmware in an HA group on page 110

Planning high availability

For FortiVoice HA, apply the following planning guidelines:

Make sure that both FortiVoice units in the HA group are the same model and have the same firmware version. If
you are using VM instances, you require two VM licenses.
For both primary and secondary FortiVoice units:

« Connect port 1 to the network switch.

« Connect port 2 or a secondary port (3, 4, or 5, depending on the model) to the network switch. This port takes

on the role of the primary heartbeat interface.

Plan which interface ports to use for your voice traffic and heartbeat links:

« Decide which port you want to use for your voice traffic, for example port 1.

» Make sure to assign the secondary heartbeat status to port 1.

« Make sure to assign the primary heartbeat status to port 2 (3, 4, or 5, depending on the model).
FortiVoice HA uses a secondary IP address on the interface ports. This secondary IP address is called a virtual IP
address. You configure the primary and secondary units to use this virtual IP address but only the acting primary
unit will use it to communicate. Any network traffic that is to be forwarded to the FortiVoice unit can be forwarded to
this virtual IP address. If a failover occurs, the secondary unit assumes the role of primary and starts to use the
virtual IP address. Your system is then able to continue operating as normal without having to change your port
forwarding. For example, the primary unit has an IP address of 192.168.1.200 and the secondary unit has an IP
address of 192.168.1.202. The virtual IP address is 192.168.1.210. Both primary and secondary units share this
virtual IP address which is also used to receive all port forwarding to the FortiVoice unit.
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« Take note of the IP address of each interface port on both FortiVoice units. You will need this information to set up
the heartbeat link.

When you are ready to configure HA, go to Configuring high availability on FortiVoice units on page 103.

Ay
‘?' If a failover occurs and you are using FortiVoice 200F8 or FortiVoice 300E-T, remember to
- swap the physical FXO and PRI connections to the secondary unit.

Configuring high availability on FortiVoice units

Perform this procedure on both primary and secondary FortiVoice units.

1. Goto System > High Availability > Configuration.
2. In HA configuration, configure the following settings:

a.

C.

Set Mode of operation.

If the FortiVoice unit is the primary unit, set the Mode of operation to Primary.

If the FortiVoice unit is the secondary unit, set the Mode of operation to Secondary.

Set the On failure behavior to one of the following choices:

i. Switch Off: As part of the HA group, the failed unit will not become a primary unit again until you manually
restore the configured operating mode on the Status tab.

ii. Wait for Recovery then Restore Original Role: After the unit recovers from failure, it will go back to its
programmed Mode of operation. For example, if unit 1 (primary) encounters a failure and unit 2
(secondary) effectively becomes the primary, then when unit 1 recovers from failure, unit 1 will be restored
as the primary and unit 2 will return to operating as the secondary unit.

iii. Wait for Recovery then Restore Secondary Role: After the unit recovers from failure, this unit will
operate in secondary mode. For example, if unit 1 (primary) encounters a failure and unit 2 (secondary)
effectively becomes the primary, then when unit 1 recovers from failure, it will then assume the secondary
mode and unit 2 will continue to operate in primary mode.

Set Shared password. Make sure to use the same password for both primary and secondary units.

3. In Advanced Options, configure the following port and heartbeat settings:

a.

b.

The HA base port is used for the heartbeat signal as well as data and configuration synchronization. The
default and recommended port is 20000.

The Heartbeat lost threshold setting is the amount of time that must pass with no heartbeat link between the
primary and secondary units before the system triggers a failover. The heartbeat signal is sent once per second
to ensure that the unit is responding. To prevent a premature failover due to the system being under a heavy
load, it is recommended to set this setting at 3 seconds or higher.

As an added fail-safe, you can enable Remote services as heartbeat. After you enable this setting, you can
configure the HTTP and SIP UDP settings in the Service Monitor section to act as an additional HA heartbeat
(details are included in Configuring service-based failover on page 105). If both primary and secondary
heartbeat links fail but the remote service detects that the primary unit is still available, no failover will occur.
Note that this feature is only an additional heartbeat and does not provide any synchronization of files from
primary to secondary units. Therefore, Fortinet does not recommend relying on remote services alone.
Configure at least one HA heartbeat on an interface port.

With Call recording sync, you enable or disable the synchronization of recorded calls from the primary to the
secondary units. This setting is optional because there can be many recorded calls on the system that can take
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g.

up quite a bit of memory. Copying these files during synchronization can take a long time and use up network
bandwidth.

In Survivability service interface, select the interface port for a local survivable gateway (LSG) to
communicate with this FortiVoice unit. For more information about LSG, see FortiVoice Local Survivable
Gateway Deployment Guide.

In Primary Override External Media Host, enter the host/IP address to override the default external host/IP
address for media stream on the primary HA unit.

In Secondary Override External Media Host, enter the host/IP address to override the default external
host/IP address for media stream on the secondary HA unit.

4. InInterface, you configure the port behavior. When setting up the ports, make sure that you mirror the primary unit
settings on the secondary unit, except for the Peer IP address and Peer IPv6 address settings.

¢ Set port 1 with the secondary heartbeat status.

s‘é’, Make sure to apply the following settings:
- e Set port 2 (or 3 or 4) with the primary heartbeat status.

Select a port and click Edit.

a.

Port monitor enabled: When you enable this setting, the unit performs an internal port check to make sure
that this port is responsive. If the port becomes unresponsive, the system triggers a failover. This setting has its
timing intervals configured by using the Service monitor, Interface monitor section which you can set later in
Configuring service-based failover on page 105.

Heartbeat status: Configure the heartbeat link and system synchronization. The following three choices are

available:

i. Disable: There is no heartbeat link or synchronization on this port.
ii. Primary: Make sure to set port 2 (or 3 or 4) as primary. This port provides a heartbeat link and system
synchronization from the primary to the secondary.

iii. Secondary: Make sure to set port 1 as secondary. A secondary heartbeat link is used as a backup in case
the primary one fails. A failover does not occur unless both primary and secondary heartbeat links are
down.

Peer IP address and Peer IPv6 address: Specify the IP address of the port at the opposite side for the

heartbeat link to communicate on. For example, if you are configuring the primary unit, then enter the IP

address for port 2 of the secondary unit here. If you are configuring the secondary unit, then enter the IP
address of port 2 of the primary unit here.

d. Virtual IP action: When configuring the virtual IP address, set the Virtual IP action to Use.

f.

Virtual IP address and IPv6 address: Make sure that the primary and secondary units share the same virtual
IP address on each port. Also, make sure that all port forwarding for voice traffic on your router is forwarded to
the virtual IP address.

Click OK.

Example of Interface settings
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Interface

port2

port3

port4

Heartbeat Sta...

Disable

Disable

Peer IP Address

[IPv4
[IPvé

]

1H

[1Pv4] 0.0.0.0

[IPvé] =

[1Pv4] 0.0.0.0

[IPvé]:
]
]:

[IPv4
[IPv6

Virtual IP Act...

Use

Use

Use

Ignore

Virtual IP Address

[1Pw4]
[IPwé] /0

[1Pw4]
[IPwé] /0
[1Pw4]
[IPw6] /0

[1Pv4] 0.0.0.0/0
[IPwé] /0

Port Monitor

o
()
O
()

5. Service Monitor offers another way of detecting whether or not there is a system failure. For configuration
information, see Configuring service-based failover on page 105.

6. Click Apply.

7. When you have completed the configuration on both FortiVoice units in the HA group, go to Synchronizing
configuration and data in a FortiVoice HA group on page 107.

Configuring service-based failover

The Service Monitor section offers another way of detecting whether or not there is a system failure.

The system uses Remote HTTP and SIP UDP settings as a heartbeat link to confirm that the secondary unit can
connect to the primary unit using HTTP or SIP. If the secondary unit cannot connect to the primary unit, then the system
triggers a failover and the secondary unit becomes the primary. In addition to enabling the Remote HTTP and SIP UDP
settings here, make sure that you have enabled Remote services as heartbeat in the Advanced Options section of

Configuring high availability on FortiVoice units on page 103.

The Interface monitor and Local hard drives settings are locally monitored. If the system detects a failure on one of its
interface ports or hard drives, then the system triggers a failover. To enable which ports the unit will monitor for failure,
select Port monitor enabled in the Interface section of Configuring high availability on FortiVoice units on page 103.

Perform the following steps on both the primary FortiVoice unit and secondary FortiVoice unit.
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1. Goto System > High Availability > Configuration.

=°= FortiVoice VM-200 FortiVoice

@ Dashboard Status Configuration
e MDnitDr C) portz visanie [ LS JQCAVAVAY) ignore (LS IRVAVAVAV/LY) -
[IPvé]:: [IPv6]::/0
& System port3 Disable [IPv4] 0.0.0.0 Ignore [IPv4] 0.0.0.0/0
@
Network [IPvé]:: [IPV6]::/0
. port4 Disable [IPv4] 0.0.0.0 Ignore [IPv4] 0.0.0.0/0
Administrator @ [IPvé6]:: [IPv6]::/0
High Availability
Configuration
Advanced
Centificate & Service Monitor
Maintenance
— ¢ Edit.. Total: 4
== Phone System > L' ‘
g Managed System N Enabled Name Remote IP Port Timeout Interval Retries
@ security N > Remote HTTP 0.0.00 80 30 120 3
ac (@ ) SIPUDP 0.0.00 5060 30 120 3
xtension >
i @ Interface monitor 120 <
o
& Trunk > (@ ) Local hard drives 120 3
3 Call Routing >
P Call Center >
Hotel Management >
Q Apply Cancel

In Service Monitor, click one of the following services:
 Remote HTTP
- SIP UDP
« Interface monitor
» Local hard drives
Click Edit.
For Remote HTTP and SIP UDP, click Enable, and configure the following settings:
« Remote IP: Enter the peer IP address.
o Port: Enter the port number of the peer service.
« Timeout: Enter the timeout period (in seconds) for one connection test.
« Interval: Enter the frequency (in seconds) of the tests.
« Retries: Enter the number of consecutive tests that are allowed before the primary unit is deemed
unresponsive and a failover occurs.
For Interface monitor and Local hard drives, configure the following settings:
« Enabled: Select to enable local hard drive monitoring.
For interface monitoring, select Port monitor enabled in the Interface section of Configuring high availability
on FortiVoice units on page 103.
« Interval: Enter the frequency (in seconds) of the test.

« Retries: Enter the number of consecutive tests that are allowed before the local interface or local hard drive is
deemed unresponsive and a failover occurs.

5. Click OK.

Example of Service Monitor settings
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& Service Monitor

[ Edit... Selected: 1 /4
Enabled Name Remote IP Port Timeout Interval Retries
O Remote HTTP 0.0.00 80 30 120 3 ~
> SIPUDP 0.0.00 5060 30 120 3
> Interface monitor 120 3
© Local hard drives 120 3

6. Go to Synchronizing configuration and data in a FortiVoice HA group on page 107.

Synchronizing configuration and data in a FortiVoice HA group

Use this procedure to synchronize configuration and data from the primary FortiVoice unit to the secondary FortiVoice
unit.

The synchronization does not copy the following data:

+ Hostname

« Static routes

« Interface configuration

» Main HA configuration

» HA service monitoring settings
« System appearance

Procedure steps

1. Goto System > High Availability > Status.
2. Click the link Click HERE to Start a Configuration/Data Sync.
3. To confirm, click OK.

Uploading license files on a FortiVoice HA group

For the Call Center, Hotel Management, FortiFone softclient, and third-party phone features, the primary and secondary
FortiVoice units share the license file that includes the serial number of both units. However, you must install the same
license file separately on both primary and secondary FortiVoice units.

For the Unified Communications Services, you have two different license files meaning that each primary and secondary
FortiVoice units has its own license file. You must upload a license file on each primary and secondary FortiVoice units.

Before you begin

Download the license (.lic) file from your Fortinet Support account and know where you save the file or files on your
computer. For more information, see Licensing on page 120.

To upload the license on the primary FortiVoice unit

1. Login to the primary FortiVoice unit.
2. GotoDashboard > Status.
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3. Inthe License Information widget, click Update License.
4. Locate the license file that you previously downloaded to your computer and click Open.
5. To confirm the upload, click Yes.

To upload the license on the secondary FortiVoice unit

1. Login to the secondary FortiVoice unit.

2. Goto System > High Availability > Status.

3. Check the Effective Operation Mode and wait until it displays out of sync.

You can install the license file on the secondary unit only when the file is out of synchronization with the license file
on the primary unit.

When the Effective Operation Mode on the secondary unit displays out of sync, then go to Dashboard > Status.
In the License Information widget, click Update License.

Locate the license file that you previously downloaded to your computer and click Open.

To confirm the upload, click Yes.

After successfully uploading the license file, go to System > High Availability > Status.

Click the link Click HERE to restart the HA system.

© ® No o

Enabling high availability activity logging

Use this procedure to enable the high availability (HA) activity logging. This logging is disabled by default.

1. GotoLog & Report > Log Setting > Local.
2. Under Logging Policy Configuration, expand System and enable HA.
E:E FortiVoice VM-200 FortiVoice

€ Monitor > © Remote
£¥ System >
e log file will rotate when either the file size or log time is reached.
. 0Thlﬁl ill hen either the file si logtime i hed
= Phone System > Free disk space: 49678(MB)
an
ap Managed System > Enabled ©O
@ Security > Log file size: 10 (MB)
& Extension > Log time: 10 (day) Athour:| 00:00 =
L~
@ Trunk > Loglevel: Information A4
3G Call Routing > Log options when disk is full: Do Not Log
P Call Center >
Hotel Management N & Logging Policy Configuration
- ©
Auto Dialer > e System
B Call Feature N @ Configuration change
@ Log & Report o Admin activity

) @ System activity
Log Setting »@l A

Call Report

© pHcp
ek @@ Monitor
SMDR D Voicemail
Alert
a
3. Click Apply.
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Displaying the high availability status

Use this procedure to display the high availability (HA) status of a FortiVoice unit.

1. Goto System > High Availability > Status.
2. You can review the following settings:
» Refresh section lets you set a timer for how often you want this page to check for a status update
automatically. To manually refresh this page, click Refresh.
« Mode Status lets you know what the configured mode is and the mode that it is currently using.
« Configured Operating Mode is the mode that you have programmed the unit to act as with the
Configuration tab (either as primary or secondary).
« Effective Operating Mode can display one of the following modes:

« Primary shows that the unit is acting as the primary.

» Secondary shows that the unit is acting as the secondary.

« Failed shows that the service or network interface monitoring has detected a failure and the
diagnostic connection is currently determining whether the problem has been corrected or a failover is
required.

» Off is a mode used by both units. For a primary unit, this mode indicates that the service or interface
monitoring has detected a failure, taken the primary unit offline, and triggered a failover. For a
secondary unit, this mode indicates that the synchronization has failed once; a subsequent failure will
trigger a failover.

« Daemon status is only available on the secondary unit. The following updates are available:

« Monitor shows when the secondary unit will check the primary unit to make sure that it is still active. If
the system detects any errors, this section will show how many errors were detected.

« Configuration shows the last time the configuration was updated from the primary unit to the
secondary unit.

« Data shows the last time the data was synchronized between the primary and secondary units. The
Configuration and Data section may display different times. This is normal. Synchronizing data can
take longer to complete.

» Database shows the database status such as Checking Status, Stopped, Running (in sync), and
Syncing Data.

« Actions

« Click HERE to Start a Configuration/Data Sync: For information about this action, see
Synchronizing configuration and data in a FortiVoice HA group on page 107.

» Click HERE to Restore Configured Operating Mode: If a failover is triggered and the issue has
been resolved, you can click this link to tell the unit that it can resume the mode it was originally
configured to be.

» Click HERE to Switch to SECONDARY Mode: This action is available on the primary unit only. If
you want to change the mode of operation of the primary unit to secondary, click the link.

o Click HERE to Switch to PRIMARY Mode: This action is available on the secondary unit only. If you
want to change the mode of operation of the secondary unit to primary, click the link.
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Upgrading the firmware in an HA group

This recipe describes the required tasks to perform a firmware upgrade of the FortiVoice solution that includes FortiVoice
units in an active-passive HA group and the following products, as applicable:

« FortiVoice local survivable gateway (LSG)
« FortiVoice foreign exchange subscriber (FXS) gateway - FortiVoice Gateway GS16

In a firmware upgrade of an active-passive HA group, the following behaviors apply:

» When you perform a firmware upgrade on the secondary FortiVoice unit, the normal call processing is

uninterrupted.

« When you perform a firmware upgrade on the primary FortiVoice unit, the normal call processing is temporarily

interrupted.

» Before starting the firmware installation, the primary unit signals the secondary unit that a firmware upgrade is
taking place. This signaling causes the HA daemon of the secondary unit to pause its monitoring of the primary unit
for a short period. When the firmware installation is complete, the primary unit signals the secondary unit to resume
its HA heartbeat monitoring. If the secondary unit does not receive this signal after a few minutes, then the
secondary unit resumes its HA heartbeat monitoring anyway. If the primary unit fails during the firmware installation,
the HA group fails over to the secondary unit which then becomes the new primary unit.

Workflow

To upgrade the firmware in an HA group, perform the tasks described in the following workflow:

Upgrade task Description

Procedure

sequence

Task 1

Task 2

Task 3

Task 4

Task 5

Task 6

Task 7

System Release Notes.

Make sure to use a supported upgrade path specified in the FortiVVoice Phone

Download firmware image files from the Fortinet
Support website.

Back up the configuration of the primary and
secondary FortiVoice units.

Upload firmware image files to the FortiVoice
primary unit.

Upgrade the firmware on the secondary and
primary FortiVoice units located at the main office.

Upgrade the FortiVoice FXS gateway located at the
branch office.

Upgrade the FortiVoice LSG firmware located at
the branch office.
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Downloading firmware image files on page
111

Backing up the configuration on page 111

Uploading firmware image files on page 112

Upgrading the FortiVoice firmware in an HA
group on page 114

Upgrading the FortiVoice FXS gateway on
page 113

Upgrading the FortiVoice LSG firmware on
page 113

110


https://docs.fortinet.com/product/fortivoice-enterprise/7.0
https://docs.fortinet.com/product/fortivoice-enterprise/7.0

High availability

Upgrade task Description Procedure

sequence

Task 8 Upgrade your desk phones. FortiFone firmware upgrades on page 123
Task 9 Upgrade your softclients. For Android, see the Updating the FortiFone

softclient for Android section in the FortiFone
Softclient for Android User Guide.

ForiOS, see the Updating the FortiFone
softclient section in the FortiFone Softclient
foriOS User Guide.

For the desktop, see the Updating the
FortiFone softclient for desktop section in the
FortiFone Sofclient for Desktop User Guide.

Downloading firmware image files

Use this procedure to access the Fortinet Support website and download the firmware image files for the products that
you want to upgrade in your FortiVoice solution.

Go to Fortinet Support website.

Log in to your existing account or register for an account.
Select Download > Firmware Images.

In Select Product, select FortiVoice.

In the Download tab, click the v7.00 folder.

Locate the firmware image files that you need to download for the FortiVoice units, FortiVoice LSG, and FortiVoice
Gateway GS16, as applicable.

To download the firmware image file, go to the end of the row and click the HTTPS link.
Click OK.
9. Take note of where you save the firmware image files on your computer.

o gk wbh-=

®o N

Backing up the configuration

Use this procedure to backup the configuration of both the primary and secondary FortiVoice units.

\‘é', If your deployment includes a FortiVoice FXS gateway or FortiVoice LSG unit, or both, a

configuration backup of those units is not necessary because the primary FortiVoice unit
already has this configuration.

1. Login to the GUI of the primary FortiVoice unit.
2. GotoDashboard > Status.
3. Inthe System Information widget, go to the System configuration row.
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High availability

4. Click Backup.

FortiVoice VM-200 FortiVoice

Console

® Monitor
System Information

¥ System > Serial number:

Phone System > Uptime:

&D Managed System > Systemtime:

@ Security >  Reboot time:

&. Extension >  Firmware version:

3 Trunk s  System configuration:
3G Call Routing s Current administrator:
. Call Center > | R

Hotel Management > f:::::t

Auto Dialer > Storage disk:

To save the file on your management computer, click OK.

Take note of the location where you save the file. Backup files let you revert to your previous configuration, if the

new configuration does not function correctly.
Log in to the GUI of the secondary FortiVoice unit.
Repeat steps 2 to 6.

Uploading firmware image files

Use this procedure to upload the firmware image files to the primary and secondary FortiVoice units. You have already

@ Dashboard Call Statistics
>

6 day(s) 22 hour(s) 27 minute(s) 36 second(s)
Wed, Aug 19, 2020 11:36:23 PDT [Change...]
Wed, Aug 12, 2020 13:08:47 PDT

v6.4.0, build325, 2020.08.10 [Update...]

Backup...] [Restore...]

admin (1intotal) [Details...]

Configured: Off, Effective: Off [Configure...]
Total/Limit: 2/240

Capacity: 49 GB, Used: 53 MB (0.11%)
Capacity: 194 GB, Used: 301 MB (0.15%)

downloaded the firmware image files from the Fortinet Support website.

© ®No oA

Log in to the GUI of the primary FortiVoice unit.

Go to Managed System > Firmware > FortiVoice Firmware.

Click Upload.

@& Dashboard

FortiFone Firmware FortiVoice Firmware

@ Monitor > .
2| =+ Upload | |[# Edit.. Ti] Delete  Upgradew &« < 1% /1 > » Pagesize:| 50
£ System >
— Type Version Size (MB) Create Date Status
= Phone System >
FVGGO08 v6.00,build228 111 2020-08-2507:29:36 Active
% Managed System g
Gateway
Click Select.

Select the file to upload and click Open.

When the upload is complete, click OK.

To upload another firmware image file, repeat steps 3 to 6.
Log in to the GUI of the secondary FortiVoice unit.

Repeat steps 2to 7.
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Upgrading the FortiVoice FXS gateway

A owbdhd-=

Log in to the GUI of the primary FortiVoice unit.

Go to Managed System > Firmware > FortiVoice Firmware.

In the list, click the firmware file that you want to use to upgrade the FortiVoice FXS gateway units.
To perform the upgrade now:

a. Select the Upgrade dropdown menu and then select Now.

A warning appears with information about the firmware type and version, and the
following message: All devices with the same type will be upgraded.

b. To continue with the upgrade, click OK.
To schedule the upgrade:
a. Select the Upgrade dropdown menu and then select Now.

A warning appears with information about the firmware type and version, and the
following message: All devices with the same type will be upgraded.

b. To continue with the upgrade, click OK.

c. Selectadate and time, and click OK.

Verify that the FortiVoice FXS gateway firmware is successfully installed:
a. Goto Managed System > Gateway > FXS Gateway.

b. Locate the row for the upgraded FortiVoice FXS gateway.

c. Inthe Version column, make sure that the FortiVoice FXS gateway firmware version is the one that you
upgraded to.

Upgrading the FortiVoice LSG firmware

Ao b=

Log in to the GUI of the primary FortiVoice unit.

Go to Managed System > Firmware > FortiVoice Firmware.

In the list, click once on the firmware that you want to use to upgrade the FortiVoice LSG units.
To perform the upgrade now:

a. Select the Upgrade dropdown menu and then select Now.

A warning appears with information about the firmware type and version, and the
following message: All devices with the same type will be upgraded.

b. To continue with the upgrade, click OK.
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5. To schedule the upgrade:

a.

b.
c.

Select Upgrade > Custom Time.

A warning appears with information about the firmware type and version, and the
following message: All devices with the same type will be upgraded.

To continue with the upgrade, click OK.
Select a date and time, and click OK.

6. Verify that the FortiVoice LSG firmware is successfully installed:
a. GotoManaged System > Survivability > Survivability Branch.

b.
c.

Locate the row for the upgraded FortiVoice LSG unit.

In the Version column, make sure that the FortiVoice LSG firmware version is the one that you upgraded to.

Upgrading the FortiVoice firmware in an HA group

the primary unit.

Make sure to upgrade the firmware on the secondary unit before upgrading the firmware on

1. Upgrade the firmware on the secondary FortiVoice unit:
Log in to the GUI of the secondary FortiVoice unit.
Go to Dashboard > Status.

In the System Information widget, go to the Firmware version row.
Click Update.

a.

b.
c.
d

FortiVoice 200D FortiVoice

Console

m Call Statistics
» Monitor >
System Information
& System > Serial number:
&2 Phone System > | Uptime:
&b Managed System > | Systemtime:
@ Security >  Reboot time:
:;} Extension >  Firmware version:
2 Trunk s  System configuration:
3G Call Routing > Deployment mode:
P Call Center > | Current administrator:
Hotel Management > HAmode:
Auto Dialer >  Endpoint:
[ call Feature y |~ Logdisk:
3 Log &RReport N Storage disk:

Locate the firmware file and then upload that file.

Your web browser uploads the firmware file to the unit.

To confirm the upgrade, click Yes.
The unit installs the firmware and restarts.
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28 day(s) 0 hour(s) 38 minute(s) 3 second(s)
Thu, Aug 20, 2020 12:24:58 EST [Change...]
Thu, Jul 23, 2020 11:46:55 EST

v6.0.6(GA), build228, 2020.07.27 [Update...]

[Backup...] [Restore...]

PEX v

admin (1intotal) [Details...]

Configured: Slave, Effective: Slave [Configure...]
Total/Limit: 41/2400

Capacity: 182 GB, Used: 62 MB (0.03%)
Capacity: 731 GB, Used: 1961 MB (0.26%)
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g.

To make sure that the FortiVoice GUI reloads correctly and displays all changes, clear the cache of your web
browser and restart it.

2. Verify that the firmware is successfully installed on the secondary FortiVoice unit:

a.
b.
c.

Go to Dashboard > Status.
In the System Information widget, go to the Firmware version row.
Make sure that the FortiVoice firmware version is the one that you upgraded to.

Ny Fortinet recommends that you upgrade the primary unit during your maintenance window
‘?' without manually forcing a failover.
- Manually forcing a failover to the secondary unit before upgrading the primary unit would
= cause some unnecessary data synchronization.

3. Upgrade the firmware on the primary FortiVoice unit:

a.

P a00vT

g.

Log in to the GUI of the primary FortiVoice unit.

Go to Dashboard > Status.

In the System Information widget, go to the Firmware version row.
Click Update.

Locate the firmware file and then upload that file.

Your web browser uploads the firmware file to the unit.

To confirm the upgrade, click Yes.

The unit installs the firmware and restarts.

To make sure that the FortiVoice GUI reloads correctly and displays all changes, clear the cache of your web
browser and restart it.

4. Verify that the firmware is successfully installed on the primary FortiVoice unit:

a.
b.
c.

Go to Dashboard > Status.
In the System Information widget, go to the Firmware version row.
Make sure that the FortiVoice firmware version is the one that you upgraded to.

5. Verify the traffic flow on the primary FortiVoice unit.
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Hotel management

You can use a property management system (PMS) to manage your hotel services. The PMS can be connected to a
PBX such as the FortiVoice unit to configure a customer’s room phone by displaying the customer’s name on the phone,
emptying voicemails when a new customer checks in, logging phone calls, setting wake-up calls, and other services.
You can also set the room condition codes for room maids to record the room cleaning status using the room phone.

All PMSs that support the Mitel protocol work seamlessly with FortiVoice. However, in the hospitality industry, there are
many PMSs using their own proprietary implementation that do not support the Mitel protocol.

Thankfully, FortiVoice supports the Comtrol’s Lodging Link solution, which works as a middle-ware that translates
commands between a third-party PMS and a guest service system such as FortiVoice.

The following recipe guides you through the process of configuring FortiVoice to work with a PMS by using the FortiVoice
comtrol interface.

After configuring FortiVoice, configure and connect your own PMS to FortiVoice. For more information, see your PMS
manual.

Ay
‘Q' Hotel management is only available if you have purchased the hotel management license and
- uploaded that license to the FortiVoice phone system.

This section includes the following recipes:

o Configuring PMS settings on page 116

» Configuring hotel management options on page 117
o Defining minibar codes on page 118

o Configuring room status on page 118

Configuring PMS settings

Configure PMS settings to allow FortiVoice to connect to your PMS.

Go to Hotel Management > Setting > PMS.

Click Enabled.

Set Protocol to FortiVoice, and enter the port number used to connect to the PMS (by default, 15374).
Under Network Setting, enter the IP address and netmask of the PMS.

If you have multiple property management systems, you can enter multiple trusted hosts.

P obh-=
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5. Click Apply.

m Option Minibar Code

Enabled @O
Protocol: | FortiVoice v
Port: 15374

Network Setting
24 -
32 |+=-

Apply Cancel

Configuring hotel management options

You can select the appropriate guest information to make a room check-in or check-out ready.

1.
2,

Go to Hotel Management > Setting > Option.
Under Check In Action, select the appropriate guest information to make a room check-in ready:
« Privilege: Enable phone call restrictions and user privileges for the room extension.

« Guest name: Display either the room number or guest name on the extension in the room. This is configured in
the Name field as %%NUMBER% % to display the room number or %%NAME%% to display the guest name.

+ Room condition: Clear any condition set for the room.

Under Check Out Action, select the appropriate guest information to make a room check-out ready. In addition to
the options available for check-in, check-out options also include the following:

« Voicemail: Clear all voicemails for the room extension.
« Wake-up call: Clear all wake-up call setups for the room extension.

Under Advanced, set First dial minibar item to either Code or Number, to determine how guests place an order
from the front desk. For example, if Code is selected, and the guest wants two waters (code 1), the guest would
enter 1*2. If Number is selected, and the guest wants the same order, they would instead enter 2*1.
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5. Click Apply.

PS5 Minibar Code

Check In Action
Reset O Privilege B Guest name ¥ Room condition
Name: % 2%MNUMBER 2%
Privilege: hotel_room_local -
Room condition: | --None-- -

Check Out Action
Reset L & Privilege ¥ Guestname ¥ Room condition (I Voicemail o Wake-up call
Name: %% NUMBER 2656
Privilege: hotel_room_local -
Room condition: | --None-- -

Advanced
First dial minibar item: | Code v

Apply Cancel

Defining minibar codes

In the previous step, an example was given of the guest entering a number code of 1 for water. The Minibar Code tab is
where codes are associated with minibar items. Codes assigned to minibar items must be configured to allow guests to

place minibar orders using the key pad.

1. Go to Hotel Management > Setting > Minibar Code and click New.

2. To create the water code used in the previous step, set Name to water and Code to 1, and click OK.
3. Create other minibar codes for other minibar items as necessary.

PMS Option Minibar Code

= New.. [#Edit.  §f Delete Total: 3
Mame Code

water 1

bear Z

chips 3

In this example, water, beer, and chips have been assigned codes 1, 2, and 3 respectively. If the guest wants two
waters, two beers, and one order of chips, and assuming First dial minibar item under Hotel Management
> Setting > Option is set to Code, the guest would enter 1¥2*2*2*3*1.

Configuring room status

After connecting the PMS and the FortiVoice phone system, you can configure the hotel room statuses.
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1. Go to Hotel Management > Room Status > Room Status and click Server Info.
A green dot indicates that the FortiVoice device is connected with the PMS.

Server Info

Status: &

Protocol: Fortivoice

Close

2. Selectthe Room you wish to edit and click Edit.

Enable Guest phone to make the room a guest room. Guest Setting will appear.

4. Ifthe guestis checked-out, set the appropriate Room condition from the dropdown menu. If the guest is checked-
in, enable Checked-in, set the appropriate Room condition, Guest name, and Privilege option.

5. Additionally, enable VIP setting if the guest should receive special treatment, and enable DND if the guest does not
want to be disturbed.

d

Room Setting

Guest phone L @)

Number: 7801
Room: 7801
Location:

Guest Setting

Checked-in ©

VIP setting O

Room condition: | & (Occupied/Clean) * + =
Guest name: Stanley

Privilege: hotel_room_internal A

DND O]
Cancel
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Licensing

This section includes the following recipes:

» Purchasing a FortiVoice product license on page 120
« Registering a FortiVoice product and downloading the license file on page 120
» Uploading the license file to FortiVoice on page 121

Al
‘Q' If FortiVoice is operating in a high availability (HA) mode, see Uploading license files on a
- FortiVoice HA group on page 107.

Purchasing a FortiVoice product license

Before you begin

+ Make sure to know the order information (such as stock keeping unit (SKU) code) of the FortiVoice product that you
want to order. For information, see the FortiVoice Phone Systems Data Sheet or FortiFone IP Telephones and
Softclient Data Sheet.

» Make sure to know how to contact a Fortinet partner to place your order. If you do not have a partner, you can visit
the Fortinet partner portal or contact evac@fortinet.com.

To purchase a FortiVoice product license

1. Contact a Fortinet-authorized reseller in your region.

2. Place your order.

3. After your order is processed, Fortinet sends you an email that includes the support contracts and registration codes
for the FortiVoice or FortiFone licenses.

4. Download the files to a convenient location on your computer or network.

5. Know how to access and copy the registration codes. You will need those codes during the registration process.

6. To continue with the registration process, go to Registering a FortiVoice product and downloading the license file on

page 120.

Registering a FortiVoice product and downloading the license file

Before you begin

Make sure that you have the license registration code for the product that you want to register (see Purchasing a
FortiVoice product license on page 120).

To register a FortiVoice product and download the license file
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Licensing

1. Login to your FortiCloud account or register for an account.
2. To start the registration process, click Register Now.

@ FortiCloud & Services ¥ € support ~ Q Ja @fortinet.com v

ASSET MANAGEMENT

Registering more Fortinet

# ) Dashboard products with Asset
- . " Management
©® Products
1 9 1 ‘You must register your products
& Product List o FortiVoice FortiGate to receive FortiGuard services
ucts
and contact customer support.
f\oo My Assets
=p More Views e & Register Now

(® Online Renew

3. InRegistration Code, enter your product serial number, service contract registration code or license certificate
number.

In End User Type, choose the type of user as either government or non-government.

To continue the product registration, click Next.

Provide registration details and click Next.

Read and accept the terms and conditions of the product registration agreement, and click Next.
On the Verification page, review and accept the product entitlement, and click Confirm.

When the registration is complete, download the license file file (.lic) to your computer:

a. Goto Products > Product List.

© ®No oA

b. Click the Serial Number for your product.
c. InProduct Information, go to License File and click License File Download.
d. Take note of the location where you save the license file.

Uploading the license file to FortiVoice

Before you begin

» You know where the license file is stored on your computer. For more information, see Registering a FortiVoice
product and downloading the license file on page 120.

« If you have a FortiVoice HA group, go to Uploading license files on a FortiVVoice HA group on page 107 instead of
performing the steps below.

To upload the license file to FortiVoice
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1. GotoDashboard > Status.
2. Inthe License Information widget, click Update License.

rn -
@ o admin«

+Manage Widget GReset Widget

.l

License Information o o—-
[Update License...]
WM license Full License (]

30 extensions / 50 allowed

3. Inthe File Upload dialog box, locate the license (.lic) file, select the file, and click Open.

4. To confirm the upload, click Yes.
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Managed system

This section contains information about configuring system management settings including gateways, survivability, and
FortiVoice and FortiFone firmware.

This section includes the following topics:

o Gateway management on page 123
» FortiVoice units as survivable branches on page 123
o FortiFone firmware upgrades on page 123

Gateway management

FortiVoice can manage the following three types of gateways:

» FortiVoice foreign exchange office (FXO) gateway - This gateway works in conjunction with the FortiVoice
phone system, an IP private branch exchange (IP PBX), to expand resources and support additional analog phone
lines. With the FortiVoice FXO gateway, you connect your analog phone lines to your FortiVoice phone system. For
information about deploying an FXO gateway, see the FortiVoice FXO Gateway Deployment Guide.

» FortiVoice foreign exchange subscriber (FXS) gateway - This gateway works in conjunction with the FortiVoice
phone system to expand resources and support additional analog phone extensions. With the FXS gateway, you
can connect your traditional analog phones and fax machines to a FortiVoice phone system. For information about
deploying an FXS gateway, see the FortiVoice FXS Gateway Deployment Guide.

« FortiVoice primary rate interface (PRI) gateway - This gateway works in conjunction with your FortiVoice phone
system to expand resources and support additional phone lines. With a PRI gateway, you connect your legacy
telephony infrastructure composed of PRI (T1 or E1) digital lines to a FortiVoice phone system. For information
about deploying a PRI gateway, see the FortiVoice PRI Gateway Deployment Guide.

FortiVoice units as survivable branches

In a centralized multi-site network deployment, a FortiVoice local survivability solution provides resiliency with
survivability branches. A survivability branch is a FortiVoice local survivable gateway (LSG) unit with local extensions. A
FortiVoice LSG unit is located in a branch office. A FortiVoice phone system in a main office manages one or more
FortiVoice LSG units (survivability branches).

Local survivability provides centralized management and branch office resiliency.

For information about deploying a FortiVoice LSG unit, see the FortiVoice Local Survivable Gateway Deployment Guide.

FortiFone firmware upgrades
This recipe guides you through the process of upgrading the FortiFone desk phone firmware.
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Managed system

This section includes the following tasks:

« Reviewing the current FortiFone firmware on page 124

» Uploading the FortiFone firmware to FortiVoice on page 124
o Performing the FortiFone firmware upgrade on page 125

o Confirming the FortiFone firmware upgrade on page 125

Reviewing the current FortiFone firmware

Before updating the FortiFone firmware, you can review the firmware currently installed on all FortiFone devices
connected to the network.

1. From the FortiVoice Ul, navigate to Managed System > Firmware > FortiFone Firmware and click Statistics.
The Firmware Upgrade Status window opens listing the phone model and firmware version details of phones
currently connected to the network. The Phone Count column provides the number of phones in each particular
grouping.

2. When you are finished reviewing the status of the phones, click Close.

Uploading the FortiFone firmware to FortiVoice

Before you begin

» Verify that the network connectivity is available between the target FortiFone devices and the FortiVoice unit.
o Download the latest FortiFone firmware files from the Fortinet Support website.

Procedure steps

1. Goto Managed System > Firmware.

2. From the FortiFone Firmware tab, click Upload.
The FortiFone Firmware Upload window opens.

3. For Phone model, select the phone type that will be the target of the firmware upgrade.

4. For Firmware file, click Select. Select the firmware file for the selected FortiFone model and click Open.
The firmware file uploads to FortiVoice.

5. Inthe Comments field, provide a comment if necessary.

6. For FortiFone-380, 480, and 580, there is a Forced option. If necessary, enable this option to force a new build onto
the phone regardless of the firmware version already on the phone.

7. Click OK.
The uploaded firmware file appears in the list of FortiFone Firmware files.

FortiFone Firmware FortiVoice Firmware

= -E Upload f Delete | a% Download -’ﬂ Action * | Statistics = Upgrade schedule: | business_hour - Total: 2
Name Firmware Version Size Date Status
B FortiFone375
‘D FON375-2.10.0.6742z 2.100.6742 4MB 2019-09-12 16:0..  Upgrade disabled
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Performing the FortiFone firmware upgrade

You can perform an immediate or scheduled FortiFone firmware upgrade.

Go to Managed System > Firmware.
In the FortiFone Firmware tab, select an uploaded firmware file from the list.
Go to Action > Activate.
Enter a Name for this firmware schedule.
If you want to upgrade the firmware on all devices, leave All related devices enabled.
To perform an immediate upgrade:
a. Click Now.
b. Click Create.
FortiVoice starts the phone firmware upgrade.
7. To perform the upgrade at a scheduled date and time:
a. In Schedule, click At.
b. In Start time, select a date and time.
c. InEnd time, select a date and time.

o gk wbhN-=

Phone Firmware Upgrade

Name: | FON380

Extension Selection

@ Allrelated devices

Schedule

Starttime:  Now WOR

2021/08/20 iz 12 =|| 383 «
End time: 2021/08/21 ] 12 w|| 38 =

Cancel

d. Tosave changes, click Create.
The firmware upgrade is scheduled to run.

Confirming the FortiFone firmware upgrade

Confirm that the firmware has been successfully installed on targeted FortiFone devices.

1. Goto Managed System > Firmware.

2. From the FortiFone Firmware tab, click Statistics.

The Firmware Upgrade Status window opens. Review the firmware version of applicable phone models to confirm
that the new firmware is installed.

3. Ifnecessary, click Refresh to view updates.
4. Click Close.
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This section includes information about configuring the following system features:

» Phone profiles on page 126

o Emergency numbers on page 127

» LDAP authentication configuration for extension users on page 137
o Schedules — best practices on page 141

Phone profiles

This section includes the following tasks:

« Viewing phone profiles on page 126
« Changing the background image on page 126

Viewing phone profiles

Each supported phone model has a phone profile.

1. Goto Phone System > Profile > Phone.

2. The table lists all the phone profiles for the supported phone models. The first section includes the current models.

The More Phones section includes older phone models.

Changing the background image

You can customize the background image of FON-x80/x80B series and FON-W80B phones.

Make sure that the background image meets the following requirements:

 File format: JPEG
Ny * File sizes (width x height):
‘Q' ¢ FON-280B: 320 x 240 pixels
- e FON-380/380B: 480 x 320 pixels
- « FON-480/480B: 480 x 272 pixels
¢ FON-580: 480 x 272 pixels
¢ FON-W80B: 240 x 320 pixels

Go to Phone System > Profile > Phone.

Double-click a the profile that you want to edit.

Under Phone Image Setting, go to Background image and click Change.
Locate and select the image that you want to upload.

o bd-=
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5. Click Open.
6. To save the updated phone profile, click OK.

7. All phones using this profile need to be updated. To complete the update, go to System > Maintenance > Phone
Maintenance Job.

8. Click New > Configuration update.
9. Enter a Name for this update.

10. Selecta Schedule.

11. Click Create.

Emergency numbers

This recipe guides you through the process of establishing an emergency contact number on FortiVoice for your
company or organization.

An emergency call, such as 911 in North America, is first routed to a Public Safety Answering Point (PSAP). The PSAP
will look up the Automatic Number Identification (ANI), or calling number, from the Automatic Location Information
Database (ALl database) to determine the caller’s physical address. The PSTN service provider updates the ALI
database when a customer subscribes to its trunk service. A record in the AL| database is a mapping between a phone
number (or trunk) and its physical address.

For each emergency call, FortiVoice is responsible for setting the correct ANI for the PSAP.
This recipe includes the following topics:

o Creating a message group on page 127

» Configuring the emergency number on page 128

» Configuring an outbound dialplan for emergency calls on page 130
« Configuring an emergency zone profile on page 133

» Configuring the emergency caller ID on page 137

Creating a message group

If an extension user dials the emergency number such as 911, FortiVoice can notify a group of users (message group)
by sending a popup text message or an audio message to extension users.

If you want an emergency zone profile to include an emergency message group number, perform the following steps:

1. Goto Extension > Group > Message Group.
2. Click New.
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Message Group

Enabled ©

Name: ‘ ‘

Number: ‘ | (V)

Display name: ‘ ‘
Message type: @ [Text..]
O [Audio...]

Description: [

1. In Name, enter a unique name for the group.

2. In Number, enter the message group number. This is the number that, once dialed, will send a text or audio
message to all the extensions in the group.

3. In Display Name, enter the name displaying on the phone extensions of the group, such as HR.

4. In Message type, select to send a a Text or an Audio message. Fill in the fields, as required and click OK.
Here is an example of a text message displayed on a phone screen:

911 ALERT EMERGENCY Il!
Initiated from Tom Davidson (ext 3012)

| Department: CC_Support
Located at cubicle near fax machine
04/29/22 9:39:21 AM EDT

5. Click Create.

Configuring the emergency number

Configure the emergency number and contact details on FortiVoice for your company or organization.

1. Goto Phone System > Setting > Location.
2. Select the appropriate Country/Region (in this example, United States of America).

3. Select a Country/Region. With this selection, the following fields automatically update. You can edit any of them, if
required.

+ Emergency number
» Long-distance prefix
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 International prefix

Ay
‘9' Take note of the Outside line prefix. Internal callers need to append this prefix to the
- configured emergency number (in this example, 9 911).

e Outside line prefix
4. Check with your PSTN service provider and update the Area code.
5. Configure the remaining settings, as required.

Location Option Custom Message Miscellaneous
|C0untrw‘Reg'|on: United States of America -

Emergency number: 911 o+ -

Long-distance prefix: 1 &

International prefix: 011 &

QOutside line prefix: 9 &

Area code: 408 4 @ Required when dialing local numbers
Main display name: Fortinet Technologies

Main number:

Default prompt language: English * 4+ =
Default emergency zone: default | + B
Default time zone: (GMT-8:00)Pacific Time(U5&Canada) -

Contact Information

Emergency Setting

Apply Cancel

6. Expand Contact Information and enter contact details to associate with the emergency number.

IEI Contact Information

Contact email: abo@xyz.com
Contact phone: 4085551234
Address: 899 Kifer Road
City: Sunnyvale

State /Province: | CA 94086

7. Expand Emergency Setting, select Send Alert Email and enter Emergency contact emails as necessary.
The email addresses specified here will receive an alert email any time an emergency call is made, including the
location of the caller and the time of the call.

8. Enter an Emergency barge number, if you want FortiVoice to call that number and conference in that extension on
the emergency call.

9. Selectan Emergency message group number, if you want FortiVoice to call that number and send a text or audio
message, as configured. We are using 91100 (Emergency) as an example. For information about message groups,
see Creating a message group on page 127.
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& Emergency Setting

Do Nothing EEELGFA a4 3 ET]

Emergency contact emails: | abc@abed.com

def@abcd.com

Customize Email Template...

Emergency barge number:

Emergency message group number: | $1100 (Emergency)

10. To save the changes, click Apply.

Example email

An emergency number has been called,
Status: Success
Emergency CallerlD: 13438826013

Original Caller:  "Kanata" <1000>
Dialed Number: <933>

Called On: Mon, 11 Sep 2023 17:10:07 -0400

Via Trunk: FortiCall

Extra information

Address: 16 Fitzgerald Rd
City: Nepean

State / Province: Ontario
Contact email:

Contact phone: 6136136134

Contact name: Fortinet Technologies

Configuring an outbound dialplan for emergency calls

Configure an outbound dialplan to set up how to route emergency calls.

Before you begin

Configure one or more trunks that you want a 911 call to use:

a. Goto Trunk > VolP > SIP.

b. Update the fields. If you needs more information, see the Setting up VolIP trunks section in the FortiVoice Phone

System Administration Guide.
Procedure steps

1. Goto Call Routing > Outbound > Outbound.

There is a default emergency dial plan available. This dialplan ensures that the FortiVoice unit bypasses privilege
checks and grants the highest priority to all emergency calls.
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2. To edit the emergency dial plan, double-click the emergency row.

Outbound Office Peers

= + New... |i Clone... E Edit... E{ Delete | 4 Move - XTest -

&« < 12 |/ 1 > » Pagesize:| 50 Selected: 1 /2
Enabled Name Pattern Match CID Call Handling
r() emergency 911; ~
O outgoing_default 9INXC; 01INX;

Make sure that Emergency Call is enabled.

Leave Caller ID Match and Dialed Number Match unchanged, as you do not want to impose any kind of
restrictions to who can make an emergency call.

Under Call Handling, click New.

You can select and schedule the type of trunk that you want a 911 call to use. To assist you with the call handling

configuration, here are two examples (using pri1 and line1 trunks):

a. Example 1: Create two call handling schedules. During business hours, set the dialplan to use the pri1 trunk
and off-business hours, use the line1 trunk.

Call Handling

Schedule: business_hour (| + &
Action: Allow -
Qutgoing trunk: pril (sip-peer) | E
Caller ID modification: | --None-- | |+ E
Warning message: --None-- * 1+ E
Delay: 0 2 | (Seconds)

Call Handling

Schedule: after_hour | + =
Action: Allow -
Qutgoing trunk: line1 (sip-peer) - | E
Caller ID medification: | --None-- v |+ E=
Warning message: --None-- * 1+ E
Delay: 0 2 | [Seconds)
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Dialplan Outbound

Enabled ©
Name:

Emergency Call | @]

E3 Caller ID Match

emergency

& Dialed Number Match

& CallHandling

[#iEdit..  #+ Move v | Tif Delete
Schedule Trunk

business_hour pril

after_hour linel

Caller IDmodificati.. Wamming Message

Account Code

Total: 2

Cancel

b. Example 2: Create two call handling schedules. Both pri1 and line1 trunks can be used anytime. If for some
reason, the pri1 trunk is unavailable, then the 911 call can use the line1 trunk.

Call Handling
Schedule: | any_time v|
Action: | Allow v|
Qutgoing trunk: | linel (sip-peer) - |
Caller ID modification: | --None-- v |
Warning message: --None-- -

Delay: (Seconds)

Call Handling
Schedule: | any_time v|
Action: | Allow v|
Outgoing trunk: pril (sip-peer) -
Caller 1D medification: --None-- -
Warning message: --Mone-- -

Delay:
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Dialplan Outbound

Enabled O
Name: emergency

Emergency Call O
E3 Caller ID Match

£ Dialed Number Match

& CallHandling

+ New... B Edit.. 4 Move » Tﬂ[ Delete Total: 2
Schedule Trunk Caller ID modificati.. Warmming Message Account Code
any_time pril ~
any_time linel v

o/ @ Cancel

Configuring an emergency zone profile

Configure an emergency zone profile to assign the same emergency settings (including the caller ID) to multiple user
extensions located in one office building.

If an office location has a few extension users only or an extension user is at a remote location (such as working from

home), then assign an emergency caller ID instead of using an emergency zone (see Configuring the emergency caller
ID on page 137).

This section includes the following tasks:

« To configure an emergency zone profile on page 134
« To assign an emergency zone profile to an extension on page 136
» To assign an emergency zone profile to multiple extensions on page 136
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To configure an emergency zone profile

1. Goto Phone System > Profile > Emergency Zone.
2. Click New.

Emergency Zone Profile

Name: (V]
Primary Caller 1D:
Secondary Caller ID:
DID callback type: None -
Description: (£
& Setting
Do Nothing LA Eled 3, ET
Emergency contact emails: ==

Emergency barge number:

Emergency message group number: | --None-- hd

& Contact Information

Contact:

Contact email:
Contact phone:
Address: =
City:

State /Province:

& Dynamic Network Match @ ]

Network location match: | IP mask -

IP/Netmask: 0.0.0.0 /10

Cancel

3. Enter a Name for this profile.

4. Enter a Primary Caller ID to display on the destination phone when the extension user dials the emergency
number, such as 911. FortiVoice relays this caller ID to the PSAP, 911 emergency services.

5. Enter a Secondary Caller ID to display on the destination phone when the extension user dials the emergency
number, such as 911. FortiVoice can relay this caller ID to the PSAP when there are simultaneous emergency calls

from the same emergency zone. For example, extensions A and B dial 911 at the same time or a few seconds apart.

On the destination phone, the primary and secondary caller IDs show for extensions A and B, respectively.
6. Selecta DID callback type to handle how to route the inbound callback from an emergency operator.

a. None: FortiVoice follows the inbound DID mapping.

b. Default Extension: FortiVoice calls the extension that you specify in Default DID extension.

c. Emergency Caller: FortiVoice calls the extension of the emergency caller. FortiVoice keeps this extension in
memory for the time period specified in DID callback hold time (see Phone System > Setting > Location,
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Emergency Setting). If the emergency operator calls back after the DID callback hold time has expired,
FortiVoice uses the inbound DID mapping to route the call.

7. Optionally, enter a Description for this profile.
8. Expand and update the Emergency Setting section:
a. Do Nothing: If you do not want FortiVoice to send an alert email when an emergency call is made, select this
option.
b. Send an alert email: If you want FortiVoice to send an alert email when an emergency call is made, select this
option and enter one or more Emergency contact emails. To add more addresses, click +.

Example email

An emergency number has been called,
Status: Success

Emergency CallerlD: 13438826013

Original Caller:  "Kanata" <1000>

Dialed Number: <933

Called On: Mon, 11 Sep 2023 17:10:07 -0400
Via Trunk: FortiCall

Extra information

Address: 16 Fitzgerald Rd

City: Nepean

State / Province:  Ontario

Contact email:

Contact phone: 6136136134

Contact name: Fortinet Technologies

c. Enteran Emergency barge number. This is the extension number of an authorized user. When an ongoing
emergency call is in progress, the phone of the authorized user also rings. This user can listen to the call and
talk, if necessary.

d. Ifyou have previously created a message group, then select itin Emergency message group number. \When
extension users of this emergency zone profile dial this number to make an emergency call, FortiVoice will
notify all users in the group. For information about the message group creation, see Creating a message group
on page 127.

In Contact Information, enter the contact details to associate with this profile.

Make sure to use the same physical address that you have shared with your carrier.
FortiVoice includes this contact information in email alerts. However, FortiVoice does not

send this contact information to the PSAP or the carrier.

10. When you enable Dynamic Network Match, you allow FortiVoice to identify where the phone of the emergency
caller is on the network. When a phone user calls an emergency number, FortiVoice checks where the calling phone
is and assigns a matching emergency zone profile to the phone. This assignment is useful when phone users move
their phones to different places on the network.

When you enable Dynamic Network Match, make sure to complete the following requirements:
« Fillin the Network location match settings. See a. to d. below.
» Setthe Emergency zone type as Dynamic in To assign an emergency zone profile to an extension on page
136.
a. Network location match: Select either IP mask or IP range.
b. IP/Netmask: If you selected IP mask as the Network location match, enter the IP address and netmask.
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c. Start IP: If you selected /P range as the Network location match, enter the start IP address.
d. End IP: If you selected IP range as the Network location match, enter the end IP address.
11. Click Create.

To assign an emergency zone profile to an extension

1. Goto Extension > Extension > IP Extension.
2. Double-click the extension that you want to edit.
3. Under Device Setting, make the following choices:

a. If you enabled Dynamic Network Match in the Emergency Zone Profile, then select Dynamic as the
Emergency zone type.

b. Selectthe Emergency zone.

IP Extension
Enabled ©
Number: as01 (]
User ID: 8601
Display name: | John Coleman [+] m
Description: B [Edit Preference...]
Device Setting MZED softFortiFone  Auxiliary Phone  SLA
Type: FortiFone hd
P Status: L]
Device: e0:23:ff:ae:6a:56 + E = P
Phone model: FortiFone-380 Phoneinfo:  Fortinet FON-3803.0.19.310
SIP settings: sip_phone_setting_default * + E
Phone profile:  Default-FortiFone-380
Emergency zone type: Dynamic
i [View SIP Configuration...]
Emergency zone: default hd [Device Status. ]
Programmable keys: 380-SLA-primary v + E Qq

[Advanced...]

User Setting Web Access ~ Phone Access

Cancel

4. Click OK.

To assign an emergency zone profile to multiple extensions

For information about performing a batch edit to assign an emergency zone profile to multiple extensions, see Editing
extension main device settings on page 85.
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Configuring the emergency caller ID

If an office location has a few extension users only or an extension user is at a remote location (such as working from
home), then assign an emergency caller ID instead of using an emergency zone.

When the extension user makes a 911 call, the destination phone displays the emergency caller ID.

For more information about the caller ID hierarchy, see Caller ID modification hierarchy for emergency calls on page 62.

1. Goto Extension > Extension > IP Extension.
2. Edit an extension or create a new one.

3. Go to Display name and click u to expand.

4. In Emergency caller ID, enter the caller ID to display on the destination phone when the extension user dials the
emergency number.

5. Click OK or Create, as applicable.

IP Extension
Enabled ©
Number: 8601 [}
User ID: 8601
Display name: John Coleman |§|
[Edit Preference...]
External caller 1D: (e.g. John Doe <55551234>)

Emergency caller ID: | John Coleman, xyz Street
Voice DID Number: B
Fax DID Number: &

Description: [E]

LDAP authentication configuration for extension users

The FortiVoice unit works with an LDAP server (such as MS Active Directory or OpenLDAP) to authenticate extension

users accessing the unit. This recipe guides you through the process of configuring LDAP authentication on the
FortiVoice unit for extension users.

This recipe includes the following tasks:

o Creating an LDAP profile on page 137
» Configuring an LDAP connector on page 139
» Applying the LDAP profile to an extension on page 140

Creating an LDAP profile

Go to Phone System > LDAP > LDAP Profile and click New.

Enter a Profile name.

Set Server name/IP to the FQDN or IP address of the LDAP server.

Set Port to the port that the LDAP server will use to communicate with the FortiVoice unit.

PoOobd-=
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10.

1.

12
13.
14,

15.

The default port number varies by your selection in Use secure connection. Port 389 is typically used for non-
secure connections and port 636 is typically used for SSL-secured connections.

Optionally, set a Fallback server name /IP and Port. Enter the fully qualified domain name (FQDN) or IP address
of an alternate LDAP server that the FortiVoice unit can query if the primary LDAP server is unreachable.

The default port number varies by your selection in Use secure connection. Port 389 is typically used for non-
secure connections and port 636 is typically used for SSL-secured connections.

Set Use secure connection to None or SSL.

Set Base DN to the distinguished name (DN) of the LDAP directory tree within which the FortiVoice unit will search
for user objects, such as ou=People, dc=example, dc=com.

Set the Bind DN of an LDAP user account who has permissions to query the base DN, such as
cn=FortiVoice,dc=example, dc=com.

This field may be optional if your LDAP server does not require the FortiVoice unit to authenticate when performing
queries.

Enter the Bind password of the Bind DN, if applicable.
Under User Authentication Options, enable one of the following:

« Try Common Name with Base DN as Bind DN: Enable to form the user’s bind DN by prepending a common
name to the base DN. Also enter the name of the user objects’ common name attribute, such as cn or uidinto
the field.

« Search User and Try Bind DN: Select to form the user’s bind DN by using the DN retrieved for that user.
« To automatically populate the LDAP user query field, select a Schema other than User Defined.
* In Scope, select which level of depth to query.
« In Derefer, select the method to use, if any, when dereferencing attributes whose values are references.

For more information about configuring the LDAP query filter and schema required for this option, see the
Configuring authentication options section in the FortiVVoice Phone System Administration Guide.

Under Advanced Options, enter a Timeout in seconds that the FortiVoice unit will wait for query responses from
the LDAP server.

Set Protocol version to the protocol used by the LDAP server.

To cache LDAP query results, click Enable cache.

Set TTL to the number of minutes that the FortiVoice unit will cache query results. After the TTL has elapsed,

cached results expire, and any subsequent request for that information causes the FortiVoice unit to query the
LDAP server, refreshing the cache.

If caching is enabled, but queries are not being cached, review the value entered for TTL. Settinga TTL of 0
effectively disables caching.

Click Create or OK.
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LDAP Profile
Profile name: LDAP-profile
Server name/IP: 192 168.1.2 Part: | 389 S
Fallback server name/IP: Port: | 339 ]
Use secure connection: m S5L | [Test LDAP Query..]
Base DM: ou=People dc=example,dc=com
Bind DM: cn=FortiVoice,dc=example dc=com
Bind password: [EBrowse. ]

B user Authentication Options

Try Common MName with Base DM as Bind DM

Search User and Try Bind DM

LDAP userquery: (mail=%m) [ Schema
Scope: Subtree v
Drerefer: Mever -

B Advanced Options

Timeout (seconds): | 10 B

Protocol version: LDAP Version 3 -
Enable cache | @

TTL (minutes): 1440 |

Configuring an LDAP connector

If your LDAP server has contact or extension information, you can configure an LDAP connector to retrieve this
information and add it to the contact and extension lists on the FortiVoice unit.

Prerequisite

Before starting to configure an LDAP connector, make sure to complete the steps in Creating an LDAP profile on page

137.

Procedure steps

1.

o oD

Go to Phone System > LDAP > LDAP Connector.

Click New > Extension Connector or Contact Connector.
Enter a Name for the LDAP connector.

Select an LDAP profile. This action auto-populates the fields.

Select a Schema that defines the rules to govern the types of data that the LDAP server can hold. This option
appears after you select the LDAP profile. If you select Active directory or Open LDAP, the fields under Search
Criteria and Mapping are populated. However, you can change them as needed.

In the Search Criteria section, you can use the auto-populated search attributes or enter your own search
attributes for the data that you want the FortiVoice unit to retrieve from the LDAP server:

« Search base: Enter or browse for the location in the LDAP directory tree where the search for contacts or
extensions begins.
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« Search filter: Enter the complete query filters.

« Scope: Select the LDAP search scope indicating the set of entries at or below the Base DN that may be
considered potential matches for a SearchRequest.

« Max results: Enter the maximum number of contacts or extensions that you want to allow the LDAP connector
to get. If you leave the value as 0, then the search will include an unlimited number of contacts or extensions,
as applicable.

7. The Mapping section enables the FortiVoice unit to convert the data retrieved from the LDAP server in to the
FortiVoice extension or contact list, as applicable. If you want to choose an attribute from your LDAP server, click
the Retrieve LDAP attribute icon (& ) beside each field.

8. Inthe More section, you can use the auto-populated attribute data or enter the attributes used by your LDAP server.
If you want to choose an attribute from your LDAP server, click the Retrieve LDAP attribute icon (& ) beside each
field.

« Time zone: This field is visible when you create an extension connector, not a contact connector.
« Add entry: Use this option to configure the new time zone attribute retrieved from the LDAP server.

« Fixed: Select the time zone from the list. This value does not update when the FortiVoice unit
synchronizes with the LDAP server.

« Sync: The current time zone value will be updated when the FortiVoice unit synchronizes with the
LDAP server.

« Update entry: Use this option to configure the existing time zone attribute on your FortiVoice unit.

« Skip: The current time zone is ignored and will not be updated when the FortiVoice unit synchronizes
with the LDAP server.

» Sync: The current time zone value will be updated when the FortiVoice unit synchronizes with the
LDAP server.

« Voicemail PIN: This field is visible when you create an extension connector, not a contact connector.
« Add entry:Use this option to configure the new voicemail attribute retrieved from the LDAP server.

« Fixed: Enter a voicemail PIN. This value will not be updated when the FortiVoice unit synchronizes
with the LDAP server.

« Sync: The voicemail PIN will be updated when the FortiVoice unit synchronizes with the LDAP server.

« Generate: Select to let the system generate a voicemail PIN. This value will not be updated when the
FortiVoice unit synchronizes with the LDAP server.

« Update entry: Use this option to configure the existing voicemail PIN attribute on your FortiVoice unit.

« Skip: The current voicemail PIN is ignored and will not be updated when the FortiVoice unit
synchronizes with the LDAP server.

» Sync: The current voicemail PIN value will be updated when the FortiVoice unit synchronizes with the
LDAP server.

9. In Schedule, you can specify when you want the FortiVoice unit and your LDAP server to synchronize.
10. Click Create.

11. To view the contact list of the LDAP contact connector, go to Phone System > LDAP > LDAP Contact.
12. To view the extension list of the LDAP extension connector:

a. Goto Extension > Extension > IP Extension.

b. SelectFilter > Source > LDAP.

Applying the LDAP profile to an extension

You can configure an extension with LDAP as the authentication type used to access the user portal and softclient for
mobile or desktop devices.

Prerequisite
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Before applying the LDAP profile to an extension, make sure to complete the steps in Creating an LDAP profile on page
137.

Procedure steps

Go to Extension > Extension > IP Extension and click New, or edit an existing extension.
Under User Setting, in the Web Access tab, set Authentication type to LDAP.
Select an LDAP profile to apply to this extension.

During the creation of the LDAP profile, you selected an user authentication option. The choice you made dictates
how to fill in the Authentication ID field:

« Ifyou selected Try Common Name with Base DN as Bind DN, then update the Authentication ID field to
match the common name attribute (example, uid) that you entered in the Common name ID field of the LDAP
profile. Example: jdoe.

« Ifyou selected Search User and Try Bind DN, then leave the Authentication ID field empty.

5. Click Create or OK.

o bN-=

Schedules — best practices

Each schedule you create can be used within the call handling of the FortiVoice to direct calls during various times of the
day, such as your business hours, after hours and holidays. Schedules can easily be edited to change hours, include
specific days with modified hours, or even add new holidays.

Schedules are used for handling calls in the following features:

e Inbound call handling

o Outbound call handling

» Extension call handling

« Ring groups call handling

« Virtual number call handling

As schedules for these features are all added in the same way, this best practice covers an efficient way to create three
schedules and how to edit them that works for most businesses.

This section includes the following recipes:

» Creating schedules on page 141
o Configuring call handling with schedules on page 149

Creating schedules

FortiVoice has two methods for creating a schedule, Calendar and Standard, both of which are used to create the
schedules outlined within this recipe. FortiVoice contains three example schedules (business_hours, after_hours, and
holiday) and a schedule called any_time which can be used to handle calls for any time that is not configured within a
separate schedule. As a best practice, the following is recommended:

» Create a Standard schedule to handle your holidays.
» Create a Calendar based schedule for your business hours.
« Use the any_time schedule to handle time outside of business hours.
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A holiday schedule should use the Standard based schedule, which allows for the quick addition of holidays. The
holiday schedule will run for the entire day so no time ranges are required.

By default, FortiVoice uses a schedule called any_time to handle hours that have not already been configured within a
schedule. For example, if you have a business hours schedule for 10 AM to 6 PM but no other schedule created, the
hours outside that schedule (6 PM to 9 AM the next day) will be handled by the any_time schedule.

To add holiday dates in a Standard based schedule:

1. Goto Phone System > Profile > Schedule and click New.
2. Enter a Name (in this example, Custom_holiday), set Mode to Standard, and click Create.

Schedule

Mame: | Custom_holiday

hMode: Standard pesl=hElS

3. After creating the schedule, select it the list and click Edit.
4. Expand Holiday and click New.
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Schedule

MName: custom_holiday

8 WeekDay
Day AM Schedule
PPMon 9 w: 0 wito 12 v: 0 «
PTue 9 w:0 wito 12 v: 0 w
P Wed 9 w:0 wito 12 v: 0 v
P Thu 9 w:0 wto 12 v: 0
P 9 w:0 wio 12 w: 0 w
Psat 9 w: 0 vio 12 v:0 w
Psun 9 w: 0 wio 12 v:0 w

B Holiday

+ New. | [FEdit.. | Delete

5. Select the Date and enter a Description, and click Create.

Holiday

Date: 02/17/2020
Description: Family Day #

The new holiday is added to the list.
6. Click OK.
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B2 Holiday
+ New...
Date Description
2020-02-17 Farnily Day

#ll8 Cancel
To create a Calendar based schedule for your business hours:
1. Goto Phone System > Profile > Schedule and click New.
2. Enter a Name (in this example, Custom_business), set Mode to Calendar, and click Create.
Schedule
Mame: | Custom_business
Mode: = Standard Q] glsETs
O-E-N  Cancel
3. After creating the schedule, select it from the list and click Edit.
4. You will be presented with the calendar view. Click New.
Schedule
October 2019 - & Refresh
Sun Mon Tue Wed Thu Fri  Sat EEE
October 2019 < |
Sun Mon Tue Wed Thu Fri Sat
13 14 15 16 17 18 17 1 2 K] 4 5
<] 7 g g 10 11 12

Close

5. Enter aTitle, a Start time, and an End time. These are your business operation hours (in this example, 10 AM to 6
PM). Then click None next to Recurrence to configure a recurrent frequency.
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Calendar Event

Title: open-hours
Start time: 2019/10/09 10 =|:| 0 =
End time: 2019/10/09 12 w|:| 0 =

All day event »

Recurrence; |MNone..

Description:

6. Setthe following Recurrence Setting. In this example, an indefinite weekday-only schedule that occurs every
week.

7. Click OK, and then Create.

Recurrence Setting

Recurring frequency: weekly hd

Recurring every: 1 v week

Recurring on: ® Sunday © Monday & Tuesday O Wednesday
& Thursday & Friday @Saturday

Recurring start: 2020-04-17

Recurring end: Until
m Cancel

The calendar view shows the business hours schedule automatically populated for each day that was selected.
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Schedule
1 2 3 4 3 -
October 2019 < = today
] 7 5 9 14 11 12
Sun Mon Tue Wed Thu Fri Sat
13 14 15 16 17 18 17 i P & 4 5
20 21 22 23 29 25 26
27 28 29 30 a1
<] 7 g g 10 11 12

1 19

3 14 15 16 17 18
1600 oper-hours | 10:60 open-hours | 16:00 openchours (16260 open-hours (10200 opan-hours |

Close
To define different hours for the weekend:
In this example, weekends will be defined as reduced-hour workdays.
1. Within your existing business calendar, click New.
Schedule
Qctober 2019 & Refresh
Sun Mon Tue Wed Thu Fri Bat E B E
1 2 3 4 3
October 2019 < > today
] 7 5 9 14 11 12
Sun Mon Tue Wed Thu Fri Sat
13 14 15 16 17 18 17 i 2 & 4 5
<] 7 g g 10 11 12
110:00 open-hours | 16:00 open-hours | 10:00 open-hours |
Close

2. Enter aTitle, a Start time, and an End time. This is your reduced operation hours (in this example, 10 AM to 2 PM).
Note that the date shown here is today/the day you are creating this schedule, and happens to be a weekday. Leave
this as itis. Then click None next to Recurrence to configure a recurrent frequency.
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Calendar Event
Title: weekend-hours
Start time: 2019/10/09 Ww:0 =
End time: 2019710709 14 =|:| 0 =

All day event »

Recurrence:; |None..

Description:

3. Setthe following Recurrence Setting. In this example, an indefinite weekend-only schedule that occurs every
week. Note that Recurring start is greyed-out, and is again set to today. This does not matter, as only the days

specified in the Recurring on fields will be affected by this schedule.
Click OK, and then Create.

Recurrence Setting

Recurring frequency: weekly hd

Recurring every: 1 v |week

Recurring on: @ Sunday ® Monday P Tuesday O Wednesday
(® Thursday O Friday & Saturday

Recurring start: 2020-04-17

Recurring end: Until

m Cancel

The calendar view shows the newly created weekend hours automatically populated alongside the regular business

hours.
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Schedule

October 2019 < > today

Sun Mon Tue Wed Thu Fri Sat
13 14 15 16 17 18 17 i P & 4 5

20 21 22 23 24 25 16

27 28 29 3p 31

12

g g 10 11
10:00 open-hours | (10200 open-hours (1000 open-hours [ 1000 weakend-hors|

. . . - . .
10:06 weekend-hours | 10:00 open-hours | 1000 open-fiours | [10:00 open-hours | 10260 open-hours | (1006 openhours | 10:60 weekend-hours|

Close

To define unique hours for a specific date:

The benefit to using calendar-based schedules is that they are perpetual schedules that can be easily edited. For
example, you may want to edit your business hours for one specific date.

1. Goto Phone System > Profile > Schedule and edit your existing calendar-based business schedule.
2. Click the calendar event on the date that you would like to edit (for example, this coming Friday, October 11th).
Be sure to click the event itself and not the area surrounding the event, otherwise a new event will be created

instead.
Schedule
New.. &> Refresh
" October 2019 .t ~
o o o 25 EEEE
1 2 3 4 3
QOctober 2019 < > today
6 7 k3 9 10 11 12
Sun Mon Tue Wed Thu Fri Sat
13 14 15 16 17 18 19 1 2 3 4 5
20 21 22 23 29 25 26
27 23 29 a0 a1
<] 7 g 10 11 12

Close

3. Change the hours as necessary, and click OK. In this example, the End time has been reduced from 6 PM to 2 PM.
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Calendar Event

Title: open-hours
Start time: 2019710711 10 *: 0 -
End tirme: 2019710711 14 »: 0 -

All day evert B
Recurrence: Weekly..

Description:

4. Before the new time can take effect, set Select Event Range to Current event only, meaning that only this
specific day will be affected. Click OK.

Recurrence 5ettings

Select Event Range Nallgamatusaivl Future events {including the current event] = All events

Cancel

Configuring call handling with schedules

When you have schedules ready to use, they can be added to the call handling of any of the FortiVoice features. As the
configuration for adding a schedule is the same for all features, one call handling example will be used for inbound calls.

In this example the schedules will be put in a specific order as the FortiVoice checks schedules in the list from first to last.
The order of the schedules will be:

o Custom_holiday: Checked first to see if the calls are coming in during a scheduled holiday.
o Custom_business: Checked second to ensure the call is coming in during scheduled business hours.
« Any_time: Checked last to handle any calls that fall outside of the business hours.

To configure inbound call handling with a schedule:

1. Goto Call Routing > Inbound > Inbound.
2. Selectyourinbound call routing rule and click Edit.
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3. Under Call Handling click New.

Inbound Dialplan

Name: incoming_default

Enable @

2 From Trunk

£ Dialed Number Match
2 cCallerID Match

£ Caller ID Modification
(-]

Call Handling
Action type: | Endpoint Action hd

o New.. || [} Edit.. 4+ Move v T Delete

Schedule Action Target

Cancel

4. Set Schedule to the holiday schedule, and set an appropriate Action to perform on holidays. Click Create.

Call Handling

Schedule: custom_holiday hd
Action: GotoVoicemail -
Voicemail: | 247 (247) Reception * 4+ &

Cancel

5. Click New to create a second Call Handling action.
6. Set Schedule to the business schedule, and set an appropriate Action to perform during business hours. Click
Create.
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Call Handling
Schedule: business_hour -
Action: Play Announcement -
Announcement: | welcome_default * + B

(0CECl  Cancel

7. Click New to create a third Call Handling action.

8. Set Schedule to the default any_time schedule, and set an appropriate Action to perform outside of business
hours. Click Create.

Call Handling

Schedule: | any_time hd
Action: Dial Extension v
Mumber: MainTAC (1201) MainTAC (Virtualkh~+ 4+ [#&

9. Click OK to finish the inbound dial plan configuration.
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This section contains information about establishing and maintaining a secure phone system.
When developing a secure network topology for your FortiVoice phone system, make sure to:

« Include a FortiGate next-generation firewall.

« Verify that your FortiVoice phone system has the latest software to take advantage of the latest features and
enhancements that are available to you. For information about installing the latest firmware, see the Installing
firmware section in the FortiVoice Phone System Administration Guide.

This section includes the following recipes:

» Detecting the security risks on page 152

« Changing the default external access ports on page 154
« Changing the default passwords on page 155

« Disabling recommended features on page 159

« Configuring additional settings on page 160

o Monitoring and reporting on page 165

Detecting the security risks

This section describes how to detect the security risks and take actions to secure the FortiVoice phone system.

Monitor > Log > Voice provides the window to investigate the security risks. It displays the phone call activities
between your FortiVoice unit and other PBXes. The "sip authentication fails" messages shows the IP addresses that
have failed to obtain the authentication from your FortiVoice unit and some of these IP addresses might be security risks.
Depending on the configured threshold, the FortiVoice unit will block the IP addresses if their number of attempted logins
have reached the set threshold. Meanwhile, the alert email is sent out. See Setting the authentication failure parameters
on page 153.

Voice log example:

="= FortiVoice 2000F FortiVoice

=--
@ Dashboard System  Generic Fax  Queue  Hotel  CallCenter  Phone Configuration
I‘! Monitor ¥ o — . . . P
s @ \iew.. Search = List Level:| Information *| « < 151 |/ 499 > | » Pagesize:| 100 w|
Phone System
Extension%Device 2021-03-14.00:(
Call History # Date Time Message
Call Report 1 2021-03-23 17:29:22.762 sip authentication fails: Failed to authenticate device <unknown=, remote addr: 192.168.20.2
o 2 2021-03-23 17:29:22.740 sip authentication fails: Failed to authenticate device <unknown=, remote addr: 192.168.20.2
3 3 2021-03-23 17:24:22.704  sip authentication fails: Failed to authenticate device <unknown=, remote addr: 192.168.20.2
Directory 4 2021-03-23 17:24:22.681 sip authentication fails: Failed to authenticate device <unknown =, remote addr: 192.168.20.2
LT 5 2021-03-23  17:19:22644  sipauthentication fails: Failed to authenticate device <unknown>, remote addr: 192.168.20.2
Storage 3 2021-03-23 17:19:22.623  sip authentication fails: Failed to authenticate device <unknown=, remote addr: 192.168.20.2

To send alert emails, enter the email address in Log & Report > Alert > Configuration and enable the Massive SIP
authentication failure option in Log & Report > Alert > Category.
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You may take actions after receiving an alert email. See Reviewing blocked SIP device IP addresses on page 153.

Alert email example

From: noreply-fuc-srv@example. com|

Sent: Friday, July 31, 2020 9:54 AM

To: admin@example.com

Subject: Possible brute-force attack: 71 SIP authentication failures between Fri, 31 Jul 2020

--PBX (fvc-ott-master | ) alarm --

POSSIBLE BRUTE-FORCE ATTACK

There were

71 SIP authentication failures

between Fri, 31 Jul 2020 05:53:05 -0400 and Fri, 31 Jul 2020 09:54:05 -0400

Setting the authentication failure parameters

You can use the CLI to set the authentication failure parameters.

config security sip-authentication-failure
set threshold
set interval
set max-notification

end

CLI command Description

config security sip-authentication- Use this command to configure SIP authentication failure parameters.

failure

set threshold Set the threshold for blocking IP addresses from logging in to the FortiVoice
Phone System and sending an alert email. The default is 50 attempted logins per
minute.

setinterval Set the time interval to check the phone call activities.
The default is 60 seconds.

set max-notification Set the maximum notification emails to send after the threshold is reached.

The defaultis 100.

Reviewing blocked SIP device IP addresses

The FortiVoice unit automatically blocks IP addresses of the SIP devices that initiate the attacks against any extensions
based on the thresholds and parameters set.

For blocked IP addresses, you may select an IP address to delete it, add it to the exempt list if it is wrongly blocked, and
view its blocked history.
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For auto exempt IP addresses, you may select an IP address to delete it if you find it suspicious.
To view the blocked IP addresses, go to Monitor > Security > Blocked IP.

To view the exempted IP addresses, go to Monitor > Security > Auto Exempt IP.

Changing the default external access ports

SIP communication commonly uses TCP or UDP port 5060 and/or 5061. Port 5060 is used for nonencrypted SIP
signaling sessions and port 5061 is typically used for SIP sessions encrypted with Transport Layer Security (TLS).

Al
‘Q' Avoid changing any of the protocol ports to four digit numbers, such as 5065 or 5070, as those
- are used by other brands and are commonly scanned port numbers.

1. Goto System > Advanced > External Access.
2. You have the option to change the following SIP transport protocol ports:

« UDP: This is the default signaling port used for external extensions, VolIP trunking, and office peers. Choose a
five digit number.

« TCP: This is the default signaling port used for the FortiFone softclient. Choose a five digit number.

o TLS: This is the default port for SIP sessions encrypted with Transport Layer Security (TLS). Choose a five digit
number.

« WSS: WebSocket Secure is used to support the FortiFone desktop application. Choose a five digit number.
3. Additionally, you can configure the service external ports. Click Apply when finished.
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SIP Service Auto Provisioning

SIP server external hostname/|P address:

SIP Transport  Internal Pornts External Ports
uDP: 5060 1 5060
TCP: 5080 1 5060
TL5: 35061 1 5061
W55 2089 1 208eY

Other service external hostname/IP address:

Service Internal Ports External Ports
HTTP: &0 1 80
HTTPS: 443 : | 443
NTP: 123 p 123
TFTP: &9 :| &9
LDAP: 289 | 389
LDAPS: 636 1 636
(LDAP contact servics)

Apply Cancel

Changing the default passwords

Many of the default passwords are too simple and are therefore more susceptible to compromise. It is recommended to
take the time to change the default passwords to more secure passwords.

Administrator password

Establish a more secure administrator password on the system.

1. Goto System > Administrator > Administrator.
2. Select the admin account and click Edit.
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3. Click Change Password, enter and confirm a new password, and click OK.

Administrator

Enabled O

Administrator: admin
Email address:

Associate extension:

Access profile

Access mode: O cu

Auth type Local
Trusted hosts type: User defined
Trusted hosts: 0.0.0.0
Language: English
Theme: Green
Department only: »
Description: [

Administrator PIN

6010 (6010) Jackie Smith

super_admin_prof

v + B a
v + B
O cul @ RESTAPI
-
L T
v
v

(ol @ Cancel

The administrator PIN allows the owner of the PIN to change extension assignments and modes from any phone or auto

attendant.

1. Goto Phone System > Setting > Miscellaneous.
2. Under PBX Setting, enter a new Administrator PIN, and click Apply.

PBX Setting

Administrator PIN:

PBX identification: FOV2000000002202

Local authentication type: User Password Only -
Notification expiry (Hours): | 24 =
QR code expiry (Hours): 24 =
System block list »

Personal block list ©

Match personal contact >
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Call Bridge (DISA) account code

The Call Bridge Direct Inward System Access (DISA) feature allows callers to make outgoing calls from the auto
attendant. If enabled, configure this feature to use an account code.

1. Goto Call Feature > Auto Attendant > Auto Attendant.
Select an auto attendant and click Edit.

2
3. Under Advanced, enable Call bridge (DISA) and select the appropriate Account code, or create a new one.
4. Click OK.

& Advanced

Access voicemail

Dial local number

Allow recording of prompt sound file

»
L @)
Override schedule >
>
O

Call bridge(DISA) Account code: | local_bridge v &

Qutbound dialplans allowed for access: + ~1{0/2)

Business group: --None-- * |+ =

User voicemail PIN

The default user voicemail PIN is 123123. It is highly recommended to change this default PIN.

1. GotoPhone System > Setting > Option.

2. Under Default Setting, enter a new Default Voicemail PIN. Select either Specified and enter your own PIN or
Generated to generate a random PIN, and click Apply.

Default Setting

Default SIP user password: [JEEYEEICHN Specified

Default user password: Specified

Default Voicemail PIN: | Generated sesses : FOY

User ID prefix:

Default ring duration: 18 Fixed Automatically adjust ring duration for mobile client
Internal calls ring pattern: Default v

External calls ring pattern: Default v

Apply Cancel

Password and PIN policy

Set a secure password policy that requires upper and lower case characters and alpha numerical characters for
administrator passwords and SIP passwords.
1. Goto Security > Password Policy > Password/PIN Policy.

2. Enable Password/PIN Policy and configure the settings as required. Make sure to apply the password policy to the
appropriate users.
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3. Enabling PIN special allows the use of the * and # special characters.
4. Click Apply.

Password/PIN Policy Password Auditor

© password /PIN Policy

Password policy

Minimum password length: | 8 =
Password must contain © Upper-case-letter
© |ower-case-letter
@ Number (0-9)
& Non-alphanumeric
Apply password policy to © Adminuser
© sipuser
© User passwords

PIN policy
Minimum PIN length: | & =
PIN must contain & Number (0-9)
@O PIN special

Apply PIN policy to © Voicemail users

PIN expiration: Never -

Apply Cancel

Office peers

Authentication can be configured for inbound and outbound calls on office peer trunks.

1. Goto Trunk > Office Peer > Office Peer.
2. Select an existing office peer or create a new one.

3. Under Peer Configuration, expand Authentication and select one of the following options from the dropdown
menu:

« Symmetric: Both PBX devices will use the following information to form the office peer trunk and authenticate
each other. The defined User name and Password must be the same on both PBX devices forming the office
peer trunk.

« Asymmetric: Used to authenticate incoming and outgoing calls. Enter the Inbound user name, Outbound

user name, and Password. These settings must be the same on both PBX devices forming the office peer
trunk.
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Disabling recommended features

Many features are enabled by default to assist with the initial setup. After setup, however, we recommend disabling any
features that you feel are unnecessary.

Default configuration generation

After the initial setup, disable the Unassigned phone option. When you disable this feature, FortiVoice does not
automatically create a default configuration file when it receives a request from an unassigned phone.
1. Goto System > Advanced > Auto Provisioning.

2. Under Auto Provisioning, disable Unassigned phone. Automatic default configurations for unassigned phones
will no longer be generated.

3. Click Apply.

s5IP Service External Access Auto Provisioning

Auto Provisioning

& Enabled

(B Unassigned phone | (Generate default configuration for unassigned Desktop FortiFone)
Provisioning protocol: BB HT TP

TFTP service

Go to System > Advanced > Service, disable TFTP since it is not a secure protocal.

Vertical service codes

Disable any service codes that you do not use.

1. Goto Call Feature > Feature Code > Vertical Service Code.
2. Disable the codes that you will not be requiring, such as the following:
o **:Call bridge (DISA).
« *15: Reset the phone to be "unassigned" by admin.
« *16: Reset the phone to be "unassigned" by user.
« *47: Configure the phone to an extension by admin.
« *18: Configure the phone to an extension by user.
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Vertical Service Code Mid-Call/DTMF Code

[#i Edit..

oo«

Enabled...

ol®)

oMo J°NN NNelle

Configuring additional settings

In order to provide another level of protection beyond external abuse, there are a number of settings that you can enable

<

Code
“10
11
12
*15
16
17
*1G
411
50

% Pagesize: | 50 -

Deascription

Call bridge [Disa)

Check hot desk login status

Het desk user login

Hot desk user logout

Reset the phone to be 'unassigned' by adrmin
Rezet tha phone to be 'unassigned' by user
Configure the phone to an extension by admin
Configure the phone to an extension by user
Lokup narme directony from extension

Listen/Barge on a call

to protect the FortiVoice phone system from internal abuse.

This recipe includes the following settings:

« Call restrictions and common phones on page 160

« Interface access on page 161
o Guest provision protocol on page 162
» Prohibited prefixes on page 162

o Trusted hosts for administrators on page 163
« Trusted hosts for extensions on page 163

» Unused administrators on page 164
« Unused extensions on page 164

« Verify SIP user agent on page 164

« Blocking numbers on page 165

» Unassigned phones on page 165

Call restrictions and common phones

Restrictions can be put in place based on call types, such as blocking international or toll calls.

1. Go to Security > User Privilege > User Privilege.

2. Selecta user privilege and click Edit.
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3. Expand Call Restriction and configure the settings accordingly.

& Call Restriction

Allow international call: Forbidden -
Allow long distance call: Allowed with Personal Code A Set Area Code...
Local: Allowed hd
Internal: Allowed -

£3 Other Restricted Area Code

£ Miscellaneous

Extensions that are placed in common areas, such as store floors and kitchens, should have the highest restriction
levels, which include a PIN code to make calls.

4. Setthe appropriate call restriction to Allowed with Account Code, Allowed with Personal Code, or Allowed
with Account and Personal Code.

Interface access

Any access methods that are not being used on the FortiVoice device should be disabled.

1. Goto System > Network > Network.
2. Selectan interface and click Edit.
3. Under Advanced Setting, disable any unused Access protocols.

Interface

Interface name: port4 (00:03:2d:44:356:71)
Type: Physical

B Addressing Mode

IP/Netmask: 10.100.101.1 /|24

|Pv&/Metmask: i /10

i

|§| Advanced Setting

Access

B HTTPS @ PING I SSH
B SNMP B HTTP C TELNET
® TFTP B NTP O LDAP

® SIPPNP » MDNS

» MTU| 1500 + (bytes)

Administrative status: m Down

m Cancel
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Guest provision protocol

Using HTTPS to provision FortiFone devices with FortiVoice is recommended.

1. Goto System > Advanced > Auto Provisioning.
2. Under Auto Provisioning, set Provisioning protocol to HTTPS.

s5IP Service External Access Auto Provisioning

Auto Provisioning

& Enabled
(B Unassigned phone (Generate default configuration for unassigned Deskitop FortiFone)
Provisioning protocol: BB HT TP

Prohibited prefixes

You may want to outright block certain phone number prefixes, such as 900 (blocked by default) which is commonly
used for premium-rate calls, or phone calls with area codes originating from certain regions.

1. Goto Phone System > Setting > Option.
2. Under Number Management, add all undesirable prefixes to the System prohibited prefix section.

Location I:Hm Custom Message Miscellaneous

Mumber Management

Extension number pattern: X

Speed dial pattern: =K + -

System prohibited prefix: 300 -

System unrestricted prefix: | 800 + -
866 -
877 —
888 —-—

Operator extension:

Supporting extension:
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Trusted hosts for administrators

Certain IP subnets can be designated as allowed or trusted for administrators to log into FortiVoice. This configuration
can allow local networks to access the system but restrict remote access to the system and restrict remote access to the
system.

1. Goto System > Administrator > Administrator.

2. Select the administrator and click Edit.

3. Set Trusted hosts type to the local trusted IP subnet (define as many as required) or RFC 1918 predefine.
Administrator

Enable O

Administrator:

Email address:

Associate extension: --Naone-- *  + E QqQ
Admin profile: monitor_prof * + &
Access mode: © cu © cul B RESTAPI
Authentication type: Local -

New password:

Confirm password:

| rusted hosts typ-e:l | User defined -

Trusted hosts: 0.0.0.0 /0 & =
Select language: English hd
Select theme: Green v

Department only »

Description: (£
Cancel

Trusted hosts for extensions

Certain IP subnets can also be designated as trusted for extensions to register to FortiVoice. This configuration can
allow local networks to access the system but restrict remote access to the system and restrict remote access to the
system.

1. Goto Phone System > Profile > User Privilege.
2. Selecta user privilege and click Edit.
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3. Expand Advanced Setting, and set Trusted hosts to the local trusted IP subnet (define as many as required).

|§| Advanced Setting

Conference number: Allow All -
Paging/Intercom: Allow All -
Trusted hosts: —T+]

Permitted outzoing rules @ Allrules

(ol | Cancel

Unused administrators

Remove administrator profiles that are not in use.

1. Goto System > Administrator > Administrator.
2. Select the administrators that are not active and click Delete.

Administrator Admin Profile
=+ New..  [# Edit.. | B Delete

g < 1 /1 » » Pagesize: |50 =

Selected:1 /2

Mame Access Profile Auth Type Authentication Profile  Trusted Hosts
00004040
00,000,140

Enabled...
O admin super admin prof Local

O jtorrance manitoer prof Local

Unused extensions

To avoid the unintentional use of unused extensions, remove those extensions.

1. Goto Extension > Extension > IP Extension.
2. Disable the extensions that are not active.

IP Extension Managed Extension Remote Extension Fax Extension Preference

== New..  [# Edit.. 9 Delete  Actions ¥ Q@ Filter:| --None-- ¥ | Option: --All-- v &%~
Selected: 1 /7 4

=« < 1 /1 > » Pagesize: 50 =
Status
L ]

Enabled Mumber Display Mame Phone Model Phone Profile IP Phone Info Emg. Zane

237 Stanley

O
@ 238 Jack *
O 239 Shelley .
[ & 240 Danny L

Verify SIP user agent

Restrict phone registration so only phone requests that match the system configured phone type are allowed.
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1. GotoDashboard > Console and click inside the window to connect to the CLI console.

2. Enter the following commands:
config system sip-setting
set verify-user-agent enable
end

Blocking numbers

If you find any extension has been suffering from attacks by other devices, you may block it to stop the attacks.
1. Go to Security > Blocked Number.

Click New.

Enter the extension you want to block.

Click Create.

To unblock a number, select it in the list and click Delete.

o oD

Unassigned phones

If you find the number of phones that are auto discovered but have not been assigned extensions are abnormally high, it
may mean the FortiVoice unitis under MAC address flooding attack and its performance will be compromised. You can
remove the phones.

1. Goto Dashboard > Status.
2. Atthe bottom of System Information, find Phones not assigned.
3. Click the Remove all not assigned phones icon to delete the phones as required.

Monitoring and reporting

There are many tools within FortiVoice to help manage your security settings and help protect your system.
This section includes the following topics:

« Administrator alerts on page 165

» Call detail reports on page 166

o SIP password auditor on page 167
 Intrusion detection on page 167

Administrator alerts

Administrators can be notified by email of system alerts when FortiVoice detects suspicious activity, such as a SIP
attack.

1. GotoLog & Report > Alert > Configuration and click New.
2. Enter the administrator's email address and click Create.
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Alert Email

Email to: Igfortinet.com

Cancel

3. GotoLog & Report > Alert > Category.
4. Under Alert Email Setting, enable Massive SIP authentication failure, and click Apply.

Alert Email Setting

€D Critical events

P Diskis full

€ HA events

B Archive quota is exceeded

B Deferred email # over:| 1000 % |, interval time| 30 +| | (Minutes)
& RESTful service alert:| 10 2| [(Minutes)

€D Daily call summarySchedule at hour:| ¢

b

® Trunk lines are saturated

| O Massive SIP authentication failure

Call detail reports

Reports can be generated and downloaded for greater call inspection, such as for looking into details concerning
blocked or denied calls.

1.

o oD

Go to Log & Report > Call Report > Call Report.

Select the appropriate call report and click Generate.

A dialog window appears letting you know that the report has been started. Click OK.

Click View Report, where you are redirected to Monitor > Call Report > Report.

Expand the report generated to view the various components of the report. Select the whole report and click
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Download and either Download PDF, Download HTML, or Download CSV.

Call Center Report
ﬁ Delete | & Download »

- Download PDF .
e X< % Pagesize: | 50 - Selected: 1 /1
Download HTML
Directon] Download CSY Last Access Time Size (Byte]

B Sample Report-2019-10-01-141221 Tue, Oct 1, 2019 14:12:21 EOT

FPhone_Bill.htrml Tue, Oct 1, 2019 14:12:21 EDOT 1493

Trunk_Usage.htrl Tue, Oct 1, 2019 14:12:21 ECT 2561

Call_Usage.html Tue, Oct 1, 2019 14:12:21 EDOT 4072

SIP password auditor

Frequently review the SIP password audits to make sure that SIP passwords for extensions are secure. Make sure that
Password/PIN Policy is enabled under Security > Password Policy > Password/PIN Policy, and that the password
policy is applied to SIP users.

1. Goto Security > Password Policy > Password Auditor.

2. Review the list of extensions to see whether their password and PIN strengths meet the password policy
requirements.

Intrusion detection

Intrusion detection lets you manually add IPs to be exempted from being blocked, remove system added exempt IPs if
you find them suspicious, and configure intrusion detection settings.

1. Go to Security > Intrusion Detection > Setting and set Status to Enable.

Exempt [P E:m
Status: Disable Monitor Only

Access tracking O cL O Web & sip

Initial block period: | 10 * | Minute(s)

Apply Cancel
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Softclient for mobile and desktop

With the FortiFone softclient for mobile, you stay connected to the office, never missing an important call. This app
transforms your mobile device into an extension connected to the FortiVoice phone system. The Fortinet business
communications solution enables you to manage calls, check voicemail messages, and quickly view the company
directory.

The FortiFone softclient for desktop is a secure application designed to transform your computer into an extension on the
FortiVoice phone system. Through the intuitive interface, you can conveniently take control of your calls without shifting
focus away from your screen. With this app, you can make and receive calls, check your voicemail, and quickly view the
company directory.

This section describes how to configure the FortiVoice phone system and FortiGate to use the FortiFone softclient as a
remote SIP client, and install and configure the FortiFone softclient.

This section includes the following configuration topics:

« Deployment of FortiFone softclient for mobile on page 168
o Deployment of FortiFone softclient for desktop on page 190

Al
‘Q' Deployment procedures use FortiGate as an example firewall. If your deployment does not
- use FortiGate, then follow the instructions provided by the firewall manufacturer.

Deployment of FortiFone softclient for mobile

In a typical deployment scenario, the FortiVoice phone system is located behind an internet-facing firewall. If a customer
has deployed a FortiFone softclient, this softclient is usually behind another firewall when the customer’s cell phone is
using the data service of a cellular network or the Wi-Fi of a home network. Signaling and two-way audio through a
firewall requires the network address translation (NAT) traversal for the session initiation protocol (SIP). When the
deployment is using either SIP over the transmission control protocol (TCP) or the user datagram protocol (UDP), the
SIP application layer gateway (ALG) with hosted NAT traversal enabled on FortiGate can translate the internal IP
address of a session description protocol (SDP) payload properly to allow media flow. If the deployment is using SIP
over transport layer security (TLS), the SIP traffic is encrypted end-to-end. With this encryption, FortiGate is unable to
translate the internal IP address in the SDP payload, which then causes a one-way audio or no audio at all. Fortunately,
FortiGate supports SSL inspection and is able to decrypt the encrypted SIP traffic and translate the SDP address to
resolve the NAT-traversal issue.

This section includes the following topics:

» Licensing on page 169
» Protocols on page 169
o Call flows on page 169
o Topology on page 170
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Licensing

The FortiFone softclient for mobile requires a FortiFone softclient license. Prior to starting the configuration, make sure

to purchase, register, and upload the license to the FortiVoice phone system. For more information, see Licensing on
page 120.

You must allocate a FortiFone softclient license to an extension. The default number of licenses is set to zero (0). For
more information, see the License allocation setting in Configuring extension settings on page 73.

If FortiVoice is operating in a high availability (HA) mode, the primary and secondary FortiVoice systems share the same
FortiFone softclient license file that includes the serial number of both units. However, you must install the license file

separately on both primary and secondary FortiVoice systems. See Uploading license files on a FortiVoice HA group on
page 107.

Protocols

The communication between the FortiFone softclient and FortiVoice uses the following protocols and server:
o HTTPS for softclient login, auto-provisioning, download of contacts, call logs, and voicemails
« SIP for signaling
o RTP or secure RTP (SRTP) for audio
« Android and iOS push server for outbound calls

Call flows

The inbound call flow includes the following steps:

1. Acaller dials an extension to connect to the FortiFone softclient.

2. FortiVoice sends the push request to the Android or iOS push server which relays the request to the mobile client
(cellular phone).

3. Ifthe mobile clientis in sleep mode, the request wakes up the mobile client.
4. The FortiFone softclient registers with FortiVoice and then receives the inbound call.
5. After the signaling is complete, FortiVoice sends the audio to the mobile client using RTP or SRTP.

The outbound call flow includes the following steps:

1. The user initiates an outbound call using the mobile client.
2. The FortiFone softclient sends a SIP invite directly to FortiVoice.
3. After the signaling is complete, FortiVoice sends the audio to the destination phone using RTP or SRTP.
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Topology

Android or iOS
push server

Notification
ISP router/firewall-NAT

Notification

FortiVoice

o

FortiGate-NAT

Cellular
network

Registration

Cellular phone with >
mobile client INVITE -~
(FortiFone softclient) Audio _
Internal
extensions

Configuring FortiFone softclient for mobile settings on FortiVoice

Perform the following procedures to configure FortiFone softclient for mobile settings on the FortiVoice phone system:

Ay
‘Q' Prior to starting the configuration, make sure you complete the recipes in Licensing on page
- 120 to purchase, register, and upload a FortiFone softclient license.
\‘ ! 'l
q Unless otherwise specified, steps in this FortiFone softclient section apply to SIP over TCP,
UDP, and TLS.
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Upload the FortiFone softclient license on page 171

» Configure external access settings on page 171
» Configure a SIP profile on page 172

Upload the FortiFone softclient license

Prior to starting the configuration, make sure you upload the FortiFone softclient license to the FortiVoice phone system.

For information about purchasing, registering, and uploading a license, see Licensing on page 120.

Configure external access settings

The ports shown are not necessary and the defaults may be used. If you were to need external access, these are the

Assign the FortiFone softclient to a FortiVoice extension on page 173
» Export the FortiVoice server certificate for SIP over TLS on page 174

ports you would need to configure in FortiGate as a Virtual IP under Policy & Objects.

1. On FortiVoice, go to System > Advanced > External Access.
2. Set SIP server external hostname/IP address to the IP address or FQDN of the FortiVoice device and configure

using either the default external ports or ports such as the example below:

SIP Service

SIP server external hostname/IP address:

SIP Transport
UDP:

TCP:

TLS:

WSS

Internal Ports
3060
5060
5061
8039

Auto Provisioning

domain.company.com
domain.company.com

domain.company.com

domain.company.com :

Other service external hostname/|P address:

Service
HTTE:
HTTPS:
MTP:
TFTP:
LOWAP:

LOAPS:

Internal Ports
&0

4473

123

&9

389

&36

(LDAR contact servicel

3. Goto System > Advanced > SIP.
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domain.company.com

External Ports

56000 %
56002 %
56004 =

| sose 2|

External Ports

[ ]
[==]
ik

Apply

Cancel
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4. Under Advanced Setting, make sure that SIP session helper is disabled.

& Advanced Setting

| SIP session helper »

SIP timer T1:

SIP timer B:

500 =
32 Seconds

Configure a SIP profile

FortiVoice includes a default SIP profile (sip_mobile_fortifone_default). If your deployment uses SIP over TCP, then you

ms

Apply

can use this default profile, and skip this procedure.

Cancel

If your deployment requires SIP over UDP or TLS, then you can create a new SIP profile.

Noabkowbh-=

On FortiVoice, go to Phone System > Profile > SIP.
Click New > Mobile.

In Name, enter a name for this SIP profile.
Select a DTMF setting.

Enable NAT.
In Transport, select the protocol. If you select TLS, then enable Secure RTP.
Click Create.

Example for configuring a SIP profile for UDP:

SIP Profile
Mame: UDP
Type: Mobile

| DTMF: RFC2833 |
Heep alive: > 12

[ NAT L & |
Transport

Caodec

Audio:

Video:

g7 1llu
g711a
gra2
opus
g729
87231
grdb
Bsm

[ Transport: m [TCF' TLS

Secure RTP

AN (8r8)

~| (0/5)

Cancel
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Example for configuring a SIP profile for TLS:

SIP Profile
Mame: TLS
Type: Mabile
[ om: RFC2833 |
Keepalive: (B 120
NAT ©
Transport
Transport: uopP TCP TLS
Secure RTP @D
Codec
Audio: | g711u A1 (878)
g/11a
Eg722
opus
g729
g723 1
2726
gsm v
Video: + A (0/5)

m Cancel

Assign the FortiFone softclient to a FortiVoice extension

1. On FortiVoice, go to Extension > Extension > IP Extension and click New.

2. Entera Number.

3. Under Device Setting, click the Soft FortiPhone tab.

IP Extension
Enabled ©
Number: 789
User ID: 789
Display name:

Description: &

Device Setting

License allocation:

0c

Specify license value to configure

[ WL Soft FortiFone

Auxiliary Phone

4. InLicense allocation, specify the value to configure.
5. In Android/iOS, leave the default profile (sip_mobile_fortifone_default) or select the profile that you configured in

Configure a SIP profile on page 172.
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User Setting
User privilege: default
Department: --None--
Survival branch: --None--

[Voicemail...]

[Call Center..] (D

IP Extension
Enabled ©
Number: 789 (V]
User ID: 789
Display name:
Description: =4
Device Setting
License allocation: |22 | €@
[View Mobile Login Information...]
[View Desktop Login Information...]
Send Softclient QR Code by Email
SIP Setting
Android/iOS sip_mobile_fortifone_default v+ =
Windows/macOS sip_desktop_fortifone_default v 4+ =

v + B
v + @
v + @

Phone JR0idx gz -0 Auxiliary Phone

Phone Access

Web Acces

6. Click Create.

7. If your deployment uses SIP over TLS, go to Export the FortiVoice server certificate for SIP over TLS on page 174.
If your deployment uses SIP over TCP or UDP, go to Configuring FortiGate for SIP over TCP or UDP on page 183.

Export the FortiVoice server certificate for SIP over TLS

1. On FortiVoice, go to System > Certificate > Local Certificate.

2. Inthellist, select FortiVoiceSIPServer. This is the default certificate for the SIP service. If you are using a custom

certificate, select that one instead of the default.
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@b Dashboard (BTl CA Certificate Certificate Revocation List
@& Monitor > R 5
' [# view. TifDelets | Generate. | & Download w» || Assignto.. | =] Import. w Total: 3
¥ System ~
et rk Name Subject Status Service L]
~ Factory #C=US/ST=California/L=Sunnyvale/O=Fortinet/OU=FortiVoiceEnterprise/CN=FortiVoiceEnterprise/.. OK HTTPSLDAPSSIPWSS L
Administrator
I FortiVioiceS! PServer AC=US/ST=California/0=Fortinet/OU=Certificate Authority/CN=FortiVoice/emailAddress=support.. QK SIPTLS L ] I
RSk Self fCN=Fortinet/D=Fortinet Ltd. oK
Configuration
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3. Click Download and select Download PKCS12 File.

@ Dashboard PP S CACertificate  Certificate Revocation List
& Monitor > - .
| [# view. i Delete  Generate. | & Download » || Assignto.. | <] Import.. « Selected:1 /3
|;} System v
- Download B
R Name Subject Status Service L]
< Download PKCS12 File | i ) 5
. Factory Jc=u ortinet/OU=Fort/VoiceEnterprise/CN=FortiVoiceEnterprisel.. OK HTTPSLDAPSSIPWSS | @
Administrator
FortiVaiceSIPServer JC=US/ST=California/O=Fortinet/0U=Certificats Authority/CN=FortiVoice/emailAddress=support.. 0K SIPTLS .
High Availability

Self JCH=Fortinet/O=Fortinet Ltd. 0K

Configuration

The PKCS12 Certificate Download dialog opens.

In Password and Confirm password, enter a password to encrypt the key.
To download the file, click OK.

To save the file locally, click OK.

Take note of the location where you save the file.

Go to Configuring FortiGate for SIP over TLS on page 175.

© No oM

Configuring FortiGate for SIP over TLS

After Configuring FortiFone softclient for mobile settings on FortiVoice on page 170, perform the following procedures to
configure a FortiGate device for SIP over TLS:

« Import the downloaded FortiVoice server certificate for SIP over TLS on page 175

» Configure system settings for SIP over TLS on page 177

o Create virtual IP addresses for SIP over TLS on page 177

» Configure VolP profile and NAT traversal settings for SIP over TLS on page 180

o Create an inbound firewall policy for SIP over TLS on page 181

« Create an outbound firewall policy for FortiVoice to access the Android or iOS push server on page 182

If your FortiVoice deployment is using SIP over TCP or UDP instead, go to Configuring FortiGate for SIP over TCP or
UDP on page 183.

Import the downloaded FortiVoice server certificate for SIP over TLS

Perform the following steps to import the downloaded FortiVoice server certificate. The downloaded certificate is from
Export the FortiVoice server certificate for SIP over TLS on page 174.
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1. On FortiGate, go to System > Certificates.
2. Click Import and select Local Certificate.

& Dashboard

XA Security Fabric
4 Network >
Iﬂ System v

Administrators

[E] Local CA Certificate @

¥ Fortinet CA_SSL

EF Fortinet_CA_Untrusted

Admin Profiles

Firmware [E Local Certificate
Settings E¥ Fortinet_Factory

HA EF Fortinet_Factory_Backup
SNMP ¥ Fortinet SSL

Replacement Messages

|

Fortinet_SSL_DSA1024
FortiGuard

Feature Visibility

|

Fortinet_SSL_DSA2048

-]

Fortinet_SSL_ECDSA256
Certificates w

B Policy & Objects

|

Fortinet_SSL_ECDSA384

-]

Fortinet SSL ECDSAS521

> # Edit @ Delete

Name

T Local Certificate |
CA Certificate
Remote Certificate
C=US,5T| CRL

ale,...

C =US, 5T = California, L = Sunnyvale,...

C =US, ST = California, L = Sunnyvale,...
C =US, ST = California, L = Sunnyvale,...
C =US, ST = California, L = Sunnyvale,...

C =US, ST = California, L = Sunnyvale,...
C =US, 5T = California, L = Sunnyvale,...
C =US, ST = California, L = Sunnyvale,...
C=US, 5T = California. L = Sunnyvale....

3. Update the following fields in the Import Certificate dialog:

a. InType, click PKCS #12 Certificate.
b. In Certificate with key file, click Upload.

2] Import~ | @ View Details

. Thisc

& Download Search

Q|

Comments

This is the default CA certificate the 5...
This is the default CA certificate the 5...

This certificate is embedded in the ha...
This certificate is embedded in the ha...
This certificate is embedded in the ha...

This certificate is embedded in the ha...
This certificate is embedded in the ha...
This certificate is embedded in the ha...

This certificate is embedded in the ha...

rtificate is embedded in the ha...

|ssuer

Fortinet
Fortinet

Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet

Fortinet

Expir

2030/02
2030/02

2056/01
2038/01
2022/0¢
2022/0¢
2022/0¢
2022/0¢
2022/0¢
2022/0¢

c. Locate the FortiVoice server certificate. This is the file from Export the FortiVoice server certificate for SIP over

TLS on page 174.
Click Open.

e. InPassword, enter the password associated with the FortiVoice server certificate.

f. Click OK.

Import Certificate

Type
Certificate with key file

Local Certificate QaMOEaPAe:silile:1-0 Certificate

© FortiVoiceSIPServer.p12

Password ‘ coves | ‘@’
Certificate Name . FortiVoiceSIPServer
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4. Verify that the list of certificates now includes the newly imported FortiVoice server certificate.

& Dashboard 4 # Edit | [ Delete | %] Import~ | ® ViewDetails & Download |Search

Configure system settings for SIP over TLS

1. On FortiGate, go to System > Feature Visibility.
2. Under Additional Features, enable Multiple Security Profiles and VoIP.
3. Click Apply.

Additional Features

[ & Multiple Security Profiles ]

[(wulp ]

Create virtual IP addresses for SIP over TLS

1. On FortiGate, go to Policy & Objects > Virtual IPs.

2. Click Create New and select Virtual IP.

3. Create virtual IPs for the following services that map to the IP address of the FortiVoice:
« External SIP TLS port of FortiVoice

» External HTTPS port of FortiVoice. The HTTPS port is used for the softclient login, call logs, and contacts
download from the FortiVVoice phone system.
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NA Security Fabric >
b Network N ane Subject Comments
| & system .
AR s I¥ Fortinet_CA_SSL C =US, 5T = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN...  This is the default (
Admin Profiles &9 Fortinet_CA Untrusted  C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN... . This is the default ¢
Firmware [ Local Certificate

Settings i¥ FortiVoiceSIPServer QU = Certificate Authority, CN = FortiVoiceQS, emailAddress = support@fortinet.c...
HA E¥ Fortinet_Factory C=US, 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMO00...  This certificateise
SNMP E¥ Fortinet_Factory_Backup C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMOO...  This certificateise
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Mews Virtual 1P
YIF type IPvE
Mame Fortivoice_SIF
Comments
Colar % Change
MNetwark
Interface ] wvan
Type Static MNAT
External IP addressirange €@ | 0.0.0.0
tMapped IP addressirange 182 168.1.94
® Optional Filters
@ Port Forwarding
Frotocol TCP

External service port € | 56004
Map to port a061
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Mews Virtual 1P
YIF type IPvE
Mame Fortivoice_ HTTFS
Comments
Colar % Change
MNetwark
Interface ] wvan
Type Static MNAT
External IP addressirange €@ | 0.0.0.0
tMapped IP addressirange 182 168.1.94
® Optional Filters
@ Port Forwarding
Frotocol TCP

External service port €@ | 10443
Map to port 443

PRC

UDF  SCTP  ICMP

Cancel

4. To create a virtual IP group, click Create New and select Virtual IP Group.

5. Add the two newly created virtual IPs.
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ey VIF Group

MNarme WVIP-Group
0255
Comments P
Calar B Change
Interface ¥ wvani -
Members & Fortivoice_ HTTPS %
% Fortivaice_SIP %

+

Configure VolIP profile and NAT traversal settings for SIP over TLS

1. On FortiGate, open the CLI Console from the GUI banner.

2. Create a VolIP protection profile and enable hosted NAT traversal (HNT) and restricted HNT source address. If the
FortiVoice softclient is behind a non-SIP-aware firewall, HNT addresses the SDP local address problem. Enable
SSL full inspection and refer to the imported FortiVoice server certificate for example, FortiVoiceSIPServer.

This VolIP protection policy with hosted NAT traversal enabled will be added to the inbound firewall policy to prevent
potential one way audio issues caused by NAT.

VolP profile command example for SIP over TLS

config voip profile
edit "SIP_IN"
config sip
set hosted-nat-traversal enable
set ssl-mode full
set ssl-server-certificate "FortiVoiceSIPServer"
end
next
end

3. Ifyou are using a non-standard, external port, update the system settings by entering the following commands:
Example of an external port setting for TLS
config system settings
set sip-ssl-port <1-65535, default = 5061>
end
4. Editthe FortiGate interface connecting to the internet and set it to external. The SIP application layer gateway (ALG)
with hosted NAT traversal requires an external port to work. Enter the following commands:
config system interface
edit wanl
set external enable
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next
end

Create an inbound firewall policy for SIP over TLS

1. On FortiGate, go to Policy & Objects > Firewall Policy and click Create New.

2. SetIncoming Interface to the internet-facing interface.

3. Set Outgoing Interface to the internal/LAN interface.

4. SetSourcetoall.

5. Set Destination to the virtual IP group created in Create virtual IP addresses for SIP over TLS on page 177.

6. SetSchedule to always.

7. SetServiceto ALL.

8. Disable NAT.

9. Enable VoIP and select the VolP profile created in Configure VolP profile and NAT traversal settings for SIP over
TLS on page 180.
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Mew Palicy

Marme € Inbound
Incoming Interface | M wan!

Outgaing Interface | M port1

Source = all
Diestination & IP-Group
Schedule always
Service M AL

Action

Inspection Mode | Flow-based Ryl

Firewall { Metwiork Options

MAT »
Protocal Cptions default

Security Profiles

Antivirus »

Weh Filter o

OMS Filter »

Application Contral OB

IP= »

OLP Sensor »

WolP O SIP_IN

550 Inspection certificate-inspection

Create an outbound firewall policy for FortiVoice to access the Android or iOS push

server

FortiVoice requires outbound access to the Android and iOS push servers.
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If FortiGate has an outbound firewall policy that allows FortiVoice to access everything on the internet, then you do not
need to create an additional firewall policy. You have completed the FortiGate configuration for SIP over TLS. Go to
Installing and configuring the FortiFone softclient for mobile on page 190.

If FortiGate does not have an outbound firewall policy that allows FortiVoice to access everything on the internet,
perform the steps to create the FQDN addresses and the specific outbound firewall policies to allow FortiVoice to access
the Android and iOS push servers.

To create FQDN addresses for Android and iOS push servers

On FortiGate, go to Policy & Objects > Addresses and click Create New.
In Name, enter a name for the Android push server address.

In Type, select FQDN.

In FQDN, enter fcm.googleapis.com.

Click OK.

Click Create New.

In Name, enter a name for the iOS push server address.

In Type, select FQDN.

In FQDN, enter gateway.push.apple.com.

Click OK.

©® Nk~ oON-=

-
e

To use the Android and iOS push server addresses in an outbound firewall policy

On FortiGate, go to Policy & Objects > Firewall Policy and click Create New.

In Incoming interface, enter the port connected to FortiVoice.

In Outgoing interface, enter the WAN port.

In Source, select all.

In Destination, select the FQDN addresses that you created for the Android and iOS push servers.
Configure the rest of the policy, as needed.

Click OK.

You have completed the configuration of FortiGate for SIP over TLS.

Noabkobh-=

8. Goto Installing and configuring the FortiFone softclient for mobile on page 190.

Configuring FortiGate for SIP over TCP or UDP

After Configuring FortiFone softclient for mobile settings on FortiVVoice on page 170, perform the following procedures to
configure a FortiGate device for SIP over TCP or UDP:

o Configure system settings for SIP over TCP or UDP on page 183
o Create virtual IP addresses for SIP over TCP or UDP on page 184

Configure VolP profile and NAT traversal settings for SIP over TCP or UDP on page 187
o Create an inbound firewall policy for SIP over TCP or UDP on page 188

» Create an outbound firewall policy for FortiVoice to access the Android or iOS push server on page 189

If your FortiVoice deployment is using SIP over TLS instead, go to Configuring FortiGate for SIP over TLS on page 175.

Configure system settings for SIP over TCP or UDP

1. On FortiGate, go to System > Feature Visibility.
2. Under Additional Features, enable Multiple Security Profiles and VolP.
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3. Click Apply.

Additional Features

[ @O Multiple Security Profiles ]

(o |

Create virtual IP addresses for SIP over TCP or UDP

1. On FortiGate, go to Policy & Objects > Virtual IPs.
2. Click Create New and select Virtual IP.
3. Create virtual IPs for the following services that map to the IP address of the FortiVoice:

« External SIP TCP port of FortiVoice. If the sip_mobile_default profile has been modified to use UDP instead,
configure the VIP for the external SIP UDP port.

« External HTTPS port of FortiVoice. The HTTPS port is used for the softclient login, call logs, and contacts
download from the FortiVoice phone system.
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Mewy YWirtual 1P

WIP type [P

Mame Fortivioice_SIF

Comments | YWrite a comment. | 058
Caolor % Change

Metwork

Interface ¥ wwani

Type Static MAT

External IP addressfrange € | 0.0.0.0

Mapped IP addressirange 192.168.1 .49

B Cptional Filters

@ FPort Fonwarding

Frotocol el LIDF  SCTF  ICKP
External service port € | 56002
Map to port 5060
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Mews Virtual 1P
YIF type IPvE
Mame Fortivoice_ HTTFS
Comments
Colar % Change
MNetwark
Interface ] wvan
Type Static MNAT
External IP addressirange €@ | 0.0.0.0
tMapped IP addressirange 182 168.1.94
® Optional Filters
@ Port Forwarding
Frotocol TCP

External service port €@ | 10443
Map to port 443

PRC

UDF  SCTP  ICMP

Cancel

4. To create a virtual IP group, click Create New and select Virtual IP Group.

5. Add the two newly created virtual IPs.
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ey VIF Group

MNarme WVIP-Group
0255
Comments P
Calar B Change
Interface ¥ wvani -
Members & Fortivoice_ HTTPS %
% Fortivaice_SIP %

+

Configure VolIP profile and NAT traversal settings for SIP over TCP or UDP

1. On FortiGate, open the CLI Console from the GUI banner.

2. Create a VolIP protection profile and enable hosted NAT traversal (HNT) and restricted HNT source address. If the
FortiVoice softclient is behind a non-SIP-aware firewall, HNT addresses the SDP local address problem.
This VolIP protection profile will be added to the inbound firewall policy to prevent potential one-way audio issues
caused by NAT.

VolIP profile command example for SIP over TCP or UDP
config voip profile
edit "SIP_ IN"
config sip
set hosted-nat-traversal enable
end
next
end

3. If you are using a non-standard, external port, update the system settings by entering the following commands:

Example of an external port setting for TCP
config system settings
set sip-tcp-port <1-65535, default = 5060>
end
Example of an external port setting for UDP
config system settings
set sip-udp-port <1-65535, default = 5060>
end
4. Settheinternetfacing interface as external. HNT requires an external port to work. The command example uses
port2 as the internet facing interface.
config system interface
edit "wanl"
set external enable
next
end
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Create an inbound firewall policy for SIP over TCP or UDP

1. On FortiGate, go to Policy & Objects > Firewall Policy.
2. Click Create New.
3. SetIncoming Interface to the internet-facing interface and Outgoing Interface to the internal/LAN interface.
4. SetSourcetoall.
5. Set Destination to the virtual IP group created in Create virtual IP addresses for SIP over TCP or UDP on page 184.
6. Set Schedule to always.
7. SetServiceto ALL.
8. SetInspection Mode to Proxy-based.
9. Disable NAT.
10. Enable VolP and select the VolP profile created in Configure VolIP profile and NAT traversal settings for SIP over

TCP or UDP on page 187.
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Mew Palicy

Marme € Inbound
Incoming Interface | M wan!

Outgaing Interface | M port1

Source = all
Diestination & IP-Group
Schedule always
Service M AL

Action

Inspection Mode | Flow-based Ryl

Firewall { Metwiork Options

MAT »
Protocal Cptions default

Security Profiles

Antivirus »

Weh Filter o

OMS Filter »

Application Contral OB

IP= »

OLP Sensor »

WolP O SIP_IN

550 Inspection certificate-inspection

Create an outbound firewall policy for FortiVoice to access the Android or iOS push

server

FortiVoice requires outbound access to the Android and iOS push servers.
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If FortiGate has an outbound firewall policy that allows FortiVoice to access everything on the internet, then you do not
need to create an additional firewall policy. You have completed the FortiGate configuration for SIP over TLS. Go to
Installing and configuring the FortiFone softclient for mobile on page 190.

If FortiGate does not have an outbound firewall policy that allows FortiVoice to access everything on the internet,

perform the steps to create the FQDN addresses and the specific outbound firewall policies to allow FortiVoice to access

the Android and iOS push servers.
To create FQDN addresses for Android and iOS push servers

On FortiGate, go to Policy & Objects > Addresses and click Create New.
In Name, enter a name for the Android push server address.

In Type, select FQDN.

In FQDN, enter fcm.googleapis.com.

Click OK.

Click Create New.

In Name, enter a name for the iOS push server address.

In Type, select FQDN.

In FQDN, enter gateway.push.apple.com.

Click OK.

©® Nk~ oON-=
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To use the Android and iOS push server addresses in an outbound firewall policy

On FortiGate, go to Policy & Objects > Firewall Policy and click Create New.

In Incoming interface, enter the port connected to FortiVoice.

In Outgoing interface, enter the WAN port.

In Source, select all.

In Destination, select the FQDN addresses that you created for the Android and iOS push servers.
Configure the rest of the policy, as needed.

Click OK.

You have completed the configuration of FortiGate for SIP over TCP or UDP.

8. Goto Installing and configuring the FortiFone softclient for mobile on page 190.

Noabkobh-=

Installing and configuring the FortiFone softclient for mobile

For information about installing, configuring, and using the FortiFone softclient for mobile, see one of the following user
guides, as applicable:

« FortiFone Softclient for Android User Guide
« FortiFone Softclient for iOS User Guide

Deployment of FortiFone softclient for desktop

The FortiFone softclient for desktop is a secure application designed to transform your computer into an extension on the

FortiVoice phone system. Through the intuitive interface, you can conveniently take control of your calls without shifting

focus away from your screen. Using the FortiFone softclient for desktop in conjunction with a desk phone allows you to
manage calls, check voicemail, and quickly view the company directory.

This section includes the following topics:
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« Licensing on page 191
» Protocols on page 191
 Call flows on page 191
Workflow on page 191

Licensing

The FortiFone softclient for desktop requires a FortiFone softclient license. Prior to starting the configuration, make sure
to purchase, register, and upload the license on the FortiVoice phone system. For information, see Licensing on page
120.

You must allocate a FortiFone softclient license to an extension. The default number of licenses is set to zero (0). For
more information, see the License allocation setting in Configuring extension settings on page 73.

If FortiVoice is operating in a high availability (HA) mode, the primary and secondary FortiVoice systems share the same
FortiFone softclient license file that includes the serial number of both units. However, you must install the license file
separately on both primary and secondary FortiVoice systems. See Uploading license files on a FortiVoice HA group on
page 107.

Protocols

The communication between the FortiFone softclient for desktop and the FortiVoice phone system uses the following
protocols:

« WSS (TCP) for signaling

o DTLS (UDP) for audio

Call flows

The inbound call flow includes the following steps:

1. The FortiFone softclient for desktop logs in and registers with FortiVoice.

2. Acaller dials an extension to connect to the FortiFone softclient for desktop.

3. FortiVoice sends an Invite message to the FortiFone softclient for desktop to initiate the call.

4. When the user of the FortiFone softclient for desktop accepts the call, the signaling will be complete and FortiVoice
transmits the audio using DTLS.

The outbound call flow includes the following steps:

1. The user initiates an outbound call using the FortiFone softclient for desktop.

2. The FortiFone softclient for desktop sends an Invite message to FortiVoice. FortiVoice attempts to make the
outbound call.

3. After the signaling is complete and the call is established, the audio is transmitted between FortiVoice and the
FortiFone softclient for desktop using DTLS.

Workflow

For a deployment with FortiFone softclient for desktop, perform the following tasks:

FortiVoice 7.0.6 Cookbook 191
Fortinet Inc.



Softclient for mobile and desktop

Configuring FortiFone softclient for desktop settings on FortiVoice on page 192
Configuring the ICE support on page 195

Create virtual IP addresses on FortiGate on page 196

Configuring a FortiGate firewall policy for port forwarding on page 199
Installing and configuring the FortiFone softclient for desktop on page 201

o wDb =

Configuring FortiFone softclient for desktop settings on FortiVoice

Perform the following procedures to configure FortiFone softclient for desktop settings on the FortiVoice phone system:

Ay
‘Q' Prior to starting the configuration, make sure to complete the recipes in Licensing on page 120
- to purchase, register, and upload a FortiFone softclient license.

o Configure external access settings on page 192
» Configure a SIP profile on page 193
« Assign the FortiFone softclient for desktop to a FortiVoice extension on page 194

Configure external access settings

1. On FortiVoice, go to System > Advanced > External Access.
2. Set SIP server external hostname/IP address to the IP address or FQDN of the FortiVoice device.
3. Configure the WSS and HTTPS external access ports.
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SIP Service Auto Provisioning

SIP server external hostname/IP address: || my.company.com

SIP Transport Internal Ports External Ports
UDP: 5060 my.company.com : | 50600 %]
TCP: 5060 my.company.com : | 5060 %]
TLS: 5061 my.company.com: | 5061 &
WSS: 8089 my.company.com 3 | 8089 &

Other service external hostname/1P address:

Service Internal Ports External Ports
HTTP: 80 1| 80 =

HTTPS: 443 :

NTP: 123 (123 &

TFTP: 69 1|69 =
LDAP: 389 1| 389 3

LDAPS: 636 1| 636 H
{LDAP contact service)

Apply Cancel

4. Click Apply.

Configure a SIP profile

Fortinet recommends that you use the default SIP profile (sip_desktop_default).

However, if you want to create your own SIP profile, then perform the following steps to set the parameters for your
deployment:

On FortiVoice, go to Phone System > Profile > SIP.
Click New > Desktop.

In Name, enter a name for this SIP profile.

In DTMF, select RFC2833.

In Keep alive, select 0.

Enable NAT.

In Codec, make sure that opus is in the list.

Nooabkowoh-=
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SIP Profile
Name: sip_desktop_xyz_company (]
Type: Desktop
DTMF: RFC2833 -
Keep alive: O 120 < |(30-600)Seconds
NAT ©]

Registration interval: '?ystem Defined «| 1800 {10- 28800) Seconds
Subscription interval: | System Defined w/| 60 (10 - 1440) Minutes

Transport

Transport: | RYES]

Codec

Audio: | G711u A~ (8/7)
G/11a
G722

G723.1
G726
GSM v

Video: + ~1(0/8)

Cance

8. Click Create.

Assign the FortiFone softclient for desktop to a FortiVoice extension

1. On FortiVoice, go to Extension > Extension > IP Extension and click New.
2. Enter a Number for the extension.
3. Under Device Setting, click the Soft FortiFone tab.

IP Extension
Number: 1001 [}
User ID: 1001
Enable ©
Display name: [+]

Description: [

Device Setting Phone Mid2000 050 Auxiliary Phone

License allocation: | 0= Specify license value to configure

4. In License allocation, specify the value to configure. In this example, the value is 2. One license allocation is for
the desktop (Windows/macOS) and the other is for the mobile (Android/iOS) that you can deploy later.
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After you complete the installation of the FortiFone softclient, the Soft FortiFone tab lists the device. From this tab,
you can also revoke a license occupied by an inactive or unused device, if applicable.

5. InWindows/macOS, keep the default profile or select the profile that you configured in Configure a SIP profile on
page 193.

Device Setting Phone JELLEZVd N - Auxiliary Phone

License allocation: | 213 | €

Mobile [View Login Information...]
(Please use username and password to login,

or click to open and scan the QR code from the soft phone)
Desktop [View Login Information...]
(Please use username and password to login)

SIP Setting
Android/i0Os sip_mobile_default |+ B
I Windows/macO5 sip_desktop_default | + = I
User Setting Web Access ~ Phone Access
User privilege: default * + =
Department: --None-- - + =
Survival branch: | --None-- - + B
[Voicemail...]

[Call Center..] (B

6. Click Create.

Configuring the ICE support

When the FortiFone softclient is located behind a Network Address Translator (NAT) or FortiFone softclients are on
different networks (without internetwork routing), configure the interactive connectivity establishment (ICE) support to
allow the FortiVoice phone system to establish a valid audio path with the FortiFone softclient.

To configure the ICE support, you have the following two options:

» Static mapping: Uses the internal and external IP addresses of the FortiVoice phone system.
« STUN server: Uses the IP address of a Session Traversal Utilities for NAT (STUN) server.

Decide which option you want to configure for ICE support.

To configure the static mapping for ICE support

1. Toconnect to the FortiVoice CLI, go to Dashboard > Console and click inside the window.
2. Enter the following commands and replace xxx.xxx.xxx.xxx with the internal and external FortiVoice IP addresses

used in your deployment:
config system sip-setting
set ice-support static-mapping
config ice-ip-mapping
edit 1
set status enable
set internal-ipaddr xxx.XXX.XXX.XXX
set external-ipaddr xXxXxX.XXX.XXX.XXX

next
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end
3. Reload the configuration by entering the following command:
execute reload voiced

To configure the STUN server for ICE support

1. Toconnect to the FortiVoice CLI, go to Dashboard > Console and click inside the window.

2. Enter the following commands and replace xxx.xxx.xxx.xxx with the IP address or host name of a Fortinet or third-
party STUN server:
config system sip-setting
set ice-support stun-server
set stun-server XxXX.XXX.XXX.XXX
end

3. Reload the configuration by entering the following command:
execute reload voiced

Create virtual IP addresses on FortiGate

Create virtual IP addresses to be used for the following port forwarding:

o WSS port
o RTP port
o HTTPS port

To create a virtual IP address for the WSS port (using the TCP protocol)

1. On FortiGate, go to Policy & Objects > Virtual IPs.
Click Create New > Virtual IP.

Enter a Name to identify this virtual IP address.
Configure the settings.

Here are example settings:

oD

« Interface: wan1
« External IP address/range: 0.0.0.0
« Mapped IP address/range: IP address of the FortiVoice unit
« Enable Port Forwarding.
e Protocol: TCP
« External port service: 8089
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« Map to port: 8089

New Virtual IP

VIP type 1Pv4 WIRY]

Name fon-desktop-tcp

Comments = Write acomment. . 0/255
Color &  Change

MNetwork

Interface ™ wanl -
Type Static NAT mgelBl]

External IP address/range @  0.0.0.0

Mapped IP address/range 192.168.2.99

(O Optional Filters

& Port Forwarding

Protocol TCP
External service port €@ | 8089
Map to port 8089

UDP  S5CTP  ICMP

5. To save the changes, click OK.

To create a virtual IP address for the RTP port (encrypted using DTLS and running over UDP)

7. Click Create New > Virtual IP.

Carcel

8. Enter a Name to identify this virtual IP address.

9. Configure the settings.
Here are example settings:

« Interface: wan1
o External IP address/range: 0.0.0.0

« Mapped IP address/range: IP address of the FortiVoice unit

« Enable Port Forwarding.
« Protocol: UDP

« External port service: 10000 - 30000

+ Note: For the range of the External port service, make sure to use the same values as the RTP

Setting available in System > Advanced > SIP.
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« Map to port: 10000

New Virtual IP

VIP type 1Pvd I

Name fon-desktop-upd

Comments Write acomment. .. 0/255
Color @& | Change

Network

Interface ™ wanl | -

Type Static NAT ggealy

External IP address/range @  0.0.0.0

Mapped IP address/range 192.168.2.99

(O Optional Filters

& Port Forwarding

Protocol ued vor [EaiRieY

External service port @ | 10000-30000

Map to port 10000 -30000

o I

10. To save the changes, click OK.
To create a virtual IP address for the HTTPS port
The HTTPS port is used for logging in and downloading call detail records and voicemail messages.

11. Click Create New > Virtual IP.
12. Enter a Name to identify this virtual IP address.
13. Configure the settings.
Here are example settings:
« Interface: wan1
o External IP address/range: 0.0.0.0
« Mapped IP address/range: IP address of the FortiVoice unit
« Enable Port Forwarding.
* Protocol: TCP
« External port service: 10443

FortiVoice 7.0.6 Cookbook 198
Fortinet Inc.



Softclient for mobile and desktop

« Map to port: 443

New Virtual IP

VIP type IPv6

Name fon-desktop-https

Comments | Write acomment... 4 0/255
Color @& Change

Network

Interface ™ wanl | -

Type Static NAT gge]aly!

External IP address/range €@

0.0.0.0

Mapped IP address/range

192.168.2.99

3 Optional Filters

& Port Forwarding

Protocol TCP

Map to port 443

External service port € | 10443

UDP  S5CTP  ICMP

14. To save the changes, click OK.

Configuring a FortiGate firewall policy for port forwarding

On FortiGate, configure a firewall policy to manage the port forwarding for the FortiFone softclient for desktop on the

FortiVoice phone system.

Procedure steps

1. On FortiGate, go to Policy & Objects > Firewall Policy.

2. Click Create New.
3. Add a Name to identify this policy.
4

For a basic setup example, you can configure the following settings:

¢ Incoming interface: wan1
« Outgoing interface: LAN
» Source: All

« Destination: Select the virtual IP addresses that you created in Create virtual IP addresses on FortiGate on

page 196.
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e Service: All

New Policy
Name €@ fon-desktop-policy
ZTNA ®
Incoming Interface ™ wanl b 4
+
Qutgoing Interface ™ LAN (internal11) x
+
Source & al b 4
+
Destination @& fon-desktop-https x
& fon-desktop-tcp x
@& fon-desktop-upd x
+
Schedule fe always -
Service 3] ALL x

+
Action U eeul @ DENY
Inspection Mode BILIVELEE:GE Proxy-based

Firewall / Network Options
NAT O

IP Pool Configuration RN A LAt L 5l Use Dynamic IP Pool

Preserve Source Port (B

Protocol Options default - &
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Security Profiles

AntiVirus

Web Filter

DNS Filter
Application Control
IPS

File Filter

GYUUUU

55L Inspection E no-inspection

Logging Options

Log Allowed Traffic € Security Events

Comments | Write a comment...

Enable this policy @

5. Tosave the new firewall policy, click OK.

Installing and configuring the FortiFone softclient for desktop

For information about installing, configuring, and using the FortiFone softclient for desktop, see the FortiFone Softclient

for Desktop User Guide.
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