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Change Log

Date Change Description

2019-10-09 Initial release.

2019-10-25 Added Secure SD-WAN Report on page 5.

2019-10-28 Added:
l New threat map component on page 7
l Asset & Identity center improvements on page 9
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SOC adoption

This section lists the new features added to FortiAnalyzer for SOC adoption.

List of new features:

l Secure SD-WAN Report on page 5
l New threat map component on page 7

Secure SD-WAN Report

The new Secure SD-WAN Report uses FortiOS 6.2 event logs and traffic logs to generate charts and tables.

The report template contains the following sections:

l SD-WAN - Bandwidth and Performance Overview
l SD-WAN - Service utilization
l SD-WAN Performance Monitor
l Link Status Quality Over Individual WAN Links and SD-WAN

To view the Secure SD-WAN Report:

1. Go to Reports > Templates and locate the Secure SD-WAN Report in the list.

This report also appears in the All Reports page.
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2. Select a sample report link (HTML or PDF) in the Preview column to view the template.
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3. Click Layout to customize the report.

4. ClickRunReport to generate the report.

New threat map component

The Threat Map visual effects have been updated and country flags were added to the source and destination IP
addresses.
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To view the Threat Map:

1. Go to SOC > FortiView > Threat Map.
2. Click the Threat Map

A live threat animation is displayed across a map of the world. The threat animation is shown starting from the country
geolocation. The geolocation is derived from a public source or destination IP to the FortiGate geolocation configured in
FortiAnalyzer Device Manager. UTM threats with a threat score of zero or greater are displayed as colored lines and
data entries according to the threat level.

A country flag appears in front of the Source and Destination IPs when the address is public. The FortiGate device
name is displayed at its geolocation as each previous animation line gradually fades away.
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Usability

This section lists the new features added to FortiAnalyzer for UX/usability.

List of new features:

l Asset & Identity center improvements on page 9

Asset & Identity center improvements

The Assets and Identity Center have been separated into two interlinked views. The device filter is more flexible and
additional columns such as FortiClient UUID and Social information were added. Throughout the GUI, the Hostname
and Username pop-up windows are hyperlinked to the Assets and Identity Center pages to view drill down information.
Log data extraction and processing have also been improved.

To view the Assets and Identity Center pages:

1. In FortiAnalyzer, go to Fabric View > Identity Center.
The Identity Center and Assets pages appear as separate tabs. At the top of these pages are the device selector,
time period selector, and column settings. Two donut charts display the total number of end users and endpoints.
The Identity Center page has six columns: User Name, User Group, Endpoints, Social, Source, and Last
Update.
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2. To view the endpoint details, click the link in the Endpoints column.

3. Click the Assets Page.
The Assets page has nine columns: Endpoint, User, MAC Address, IP Address, FortiClient UUID, Hardware
OS, Vulnerabilities, Network Location, and Last Update.
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4. Click the number in the Vulnerabilities column to view the details.

5. Click the link in the User column to view details about the user.
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To access the Identity Center and Assets pages from Log View:

1. In FortiAnalyzer, go to Log View.
2. Click an entry in the Source column to display the Endpoint Information pop-up window.

3. Click the link in the User Name or Endpoints column to go to the Identity Center or Assets page.
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To access the Identity Center and Assets pages from SOC:

1. Go to SOC > Traffic > Top Sources.
2. Click an entry in the Source column to display the Endpoint Information pop-up window.

3. Click the User or Endpoint link to go directly to the Identity Center or Asset page.
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Usability 14

To access the Identity Center and Assets pages from Incidents & Events:

1. Go to Incidents & Events >All Events.
2. Click an entry in the Events column to open the Endpoint Information pop-up window.

3. Click the user or endpoint link to go to the Identity Center or Assets page.
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Other

This section lists the other new features added to FortiAnalyzer.

List of new features:

l Masking User data based on configured time frame on page 15

Masking User data based on configured time frame

Admins have the ability to configure a time frame for masked data in a user profile and apply the profile to users. The
time frame can be configured from either the GUI or CLI and supports whole numbers between 0-365. Decimals are not
supported.

l If the user searches for data within a time range that is longer than the configured unmask time frame, then all the
data will be masked.

l Real time logs are always unmasked.
l The unmask time frame can apply to log browse depending on the file time frame.

To configure the time frame in Privacy Masking:

1. Go to System Settings >Admin >Profile, then create or edit a profile.
2. Enable Privacy Masking.

a. In theMasked Data Fields section, select the data to mask.
b. In the DataMask Key field, enter a password to unmask the data.
c. In the Data Unmasked Time field, enter a whole number between 0-365.
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3. Go to System Settings >Admin >Profile, and apply the configured user profile to the target user.
You must be an Admin to complete this step.

When a configured user logs in and searches a time range that is shorter than or equal to the unmasked data time frame
(for example, 1 day), all the data is unmasked:

When a user searches a time range that is longer than the unmasked data time frame (for example, 2 days), all the data
is masked.

A privacy mask icon appears next to the column name. To unmask the data, the user must enter the password.
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The data in real time log view is always unmasked.
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