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Deployment overview

This document covers Fort inet best pract ices to deploy a Next Generat ion Firew all (NGFW) for a small or
medium business (SMB) environment . In this case, the customer environment is def ined as:

l A small to medium sized business ranging f rom 20 to 10 0 employees w ith several departments

l Single locat ion w ith a single WAN connect ion

Follow ing are the goals of the deployment :

l Deploy one Fort iGate at the netw ork edge.

l Segment the netw ork for dif ferent departments. Only staf f , engineering, and IT departments are
specif ied for brevity.

l Provide Next Generat ion Firew all security by leveraging the Unif ied Threat Management (UTM) features
of the Fort iGate.

l Implement security polic ies for the company by applying appropriate security prof iles to f irew all
polic ies.

l Conf igure w ireless netw orks to provide access to department - specif ic resources.

Secure w ireless netw orks by using WPA2- Enterprise authent icat ion linked to users on a remote server.

l Send Fort iGate logs of fsite to Fort iGate Cloud.

l Leverage Fort iSandbox to inspect suspicious f iles that do not match any exist ing virus signatures.

l Harden the Fort iGate to rest r ict management access f rom external sources.
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INTENDED AUDIENCE

Intended audience

This guide is primarily created for a technical audience w ho may be new to conf iguring Fort iGates. The guide
assumes a greenf ield scenario w here the Fort iGate may be replacing an exist ing f irew all, but is being
conf igured for the f irst t ime. Netw orking and security fundamentals are assumed. While best pract ices are
applied, customizat ion by the administ rator w ill be required to ensure the f inal conf igurat ion meets the
business’ needs.

About this guide

The term NGFW is used to describe the combinat ion of t radit ional f irew all features, such as stateful
inspect ion, VPN and packet f iltering, w ith UTM features, such as ant i-malw are/virus, int rusion prevent ion,
threat intelligence sources, and applicat ion aw areness and cont rol to name a few .

The deployment conf igurat ion detailed in this guide describes one w ay of conf iguring a Fort iGate to provide
security to small and medium businesses. The example is designed for a hypothet ical company w ith typical
security needs. The names of the VLANs and IP addresses are generic, and can be adapted for businesses
w ith a dif ferent number of employees and departments.

The recommended conf igurat ion adheres to Fort inet security best pract ices and provides a base upon w hich
administ rators can add customizat ions and extensions to bet ter match their needs w hen implement ing
addit ional technologies, such as SD-WAN, Fort iSASE, and ZTNA.
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DEPLOYMENT PLAN

Deployment plan

The guide includes the follow ing major sect ions:

1. Init ial setup on page 11
Connect to the Fort iGate, conf igure internet access, and install the latest f irmw are.

2. System set t ings on page 18
Harden the Fort iGate and conf igure set t ings, such as logging, cert if icates, and hostname.

3. Administ rator set t ings on page 20
Conf igure the administ rator account and access to the Fort iGate.

4. Fort iGate Cloud Sandbox on page 23
Enable Fort iGate Cloud Sandbox.

5. Fort iGate objects on page 24
Def ine policy objects, such as addresses and services.

6. LANs and LAN segmentat ion on page 32
Def ine w ired netw orks for the managed sw itch, such as Fort iSw itch.

7. Wireless netw orks (WLAN) on page 36
Def ine w ireless netw orks for the access point , such as Fort iAP.

8. Security on page 39
Conf igure security prof iles and f irew all polic ies.

9. Security rat ing check on page 47
Verify of set t ings w ith a security rat ing check.

Design concept and consideration

The NGFW deployment described in this guide w as designed to be as extensible as possible. The
deployment includes as few products as possible to keep the complexity relat ively low . As a result , an
administ rator can enhance the conf igurat ion by adding to it rather than redesigning the conf igurat ion to f it
their needs.

Addit ionally, several methods can be used to accomplish a given security requirement . Follow ing is
informat ion about choices that w ere made w ith some alternat ives for your considerat ion:

l Port select ion for administ rat ive access on page 7
l IP addressing scheme on page 8
l Physical topology on page 8
l VLAN segmentat ion on page 8
l Interface select ion on Fort iGate on page 8
l VLAN-aw are managed level 2 sw itch (Fort iSw itch) on page 8
l SSL/SSH inspect ion uses cert if icate inspect ion on page 9
l Administ rat ive access HTTPS cert if icate on page 9
l WiFi netw orks on page 9

Port selection for administrative access

It is best pract ice to adjust the HTTPS and SSH ports f rom their defaults. The ports selected should not be
ports used by w ell know n applicat ions. For example, TCP/161 is w ell know n for SNMP and should be avoided.
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DESIGN CONCEPT AND CONSIDERATION

IP addressing scheme

The follow ing criteria w as used to choose the IP addressing scheme for the various departments:

l Private addresses (RFC-1918)

l Appropriately sized for the company w ith considerat ion for grow th

l Ease of recognit ion (for example, VLAN 20 uses the subnet 192.168.20 .0 /24 )

IP address ranges can be changed based on needs or preference.

Physical topology

For an SMB w ith 20 to 10 0 users, tw o (2) devices per user are assumed, w hich adds f rom 40 to 20 0 devices
to the netw ork.

Given the number of devices and subsequent segments, VLANs rather than physical interfaces are used for
segmentat ion. Therefore, besides WAN and MGMT interfaces, w hich can be accessed direct ly, all other
internal netw orks are segmented using VLANs.

Also, although this guide demonst rates the use of one (1) managed sw itch, given the number of possible
devices requir ing w ired connect ion, it is highly likely that mult iple managed sw itches may be required.

Similarly, w here the physical locat ion may be large, mult iple Fort iAPs may be required to provide suf f ic ient
signal and range.

VLAN segmentation

The netw orks are segmented by department and funct ion. Users in the same department are segmented into
the same VLAN, and devices, such as VoIP phones, are segmented by funct ion.

Interface selection on FortiGate

When select ing interfaces on Fort iGate for the roles of WAN, LAN, and management , use the port w ith the
name that matches the purpose w henever possible. In this case, w an1 is used for WAN connect iv ity.

Where a port does not exist w ith a matching name, select the port w hich sat isf ies the needs of the link. For
example, if there are 10 GE SFP+ ports, and you ant ic ipate a lot of t raf f ic across a part icular link, it makes
sense to use this port . Ensure you adjust the alias for clarity.

You may also consider aggregat ing tw o or more interfaces to increase throughput and add resiliency
betw een the connected devices.

VLAN-aware managed level 2 switch (FortiSwitch)

Although the only requirement for sw itching is a VLAN-aw are managed level 2 (L2) sw itch, it is highly
recommended to ut ilize a Fort iSw itch and leverage the Fort iLink interface.

Fort iLink allow s for single-pane-of - glass management of w ired, w ireless, and security funct ions, extending
Fort inet UTM features into the netw ork access layer.

Many SMB Fort iGates have designated ports (for example, port A and port B) for connect ing to a Fort iSw itch
using Fort iLink. This eases the need to conf igure the t runk port used to connect third- party sw itches.
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PRODUCT PREREQUISITES

Many Fort iSw itch devices have PoE capabilit ies to pow er Fort iAPs or other IoT devices, such as VoIP
phones.

SSL/SSH inspection uses certificate inspection

Cert if icate inspect ion w as chosen because it is easy to deploy. Deep inspect ion is more thorough and of fers
bet ter protect ion; how ever, it is harder to deploy and maintain. See the Fort iOS 7.0 Administ rat ion Guide for
more details on deploying deep inspect ion.

Consider your company’s security polic ies w hen deciding the need for deep inspect ion. Typically, deep
inspect ion is needed w hen content w ithin an SSL/TLS protected connect ion need to be inspected.

Administrative access HTTPS certificate

Automated cert if icate enrollment w as selected to generate the cert if icate used for administ rat ive HTTPS
access due to the ease of setup and maintenance, as w ell as having a public CA that is t rusted by brow sers
by default .

Alternat ively, you could generate a cert if icate using the Fort iGate self - signed CA, or upload a cert if icate
signed by your ow n private CA or a cert if icate signed by a public CA.

WiFi networks

The goal of the WiFi netw orks is to give staf f access to corporate resources and the internet . WiFi netw orks
also give specif ic departments access to their LAB netw orks.

Follow ing is a summary of the set t ings used:

l Bridge mode w as selected, w hich allow s the Fort iAP to share the same subnets w ith the w ired netw orks.
Subsequent ly, several SSIDs are created that correspond to an SSID for each department .

l WPA2-Enterprise w as selected w ith Window s AD integrat ion through RADIUS.

l LDAP authent icat ion w as used.

l Dynamic VLAN assignment uses one SSID.

l Tunnel mode w ireless netw orks w ere used instead of bridge mode

Product prerequisites

Though the follow ing conf igurat ion may be applied to nearly all Fort iGate models, the SMB models of 70
through 20 0 w ere considered w hen developing the design.

This guide also ut ilizes the follow ing products and services:

l Fort iGate Cloud

The f ree subscript ion is ut ilized.

l Fort iGate Cloud Sandbox

l Act ive Directory and LDAP

l RADIUS server (Microsof t Netw ork Policy Server)

l Managed sw itch (or Fort iSw itch)

l Fort iAP
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Deployment procedures

The deployment procedures are organized into the follow ing sect ions:

Init ial setup on page 11

Describes how to
connect to Fort iGate
af ter you remove the
device f rom the box,
establish a
WAN connect ion,
manage access to the
Fort iGate, and connect a
managed sw itch.

System set t ings on page 18

Describes how to
conf igure system
set t ings, log set t ings,
and a remote
RADIUS authent icat ion
server.

Administ rator set t ings on page 20

Describes how to
conf igure administ rator
set t ings and
administ rator accounts
for RADIUS.

Fort iGate Cloud Sandbox on page 23
Describes how to enable
Fort iGate Cloud
Sandbox.

Fort iGate objects on page 24

Describes how to create
objects used by
Fort iGate, such as user
groups, address groups,
and services.
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INITIAL SETUP

LANs and LAN segmentat ion on page 32

Describes how to
conf igure LANs,
including the t runk port
and VLAN def init ions.

Wireless netw orks (WLAN) on page 36

Describes how to
conf igure the WLAN,
including SSIDs, AP
prof iles, and managed
APs.

Security on page 39

Describes how to
conf igure security
prof iles and f irew all
polic ies.

Security rat ing check on page 47
Describes how to review
the security rat ing
check.

Initial setup

This sect ion describes how to set up your Fort iGate device af ter removing it f rom the box. It includes best
pract ices for connect ing to the Fort iGate for the f irst t ime, conf iguring WAN connect iv ity, and conf iguring
management access. It includes the follow ing topics:

l First connect ion on page 12
l WAN connect ion on page 14
l Management access on page 14
l Managed sw itch connect ion on page 18

Once completed, the physical connect ions w ill use these interfaces:
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INITIAL SETUP

First connection

Af ter you remove the Fort iGate f rom the box, you are ready to connect to the device by complet ing the
follow ing steps:

1. Use an Ethernet cable to connect the Fort iGate to your PC that w ill be used to manage the Fort iGate. See
Connect ing Fort iGate to your PC on page 12 .

2. On your PC, use a brow ser to connect to the Fort iGate GUI and log in. See Connect ing to the Fort iGate
GUI and logging in on page 13 .

3. In the Fort iGate GUI, complete the Fort iGate Setup w izard. See Complet ing the Fort iGate Setup w izard
on page 13 .

Connecting FortiGate to your PC

It is recommended to connect an Ethernet cable betw een port 2 on the Fort iGate and your PC to prepare for
removing port 5 and port 1 f rom the hardw are sw itch later w ithout losing connect iv ity.

To connect Fort iGate to your PC:

1. Use an Ethernet cable to connect port 2 on the Fort iGate to your PC.

2. Set your PC netw ork adapter to DHCP.

Alternat ively, you can conf igure a stat ic IP address on your PC in the range 192.168.1.0 /24 , excluding
the .99 address.
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INITIAL SETUP

3. Connect to the Fort iGate GUI and log in. See Connect ing to the Fort iGate GUI and logging in on page
13 .

Connecting to the FortiGate GUI and logging in

Af ter you connect an Ethernet cable f rom Fort iGate to your PC, you can use a brow ser to access the
Fort iGate GUI and log in.

To connect to the Fort iGate GUI and log in:

1. In a brow ser, go to ht tps:/ /192.168.1.99. The Fort iGate login page is displayed.

2. Enter the username admin w ith no passw ord, and click Login.

3. Conf igure a passw ord for the admin account by follow ing prompts to gain further access.

Af ter you log in w ith the new passw ord, the Fort iGate Setup w izard is displayed.

4. Complete the Fort iGate Setup w izard. See Complet ing the Fort iGate Setup w izard on page 13 .

Completing the FortiGate Setup wizard

Af ter you log in to the Fort iGate GUI for the f irst t ime, the Fort iGate Setup w izard is displayed. You can click
Later to complete the w izard later. This topic describes how to click Begin and complete the w izard now .
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INITIAL SETUP

To complete the Fort iGate Setup w izard:

1. On the Fort iGate Setup w izard, click Begin. The Specify Hostname page is displayed.

2. Enter a hostname, and click OK.

Use a hostname that ref lects the locat ion and/or purpose of the Fort iGate, such as FW_FLR1.

The Dashboard setup page is displayed.

3. Click OK to conf irm the default dashboard setup.

You can change the dashboard setup later.

The Upgrade Firmw are page is displayed.

4. Upgrade to the latest f irmw are or to the f irmw are of your choice, and click OK.

A lternat ively you can update the f irmw are af ter complet ing the w izard, if the Fort iGate does not have
internet connect iv ity at this t ime.

The Register w ith Fort iCare page is displayed.

5. If you can provide your Fort iGate w ith internet access, use your Fort iCloud credent ials to complete
regist rat ion.

If the Fort iGate does not have internet access, you can register Fort iGate on the Fort iCloud support
portal later. For more informat ion, see the Fort iOS 7.0 Administ rat ion Guide.

WAN connection

Several steps in this document rely on the Fort iGate having an established connect ion to the internet . For
this reason, it is assumed that you connect the Fort iGate’s w an1 port to a modem that provides access to the
internet .

Fort iGate can be conf igured as a DHCP client to ret r ieve a public ly routable IP address and a default gatew ay
route f rom the modem. Alternat ively, you can manually conf igure the Fort iGate to have a stat ic IP address
and default stat ic route to your gatew ay IP address.

Management access

Management access to the Fort iGate w ill be limited to a single physical interface. Although w e w ill use port 5
on the Fort iGate (labeled internal5 on the internal hardw are sw itch in the GUI) for our device model, you can
use any interface.

Fort iGate models w ith an internal hardw are sw itch typically have all the interfaces bundled into the sw itch
by default . To use a bundled interface as a separate interface, you must f irst remove it f rom the hardw are
sw itch.
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INITIAL SETUP

On the Fort iGate device, ports are labeled w ith numbers, such as 1, 2, 3, and so on.
When you log in to the Fort iGate GUI, the port numbers also have the follow ing
default names:
l Port 1 is named internal1.
l Port 2 is named internal2.
l ...
l Port 5 is named internal5 .

Complete the follow ing steps to conf igure management access: 

1. Remove interface1 and interface5 f rom the internal hardw are sw itch. See Removing interfaces f rom
the hardw are sw itch on page 15 .

2. Conf igure interface5 as the management interface. See Conf iguring the management interface on
page 16 .

Later in the guide, interface1 w ill be conf igured as the t runk port . See Trunk port on page 33 .

3. Update your PC connect ion and set t ings to cont inue managing the Fort iGate. See Updat ing your PC on
page 17.

4. Edit other interfaces to remove access. See Removing access to interfaces on page 17.

Removing interfaces from the hardware switch

Remove the interface1 and interface5 f rom the internal hardw are sw itch, so you can conf igure them as a
separate interfaces later.

This guide uses internal1 for the LAN interface and internal5 for the management interface.

In this example, ports 1 through 5 are displayed under Hardw are Sw itch as internal
interfaces labeled internal1, internal2, and so on.

On some Fort iGate models, the internal interfaces have the same names, but they are
displayed under VLAN Sw itch instead.

To remove interfaces f rom the hardw are sw itch:

1. Go to Netw ork > Interfaces. The interfaces are displayed.

NGFW Deployment



INITIAL SETUP

2. Double- click the interface that includes the members named internal1 and internal5 .

In this example, the Hardw are Sw itch interface includes the internal1 and internal5 member.

The Edit Interface pane is displayed.

3. Beside internal5 , c lick the x to remove the member f rom the interface, and then do the same for
internal1.

4. Click OK to save the changes.

The internal1 and internal5 members are removed f rom the Hardw are Sw itch and displayed under
Physical Interfaces.

Configuring the management interface

We w ill conf igure the internal5 interface that w e removed f rom the hardw are sw itch as the management
interface.

To conf igure the management interface:

1. On the Netw ork > Interface page, double- click the internal5 interface to open it for edit ing.

2. Set the follow ing opt ions:

Alias MGMT

Role DMZ

IP/Netmask 172.16.0 .254 /255.255.255.0

Administ rat ive Access HTTPS, SSH, PING

Device Detect ion Enabled
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INITIAL SETUP

3. Click OK to save the changes.

Updating your PC

Af ter you conf igure the internal5 interface as the management interface on the Fort iGate, you must also
update set t ings on your PC.

Access to the Fort iGate GUI is temporarily lost during this step.

To conf igure the management interface:

1. Locate the Ethernet cable betw een your PC and the Fort iGate, and sw itch the cable f rom port 1 (the
internal1 interface) on the Fort iGate to port 5 (the MGMT (internal5) interface) on the Fort iGate.

2. On your PC, update the netw ork adapter to 172.16.0 .[ 1-253] /255.255.255.0 w ith a default gatew ay of
172.16.0 .254 .

3. Use a brow ser to log back in to the Fort iGate GUI. See also Connect ing to the Fort iGate GUI and
logging in on page 13 .

Removing access to interfaces

Port 5 (the MGMT (internal5) interface) is now conf igured as the management interface, and your PC is
updated to connect to the Fort iGate. You are logged in to the Fort iGate GUI, and you are now ready to:

l Remove HTTP, HTTPS, and SSH administ rat ive access f rom all interfaces, except the MGMT (internal5)
interface.

l Set Status to Disabled on all interfaces, except for LAN (internal1) , MGMT (internal5) , and w an1. This
ensures no other interfaces are suscept ible to unauthorized access over a physical connect ion.
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When edit ing the internal sw itch interface to remove administ rat ive access, set
IP/Netmask to 0 .0 .0 .0 /0 .0 .0 .0 , disable DHCP server , and set Status to Disabled .

Managed switch connection

A managed sw itch, such as Fort iSw itch, w ill connect to port1 on the Fort iGate. The sw itch can be connected
now or later.

See also LANs and LAN segmentat ion on page 32 .

System settings

Use the System Set t ings module to def ine parameters related to system access as w ell as other system-
related funct ions. It is important to customize these set t ings f rom defaults to improve device security,
ensure proper logging, and allow monitoring of administ rat ive events and other act iv it ies.

This sect ion includes the follow ing topics:

l Conf iguring system set t ings on page 18
l Conf iguring log set t ings on page 19
l Conf iguring a remote RADIUS authent icat ion server on page 20

Configuring system settings

Before conf iguring system set t ings, enable the cert if icates feature.

To enable cert if icates:

1. Go to System > Feature Visibilit y .

2. Under Addit ional Features, enable Cert if icates, and click Apply .

To conf igure system set t ings:

1. Go to System > Set t ings.

2. Set Time zone to ref lect the locat ion of the Fort iGate.

3. Change HTTPS port f rom 443 to an uncommon port number, such as, 9443.

4. For HTTPS server cert if icate, use automated cert if icate enrollment to leverage the ACME protocol w ith
the Let ’s Encrypt service.

a. Use the dropdow n next to HTTPS server cert if icate to select +Create.

b. Select Use Let ’s Encrypt .

c. Provide an appropriate name for the cert if icate.

d. Set Domain to the public FQDN of the Fort iGate.

e. Set Email to a valid email address.

f. Select Create.

For further details on the process, see Fort iOS 7.0 Administ rat ion Guide > ACME cert if icate support
.

5. Change the SSH port f rom 22 to an uncommon port number, such as, 9922.
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SYSTEM SETTINGS

6. Ensure the Idle t imeout is under 10 minutes. Five (5) minutes is recommended.

A set t ing of 10 minutes or less minimizes the amount of t ime administ rators can remain logged in w hen
aw ay f rom their computer.

7. Enable a passw ord policy for admin w ith the minimum follow ing values:

Passw ord scope Admin

Minimum length 8

Minimum number of new characters 0

Character requirements Enable

Upper case 1

Low er case 1

Number (0 - 9) 1

Special 1

Allow passw ord reuse Disable

Passw ord expirat ion Disable

8. Disable VLAN sw itch mode.

9. Under Start Up Set t ings, disable Detect conf igurat ion.

10 . Disable Detect f irmw are.

11. Click Apply .

Configuring log settings

To conf igure Log set t ings:

1. Go to Security Fabric > Fabric Connectors, and double- click the Cloud Logging t ile to open it for edit ing.

2. Set Status to Enabled .

3. Set Type to Fort iGate Cloud .

4. Set Upload opt ion to Real Time.

5. Beside Account , c lick Act ivate.

a. Provide the account passw ord, and select the geographic locat ion to receive the logs.

b. Click OK to save.

6. In Fort iGate Cloud, select your device, and click Analysis to review its log and analysis page.

Under Event Management > Event handlers, view the list of pre-def ined event handlers, w hich are used
to alert on events w hen certain logs are detected. It is recommended to enable some event handlers
f rom w ithin Fort iGate Cloud. For more informat ion, see the Fort iCloud Admin Guide.

Sending logs to Fort iGate Cloud improves the local log capabilit ies of the Fort iGate. Even for models w ith
a dedicated disk for logging, cent ralized logging and report ing w ith Fort iGate Cloud assists w ith log
analysis and correlat ion tasks and securely stores your logs w ith greater resiliency and accessibilit y.

7. In Fort iOS, go to Log & Reports > Log Set t ings, and ensure that Event Logging is set to All.

The Local Traf f ic Log set t ing def ines t raf f ic that is dest ined to the Fort iGate interface, or sourced f rom
the Fort iGate interface. Typically all local t raf f ic is disabled by default , but to t rack any unw anted,
denied t raf f ic dest ined to the Fort iGate, enable Log Denied Unicast Traf f ic .

8. If your Fort iGate includes a logging disk, you can enable the Fort iGate to log to the disk too under Log &
Report > Log Set t ings > Local Log .

Fort iGate models that end in 1, such as 71F, include a logging disk.
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ADMINISTRATOR SETTINGS

Configuring a remote RADIUS authentication server

A remote authent icat ion server, such as a RADIUS server, can be used w ith the Fort iGate for many purposes,
including administ rator login, Wireless WPA2-enterprise authent icat ion, and remote VPN user
authent icat ion.

Add a RADIUS server to be used for WiFi WPA2-Enterprise authent icat ion.

To conf igure a remote RADIUS authent icat ion server:

1. Go to User & Authent icat ion > RADIUS Servers, and click +Create New .

2. Enter a name, such as RADIUS.

This guide uses the name RADIUS.

3. Set IP/Name to the IP address of the RADIUS server.

4. Set Secret to the secret of the RADIUS server.

5. Click Test Connect iv ity to verify your credent ials.

6. Click OK to save the conf igurat ion.

Administrator settings

Properly conf iguring your administ rator set t ings is essent ial to keeping your Fort iGate secure f rom
unw anted and unauthorized access. Having a passw ord policy and enabling MFA are keys to protect ing your
administ rator account .

This sect ion includes the follow ing topics:

l Conf iguring administ rator set t ings on page 20
l Conf iguring RADIUS administ rator accounts on page 21

Configuring administrator settings

You can edit the default administ rator account named admin. A lternately you can create a new administ rator
account , and delete the exist ing admin account . This topic describes how to edit the default admin account .

To conf igure administ rator set t ings in the GUI:

1. Go to System > Administ rators, and double- click the admin account to open it for edit ing.

2. Enable Tw o- factor Authent icat ion, and select Fort iToken.

3. Set Token to one of the available Fort iTokens.

Fort iGate comes w ith tw o (2) f ree Fort iTokens. If you need to apply mult i- factor
authent icat ion (MFA) to addit ional users, consider purchasing more tokens or
using Fort iToken Cloud.

4. Provide an email address or phone number for the act ivat ion code:

l Enter an email address in the Email Address box.

l Enable SMS and enter a phone number.

NGFW Deployment

https://docs.fortinet.com/document/fortitoken-cloud/latest/service-descriptions/197879/introduction


ADMINISTRATOR SETTINGS

A popup appears at the bot tom- right of the pane, indicat ing the act ivat ion code
has been sent .

5. Enable Rest rict login to t rusted hosts, and enter your management netw ork, for example, 172.16.0 .0 /24 .

This ensures that only users f rom the t rusted netw ork are allow ed to log in to the Fort iGate.

6. Click OK.

The remaining set t ings must be conf igured using the command line interface.

Setting Description

Lockout durat ion

How long the admin account is locked af ter repeated, failed
login at tempts

FW_FLR1 # conf ig sys global

FW_FLR1 (global) # set admin- lockout -durat ion 180 0

FW_FLR1 (global) # end

Number of failures to t r igger the
lockout durat ion

How many failed login at tempts before an admin account is
locked out

FW_FLR1 # conf ig sys global

FW_FLR1 (global) # set admin- lockout - threshold [ 1-10 ]

FW_FLR1 (global) # end

Disable maintainer account

A maintenance account allow s users w ith physical access and
know ledge of the Fort iGate to log in and perform passw ord
resets.

FW_FLR1 # conf ig sys global

FW_FLR1 (global) # set admin-maintainer disable

FW_FLR1 (global) # end

Configuring RADIUS administrator accounts

You may w ant to conf igure administ rator authent icat ion using RADIUS. First create a user group. Once the
user group is def ined (and the appropriate set t ings are conf igured on your RADIUS server), you can create a
RADIUS administ rat ive user.

To create a user group:

1. Go to User & Authent icat ion > User Groups, and click +Create New .

2. Set Name to Admin.

3. Set Type to Firew all.

4. Add a remote group:

a. Click Add . The Add Group Match pane is displayed.

b. Set Remote Server to RADIUS.

c. Set Groups to Specify .

d. Enter Firew allAdmin.

e. Click OK. The remote group is displayed.

5. Click OK to save the user group.
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To create a RADIUS administ rator:

1. Go to System > Administ rators, and click Create New > Administ rator .

2. Enter a name, such as FWAdmin, and select Match a user on a remote server group .

3. Enter a Backup Passw ord . This passw ord is only used w hen the Fort iGate cannot connect to the RADIUS
server.

4. Set Administ rator prof ile to super_admin.

5. Set Remote User Group to Admin.

6. Enable Tw o- factor Authent icat ion.

Use caut ion w hen implement ing MFA on all administ rator accounts. If you are
unable to provide the token code for all accounts, you may have to reset your
Fort iGate, and reload your conf igurat ion f rom backup.

As a precaut ion, consider creat ing an administ rat ive account w ith a long and
complex passw ord. Write dow n the passw ord, and keep it in a secure locat ion.
Then only use the passw ord if you are locked out f rom administ rator accounts
that use MFA.

7. Enable Rest rict login to t rusted hosts.
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8. Click OK.

FortiGate Cloud Sandbox

A connect ion f rom the Fort iGate to Fort iGate Cloud Sandbox is established w hen you use the Fort iOS CLI to
choose a region. Fort iGate Cloud Sandbox can be used by ant iv irus security prof iles. See also Creat ing
ant iv irus prof iles on page 40 .

For more informat ion about Fort iGate Cloud Sandbox, see the Fort iGate Cloud Administ rat ion Guide.

To enable Fort iGate Cloud Sandbox:

1. Select a Fort iGate Cloud Sandbox region using the CLI:

FW_FLR1 # execute fort ic loud-sandbox region
FW_FLR1 # 0 Europe
FW_FLR1 # 1 Global
FW_FLR1 # 2 Japan
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FW_FLR1 # 3 US
Please select cloud sandbox region[ 0 -3] :

2. Go to Fort iGate GUI > Security Fabric > Fabric Connectors.

The Cloud Sandbox card ref lects the chosen region, and a green arrow displays af ter the connect ion is
established.

FortiGate objects

We w ill def ine all the Fort iGate objects w e need for our security polic ies, such as addresses, netw orks,
users, user groups, and services.

User group objects

In addit ion to the admin user group, the follow ing user groups are def ined and use the RADIUS server for
authent icat ion:

l Engineering

l Staf f

l IT

These groups w ill be used for w ireless authent icat ion, allow ing those w ho belong to the IT and Engineering
Act ive Directory User Groups to access the IT_WiFi and Engineering_WiFi netw orks respect ively, w hile a
third group w ill allow anyone part of the Staf f user group to connect to Staf f_WiFi.

IT and Engineering LAB netw orks are only available on WiFi through their respect ive
netw orks.

To create user groups on Fort iGate:

1. Go to User & Authent icat ion > User Groups, and click Create New .

2. Complete the follow ing opt ions:

Name Engineering

Type Firew all

3. In the Remote Groups sect ion, click Add . The Add Group Match pane is displayed.

4. Complete the follow ing opt ions, and click OK:

Remote Server RADIUS

Groups Click Specify , and type Engineering .

The remote group is created.

5. Click OK. The new user group is displayed.

6. Repeat this procedure to create a user group named Staf f by using the follow ing set t ings:

Name Staf f
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Type Firew all

Remote Groups Click Add .

Remote Server Select RADIUS.

Groups Click Specify , and type Staf f .

The remote group is created.

7. Repeat this procedure to create a user group named IT by using the follow ing set t ings:

Name IT

Type Firew all

Remote Groups Click Add .

Remote Server Select RADIUS.

Groups Click Specify , and type IT.

The remote group is created. All groups are displayed.
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Address objects

Address objects can be def ined as subnets, IP ranges, FQDN, geography, dynamic or MAC address.

Complete the follow ing steps to create address objects on Fort iGate:

1. Create several address objects. See Creat ing address objects on page 26 .

2. Create an address group to contain the RFC-1918 address objects. See Creat ing address groups on
page 27.

Creating address objects

The address objects used in this conf igurat ion are subnets def ined as an IP address w ith a /32 subnet and
groups of addresses in the private IP subnet range.

To create address objects on Fort iGate:

1. Go to Policy & Objects > Addresses, and click Create New > Address.

2. Complete the follow ing opt ions:

Name IT_SRV

IP/Netmask 192.168.21.1/32

Interface VLAN21
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3. Click OK. The new address object is created.

4. Repeat this procedure unt il you create all the follow ing address objects: 

l ENG_SRV

Name ENG_SRV

IP/Netmask 192.168.31.1/32

Interface VLAN31

l CORP_SRV

Name CORP_SRV

IP/Netmask 192.168.50 .1/32

Interface VLAN50

In this example, all corporate services are hosted on the same IP address. In
the event you use mult iple servers to provide the services, you w ill need to
create several address objects for various corporate servers or an IP range for
a group of cont iguous IPs.

l RFC-1918- 10

Name RFC-1918- 10

IP/Netmask 10 .0 .0 .0 /8

Interface any

l RFC-1918- 172

Name 1918-172

IP/Netmask 172.16.0 .0 /12

Interface any

l RFC-1918- 192

Name RFC-1918- 192

IP/Netmask 192.168.0 .0 /16

Interface any

The address objects are created.

5. Next , create an address group to contain the address objects. See Creat ing address groups on page
27.

Creating address groups

Af ter def ining the address objects, create an address group named RFC-1918 to contain the RFC- 1918
address objects.
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To create an address group:

1. On the Policy & Objects > Addresses pane, click New > Address Group .

2. Complete the follow ing opt ions:

Group name RFC-1918

Type Group

Members

RFC-1918- 10

RFC-1918- 172

RFC-1918- 192

3. Click OK.

Service objects

Service objects def ine specif ic ports for specif ic servers. This helps to ensure only required t raf f ic is
permit ted to access the subnets of the servers host ing the service. If there are mult iple services, it is
recommended to put them into a group for ease of conf igurat ion. For example, if Engineering requires an
addit ional service, you can def ine this new service, and add it to the exist ing group to update any references
to Engineering servers in your polic ies.

Complete the follow ing steps to set up service objects:

1. On Fort iGate, create service objects. See Creat ing service objects on page 28 .

2. On Fort iGate, create service groups to contain the service objects. See Creat ing service groups on
page 29 .

3. On a Netw ork Policy Server, conf igure a RADIUS client for the Fort iGate. See Conf iguring the
NPS server RADIUS client on page 30 .

Creating service objects

This sect ion describes how to create the follow ing service objects:

l ENG_SRV1

l ENG_SRV2

l IT_SRV1

l IT_SRV2

To create service objects:

1. Go to Policy & Objects > Services, and click Create New > Service.

2. Complete the follow ing opt ions:

Name ENG_SRV1

Protocol Type TCP/UDP/SCTP

Address 192.168.31.1

Dest inat ion Port TCP, 5678

3. Click OK. The new address object is created.
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4. Repeat this procedure unt il you create all the follow ing service objects: 

l ENG_SRV2

Name ENG_SRV2

Protocol Type TCP/UDP/SCTP

Address 192.168.31.1

Dest inat ion Port TCP, 4678

l IT_SRV1

Name IT_SRV1

Protocol Type TCP/UDP/SCTP

Address 192.168.21.1

Dest inat ion Port TCP, 8765

l IT_SRV2

Name IT_SRV2

Protocol Type TCP/UDP/SCTP

Address 192.168.21.1

Dest inat ion Port TCP, 9765

The address objects are created.

5. Next , create service groups to contain the service objects. See Creat ing service groups on page 29 .

Creating service groups

Af ter def ining the service objects, create the follow ing service groups to contain the objects:

l ENG_SERVICES

l IT_SERVICES

To create service groups:

1. On the Policy & Objects > Services pane, click New > Service Group .

2. Complete the follow ing opt ions:

Group name ENG_SERVICES

Members
ENG_SRV1

ENG_SRV2

3. Click OK.

4. Repeat this procedure to create an IT_SERVICES group:

Group name IT_SERVICES

Members
IT_SRV1

IT_SRV2
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5. Next , conf igure a RADIUS client on a Netw ork Policy Server for the Fort iGate. See Conf iguring the
NPS server RADIUS client on page 30 .

Configuring the NPS server RADIUS client

On a Netw ork Policy Server, conf igure a RADIUS client for the Fort iGate.

For corporate services, the predef ined f irew all service group named Window s AD is used.

In order to leverage Act ive Directory (AD) groups to def ine w ho belongs to a given
user group, the RADIUS server must be conf igured to return RADIUS AVP Fort inet -
Group-Name that matches the group def ined in the User Group > Remote Groups >
Radius server > Group Name.

For more informat ion, see the Fort iOS Administ rat ion Guide.

To conf igure the NPS server RADIUS client set t ings:

1. On a Netw ork Policy server, go to RADIUS Clients and Servers > RADIUS Clients.

2. Right - click RADIUS Clients to select New .

3. Enter the name, IP address/DNS address, and a secret .

4. Go to Polic ies > Netw ork Polic ies, and def ine netw ork polic ies for each of the follow ing user
groups: Engineering, IT, Staf f , and Admin.

Within each policy, the condit ions are that the authent icat ing user belongs to a part icular group in AD.
(Policy Propert ies > Condit ions)
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When a user w ho belongs to this group authent icates, a Vendor-Specif ic- At t r ibute (VSA) is conf igured
to return, for example, Fortinet-Group-Name=IT (or Fortinet-Group-Name=Engineering, and so on).

Fort iGate matches the VSA in the Groups: Specify sect ion of the User Group >
Remote Group . It is a good idea to return a VSA that matches the group, although
it is not necessary.
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LANs and LAN segmentation

This example company w ill use the follow ing subnets:

Interface Purpose Subnet DHCP
FortiGate
interface
address

Address
object

MGMT
Management
Netw ork

172.16.0 .0 /24 No .254 MGMT_net

port1.VLAN20 IT 192.168.20 .0 /24 Yes .254
VLAN20
address

port1.VLAN21 IT LAB 192.168.21.0 /24 No .254
VLAN21
address

port1.VLAN30 Engineering 192.168.30 .0 /24 Yes .254
VLAN30
address

port1.VLAN31
Engineering
LAB

192.168.31.0 /24 No .254
VLAN31
address

port1.VLAN40 Sales 192.168.40 .0 /24 Yes .254
VLAN40
address

port1.VLAN50 Corp Services 192.168.50 .0 /24 Yes .254
VLAN50
address

port1.VLAN60 VoIP phones 192.168.60 .0 /24 Yes .254
VLAN60
address

port1.VLAN70
IoT
w ireless/Staf f
WiFi

192.168.70 .0 /23 Yes .71.254
VLAN70
address

The subnets used in this guide illust rate the process of creat ing and using them. You may consider further
subnets for devices such as PoS systems, printers, and security cameras to name a few .

Once completed, the topology should be as follow s:
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Complete the follow ing steps to conf igure the LAN:

1. If not done already, physically connect your managed sw itch to the Fort iGate t runk port . See Managed
sw itch connect ion on page 18 .

2. Conf igure the t runk port to connect to the core sw itch. See Trunk port on page 33 .

3. Def ine and assign the VLANs. See VLANs on page 34 .

Trunk port

Conf igure the t runk port to connect to core sw itch.

We w ill use port 1 (the internal1 interface in the GUI), w hich w as removed f rom the internal hardw are sw itch
earlier in the document . If internal1 has not been removed, see Removing interfaces f rom the hardw are
sw itch on page 15 .

To conf igure the t runk port :

1. Go to Netw ork > Interfaces.

2. Double- click the port that you w ill use to connect to the core sw itch to open it for edit ing.

In this example, w e w ill use port 1, w hich is labeled internal1 in the GUI.

3. Set the follow ing opt ions, and click OK to save the changes:

Alias LAN

Role LAN

Addressing Mode Manual

IP/Netmask
Provide an IP address/netmask that the Fort iAPs w ill use to
connect to the Fort iGate.

DHCP server Enable to provide addresses in the netw ork.
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VLANs

Def ine the follow ing VLANs out lined in LANs and LAN segmentat ion on page 32 :

l port1.VLAN20

l port1.VLAN21

l port1.VLAN30

l port1.VLAN31

l port1.VLAN40

l port1.VLAN50

l port1.VLAN60

l port1.VLAN70

To def ine and assign VLANs:

1. Go to Netw ork > Interfaces, and click +Create New > Interface.

2. Enter a name for the VLAN, and select interface1 for the t runk port .

3. Set the VLAN ID.

4. Conf igure the IP/Netmask to ref lect the Fort iGate interface address corresponding to the netw ork.

5. Under Administ rat ive Access, enable PING.

6. Enable DHCP server to provide a range for the subnet .

If you have a DNS server, you may elect to update the DNS server opt ion in the DHCP server
conf igurat ion.
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7. Click OK.

8. Repeat this procedure unt il you create all the VLANs.

In this guide, the names w ill remain VLAN20 , VLAN 21, and so on for ease of reference.
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Like w ired netw orks, w ireless netw orks come in a variety of architectures, w ith a variety of opt ions for
implementat ion. This sect ion provides a simple w ay of providing w ireless connect iv ity w ith some
considerat ion to access cont rol. It is recommended to review the 4 -D w ireless resource located here for a
complete picture and to understand w hat adjustments can be made to bet ter suit your needs.

Wireless netw ork conf igurat ion on the Fort iGate is comprised of the follow ing parts:

l SSIDs on page 36
l AP prof ile on page 37
l Managed access points (APs) on page 38

Some w ireless set t ings must be adjusted, depending on your environment . For example, you may need to
adjust w ireless set t ings if there are other compet ing w ireless netw orks in the area.

SSIDs

We w ill create SSIDs to support access for the follow ing groups:

l General corporate access (Staf f_WiFi)

l IT access (IT_WiFi)

l Engineering access (Engineering_WiFi)

The IT and Engineering SSIDs should only authent icate users w ho belong to those departments.

To conf igure SSIDs:

1. Go to WiFi & Sw itch Cont roller > SSIDs, and click Create New > SSID.

2. Complete the follow ing opt ions as needed, then click OK to create the SSID named Staf f_WiFi.

Name Staf f_WiFi

Traf f ic mode Bridge

SSID Staf f_WiFi

Security mode WPA2 Enterprise

Authent icat ion Local
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User group Staf f

Opt ional VLAN ID 70

3. Repeat this procedure to create the follow ing addit ional SSIDs:

l IT_WiFi

Name IT_WiFi

Traf f ic mode Bridge

SSID IT_WiFi

Security mode WPA2 Enterprise

Authent icat ion Local

User group IT

Opt ional VLAN ID 20

l Engineering_WiFi

Name Engineering_WiFi

Traf f ic mode Bridge

SSID Engineering _WiFi

Security mode WPA2 Enterprise

Authent icat ion Local

User group Engineering

Opt ional VLAN ID 30

The SSIDs are created.

AP profile

The AP prof ile def ines the radio set t ings, such as w hich channels and SSIDs to broadcast .
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To conf igure an AP prof ile:

1. Go to WiFi & Sw itch cont roller > Fort iAP Prof iles, and +Create New .

2. Complete the follow ing opt ions:

Name Provide a name for the prof ile. We w ill use Corp_Wireless

Plat form Select the plat form of the AP units you are deploying.

Indoor / Outdoor Leave the locat ion at Default ( Indoor) .

Count ry / Region Adjust if necessary.

3. Def ine the radio(s):

We w ill use tw o radios to provide both 2.4GHz and 5.0 GHz access.

a. Under Radio 1, set the follow ing opt ions:

Mode Access Point

Radio resource provision Enable

Band 2.4GHz, 80 2.11n/g

Channels All

Transmit pow er 10 0 %

SSIDs Bridge

b. Under Radio 2, set the follow ing opt ions:

Mode Access Point

Radio resource provision Enable

Band 5GHz, 80 2.11ac/n/a

Channels All

Transmit pow er 10 0 %

SSIDs Bridge

4. Click OK.

Managed access points (APs)

Conf igure the access point , and then connect the AP to the managed sw itch. If the AP is not automat ically
authorized, authorize it .

You can conf igure the AP before you connect it to the managed sw itch.
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To conf igure the managed AP:

1. On Fort iGate, go to WiFi & Sw itch Cont roller > Managed Fort iAPs, and click Create New > Managed AP.

2. Set the follow ing opt ions:

Serial Number Provide the serial number of the AP.

Name
Enter a descript ive name. It is recommended to include the physical
locat ion in the AP name.

Fort iAP prof ile Select the Fort iAP prof ile created earlier (Corp_Wireless) .

3. Click OK to save.

To connect the managed AP:

1. On your managed sw itch, select a port for the Fort iAP connect ion, and conf igure the interface as a t runk
to allow the three VLANs used in the three SSIDs (20 , 30 , 70 ).

2. Physically connect the Fort iAP to the sw itch port .

Short ly af ter, the device w ill appear in the WiFi & Sw itch Cont roller > Managed Fort iAPs pane on
Fort iGate.

To authorize the managed AP:

1. On Fort iGate go to the WiFi & Sw itch Cont roller > Managed Fort iAPs.

2. Right - click the Fort iAP, and click Authorize, if it w as not automat ically authorized .

Security

When implement ing security and access cont rol, administ rators must be aligned w ith the business and
security needs of the company. This may be dif ferent for each company, depending on the indust ry and
sector in w hich they operate. A f inancial inst itute w ill have st r icter security cont rols than a small logist ics
company for example. Key dif ferent iators are the value of the data held and the services provided.

Therefore, it is important for businesses to assess and evaluate their data and inf rast ructure and build
security polic ies around that . What are the most important data and w here are they stored? This can be user
data, code, other digital assets, and intellectual property. Who can access these data? What are possible
vectors in w hich these data can be stolen or compromised? What are services that the company provides?
Where are these hosted? What are possible vectors in w hich these servers can be hacked?

In our hypothet ical sof tw are engineering company, servers and services that store important data are either
in the IT lab or Engineering lab. Therefore, these netw orks have rest r ict ive access.

On another note, company polic ies might exist about internet access and the type of content that can be
accessed. These polic ies should be considered by type of users and devices that w ill access the internet .

On the Fort iGate, security is managed by customizing security prof iles and f irew all polic ies. The next
sect ions demonst rate the recommendat ions for our hypothet ical company.

Security profiles

Use the follow ing procedures to create security prof iles:
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Ant iVirus See Creat ing ant iv irus prof iles on page 40 .

Web Filter See Creat ing w eb f ilter prof iles on page 40 .

DNS See Creat ing DNS Filter prof iles on page 41.

Applicat ion Cont rol See Creat ing applicat ion cont rol prof iles on page 42 .

Int rusion Prevent ion See Creat ing int rusion prevent ion prof iles on page 42 .

VoIP See Creat ing VoIP prof iles on page 42 .

Creating antivirus profiles

Clone the default ant iv irus prof ile to create a new prof ile, and then conf igure the set t ings.

To conf igure ant iv irus prof iles:

1. Go to Security Prof iles > Ant iVirus.

2. Select the default prof ile, and click Clone.

3. Type a name for the clone, such as CORP_AV , and click OK. The new prof ile is created.

4. Double- click the new prof ile to open it for edit ing, and set the follow ing opt ions:

Name CORP_AV

Inspected Protocols

l HTTP
l SMTP
l POP3
l IMAP
l FTP

Ant iVirus scan Enable

Send f iles to Fort iSandbox for inspect ion Suspicious Files Only

APT Protect ion Opt ions Enable

Use Fort iSandbox database Enable

Include mobile malw are protect ion Enable

Quarant ine
Enable

Fort iGuard outbreak prevent ion database Block

5. Click OK to save the changes.

Creating web filter profiles

Clone the default w eb f ilter prof ile to create a new prof ile, and then conf igure the set t ings.

To conf igure w eb f ilter prof iles:

1. Go to Security Prof iles > Web Filter .

2. Select the default prof ile, and click Clone.

3. Type a name for the clone, such as CORP_WF, and click OK. The new prof ile is created.
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4. Double- click the new prof ile to open it for edit ing, and set the follow ing opt ions:

Name CORP_WF

Fort iGuard Category Based Filter Enable

Pre- conf igured f ilters

l In the Potent ially Liable category, adjust each f ilter to
have an act ion of Block .

l In the Adult /Mature Content category, adjust each f ilter
to have an act ion of Block .

l In the Bandw idth Consuming category, adjust each f ilter
to have an act ion of Block .

l In the Security Risk category, adjust each f ilter to have
an act ion of Block .

Stat ic URL Filter

l Enable Block invalid URLs.
l Enable Block malic ious URLs discovered by

Fort iSandbox

5. Click OK to save the changes.

Creating DNS Filter profiles

Clone the default DNS Filter prof ile to create a new prof ile, and then conf igure the set t ings.

To conf igure DNS Filter prof iles:

1. Go to Security Prof iles > DNS Filter .

2. Select the default prof ile, and click Clone.

3. Type a name for the clone, such as CORP_DNS, and click OK. The new prof ile is created.

4. Double- click the new prof ile to open it for edit ing, and set the follow ing opt ions:

Name CORP_DNS

Redirect botnet C&C requests to Block
Portal

Enable

Fort iGuard Category Based Filter Enable

Pre- conf igured f ilters

l In the Adult /Mature Content category, adjust each f ilter
to have an act ion of Redirect to Block Portal.

l In the Bandw idth Consuming category, adjust the f irst
four (4 ) f ilters to have an act ion of Redirect to Block
Portal.

l In the Bandw idth Consuming category, adjust the
remaining f ilters to have an act ion of Monitor .

l In the General Interest – Business category, adjust each
f ilter to have an act ion of Monitor .

l In the General Interest – Personal category, adjust each
f ilter to have an act ion of Monitor .

l In the Potent ially Liable category, adjust each f ilter to
have an act ion of Redirect to Block Portal.

5. Click OK to save the changes.

NGFW Deployment



SECURITY

Creating application control profiles

Clone the default applicat ion cont rol prof ile to create a new prof ile, and then conf igure the set t ings.

To conf igure applicat ion cont rol prof iles:

1. Go to Security Prof iles > Applicat ion Cont rol.

2. Select the default prof ile, and click Clone.

3. Type a name for the clone, such as CORP_AC, and click OK. The new prof ile is created.

4. Double- click the new prof ile to open it for edit ing, and set the follow ing opt ions:

Name CORP_AC

All Categories Adjust to Monitor .

P2P Adjust to Block .

Proxy Adjust to Block .

5. Click OK to save the changes.

Creating intrusion prevention profiles

Clone the default int rusion prevent ion prof ile to create a new prof ile, and then conf igure the set t ings.

To conf igure int rusion prevent ion prof iles:

1. Go to Security Prof iles > Int rusion Prevent ion.

2. Select the default prof ile, and click Clone.

3. Type a name for the clone, such as CORP_IP, and click OK. The new prof ile is created.

4. Double- click the new prof ile to open it for edit ing, and set the follow ing opt ions:

Name CORP_IP

Block malic ious URLs Enable

Default f ilter (for SEV 3,4 ,5) Adjust Act ion f rom Default to Block .

Scan Outgoing Connect ions to Botnet Sites Adjust f rom Disable to Block .

5. Click OK to save the changes.

Creating VoIP profiles

You must use the CLI to create VoIP prof iles.

Create a VoIP prof ile named CORP_VOIP, and ensure the conf igurat ion matches requirements for your VOIP
service.

For details, see the Fort iOS Administ rat ion Guide.

Firewall policy

Use the follow ing procedures to create f irew all polic ies for the dif ferent types of netw ork t raf f ic:
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Corporate to internet See Creat ing a corporate to internet policy on page 43 .

Lab to internet See Creat ing a lab to internet policy on page 43 .

Phones to server See Creat ing a phones to server policy on page 44 .

IoT to internet See Creat ing an IOT to internet policy on page 45 .

Employee corporate services
See Creat ing an employee corporate services policy on
page 45 .

Engineering to engineering lab
See Creat ing an engineering to engineering lab policy on
page 46 .

IT to IT lab See Creat ing an IT to IT lab policy on page 46 .

Creating a corporate to internet policy

To create a f irew all policy:

1. Go to Policy & Objects > Firew all Policy , and click Create New .

2. Set the follow ing opt ions, and click OK:

Name CORP_to_INTERNET

Incoming Interface VLAN20 , VLAN30 , VLAN40

Outgoing Interface WAN1

Source IT_net , ENG_net , SALES_net

Dest inat ion* !RFC-1918

Service ALL

Schedule Alw ays

Act ion Accept

NAT Use Outgoing Interface Address

Security Prof iles CORP_AV, CORP_WF, CORP_DNS, CORP_AC, CORP_IP

Logging Opt ions All Sessions

* Af ter saving the policy, r ight - click it to select >_ Edit in CLI. From the CLI, enter set dstaddr-negate
enable. This w ill change the dest inat ion to NOT RFC- 1918 addresses.

Creating a lab to internet policy

To create a f irew all policy:

1. Go to Policy & Objects > Firew all Policy , and click Create New .

2. Set the follow ing opt ions, and click OK:

Name LAB_to_INTERNET

Incoming Interface VLAN21, VLAN31
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Outgoing Interface WAN1

Source IT _LAB_net , ENG_LAB_net

Dest inat ion !RFC-1918

Service ALL

Schedule Alw ays

Act ion Accept

NAT Use Outgoing Interface Address

Security Prof iles
You may use the same prof iles as the above polic ies, how ever it may
be necessary to adjust some prof iles to allow for less rest r ict ions as
necessitated by the lab requirements.

Logging Opt ions All Sessions

Creating a phones to server policy

To create a f irew all policy:

1. Go to Policy & Objects > Firew all Policy , and click Create New .

2. Set the follow ing opt ions, and click OK:

Name PHONES_to_SERVER

Incoming Interface VLAN60

Outgoing Interface VLAN50

Source VOIP_net

Dest inat ion CORP_SRV ^

Service VOIP *

Schedule Alw ays

Act ion Accept

NAT NO

Security Prof iles CORP_VOIP

Logging Opt ions All Sessions

* There are several VoIP services built in to the Fort iGate. You should select the protocol(s) used by
your company (for example, SIP, H323, and so on).

^ If you are using an external VoIP service, you must adjust the dest inat ion and outgoing interface to
ref lect the server locat ion.
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Creating an IOT to internet policy

To create a f irew all policy:

1. Go to Policy & Objects > Firew all Policy , and click Create New .

2. Set the follow ing opt ions, and click OK:

Name IOT_to_INTERNET

Outgoing Interface WAN1

Source IOT_net

Dest inat ion !RFC-1918

Service ALL

Schedule Alw ays

Act ion Accept

NAT Use Outgoing Interface Address

Security Prof iles

You may use the conf igured CORP_ prof iles; how ever, it may be
necessary to increase security here to account for staf f BYOD, w hich
may not have the same security measures as corporate provided
devices (for example, ant iv irus, patching, and so on).

Logging Opt ions All Sessions

Creating an employee corporate services policy

To create a f irew all policy:

1. Go to Policy & Objects > Firew all Policy , and click Create New .

2. Set the follow ing opt ions, and click OK:

Name EMPLOYEE_CORP_SERVICES

Incoming Interface VLAN20 , VLAN30 , VLAN40 ,VLAN70

Outgoing Interface VLAN50

Source SALES_net , ENG_net , SALES_net , IOT_net

Dest inat ion CORP_SRV

Service Window s AD

Schedule Alw ays

Act ion Accept

NAT NO

Security Prof iles CORP_AV, CORP_WF, CORP_DNS, CORP_AC, CORP_IP

Logging Opt ions All Sessions
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Creating an engineering to engineering lab policy

To create a f irew all policy:

1. Go to Policy & Objects > Firew all Policy , and click Create New .

2. Set the follow ing opt ions, and click OK:

Name Engineering_to_ENG_LAB

Incoming Interface VLAN30

Outgoing Interface VLAN31

Source ENG_net

Dest inat ion ENG_LAB_net

Service ENG_SERVICES

Schedule Alw ays

Act ion Accept

NAT NO

Security Prof iles CORP_AV, CORP_WF, CORP_DNS, CORP_AC, CORP_IP

Logging Opt ions All Sessions

Creating an IT to IT lab policy

To create a f irew all policy:

1. Go to Policy & Objects > Firew all Policy , and click Create New .

2. Set the follow ing opt ions, and click OK:

Name IT_to_IT_LAB

Incoming Interface VLAN20

Outgoing Interface VLAN21

Source IT_net

Dest inat ion IT_LAB_net

Service IT_SERVICES

Schedule Alw ays

Act ion Accept

NAT NO

Security Prof iles CORP_AV, CORP_WF, CORP_DNS, CORP_AC, CORP_IP

Logging Opt ions All Sessions
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Security rating check

The security rat ing uses real- t ime monitoring to analyze your Security Fabric deployment and ident ify
potent ial vulnerabilit ies. It also highlights best pract ices that can be used to improve the security and
performance of your netw ork and calculate Security Fabric scores.

You can run the security rat ing check by navigat ing to Security Fabric > Security Rat ing , and select ing Run
Now in the top right .

The security rat ing is divided into the follow ing categories: Security Posture, Fabric Coverage, and
Opt imizat ion.

Af ter complet ing the deployment guide, the follow ing security best pract ices w ill be met :

l Security Posture on page 47
l Fabric Coverage on page 48
l Opt imizat ion on page 48

Security Posture

Explic it Interface Polic ies Polices that allow t raf f ic should not use the any interface.

Admin Passw ord Policy A passw ord policy should be set up for system administ rators.

LAN Segment Servers Servers should be placed behind interfaces classif ied as DMZ.

Endpoint Regist rat ion
Interfaces that are classif ied as LAN and are used by a policy should
have Security Fabric Connect ion enabled.

DNS Helper
Ensure that a DNS session helper is conf igured for w ildcard FQDN
address resolvabilit y.

LDAP Server Ident ity Check

Verify that server-identity-check is enabled for LDAP servers to
ensure cert if icate validat ion takes place. While this is the default
opt ion in a clean install, it may not be set if upgrading f rom older
Fort iOS releases.

Unsecure Protocol - HTTP
Interfaces current ly in use should not allow HTTP administ rat ive
access.

Unsecure Protocol - Telnet
Interfaces that are classif ied as WAN and are used by a policy should
not allow Telnet administ rat ive access.

Valid HTTPS Cert if icate -
Administ rat ive GUI

The administ rat ive GUI should use a valid and secure cert if icate.

Interface Classif icat ion
All interfaces used by a policy should be classif ied as either LAN,
WAN, or DMZ.

Detect Botnet Connect ions
Interfaces that are classif ied as WAN and are used by a policy should
use an IPS sensor that blocks or monitors outgoing connect ions to
botnet sites.

Device Discovery
Interfaces that are classif ied as LAN or DMZ and are used by a policy
should have device detect ion enabled.

Cent ralized Logging & Report ing Logging and report ing should be done in a cent ralized place.
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Fort iClient Vulnerabilit ies
All registered Fort iClient devices should have no crit ical
vulnerabilit ies.

Compat ible Firmw are
All devices in the Security Fabric should have compat ible f irmw are
versions.

One best pract ice is not met due to the missing dependency of a Fort iSw itch:

VLAN Management
Non-Fort iLink interfaces should not have mult iple VLANs
conf igured on them.

Fabric Coverage

Fort iAP Firmw are Versions
Non-Fort iLink interfaces should not have mult iple VLANs
conf igured on them.

Fort iCare Support
Appropriate devices should be registered w ith Fort iCare and have
valid support coverage.

Ant i-Spam Ant i-Spam subscript ion should be valid.

Ant iVirus Ant iVirus subscript ion should be valid.

Firmw are & General Updates Firmw are & General Updates subscript ion should be valid.

IPS IPS subscript ion should be valid.

Outbreak Prevent ion Outbreak Prevent ion subscript ion should be valid.

Web Filtering Web Filtering subscript ion should be valid.

Third Party Router & NAT Devices
No third- party router or NAT devices should be detected in the
netw ork.

Unauthorized Fort iAPs All discovered Fort iAPs should be authorized or disabled.

Advanced Threat Protect ion
Suspicious f iles should be submit ted to Fort iSandbox appliance
or Fort iGate Cloud Sandbox for inspect ion.

Compat ible Firmw are
All devices in the Security Fabric should have compat ible
f irmw are versions.

Fort iSandbox
All Fort iGates in the Security Fabric can connect to their
conf igured Fort iSandbox.

One best pract ice is not met due to the missing dependency of an addit ional subscript ion:

Security Rat ing Security Rat ing subscript ion should be valid.

Optimization

Managed Sw itch Capacity Exceeded on
Fort iGate

Number of managed Fort iSw itch devices should not exceed
80 % of the Fort iGate's maximum capacity (table size).

Fort iSw itch St rict Tunnel Mode
Should enable st r ict tunnel mode to enforce sw itch cont roller
to use cipher set in Fort iOS.
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Policy Inspect ion Mode Polic ies should not combine proxy and f low inspect ion modes.

Compat ible Firmw are
All devices in the Security Fabric should have compat ible
f irmw are versions.

Unused Polic ies All polic ies should be used.
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More informat ion

This sect ion out lines the products used in this guide and provides links to addit ional documentat ion.

Products used

The follow ing Fort inet product models and f irmw are w ere used in this guide:

Product Model Firmware

Fort iGate 70 F 7.0 .9

Fort iGate Cloud

Fort iGate Cloud Sandbox

Fort iAP U312EV 6.2.4

Documentation references

Fort iGate

l Fort iOS 7.2 Administ rat ion Guide:

l Conf iguring Fort iAnalyzer Cloud services

l Security rat ing

l RADIUS servers

l Rest rict ing RADIUS user groups to match select ive users on the RADIUS server

l Best pract ices:

l Logging and report ing

l Security prof iles

l SSL/TLS deep inspect ion

l Security rat ing

Fort iAP

NGFW Deployment

https://docs.fortinet.com/document/fortigate/7.2.99/administration-guide/954635/getting-started
https://docs.fortinet.com/document/fortigate/7.2.99/administration-guide/911693/configuring-fortianalyzer-cloud-service
https://docs.fortinet.com/document/fortigate/7.2.99/administration-guide/292634/security-rating
https://docs.fortinet.com/document/fortigate/7.2.99/administration-guide/748748/radius-servers
https://docs.fortinet.com/document/fortigate/7.2.99/administration-guide/710485/restricting-radius-user-groups-to-match-selective-users-on-the-radius-server
https://docs.fortinet.com/document/fortigate/7.0.0/best-practices/691328/logging-and-reporting
https://docs.fortinet.com/document/fortigate/7.0.0/best-practices/889496/security-profiles
https://docs.fortinet.com/document/fortigate/7.0.0/best-practices/598577/ssl-tls-deep-inspection
https://docs.fortinet.com/document/fortigate/7.0.0/best-practices/218775/security-rating


DOCUMENTATION REFERENCES

l Fort iAP / Fort iWiFi 7.2 Conf igurat ion Guide:

l Wireless netw ork conf igurat ion

Solut ion Hub

l Fort iCloud

4 -D Resources

l Secure Access: Wireless
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