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Change log

Date Change description

2024-02-06 Initial release of 24.1.
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Introduction

FortiZTP is a cloud service to manage zero touch provisioning of devices or VMs to cloud or on-premise management
solutions from a centralized console. FortiZTP provides following features:

l Bulk provisioning of devices/VMs to a desired cloud service or on-premise management solution
l Visibility of where devices are provisioned
l Deprovisioning devices

FortiZTP automatically loads devices that are registered to Asset Management under the same FortiCloud account and
Cloud/FortiDeploy key verification. You must perform the Cloud/FortiDeploy key verification during Asset Management
registration. If Asset Management does not prompt for the verification step, the Cloud key or FortiDeploy key is invalid in
FortiCare. Contact Fortinet Support to inquire on the key status. The centralized FortiZTP service integrates with various
FortiCloud services to view the provisioning status and perform actions to provision, deprovision, hide, or change
provisioning targets.

FortiZTP supports the following devices and provisioning targets:

Device Provisioning target

l FortiGate
l FortiGate-VM
l FortiWiFi

l FortiGate Cloud
l FortiManager
l FortiManager Cloud

FortiAP l FortiGate
l FortiLAN Cloud

FortiSwitch FortiLAN Cloud

FortiExtender l FortiExtender Cloud
l FortiSASE

You must register or import devices to the Asset Management portal in the same FortiCloud account.

Functions

Function Description

Provisioning status summary Displays the number of provisioned and unprovisioned devices for supported
products.

Provision devices (zero touch) Provision product to the supported target on-premise or cloud service.

Deprovision devices Deprovision products from the cloud service.

Hide devices Hide unprovisioned products from the list if they are managed locally.

Regions l Global (North America)
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Introduction

Function Description

l Europe (EU)
l Japan (APAC)

FortiZTP supports FortiGate Cloud, FortiLAN Cloud, and FortiManager Cloud. For
information on region support for these products, see the following:
l FortiGate Cloud: see Functions.
l FortiLAN Cloud: FortiLAN Cloud includes the Global, Europe, and Japan
regions:
l The data center in Canada serves the GL and JP domains.
l The data center located in Germany serves the EU domain.

l FortiManager Cloud: when logged in to the FortiManager Cloud instance,
see the region list from the dropdown list in the top right corner. See
Deploying a FortiManager Cloud instance.

l FortiSASE
l FortiExtender Cloud

Languages English

Requirements

The following items are required to use FortiZTP:

Requirement Description

FortiCloud account Create a FortiCloud account if you do not have one. Using FortiZTP requires a
FortiCloud account.
You must register or import devices to the Asset Management portal in the same
FortiCloud account for them to be available for provisioning in FortiZTP.

Cloud service licensing You must ensure that you have the license for the cloud services that you are
using as provisioning targets, such as FortiGate Cloud, FortiLAN Cloud, or
FortiManager Cloud. Refer to the specific cloud service documentation in the
Fortinet Document Library for detailed licensing information.

FortiGate-VM licensing To provision a FortiGate-VM using the FortiZTP portal, it must have a valid license
applied.
FortiZTP requires a FortiGate model that supports the zero-touch provisioning
(autojoin) feature. FortiGate/FortiWiFi/POE desktop and 1U models up to 100F
support the zero touch provisioning feature. For other models, FortiZTP supports
one-touch provisioning. For these models, you must configure DHCP on the port
of choice. The FortiZTP server can push FortiManager settings to devices that
fulfill this requirement. Having trained personnel handle larger deployments is
recommended. FortiZTP is available for devices running FortiOS 5.2.2 and later.
A FG-VM01 or FG-VM01V license is recommended, as the autojoin feature is
enabled by default.
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Introduction

Requirement Description

To enable autojoining FortiGate Cloud:

From FortiOS 5.2.3 and later, the auto-join-forticloud option is enabled
by default. You must enable it for FortiZTP to function correctly. You can ensure
that the option is enabled by running the following commands:
config system fortiguard

set auto-join-forticloud enable
end

After changing this setting, restart the device and ensure that the device is
sending traffic to FortiGate Cloud to verify that you have configured it correctly.
For a non-U.S. government FortiGate-VM, you must unset the FortiGuard
location:
config system fortiguard

unset update-server-location
end

Browsers l Microsoft Edge 41 and later versions
l Microsoft Internet Explorer 11 and later versions
l Mozilla Firefox 59 and later versions
l Google Chrome 65 and later versions
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Getting started with the FortiZTP portal

To access the FortiZTP portal, log in with your FortiCloud credentials.

FortiZTP provides region-specific portals. Each regional portal retains the data within the specified region. You can
switch between regions from the top banner.

The top of the GUI displays how many devices are unprovisioned and hidden. It also displays how many devices are in
the following states:

State Description

Incomplete Provisioning did not complete within 30 minutes due to one of the following
reasons:
l Device is offline.
l Device cannot access the Internet.
l Device cannot connect to destination service.
l Device does not have required license.

Unprovisioned Registered to Asset Management with same FortiCloud account used to access
FortiZTP and available for provisioning to a Fortinet service.

Provisioned Provisioned to a Fortinet service.

Hidden Hidden from view in FortiZTP.

You can use the Device and Status tabs to filter which devices display in the list. The list displays the following
information for each device depending on which tab you select:

l Device type
l Model
l Serial number
l Provisioning status
l Provisioning location
l Provisioning completion date

You can also search for the desired device by serial number or device name.

If the device needs additional setup after provisioning, the Provisioning Status indicates that the device is (Not Setup).
You can click (Not Setup) to go to the respective service to complete the setup.

If you are logged in to an organizational unit (OU), you can use the left pane to navigate to a subfolder. The pane also
displays how many OUs, accounts, and devices are in this OU.
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Getting started with the FortiZTP portal

If you are logged in as an Identity & Access Management (IAM) user with read-only permissions, you can view the portal,
but cannot provision or update any FortiZTP settings. Options are grayed out. You also only see devices that are
registered in FortiCloud Asset Management, while non-IAM users can see FortiCloud-registered devices and FortiGate
Cloud local inventory devices.

FortiZTP supports role-based access control using FortiCloud permission profiles. See Creating a permission profile.
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User permissions

IAM users

FortiCloud Identity & Access Management (IAM) supports creating IAM users and allowing access to FortiZTP using the
admin or read-only access role. The admin role allows the same permissions as a full admin email account user. The
read-only role allows read-only access to all FortiZTP pages.

FortiZTP also supports specifying IAM user folder permissions. For example, if a local IAM user has been specified with
permissions to a folder, FortiZTP only shows devices within that folder.

See Adding IAM users for details on configuring IAM users.

FortiCloud organizations

FortiZTP supports organizational unit (OU) account selection and switching. OU support is available to external
customers with FortiCloud Premium license accounts. See Organization Portal for details on creating an OU.

To create an IAM user with OU scope, see User permissions.
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OU

FortiZTP supports organizational unit (OU) account selection and switching. OU support is available to external
customers with FortiCloud Premium license accounts. See Organization Portal for details on creating an OU.

FortiZTP supports logging in via an external identity provider with OUs.

Logging in to FortiZTP and accessing OU accounts

To log in to FortiZTP and access OU accounts:

1. In the FortiZTP landing page, click Login.
2. Select IAM Login.
3. Enter your account ID/alias, username, and password, then click Log In.
4. By default, FortiZTP logs you into the parent OU. Select the desired account or OU by doing one of the following:

l Select the desired OU from the left panel.
l Select your username in the upper right corner of the GUI, then select the desired account or OU.

Returning to the OU tree

To return to the OU tree, select the dropdown list in the upper right corner of the GUI, which displays the OU that you are
currently logged in to. Select the desired OU or account from the dropdown list. You can also select your username in the
upper right corner of the GUI, then select Switch Accounts.

Switching OUs or accounts

To switch the OU or account that you are using to access FortiZTP, select your account in the upper right corner of the
GUI, then select the desired OU or account from the dropdown list.
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Provisioning devices

FortiZTP automatically loads devices that are registered to Asset Management with same FortiCloud account. You can
view these devices on the UNPROVISIONED tab in FortiZTP and provision them to various Fortinet services as desired.

FortiZTP automatically deletes provisioning history older than one year.

Provisioning a FortiGate

The following describes provisioning a FortiGate. After FortiZTP provisions devices, they appear on the PROVISIONED
tab.

To provision a FortiGate to FortiGate Cloud:

1. Click the SETTING button on the right. On the FortiGate tab, ensure that FortiGate Cloud is enabled.
2. Click UPDATE.

3. On the UNPROVISIONED tab, select the checkboxes for the desired FortiGates, then click the PROVISION button.
4. Under TARGET LOCATION in the Provision devices dialog, select the desired target location for the FortiGate(s).

Only options that you have configured in SETTING appear in this dialog.
5. Click PROVISION NOW.

To provision a FortiGate to FortiManager:

1. Click the SETTING button on the right.
2. In the Provisioning Targets dialog, on the FortiGate tab, enable FortiManager.
3. In the Serial Number and IP Address/FQDN fields, enter the FortiManager details. If you are provisioning FortiGate

to FortiManagers in a high availability (HA) pair, enter both nodes' serial numbers separated by a comma in the
Serial Number field and one IP address (the virtual IP address or hostname) in the IP Address/FQDN field. FortiZTP
supports provisioning for FortiManager 7.2 HA.
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Provisioning devices

4. By default, FortiGate Cloud is enabled. If desired, you can disable FortiGate Cloud.
5. Click UPDATE.
6. On the UNPROVISIONED tab, select the checkboxes for the desired FortiGates, then click the PROVISION button.
7. Under TARGET LOCATION in the Provision devices dialog, select the desired target location for the FortiGate(s).

Only options that you have configured in SETTING appear in this dialog.
8. Click PROVISION NOW.

To provision a FortiGate to FortiManager Cloud:

1. Click the Setting button on the right.
2. On the FortiGate tab, enable FortiManager Cloud.
3. On the UNPROVISIONED tab, select the checkboxes for the desired FortiGates, then click the PROVISION button.
4. Under TARGET LOCATION in the Provision devices dialog, select FortiManager Cloud.
5. Click PROVISION NOW.

See Using FortiZTP with FortiManager Cloud for FortiManager Cloud-side instructions.

In previous versions, provisioning a device to FortiManager Cloud using FortiZTP automatically created a model device
in FortiManager Cloud. This no longer occurs. You can manually create a model device or perform the provisioning
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Provisioning devices

without a model device, then authorize it in the unregistered list in FortiManager Cloud. Performing preconfiguration
requires creating a model device manually in FortiManager Cloud before provisioning.

Provisioning a FortiAP

The following describes provisioning a FortiAP.

To provision a FortiAP to FortiGate:

1. Click the SETTING button on the right.
2. On the FortiAP tab, enable External AC.
3. In the IP Address field, enter the desired FortiGate IP address.
4. Click UPDATE.
5. On the UNPROVISIONED tab, select the checkboxes for the desired FortiAPs, then click the PROVISION button.
6. Under TARGET LOCATION in the Provision devices dialog, select External AC. Only options that you have

configured in SETTING appear in this dialog.
7. Click PROVISION NOW.

To provision a FortiAP to FortiLAN Cloud:

1. Click the SETTING button on the right.
2. On the FortiAP tab, ensure that FortiLAN Cloud is enabled.
3. Click UPDATE.

4. On the UNPROVISIONED tab, select the checkboxes for the desired FortiAPs, then click the PROVISION button.
5. Under TARGET LOCATION in the Provision devices dialog, select the desired target FortiLAN Cloud for the FortiAP

(s). Only options that you have configured in SETTING appear in this dialog.
6. Click PROVISION NOW.
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Provisioning devices

Provisioning a FortiSwitch

The following describes provisioning a FortiSwitch.

To provision a FortiSwitch to FortiLAN Cloud:

1. Click the SETTING button on the right.
2. On the FortiSwitch tab, ensure that FortiLAN Cloud is enabled.
3. Click UPDATE.
4. On the UNPROVISIONED tab, select the checkboxes for the desired FortiSwitches, then click the PROVISION

button.
5. Under TARGET LOCATION in the Provision devices dialog, select the desired target location for the FortiSwitche

(s). Only options that you have configured in SETTING appear in this dialog.
6. Click PROVISION NOW.

Provisioning a FortiExtender

The following describes provisioning a FortiExtender. FortiZTP only supports provisioning a FortiExtender to FortiSASE
for FortiExtenders running FortiOS 7.2.3 or a later version.

You must set discovery-type to cloud on the FortiExtender before you can provision it to FortiExtender Cloud or
FortiSASE. Use the following commands:

config management
set discovery-type cloud

end

To provision a FortiExtender to FortiExtender Cloud:

1. Click the SETTING button on the right.
2. On the FortiExtender tab, ensure that FortiExtender Cloud is enabled.
3. Click UPDATE.
4. On the UNPROVISIONED tab, select the checkboxes for the desired FortiExtenders, then click the PROVISION

button.
5. Under TARGET LOCATION in the Provision devices dialog, select FortiExtender Cloud. Only options that you have

configured in SETTING appear in this dialog.
6. Click PROVISION NOW.

To provision a FortiExtender to FortiSASE:

1. Click the SETTING button on the right.
2. On the FortiExtender tab, ensure that FortiSASE is enabled.
3. Click UPDATE.
4. On the UNPROVISIONED tab, select the checkboxes for the desired FortiExtenders, then click the PROVISION

button.
5. Under TARGET LOCATION in the Provision devices dialog, select FortiSASE. Only options that you have

configured in SETTING appear in this dialog.
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Provisioning devices

6. Do one of the following:
a. Click NEXT. You can choose to associate the FortiExtender with a profile. Select the desired profile, then click

PROVISION NOW.
b. Click PROVISION NOW.
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Deprovisioning a device

To deprovision a device:

1. Go to the PROVISIONED tab.
2. Do one of the following:

a. To deprovision a single device, click the Deprovision icon for the desired device. The Deprovision icon is on the
right side of the GUI.

b. To deprovision multiple devices, select the checkboxes for the desired devices. Click the Deprovision button.
3. In the dialog, click Deprovision Now.

Deprovisioned devices now display on the UNPROVISIONED tab. You can reprovision them as desired.

After deprovisioning a FortiGate from FortiManager or FortiManager Cloud, you must do one of the following to ensure
that you can successfully reprovision the FortiGates:

l Factory reset the FortiGate.
l Execute the following CLI commands on the FortiGate, then reboot it:
config system central-management

set type fortiguard
end
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Self-diagnosis

Provisioning FortiGate to FortiGate Cloud self-diagnosis

The following provides self-diagnosis instructions for a scenario where you have provisioned a FortiGate to FortiGate
Cloud, FortiZTP shows that the provisioning succeeded, but the FortiGate displays that FortiGate Cloud is not activated.

To self-diagnose this scenario:

1. Check the Anycast status:

config system fortiguard
show
end

The following shows example output for this command:
config system fortiguard

set fortiguard-anycast disable
end

2. Check the network connection. Do one of the following:
l If Anycast is enabled, enter the following:

execute ping globallogctrl.fortinet.net

l If Anycast is disabled, enter the following:

execute ping logctrl1.fortinet.com

If ping succeeds, enter the following:

execute telnet <IP address resolved above> 443

The following shows example output for this command:
Trying ...
Connected to...

If telnet succeeds, go to the next step.
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3. Attempt connection to FortiGate Cloud:

execute fortiguard-log domain

diagnose debug application forticldd -1
diagnose debug enable
execute fortiguard-log join

diagnose fdsm log-controller-update

diagnose fdsm contract-controller-update

Provisioning FortiGate to FortiManager self-diagnosis

The following provides self-diagnosis instructions for a scenario where you have provisioned a FortiGate to
FortiManager, FortiZTP shows that the provisioning succeeded, but the FortiGate does not appear on FortiManager.

To self-diagnose this scenario:

1. In the FortiOS CLI, check that the central management type is set to FortiGuard:

config system central-management
show
end

2. Check the Anycast status:

config system fortiguard
show
end

FortiZTP 24.1 Administration Guide 20
Fortinet Inc.



Self-diagnosis

3. Check the network connection. Do one of the following:
a. If Anycast is enabled, enter the following:

execute ping globallogctrl.fortinet.net

b. If Anycast is disabled, enter the following:

execute ping logctrl1.fortinet.com

If ping succeeds, enter the following:

telnet <IP address resolved above> 443

If telnet succeeds, go to the next step.
4. Attempt connection to FortiGate Cloud:

execute fortiguard-log domain

diagnose debug application forticldd -1
diagnose debug enable
execute fortiguard-log join

diagnose fdsm contract-controller-update

Ensure that ‘HomeServer’ returned is a valid FortiDeploy server IP address. If it is 192.168.0.1, that means the
device is not properly connected to FortiGate Cloud, and you must rerun the join request or run a login request in
CLI:

execute fortiguard-log login <email> <password>
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Self-diagnosis

5. Check the network connection to the FortiDeploy server:

execute telnet <FortiDeploy server IP address> 541

6. Ensure that the management tunnel is established:

diagnose debug application fgfmd -1
diagnose debug enable
fnsysctl killall fgfmd

7. Check that FortiManager Cloud pushed a setting script to FortiGate. After FortiManager Cloud pushes the script to
FortiGate, central management should be set to FortiManager:
config system central-management
show
end

8. Check the network connection to FortiManager:

execute ping <FortiManager IP address>

If the results of all steps are as expected but the FortiGate still does not show up on FortiManager, contact the
FortiManager team for further investigation.

Provisioning FortiGate to FortiManager Cloud self-diagnosis

The following provides self-diagnosis instructions for a scenario where you have provisioned a FortiGate to
FortiManager Cloud, FortiZTP shows that the provisioning succeeded, but the FortiGate does not appear on
FortiManager Cloud.

To self-diagnose this scenario:

1. In the FortiOS CLI, check that the central management type is set to FortiGuard:

config system central-management
show
end
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2. Check the Anycast status:

config system fortiguard
show
end

3. Check the network connection. Do one of the following:
a. If Anycast is enabled, enter the following:

execute ping globallogctrl.fortinet.net

b. If Anycast is disabled, enter the following:

execute ping logctrl1.fortinet.com

If ping succeeds, enter the following:

telnet <IP address resolved above> 443

If telnet succeeds, go to the next step.
4. Attempt connection to FortiGate Cloud:

execute fortiguard-log domain

diagnose debug application forticldd -1
diagnose debug enable
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execute fortiguard-log join

diagnose fdsm contract-controller-update

Ensure that ‘HomeServer’ returned is a valid FortiDeploy server IP address. If it is 192.168.0.1, that means the
device is not properly connected to FortiGate Cloud, and you must rerun the join request or run a login request in
CLI:

execute fortiguard-log login <email> <password>

5. Check the network connection to the FortiDeploy server:

execute telnet <FortiDeploy server IP address> 541

6. Ensure that the management tunnel is established:

diagnose debug application fgfmd -1
diagnose debug enable
fnsysctl killall fgfmd

7. Check that FortiManager Cloud pushed a setting script to FortiGate. After FortiManager Cloud pushes the script to
FortiGate, central management should be set to FortiManager:
config system central-management
show
end

8. Check the network connection to FortiManager Cloud:

execute ping fortimanager.forticloud.com

If the results of all steps are as expected but the FortiGate still does not show up on FortiManager Cloud, contact the
FortiManager Cloud team for further investigation.
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Frequently asked questions

Question Answer

How do I access the FortiZTP
portal?

You can access the FortiZTP portal via https://fortiztp.forticloud.com. You can use
your FortiCloud account credentials to log in.

Why is the account I would like to
access not listed after login?

Ensure that your login email has full administrator rights over all of that account's
cloud service regions.

How do I find the device I want to
provision?

The FortiZTP portal automatically loads devices that are registered to Asset
Management with your FortiCloud account, so ensure that you log in to the same
account when accessing the FortiZTP portal. After login, you can search the
device by its serial number on the Unprovisioned tab.

How do I find a recently
provisioned device?

You can search for a device by its serial number or sort the provisioned device list
by provisioning date.

Why does the Unprovisioned tab
of the FortiZTP portal not list my
device?

Ensure that the device has been registered to the same account in FortiCloud
Asset Management.

How do I go to the cloud service
portal of a particular device after
provisioning?

Click the device serial number and the GUI redirects you to its cloud service
portal.

How do I change a device's
provisioning location?

Deprovision the device, then reprovision it with the preferred provisioning
location.
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API

There is an API available for FortiZTP. You can find information on supported API calls at the FortiZTP REST API
documentation.

The API usage limit is 2 000 calls per hour. If the usage goes over 2 000 calls per hour, API calls fail and a message
displays that you are over the limit.

You can do a single API call on multiple devices by entering multiple device serial numbers.
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