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Introduction
Fortinet Security Orchestration Platform™ (FortiSOAR™) is a scalable, awareness-driven,
and encrypted security management intelligence platform. FortiSOAR™ is a centralized hub
for your security operations and dramatically improves the effectiveness and efficiency of
your security operations teams, by providing automation and customizable mechanisms
for prevention, detection, and response to cybersecurity threats.

Purpose
Use the deployment guide to deploy the FortiSOAR™ virtual appliance using VMware, the
ESX/ESXi server and AWS.
Note: This document provides you with all the procedures for setting up FortiSOAR™ in
your environment, including deploying FortiSOAR™, the initial configuration for
FortiSOAR™, and troubleshooting of FortiSOAR™.

Prerequisites
Before you deploy FortiSOAR™, ensure you have the done the following:






Provision to import FortiSOAR™ virtual appliance into VMware or AWS. You can also
install FortiSOAR™ on your existing VM.
Hostname and IP address if you want to change or assign them.
DNS server should be configured for the appliance if it is not picked up automatically
from the network.
Company-specific SSL certificate, if you want to change the default certificate.
Optionally configure an SMTP server and an NTP server. The SMTP server is used for
outgoing notifications once the system is configured. The NTP server is used to
synchronize the machine time after deployment.

Browser Compatibility
FortiSOAR™ 6.4.0 User Interface has been tested on the following browsers:




Chrome version 80.0.3987.163
Firefox version 75.0.
Internet Explorer version 11.778.18362.0
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Deploying FortiSOAR™
This chapter covers the process of deploying FortiSOAR™, and the initial configuration
required for FortiSOAR™. You can perform the initial configuration for FortiSOAR™ using
the FortiSOAR Configuration Wizard.
The following image displays the high-level tasks for deploying FortiSOAR™:

Figure 1.

High-level process for deploying FortiSOAR™

You can also install FortiSOAR™ 6.4.0 using the FortiSOAR™ installer (.bin file). For more
information, see Installing FortiSOAR™ 6.4.0 using the FortiSOAR™ installer.
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Planning
Recommended Resource Requirements
Virtual Machine (VM)
Minimum Specifications





8 available vCPUs
22 GB available RAM
500 GB available disk space: Recommended to have high-performance storage,
preferably SSDs.
1 vNIC

Recommended Specifications





8 available vCPUs
32 GB available RAM
1 TB available disk space: Recommended to have high-performance storage, preferably
SSDs.
1 vNIC

Important: In case of an MSSP setup, contact FortiSOAR™ Support for sizing requirements.

Supported Hypervisors



VMware ESX 5.5 or higher
Amazon Web Services (AWS)

VM Inbound Networking
Enable the following ports for the VM within your VM network:



22 Management (ssh)
443 User Interface (https)

VM Outbound Networking
For FortiSOAR™ to correctly interact with your network, you must provide access between
the FortiSOAR™ VM and the third-party products and services configured within your
network.
To accomplish this, enable the following ports for SSH, SMTP, and HTTPs access:
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22 Management (ssh)
25 Email SMTP relay server. This port can be different based on your environment.
443 User Interface (https)

Note: Depending on the type of connectors used for Playbooks, you might require to open
other ports or services.

Credentials
Credentials to access SSH management and the FortiSOAR™ User Interface are:
Username: csadmin
Password: changeme
From FortiSOAR™ 6.0.0 onwards, the UI password of the ‘csadmin’ user for AWS is set to
the “instance_id” of your instance.
To know the instance ID of your FortiSOAR™ AWS instance, you can SSH and run the
cloud-init query instance_id command.
Important: You must change the default password once you initially log on to FortiSOAR™.

Requirements
It is highly recommended that Internet access is provided for a FortiSOAR™ upgrade and
also for installing new out-of-the-box connectors.
Whitelist the following URLs in your Firewall or Proxy servers:
For upgrading FortiSOAR™: https://update.cybersponse.com.
For Connector Dependencies: https://pypi.python.org.
For deploying FortiSOAR™ license: https://globalupdate.fortinet.net

Importing the FortiSOAR™ Virtual Appliance
Use a vSphere Client or a viclient to import the Virtual Appliance into the ESX/ESXi server.
See the VMware documentation for steps on how to import a Virtual Appliance.
Important: After you import the FortiSOAR™ Virtual Appliance and the FortiSOAR™
system boots up, the IP address of the system is displayed on the command prompt. You
can share this IP address with users who require to configure FortiSOAR™ using the
FortiSOAR Configuration Wizard.

Deploying the FortiSOAR™ Virtual Appliance
Before you begin the deployment process, ensure that your VM is configured as per the
specifications outlined in the Planning section.
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Deploying the FortiSOAR™ Virtual Appliance using vSphere or vCenter
Once you have ensured that you have met all the specifications, deploy the FortiSOAR™
Virtual Appliance using vSphere or vCenter. See the VMware documentation for steps on
how to deploy a Virtual Appliance.

Deploying the FortiSOAR™ Virtual Appliance using AWS
Once you have ensured that you have met all the specifications, perform the following steps
to deploy the FortiSOAR™ Virtual Appliance on Amazon Web Services (AWS):
1. Log into your AWS account and upload the FortiSOAR™ Virtual Appliance to Amazon
Web Services (AWS).
2. From the Amazon EC2 console dashboard, choose Launch Instance, to launch the
FortiSOAR™ instance.
3. On the Choose an Amazon Machine Image (AMI) page, choose the AMI and start
configuring the instance.
After you complete deploying your FortiSOAR™ and you connect the first time to your
FortiSOAR™ VM, the EULA agreement page is displayed. You must accept the EULA to
continue with your FortiSOAR™ configuration. If you do not accept the EULA, then the OS
will halt, and you have to restart your FortiSOAR™ VM (power off-power on) and reconnect
to the FortiSOAR™ VM and accept EULA to continue with your FortiSOAR™ configuration.

Installing FortiSOAR™ 6.4.0 using the FortiSOAR™ installer
This section describes the steps that you require to follow to install FortiSOAR™ 6.4.0 on a
plain Centos system that has minimal skew selected while installing Centos.
Important: Before you
update.cybersponse.com.

begin

this

procedure,

ensure

that

you

can

access

The following procedure describes the steps that you require to run for installing
FortiSOAR™ 6.4.0 Enterprise Edition or Secure Message Exchange:
1. Provision a Centos 7 (minimal) VM [recommended version 7.6 (7.6.1810)], with the
wget package.
2. Ensure your VM has disk space of 500 GB. If you have a large volume of data being
ingested daily, it is recommended to have a disk space of 1 TB. It is recommended to
have a thin provisioned disk.
You can add three more disks to your Virtual Machine (VM) and create separate Logical
Volume Management (LVM) partitioning for PostgreSQL, Elasticsearch and FortiSOAR™
RPM data. For more information about multiple disk support, see the Multidisk Support
article present in the Fortinet Knowledge Base.
Note: The database disk requires most volume is required for the database disk. So if
you are provisioning the volume with multiple disks, the size of the data disk is the
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most important and should be sufficiently large.
Refer to the table that is present at the end of this procedure for the minimum and
recommended disk sizes.
3. To ensure that your ssh session does not timeout execute the screen command.
For more information on how to handle session timeouts, see the Handle session
timeouts while running the FortiSOAR™ upgrade article present on the support site.
4. To download the installer for FortiSOAR™ 6.4.0:
# wget https://update.cybersponse.com/6.4.0/install-fortisoar-6.4.0.bin
5. To install FortiSOAR™ 6.4.0 run the following command as a root user:
# sh install-fortisoar-6.4.0.bin

OR

chmod +x install-fortisoar-6.4.0.bin
./install-fortisoar-6.4.0.bin

6. Choose from one of the following options based on the FortiSOAR™ flavor you want to
install:
Enterprise
OR
Secure Message Exchange
7. Once the installation is complete, exit the terminal session and log back in using the
following credentials:
Username: csadmin
Password: changeme
8. Once you have logged into FortiSOAR™, you will be asked to accept the EULA. You must
accept the EULA before you can proceed to the FortiSOAR Configuration Wizard.
9. Retrieve your FortiSOAR™ Device UUID, which is created automatically by the
FortiSOAR™ installation. This Device UUID is used to identify each unique FortiSOAR™
environment. A root user can directly run the following command to retrieve the Device
UUID:
csadm license --get-device-uuid

Use this Device UUID to get your FortiSOAR™ license using the process detailed in the
Licensing FortiSOAR™ chapter in the "Deployment Guide."
10. Before you deploy your FortiSOAR™ license, ensure that you can connect to
https://globalupdate.fortinet.net, else the license deployment will fail. Connectivity to
this address is required for fetching the license entitlements and product functioning
post-upgrade.
Deploy your FortiSOAR™ license as a root user, using the following command:
For an Enterprise system: csadm license --deploy-enterprise-license <License
File Path>

For a multi-tenant system: csadm license --deploy-multi-tenant-license
<License File Path>

The license path that you provide can either be relative to the current working
directory or can be an absolute path.
The FortiSOAR™ Admin CLI displays a Success message, if your license file is deployed
successfully, or an Error message that contains the reason for the failure.
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11. Once your system is licensed, you can log on to the FortiSOAR™ UI using the default
credentials:
Username: csadmin
Password: changeme
Following is a table that contains the minimum and recommended disk sizes:
Mount Point

Recommended Size

Minimum Size

/

6 GB

-

/boot

1.5 GB

-

/temp

2 GB

1 GB

/opt

9.5 GB

-

/var

4 GB

-

/var/lib/pgsql

500 GB

20 GB

/var/lib/elasticsearch

150 GB

-

/var/lib/redis

6 GB

-

/var/lib/rabbitmq

7.5 GB

-

/var/log

5 GB

2 GB

/var/log/audit

1 GB

-

/var/log/cyops/coredump

49 GB

-

/home

10 GB

-

Installing the secure message exchange
If you have a managed security services provider (MSSP) setup, then you will also require
to install the secure message exchange. A secure message exchange establishes a secure
channel used for communication between your master and tenant nodes.
Steps for installing the secure message exchange are as follows:
1. Provision a Centos 7 (minimal) VM [recommended version 7.6 (7.6.1810)], with the
wget package.
2. Ensure your VM has disk space of minimum 50 GB, recommended is 100 GB. It is
recommended to have a thin provisioned disk.
3. To ensure that your ssh session does not timeout execute the screen command.
For more information on how to handle session timeouts, see the Handle session
timeouts while running the FortiSOAR™ upgrade article present on the support site.
4. To download the installer for FortiSOAR™ 6.4.0:
# wget https://update.cybersponse.com/6.4.0/install-fortisoar-6.4.0.bin
5. To install FortiSOAR™ 6.4.0 run the following command as a root user:
# sh install-fortisoar-6.4.0.bin

OR
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chmod +x install-fortisoar-6.4.0.bin
./install-fortisoar-6.4.0.bin

For information on configuring the secure message exchange, see the "Multi-Tenancy
support in FortiSOAR™" guide.

FortiSOAR Configuration Wizard
A configuration wizard runs automatically on the first ssh login by the csadmin user and
performs the initial configuration steps that are required for FortiSOAR™. The wizard
guides you through the configuration process with appropriate instructions so that you can
efficiently perform the initial configuration required for FortiSOAR™. To begin running the
configuration wizard, you must accept the Fortinet End User License Agreement.
The wizard performs the following configuration steps:
1. Change hostname: (Optional) You can change the hostname for your FortiSOAR™ VM.
Ensure that the hostname that you provide is resolvable. If the hostname gets resolved
by a DNS server, ensure that you provide only the node name and not the complete
FQDN. The wizard checks if the hostname is valid or not; and throws an error in case of
an invalid hostname. FortiSOAR™ optionally also asks for additional DNS servers.
2. Configure Proxy: (Optional) You can configure an https/http proxy server to serve all
https/http requests from FortiSOAR™. To configure an https or http proxy, you must
specify the username and password, and the hostname and the port number of the
HTTPS or HTTP proxy server. For example to configure an HTTPS proxy, enter the
proxy details in the following format: https://user:password@[ip/fqdn]:port. You
can also configure a comma-separated list of hostnames that do not require to be
routed through a proxy server. For example, [ip1/fqdn1], [ip2/fqdn2]
3. Set up messaging broker: This is an automatic process to set up messaging between
FortiSOAR™ services.
4. Update network configuration: This is an automatic process.
5. Set up intra-service authentication: This is an automatic process to generate new
appliance keys unique to your instance for communication to the FortiSOAR™ services.
6. Generate certificates: This is an automatic process; you do not require to provide any
inputs.
7. Generate Device UUID: This is an automatic process; you do not require to provide any
inputs. The wizard also saves the UUID in the /home/csadmin/device_uuid file.
This Device UUID is required for when you are generating your license for FortiSOAR™.
For more information, see the Licensing FortiSOAR™ topic.
Important: You get logged out after the FortiSOAR™ VM is configured, so that the
changes can take effect. Therefore, you require to ssh again to the FortiSOAR™ VM.
8. Reset database passwords: This is an automatic process to reset database password to a
new password unique to your instance.
9. Restart services: This is an automatic process to reset all FortiSOAR™ services.
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10. Configure default HA cluster: This is an automatic process that creates the default
single-node HA cluster. This FortiSOAR™ server is created as a primary-active node.
11. Install python libraries: This is an automatic process to install some python libraries
required by FortiSOAR™.
After the FortiSOAR Configuration Wizard is run, it displays the following:




Device UUID
Path where the Device UUID is saved
Path of the Configuration Wizard log

Note: If your FortiSOAR Configuration Wizard displays errors when it is being run, then
you can troubleshoot the FortiSOAR Configuration Wizard errors by checking its logs,
which are located at /var/log/cyops/install/config_vm_<timestamp> . For example,
/var/log/cyops/install/config-vm-09_Nov_2018_05h_37m_36s.log.
Important: If you want to replace the Self-Signed Certificates with your own signed
certificates, see the Updating the SSL certificates topic.

Pointing the ntpd service to a valid ntp server
If you require to change the system time on your FortiSOAR™ instance, then perform this
step immediately after running the FortiSOAR Configuration Wizard.
The ntpd service runs on your FortiSOAR™ instance, and it requires to be pointed to a valid
ntp server. If the /etc/ntp.conf file contains entries to ntp server(s) that are not valid;
then you might face Invalid System Time issues where you might not be able to log on to
your FortiSOAR™ instance. Edit the /etc/ntp.conf file to add details of a valid ntp
server(s). For a list of common NTP servers, go to https://www.ntppool.org/en/.
In case your FortiSOAR™ VM does not have access to the internet, then you must edit the
/etc/ntp.conf to add details of a valid ntp server within your datacenter.

Editing the VM configuration
It is not necessary to perform the following steps, but they can quickly assist you to get
access to the FortiSOAR™ VM:
1. Setting a static IP
2. Determining your DHCP IP Address

Setting a static IP
1. On the ESX console for your FortiSOAR™ VM, login to the VM as the csadmin user.
2. Type sudo –i in the terminal and press Enter to become a root user.
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3. Once you are logged in to the terminal, type nmtui and press Enter.

4. On the first screen, select the Edit a connection option and press Enter.
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5. On the second screen, select the connection listed under Ethernet, which is Wired
connection 1 and select <Edit...>.

6. Use the arrow keys to select <Show> that appears to the right of the IPv4 Configuration
option and press Enter.
7. Enter the required information for your network. You must enter all the information,
such as IP Address, Gateway, DNS servers address, on this screen:

8. (Optional) If you want to configure IPv6, repeat steps 5 and 6 and then enter the
required information, such as IPv6 Address, for your network.
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9. Ensure that you have selected the Automatically connect and Available to all
users options.

10. Select <OK> and press Enter.
11. Select <Back> and press Enter.
12. Select <OK> and press Enter.
13. Restart the network service using the systemctl restart network command.
Once the network service restarts, you can use the assigned static IP.

Determining your DHCP IP address
1. On the ESX console for your FortiSOAR™ VM, login to the FortiSOAR™ VM as the root
user.
2. Type ifconfig | more in the terminal and press Enter.
Your IP address is listed in the eth** section, next to inet, as displayed in the following
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image:

’
Note: Once you have completed configuring the hostname and IP address ensure that the
default inbound ports mentioned in the ‘VM Inbound Networking’ section are open and
accessible.
Now you must follow the licensing process required for FortiSOAR™ and then you can use
this IP address to log on to the FortiSOAR™ UI and begin the configuring the system. See the
Licensing in FortiSOAR™ chapter for more information.
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Licensing FortiSOAR™
From version 6.4.0 onwards FortiSOAR™ integrates with FDN (FortiGuard Distribution
Network) to retrieve updated contract details.
FortiSOAR™ enforces licensing and restricts the usage of FortiSOAR™ by specifying the
following:




The maximum number of active users in FortiSOAR™ at any point in time.
The type and edition of the license.
The expiration date of the license itself.

For a fresh install of FortiSOAR™, see FortiSOAR™ licensing process. To retrieve your
Device UUID, see Retrieving the FortiSOAR™ Device UUID.
A configuration wizard runs automatically on the first ssh login by the csadmin user. This
wizard automatically generates your Device UUID and saves the Device UUID in the
/home/csadmin/device_uuid file. For more information, see the FortiSOAR Configuration
Wizard topic.
Important: In case you have cloned the data of your FortiSOAR™ system or cloned your
FortiSOAR™ system to another system then your current FortiSOAR™ license is invalidated,
then you must obtain an updated license file using the method mentioned in the following
sections.

FortiSOAR™ licensing process
1. You must have an account in FortiCare.
2. Contact FortiSOAR™ Support to obtain FortiSOAR™ product SKU. You will require to
provide the following information to be able to get the license for FortiSOAR™:
o The license type that you want for FortiSOAR™. For information on the different
license types, see License Manager Page.
o The license edition that you want for FortiSOAR™. For information on the
different license editions, see License Manager Page.
o The number of licensed users required for FortiSOAR™.
Once you complete purchasing FortiSOAR™, you will be sent a service contract
registration code to your registered email address.
3. Login to your FortiCare account and click Asset > Register/Activate to register your
FortiSOAR™ product. You can register your FortiSOAR™ product using the instructions
provided in the FortiCare registration wizard.
You will require to copy-paste the service contract registration code from your email to
register FortiSOAR™.
Once you have verified the registration, click Complete to complete the registration.
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4. Once you click Complete, you are taken to the Product Information page. To generate
the license file, click Edit on the Product Information page.
On the Edit Product Information page, in the UUID field, enter the Device UUID of
your FortiSOAR™ installation and click Save.
To retrieve your UUID, see Retrieving the FortiSOAR™ Device UUID.
The license file is generated after you enter the Device UUID. You can now download
and deploy the FortiSOAR™ license, using the steps mentioned in Deploying the
FortiSOAR™ license.

Retrieving the FortiSOAR™ Device UUID
Your FortiSOAR™ installation generates a Device UUID for your installation. This key is
used to identify each unique FortiSOAR™ environment.
A configuration wizard runs automatically on the first ssh login by the csadmin user. This
wizard automatically generates your Device UUID and saves the Device UUID in the
/home/csadmin/device_uuid file. For more information, see the FortiSOAR Configuration
Wizard topic.
You might need to retrieve your FortiSOAR™ Device UUID, in case you have cloned your
FortiSOAR™ system to another system and require a new license or you have misplaced
your Device UUID.
You can retrieve the FortiSOAR™ license using the FortiSOAR™ Admin CLI (csadm). A root
user can directly run the csadm license --get-device-uuid command to print the Device
UUID on the CLI. For more information on the FortiSOAR™ Admin CLI, see the FortiSOAR™
Admin CLI chapter in the “Administration Guide.”

Deploying the FortiSOAR™ license
Warning: Before you start deploying your FortiSOAR™ license, you must ensure that you
can connect to https://globalupdate.fortinet.net, else the license deployment will fail.
Connectivity to this address is required for fetching the license entitlements and product
functioning post-upgrade.
You can deploy the FortiSOAR™ license using the FortiSOAR™ Admin CLI. A root user can
directly run the csadm license --deploy-enterprise-license <License File Path>
command. For example, csadm license --deploy-enterprise-license
temp/<Serial_No>.lic. If your license is enabled for multitenancy, then run the csadm
license --deploy-multi-tenant-license <License File Path command. For more
information on csadm, see the FortiSOAR™ Admin CLI chapter in the “Administration Guide.”
The license path that you provide can either be relative to the current working directory or
can be an absolute path. Once you have entered the license path, the csadm checks the
license file for validity and whether you have selected the appropriate license type
(enabled or not enabled for multi-tenancy).
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The FortiSOAR™ Admin CLI displays a Success message, if your license file is deployed
successfully, or an Error message that contains the reason for the failure.
Once your system is licensed, you can log on to the FortiSOAR™ UI and begin configuring
the system.

License Manager Page
Click Settings > License Manager to open the License Manager page as shown in the
following image:

Figure 2.

License Manager Page

The License Manager page displays the serial number, type and edition of the license
issued, the total number of users FortiSOAR™ is licensed for, the date when the FortiSOAR™
license will expire, the number of days till the expiry of the FortiSOAR™ license, and your
Device UUID. You can click the Copy Device UUID button to copy your Device UUID.
Serial Number: The serial number is a unique ID that is created by the FortiCare portal
when you register your FortiSOAR™ product.
The FortiSOAR™ license can be of the following types:


Perpetual: This type of license provides you with a lifetime subscription to
FortiSOAR™.
 Subscription: This type of license is a regular license that gives you subscription to
FortiSOAR™ for a particular number of users and a specific timeframe.
You can renew your subscription and change the number of users as per your
requirements. FortiSOAR™ will synchronize with the FDN server and retrieve the latest
subscription.
 Evaluation: This type of license allows you to evaluate FortiSOAR™. The evaluation
license is shipped with a predefined user count and expiry date.
The FortiSOAR™ license can have the following editions:
 Enterprise: This edition enables a regular "enterprise" production license.
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MT: This edition enables multitenancy; both shared and distributed multi-tenancy are
supported. The instance where this license is deployed would serve as a “master” node
in a distributed deployment. For more information of what MSSP and master nodes are,
see the "Multi-tenancy support in FortiSOAR™ Guide."
 MT_Tenant: This edition enables the node as a tenant in a multi-tenant deployment.
This is the license to be deployed for a "customer" node of a Managed Security Services
Provider (MSSP). The node can then be configured as a "tenant" to the MSSP server for
syncing data and actions to and from the MSSP "master" server. The "MT_Tenant"
license has a limited user count.
 MT_RegionalSOC: This edition enables the node as a "Regional SOC" deployment at an
organization having a distributed SOC. It is enabled as a complete SOAR platform by the
regional SOC team. At the same time, it can be configured as "tenants" to the global SOC
where the "MT" license is deployed and sync data and actions from the Global SOC
FortiSOAR™ server.
Total Users displays the number of users that can use FortiSOAR™. You cannot create
more users, in your FortiSOAR™ environment, than the value specified in this field. For
example, if the Total Users field is set to 50, you cannot create a 51st active user in
FortiSOAR™.
Expiry Date displays the date at which your FortiSOAR™ license will expire and Remaining
Days displays the number of days left for your license to expire.
In case your FortiSOAR™ instance is part of a High Availability cluster, then the License
Manager page, will also display information about the nodes in the cluster, if you have
added a secondary node as shown in the following image:

Figure 3.

License Manager Page in case of your FortiSOAR™ instance is part of a High
Availability cluster

Renewing your license using the FortiSOAR™ UI
You can renew your license using your FortiSOAR™ UI. Click Settings > License Manager
to open the License Manager page.
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Figure 4.

License Manager

On the License Manager page, you can update your license by clicking Update License and
either drag-and-drop your updated license or click and browse to the location where your
license file is located, then select the file and click Open.
You can use the License Manager to view your license details and for updating your license.
FortiSOAR™ displays a message about the expiration of your license 30 days prior to the
date your license is going to expire. You must update your license within 30 days if you
want to keep using FortiSOAR™. For more information, see the System Configuration
chapter in the "Administration Guide."
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Configuring FortiSOAR™
Once your system is appropriately licensed, it is recommended that you install the FSR-IRCONTENT-PACK. The FSR-IR-CONTENT-PACK enables users to experience the power of
FortiSOAR™ incident response, both automated and manual, without having to configure
FortiSOAR™ to ingest any data. With out-of-box (OOB) demo records and their
corresponding playbooks that demonstrate various use cases along with best practices to
combat various types of incidents. For more information on the FSR-IR-CONTENT-PACK,
see the FSR-IR-CONTENT-PACK article present in the Fortinet Knowledge Base.
This chapter describes the initial configuration steps required for setting up your
FortiSOAR™ system.

Logging on to FortiSOAR™ for the first time
1. In a browser, enter the IP address that you had identified using the steps mentioned in
the Determining your DHCP IP address section as and press Enter.
For example, https://{*Your_FortiSOAR™_IP*}
This will display the Fortinet End-User License Agreement (EULA). You must accept the
EULA before you can log onto FortiSOAR™.
Once you accept the EULA; the login screen is displayed as shown in the following
image:

2. Login using the following credentials:
Username: csadmin
Password: changeme
From FortiSOAR™ 6.0.0 onwards, the UI password of the ‘csadmin’ user for AWS is set
to the “instance_id” of your instance. To know the instance ID of your FortiSOAR™ AWS
instance, you can SSH and run the cloud-init query instance_id command.
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Note: You must change this default password once you log into FortiSOAR™ by clicking
the User Profile icon ( ) located at the top-right corner of the FortiSOAR™ UI and then
selecting the Change Password option. Ensure that you note down your csadmin
password since if you forget your initial csadmin password, then you have to request
FortiSOAR™ to reset this password. Also, when you are changing your csadmin
password, you must ensure that you also update the email ID that is specified for
csadmin, which by default is set to soc@fortinet.com (which is not a valid email ID). You
can change the email ID on the User Profile page, in the Email field. Once you set a
valid email ID in the user profile, then you would be able to reset your password,
whenever required, by clicking the Forgot Password link on the login page. After you
have changed the default password, FortiSOAR™ logs you into the application and by
default displays the Dashboard page:

Now you can begin configuring FortiSOAR™ for your network environment.

Configuring SMTP for FortiSOAR™
You must use the SMTP connector to receive any system or email notifications, including
requests for resetting passwords. The SMTP is part of a number of pre-installed connectors
or built-ins that are included with FortiSOAR™. By default, the SMTP connector is
configured to use FortiSOAR™ appliance as SMTP relay server. For more information on
configuring the SMTP connector, see the “FortiSOAR™ Built-in connectors” article present
on the support site. You must log onto the support site to view this information.
Important: When you configure the SMTP connector, ensure that the Mark As Default
Configuration option for the configuration that is to be used for sending system
notifications is selected.
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It is recommended that you review the Additional configuration settings for FortiSOAR™
chapter to understand the configurations that you should make in your FortiSOAR™
system.

Creating your first user and record
Important: The following steps provide a high-level view of how to get started with
FortiSOAR™. These steps are explained in detail in “Beginners Tutorial to FortiSOAR™ for
Administrators.”
1. Successfully log into FortiSOAR™.
2. Click the Settings ( ) icon that is present in the upper right-hand corner near the User
Profile icon.
This displays the System page.
Use the Security Management section to configure the following: Team Hierarchy,
Teams, Roles, Users, Authentication, and Secrets (Deprecated in FortiSOAR™ 5.0.0).
3. Add a new team in FortiSOAR™.
You can also use the default teams that are present in FortiSOAR™.
4. Add a new role in FortiSOAR™.
You can also use default roles that are present in FortiSOAR™.
You provide user permissions on a module based on roles that you have assigned to
that user.
For example, if you want to provide a user with complete access to the Incident module,
you must create a role that has Create, Read, Update, and Delete permissions on the
Incident module and name it Incident Administrator. You must then assign that role to a
user.
5. Add a new user and assign an appropriate role to the user.
For example, create a user John A and assign John A the Incident Administrator role.
6. Create your first record.
Log on to FortiSOAR™ as user John A, who has access to the Incident module. Click the
Add button in the top bar of the Incidents module to open the Create New Alert
form. Fill in the required details the Create New Incident form and click Save to
create an incident.
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Additional configuration settings for FortiSOAR™
You can optionally perform the following additional configurations for FortiSOAR™ based
on your requirements.
If you want to externalize your FortiSOAR™ databases, which are PostgreSQL and
ElasticSearch, see the “Administration Guide.” The Externalization of your FortiSOAR™
PostgreSQL database chapter covers the steps for externalizing your PostgreSQL databases,
and the ElasticSearch Configuration chapter covers the steps for externalizing your
ElasticSearch database.
If you face any issues while deploying or upgrading FortiSOAR™, see the Troubleshooting
FortiSOAR™ chapter. If you face deployment or upgrade failures due to insufficient space, or
if you face issues while using FortiSOAR™ that might be caused due to insufficient space,
like you are unable to log into FortiSOAR™ or FortiSOAR™ services stop working, then see
the Issues occurring in FortiSOAR™ due to insufficient space section in the
Troubleshooting FortiSOAR™ chapter.

Changing the hostname
The FortiSOAR Configuration Wizard is available only on the first ssh login. If at a later
stage, you require to change the hostname of your FortiSOAR™ VM, then you can use the
FortiSOAR™ Admin CLI (csadm). For more information on csadm, see the FortiSOAR™ Admin
CLI chapter in the “Administration Guide.”
To change the hostname, ensure that the hostname is resolvable and then do the following:
1. SSH to your FortiSOAR™ VM and login as a root user.
2. To change your hostname, type the following command:
# csadm hostname --set [<hostname>]

This command changes your current hostname to the new hostname that you have
specified, sets up the message broker, regenerates certificates, and restarts FortiSOAR™
services.
Important: It is recommended that you set the hostname of your FortiSOAR™ VM, at the
time of deployment only and not after the FortiSOAR™ instance is in active use. If any
errors occur when you are running the hostname change command, see the
Troubleshooting FortiSOAR™ topic.

Updating the SSL certificates
Use the following procedure to update Nginx certificates within the FortiSOAR™ Virtual
Appliance when the FortiSOAR™ certificates expire. You can also use the following
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procedures to replace FortiSOAR™ self-signed certificates with your own signed
certificates.
Note: Your SSL certificate file must be in the .crt and .key format. FortiSOAR™ does not
support certificate formats such as cer, p7b, etc.
If your certificate is in another format such as, a CER certificate from Windows CA, then you
need to create the .crt certificate from a .cer certificate, using the following command:
# openssl x509 -inform DER -in ssl_certificate.cer -out ssl_certificate.crt

There are two methods that you can use to update your SSL certificates:



Using the FortiSOAR™ Admin CLI (csadm). For more information on csadm, see the
FortiSOAR™ Admin CLI chapter in the "Administration Guide."
Manually: You can use this method in case you face some issues with csadm.

Method 1: Using csadm
1. SSH to your FortiSOAR™ VM and login as a root user.
2. To deploy your certificate, type the following command:
# csadm certs --deploy

You must then specify the following at the prompt:
The complete path of the private key file of your ssl certificate.
The complete path to the crt file of your ssl certificate.
Method 2: Manually
1. SSH to your FortiSOAR™ VM and login as a root user.
2. Copy your certificates to /etc/nginx/ssl/.
Note: When you deploy a custom certificate, you must ensure that the SAN name in the
certificate should match the hostname (with or without a wildcard). If it is an IP
address, it should be of type IPAddress in SAN name field.
3. Edit the cyops-api.conf file that is located in the /etc/nginx/conf.d directory to
update the ssl_certificate and ssl_certificate_key as follows:
ssl_certificate /etc/nginx/ssl/yourCert.crt;
ssl_certificate_key /etc/nginx/ssl/yourCert.key;

For selinux permissions, run the following command:
# restorecon -v -R /etc/nginx/ssl
4. Edit the /etc/cyops/config.yml file to update crudhub_host to the DNS name

specified in SSL Certificate.
5. Restart the nginx service using the following commands:
# systemctl restart nginx

6. Clear your browser cache and re-login to FortiSOAR™ after updating the SSL Certificate.
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Setting up monitoring for your FortiSOAR™ system
It is recommended that you set up the following as part of your initial deployment and
configuration process to monitor various important parts of your FortiSOAR™ system such
as disk space, audit logs, execution logs, etc.

Setting up system monitoring
You should set up thresholds, schedules, and notifications for the System Monitoring
playbook that is included by default with FortiSOAR™ to effectively monitor various
FortiSOAR™ system resources such as CPU, Disk Space and Memory utilization and status
of various FortiSOAR™ services.
To know more about setting up thresholds, notifications, and schedules, see the System
Monitoring: Setting up thresholds, schedules, and notifications article present in the
Fortinet Knowledge Base.

Setting up purging for audit and playbook logs
FortiSOAR™ persists each workflow action and audits every important activity such as
login, creation, update and delete of records. These generate a large volume of data, which
might not be useful after some point of time. One must, therefore, configure a purge
schedule for both these logs as per the organization's retention policy. This would help
keeping the disk usage for these logs constant over time. The Playbook Execution History
data is significantly large, so it is very important that you schedule purging for these logs at
regular intervals.
You can schedule purging, on a global level, for both audit logs and executed playbook logs.
Scheduling purging of audit and executed playbook logs ensures that the logs are
periodically cleared. For the procedure for enabling and scheduling purging, see that
System Configuration chapter in the "Administration Guide."

Configuring High Availability or Disaster Recovery options
You can configure FortiSOAR™ with either an externalized PostgreSQL database or an
internal PostgreSQL database. For both cases you can configure Active-Active or ActivePassive high availability clusters. For more information, see the High Availability support in
FortiSOAR™ chapter in the "Administration Guide."
FortiSOAR™ provides backup scripts that are scheduled to run at pre-defined intervals and
take full database backup on a shared or backed up drive. For more information on backing
up and restoring FortiSOAR™, see the Backing up and Restoring FortiSOAR™ chapter in the
"Administration Guide."
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Starting and stopping FortiSOAR™ Services
You will need to stop and start the FortiSOAR™ Services in the following cases:




Update/Upgrade your SSL certificates
Post-update, if playbooks are not working as expected
Post-reboot, if the FortiSOAR™ Platform is not working as expected

To stop and start all the FortiSOAR™ services, use the FortiSOAR™ Admin CLI (csadm). For
more information on csadm, see the FortiSOAR™ Admin CLI chapter in the “Administration
Guide.” You can run the csadm command on any FortiSOAR™ machine using any terminal.
Any user who has root or sudo permissions can run the csadm command.
To view the status of all FortiSOAR™ services, type: # csadm services --status
To restart FortiSOAR™ services, type: # csadm services --restart
To start FortiSOAR™ services, type: # csadm services --start
To stop FortiSOAR™ services, type: # csadm services --stop

Changing the FortiSOAR™ default database passwords
After you complete the FortiSOAR™ deployment procedure, you can change the default
database passwords using the FortiSOAR™ Admin CLI (csadm) as a root user:
# csadm db --change-passwd

The script will prompt you for the new passwords for the Postgres DB, and you must
appropriately enter the password that you want to set for the Postgres DB.
After running this script and changing the passwords, this script makes FortiSOAR™ use the
new passwords and stores the passwords in an encrypted format. For more information on
csadm, see the FortiSOAR™ Admin CLI chapter in the “Administration Guide.”

Setting up a proxy server to service all requests from
FortiSOAR™
Use the Environment Variables tab on the System Configuration page to configure
proxy settings for FortiSOAR™ and to define any other environment variables.
Important: When you configure proxies using the FortiSOAR™ UI, the Environment
Variables tab, the proxies get applied at the application level but not at the OS level. To
configure proxies at the OS level, you need to make that entry in the /etc/environment file.
Whenever you change the proxy server settings or the environment variables you must
restart the celeryd and uswgi services for the changes to take effect. Use the # systemctl
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restart celeryd and # systemctl restart uwsgi commands to restart the celeryd and

uswgi services.

Figure 5.

System Configuration Menu - Proxy Configuration tab

Note: External web pages that you open (for example, from a link included in the
description field of an alert) or view (for example, using the iFrame Widget) in FortiSOAR™
goes through the configured proxy server if you have configured the proxy in the web
browser’s settings. If the proxy is not configured in the web browser’s settings, then the
external web pages are opened directly without using the configured proxy server.

Configuring Proxy Settings and environment variables
Use the following procedure to add proxy details and environment variables for
FortiSOAR™:
1. Log on to FortiSOAR™ as an administrator.
2. Click Setting to open the System Configuration page (Application Configuration
tab).
3. Click the Environment Variables tab.
4. To set up an HTTP proxy to serve all HTTP requests from FortiSOAR™, enter the
following details in the Proxy Settings section on the Environment Variables page:
a. In the Proxy URL field, enter the HTTP proxy server IP and in the Port field,
optionally enter the HTTP proxy server port.
Note: If you do not specify HTTP or HTTPS in the Proxy URL field, then by default
HTTPS is set.
b. In the Username field, enter the username used to access the HTTP proxy server
(if not applicable leave this field blank).
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5.

6.

7.

8.

c. Click Set Password to enter the password used to access the HTTP proxy server
(if not applicable leave this field blank).
d. Verify that the Enabled check box is selected to apply the proxy settings that you
have specified. If you clear the Enabled check box, then the proxy settings that
you have specified are saved but not applied.
By default, the Enabled check box is selected.
To set up an HTTPS proxy server to serve all https requests from FortiSOAR™, enter the
following details in the HTTPS section on the Environment Variables page:
a. If you want to use the same proxy server that you have set up for HTTP requests
for HTTPS requests as well, then select the Use Same As Above checkbox. Or set
up the HTTPS proxy server as follows:
b. In the Proxy URL field, enter the https proxy server IP and in the Port field,
optionally enter the HTTPS proxy server port.
c. In the Username field, enter the username used to access the HTTPS proxy
server (if not applicable leave this field blank).
d. Click Set Password to enter the password used to access the HTTPS proxy
server (if not applicable leave this field blank).
e. Verify that the Enabled check box is selected to apply the proxy settings that you
have specified. If you clear the Enabled check box, then the proxy settings that
you have specified is saved but not applied.
By default, the Enabled check box is selected.
(Optional) In the No Proxy List text box, enter a comma-separated list of addresses that
do not require to be routed through a proxy server.
For example, enter http://example.com in the No Proxy List text box.
localhost and 127.0.0.1 are added by default to the no proxy list by the system.
(Optional) In the Other Environment Variables section, you can add environmental
variables and setup proxies for other protocols, such as FTP (other than HTTP or
HTTPS) in a key-value pair. Click the +Add New link and the Key and Value text boxes
will be displayed. Enter the protocol for which you want to set up the proxy in the Key
text box and its value in the Value box.
For example, enter FTP in the Key field and 1.1.1.1 in the Value field.
Click Save to save your proxy server settings or the environment variables you have
added.
Important: Whenever you change the proxy server settings or the environment
variables you must restart the celeryd and uswgi services for the changes to take
effect. Use the # systemctl restart celeryd and # systemctl restart uwsgi
commands to restart the celeryd and uswgi services.

Setting up a proxy for the yum command for FortiSOAR™
If your organization has a policy that all external traffic must pass through a proxy, then
you must configure a proxy for the yum command. The yum command is used to install
connectors, therefore, if you do not configure this proxy, FortiSOAR™ connectors will not
get installed.
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Edit the /etc/yum.conf file and specify the proxy settings:
proxy=http://proxysever.yourdomain.com:<TCP Port Number>
proxy_username=<proxy server username to use for the proxy URL>
proxy_password=<proxy server password to use for the proxy URL>
proxy is the Proxy server URL (domain name or IP address) that yum should use, and it
must include the TCP port number. In the above example, proxysever.yourdomain.com is

the URL of the proxy server. Do not forget to add the actual port number of the proxy
server in place of the <TCP Port Number>.
If your proxy does not have any authentication, then you do not require to specify
proxy_username or proxy_password.

Backing up the data encryption keys
Encryption keys are used to encrypt data in FortiSOAR™. When you install FortiSOAR™ for
the first-time default encryption keys are added, which are unique per instance therefore,
you do not need to change the encryption keys.
Important: It is highly recommended that you copy the encryption keys from the
/opt/cyops/config/cyops-api/application.conf file and store them securely in a
Password Manager or Vault.
Warning: Once you encrypt your production data in FortiSOAR™ using the encryption
keys, you should not change those keys again, since if your encryption keys are changed,
this might result in the loss of previously encrypted production data. If you do require to
change the encryption keys, then contact FortiSOAR™ CS.

Configuring a reverse proxy (Apache proxy server)
If you have set up a reverse proxy, an Apache proxy server, in your environment, then
configure this reverse proxy server so that the live sync functionality works, as follows:
Important: This procedure applies only to an Apache proxy server. You can enable any
other reverse proxy using a similar pattern to support the web socket functionality.
1. Update the proxy configuration file on your proxy server as follows:
<VirtualHost *:80>
#ServerName
SSLProxyEngine on
SSLProxyCheckPeerCN on
SSLProxyCheckPeerName on
/** Section required for enabling Websockets **/
RewriteEngine On
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RewriteCond %{HTTP:Upgrade} =websocket [NC]
RewriteRule /(.*)
wss://<FortiSOAR-URL>/$1 [P,L]
/** End Section **/
ProxyPass / https://<FortiSOAR -URL>/
ProxyPassReverse / https://<FortiSOAR-URL>/
RequestHeader set Host "<FortiSOAR-URL>"
RequestHeader set Origin "https://<FortiSOAR-URL>"
</VirtualHost>

2. On the FortiSOAR™ server perform the following steps:
a. Update the crud_hub host with the <FortiSOAR-URL> in the
/etc/cyops/config.yml file as shown in the following example:
update crudhub_host to https://<FortiSOAR-url>
Example: crudhub_host: https://demo.fortinet.com
Important: The <FortiSOAR-URL> must match with the SSL certificate Alternate
DNS name.
b. Restart all the FortiSOAR™ services by using csadm and running the following
command as a root user:
# csadm services --restart

After all the FortiSOAR™ services have been successfully restarted, you should
be able to load all the modules using the reverse proxy server.
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Troubleshooting FortiSOAR™
This section covers issues that you might face while deploying FortiSOAR™, upgrading
FortiSOAR™, or while using FortiSOAR™.
For the procedure on how to upgrade to FortiSOAR™ 6.4.0, see the Upgrading a FortiSOAR™
enterprise instance to 6.4.0 section in the “Upgrade Guide.”
Warning: Your existing license will not work when you upgrade your FortiSOAR™
configuration to 6.4.0. You must get a new license for FortiSOAR™ 6.4.0 using the process
detailed in the Licensing FortiSOAR™ chapter.

Issues occurring in FortiSOAR™ due to insufficient space
You can face deployment or upgrade failures due to insufficient space. If you have limited
partition size for /dev/mapper/vgapp-csapps, then FortiSOAR™ upgrade might fail.
Therefore, before you upgrade your FortiSOAR™ system, you must ensure that you increase
the partition size to a minimum of 4 GB for /dev/mapper/vgapp-csapps to prevent
potential loss of backups.
You might also experience any of the following symptoms when the disk space of the
database on which FortiSOAR™ is running gets full:



Users are unable to log into FortiSOAR™.
All FortiSOAR™ services might stop working, as they cannot write to their respective log
files.
For example, the PostgreSQL service fails to start when the PostgreSQL database disk is
full.

Insufficient space in FortiSOAR™ can be caused due to a number of reasons, some of them
are as follows:




Increase in the number of log files in /var/log/ and /var/log/cyops
/home drive is full
Increase in the data in the database

You can fix this issue using the following methods:




Extend the disk space by adding a new disk and then extending the logical volume in the
new disk.
Extend the logical volume by using the free space that is already available in the volume
group.
Extend the logical volume on the existing disk without adding a new disk, if sufficient
unallocated space is available on the existing disk.
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Resolution 1
Perform the following steps to extend your disk space by adding a new disk and then
extending the logical volume (LVM) in the new disk:
1. Stop all FortiSOAR™ services using the following command:
# csadm services --stop

2. Add the new disk drive with the required size on the instance.
3. Run the following command to check the size of the newly added and unpartitioned
disk.
# lsblk

This command displays the size of newly added and unpartitioned disk. In this example,
sde is the newly added disk:
NAME
MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sda
8:0
0
8G 0 disk
'-sda1
8:1
0
8G 0 part /
sdb
8:16
0 100G 0 disk
'-sdb1
8:17
0 100G 0 part
sdc
8:32
0 300G 0 disk
'-sdc1
8:33
0 300G 0 part
'-vg_repo-lvol0 253:0
0 500G 0 lvm /repos
sdd
8:48
0 200G 0 disk
'-vg_repo-lvol0
253:0
0 500G 0 lvm /repos
sde
8:64
0 200G 0 disk #This is the new attached partition
sr0
11:0
1 1024M 0 rom

Note: In case the disk is not reflected in the VM, you can run the following command:
## echo "- - -" > /sys/class/scsi_host/<host#>/scan

(Replace host# with the correct host number)
Then run the # lsblk command again to verify the newly added disk.
If even after running the above command the newly added disk is NOT visible under
lsblk, then reboot the appliance using reboot command.
4. Run the following command to create the physical volume by specifying the name for
the newly added disk:
# pvcreate /dev/<disk_name>

5. Run the following command to check the name of the volume group:
# vgs

The column VG corresponds to the volume group as seen in the following sample
output:
VG
#PV
<volume_group_name> 1

#LV #SN
13 0

Attr
VSize
wz--n- <243.65g

VFree
8.00g

6. Run the following command with the volume group name (from VG column in step 5)
and disk_name as specified in step 4, to extend the volume group size:
# vgextend <lvm_group_name> /dev/<disk_name>

7. Run the following command to check the size of the extended volume group:
# vgs

The column VFree corresponds to the volume group size (20.00g) as seen in the
following sample output:
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VG
#PV
<volume_group_name>
1

#LV
13

#SN
Attr
VSize
0 wz--n- <243.65g

VFree
20.00g

8. Run the following command to extend the logical volume by the size you specify:
# lvextend -L +<disk_size>G <LVM_name>

The following example shows that the logical volume is being extended by 18GB:
lvextend -L +18G /dev/mapper/<LVM_name>

Note: You must extend the disk size to less than or equal to the total size of the volume
group.
9. Run the following command to resize the file system for the disk that has been extended
in step 8:
# xfs_growfs /dev/mapper/<LVM_name>

10. Run the following command to check if the volume size is extended:
# df -h /dev/mapper/<LVM_name>

11. Start all FortiSOAR™ services using the following command:
# csadm services --start

Resolution 2
Perform the following steps to extend the logical volume by using the free space that is
already available in the volume group:
1. Stop all FortiSOAR™ services using the following command:
# csadm services --stop

2. Run the following command to check the free size available in volume group:
# vgs

The column VFree corresponds to the volume group size (20.00g) as seen in the
following sample output:
VG
#PV
<volume_group_name> 1

#LV
13

#SN
0

Attr
VSize
wz--n- <243.65g

VFree
20.00g

3. Run the following command to extend the logical volume by the size you specify:
# lvextend -L +<disk_size>G <LVM_name>

The following example shows that the logical volume is being extended by 18GB:
# lvextend -L +18G /dev/mapper/<LVM_name>

Note: You must extend the disk size to less than or equal to the total size of the volume
group.
4. Run the following command to resize the file system for the disk that has been extended
in step 3:
# xfs_growfs /dev/mapper/<LVM_name>

5. Run the following command to check if the volume size is extended:
# df -h /dev/mapper/<LVM_name>

6. Start all FortiSOAR™ services using the following command:
# csadm services --start

Resolution 3
Perform the following steps to extend the logical volume on the existing disk without
adding a new disk, if sufficient unallocated space is available on the existing disk. Before
proceeding further, it is recommended that you find out whether sufficient unallocated
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space is available on existing disk using the following command:
# parted /dev/<disk_name> print free

For example, running the # parted /dev/sdb print free command will display the
following:
Model: VMware Virtual disk (scsi)
Disk /dev/sdb: 215GB
Sector size (logical/physical): 512B/512B
Partition Table: msdos
Disk Flags:
Number Start
End
Size
Type
File system

1

32.3kB
1049kB
161GB

1049kB
161GB
215GB

1016kB
161GB
53.7GB

Flags

Free Space
primary
Free Space

lvm

The “Free Space” in above the output refers to unallocated space. If the mentioned size is
sufficient, then perform the following steps:
1. Stop all FortiSOAR™ services using the following command:
# csadm services --stop

2. Create a partition on the existing disk using the following command:
# fdisk /dev/<disk_name>
3. Enter n to create a new partition.
4. Enter p to choose the newly created partition as the primary partition.

5. Select the Partition number. The operating system will calculate this on its own, you
just require to press Enter.
6. Select defaults for the First Cylinder/Sector and Last Cylinder/Sector values.
7. Enter w to write the changes to the partition table.
8. Run the following command to rewrite the filesystem:
# partprobe /dev/<disk_name>

9. After the VM restarts, stop all FortiSOAR™ services using the following command:
# csadm services --stop

10. Run the following command to see the new partition:
# fdisk -l /dev/<disk_name>

This command displays the properties of the newly attached partition. For this example,
/dev/sda3 is the newly added partition.
11. Create a physical volume in the new partition using the following command:
# pvcreate

For example, # pvcreate /dev/sda3
12. Extend the volume group using the following command:
# vgextend

For example, # vgextend <volume_group_name> /dev/sda3
13. Extend the logical volume by the size you specify using the following command:
# lvextend -L+<size>G <LVM_name>

For example, to extend the logical volume by 20 G use the following command:
# lvextend -L+20G /dev/mapper/cyops-relations
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14. Increase the file system size using the following command:
# xfs_growfs
For example, # xfs_growfs /dev/mapper/cyops-relations

15. Start all FortiSOAR™ services using the following command:
# csadm services --start

Troubleshooting Deployment Issues
The FortiSOAR™ Virtual Appliance deployment on ESX is failing
Resolution:
1. Verify that FortiSOAR™ Virtual Appliance file that you have downloaded is not
corrupted by running a # md5sum command for the FortiSOAR™ Virtual Appliance.
2. Check that the ESX server has fulfilled all prerequisites specified for the VM. Refer to the
Planning section for details.
3. If both points 1 and 2 are ok, contact VMWare support.

Cannot access the FortiSOAR™ portal
Resolution:
1. Check the ESX network to which FortiSOAR™ VM is connected.
2. Check if the IP address is assigned to your FortiSOAR™ VM, in the case of DHCP or static
IP addresses.
Refer to the Editing the VM configuration section for more information on Setting a
static IP and Determining your DHCP IP address.

Cannot login to the FortiSOAR™ platform
Resolution:
1. Check if you are using the correct credentials that have been provided to you by
FortiSOAR™ Customer Support.
2. ssh to the VM where you have deployed FortiSOAR™ to check the status of cyops-auth
service. The cyops-auth service must be running.
3. If both points 1 and 2 are ok, and the cyops-auth service is running, contact
FortiSOAR™ support.

Getting a 502 error when you click on the Reports tab
Resolution:
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1. ssh to the VM where you have installed FortiSOAR™.
2. Log in using the ssh credentials.
3. Run the $ sudo su command.
Enter your FortiSOAR™ password.
4. Run the $ sudo systemctl restart tomcat command.
5. Run the $ sudo systemctl restart nginx command.
If the issue yet does not get resolved, contact FortiSOAR™ support.

Troubleshooting Upgrade Issues
For the procedure on how to upgrade to FortiSOAR™ 6.4.0, see the Upgrading a FortiSOAR™
enterprise instance to 6.4.0 section in the “Upgrade Guide.”
Warning: Your existing license will not work when you upgrade your FortiSOAR™
configuration to 6.4.0. You must get a new license for FortiSOAR™ 6.4.0 using the process
detailed in the Licensing FortiSOAR™ chapter.

Post license renewal you cannot log into FortiSOAR™
If you have requested for a license from FortiSOAR™ with lesser number of users than your
existing users, you cannot log onto FortiSOAR™ post upgrade.
For example, when you had requested a license from FortiSOAR™, you had requested for a
license for 10 users; however, you have 15 users existing in your system, you will not be
able to log onto FortiSOAR™ after upgrading to versions 4.10 and later.
So, it is very important for you to provide the correct number of users while requesting for
a license from FortiSOAR™.
Resolution:
Contact FortiSOAR™ Support to generate a new license for you with the correct number of
users.

Failure to upgrade FortiSOAR™
In case you face a failure while trying to upgrade FortiSOAR™, then perform the following
steps:
Resolution:
1. To gather logs and send them to FortiSOAR™ Support, do the following:
a. ssh to machine as a root user and type the following command:
# csadm log --collect
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b. Specify the path where you want to collect the logs. By default, the logs are
collected in the /tmp/ folder.
A file named fortisoar-logs.tar.gz.gpg gets generated in the path you have
specified. Send this file to your FortiSOAR™ Support.
2. Revert the snapshot of your system to the latest working state. You must take a
snapshot of your system before you attempt to upgrade FortiSOAR™ on your system.
The process for taking a snapshot and reverting to the current snapshot is detailed in
the Take a snapshot on the vSphere Web Client and Revert to a snapshot on the vSphere
Web Client articles present on the Fortinet Support Site. You must log onto the support
site to view the information.

Post-upgrade your playbooks fail to execute, and the playbooks are also
not listed in the executed playbooks log
If you have not cleaned the workflow history prior to upgrading your FortiSOAR™ version,
and if you have a large number of records in the workflow history (> 50000), then the
overall upgrade time would increase, and this issue might occur. For the method to clean
the workflow execution run history, see the “Setting up auto-cleanup of workflow
execution history” topic in the Debugging and Optimizing Playbooks chapter in the
“Playbooks Guide.”
Resolution
Perform the following steps:
1. Check the install logs to see if errors such as the following are present:
psycopg2.InternalError: missing chunk number 0 for toast value 1502832 in
pg_toast_17046

2. Connect to the postgres db and run the following command:
# REINDEX table pg_toast.pg_toast_XXXXX;

(where XXXXX is the number from the error message present in step 1).
3. Run the following commands:
# cd /opt/cyops-workflow/sealab
$ sudo -u nginx /opt/cyops-workflow/.env/bin/python3 manage.py migrate
Note: If manage.py fails again for pg_toast value (error mentioned in step 1), then you
must execute steps 2 and 3 again with the new pg_toast value mentioned in the error,
till the manage.py executes successfully.

Login and logout events are not audited after you have upgraded your
FortiSOAR™ version
After you have upgraded FortiSOAR™ on your system, you observe the following error in
the auditlog log file located at /var/log/cyops/cyops-gateway/auditlog.log :
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ERROR c.c.a.service.RecordLogService.processRecordLogs - 500 Internal Server
Error, and you also do not see any Login and Logout events in Audit Logs on FortiSOAR™

UI, then perform the steps mentioned in the resolution.
Resolution

To resolve this issue and include login and login events in audit logs, run the following
commands on your FortiSOAR™ VM as a root user:
yes | cp /opt/cyops-workflow/sealab/.envdir/APPLIANCE_PUBLIC_KEY
/etc/cyops/APPLIANCE_PUBLIC_KEY
yes | cp /opt/cyops-workflow/sealab/.envdir/APPLIANCE_PRIVATE_KEY
/etc/cyops/APPLIANCE_PRIVATE_KEY
chmod -R 644 /etc/cyops/APPLIANCE_*_KEY
chown tomcat:tomcat /etc/cyops/APPLIANCE_*_KEY
systemctl restart tomcat
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