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Change Log

Date Change Description

2022-04-24 Initial release.
2025-05-15 Updated Resolved issues on page 13.
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Introduction

Introduction

FortiNDR is the first Fortinet Network Detection and Response product from Fortinet. Apart from the Virtual Security
Analyst™with high-velocity malware detection technology based on neural networks, FortiNDR is built with features to
detect Network Anomalies with auto and manual mitigation techniques.
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Licensing

Licensing

Please refer to the FortiNDR ordering guide for licensing details:
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/og-fortindr.pdf.

Ay
S L4
q Netflow and Scada licenses are ordered separately for sensors and standalone deployment.
\‘ ! 'l
? v1.5.x firmware is no longer supported. Please refer to customer support bulletin for details:
- https://support.fortinet.com/Information/Bulletin.aspx
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Upgrade information

Upgrade information

The latest FortiNDR firmware versions are available for download from FortiCloud. You should always backup your
system configuration before upgrading the firmware on your device. Beware that some configuration settings are not
saved to the backup configuration file and will need to be manually restored after upgrade.

Firmware

o 7.2.5firmware is designed to run on FNR-3500F (gen3 and above) and is not compatible with older FAI-3500F
hardware (gen1/2). For more information, see Supported models on page 12.

» FNR-3500F gen3 only: Upgrade from v7.2.x to v7.2.3 is supported

v7.2.5 mainly fixes known issue 1006195 where upgrade to v7.2.2 will result in lost
configuration.

M, VM Devices:
9 Direct upgrade from v1.5.x, v7.0.x or v7.1.0 to v7.2.5 is not supported due to legacy database
- support.

Downloading the latest firmware version

To download the latest version of FortiNDR:

1. Loginto FortiCloud.
2. Inthe banner, click Support > Firmware Download.

@ Support w
Firmware Download Create a Ticket Manage Tickets
VM Images Manage Active Tickets Ticket Survey

Service Updates Contact Support Technical Web Chat

HQIP Images

Firmware Image Checksum

3. From the Select Product dropdown, select FortiNDR.
4. Click the Download tab.
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Upgrade information

5. Use the folders in the directly to locate and download the latest firmware version.

Welcome to the Firmware Images download center for Fortinet's extensive line of security solutions.

Select Product

FortiNDR v

Image File Path

/ FortiNDR/ v7.00/

Image Folders/Files

Up to higher level directory

Name Size (KB) Date Created Date Modified
7.0 Directory 2022-04-21 20:04:06 2022-10-1010:10:19
7.1 Directory 2022-10-2117:10:34 2022-10-21 17:10:34

Upgrading the firmware version

Before you begin:

You should always backup your system configuration before upgrading the firmware on your device.
Be aware the following settings are not backed up to the configuration file:

o Network Share

« Network Share Quarantine
o File size limit

o Email Alert Recipients

Record these settings so you can manually restore them after upgrade.

The File size limit can be found hitting tab key in the following CLI:

execute file-size-threshold {ICAP|OFTP|inline-blocking|manual-upload|network-share|sniffer}
<size limit 1-10240MB>

Please make a note for each file input value.

These settings cannot be recovered after they are removed.
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Upgrade information

To upgrade the FortiNDR firmware version:

1. Back up the configuration file:
a. Click the Account menu at the top-right of the page.
b. Go to Configuration > Backup. The configuration file is saved to your computer.
2. Upgrade the firmware:
a. Goto System > Firmware.
b. Click Upload and navigate to the location of the file you downloaded from FortiCloud.
c. Click OK. After the firmware is upgraded the system reboots.
d. After the upgrade is complete, use the following the CLI to restore the database.

execute db restore

This command will format the database and remove all the logs and the following
settings: Device input, Network Share, Network Share Quarantine, File size limit and
Email Alert Recipients.

3. Dueto a known issue, HA is not supported in v7.2.x. If HA was configured in the previous configuration file, use the
following CLI to disable it.
config system ha

For information, see the FortiNDR CLI Reference.

4. Use the configuration settings you recorded earlier to manually restore the settings. For Device Input, you just need
to re-authorize the device again.
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FortiNDR version 7.2.5

FortiNDR version 7.2.5

This document provides information about FortiNDR version 7.2.5 build 0412.

These Release Notes include the following topics:

» System integration and support on page 10

o Supported models on page 12

New features and enhancements

FortiNDR 7.2.5includes performance improvements but does not introduce any new features or enhancements.

System integration and support

The following integration is tested and supported in FortiNDR 7.2.5.

FOS/FortiGate

FortiAnalyzer
FortiSIEM
FortiSandbox

FortiMail

FortiAuthenticator

ICAP
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FortiNDR Fabric Device widgets including Detection Statistics and System
Information supported in FOS 7.0.5and 7.2.4

File submission: FOS 6.4.0 and higher

(FOS 6.2 and 5.6 file submission with OF TP, via the FortiSandbox field, is
tested and compatible)

FortiGate inline blocking (with AV profile) is supported in FOS 7.0.1 and
higher (via HTTP2).
FortiGate quarantine via webhook 6.4.0 and higher.

FortiAnalyzer integration is supported in FortiAnalyzer 7.0.1 and higher.
Integration is supported in version 6.3.0 and higher.

FortiSandbox integration (APl submission from FortiSandbox to FortiNDR) is
supported from FortiSandbox version 4.0.1 and higher.

Version 7.2.0

FortiAuthenticator v6.4.5 and higher is supported for 2FA token login with the
GUI. Push tokens are not supported at this time.

FortiGate 6.4.0 and higher.

FortiWeb 6.3.11 and higher.

Squid and other compatible ICAP clients.

FortiProxy 7.0.0.

FortiNAC quarantine support (v9.2.2+)

FortiAuthenticator v6.4.5 and higher is supported for 2FA token login with the
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FortiNDR version 7.2.5
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GUI. Push tokens are not supported at this time.

¢ FortiSwitch quarantine via FortiLink (FortiSwitch v7.0.0+ and FortiGate
v7.0.5+)

FortiNDR 7.0.1 and later supports sending both malware
i and NDR logs to FortiAnalyzer and FortiSIEM or other
N . syslog devices.
q FortiAnalyzer 7.2.0 supports receiving logs from FortiNDR
= (log view only).
FortiAnalyzer 7.2.1 supports reporting based on logs.
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Supported models

Supported models

FortiNDR version 7.2.5 supports the following models:

o FortiNDR-3500F gen3*
For hardware details please visit hardware quick start guide or the notice below.
o FortiNDRVM 16 & 32
o FortiNDR KVM
« FortiNDR on AWS (BYOL)
« FortiNDR on GCP (BYOL)
« FortiNDR on Alibaba (BYOL)
o FortiNDR on Azure (BYOL)

*Notice about hardware generations

I\I The hardware model is printed on the label on the back of the unit.

o FortiNDR gen3 - P24935-03 supports v7.1.x and v7.2.x
» FortiAl gen1 - P24935-01 does not support 7.1.x and 7.2.x
o FortiAl gen2 - P24935-02 does not support 7.1.x and 7.2.x

To confirm the hardware generation with the CLI:

get system status

This allows you to check the BIOS version. Gen3 models use BIOS version 00070031 and above. Any version below
00010031, such as 00010001, indicates a Gen2 or Gen1 model.
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Resolved issues

Resolved issues

The following issues have been fixed in version 7.2.5. For inquires about a particular bug, contact Customer Service &
Support.

Common Vulnerabilities and Exposures

Bug ID Description

1147099 FortiNDR 7.2.5 is no longer vulnerable to the following CVE Reference:
e CVE-2025-32756
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