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Change Log

Date Change Description

2018-12-10 Initial release.

2019-08-07 Updated Endpoint requirements on page 6.
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Introduction

FortiClient Enterprise Management Server (EMS) is a system intended to be used to manage installations of
FortiClient. It uses the Endpoint Control protocol and supports all FortiClient platforms: Microsoft Windows, macQOS,
Linux, Android OS, Apple iOS and ChromeOS. FortiClient EMS runs on a Microsoft Windows server.

This document provides the following information for FortiClient EMS 6.0.4 build 0158:

« Introduction
« Supported platforms on page 5
« System requirements on page 5
« Endpoint requirements on page 6
« Supported web browsers on page 6
« Licensing and installation on page 6
o Upgrading on page 7
+ Resolved Issues on page 8
« Known Issues on page 11

For information about FortiClient EMS, see the FortiClient EMS 6.0.4 Administration Guide.

Supported platforms

The EMS server can be installed on the following platforms:

o Windows Server 2008 R2
+ Windows Server 2012
« Windows Server 2012 R2
o Windows Server 2016

System requirements

The minimum system requirements are as follows.

o 2.0 GHz 64-bit processor, dual core (or two virtual CPUs)
« 4 GBRAM (8 GB RAM or more is recommended)

+ 40 GB free hard disk

« Gigabit (10/100/1000baseT) Ethernet adapter

« Internet access

Internet access is required during installation. This becomes optional once installation is complete. FortiClient EMS
accesses the Internet to obtain information about FortiGuard engine and signature updates.

Ay
‘9' You should only install FortiClient EMS and the default services for the operating system on

the server. You should not install additional services on the same server as FortiClient EMS.
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Endpoint requirements

The following FortiClient platforms are supported:

o FortiClient for Microsoft Windows
« FortiClient for macOS

o FortiClient for Linux

o FortiClient for Android OS

« FortiClient foriOS

o FortiClient for Chromebooks

The FortiClient version should be 5.4.0 or newer.

When using FortiClient 5.4.1-5.4.5 with FortiClient EMS 6.0.4, FortiClient may fail to establish IPsec VPN connection
due to conflicting preshared keys.

FortiClient is supported on multiple Microsoft Windows, macOS, and Linux platforms. EMS supports all such platforms
as endpoints.

Supported web browsers

The latest version of the following web browsers can be used to connect remotely to the FortiClient EMS 6.0.4 GUI:

o Mozilla Firefox
+ Google Chrome
« Microsoft Edge

Internet Explorer is not recommended. Remote access may need to be enabled from the FortiClient EMS GUI.

Licensing and installation

For information on licensing and installing FortiClient EMS, see the FortiClient EMS Administration Guide.
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Upgrading

Upgrading from previous EMS versions

FortiClient EMS 6.0.4 supports upgrading from the following EMS versions:

« 6.0.0and later
e 1.2.4 and later

Downgrading to previous versions

Downgrading FortiClient EMS 6.0.4 to previous EMS versions is not supported.
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Resolved Issues

The following issues have been fixed in version 6.0.4. For inquiries about a particular bug or to report a bug, contact
Customer Service & Support.

Dashboard

Bug ID Description

491824 The data in Top 10 Site Categories Distribution is not cleaned up after clicking Clear
Chromebook Event from right-click menu.

519381 Widget central number links to an empty or wrong list.

Endpoint profiles

516143 Error displayed when EMS tries to sync with Sandbox 2.3.3.

519058 EMS failed to update settings for Safe Search.

519257 SQL error when adding URL longer than 255 to Web Filter exclusion list.

519442 After assigning a non-default profile to a group, icon disappears from group after

reloading/relogin of EMS.

519568 Upgrading EMS from 6.0.2 to 6.0.3 causes the IPsec pre-shared key to be lost in the profile.
521188 Unabile to upload profile to EMS..

523003 Cannot save <auth data>.

526922 Typo error in EMS Server "DNSCAHCE".

Endpoint management

Bug ID Description
517234 Admin cannot initiate AV signature update from EMS.
518058 FortiClient failed to import update_action "download_only" value.
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Bug ID Description

521365 EMS 6.0.3 fails to clear medium vulnerabilities even though they are cleared from the
endpoint side.

521511 EMS 6.0.3 fails to load some endpoints in Active Directory.

522069 FortiClient EMS 6.0.3 failing to show FortiClient endpoint in correct location in GUI.
523461 Abug on 6.0.3 prevents applying the correct EMS profile to users moved to new OU in AD.
525761 Group assignment tag rule is broken.

Install and upgrade

Bug ID Description
519502 Upgrade from 1.2.5 to 6.0.3 fails: attempts to insert the value NULL into column 'display_
antivirus'.

FortiClient deployment

Bug ID Description
515731 AD domain computers with names longer than 15 characters do not show up in EMS.
524399 Users not showing in a domain if two domains are added.

Google domains

Bug ID Description

521716 Chromebook needs to re-import SSL certificate.

Domain management

Bug ID Description
519806 Cannot import devices from domain.
521053 FortiClient EMS not retrieving LDAP information until after manual sync

with Debug level set In System Settings.
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Other

Bug ID Description

490387 Email alerts not sending (test does).

515911 FortiClient EMS console in Software Inventory Application section incorrectly shows Cyrillic
characters.

521505 On EMS 6.0.3 random files are filling up the EMS log folder, causing the server to run out of
space.

524986 Adding unique service account credentials to EMS specifies "ID" where email address is
required.
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Known Issues

The following issues have been identified in version 6.0.4. For inquiries about a particular bug or to report a bug, contact
Customer Service & Support.

Dashboard

Bug ID Description

506598 EMS Dashboard widgets arrangement does not save.

Endpoint profiles

Bug ID Description
518230 Installer created by EMS should include uninstall action.
524756 EMS should not download or keep unused installers.

Endpoint management

Bug ID Description

501822 FortiClient failed to sync with updated EMS profile that was imported from FortiGate
(fcconfig.exe crash).

505635 FortiClient EMS does not show VPN and Application Firewall events.

506548 Vulnerability Scan results not displayed on EMS.

516628 Profile changes on the FortiGate causing for continuous profile update messages on
FortiClient.

522995 Hiding any feature (except Application Firewall) will cause FortiClient to report feature as

Installed and not Enabled.

523213 FortiClient EMS's Endpoint Alerts widget not reporting current endpoint protection status
correctly.

523957 Domain endpoints showing up in workgroups.

525500 An upgraded EMS 6.0.3 will not show new Vulnerability events as reported by endpoints after
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Bug ID Description

ascan is done.

527037 Uninstalling FortiClient from EMS let some references on system.

FortiClient deployment

396262 EMS should not retry when credentials are invalid.

413419 FortiClient and EMS server should prevent installation and upgrade to unsupported OS
versions.

505294 Installer is not assigned to some endpoints, OS is unknown.

510549 EMS is trying to deploy to Linux.

510932 Profile deployment issue (endpoint profile with about 100 VPN tunnels).

517306 Uninstall did not work on new registration.

524705 Enabling Deployment displays Turning on Deployment disables Auto Patch in System

Settings when Auto Patch does not exist.

524864 FortiClient sends wrong most recent Vulnerability Scan time to EMS.

Google domains

Bug ID Description

519795 User with Google domain management permission is not working.

Other

470172 EMS proxy settings not working for FDS updates.
482404 Clearing logs via GUI is incomplete.
521939 Should update LDAP user drop-down list if user server changed.
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