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The Essentials

FortiToken 210 is a small hardware one time password (OTP) generator
that fits on a keychain. Press the button on the FortiToken 210 to display
a secure OTP that you enter along with your regular password for secure
authentication and access to critical applications and sensitive data.

The time remaining is shown on a graph in 10-second increments. After 60
seconds, the OTP expires and the FortiToken display turns off.

Comprehensive Guide

For more detailed FortiToken setup and configuration information, refer to the
FortiToken Comprehensive Guide on https://docs.fortinet.com.

FortiGate

For more information about FortiToken management through FortiGate,
refer to the FortiGate Administration Guide:
https://docs.fortinet.com/product/fortigate.

FortiAuthenticator

For more information about FortiToken management through
FortiAuthenticator, refer to the FortiAuthenticator Administration Guide:
https://docs.fortinet.com/product/fortiauthenticator.

FortiToken Cloud

For more information about FortiToken management through FortiToken
Cloud, refer to the FortiToken Cloud Administration Guide:
https://docs.fortinet.com/product/fortitoken-cloud.

Customer Service

For contracts, licensing, product registration and account management,
contact FortiCare Support at https://www.fortinet.com/support/contact
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If any item is found missing or damaged, please contact your local reseller for replacement.

Note: There is no CD version of FortiToken 210. To request a token seed file,

contact FortiCare.

Activating the FortiToken

Before you can use the FortiToken 210, it must be activated on a FortiGate or
FortiAuthenticator or with FortiToken Cloud.

On FortiOS, FortiToken identifiers must be entered into the FortiGate unit,
which then contacts FortiGuard servers to verify the information before
activating them.

On FortiAuthenticator, the FortiAuthenticator unit acts as a repository for all
FortiToken devices used on your network. It is a single point of registration
and synchronization for easier installation and maintenance.

Activation on FortiGate or FortiAuthenticator

Prerequisites

e The FortiGate or FortiAuthenticator is configured to synchronize with a
network time protocol (NTP) server.

e The FortiGate or FortiAuthenticator is able to access the FortiGuard
Distribution Network (FDN).

To add and activate on FortiGate:

1. In User & Authentication > FortiTokens, click Create New.
2. Set Type to Hard Token, enter the FortiToken serial number, and click OK.

[Note: Alternatively, add or activate the FortiToken through the FortiGate CLI. ]

To add and activate on FortiAuthenticator:

1. In Authentication > User Management > FortiTokens, click Create New.

2. Set Token type to FortiToken hardware, enter the FortiToken serial
number, and click OK.

Activation with FortiToken Cloud

To activate with FortiToken Cloud (FTC):

In a web browser, log in to FortiToken Cloud.

In Tokens > Hardware, click Import Tokens.

Enter the FortiToken serial number and click Add New Token.
Click OK.
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Assigning the FortiToken to a user

Start button Time remaining indicator

To use token authentication, a user account must be configured to use
two-factor authentication and assigned the serial number of an activated
FortiToken device. The serial number cannot be shared by multiple users.

To assign the FortiToken to a user on FortiGate:

1. Edit the user or administrator account.
2. Enable Two-factor Authentication, select the FortiToken, and click OK.

FortiToken 210 ONE TIME PASSWORD

To assign the FortiToken to a user on FortiAuthenticator:

1. Edit the user account.
2. Enable Token-based Authentication, select the FortiToken, and click OK.

Battery indicator
To assign the FortiToken to a user with FortiToken Cloud:
Password display (6 digits)
1. In a web browser, log in to FortiToken Cloud.

2. In Users, select the user and click MFA Method. then select the

FortiToken.
~ogging In with FortiToken
Please Login
When prompted, press the Start button of your FortiToken unit and enter the Mame: |u59r |

generated OTP into the appropriate field on the login page. You must do this
within 60 seconds while the token password is still valid.

Password: ||||||-|| |

FortiToken Code: | |







