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Change log

Date Change Description

2023-02-13 Initial release.

2023-02-14 Updated Upgrade instructions on page 12.

2023-02-21 Updated What's new on page 7.

2023-03-08 Updated Maximum values for hardware appliances on page 27.

2023-03-13 Updated Upgrade instructions on page 12.

2023-04-05 Updated Upgrade instructions on page 12.
Added bugs 899505 and 900916 to Known issues on page 24.

2023-05-12 Updated Upgrade instructions on page 12.
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FortiAuthenticator 6.5.0 release

FortiAuthenticator 6.5.0 release

This document provides a summary of new features, enhancements, support information, installation instructions,
caveats, and resolved and known issues for FortiAuthenticator 6.5.0, build 1286.

FortiAuthenticator is a user and identity management solution that provides strong authentication, wireless 802.1X
authentication, certificate management, RADIUS AAA (authentication, authorization, and accounting), and Fortinet
Single Sign-On (FSSO).

For additional documentation, please visit: https://docs.fortinet.com/product/fortiauthenticator/
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Special notices

Special notices

TFTP boot firmware upgrade process

Upgrading FortiAuthenticator firmware by interrupting the FortiAuthenticator boot process and installing a firmware
image from a TFTP server erases the current FortiAuthenticator configuration and replaces it with factory default
settings.

Monitor settings for GUI access

Fortinet recommends setting your monitor to a screen resolution of 1600x1200. This allows for all the objects in the GUI
to be viewed properly without the need for scrolling.

Before any firmware upgrade

Save a copy of your FortiAuthenticator configuration before upgrading the firmware. From the administrator dropdown
menu in the toolbar, go to Restore/Backup, and click Download Backup File to backup the configuration.

After any firmware upgrade

Clear your browser cache before logging in to the FortiAuthenticator GUI to ensure the pages display properly.

FortiAuthenticator does not support PEAP-MAB

FortiAuthenticator only supports MAB in clear-text and not the encapsulated MAB.
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What's new

What's new

FortiAuthenticator version 6.5.0 includes the following enhancement:

Password history increased to 24

FortiAuthenticator can now remember up to 24 previously used passwords.

Last successful login information in the SAML IdP login success
page

Upon successful SAML authentication, the SAML IdP Login Success Page now displays Last successful login
information that includes:

l The date and time when the user credentials were last successfully validated if the IdP session was recently
created.

l The date and time of the start of the current IdP session if the IdP session already existed.

Captive portal: New device registration replacement messages

In captive portal, the device registration page is now customizable.

In Authentication > Portals > Replacement Messages, the following new replacement messages are available:

l Device Registration Page
l Device Registration with Replacement Page

Automated Certificate Management Environment (ACME) support

FortiAuthenticator now supports ACME certificate generation.

A new Automated option in Issuer when creating a new server certificate in Certificate Management > End Entities >
Local Services to automatically create a certificate using the ACME protocol with Let's Encrypt service. When the
option is selected, you can enter the Acme service URL.
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What's new

FSSO: Syslog with list of values

FortiAuthenticator can now detect login events from syslogs containing list of values without keys in additional to
detecting login events with key/value pairs.

When creating or editing a matching rule in Fortinet SSO Methods > SSO > Syslog Sources, a newMode option is
available with the following two options:

l Key-value pairs (legacy option)
l List of values (new option)

IP address-based admin lock out

FortiAuthenticator now blocks the source IP address upon multiple failed login attempts from gaining administrative
access for a configurable period of time once the maximum number of allowed attempts have been exhausted.

NewMaximum failed administrator login attempts and Administrator login lockout period options in System
access.

New IP Lockout Policy Settings pane in Lockouts.

FortiAuthenticator also generates a log when a source IP address is blocked for too many failed login attempts with the
following information:

l Source IP address
l Number of failed login attempts
l Length of the lockout period

A new Locked-out IP Addresses page inMonitor > Authentication. The page displays a list of locked-out IP
addresses.

FSSO for cloud-native Azure AD users

When receiving an SSOMA update, FortiAuthenticator now accepts Azure AD domain and Tenant ID. FortiAuthenticator
can save the Azure AD domain and Tenant ID in the FSSO login session.

A new Azure AD tenant ID option when creating a remote OAuth server in Authentication > Remote Auth. Servers >
OAUTH with theOAuth source set as Azure Directory. The option is available when Include for SSO is enabled.

For native Azure AD support with older versions of the SSOMA, Fortinet SSO Methods > SSO > General now has a
new optional Tenant ID for legacy SSOMA field when Enable FortiClient SSO Mobility Agent Service is enabled.
The option allows you to specify a default Azure AD Tenant ID for legacy SSOMA.

FortiAuthenticator now allows you to filter which native Azure AD FSSO sessions are sent to each FortiGate device.

FortiAuthenticator therefore offers a new Import from Azure AD option in Fortinet SSO Methods > SSO > FortiGate
Filtering to include Azure AD groups in the FortiGate filter.
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What's new

SAML IdP resolution for IdP Proxy with multiple external IdPs

A new Legacy login sequence option when editing SAML IdP settings in Authentication > SAML IdP > General.
When enabled, the legacy sequence requests username and password on the same form. When disabled, only the
username is requested on the first form.

The IAM login option is now only available when Legacy login sequence is enabled.

The following replacement messages have been renamed:

l Login Page to Login Username and Password Page.
l Login Fido Page to Login Username Page.
l Login Fido Password Page to Login Password Page.

When creating or editing an SP, a new Sends username in this parameter option in the Authentication pane in
Authentication > SAML IdP > Service Providers where you can specify the parameter name that the SP uses to
prefill the username login field. This helps with compatibility with third-party SPs.

The following two new options in the IdP Metadata pane when creating or editing a remote SAML server in
Authentication > Remote Auth. Servers > SAML:

l Sends username in this parameter: specify the parameter name in which the remote IdP receives the username
so as to prefill the username login field.

l Strip realm from username before sending.

The above options help with compatibility with third-party IdPs.

RADIUS: eduroam support

To fully support eduroam, FortiAuthenticator includes the following new settings:

l When creating or editing a RADIUS server in Authentication > Remote Auth. Servers > RADIUS, a new Proxy
option is available in Preferred auth. method.

This enables FortiAuthenticator to proxy RADIUS authentication sessions without changing the authentication
method.

l When creating or editing a RADIUS server in Authentication > Remote Auth. Servers > RADIUS, a new Include
realm in username option allows FortiAuthenticator to keep the realm portion of the username before proxying.
When enabled, the username string sent to the remote RADIUS server is the same as the username string received
from the RADIUS client.
This allows FortiAuthenticator to route the RADIUS authentication requests through a hierarchy of RADIUS
authentication proxy servers.

l When FortiAuthenticator is terminating EAP authentication sessions, FortiAuthenticator now logs the following
information:
l EAP authentication start

l Timestamp: Start time
l Level: Information
l Category: Event
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What's new

l Subcategory: Authentication
l Log type ID: 20330 (Name: EAP authentication start)
l Action: EAP login
l Status: Start
l User: Outer EAP identity (User-Name attribute)
l IP: <empty>
l Message: EAP session start from <MAC address from Calling-Station-Id or unknown>

l EAP authentication result
l Timestamp: End time
l Level: Information
l Category: Event
l Subcategory: Authentication
l Log type ID: 20331 (Name: EAP authentication result)
l Action: EAP login
l Status: Success/Failed
l User: Inner EAP identity
l IP: <empty>
l Message:

l If Status==Success: <EAP method> login successful by <Outer EAP identity> from <MAC address
from Calling-Station-Id or unknown>

l If Status==Failed: <EAP method> login failed by <Outer EAP identity> from <MAC address from
Calling-Station-Id or unknown>

l When creating or editing a rule set in Authentication > RADIUS Service > Accounting Proxy, a new
Matching RADIUS Attributes pane is available to control which RADIUS accounting requests will be proxied.

l FortiAuthenticator now includes the following usability changes to allow you to properly configure
FortiAuthenticator in an eduroam environment:
l A new tooltip about the new Include realm in username option when creating or editing a remote
RADIUS server in Authentication > Remote Auth. Servers > RADIUS.

l A new tooltip about EAP settings added to the Authentication type tab when creating or editing a
RADIUS policy in Authentication > RADIUS Service > Policies.

l A new Eduroam toggle added to the Identity source tab when creating or editing a RADIUS policy in
Authentication > RADIUS Service > Policies.
Enabling this option forces some settings in the Identity source tab to values required in an eduroam
environment.

l Fortinet SSO Methods > Accounting Proxy is now available in
Authentication > RADIUS Service > Accounting Proxy.

RADIUS authentication: Dynamically populates attributes in
authentication responses

The RADIUS server is now able to set the values of RADIUS attributes specified in user groups to a static or dynamic
value. Value Type when adding RADIUS attributes while creating or editing a user group in Authentication > User
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What's new

Management > User Groups now includes new Static and Dynamic options.

The dynamic value is either obtained from the user account settings on FortiAuthenticator or from a user account
attribute on a remote LDAP server.

The following restrictions apply to the new Dynamic option:

l When the user group is local or remote RADIUS groups, the Dynamic option is only available if the RADIUS
attribute type is String.

l When the user group is remote LDAP, the Dynamic option only available if RADIUS attribute type is String or IP.
l When the user group is remote SAML or MAC groups, the Dynamic option is not available.

New Enter detail debug mode when the selected service is RADIUS authentication in debug logs.

OAuth: Scopes support

A new Scopes tab in Authentication > OAuth Service that lists scopes. You can now add, edit, or delete scopes.

When editing a relying party, you can now specify a list of default and optional scopes.

A new End-user must authorize scopes (authentication code grant type only) toggle in the Authentication
factors tab when creating or editing an OAuth policy.

New scope field available in /oauth/authorize/ and /oauth/token/endpoints. See REST API Solutions Guide.

Self-service portal: Smart Connect to deliver only certificates

When creating or editing Smart Connect profiles in Authentication > Portals > Smart Connect Profiles,
FortiAuthenticator now includes an additional Certificate option in Connect type.

When the Connect type is Certificate, you can specify the local CA certificate in the Signing CA dropdown to use to
sign the client certificates issued by the Smart Connect profile.

You can then specify which CA certificates to install on every endpoint.

WPA3 support

FortiAuthenticator now offers cipher suite support for WPA3.

Configurable SMTP timeout

When creating or editing an SMTP server in System > Messaging > SMTP Servers, you can now configure the SMTP
timeout using the new SMTP connection timeout value in second field.
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Upgrade instructions

Upgrade instructions

Back up your configuration before beginning this procedure. While no data loss should occur if
the procedures below are correctly followed, it is recommended a full backup is made before
proceeding and the user will be prompted to do so as part of the upgrade process.
For information on how to back up the FortiAuthenticator configuration, see the
FortiAuthenticator Administration Guide.

FortiToken Mobile/Cloud provisioning is broken (bug ID 899505 in Known issues on page 24)
for FortiAuthenticator 200E/400E/3000E in this firmware release. If you are using 2FA with
these models, it is therefore not recommended to upgrade to FortiAuthenticator 6.5.0.

FortiAuthenticator 6.5.0 requires at least 4GB of RAM.

Hardware and VM support

FortiAuthenticator 6.5.0 supports:

l FortiAuthenticator 200E
l FortiAuthenticator 300F
l FortiAuthenticator 400E
l FortiAuthenticator 800F
l FortiAuthenticator 2000E
l FortiAuthenticator 3000E
l FortiAuthenticator 3000F
l FortiAuthenticator VM (VMWare, Hyper-V, KVM, Xen, Azure, AWS, Oracle OCI, and Alibaba Cloud)

Image checksums

To verify the integrity of the firmware file, use a checksum tool to compute the firmware file’s MD5 checksum. Compare it
with the checksum indicated by Fortinet. If the checksums match, the file is intact.

MD5 checksums for software releases are available from the Fortinet Support website.
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Upgrade instructions

Customer service and support image checksum tool

After logging in to the web site, in the menus at the top of the page, click Download, then click Firmware Image
Checksums.

In the Image File Name field, enter the firmware image file name including its extension, then clickGet Checksum
Code.

Upgrading from FortiAuthenticator 4.x/5.x/6.x

FortiAuthenticator 6.5.0 build 1286 officially supports upgrades from previous versions by following these supported
FortiAuthenticator upgrade paths:

l If currently running FortiAuthenticator 6.0.5 or older, first upgrade to 6.0.7, then upgrade to 6.5.0, else the following
message will be displayed: Image validation failed: The firmware image model number is
different from the appliance's.

l If currently running FortiAuthenticator 6.0.7, then upgrade to 6.5.0 directly.
l If currently running FortiAuthenticator between 6.1.0 and 6.2.0, first upgrade to 6.3.3, then upgrade to 6.5.0.
l If currently running FortiAuthenticator 6.2.1 or later, then upgrade to 6.5.0 directly.

When upgrading existing KVM and Xen virtual machines to FortiAuthenticator 6.5.0 from
FortiAuthenticator 6.0.7, you must first increase the size of the virtual hard disk drive
containing the operating system image (not applicable for AWS & OCI Cloud Marketplace
upgrades). See Upgrading KVM / Xen virtual machines on page 14.

Upgrade to and from FortiAuthenticator 6.0.6 is not recommended.

Firmware upgrade process

First, back up your configuration, then follow the procedure below to upgrade the firmware.
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Upgrade instructions

Before you can install FortiAuthenticator firmware, you must download the firmware image from the Fortinet Support
website, then upload it from your computer to the FortiAuthenticator unit.

1. Log in to the Fortinet Support website. In the Download section of the page, select the Firmware Images link to
download the firmware.

2. To verify the integrity of the download, go back to the Download section of the login page and click the Firmware
Image Checksums link.

3. Log in to the FortiAuthenticator unit’s web-based manager using the admin administrator account.
4. Upload the firmware and begin the upgrade.

When upgrading from FortiAuthenticator 6.0.4 and earlier:
a. Go to System > Dashboard > Status.
b. In the System Information widget, in the Firmware Version row, select Upgrade. The Firmware Upgrade or

Downgrade dialog box opens.
c. In the Firmware section, select Choose File, and locate the upgrade package that you downloaded.
When upgrading from FortiAuthenticator 6.1.0 or later.
a. Click on the administrator name in the upper-right corner of the GUI to display the dropdown menu, and click

Upgrade.
b. In the Firmware Upgrade or Downgrade section, select Upload a file, and locate the upgrade package that

you downloaded.
5. SelectOK to upload the file to the FortiAuthenticator.

Your browser uploads the firmware file. The time required varies by the size of the file and the speed of your network
connection. When the file transfer is complete, the following message is shown:

It is recommended that a system backup is taken at this point. Once complete, click Start Upgrade.
Wait until the unpacking, upgrade, and reboot process completes (usually 3-5 minutes), then refresh the page.

Due to a known issue in 6.0.x and earlier releases, the port5 and port6 fiber ports are inverted
in the GUI for FAC-3000E models (i.e. port5 in the GUI corresponds to the physical port6 and
vice-versa).
This is resolved in 6.1.0 and later, however, the upgrade process does not swap these
configurations automatically. If these ports are used in your configuration during the upgrade
from 6.0.x to 6.1.0 and later, you will need to physically swap the port5 and port6 fibers to
avoid inverting your connections following the upgrade.

Upgrading KVM / Xen virtual machines

When upgrading existing KVM and Xen virtual machines from FortiAuthenticator 6.0.7 to 6.5.0, it is necessary to
manually increase the size of the virtual hard disk drive which contains the operating system image before starting the
upgrade. This requires file system write-access to the virtual machine disk drives, and must be performed while the
virtual machines are in an offline state, fully powered down.
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Upgrade instructions

If your virtual machine has snapshots, the resize commands detailed below will exit with an
error. You must delete the snapshots in order to perform this resize operation. Please make a
separate copy of the virtual disk drives before deleting snapshots to ensure you have the
ability to rollback.

Use the following command to run the resize on KVM:

qemu-img resize /path/to/fackvm.qcow2 1G

Use the following command to run the resize on Xen:

qemu-img resize /path/to/facxen.qcow2 1G

After this command has been completed, you may proceed with the upgrade from 6.0.7 to 6.5.0

Recovering improperly upgraded KVM / Xen virtual machines

If the upgrade was performed without completing the resize operation above, the virtual machine will fail to properly boot,
instead displaying many initd error messages. If no snapshots are available, manual recovery is necessary.

To recover your virtual machine, you will need to replace the operating system disk with a good copy, which also requires
write-access to the virtual hard disks in the file system while the virtual machines are in an offline state, fully powered
down.

To recover an improperly upgraded KVM virtual machine:

1. Download the 6.0.7 GA ZIP archive for KVM, FAC_VM_KVM-v6-build0059-FORTINET.out.kvm.zip.
2. Extract the archive, then replace your virtual machine's fackvm.qcow2 with the one from the archive.
3. Execute the following command:

qemu-img resize /path/to/fackvm.qcow2 1G

To recover an improperly upgraded Xen virtual machine:

1. Download the 6.0.7 GA ZIP archive for Xen, FAC_VM_XEN-v6-build0059-FORTINET.out.xen.zip.
2. Extract the archive, then replace your virtual machine's facxen.qcow2 with the one from the archive.
3. Execute the following command: 

qemu-img resize /path/to/facxen.qcow2 1G
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Product integration and support

Product integration and support

Web browser support

The following web browsers are supported by FortiAuthenticator 6.5.0:

l Microsoft Edge version 110
l Mozilla Firefox version 109
l Google Chrome version 110

Other web browsers may function correctly, but are not supported by Fortinet.

FortiOS support

FortiAuthenticator 6.5.0 supports the following FortiOS versions:

l FortiOS v7.2.x
l FortiOS v7.0.x
l FortiOS v6.4.x
l FortiOS v6.2.x
l FortiOS v6.0.x

Fortinet agent support

FortiAuthenticator 6.5.0 supports the following Fortinet Agents:

l FortiClient v.6.x , v.7.x for Microsoft Windows and macOS (Single Sign-On Mobility Agent)
l For FortiAuthenticator Agents for Microsoft Windows and Outlook Web Access compatibility with FortiAuthenticator,
see the Agents Compatibility Matrix on the Fortinet Docs Library.

l FSSO DC Agent v.5.x
l FSSO TS Agent v.5.x

Other Agent versions may function correctly, but are not supported by Fortinet.

For details of which operating systems are supported by each agent, please see the install guides provided with the
software.

Note: FortiAuthenticator Agent for Microsoft Windows 4.0 and above required to support emergency offline access.
Also, FortiAuthenticator Agent for Microsoft Windows below 4.0 compatible for all other features.
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Product integration and support

Virtualization software support

FortiAuthenticator 6.5.0 supports:

l VMware ESXi / ESX 6/7/8
l Microsoft Hyper-V 2010, Hyper-V 2016, and Hyper-V 2019
l Linux Kernel-based Virtual Machine (KVM) on Virtual Machine Manager and QEMU 2.5.0
l Xen Virtual Machine (for Xen HVM)
l Nutanix
l Amazon AWS
l Microsoft Azure
l Oracle OCI
l Alibaba Cloud

Support for HA in Active-Passive and Active-Active modes has not been confirmed on the
FortiAuthenticator for Xen VM at the time of the release.

See FortiAuthenticator-VM on page 18 for more information.

Third-party RADIUS authentication

FortiAuthenticator uses standards based RADIUS for authentication and can deliver two-factor authentication via
multiple methods for the greatest compatibility:

l RADIUS Challenge Response  - Requires support by third party vendor.
l Token Passcode Appended - Supports any RADIUS compatible system.

FortiAuthenticator should therefore be compatible with any RADIUS capable authentication client / network access
server (NAS).
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FortiAuthenticator-VM

FortiAuthenticator-VM

For information about FortiAuthenticator-VM deployments and system requirements, see the VM installation guide on
the Fortinet Docs Library.
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Resolved issues

Resolved issues

The resolved issues listed below may not list every bug that has been corrected with this release. For inquiries about a
particular bug, please visit the Fortinet Support website.

Bug ID Description

868146 Emergency Token is not displayed on the GUI when Yubikey is assigned.

838878 Cisco WLC portal fails (callback to 192.0.2.1).

859062 Multiple errors show up when upgrading the firmware from v6.4.3 to v6.4.6.

847599 802.1x EAP-TLS crashed with error eap_tls: ERROR: Error allocating memory for SSL
state.

857630 FortiGate CRL renewal over SCEP via FortiAuthenticator not working anymore. FortiGate failing with
SCEP result=1: response is in wrong format.

796493 LDAPS connectivity issue between FortiGate/FortiManager and FortiAuthenticator.

676985 Unable to import all FortiToken hardware tokens from the same purchase order; need to add them all
manually.

791347 Internal server error 500 happens when viewing RADIUS account sessions, probably caused by
Called-Station-Id attribute.

880495 'Allow OTP for EAP-MSCHAPv2 authentication with FortiClient' feature does not toggle off on the GUI.

845851 Push on the FortiAuthenticator portal does not work when the username exceeds 20 characters.

838930 No more than 20 realms can be added in Realms in Authentication > SAML IdP > General.

851676 FortiAuthenticator HA A/A Status error - In sync with anomalies.

848324 Remote LDAP server constantly becomes offline-stale.

820035 After changing the FortiAuthenticator IP address, unplugging the monitor interface does not trigger the
HA failover.

875150 Group membership is not replicated to the Load Balancer when registering over WiFi portal.

869341 Unable to change the remote LDAP user password via REST API.

842389 Captive portal automatic login after successful user verification fails.

859464 SAML - VPN SSL authentication error: invalid_response.

872981 Remote LDAP clients unable to verify server certificates signed by LetsEncrypt (potentially other
multipath CAs).

880038 disk_discovery.sh cannot find OSDISK / firmware drive with enlarged partitions

875835 db_listener failure if the json contains unescaped string.
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Resolved issues

Bug ID Description

769183 FortiAuthenticator VMs need greater resiliency/improved recovery when connectivity lost to remote data
drives.

881575 FortiAuthenticator outbound email should permit partial chain certificate validation.

849750 No login prompt at HW serial console when the boot is extremely broken.

859878 [SAML IdP] RelayState not being sent back to the SP for IAM logins.

862716 OAuth tokens can be verified with invalid client id.

852453 [3rd party component upgrade required for security reasons]- vmware-tools or open-vm-tools to
12.1.5.

816176 Renaming a portal back to its original name fails; triggers 500 error on self-service portal user login.

817819 Unable to expand Rule Sets after collapsing it in GUI.

812651 Sanitize portal name input.

849083 FortiAuthenticator search request rejected by 389 Directory Server.

850846 SFTP server does not work with long passwords.

846150 Token delivery via email stops working after some days.

795271 E-mail address does not appear in the logs after social login authentication.

757460 Enable Django auto-translation for any end-user pages.

750134 FortiAuthenticator as LDAP server cannot export admin users from the local user base.

815897 Unable to import LDAP user from the GUI by using IBM Lotus Domino LDAP.

847585 Under extensive load, FortiAuthenticator runs out of memory and TACACS+ daemon randomly crashes.

866019 OAuth: Attribute Error- NoneType object has no attribute 'id'.

838918 dhparam-regen 4096 4096 is not working, DH server params is still equal to 2048 bits.

773083 Enable/disable FortiToken Cloud push notification button shuts down all authentication methods.

829318 'Users and Devices' permission set does not allow importing remote LDAP users.

826424 Registering an already existing username on Legacy Self-serve Portal triggers 500 error.

828141 Cross-site Scripting (XSS) - Reflected on https://x.x.x.x/user/reset-password/done/.

845700 Chained token authentication fails with self service portal.

804238 FortiAuthenticator 6.4.1 GA SAML logout fails.

811662 FortiAuthenticator IdP error 403 when returning to SP after registering on a self-service portal.

809353 Country code selection for guest portal user registration on iOS selects incorrect country prefix.

787013 Changing the username attribute will cause the remote sync rule to remove existing remote users and
eventually reimport them.
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Bug ID Description

830386 'Users Audit Report' does not update timestamps in 'Last Used' Column for EAP-TLS authentication used
for Wireless.

791127 Sometimes(randomly) FortiAuthenticator fails to send email notification.

831114 Ukrainian language pack is added but the legacy self-service portal shows some parts in English and
some in Ukrainian.

831700 RSSO sessions are getting Logged Off/Flushed from FortiAuthenticator.

844295 Unable to import guest users using CSV format in FortiAuthenticator 6.4.5.

846587 Check the reason for FortiAuthenticator deleting remote LDAP user.

868672 FortiAuthenticator is using a vulnerable JQUERY-UI version 1.12.1 in old and new firmware 6.4.6
release.

836086 Revoked Intermediate CA are shown in the GUI as used per license.

849395 TACACS+ AVPs order could prevent sending some AVPs even if these are set as mandatory.

799768 Automatic CRL download error with 2 identical DN.

801009 Remote SAML user sync rule creates one log entry for every SAML user assigned FortiToken Mobile
every time SAML sync occurs.

767745 SNMP facSysCpuUsage returns wrong type.

767935 A-P cluster, it forms when configured from the GUI, it does not when configured from CLI without a
restart.

827702 FortiAuthenticator vulnerability assessment- outdated jquery version/missing HTTP headers requested
to be fixed.

855080 Import RADIUS client from CSV file fails when the password has special characters.

856867 Captive Portal with iPhone CNA fails when users attempt to register.

849700 FortiAuthenticator does not follow best practices for the certificate SN length.

773020 Revoking of certificate is not being seen with OCSP until FortiAuthenticator reboots.

825665 Wrong client IPv4 attribute for Fortinet SSOMethods > SSO > RADIUS Accounting Sources.

817304 Explicit indication that the remote user sync rules OTP method assignment priorities can be moved up or
down.

818288 FortiAuthenticator should populate user_ip and location fields in requests to FortiToken Cloud
userauth endpoint when available.

807702 Upgrade JQuery.

868253 Prevent creating realms with remote SAML server of type FSSO.

798722 FortiAuthenticator should log errors returned from FortiToken Cloud and show error message text
returned in the FortiToken Cloud API response in the FortiAuthenticator logs.
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Resolved issues

Bug ID Description

826532 [3rd party component upgrade required for security reasons] - django to 3.2.14.

842930 [3rd party component upgrade required for security reasons] - OAuthLib to 3.2.1.

803240 [3rd party component upgrade required for security reasons] - cryptography_project to 3.3.2.

860911 [3rd party component upgrade required for security reasons] - pillow to 9.3.0.

822712 [3rd party component upgrade required for security reasons] - http_server up to 2.4.54.

841415 [3rd party component upgrade required for security reasons] - linux_kernel to
4.9.312/4.14.277/4.19.241/5....

856564 [3rd party component upgrade required for security reasons] - curl to 7.86.0.

517799 Default only self resource reference (CSP) to avoid XSS attacks.

836112 [3rd party component upgrade required for security reasons] - postgresql to 10.22, 11.17, 12.12, 13.8,
14.5.

639819 FortiAuthenticator - Crafted username does not trigger login attempt limit.

800738 [3rd party component upgrade required for security reasons] - tcpdump vulnerabilities - precaution
upgrade.

811416 [3rd party component upgrade required for security reasons] - rsyslog to 8.2204.1.

877962 [3rd party component upgrade required for security reasons] - freeradius to 3.0.26 [backported fix
instead].

812288 [3rd party component upgrade required for security reasons] - FreeRADIUS up to 3.2.0.

814071 [3rd party component upgrade required for security reasons] - openvpn to 2.4.12/2.5.6.

803668 Glibc to 2.35.

812751 [3rd party component upgrade required for security reasons] - paramiko to 2.10.1/latest.

847140 Backend triggered local password change: if the password does not pass the password policy, no logs
about it.

881926 Email verification template is missing from the legacy user registration.

870806 Improvement in the Scan QR code option.

810344 400 error when MAC device limit reached in the FortiAuthenticator admin GUI.

801438 FortiToken Mobile scan QR code should go away if the token has already been assigned.

847635 Adding all the hardware FortiTokens from the purchase order does not work properly.

873365 Disabling the admin user does not disable the API key.

808317 Instead of only displaying build version and number in upgrade history, show build name as well.

808324 Record the 'starting' build number as well in the upgrade history.

769142 Django upgrade.
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Resolved issues

Bug ID Description

870186 Rename G-Suite to Google Workspace.

851341 Scopes with no description are not displayed in the OAuth authorization pop-up window.

862920 Register FIDO key button shows a delete icon when editing a local user.

861776 Upgrade OpenSSL from 1.1.1n to 1.1.1s, then again to 1.1.1t.

848925 Failed to add RADSEC server certificate on the RADIUS-EAP configuration page.

581065 The last used field is empty for a remote SAML user in the downloaded user audit report CSV file.

846492 When enabling/disabling a remote SAML user via user lookup we should not need admin password
recheck.

839513 FortiAuthenticator as proxy in SAML setup is not sending out the same authentication context received
from IdP.

808310 Password reset crashes after n attempts on security questions.

860292 Custom RADIUS user attribute is not syncing over in HA LB setup.

660918 Clicking the Allow remote LDAP groups button in RADIUS or TACACS policy reverts all the selected
groups.

653638 Locked out user account should have status as disabled in the user lookup page.

811255 Lost my token option displaying string index out of range error.

821316 Portal should not be showing total MAC devices limit.

793838 Password not defined after importing users from LDAP as a local user via sync rule.

817915 Hide RADIUS attribute substring match option for non-string types.

830218 Wrong Azure client id/key shows internal server error in the debug logs.

847666 Enabling zero trust tunnel without selecting any tunnel from the dropdown can be saved without error
messages.

796156 SNMP table thresholds should not be able to exceed 100 percent.

844546 LDAP filter Set Group Filter not working properly.

660921 Guest portal should not work if the URL contains http instead of https.

799641 FIDO key user should have information in User lookup.

761482 FIDO2 authentication not compatible with Apple's WiFi popup.

868738 Two FortiAuthenticator devices working in the load balance mode stopped listening to port 8001.
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Known issues

This section lists the known issues of this release, but is not a complete list. For inquires about a particular bug, please
visit the Fortinet Support website.

Bug ID Description

694664 FortiAuthenticator Agent with group exclusion is throwing a COMException error when accessing AD to
check group membership.

876897 FortiAuthenticator memory usage showing in the widget is not matching with memory usage from SNMP
(facSysMemUsage).

869867 FortiAuthenticator SSO database is not updating in a timely manner, when domain users switch from
wireless to wired or vice versa.

877432 Selecting Cloud option for group membership on SAML SP displays 500 error if we do not select an oauth
server.

566145 Usage Profile TIME USAGE=Time used is not triggering COA or disconnect request to FortiGate.

775006 Occasionally, multiple SMS are received after LDAP user import instead of just one.

780558 Creating CA certificate debug logs sometime shows error.

814255 Custom RADIUS attributes disappear on HA secondary after failover and we get 500 crash when clicking
on a RADIUS policy.

816070 DB issue if power down during a short window when booting from factory reset.

787852 TACACS+ attribute value pair for authorization services shows undefined entries.

843334 KVMmodel does not obey hypervisor soft restart/shutdown commands.

863635 FIDO users status bug on SAML.

866392 FortiAuthenticator GUI/captive portal access freezes/become unresponsive during peak hours.

868836 TACACS+ failed authentications not counting towards IP lockouts.

870678 Recovery password and recovery token fails to send alternative email address.

854050 It takes a long time for FortiAuthenticator to reflect active certificates in the GUI after successful SCEP
enrollment request.

876703 Unable to view supported methods and available fields using /schema at the end of the endpoint.

878673 Certificate GUI filter by status times out when there are thousands of revoked certificates.

879570 Select All checkbox for remote user sync rule does not select all rules in Firefox without private window.

808748 Self-service portal password change fails for remote LDAP users if UPN format is used.

781832 Token bypass not working for FIDO enabled self-service portal.

743775 SCEP Get CA requests intermittently fail under high SCEP load.
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Known issues

Bug ID Description

857399 FortiAuthenticator fails to send COA disconnect to FortiGate.

868829 IP lockout not being logged in on FortiAuthenticator logs.

871533 Incorrect FIDO token does not count towards user lockout.

874285 Unable to use FortiAuthenticator images in System replacement messages.

837791 TACACS+ authentication fails when the authentication process takes long.

881296 SNMP v3 with non-ENG letter pass gives Auth failed.

876009 FortiAuthenticator ignores the groups filtering rules and sends all SSO groups to FortiGate if the
FortiGate is configured with FQDN.

751108 FortiAuthenticator does not support admin OIDs from FORTINET-CORE-MIB properly.

801933 FortiAuthenticator as LDAP server; logs shows LDAP_FAC in the Source IP field.

620127 Changing from maint-mode-no-sync to maint-mode-sync does not appear to restore syncing.

873050 403 Forbidden error while doing SAML authentication after OAuth succeeds.

755752 Power supplies show voltage input fault on both CLI and GUI.

865372 FortiNAC can overwhelm FortiAuthenticator with 'many' TACACS+ logins on the same service account.

866709 Admin password recheck issues.

837728 Local services cannot use cert with >97 character subject length.

872920 Portal policy realms table values are in the wrong column.

861027 RADIUS attribute name should be only unique within the dictionary, not across all dictionaries.

861112 NTLM authentication does not work with child domain.

878665 500 error when launching a Smart Connect profile that contains a CSR for Android.

741765 REST API /api/v1/tacpluspolicyclient/ endpoint does not recognize policy_name or
client_name parameters.

861557 FortiAuthenticator remote user sync rules - Set Group Filter not working if OU has special characters in
name, e.g., ( , ) , +.

868810 FortiAuthenticator HA device with low priority stays primary.

842886 Upgrading FortiAuthenticator in HA-LB removes the MAC-address records form the LB node.

861611 Smart Connect for Android running on version 12 and 13 never installed the configuration profile.

871196 LDAP disconnects every few seconds.

838976 Windows log events in FSSO are dropping after some time.

873972 Single group is passed by FortiAuthenticator as an IdP when FIDO- only authentication is used in the SP
setting.
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Known issues

Bug ID Description

882098 FortiAuthenticator HA is out of sync and the web server crashes when clicking on Packet Capture with
500 Internal server error.

680776 AP HA secondary cannot change the mgmt interface access configuration, and the option does not sync
from primary either.

875536 User account extension gives CSRF token missing or incorrect.

850023 HA Cluster not forming due to differing smartconnect primary key name (upgrade path mismatch, but
should work).

899505 Unable to provision FortiToken Mobiles on FortiAuthenticator 200E/400E/3000E in 6.5.0/6.5.1.

900916 WAD-enforced administrator/service access rules are only applied to the first four interfaces. The rest is
still handled in Python.
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Maximum values for hardware appliances

Maximum values for hardware appliances

The following table lists the maximum number of configuration objects per FortiAuthenticator appliance that can be
added to the configuration database for different FortiAuthenticator hardware models.

Similar to the FortiAuthenticator-VM, the FortiAuthenticator hardware appliances permit
stacking licenses.

The maximum values in this document are the maximum configurable values and are not a
commitment of performance.

Feature Model

200E 300F 400E 800F 2000E 3000E 3000F

System

Network Static
Routes

50 50 50 50 50 50 50

Messages SMTP
Servers

20 20 20 20 20 20 20

SMS
Gateways

20 20 20 20 20 20 20

SNMP
Hosts

20 20 20 20 20 20 20

Administratio
n

Syslog
Servers

20 20 20 20 20 20 20

User
Uploaded
Images

40 90 115 415 1015 2015 2015

Language
Files

50 50 50 50 50 50 50

Realms 20 60 80 320 800 1600 1600

Authentication

General Auth
Clients
(NAS)

166 500 666 2666 6666 13333 13333
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Maximum values for hardware appliances

Feature Model

200E 300F 400E 800F 2000E 3000E 3000F

Users
(Local +
Remote)1

500 1500/350
0*

2000 8000/1800
0*

20000 40000 40000/24000
0*

User
RADIUS
Attributes

1500 4500 6000 24000 60000 120000 120000

User
Groups

50 150 200 800 2000 4000 4000

Group
RADIUS
Attributes

150 450 150 2400 6000 12000 12000

FortiTokens 1000 3000 4000 16000 40000 80000 80000

FortiToken
Mobile
Licenses2

200 200 200 200 200 200 200

LDAP
Entries

1000 3000 4000 16000 40000 80000 80000

Device
(MAC-
based
Auth.)

2500 7500 10000 40000 100000 200000 200000

RADIUS
Client
Profiles

500 1500 2000 8000 20000 40000 40000

Remote
LDAP
Users Sync
Rule

50 150 200 800 2000 4000 4000

Remote
LDAP User
Radius
Attributes

1500 4500 6000 24000 60000 120000 120000
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Maximum values for hardware appliances

Feature Model

200E 300F 400E 800F 2000E 3000E 3000F

Remote
authenticatio
n servers

Remote
LDAP
Servers

20 60 80 320 800 1600 1600

Remote
RADIUS
Servers

20 60 80 320 800 1600 1600

Remote
SAML
Servers

20 60 80 320 800 1600 1600

Remote
OAuth
Servers

20 60 80 320 800 1600 1600

FSSO & Dynamic Policies

FSSO FSSO
Users

500 1500 2000 8000 20000 200000
3

200000

FSSO
Groups

250 750 1000 4000 10000 20000 20000

Domain
Controllers

10 15 20 80 200 400 400

RADIUS
Accounting
SSO
Clients

166 500 666 2666 6666 13333 13333

FortiGate
Services

50 150 200 800 2000 4000 4000

FortiGate
Group
Filtering

250 750 1000 4000 10000 20000 20000

FSSO Tier
Nodes

5 15 20 80 200 400 400

IP Filtering
Rules

250 750 1000 4000 10000 20000 20000

Accounting
Proxy

Sources 500 1500 2000 8000 20000 40000 40000

Destination
s

25 75 100 400 1000 2000 2000

Rulesets 25 75 100 400 1000 2000 2000
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Maximum values for hardware appliances

Feature Model

200E 300F 400E 800F 2000E 3000E 3000F

Certificates

User
Certificates

User
Certificates

2500 7500 10000 40000 100000 200000 200000

Server
Certificates

50 150 200 800 2000 4000 40000

Certificate
Authorities

CA
Certificates

10 10 10 50 50 50 50

Trusted CA
Certificates

200 200 200 200 200 200 200

Certificate
Revocation
Lists

200 200 200 200 200 200 200

SCEP Enrollment
Requests

2500 7500 10000 40000 100000 200000 200000

1 Users includes both local and remote users.

2 FortiToken Mobile Licenses refers to the licenses that can be applied to a FortiAuthenticator, not the number of
FortiToken Mobile instances that can be managed. The total number is limited by the FortiToken metric.
3 For the 3000E model, the total number of concurrent SSO users is set to a higher level to cater for large deployments.

* Upper limit
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Maximum values for VM

Maximum values for VM

The following table lists the maximum number of configuration objects that can be added to the configuration database
for different FortiAuthenticator virtual machine (VM) configurations.

The maximum values in this document are the maximum configurable values and are not a
commitment of performance.

The FortiAuthenticator-VM is licensed based on the total number of users and licensed on a stacking basis. All
installations must start with a FortiAuthenticator-VM Base license and users can be stacked with upgrade licenses in
blocks of 100, 1,000, 10,000 and 100,000 users. Due to the dynamic nature of this licensing model, most other metrics
are set relative to the number of licensed users. The Calculating metric column below shows how the feature size is
calculated relative to the number of licensed users for example, on a 100 user FortiAuthenticator]-VM Base License, the
number of auth clients (RADIUS and TACACS+) that can authenticate to the system is:

100 / 3 = 33

Where this relative system is not used e.g. for static routes, the Calculating metric is denoted by a "-". The supported
figures are shown for both the base VM and a 5000 user licensed VM system by way of example.

Feature Model

Unlicensed
VM

Calculating
metric

Licensed VM
(100 users)

Example
5000
licensed user
VM

System

Network Static Routes 2 50 50 50

Messaging SMTP Servers 2 20 20 20

SMS Gateways 2 20 20 20

SNMP Hosts 2 20 20 20

Administration Syslog Servers 2 20 20 20

User Uploaded
Images

19 Users / 20 19 (minimum) 250

Language Files 5 50 50 50

Authentication

General Auth Clients
(RADIUS and
TACACS+)

3 Users / 3 33 1666
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Maximum values for VM

Feature Model

Unlicensed
VM

Calculating
metric

Licensed VM
(100 users)

Example
5000
licensed user
VM

Authentication Policy
(RADIUS and
TACACS+)

6 Users 100 5000

Remote
authentication
servers

Remote LDAP
Servers

4 Users / 25 4 200

Remote RADIUS
Servers

1 Users / 25 4 200

Remote SAML
Servers

1 Users / 25 4 200

Remote OAuth
Servers

1 Users / 25 4 200

User Management Users
(Local + Remote)1

5 *********** 100 5000

User RADIUS
Attributes

15 Users x 3 300 15000

User Groups 3 Users / 10 10 500

Group RADIUS
Attributes

9 User groups x
3

30 1500

FortiTokens 10 Users x 2 200 10000

FortiToken Mobile
Licenses (Stacked) 2

3 200 200 200

LDAP Entries 20 Users x 2 200 10000

Device (MAC-based
Auth.)

5 Users x 5 500 25000

Remote LDAP Users
Sync Rule

1 Users / 10 10 500

Remote LDAP User
Radius Attributes

15 Users x 3 300 15000

Realms 2 Users / 25 4 200

FSSO & Dynamic Policies
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Feature Model

Unlicensed
VM

Calculating
metric

Licensed VM
(100 users)

Example
5000
licensed user
VM

FSSO FSSO Users 5 Users 100 5000

FSSOGroups 3 Users / 2 50 2500

Domain Controllers 3 Users / 100
(min=10)

10 50

RADIUS Accounting
SSO Clients

10 Users 100 5000

FortiGate Services 2 Users / 10 10 500

FortiGate Group
Filtering

30 Users / 2 50 2500

FSSO Tier Nodes 3 Users /100
(min=5)

5 50

IP Filtering Rules 30 Users / 2 50 2500

FSSO Filtering
Object

30 Users x 2 200 10000

Accounting Proxy Sources 3 Users 100 5000

Destinations 3 Users / 20 5 250

Rulesets 3 Users / 20 5 250

Certificates

User Certificates User Certificates 5 Users x 5 500 25000

Server Certificates 2 Users / 10 10 500

Certificate
Authorities

CA Certificates 3 Users / 20 5 250

Trusted CA
Certificates

5 200 200 200

Certificate
Revocation Lists

5 200 200 200

SCEP Enrollment Requests 5 Users x 5 500 25000

1 Users includes both local and remote users.

2 FortiToken Mobile Licenses refers to the licenses that can be applied to a FortiAuthenticator, not the number of
FortiToken Mobile instances that can be managed. The total number is limited by the FortiToken metric.
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