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What's new in FortiNAC 9.1

The following list contains new and expanded features added in FortiNAC 9.1.

New

New

Features in 9.1.0

Customization of SMS and E-Mail messages for Self-Registered and Pre-Registered Guests
Added support for multiple VDOMs for WLC
Detection of:
o WIRELESS connectivity to non-whitelisted SSIDs (hotspot)
© Dual-homed connections
GUI rewrite using common core components
FortiNAC Portal Theme updated to look more modern
Added MDM polling to the NCM level

Captive Portal enhancements and Social Media Login options. See Social Media for Captive Portal on page 297 for
more details.

Features in 9.1.2

Added the ability to send FSSO information to the FortiGate even when the endpoint is not directly connected.
Requires the Persistent Agent. For details, see section "Unknown Location Endpoint Management" of the FortiNAC
Security Fabric Integration Guide in the Document Library.
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FortiNAC

FortiNAC integrates with your existing desktop security software, network directories and infrastructure, and security
solutions. This gives your organization unlimited visibility to which users are on the network, which endpoint devices are
on the network, and where and when users and devices are connecting. Additionally, network access policies ensure
that confidential resources are secure by tracking which users are allowed to have access, detailing which users may
have already accessed those resources, and ensuring that private information remains private. FortiNAC simplifies IT
operations by empowering administrators to create security policies that automate control over network access. Finally,
our built-in tools and schema enable administrators to build reports for regulatory compliance.

FortiNAC is a flexible, modular security platform that allows solutions to be customized to fit your organization’s needs.
FortiNAC uses a unique out-of-band architecture that leverages your existing IT infrastructure to provide unparalleled
visibility and to enable security policies to be applied automatically across the entire network.

The FortiNAC package installed on your appliance is referred to as FortiNAC throughout the documentation.
If you do not see a feature described in the documentation, it could be for one of the following reasons:

» You may not have purchased all of the features outlined in this documentation.
» You may not have permission to access the feature.

Introduction

This document provides comprehensive information on all of the features available in FortiNAC that are used to enforce
network usage policies, monitor specific events, and automatically take actions. When FortiNAC recognizes an event, it
takes the defined action, and logs both for tracking purposes.

Configuration using the Administration User Interface of individual FortiNAC components, such as groups and
scheduled actions, are included. Components and configurations viewed/modified through the Administration Ul and the
last known state of those components are stored in the FortiNAC’s mysql database. Passwords are encrypted.

Device integration information is provided on the Fortinet Documentation Library.

The Requirements section defines the host requirements for the FortiNAC administrator. Refer to and Dashboard on
page 40 topics to get started.

This documentation applies to the FortiNAC Server, FortiNAC Control Server, and FortiNAC Application Server
appliances.

DNS configuration

The FortiNAC Server and FortiNAC Control Server appliances use Common Object Request Broker Architecture
(CORBA) to communicate between the web server and the browser. Within the FortiNAC Server and FortiNAC Control
Server appliances, CORBA uses the sub-domain or hostnames (short names), not IP addresses, to communicate
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between the browser and server. The administrator's host and the FortiNAC Server and FortiNAC Control Server
appliance hostname must be in DNS.

If DNS is not available, then each administrator's host must have a host entry for the FortiNAC Server and FortiNAC
Control Server appliances.

If you have security enabled, you cannot use the fully qualified domain name (FQDN) of the FortiNAC Server or
FortiNAC Application Server. You must use the short name instead. If the FQDN is used and the administrator's host is
using the Persistent Agent, the agent cannot communicate with the FortiNAC appliances. This could prevent the
Administrator from registering the host.

The 'nac’ alias must not be included in DNS. For example, do not use an alias like "nac.abc.def.com" anywhere in DNS.

Windows

1.

2,

Edit the hosts file on the system. The hosts file is usually in the following directory:
C:\windows\system32\drivers\etc\hosts.

Add this entry to the Hosts file:
XXX . XXX . XXX .XXX Short Name

or
XXX XXX . XXX . XXX host name

Example:

192.168.10.1 ga233
Reboot the computer after you change the hosts file.

Having multiple interfaces on the Administrator workstation can sometimes cause DNS problems, depending on the
interface configuration settings.

Sample Windows hosts file

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

Copyright (c) 1993-1999 Microsoft Corp.
This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to hostnames. Each entry

should be kept on an individual line. The IP address should be placed in the first
column followed by the corresponding hostname followed by the short name.

The IP address, the hostname, and the short name should be separated by

at least one space.

Additionally, comments (such as these) may be inserted on individual
lines or following the hostname denoted by a '#' symbol.

For example:

XXX . XXX . XXX .XXX host.domain.com # source server
XXX .XXX.XXX.XXX host name # x client host

127.0.0.1 localhost

FortiNAC 9.1.0 Administration Guide
Fortinet Inc.



FortiNAC

Linux

Edit the hosts file on the system. The hosts file is usually in the following directory: /etc/hosts
Add this entry to the Hosts file:
XXX . XXX .XXX.XXX Short Name

Example:

192.168.10.10 ga233

There is no need to reboot the system.

macOS

1.

2,

Locate the file named hostsin /etc folder.

If the file does not exist, create one with a text editor. The hosts file contains information regarding the known hosts
on the network.

Separate the entries on each line with tabs. Do not use spaces. A # indicates the beginning of a comment;
characters up to the end of the line are not interpreted by routines which search the file.

Use a single line for each host file. Make sure each host line contains the Internet address of the host, the fully
qualified hostname, and the Alias.

Example:

XXX.XXX.XXX.xXXX Qualified Host Name Alias

Reboot the computer after you have edited and saved the hosts file.

IPv6 support

FortiNAC has the ability to support IPv6 addresses by allowing IPv6 endstations (hosts, devices) to communicate with
FortiNAC's Portal and Agents. The admin Ul also supports both IPv4 and IPv6.

Network device management and discovery in Inventory requires networking equipment to have an IPv4 address.

Polling L3 ( IP->MAC ) data for devices is supported from the following vendors/switches:

Cisco

Juniper EX Switches
HP ProCurve
Brocade

FortiGate

Please contact Fortinet Support to request additional device support.

IPv6 hosts and devices can communicate with the FortiNAC via Portal and Agents. Both eth1 and ethO support IPv4 and
IPv6, enabling IPv6 hosts and devices to access the Portal. When a host or device uses IPv6, the IPv6 address is
displayed in the Host View or Adapter View, in addition to any IPv4 addresses associated with the host or device. The
FortiNAC admin Ul can be accessed using the IPv6 address assigned to ethO.
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Supported for IPv6 Not Supported for IPv6

Portal communication (eth1) Device management in Inventory (Creation/discovery of
network device

Admin Ul access (eth0) work devices)

Agent communication

L3 polling
IPv6 addresses displayed in the Host View and
Adapter View

Login procedure

The FortiNAC user interface is browser based. When you log in as an Administrator, you may create other
Administrators and administrators with an administrator profile.

Ay
‘Q' There are no spaces in the entry. <hostname> is the name of the FortiNAC appliance. You

may substitute the IP address for the <hostname> if you wish.

1. Enter one of the following URLSs in the Address field of the browser window:
https://<hostname>:8443/
or
http://<hostname>:8080/

2. Loginas an administrator. Enter the User Name and Password.

3. The End User License Agreement appears the first time any administrator logs in. Click to Accept the terms.
Clicking Disagree returns you to the Login dialog.

4. Add administrators as needed. See Add an administrator on page 607 for instructions.

5. The FortiNAC user interface displays. The interface provides the appropriate privileges for whoever logs in. See
Administrator profiles on page 582 for more information on administrator permissions.

Connection errors

The table below contains a list of errors that could be displayed if you have problems connecting to the admin Ul:

Message Code Definition
Unable to connect to host 1050 Indicates that FortiNAC was unable to open the port and contact the
<hostname> server. Possible reasons include:

Access could be blocked by a firewall.
Java cache may need to be cleared.
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Message Code Definition

Hostname may be missing from the hosts file. See DNS
configuration on page 1 for the location of the hosts file based on
your operating system.

Server may be down.

Internet access

Itis recommended that FortiNAC has internet access to receive operating system and product updates. Internet access
allows FortiNAC to stay up to date and secure.

For more information about updating the operating system, see Updating CentOS on page 160.

Licenses

The license key installed on your FortiNAC controls both the feature set that is enabled and the number of managed
hosts, users and devices.

Types

The following licenses are available:

« Base: Network discovery, host profiling, and classification.
« Plus: Host registration, scanning, and access control, along with all base features.
e Pro: Automated Threat Response (ATR), along with all plus and base features.

All licenses include high availability.

License count

There are two types of license counts on FortiNAC: concurrent licenses and ATR licenses. License usage information is
displayed on the Dashboard on page 40 and License management on page 141.

If you exceed your license count, FortiNAC does the following:

« No new registrations are allowed.

« Attempts at new registrations are presented with the message Exceeded concurrent connection license limit.
+ Rogues, at-risk, and disabled hosts continue to be placed in isolation as they normally would be.

« Existing registered hosts and devices continue to have network access.

Network Access provisioning based on policy will not occur
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Concurrent licenses

The count of concurrent licenses is based on the total number of concurrent connections to your network that are
managed by FortiNAC.There may be parts of your network that are not managed by FortiNAC.

This count includes hosts, servers or devices that are online on your network at any given time. When a host, server or
device disconnects from the network, the license is released and can be used for another connection. For example, you
may have 1000 hosts in your database but if only 100 are connected, then only 100 licenses are used.

A registered host will use a license if the host is seen by FortiNAC to be online, even if the host is not on an enforced port.
When a registered host shows online, even if no one is logged on, a license is still used. When the licenses run out, no
new devices can register and access the network.

The following devices use a concurrent license when connected:

¢ Online hosts in the Host View (including registered hosts and IP phones)
« Online, non-infrastructure devices in Inventory (servers, printers, IP phones)

The following devices don't use a concurrent license when connected:

» Rogue devices
» Switches, routers, wireless controllers and wireless access points in Inventory

ATR licenses

These licenses are based on the total number of licenses configured for ATR that are currently in use by devices
connected to your network.

Entitlements

Additional services at no cost come with licenses and are shown as entitlements in the license dashboard.

Entitlement Description

Telephone Support Global toll-free technical support available 24/7 over telephone.

loT Detection Access to database of devices through the cloud-look up service hosted by
FortiGuard Labs used by FortiNAC to identify devices.

Vulnerability Management Vulnerability analysis and remediation for potential security weakness.

Firmware & General Updates Firmware updates and weekly network device database updates to keep
deployments up to date.

Enhanced Support 24/7 FortiCare Enhanced Support that includes real-time ticket system,
interactive chat features, and return/replace hardware support.

Events and alarms

When the number of licenses used reaches 75%, 95% and 100% of total licenses an event is generated for each
threshold and an alarm is triggered to warn you. These percentages are default values. Modify thresholds for these
events under Event Management. See Event thresholds on page 772 for instructions.
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Administrators must either monitor the Security Alarms view or the Alarm panel, or modify these alarms to send a
notification to administrators as they occur.

Event Definition

Maximum Concurrent Concurrent licenses in use has reached or exceeded 75% of total licenses.
Connections Warning Threshold is configurable.

Maximum Concurrent Concurrent licenses in use has reached or exceeded 95% of total licenses.
Connections Critical Threshold is configurable.

Maximum Concurrent Concurrent licenses in use has reached 100% of total licenses.

Connections Exceeded

Entitlement Polling Failure (Requires version 8.8.10, 9.1.4, 9.2.0 or above) Generated when there is an
error communicating or processing license entitlements data from Forticloud
over TCP 443. Entitlement polling is required for Subscription Licenses. Refer
to the Deployment Guide in the Document Library for Open Port requirements.

Entitlement Polling Success (Requires version 8.8.10, 9.1.4, 9.2.0 or above) Generated when
communication and processing of license entitlements data from Forticloud
successfully completes.

Licenses are not released until users, hosts, devices or guests are disconnected from the network.

FortiNAC Control Manager

Licensed features

In a FortiNAC Control Manager environment, each appliance has its own license key that works in combination with the
license on the FortiNAC Control Manager. Licensed features, such as device profiler, integration suite, guest manager,
and endpoint compliance, can be enabled for all managed appliances by including the feature in the license key for the
FortiNAC Control Manager. To enable a licensed feature on a single appliance, the feature must be included in the
license key for that appliance, but must not be included in the FortiNAC Control Manager license key.

License totals

License counts are shared across all managed FortiNAC appliances, but the maximum number of licenses is controlled
by the FortiNAC Control Manager.

For example, if the total number of concurrent connection licenses on the FortiNAC Control Manager is 1000, any of the
managed appliances can use licenses from that pool, until all 1000 have been consumed. Appliance A may use 200 and
Appliance B may use 150, leaving 650 available. Dashboards for all appliances, including the FortiNAC Control
Manager, would display the following:

o Total Licenses: 1000
e Licenses In Use: 350
« Licenses Available: 650

Total licenses available and total licenses used are counted by the FortiNAC Control Manager and are displayed on the
dashboard of all appliances.
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Any number of licenses can be used on any managed appliance as long as total for all combined does not exceed the
1000 licenses configured on the FortiNAC Control Manager. This affects concurrent connection licenses.

In a multi-FortiNAC Server environment, a host that is connected to both wired and wireless FortiNAC Servers will use
two licenses.

If the FortiNAC Control Manager goes down, individual FortiNAC Servers will continue to use the license counts.

License accounting for users and hosts

When users and their corresponding hosts move from one part of the network to another the FortiNAC appliance
managing their network access may change. For example, if the switches on the first floor are managed by FortiNAC
Appliance A and the switches on the second floor are managed by FortiNAC Appliance B, then network access control
changes from Appliance A to Appliance B when a laptop is moved from the first floor to the second floor.

Hosts consume licenses when they are connected to the network. When a host is moved the license is released when
the host disconnects. The same host consumes a license the next time it connects to the network regardless of where it
connects.

License accounting for devices

When devices are moved from one part of the network to another the FortiNAC appliance managing their network
access may change. If moving the device causes it to be managed by a different FortiNAC appliance, one license is
released on the original appliance when the device disconnects from the network and then a new license is used when
the device reconnects to the network. The device is included in the databases of both appliances but only consumes one
license because it only has one connection.

Evaluation license keys

Evaluations license keys provide access to FortiNAC for a limited number of days allowing you to evaluate the system
without purchasing a full license. Time is counted based on the amount of time the system has been running. When the
system is shut down and restarted the time count continues from where it left off until the time limit is reached.

View time remaining

Select System > Settings.

In the tree and select System Management.
Select License Management.

Click View.

Verify the data in the Evaluation Time field. This field displays the number of days configured for the evaluation
license. If you are not using an evaluation license, the Evaluation Time field does not display.

ok oN=

Installing a new key

1. If your evaluation license key has expired you are notified when you try to log into FortiNAC. The following message
is displayed on the login window: Your Evaluation License has expired.

2. Request a new key from your sales representative.
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Click Enter New Key to start the configuration wizard and apply the new key.
Click the Enter New Key link.

Enter the configuration wizard credentials.

The License Key Validation window is displayed.

Paste the text of the new license key into the License Key field.

Click OK at the bottom of the License Key Validation window.

Close the Configuration Wizard and log into FortiNAC.

© ®No gk

Navigation

The first page displayed when you log into FortiNAC is the dashboard. The window is divided into several sections that
allow you to navigate the program. Individual windows have similar navigation mechanisms throughout the program.

Menu bar

Use the drop-down menus on the left-hand side to access program features and functions. The dashboard can be
accessed from the top of the menu. See Menus on page 17 for a list of all menu options.

Title bars

Views that contain tables provide record totals, navigation and configuration buttons within the title bar.

Field Definition

Refresh Drop-down list of options to set a refresh rate for the selected view.

E Refresh the data in the view.

[=] Minimize the view or close a section of the view.

Close the view.

@ Opens the settings dialog. Configure which columns display in the table view. In the

case of the host, adapters, or user view, tool tips can also be configured.

Displayed Total number of records displayed. This number is shown on view that have a search or
filter capacity to show the number of records displayed versus the total number of
records in the database.

Total Total number of records contained in the database.

Table views

Data is presented in tables throughout FortiNAC. Table Views have many common navigation options.
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Field Definition

Paging Below the title bar there are navigation tools that allow you to quickly move through
large numbers of records. These tools include the following:

<<first: Takes you to the first page of records.

<prev: Takes you back one page.

Page Number: Current page number is displayed.

next>: Takes you forward one page.

last>>: Takes you to the last page.

Drop-down Box: Allows you to select the number of records to be displayed on each

page.
Enables the selected record, such as a Device Profiling Rule.
Disables the selected record, such as a Device Profiling Rule.
[i] [i,] Moves the selected record up or down in the table, changing the records ranking in

ranked tables, such as device profiling rules or user/host profiles.

== | - o Exports the selected records to CSV, Excel, PDF, or RTF formats. See Export data on

page 629.
Import Imports records from a CSV file. See Import and export data on page 614.
Options Button Displays a list of operations that can be done for the selected records. This button

mimics the right-click menu options for operating systems that do not display a right-
click menu, such as macOS.

Sorting Click a column head to sort by the data contained in that column. Click once to sort
ascending. Click again to sort descending. Sort order is not saved once the view is
closed.

Order Change column order by selecting a column and dragging it to its new location. Column

order is not saved once the view is closed.

Hide/Show Right click on a column heading to display a list of all possible columns. Columns with
check marks are shown. Click on a column name in the list to hide or show it in the
table.

or
Click Settings to display settings and select which columns to show in the table.

Tree views

Some complex FortiNAC views use a tree to display configuration options and related tasks. Click + to expand the
branches of the tree or - to collapse them. In some cases, there is a Flat View feature that changes the display to list all
options in the tree alphabetically.
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Filters

Views that allow filtering have additional fields displayed in a panel at the top of the screen. Filter fields are added one at
a time from a list of possible pieces of data. Typically this is a list of the column titles that are displayed in the View.
Possible fields vary depending on the View being accessed.

The Filter section can be opened or closed using the + and: symbols in the title bar. Wild card characters can be used in
text based fields.

Using filters

1. Navigate to a view that has a filter panel at the top.
2. Clickin the Add Filter field and select a data type to use as a filter, such as Host Name.

3. Afield is displayed for the data to be used as a filter. In the example shown above, *PC is entered as filter for Host
Name. Enter the appropriate filter data.

4. Continue adding filter fields and filter data as needed.
Click Update to display the filtered data in the table.
6. Toremove afilter, click the - symbol next to the field. Click Update to refresh the data in the table.

@

Filter types

Each view that has filters has options that are specific to that particular view. For example, Guest Contractor Accounts
allows you to filter by account type. However, there are some filter options that are common to any views. The table
below lists filters that are common across many views. Detailed filter information is available in the Help for each
individual view.

Type Definition

Time Filters that involve date and time:

e Last: Searches for timestamps within the last X number of minutes, hours or days
by counting backwards from the current date and time.

e Between: Searches for timestamps between the Start and End time - entered in
YYYY/MM/DD hh:mm AM/PM format.

¢ Month: Searches for timestamps between the month's start and end dates. For
example, if March is selected, the filter searches for timestamps between
03/01/2015 00:00:00 and 03/31/2015 23:59:59.

« After: Searches for timestamps after the Start time entered in YYYY/MM/DD
hh:mm AM/PM format.

» Before: Searches for timestamps before the Start time entered in YYYY/MM/DD
hh:mm AM/PM format.

Use Calendar to select a date.

Enabled ¢ Enabled: Record is enabled, such as a guest account.
» Disabled: Record is disabled, such as a guest account.

Host Type ¢ Registered: Search includes only registered hosts or devices.
¢ Rogue: Search includes only rogue or unregistered hosts or devices.

Authentication Type ¢ Local: Validates the user to a database on the local FortiNAC appliance.
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Type Definition

« LDAP: Validates the user to a directory database. FortiNAC uses the LDAP
protocol to communicate to an organization’s directory.
* RADIUS: Validates the user to a RADIUS server.

IP address IP address of the connecting host or device.
Physical Address MAC address of the connecting host or device.
Location Name of the device and port where the host or device connected.
Group Name of the group containing that contains devices, ports, users or hosts.
Container Name of the Container in which a device is a member.
Registered Shows Registered and Unregistered Hosts
Wild cards

When searching using a text field you must enter specific search data, such as 192.168.10.5. Wild cards can be used in
these fields. Possible wild cards include the following:

Option Example

* 192.* in the IP address field searches for all IP addresses that begin with 192.

[...] [192.168.10.10,172.168.5.22,192.168.5.10] Searches for each IP address in the series and
returns multiple records.

Any search field that starts and ends with square brackets "[]" and has one or more commas "," is
treated as a list of values.

! 1192. in the IP address field searches for all IP addresses that do not contain 192.

II...] I[John, Frank, Bob] in the First Name field returns all records that do not contain John, Frank or
Bob in the First Name field.

I[...] I[Windows] in the operating system field returns all records that do not contain Windows in the
operating system field.

<esc>! <esc>!John in the First Name field returns records that match !John. The "<esc>" allows you to
search for data that contains an exclamation point (!).

<esc>! <esc>!Windows in the operating system field returns records that match !Windows. The "<esc>"
allows you to search for data that contains an exclamation point (!).

Search

The Search field E] displayed in the top right corner of every view allows you to search for any text, such as an IP
address, a MAC address, or a word.

Wild card searches can be used. See Search and filter options on page 13 for details on using wild cards and locating
hosts.
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When searching for a particular word, such as, dashboard, the tool will do a global search to match the input to Views,
Settings, and Host Records. Users may choose to filter the returned results by type.

The Search tool will display Recent Searches and Frequent Searches done by the user. These can be clicked on to
auto fill the search bar.

Search and filter options

There are several search and filter mechanisms used to locate hosts, adapters, users or applications. These four tabs
share a single view and search mechanism. Options include: quick search and custom filters, which can be used once or
saved for reuse.

When a search or filter is run, the search data or the name of the filter remains in the search field at the top of the window.
If you then click on a different tab, that search is rerun in the context of the new tab.

Wild cards

When searching using a text field in a custom filter or the quick search field you must enter specific search data, such as
192.168.10.5. Wild cards can be used in these fields. Possible wild cards include the following:

Option Example

* 192.* in the IP address field searches for all IP addresses that begin with 192.

[...] [192.168.10.10,172.168.5.22,192.168.5.10] Searches for each IP address in the series and
returns multiple records.

Any search field that starts and ends with square brackets "[]" and has one or more commas "," is
treated as a list of values.

! 1192. in the IP address field searches for all IP addresses that do not contain 192.

II...] I[John, Frank, Bob] in the First Name field returns all records that do not contain John, Frank or
Bob in the First Name field.

<esc>! <esc>!John in the First Name field returns records that match !John. The "<esc>" allows you to
search for data that contains an exclamation point (!).

Quick search

The quick search field at the top of the window allows you to search based on a single piece of data, such as IP address,
and display all matching records. The following fields are included in the quick search: IP address, MAC address, host
name, User First Name, User Last Name, Registered User, Logged On User, and user ID. To search by MAC address
you must use one of the following formats:

XX IXXIXXIXX XX XX
XX XXXXXXXXXX

XX . XX . XX . XX.XX.XX
XX XX XX ~XX—XX—XX
XXXX . XXXX.XXXX
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Wild card searches can also be done. If you are doing a wild card search for a MAC address you must include colons as
separators, such as, 00:B6:5*. Without the separators the search option cannot distinguish that itis a MAC address.

If you are searching by IP address, you enter 192.168.5.1* and all records for IP addresses beginning with 192.168.5.1
are returned.

The information displayed varies depending on the tab that is selected. As you click from tab to tab the search in the
quick search field is applied automatically.

« Users tab: Displays all users associated with a device that matches the IP range.

+ Hosts tab: Displays all hosts with an adapter that matches the IP range.

« Adapters tab: Displays all adapters that match the IP range

To broaden the search, enter less information, such as *11*. This returns any User Name, user ID, IP, MAC, or host
name containing 11 depending on the tab you have selected.

To use the quick search option:

1. Select Users & Hosts > Hosts.
2. Select either the Adapters, Hosts, or Users tab.
3. Enter a single piece data in the search field and press Enter. Wild card searches can be done.

Custom filter

The custom filter is the equivalent to an advanced search feature. It provides many fields that can be used in

combination to narrow the list of Users, Adapters or Hosts displayed. A custom filter can be created and used just once
or can be saved under a filter name.

Saved filters display in the drop-down menu and are separated into two sections:

 Private: Only the current user can see them
o Shared: Filter is shared with all administrators

They can be accessed by clicking the arrow on the quick search field at the top of the window. Custom filters can be
modified, copied or deleted as needed. You can also export custom filters to a .txt file which allows custom filters to be
imported and used by other administrators.

Use your mouse to hover over a saved filter in the drop-down menu and display a tooltip with details about that filter.

There is currently only one default custom filter, Online Hosts, that displays a list of hosts that are connected to the
network.

Create and save a custom filter

Select Users & Hosts > Hosts.

Select either the Adapters, Hosts, Users, or Applications tab.

Click the arrow on the right side of the Quick Search field at the top of the window.
From the drop-down menu select New Filter.

Enter the name of the new filter.

Select the desired filter type (Private or Shared).

Click OK.

No ok obh-=

Filter names do not support more than 20 characters.
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Continue with the topic below to configure the filter.

Configure a custom filter

This window is used in two ways. First if you have selected New Filter from the menu off of the quick search drop-down,
you can configure the filter and FortiNAC saves it for future use. Second, if you have selected custom filter from the
menu off of the quick search, you can configure this filter and use it just one time.

This dialog box is common to the adapter, host, and user views. Custom filter entries on any of
these tabs will persist if you navigate between these views.

1. Once you have the Filter window displayed, enable the fields to be included in the filter by marking them with a
check mark.

2. For each enabled field you must provide additional information. For example, if you select the Connected field, you
must choose either On Line or Off Line.

3. For textfields, such as the IP address field, you must enter the search data, such as 192.168.10.5. Wild cards can
be used in these fields.

To erase all selections, click Clear All.

If you have opened a saved filter and started to modify it, use Reset to return the filter to its original settings.
Click OK to run the configured filter. If this filter was assigned a name, the settings will be saved.

Click OK again to save the filter.

Immediately after the filter is run, the filter name displays at the top of the view in the quick search field. To modify
the filter, click the Edit link to the left of the quick search field. This modifies the filter whether it was saved or just
configured and run one time.

©® N a s

Shared Reports

Shared Reports are generated based on shared filter results and can be configured to run on a scheduled basis.
Resulting reports are saved as .csv files in the /home/cm/report directory. They can be downloaded using WinSCP or
similar program (specify SCP transfer protocol).

Create New Schedule

Modify an existing shared filter or create a new one.

At the top of the view, click New Schedule.

Select the desired columns to be included in the report

Click OK

Specify the Schedule Type, Repetition Rate and Next Scheduled time
Click OK

Click OK again to save filter

Nooabkowoh-=

Scheduled reports are saved as a task under System > Scheduler. They can be run at any time by selecting the task
and clicking Run Now.

Edit a custom filter

1. Select Users & Hosts > Hosts.
2. Select either the Adapters, Hosts, Users, or Applications tab.
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3. Click the arrow on the right side of the Quick Search field at the top of the window.

4. On the drop-down menu locate the custom filter to be edited and click the pencil or edit icon to the right of the filter
name.

5. When the Filter window displays, modify the filter as needed.
6. Click OK to save your changes.

Delete a custom filter

Select Users & Hosts > Hosts.

Select either the Adapters, Hosts, Users, or Applications tab.

Click the arrow on the right side of the Quick Search field at the top of the window.

On the drop-down menu, locate the custom filter to be deleted and click the red X to the right of the filter name.
When the confirmation message displays, click Yes.

o b oON-=

Export a custom filter

Select Users & Hosts > Hosts.

Select either the Adapters, Hosts, Users, or Applications tab.

Click the arrow on the right side of the Quick Search field at the top of the window.

On the drop-down menu select Import/Export, and then click Export.

In the Export Filters dialog, select the filters you want to export. Use Ctrl or Shift to select multiple filters.
Click OK. The filters are downloaded to a .txt file to your default download directory.

2B

Import a custom filter

Select Users & Hosts > Hosts.

Select either the Adapters, Hosts, Users, or Applications tab.

Click the arrow on the right side of the Quick Search field at the top of the window.
On the drop-down menu select Import/Export, and then click Import.

Click Choose File to find and select the .txt file containing the filters.

Click OK to import the filters. The filters appears in the list.

o gl wdh-=

Find containers or devices

When you select Find a search field opens, allowing you to search for Containers or Devices. Search options include the
following:

o Container Name

o Device Name

o Device IP address

o Device MAC address

When text or numbers are entered in the search field, FortiNAC searches for anything in the Inventory containing that
text. For example, if you entered Com in the search field, FortiNAC would find the device named 3Com4330. Find is case
sensitive and wild cards cannot be used.
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Menus

The main menu is located across the top of the window at all times and includes the following drop-down options:
bookmarks, users, hosts, network devices, logs, policy, system, and help.

Users & Hosts

Administrators Administrators on page 605
Guests & Contractors Guest/contractor accounts on page 526
Account Requests Sponsors can approve or deny account requests for accounts from guests

using the self registration feature.

User Accounts User View on page 567
Hosts Host View on page 710
Adapters Adapter View on page 734
Applications Application view on page 742
Profiled Devices Profiled devices on page 320
Locate Locate on page 30
Manage Hosts & Ports Manage hosts and ports on page 27
Scan Results Scan results view on page 824
Send Message Send messages to hosts on page 38
Fortigate Sessions FortiGate sessions on page 329
Registration Requests Guest self registration on page 540
Settings Settings on page 49
Device Identity Device identity on page 745
Device Profiling Rules Rules on page 302

Network
Inventory Inventory on page 631
Logical Networks Logical networks on page 704
Service Connectors Configure one or more Mobile Device Management (MDM) servers that

integrate with FortiNAC.
See MDM services on page 103.

CLI Configuration CLI configuration on page 827

FortiNAC 9.1.0 Administration Guide
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Network menu Topic

L2 Polling L2 polling on page 660

L3 Polling L3 polling on page 662
Connections Connections on page 826

Port Changes Port changes view on page 840
Settings Settings on page 49

Policy & Objects

Policy menu Topic

User/Host Profiles User/host profiles on page 340

Portal Policy Portal policies on page 344

Authentication Authentication policies on page 348

Network Access Network access policies on page 354
Endpoint Compliance Endpoint compliance policies on page 360
Supplicant EasyConnect Supplicant EasyConnect policies on page 370
Remediation Configuration Remediation configurations on page 379
Roles Role management on page 492

Network Device Roles Role management on page 492

Security Configuration

Security Configuration menu Topic

Agent Settings Settings on page 49

Passive Agent Passive Agent on page 440

Certificate Management Certificate management on page 95
Portal

Portal Menu Topic

Portal Configuration Portal configuration on page 204

Request Processing Rules Request Processing Rules on page 298

Portal SSL Portal SSL on page 92

FortiNAC 9.1.0 Administration Guide
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Logs

Logs menu Topic

Audit Logs Audit Logs on page 762

Events & Alarms

Alarms Alarms on page 802

Events Events on page 781

Mappings Map events to alarms on page 803
Management Event management on page 770

Security Incidents

Events Security events on page 562
Only available when ATR is enabled within your current license package.

Alarms Security alarms on page 560
Only available when ATR is enabled within your current license package.

System
Groups Groups view on page 753
Feature Visibility Feature Visibility on page 20
Scheduler Scheduler on page 764
Settings Settings on page 49

Manage Favorites

Use favorites to easily access views that are used frequently. Views that are marked as favorites will appear at the top of

the menu under Favorite.

Add a Favorite

1. Inthe menu, hover over the view that you'd like to add as a favorite.
2. Click on the star Icon that appears to the right of the view title
3. The staricon should fill in with gold and the view should now appear under Favorite

Remove a Favorite

1. Inthe menu, expand Favorite
2. Click the gold star of the view you'd like to remove from Favorite

FortiNAC 9.1.0 Administration Guide
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User preferences

You use user preferences to change the admin Ul theme.The FortiNAC saves preferences for each individual user.
To change your user preferences:

1. Click the User Icon in the top right corner. Select Preferences.
2. Use the Theme field to change the look and feel of the user interface.

Feature Visibility

Feature visibility provides the ability to enable or disable structural visibility changes to the FortiNAC style.

Option Description

Unified Settings Compress all four Settings views into a single Settings view under the System
category
Legacy View Architecture Switches views which have been upgraded back to the older FortiNAC style.

Note: Legacy views are scheduled for removal in future versions.

Passwords

There are several types of passwords that are used in conjunction with FortiNAC, such as passwords for CLI, SSH,
Configuration Wizard, or admin Ul access. Each type of password has its own set of rules or conventions.

CLI/SSH and configuration wizard passwords

CLI/SSH and Configuration Wizard passwords must be eight characters or longer and contain a lowercase letter, an
uppercase letter, a number, and one of the following symbols:

Required Symbols

I exclamation point @ at _ underscore
# pound $ dollar ~ tilde

A caret - hyphen * asterisk

% percent ? question mark

The symbols listed below are not permitted in CLI/SSH and Configuration Wizard passwords.
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Prohibited Symbols

(open parenthesis ; semicolon { open curly bracket

) close parenthesis : colon } close curly bracket
‘back quote “double quote [ open square bracket
& ampersand ’ single quote ] close square bracket
+ plus <less than ,comma

=equal > greater than . period

| pipe \ back slash / forward slash

Admin CLI and root CLI passwords are limited to 64 characters.

Administrator passwords

Ay
‘9' Spaces are permitted in passwords with local authentication. Any other authentication will
- depend on the vendor.

Administrator passwords for FortiNAC stored in the FortiNAC database must conform to the following:

Permitted Characters

Letters (upper and lower case) A,B,C...(anda, b, c...)
Numbers 0,1,2,3,4,56,7,8,9
Symbols All characters not defined as letters or numbers. Including:

~1@#S%N& () _+-={}[]\:<>2,./

Prohibited Symbols

" single quote “double quote

Time stamps and time zones

Time for both the display and the database is stored in Coordinated Universal Time (UTC) and is adjusted based on the
time zone setting in your browser. UTC corresponds roughly to Greenwich Mean time. Therefore, if the time zone for
your browser is set to Eastern Standard Time, the program subtracts five hours from UTC time as it prints and displays
the date and time for you.
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Database

In the database, time is stored in UTC time, but the raw data is stored using a Unix convention. Date and time are
represented as a Unix timestamp: the number of seconds elapsed since 1 January 1970 00:00:00 Greenwich Mean
Time.

Display and export

Date and time are shown and exported as mm/dd/yy hh:mm AM or PM and time zone. For example the time stamp for a
record could be 08/27/10 04:15 PM EDT.

Icons

Icons in FortiNAC represent different devices and users as they connect to and access the network. Host Icons are
displayed in the Host View and the Inventory on the Ports tab. System Icons are displayed in the Inventory. Device Icons
are displayed either in Hosts View, Profiled Devices, dashboard or Inventory depending on where they are being
managed. Host Icons in particular have many states.

Icons in FortiNAC represent different devices and users as they connect to and access the network. Host Icons are
displayed in the Hosts View. Device Icons are displayed either in Hosts View or the Device Summary Panel on the
dashboard. Host Icons in particular have many states.

To indicate the state of a user, a device or a host, the icons are modified slightly by superimposing an image on top, such
as a red box to indicate that the item has been disabled. States can be cumulative. For example, you could see an "X"
over a hosticon. This indicates that the host has been disabled but is still online. The table below provides a legend for
those states.

Icon state

State Definition Definition

Hosts, adapters or users view

Online / Enabled: No image over icon :: Offline / Enabled: Icon pixelated indicates
Q indicates that the item, such as a Host or - . that the item, such as a Host or Adapter is
Adapter is online. offline.
E: Online / Disabled: Host or User was Offline / Disabled: Host or User is disabled
disabled but is online. This could be due to a and is not online.

misconfiguration of a switch or port or
because the host was online at the time it was
disabled. Defined as a Violation in some
summary windows.
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Inventory

Definition

Go To: Allows you to select an icon on the
user, host or Adapter View and navigate to
corresponding information on another view.
For example, if you have a host selected on
the Host View, and you click the Go To on the
Adapter icon, the Adapter View is displayed
with the appropriate adapter selected.

Not Authenticated: Located at the upper-left
corner of the icon. User has not yet
authenticated. There is a delay between
when the user's computer is connected to the
network and when it is placed in the
authentication VLAN.

Pending At Risk: Located at the upper-right
corner of the icon. Host has failed a scan that
is set to delayed remediation for x number of
days. Icon indicates that the host has not yet
been marked "at risk" but will be after the
delay set in the scan has elapsed.

No image over icon=Contact Established

Device Contact Lost

Wireless switch

Blue: Initial contact has not been made
Red: Contact Lost

Gray: Contact Established

Port

Admin status is on and Link status is up,
indicating Host or device connected

Admin status is on and Link status is down,
indicating that nothing is connected

Admin status is Off.

FortiNAC 9.1.0 Administration Guide
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Definition

Offline Device: A device being managed
through the Host View is not connected to the
network, such as a gaming device or an IP
phone.

Security Risk: Located at the upper-right
corner of the icon. Host has been moved to
remediation.

Device Contact Unknown. Indicates that
FortiNAC has not made initial contact with the
device. Upon initial contact, FortiNAC queries
the device and verifies the device type.

Container

Blue: Initial contact has not been made with
one or more devices in the container

Red: Contact lost with one or more devices in
the container

Gray: Contact established with all devices in
the container
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The icons shown in the table below represent hosts, users and devices that are either online or in a good state, such as
hosts that are Safe.

Icon list

Icon

Definition

Adapter, host and user icons

=2

b

-
@

Adapter

Registered Host

Contractor

User

System icons

®

w &

0%,

i)

([[[L Y

Container

New Registered Host/Phone (one registered
host and one phone are connected to a port)

New Cloud/Phone Icon
Used when one of the following is true:

More than one phone and one registered host
connected to a port

More than one registered host and one phone
connected to a port

More than one registered host and more than
one phones connected to a port

Link to a neighboring device

Port Aggregate Uplink

Directory

Device icons
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Rogue Host

IP Phone

Guest

Administrator

Multi Access Point
(multiple hosts connected to one port, and
none of the ports are phones)

New Rogue Host/Phone (one rogue host and
one phone are connected to a port)

Wired Port

Process Plug-In

SSID: Wireless Connection

Process
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Definition

@ Alarm System
@ Apple Device
Card Reader
—Q Dialup Server
<

@ Firewall

Generic Monitoring System
Im’l Hub
IP Phone

Linux

Mobile or Apple iOS or Android

PBX

Server

e

iz

8

E

3

D Printer
=

b

Unknown Device

)

upPS

VPN Connection

Wireless Switch

b
W
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Definition

Android

Camera

Cash Register

Environmental

Gaming Device

Health Care Device

Internet TV

IPS/IDS

macOS

Generic Network Device

Pingable Device

Router

Switch

Unix

Vending Machine

Windows
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Certificates

SSL certificates can be used to secure many different types of connections for FortiNAC. The table below outlines the
uses and requirements for these certificates.

Applies to all certificates imported into or saved on FortiNAC appliances.

Certificates that use SHA2 encryption are not supported.

Valid certificates are certificates that were obtained from a signing authority, such as, VeriSign.

Update the list of Allowed Domains with the domain of the certificate vendor. See Allowed domains on page 56.

Make sure that your network has a VLAN that allows hosts in isolation to access the internet when the host attempts to
reach one of the sites in the Allowed Domains list.

Itis recommended that you set the home page to a HTTP URL instead of a HTTPS URL to avoid receiving a certificate
warning when opening your browser in |E while in the registration VLAN.

Connection

Admin Ul Self-Signed or
Valid

Portal Self-Signed or
Valid

Persistent Agent Self-Signed or
Valid

Dissolvable Self-Signed or

Agent Valid

Mobile Agent Valid

LDAP Valid
Directory

RADIUS Server Valid

FortiNAC 9.1.0 Administration Guide
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Required Format

No

No PEM

Yes
Agent 3.0 or
higher

Yes
Agent 3.0 or
higher

Yes

No

Yes with
802.1x and
PEAP.

Location If no certificate

/bsc/services Works with or without a
certificate.

Imported Works with or without a
certificate.

Imported Use agents lower than 3.0.

Imported Use agents lower than 3.0.

Imported No workaround, must use
certificate.

/bsc/campusMgr Do not select SSL or TLS
protocols on the Directory
Configuration view.

Proprietary Use security options WEP,
WPA or WPA2 , which use
PSK, instead of the
enterprise versions which
use PEAP.
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Connection Required Format Location If no certificate
Supplicant Valid Yes for PEM or Imported Use security options WEP,
Configuration Windows binary WPA or WPA2 , which use
hosts if PSK, instead of the
RADIUS enterprise versions which
server has use PEAP.
certificate or
and uses Windows hosts will have
802.1xand poor user experience with
FEA connection delays during
supplicant configuration
implementation.
Palo Alto Yes N/A FortiNAC Required
Integration automatically
imports from Palo
Alto

Associated certificate documentation

Admin Ul See SSL certificates on page 466.
Portal See Portal SSL on page 92.
Persistent Agent See SSL certificates on page 466.

Dissolvable Agent

Mobile Agent

LDAP Directory See Create a keystore for SSL or TLS on page 185

RADIUS Server See the documentation for your RADIUS server.

Supplicant Configuration See Supplicant EasyConnect policies on page 370.

Palo Alto Integration See Add or modify the Palo Alto User-ID agent as a pingable on page 643.

Manage hosts and ports

Manage hosts & ports contains a list of host and port groups. This view works in conjunction with administrator groups to
limit administrator access. When you add an administrator to an administrator group, only the groups that the
administrator has permission to manage are listed in the manage hosts & ports tab. Select a group from the list and click
Apply to view or manage the members of the group. Click Add Hosts to add hosts to the database.
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Add hosts

Administrators who do not have full access to the admin Ul can add hosts in the Manage Hosts And Ports View. The
administrator's administrator profile must have permission for Manage Hosts & Ports with Access and Add/Modify
enabled.

Access add hosts

1. Select Users & Hosts > Manage Hosts and Ports.
2. Click Add Hosts at the bottom of the window.

Hosts added through this process are either registered to a user or registered as a device.

Host registered to a user

A host registered to a user is associated with that user and inherits network access parameters from the user. The host
contributes to the Allowed Hosts count for the user. If the host is registered here, the user will not have to go through the
registration process elsewhere, such as the captive portal.

Host registered as a device

A host registered as a device can be displayed in the Host View or both the Host View and Inventory. Typically hosts
registered as devices are items such as IP phones, security cameras, alarm systems or printers.

Settings

Field Definitions

Register host to user

User ID ID of the user who owns this host. As you type a list of matching user IDs drops down. For
example if you type ab, user IDs that start with ab are displayed. If the user ID does not exist
in the database, but does exist in the directory used to authenticate users, the user is created
at the same time. If the user does not exist either in the directory or in your database, you
cannot save the host.

If registering this host to a User exceeds the number of Allowed Hosts for that user, a
message is displayed indicating that Allowed Hosts has been automatically incremented and
the host is registered to the user.

Register host as device

Create In Indicates where the device should be displayed. Options include Host View or Host View
and Inventory.

Container If the host is created in both Host View and Inventory, you must choose a container to
contain the host. Containers in Inventory are used to group devices.

General

Role Roles are attributes of hosts and users that can be used as filters in user/host profiles.
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Field Definitions

If the host is registered to a user, there are two options for selecting the host role:
¢ Use Role From User: Indicates that the host role is inherited from the registered user
associated with the host.
« Specify Role: Indicates that the host role is manually selected. This enables a drop-
down list of possible roles from which you can choose.
If the host is registered as a device in Inventory only, its role is used to control network
access or can be used to apply a CLI configuration. For example, a CLI configuration could
be used to reduce the baud rate of a device when it connects to the network.

Host Name Name of the host being registered.

Hardware Type Type of hardware such as Printer, Server or Workstation.

Serial Number Serial number on the device. May be of assistance if the device is ever stolen.
Operating System Operating system on the host, such as Windows or macOS.

Only hosts with a valid operating system can be rescanned. Valid operating systems are
Windows, Mac, and Linux.

Device Type Indicates the type of device being disinterested registering a host to a user this field defaults
to Registered Host. It could also be set to a gaming or mobile device. When registering as a
device, this might be set to devices that are not typically associated with an owner, such as a
printer or an alarm system. An icon representing the device selected displays beside the
Device Type field.
If the device is an access point and you register it in Host View, it is removed from the Host
View and moved to Inventory after the first poll. It is also removed from the Concurrent
License count once it is recognized as an Access Point.

Notes Free form notes entered by the Administrator.

Security and Access This value can be included in a filter when determining the Security Policy that should scan

Attribute Value this host when it connects to the network. If a directory is in use and a user is associated with
this host, the value comes from the directory when it is synchronized with the database.
Otherwise the value can be entered manually.

Adapters Lists the adapters or network interfaces that exist on this host. By listing all adapter's on the
host here, you establish that these adapters are siblings. Number of adapters per host is
limited to five.

¢ Physical Address: MAC address of the adapter
¢ Media Type: Indicates whether the adapter is wired or wireless.

Edit adapters

1. Go to the Adapter section of Add or Modify Host.

a. Toadd an adapter: Click Add and provide the Physical Address and the Media Type, such as wired or
wireless.

b. To modify an adapter: Select an adapter and click Modify. Change the Media Type as needed. To change the
Physical Address, you must delete the adapter and add it again.

c. Todelete an adapter: Click on the adapter to select it and click Delete.
2. Click OK to save.
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? The number of adapters per host is limited to five.

View hosts and ports

d

No a ks

Select Users & Hosts > Manage Hosts and Ports.
Click the appropriate host group and then click Apply.

A list of hosts contained in the selected group is displayed. The host information shown includes Status, Name, IP
address, Description of the device and port where the host is connected, and On/Off control for the port.

Click the hostname to view the Properties on page 718.

Click the Description to view the Port properties on page 697.

Click On or Off to turn the port on or off.

Click Apply if any changes are made to the On/Off status of the port.

View and manage ports

1. Select Users & Hosts > Manage Hosts and Ports.
2. Click a port group and then click Apply.
3. Alist of ports contained in the selected group is displayed. The port information shown includes Status, Description
of the port, Name of the connected host (if any), and On/Off control for the port.
4. Click the Status icon to view the Connection details for the port.
5. Click the Description to view the Port properties on page 697.
6. Click On or Off to turn the port on or off.
7. Click Apply if any changes are made to the On/Off status of the port.
Locate

Click Users & Hosts > Locate Hosts on the dashboard to locate devices, users or hosts. Enter information in any or all
of the fields.

Locate devices or hosts

1.
2,

Select Users & Hosts > Locate Hosts.
Select a search type.

Search Type Description

All This option searches for both devices and hosts.
Devices Use this option to locate network devices.
Hosts/Users Use this option to locate hosts or users.
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3. Enterthe search criteria. To reduce the potential for a significant number of records being returned in the search
results, you must enter a value into one of the search fields.

If the search type is set to All and you enter data in the Name field, FortiNAC searches for user sast names and
network device names.

4. Click Search.

Locate hosts and users

This window can be used to search your database for hosts and users of many types. Guests, contractors and
conference attendees are also considered users and can be located using this window or through the Guest/Contractor
Accounts window. See Guest/contractor accounts on page 526.

You cannot locate guest or contractor accounts until the account is automatically created on the specified date. For
example, a contractor account scheduled for March 1 cannot be located until that date.

Use the Locate window to:

» Check that a record for a host exists.

o See where the host is on the network.

» Check the connect status and access of the host.

» Search for a registered host by MAC address to see where it is on the system.

» Use wild cards to search for hosts or users. See Wild cards on page 12 for additional information.

Locate hosts

1. Select Users & Hosts > Locate Hosts.

2. Select Hosts/Users from the Search Type drop-down list.
3. Enterthe Search criteria.

4. Click Search.

Fields

Field Description

Registered hosts/devices

Last Name Last name of a user associated with the registered host or the vendor name of a rogue
host.
IP address IP address of the host.

Additional adapter info

MAC Type MAC Type for the host. The available options are: Invalid, Valid or Both.
Connect State Connect State of the adapter. Options include: Both, Off line or On line.
Access Access state of the adapter. Options include, Enabled, Disabled or Both.
Physical Address MAC address of the adapter on the host.
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Field Description

Media Type

Access Value

Additional host info

Host Name

Agent Version

Operating System
Hardware

Host Type
Authenticated State

Security State

Persistent Agent

Connect State
Access

Host Role

Security & Access Value

Additional user info

First Name

User ID

Title
Admin Profile

Searches the Media Type field in the Adapter Properties. Typically this would be either

wired or wireless.

Name or number of the network access identifier given to this adapter based on the
state of the host and the device to which the adapter is connected, such as VLAN ID,
VLAN Name or Aruba Role.

Name of the host.

Version number of the Persistent Agent, Mobile Agent, or Dissolvable Agent on the
host.

Operating system on the host.

Hardware type of the host.

Narrow the search by a specific type of host: All, IP Phone, Registered or Rogue.
Include hosts on which a user has Authenticated, Not-authenticated or Both.

Include hosts that are Safe, At Risk, Pending At Risk or All.
Search results for Safe hosts include Pending At Risk hosts. Pending At Risk is a sub-
set of Safe hosts.

The Persistent Agent usage of the host. Options include:
* No Agent: Hosts with no agent.
¢ Agent: Hosts using the Persistent Agent.
¢ Both: Includes both hosts that have the Persistent Agent or no Agent.

The connect state of the adapter. Options include both, offline, or online.
The access state of the host. Options include enabled, disabled, or both.

Name of the Role assigned to the host. Roles are used to group hosts and are used as
filters in user/host profiles.

Directory attribute used as a filter when determining which policies apply to hosts. Data
contained in this field is copied from the user's account in the directory to the Security
and Access value field on the User, Host and Adapter Properties. It can also be entered
manually.

First name of the user associated with the host.

Unique alphanumeric ID. Typically comes from the directory but if you are not using a
directory, this field can be created manually.

User's title, this could be a form of address or their title within the organization.

Searches both administrators and network users. Options include: Any or a list of your
administrator profiles. To search network users and guests or contractors, select Any.
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Field Description

Sponsor If the administrator performing the search has sponsor privileges, his User Name may
be filled in this field. Depending on permissions, a sponsor's search may be limited to
the hosts he created and then registered.

Sponsors with the ability to view all accounts can use this field to find hosts created and
then registered by a specific sponsor by entering that sponsor's user name in this field.

User Role Name of the Role assigned to the user. Roles are used to group users and as filters in
user/host profiles.

Access The Access state of the user. Options include, Enabled, Disabled or Both.

Security & Access Value Directory attribute used as a filter in user/host profiles when determining which Policies
apply to hosts. Data contained in this field is copied from the user's account in the
directory to the Security and Access value field on the User, Host and Adapter
Properties. It can also be entered manually.

Search results

Search results displays the host and user information and provides access to other host-specific information such as
Adapter Properties, Host Properties, group membership, port properties, and Device Properties. Administrators can
delete hosts, adapters and users from this view.

Column Description

Server Server managing the host.

Name Last name of the user (from the user record), hostname or vendor name. This column
could contain any combination of this data.

ID ID of the host or user.

IP address IP address of the host.

Physical Address MAC address of the host.

Location Device the host is connected to, such as a switch or a router.

Views Icons that provide access to other related information. Click an icon to go to that view

from the results window. Options include: Adapter Properties, Host Properties, group
membership, Ports Properties and Device Properties.

Remove Buttons Click the one or more check boxes in the left column to select items for deletion.
Selected are removed items from the server where they were being managed. Only
administrators can delete.

Remove options are as follows:

* Remove Host And Adapters: Deletes the selected host and all corresponding
adapters. If a host has a wired and a wireless adapter, both are removed from the
database.

* Remove Adapter: Deletes only the selected adapter but leaves the host record,
other adapter records and the user record in the database.

* Remove Host Adapters And User: Deletes everything associated with the
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Column Description

selected host from the database.

* Remove User: Deletes the user associated with the selected host from the
database.

Edit hosts

After searching for hosts using the Locate view, you are presented with a list of results. From within that list you can
delete hosts, users and adapters, edit group membership and view adapter properties.

Delete hosts

Select Users & Hosts > Locate Hosts.

Enter the search criteria in the Locate view.

In the search results, select the check box next to the record(s) to be deleted.
Click Remove at the bottom of the window.

o bd-=

View or modify group membership

Select Users & Hosts > Locate Hosts.

Enter the search criteria in the Locate view.

Go to the Views column in the search results and click the Group Membership icon.
The groups that contain this host or user are displayed.

5. Add or remove groups as needed and click Apply to save changes.

o bd-=

If an item is placed in a subgroup, it can only be removed when viewing the membership of that subgroup. It cannot be
removed from the parent group containing the subgroup.

For example, the L2 network devices group contains the Wired Devices and Wireless Devices subgroups. The Wired
Devices subgroup contains four 3COM switches. The Wireless Devices subgroup contains two Cisco switches.The L2
network devices group membership list shows all six switches, but to remove one of the 3COM switches you must go to
the Wired Devices membership list.

View properties

Select Users & Hosts > Locate Hosts.

Enter the search criteria in the Locate view.

Go to the Views column in the search results and click the Properties icon.
The properties for the selected adapter, host or user are displayed.

PoOobd-=

Locate devices

1. Select Users & Hosts > Locate Hosts.
2. Select Devices from the Search Type drop-down list.
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3. Enter the Search criteria.
4. Click Search.

Fields

Field Definition

Name Name of the device.

IP address IP address of the device.

Status The status of the device:
Any: Show device regardless of current status.
Management Lost: System is still in contact with the server, but the server is not
managing anything.
Lost: Cannot ping a known device.
Unknown: Very brief status that only occurs while pinging a new device. Once the
device responds to the ping the status changes.
Established: Device can be pinged and is in contact.

Protocol Protocol used to communicate with the device. Options include: Pingable, SNMP or
Both.

Physical Address Physical address of the device.
If you enter a value for this option in the All or Device search, all of the device ports with
a matching MAC address are shown in the results. If you do not enter a MAC address,
only the device model is shown in the results.

Results

Field Definition

Server Name of the FortiNAC Control Server where the device is located.

Name Name of the device.

IP address IP address of the device.

Physical Address MAC address of the device.

Type Device type (vendor name/model).

Status Contact status of the device.

Views Icons that provide access to device specific views. Click an icon to go to that view from
the results window. Options include: Device Properties, device group membership and
Ports and Hosts.

Edit devices

After searching for devices using the Locate View, you are presented with a list of results. From within that list you can
edit device group membership, view device properties and view the port and hosts associated with the selected device.

FortiNAC 9.1.0 Administration Guide
Fortinet Inc.



FortiNAC

View/modify device group membership

Select Users & Hosts > Locate Hosts.

Enter the search criteria in the Locate Devices view.

Go to the Views column in the search results and click the Group Membership icon.
The group properties for the selected device are displayed.

5. Add or remove groups as needed and click Apply to save changes.

o bd-=

If an item is placed in a subgroup, it can only be removed when viewing the membership of that subgroup. It cannot be
removed from the parent group containing the subgroup.

For example, the L2 network devices group contains the Wired Devices and Wireless Devices subgroups. The Wired
Devices subgroup contains four 3COM switches. The Wireless Devices subgroup contains two Cisco switches. The L2
network devices group membership list shows all six switches, but to remove one of the 3COM switches you must go to
the Wired Devices membership list.

View device properties

Select Users & Hosts > Locate Hosts.

Enter the search criteria in the Locate Devices view.

Go to the Views column in the search results and click the Device Properties icon.
The properties for the selected device are displayed.

A owbdhd-=

View device ports and hosts

The Device Ports and Hosts results contain VLAN (Current and Default) and Host (Name and IP) information for each
port on the device.

1. Select Users & Hosts > Locate Hosts.

2. Enterthe search criteria in the Locate Devices view.

3. Gotothe Views column in the search results and click the Ports and Hosts icon.
4. The ports and hosts for the selected device are displayed.

View SSIDs

All SSIDs on the device are listed with the current and default VLAN setting. If a host is connected on a port, the adapter
MAC address and IP information are also displayed.

Guest accounts

This option allows you to create accounts for guests visiting your facility. It provides a user name and password for each
guest. Guests are authenticated through FortiNAC. Administrators, operators, and help desk users all have permission
to create guest accounts.

The guest account option is not available if you are using the guest manager feature. The guest manager feature
provides extensive guest creation and management options.
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Add a guest account

Guest accounts can be viewed and modified in the Users View. Guest accounts are provided with a default Security and
Access value of "guest" allowing you to use this as a filter for user/host profiles. When a guest matches a profile the
guest receives the endpoint compliance policy associated with that profile. You can use the same user/host profile to
assign a network access policy and assign guest hosts to a VLAN. See Endpoint compliance policies on page 360 and
Network access policies on page 354 for additional information.

1. Select Bookmarks > Guest Account. If you do not see a guest account option, it may be because the guest
manager feature is enabled.

Enter the guest's First and Last names. The Last Name field is the guest's user name at login and is required.
Enter an ID. This field is required.
Enter a Password. This field is required.

Select the number of days this account will be valid from the Days Valid drop-down. Options are 1, 7 or 28. This
controls the number of days that the guest record remains in the database. After the selected number of days has
elapsed the guest's record is deleted.

6. The information in the Additional Information section of the window is optional. Complete any fields required by
your organization.

7. Click Apply to save the guest account.

A

When a guest connects to the network and reaches the login page, the last name is used as the user name. If you are
using the Version 1 Portal pages, you can edit the .html files directly to modify the labels on the fields on the login page. If
you have disabled the Version 1 Portal pages and are using the portal pages that shipped with FortiNAC, the field labels
can be modified using the content editor in the portal configuration window.

Portal page requirements

If you are using your Version 1 Portal pages and you already have guest pages set up, you do not need to make any
modifications. If you have disabled the Version 1 Portal pages and chose to use the Portal pages provided with
FortiNAC, there are a few fields that must be edited to allow guests to login using accounts created with the Guest
Account tab on the dashboard. These options do not apply to guest accounts created with guest manager.

W If you are using local authentication for guests, do not enable the First Name and Last Name
‘Q' fields on the Custom Login Form. Information entered by guests at login in these fields is
- added to the database and will modify their authentication credentials. Guests would no longer

be able to log in with their original credentials.

Configure guest login

The Guest Login designated in the portal configuration content editor is used to configure settings for guest manager. If
you are not using guest manager you must disable that login and enable the custom registration login.

Select System > Portal Configuration.

Click the Show Advanced Settings check box to display all of the configuration tabs.
Click on the Content Editor tab.

Click on Registration.

Click on Login Menu. The properties for that page are displayed in the right pane.
Scroll down to the Guest Login Enabled check box and remove the check mark.

o ahwbhd-=
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10.

Scroll to the Custom Registration Enabled check box and mark it with a check mark.

Scroll to the Custom Registration Link Text field and enter the text for the link to the guest login page, such as
guest login or guest registration.

Scroll to the Custom Registration Title field and enter the text that should display above the link to the guest login
page.

Click Apply to save your changes. When changes are made to the portal pages there is a delay before the changes
are displayed.

Configure guest authentication

No ok odh-=

Select System > Portal Configuration.

Click the Show Advanced Settings check box to display all of the configuration tabs.

Click on the Content Editor tab.

Click on Global in the left hand pane to expand it.

Click on Settings within Global. The properties for that page are displayed in the right pane.
Scroll down to Custom Login Type and select Local from the drop-down menu.

Click Apply to save your changes. When changes are made to the portal pages there is a delay before the changes
are displayed.

Modify user name field label

When guest accounts are created, the guest's last name is considered the User Name for login. The Login page asks for
User Name and Password. You can either advise your guests that their last name is their user name or you can modify
the Login page and set the label appropriately.

Noabkowobh-=

Select System > Portal Configuration.

Click the Show Advanced Settings check box to display all of the configuration tabs.

Click on the Content Editor tab.

Click on Registration.

Click on Custom Login Form. The properties for that page are displayed in the right pane.

Scroll to the User Name Field Label field and change the label to Last Name or some other user-specified name.

Click Apply to save your changes. When changes are made to the portal pages there is a delay before the changes
are displayed.

Send messages to hosts

Use the Send Message option on the Bookmarks menu to send a real-time message to all hosts. This provides a method
for you to get a message directly to the desktop of the selected hosts.

User can send messages to hosts with the Persistent Agent or Mobile Agent installed.

1.
2,

Select Bookmarks > Send Message.
Click All Hosts to send the message to all hosts, or click Group and select a group of hosts to receive the message.

The message is sent only to the members of the selected group. Hosts who register and are assigned to the group
after the message is sent will not receive the message, even if the message is still active.

Enter the message in the Message block.
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5.

If desired, enter a Web Address that will be sent as part of the message. Make sure the web address includes the
http:// or ftp:// or other information. The page must also be in a location that the host(s) can access from their current
VLAN, such as Remediation, Quarantine, Dead End, or other.

Click the radio button next to a Message Lifetime option and enter the information.

The server can only send messages to hosts with which it is communicating. If you have entered an expiration date
and time, hosts who connect or communicate before that date and time also receive the message.

Message Lifetime Options Description

Expires after sending to The message expires immediately after it has been sent.
currently connected hosts

Expires after The message expires after the specified amount of time.

Enter a number and select the timeframe of Minutes, Days, or Hours. The
message remains active on the server for the selected timeframe.

The server sends the message the next time it communicates with a host as
long as communication occurs before the message expires.

Expires at The message expires on the specified date and time.
The format is MM/DD/YY hh:mm AM/PM. The message remains active on
the server until the specified date and time.
The server sends the message the next time it communicates with a host as
long as communication occurs before the message expires.

6. Click Submit.
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The FortiNAC dashboard displays a variety of panels containing information about your network. You can choose which
panels are displayed and rearrange the order in which panels appear. FortiNAC saves dashboard preferences for each
administrator.

The dashboard is the first window you see when you log in to the Ul. You can also access the dashboard at any time by
going to Dashboard > Main.

Adding panels

Go to Dashboard > Main.

Click Add Panel.

Select a panel from the list. To select more than one panel, press Ctr1 as you click the panels.
Click OK.

A owbdhd-=

Alarms

The Alarms panel displays a list of recent alarms and has the following tabs: Latest Alarms, Statistics, and Charts.

Alarms: Reﬁesh:IManual o] 2=
Latest Alarms Statistics Charts

Set Fiter | Filter: Display Alarms=25

Date Alarm Element
¥ 07/01/19 01:44 AMEDT L2 Poll Failed 4500 ~
¥ 07/01/1901:43 AMEDT L2 Poll Failed SWa_37
¥ 07/01/19 01:42 AMEDT L2 Poll Failed SWa_36
¥ 07/01/1901:42 AMEDT L2 Poll Failed SWo_38
¥ 07/01/19 01:31 AMEDT L2 Poll Failed 192.168.6.31
¥ 07/011901:15 AMEDT L2 Poll Failed Cisco-2960
¥ 07/01/1901:14 AMEDT L2 Poll Failed ICXE450-24 Switch
¥ 07/01/19 01:04 AMEDT L2 Poll Failed FG3H1ES818901436

Details Acknowledge Clear

For more information, see Alarms on page 802.
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Latest Alarms

The Latest Alarms tab shows information about recent alarms, including when they occured, what type of alarm, and
the network element affected.

When you select an alarm from the list, you can perform the following actions:

» Details: View more details about the alarm, including the cause
» Acknowledge: Mark the alarm as acknowledged
o Clear: Remove the alarm from the list

You can also filter the list of alarms by doing the following:

1. Click Set Filter.
2. Use the Display Latest drop-down list to select the number of alarms to display. The default is 25.
3. Tofilter the alarm list by severity level, enable Severity and use the drop-down list to select a severity level.
4. Todisplay alarms that you have acknowledged, enable Display Acknowledged Alarms.
5. Click OK.
Statistics

The Statistics tab shows information about alarm severity levels and the number of acknowledged alarms. Cleared
alarms are not included.

You can filter the list of alarms to choose the timeframe of the data that is displayed. If you select a timeframe that is

greater than the archive age time, you will not be able to see information for the entire timeframe. For more information,
see Database archive on page 137.

To filter information, do the following:

1. Click Set Filter.

2. Enter the number of days to display.
3. Click OK.

Charts

The Charts tab shows a chart of alarms for each day during the last 24 days. If you select a timeframe that is greater
than the archive age time, you will not be able to see information for the entire timeframe. Use the Show options to select

which alarms to display, based on severity level. Use Chart Type to select whether to display a Line or Stacked Bar
chart.

Host Summary

The Host Summary panel displays information about the hosts on your network. You can view the total number of each
type of host, as well as information about whether hosts are online or offline, and if hosts are enabled or disabled.
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Host Summary: Refresh: | Manual |~ | & (=X

Type Total Online Offline D_nline D‘_fﬂine
Enabled Enabled Disabled Disabled

w Registered Hosts (total) 2 0 2 0 0

- Safe&Authenticated 2 0 2 0 0

- At Risk 0 0 0 0 0

- Pending at Risk 0 0 0 0 0

- Not Authenticated 0 0 0 0 0

- At Risk&Not Auth 0 0 0 0 0

- Pending Risk&Mot Auth 0 0 0 0 0
Unregistered Hosts 39 22 17 0 0
IP Phones 0 0 0 0 0
Total 41 22 19 0 0

To view information about the registered hosts, broken down by the following host states, expand Registered Hosts:

Safe & Authenticated: Hosts that have not failed a scan and have an associated user that is authenticated.
At Risk: Hosts that failed a scan or that an administrator has manually marked at risk.

Pending at Risk: Hosts that failed a scan but have not been marked as at risk because of the delayed remediation
settings in the endpoint compliance policy used. For more information, see Delayed remediation on page 388.

Not Authenticated: Hosts that have an associated user that is not authenticated.

At Risk & Not Authenticated: Hosts that failed a scan or that an administrator has manually marked at risk and
have an associated user that is not authenticated.

Pending Risk & Not Authenticated: Hosts that failed a scan but have not been marked as at risk because of the
delayed remediation settings and have an associated user that is not authenticated.

The panel also shows a count for hosts that are not registered, as well as a separate count for IP phones.

To view more information about the hosts, click the number in the Total column.

User Summary

The User Summary panel displays information about the users on your network. You can view information for both
registered users and guest or contractor users.
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User Summary: Refresh: | Manual [~ | & =IX
Type Total Enabled Disabled

User Registrations 20 - 20 X o

Guest Registrations 8 E.'* a8 %{ 0

To view more information about the hosts, click the icon beside a total.

Network Device Summary

The Network Device Summary panel displays the total number of devices connected to your network by type.

Network Device Summary: Refresh: | Manual |~ @E”S
Device Total Operating Error
Printer 1 -E"- 1 0

Server 16 @ 13 3
Switch 27 0 26 g 1

Wireless Access Point 13 ix} 12 1
Ports 1001 (%] ss9 ] 112

For each device type, the following information is available:

» Total: All devices of this type
» Operating: Devices that are currently in operation
o Error: Devices that currently have errors

To view more information about the devices, click the icon beside a total.

License Information

This panel displays information about the licenses for your device, including the total number of licenses, how many are
currently in use, how many unused licenses are available, and entitlements.

Note: Entitlements will only display for FortiNAC appliances installed with licenses that include certificates. This type of
license was introduced January 1st 2020.
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Refrsh =X

License Information:

Type Total In Use Available % Used
Concurrent Licenses 100000 2 99998
Entitlement Support Level Expires

Telephone Support 8x5 2021-11-16

loT Detection Web/Online 2021-11-16

Vulnerability Management Web/Online 2021-11-16

Firmware & General Updates  Web/Online 2021-11-16

Enhanced Support 8x5 2021-11-16

You can modify the thresholds used to determine when % Used displays as Warning (the colored bar is yellow) or
Critical (the colored bar is red). By default, the threshold for Warning is 75% and Critical is 95%. To modify the
thresholds, click on the colored bar and enter the new thresholds. Threshold changes are global and affect all users.

To view the list of devices using licenses, click the number displayed in the In Use column. To export this data in CSV,
Excel, PDF, or RTF format, click the appropriate icon.

For more information, see Licenses on page 5.

Performance

This panel displays information about the current performance of your FortiNAC, and has the following tabs: Hardware,
Software, and CPU Usage.

Refresh: | Manual |~ gl:”E

Performance:
Software CPU Usage
Total Free % Used

Memory 22.8 GB 18.3 GB 19%

Swap 0 0 0%
Memory+Swap 22.8 GB 18.3 GB 9% ]
Disk (/) 18.1 GB 6.9 GB 2% ]
Disk (/boot) 508.7 MB 328.1 MB B5% ]

You can modify the thresholds used to determine when % Used displays as Warning (the colored bar is yellow) or
Critical (the colored bar is red) in both the Hardware and Software tabs. By default, the threshold for Warning is 85%
and Critical is 95%. To modify the thresholds, click on the colored bar and enter the new thresholds. Threshold changes
are global and affect all users.
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Persistent Agent Summary

The Persistent Agent Summary panel displays information about hosts using the Persistent Agent. This panel lists
hosts by agent version and by operating system. Only hosts using the Persistent Agent are counted in this panel.

To view more information about the hosts, click the number in the Total or Operating System column.

Security Summary

This panel displays information about incoming security events and related alarms, and has the following tabs:

Overview, Alarms, and Events.

Security Summary:

Refresh:l Manual |~ gl:”’_‘

Time Period: | Last v |7 Days

Overview Alarms Events

Total Security Events

Security Events Discarded

Security Events with Known Hosts
Security Events with Unknown Hosts
Security Events Used for Alarms

Security Alarms Generated

Unigue Hosts Generating Security Alarms
Security Alarms with Actions Not Taken
Security Alarms with Actions Taken
Security Alarms with Actions Taken and Undone
Hosts Isolated

Hosts Remediated

To change the time period for this panel, use the Time Period drop-down lists. By default, the time period is the last 7

days.
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Overview

The Overview tab displays statistics for security events and alarms. It also includes information about hosts that were
isolated or remediated.

To view more information about a specific type of security alarms or hosts, click the number for that type.

Alarms

The Alarms tab displays up to 20 of the most frequent security alarms. To export this data in CSV, Excel, PDF, or RTF
format, click the appropriate icon.

To view more information about hosts affected by an alarm, select the alarm and click Show Hosts.

Events

The Events tab displays up to 20 of the most frequent or least frequent security events, and up to 20 of the hosts that
generated the most events. To export this data in CSV, Excel, PDF, or RTF format, click the appropriate icon.

To view the least frequent security events, click Show Bottom Events.

To view more information about a security event, click the description. To view more information about a host, click the
host name.

Scans

Th Scans panel displays information about recent scans.
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Scans: Refresh: | Manual ~ & /=X
Chart: Scans Per Day |~
Start Day:  6/17/2019 End Day: | 7/10/2019

Set Filter | Filter:-None
Scans Per Day

Il Passed

I Faied

Il Scnpt Faied
Warning

Scans

=
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Date (July - June)

Show: Passed [ Failed M Script Failed 1 Warning
Chart Type: O Line ® Stacked Bar

This panel may display different data than Scan Results, because information in the panel is retrieved from a different
database. The Scans panel is also not affected by the scheduled archive and purge of scans. For more information, see
Scan results view on page 824 .

Use the Chart drop-down list to switch between Scans Per Day, Scans Per Hour, and Total Scans.
Use the Show options to select which scans to display from the following options:

o Passed: Scans that ran and the host passed.

 Failed: Scans that ran and the host failed. This includes scans that are set to Failure Pending.

« Script Failed: Scan that tried to run but failed before determining the state of the host.

« Warning: Scan determined that the host failed the scan policy and an administrator received a warning.

Use Chart Type to select whether to display a Line or Stacked Bar chart.
To filter data, do the following:

1. Click Set Filter.
2. Ifrequired, enable Type and select one of the following options:
e SMA: Scans performed by the Dissolvable Agent

« System: Scans performed by the system, based on the following scripts: ForceCSARescan,
ForcePersistentAgent, PassAllClients, and FallAllClients.
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3.
4,
5.

« SMA Agent: Sans performed by the Persistent Agent

« Agent Monitor: Custom scans
If required, enable Platform and select an operating system.
If requred, enable Scan and select a scan by name.
Click OK.

Filter options are saved for each administrator.

Summary

The Summary panel displays information about your FortiNAC.

Summary: Refresh: | Manual [~ 2= X
FortiNAC-CA

Host Mame fortinac-concord.bradfordnetworks.com

Status Running

Product FortiNAC-CA

Version 8.6

Appliance FNVM-R

Firmware 6.5.0.265

Status displays the current status of your FortiNAC:

Running: The FortiNAC is running.

Not Reachable: The dashboard cannot communicate with the FortiNAC.

Management Down: The FortiNAC is running but the software is down.

Running - Idle: The FortiNAC is running but there is currently no activity.

Running - In Control: The FortiNAC is running and is in control in a high availability environment.
Running - Not In Control: The FortiNAC is running and is not in control in a high availability environment.

To restart the primary server and resynchronize data in a high availability environment, click Resume Control. This

option is available only when the secondary server is in control. For more information, see High availability on page 845.
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The settings view provides access to global system configuration options, such as Aging properties to remove hosts and
users from the database or email settings for emailing users and administrators.

The settings view is navigated using the tree control on the left side. The top level of the hierarchy represents the general
configuration area, such as authentication or System Communication. These areas are used to group similar functions.
When a top level option such as authentication is selected, the panel on the right contains a list of links to options that
can be configured. For example, if authentication is selected, the links provided include: Google, LDAP and RADIUS,
and roaming guests. These options are also displayed below authentication in the tree.

Use Flat View to list all of the options in alphabetical order instead of grouped in folders. Use + Expand All and -
Collapse All at the top of the tree to open and close all of the folders. Click on the + symbol next to a folder to open it.
Click on the - symbol to close the folder. Click on an option to display the corresponding configuration panel on the right.

Settings can be found in 4 different categories of the menu:
» Users & Hosts
* Network
» Security Configuration

» System

All settings can also be unified under System by enabling Unified Settings under System > Feature Visibility.

Users & Hosts Setting  Description

User/Host Management

Aging Configure default settings to age users and hosts out of the database.
See Aging on page 165.

Allowed Hosts Configure the default number of hosts that can be registered to a user.
See Allowed hosts on page 167.

Device Profiler Enable or Disable creating rogues from DHCP packets heard on the network.
See Device profiler on page 167.

MAC Address Exclusion Lists the MAC addresses that can be ignored by FortiNAC when they connect to the
network. These addresses will not be treated as rogues and will be allowed on the
production network.

See MAC address exclusion on page 168.

Network Setting Description

Authentication

LDAP Directories on page 173
RADIUS RADIUS on page 186
Local RADIUS Server Local RADIUS Server on page 195
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Network Setting Description

Roaming Guests Roaming guests on page 202
Control

Access Point Management Provides the ability to manage hosts connected to hubs using DHCP as a means to
control or restrict host access.

See Access point management on page 54.

Allowed Domains Specify the domains and production DNS server that isolated hosts use to gain access
to network locations.

See Allowed domains on page 56.

Quarantine When quarantine VLAN Switching is set to Enable and the ports are in the Forced
Remediation Group,FortiNAC switches unregistered hosts that are being scanned to the
quarantine VLAN until the scan process is completed.

See Quarantine on page 58.
Identification

Device Types Displays icons representing each device type in the system, and allows you to add,
modify, and delete custom type icons.

NAT Detection Enter the IP ranges where FortiNAC will allow NAT'd hosts. IP addresses outside this
range could be NAT'd hosts and can generate an event and an alarm to notify the
network administrator.

See NAT detection on page 59.

Rogue DHCP Server Monitors approved DHCP servers operation and detects rogue DHCP servers on the

Detection network using a dedicated interface on the FortiNAC appliance. It defines a scheduled
task to run and search specific VLANs and discover all active entities serving IP
addresses. This task compares the discovered DHCP servers against a list of
authorized DHCP servers and triggers corresponding events when there is no match.

See Rogue DHCP server detection on page 63.

Vendor OUlIs Allows you to modify the vendor OUI database, which is used to determine whether or
not a MAC address is valid or by device profiler to profile devices by OUI. The database
is updated periodically through the Auto Definition update process.

See Vendor OUls on page 68.
Network Device

Network Device Set global properties that are specific to network devices and VLANSs.
See Network device on page 71.

Security
Portal SSL Enable or disable the use of SSL certificates in the Portal or for Agent server
communications.
See Portal SSL on page 92.
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Security Configuration > Description

Agent Settings

Persistent Agent

Agent Update Enable Persistent Agent updates by operating system, schedule agent updates
and add hosts to the list of Update Exceptions. You can update agents on both
platforms simultaneously or separately.

See Global updates on page 75

Credential Configuration Configure how credentials are verified for hosts who use the Persistent Agent.
See Credential configuration on page 79.

Security Management Configure the FortiNAC server name of the server for Persistent Agent
communication, enable or disable display notifications to the host, configure
Header and footer text for the Persistent Agent authentication page and Status
messages in the message box on the user's desktop.

See Security management on page 80.

Status Notifications Configure how users are notified of their host status when the Persistent Agent
contacts the FortiNAC server.

See Status notifications on page 84.

Transport Configuration Configure TCP and UDP communication between the FortiNAC server and the
Persistent Agent.

See Transport configurations on page 86

USB Detection Use the USB Detection view allows to configure FortiNAC to be notified in the
event that a USB device was plugged into a host on the network.

See USB detection on page 89.

System Setting Description

Reports

Analytics Configure the connection between the FortiNAC server and the cloud reporting
Analytics server. This connection allows an agent on the FortiNAC server to push
data for reporting to an external server based on a user-defined schedule.
See Reports on page 1.

System Communication System Communication

Email Settings Enter settings for your email server. This allows FortiNAC to send email to
Administrators and network users.
See Email settings on page 100.

Firewall Tags Configure Logical Network Firewall Tags

Fortinet FSSO Settings Enable FortiNAC as a Fortinet Fabric Connector

Log Receivers Configure a list of servers to receive event and alarm messages from FortiNAC.

See Log receivers on page 101.
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System Setting Description

Email/SMS Message Templates  Customization of SMS and E-Mail messages for Self-Registered and Pre-
Registered Guests

Mobile Providers Displays the default set of Mobile Providers included in the database. FortiNAC
uses the Mobile Providers list to send SMS messages to guests and
administrators. The list can be modified as needed.

See Mobile providers on page 106.

Patch Management The Patch Management feature allows integration with Patch servers such as
BigFix or PatchLink.

See Patch management on page 108.

Proxy Settings Configure FortiNAC to direct web traffic to a proxy server in order to download OS
updates and auto-definition updates.

SNMP Set the SNMP protocol for devices that query FortiNAC for information. Itis also
used to set the SNMP protocol to accept SNMPV3 traps that register hosts and
users.

See SNMP on page 114.

Syslog Files Syslog Files that you create and store are used by FortiNAC to parse the
information received from these external devices and generate an event. The
event can contain any or all of the fields contained in the syslog output and can be
mapped to an Alarm and an Alarm action.

See Syslog management on page 119 and Map events to alarms on page 803.

Trap MIB Files Enter configurations to interpret SNMP trap MIB information sent from a device
and associate it with events and alarms in FortiNAC.

See Trap MIB files on page 129 and Map events to alarms on page 803.

Vulnerability Scanners Configure and manage the connection to a Vulnerability Scanner, allowing
FortiNAC to request and process scan results.

System Management System Management

Database Archive Set the age time for archived data files and configure the schedule for the Archive
and Purge task.

See Database archive on page 137.

Database Backup/Restore Schedule database backups, configure how many days to store local backups,
and restore a database backup. Note that this restores backups on the FortiNAC
server, not backups on a remote server.

See Backup or restore a database on page 140.

High Availability Configuration for Primary and Secondary appliances for high availability. Saving
changes to these settings restarts both the Primary and Secondary servers.
See High availability on page 143.

License Management View or modify the license key for this server or an associated Application server.
See License management on page 141
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System Setting Description

NTP And Time Zone Reset the time zone and NTP server for your FortiNAC appliances. Typically the
time zone and NTP server are configured using the Configuration Wizard during
the initial FortiNAC set up. Requires a server restart to take effect.

See NTP and time zone on page 143.

Power Management Reboot or power off the FortiNAC server. In the case of a FortiNAC Control Server
/ Application Server pair, reboot or power off each server individually.

See Power management on page 145.

Remote Backup Configuration Configure Scheduled Backups to use a remote server via FTP and/or SSH.
See Backup to a remote server on page 146.

System Backups Create a backup of all system files that are used to configure FortiNAC.
See System backups on page 149.

Updates Updates

Agent Packages Displays a list of the Dissolvable Agent, Persistent Agent, and Passive
Agentversions available on your FortiNAC appliance. Download new agents and
add them to FortiNAC as they become available from Fortinet using Download.
Download an Administrative template for GPO configuration to your PC from the
FortiNACappliance using the links at the top of the view.

See Agent packages on page 151.

Operating System Use operating system updates to download and install updates to the operating
system on FortiNAC servers.
See Updating CentOS on page 160.

System Use System Updates to configure download settings, download updates from
Fortinet, install updates and view the updates log.
See System update on page 162.

Control

Control groups together options that determine whether or not hosts can access the network or the internet when they
are a rogue or are in remediation. Options include:

Option Definition

Access Point Manage hosts connected to hubs using DHCP as a means to control or restrict host
Management access. See Access point management on page 54.
Allowed Domains Specify the domains and production DNS server that isolated hosts use to gain access

to network locations.

For example, if hosts are in isolation because they do not have the latest virus
definitions for their virus software, they would need to be able to access the web site for
their virus software to download virus definitions.
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Option Definition

See Allowed domains on page 56.

Web Proxy Integration Configure FortiNAC to work with a web proxy. See Web proxy on page 57.

Quarantine Globally enables or disables quarantine VLAN switching and allows the administrator to

set the risk state for all hosts to safe. See Quarantine on page 58.

Access point management

Access point management provides the ability to manage hosts connected to hubs using DHCP as a means to control or
restrict host access.

If the Access Point (AP) was discovered using device discovery and the AP supports bridging, FortiNAC automatically
puts the AP model in the bridging devices group and the interface that the AP is connected to shows up as a link.

For FortiNAC to manage the hosts connecting through the AP the AP must show up connected to an interface of the
upstream switch.

Configure an AP

1.
2,
3.

Put the port that the AP is connected to into the Access Point Management group.

Remove the AP from the Bridging Devices group.

Undo any uplink setting on the interfaces that the APs are connected to within FortiNAC.

a. From Inventory, click the device to select it.

b. Click the interface that is identified as an uplink to select it, then right-click and select Port Properties.

c. Turn the User Defined Uplink off, then click Apply.

d. Right-click the switch model and select Resync Interfaces.

The link goes away and either the AP or a Cloud is connected to the interface.

This process has to be done for models that were placed in the Bridging Group that have an AP connected. Each

interface where an AP is connected on those models needs to be modified so that access point management is
applied.

FortiNAC does the following:

Assigns authorized hosts an IP address from the allocated IP address pool (this allocation is done in the dhcpd.conf
file that is updated using the Configuration Wizard)

Assigns unauthorized hosts an IP address from the allocated IP address pool for all unauthorized hosts (this
allocation is done in the dhcpd.conf file that is updated using the Configuration Wizard)

Updates the DHCP server configuration with authorized IP addresses and the associated MAC address
Directs authorized hosts to a valid DNS to allow network access
Directs unauthorized hosts to FortiNAC’s access point management DNS

Verifies whether or not the host accessing the network through an access point has a valid IP address in the DHCP
lease file

Generates a Static-IP-Address event if a host’s IP address is not listed in the DHCP lease file maintained by
FortiNAC

Takes action on the Static-IP-Address event when the event is mapped to an alarm and action through the Alarm
Mapping functionality
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StaticlPAddress event

FortiNAC detects static IP addresses and generates a StaticlPAddress event. When a host connects, FortiNAC checks
the DHCP lease file maintained by FortiNAC. If the host's MAC address is in the DHCP lease file, FortiNAC allows the
host to connect. If the host's MAC address is not in the DHCP lease file, FortiNAC generates the StaticlPAddress event.
You can map this event to an alarm and have action taken on the host. See Map events to alarms on page 803 for details
on using this feature.

Configure access point management

Before configuring access point management in FortiNAC make sure that the access point management view with
appropriate VLAN ID and IP address ranges has been configured in the Configuration Wizard. See the Appliance
Installation Guide for directions.

If a host is manually rescanned by selecting rescan on the Host Health tab or an existing scan is manually set to Failed
while the host is on the production network, the host remains on the production network until the lease for the IP address
expires or the host disconnects from the network. There is no mechanism to move the host to Isolation when it is
connected to the network in an access point management environment.

Click System > Settings.
Expand the Control folder and click Access Point Management.
Click the check box next to Enable Access Point Management.

In the Configuration Update field enter the number of seconds that will lapse between updates to the DHCP
Configuration file.

5. Click Add below the IP address table to add ranges of possible IP addresses. This table only needs to be configured
if detecting hosts with Static IP addresses is required.

P obh-=

The IP address ranges entered should include all the possible IP addresses that were made available on the

network for access point management when the Configuration Wizard was run.

Enter the Starting and Ending IP addresses of a range of possible IP addresses.

Click OK.

Repeat step 6 through step 8 to enter all the ranges of possible IP addresses.

9. Click Save Settings to save all changes to the access point management view.

10. Click System > Groups and click the Access-Point-Management group to select it.

11. Right-click and select Modify.

12. The All Members panel in the Modify Group dialog displays a list of Inventory containers. Click the + sign next to the
container that has the managed switch, and then click the + sign next to the device. Select the port where the
access point is connected.

13. Click the right arrow to move the port to the Selected Members column.

14. Click OK.

15. On the Groups view, with the group still selected, click Show Members and verify that the port is in the group.

16. To disable hosts on the access point, set a port on the switch to a secure or static port based on the type of switch in
use. This is not the port where the Access Point connects; it is another port on the same switch. See Secure
port/static port overview on page 689 for additional information.

© NOo

Some switches may require the command line interface rather than the FortiNAC User Interface.
When a Restricted host connects a fake DNS is given. This will resolve to the FortiNAC Application Server DNS.

The Application Server DNS directs to a page which redirects the host to a preconfigured URL, based on host state (At
Risk or Unregistered, for example) Registration, Remediation, Quarantine, or Dead End.
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Allowed domains

Use the Allowed Domains View to specify the domains and production DNS server that isolated hosts use to gain access
to network locations. For example, if hosts are in isolation because they do not have the latest virus definitions for their
virus software, they would need to be able to access the web site for their virus software to download virus definitions.

If you have used a valid SSL certificate to secure the portal, add the domain of the CA to the Domains list, such as
verisign.com. This allows the host's browser to validate the certificate.

Note: If multiple portals are configured, this list applies to all portals. There is not a separate list per portal.

Field Definition

IP address The IP address(es) of the production DNS server(s).

If the Prevent the DNS server from making iterative queries check box is enabled,
FortiNAC would no longer perform iterative queries to external authoritative servers. If
the DNS server does not find the domain, the DNS server will not continue to perform
queries to authoritative name servers. The only DNS requests the FortiNAC server will
make on behalf of endpoints are to the specified DNS forwarding IPs.

Proxy Auto Config Optional. If you use a Proxy server, this populates the wpad.dat file with the information

that allows a host to learn about the Proxy server. This also adds the Domains listed to
allow hosts in Isolation to reach sites related to Anti-Virus or operating system updates
required.

See Web proxy on page 57 for additional information.

Domains A list of authorized domains that an isolated host is permitted to access, such as

microsoft.com.

Revert To Defaults Reset the values to the factory settings.

Configure a production DNS server

Enter the IP address(es) of the production DNS server(s) for isolated hosts to have access to network Resources.

1. Select Network > Settings.

2. Expand the Control folder and click Allowed Domains.

3. Clickinthe IP address field and enter the IP address of the production DNS server. Separate multiple IP addresses
with a semicolon (;).

4. Click Save Settings to save all of your changes.

Add a domain

Wildcards such as * cannot be used when entering Domain names. You can enter a large domain that contains sub-
domains. For example, if you enter Microsoft.com, users can access all domains for Microsoft. However, if you enter a
sub-domain, such as downloads.microsoft.com, then users can only access that specific domain.

1.
2,
3.

Select Network > Settings.
Expand the Control folder and click Allowed Domains.
In the Domains section of the window, click Add.

FortiNAC 9.1.0 Administration Guide 56
Fortinet Inc.



Settings

4. Enter the domain name and click OK. Repeat to add additional domains.
5. Click Save Settings.

Delete a domain

Select Network > Settings.

Expand the Control folder and click Allowed Domains.

In the Domains section of the window, click the domain name to select it.
Click Delete.

Click Save Settings.

o ODd-=

Revert to the default domains list

To revert to the default list of domains and reset the Production DNS IP address:

1. Select Network > Settings.

2. Expand the Control folder and click Allowed Domains.
3. Click Revert to Defaults.

4. Click Save Settings.

Web proxy

If you have a proxy server in your environment, you must configure FortiNAC to direct web traffic to that server when
hosts are in isolation. Isolated hosts may need to reach web sites related to their antivirus or operating system to install
updates before being allowed on the production network. If the FortiNAC proxy server configuration is not set up,
attempts by isolated hosts to reach these web sites will fail.

Browsers configured with a static Proxy Server cannot be reconfigured by FortiNAC. Proxy settings must be dynamic.
FortiNAC cannot integrate with a pre-configured IP address based proxy.

This document describes a method for hosts on the network to learn about and use a proxy server configured by a
network administrator. Each host is configured automatically to use the proxy server instead of needing to be configured
manually. If any hosts have already been configured to use a specific proxy server, then this feature will not reconfigure
the host.

The web proxy feature can be configured to redirect hosts to a proxy server based on the web site requested. This is only
for hosts that have Automatic Proxy Detection enabled.

To redirect hosts you must enable the Proxy Auto Config check box and enter the Proxy server information on the
Domains tab of the portal configuration view.

If the host requests a web site by IP address, it cannot be redirected to a proxy server. Only requests based on the name
or URL of the web site are redirected to a proxy server.

Requirements

* Firmware version 3.x or higher

* FortiNAC version 6.0.3 or higher
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» Hosts must have automatic proxy detection enabled in the browser.

Configure proxy server integration

1. Select System > Settings.
2. Expand the Control folder and click Allowed Domains.

3. Clickinthe IP address field and enter the IP address of the production DNS server. Separate multiple IP addresses
with a semicolon (;).

4. Mark the Enable Proxy Auto Config check box with a check mark to enable it.

5. Inthe field below the check box enter your proxy server information. More than one server can be entered
separated by semi-colons (;). Formats can be as follows:

« DIRECT: Fetch the object directly from the content HTTP server denoted by its URL bypassing the proxy

server. This can be used as a fall back option in the event that the proxy server cannot be reached. It should be
placed at the end of the list of servers.

« PROXY name:port: Fetch the object via the proxy HTTP server at the given location (name and port)

« SOCKS name:port: Fetch the object via the SOCKS server at the given location (name and port)
Examples:

PROXY 10.0.0.1:8080;

PROXY proxy.example.com:8080

PROXY proxy.example.com:8080; PROXY 10.0.0.2:8080; DIRECT
6. Click Save Settings.

This process updates a special domains file on your FortiNAC Server or Application Server. The contents of that file and
the contents of the wpad.dat.custom file are used to generate wpad.dat. Proxy auto-detection using wpad.dat is a widely

supported mechanism to deliver a Proxy Auto-Config ("PAC") file, and the only mechanism FortiNAC supports. No other
configuration is required.

The wpad.dat.custom file is never overwritten and allows you to make customizations for your particular proxy
environment. This file can be edited and is incorporated into the wpad.dat file when that file is generated. The
wpad.dat.custom file is stored on your FortiNAC Server or Application Server in the following directory:

/bsc/www/portal /ROOT/

Quarantine

Quarantine allows the Administrator to set the Risk State for all hosts to Safe. In the event that a scan profile generates
significant false negatives which results in multiple hosts being set to At Risk, rather than set each individual host to

Safe, this option allows the Administrator to globally change all hosts. Once that has been done, then the scan can be
reconfigured and hosts rescanned.

Quarantine VLAN switching can be globally enabled or disabled from the Quarantine view.

1. Click System > Settings > Control > Quarantine.

2. Mark the Enable Quarantine VLAN Switching check box with a check mark to enable it.
3. Ifyou need to set all hosts to safe, click Apply.

4. Click Save Settings.
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Settings
Option Definition
Quarantine VLAN When quarantine VLAN Switching is set to Enable and the ports are in the Forced
Switching Remediation Group, the appliance switches unregistered hosts that are being scanned

to the quarantine VLAN until the scan process is completed.

Registered hosts are scanned in the production VLAN. Once the scan is finished and
the registered host has passed, the host remains in the production VLAN. If the host
fails the scan, it is moved to the quarantine VLAN to remediate.

When set to Disable, all hosts remain in the production VLAN during the scan process
even if the host fails the scan.

Default =Enable

Set all hosts 'Risk State'to  'Risk State' to 'Safe' Changes all hosts to Safe. Note: The status of the individual scans
'Safe’ for each host remain unchanged.

Identification

Identification groups together methods of detecting and identifying rogue hosts. Options include:

Option Definition

Device Types Displays icons representing each device type in the system, and allows you to add,
modify, and delete custom device type icons.

NAT Detection Lists the IP ranges where FortiNAC will allow NAT'd hosts. IP addresses outside this
range could be NAT'd hosts and can generate an event and an alarm to notify the
network administrator.

See NAT detection on page 59.

Rogue DHCP Server Monitors approved DHCP servers operation and detects rogue DHCP servers on the

Detection network using a dedicated interface on the FortiNAC appliance. It defines a scheduled
task to run and search specific VLANs and discover all active entities serving IP
addresses. This task compares the discovered DHCP servers against a list of
authorized DHCP servers and triggers corresponding events when there is no match.

See Rogue DHCP server detection on page 63.
Vendor OUlIs Allows you to modify the vendor OUI database, which is used to determine whether or

not a MAC address is valid or by device profiler to profile devices by OUI. The database
is updated periodically through the Auto Definition update process.

See Vendor OUls on page 68.

NAT detection

A NATIng device is a device (e.g., a router) that sits on your network and performs Network Address Translation (NAT) to
share network resources with one or more devices behind the NATing device. This could be a security risk to your
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network. An administrator can see the NATing device by its IP, however, the other devices behind it remain hidden.
NAT Detection has the ability to identify the following:

« Ahost/device that has a NIC card with an IP that is does not match the IP address of the device connected directly
to the port.

» Auseris MAC spoofing, where the user registers the host and then sets the NATing device's MAC address to the
host's MAC address

The key to NAT detection is identifying the authorized IP ranges (i.e., for Production, Remediation etc.). The Dissolvable
Agent or Persistent Agent gathers host IP and MAC address information. The NAT device will be within the authorized
range, but the host behind it is served an IP by the NAT device and its IP is outside the range. This mismatch triggers
events and alarms that indicate that a NATing device is being used.

The information gathered by the agent is returned to the FortiNAC server and analyzed as follows:

» FortiNAC determines whether or not the IP address of the device connected directly to the port is within the range
specified for NAT detection.

« Ifthe IP address is within the NAT detection range, then FortiNAC verifies that one of the IP addresses returned by
the Agent matches the IP address of the device connected directly to the port. The agent can only return the IP
addresses of the host, not the NAT device. If none of the IP addresses of the host sent match the IP address of the
device on the port, then a "Possible NAT User" event is generated.

iy
‘?' If a network user sets local or self-signed IP addresses on the host that is behind the NAT

device, no event is triggered.

« The agent also returns the MAC addresses of the interfaces on the host. If FortiNAC detects that the device
connected to the port and the interfaces on the host have the same MAC address, it generates a "Possible NAT
Device, MAC Spoofed" event.

By mapping alarms to notify management when these events occur, you can identify and remove NATing devices from
your network.

If you want to allow a router with hosts connected behind it to access your network, you must enable NAT Detection by
entering the IP ranges within which using a NAT device is permitted and detected. If NAT Detection is not enabled, or the
router is given an IP address that is not within a NAT detection range, both the router and the host behind it are left in
registration. The administrator is not notified that a NAT device is connected.

To run NAT Detection, the following requirements must be met:

« Hosts must use either the Dissolvable Agent or the Persistent Agent
» Atleast one security policy must be defined to use the Dissolvable Agent or Persistent Agent
« Designate the IP address ranges that FortiNAC should monitor.

« Map the NAT detection events to alarms with an appropriate action (e.g., notify management). See Map events to
alarms on page 803 for details.

NP If you have a host trying to connect through a router, and that router is not in an IP address
‘?' range being checked for NAT Detection, that host will be stuck in Registration. Create IP
- address Ranges in NAT Detection that encompass any of IP address the router could be
- given.
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Add or modify IP ranges
You must enter a separate range of IP addresses for each subnet.

Example:

Range 1=192.168.5.2 - 192.168.5.255
Range 2 =192.168.6.2 - 192.168.6.255
Do not enter a single range spanning both of the above 192.168.5.2 - 192.168.6.255

1. Click System > Settings.

Expand the Identification folder and click NAT Detection.

Click Add.

Enter the starting and ending IP addresses for the range and click Add.
Repeat for additional ranges of IP addresses.

A

Remove an IP range

Click System > Settings.

Expand the Identification folder and click NAT Detection.
Select an IP range to be deleted.

Click Delete.

Ao bdh-=

NAT detection configurations and results

NAT detection configuration and corresponding results can be complex. Below are a series of examples detailing
common scenarios and the results shown in FortiNAC.

Ay
‘Q' The IP addresses used in the examples below are only for illustration purposes. They are not
- the specific IP addresses you will see on your own network.

For the purposes of the examples assume the following:

» Network IP Range for Production = 10.10.5.50 - 10.10.5.99

» Network IP Range for Registration = 10.10.5.100 - 10.10.5.200

« NAT Detection has been configured with the following IP ranges:
» 10.10.5.50-10.10.5.99
« 10.10.5.100-10.10.5.200

Scenario 1: NAT detection enabled, using endpoint compliance policy and agent

1. The user connects a router to a port on your network and then connects a host to the router.
2. Neither the router nor the host are registered.

3. Therouteris placed in Registration and is given a Registration IP address of 10.10.5.101. The host is given IP
address 192.168.1.1 by the router.
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4. The user goes through the registration process and is assigned an endpoint compliance policy.

Al
S L4
? NAT Detection requires that the host have an agent installed.

5. The IP address of the router is within one of the IP ranges set up for NAT Detection. The IP address of the host is
sent by the agent to FortiNAC. FortiNAC determines that the host IP address is outside the IP ranges set up for NAT
Detection. This process triggers a "NAT Device Registered" event.

6. When the hostitself is registered a "Possible NAT User" event is triggered.

7. Onthe Host View, the router has been registered as a NAT Device to the user. The router has an IP address in the
Production range, such as 10.10.5.51. The Registered To field displays User Name - NAT Device, such as Doe,
John - NAT Device. The Host icon is displayed and shows as on-line.

8. Onthe Host View, the PC behind the router is registered as a host to the user. The Host's IP address displays as a
production IP address, such as 10.10.5.50. However, the host actually still has the IP served by the router of
192.168.1.1. The Registered To field displays only the user name, such as Doe, John. The Host icon is displayed
and shows as offline even though the host is on-line.

Scenario 2: NAT detection enabled, not using endpoint compliance policy or agent

1. The user connects a router to a port on your network and then connects a host to the router.
2. Neither the router nor the host are registered.

3. Therouteris placed in Registration and is given a Registration IP address of 10.10.5.101. The host is given IP
address 192.168.1.1 by the router.

4. The user goes through the registration process.

5. Onthe Host View, the router has been registered as a PC to the user. The host connected to the router is not
shown because FortiNAC is unaware of the host's existence behind the router.

6. Events associated with a NAT device are not generated.

7. Eventually the router is moved to Production and the host can access the network and the Internet. This may require
the user to release and renew the IP address on the router by disconnecting and reconnecting the router to the port.

Scenario 3: NAT detection disabled, not using endpoint compliance policy or agent

1. The user connects a router to a port on your network and then connects a host to the router.
2. Neither the router nor the host are registered.

3. Therouteris placed in Registration and is given a Registration IP address of 10.10.5.101. The host is given IP
address 192.168.1.1 by the router.

4. The user goes through the Registration process, but there is no endpoint compliance policy required. The user does
not download an agent.

5. The only IP address information provided to FortiNAC is the information returned from the switch where the router is
connected when itis polled.

6. The router is assigned a Production IP address, such as 10.10.5.55.
7. The host behind the router continues to use the 192.168.1.1 IP address assigned by the router.

8. Onthe Host View, the router has been registered to the user, but FortiNAC is unaware that this device is a NAT
Device. The Registered To field displays User Name, such as Doe, John . The Host icon is displayed and shows as
on-line.

9. FortiNAC is not aware of the host behind the router, therefore, its information is not displayed. The user of this host
can access the network and the Internet.
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10. Inthis scenario the user may need to release/renew the IP address on both the host and the router to access the
Internet.

Scenario 4: NAT detection disabled, using endpoint compliance policy and agent

1. The user connects a router to a port on your network and then connects a host to the router.
2. Neither the router nor the host are registered.

3. Therouteris placed in Registration and is given a Registration IP address of 10.10.5.101. The host is given IP
address 192.168.1.1 by the router.

4. The user goes through the Registration process and is assigned an endpoint compliance policy which includes
downloading and installing either the Dissolvable Agent or the Persistent Agent.

5. The router is not registered and is trapped in the registration VLAN. The host is registered but is also trapped in the
registration VLAN because it is connected to the router.

6. Inthe Host View, the router continues to display as a rogue. The host is registered but shows as offline.

Rogue DHCP server detection

Rogue DHCP Detection monitors approved DHCP servers operation and detects rogue DHCP servers on the network.
This feature uses a dedicated interface on the FortiNAC appliance. It defines a scheduled task to run and search specific
VLANSs and discover all active entities serving IP addresses. When the Rogue DHCP Detection task runs, it will switch
the port designated as the System DHCP Port to each of the VLANs designated. During the switch to each VLAN, the
port admin state is set to down then back to up after the configuration to the new VLAN ID. This task compares the
discovered DHCP servers against a list of authorized DHCP servers and triggers corresponding events when there is no
match. These are suspected unauthorized DHCP servers and are managed according to the alarms that are mapped to
the events.

Implementation

» To perform Rogue DHCP Server Detection with FortiNACa dedicated network interface is required. Installation of
an additional Network Card may be required.

« The interface on the FortiNAC appliance used for Rogue DHCP Server Detection must be configured with an IP
address. This should be an unused IP address from an unused subnet on your network. Configure the IP address
through the CLI by modifying the vianInterfaces filein /bsc/siteConfiguration. If you are unfamiliar with
this file, contact Customer Support for assistance.

« The interface on the FortiNAC appliance used for Rogue DHCP Server Detection must be configured in FortiNAC.
e The Authorized DHCP Servers must be added to the Authorized DHCP Servers group.

o The DHCP Port must be indicated in the System DHCP Port group.

« Polling VLANs for Rogue DHCP servers must be scheduled.

iy
‘?' If IP Helper is being utilized on the network an additional configuration step will be required
- to make FortiNAC aware of the Authorized DHCP Servers.
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Rogue DHCP events and alarms

Event Definition

Rogue Host DHCP Server A host is serving IP addresses (i.e., a DHCP response was seen from a host).
Application

Rogue Device DHCP Server A device is serving IP addresses.

Application

These events can be mapped to alarms. Alarms can be set to notify an administrator when they are triggered. Alarms
can also be viewed on the Alarms Panel in the dashboard. For more information on events and alarms, e-mail
notifications, SMS notifications, and how to map events to alarms see Map events to alarms on page 803.

Configure an IP address for a new interface

Al
S L 4
q To modify an IP address for the eth0 or eth1 interface, use the Configuration Wizard.

To add an IP to an interface (other than the ethO and eth1 interface), add an entry to the appropriate interface in the
vlanInterfaces file and runthe network restart command as follows:
1. Access the CLI on the FortiNAC Server or Application Server.
2. Navigate tothe siteConfiguration directory.
cd /bsc/siteConfiguration
3. Editthe vianInterfacesfile.

4. Addthe new IP address to the appropriate interface. The following example adds IPADDR _1 to eth2:
ifcfg-eth2|IPADDR="188.11.32.2', NETMASK='
255.255.255.0"', STARTMODE="onboot "', BOOTPROTO="static’,
IPADDR 1='188.11.32.3',NETMASK 1='255.255.255.0"',LABEL 1="1"

5. Run the following command(s).

service bsc-network start
service network restart

Server detection configuration

Rogue DHCP Server Detection Configuration allows you to indicate which interface on the appliance is used for
scanning VLANS. The interface used varies depending on the configuration of your FortiNAC environment.

All FortiNAC appliances

The ethQ interface is always used for management and cannot be used for rogue DHCP detection.

FortiNAC Server

On a FortiNAC, eth1 is typically used for the captive portal, leaving eth2 for Rogue DHCP Server Detection.
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FortiNAC Control Server/Application Server Pair

On a FortiNAC Application Server and FortiNAC Control Server pair, the captive portal is typically on eth1 on the
Application Server. You could use could use eth1 on the Control Server for Rogue DHCP Server Detection. You may
need to add a network card to your server to provide an interface for Rogue DHCP Server Detection.

Once you have determined the interface to use for Rogue DHCP Server Detection, it must be configured with an IP
address. The IP address should be an unused address from an unused subnet on your network. To configure the IP
address go to the CLI on the server and modify the vianInterfacesfilein /bsc/siteConfiguration. Whenthe
interface has been configured, enter it on this view.

If you are using Rogue DHCP Server Detection in a high availability environment, both the

NP primary and secondary servers must have the same Interface setting. In addition, the ports to
‘9' which the Interfaces connect must be added to the System DHCP Port group. See Modify a
group on page 756 for details.
- In the event of a failover, it is important that these fields be setup correctly or DHCP monitoring
will not run.
Settings
Field Definition
Interface Ethernet interface used by the FortiNAC appliance for Rogue DHCP Server

Configuration, such as eth2.

Authorized DHCP Servers  Device group containing the list of servers that are authorized to serve DHCP. The
Authorized DHCP Servers group can be modified here or on the Groups View.

System DHCP Ports Port group containing the port where the FortiNAC interface is connected to the
network. The System DHCP Ports group can be modified here or on the Groups View.

VLANs To Scan For Rogue ID and Name of the VLANS that should be scanned for Rogue DHCP servers.

DHCP Servers If a VLAN is not entered in the list, it is not scanned for Rogue DHCP servers. Only the
VLANSs entered here are scanned.

Schedule DHCP Server Use a scheduled task to set the poll interval and scheduled time to poll the selected
Verification VLANS for rogue DHCP servers.

Configure server detection

Click System > Settings.
Expand the Identification folder.
Select Rogue DHCP Server Detection from the tree.

In the Interface field enter the ethernet interface used by the FortiNAC appliance for Rogue DHCP Server

Configuration.

5. Click Modify next to Authorized DHCP Servers to add the servers that are allowed to serve DHCP into the
Authorized DHCP Server group.

6. On the Modify Group dialog click the Container where the servers are located to expand the list. Mark each server

with a check mark and click the right arrow in the center of the screen to move the selected servers to the Selected

Members column.

7. Click OK to save the changes to the group.

Ao bdhd-=
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10.

1.

12
13.
14.

15.

Click Modify next to System DHCP Ports to update the System DHCP Ports group with the port where the
FortiNAC interface is connected to the network.

On the Modify Group dialog click the Container where the switch is located.

Click the switch where the FortiNAC Rogue DHCP Detection Server interface is connected. A list of the ports on the
selected switch appears below the switch.

NP Select the switch and port where the FortiNAC network card is connected, such as eth1 or
‘Q' eth2. This is the connection that will handle the scanning for Rogue DHCP Servers. Do
- NOT select the DHCP Server itself or the port the DHCP Server is connected to. Do NOT

select the switch or port where the FortiNAC ethO network card is connected.

Select the Port where the Rogue DHCP Detection server is connected and click the right arrow to move the port to
the Selected Members column.

Click OK to save the changes to the group.
In the VLANs To Scan For Rogue DHCP Servers section, click Add.

In the Add dialog enter the ID and Name of the VLANSs that should be scanned for Rogue DHCP servers and click
OK.

Ay
‘?' If a VLAN is not entered in the list, it is not scanned for Rogue DHCP servers. Only the
- VLANS entered here are scanned.

Click Save Settings.

Schedule DHCP server verification

Use the Schedule option to set the poll interval and scheduled time to poll the selected VLANSs for rogue DHCP servers.

-
e

1.
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Click System > Settings.

Expand the Identification folder.

Select Rogue DHCP Server Detection from the tree.

Click Modify Schedule.

Select the Enabled check box.

Enter a name for the task in the Name field.

The Description field is optional. Enter a description of the task.

Action type and Action are pre-configured based on the task and cannot be modified.

From the Schedule Type drop down list, select either Fixed Day or Repetitive and set the day and time that the
task is to be performed.

A Fixed Day Task is one in which you schedule a task to run on a combination of days of the week and times of the
day, such as Mondays at 1:00 pm and Fridays at 10:00 am. Select the day(s) and time to run the task.

a. Click the box next to the day(s) to select the day.

b. Click the down arrows and select the hour, minutes, and AM or PM from the drop-down list for each day.
c. To enter days/times more quickly, select Set Multiple Days to set multiple days with the same time.

d. Toremove all settings, click Clear All.

A Repetitive Task is one that you schedule to start on a given day, at a certain time, for the number of times you
specify, such as every 10 days starting today. The repetition rate can be set to any number of minutes, hours, or
days.
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a. Enterthe Repetition Rate using whole numbers.

\,

S L4
9 A repetition rate of zero causes the task to run only once.

. Click the down arrow and select Minutes, Hours, or Days from the drop-down list.
c. Enterthe date and time for the task to run in the Next Scheduled Time field using the format MM/DD/YY
hh:mm AM/PM Time Zone.

N ! /., The new Repetition Rate does not take effect immediately. It starts the next time the
? scheduled task runs. For the new Repetition Rate take effect immediately, click
- Update.

d. Click Update to update the Next Scheduled Time field or change the Repetition Rate.
12. Click OK.
13. Click Save Settings.

Schedule settings

Field Definition

Remove local backups Number of days for which you would like to keep backups. Anything older than the

older than number of days entered, is removed the next time the scheduled task for backups runs.
This setting removes backup files created on the FortiNAC server before they are
copied to the remote server. Backups on the remote server are not removed.

The timing of the scheduled backup task and the age of the files that are to be removed
must be thought out carefully or you will remove all of your backups. For example, if the
remove option is set to 5 days and your backup task runs every 15 days, you may
inadvertently remove all of your backups. However, if the remove option is set to 15
days and the backup task runs every 5 days, then you would always have backup files.

Status Indicates whether the task is enabled or disabled.
Schedule Interval How often the scheduled task runs.
Next Scheduled Time The next date and time the scheduled synchronization task will run. Entered in the

format MM/DD/YY HH:MM AM/PM
Modify Schedule Allows you to modify the scheduled activity.

Run Now Runs the scheduled task immediately.

Rogue DHCP server detection with IP helper

When IP Helper is in use, an IP address for the Authorized DHCP Server is returned to FortiNAC for each VLAN. This IP
address has a MAC address associated with it. FortiNAC compares the IP address it receives with the list of valid
Authorized DHCP Server IP addresses. If the FortiNAC list does not contain the IP and the related MAC address, it does
not recognize the DHCP Server as authorized.
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The following procedure must be completed to enable FortiNAC to recognize the returned Authorized DHCP Server IP
addresses as valid.

1. Create a Pingable model in the Inventory for each IP Helper Address.
a. Inthe Inventory, click the container where devices are located.
b. Right-click and select Add Pingable Device.
c. Enterthe Device Name, IP address, Protocol (set to Pingable), and select the Device Type of Pingable.
d. Click Apply.
2. Ensure that the Pingable model has a MAC address.
a. Click the Pingable model in the Inventory to select it.
Right-click and select Properties.
Enter the MAC address associated with the IP address.
Click Apply.
Close the Device Properties window.
3. Place the Pingable model in the Authorized DHCP Server group.
a. Select System > Groups.
Click the Authorized DHCP Servers group to select it.
Right-click and select Modify.

Click the container where the Pingable models were created. A list of the devices in the container will be
displayed in the below the container.

Click the Pingable model(s) to mark them with a check mark.

Click the right arrow to move your selections to the Selected Members column.

Click OK.

Select System > Groups and click Show Members and verify that all the pingable models are listed.

LN
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Vendor OUls

Use the vendor OUI database to determine whether a particular MAC is valid. As new IEEE device information becomes
available, the database needs to be updated to reflect the new codes. This prevents invalid physical address errors
when devices with the new MACs are connected to the network. The AutoDef Synchronization scheduled task
automatically updates the vendor OUI database. See Scheduler on page 764 for additional information on scheduling
tasks.

You can search the vendor OUI database, and add, modify, or remove vendor OUIs. Vendor OUI Added and vendor OUI
Removed events are generated when you add or remove vendor OUls.

The vendor name appears in the Host View unless you enter a vendor OUI alias. If you use a vendor OUI alias to identify
the type of device, you can quickly filter all devices with a specific alias. For example, you can manage gaming devices
by adding the vendor OUI to the database with the vendor OUI alias of Gaming Device. Then you can use the Host
View filter to find these records by name, change them to registered, and assign them a role without requiring the device
to be assigned to a user.

Vendor OUls are also used with the device profiler feature. Device profiling rules can use the vendor OUI to help identify
rogue devices connecting the network. Depending on the instructions associated with the rule, the device can be
automatically assigned a device type and be placed in the Host View, the Inventory or both. See Device profiler on page
300 for additional information.

To access the vendor OUI View select System > Settings > Identification > Vendor OUls.
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Add a vendor OUI

Click System > Settings.

Expand the Identification folder and click Vendor OUls.
Click Add at the bottom of the window.

Use the table below to enter the vendor OUIl information:

Field Description

Vendor OUI First 3 octets of a device’s Physical Address. Enter in the hexadecimal format
##:### (For example, 00:1D:09)

o bd-=

Vendor Name Name of the vendor that owns the vendor OUI.

Vendor Alias Value entered displays as the host name in the Host View. This field is optional
when adding a vendor OUI.

Role Role for devices associated with this vendor OUI. Roles assigned by device profiler
take precedence.
If a device is registered via the Portal Page, then the role associated with the vendor
OUl is applied.
See Role management on page 492.

Registration Type Type of device registration that is specified through the AutoDef Synchronization
update, such as a Camera, a Card Reader or a Gaming Device. In the Add/Modify
vendor Code dialog the current setting for the vendor code Registration Type is
displayed. Options include Manual or a specific device type.

Registration Type Used to specify a Registration Type that is different from the default supplied by the
Override AutoDef Synchronization update. Options include Manual or a specific device type.
Description User specified description of the vendor OUI.

Last Modified By User name of the last user to modify the vendor OUI.

Last Modified Date Date and time of the last modification to this vendor OUI.

Right click options

Delete Deletes the selected vendor OUI.
Modify Opens the Modify Vendor OUI dialog.
Show Audit Log Opens the admin auditing log showing all changes made to the selected item.

For information about the admin auditing log, see Audit Logs on page 762.

Ay
‘9' You must have permission to view the admin auditing log. See
- Add an administrator profile on page 595.
Buttons
Export Exports the data displayed to a file in the default downloads location. File types

include CSV, Excel, PDF, or RTF. See Export data on page 629.
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5. The Description field is optional and allows you to add notes about the OUI. This field is not displayed on the
vendor OUlIs view.

6. Select the Registration Type Override for the device.
7. Click OK.

Modify a vendor OUI

Click System > Settings.

Expand the Identification folder and click Vendor OUlIs.

Search for the appropriate vendor OUI and select it. Click Modify.
Edit the vendor OUl information

The Description field is optional.

Click OK.

ok wDd-=

Modify multiple vendor OUls

Multiple vendor OUls can be modified at the same time to update fields such as Role or Description.

1. Click System > Settings.
2. Expand the Identification folder and click Vendor OUls.

3. Search for the appropriate vendor OUIs. Select all of the affected vendor OUIs. If they are not part of a continuous
list, hold down the CTRL key to select them.

4. Click Modify.

5. On the Modify dialog enable the check boxes next to the fields to be updated. Any field that is not enabled will not be
affected.

6. Modify the data in the selected fields.
7. Click OK.

Delete a vendor OUI

Click System > Settings.

Expand the Identification folder and click Vendor OUIs.

Search for the vendor OUI to be deleted and select it.

Click Delete.

A confirmation message is displayed. Click Yes to delete the OUI.

a b obd-=

Register devices

To register devices, such as gaming devices, you must enter the vendor OUIs in the vendor OUI database. When the
host connects the device to the network a rogue host record is created.

If you are using the device profiler feature, these devices may be processed by a Device Profiling Rule that registers
them for you.
1. Enter the vendor OUls into the database.

2. When entering the vendor OUI be sure to fill in the Vendor Alias field. This alias displays on the Host View when a
device with this vendor OUI connects to the network.
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3. Ifthis device requires a role, select a Role on the vendor OUI window. This role is only applied to devices registered
manually through the Portal Page.

4. Inorder to register a device you must make sure that the Registration Type Override field in the vendor OUI
window is set to reflect the correct device type. For example, if this vendor OUI represents a gaming device, you
would select Gaming Device from the list in this field.

5. Once the device is connected to the network, click Users & Hosts > Hosts.
6. Locate the record for the rogue device.
7. Select the record. Then, right-click and select Register As Device.

Device registration after vendor OUl database update

Devices whose vendor OUlIs are not in the database appear in the Host View as rogues when they connect to the
network. Once you have entered the vendor OUI in the database, the information in the Host View displays the vendor
OUl data as part of the rogue record. Use the vendor alias to identify the type of device, such as gaming device or
security camera, for example. The vendor alias is displayed in the host name column of the Host View.

1. Add the vendor OUI information to the database. Include the vendor alias to aid in grouping the devices.
2. Goto Users & Hosts > Hosts and use the filter tabs or column sort features to locate the devices.

3. Select the record(s) and change the device to Registered using the Register As Device option on the right-click
menu.

Network device

Network Device allows you to set global properties that are specific to network devices and VLANSs.

1. Click System > Settings.

2. Select Network Device from the tree.

3. Click afield and enter a setting. See the table below for settings.
4. Click Save Settings.

Settings
Field Definition
Agent Switching Delay Number of seconds FortiNAC waits before a host that has failed the Persistent Agent
(Sec) Check will be switched to the Quarantine or Remediation VLAN.

Default = 0 seconds

Minimum Trap Period (Sec) Number of seconds FortiNAC waits after receiving a linkup trap before reading the
forwarding table from the switch associated with the trap.
Default setting = 10 seconds

Max Number of Trap Maximum number of Trap Periods that the appliance waits before reading the switch
Periods forwarding tables.

If the switch does not have the MAC address information for the port that generated the
linkup trap, the appliance places the switch back into the queue. Once the Minimum
Trap Period has expired, the forwarding table on the switch is read again.
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Field Definition

If another linkup trap is generated by the same switch the trap period time is reset.
Default setting =4

For example, if the Minimum Trap Period is set to 20 seconds and the Max Number of
Trap Periods is set to 2, the longest the appliance will wait to read the switch forwarding
tables is 40 seconds.

Cold Start/Warm Start Trap  After receiving a Cold/Warm Start trap, FortiNAC waits for the amount of time specified
Delay (Sec) in that field before polling the switches.

Note: When the L2 poll is scheduled at the same time the delay is in progress, the poll
gets delayed until the Cold Start/WWarm Start Trap Delay interval is finished.

Registration Delay (Sec) Number of seconds FortiNAC waits before switching a port to the production VLAN.
This allows the user registering a host time to read the information on the Registration
Success page.
Default setting = 5 seconds
If another host connects to the same switch during the Registration Delay time, the
switch updates and the port is switched to the production VLAN without waiting for the
delay time to expire.

System Defined Uplink When the number of MAC addresses on a port exceeds this value the port is changed
Count to an uplink. Setting this value to a higher number can help to indicate Multi-Access
points.

Default setting = 20

For example, setting this value to 7 changes the port to an uplink if a minihub with 8
ports is connected on the port.

See Port properties on page 697.

Telnet Connection When using telnet to contact devices, this setting determines how long the server waits
Timeout (Sec) for a response from the device before timing out.

Default = 12 seconds

VLAN Reset Delay (Sec) Number of seconds FortiNAC waits before resetting the VLAN of a port that has no
connected hosts or devices. The port must be a member of either the Reset to
Registration group or the Reset to Default port group. If the port is a member of both
groups, the Registration VLAN takes precedence.

Default = 60 seconds

VLAN Switching Delay Number of seconds FortiNAC waits between disabling and reenabling a port when
(Sec) switching it to another VLAN.

Default setting = 8 seconds
If this value is left as zero (0) the host may have an invalid IP on the new VLAN.

MAC address Spoof Time Supported for wired connections only.
Delay (Minutes) The default is set to 5 minutes.

Non-zero value: The number of minutes after which, if the same MAC address has
been detected on two devices/ports simultaneously on two different switches, the
Possible MAC address Spoof event will be generated.
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Field Definition

Workflow:

1. Two devices connect with the same MAC address: one to switch A and on to
switch B

2. L2 poll of switch A (detects one of the devices)

3. L2 poll of switch B (detects the other device)

4. Wait the number of minutes specified by MAC address Spoof Time Delay value

5. L2 poll of switch A

6. L2 poll of switch B

7. Ifthe MAC address is still detected in both locations, Possible MAC address Spoof

event is generated
Note:

« An event will not be generated if both devices with the same MAC address are
connected to the same physical switch.

* Along age time in a host may cause the MAC address of the host to be falsely
reported as connected to more than one device at the same time. For example,
Host A is connected to Switch A with an age time of 10 minutes. Host A is moved to
Switch B and FortiNAC updates the location. FortiNAC reads Switch A which still
shows Host A as online because Host A has not yet aged out.

Zero (0) value: (Recommended - available in FortiNAC Versions 8.8.8,9.1.2 and
above) Enables two features:
e The Possible MAC address Spoof event will be generated on every connection
move that occurs on an L2 Poll.
¢ The Possible MAC address Spoof event will be generate on a connection move,
that occurs on the same physical Switch.

Enable Multi-Access When enabled, the appliance looks for multiple MAC addresses on ports each time a
Detection switch is read.

Default = Disabled

To have an event generated when multiple MAC addresses are detected on a port the
Multi-Access Point Detected event must also be enabled. However, if the port is in the
Authorized Access Points group an event is not generated.

See Event management on page 770 to enable the Multi-Access Point Detected event.

See System groups on page 758 to determine if the port is in the Authorized Access
Points group.

Multi-Access Detection The number of MAC addresses that are allowed on a port before a Multi-Access Point
Threshold Detected event is generated.

Enable Cisco Discovery When enabled, allows FortiNAC to query devices about other connected devices on the
Protocol network. If a device has this discovery protocol enabled it gathers and stores

information about devices it manages and devices it can contact on the network. Only
devices with CDP enabled will respond to a CDP query.
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Field Definition

This is a global setting for the system. If this setting is enabled, devices can be set
individually on the Polling Tab of the Device Properties View. If this setting is disabled,
the device setting is ignored and the CDP feature is not used when polling a device.
Devices that have the capacity for CDP must have the feature configured on the
device's firmware.

Default = Enabled

Enable Link Layer When enabled, allows devices to advertise information and their identity to neighboring
Discovery Polling devices connected to the same network.

Maximum Cisco Discovery  Limits the number of layers from the original device that will be queried using Cisco

Depth Discovery Protocol. For example, if the Depth is set to 1, then FortiNAC will only query
for devices that are directly connected to the device with the starting IP address during
the Discovery process. If the Depth is set to 2, then FortiNAC stops querying after it
reaches the second level of devices away from the starting IP address.

See Discovery on page 649.

Ignore MAC Notification When enabled, FortiNAC will not process MAC Notification Traps for IP Phones. This
Traps for IP Phones setting is enabled by default.

Disabling this setting may cause FortiNAC to process large numbers of traps, resulting
in decreased performance.

Persistent Agent settings

Persistent Agent groups together properties for the use and behavior of the Persistent Agent and the configuration for
updating the Persistent Agent installed on existing hosts to a different version.

Navigate to Security Configuration > Agent Settings > Security Management.

Options
Option Definition
Agent Update Globally update hosts on your network that already have a Persistent Agent installed.
See Global updates on page 75.
Credential Configuration Configure how credentials are verified for hosts who use the Persistent Agent.
See Credential configuration on page 79.
Security Management Configure the following:
* Host name of the server for Persistent Agent communication.
» Host group whose members receive the host name when they connect.
» Whether display notifications will be sent to the host.
¢ Header and footer text for the Persistent Agent authentication page.
e Status messages in the message box on the user's desktop.
See Security management on page 80.
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Option Definition

Status Notifications Use the Status Notifications view to configure how users are notified of their host status
when the Persistent Agent contacts the FortiNAC server.

See Status notifications on page 84.

Transport Configuration Configure TCP and UDP communication between the FortiNAC server and the
Persistent Agent.

See Transport configurations on page 86.

USB Detection Use the USB Detection view allows to configure FortiNAC to be notified in the event that
a USB device was plugged into a host on the network.

See USB detection on page 89.

Global updates

Hosts on your network that already have a version of the Persistent Agent installed can be globally updated. The update
is triggered when a host connects to the network and the current Persistent Agent begins to communicate with FortiNAC.

The Persistent Agent version number on the host is checked by FortiNAC. If the version is different than the one selected
on the Agent Update window, an update is initiated.

Clients upgrading the Persistent Agent must have access to Port 80 on the FortiNAC appliances.

Itis only the difference in version number that triggers the update. FortiNAC does not check to see if the existing number
is higher or lower than the update. This allows you to go back to a previous Persistent Agent if necessary.

If the host has software installed to reset the host to its original configuration after a re-boot, the agent reverts to the
previous version. The software must be disabled before updating the Agent.

Update failure

A maximum number of attempts to update limits the number of times FortiNAC tries to update the host. If the maximum
number of attempts has already been met, then no update is sent.

To address this you have several options. If a large number of hosts have failed the update, use Reset Counter on the
Agent Update window to set the counter for all hosts to 0. If only a few hosts have failed the update, the Agent Version
can be updated individually. Another option is to increase the Maximum Attempts on the Agent Update window to force
an update. However, if the original problem has not been addressed the update will probably fail again.

Reset hosts that failed to update

If you have a large number of hosts that failed to update successfully and the Maximum Global Update Attempts count
for those hosts was exceeded, the counter can be reset allowing the system to try to update those hosts again. The
counter is reset for all hosts in the database, however, the system will not attempt to update hosts that successfully
updated earlier.

1. Click System > Settings.
Expand the Persistent Agent folder.

2
3. Select Agent Update from the tree.
4. Click Reset Counter.
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Event generation

When an update fails because the maximum number of attempts has been met, an Agent Update Failure event is
generated. The default setting for this event is Enabled. See Enable and disable events on page 771 to modify the
default setting. Enabled events are recorded and can be viewed. See Events on page 781.

When an update is successful an Agent Update Success event is generated. The default setting for this event is
Disabled. Disabled events are not recorded and cannot be viewed later.

Alarms can be associated with enabled events. See Map events to alarms on page 803. Alarms can be configured to
send e-mail notifications or simply display on the dashboard in the Alarm panel.

Set up global updates

Click System > Settings.

Expand the Persistent Agent folder.

Select Agent Update from the tree.

Click the check box(es) to enable an update.

Click in the drop-down box and select the Persistent Agent Version for the update.

Click in the Maximum Global Update Attempts field and enter the number of times the update feature should
attempt to update the Persistent Agent for each host.

ok wDd-=

7. Ifyou need to trigger the installation of an earlier version of the Agent, click Allow Installation of a Previous
Version and make sure the correct version is selected in the version fields. Typically this would remain unchecked
because you would want to move to the newest version of the Agent.

If you have selected Latest Persistent Agent as the agent to download on the Endpoint
Compliance Configuration window for any configuration, you should not check this

M option.
? Your hosts could end up in a situation where the latest agent is installed based on the
- endpoint compliance policy used when the host is registered, then an older agent is
installed because this option is checked and the agent selected is older than the latest
agent.
8. Click Save Settings.
Settings
Field Definition
Modify Global Agent Update Opens the Global Agent Update Exceptions Group and allows you to add or
Exceptions remove hosts. This group can also be modified from the Groups View. Hosts in
this group are never automatically updated.
See the Exclude Hosts From the Update section below this table.
Update Windows Agents To If enabled, Windows hosts with a Persistent Agent installed will be updated if
Version the version number on the agent currently installed is different than the version
selected in the drop-down list.
A lower agent version will not be installed unless the Allow Installation of a
Previous Version option is checked.
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Field Definition

Update macOS Agents To If enabled, macOS hosts with a Persistent Agent installed will be updated if the
Version version number on the agent currently installed is different than the version
selected in the drop-down list.
A lower agent version will not be installed unless the Allow Installation of a
Previous Version option is checked.

Maximum Global Update Attempts Number of times FortiNAC should attempt to update the Persistent Agent for
each host. If the maximum is reached and some hosts have not been updated,
use Reset Counter to clear the number of attempts for all hosts and try again.

Allow Installation Of A Previous If enabled, FortiNAC will update the agent on a host even if the installed agent
Version is a higher version than the agent selected for update.

Reset The Hosts Update Counter Clear the number of update attempts from the Host record for all hosts. This
ToO allows FortiNAC to attempt to update hosts that were not successfully updated
previously.

See the Reset Hosts That Failed To Update section above this table.

Schedule Auto-Definition Updates Allows you to schedule updates that include:
» Information on the latest antivirus definitions
e Support for new versions of antivirus
e Support for new operating system versions
¢ Any new vendor OUls released by the IEEE Standards Association
¢ New or modified custom scan options

Exclude hosts from updates

A special group, Global Agent Update Exceptions, has been created to stop selected hosts from being automatically
updated. Any host in this group is not updated. This is controlled by MAC address. If a host has more than one MAC
address, as long as any one of its MAC addresses is listed in this group the host is not updated.

The user name of the person who logs into this host displays along with the MAC address in the Group window.
However, the user name is actually ignored for update purposes. If a user logs into a second different host, the second
host is updated because none of its MAC addresses match the anything in the Global Agent Update Exceptions group.

Click System > Settings.

Expand the Persistent Agent folder.

Select Agent Update from the tree.

Click Modify Global Agent Update Exceptions.

In the Group dialog, select one or more hosts from the column on the left.

Click the right arrow in the center of the dialog to move them to the Selected Members column.
Click OK to save.

Noabkowobh-=

This group can also be modified from the Groups View.

Verify the number of updated hosts

Since hosts are only updated when they connect to the network, updating all hosts could take some time. To see how
many hosts have been updated, go to the dashboard and look at the Persistent Agent Summary panel. This displays the
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total number of hosts registered and breaks that number up into groups by version number and operating system. If the
panel is not displayed, use the Add Panel link to restore it to the dashboard.

Schedule auto-definition updates

This feature allows you to automatically update the Virus Definition or Signature information for the antivirus software
that is permitted in Scans within your endpoint compliance policies.

N ! /., When new versions of an operating system and antivirus are added using the Auto-Def
q Schedule feature, they are not automatically selected in existing scans. You must go to each
3 scan and enable the new options if you choose to scan for them.

The scans you configure with endpoint compliance specify the definition requirements for antivirus programs as well as
operating systems. The default setting for the definition version information for all supported antivirus products is
updated when the scheduled Automatic Definition Synchronizer task runs.

This task applies the update to all configured scans. The version information is maintained by Fortinet and is updated on
a weekly basis. It is recommended that this task be scheduled to run weekly. If you change the default information in a
scan for a specific operating system or antivirus software, the scheduled task will not overwrite that change.

To have the most recent version information appear in the Scan, go to the Scan containing the modified operating
system or antivirus program, deselect the program and click OK. Open the Scan again and reselect the program. Click
OK again to restore all the default settings for the selected program.

Automatic updates rely on the configuration of communications settings between the FortiNAC server and the updates
server. See System update on page 162 for information on configuring communications.

Configure Schedule

Click System > Settings.

Expand the Persistent Agent folder.

Select Agent Update from the tree.

Click Modify Schedule.

Select the Enabled check box.

Enter a name for the task in the Name field.

The Description field is optional. Enter a description of the task.

Action type and Action are pre-configured based on the task and cannot be modified.

From the Schedule Type drop down list, select either Fixed Day or Repetitive and set the day and time that the
task is to be performed.

A Fixed Day Task is one in which you schedule a task to run on a combination of days of the week and times of the
day, such as Mondays at 1:00 pm and Fridays at 10:00 am. Select the day(s) and time to run the task.

a. Click the box next to the day(s) to select the day.

b. Click the down arrows and select the hour, minutes, and AM or PM from the drop-down list for each day.
c. To enter days/times more quickly, select Set Multiple Days to set multiple days with the same time.

d. Toremove all settings, click Clear All.

11. A Repetitive Task is one that you schedule to start on a given day, at a certain time, for the number of times you
specify, such as every 10 days starting today. The repetition rate can be set to any number of minutes, hours, or
days.

© ®No b ON-=
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a. Enterthe Repetition Rate using whole numbers.

\,

S L4
9 A repetition rate of zero causes the task to run only once.

Click the down arrow and select Minutes, Hours, or Days from the drop-down list.

c. Enterthe date and time for the task to run in the Next Scheduled Time field using the format MM/DD/YY
hh:mm AM/PM Time Zone.

N ! /., The new Repetition Rate does not take effect immediately. It starts the next time the
? scheduled task runs. For the new Repetition Rate take effect immediately, click
- Update.

d. Click Update to update the Next Scheduled Time field or change the Repetition Rate.
12. Click OK.

Schedule settings

Field Definition

Remove local backups Number of days for which you would like to keep backups. Anything older than the

older than number of days entered, is removed the next time the scheduled task for backups runs.
This setting removes backup files created on the FortiNAC server before they are
copied to the remote server. Backups on the remote server are not removed.

The timing of the scheduled backup task and the age of the files that are to be removed
must be thought out carefully or you will remove all of your backups. For example, if the
remove option is set to 5 days and your backup task runs every 15 days, you may
inadvertently remove all of your backups. However, if the remove option is set to 15
days and the backup task runs every 5 days, then you would always have backup files.

Status Indicates whether the task is enabled or disabled.
Schedule Interval How often the scheduled task runs.
Next Scheduled Time The next date and time the scheduled synchronization task will run. Entered in the

format MM/DD/YY HH:MM AM/PM
Modify Schedule Allows you to modify the scheduled activity.

Run Now Runs the scheduled task immediately.

Credential configuration

Configure how credentials are verified for hosts who use the Persistent Agent.

1. Click System > Settings.

2. Do one of the following:
a. Infolder view, expand Persistent Agent and select Credential Configuration from the tree.
b. Inflatview, select Credential Configuration - Persistent Agent.
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3.

Use the table below to configure Persistent Agent Credentials and click Save Settings.

Settings

Field Definition

Enable Registration If checked, any unregistered (rogue) hosts who use the Persistent Agent will be

registered by the agent. Typically this is disabled when rogues are being registered by
the device profiler. There is a method in device profiler that detects the presence of the
Persistent Agent and can use that in combination with other criteria to register the host.

When this option is unchecked, Register as Device and Authentication Type are
disabled.

Register As Device If checked, all unregistered (rogue) hosts who use the Persistent Agent are registered

automatically when they connect to the network. Then name of the host is entered in the
ID field in the host record.

If unchecked, all unregistered (rogue) hosts who use the Persistent Agent are
presented with a login screen to enter their credentials. The credentials are verified with
the method selected in the Authentication Type field.

Authentication Type The method used to verify the user credentials for access to the network.

Method must match the "Standard User Login Type" method selected under Portal >
Portal Configuration > Global > Settings. See Configure authentication credentials.
Options:

Local - Validates the user to a database on the local FortiNAC. Use this option if you
plan to enter a list of registered users.

LDAP - Validates the user to a directory database. FortiNAC uses the LDAP protocol to
communicate to an organization’s directory.

RADIUS - Validates the user to a third party RADIUS server. For defining 3rd party
RADIUS server profiles, see Configure RADIUS settings. This option is not available for
Local RADIUS.

RADIUS/LDAP - Indicates that the user is being authenticated by a third party RADIUS
server but registered based on data in an LDAP server. If the user is successfully
authenticated by the RADIUS server but does not exist in the LDAP database,
FortiNAC will still create the user record in its own database.

Google authentication for the Persistent Agent is not supported.

Security management

Use security management to set:

The host name of the server for Persistent Agent communication.

The Host group whose members receive the host name when they connect.

Whether to require an adapter to be connected to a device managed by FortiNAC in order to communicate.
Whether display notifications will be sent to the host.

Header and footer text for the Persistent Agent authentication page.

The amount of time that a CRL will be cached before retrieving a new CRL.

Status messages in the message box on the user's desktop.

FortiNAC 9.1.0 Administration Guide
Fortinet Inc.

80



Settings

You can also enter text for other message windows generated during Registration or Scanning.

To access Persistent Agent security management, go to Security Configuration > Agent Settings > Security
Management.

Settings

Field Definition

Primary Host Name Fully qualified host name of the FortiNAC Application Server or the FortiNAC Server if
you are not using a pair. It is pushed out to the connecting host(s) to ensure that the
Persistent Agent is communicating with the correct host in a distributed environment.
In a high availability environment you must use the actual host name not the shared
host name.
This field is required for Agent Updates.

Secondary Host Name This field is displayed only in a high availability environment and is used only in a

failover situation.

Fully qualified host name of the secondary FortiNAC Application Server or the
secondary FortiNAC Server if you are not using a pair. It is pushed out to the connecting
host(s) to ensure that the Persistent Agent is communicating with the correct hostin a
distributed environment.

Use the actual host name and not the shared host name.
This field is required for Agent Updates.

Host Group for on-connect ~ When hosts in this group connect to the network, they are given this Persistent Agent

Host Name update host name for communication between the host and the Persistent Agent server.
Require Connected If enabled, the server will require one of the adapters reported by the agent to be
Adapter connected to a device managed by FortiNAC in order to communicate. This eliminates

the need to use ACLs to block access to a FortiNAC Application server when the host is
connecting on a device managed by a different FortiNAC Control server/Application
server pair.

The agent must be configured with security enabled. Requires Persistent Agent 4.0.3 or
higher.

Allowed IP Subnets When you have a client that is not detected as connected (e.g., a VPN-connected
client), the agents cannot connect to the server when the the Require Connected
Adapter option is enabled.
You can configure specific subnets to allow the server to accept connections from any
host connecting from an IP address within one of the subnets or from any connected
adapter. Any IP address that the agent connects from will be checked against these
subnets. If the IP address is within the range, it will be allowed to connect. This applies
to all hosts connecting from the specified ranges.

Expiration If enabled, the Persistent Agent uninstalls itself from the host once date and time
selected have passed.

Header This text appears at the top of all message windows generated by the Persistent Agent.

Login Prompt This text displays on the login window.
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Field Definition

Login Prompt after This text appears in the message block received when a user has not been

Authentication Failure authenticated.

User Name Label Controls the text that appears next to the User Name field on the log in window.

Password Label Controls the text that appears next to the Password field on the log in window.

Footer This text appears at the bottom of all message windows generated by the Persistent
Agent.

CRL Cache Strategy Defines the amount of time that a CRL will be cached before retrieving a new CRL.

e Expire After Next Update. This is the default setting. Retrieves a new copy of the

CRL when the date defined by the CA in the CRL has expired.

Expire After This Update. Select this option to define how long after the date
defined as This Update in the CRL when a new CRL should be retrieved. If the
number of hours entered is fewer than the This Update time interval defined in the
CRL, the CRL will be retrieved each time a scan occurs because the CRL will
appear out of date. This may cause performance issues.

Poll for Changes. Sets the time interval to download a new CRL.

Update Cache. Lets you instantly retrieve a new CRL. This can be used when a
certificate is revoked and you require a new CRL. Otherwise, the CRL is retrieved
based on the defined Cache Strategy settings.

See Certificate validation on page 461.

Agent Contact Window on The time after host connection before an agent must connect or communicate

Host Connect successfully with the server. If this time expires without the agent having
communicated, the "No Contact" flag is set and the "Persistent Agent Not
Communicating" event is generated.

Agent Contact Windowon  The time after the agent disconnects or communication is lost. If this time expires
Agent Disconnect without the host disconnecting or the agent having communicated, the "No Contact”
flag is set and the "Persistent Agent Not Communicating" event is generated.

VM Detection None. When selected, a virtual machine that connects to the network as a bridged
adapter is detected as a new device on the port.

Append to Host. When selected, the virtual machine adapters are added to the host
as additional adapters.

When a Guest VM has been appended to the host as a virtual Guest adapter, the Guest
VM will remain an adapter on that host until the Guest VM is manually deleted from the
host, even if VM Detection is changed to None or Register as New Host.

Register as New Host. When selected, the virtual machine is automatically registered
as a new host belonging to the same user as the host running the virtual machine,
allowing default registration.

VM Platform Support by OS
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Field Definition

Display Notifications

Successful Registration

Failed Registration

Platform Windows (0157 ¢ Linux

Oracle VBox Supported Supported Supported
VMware Supported Not Supported Supported
Workstation*®

VMware Fusion Not Supported Supported Not Supported

*VIX 1.5 must also be installed for Workstation Player

VMware requirements:

 Virtual machine must be configured with a bridged network adapter.

¢ VMware VIX must be installed.

¢ *VIX 1.5 must be installed for Workstation Player

¢ In %ProgramFilesx86%\VMWare\VMware VIX\vixwrapper-config.txt, set the

4th column (16.1.2 in the example below) to whichever version of workstation
or player is installed.
Example:

ws 19 vmdb 16.1.2 Workstation-12.0.0
player 19 vmdb 16.1.2 Workstation-12.0.0

Oracle VBox requirements

e Oracle VM Virtualbox must be installed.
Linux hosts must be configured to run the Persistent Agent Daemon process as the
logged on user. To configure this, go to /etc/sysconfig/bndaemon and change
DAEMON_USER from bndaemon to the current logged on user, and then restart the
daemon service.
FortiNAC will register a detected VM guest with the same registration as the VM host.
However, the VM guest will not inherit the authentication state of the VM host, and the
guest OS will be subject to any authentication policies currently in place. This means
that the guest OS may require separate authentication.

Determines whether the popup notifications from the Persistent Agent such as "VLAN
switch taking place", or "Renewing IP", will be displayed. When checked the
notifications are displayed on the host.

If unchecked, the notification fields below are hidden on this configuration view and on
the host.

This text appears in the message block received when a host has successfully
registered. If you do not enter text, the message box does not appear for successful
registrations.

This text appears in the message block received when a host has failed the registration
process. If you do not enter text, the message box does not appear for failed
registrations.
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Field Definition

Failed Scan This text appears in the message block received when a host has failed a scan. If you
do not enter text, the message box does not appear for failed scans.

Warning Message This text appears in the message block received when a host has warning messages
generated from a scan. If you do not enter text, the message box does not appear for
warning messages.

Remediation This text appears in the message block received when a host has been placed in the
Remediation VLAN. If you do not enter any text, the message box does not appear.

No Valid Network This text appears in the message block when the Persistent Agent cannot determine

Interfaces found the MAC address of the interface used to connect to the network or if the MAC address
for that interface is invalid. Default value for this field is blank. If you do not enter text,
the message box does not appear for invalid MAC addresses.

Network Change This text appears in the message block when the IP address for the host is being
Message renewed. This can happen when the host is being moved from one VLAN to another.

Configure security management properties

Click System > Settings.

Expand the Persistent Agent folder.

Select Security Management from the tree.

Use the information in the Security Management Settings table above to complete the fields.
Click Save Settings.

a b obd-=

Status notifications

Use the status notifications view to configure how users are notified of their host status when the Persistent Agent
contacts the FortiNAC server. There are two levels of notification. The first enables or disables the display of a special
icon shown in the system tray based on the state of the host. If the first level is enabled, the second level enables or
disables the display of Notification Balloons over the icon. These provide more detail to the user if there is an issue with
network access.
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Settings

Icon/Field Definition

E This icon displays in the host system tray if special icon options have been
enabled on the Status Notifications window. This icon represents the following
host states:

e Disabled

e AtRisk

¢ Pending At Risk

* Needs to Authenticate

Icon can only be disabled using administrative templates.

l | This icon displays in the host system tray. Indicates that the host has normal
' network access. If you require authentication, this icon also indicates that the user
has been authenticated.

Icon can only be disabled using administrative templates.

r | This icon displays in the host system tray. Indicates that the host has been
) disconnected from the network.

Icon can only be disabled using administrative templates.
This icon will display for Agent 3.5 and higher.
Display a special "Disabled" icon  Displays an icon in the system tray indicating that the host has been disabled and

when a host is disabled. does not have access to the network. The user must double-click on the icon or
click on the notification balloon to open a web-browser with additional information.

Display a special "At Risk" icon Displays an icon in the system tray indicating that the host has been marked At

when a host is at risk. Risk based on an endpoint compliance policy scan. The user can double-click on
the icon or click on the notification balloon to open a web-browser with additional
information.

For Persistent Agent with EasyConnect, it is recommended that you enable this
check box to display a notification balloon that allows the user to access the web
page to register upon failure to connect.

Display a special "Needs to Displays an icon in the system tray indicating that the user on this host has not
Authenticate" icon when a host been authenticated. The user can double-click on the icon or click on the
needs to authenticate. notification balloon to open a login window.

Display a normal icon when host  Displays an icon in the system tray indicating that the host has normal network

returns to normal. access and there are no issues.

Provide a Log Off functionality Allows authenticated users to log off the network by right-clicking the Persistent
from the tray icon for Agenticon and selecting Log Off the Network from the pop-up menu. This does
authenticated hosts. not log the user out of Windows.

Display a special "Pending At Displays an icon in the system tray indicating that the host has been marked
Risk" icon when a host is pending Pending At Risk based on an endpoint compliance policy scan that has delayed
at risk. remediation enabled.

The user can double-click on the icon or click on the notification balloon to open a
web-browser with additional information.
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Icon/Field Definition

See Delayed remediation on page 388.

Display a special "Disconnected" Displays an icon in the system tray indicating that the host has been disconnected

icon when a host is from the network.

disconnected. Requires Agent 3.5 or higher.

Display a Notification Balloon This option is provided for each icon and is available only when the Display Icon
with content. option above it has been enabled. If Notification Balloons are enabled enter the

text you would like the user to see in a balloon when his host status changes.
Balloons follow the Windows standards as far as the amount time they are
displayed and disappearing when they are clicked. When a balloon is clicked it
takes the user to either a web-browser with additional information or a login
window.

Transport configurations

Packet Transport Configurations define the methods of communication available between FortiNAC and the Persistent
Agent. Each Packet Transport Configuration is defined with a unique Name and a unique combination of Bind Address,
Port, and Transport Type. If no Bind Address is specified, all addresses are bound for the supplied Port. The supplied
port must be in the range of 1024 to 49151 and not already in use by another service within the operating system. If the
Transport Type is TCP, a TLS Service Configuration must be defined to secure the communication. Changes made to
Packet Transport Configurations do not take effect immediately. The enabled configurations will begin listening when the
Persistent Agent services are reloaded or FortiNAC is restarted.

TLS Service Configurations define the certificate, TLS Protocols, and Ciphers used for secure communication. The
certificate can be uploaded using the certificate Management view. By checking "Automatically Update Ciphers and
Protocols on Upgrade," the settings for both Ciphers and TLS Protocols will become managed by FortiNAC. Upon
upgrade, the system will automatically configure the TLS Service Configuration to the latest recommended Ciphers and
Protocols.

Packet transport settings

Field Definition

Enabled If true, a listener will be created for this configuration on the next load of the Persistent Agent
services.

Name Unique name used to identify the configuration.

Bind Address An optional IPv4 or IPv6 to use when listening for packets. If no address is provided, all

addresses are used.

Port The port this configuration should open a socket using. System and Dynamic ports may not
be used. Valid values are in the range of 1024 to 49151.

TLS Configuration The selected configuration for security communication with the Persistent Agent. Only TCP
transports use a TLS configuration.
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Field Definition

Transport Type The communication protocol, either TCP or UDP, to use when communication with the
Persistent Agent.

Maximum Incoming The maximum number of unprocessed packets from the Persistent Agent to retain. Any

Packets to Queue packets received while the queue is full will be discarded.

Read Idle Timeout The maximum amount of time, in seconds, without receiving from the agent before closing the
connection.

Write Idle Timeout The maximum amount of time, in seconds, before the server will send a packet to the agent to

ensure the connection is still open.

Use Native Transport Use native libraries for Sockets and TLS when possible. Enable this experimental feature only

(Experimental) if recommended.
Last Modified By User name of the last user to modify the configuration.
Last Modified Date Date and time of the last modification to this configuration.

Right click options

Modify Modify the selected Packet Transport Configuration.
Delete Deletes the selected Packet Transport Configuration.
Reload Services Closes any existing sockets in the Persistent Agent server and creates a new series of

sockets using the enabled Packet Transport Configurations. All unprocessed packets in the
existing queues are dropped, allowing the Persistent Agent server to resume communication
from a clean state.

Show Audit Log Opens the admin auditing log showing all changes made to the selected item.
For information about the admin auditing log, see Audit Logs on page 762.

sy
‘9' You must have permission to view the admin auditing log. See Add an
|| administrator profile on page 595.

TLS service settings

Field Definition

Automatically Update If true, the settings for both Ciphers and TLS Protocols will become managed by FortiNAC.

Ciphers and Upon upgrade, the system will automatically configure the TLS Service Configuration to the
Protocols on latest recommended Ciphers and Protocols.

Upgrade

Name Unique name used to identify the configuration.

Ciphers The Cipher Suite to use when encoding messages using TLS. At least one Cipher must be

selected. Ciphers must be supported by both client and server, so disabling Ciphers may
prevent some Persistent Agents from communicating.
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Field Definition

TLS Protocol The list of TLS Protocols to allow by the server. At least one TLS Protocol must be selected.

TLS Protocols must be supported by both client and server, so disabling Protocols may
prevent some Persistent Agents from communicating.

Certificate Alias Select the certificate to use when securing communication. Certificates may be uploaded

using the certificate management view.
See Certificate management on page 95.

Last Modified By User name of the last user to modify the group.

Last Modified Date Date and time of the last modification to this group.

Right click options

Modify Modify the selected TLS Service Configuration.
Delete Deletes the selected TLS Service Configuration.
In Use Provides a list of Packet Transport Configurations that currently reference the selected TLS

Service Configuration.

Show Audit Log Opens the admin auditing log showing all changes made to the selected item.

For information about the admin auditing log, see Audit Logs on page 762.

Ay
‘?' You must have permission to view the admin auditing log. See Add an
- administrator profile on page 595.

Add or modify packet transport configuration

o gk wbhN-=

7.

Click System > Settings.

Expand the Persistent Agent folder.

Select Transport Configuration from the tree.

To modify a record: Select a Packet Transport Configuration record from the table and click Modify.
To add a new record: Click Add at the bottom of the upper panel.

Use the Settings for the Persistent Agent Transport Configuration topic to enter the Packet Transport Configuration
information.

Click OK to save.

After adding or modifying a Packet Transport Configuration, the services will continue to use the previous configuration
until a reload is requested or FortiNAC is restarted.

Delete packet transport configuration

P obh-=

Click System > Settings.

Expand the Persistent Agent folder.

Select Transport Configuration from the tree.

Select a Packet Transport Configuration record from the table
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5. Click Delete at the bottom of the panel.
6. Click Yes on the confirmation message.

Add or modify TLS service configuration

o gk wbhN-=

7.

Click System > Settings.

Expand the Persistent Agent folder.

Select Transport Configuration from the tree.

To modify a record: Select a TLS Service Configuration record from the table and click Modify.
To add a new record: Click Add at the bottom of the lower panel.

Use the Settings for the Persistent Agent Transport Configuration topic to enter the TLS Service Configuration
information.

Click OK to save.

After adding or modifying a TLS Service Configuration, the Packet Transport Configuration services will continue to use
the previous configuration until a reload is requested or FortiNAC is restarted.

Delete TLS service configuration

2B

Click System > Settings.

Expand the Persistent Agent folder.

Select Transport Configuration from the tree.

Select a TLS Service Configuration record from the table
Click Delete at the bottom of the panel.

If one or more Packet Transport Configurations are associated with the TLS Service Configuration, you will not be
able to delete it.

Click Yes on the confirmation message.

USB detection

The USB Detection view allows you to configure FortiNAC to be notified in the event that a USB device was plugged into
a host on the network. When a USB drive is detected, FortiNAC events can be mapped to alarms to specify an action
based on the host where the USB drive is connected. You can also indicate which drives should be ignored by the
system, regardless of the hosts they are connected to.

This feature requires Agent 3.3 or higher. This feature is only supported on Windows hosts.

Settings
Icon/field Definition
Enable USB Detection When enabled, if a USB drive is plugged into a host, the agent will detect the USB
drive and notify FortiNAC.
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Icon/field Definition

Prevent Detection on Host Group  Select the host group where you wish to prevent USB detection. If the USB
connects to a host within the selected host group, the USB is ignored and no
eventis generated. Click the Add icon to add a group. Click the Modify icon to
modify the selected group.

Event to alarm mappings

USB Drive Detected Allows user to configure an event to alarm mapping for when the USB drive is
present when the agent is started.

USB Drive Added Allows user to configure an event to alarm mapping for when the USB drive is
added while the agent is running.

USB Drive Removed Allows user to configure an event to alarm mapping for when the USB drive is
removed while the agent is running.

Allow USB drives

Name The name of the USB drive.

Device ID The Device ID for the USB drive from the registry key.
Device Class The Device Class for the USB drive from the registry key.
Friendly Name The Friendly Name for the USB drive from the registry key.

Right click options

Delete Deletes the selected USB drive.
Modify Opens the Modify Allowed USB Drive dialog.
Show Audit Log Opens the admin auditing log showing all changes made to the selected item.

For information about the admin auditing log, see Audit Logs on page 762.

Al
‘9' You must have permission to view the admin auditing log. See
- Add an administrator profile on page 595.

Buttons

Export Exports the data displayed to a file in the default downloads location. File types
include CSV, Excel, PDF, or RTF. See Export data on page 629.

Save Settings Click to save the USB detection settings.

Add/modify an allowed USB drive

Click System > Settings.

Expand the Persistent Agent folder.

Select USB Detection from the tree.

Click Add or select an existing USB drive and click Modify.

o o0N-=

Enter the name for FortiNAC to use to identify the USB drive that is being allowed.
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6. Run regedit.exe to access the registry key.
7. Expand HKEY LOCAL MACHINE>SYSTEM>

CurrentConErolSeE>Enum>USBSTOR

If CurrentControlSet is not available, you can also find USBSTOR in ControlSet001.
8. Expand the folder for the device containing the information you wish to add or modify, and click the key.

4. | USBSTOR

d- , Disk&Ven_Staples&Prod_Relay UFDE&Rev_1.12
Jl J E{HJE?AEEAB'DEDEF'DSMC&M

The key values appear.

MName Type Data

ab| (Default) REG_SZ (value not set)

13| Capabilities REG_DWORD 0x00000010 (16)

ab| ClassGUID REG_SZ {4d36e967-2325- 11ce-bfc1-08002be10318}

ab| CompatiblelDs REG_MULTI_SZ USBSTOR\Disk USBSTOR\RAW GenDisk

we| ConfigFlags REG_DWORD 0x00000000 (0)

ab| ContainerlD REG_SZ {87d86d3f-e78a-5113-99fd-57126daaaafd}

ab| DeviceDesc REG_SZ @disk.inf, %disk_devdesc;Disk drive

ab| Driver REG_SZ {4d36e967-325- 11ce-bfc1-08002be10318N0001

ab| FriendlyMName REG_SZ Staples Relay UFD USB Device

ab| HardwarelD REG_MULTI_SZ USBSTOR\DiskStaples_Relay UFD____ 1.18 USB5T...
ab| Mfg REG_SZ @disk.inf, %genmanufacturer®s; (Standard disk driv...
ab| Service REG_SZ disk

The asterisk (*) wildcard can be used at the beginning and end of all values you enter.
9. Enter the following values from the registry key:

» Device ID: The first value from the Hardware ID key as defined in the Registry entry for the USB device in:
HKEY_LOCAL_MACHINE>SYSTEM>CurrentControlSet>Enum>USBSTOR (e.g., UBSTOR\DiskStaples_
Relay_UFD 1.18).

» Device Class: The value from the Class key as defined in the Registry entry for the USB device in HKEY
LOCAL MACHINE>SYSTEM>CurrentControlSet>Enum>USBSTOR

If the class value is empty or is not present in the registry, leave the Class field blank. Otherwise, the rule will
not match and an event will be generated.

« Friendly Name: The value from the friendly name key as defined in the registry entry for the USB device in
HKEY LOCAL MACHINE>SYSTEM>CurrentControlSet>Enum>USBSTOR

10. Click OK.

Import allowed USB drives

You can import multiple USB drives at a time to the list of Allowed USB drives.

Click System > Settings.

Expand the Persistent Agent folder.
Select USB Detection from the tree.
Click Import.

Enter the Name, Device ID, Device Class, and Friendly Name for each USB drive you wish to import in the specified
format.

6. Click OK.

a0 bd-=
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Delete an allowed USB drive

Select System> Settings.

Expand the Persistent Agent folder.

Select USB Detection from the tree.

Select a USB drive in the Allowed USB Drives list, and click Delete.
A confirmation message is displayed. Click Yes to continue.

o wDb =

Security

Security groups together options for SSL certificates.

Option Definition

Portal SSL Enable and disable SSL Security, generate a certificate request and upload certificates
from a third party CA.

See Portal SSL on page 92.

Certificate Management Provides the ability to manage certificates with different encoding schemes and file
formats. See Certificate management on page 95.

Portal SSL

SSL Security allows you to enable and disable SSL Security, and enter the fully qualified host name.

Using a valid SSL certificate for captive portal security will not completely eliminate certificate errors, as you might wish.
For example, if the host requests secure access using a URL such as https://www.google.com, the request will be
redirected to the captive portal for FortiNAC as https. This maintains the https security level, but ultimately the certificate
name will not match (the request will be for google.com and the response will be from FortiNAC's address) so there is a
trust mismatch and the host will translate this to a possible hijacking attempt.

Alternately, if the host requests secure access using a URL, such as https://www.google.com, and if FortiNAC did not
maintain the security level of HTTPS and returned HTTP instead, this would lead to an encryption error because the
request was HTTPS and the response was http.
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Settings
Field Definition
SSL Mode Determines how the web traffic is directed when it reaches the captive portal. The
available settings are:
¢ Valid SSL Certificate: Directs web traffic from port 80 to port 443 and presents a
CA-signed SSL certificate to the user.
» Self-Signed SSL Certificate: Directs traffic from port 80 to port 443 and presents
a self-signed SSL certificate to the user.
e Disabled: Directs all traffic to port 80.
Enable Shibboleth Enables the use of the Shibboleth Apache module if it has been configured on the

Integration with mod_shib FortiNAC Server or Application Server.
This field does not display if Shibboleth is not configured on the server.

The file HTTPAuthSMAAuthenticate.jsp does not need to exist on a system that is
configured correctly to interact with Shibboleth. The FortiNAC tom-cat portal is
configured to map requests with URIs that include
"lcommon/HTTPAuthSMAAuthenticate.jsp" to /common/SMAAuthenticate.jsp.

fully qualified Host Name The fully qualified name of this appliance. If you have a FortiNAC Control Server and a
FortiNAC Application Server pair, enter the fully qualified name of the FortiNAC
Application Server.

Configure SSL security

There are two types of certificates used for the captive portal:

« Valid SSL Certificate: Issued by a CA
« Self-Signed SSL Certificate: generated by the FortiNAC.

These options control the security level of the portal used for registration, remediation, authentication, dead end, and
quarantine contexts.

The web server listens on port 80 and port 443 for web traffic coming into the portal. The SSL Mode setting determines
how the web traffic is directed when it reaches the captive portal. The available settings are:

« Valid SSL Certificate: Directs web traffic from port 80 to port 443 and presents a CA signed valid SSL certificate to
the user. The certificate should be in PEM format.

» Self-Signed SSL Certificate: Directs traffic from port 80 to port 443 and presents a self-signed SSL certificate to
the user.

» Disabled: Directs all traffic to port 80.

If you choose to use the valid SSL certificate option you must obtain a certificate from a signing authority, such as,
VeriSign. Until you have received your certificate, you can either use a self-signed SSL certificate or set the SSL option
to Disabled. When you have received the certificate, you must upload it to the web server.

Disable SSL mode

SSL Mode can be disabled if necessary. All web traffic coming to the captive portal will be directed to port 80.
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1. Select Portal > Portal SSL.
2. Inthe SSL panel select Disabled from the drop-down menu in the SSL Mode field.
3. Click Save.

Apply a self-signed certificate

Self-signed certificates can be used to secure the captive portal and to secure communication between some Agents
and the FortiNAC server until you purchase a Valid Third Party SSL certificate.

A\,

~ P All Mobile Agents and all Agents that are Version 3.x or higher require the use of a Valid Third
q Party certificate. A self-signed certificate cannot be used if any of these agents have been
= deployed.
NP Do not click Generate CSR to create a self-signed certificate if you have already generated a
‘?' request for a Valid Third Party SSL certificate from a CA. That process created a self-signed
- certificate on the FortiNAC server. Clicking Generate CSR again creates a new private key

that will not match the certificate returned from the CA.

Use the existing self-signed SSL certificate

If you have generated the private key and the certificate request to obtain a certificate from a CA, a self-signed SSL
certificate was generated at the same time. Use the self-signed certificate until the valid SSL certificate is returned from
the CA.

1. Select Portal > Portal SSL.

2. Inthe SSL panel select Self-Signed SSL Certificate from the drop-down menu in the SSL Mode field.

3. Click Save Settings.

Generate a new self-signed SSL certificate

If you have never requested a certificate from a Certificate from a CA and you would like to use a self-signed certificate to
secure the portal, follow the instructions below:

1. Navigate to Portal > Portal SSL

2. Inthe SSL panel enter the fully qualified Host Name.

3. Click Generate CSR .
4

Enter the information for the Certificate in the dialog box. The Common Name must exactly match the name
entered on the General tab.
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Generate CSR [ x|

Specify the information to use for your Certificate Signing
Request.

Common Name (The fully gualified host name)
|qa2EIB.net-NDrks.c:um

Crganization
|Neighburhoud Grocery Store |

Organizational Unit
|Finan|:e Departrment |

Locality (City)
hManchester |

State / Province

[NH |
2 Letter Country Code

us |

5. Click OK.
The Success dialog appears with the private key and the certificate request.

6. Click Close on the Success dialog.
7. Click Save Settings.

Apply a third-party SSL certificate

To secure the admin Ul with a trusted SSL certificate, see SSL certificates on page 466.

SSL certificates for servers in an L3 HA environment

In an L3 HA environment redundant servers are on separate subnets, they do not share an IP address nor do they share
a host name. If you need to secure the captive portal or agent server communications in such an environment, there are
two options.

Wild card certificates can be used in a high availability environment and the appropriate files will be replicated from the
Primary to the Secondary server. Using a wild card certificate only the domain name is used and that portion of the fully
qualified host name is the same for all servers, such as *.example.com.

However, in a high availability configuration where primary and secondary servers are on separate subnets (L3 HA) and
you do not wish to use a wild card certificate, you must request and import a separate certificate with the fully qualified
host name of each FortiNAC Server or FortiNAC Application server.

Certificate management

Certificate management provides users with the ability to manage certificates with different encoding schemes and file
formats. The certificate management view shows the certificates that are currently installed on FortiNAC. Users can
create and install server certificates for the admin Ul.

High availability is not automatically supported at this time. To add certificates to a secondary appliance, you must fail
over and configure certificates through the admin Ul on that appliance.
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Settings

Field Definition

Add Filter Allows you to select a field from the current view to filter information. Select the field from
the drop-down list, and then enter the information you wish to filter. See Filters on page 11.

Update Displays the filtered data in the table.

Certificate Target The component where the certificate is applied.

Alias Indicates how the certificate is stored in the underlying Keystore.

Issued To The server that received the certificate. Displays information entered when generating the
CSR.

Issued By The CA that issued the certificate.

Expiration The date when the certificate expires and a new certificate is required.
Users can map events to alarms when the certificate will expire or has expired. See Map
events to alarms on page 803.

Export Exports the data displayed to a file in the default downloads location. File types include
CSV, Excel, PDF, or RTF. See Export data on page 629.

Buttons

Generate CSR Opens the Generate CSR window to enter the CSR details.

Upload Certificate Opens the Upload Certificate window to find and select the key and certificate.

Details Opens the details and private key information for the selected target.

Obtaining a certificate from a CA

If you do not already have a certificate, you must obtain a certificate from a Certificate Authority (CA). FortiNAC does not
have the ability to issue certificates.

To obtain a valid third party SSL certificate from a CA, you must generate a CSR and send it to the CA.

1. Go to Security Configuration > Certificate Management

2. Click Generate CSR.

3. Select the certificate target to which the certificate will be applied.
o Admin Ul: Administration Ul

« Local RADIUS Server (EAP): For use when FortiNAC is acting as the 802.1x EAP termination point. For
details see Local RADIUS Server.

» Persistent Agent: Persistent Agent communications.
« Portal: Captive portal and Dissolvable Agent communications.

« RADIUS Endpoint Trust: Endpoint Trust Certificate used by FortiNAC to validate the client-side certificate
when Local RADIUS Server is configured and EAP-TLS is used for authentication. For details see Local
RADIUS Server.

4. Enterthe Common Name. This is the hostname to be secured by the certificate. If generating a wildcard CSR,
enter the desired domain specifying the wildcard in the Common Name field (Example: *.example.com).

5. Enter the Subject Alternative Names (leave blank if not requesting a SAN certificate). Click Add to enter each
additional hostname and/or IP address.
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6.

10.

Enter the remaining information for the certificate in the dialog box:

« Organization: The name of the server's organization.

« Organizational Unit: The name of the server's unit (department).

« Locality (City): The city where the server is located.

« State/Province: The state/province where the server is located.

e 2 Letter Country Code: The country code where the server is located.
Click OK to generate the CSR.
Copy the section with the certificate request to include the following:

Paste it into a text file, and save the file with a .txt extension. Note the location of this file on your PC. Make sure
there are no spaces, characters, or carriage returns added to the certificate.

Send the certificate file to the CA to request a valid SSL certificate.

Important Notes:

» Do not click OK in the Generate CSR screen after saving the certificate file and sending to the CA. Each time OK is

clicked on the Generate CSR screen, a new CSR and private key are created, overwriting any previous private key.
Consequently, if a certificate file has been submitted to the CA, and OK has been clicked since the original
certificate was generated, the returned certificate will not match the current private key, and a new request will have
to be issued and sent to the CA.
Not all certificate Authorities ask for the same information when requesting a certificate. For example, some CA's
ask for a server type (Apache, etc) while others do not. FortiNAC requires a non-encrypted certificate in one of the
following formats:

« PEM

« DER

o PKCS#7

- P7B
This will allow the certificate to be applied to any of the desired components.

If the certificate is in PEM format, opening the certificate in a text editor should look something like the following
format:

fikghwjernlsfuigylerkjlkfjnu23jnlkijbliuSghlokh4
fikjlkfjnu23jnlkjbliuSghl6khkghwjernlsfuigylerd
ghwjernlsfuigylerkjlkfjnu23jnlkjbliubfjkghl6ekh4

————— END CERTIFICTATEl-----

————— BEGIN CERTIFICATE2----

fjkghwjernlsfuigylerkjlkfjnu23jnlkjbliuSghlékh4
fjkjlkfjnu23jnlkjbliuSghl6khkghwjernlsfuigyler4
ghwjernlsfuigylerkjlkfjnu23jnlkibliu5fjkghlékh4

————— END CERTIFCATE2-----

Certificate requests generated on FortiNAC use the SHA1 RSA encryption signature. However, certificates with

SHA2 encryption can be requested using this CSR.

Upload the certificate

Upload the valid SSL certificate to the appliance when the certificate file is returned from the CA. Certificate files can be
returned to you in one of several configurations. Depending upon the CA, one or multiple certificate files may be
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returned.

1.

Save the file(s) received from the CA to your PC.

2. Select Security Configuration > Certificate Management
3.
4. Select the certificate target to which the certificate will be applied.

Click Upload Certificate.

o Admin Ul: Administration Ul

« Local RADIUS Server (EAP): For use when FortiNAC is acting as the 802.1x EAP termination point. For
details see Local RADIUS Server.

» Persistent Agent: Persistent Agent communications.

« Portal: Captive portal and Dissolvable Agent communications.

« RADIUS Endpoint Trust: Endpoint Trust Certificate used by FortiNAC to validate the client-side certificate

when Local RADIUS Server is configured and EAP-TLS is used for authentication. For details see Local
RADIUS Server.

Do one of the following:
« Select Use Private Key from Last Generated CSR to use the key from the most recent CSR for the selected
target.

« Select Reuse Private Key from Existing Certificate to use the private key for the certificate currently in use.
This option is for renewing an existing installed certificate.
» Select Upload Private Key to upload a key stored outside FortiNAC. Click Choose to find and upload the
private key.
Click Choose File to find and select the certificate to be uploaded. Users can also upload CA certificates and CA
bundles.
Upload any relevant intermediate certificate files needed for the creation of a complete certificate chain of authority.
The CA should be able to provide these files. Without a complete certificate chain of authority, the target
functionality may produce error/warning messages.
Click Add Certificate if multiple certificates were returned. Use this to enter each additional certificate file.
Click OK.

Copying a certificate to another target

If the certificate is intended to be used for multiple targets, copy the certificate to the new target:

P obh-=

Highlight the target with the desired certificate installed.
Click Copy Certificate.

Select the new target from the drop-down menu.

Click OK.

Activating certificates

Certificates for the administrator Interface and Persistent Agent are activated automatically upon installation. No further
action is required.

To begin using the certificate when connecting to the Portal, do the following:

1.
2,
3.

Navigate to Portal > Portal SSL
In the SSL Mode field, select Valid SSL Certificate.
Click Save Settings (this may take several minutes).
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View the details and private key information for a certificate

Users can view the certificate details and private key information for the selected target.

Details || Frivate Key |

Certificate Details (Portal)

Certificate Hierarchy: [— 0a228. bradfordnetworks.com v |

SHA1 Fingerprint
Serial Mumber
Signature Algorithm
Subject

Type

sage

Valid From

Valid To
1

Mame Value

[ldap:.ffCM=agent-AD-

CRL URIs CA CH=ad CN=CDPF CM=Fublici20Key%20Services, CN=Szemnices, CN=Configuration. D C=ags
cerificateRevocationList?base?objectClass=cRLDistributionPoint, htip:/fad.agent test'CertEnrc

Extended Usage Server Authentication[1.3.6.1.5.5.7.3.1]

|ssuer CM=agent-AD-CA, DC=agent, DC=test
|dap:/fCN=agent-AD-

Issuer Cerfificate CA CH=AIA CM=Public%:20Key%205ervices CH=Senices, CN=Configuration, DC=agent DC=t:
hase?objectClass=certificationAuthority

QCSP URI hitpzifad.agent test/CertEnrollad. agent test_agent-AD-CA(1).crt
Sun RSA public key, 1024 bits modulus:

Public Key 9024535456177543240091391080952868082007 169345752631779188870198041607576 744

public exponent. 65537

cfcO0dad 07 54b02ece2d c7 75 21 a8 a4 Ga dfcd 25 20

1b 1f 76 7d 00 01 00 00 00 1f

SHATwiIthRSA

CN=ga228 bradfordnetworks.com, OU=Dept A, O=Bradiord Metworks, L=Concord, ST=New H:
X600

Digital Signature Key Encipherment

917114 944 AM

91616 9:44 AM

F

Export to: g = | A

Close

1. Click Security Configuration > Certificate Management

2. Click Details.

System communication

System Communication groups together features that allow FortiNAC to communicate with other devices or to send
email and SMS messages to administrators and network users.

Option Definition

Email Settings

Log Receivers

Enter settings for your email server. This allows FortiNAC to send email to
Administrators and network users.

See Email settings on page 100.

Configure a list of servers that to receive event and alarm messages from FortiNAC.

See Log receivers on page 101.
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Option Definition

MDM Services Configure one or more Mobile Device Management (MDM) servers that integrate with
FortiNAC.

See MDM services on page 103.

Mobile Providers Displays the default set of Mobile Providers included in the database. FortiNAC uses
the Mobile Providers list to send SMS messages to guests and administrators . The list
can be modified as needed.

See Mobile providers on page 106.

Patch Management The Patch Management feature allows integration with Patch servers such as BigFix or
PatchLink.

See Patch management on page 108.

Proxy Settings Configure FortiNAC to direct web traffic to a proxy server in order to download OS
updates and auto-definition updates.

SNMP Set the SNMP protocol for devices that query FortiNAC for information. It is also used to
set the SNMP protocol to accept SNMPV3 traps that register hosts and users.

See SNMP on page 114.

Syslog Files Syslog Files that you create and store are used by FortiNAC to parse the information
received from these external devices and generate an event. The event can contain any
or all of the fields contained in the syslog output and can be mapped to an Alarm and an
Alarm action.

See Syslog management on page 119 and Map events to alarms on page 803.

Security Event Parsers Customize parsing of syslog messages for generating security events.
See Security event parsers on page 126

Trap MIB Files Enter configurations to interpret SNMP trap MIB information sent from a device and
associate it with events and alarms in FortiNAC.

See Trap MIB files on page 129 and Map events to alarms on page 803.

Threat Analysis Engines Configure Threat Analysis Engines to be used when applications are submitted via an
agent to FortiNAC.
Vulnerability Scanners Configure and manage the connection to a vulnerability scanner, allowing FortiNAC to

request and process scan results.
See Vulnerability scanner on page 131.
Security Fabric Connector ~ Provides the ability to register FortiNAC in the Security Fabric Tree. Once registered,
FortiNAC is visible in the Security Fabric Topology view on FortiOS products.
See Security Fabric Connection on page 136

Email settings
1. Click System > Settings.

2. Expand the System Communication folder.
3. Select Email Settings from the tree.
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4. Use the table below to enter the necessary settings.
5. Click Save Settings.

Settings

Field Definition

Email Server Server used to send email notifications.

Sender Email Email address that appears as the sender in email sent from FortiNAC. You may want
to configure an alias for this email address to better inform the recipient that the
message is being sent from FortiNAC.

Authentication If enabled, you must enter the user name and password for the email account used as
the sender account.

User Name User Name for the email account used as the sender account.

Password Password for the email account used as the sender account.

Port Port used for communication with the email server. This must match the port setting on
the email server itself.

Connection Security Used to encrypt email communication between the FortiNAC server and the email
server. This setting must match the setting configured on your email server. Options
are: None, SSL/TLS or STARTTLS.

Advanced When enabled, displays the SMTP Timeout and SMTP Connection Timeout fields.

SMTP Timeout Defines how long FortiNAC will wait if the flow of data has stalled before it fails.

SMTP Connection Timeout Lets you define the amount of time allowed to connect to the email server before it fails.

Test Email Settings Send a test message to the email address entered in the test settings.

Log receivers

Event and Alarm records may be stored offline on another host. The events and alarms are forwarded by using either a
Syslog message or an SNMP Trap. See Log events to an external log host on page 774 and Map events to alarms on
page 803 for more information. The host may be either an SNMP Trap receiver or a Syslog server. Use the Log
Receivers view to add, modify, and remove external log hosts.

Add a log host server

Click System > Settings.

In the tree on the left select System Communication > Log Receivers.
Click Add to add a log host.

Select the type of server.

Enter the IP address of the server.

Enter the configuration parameters for the type of log host. The standard port information for each host type is
automatically entered. See the table below for detailed information on each type of server.

7. Click OK.

o ahwbhd-=
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Settings

Field Definition

Type Type of server that will receive Event and Alarm messages. Options include: Syslog
CSV, SNMP Trap, and Syslog Command Event Format (CEF).

IP address IP address of the server that will receive Event and Alarm messages.

Port Connection port on the server. For Syslog CSV and Syslog CEF servers, the default =
514. For SNMP Trap servers the default =162

Facility Displays only when Syslog is selected as the Type. Allows you to configure the
message type. The default is 4. Options include:

¢ 0 kernel messages

¢ 1 user-level messages

* 2 mail system

e 3 system daemons

¢ 4 security/authorization messages

¢ 5 messages generated internally by syslogd

* 6 line printer subsystem
¢ 7 network news subsystem
¢ 8 UUCP subsystem
¢ 9clock daemon
* 10 security/authorization messages
e 11 FTP daemon
¢ 12 NTP subsystem
¢ 13 log audit
¢ 14 log alert
* 15 clock daemon
¢ 16 local use O (local0
e 17 local use 1 (local1
* 18local use 2 (local2
¢ 19local use 3 (local3
¢ 20local use 4 (local4
e 21local use 5 (local5
e 22local use 6 (local6

(

vvvvvvvv

e 23localuse 7 (local7

Security String Displays only when SNMP is selected as the Type. The security string sent with the

Event and Alarm message.

Modify connection information

1. Click System > Settings.

2. Inthe tree on the left, select System Communication > Log Receivers.

3. Selectalog receiver from the list and click Modify.
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4. Edit the log host information.
5. Click OK.

Delete an external log host

Click System > Settings.

In the tree on the left select System Communication > Log Receivers.
Select a Log Receiver from the list and click Delete.

Click Yes on the confirmation message.

P obh-=

Email/SMS Message Templates

This tool allows the creation of customized message templates that are sent to notify the sponsor of incoming requests.

Steps:

Navigate to System > Settings > System Communication > Email/SMS Message Templates
Select Add to create a new template or Modify to edit an existing template.

Enter a Template Name and Email Subject.

Enter an HTML message in the Message field

Click OK.

Navigate to Portal > Portal Configuration > Self Registration Login

Select the template to use under Sponsor Message Template

Nooahsobdb-=

MDM services

MDM Services allows you to configure the connection or integration between FortiNAC and a Mobile Device
Management (MDM) system. FortiNAC and the MDM system work together sharing data via an API to secure the

network. FortiNAC leverages the data in the MDM database and registers hosts using that data as they connect to the
network.

A\,

b ] L4
? Proxy communication is not supported.

Supported vendors

For more information about supported vendors, refer to the appropriate reference manual in the the Fortinet
Documentation Library:

 Fortinet EMS: FortiClient EMS Device Integration
« All others: Third Party MDM Device Integration
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Settings

Field Definition

MDM Vendor Name of the vendor of the MDM system.

Name Name of the connection configuration for the connection between an MDM system and
FortiNAC.

Request URL The URL for the API to which FortiNAC must connect to request data. This will be a
unique URL based on your MDM system.

Identifier A type of key used to identify FortiNAC to the MDM server. This field is not required for
all MDM products.
In the case of AirWatch, this is the API Key generated during the AirWatch
Configuration. An API key is a unique code that identifies the FortiNAC server to
AirWatch and is part of the authentication process for AirWatch.

Application ID Enter the application ID.

Platform ID Enter the platform version number.

Application Version Enter the application version number.

Access Key Enter the application access key (API key).

Enable Delegated If enabled, API permissions are delegated by a signed-in user. When disabled, API

Permissions permissions are configured and granted in the MDM application registration portal
(recommended configuration).
Note: Existing MS Intune connectors created prior to versions 9.1.6/9.2.3/9.4.0 will have
this setting enabled.

User ID User name of the account used by FortiNAC to log into the MDM system when
requesting data.

Password Password for the account used by FortiNAC to log into the MDM system when
requesting data.
This field displays only when adding a new MDM connection configuration. It is not
displayed in the table of MDM servers.

Poll Interval Indicates how often FortiNAC should poll the MDM system for information.

Last Poll Date and time of the last poll.

Last Successful Poll Date and time of the last poll that successfully retrieved data.

Create Date Date that this connection configuration was set up.

On Demand If enabled, when an unknown host reaches the captive portal, FortiNAC queries the

Registration MDM server for information about that host. If the host exists in the MDM server, it is
registered in FortiNAC using the data from the MDM server.
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Field Definition

Revalidate Health Status If enabled, when the host connects to the network FortiNAC queries the MDM server to

On Connect determine if the host is compliant with MDM policies. This setting is disabled by default.
When enabled, the MDM may not be able to manage the rate of queries from FortiNAC,
causing performance issues. Instead of enabling Revalidate Health Status On Connect,
you can enable automatic registration polling to occur once a day, which will also
retrieve Health Status, but with less frequency.

Remove Hosts If enabled, when FortiNAC polls the MDM server it deletes hosts from the FortiNAC
database if they have been removed or disabled on the MDM server.

Update Applications If enabled, when FortiNAC polls the MDM server it retrieves and stores the Application

Inventory for hosts that are in the FortiNAC database. This setting is disabled by default.

When enabled, the MDM may not be able to manage the rate of queries from FortiNAC,
causing performance issues.

Last Modified By User name of the last user to modify the connection configuration.
Last Modified Date Date and time of the last modification to this connection configuration.

Right click options

Delete Deletes the MDM Service.

Modify Opens the Modify MDM Service dialog.

Poll Now Polls the MDM server immediately.

Show Audit Log Opens the admin auditing log showing all changes made to the selected item.

For information about the admin auditing log, see Audit Logs on page 762.

Al
‘Q' You must have permission to view the admin auditing log. See Add
- an administrator profile on page 595.

Test Connection Tests the connection between the selected MDM server and FortiNAC. Error messages
indicate which fields are missing or incorrect.

Buttons

Add Opens the Add MDM Service dialog.

Modify Opens the Modify MDM Service dialog.

Export Exports the data displayed to a file in the default downloads location. File types include
CSV, Excel, PDF, or RTF. See Export data on page 629.

Test Connection Tests the connection between the selected MDM server and FortiNAC. Error messages
indicate which fields are missing or incorrect.

Poll Now Polls the MDM server immediately.
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Add or modify MDM service

1. Click System > Settings.

2. Expand the System Communication folder.

3. Select MDM Service from the tree.
a. To modify a record: Select a MDM Service record from the table and click Modify.
b. To add a new record: Click Add at the bottom of the window.

4. Use the settings for the MDM Services to enter the MDM Service information.

5. Click OKto save.

When integrating an MDM with FortiNAC, if there is more than one FortiNAC with an NCM, the
MDM can be configured on the NCM which will result in all hosts polled from the MDM being
propagated to all of the FortiNAC servers. If it is only desired to have the hosts on a single
FortiNAC server than it's still possible to define the MDM solely on that server.

L d
-
~

l|°:

L d
-
<

~ P The Revalidate Health Status On Connect and Update Applications settings are disabled by
q default. When enabled, the MDM may not be able to manage the rate of queries from
- FortiNAC, causing performance issues.
L}

Instead of enabling Revalidate Health Status On Connect, you can enable automatic

registration polling to occur once a day, which will also retrieve Health Status, but with less
frequency.

l|°:

Delete MDM service

Click System > Settings.

Expand the System Communication folder.
Select MDM Service from the tree.

Select an MDM Service record from the table.
Click Delete at the bottom of the window.
Click Yes on the confirmation message.

AU

Mobile providers

The Mobile Providers window displays the default set of providers included in the database. FortiNAC uses the mobile
providers list to send SMS messages to guests and administrators by sending email to an address that is a combination
of the mobile phone number and the mobile provider's email address.

This list is populated with some known mobile providers but is not comprehensive nor is it updated by Fortinet. You can
add, delete or modify mobile providers as needed. Mobile providers can be enabled or disabled individually to limit the
number of providers displayed in drop-down lists when configuring guests, users and administrators.
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Field Definition

Global Max Enable to set the maximum number of characters that will be included in a single SMS

Message Length message sent from FortiNAC for all Mobile Providers. If the message is longer than the Max
Message Length, it is divided up and sent in multiple messages. If an individual provider has a
Max Message Length setting, it overrides the Global setting.

Enable Buttons Enables or disables the selected provider. If a provider is disabled it is not displayed in the
Mobile Provider selection list shown when configuring an administrator or a guest. You cannot
disable a provider that is in use or associated with a user in the database. Click In Use to
determine which users have the selected provider.

Enabled A green check mark indicates that the provider is enabled. A red circle indicates that the
provider is disabled.

Provider Name of the company that provides mobile phone services.
SMS Address Format of the address used to send SMS messages via email. For example, for provider AllTel
Format the format is xxxxxxxxxx@message.alltell.com, where the x's represent the user's mobile

telephone number.

Country Country to which this SMS Address corresponds. You may have providers that have a
different SMS Address for each country in which they operate. You need a separate record for
each one.

Right click options
Delete Deletes the selected Provider. Providers that are associated with Users cannot be deleted.

In Use Select a provider and click In Use to determine if any one in the database has this provider
listed in their user record.

Modify Opens the Modify Mobile Provider window for the selected provider.

Provider in use

To find the list of users associated with a provider, select the provider and click In Use. A message is displayed
indicating whether or not the provider is associated with any user or guest records. If users are associated with the
provider, a list of user IDs is displayed.

Add or modify a provider

Click System > Settings.

Expand the System Communication folder.

Select Mobile Providers from the tree.

Click Add or select a provider and click Modify.

Use the table below to complete the provider information.
Click OK to save your changes.

ok wDd-=
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Settings

Field Definition

Enable Enables/disables the provider. Enable/Disable can also be done from the Mobile
Providers list.

Provider Name of the provider being configured. This name must be unique.

Email Domain The provider's email domain, such as, nextel.messaging.com.

Country Country to which this SMS Address corresponds. You may have providers that have a
different SMS Address for each country in which they operate. You need a separate
record for each one.

Max Message Length Controls the number of characters included in a single message when messages are
sent to this provider's customers. If the message length exceeds the Max Message
Length, itis divided up in to multiple messages.

Prefix Any numbers that are required before the user's mobile number. For example, you may
have users that are in an adjacent country, therefore you may need to enter a number,
such as 1, ahead of the mobile number.

Suffix Any numbers required after the user's mobile number.

SMS Address Format The format used for the address of the message recipient. FortiNAC sends SMS

messages via email. The provider's email server sends the messages to the mobile
phone number contained in the SMS Address.

As you enter information in to the Add/Modify Provider dialog, the SMS Address is
updated.

Delete a mobile provider

Click System > Settings.

Expand the System Communication folder.
Select Mobile Providers from the tree.
Select a provider and click Delete.

If users are associated with the provider, a list of user names is displayed. You cannot delete a Mobile Provider if
that provider is listed in a User record. First modify the user record and then delete the provider.

6. If no users are associated with the provider, confirm that you want to delete the provider.

o o0N-=

Patch management

The patch management feature allows integration with patch servers such as BigFix or PatchLink. The endpoint’s
posture is checked on the patch servers. When an endpoint is out-of-compliance, FortiNAC automatically moves the
endpoint to a separate remediation network where the patch server solution automatically updates the non-compliant
system.
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Name Name of the server being configured.

Type Type of patch server, such as BigFix or PatchLink.

IP address IP address assigned to the patch server.

Status Indicates whether or not contact has been established between FortiNAC and the patch
server.

Right click options

Configuration Opens a new window to modify applied actions to BigFix Baseline results.

(BigFix Only)

Delete Deletes the selected Provider. Providers that are associated with Users cannot be deleted.

Properties Displays patch management Server Properties and allows you to set the Polling Interval.
Default = 2 minutes.

Export Exports the data displayed to a file in the default downloads location. File types include CSV,

Excel, PDF, or RTF. See Export data on page 629.

Servers and hosts

The Persistent Agent is required on the host to support patch management. The patch management client must also be
installed on the host. If the patch management client is installed on the host the Persistent Agent reports this during its
routine messages to the server.

When a patch management Server is added to the patch management View, FortiNAC queries that server to determine
whether or not the host is compliant.

« Ifthe patch management Server is not reachable, an event and alarm are generated. The host is considered
compliant and remains in the production network.

« BigFix event - Communication lost with the BigFix Server Database
e PatchLink event - Communication lost with the PatchLink Server

« Ifthe patch management Server is reachable and determines that the host is not compliant, the host is moved to
remediation. An event is generated to indicate that the host is not compliant.

» BigFix events - BigFix High Violation, BigFix Medium Violation, BigFix Low Violation
« PatchLink event - PatchLink Non Compliant

« Ifthe patch management Server is reachable and determines the host is compliant and the host was previously
NOT compliant, then an event is generated to indicate that the host is now compliant. The compliant event is only
generated after a not compliant event has been generated.

« PatchLink event - PatchLink Compliant

Alarms can be mapped to events to notify you when the event has been generated. Each of the events listed above
could be mapped to an alarm. See Map events to alarms on page 803 for additional information.
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PatchLink implementation

To setup communication between a PatchLink Server and FortiNAC you must do the following:

o The PatchLink NAC Integrator plug-in is required on the PatchLink server to allow PatchLink to respond to HTTP
requests from FortiNAC.

« Your FortiNAC Server must have licenses for integration suite and endpoint compliance. Check the License
Information panel on the dashboard to make sure you have the correct licenses. See License management on page
141.

» Add the PatchLink Server to System > Settings > System Communication > Patch Management.
« Go to the PatchLink server properties and configure the Polling Interval. The default is 2 minutes.
« Network hosts must have the Persistent Agent installed. See Agent overview on page 437.

» Network hosts must have the PatchLink Agent installed. Refer to the PatchLink documentation for instructions on
installing this agent.

» Enable the PatchLink Compliant and PatchLink Non Compliant events. See Enable and disable events on page
771.

» Create an Admin Scan specifically for PatchLink. These scans indicate the reason why a host was marked at risk.
They are not actually scanning the host but provide a configuration or profile with which to associate the host state.
Admin Scans are also used to mark hosts At Risk or Safe based on an alarm action triggered by a PatchLink event.
See Add a scan on page 380.

o Map alarms to the PatchLink Compliant and PatchLink Non Compliant events. For each alarm, configure a Host
security action associated with the PatchLink Admin Scan earlier and mark the host At Risk or Safe depending on
the alarm triggered. See Add or modify alarm mapping on page 806.

PatchLink process

When PatchLink is integrated with FortiNAC as a patch management server a variety of communications occur between
the two servers to make sure that hosts are compliant. The communication process is as follows:

1. The PatchLink Agent installed on the host sets a registry key value with an Agent ID value.

Example:

NameValue:
Name = PatchManagementID
Value = 6AA80EB2-CFAA-466C-9A6B-85B5A918B162

2. The FortiNAC Persistent Agent installed on the host reads the registry key and reports the value set by the
PatchLink Agent back to FortiNAC. This is stored in the database, but is not displayed in the administrator Interface.

3. Based on the Polling interval set for the PatchLink server, FortiNAC gathers a list of hosts with values for PatchLink
in the database and sends an HTTP request to the PatchLink server for each host. For example, if the polling
interval is set to 2 minutes, then every 2 minutes an HTTP request is sent for every host in the database with
PatchLink data in the host record.

Example request:

http://10.20.100.32/IntegrationPoint/EndpointSecurity_V1/Status.aspx?Agentid=A5F1D1F2-F045-4866-8903-
7E920417BD62

4. The PatchLink server returns a response for each host indicating whether the host is compliant or non-compliant.
For each response, either a PatchLink Compliant or a PatchLink Non Compliant event is triggered.
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5. If alarms have been configured for these events, then hosts are marked either safe or at risk based on the event
triggered.

Add servers

To integrate a patch management Server with FortiNAC it must be added to the patch management view.

Click System > Settings > System Communication.

Select Patch Management.

Click Add.

Enter a name for the server, the IP address, and select the patch server from the Type drop-down list.
Click OK.

If you select BigFix from the Type drop-down list, you are prompted to enter the BigFix database credentials, which
lets FortiNAC connect directly to the data store of BigFix, allowing for BaseLine test results.

o gk wbhN-=

Ay
S L4
? Read access is required.

PatchLink server configuration

Once the PatchLink server has been added to the Topology, the polling interval must be entered into the properties view.

The polling interval is the length of time FortiNAC will wait before polling the PatchLink Server for updated client status
information.

1. Click Network > Inventory and expand the FortiNAC and Patch Management icons.
2. Right-click on the PatchLink Server and select Properties.

3. Enterthe polling interval.

4. Click Apply.

BigFix server properties

Once the BigFix patch management server has been added to the patch management Servers view, the connection
parameters for the server and database must be entered to allow FortiNAC to communicate with the server and
database.

\ L}
S L4
? The Persistent Agent must be installed to communicate with a patch management integration.
\‘ : 'l
q The BigFix Client must be installed and be connected to the BigFix Server before the
- Persistent Agent is installed.

1. Click System > Settings > System Communication > Patch Management.
2. Right-click on the BigFix Patch Management Server and select Properties.
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3. Use the table below to enter the connection parameters for the server and database.

4. Click The BigFix Client must be installed and be connected to the BigFix Server before the Persistent
Agent is installed.

Settings
Database IP The IP address of the server where the database resides.
Database Port The port on the server used for access to the database information.
Database Name The name of the database.
Database User The username used to access the database information.
Database Password The password for access to the database for the entered database user.
Polling Interval (Sec) The length of time between polls to the patch management server to retrieve data.
Test Connection Allows you to test SQL Server credentials for patch management servers.

Once communication with the BigFix patch management server has been established the Administrator will use the
BigFix server's Configuration view to view the status of host endpoint systems and select an action to take if the host is
out of compliance.

BigFix configuration

The Configuration view contains a list of the Base-Line Names from the BigFix server. Each of the Base-Line Names has
an associated Failure Action and Untested Action.

Although actions applied will affect all users that report as failed or untested, the report will only show online users being
affected.

Field Description

Base-Line Name A list of required patches given in the BigFix database that the host must have to be in
compliance.
The list of hosts or groups that the Base-Line Name apply to are determined in the
BigFix server.

Failure Action The action that can be applied to an endpoint if it has failed the test for the Base-Line

Name indicated.
Untested Action The action that can be applied to an endpoint if it has not been tested against the Base-
Line Name indicated.
The administrative action is an Admin scan that is created in Remediation Configuration. See Remediation
configurations on page 379 for details on adding and using an Admin scan.

Admin scans must be created under Remediation Configuration before you can select them here. See Remediation
configurations on page 379.

To apply a Failure or Untested action on an endpoint:

FortiNAC 9.1.0 Administration Guide 112
Fortinet Inc.



Settings

1. Click System > Settings > System Communication > Patch Management.
2. Right-click on the BigFix Patch Management Server and select Configuration.

3. Select the Severity under Failure Action to apply that action to the hosts indicated in the Base-Line Name that
have failed to meet the specified patch requirements.

4. Selectthe Severity under Untested Action to apply that action to the hosts indicated in the Base-Line Name that

have not been tested to determine whether or not the specified patch requirements have been met.
5. Click Apply.

Ay
‘Q' The severity creates an alarm that can be associated with actions, including Admin Scans.
- See Map events to alarms on page 803

In Logs > Events & Alarms > Mappings, three events can be used for security related actions:

» BigFix Low Violation
« BigFix Medium Violation
» BigFix High Violation
When creating these events, an action may be applied to accompany the creation of the alarm. To use Admin Scans
created in the Remediation Configuration, do the following:
1. Select Host Security Action.
2. Selectthe Admin Scan for which the host state will be modified.

N ! /., When applying a severity to results of a baseline action, the online hosts that are affected will
q be in the Baseline Host Report. To access this report, select Hosts next to the severity being
- applied.

BigFix Baseline Host

The data displays hosts that are currently online that have reported as untested or failed by BigFix.

\ L}
‘?' These host reports only display online users. However, the action applied will affect all users
- who have a Persistent Agent and a BigFix Client installed simultaneously.

Proxy settings

Proxy settings allows you to configure FortiNAC to direct web traffic to a proxy server in order to download OS updates
and auto-definition updates.

Proxy communication is not supported for MDM Services.

1. Click System > Settings.

Expand the System Communication folder.
Select Proxy Settings from the tree.

Use the table below to enter the necessary settings.
Click Save Settings.

A
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Settings

Field Definition

Enable Proxy Configuration If enabled, FortiNAC will use the Proxy Configuration to download OS updates and
auto-definition updates.

Host The hostname or address of the proxy server.

Port Port used for communication with the proxy server. This must match the port setting on
the proxy server itself.

Authentication If enabled, you must enter the user name and password for the proxy server.
User Name User Name for the email account used as the sender account.
Password Password for the email account used as the sender account.

Use HTTP Proxy settings If enabled, the HTTP Proxy configuration will be used for both HTTPS and FTP Proxy
for all protocols communication.

Proxy Exclusions Indicates the hosts that should be accessed without going through the proxy. The list of
hosts are separated by the '|' character. The wildcard character ™' can be used for
pattern matching (e.g., Dhttp.nonProxyHosts="*.foo.com|localhost” indicates that every
host in the foo.com domain and the localhost should be access directly, even if a proxy
server is specified).

SNMP

Use the SNMP Properties view to select the SNMP protocol for devices that query FortiNAC for information. If SNMP is
enabled, FortiNAC responds to SNMP communication from other devices, such as a Network Management system that
might include the FortiNAC server in its own database.

Go to Settings > System Communication > SNMP.
In addition, this view is also used to set the SNMP protocol to accept SNMPvV3 traps that register hosts and users.

Both types of communication pass through port 161. Settings here are global. Therefore, if you choose to use SNMPv3
traps sent from other network devices to register hosts and users, then ALL other devices that query FortiNAC for
information must also communicate using SNMPv3. You must modify the configuration of those external devices to use
SNMPv3.

The SNMP protocols that are supported are SNMPv1/SNMPv2c and SNMPv3. SNMPv3 uses DES or AES encryption
for the Privacy Password.

Privacy protocols supported are:

« DES
o Triple-DES
o AES-128

SNMP MIBs used to communicate with FortiNAC are in: /bsc/campusMgr/ui/runTime/docs/mibs/
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Field Description

Enable SNMP If SNMP is enabled, FortiNAC responds to SNMP requests from other servers.
Communication

SNMP Protocol Select the SNMP protocol FortiNAC will be responding to:
e SNMPv1/SNMPv2c
¢ SNMPv3-AuthPriv (SNMPv3 with authentication and privacy)
* SNMPv3 AuthNoPriv (SNMPv3 with authentication but no privacy.)

SNMPv1/SNMPv2c
Security String Enter the security string that FortiNAC will respond to when communicating with the
server.
SNMPv3
User Name User Name for the SNMPvV3 credentials.
Authentication Protocol Specify the SNMPv3 authentication protocol.
The available authentication protocols are:
« MD5
e SHA1
Authentication Specify the authentication password required by FortiNAC when SNMPv3-AuthPriv or
Password SNMPv3-AuthNoPriv queries are received.
Privacy Protocols Specify the SNMPv3 privacy protocol.
The available privacy protocols are:
« DES
e Triple-DES
e AES-128
Privacy Password Specify the privacy password required by FortiNAC when SNMPv3-AuthPriv queries

are received.
Management hosts

IP addresses List of IP addresses of the devices that have communicated with FortiNAC through
SNMP.

Set up SNMP communication

Click System > Settings.

Expand the System Communication folder.

Select SNMP from the tree.

Click Enable and select an SNMP protocol.

Enter the parameters as required for the selected protocol. See the table above for additional information.
Click Save Settings.

o ahwbhd-=
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Disable SNMP communication

Click System > Settings.

Expand the System Communication folder.
Select SNMP from the tree.

Click Disable.

Click Save Settings.

o oN-=

Register hosts and users with SNMPv3 traps

FortiNAC can use data sentin SNMPv3 traps from external devices to register hosts and users. This speeds up the
process of adding hosts and users to your FortiNAC database by taking advantage of information that is readily available
from another system. In addition, based on trap parameters hosts and users can be modified or removed from the
database.

FortiNAC requirements

» FortiNAC must have an integration suite license. See Licenses on page 5.
o The Trap Sender must be modeled in the Inventory as a pingable device. See Add or modify a pingable device on
page 640.

e You must enter SNMPv3 settings in System > Settings > System Communication > SNMP that match those of
the device to which you are sending traps. Note that if you had previously entered SNMPv1/SNMPv2c settings for
external devices querying FortiNAC for information, you must modify settings on those devices to use SNMPv3.

« If you are running FortiNAC in a FortiNAC Control Manager environment, the Trap Sender must be modeled on
each FortiNAC Server or Control Server that should receive this information. Note that if you have enabled any of
the Copy Registered Host options on the FortiNAC Control Manager it may not be necessary to receive traps on
more than one managed server.

» When traps are received they can trigger the events listed below in the Event Log. These events can be mapped to
Alarms. Make sure the events are enabled. See Event management on page 770. To map events to alarms see Add
or modify alarm mapping on page 806.

Event Definition

Add/Modify/Remove Host Generated whenever a trap is received that adds, modifies or removes a host
record in the database.

Add/Modify/Remove User Generated when a trap is received that adds, modifies or removes a user
record in the database.

Trap sender requirements

o Use the Management IP address (eth0) of the FortiNAC Server or Control Server as the destination for the trap.
» Send traps to port 161 on the FortiNAC Server or Control Server.

« Ifyou are running FortiNAC in a high availability environment, send traps to both the primary and the secondary
FortiNAC Servers or Control Servers.

« You must have snmptrap.exe and libsnmp.dll on the device sending the traps. Download the latest binaries for the
appropriate operating system from www.net-snmp.org/download.html.

« Configure the traps on the sending device. See the tables below for information on trap parameters.
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Hosts

« Ifatrapis received for an existing host, the host's database record is updated with information from the trap.
« When atrap is received for a host that matches a rogue in FortiNAC, the rogue is converted to a registered host if
the trap contains user data. It is converted to a registered device if there is no associated user.

» Ifauseris deleted based on a trap, associated hosts are not deleted and they become registered devices. To delete
these hosts either send an additional trap that removes the host or you must go to the Host View and delete them
manually. See Delete a host on page 726.

« Ifthe same host is added twice but with different MAC addresses for separate adapters, it is treated as two separate
records in the FortiNAC database. The two adapters are not linked to each other in any way and are not considered
siblings in FortiNAC.

« Variables with spaces in the names should be in quotation marks, such as, "Windows Vista".

o Separators in MAC addresses must be colons, such as, 90:21:55:EB:A3:87.

Description Definition
1.1.1.1 Host Name Name of the host.
1.1.1.2 IP address IP address of the host.

1.1.1.3 MAC address Physical Address of the host.

Required.

1114 Host operating Name of the operating system on the host.

system

1.1.5 Role Role assigned to the host. Roles are attributes of hosts used as filters in user/host
profiles.

1.1.6 Action Indicates whether this trap is adding or removing a host from the database. Adding
an existing host will modify that host's record in the database.
1=Add
2=Remove

1.2.8 Element Indicates that this trap is registering either a host or a host and its corresponding
user.

Example traps

To add a host record for the PC with a hostname of Gateway-notebook, with an IP address of 160.87.100.117, a MAC
address of 00:26:9E:E2:DD:DB, an OS of Windows, and a role of Guest:

snmptrap -v3 -u <user**> -1 authNoPriv -a MD5 -A <Passphase**> 160.87.9.10:161 "'
1.3.6.1.4.1.16856.1.2.8 .1.3.6.1.4.1.16856.1.1.1.1 s Gateway-notebook
.6.1.4.1.16856.1.1.1.4 s Windows .1.3.6.1.4.1.16856.1.1.1.2 s 160.87.100.117
.6.1.4.1.16856.1.1.1.3 s 00:26:9E:E2:DD:DB .1.3.6.1.4.1.16856.1.1.5 s Guest
.6.1.4.1.16856.1.1.6 integer 1

e
w W w

To remove host record for the PC with a hostname of Gateway-notebook, with an IP address of 160.87.100.117, a MAC
address of 00:26:9E:E2:DD:DB, an OS of Windows, and a role of Guest. Note that only MAC address is required to
remove a host.

snmptrap -v3 -u <user**> -1 authNoPriv -a MD5 -A <Passphase**> 160.87.9.10:161 "'
1.3.6.1.4.1.16856.1.2.8 .1.3.6.1.4.1.16856.1.1.1.1 s Gateway-notebook
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.1.3.6.1.4.1.16856.1.1.1.4 s Windows .1.3.6.1.4.1.16856.1.1.1.2 s 160.87.100.117
.1.3.6.1.4.1.16856.1.1.1.3 s 00:26:9E:E2:DD:DB .1.3.6.1.4.1.16856.1.1.5 s Guest
.1.3.6.1.4.1.16856.1.1.6 integer 2

Users

If an LDAP directory is modeled in the Inventory, FortiNAC checks the directory for information about the user

included in the trap. If the user exists in the directory, additional fields are populated for that user in the FortiNAC

database. If the user does not exist in the directory, a user record is created in FortiNAC with only the data received

in the trap.

« Ifatrapis received for an existing user, the user's database record is updated with information from the trap.

« Ifatrapis received for an existing user and the trap contains host information, the host is registered to the user. If
the host already has a rogue record, the rogue is converted to a registered host and associated with the user.

» Ifauseris deleted based on a trap, associated hosts are not deleted and they become registered devices. To delete
these hosts you must go to the Host View and delete them manually. See Delete a host on page 726.

« When FortiNAC resynchronizes with the directory, user data may be overwritten by data from the directory
depending on the directory attribute mappings.

» Variables with spaces in the names should be in quotation marks, such as, "Mary Ann".

Trap parameters

Description Definition

1.1.21 User Name User Name stored in the directory. If the user is not in the directory, this record will
still be added, modified or removed.
Required.

1.1.2.2 User First Name

1.1.2.3 User Last Name

1.1.24 User Title

1.1.2.5 Email User's e-mail address.

1.1.5 Role Role assigned to the User. If this trap is adding both a user and a host, both are set to

the same role.

1.1.6 Action Indicates whether this trap is adding or removing a user from the database. Adding
an existing user will modify that user's record in the database.
1=Add
2=Remove

1.2.9 Element Indicates that this trap is only registering a user.

Example traps

To add testuser to the database:

snmptrap -v3 -u <user**> -1 authNoPriv -a MD5 -A <Passphase**> 160.87.9.10:161 "'
1.3.6.1.4.1.16856.1.2.9 .1.3.6.1.4.1.16856.1.1.2.1 s testuser
.1.3.6.1.4.1.16856.1.1.2.2 s John.1.3.6.1.4.1.16856.1.1.2.3 s Doe
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.1.3.6.1.4.1.16856.1.1.2.4 s Mr .1.3.6.1.4.1.16856.1.1.2.5 s jdoe@megatech.com
.1.3.6.1.4.1.16856.1.1.5 s Guest .1.3.6.1.4.1.16856.1.1.6 integer 1

To delete user record for testuser from the database. Note that only User Name is required to remove a user.

snmptrap -v3 -u <user**> -1 authNoPriv -a MD5 -A <Passphase**> 160.87.9.10:161 "'
1.3.6.1.4.1.16856.1.2.9 .1.3.6.1.4.1.16856.1.1.2.1 s testuser
.6.1.4.1.16856.1.1.2.2 s John.1.3.6.1.4.1.16856.1.1.2.3 s Doe
.6.1.4.1.16856.1.1.2.4 s Mr .1.3.6.1.4.1.16856.1.1.2.5 s jdoe@megatech.com
.6.1.4.1.16856.1.1.5 s Guest .1.3.6.1.4.1.16856.1.1.6 integer 2

e e
w W w

Syslog management

You can choose to send output from IPS/IDS devices to FortiNAC. Syslog Files that you create and store under Syslog
Management are used by FortiNAC to parse the information received from these external devices and generate an
event. The event can contain any or all of the fields contained in the syslog output.

Default files

Default files include:

o FireEye

o FortiOS4

o FortiOS5

« Palo Alto Networks Firewall
o Sourcefire IPS

o StoneGate IPS
 TippingPoint SMS

o Top Layer IPS

Each of these files has corresponding events in the events list. You can add configurations for other Syslog files if they
conform to either the CSV, CEF or TAG/VALUE formats.

Events and alarms

When those new Syslog configurations are added, corresponding events and alarms are created in the Events List. See
Events and alarms list on page 782 for a complete list of events that can be tracked.

If a syslog message is received for a host that has more than one adapter, an event is generated for each adapter.
Therefore a single host could generate multiple events and alarms.

Device model

You must model any device that sends Syslog information to FortiNAC in the Inventory. See Add or modify a pingable
device on page 640 for detailed instructions.
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Navigation
To access the Syslog Management view, select System > Settings > System Communication > Syslog Files.

Settings

Field Definition

Table configuration

Enable Buttons Enables or disables the selected Syslog file. If a file is disabled it is not used when
processing inbound syslog messages.

Table columns

Name The name of the syslog file. This is a unique name for this syslog definition.
This value is required.

Enabled A green check mark indicates that the file is enabled. A red circle indicates that the file is
disabled.
Label The label for the Event or Alarm that will be generated.

This value is required.

Format Message format for the Syslog file. Supported formats include:

e CSV: Message is a series of data fields typically separated by commas. Comma
separated value. Other characters can be used to separate data fields.

« TAG/VALUE: Message is series of fields each with a tag and a value. For
example, the message could contain the following : cip=192.168.10.182. cip is the
tag indicating that this is the IP address of the user causing the problem.
192.168.10.182 is the value associated with that tag.

e CEF: Message is a series of fields, some in a standard position, others with a tag
and a value. For example the message could contain the following:
src=192.168.10.182. src isthe tag indicating that this is the IP address of the
user causing the problem. 192.168.10.182 is the value associated with that tag.

Delimiter Character used to separate the fields in the syslog message. Options include: space,
comma (,) and pipe (]).
This field is not available for the TAG/VALUE format. A space is used as the delimiter.

IP Tag/Column Name of the field or number of the column containing the source IP address.
This value is required.

Filter Tag/ Name of the field or number of the column containing the filter.

Column This value is required.

Filter Value The value contained in the filter column or field. Only entries that contain matching data
will be used.

This value is required.

Severity Tag/Column Name of the field or number of the column containing the severity.
This value is required.
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Field Definition

Low Severity Values Entries containing one of these matching values in the severity field or column cause a
Low Severity event to be generated. For CSV format, multiple values are entered
separated by commas.

Medium Entries containing one of these matching values in the severity column will cause a
Severity Values Medium Severity event to be generated. For CSV format, multiple values are entered
separated by commas.

High Severity Values Entries containing one of these matching values in the severity field or column cause a
High Severity event to be generated. For CSV format, multiple values are entered
separated by commas.

Event Tag/ Names of the fields or numbers of the columns used when populating items from the
Column syslog entry into the Event Format.
Event Format Message that is displayed when the event is generated. The text is generated from the

items listed in the Event Tag field in the order they appear.

Right click options

Add Opens the Add Syslog Files dialog.

Delete Deletes the selected action.

Modify Opens the Modify Security Action window for the selected action.

In Use Shows if the Syslog File is in use or not

Show Audit Log Opens the admin auditing log showing all changes made to the selected item.

For information about the admin auditing log, see Audit Logs on page 762.

Al
‘Q' You must have permission to view the admin auditing log. See Add
- an administrator profile on page 595.

Enable Enables the syslog file.

Disable Disables the syslog file.

Buttons

Export Exports the data displayed to a file in the default downloads location. File types include

CSV, Excel, PDF, or RTF. Low, Medium and High severity levels are not included in the
exported data. See Export data on page 629.

Inbound file formats

There are three supported syslog formats, CSV, TAG/VALUE and CEF. The CSV syslog output format is a comma-
separated entry with seven items. Identify each item in the entry by its column number when you create the Event
Message format. The TAG/VALUE syslog output format is a set of messages where the TAG indicates the name of the
program or process that generated the message and the VALUE is the content of the message. The CEF syslog output
format uses tags to mark the data so that it can be located by the device receiving the syslog file.
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Example:

Denied, 10,192.168.1.1,00:10:8B:A7:EF:AA,IPS Sensor,214,P2P-TCP-BitTorrent-Network-Connect

Column Number Description Data From Example

1 Action taken by IPS/IDS Denied

2 Alert Severity 10

3 Source IP address 192.168.1.1

4 Source MAC address 00:10:8B:A7:EF:AA

5 Component ID IPS Sensor

6 Rule ID 214

7 Situation P2P-TCP-BitTorrent-Network-Connect
Example:

<38>Apr 14 09:48:55 192.168.5.199 IPS5500-1000: id=060001 pt=TLN-TM prot=TCP
cip=192.168.10.182 cprt=49161 sip=192.168.10.10 sprt=445 atck=t1ln-001017 disp=mitigate
ckt=1 src=extern msg="NETWK: TCP Connection With Missed Setup"

L}
S L4
9 Only the fields used by Syslog Management are defined in the table.
\‘ ! 'l
q Values within the TAG/VALUE syslog must not contain spaces, unless the value is contained
- within double-quotes ("), such as msg="NETWK: TCP Connection With Missed Setup."
TAG Name Description VALUE From Example
cip IP address of the host 192.168.10.182
prot Protocol TCP
atck Filter - severity tin-001017
TLN- Filter tin-
msg Message "NETWK: TCP Connection With Missed Setup"
Example:

CEF:0|FireEye|MPS|5.1.0.55701|MC|malware-callback]|9|src=195.2.252.157 spt=80
smac=00:0d:66:4d:£c:00 rt=May 08 2010 14:24:45 dst=128.12.95.64 dpt=0
dmac=00:18:74:1c:al:80 cnlLabel=vlan cnl=0 cn2Label=sid cn2=33331600 cslLabel=sname
csl=Trojan.Piptea.2 msg= https://mil.fireeye.com/edp.php?sname\=Trojan.Piptea.?2
csd4Label=1link cs4= https://172.16.127.7/event stream/events?event id\=111
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csbLabel=ccName c¢s5=195.2.252.157 cn3Label=ccPort cn3=80 proto=tcp shost=rescomp-09-
149735.Standard.EDU dvcHost=mslms dvc=172.16.127.7 externalld=111

The first part of the message has a common format and is not tagged. It follows the format shown below. Other fields are
customized.

CEF:Version|Device Vendor|Device Product|Device Version|Signature ID|Name|Severity|Extension

“é" This only an example and does not list all of the possible combinations of data that can be
- used to generate events and alarms.

TAG Name Description VALUE From Example

src IP address of the host 195.2.252.157

Severity Severity 9

Name Event Name malware-callback

proto Transport Protocol tcp

cs1 Signature Name Trojan Piptea 2

Add or modify a syslog file

Refer to for file format information.

Ay
S L4
q The asterisk (*) wildcard can be used at the beginning and end of all values you enter.
1. Click System > Settings.
2. Select Syslog Files from the tree.
3. Click Add or select an existing Syslog File from the list and click Modify.
4. Check the Processing Enabled check box to enable this Syslog file.
5. Enter a Name for the Syslog File.
6. Use the table below to enter the file information.
7. Click OK to save the new Syslog file.
8. You need to add the IDS/IPS device if it is not already in the Inventory. See Add or modify a pingable device on page
640 for detailed instructions.
Settings
Ay
‘9' All possible fields are shown in the table. Fields on the Add or Modify dialog will vary
- depending on whether you chose CSV or TAG/VALUE format.
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Field Definition

Name The name of the syslog file. This is a unique name for this syslog definition. This value is
required.

Processing Enabled Enables/disables processing of this type of inbound syslog messages.

Event Label The label for the Event or Alarm that will be generated by FortiNAC. This value is
required.

Format Supported message formats include:

e CSV: Message is a series of data fields typically separated by commas. Comma
separated value. Other characters can be used to separate data fields.

« TAG/VALUE: Message is series of fields each with a tag and a value. For
example, the message could contain the following: cip=192.168.10.182. cip
is the tag indicating that this is the IP address of the user causing the problem.
192.168.10.1182 is the value associated with that tag.

¢ CEF: Message is a series of fields, some in a standard position, others with a tag
and a value. For example the message could contain the following:
src=192.168.10.182. srcis the tag indicating that this is the IP address of the
user causing the problem. 192.168.10.182 is the value associated with that tag.

IP Tag Name of the field or number of the column containing the source IP address. This value
IP Column is required.
Filter Tag Name of the field or number of the column containing the filter.
Filter Column
\‘ ! 'l
9 This value is required. If left blank, there will be no matches and no
- syslog data is sent to FortiNAC.

Filter Values The values contained in the filter column or field. Only entries that contain matching
data will be used. This value is required.

If left blank, everything is a match.

Severity Tag/Column Name of the field or number of the column containing the severity. This value is
required.
Severity Values Entries containing one of these matching values in the severity field or column cause a

Low, Medium or High Severity event to be generated. For CSV format, separate values
with commas if entering more than one possible value.

Event Tag The names of the fields or numbers of the columns used when populating items from
Event Column the syslog entry into the Event Format.
Entire Syslog Insert $syslog% as an event column in the location where you want the syslog

message to appear in the event.

Event Format Message that is displayed when the event is generated. The text is generated from the
items listed in the event tag parameter in the order they appear.
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Delete a syslog file

Click System > Settings.

Expand the System Communication folder.

Select Syslog Files from the tree.

Select the file to delete and click Delete.

The program asks if you are sure. Click Yes to continue.

o oN-=

Examples of syslog messages

Here are some examples of syslog messages that are returned from FortiNAC. In these examples, the Syslog server is
configured as follows:

o Type: Syslog

e IPaddress: a.b.c.d

o Port: 514

» Facility: Authorization

Event Description Syslog Message
Login This is the event that 02-28-2014 08:16:04 Auth.Notice 192.168.34.31 Feb 27 22:16:14 :
Success is logged with a user 2014/02/27 22:16:14 EST,1,545570,Login Success,0,12,,,,,User root
logs into the admin Ul.  logged in.
Map IP To This is alegacy event  --

MAC Failure logged when a
scheduled task runs
(these are no longer
used for IP-MAC) and
the ARP is not read.

Probe -Map IP  This is the eventwhen 02-28-2014 09:00:14 Auth.Notice 192.168.34.31 Feb 27 23:00:24 :

To MAC we fail to poll and L3 2014/02/27 23:00:24 EST,1,545702,Probe - MAP IP To MAC

Failure device for IP->MAC Failure,0,28,,Switch,192.168.34.1, Failed to read IP address mappings
(reading Arp Cache) from device Switch.
L3 Polling

User Logged This is the event that 02-28-2014 08:48:55 Auth.Notice 192.168.34.31 Feb 27 22:49:04 :

Out is logs when a user 2014/02/27 22:49:04 EST,1,545670,User Logged Out,0,12,,,,,User root
logs out of the admin Logged Out.
UL

User Logged This event is logged 02-28-2014 08:44:25 Auth.Notice 192.168.34.31 Feb 27 22:44:34 :

off Host when auserlogsoffa 2014/02/27 22:44:34 EST,1,545655,User Logged off Host,0,4155,,,,,"User
host Man, Bat logged off session 1 on host BRADSUPP7-LT

User Logged This event is logged 02-28-2014 08:37:58 Auth.Notice 192.168.34.31 Feb 27 22:38:07 :

onto Host when a userlogsonto  2014/02/27 22:38:07 EST,1,545633,User Logged onto
a host Host,0,4155,,,,,"User Man, Bat logged onto session 1 on host

BRADSUPP7-LT"
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Event Description Syslog Message

User Remotely An eventthatis --

Connected to logged when a user
Host remotely connected to

a terminal session on

a host using the PA
User Locked This event is logged 02-28-2014 08:49:53 Auth.Notice 192.168.34.31 Feb 27 22:50:03 :
Session when a user locks his  2014/02/27 22:50:03 EST,1,545681,User Locked

workstation Session,0,4155,,,,,"User Man, Bat locked session 2 on host BRADSUPP7-

LT"

User Unlocked This eventis logged 02-28-2014 08:52:07 Auth.Notice 192.168.34.31 Feb 27 22:52:16 :
Session when a user unlocks 2014/02/27 22:52:16 EST,1,545691,User Unlocked

his workstation Session,0,4155,,,,,"User Man, Bat unlocked session 2 on host

BRADSUPP7-LT"

Security event parsers

You can customize parsing of syslog messages for generating security events. When a syslog message is received from
a device, the message is parsed using the format specified in the security event parser. You can also define severity
level mappings between the vendor and FortiNAC.

In Topology, you will see enabled security event parsers listed as options when configuring a pingable device to parse
incoming security events. See Add or modify a pingable device on page 640.

To access security event parsers, select System > Settings > System Communication > Security Event Parsers.

Settings

Field Definition

Table columns
Name The name of the security event parser.

Enabled A green check mark indicates that the security event parser is enabled. A red circle
indicates that the security event parser is disabled. When enabled, the security event
parser is available in Topology. When disabled, the security event parser is not

available.
Vendor The name of the vendor of the device that generated the event.
Format Message format for the security event parser. Supported formats include:

CSV: Message is a series of data fields typically separated by commas. Comma
separated value. Other characters can be used to separate data fields.

TAG/VALUE: Message is a series of fields each with a tag and a value. For example,
the message could contain the following : cip=192.168.10.182. cip is the tag indicating
that this is the IP address of the user causing the problem. 192.168.10.182 is the value
associated with that tag.
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Field Definition

CEF: Message is a series of fields, some in a standard position, others with a tag and a
value. For example the message could contain the following:

src=192.168.10.182. src is the tag indicating that this is the IP address of the user
causing the problem. 192.168.10.182 is the value associated with that tag.

CSV Delimiter Character used to separate the fields in the security event parser. Most common options
include: space, comma (,) and pipe (]).
This field is not available for the TAG/VALUE format.

Tag Delimiter Character used to separate field name and value in the security event parser. This field
is not available for the CSV format. A space is used as the delimiter.

Source/IP Column The name of the field or number of the column containing the source IP address.

Destination IP Column The IP address of the host or device the source host was communicating with.

Type Column The type of security event received.

Subtype Column The subtype of the security event.

Threat ID Column A unique identifying code supplied by the vendor for the specific type of threat or event
that occurred.

Description Column A description supplied by the security appliance of the event.

Severity Column Name of the field or number of the column containing the severity.

Right click options

Modify Modify the selected parser.

Delete Deletes the selected parser.

Copy Click to copy information from the selected parser to create a new security parser.

In Use Shows which devices in Topology are currently using the parser.

Test Allows you to test the security event parser by entering a syslog message received from
a device.

Enable Enables the parser.

Disable Disables the parser.

Buttons

Add Add a parser.

Export Exports the data displayed to a file in the default downloads location. File types include

CSV, Excel, PDF, or RTF. Low, Medium and High severity levels are not included in the
exported data. See Export data on page 629.

Add or modify a security event parser

The security event parser allows you to customize parsing of syslog messages for generating security events.
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Click System > Settings.

In Flat View, select Security Event Parsers from the tree.

Select the Enabled check box to enable the security event parser.

Enter a Name for the security event parser.

(Optional) To build the security parser using a received syslog message, click Populate from Received Syslog.

o gk wdh-=

Use the table below to enter the file information.

Settings

Field Definition

Populate from Received Syslog  Allows you to select a current syslog message to build the security event parser.

L
‘Q' You must select the format of the selected syslog file from the
- Format drop-down list.

Enabled Enables the security parser to be available as an option when configuring a
pingable device to parse incoming security events

Name Enter the name of the security event parser.

Vendor Enter the name of the vendor of the device that will generated the event.

Format Select the message format for the security event parser. Supported formats
include:

CSV: Message is a series of data fields typically separated by commas. Comma
separated value. Other characters can be used to separate data fields.

TAG/VALUE: Message is a series of fields each with a tag and a value. For
example, the message could contain the following : cip=192.168.10.182. cip is the
tag indicating that this is the IP address of the user causing the problem.
192.168.10.182 is the value associated with that tag.

CEF: Message is a series of fields, some in a standard position, others with a tag
and a value. For example the message could contain the following:
src=192.168.10.182. src is the tag indicating that this is the IP address of the user
causing the problem. 192.168.10.182 is the value associated with that tag.

Data fields

Entire Column/Tag When you select Entire Column/Tag in the Data Fields drop-down list, enter the
name of the field or number of the column containing the value. The entire value
will be used to create the security event.

Partial Column/Tag When you select Partial Column/Tag in the Data Fields drop-down list, you can
build a regular expression that lets you to define which parts of the column to use
when creating the security event.

s‘é’, Refer to websites such as http://www.regular-expressions.info/

and https://www.debuggex.com/ for additional information about
building regular expressions.
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Field Definition

Source/IP Column Enter the name of the field or number of the column containing the source IP
address. The entire value will be used to create the security event.

Destination IP Column Enter the IP address of the host or device the source host was communicating
with.

Type Column Enter the type of security event received.

Subtype Column Enter the subtype of the security event.

Threat ID Column Enter the unique identifying code supplied by the vendor for the specific type of
threat or event that occurred.

Description Column Enter the description supplied by the security appliance of the event.

Severity Column Enter the name of the field or number of the column containing the severity.

Severity mappings

Source Value The severity value provided by the vendor.

Severity Value The severity value in FortiNAC to be mapped to the source value.

Add Click to add a severity level mapping.

Add Range Click to map a single severity value in FortiNAC to a range of values provided by
the source.

Modify Click to modify a severity mapping.

Delete Click to delete a severity mapping.

Trap MIB files

The Trap MIB Files view allows you to enter a configuration to interpret SNMP trap MIB information sent from a device
and associate it with events and alarms in FortiNAC.

Requirements

o FortiNAC can only receive traps through SNMPv1 and SNMPv2 communications.

» Toreceive and interpret traps from devices or applications on your network, those devices or applications must be
modeled in FortiNAC and have an associated IP address.

» The device or application must have traps configured to be sent to the IP address of the FortiNAC server or Control
Server.

« Map events to Alarms. When a trap is received, FortiNAC compares the trap to the information listed in the Trap MIB
Files and searches for a match. If a match is found, an event is generated. If corresponding alarms have been
mapped to the event, alarms are also triggered.

» Multiple traps can be added to a single Trap MIB.

L}
‘9' Itis recommended that you generate and capture a trap from the sending device to make sure
|| that you are entering the correct information when configuring the Trap MIB files.
FortiNAC 9.1.0 Administration Guide 129

Fortinet Inc.



Settings

Settings

Al
‘Q' IP address OID, MAC address OID and user ID OID are not all required. Any one OID can be

used to identify the host or user that triggered the trap.

Field Definition

MIB File Name Name of the MIB file. FortiNAC creates the file when the Custom Trap data is entered.
Any MIB file can have multiple custom traps.

Trap OID The Trap OID compiled by FortiNAC based on the data entered in the Custom Trap
section. More than one Custom Trap can be associated with a single Trap MIB file.

Label Label used to identify the trap in the event and alarm configuration.

Specific Type This a number that is specific to the sending device. For example, if you are looking for
a trap from a Cisco device, you would enter a number that corresponds to Cisco specific
traps.

Enterprise OID OID associated with the enterprise or manufacturer of the device sending the trap. For

example, if FortiNAC were watching for traps from a Cisco device the enterprise OID
would be 1.3.6.1.4.1.9.

IP address OID OID associated with the trap varbinds that contain the IP address of the host that is
triggering the trap.

MAC address OID OID associated with the trap varbinds that contain the Physical Address of the host that
is triggering the trap.

User ID OID OID associated with the trap varbinds that contain the user ID of the user logged onto

the host that is triggering the trap.

Alarm Cause Textual description of the probable cause of the alarm.
Event Format (Java Textual description of the event which includes a variable for the varbind information to
Message API) be displayed from the trap. For example, if you have entered "Event caused by {4}."

Whatever data is contained in the fifth varbind in the trap, is included in the message.
The number 4 represents the fifth varbind because the count begins with 0.

Buttons

Export Exports the data displayed to a file in the default downloads location. File types include
CS8V, Excel, PDF, or RTF. See Export data on page 629.

Add MIB Opens the Add MIB dialog and allows you to add both the MIB and the associated
custom trap.

Add Custom Trap Select a MIB in the Trap MIBs list and use this option to add another custom trap to the
MIB. Opens the Add MIB dialog with the name of the selected MIB completed and blank
custom trap fields.

Modify If the MIB is selected, allows you to modify the name. If the custom trap is selected,
allows you to modify the trap information.
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Configure MIB files and custom traps

Click System > Settings.

Expand the System Communication folder.

Select Trap MIB Files from the tree.

Click Add MIB or select a MIB and click Add Custom Trap.
Enter the trap information using the settings shown in the table.
Click OK to save.

o gk wbh-=

Vulnerability scanner

The vulnerability scanner integration enables FortiNAC to request and process scan results from a vulnerability scanner.

The vulnerability scanners view displays a list of scanners that are configured, allows you to add, modify, delete, and test
a scanner connection, and configure polling for scanner results.

To access the vulnerability scanners view, go to System > Settings. From the folder view of the display, click the
System Communications node, and then click Vulnerability Scanners.

Implementation

To integrate FortiNAC and a vulnerability scanner, perform the following steps:

« Configure the scan(s) on your vulnerability scanner.

o For Qualys integrations: Qualys Cloud Platform cannot scan hosts on an internal network, so you must configure an
in-network scanner to scan hosts. Instructions for configuring the in-network scanner can be found on the Qualys
website: https://www.qualys.com/docs/qualys-virtual-scanner-appliance-user-guide.pdf

» Set up and test the connection between FortiNAC and the vulnerability scanner. Set the interval for FortiNAC to poll
the scanner for new results. Select the Vulnerability scan(s) forFortiNAC to request and process information. Define
each scan's threshold for triggering a scan failure.

 For visibility, add the Vulnerability Scan Status and Last Vulnerability Scan columns in the Host View by
selecting them in the Settings dialog.

» For enforcement, configure the alarm actions and the vulnerability scanner portal page.

« If specific hosts always require network access, regardless of scan results, you can add the hosts to the vulnerability
scanner Exceptions group. Hosts in this group are allowed onto the network, even if they fail a vulnerability scan.
See Add hosts to groups on page 728.

Processing scan results

At each Vulnerability poll, FortiNAC retrieves and processes the results for each configured scan that has completed
since the previous poll of the scanner. Multiple scans can target a host. If any host's scan result exceeds the scan's
failure threshold configured in FortiNAC, the host will be identified as failing scan.

In the Host View, the Vulnerability Scan Status column indicates the host's current health status. The Last
Vulnerability Scan column, which displays the most recent time/date when scan results were processed for the host, is
also displayed. See Host View on page 710.
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Settings

The vulnerability scan filters in the custom filters of the Host/Adapter Users views allow you to display hosts by Failed
Scan, Passed Scan, or Not Scanned status. You can also display hosts that were scanned before, during, or after a
specified time period. To configure the vulnerability scan filters for a host, see Settings on page 713.

The Show Events option of a host filters events from the Events Log for the selected host. When results exceed the
failure threshold, a Vulnerability Scan Failed event is generated. When the host's scan results do not exceed the
failure threshold, a Vulnerability Scan Passed event is generated. The date and time displayed in the message for a
Vulnerability Scan Failed or Vulnerability Scan Passed event indicates when the vulnerability scanner scanned the
host. See Events on page 781.

The following table lists the events that may be generated when the scan results are processed.

Events generated when MadCap:variable name="User_Guide.ProductName"/> processes scan results for hosts.

Vulnerability Scan Failed The host failed the vulnerability scan.
Vulnerability Scan Passed The host passed the vulnerability scan.
Vulnerability Scan Started The vulnerability rescan has started.
Vulnerability Scan Finished The vulnerability rescan has finished.

Events generated for interaction between FortiNAC and the vulnerability scanner.

Vulnerability Scan Ignored Scan results from the vendor include hosts that were added to the Vulnerability
Exceptions Group, indicating which hosts were ignored. Hosts in this group are
allowed onto the network, regardless of scan results.

Vulnerability Scan Incomplete FortiNAC polls the vendor for scan results for a configured scan, but scan
results are unavailable because the scan was not run by the vendor.

Vulnerability Scan Request Refused The IP address targeted by a rescan is not included in the list of Qualysasset
(Qualys Integration only) IPs.

Vulnerability Scan Removed A Vulnerability scan that was added to FortiNAC was removed from the
vulnerability scanner.

Vulnerability Scan Skipped The Vulnerability scanner has not run the scan since FortiNAC previously
polled it, so FortiNAC skipped the scan during processing.

Vulnerability Scanner Concurrent Exceeded the limit that is set for the number of requests that can be processed
API Limit Exceeded (Qualys concurrently.
Integration only)

Vulnerability Scanner Connection The connection to the vulnerability scanner has failed.
Failure
Vulnerability Scanner Deleted A vulnerability scanner was deleted from FortiNAC.

Vulnerability Scanner Periodic API Qualys rejected an API request because the periodic API limit has been
Limit Exceeded (Qualys Integration  exceeded. The event message includes the number of seconds until the
only) scanner will accept an API request.

These events can be enabled or disabled. For more information, see Enable and disable events on page 771.
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Vulnerability scan results enforcement

In order to force hosts which have failed Vulnerability scans to remediate, use an administrative scan mapped to the
Vulnerability Scan Failed and the Vulnerability Scan Passed events, with Host Security actions of At Risk and
Safe, respectively. See Add a scan on page 380.

When the host fails the scan

In order to isolate hosts that have failed the vulnerability scan, configure an event to alarm mapping for the the
Vulnerability Scan Failed event.

1. Create a host security action and add the Mark Host At Risk activity for the Admin Scan.

2. Map the Vulnerability Scan Failed event to the Security Action. Select Host Security Action, choose At Risk,
and then select the Admin Scan. See Add or modify alarm mapping on page 806.

3. To customize the vulnerability scan information displayed on the Remediation Portal page, edit the content in the
Global > Failure Information page in the portal content editor.

When the host passes the scan

To move the host to production when the host passes the vulnerability scan, configure an event to alarm mapping for the
Vulnerability Scan Passed event, with a Host Security Action of Safe for the administrative scan.

1. Create a host security action and add the Mark Host Safe activity for the Admin Scan.

2. Map the Vulnerability Scan Passed event to the Security Action. Select Host Security Action, choose Safe,
and then select the Admin Scan. See Add or modify alarm mapping on page 806.

Exceptions

Hosts that are added to the vulnerability scanner Exceptions Group are allowed onto the network even if the vulnerability
scan fails. Failed vulnerability scans for hosts in this group will not be listed in the Remediation Portal page, and this
page will not appear if a host in this group fails a vulnerability scan, but passes all other scans. For hosts in the
vulnerability scanner exceptions group, the Vulnerability Scan Status column will always display Passed in the Host
View.

Remediation

If the host fails a vulnerability scan, the Remediation Portal page will show details for the vulnerability scan that failed.
Users can click the scan to see details of the failed scan provided by the vulnerability scanner, and solutions to fix the
vulnerability. After remediation, users click Rescan to rescan the host. If a host fails for multiple vulnerability scans when
FortiNAC performs a "Poll Now" of the vulnerability scanner, if you are enforcing access and using an Admin Scan with a
Host Security Action to mark the host "at risk", each scan failure and rescan m be performed separately because each
scan failure triggers an event/alarm that is unique to one scan.

Settings
Field Definition
Name The name of the scanner to be displayed in FortiNAC.
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Field Definition

Request URL The URL for retrieving scan results from the vulnerability scanner (typically in the format
of https://<IP>:####).

User Name The username for retrieving scan results from the vulnerability scanner.

Vendor The vendor of the vulnerability scanner.

Poll Interval The interval for how often FortiNAC retrieves scan results from the Vulnerability
scanner.

Last Successful Poll The last time FortiNAC successfully retrieved scan results from the Vulnerability
scanner.

Last Modified By The user who last modified the Occurs when a Vulnerability scanner was deleted from

FortiNACVulnerability scanner configuration.

Last Modified Date The date when the FortiNAC Vulnerability scanner configuration, as defined in
FortiNAC, was last modified.

Right click options

Modify Modifies the selected vulnerability scanner configuration.

Delete Deletes the selected vulnerability scanner.

Test Connection Tests the connection between FortiNAC and the vulnerability scanner.

Poll Now Immediately polls selected vulnerability scanner for new scan results, instead of waiting

for the poll interval.

Show Audit Log Opens the admin auditing log showing all changes made to the selected item.
For information about the admin auditing log, see Audit Logs on page 762.

sy
‘9' You must have permission to view the admin auditing log. See Add
|| an administrator profile on page 595.

Add or modify a vulnerability scanner

When you add or modify a vulnerability scanner, you are configuring the connection to the FortiNAC Vulnerability
scanner.

Select System > Settings.

Expand the System Communication folder.

Select Vulnerability Scanners.

Click Add or select an existing scanner from the list and click Modify.

o ODd-=

Use the table below to enter the vulnerability scanner information in the General tab.

Field Definition

Vendor The vendor of the Vulnerability scanner.
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Field Definition

Name Enter a name for the scanner to be used in FortiNAC.

Request URL The URL for retrieving scan results from the vulnerability scanner.

User Name Enter the username for retrieving scan results.

Password Enter the password for retrieving scan results.

Poll for Scan Results Defines how often FortiNAC retrieves results from the vulnerability scanner.
Every

Test Connection Click to test the connection between FortiNAC and the vulnerability scanner.

6. Click the Scans tab.

7. Selectthe scan(s) in the Available Scans list and click the down arrow to add the scan(s) from the list of available
scans on the vulnerability scanner to the selected scans list which FortiNAC will process. Click the double arrow to
add all scans to the Selected Scans list. FortiNAC will only process results for scans in the Selected Scans list.

8. Selectascan in the Selected Scans list, and then click Set Failure Thresholds.

Select the check box next to each category where you wish to enter a threshold value.

10. Enter the minimum number of vulnerabilities for each category that may occur in the scan results before the host is
identified as failing the scan. For example, entering "5" in the "Medium" category means that if five or more Medium
vulnerabilities are detected when the host is polled, the host will be marked as Failed for that scan.

Ay
b [ 4
? Categories are vendor-specific.

11. Click OK.

12. Toremove a scan from the Selected Scans list, click the scan and then click Delete. The scan is returned to the
Available Scans list.

Qualys Scanner Integration

Qualys requires an in-network scanner host for scans. When Qualys is selected as the vendor, the Appliance tab
appears where you must specify the host that will perform the scan.

Instructions for configuring the in-network scanner host can be found on the Qualys website:
https://www.qualys.com/docs/qualys-virtual-scanner-appliance-user-guide.pdf

1. Select the Scanner Appliance.
2. Click OK.

Delete a vulnerability scanner

Select System > Settings.

Expand the System Communication folder.

Select Vulnerability Scanners.

Select the vulnerability scanner(s) you wish to delete, and click Delete.
A confirmation message is displayed. Click Yes to continue.

ok oN-=
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Security Fabric Connection

The Fortinet Security Fabric provides an intelligent architecture that interconnects discrete security solutions into an
integrated whole to detect, monitor, block, and remediate attacks across the entire attack surface. It delivers broad
protection and visibility into every network segment and device, be they hardware, virtual, or cloud based.

The physical topology view shows all connected devices, including access layer devices. The logical topology view
shows information about the interfaces that each device is connected to.

Security rating checks analyze the Security Fabric deployment to identify potential vulnerabilities and highlight best
practices to improve the network configuration, deploy new hardware and software, and increase visibility and
control of the network.

Fabric connectors provide integration with multiple SDN, cloud, and partner technology platforms to automate the
process of managing dynamic security updates without manual intervention.

Automation pairs an event trigger with one or more actions to monitor the network and take the designated actions
automatically when the Security Fabric detects a threat.

Currently supported features:

Physical Topology view

Quarantine via FortiNAC action (Version 8.8.1 and higher): Users can configure an automation stitch with the
"Quarantine via FortiNAC" action with a Compromised Host or Incoming Webhook trigger. When the automation is
triggered, the client PC will be quarantined and its MAC address is disabled in the configured FortiNAC. For
instructions on configuring this feature in the FortiGate, see section Quarantine via FortiNAC action of the 6.4.2
Administration Guide.

Requirements:

FortiNAC appliances to be installed with licenses that include additional certificates. This type of license was
introduced January 1st 2020.

FortiNAC version 8.7.x - 8.8.0: FortiGate devices must be running FortiOS 6.4.0 or higher.
FortiNAC version 8.8.1 and higher: FortiGate devices must be running FortiOS 6.4.2 or higher.

Add FortiNAC to the Security Fabric:

Ll

o

In the FortNAC Administration Ul, navigate to Network > Service Connectors.

Click Create New.

Click Security Fabric Connection.

Enter the following values and save: IP: Root FortiGate IP address Port: 8013

Refer to the FortiOS Administration Guide to complete configuration:
https://docs.fortinet.com/document/fortigate/6.4.0/administration-guide/264311/fortinac
Authorize FortiNAC on the root FortiGate.

Verify connection status.

Login to FortiNAC Administration Ul from the FortiGate.

System management

System Management groups together core server features such as data backup and restore, redundant servers,
licensing and time zone settings. Options include:
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Settings

Option Definition

Database Archive Set the age time for archived data files and configure the schedule for the Archive and
Purge task.

See Database archive on page 137.

Database Backup/Restore  Schedule database backups, configure how many days to store local backups, and
restore a database backup. Note that this restores backups on the FortiNAC server, not
backups on a remote server.

See Backup or restore a database on page 140.

High Availability Configuration for primary and secondary appliances for high availability. Saving
changes to these settings restarts both the primary and secondary servers.

See High availability on page 143.

License Management View or modify the license key for this server or an associated Application server.
See License management on page 141.

NTP and Time Zone Reset the time zone and NTP server for your FortiNAC appliances. Typically the time
zone and NTP server are configured using the Configuration Wizard during the initial
appliance set up. Requires a server restart to take effect.

See NTP and time zone on page 143.

Power Management Reboot or power off the FortiNAC server. In the case of a FortiNAC Control Server /
Application Server pair, reboot or power off each server individually.

See Power management on page 145.

Remote Backup Configure Scheduled Backups to use a remote server via FTP and/or SSH.
Configuration See Backup to a remote server on page 146.
System Backups Create a backup of all system files that are used to configure FortiNAC.

See System backups on page 149.

Database archive

Use database archive to set age times for selected log files. Log files are archived and then purged from the FortiNAC
database when the age time elapses. Archived data can be imported back into the database if necessary. Importing
archived data does not overwrite existing data it adds the archived records back into the database. See Import archived
data on page 615.

Settings
Field Definition
Remove local backups Number of days for which you would like to keep backups. Anything older than the
older than number of days entered, is removed the next time the scheduled task for backups runs.
This setting removes backup files created on the FortiNAC server before they are
copied to the remote server. Backups on the remote server are not removed.
FortiNAC 9.1.0 Administration Guide 137

Fortinet Inc.



Settings

Field Definition

The timing of the scheduled backup task and the age of the files that
are to be removed must be thought out carefully or you will remove
N : & all of your backups. For example, if the remove option is setto 5
9 days and your backup task runs every 15 days, you may
- inadvertently remove all of your backups. However, if the remove
option is set to 15 days and the backup task runs every 5 days, then
you would always have backup files.

Connections Age Time Number of days Connections data are maintained in the Connections log and viewable
(days) in the Connections view. Connections are archived and purged based on the scheduled
task settings.

Default setting = 7 days

\‘é', If the number of records exceeds 500,000 prior to the scheduled

time, a portion of the records are archived and purged. The
remaining records are archived and purged at the scheduled time.

Event/Alarms Age Time Number of days events or alarms are maintained in the Events or Alarms logs and
(days) viewable in the Events or Alarms View. Events and Alarms are archived and purged
based on the scheduled task settings.

Default setting = 7 days

Scan Results Age Time Number of days Scan results are maintained in the Scan results log and viewable in the
(days) Scan results view. Scan results are archived and purged based on the scheduled task
settings.

Default setting = 7 days

Edit archive age time

Click System > Settings.

Expand the System Management folder.

Select Database Archive from the tree.

Use the information in the table above to set Age Time.
Click Save Settings.

ok oN-=

Schedule event archive and purge

Click System > Settings.

Expand the System Management folder.

Select Database Archive from the tree.

Click Modify Schedule.

Select the Enabled check box.

Enter a name for the task in the Name field.

The Description field is optional. Enter a description of the task.

No ook obdb-=
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8. Action type and Action are pre-configured based on the task and cannot be modified.

9. From the Schedule Type drop down list, select either Fixed Day or Repetitive and set the day and time that the
task is to be performed.

10. A Fixed Day Task is one in which you schedule a task to run on a combination of days of the week and times of the
day, such as Mondays at 1:00 pm and Fridays at 10:00 am. Select the day(s) and time to run the task.

a. Click the box next to the day(s) to select the day.
b. Click the down arrows and select the hour, minutes, and AM or PM from the drop-down list for each day.
c. To enter days/times more quickly, select Set Multiple Days to set multiple days with the same time.
d. Toremove all settings, click Clear All.
11. ARepetitive Task is one that you schedule to start on a given day, at a certain time, for the number of times you

specify, such as every 10 days starting today. The repetition rate can be set to any number of minutes, hours, or
days.

a. Enter the Repetition Rate using whole numbers.

A\,

S L4
? A repetition rate of zero causes the task to run only once.

b. Click the down arrow and select Minutes, Hours, or Days from the drop-down list.

c. Enterthe date and time for the task to run in the Next Scheduled Time field using the format MM/DD/YY
hh:mm AM/PM Time Zone.

) ! 7, The new Repetition Rate does not take effect immediately. It starts the next time the
? scheduled task runs. For the new Repetition Rate take effect immediately, click
= Update.

d. Click Update to update the Next Scheduled Time field or change the Repetition Rate.
12. Click OK.

Schedule settings

Field Definition

Remove local backups Number of days for which you would like to keep backups. Anything older than the

older than number of days entered, is removed the next time the scheduled task for backups runs.
This setting removes backup files created on the FortiNAC server before they are
copied to the remote server. Backups on the remote server are not removed.

The timing of the scheduled backup task and the age of the files that are to be removed
must be thought out carefully or you will remove all of your backups. For example, if the
remove option is set to 5 days and your backup task runs every 15 days, you may
inadvertently remove all of your backups. However, if the remove option is set to 15
days and the backup task runs every 5 days, then you would always have backup files.

Status Indicates whether the task is enabled or disabled.
Schedule Interval How often the scheduled task runs.
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Field Definition

Next Scheduled Time The next date and time the scheduled synchronization task will run. Entered in the
format MM/DD/YY HH:MM AM/PM

Modify Schedule Allows you to modify the scheduled activity.

Run Now Runs the scheduled task immediately.

Backup or restore a database

A database backup creates a backup of the entire database. All database archives can be restored if the database
becomes corrupted. To restrict the restoration to only alarms, connections, or events data, go to those specific views and
select the Import option. See Alarms on page 802, Connections on page 826, and Events on page 781 for more
information.

Restoring a database archive causes the FortiNAC Server or Control Server to restart.

1. Click System > Settings.
2. Expand the System Management folder.
3. Select Database Backup/Restore from the tree.

Schedule a database backup

Under Schedule Database Backup, click Modify Schedule.

Select the Enabled check box.

Enter a name for the task in the Name field.

The Description field is optional. Enter a description of the task.

Action type and Action are pre-configured based on the task and cannot be modified.

From the Schedule Type drop down list, select either Fixed Day or Repetitive and set the day and time that the
task is to be performed.

7. AFixed Day Task is one in which you schedule a task to run on a combination of days of the week and times of the
day, such as Mondays at 1:00 pm and Fridays at 10:00 am. Select the day(s) and time to run the task.

a. Click the box next to the day(s) to select the day.

b. Click the down arrows and select the hour, minutes, and AM or PM from the drop-down list for each day.
c. To enter days/times more quickly, select Set Multiple Days to set multiple days with the same time.

d. Toremove all settings, click Clear All.

2B

8. ARepetitive Task is one that you schedule to start on a given day, at a certain time, for the number of times you
specify, such as every 10 days starting today. The repetition rate can be set to any number of minutes, hours, or
days.

a. Enterthe Repetition Rate using whole numbers. A repetition rate of zero causes the task to run only once.
b. Click the down arrow and select Minutes, Hours, or Days from the drop-down list.

c. Enterthe date and time for the task to run in the Next Scheduled Time field using the format MM/DD/YY
hh:mm AM/PM Time Zone.

d. Click Update to update the Next Scheduled Time field or change the Repetition Rate.

The new Repetition Rate does not take effect immediately. It starts the next time the scheduled task runs. For
the new Repetition Rate take effect immediately, click Update.

9. Click OK.
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Schedule settings

Field Definition

Remove local backups Number of days for which you would like to keep backups. Anything older than the

older than number of days entered, is removed the next time the scheduled task for backups runs.
This setting removes backup files created on the FortiNAC server before they are
copied to the remote server. Backups on the remote server are not removed.

The timing of the scheduled backup task and the age of the files that are to be removed
must be thought out carefully or you will remove all of your backups. For example, if the
remove option is set to 5 days and your backup task runs every 15 days, you may
inadvertently remove all of your backups. However, if the remove option is set to 15
days and the backup task runs every 5 days, then you would always have backup files.

Status Indicates whether the task is enabled or disabled.
Schedule Interval How often the scheduled task runs.
Next Scheduled Time The next date and time the scheduled synchronization task will run. Entered in the

format MM/DD/YY HH:MM AM/PM
Modify Schedule Allows you to modify the scheduled activity.

Run Now Runs the scheduled task immediately.

Restore a database

1. Click on a backup to select it.
2. Click Restore Database.

License management

Manage license keys on the servers through this view. You can view and modify both the FortiNAC Control Server and
FortiNAC Application Server licenses through this view. Servers that are part of a high availability configuration appear in
the drop-down list.

License information is displayed on the dashboard. See Dashboard on page 40 for additional information.

The events related to license use help maintain proper appliance use per environment. Warning and critical events and
alarms are generated based on a set of user defined thresholds. See Event thresholds on page 772 to set thresholds.
See Map events to alarms on page 803 to set alarms based on threshold events.

View/modify license information

The license options will vary depending on whether pre-2016 (Secure Enterprise Standard, Secure Enterprise
Advanced, or Secure Enterprise Mobility) or post-2016 (Secure Enterprise Advanced or Secure Enterprise Premier)
license packages are installed on the server.

1. Click System > Settings.
2. Expand the System Management folder.
3. Select License Management from the tree.
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4. From the drop-down list select the server containing the license key.
Click Modify License Key.

o

6. You can modify the license key in two ways:

« To upload from a text file, click Upload, browse to the license key file, and click Open. This must be a text file
not a zip file.

» From another file, copy and paste the new license key text into the text box.
7. Click OK to apply the new license key. The existing key detail is displayed in a pop-up window along with the new
key detail.
8. Click OK to apply the new license key. Click Undo if you want to revert to the existing license key.
9. To restart the server immediately, click OK on the dialog box.

10. To restart the server later, click Cancel on the dialog box. Another dialog box appears stating that the new key will
not be applied until the server is restarted. New features or license counts contained in the new license cannot be
accessed until the server is restarted. The new license is saved on the server, but is not read until the server is
restarted.

11. Click OK to confirm.

Settings

Key Definition

License Name Indicates which license installed on the server.

Concurrent Licenses Number of licenses configured for possible online connections to the network.
Connections are counted for hosts and devices that are not switches or routers.

ATR Licenses Indicates the number of licenses configured for ATR.

Evaluation Time Indicates the number of days configured for an evaluation license. If you have
purchased a full license for the product, this field does not display.

High Availability Indicates whether or not high availability has been enabled.

Device Profiler Indicates whether or not the device profiler feature has been enabled.

Guest Manager Indicates whether or not the guest manager feature has been enabled.

Endpoint Compliance Indicates whether or not the Security Policy features have been enabled.

Integration Suite Indicates whether or not access to third party information such as SNMP Traps and
Syslogs has been enabled.

Wireless Only Indicates whether or not a limited Wireless Only license has been enabled.
Provided as a quick start solution for organizations that use only wireless devices on
their network. This feature is not supported for all wireless devices. Currently only HP
MSM and Ruckus controllers can be configured. For HP wireless devices, FortiNAC
can write configuration changes to the device. For Ruckus controllers, FortiNAC cannot
write configuration changes to the device only the device model in the database. Other
wireless devices and up to five wired devices can be added using the Network Devices
View or the Inventory. In addition, this license disables the Discovery feature. .
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NTP and time zone

You can reset the time zone and NTP server for your FortiNAC appliances. Typically the time zone and NTP server are
configured using the configuration wizard during the initial appliance set up.

The NTP server is used to synchronize the clock on the FortiNAC appliance. FortiNAC contacts the NTP server
periodically to synchronize its clock with the NTP servers. NTP server keeps time in UTC, or Coordinated Universal
Time, which corresponds roughly to Greenwich Mean time.

Settings

Field Definition

FortiNAC Servers Provides a list of servers for which you can change time settings. If you have a Control
server and an Application server pair, both servers are displayed in the list. In an HA
environment this would include up to four servers, two Control servers and two
Application servers.
Each server's time must be set individually. Settings apply only to the server displayed
in this field.

NTP Server External server used to synchronize or update the clock on the selected FortiNAC
server. Defaults to pool.ntp.org.

Time Zone Time zone where the selected FortiNAC server resides.

Modify time settings

L}
‘9' Changes to NTP or time zone require a server restart to take effect. Go to the control panel to

restart the server now. See Power management on page 145.

Click System > Settings.

Expand the System Management folder.

Select NTP And Time Zone from the tree.

Click the FortiNAC Servers drop-down and choose the server to be modified.

Enter your preferred NTP Server in the NTP Server field.

Click the Time Zone drop-down and select the time zone for this server.

Click Save Settings to save settings for the selected server.

To modify another server, select it in the FortiNAC Servers drop-down and repeat steps 4 through 7.

NG A ODN-=

High availability

Use the high availability view to add to and update high availability configuration information.

Use the Configuration Wizard to complete the initial configuration for each appliance. See the Appliance Installation
Guide that came with the hardware for instructions on using the Configuration Wizard. See the for additional information
on configuring appliances for a high availability environment.
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Configure high availability

1. Ensure that all appliances are keyed for high availability. See License management on page 141 and check the high
availability field.

2. Click System > Settings.
3. Expand the System Management folder.
4. Select High Availability from the tree.
5. Use the table below to enter the required information.
6. Click Save Settings and wait for the success message.
NP When you click Save Settings on the Administration - High Availability view, the primary
s s server tries to communicate with the secondary to ensure that the database will be replicated.
If the primary server cannot communicate with the secondary, it continues to try until
= communication is established.
N ! ’, If you are configuring high availability in an environment where you have a FortiNAC Control
9 Server and an Application Server, additional fields are displayed to configure the two
- Application Servers.
\ Note: For steps to remove an existing High Availability configuration, refer to the Appendix of
the High Availability reference manual in the Fortinet Document Library.
I https://docs.fortinet.com/document/fortinac/8.3.0/high-availability

Settings

Field Description

Shared IP configuration

Use Shared IP address Enables the use of a shared IP address in the high availability configuration. If enabled,
the administrator can manage whichever appliance that is in control with the shared IP
address instead of the actual host IP address.

If your primary and secondary servers are not in the same subnet, do not use a shared
IP address.

Shared IP address The shared IP address for the high availability configuration. Added to the /etc/hosts
file when the configuration is saved.

Shared Subnet Mask (bits)  The shared subnet mask in bits. For example, 255.255.255.0 = 24 bits.

Shared Host Name Part of the entry in the /etc/hosts file for the shared IP address. Administrators can
access the Ul using either the shared IP address or the shared host name.

Server configuration

Primary Appliance IP address: IP address assigned to eth0 for the primary.

Gateway IP address: IP address pinged by the appliances to determine if network
connectivity is still available.
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Field Description

CLI/SSH root Password [User:root]: Root password on the appliance itself. Allows
settings to be written to the appliance.

Retype root CLI/SSH Password [User:root]: Retype the password entered in the
CLI/SSH root Password field for confirmation.

Secondary Appliance IP address: IP address assigned to eth0 for the secondary.
Host Name: Name assigned to the secondary.

Gateway IP address: IP address that is pinged by the appliances to determine if
network connectivity is still available.

CLI/SSH root Password [User:root]: Root password on the appliance itself. Allows
settings to be written to the appliance.

Retype root CLI/SSH Password [User:root]: Retype the password entered in the
CLI/SSH root Password field for confirmation.

Power management

The system can be rebooted or powered down through the FortiNAC interface, by any user whose administrator profile
allows access to the Settings view. In a high availability environment or in the case where there is a FortiNAC Control
Server/Application Server pair, servers must be rebooted or powered off individually.

Ay

S L4
? In a HA environment, reboot or power off the secondary servers first.

Events associated with Power Management are as follows:
» System Power Off: Indicates that the server has been powered down and provides the user name of the user who
initiated the action.

« System Reboot: Indicates that the system was rebooted and provides the user name of the user who initiated the
action.

Reboot the server

Click System > Settings.

Expand the System Management folder.

Select Power Management from the tree.

Select a server from the list.

Click Reboot . This process may take 2-3 minutes.

o oN-=

Power off the server

1. Click System > Settings.
2. Expand the System Management folder.
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3. Select Power Management from the tree.
4. Selecta server from the list.
5. Click Power Off. This process may take 30 seconds.

Backup to a remote server

Backups of the database and other files occur automatically when the Backup Database and Purge Events scheduled

tasks run. The backup files are stored on the local appliance.

The Administrator can additionally configure FortiNAC to place a copy of the database and other directories on an ftp
and/or other remote server for safekeeping. The backup files are placed in time and date stamped files named

DataBase BackUp YYYY-MM DD HH mm SS.gz.

Backup directory files

Appliance Directories Included in Backup File

FortiNAC Server letc
/home/cm
/root
/var/spool/cron
/bsc/Registration
/bsc/Remediation
/bsc/Hub
/bsc/Authentication
/bsc/DeadEnd
/bsc/CommondJspFiles

FortiNAC Control letc

Server /root
/home/cm
/home/admin
/var/spool/cron
/bsc/clientValidation

FortiNAC Application letc
Server /home/cm
[/root

/home/admin
/var/spool/cron
/bsc/Registration
/bsc/Remediation
/bsc/Hub
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/bsc/VPN

/bsc/WWW

/bsc/WEB-INF

/home/admin

/bsc/clientValidation

/bsc/siteConfiguration

/bsc/services
/bsc/campusMgr/master_loader/telnetMibs
/bsc/campusMgr/master_loader/customTraps

/bsc/siteConfiguration

/bsc/services
/bsc/campusMgr/master_loader/telnetMibs
/bsc/campusMgr/master_loader/customTraps

/bsc/Authentication
/bsc/DeadEnd
/bsc/CommondJspFiles
/bsc/VPN

/bsc/www
/bsc/siteConfiguration
/bsc/services
/bsc/WEB-INF
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NP When configuring the backup for a FortiNAC Application Server and FortiNAC Control Server
‘Q' pair, the remote back up is only configured on the FortiNAC Control Servere. The backup files
- from both servers will be placed in the directory specified. The host name of the appliance will

be prefixed to the backup filename.

Configure the backup destination

Remote Backup Configuration defines the connection details used to copy files to a third party (remote) server when the
Database Backup task is run in Scheduler. Transferring the backup files can be done using FTP and/or SSH protocols.

Remote server configuration using FTP

1. Create an account on the remote FTP server to be used by FortiNAC for backup file transfer.
2. Create a folder to which FortiNAC will copy the files.

For instructions on completing the above tasks, consult documentation specific to the FTP application used.

Remote server configuration using SSH

SSH communication must be established between the FortiNAC Control Server or FortiNAC Server and the remote
backup server for the SSH remote backups to be successful. Ensure that the public key for the root user on the host
being backed up has been appended to the authorized_keys file in the <root home dir>/.ssh directory of the remote
server. In the case of high availability, the SSH keys for both the primary and secondary must be appended to the
authorized_keys file.

Copy the SSH key to the remote server account (Linux)

Access the CLI on the FortiNAC Control Server as root.

Navigate to the .ssh directory. Type: cd /root/.ssh.

Display and copy the key. Type: cat id_rsa.pub.

Access the remote server where the backups will be stored as root.

If the .ssh directory does not exist, create it. Type: mkdir /home/backup username/.ssh.
Change the permissions. Type: chmod 700 /home/backup username/.ssh.

Navigate to the .ssh directory, and then paste (append) the key you copied from the FortiNAC to the authorized_
keys file. Type:

cd /home/backup username/.ssh

vi authorized keys

No ook obdbh-=

\‘ ! ’I
q The format of authorized_keys file is one entry per line.

8. Make sure the key you paste is identical to the key on the FortiNAC and does not include extra white space or
characters.
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Copy the SSH key to the remote server account (third party)

Access the CLI on the FortiNAC Control Server as root.
Navigate to the .ssh directory. Type: cd /root/.ssh.
Display and copy the key. Type: cat id_rsa.pub.

PoOobd-=

Associate the public key to the remote server where the backups will be stored.

L}
‘9' This process will vary depending on the product. Refer to the SSH server product
- documentation for instructions.

Configure the remote backup target

Click System > Settings.

Expand the System Management folder.

Select Remote Backup Configuration from the tree.
Use the table below to complete these steps.

In the Backup Timeout field enter the number of minutes for the backup to be created and copied to the remote
server.

6. Select Enable FTP Remote Backup and/or Enable SSH Remote Backup to enable the remote backup to that
server(s).

7. Enter the connection information for the backup server(s).
8. Click Test SSH Connection to validate the SSH server and SSH remote path settings.
9. Click Save Settings.

o oN-=

Settings

Field Definition

Backup Timeout Number of minutes for the backup to be created and copied to the remote server. If this
time elapses before the backup is done, the process is interrupted. Be sure to select a
time that is long enough for your system to complete its backup. The default is 20
minutes, however, large systems may require more time.

Enable FTP Remote Remote backups to this server are enabled when this is checked.

Backup Default = Unchecked

Display Public SSH Keys Click to view the public SSH key from the FortiNAC Primary and Secondary Control
Servers.

Server IP address of the remote server.

User Name User Name required for write access to the server.

Password Password required for write access to the server.

Remote Path The directory path where the remote backup files will be placed. This directory must

exist on the server.

EnableSSH Remote Remote backups to this server are enabled when this is checked. The SSH keys must
Backup already be established for the SSH remote backups to be successful.
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Field Definition

Default = Unchecked

Server The IP address of the remote server. Format is user@remote-server, such as
asmith@192.168.1.1 .

Remote Path The directory path where the remote backup files will be placed. This directory must
exist on the server.

Test SSH Connection Test the connection to the server using the SSH Server and SSH Remote Path settings
to confirm the settings are valid.

If the test fails, it means the Remote Backup task will not back up the files to the
specified remote server.

Validate the connection and backup task

FTP

1. Navigate to System > Scheduler.
2. Addthe Database Backup task (if not already present).
3. Highlight the Database Backup task and click Run Now.

SSH

Click Test SSH Connection to verify SSH communication with the remote server.
Once successfully tested, navigate to System > Scheduler.

Add the Database Backup task (if not already present).

Highlight the Database Backup task and click Run Now.

P obhN-=

System backups

A system backup creates a backup of all system files that are used to configure FortiNAC, such as license key and web
server configurations.

Click System > Settings.
Expand the System Management folder.
Select System Backups from the tree.

P obh-=

In the Remove local backups older than field, enter the number of days for which you would like to keep
backups.

The timing of the scheduled backup task and the age of the files that are to be removed must be thought out
carefully or you will remove all of your backups. For example, if the remove option is set to 5 days and your backup
task runs every 15 days, you may inadvertently remove all of your backups. However, if the remove option is set to
15 days and the backup task runs every 5 days, then you would always have backup files.

Click Modify Schedule.

Select the Enabled check box.

Enter a name for the task in the Name field.

The Description field is optional. Enter a description of the task.

Action type and Action are pre-configured based on the task and cannot be modified.

© ®No:
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10. From the Schedule Type drop down list, select either Fixed Day or Repetitive and set the day and time that the
task is to be performed.

11. AFixed Day Task is one in which you schedule a task to run on a combination of days of the week and times of the
day, such as Mondays at 1:00 pm and Fridays at 10:00 am. Select the day(s) and time to run the task.

a.
b.
c.
d.

Click the box next to the day(s) to select the day.

Click the down arrows and select the hour, minutes, and AM or PM from the drop-down list for each day.
To enter days/times more quickly, select Set Multiple Days to set multiple days with the same time.

To remove all settings, click Clear All.

12. A Repetitive Task is one that you schedule to start on a given day, at a certain time, for the number of times you
specify, such as every 10 days starting today. The repetition rate can be set to any number of minutes, hours, or
days.

a.

Enter the Repetition Rate using whole numbers. A repetition rate of zero causes the task to run only once.

b. Click the down arrow and select Minutes, Hours, or Days from the drop-down list.
c. Enterthe date and time for the task to run in the Next Scheduled Time field using the format MM/DD/YY
hh:mm AM/PM Time Zone.
d. Click Update to update the Next Scheduled Time field or change the Repetition Rate.
The new repetition rate does not take effect immediately. It starts the next time the scheduled task runs. For the
new repetition rate take effect immediately, click Update.
13. Click OK.

14. Click Save Settings.

Settings

Field Definition

Remove local backups Number of days for which you would like to keep backups. Anything older than the

older than number of days entered, is removed the next time the scheduled task for backups runs.
This setting removes backup files created on the FortiNAC server before they are
copied to the remote server. Backups on the remote server are not removed.
The timing of the scheduled backup task and the age of the files that are to be removed
must be thought out carefully or you will remove all of your backups. For example, if the
remove option is set to 5 days and your backup task runs every 15 days, you may
inadvertently remove all of your backups. However, if the remove option is set to 15
days and the backup task runs every 5 days, then you would always have backup files.

Status Indicates whether the task is Enabled or Disabled.

Schedule Interval How often the scheduled task runs. Options are Minutes, Hours, or Days.

Next Scheduled Time The next date and time the scheduled synchronization task will run. Entered in the
format MM/DD/YY HH:MM AM/PM

Modify Schedule Allows you to modify the scheduled activity.

Updates

Updates groups together options for updating FortiNAC servers with the latest software release and the latest Agent
packages.
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Options

Agent Packages Displays a list of the Dissolvable Agent, Persistent Agent, and Passive Agent versions
available on your FortiNAC appliance. Download new agents and add them to FortiNAC
as they become available from Fortinet using the Download. Download an
Administrative template for GPO configuration to your PC from the FortiNACappliance
using the links at the top of the view.
See Agent packages on page 151.

Operating System Use operating system updates to download and install bugfix and security updates for
the CentOS Distribution on FortiNAC servers.
See Updating CentOS on page 160.
The Operating System information can be viewed using the "sysinfo" command in the
appliance CLI:
Distribution: Lists the CentOS Operating System version and is updated via OS Update.
OS Kernel: Lists the OS update patch value.
Note this will only change if a Kernel update is in the OS Update.
Example
Recognized platform: Linux
Distribution: CentOS Linux release 7.6.1810 (Core)
OS Kernel: 3.10.0-957.21.3.el7.x86_64

System Use System Updates to configure download settings, download updates from Fortinet,

install updates and view the updates log.

See System update on page 162.

System version information can be viewed under Help > About in the Ul as well as
using the "sysinfo" command in the appliance CLI.

Example

Engine Version: 8.6.2.587

Agent packages

The Agent packages view displays a list of the Dissolvable Agent, Persistent Agent, Passive Agent, and Mobile Agent
versions available on your FortiNAC appliance. This view allows you to download new agents and add them to FortiNAC
as they become available from Fortinet.

Both the Dissolvable Agent and Persistent Agents can be supplied to hosts automatically by FortiNAC through the
captive portal when the host reaches the appropriate web page. The agent presented to the host is based on the
configuration of the endpoint compliance policy applied to that host. Supplying the Passive Agent requires additional
configuration. See Passive Agent on page 440.

Hosts who already have a version of the Persistent Agent installed can be automatically updated to a newer version of
the agent based on the settings you enter on the Agent Update tab. See Upgrade the Persistent Agent on page 461.

You also have the option to download a Persistent Agent from the list to your own computer to be distributed to hosts
through your web site, using a login script or some other distribution method. Files are saved on your computer in the
default download location. This location varies depending on the browser you are using.
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The Windows Persistent Agent is available in two formats: .msi and .exe. The .msi file is recommended for use in a
managed install by non-user-interactive means. The .exe file is recommended for user-interactive installation. The Linux
Persistent Agent is also available in two formats: .deb or .rpm. The macOS Persistent Agent is available in .dmg format.

If you choose to distribute the agent using Group Policy Objects, you must download and install administrative templates
on your Windows server. Use the links at the top of the Agent Distribution view to download the templates.

Select Delete to remove old Agent packages from your server.

Settings
Field Definition
Package Name of the .jar file containing the agents and supporting files.

Agent Version Version number of the agent.

Name Name of the type of agent. Agents include:
* Mobile Agent
¢ Dissolvable Agent
¢ Persistent Agent
¢ Passive Agent

Operating Operating system on which the agent can run.

System

File File name and type, such as .exe or .bin.

Size Download size of the agent file in KiB.

Delete Allows you to delete old agent packages from the FortiNAC server.

Download agent packages

Status Indicates whether there are new agent packages available for download from Fortinet. Status
messages include:
¢ UptoDate
* New Agent Packages Available

Download Launches the Agent Download dialog allowing you to select new agent packages to be added to your
FortiNAC server.

Download new agent packages

New Agent packages are placed on the Fortinet update server when they become available. Agent packages contain all
of the available FortiNAC agents and agent related files. The Mobile Agent can be downloaded from the captive portal if
the device allows downloads from unknown sources, otherwise it is distributed through Google Play. However, there are
supporting files for the Mobile Agent in the agent package. For any agent update you must download and install the
latest agent package.

Download settings must be configured correctly in order to download agent packages. See System update on page 162
for more information.

1. Click System > Settings.
2. Expand the Updates folder.
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3. Select Agent Packages from the tree.

4. Scroll to the bottom of the page. When new agents are available, the message New Agent Packages Available is
displayed next to Download. Select Download to display a list of available agent packages.

5. Click the Download link next to an agent package to initiate the download. A progress page is displayed until the
download is complete.

6. Click Close to return to the Agent Packages view.

Download the Persistent Agent for custom distribution

Follow the steps below to download a Persistent Agent from your FortiNAC appliance to your local computer.

1. Click System > Settings.
2. Expand the Updates folder.
3. Select Agent Packages from the tree.

list, but only the Persistent Agent and Passive Agent packages may be downloaded

\‘é’, The Dissolvable Agent, Persistent Agent, and Passive Agent packages are included in the
3 through this view. The links appear in blue.

4. Locate the agent you wish to download. Click on the name of the agent file in blue text in the File column of the
table.

5. Thefile is typically saved to the default download location. This is controlled by your browser.

6. Distribute the file via the Desktop Management software of your choice. It is recommended that you visit our web
site for additional information on deploying the Persistent Agent outside of FortiNAC.

Download and configure administrative templates for GPO

Administrative templates are used to configure registry settings on Windows endpoints through Group policy objects.
For the Persistent Agent and the Passive Agent, there are templates to configure the Server URL of the FortiNAC
Application Server with which the agent will communicate. There are also per-computer and per-user templates to
enable or disable the system tray icon or Balloon Notifications of status changes. The Balloon Notification template does
not affect the Server IP and is not required.

FortiNAC does not support an Administrative Template for deploying configuration changes to macOS computers or
users through GPO. You can investigate 3rd party applications, such as Likewise Enterprise that support macOS
computers using Group Policy Object editor. The modifications shown in the tables below can be made in the
Preferences file on macOS hosts, using the tool of your choice.

vy
‘?' The Persistent Agent running on a macOS computer can determine the server to which it

should connect via DNS server records it does not require changes to Preferences.

If you are using the Persistent Agent, your Windows login credentials are automatically passed to FortiNAC. You can
modify the Administrative Template to hide the Persistent Agent Login dialog and use the Windows login credentials sent
by the Persistent Agent by modifying the settings in the Administrative Template. See Using Windows domain logon
credentials on page 459.

Security is enabled by default. It is recommended that you update to the latest template files and configure the templates
for the new security settings.
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Requirements:

 Active Directory
o Group Policy Objects
o Template Files From Fortinet

Templates:

The templates listed below are provided by Fortinet. You must run the installation program for the templates on your
Windows server . Be sure to select the appropriate MSI for your Windows server architecture.

o 32-bit (x86): Bradford Networks Administrative Templates.msi
o 64-bit (x86_64): Bradford Networks Administrative Templates-x64.msi

Install the templates for GPO

1. In FortiNAC select System > Settings > Updates > Agent Packages.

2. Atthe top of the Agent Distribution window click either the 32-bit (x86) or the 64-bit (x86_64) link to download the
appropriate template file.

3. Copy the template file to the domain server.
4, On the domain server, double-click the msi file to start the installation wizard.

5. Click through the installation wizard. When installation has completed, the Microsoft Group Policy Management
Console is required to complete the installation. Refer to the Windows Server documentation for details.

6. Navigate to the Group Policy Object you want to edit, right-click and select Edit to display the GPO Editor pane.

7. Right-click Computer Configuration > Administrative Templates and select Add/Remove Templates, shows
the current templates pop-up.

8. Click Add and browse to Program Files\Bradford Networks\Administrative Templates.
a. Touse the Persistent Agent, select FortiNAC Persistent Agent.admand click Open.
b. Touse the Passive Agent, select FortiNAC Passive Agent.admand click Open.

9. Click Close, and the Administrative Templates will be imported into the GPO.

Install an updated template when balloon notifications are configured

If you have never configured Balloon Notifications, go to the section of this document labeled Install An Updated
Template.

If you already have a Fortinet Administrative Template installed for the Persistent Agent and the Balloon Notifications
were ever set to anything other than Not Configured (e.g. enabled or disabled), you must unconfigure the Balloon
Notifications and push the settings to your clients. When your clients have all been updated, then the new template can
be installed. These templates affect the registry settings on the client host. In the case of the Balloon Notifications,
removing the previous configuration before installing the new one ensures that the keys will be set correctly.

L}
‘?' Before updating a template, be sure to record the current template settings. Existing template
|| settings are lost when the new template is installed.

1. InFortiNAC, navigate to System > Settings > Persistent Agent Properties.

2. Select Security Management and make sure that Display Notifications is disabled. When you have uploaded and
configured the new template, come back to this view and restore the Display Notifications option to its original state.

3. Log into your Windows Server.
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On your Windows server open the Group Policy Management Tool.

Navigate to the Group Policy Object you want to edit, right-click and select Edit to display the GPO Editor pane.
Select Computer Configuration > Administrative Templates > Bradford Persistent Agent.

In the pane on the right, right-click on the Balloon Notifications setting and select Properties.

On the Setting tab in the Properties window select Not Configured and click OK.

When all of your clients have received the updated settings, the new template can be installed.

Navigate to the Group Policy Object you want to edit, right-click and select Edit to display the GPO Editor pane.
Right-click Computer Configuration > Administrative Templates and select Add/Remove Templates, to show
the current templates pop-up.

Select the old template and click Remove. Follow the instructions in the Install The Templates For GPO section
shown above to install the new template.

— -
SO0 ®NOo O

-
N

Install an updated template

Occasionally new templates are made available to incorporate additional features. If you already have a Fortinet
Administrative Template installed but it does not have Balloon Notifications enabled, follow the instructions below to
update it. If you do have Balloon Notifications enabled, go to the previous section for instructions.

Ay
‘Q' Before updating a template, be sure to record the current template settings. Existing template
- settings are lost when the new template is installed.

1. Onyour Windows server open the Group Policy Management Tool.
2. Navigate to the Group Policy Object you want to edit, right-click and select Edit to display the GPO Editor pane.

3. Right-click Computer Configuration > Administrative Templates and select Add/Remove Templates, to show
the current templates pop-up.

4. Selectthe old template and click Remove. Follow the instructions in the Install The Templates For GPO section
shown above to install the new template.

Modify settings

See the table below for settings which can be configured using the Administrative Templates provided.

Settings

Option Definition

Persistent Agent template

Host Name Fully qualified host name of the FortiNAC Application Server or the FortiNAC Server if
you are not using a pair. It is pushed out to the connecting host(s) to ensure that the
Persistent Agent is communicating with the correct host in a distributed environment.

Balloon Notifications Enables or Disables Balloon Notifications on a per-host or per-user basis. This setting is
not required for configuring Server IP information. Options include:
« Enabled: Forces balloon notifications for host state changes to be enabled on the
host.
¢ Disabled: Forces balloon notifications for host state changes to be disabled on the
host.
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Option Definition

* Not Configured: Use the non-policy setting (Enabled).

Login Dialog Enables or Disables the login dialog on a per-host or per-user basis. This setting is not
required for configuring Server IP information. See Using Windows domain logon
credentials on page 459 for further instructions. Options include:

¢ Enabled: The login dialog is enabled. This can be used per-user to override a per-
host setting of Disabled.

¢ Disabled: The login dialog is disabled. The agent will never prompt the user for
credentials. This is useful in certain Single-sign-on configurations.

* Not Configured: The login dialog is enabled, unless overridden by a per-user
configuration.

System Tray Icon Enables or Disables the system tray icon on a per-host or per-user basis. This setting is
not required for configuring Server IP information. (Requires Persistent Agent 2.2.3 or
higher). Options include:

e Enabled: The system tray icon is enabled. This can be used per-user to override a
per-host setting of Disabled.

* Disabled: The system tray icon is disabled. Disabling the system tray icon also
disables the following functionality: Status Notifications (Show Network Access
Status, Login, Logout), Message Logs and the About dialog.

¢ Not Configured: The system tray icon is enabled, unless overridden by a per-user
configuration.

Max Connection Interval The maximum number of seconds between attempts to connect to FortiNAC.
Persistent Agent security settings
Security Mode Indicates whether security is enabled or disabled.

Home Server Server with which the agent always attempts to communicate first. Protocol
configuration change requests are honored only when they are received from this
server. If this servers is not set, it is automatically discovered using Server Discovery.
On upgrade, this is populated by the contents of ServerlP.

Limit Connections To ¢ Enabled: Agent communicates only with its Home Server and servers listed under
Servers Allowed Servers list displayed.
< Disabled: Agent searches for additional servers when the home server is
unavailable.

» Allowed Servers List: In large environments there may be more than one set of
FortiNAC servers. If roaming between servers is limited, list the FQDNSs of the
FortiNAC Application Servers or FortiNAC Servers with which the agent can
communicate.

Passive Agent template

Passive Agent Server URL List: Comma separated list of URLs (HTTP(s)://<server_
name>/<context> formatted) for the FortiNAC servers that hosts running an agent
should contact. Hosts must be able to reach all of the URLs in order to run properly.

Example:
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Option Definition

http://qa228/registration
The context portion of the Server URL is the area of the captive portal the agents should
contact, such as, registration, remediation, or authentication.

Registry keys

The template setup shown in the table above modifies the Windows host's registry settings. The table below shows the
modifications made to the host's registry keys by the Group Policy Object using the administrative template. If you use a
tool other than GPO, you must make sure to set the appropriate keys on each host.

Upon installation of the Persistent Agent, the following key is created by default (and can be viewed using the Windows
registry editor on the endstation):

HKLM\Software\Bradford Networks\Client Security Agent

When registry settings are pushed to a host via software, one or both of the following keys are created (depending upon
the values pushed):

HKEY USERS\ .. \Software\Policies\Bradford Networks\Persistent Agent
HKLM\Software\Policies\Bradford Networks\Persistent Agent

s‘ ! ', When the settings are pushed, the values for HKLM\Software\Bradford Networks\Client
9 Security Agent will remain the same, but any settings altered via the software push will
- override those listed in the original key.
\‘ ! ’I
q On 64-bit operating systems in RegEdit, these registry values will appear in the following key:
- HKLM\Software\wow6432node.
Key Value Data

Persistent Agent

HKLM\Software\Policies\Bradford ServerlP The fully qualified hostname to which the
Networks\Persistent Agent agent should communicate.

Data Type: String

Default: Not Configured
HKLM\Software\Policies\Bradford ClientStateEnabled 0: Do not show balloon natifications on status
Networks\Persistent Agent changes.

1: Show balloon notifications on status
changes.

Data Type: DWORD
Default: Not Configured
HKEY_USERS\ ... ClientStateEnabled 0: Do not show balloon natifications on status

\Software\Policies\Bradford changes.
Networks\Persistent Agent
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Key

HKLM\Software\Policies\Bradford
Networks\Persistent Agent

HKEY_USERS\ ...
\Software\Policies\Bradford
Networks\Persistent Agent

HKEY_USERS\ ...
\Software\Policies\Bradford
Networks\Persistent Agent

HKLM\Software\Policies\Bradford
Networks\Persistent Agent

HKEY_LOCAL_
MACHINE\SOFTWARE\Policies\
Bradford Networks\Persistent Agent

HKEY_LOCAL _
MACHINE\SOFTWARE\Policies\
Bradford Networks\Persistent Agent

HKEY_LOCAL _
MACHINE\SOFTWARE\Policies\
Bradford Networks\Persistent Agent

FortiNAC 9.1.0 Administration Guide
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Value

LoginDialogDisabled

LoginDialogDisabled

Showlcon

Showlcon

maxConnectlnterval

securityEnabled

homeServer

Data

1: Show balloon notifications on status
changes. Data Type: DWORD

Default: Not Configured

0: Enable Login Dialog.
1: Disable Login Dialog.
Data Type: DWORD
Default: Not Configured
(Login Dialog displayed)

0: Enable Login Dialog.
1: Disable Login Dialog.
Data Type: DWORD
Default: Not Configured
(Login Dialog displayed)

0: Do not show the tray icon.
1: Show the tray icon.

Data Type: DWORD
Default: Not Configured
(Tray icon displayed)

0: Do not show the tray icon.

1: Show the tray icon.

Data Type: DWORD

Default: Not Configured

(Tray icon displayed)

The maximum number of seconds between
attempts to connect to FortiNAC.

Data Type: Integer

Default: 960

0: Disable Agent Security.
1: Enable Agent Security
Data Type: Integer
Default: 1

The fully qualified hostname of the default
server with which the agent should
communicate.

Data Type: String
Default: Empty
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Key Value

HKEY LOCAL _ restrictRoaming
MACHINE\SOFTWARE\Policies\
Bradford Networks\Persistent Agent

HKEY LOCAL _ allowedServers
MACHINE\SOFTWARE\Policies\
Bradford Networks\Persistent Agent

Passive Agent

HKEY_USERS\{SID}\Software\ ServerURL
Policies\Bradford Networks

\PASSIVE

HKLM\Software\Policies\Bradford ServerURL
Networks\PASSIVE

Deploy the Passive Agent

1. Onyour Windows server open the Group Policy Management Tool.

2. Navigate to the Group Policy Object you want to edit.

Data

0: Do not restrict roaming. Allow agent to
communicate with any server.

1: Restrict roaming to the home server and
the allowed servers list.

Data Type: Integer
Default: 0

Comma-separated list of fully qualified
hostnames with which the agent can
communicate. If restrict roaming is enabled,
the agent is limited to this list. The home
server does not need to be included in this list
(for example, a.example.com,
b.example.com, c.example.com).

Data Type: String
Default: Empty

Server URL List: Comma separated list of
URLSs for the FortiNAC servers that an agent
should contact.

Example:

http://qa228/registration

The context portion of the Server URL is the
area of the captive portal the agents should
contact, such as, registration, remediation, or
authentication.

Server URL List: Comma separated list of
URLSs for the FortiNAC servers that an agent
should contact.

Example:

http://qa228/registration

The context portion of the Server URL is the
area of the captive portal the agents should
contact, such as, registration, remediation, or
authentication.

3. Right-click the Group Policy Object and select Edit to display the GPO Editor pane.
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4. Click User Configuration > Policies >Windows > Settings Scripts (Logon/Logoff) to display the Logon and
Logoff script configurations.

Double click Logon for Logon Properties.

Click Add and then browse to the location of Fort iNAC Passive Agent.exe.
Select FortiNAC Passive Agent.exe toadd itto the Script Name field.
Enter -logon in the Script Parameters field.

Click OK.

© e NoO:

To ensure the user is logged off the host upon logging out, do the following:

1. Follow steps 1-4, and then double-click Logoff.

2. AddFortiNAC Passive Agent.exe totothe Script Name field, and then enter -logoff in the Script Parameter
field.

3. Click OK.

Updating CentOS

This document describes the method for updating CentOS on FortiNAC appliances and virtual machines. Itis
recommended that the operating system be updated regularly to maintain the highest possible level of security on the
server. Refer to Fortinet CentOS Update Policy for additional details.

Operating system updates

In a high availability (HA) environment with redundant servers or in the case of a FortiNAC Control Server/Application
Server pair, all of the servers can be updated from the Operation System Updates panel. If a server cannot be reached
an error message displays in the table along with the IP address of the server.

When the Operating System Updates panel is accessed, the table is empty. Clicking the Check for Updates button
contacts the update repository and determines whether all of the available updates have been installed on each
FortiNAC server. The status of each server is displayed in the table. Servers are updated by clicking the Update.
operating system updates are downloaded from Fortinet via FTP. When an update is initiated the following event is
generated: Operating System Update Initiated.

The update process can take a long time and requires that the updated servers be rebooted.

Requirements

» FortiNAC firmware versions 6.x and higher (CentOS 7).
* Access to fnac-updates.fortinet.net from each appliance or virtual machine.
» HTTP access to centos.org from each appliance or virtual machine.
« Maintenance window to reboot the appliance or virtual machine after installing the updates.
» Hardware appliances: Dell hardware with one of these SKUs:
FNC-CA-XXXC, FNC-C-XXXXC, FNC-A-XXXXC, FNC-M-550C
+ Legacy models:

FNC-R-650C, SYS-BFN330-XXXX, SYS-BFN630-XXXX, SYS-BFN630XL-XXXX, SYS-G-BFN630-XXXX, SYC-
FNT440-XXX, SYC-FNT440XL-XXX, SYC-FNT330-000

» Outbound internet access is recommended for all servers that are being updated.
« If you are running FortiNAC in a virtual machine, take a snapshot of the VM before updating the operating system.
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« Update packages are signed and will not install if keys do not match those on the appliance or virtual machine.

Update the operating system

Click System > Settings.
Expand the Updates folder.
Select Operating System from the tree.

Click Check for Updates to check the FTP server for updates and assess whether the FortiNAC servers are up to
date or not.

Click Update All to begin downloading and installing the operating system updates.

6. Awarning is displayed indicating that this is a long process and that you must reboot the server after the update.
Click Yes to continue.

7. Use Show Log at the bottom of the table to view a log of the update process.
8. When the update is complete, select System Management > Power Management from the tree.

9. Select each server and click Reboot to reboot the FortiNAC Server. If you have a Control Server and an Application
Server, they must both be rebooted.

o bd-=

o

Settings

Field Definition

Check For Updates Button  Queries the Fortinet FTP site to determine if there are updates available and to check
the update status of each FortiNAC server.

Update All Button Displays only when there are updates available. The Status field indicates the status of
the server selected in the table. It is the same as the Status column in the table.

Host Name of the FortiNAC server.

Product Type of FortiNAC server. Types include:
e FortiNAC Server
* FortiNAC Control Server
¢ FortiNAC Application Server

Status Indicates the overall update status of the FortiNAC Server or Control Server/Application
server pair, including:

Updates Available:Updates are available for one or more of the FortiNAC servers
listed in the table.

Up To Date: All servers are up to date.
Error - Unable to establish an FTP session to downloads.bradfordnetworks.com
Error - Unable to ping host
Error - Unable to ssh to host

Last Updated Date and time of the last update attempt using the Administration Ul. If Operating
System updates are run via command line using the "yum" tool, the update is not
recorded. Execute Operating System Updates through the Ul in order to maintain
update history.

Last Update Status Status Indicates the state of the last update using the UI. States include:
Never Updated: Server has never had an operating system update.
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Field Definition

Success: Server was updated successfully.
Failed: Update attempt has failed.

Last Update Duration Amount of time that it took to update the server on the most recent update attempt using
the Ul. If the last update was not successful, this number may be very low.

Show Log Displays the update log.

System update

To update FortiNAC, download the most recent FortiNAC software distribution. Connection settings must be configured
for access to the server where the download is hosted.

The database is automatically backed up during the update process.

High availability environment

To update your servers in a high availability environment note the following:

o The primary server must be running and in control in order to update the system.
« The secondary server(s) must be running.
« The primary server must be able to communicate with the secondary server(s).
o The primary server automatically updates the secondary server(s).
« Ifthe secondary server(s) is in control, FortiNAC prevents you from updating and displays a message with detailed
instructions indicating that the Primary must be running and in control.
Update the primary server following the instructions shown here for a regular update.

If you have a FortiNAC Control Manager that manages your FortiNAC servers, you can run the update from the FortiNAC
Control Manager and select all managed servers to propagate the update throughout your environment.

Configure settings

Configure the connection settings for the download location so the Auto-Def Synchronizer, Agent packages, and the
Software Distribution Updates can be completed. You need to change the default settings if another server is used to
host the auto-definition or updated distribution files.

Click System > Settings.

Expand the Updates folder.

Select System from the tree.

Go to the System Update Settings section of the screen.
Use the table below to enter the update settings.

Contact Customer Support for the correct login credentials.

No ook obdb-=

Click Test to check that the settings allow connection to the auto-definition directory and the product distribution
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directory.

\,

Refer to the System Update Settings section of the Release Notes on our website for
information about the distribution directory for the specific version you wish to download
and install.

8. Once connection to the server is established, click Save Settings.

Settings

Definition

IP address, host name, or fully qualified name of the server that is hosting the updates.

Host

Auto-Definition
Directory

Product Distribution
Directory

Agent Distribution
Directory

User
Password

Protocol

Buttons

The sub-directory where the weekly antivirus and operating system updates are located.

Default setting for this field is a period (.). If you are downloading these files from a
server on your network, specify the directory containing the updates.

If you prefer to download and install updates on a delayed schedule, you can choose
system updates from one, two, three or four weeks ago by modifying this field with an
additional sub-directory. For example, entering /week1 gives you an update that is one
week old. Available directories are:

. /week1 contains updates that are one week old.

. /week?2 contains updates that are two weeks old.

. /week3 contains updates that are three weeks old.
. /week4 contains updates that are four weeks old.

The sub-directory where the product software files are located. This field will vary
depending on the version of the software being updated.

A forward slash (/) may be required in the path configuration. Click Test to confirm the
configuration.

Refer to the FortiNACRelease Notes for information about the distribution directory for
the specific version package you wish to download and install.

The sub-directory where the Agent update files are located. This field will vary
depending on the version of the software being updated. A forward slash (/) may be
required in the path configuration. Click Test to confirm the configuration.

Refer to the FortiNACRelease Notes for information about the distribution directory for
the specific version package you wish to download and install.

The user name for the connection.

The password for the connection.
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HTTPS

SFTP - This option has been deprecated and no longer works. It will be removed in
a future release.

FTP

PFTP
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Field Definition

Test Tests the connection between the FortiNAC program and the update server.
Revert To Defaults Returns the window to the factory default settings.
Download

To update the software on the appliance, download the distribution files to the appliance.

1. Click System > Settings.

2. Expand the Updates folder.
3. Select System from the tree.
4

Click Download. FortiNAC automatically connects to the download server and retrieves a list of the files available
for download. FortiNAC displays a warning message if no update files are found.

5. Scroll through the list of files available for download. Select the most recent distribution file and then click
Download. Available distribution files are listed in order by version number with the most recent number at the top
of the list.

6. Click Download to start the download process. This process runs in the background and closes automatically.

Install

Once the distribution files have been downloaded to the appliance, you must manually start the installation. Since the
update process restarts the appliance, choose a time to install the update when it will have the least impact on services.
The update takes several minutes.
Click System > Settings.
Expand the Updates folder.
Select System from the tree.
Click Install.
Select the distribution file from the drop-down list and click Update.
Verify that the update was successful by checking the version number for the currently installed version.
From the admin Ul:
o Click the Help and select About.

« Verify that the version number matches the update that was selected and installed.
From the CLI:

« Enter the following at the command line promptmaster; cat .version.
« Verify that the build date matches the update that was selected and installed.

o gk wbhN-=

Show log

A log of the updates is maintained during installation. To view the logs, after installation, click Show Log and select the
date of the installation.

In a high availability configuration, the update log files are located on the primary appliance, since the primary appliance
must be in control during an update.

1. Click System > Settings.
2. Expand the Updates folder.
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Select System from the tree.
Click Show Log.

Select the Date from the list.

The log detail displays in the view.
Close the window.

No a ks

User/host management

User/Host Management groups together global options for controlling user and host properties, such as aging or the
number of hosts per user. Options include:

Option Definition

Aging Controls how long users and hosts remain in the database.
See Aging on page 165.

Allowed Hosts Controls the number of hosts that can be registered to an individual user in the
database.
See Allowed hosts on page 167.

Device Profiler Enable or Disable creating rogues from DHCP packets heard on the network.
See Device profiler on page 167.

MAC address Exclusion Enable or Disable the option to ignore Microsoft LLTD and Multicast Addresses by
FortiNAC when they connect to the network. These addresses will not be treated as
rogues and will be allowed on the production network.

See MAC address exclusion on page 168.

Aging

FortiNAC manages registered hosts, unregistered (rogue) hosts and users. The settings on the Aging view determine
how long host and user records remain in the FortiNAC database.

Age times are used to calculate the Expiration Date and the Inactivity Date displayed on the Host Properties window.
Age times for users are used to calculate the Expiration Date on the User Properties window for both network users and
administrators that are not set to Never Expire. Modifying age times on this window does not affect those hosts, users or
administrators whose Expiration and Inactivity date fields already contain data.

Once the specified time has elapsed for a record, it is removed from the database. These age times are global. Age
times are applied to hosts and users as they are created and added to the database and to existing hosts, users with no
aging values set. Age times are applied to administrators with no aging values set that do not have the Never Expire
option enabled.

Administrators that are assigned the System Administrator profile cannot be aged out.

Adding age times to existing hosts or users with no age times can cause some hosts or users to be removed from the
database immediately, depending on the creation date of the database record. If, for example, the host or user creation
date is 01/01/2010, today's date is 02/02/2010 and Days Valid is set to 5, then the Expiration Date calculated is
01/06/2010. The record is deleted immediately because the calculated expiration date has already passed.
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To reset dates on existing records, you must clear the dates using Clear. Then, enter new age times on this window and
click Save Settings.

If users or hosts are set to never expire, clearing and resetting age times does not affect those records.

Age times can be overridden individually on the User or Host Properties window. The Set Expiration options on the
Properties window allow you to set records to Never Expire. You can also use these settings to manage guests who
will have access to the network for a limited time.

Aging a large number of hosts or users at the same time can cause processing delays with FortiNAC if users attempt to
re-register within a short period of time of each other. It is recommended that you stagger the aging times to reduce the
number of possible re-registrations at any given time.

1. Click Users & Hosts > Settings

2. Select Aging from the tree.

3. Modify the settings shown in the table below.
4. Click Save Settings.

Settings

Field Definition

Days Valid Number of days a host record remains in the FortiNAC database before it is deleted.
Host records are created when the host initially connects and is registered with the
network.

Days Inactive Number of days a host can be inactive before the host record is deleted from the
database.

Clear Unregistered Removes the Age Time Expiration Date and Inactivity Date that appears in the Host
Properties for all unregistered hosts (i.e., a rogue).

Clear Registered Removes the Age Time Expiration Date and Inactivity Date that appears in the Host

Properties for all registered hosts, except those set to Never Expire.

Clear Registered also removes the Age Time Expiration Date and Inactivity Date
for registered hosts with age times set based on group membership or set individually.
You must set individual and group based age times again after using Clear

Registered.
Delete hosts registered to If enabled, all hosts associated with a user are removed from the database when the
user upon expiration user ages out of the database.
Days Valid (Users) Number of days a user record remains in the FortiNAC database before it is deleted.

User records are created when the user registers a host.

Days Inactive (Users) Number of days a user can be inactive before the user record is deleted from the
database.

Clear Aging Values for All Removes the Age Time Expiration Date that appears in the User Properties for all

Users users, except those set to Never Expire.

The date on which the host record will be removed from the database is displayed in Properties on page 718. The date
on which the user record will be removed from the database is displayed in User properties on page 574. The date on
which an administrator will be removed from the database is displayed in Administrators on page 605.
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Administrators never expire under any circumstances. These users must be removed manually from the Admin Users
view.

If you leave these fields empty, global aging is disabled. Setting the value to zero causes the record to be removed the
next time the server polls the network. See Aging out host or user records on page 740 for additional information on

aging.

Allowed hosts

Use allowed hosts to configure the maximum hosts a single user can register.

Field Definition

Allowed Host Records Number of registered hosts a single user may have. For example, if a user has three (3)
hosts and the limit is set to two (2), only two of the hosts can be registered on the
network. Either "Over Registered Limit" or "Registration Failed" is displayed when count
has been exceeded.

This field can be modified for a single user on the user view. If Allowed Hosts is set
under Add or Modify user, the default setting here is ignored.
Default = 1000

See Add or modify a user on page 576.

Click System > Settings.

Expand the User/Host Management folder.

Select Allowed Hosts from the tree.

Enter the maximum number of hosts a user can register.
Click Save Settings.

ok oN=

Device profiler

Controls creation of rogue hosts from DHCP packets heard on the network.

Field Definition

Create Rogues from DHCP  When enabled, rogues will be created from information learned from DHCP packets

packets heard on the network. It helps to quickly learn about hosts communicating on the
network, but in some network environments it can add a large number of rogues hosts
from unmanaged areas of the network.

Default = true

Perform Active (NMAP) When enabled, Active NMAP scans will not perform a ICMP ping of the host prior to

profiling without ICMP ping initiating the NMAP scan. This allows networks where ICMP is blocked to still do NMAP
scanning. This is disabled by default as it could be a considerable performance drain
scanning a large number of uncontactable hosts.

Default = false
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Field Definition

FortiGuard loT Query URL  The URL for the API to which FortiNAC must connect to query loT data from the
FortiGuard IoT service. This information is used when profiling IoT devices using the
Device Profiler method "FortiGuard". For a list of possible servers, click the "?" button
next to the option.

Enable FortiGuard loT When enabled, FortiNAC sends DHCP fingerprint information collected from loT
Collect Service devices on the network to the FortiGuard IoT service. This improves the query results
when profiling devices using the "FortiGuard" Device Profiler method.

FortiGuard Collect URL The URL for the API to which FortiNAC must connect to send loT data. For a list of
possible servers, click the "?" button next to the option.

Click System > Settings.

Expand the User/Host Management folder.

Select Device Profiler from the tree.

Use the check boxes to enable or disable the desired functions.

Enter into the field the desired URL for the FortiGuard IoT service. For a list of options, click to the "?" button next to
the field.

6. Click Save Settings.

o ODd-=

MAC address exclusion

MAC address Exclusion allows you to add Microsoft LLTD Addresses and Multicast Addresses to a list of addresses that
will be ignored when they connect to the network. If a device or host with one of these MAC addresses connects to the
network, FortiNAC ignores the connection and allows the host or device onto the production network.

Excludes addresses within the IANA IPv4 multicast range 01:00:EE:00:00:00 to 01:00:5E:7F:FF:FF. This feature does
not exclude addresses within the IANA IPv6 multicast range 33-33-00-00-00-00 to 33-33-FF-FF-FF-FF.

An event, "Found Ignored MAC address", is generated each time a host or device connects with a MAC address in this
list. Configure an alarm for the event with email notification to alert Administrators. The event can also be disabled if
notification is unnecessary.

Default settings

This feature is set by default to ignore Microsoft LLTD and Multicast MAC addresses indefinitely. When any MAC
address connects that falls within either the Microsoft LLTD or Multicast address range FortiNAC does the following:

o Creates a "Found Microsoft LLTD or Multicast Address" event and an alarm alerting the administrator that FortiNAC
has seen a Microsoft LLTD or Multicast address on the network for the first time. This critical alarm warns
administrators that if these addresses should continue to be ignored, they must configure the MAC address
Exclusions list or the MAC addresses will be treated as rogues.

o Atimer is set that expires in 48 hours.

» While that timer is active, FortiNAC continues to ignore Microsoft LLTD and Multicast MAC addresses. Events and
alarms continue to be created for each connection from one of these MAC addresses.

« If the administrator has not configured the MAC address Exclusions, when the 48 hour timer expires FortiNAC no
longer ignores Microsoft LLTD and Multicast MAC addresses. FortiNAC creates rogues for each MAC address that
connects, just as it would any other MAC address.
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Microsoft LLTD and Multicast MAC addresses. As soon as settings have been modified, the

\‘é’, Administrators can configure MAC address Exclusion at any time to include or exclude
3 default behavior described above stops and the new settings take effect.

Configure exclusion list

Click System > Settings.

Expand the User/Host Management folder.

Select MAC address Exclusion from the tree.

Use the Exclude Microsoft LLTD Addresses and Exclude Multicast Addresses check boxes to add or remove those
ranges from the Address Range table.

5. Changes are saved immediately.

Ao bdh-=

Settings
Field Definition
Exclude Microsoft LLTD If enabled, adds the complete range of Microsoft LLTD MAC addresses to the Excluded
Addresses MAC address Ranges table ensuring that the correct range has been entered.
Exclude Multicast If enabled, adds the complete range of Multicast MAC addresses to the Excluded MAC
Addresses address Ranges table ensuring that the correct range has been entered.
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Authentication groups together options to configure the connection to authenticate using a Google account, to configure
an LDAP directory to authenticate users, to configure RADIUS servers to authenticate users, and to configure a list of
local domains for your local network users.

Enabling authentication allows the Administrator to determine whether or not hosts connecting to the network will be
forced to authenticate. Hosts can be forced to reauthenticate after a specified period of time.

Once a host is registered the host connecting via a wired connection may or may not have to authenticate depending on
what port is being used. Hosts connecting via a wireless connection will be forced to authenticate if an authentication
VLAN has been established. See Wireless integration on page 1 for more information.

Switches used in the forced authentication process must have a value entered for the authentication VLAN in the model
configuration. The ports on these switches must be added to the forced authentication group. See Groups view on page
753 for details on adding ports to a group.

Options

Option Definition

Google Use Google to configure the connection to authenticate using a Google account.
See Google authentication on page 171.

LDAP Use LDAP to configure the connection to one or more authentication directories. Data
from the directory populates the FortiNAC database with demographic data for
registered users.

See Directories on page 173.

RADIUS Use RADIUS to configure the connection to one or more RADIUS servers for

authentication.
See RADIUS on page 186.
Roaming Guests Use roaming guests to configure a list of local domains for your local network users.

Users who connect and attempt to authenticate with a fully qualified domain name that
is not on this list are treated as roaming guests. Applies only to wireless 802.1x
connections.

See Roaming guests on page 202.

Automatic authentication

Hosts can be automatically authenticated during registration. This requires the use of either the Dissolvable Agent or
Persistent Agent. For details on the agents see the and Using the Persistent Agent on page 458 sections.
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Authentication

Dissolvable Agent

1. Enable authentication. See Add or modify a policy on page 353 for details.
2. When the host downloads and runs the Dissolvable Agent, the host is automatically authenticated.

Persistent Agent

1. Enable authentication. See Add or modify a policy on page 353 for details.
2. When the host downloads and installs the Persistent Agent, the host is automatically authenticated.

Google authentication

Google authentication allows users to authenticate using a Google account. When the settings are configured, the user
logs into the network using their Google account instead of a username and password. When the user is authenticated,
the user's email address (username and domain) is passed to FortiNAC to authenticate the user with the information.

Google Cloud Messaging for Android allows users to configure push notifications for the Mobile Agent.

You must first configure Google authentication through the Google Developer's Console. See Google Developer's
Console on page 171. Use the settings obtained during this process to configure Google authentication.

Settings

Field Definition

Google account authentication

Client ID The value provided by Google that allows FortiNAC to perform Google
authentication. The Client ID is generated during Google authentication
configuration using the Google Developers Console.

Allowed domains The domains that have access to the network through Google authentication.
Google Cloud Messaging for Android™

Project number The project number is generated during Google authentication configuration.

When the device registers with FortiNAC, the Project number is sent to the
agent on the device, which is then used to identify FortiNAC when the agent
registers with Google to receive messages.

APl key The API key is a unique code that identifies FortiNAC to Google.

Google Developer's Console

Ay
‘9' These instructions are current as of 2/29/2024. See
- https://developers.google.com/console/help/new/ for more information.
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Authentication

Log into https://console.developers.google.com using the Google account that you wish to use for FortiNAC
integration.

Create a project (project number): https://support.google.com/cloud/answer/6251787?hl=en&ref_topic=6158848
Assign the project name.
Enter a unique project ID (e.g., FortiNAC<organization name>).
Note the project number, which is required during FortiNAC configuration.
Enable APIs: https://support.google.com/cloud/answer/61588417?hl=en&ref_topic=6262490
» Enable Google + API.
« Enable Google Cloud Messaging for Android API.
Configure OAuth Client ID: https://support.google.com/cloud/answer/6158849?hl=en&ref_topic=6262490
« Application Type, selection will be Web Application.

« Authorized Javascript Origins: enter the URL for your FortiNAC Portal (this will be the origin of all Google
authentication attempts).

» Authorized Redirect URI: leave blank.
Note the Client ID, which is required during FortiNAC configuration. Be sure to use the Client ID associated with the
web application you created.
Configure the Server API Keys: https://support.google.com/cloud/answer/61588627?hl=en&ref _topic=6262490
« Enter the effective external IP address of FortiNAC, and then click Create.
Note the API Key, which is required during FortiNAC configuration.

Add or modify account settings

P owbd-=
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Click System > Settings.
Expand the Authentication folder.
Select Google from the tree.

Enter the Client ID obtained during Google authentication configuration. See Google Developer's Console on page
171.

Click Add to enter the domains that will have access to the network.
Itis not recommended that you use a common domain name, such as "google.com", because this will allow anyone
with a generic Google account to have access to your network.

Click Save Settings.
Expand the Control folder.
Select the Allowed Domains from the tree.

Add the following domains to the Allowed Domains list. These domains will allow access in isolation in order to
authenticate through Google:

» mail.google.com

e apis.google.com

e googleapis.com

» schemas.google.com

« accounts.google.com
 ssl.gstatic.com

« oauth.googleusercontent.com

» googlehosted.googleusercontent.com
For each domain:
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a. Click Add Domain
b. Enterthe domain
c. Click Ok
10. Once all domains have been added, click Save Settings
11. Click System > Portal Configuration.
12. Expand the Global folder.
13. Select Settings from the tree.

14. Select Google from the Standard User Login Type drop-down menu to enable Google to be the default login type
for standard users.

15. Click Apply.

Google Sign In appears on the portal when the user accesses the network.

Enable push notifications

Click System > Settings.
Expand the Authentication folder.
Select Google from the tree.

Under Google Cloud Messaging for Android, enter the Project Number and APl Key obtained during Google
authentication configuration.

5. Click Save Settings.

o bd-=

Directories

Use the authentication directories view to configure the connection with one or more LDAP directories. If you plan to use
local authentication via the FortiNAC database or RADIUS authentication then this step is not necessary.

A directory is a database that contains the records of an organization’s members. You can organize the members into
groups within the directory. If configured in FortiNAC the directory can be used to authenticate network users. If you have
chosen LDAP authentication in the portal configuration window, you must configure a directory in FortiNAC. See Portal
configuration on page 204 or Configure authentication credentials on page 220.

The directory configuration validates the user and populates the user record in the FortiNAC databases with user-
specific information before they are allowed access to the network. FortiNAC uses the LDAP protocol to communicate to
an organization’s directory.

A user's record is made up of fields that contain information about the user such as first name, last name, and email
address. The name of a field in a directory is defined by a schema. For example, the schema specifies that a user's first
name is stored in a field with an attribute name of "givenName". This attribute name is used when retrieving a user's first
name from the record. Attribute names can vary from directory to directory, so FortiNAC allows you to define your own
fields. Users in an “ou” in the directory are populated into a group in FortiNAC if the distinguished name (DN) attribute is
entered in the directory group attribute mappings view.

When an administrator group is created in FortiNAC with the same name as a group being synchronized from a
directory, the administrator group members will remain the same as the directory group members. Therefore, if you add
a non-directory user to the administrator group and then synchronize the directory, the non-directory user is removed
from the administrator group because the user is not a member of the directory group.
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Authenticate using a domain name

If you chose to authenticate using a domain name, you must consider the following:

« When a domain name is specified and the login includes the matching domain, authentication first uses both the
user name and the domain name. If this authentication fails, no further authentications are attempted.

« When a domain name is specified and the login includes a domain that does not match, the authentication
immediately fails.

« When no domain is specified and the login includes a domain, authentication first uses the user name and the
domain name. If this authentication fails, a second authentication is attempted using only the user name.

« Domain names must be an exact match. For example, if you define the domain as example.com, a login of
john.smith@it.example.com is not authenticated because the domain specified is not an exact match.

o The table below provides a summary of the various formats which FortiNAC uses to interpret the fully qualified
usermame and to identify the user portion (which can sometimes be a host), the domain portion and the separator.

Fully qualified username User Domain
user user no domain specified
user@domain.com user domain.com
user@domain user domain
domain\user user domain
domain.com\user user domain.com

Authenticate using domain names and multiple directories

If you are using multiple directories to authenticate users, you must consider the following:

» When one directory is configured and no domain is specified, authentication is attempted using the one directory.

« When multiple directories are configured and no domain is specified, authentication is attempted to all directories
that are in the database. The order in which the directories are processed cannot be controlled, and the first
directory that yields a successful authentication is used. Therefore, if settings such as Security & Access Attribute
Value, Role, etc., are not identical between all configured directories, a user's network access can vary based on
which directory settings are in effect. These settings will depend on the most recent directory sync.

« When multiple directories are configured, authentication is attempted against all directories without Domain
configurations, or with Domain configurations matching the domain, if one is supplied. If a Domain is configured for
the directory, the user must supply a matching value for their domain in order for authentication to be attempted to
that directory.

« If duplicate user Id's are present within the directories then the Identifier attribute mappings must contain unique
values. Use userPrincipalName or mail attributes. Using sAMAccountName only recommended for the default
directory without a Domain Name configured all others must provide a unique user ID value.

Note: Domain Name can be a semi-colon separated list in the following format. EXAMPLE;example.com

Requirements
The following steps provide a basic outline for the procedures required to setup the directory and its communication with

FortiNAC.
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1. Enable ping on the directory server itself. This allows FortiNAC to ping the directory server and prevents the server
Icon in the Network Device Summary panel on the dashboard from displaying an error as if it had lost contact when,
in fact, it is in contact via LDAP.

If you plan to use the top level (root) of the directory tree as a Group search branch, make sure that you use Config
Wizard to configure DNS in FortiNAC so that the IP address of the directory can be resolved to the directory's
hostname. In addition, the IP address must be resolved by the primary DNS server.

2. Setup the connection between the directory application and FortiNAC. This step provides login information allowing
FortiNAC to connect and communicate with the directory. See Configuration on page 175.

3. Map directory data fields to FortiNAC data fields. This step allows you to import user and group information into your
database.

4. Configure User and Group Search Branches.

5. Datain your directory can change frequently. Users could be added, removed or modified. Those changes need to
be incorporated into your FortiNAC database. Create a schedule to synchronize the directory with the FortiNAC
database. See Schedule synchronization on page 183.

6. If choosing to use SSL or TLS security protocols for communications with the LDAP directory, installing a security
certificate isn't necessary in most cases. However, if needed, see Create a keystore for SSL or TLS on page 185.

7. If you choose to use logon/logoff scripts to register the host when a user logs on or off a domain, see Passive
registration on page 1.

You may need to access your directory using a separate interface to acquire login, group and user information.

If you create new users in the directory, be sure not to assign a user ID that is the same as an existing user account or
guest account in the FortiNAC database. Having duplicate user IDs will prevent one or both of the users from accessing
the network.

Structure and synchronization

When synchronizing FortiNAC with a directory there are specific configuration tasks that must be completed. FortiNAC
does not have a view into the structure of your directory, however, you must understand this structure to complete the
configuration.

You may have your own application to view the attributes of your directory or there are some available on the Internet,
such as, Active Directory Explorer, LDAP Administrator, or Apache Directory.

Configuration

Directory configuration allows you to configure the connection to the directory, user attributes that you would like to
import, user search branches and Group Search Branches. Each configuration section has specific information that
must be entered to allow FortiNAC to connect with the directory and import users and groups.

Use Schedule to configure the intervals for synchronizing the database with the selected directory. Use Preview to
review data in the selected directory. Use Copy to copy the directory configuration fields from an existing configuration.

Directory configuration can be accessed from System > Settings > Authentication > LDAP.

Connection tab

The Connection tab contains the parameters required for communication with the directory. Not all fields are required.
Be sure to enter information only in those fields that apply to your directory.
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Settings
Field Description
Name Name of the server where the directory is hosted.
Primary IP IP address of the primary directory server. The server will be added as a pingable
device.
Security Protocol The security protocol used when communicating with the server containing your
directory. Options are SSL, STARTTLS, and none.
If SSL or STARTTLS are chosen you must have a security certificate from a CA. The
certificate should be stored in the following directory on your appliance
/bsc/campusMgr/
See Create a keystore for SSL or TLS on page 185 for instructions on importing and
storing certificates.
MAC address Physical address of the primary directory server. This field is required.
LDAP Login User login name FortiNAC uses to access the LDAP server.
LDAP Password Password for the user login.
Validate Credentials Click to verify that directory credentials are correct.
Credential Status Displays the results of clicking Validate Credentials. Messages such as credentials
verified or failed to validate can be displayed.
Additional Configuration Displays the fields listed below in this table.
Domain Name If this field contains a domain name, users must include the domain name in their login
to be authenticated against this directory.
Example:
Valid formats for login are: user, user@domain.com and domain\user.
Setting a value here requires all users to supply a domain name during login.
When no domain is specified in the Directory Configuration view and the login
includes a domain, authentication first uses the user name and the domain name. If this
authentication fails, a second authentication is attempted using only the user name.
Secondary Server FQDN or IP address of the secondary directory server. This server would be accessed
in the event that the Primary server was unavailable. This server is added as a pingable
device.
Version Directory version. Default = 3
Port Communication port used by the directory. The default port is based on the security
protocol. To use a port other than the default, type the desired port number into this
field.
Common port values/protocols are:
* None =389
e SSL =636
e STARTTLS =389
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Field Description

Time Limit Time in seconds that FortiNAC waits for a response from the directory. Default = 5.

The number of seconds may need to be increased in the directory or in FortiNAC if the
exception “Time Limit Exceeded” begins to be noted more often.

Enable Synchronization of ~ Check this box to synchronize the FortiNAC database with either the primary or the

Users/Groups At secondary directory servers based on a schedule in the Scheduler View.

Scheduled Time

on sync, delete Users no When checked, users that have been removed from the directory will be removed from
longer found in this the FortiNAC database when the scheduled resynchronization takes place.

directory

Perform Lookup On Referrals allow administrators to set up search paths for collecting results from multiple
Referral servers. If you have configured your directory for referrals and you want to do

authentication on the referred directory servers, enable this option. Enabling referrals is
required in order to search sub domains.

Connect by Name Automatically checked when StartTLS is selected as the Security Protocol.
FortiNAC connects to LDAP using the the Name field of the directory configuration with
a URL such as Idap://dc.example.com to connect to the primary server.

When not selected, FortiNAC will connect to LDAP using the Primary IP address field of
the directory configuration with a URL such as Idap://10.0.0.2.

The Administrator must enter the specific connection information for the directory server used for user authentication.
The Security information required varies depending on the type of directory you are using. Be sure to enter only the data
required for your directory type.

The Directories View can be accessed either from System > Settings > Authentication > LDAP.

Click System > Settings.

Click the Authentication folder in the tree control.

Click LDAP to display the Directories window.

To Modify a directory, select a directory in the list and click Modify.
To Add a directory, click Add.

A list of directories found on your network is displayed. Click on the name of the directory to be added. If the
directory is not listed, click Enter Manually. Directories are found based on SRV records on your corporate DNS.

Use the information in the Settings table above to enter connection information.
Click the Connection tab and enter connection information.
9. Click Validate Credentials to verify the connection.

10. If FortiNAC is able to successfully connect to the directory a Credentials Verified message is displayed in the
Credential Status field.

11. To ensure that the user data is available to FortiNAC, you must also complete the User Attributes, Group Attributes,
Search Branches and Select Groups tabs.

12. Click Next to continue.

2B
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User attributes tab

To add users from an LDAP compliant directory, the customer user database schema must be mapped to the FortiNAC
user data. Attributes can be mapped for users and groups by selecting the tabs on the left side of the window.
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If a user in the directory has multiple attributes with the same attribute ID, FortiNAC uses the first one it finds. For
example, if a record looked like the one shown below, FortiNAC would use staff.

eduPersonalAffiliation=staff
eduPersonalAffiliation=employee
eduPersonalAffiliation=alum
eduPersonalAffiliation=student

The attribute mappings for the user are entered on the User Attributes Tab. The AD attributes are mapped on this form
for User Description, Contact, Hardware, and Security and Access. This allows FortiNAC to retrieve the user information
based on the User Search Branches configured on the Search Branches tab.

Configure user attributes

When adding a directory FortiNAC attempts to determine the directory type and populates the attribute fields based on
the directory type. Do not modify the directory yype unless it is incorrect. Do not modify the attributes unless they are
incorrect.

The value of an attribute being mapped cannot exceed 255 characters in order for the attribute to be retrieved by
FortiNAC.

1. To access user attributes for an existing directory, select System > Settings.
2. Click the Authentication folder in the tree control.

3. Click LDAP to display the directories window.
4

If you are adding a new directory, the User Attributes tab is displayed when you click Next after completing the
connection tab.

5. The Directory Type drop-down indicates the type of directory being configured. This will scan the directory based
on the type selected and pre-populate some of the fields. The directory type should already be listed for you. If the
directory type is not listed or you know the field names for your directory, this step is not required.

6. Enter the user attribute mappings.

7. The Identifier (ID) field is a required entry. User records in the directory must have data entered in the selected ID
field.

Note: As of version 8.7.0, the Last Name is no longer a required field.

8. Toensure that the user data is available to FortiNAC, you must also complete the Group Attributes, Search
Branches, and Select Groups tabs.

9. Click Next to continue.

Directory attributes

If you are using Active Directory, keep in mind that Active Directory only allows access via LDAP to users whose primary
group is the Domain Users group.

User attributes Active Directory Novell
Object Class user person
Description
First Name givenName givenName
Last Name * sn sn
Identifier * sAMAccountName cn
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User attributes Active Directory Novell
Title title

E-mail userPrincipalName

Contact

Address streetAddress mailstop
City I city
State st S
Zip/Postal Code postalCode

Phone telephoneNumber Telephone Number
Mobile Phone mobile

Mobile Provider otherMobile

The provider contained in the Mobile Provider
field in the directory must match a provider in
M7, the FortiNAC database or SMS messages
9 cannot be sent to that user's Mobile phone.
= Depending on the configuration of your
directory, otherMobile may not be the location
of the Mobile Provider field.

Security and access

Security Attribute The Directory Attribute that can be used in a filter. Data
contained in this field is copied to the Security and Access
value field on the User Properties and the Host Properties
record for each user and associated host when the directory
synchronizes with the database.

Allowed Hosts The number of host records each individual user may have in
FortiNAC.

Role Name of the Directory Attribute used to associate a user with
arole.

Matching roles must be created in FortiNAC
with the exact same spelling and case as the
roles that exist in the directory based on the
M7, selected attribute. See Roles view on page
q 496.
= When assigning roles to users, the use of
directory attributes over directory groups is
recommended. Under no circumstances
should you use both methods to assign roles.
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User attributes Active Directory

Disabled Attribute Setting this attribute allows the AD Administrator to disable
users in Active Directory and have all instances of the user
automatically disabled in FortiNAC when the next scheduled
resync occurs.

Attribute = userAccountControl

A\,

Disabled users are able to access the network
until FortiNAC resynchronizes with the Active
Directory. To immediately disable all instances
of the user in FortiNAC, go the Scheduler View
and run the Synchronize Users with Directory
task. See Scheduler on page 764 for more
information.

Disabled Value When the value for the Disabled Attribute for the user equals
the Disabled Value, FortiNAC disables all instances of a user
when the next scheduled resync with AD occurs. The user
must have previously been disabled in AD.

The Disabled Value may vary from directory to directory.
Check a user that is currently disabled in the directory to see
what the disabled value should be. Enter that value in the
Disabled Value field.

If "Disabled Value" starts with a "0x", a bitwise comparison is
done between the value in the directory and this field.

Otherwise, without the "0x" prefix, it will only do an exact
match numeric comparison.

A\,

If you are using Active Directory, it is possible
for the Disabled Value to vary from user to
user. The value is affected by other account
settings selected within the directory, such as,
Password Never Expires or User Must Change
Password At Next Login. You may only be able
to set the Disabled Value for users that have
identical account settings. See
https://support.microsoft.com/en-
us/kb/305144 for more information on these
values.

Time To Live The name of the directory attribute that contains the
numerical value for the user age time. If the attribute does not
have a value the user age time is not set by the directory.

Age time can also be set using the Properties window or on
the User Properties window for an individual user.

All of these options simply modify the Expiration Date in the
User Properties window. See User properties on page 574.
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User attributes Active Directory Novell

The value of the attribute in the Time To Live
S : /, field must be set to the name of the custom
q attribute that is configured in the directory as
- the numerical value of hours or days for which
the user is valid.

Time to Live Unit The time unit set in the User Properties age time if the Time
to Live attribute contains a value.

Options: Hours or Days

Group attributes tab

The attribute mappings for groups are entered on the Group Tab. The AD attributes are mapped on this form for Object
Class, Group Name and Members. This allows FortiNAC to retrieve the group information based on the Group Search

Branch configured on the Search Branches Tab. Groups created in the directory are imported into FortiNAC each time

the Directory Synchronization task is run either manually or by the Scheduler.

NP Active Directory size limitations for the number of users per group may cause issues with
‘Q' group based operations. Only the users up to the limitation are affected by group based
- operations. Size limitations vary depending on the version of Active Directory used and the

settings in the MaxValRange and MaxPageSize directory fields.

Ay
‘9' The value of an attribute being mapped cannot exceed 255 characters in order for the attribute
- to be retrieved by FortiNAC.

Configure group attributes

To access group attributes for an existing directory, select System > Settings.
Click the Authentication folder in the tree control.
Click LDAP to display the directories.

If you are adding a new directory, the Group Attributes tab is displayed when you click Next after completing the
User Attributes tab.

5. Enter the group attribute mappings:

P obh-=

Group Attributes Active Directory Novell

Object Class group groupOfMembers
Group Name name cn

Group Members member member

Distinguished Name (DN)
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Ay
b [ 4
? The DN is not to be used in conjunction with groups identified by Object Class.

6. To ensure that the user data is available to FortiNAC, you must also complete the Search Branches and Select
Groups tabs.

7. Click Next to continue.

Search branches tab

The Search Branches tab is where the Administrator enters the specific User and Group Search Branches information
for the Directory server. This tells FortiNAC where the user and group information is located in the Directory.

NP Active Directory size limitations for the number of users per group may cause issues with
‘Q' group based operations. Only the users up to the limitation are affected by group based
- operations. Size limitations vary depending on the version of Active Directory used and the

settings in the MaxValRange and MaxPageSize directory fields.

The example shown in the figure below is for Active Directory. In this example the segments represent the following:

cn=Users: The abbreviation cn stands for Common Name. In this case, it is the name of the branch or
folder in Active Directory that should be searched for users. The name of that branch could be anything,
such as, Employees or Students.

dc=example: The abbreviation dc stands for Domain Component. In this case it is the second level
domain name, such as, yahoo in yahoo.com.

dc=com: The abbreviation dc stands for Domain Component. In this case it is the first level domain name,
such as, com in google.com or edu in marshalluniversity.edu or org in npr.org.

Configure search branches

To access search branches for an existing Directory, select System > Settings.
Click the Authentication folder in the tree control.

Click LDAP to display the directories.

To modify an entry, select the entry and click Modify.

To remove an entry, select the entry to be removed and click Delete.

If you are adding a new directory, the Search Branches tab is displayed when you click Next after completing the
Group Attributes tab.

7. Click Add to add new search branch information. Available search branches are listed, however you can enter your
own information. If the list of available search branches is too long to display, type the first few letters of the branch
needed to narrow the list.

8. Inthe Add dialog, enter or select the Search Branch and then click OK.
9. To ensure that the user data is available to FortiNAC, you must also complete the Select Groups tab.
10. Click Next to save search branch information.

o gk wbhN-=
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Select groups tab

Use the Select Groups tab to choose groups of users to be included when the directory and the FortiNAC database are
synchronized. Upon initial synchronization, a host group is created for each LDAP group selected. Hosts become
members of these groups when they are registered to a user that is a member of that LDAP group. Note: If an
Administrator group with the same name already exists, a host group will not be created.

Users that do not already exist in FortiNAC are not imported. However, user data for users already in the database is
updated each time the Synchronization task is run. Only the user records for users in the selected groups are updated.
Users in the directory that are not in a selected group are ignored during synchronization.

Configure group selections

To access group selections for an existing directory, select System > Settings.
Click the Authentication folder in the tree control.
Click LDAP to display the directories.

If you are adding a new directory, the Select Groups tab is displayed when you click Next after completing the
Search Branches tab.

5. Mark the groups of users that should be included when the directory and the database are synchronized by
checking the box in the Active column. If you do not check any boxes, all groups will be included.

6. Click OK to save the directory configuration.

Ao bdh-=

7. Aninitial Synchronization is done immediately when you save the Directory. It is recommended that you set up a
schedule for synchronizing the Directory See Schedule synchronization on page 183.

Delete a directory

Click System > Settings.

Click the Authentication folder in the tree control.

Click LDAP to display the Directories window.

Select a directory configuration in the list and click Delete.
Confirm that you wish to delete the directory configuration.

o b oON-=

Schedule synchronization

When you select Schedule on the Directories view, you can select a date/time and poll interval for the directory
synchronization task. The scheduled task may also be paused and run manually later. This process adds the
Synchronize Users with Directory task to the scheduler.

When the directory and FortiNAC are synchronized, changes made to users in the directory are written to corresponding
user records in the database. Users from the directory are only added to the FortiNAC database when they connect to
the network and register.

Upon initial synchronization, a host group is created for each directory group. Specific directory groups can be disabled
from attribute mappings. See Select groups tab under configuration for details. If an Administrator group with the same
name already exists, a host group will not be created. Any new groups created in the directory are detected upon the
following synchronization. Groups created are displayed in FortiNAC on the Groups View.

If you are using a directory for authentication, user data is updated from the directory based on the user ID during
synchronization. This is true regardless of how the user is created and whether the user is locally authenticated or
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authenticated through the directory. If the user ID on the user record matches a user ID in the directory, the FortiNAC
database is updated with the directory data.

When an administrator group is created in FortiNAC with the same name as a group being synchronized from a
directory, the administrator group members will remain the same as the directory group members. Therefore, if you add
a non-directory user to the administrator group and then synchronize the directory, the non-directory user is removed
from the administrator group because the user is not a member of the directory group.

The directory schedule is global and applies to all directories listed. Separate schedules cannot be entered for each

directory.
Settings
Field Definition
Schedule Interval Poll interval for the scheduled task. Options are Minutes, Hours, or Days.
Next Scheduled Time The next date/time the scheduled synchronization task will run. Entered in the format
MM/DD/YY HH:MM AM/PM.
Enabled When unselected, the scheduled synchronization task is stopped and does not run
automatically. To run the task manually click Run Now.
Run Now Runs the Synchronization task immediately.

Schedule directory resynchronization

Click System > Settings.

Click the Authentication folder in the tree control.

Click LDAP to display the Directories window.

Select a directory in the list and click Schedule.

Set a Schedule Interval by entering a number and selecting Minutes, Hours, or Days from the drop-down menu.
Click in the Next Scheduled Time field and enter the date/time to run the synchronization task.

To stop the scheduled task, remove the check mark from click in the Enabled box.

Nooaobkobh-=

If the scheduled task is disabled, the Administrator can go to the Scheduler view and run the task manually to
synchronize the directory with FortiNAC. See Scheduler on page 764 for details.

8. Torun the scheduled task immediately, click Run Now.
9. Click OK to save the schedule.

Preview

Use Preview to view the list of users that are found in the directory. User records in the directory are not listed until a
parameter is selected and its associated value is entered in the Filter field.

The directory configuration must be completed before any records can be previewed.

Click System > Settings.

Click the Authentication folder in the tree control.
Click LDAP to display the Directories window.
Select a directory in the list and click Preview.

Ao b=
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10.

1.

Enter search criteria in the first text field, such as an ID or Last Name. Searches are not case-sensitive.

Use asterisks (*) as wild cards in text fields if you know only a portion of a name. The wild card represents any
characters. For example, enter F* in the text field and select the First Name parameter to locate all records where F
is the first character in the First Name field.

Select a parameter from the drop-down list.

Click Search.

An asterisk in the Role column next to an attribute value indicates that the role name has not been configured in
FortiNAC. If the role does exist in FortiNAC, the attribute value appears in the Role column without an asterisk.
Entering just the wild card in the text field returns every record in the directory and may cause time or size limit
exceeded errors to occur depending on the total number of records.

This is a view only list and is not imported into FortiNAC. The user information is only imported into the FortiNAC
database as the user registers. The Sync Directory task in the Scheduler is used to update user information
already in the FortiNAC database with any changes made in the directory database. See Scheduler on page 764 for
additional information.

Click the Groups tab to view the groups in the directory and select the groups to import.

All the groups in the directory are listed along with the number of member records contained in each group.
Selecting groups is part of the process of adding a directory configuration, therefore, groups may already be
selected.

To import groups of user records from the directory to the FortiNAC database when the directory Synchronization
scheduled task runs select the groups to be imported by checking the box(es) next to the group name.

A check mark in the Is Organizational Unit column indicates that the group is an OU or a container for other
groups.

Click OK.

Create a keystore for SSL or TLS

When using SSL or TLS security protocols for communications between FortiNAC and some servers (such as LDAP
directory, Fortinet EMS and Nozomi servers) a security certificate may be required. The need for the certificate is

dependent upon the configuration of the directory. In most cases, FortiNAC automatically imports the certificate it needs.

However, if this is not the case, use the following steps to import the certificate.

Certificate Import Instructions:

1.
2,
3.

Once the certificate from the CA has been received, login to the FortiNAC server CLI as root.

Copy the file to the /bsc/campusMgr/ directory.

Use the keytool command to import the certificate into a keystore file.

keytool -import -trustcacerts -alias Idap_client -file <certificate file> -keystore .keystore

Example using certificate file named MainCertificate.der:

keytool -import -trustcacerts -alias Idap_client -file MainCertificate.der -keystore .keystore

For additional information on using the keytool key and certificate management tool go to the Sun web site
java.sun.com.

When the script responds with the Trust this certificate? prompt, type Yes and press Enter.

At the prompt for the keystore password, type in the following password and press Enter *8Bradford%23
To view the certificate, navigate to the /bsc/campusMgr/ directory and type the following:

keytool -list -v -keystore .keystore

Type the password used to import the certificate and press Enter.

Verify connection to the directory. In the Administration Ul, navigate to System > Settings > Authentication >
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LDAP.
9. Double click the directory model and click the Validate Credentials button.

If unable to connect, restart the FortiNAC control process to clear any cached information:

1. Inthe FortiNAC CLI, type:
shutdownCampusMgr

2. Wait 30 seconds

3. Type:
startupCampusMgr

RADIUS

Remote Authentication Dial In User Service (RADIUS) is a networking protocol that provides centralized access,
authorization and accounting management for people or computers to connect and use a network service.

A RADIUS server enables external authentication for users connected to FortiNACmanaged network devices. This type
of server is often used in a wireless environment, but also used in wired environments supporting 802.1x authentication.

FortiNAC uses RADIUS authentication for several purposes including:

» Authenticating users attaching to managed network devices using 802.1x.
» Authenticating VPN users.
« Authenticating users accessing FortiNAC's own captive portal process.
» Authenticating administrators logging onto the FortiNAC system.
As of version 8.8, FortiNAC can be configured to authenticate RADIUS using external RADIUS server(s), the built-in

local RADIUS server or a combination of both. There are two RADIUS Authentication modes available for determining
how RADIUS requests are processed. These can be configured in FortiNAC on a per-device basis.

Proxy RADIUS Authentication Mode

Enabled by default.

Authentication: FortiNAC processes RADIUS MAC but proxies 802.1x EAP authentication to a customer-owned
(external) RADIUS server.

If configuring FortiNAC both Proxy and Local RADIUS authentication modes, ensure the
Authentication port numbers are different between the services.

Accounting: FortiNAC proxies accounting traffic to a customer-owned (external) RADIUS server.

FortiNAC works with all the known RADIUS server products, including FreeRADIUS, Steel Belted RADIUS, Microsoft
IAS, Cisco ACS, and RADIATOR. To support these uses, RADIUS server profiles must be created in FortiNAC, which
can then be assigned as the authentication method for the FortiNAC system or a specific device.

You can create an unlimited number of RADIUS server profiles. Several configuration options are available:

» System-wide: Default primary and secondary profiles assigned at the system level are used for both captive portal
and administrator authentication.
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« Inan 802.1x environment:
« Profiles can be assigned for each individual device.
» Profiles can be assigned for individual SSIDs.

« Profiles can be mapped to domains. User names contain a domain name prefix of the user logging onto the
network.

« Profiles can be mapped to a blank domain which would encompass any authenticating user who does not have
a domain name prefix as part of his user name.

Local RADIUS Authentication Mode

Introduced in FortiNAC 8.8 and disabled by default.

Authentication: FortiNAC’s Local RADIUS Server processes RADIUS MAC and 802.1x EAP authentication without the
need to proxy to an external RADIUS server.

If configuring FortiNAC both Proxy and Local RADIUS authentication modes, ensure the
Authentication port numbers are different between the services.

Accounting: The Local RADIUS server does not provide accounting. If accounting is required, FortiNAC can be
configured to proxy Accounting traffic to an external RADIUS server.

FortiNAC processes both RADIUS MAC and 802.1x EAP authentication locally and does not require an external
RADIUS server.

Supported 802.1x EAP modes:

o TTLS/PAP

e TTLS/MSCHAPv2
o PEAP/MSCHAPv2
o TLS

For more information, see Local RADIUS Server on page 195.

Manage settings

The RADIUS settings view allows you to add or modify RADIUS server profiles for individual network devices. For
devices using 802.1x, accept the default primary and secondary RADIUS servers or you can select profiles for each
device within its Model or Global Model Configuration view. See Model configuration on page 680 for additional
information.

The ability to map a domain name to a RADIUS server profile also functions within the context of 802.1x. It provides
RADIUS server selection based on the domain of the authenticating user. Users authenticating from different Microsoft
domains can be directed to separate RADIUS servers configured for those domains.

Users authenticating from a domain, can only authenticate via the RADIUS server profile configured for that domain.
Multiple RADIUS server profiles can be configured for each domain and searched for the authenticating user. RADIUS
servers are searched in order from the top of the list of servers down.
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802.1x environments

When using 802.1x in a FortiNAC managed environment, it is necessary to configure the following components so that
all can communicate successfully:

» Network devices
o FortiNAC
o Production RADIUS server(s)

All the above components must have the same RADIUS secret key value defined. FortiNAC does not modify 802.1x
packets as they pass from the network device through to the terminating RADIUS server.

The same requirement exists when using Domain mapping. For instance, many wireless devices that support 802.1x
allow a RADIUS server definition for each configured SSID. In such an environment, if two users are connected to the
same SSID but to different domains, the RADIUS secret used in both authentication requests would be identical. The
users are both using the same RADIUS profile on the wireless device. Assuming FortiNAC were configured to use
different terminating RADIUS servers for each domain, it would forward the requests and both servers would need to use
the same secret value in order to validate the packets.

Order of precedence

When one or more RADIUS servers are used for authentication coupled with different methods of configuration, it can be
difficult to determine which server will be used. The uses for RADIUS servers are as follows:

« Authenticating FortiNAC administrators.

« Authenticating network users accessing the network through a VPN.

» Authenticating network users who come in through the captive portal.

» Devices that have no RADIUS servers configured in the model configuration.

» Devices that have specific RADIUS servers configured in the model configuration.
» SSIDs that have no RADIUS servers configured and inherit from the parent device.
» SSIDs that have specific RADIUS servers configured.

Unless a specific RADIUS server is configured for a particular device or SSID, these options use the default primary and
secondary RADIUS servers. However, if RADIUS server profiles are mapped to domains and the authenticating user's
username contains a domain name prefix, then the RADIUS server mapped to the domain takes precedence. The order
of precedence to determine which RADIUS server is used is as follows:

1. If domain mappings exist and an entry matches the domain prefix contained within the user name of a connecting
user, then the RADIUS server mapped to the domain is used. Multiple servers can be mapped to a single domain. If
the user is not found on the first RADIUS server in the list, FortiNAC checks each server mapped to the domain in
turn until the user is found.

2. If ablank domain has been mapped and an authenticating user does not have a domain prefix in the user name,
then the server or servers mapped to the blank domain are used.

If you create a domain mapping for a RADIUS server with a blank domain name this always takes precedence over
the default primary and secondary RADIUS servers because all users who do not use domain name to log in will
match this mapping.

3. If no domain mappings exist, the RADIUS server profile chosen for the originating SSID is used.

4. Ifno SSID mapping exists, the RADIUS server profile chosen for the originating device is used.

5. If no device specific server selection exists, the system-wide default primary and secondary server settings are
used.
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Configure RADIUS settings

This view is used to configure FortiNAC to proxy 802.1x EAP. The following functions can be modified:

» RADIUS proxy service (enabled by default)
« Authentication/Accounting ports

o RADIUS server profiles

» RADIUS server defaults

+ RADIUS domain mappings

RADIUS Proxy port configuration

Allows the RADIUS proxy service to be disabled or the Authentication and Accounting ports to be changed. These ports
are independent of each other. This enables FortiNAC to proxy Accounting traffic while processing Authentication
requests locally when device models are configured for Local RADIUS Authentication Mode.

RADIUS Server profiles

The first RADIUS Server added becomes the primary server by default. As more servers are added, you can modify
which server is the primary.

The encryption method for user names and passwords passed between FortiNAC and the RADIUS server must be set to
PAP. This affects the following accounts or user names and passwords created on the RADIUS server:

« The validation account created for communication with FortiNAC and entered in the RADIUS Server Profile
configuration.

» Network users that access the network via the captive portal and are authenticated through RADIUS.

e Admin Ul users authenticated through RADIUS.

» VPN Users authenticated through RADIUS.
You should be able to communicate with a RADIUS Server in order to add it to the list. For example, if a RADIUS Server
is not currently connected to the network and FortiNAC cannot contact it, you will be asked if you want to add the server
anyway.
1. Click Network > Settings > RADIUS
2. Expand the Authentication folder and click RADIUS. The RADIUS Servers window displays.

Configure Proxy service

1. Modify the following as appropriate:

« Authentication Port: Enables/disables the service and defines the authentication port for the RADIUS Proxy.
Default: Enabled, 1812 (Cannot be set to the same port as Local RADIUS Authentication port)

« Accounting Port: Enables/disables the service and defines the accounting port for the RADIUS Proxy.
Default: Enabled, 1813

2. Click Save Settings. Changes to the configuration apply within 0-30 seconds.

Add a profile

1. Click Add.
2. Enter the parameters for the RADIUS Server profile.
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3. Click the RADIUS Secret field to enter the RADIUS secret.
4. Enterthe User Name.
5. Click the Password field to enter the Password information.

Field Definition

Profile Name

Host Name/IP address

RADIUS Secret
Authentication Port

Accounting Port

Server Is NSRADIUS
Appliance

REST API User

REST API Password

Last Modified By
Last Modified Date
Validation account

User Name

Password

Name displayed in the RADIUS server list.

Host name or IP address of the RADIUS server.

If you are generating certificates using a NSRADIUS appliance, the Fully Qualified
Domain Name is required.

Encryption key used by the RADIUS server to send authentication information.
Port number through which the RADIUS server communicates.

Port number that the RADIUS server uses for the accounting features, if they are
used. If your RADIUS server does not use accounting features, leave the check box
blank.

Indicates that this is a NSRADIUS Server. Check this box if you have purchased a
NSRADIUS server as part of your FortiNAC configuration.

Option displays only if a NSRADIUS license is installed on the FortiNAC or control
server, and when there is no NSRADIUS Server already configured.

REST API credentials are required for the Portal certificate page to generate and
download certificates.

User name for the admin user created on the NSRADIUS server. This user name will
be used to communicate with the REST API on the NSRADIUS Server.

Itis recommended that you configure the REST API user.

Password for the NSRADIUS admin user that will allow the FortiNAC server to
communicate with the REST APl on the NSRADIUS Server.

Appears when the Server Is NSRADIUS Appliance check box is selected.

User name of the last user to modify the RADIUS Server.

Date and time of the last modification to this RADIUS Server.

User name for verifying access to the RADIUS Server. This field is required, but only
used when there are multiple RADIUS Servers configured. You must create an
account on the RADIUS Server that is used by FortiNAC to communicate with that
Server. The encryption method must be set to PAP.

Password for verifying access to the RADIUS server. This field is required.

6. New servers are saved automatically.
7. Repeat as needed for additional RADIUS servers.

Modify a profile

1.
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3. Make the changes. Changes are saved automatically.

Delete a profile

1. Click Network > Settings > RADIUS
2. Selectthe RADIUS Server profile and click Delete.

Set defaults

Once you have added the RADIUS server profiles, specify the default primary RADIUS server and secondary RADIUS
server to be used in the event of a primary server failure. These servers are used for authentication unless you specify
other RADIUS servers in the SSID Configuration, Device Model or Global Model Configuration views, or by mapping
RADIUS servers to domains. The default servers are also used for web-portal authentication, when it is configured for
RADIUS.

You may want to deploy multiple RADIUS servers to handle requests if the primary server should fail. Within the
FortiNAC managed environment, you can define many servers, and you have the option to choose different servers,
both a primary and a secondary, for each device.

The first RADIUS server added is the default for the primary RADIUS server until it is changed manually.
1. Click Network > Settings > RADIUS

2. The RADIUS server defaults and RADIUS domain mappings windows display.

3. Inthe RADIUS server defaults window select the default primary and secondary server names from the drop-down
lists.

4. Click Apply to save your changes.

Set domain mappings

If you plan to use the user domain for RADIUS server selection, you must create mappings for the desired domains. First
make sure that you have added the RADIUS server profiles. Then, choose one or more RADIUS servers per domain to
authenticate users who connect through a specific domain.

If more than one RADIUS server is entered for a single domain, FortiNAC sends the authentication request to the first
server in the domain that matches the user's domain. If the RADIUS server does not recognize the user FortiNAC sends
the request to the next server in the list with a matching domain and so on until the user is authenticated. If one of the
servers does not respond at all FortiNAC sends the request to the next server in the list.

If you have users that do not log in through the domain but need to be authenticated by one of your RADIUS servers, you
can enter Domain Mappings with a blank domain field.

If you map RADIUS servers to a blank domain, the primary and secondary servers will never be used because anyone
logging in without domain information will match the blank domain.

RADIUS servers mapped to domains take precedence over all other RADIUS server settings.

You must use the FQDN or the server will not be able to authenticate users connecting to the network.
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Add mapping

1. Click Network > Settings > RADIUS
2. Under RADIUS Domain Mappings, click Add.

3. Enter the Domain Name to be used for authentication. For example, bbc.com or myuniversity.edu. Users can then
log in with any of the following user name formats:

o User@FQDN (bob@bbc.com)

« FQDN\User (bbc.com\bob)
4. Selectthe RADIUS Server profile from the drop-down list.
5. Your changes are saved automatically.

Delete mapping

Click Network > Settings > RADIUS

The RADIUS server defaults and RADIUS domain mappings windows display.
In the RADIUS Domain Mappings window select the mapping to be removed.
Click Delete.

Ao bdh-=

Configure local domain list

Configure the list of local domains. This allows FortiNAC to distinguish between local users and roaming guests. See
Roaming guests on page 202 for a detailed description.

Add local domains

Click Network > Settings > RADIUS

Scroll down to the RADIUS Domain Mappings section.

Click Add.

Enter a domain name.

Click OK.

Continue adding domain names until all local domains have been added.

o a ks wbh-=

Failover process

In FortiNAC you can have primary and secondary RADIUS servers that are the system-wide default for RADIUS
requests. You can also have other RADIUS servers that are listed as the primary and secondary server for requests
coming through a specific device.

All of these RADIUS servers must be configured in FortiNAC and must be running in parallel. It is required that each
RADIUS server be configured with a user name and password that will be used by FortiNAC as a Validation Account to
test for RADIUS server availability. That user name and password must also be entered into the RADIUS server
configuration within FortiNAC allowing a test message to be sent to the RADIUS server.

If one or both of your RADIUS servers were to fail, there is a failover process that is followed. No events or alarms are
generated when a RADIUS server fails. There are two types of failure in this process. The first is a failure by the RADIUS
server to respond to a RADIUS communication sent from a device and proxied by FortiNAC. This does not indicate that
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the RADIUS server is not running, simply that it did not accept or respond to the communication. The second type is a
failure caused because the RADIUS server is down and FortiNAC cannot communicate with it.

Device 1

Device Specific
RADIUS Primary
Device sends RADIUS
communication to
NAC Appliance NS Appliance proxies
RADIUS communication

Device 2

*Secondary used only if Primary fails.

Device Specific
*RADIUS Secondary

RADIUS Primary *RADIUS Secondary

Failover

P obh-=

FortiNAC receives a RADIUS communication.
The RADIUS communication is proxied to the configured primary RADIUS server.
The primary server responds.

If the primary server does not respond, the original RADIUS communication is not processed nor is any response
sent to the device. FortiNAC contacts the primary RADIUS server with the validation account to validate RADIUS
communication.

If the primary server responds to FortiNAC, then the primary RADIUS server continues to be used for subsequent
incoming RADIUS communications.

If the primary server does not respond to FortiNAC, FortiNAC begins sending new RADIUS communications to the
secondary RADIUS server.

The secondary server responds.

If the secondary server does not respond, the RADIUS communication in progress is not processed nor is any
response sent to the device. FortiNAC contacts the secondary RADIUS server with the validation account to
validate RADIUS communication.

If the secondary server responds to FortiNAC, then it continues to be used for subsequent RADIUS
communications until contact is re-established with the primary server.

FortiNAC 9.1.0 Administration Guide
Fortinet Inc.

193



Authentication

Recovery

If the primary server fails FortiNAC continues to attempt to communicate with the primary RADIUS server at six
second intervals. This setting is not configurable.

The secondary server continues to be used until a response is received from the primary RADIUS server. The
primary server is used for subsequent RADIUS communications.

If both the primary and the secondary servers have failed, FortiNAC continuously attempts to contact both the
primary and the secondary RADIUS servers at six second intervals. The primary server is considered to be "in
charge" at that point even though neither server is responding.

As soon as either RADIUS server responds, FortiNAC begins sending RADIUS communications to that server.
Ifitis the secondary server that responded, FortiNAC continues trying to contact the primary server. When the
primary server responds, it is used for subsequent RADIUS communications.

If it is the primary server that responded, FortiNAC uses the primary server for subsequent RADIUS
communications.

Validate redundant RADIUS

Validate that your redundant RADIUS servers are functioning properly. That is, when the primary RADIUS server fails,
control passes successfully to the secondary, which then continues handling authentication messages until control can
successfully be returned to the primary RADIUS server.

To test redundancy, keep the following details in mind:

o The RADIUS server is actually a service running on a server.
o Primary and secondary RADIUS servers run on separate servers (computers) not on the FortiNAC appliance.
» For this test RADIUS requests are generated by logging in a host through the Captive Portal.

Test setup

Log in to the CLI on your FortiNAC appliance and enable debug by typing campusmgrdebug -name
RadiusManager true.

Make sure both RADIUS servers are up and running, so communication is proxied to the primary.

Monitor the output.master file in the /bsc/campusMgr/master_loader directory on the FortiNAC Control Server for
the RADIUS messages that are generated by this test.

Force a failover

Ao bdhd-=

Turn off the primary RADIUS service.
Send a RADIUS request (use a computer to log in through the portal).
Verify that the primary RADIUS server fails to respond. You will see that it retries, and finally times out.

Verify that a RADIUS request is initiated using the Validation Account (specified in the RADIUS configuration in the
admin Ul for the FortiNAC appliance) and that this also fails. You should see a message in the output.master file
similar to “Contact Message being sent".

Verify that the primary RADIUS server is added to the Failover list - you can read that FortiNAC is adding the
primary RADIUS server to the list, and when a new request comes in you will see that FortiNAC checks this list by
reading the output.

Confirm that requests are sent repeatedly to the primary RADIUS server to see if it is up and running (e.g., every 5 -
6 seconds).
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7. Send a RADIUS request by logging in through the portal again.
8. Confirm that the secondary RADIUS server responds correctly.

Restore the primary server

1. Turn the primary RADIUS service back on.
2. Send a RADIUS request by logging in through the portal.
3. Confirm that the primary RADIUS server responds correctly.

Disable both servers, then restore the primary

Turn off both RADIUS services.

Send a RADIUS request by logging in through the portal.

Verify that requests are sent repeatedly to both the primary and secondary RADIUS servers.
Turn on the primary RADIUS server.

Send a RADIUS request by logging in through the portal.

Confirm that the primary RADIUS server responds correctly.

o gk wbh-=

Disable both servers, then restore the secondary

Turn off both RADIUS services.

Turn on the secondary RADIUS server.

Send a RADIUS request by logging in through the portal.
Confirm that the secondary RADIUS server responds correctly.

o bd-=

Local RADIUS Server

Remote Authentication Dial In User Service (RADIUS) is a networking protocol that provides centralized access,
authorization and accounting management for people or computers to connect and use a network service.

A RADIUS server enables external authentication for users connected to FortiNACmanaged network devices. This type
of server is often used in a wireless environment, but also used in wired environments supporting 802.1x authentication.

FortiNAC uses RADIUS authentication for several purposes including:
» Authenticating users attaching to managed network devices using 802.1x.
» Authenticating VPN users.

« Authenticating users accessing FortiNAC's own captive portal process.
« Authenticating administrators logging onto the FortiNAC system.

As of version 8.8, FortiNAC can be configured to authenticate RADIUS using external RADIUS server(s), the built-in
local RADIUS server or a combination of both. There are two RADIUS Authentication modes available for determining
how RADIUS requests are processed. These can be configured in FortiNAC on a per-device basis.
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Proxy RADIUS Authentication Mode

Enabled by default.

Authentication: FortiNAC processes RADIUS MAC but proxies 802.1x EAP authentication to a customer-owned
(external) RADIUS server.

Accounting: FortiNAC proxies accounting traffic to a customer-owned (external) RADIUS server.

For more information, see RADIUS on page 186.

Local RADIUS Authentication Mode

Introduced in FortiNAC 8.8 and disabled by default.

Authentication: FortiNAC’s Local RADIUS Server processes RADIUS MAC and 802.1x EAP authentication without the
need to proxy to an external RADIUS server.

Accounting: The Local RADIUS server does not provide accounting. If accounting is required, FortiNAC can be
configured to proxy Accounting traffic to an external RADIUS server.

EAP

» Requires Server Certificate to be installed for EAP authentication. For installation instructions see Certificate
management on page 95.

e Supported 802.1x EAP methods:
o TTLS/PAP: Handles authentication requests through
= | DAP servers defined in FortiNAC
= RADIUS servers defined in FortiNAC
® | ocal Users (including guests) in the FortiNAC database
o TTLS/MSCHAPvV2: Authenticates AD Users only
= FortiNAC must join the domain
= | imited to one domain
o PEAP/MSCHAPvV2: Authenticates AD Users only
= FortiNAC must join the domain
® |imited to one domain
o TLS: Authenticates UserPrincipalName SAN User from the certificate
= Requires the Endpoint Trust Certificate to be installed so FortiNAC can validate the client-side certificate.
For installation instructions see Certificate management on page 95.
There are several configuration options available:

« Ability to define the authentication port used.

« Ability to define TLS Protocol versions and Ciphers for EAP.

« Ability to control which EAP types are enabled.

» OCSP verification can be enabled for EAP-TLS client certificates.

» RADIUS Attribute Groups can be configured to control the RADIUS attributes FortiNAC returns in an Access-
Accept. See RADIUS Attribute Groups on page 201 for details.

« Winbind can be configured to provide MSCHAPV2 authentication.
The above functionality is configured in the Local RADIUS Server settings view.

For more information on 802.1x network configuration requirements, see 802.1x environments on page 188.
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Configure Local RADIUS Server Settings

This view is used to configure FortiNAC as the 802.1x EAP termination point. The following functions can be modified:

» RADIUS Server Service (disabled by default)
o Authentication ports

o TLS Protocol versions and Ciphers for EAP

o EAP types

» OCSP verification

« RADIUS Attribute Groups

e Winbind for MSCHAPV2 authentication

Note:

« Requires Server Certificate to be installed for EAP authentication. For installation instructions see Certificate
management on page 95.

o FortiNAC can be configured to authenticate RADIUS using either the built-in local RADIUS server, external server
(s) or a combination of both. To configure FortiNAC to use an external RADIUS server, see RADIUS on page 186.
To configure FortiNAC to proxy 802.1x packets to an external RADIUS server for EAP termination, see RADIUS on
page 186.

Configure Local RADIUS Server

1. Click Network > Settings > Local RADIUS Server
2. Configure using the table below.
3. Click Save Settings to apply.

Local RADIUS Server

Field: Enable / Disable Service
Description: Start the RADIUS server service and configure to start on boot.

Field: Service Status:

Description: Click button to display current status. This feature can also displays the radius service log, the radius
specific output of the FNAC server log, and the system journal. The view will tag important failure messages in red, and
includes a filter control to both show only lines w/ the specified string (the 'Filter' button), or to color lines containing the
specified string (the 'Mark' button), to keep context.

« Enabled Status: Displays

o Enabled if the service is configured to run on boot.

o Disabled if the service is not configured to run on boot
Running Status: Displays

o Running if the service is running

o Stopped if the service is not running
« Service Status: Displays full details of the service status.

o Warnings such as ‘Unknown Ivalue ‘xxxxxx’ in section ‘yyyyyy’ can be ignored.

o Service Log: Displays the RADIUS service log
Server Log: Displays the RADIUS specific output of the FNAC server log
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« System Journal: Displays the debug outputs related to starting and managing system services leveraged for
running RADIUS.

Field: Authentication Port
Description: Configure the authentication port for the Local RADIUS Server.

Default: Disabled, 1645

Important: If external RADIUS servers are also defined, the authentication port must be set to a different value than
the RADIUS proxy ports.

Field: TLS Service Configuration
Description: Allows configuration of TLS Protocol versions and Ciphers for EAP in the Local RADIUS Server. Add or
Modify using the icons.

Name: Unique name used to identify the configuration.

Cerificate Alias: Select the Certificate to use when securing communication. Certificates may be uploaded using
the Certificate Management view.

Automatically Update Ciphers And Protocols on Upgrade: If true, the settings for both Ciphers and TLS
Protocols will become managed by FortiNAC. Upon upgrade, the system will automatically configure the TLS
Service Configuration to the latest recommended Ciphers and Protocols.

Ciphers: The Cipher Suite to use when encoding messages using TLS. At least one Cipher must be selected.
Ciphers must be supported by both client and server, so disabling Ciphers may prevent some Persistent Agents
from communicating.

TLS Protocols: The list of TLS Protocols to allow by the server. At least one TLS Protocol must be selected. TLS
Protocols must be supported by both client and server, so disabling Protocols may prevent some Persistent Agents
from communicating.

Field: Supported EAP Types
Description: Allows configuration of which EAP types are enabled. The field displays the EAP Types currently enabled.
Click the drill down menu to view the available types. Click on a specific type to either enable or disable:

TLS - Requires the Endpoint Trust Certificate to be installed. For installation instructions see Certificate
management on page 95

TTLS

PEAP

LEAP

MD5

GTC
MSCHAPV2

Field: Enable OCSP
Description: If enabled, EAP-TLS client certificates will have OCSP verification performed, using the URL embedded in
the client certificate.

Local RADIUS Server Debugging

Enables debug for both the radius service and radius related log messages on the FNAC server. Enabling these settings
will output the logs into Service Status.
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Enabling Server Debugging

1.
2,

Select the log level from the Service Log Level drop down: None, Low, Normal, or Verbose

(Optional) Enter a MAC filter into Service Debug Host MAC Filter to scope the debug output for the specified
MAC addresses (comma separated)

Select an option from the drop down to disable or enable FortiNAC Server Log Debug

(Optional) Enter a MAC filter into Service Debug Host MAC Filter to scope the debug output for the specified
MAC addresses (comma separated)

RADIUS Attribute Groups

Allows administrators to control the RADIUS attributes FortiNAC returns in an Access-Accept. Each of these can be

optionally scoped so debug output is only generated for 1 or more specified MAC addresses (comma separated).

Important: Inbound RADIUS request must contain Calling-Station-Id. This attribute is required in order to properly

process logical network information. RADIUS attributes will not be returned if Calling-Station-Id is not in the associated

request.

Add RADIUS Attribute Group

1.
2,

3.
4,

Click Add

Use the filter to narrow down the list of attributes in the left pane, and select them by clicking the arrow icons to
push them into the right pane.

Set the value by clicking the value box on the right pane.
Setting to %ACCESS_VALUE% will insert the Access Value into the attribute when returned.

If the attribute required does not exist in FortiNAC’s database, it can be added.

Add RADIUS Attribute

1.
2,

5.

Click Add

Define the following:

Name

Type: Select the appropriate option from the drill-down list.

Value

Vendor

Vendor ID

Format

Has Tag:

Encryption method: Select the appropriate option from the drill-down list.

Click OK to save.

To modify an attribute added, click Modify.
Note: Pre-loaded attributes may not be edited.

To delete an attribute, select Delete.

Once RADIUS Attribute Groups are defined, select the groups to be used for each device within its Model or Global
Model Configuration view. See Model configuration on page 680 for additional information.
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Local Winbind Configuration

Winbind is used to provide MSCHAPvV2 authentication only. If using a different scheme, such as EAP-TTLS/PAP or EAP-
TLS, configuration is not required.

Field: Enable / Disable Service
Description: Start the Winbind service and configure to start on boot.
Note: FortiNAC must be joined to the domain before starting the Winbind service.

Field: Service Status
Description:

o Enabled Status: Displays
o Enabled if the service is configured to run on boot.
o Disabled if the service is not configured to run on boot
¢ Running Status: Displays
o Running if the service is running
o Stopped if the service is not running
Winbind Domain: Displays
o Not Joined if FortiNAC is not joined to any Active Directory through winbind
o Joined if FortiNAC is joined to the domain
o Domain Information: Displays the detailed information of the joined status of FortiNAC.

o This information may still show the previous join information if FortiNAC is no longer joined to the domain. In
this case, the Winbind Domain will display “Not Joined” and the “Last Machine account password changed”
date will show 1969 or 1970.

« Service Status: Displays full details of the service status.
o Warnings such as ‘Unknown value ‘xxxxxx’ in section ‘yyyyyy’ can be ignored.

Field: Domain Controller Hostname
Description: The name or address of the Active Directory domain controller to use to authenticate.
Example: “dc01.example.com”

Field: Local NetBIOS Name
Description: NetBIOS name by which the FortiNAC Samba server is known. For High Availability configurations, this is
the primary FortiNAC Samba server.

Example: FortiNAC FQDN = hostname.corp.example.com, Local NetBIOS Name = "HOSTNAME". Note: the maximum
length for a NetBIOS name is 15 characters.

Field: Domain NetBIOS Name

Description: NetBIOS name of your domain. This is the subdomain of the DNS domain name.
Examples:

Domain Controller Hostname = dc01.example.com, Domain NetBIOS Name = "EXAMPLE"
Domain Controller Hostname = dc01.corp.example.com, Domain NetBIOS Name = "CORP"

Field: Kerberos Realm Name
Description: The DNS-style domain name.
Example: “example.com”

Field: Log Level
Description: The log level for the Winbind service. Recommended value is “none”.
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Field: Join Domain
Description: In order for Winbind authentication to work, FortiNAC must be joined to the domain. Configure the
credentials for the account FortiNAC will use to join.

Username: User name FortiNAC uses to join the domain. Examples: trusted_user or trusted_user@example.com
Password: Password FortiNAC uses to join the domain

RADIUS Attribute Groups

This functionality is available for device models configured for Local RADIUS Authentication mode.
Allows administrators to control the RADIUS attributes FortiNAC returns in an Access-Accept.
« Build groups from a large collection of known RADIUS attributes, both standard and vendor-specific. Custom
attributes can also be created.
« Can be configured at device level and logical network level scope for both simple and complex deployments
» Returned attributes are a combination of device and logical network level groups. The more granular logical network
attributes take precedence

RADIUS Attribute Groups are configured in the Local RADIUS Server view. Once the Attribute Groups are defined, they
can be deployed to the network via Model Configuration and SSID configuration views. RADIUS Attribute Groups can
also be modified for multiple devices and SSIDs simultaneously.

o SSIDs: See Modify multiple SSIDs for instructions
« Model Configuration: See below for instructions

Deploy Attribute Groups in Bulk — Model Configuration

Note The values set through this method may not apply to all selected devices equally. For example, four devices are
selected, but only two devices have the Logical Network “Aruba” configured. Any modifications made in this view for the
“Aruba” Logical Network will only apply to those devices with “Aruba” configured.

1. Click Network > Inventory

2. Select the container where the devices are located.

3. Inthe Devices view, use Ctrl-click or Shift-click to select the devices to modify.

4. Right-click the devices and click Set Model Configuration.

Apply Default Attribute Group

From the top drill down menu, select Detail Configuration.

Click the Enable RADIUS checkbox.

Click Enable Local.

Click the Default RADIUS Attribute Group checkbox. The associated drill down menu will appear.
From the drill down, select the desired RADIUS Attribute Group.

10. Click OK to save changes or proceed to define additional RADIUS Attribute Groups.

Apply Additional RADIUS Attribute Groups to Logical Networks

© e NGO

11. From the top drill down, select the desired Logical Network to modify.
12. Click Additional Attribute Group checkbox. The associated drill down menu will appear.
13. From the drill down, select the desired RADIUS Attribute Group.
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14. Repeat steps 10-12 to add and modify additional Logical Networks as needed.
15. Click OK to save changes.

Roaming guests

Use roaming guests to configure a list of local domains for your local network users. Users who connect and attempt to
authenticate with a fully qualified domain name that is NOT on this list are treated as roaming guests. This feature was
developed to accommodate organizations that meet at each other's sites frequently, such as an educational consortium
or a business development group. Supports Eduroam for participating universities.

This feature can only be used for wireless 802.1x connections.

The hierarchy consists of RADIUS servers at the participating institutions, national RADIUS
servers run by the National Roaming Operators and regional top-level RADIUS servers for
individual world regions. When a user A, from institution B, in country C with two-letter country-
code top-level domain xy, visits institution P in country Q, A's mobile device presents his

NP credentials to the RADIUS server of institution P. That RADIUS server discovers that it is not
‘?' responsible for the Institution_B.xy realm and proxies the access request to the national
- RADIUS server of country Q. If C and Q are different countries, it is in turn proxied to the

regional top-level RADIUS server, and then to the national RADIUS server of country C, which
has a complete list of the participating eduroam institutions in that country. That national
server forwards the credentials to the home institution B, where they are verified. The
'‘acknowledge' travels back over the proxy-hierarchy to the visited institution P and the user is
granted access.

RADIUS configuration

Configure your 3rd party RADIUS server local to the site with the remote RADIUS servers to which it should proxy
authentication requests for users who are not part of one of your local domains.

Note: The FortiNAC Local RADIUS Server feature introduced in 8.8 does not support the Roaming Guests feature. A 3rd

party RADIUS server must be used.

Model configuration

Modify the Model Configuration of any wireless device to which your roaming guests will connect. Specific treatment can
be configured for roaming guests in the Model Configuration. This controls network access, such as the VLAN in which
the host is placed, or access can be denied for roaming guests on a particular device. See the information for the Host
State field in Model configuration on page 680.

Roaming guests cannot be controlled at the SSID level only at the device level.
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Local domains

Configure the list of local domains. This allows FortiNAC to distinguish between local users and roaming guests. See
Add Local Domains below for instructions.

Notes

Roaming guests may require a supplicant for the wireless connection. This supplicant cannot be configured by
FortiNAC. Easy Connect Supplicant Policies cannot be used for roaming guests because roaming guests are
placed in a special network based on the settings in the Model Configuration before the host could be evaluated and
assigned a Supplicant Policy.

Device profiler automatic registration settings are suspended for roaming guests.

Roaming guests age out of the database in 24 hours.

If a Roaming Guest logs into a host registered to a local user, the host is treated like a Roaming Guest.
If a Roaming Guest logs into an existing Roaming Guest host, they are treated as a Roaming Guest.

If a Roaming Guest has a Persistent Agent installed on their host from their own FortiNAC system, there is no
impact on your FortiNAC server.

Connection process

When a Roaming Guest connects to the network, the process is as follows:

1.
2,

FortiNAC proxies the request to a local corporate RADIUS server.

The local RADIUS server queries the appropriate remote RADIUS server for the domain name contained in the
login information. The remote RADIUS servers must be configured within your corporate RADIUS server to allow
the authentication request to be proxied to the correct server.

The remote RADIUS server replies to the local corporate RADIUS server.
That reply is sent to FortiNAC.

FortiNAC registers the host in the database as a device and allows the user to connect to the network. The user is
shown as a logged in user.

Users are placed in a special group called Roaming Guest Users.
Hosts are placed in a special group called Roaming Guest Hosts.

Add local domains

o bN-=

Click Network > Settings > Roaming Guests
Click Add.

Enter a domain name.

Click OK.
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Portal Configuration is one in a series of initial setup windows designed to help you get your FortiNAC program up and
running as quickly as possible. The Portal Configuration window is used to configure the content and layout of the portal
pages that network users encounter when their devices or hosts are unregistered.

The embedded Content Editor allows you to modify selected properties of your portal pages from within the user
interface. These changes affect the set of portal pages shipped with FortiNAC and will not modify any existing custom
portal pages. If you want to continue to use legacy or custom portal pages, leave the check mark in the Use Portal
Version 1 check box. If you would like to use the portal pages that can be modified with the Content Editor, first modify
the pages and then, remove the check mark in the Use Portal Version 1 check box.

You may only see a sub-set of the options described in this document, based on the appliance being used. If an option is
not displayed on your screen, continue with the next option described.

\ L}
‘?' If you are running Firmware version 2.3.3.x or higher, you will not see references to Portal
Version 1 on the Portal Configuration window.

If you choose to use your original Version 1 portal pages, refer to Portal configuration - version 1 settings on page 222 for
additional information. If you choose to use the portal pages that can be edited with the Content Editor, refer to Portal
content editor on page 206.

When working in Portal Configuration, FortiNAC displays a pop-up message warning you 45
(L} . _— .
~ e seconds before your Admin login times out and automatically logs you out of the user
? interface. You can choose to extend your login time by clicking Yes on the confirmation dialog
- or allow the system to log you out at the end of the 45 seconds by clicking No. If you are logged
out automatically before saving your changes, those changes are lost.

Portal Configuration can be accessed from Portal > Portal Configuration.

Registration Approval (Version 8.8.2 and above)

Applies to the following Captive Portal Login Processes

o Standard User
e Guest
e Custom

Note: This feature does not affect registration through any other process, such as Persistent Agent or WMI.

When registering through the portal and immediately following authentication of the user’s credentials, the device is
placed in a "Pending Approval" state. Upon Administrator approval, the portal notifies the user and allows them to
complete the Registration process for the device.
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This feature is configured individually per login process. A host registration request may be configured to either be
approved by:

« An Administrator with Self Registration Request permissions
» Any Administrator that belongs to a specified User group.

Administrators that belong to the group will be able to approve, regardless of their permissions. Administrators that do
not belong to that group will be unable to approve.

Configure Registration Approval using the appropriate branches of the Registration section of the Content Editor:

« Standard User Registration Approval
o Guest Registration Approval
o Customer Registration Approval

Splash page

The Portal Splash Page is used in an environment where full guest management is not necessary. This feature allows
you to set up a captive portal page to which guests are directed when they access the network. The page may contain an
Acceptable Use Policy and guests must indicate that they agree before being granted access to the Production network.
Using this option, guests do not register using credentials, they have no guest account, they are simply allowed to
access the network on a specific SSID. Hosts are registered as devices, are displayed in Host view and are not
associated with any user.

Using the Portal Splash Page or anonymous authentication eliminates the need to configure Guest Templates,
Sponsors for guests and Guest Accounts, therefore those options are removed from the Quick Start wizard. However,
you must still go through the Discovery process to locate FortiNAC arrays, the Portal Page step to configure the content
displayed in the captive portal and the Network Devices step to configure your SSIDs.

Click Apply to save your changes or navigate to another step to abandon them. Navigating to this step refreshes the data
with the latest information stored in the database.

Ay
‘?' Anonymous authentication is not supported with a portal configured with Host Inventory used
- as the success page type.

(missing or bad snippet)

Settings
Field Definition
Portal Title Title that displays across the top of all web pages in the captive portal.
Header Image Image that displays as a banner across the top of each web page in the portal. Image
size should be 80 pixels by 780 pixels.
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Field Definition

Upload Image Button Uploads new images to FortiNAC for use in the banner on web pages in the captive
portal.
Acceptable Use Policy Controls the display of the Acceptable Use Policy in the portal during registration.

Options include:
* None — No policy is displayed.
« Show In Page — Text entered in the Usage Policy field is displayed in its own
section on the registration page in the portal.
e Show HTML Link — Text entered in the Usage Policy field is added to a separate
page in the portal and is accessed from the registration page via a link.

Acceptable Use Policy Text displayed next to the checkbox that allows the guest user to agree to or accept the
Checkbox Text policy.

URL For Acceptable Use If you would like to redirect the guest user to another web page to review the Acceptable
Policy Use Policy, enter the URL here.

Link Text For Acceptable If guest users will navigate to a different URL to review the Acceptable Use Policy, enter
Use Policy the text that will displayed as the link to that URL.

Text For Acceptable Use Type the text of your policy in this field to display it to network users when they are in the
Policy captive portal.

Style Editor Button Opens a WYSIWYG style sheet editor.

Advanced Configuration Opens the Advanced Portal Configuration view allowing you to modify the content of

pages seen by users in the portal.

Change Portal Mode Enables additional steps in the Quick Start wizard allowing you to set up Guest
Management and Device Onboarding. Disables the Portal Splash Page. You must click
Yes on the confirmation screen to complete this transition.

Portal content editor

The Content Editor tab on the Portal Configuration window allows you to edit the portal pages distributed with FortiNAC.
If you have existing portal pages and you prefer not to use the ones distributed with FortiNAC, simply leave the Use
Portal Version 1 option enabled on this window.

Use a separate browser to test Portal Pages. Testing pages in the same browser logs the Admin user out of the user
interface.

In a High Availability environment, portal pages are copied every 10 minutes.

The Content Editor is navigated using the tree control on the left side. The top level of the hierarchy represents the
scope, such as Registration or Remediation. The Global scope contains common items that apply to all portal pages
including the Styles Editor. Within each scope are individual pages. When a page is selected the properties it contains
are displayed on the right.

Each page contains properties that can be edited such as Window titles or login text. See Content fields on page 224 for
instructions on using the Content Editor.
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The Images tab displays the images used in Portal Pages, such as the banner. Images can also be uploaded from the
Images tab.

Multiple portals can be created and managed from the Content Editor. Portals can be copied and then modified. For the
Content Editor the information you display and modify pertains to the set of portal pages selected in the Portal drop-down
at the bottom of the view. The images stored in and uploaded to the Images tab are global across all portals. See Multiple
portals on page 218.

HTML can be used to format text that will display in the captive portal web pages. Some characters are reserved for
HTML and must be entered using special character combinations, such as the & or ampersand symbol, which must be
entered as &amp; to display correctly. If you enter one of these characters, a warning is displayed reminding you that it
may cause issues when rendered on the web page shown to the user. For a complete list of reserved characters and
charts for replacement options, see Using special characters on page 211.

You may see the same warnings when using a character in the course of formatting with HTML, such as <b>Bold</b>.
This would trigger a warning because < and > are reserved characters.

Settings

Option Definition

Use Portal Version 1 Indicates that the system should use the custom portal pages you created by hand. In
addition, portal pages that can be modified with the Content Editor are provided with
FortiNAC.

This option can be enabled and disabled as needed. When enabled the original custom
portal pages are used. When disabled the portal pages associated with the Content
Editor are used.

Itis recommended that you configure the new pages first, then disable the Use Portal
Version 1 option to begin using the new pages. If you disable the Use Portal Version 1
option before configuring your new pages, network users may not be able to access
your network.

Adjust Width Modifies the space available to display field titles. Slide to the right to expand the titles
and contract the fields. Slide to the left to expand the fields and contract the titles.

Portal Drop-down list of all of the existing portals. The portal selected in this field is the portal
that is currently being edited. Use the Create New Portal Configuration option to add
a new set of portal pages.

Copy Copy the elements of one set of portal pages to another set. There are options to copy
all elements or just the styles to create a new portal or to overwrite an existing portal.
See Copy a portal on page 219.

Reset to Defaults Resets all pages and page properties to their original factory defaults for the selected
portal. This includes all user specified text.

Refresh Refreshes the window and discards any unsaved changes.

Export Allows you to export all portals with page properties, style sheets and images to a .zip
file that can be imported on another FortiNAC or can be used as a backup of your portal
page configuration. Each set of portal pages is stored as a single XML file within the .zip
file. The .zip file can be edited to remove unwanted portals prior to importing. See
Export portal content on page 209.
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Option Definition

Import Allows you to select a previous export file for import. See Import portal content on page
209.
Images Tab Displays the images for the selected portal. Uploads new images to the appropriate

location for use in the selected portal.See Upload images on page 210.

Edit style sheets

The Style Sheet Editor allows you to modify the look and feel of the portal pages seen by your network users. This editor
only modifies portal pages distributed with FortiNAC in version 4.1.1 or higher. Legacy portal pages cannot be edited
using this tool. See Portal content editor on page 206 for additional information.

When the Style Sheet Editor is accessed it displays a sample portal page. This gives you a way to preview your changes
as you make them. There are two methods for editing your style sheets.

The first method is to click on an item in the sample page to pop-up a window of options that can be modified.

The second method allows you to enter custom rules for different items in the sample page. This option requires
knowledge about cascading style sheets and elements within those style sheets.

Some mobile devices may automatically interpret any text resembling a phone number as a hyperlink. As a result, all
rules relative to hyperlinks, including text color, are applied and may cause unexpected results. You may need to supply
custom rules in the Style Editor to correct any unexpected issues.

Modifying styles using the sample portal page

1. Select System > Portal Configuration.
2. Click on the Content Editor tab.

3. Ifyou have created more than one portal, select the portal to be edited from the drop-down list at the bottom of the
view.

4. |Inthe tree on the left, select Global > Styles to display the style editor.
5. As you pass the mouse over the page, a hand is displayed for items that can be edited.

For example, if you pass the mouse over the word Registration on the right side of the window, a hand is displayed
and you may see a blue block that reads "editable". Click on the word Registration to open a properties window.
Options contained within the window will vary depending on the item selected.

6. Make changes as needed and click Preview to return to the Style Editor. Your changes display on the sample portal
page.

7. When all of the necessary changes have been made,click the Apply button.

Modify styles using the custom rules definitions

vy
S L4
? In order to use custom rules, you must have a working knowledge of CSS.
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1. Select System > Portal Configuration.
2. Click on the Content Editor tab.

3. Ifyou have created more than one portal, select the portal to be edited from the drop-down list at the bottom of the
view.

4. Inthe tree on the left, select Global > Styles to display the style editor.
5. Scroll to the Custom Rules Definitions section at the bottom of the window. Using the Custom Rules option you
can add multiple rules and each rule can contain multiple properties.

6. Toadd arule, click in the field and enter the selector and name of the element you wish to configure. The selector
indicates the type of element being modified. For example a period (.) indicates that you are adding a property to a
class in the style sheet. In the screen shot shown above, .pagetitle represents the banner at the top of the sample
window.

7. Clickin the Property field and enter the name of the property you wish to set. In the example above, the color
property is being set.
8. Clickin the Value field and enter the value of the property, such as blue for color or bold for font-weight.
9. To add another property to the rule, click the Add Property button and an addition set of fields is displayed.
10. To add another rule, click the Add Rule button and a new rule section is displayed.
11. The Preview button allows you to see your changes on the sample page.

12. The Reset button discards all changes and returns the sample page and the custom rules to the state they were in
when the Style Editor was first opened.

13. To save, click Apply at the bottom of the Content Editor View. This saves changes both in the rules section and in
the sample page section.

Export portal content

This option allows you to export the configuration of your portal pages done with the Portal Configuration Content Editor.
Legacy page information configured outside the editor cannot be exported. Export to create a backup of your portal page
configuration or to copy the configuration to another appliance using the import option. All portal page properties, style
sheets and images are included in the export. The export process creates a single file named PortalContents.zip that
contains an XML file with the contents of the portal.

If you have created multiple portals, each individual portal and its contents are stored as a separate XML file inside the
PortalContents.zip. The original shipping portal is stored as portalContents. XML inside the PortalContents.zip. To import
only selected portals, delete the XML files for the unwanted portals from the .zip file.

Select System > Portal Configuration.
Click on the Content Editor tab.
Click the Export button.

A message is displayed indicating that unsaved changes will not be exported. If you have saved all of your changes,
click Yes to continue.

o bN-=

5. Depending on the browser you are using you may see slightly different options. Choose Save.

Import portal content

This option allows you to import portal page configuration information. The configuration must have been created using
the Content Editor in the Portal Configuration window and exported from that window. Legacy page information
configured outside the Content Editor cannot be imported.
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When the Portal Page configuration is exported the export file contains portal page properties, style sheets and images
combined into a single XML file. The XML file is then added to a zip file created by the export process called
PortalContents.zip. Make sure this file is available before you begin the import process.

If you have created multiple portals, each individual portal and its contents are stored as a separate XML file inside the
PortalContents.zip. The original shipping portal is stored as portalContents. XML inside the PortalContents.zip. To import
only selected portals, delete the XML files for the unwanted portals from the .zip file.

1. Select System > Portal Configuration.

2. Click on the Content Editor tab.

3. Click the Import button.
4

. On the Import window either type the path including the file name to the PortalContents.zip file or browse and select
the file.

5. Click OK to being importing.
6. When the process is complete a message is displayed indicating that the import was successful. Click OK.

Upload images

Use the Images tab on the Portal Configuration view to upload and preview images for the portal configuration selected
on the Content Editor tab.

1. Select System > Portal Configuration.
2. Click on the Content Editor tab.

If you have created more than one portal, select the portal to be edited from the drop-down list at the bottom of the
view.

Click on the Images tab.

To view an image, select it from the list on the left. The image displays in the panel on the right.
To upload an image, click the Upload Images button.

Browse to the image you want to upload and click Open.

Scroll through the list on the left to make sure your image was uploaded.

Click Apply to save.

w
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Sample portal page

The steps outlined in this example lead you through uploading an image, adding a banner to your web pages, including
an image as the background for the banner and resizing the page.

Upload an image

First you must upload the image you wish to use as the background for your banner. Both the width of the banner and the
width of the base page can be adjusted using the style editor. For this example, we will assume that the width needed is
780 pixels. The banner image uploaded would need to be 780 pixels.

1. Select System > Portal Configuration.

2. Click on the Content Editor tab.

3. If you have created more than one portal, select the portal to be edited from the drop-down list at the bottom of the
view.

4. Click on the Images tab.
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To view an image, select it from the list on the left. The image displays in the panel on the right.
To upload an image, click the Upload Images button.

Browse to the image you want to upload and click Open.

Scroll through the list on the left to make sure your image was uploaded.

Click Apply to save.

Create a banner with an image background

To create the Banner you will have to use the Custom Rules option at the bottom of the Style Sheet Editor to expand the
banner from a height of 0 pixels to an appropriate size. In this example, we are setting the banner to 80 pixels by 780
pixels. We will also adjust the page width to 780 pixels.

To use Custom Rules you must have a working knowledge of CSS.

1.

oD

© e NoO:

10.

12,
13.

14.
15.
16.
17.
18.

Select System > Portal Configuration.
Click on the Content Editor tab.
In the tree on the left, select Global > Styles to display the style editor.

Scroll to the Custom Rules Definitions section at the bottom of the window. Using the Custom Rules option you
can add multiple rules and each rule can contain multiple properties.

Click Add Rule.

In the field containing Enter Selector, type .branding.

In the field containing Enter Property, type height.

In the field containing Enter Value, type the height of your image, such as 80px.
Click Add Property to add the next property which is the width of the image.

In the Property field, enter width.

In the Value field enter the width of the image, such as 780px. Click Add Property to add the next property which is
the background image.

In the Property field enter background-image.

In the Value field enter url('../../img/imagename.jpg') where imagename.jpg is the name of the image you uploaded

earlier. If you would like to test this with a sample image, use banner.jpg.

In order to display uploaded images, the path to the image directory must be included in the Value field as follows:
../../img/

Click Add Rule.

In the field containing Enter Selector type #custom-doc.

In the Property field, enter width.

In the Value field, enter the width of the page, such as 780px. Now the page and the banner will be the same width.

Click Apply to save.

Using special characters

In FortiNAC Portal Version 2, there are times when you may need to include special characters in your content that may
not exist on your keyboard or may not display properly when copying and pasting. In those cases, you can use the
following chart and replace those characters with the HTML entity name or the HTML entity number. See the examples
below:
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1. Entering the following in the Content Editor:
L&#39;accsegrave; s au pré&eacute;sent syst&egrave;me est r&eacute;serv&eacute; aux
utilisateurs autorisé&eacute;s de la Banque. Toute activit&eacute; dans ce
syst&egrave;me peut &ecirc;tre enregistré&eacute;e et surveillgeacute;e.
Conform&eacute;ment &agrave; la politique de la Banque, il est interdit aux
utilisateurs de faire un usage inappropri&eacute; ou non autorisé&eacute; du
syst&egrave;me. Un tel acte peut &ecirc;tre passible de sanctions. En utilisant le
syst&egrave;me, vous reconnaissez avoir lu et compris le pré&eacute;sent avis et
acceptez de le respecter.

2. Will render the following in the Captive Portal:
L'acces au présent systeme est réservé aux utilisateurs autorisés de la Banque. Toute activité dans ce systéme
peut étre enregistrée et surveillée. Conformément a la politique de la Banque, il est interdit aux utilisateurs de faire
un usage inapproprié ou non autorisé du systeme. Un tel acte peut étre passible de sanctions. En utilisant le
systéme, vous reconnaissez avoir lu et compris le présent avis et acceptez de le respecter.

1ISO-8859-1

ISO-8859-1 is the default character set in most browsers.

The first 128 characters of ISO-8859-1 is the original ASCII character-set (the numbers from 0-9, the uppercase and
lowercase English alphabet, and some special characters).

The higher part of ISO-8859-1 (codes from 160-255) contains the characters used in Western European countries
and some commonly used special characters.

Entities are used to implement reserved characters or to express characters that cannot easily be entered with the
keyboard.

Reserved characters in HTML

Some characters are reserved in HTML and XHTML. For example, you cannot use the greater than or less than signs
within your text because the browser could mistake them for markup.

Entity names are case sensitive.

HTML and XHTML processors must support the five special characters listed in the table below:

Character Entity number Entity name Description
" &#34; &quot; quotation mark
' &#39; &apos; apostrophe
(does not work in IE)
& &#38; &amp; ampersand
< &#60; &lt; less-than
> &#62; &gt; greater-than
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ISO 8859-1 symbols

Character Entity number Entity name Description
&#160; &nbsp; non-breaking space
i &#161; &iexcl; inverted exclamation mark
¢ &#162; &cent; cent
£ &#163; &pound; pound
o} &#164; &curren; currency
¥ &#165; &yen; yen
| &#166; &brvbar; broken vertical bar
§ &#167; &sect; section
&#168; &uml; spacing diaeresis
© &#169; &copy; copyright
a &#170; &ordf; feminine ordinal indicator
« &#171; &laquo; angle quotation mark (left)
- &#172; &not; negation
&#H173; &shy; soft hyphen
® &#174; &reg; registered trademark
h &H#175; &macr; spacing macron
° &#176; &deg; degree
+ &H#177; &plusmn; plus-or-minus
2 &#178; &sup2; superscript 2
3 &#179; &sup3; superscript 3
&#180; &acute; spacing acute
&#181; &micro; micro
1 &#182; &para; paragraph
&#183; &middot; middle dot
s &#184; &cedil; spacing cedilla
! &#185; &sup1; superscript 1
° &#186; &ordm; masculine ordinal indicator
» &#187; &raquo; angle quotation mark (right)
Ya &#188; &frac14; fraction 1/4
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Character Entity number Entity name Description

V2 &#189; &frac12; fraction 1/2

Ya &#190; &frac34; fraction 3/4

é &#191; &iquest; inverted question mark
x &#215; &times; multiplication

+ &#247; &divide; division

ISO 8859-1 characters

Character Entity number Entity name Description
&#192; &Agrave; capital a, grave accent
A &#193; &Aacute; capital a, acute accent
A &#194; &Acirc; capital a, circumflex accent
A &#195; &Atilde; capital a, tilde
A &#196; &Auml; capital a, umlaut mark
A &#197; &Aring; capital a, ring
s &#198; &AElig; capital ae
C &#199; &Ccedil; capital c, cedilla
E &#200; &Egrave; capital e, grave accent
E &#201; &Eacute; capital e, acute accent
E &#202; &Ecirc; capital e, circumflex accent
E &#203; &Euml; capital e, umlaut mark
i &#204; &lgrave; capital i, grave accent
i &#205; &lacute; capital i, acute accent
i &#206; &lcirc; capital i, circumflex accent
| &#207; &luml; capital i, umlaut mark
b &#208; &ETH; capital eth, Icelandic
N &#209; &Ntilde; capital n, tilde
) &#210; &Ograve; capital o, grave accent
o &#211; &Oacute; capital o, acute accent
o) &#212; &QOcirc; capital o, circumflex accent
0 &#213; &Otilde; capital o, tilde
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Character Entity number Entity name Description

o) &#214; &Ouml; capital o, umlaut mark

1] &#216; &Oslash; capital o, slash

U &#217,; &Ugrave; capital u, grave accent

V] &#218; &Uacute; capital u, acute accent

0 &#219; &Ucirc; capital u, circumflex accent

U &#220; &Uuml; capital u, umlaut mark

Y &#221; &Yacute; capital y, acute accent

=} &#222; &THORN; capital THORN, Icelandic

(K &#223; &szlig; small sharp s, German

a &#t224; &agrave; small a, grave accent

a &#225; &aacute; small a, acute accent

a &#226; &acirc; small a, circumflex accent

a &#227, &atilde; small a, tilde

a &#228; &auml; small a, umlaut mark

a &#229; &aring; small a, ring

® &#230; &aelig; small ae

c &#231; &ccedil; small c, cedilla

e &#232; &egrave; small e, grave accent

é &#233; &eacute; small e, acute a