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Introduction

Introduction

This Deployment Guide walks you through the steps needed to configure the FortiToken 300 Series for
Windows Smart Card Logon using FortiAuthenticator as a third-party Enterprise Certificate Authority (CA).

This guide also includes key steps and tips for configuring the Microsoft Windows 2008 R2 Domain Controller
(DC) and Active Directory (AD) server for this type of deployment.

This guide applies to the following FortiToken 300 Series devices:

e FortiToken 300
o FortiToken 310

Prerequisites

The example in this guide was created using the following Fortinet product versions:

» FortiToken 300 Middleware
» FortiAuthenticator Version 2 Build 58
+ Windows Server 2008 R2 (64-bit) Enterprise domain controller

Installed Roles on the server:

» Active Directory Certificate Services

» Active Directory Domain Services

» Active Directory Lightweight Directory Services
» DHCP Server

» DNS Server

+ Web Server (IIS)
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Deployment steps

Deployment steps

This section details the deployment of the FortiToken 300 Series for Windows Smart Card Logon using
FortiAuthenticator as a third-party Enterprise Certificate Authority (CA).

Domain Controller configuration

Enable Internet access to the FortiAuthenticator by adding the FortiAuthenticator IP address to the trusted site
on the domain controller. This allows domain controller to access the Certification Revocation List.

Create and install the domain controller certificate

All certificates issued as either a domain controller certificate or as user certificates need to be signed by the
root certificate on FortiAuthenticator.

To export a root certificate in FortiAuthenticator

1. Goto Certificate Management > Cetrtificate.
2. Select the certificate ID and select Export.

Install the root certificate onto the domain controller

Install the root certificate into the domain controller’s trusted root certificates store.

—

On the domain controller server, launch MMC f rom the command line and open the console.
Go to File > Add/Remove Snap-in to add the certificate.

Select Computer Account and select Next.

Leave the default Local Computer selected and select Finish.

Select OK.

Expand Certificates.

Right-click on Trusted Root Certification Authorities.

Select All Tasks > Import.

Use the Import Wizard to browse to the root certificate you exported from the FortiAuthenticator.

© ® N g~ WD
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Deployment steps

Create a new domain controller template

1. Inthe Console, open the Certificate Template by going to File > Add/Remove Snap-in.
2. Right-click and select Domain Controller Authentication and copy the template with the name FTK300.

Prepare the domain controller certificate request

A domain controller certificate signed by a FortiAuthenticator must be enrolled into the domain controller before
you can configure the domain user smart card logon. You need to include Information from the current domain
controller (DNS, GUID, and so on) in the certificate request file to generate the domain controller certificate.

A VBScript, RegDCCert.vbs, is located in Appendix A. You can use this script to generate associated files
automatically.

To use this script

1. Copy this file to a folder on the domain controller server.
2. Open a Windows PowerShell as an Administrator.
3. Enter the command:

sccript reqgdccert.vbs FTK300 E

where:

e FTK300 is the template name created in the previous steps.
* E mustbe included to add the GUID.
« Server files that start with the name of DC will be created in the same folder.
Figure 1: Example of files created
In the file list above, WIN-URHHRO09LI124 is the domain controller name.
4. Use Notepad to open one of the INF files.
5. Add the following line to the [NewRequest] section:

Subject = "CN=vm-lab.vm-eb.com"
where vm-1ab.vm-eb. comis the Domain Name of the DC in this example. Change this for your domain
name.

6. Use the following command on DC server to create the certificate request
Certreq —new WIN-URHHRO9LI24.inf WIN-URHHROSLI24.req
where WIN-URHHRO 91,124 is the name of the file in this example. Change this for your file name.

A Certificate Signing Request will be generated in the same folder.

Sign the certificate request with FortiAuthenticator

1. Copy the CSR file, for example, WIN-URHHRO9LI24.req, to a location accessible from the
FortiAuthenticator web-based manager.

2. Goto Certificate Management > Users > Certificates.
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Deployment steps

3. Select Import and locate the CSR file.
Ensure the certificate authority is the root certificate authority you created for this deployment.

4. Select OK.

5. Download the signed CER from FortiAuthenticator and install it on the domain controller server using the
following command:
Certreq —accept CN_vmlabvmebco.cer

6. Use the WIN-URHHRO09LI24-vfy.bat file to verify that it is installed correctly using the command:

certutil -viewstore "CN= WIN-URHHROO9LI24,0U=Domain Controllers, DC=vm-lab, DC=vm-
eb, DC=com?usercertificate"

Install the FortiAuthenticator root certificate in the NTAuth
store

Use MMC on the domain controller server.

1. Select Add Snap-in > Enterprise PKI.
2. Right click Enterprise PKI and select Manage AD Containers.
3. Add the Root CA certificate from the FortiAuthenticator to the NTAuthCertificates store.

Create Smart Card Logon User on the domain controller server

Create a Domain user on DC server. Try to logon with this user from a Windows workstation, without smart card,
make sure this user works without smart card.

1. Create a certificate request , using for example scuser.inf as shown below:
[NewRequest]
Subject = "CN=scuser,DC=vm-lab, DC=vm-eb, DC=com"
KeyLength = 2048
MachineKeySet = False
ProviderName = "FEITIAN CSP For Fortinet V1.0"
KeySpec = 1
KeyUsage = 0xf0
ProviderType = 1
[EnhancedKeyUsageExtension]
0ID=1.3.6.1.5.5.7.3.2 ;
0ID=1.3.6.1.4.1.311.20.2.2

3. Make sure the two OIDs are included in the .inf file.

Use certreq.exe from the Windows PC workstation, with the FTK300 USB token plugged in, and FTK300
CSP installed to create the CSR.

For example: certreq —-new scuser.inf scuser.req

5. Sign the certificate request (scuser.req) with the Root CA certificate in FortiAuthenticator.
Download the signed request ( *.cer) from FortiAuthenticator to the PC.

7. Use the following command to install the cert onto FTK300 USB token:

certreq -accept scuser.cer ( use your file name for the .cer file )
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Deployment steps

9.
10.
1.
12
13.
14.
15.
16.
17.
18.

Make sure the FortiAuthenticator Root CA Cert installed on this Windows Workstation PC before creating
the certificate requests.

Copy the FortiAuthenticator signed .cer file to domain controller server and map to that Domain User.
On domain controller server, go to Administration Tool > Active Directory Users, Computers > Users.
Right-click the user name associated with a FTK300 USB token.

Add the user’s .cer file to this user account.

Select Smart Card is required for interactive logon for this Domain user from the User Properties menu.
Save all settings and reboot the domain controller server.

Restart Windows client workstation.

Plug in FTK300 with the Smartcard login cert installed.

Select the FTK300 USER on Windows logon screen.

Enter the PIN for the FTK300.

User will be logged on to the Domain.
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Appendix: RegDCCerts.vbs

Set oArgs = WScript.Arguments
Set oShell = WScript.CreateObject ("WScript.Shell")

v

' Parse command line
\l

if oArgs.Count < 1 then

sTemplateName = "DomainController"
sType = "E"
else
if ((oArgs(0) = "-?") or (oARgs.Count < 2)) then
Wscript.Echo "Usage: reqdccert.vbs [Templatename] [Typel]"
Wscript.Echo "[Templatename] is the name of a V2 template"
Wscript.Echo "[Type] can be E for Email and A for Authentication certificate"
Wscript.Echo "If no option is specified, the DomainController certificate template
is used."
Wscript.Quit 1
else
sTemplateName = oArgs (0)
sType = oOArgs(1l)
end 1if
end 1if

Set oFilesystem = CreateObject ("Scripting.FileSystemObject")
Set objSysInfo = CreateObject ("ADSystemInfo")

Set objDC = GetObject ("LDAP://" & objSysInfo.ComputerName)
sGUID = objDC.GUID

sDNShostname = objDC.DNShostname

sHostname = objDC.cn

VA

' Create the ASN.1 file

VHEHHH A R R R R R R R R R

Dim aASNsubstring (2, 5)

Const HEX DATA LENGTH = 1

Const ASCIIDATA = 2

Const HEXDATA = 3

Const HEX BLOB LENGTH = 4

Const HEX_TYPE =5

aASNsubstring (0, ASCIIDATA) = sDNShostname
aASNsubstring (0, HEX TYPE) = "82"

' Convert DNS name into Hexadecimal
Al
For 1 = 1 to Len(aASNsubstring (0, ASCIIDATA))
aASNsubstring (0, HEXDATA) = aASNsubstring (0, HEXDATA) &
Hex (Asc (Mid (aASNsubstring (0, ASCIIDATA), i,
Next

aASNsubstring (0, HEX DATA LENGTH) = ComputeASNl (Len (aASNsubstring (0, HEXDATA))

' Build the ASN.1l blob for DNS name
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Appendix: ReqDCCerts.vbs

SASN = aASNsubstring (0, HEX TYPE) &
aASNsubstring (0, HEX DATA LENGTH) & _
aASNsubstring (0, HEXDATA)

v

' Append the GUID as other name

if (sType = "E") then
aASNsubstring (1, HEXDATA) = sGUID
aASNsubstring (1, HEX TYPE) = "AQ"
aASNsubstring (1, HEX DATA LENGTH) = ComputeASNl (Len (aASNsubstring(l, HEXDATA)) / 2)

SASN = sASN & _
"A01F06092B0601040182371901" & _
aASNsubstring (1, HEX TYPE) & _
"120410" &
aASNsubstring (1, HEXDATA)

end if

' Write the ASN.1 blob into a file

Set oFile = oFilesystem.CreateTextFile (sHostname & ".asn")

v

' Put sequence, total length and ASN1 blob into the file
A\l

oFile.WriteLine "30" & ComputeASN1l (Len(sASN) / 2) & sASN
oFile.Close

' Use certutil to convert the hexadecimal string into bin

v

oShell.Run "certutil -f -decodehex " & sHostname & ".asn " &

sHostname & ".bin", 0, True

' Use certutil to convert the bin into base64
oShell.Run "certutil -f -encode " & sHostname & ".bin " &
sHostname & ".b64", 0, True
CHH A A A

v

' Create the INF file

A R R R
Set iFile = oFilesystem.OpenTextFile (sHostname & ".b64")

Set oFile = oFilesystem.CreateTextFile (sHostname & ".inf")
oFile.WriteLine "[Version]"
oFile.WriteLine "Signature= " & Chr(34) & "S$Windows NTS$" & Chr (34)

oFile.WriteLine ""

oFile.WritelLine " [NewRequest]"
oFile.WriteLine "KeySpec = 1"
oFile.WriteLine "KeyLength = 1024"
oFile.WriteLine "Exportable = TRUE"
oFile.WriteLine "MachineKeySet = TRUE"
oFile.WritelLine "SMIME = FALSE"
oFile.WritelLine "PrivateKeyArchive = FALSE"
oFile.WritelLine "UserProtected = FALSE"
oFile.WritelLine "UseExistingKeySet = FALSE"
oFile.WritelLine "ProviderName = " & Chr(34) &
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Appendix: ReqDCCerts.vbs

"Microsoft RSA SChannel Cryptographic Provider" & Chr (34)
oFile.WriteLine "ProviderType = 12"
oFile.WriteLine "RequestType = PKCS10"
oFile.WriteLine "KeyUsage = 0OxaO"
oFile.WriteLine ""
oFile.WriteLine " [EnhancedKeyUsageExtension]"
oFile.WriteLine "OID=1.3.6.1.5.5.7.3.1"
oFile.WriteLine "OID=1.3.6.1.5.5.7.3.2"
oFile.WriteLine ";"
oFile.WriteLine "; The subject alternative name (SAN) can be included in the INF-file"
oFile.WriteLine "; for a Windows 2003 CA."
oFile.WriteLine "; You don't have to specify the SAN when submitting the request."
oFile.WriteLine ";"
oFile.Writeline " [Extensions]"

iLine = 0
Do While iFile.AtEndOfStream <> True
sLine = iFile.Readline
If slLine = "-———- END CERTIFICATE----- " then
Exit Do
end if
if sLine <> "-———- BEGIN CERTIFICATE----- " then
if iLine = 0 then
oFile.WriteLine "2.5.29.17=" & sLine
else
oFile.WriteLine " continue =" & sLine
end if
iline = iLine + 1
end if
Loop

oFile.WritelLine "Critical=2.5.29.17"

oFile.WriteLine ";"

oFile.WritelLine "; The template name can be included in the INF-file for any CA."
oFile.WriteLine "; You don't have to specify the template when submitting the request."
oFile.WriteLine ";"

oFile.WriteLine "; [RequestAttributes]"

oFile.WriteLine ";CertificateTemplate=" & sTemplateName

oFile.Close

iFile.Close

THEHE AR A R R R R

' Create the certreqg.exe command-line to submit the certificate request
THEHS A A R R
Set oFile = oFilesystem.CreateTextFile (sHostname & "-reqg.bat")
oFile.WriteLine "CERTREQ -attrib "
& Chr(34) & "CertificateTemplate:" & sTemplateName
& Chr(34) & " " & sHostname & ".reqg"

' The GUID structure needs to be reconstructed. The GUID is read
' as a string like f4aaa8576e6828418712b6ca89fbf5bc however the
format that is required for the certreqg command looks like

' 57a8aaf4-686e-4128-8712-b6ca89%fbf5bc. The bytes are reordered
' in the following way:

! 11111111112222222222333
! Position 12345678901234567890123456789012
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Appendix: ReqDCCerts.vbs

' |------ | ==l ==l == [ ==mmmmm oo |
' Original GUID: f4aaaB8576e6828418712b6ca89fbf5bc

! 11 1 1111 1112 222222222333
! Position 78563412 1290 5634 7890 123456789012

' Reformatted GUID: 57a8aaf4-686e-4128-8712-b6ca89fbf5bc
A\l
oFile.WriteLine "REM "
oFile.WriteLine "REM !!! Only valid for Windows 2003 or later versions !!!"
oFile.WriteLine "REM If you do not specify certificate extensions in the *.INF file"
oFile.WriteLine "REM they can be specified here like the following example"
oFile.WriteLine "REM "
oFile.WriteLine "REM CERTREQ -submit -attrib "
& Chr(34) & "CertificateTemplate:" & sTemplateName
& "\n" _
& "SAN:guid="
& Mid (sGUID, 7, 2)

Mid (sGUID, 5, 2)
Mid (sGUID, 3, 2) _
Mid (sGUID, 1, 2) & "-" _
Mid (sGUID, 11, 2) _
Mid (sGUID, 9, 2) & "-" _

(

(

(

Mid(sGUID, 15, 2)
Mid(sGUID, 13, 2) & "-"
Mid(sGUID, 17, 4) & "-" _
& Mid(sGUID, 21, 12) _
& "&DNS=" & sDNShostname & Chr(34) & " " & sHostname & ".req"

R 2 2 & &2 22 2 2

oFile.Close
CHHH A R A A

' Create the certificate verification script

VR R AR A A A A A AR A A R A A

Set oFile = oFilesystem.CreateTextFile (sHostname & "-vfy.bat")

oFile.WriteLine "certutil -viewstore " & Chr(34) & objDC.distinguishedname &
"?usercertificate" & chr (34)

oFile.Close

CHHH A R S

' Compute the ASN1 string
CHH AR A A A A AR A A A
Function ComputeASNl (iStrLen)
If Len(Hex (iStrLen)) Mod 2 = 0 then
sLength = Hex (iStrLen)
else
sLength = "0" & Hex (iStrLen)
end if
if iStrLen > 127 then
ComputeASNl = Hex (128 + (Len(sLength) / 2)) & sLength
else
ComputeASN1 = sLength
End If
End Function
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