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Change Log

Date Change Description

2019-11-01 Fortilnsight version 5.4.0 document release.
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Introduction

This document provides the following information for Fortilnsight version 5.4.0:

« What's new in Fortilnsight version 5.4.0
o Upgrade Information

« Product Integration and Support

+ Resolved Issues

+ Known Issues

What's new in Fortilnsight version 5.4.0

The following table lists new features and enhancements in Fortilnsight version 5.4.0:

Feature Description

Preferences synced with Account Settings Account Settings and Preferences are now synced on the same page.
Column choices are now included as part of Preferences.

Search bar improvements Clicking and editing within search bar is now enabled. Searches are
automatically performed as the user changes search bar contents and
date selection now triggers a full search request. A new icon on the
search bar lists the last 10 searches the user has performed on a
particular page.

Unified table views All columns in tables now display identically across all data sources in
console.

Load time improvement The initial console load times have improved.

Predefined dashboards Forensic Report, Alerts Report, Data Flow Report, and Applications

Report are now predefined dashboards that cannot be edited.

Improvement in reporting of file printing Endpoint gathers and reports file printing activity, now including
activity filename.

For more information about new features, see the Fortilnsight Administration Guide.
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Upgrade Information

Supported upgrade paths
Fortilnsight version 5.4.0 supports the following upgrade path:

e Version 5.2.0 — Version 5.4.0

Note that you will have automatically receive the latest version of the product when it was pushed onto the cloud
platform, so you do not have to perform a manual upgrade.

After you upgrade

After the product has been upgraded, the installer will install the update over the previous version on the endpoints.
Download the latest version of the install via the console and re-run the install with the same address information.
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Product Integration and Support

Fortilnsight version 5.4.0 support

The following table lists product integration and support information for Fortilnsight version 5.4.0.

Component Requirement

Endpoint agent support Fortilnsight provides endpoint agents for the following platforms:
« Windows 7 and later (32-bit and 64-bit)
« Windows Server 2008 and later (32-bit and 64-bit)

Endpoint computers e 1.0 GHz CPU - x86 or x64 (agent uses 0.1% to 5%)
+« 1 GBRAM (agent uses 10 to 30 MB)
« 20 MB free disk space (more space is needed to store compressed and
encrypted offline events)

Browser o Google Chrome (recommended)
e Chromium
o Mozilla Firefox
« Apple Safari
Other web browsers may work correctly, but FortInsight does not support them.

Input devices The Fortilnsight Ul is not optimized to use with touch devices. We recommend
using a keyboard and mouse as the input devices for interacting with the Ul.
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Resolved Issues

The following issues have been fixed in Fortilnsight version 5.4.0. For inquiries about a particular bug, visit the Fortinet
Support website.

Bug ID Description

575769 Search bar and policy builder have intermittent responsiveness issues.

581491 Long names cannot be fully displayed in closed investigations.

581112 There are no hover-over help messages displayed for risk symbols in the Al tag.
566879 Searching for an empty field in Collections results in perpetual page loading.
544862 User is unable to filter by risk in Al tag.

548053 The password rule is not enforced when creating a new user.

542486 User preference email and user email address of Administrator does not sync.
542152 Searching for license is case sensitive.

581497 User is unable to search, filter, or sort by policy names in Investigations.
534778 Creating a widget with a top 10 Al alert returns zero.

License expiry warning is hidden under notifications section.
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Known Issues

There are no known issues that have been identified in Fortilnsight version 5.4.0. To report a bug, visit the Fortinet
Support website.
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