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Change Log

Change Log

Date Change Description

November 5, 2021 FortiADC 6.0.4 Release Notes initial release.
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Introduction

Introduction

This Release Notes covers the new features, enhancements, known issues, and resolved issues of FortiADC™
version 6.0.4, Build 0067.

To upgrade to FortiADC 6.0.4, see FortiADC Upgrade Instructions.

FortiADC provides load balancing, both locally and globally, and application delivery control. For more
information, visit: http://docs.fortinet.com/fortiadc-d-series/.
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What's new

What's new

FortiADC 6.0.4 is a patch release, where no new features and enhancements are covered in this release. See
Known issues on page 9 and Resolved issues on page 10 for details.
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Hardware, VM, cloud platform, and browser support

Hardware, VM, cloud platform, and browser support

This section lists the hardware models, hypervisor versions, cloud platforms, and web browsers supported by
FortiADC 6.0.4.

Supported Hardware:

l FortiADC 200D
l FortiADC 300D
l FortiADC 400D
l FortiADC 700D
l FortiADC 1500D
l FortiADC 2000D
l FortiADC 4000D
l FortiADC 100F
l FortiADC 200F
l FortiADC 300F
l FortiADC 400F
l FortiADC 1000F
l FortiADC 2000F
l FortiADC 4000F
l FortiADC 5000F

For more information on the supported hardware models, see FortiADC's Hardware Documents.

Supported hypervisor versions:

VM environment Tested Versions

VMware ESXi 3.5, 4.x, 5.0, 5.1, 5.5, 6.0, 6.5, 6.7

Microsoft Hyper-V Windows Server 2012 R2, 2016 and 2019

KVM Linux version 3.19.0 qemu-img v2.0.0, qemu-img v2.2

Citrix Xen XenServer 6.5.0

Xen Project Hypervisor 4.4.2, 4.5

OpenStack Pike

Nutanix AHV

Supported cloud platforms:

l AWS (AmazonWeb Services)
l Microsoft Azure
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Hardware, VM, cloud platform, and browser support

l GCP (Google Cloud Platform)
l OCI (Oracle Cloud Infrastructure)

For more information on the supported cloud platforms, see the FortiADC Private Cloud and Public Cloud
documents.

Supported web browsers:

l Mozilla Firefox version 59
l Google Chrome version 65

We strongly recommend you set either of the Web browsers as your default Web browser when working with
FortiADC. You may also use other (versions of the) browsers, but you may encounter certain issues with
FortiADC's Web GUI.
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Known issues

Known issues

There are no known issues in FortiADC 6.0.4.
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Resolved issues

Resolved issues

The following issues have been resolved in FortiADC 6.0.4 release. For inquiries about particular bugs, please
contact Fortinet Customer Service & Support.

Bug ID Description

0754366 Abnormal memory usage after upgrade from FortiADC 5.4.4 to 6.0.3.

0752796 A-A VRRP session sync does not work.

0750824 Unexpected reboots of FortiADC device on HA cluster.

0747746 Unable to access GUI and SSH after upgrade from FortiADC 5.3.4 to 6.0.3.

0747637 FortiADC devices fail one after another in HA.

0741029 Unable to establish Windows VPN L2TP through FortiADC.

0740912 Token parse error due to /tmp is full.

0740847 Unable to change password through GUI.

0740226 High CPU and memory utilization caused by dnspod.

0736799 No log name for the SNAT log.

0733833 Constant CPU utilization at 85%+ after importing user defined ISP address.

0731811 Automatic Backups does not work due to special characters in the password.

0728103 Content route matching IP 0.0.0.0 takes precedence which overwrites other
content route matching on different IP.

0728077 SNMP retrieves the wrong status for Real Server.

0726621 Real server status showing as "unknown" in GUI.

0725917 FortiGuard Tunneling Username required.

0720273 Interface VLAN returns MAC address as 00:00:00:00:00:00.

0715650 Error on setting secondary IP on loopback interface on Second A-A-VRRP HA
node .

0701323 GUI slowness with 255 real servers.

0698484 FortiADC High Availability out of sync. The refcnt cannot be released in netdev_
wait_allrefs() because of CLI set dedicate-to-mgmt enable. This leads to
dead loop when exec reload.

0687353 Kernel crash due to fib_stat is used after being freed.

0644119 CPU gets stuck due to the fib_cache issue.

Common Vulnerabilities and Exposures

For more information, visit https://www.fortiguard.com/psirt.
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Resolved issues

Bug ID Description

0708219 FortiADC 6.0.4 is no longer vulnerable to the following CVE-Reference: CWE-770:
Allocation of Resources Without Limits or Throttling
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Image checksums

Image checksums

To verify the integrity of the firmware file, use a checksum tool and compute the firmware file’s MD5 checksum.
Compare it with the checksum indicated by Fortinet. If the checksums match, the file is intact.

MD5 checksums for Fortinet software and firmware releases are available from Fortinet Customer Service &
Support. After logging in to the web site, near the bottom of the page, click the Firmware Image Checksums
button. (The button appears only if one or more of your devices has a current support contract.) In the File Name
field, enter the firmware image file name including its extension, then click Get Checksum Code.

Customer Service & Support image checksum tool
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Upgrade notes

Upgrade notes

Suggestions

l The backup config file in versions 5.2.0-5.2.4/5.3.0-5.3.1 containing certificate config might not be restored
properly (causing config to be lost). After upgrading to version 6.0.4, please discard the old 5.2.x/5.3.x
config file and back up the config file in 6.0.4 again.

l Keep the old SSL version predefined config to ensure a smooth upgrade.
l HSM does not support TLSv1.3. If the HSM certificate is used in VS, the TLSv1.3 handshake will fail.
Workaround: Uncheck the TLSv1.3 in the SSL profile if you are using the HSM certificate to avoid potential
handshake failure.
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