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Change Log

Date Change Description

2023-04-02 Initial release version 2.5.0
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Overview

Overview

FortiNDR Cloud is a scalable network security monitoring platform designed for rapid detection and
investigation of security threats within your network environment. Network and Cloud sensor systems collect
and process data about your network and cloud activity and forward the data to cloud-based systems for
indexing and storage. A web-based application portal and application programming interface (API) are provided
for analysis of security events.

The FortiNDR Cloud platform is designed as a Software-as-a-Service (SaaS) and is fully managed by Fortinet
Inc. including all network sensor systems, cloud-based systems, and the web-based portal.

FortiNDR Cloud Sensors are deployed on specific locations in your physical, virtual or cloud network where
security events are most likely to occur. Data collected from multiple locations provides a complete and
accurate picture of potential security threats.

This guide will take you through the steps to successfully deploy a FortiNDR Cloud sensor in a Microsoft Hyper-
V environment in addition to different setup for monitoring intra-VM and external span packet flow.

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
Fortinet Inc.



Requirements

Requirements

Minimum VM requirements

The following table lists minimum and recommended requirements for cores, memory, and storage.

Minimum Cores 8
Minimum Memory 16GB
Minimum storage 100GB
Recommended Cores 16
Recommended Memory 32GB
Recommended storage 300GB

System requirements

Before deploying the FortiNDR Cloud sensor, make sure you meet the following requirements:

e AHyper-V environment on Windows Server 2019 or later.

» Avalid Fortinet sensor ISO downloaded from the portal and accessible on the host.

e Connection to the public network.

» Additional physical network interface on the host (for external span monitoring only).

Allowlist Addresses

Sensors must have access to the FortiNDR Cloud infrastructure in order to collect and process data from your
network. Ensure that the following FortiNDR Cloud platform addresses are allowlisted on your firewall.

For deployment in the US and other regions

End Point Protocol Explanation

52.36.236.168:443 TCP Unprovisioned VPN
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Requirements

End Point Protocol Explanation
44.239.228.141:443 TCP Provisioned VPN
138.43.114.16:443 TCP S3 endpoint

138.43.114.141:443

0

M

.

d

The last two IP address/port combinations correspond to bucket.vpce-0e8d47840a7ffbf5f-
hedlogmh.s3.us-west-2.vpce.amazonaws.com:443. Please ensure this address is not blocked in
your web gateway or advanced firewall.

For EU deployments:

End Point Protocol Description
18.153.171.115:443 TCP Unprovisioned VPN
3.124.46.55:443 TCP Provisioned VPN
3.72.240.234:443 TCP S3 endpoint
3.123.116.122:443 S3 endpoint

[
s,

g The last two IP address/port combinations (3.72.240.234:443 and 3.123.116.122:443) correspond
to bucket.vpce-04cca23d7dbdf8626-x2cljp2i.s3.eu-central-1.vpce.amazonaws.com.

Please ensure this address is not blocked in your web gateway or advanced firewall.

To provision in the APAC region:

End Point Protocol Description
47.131.38.17:443 TCP Unprovisioned VPN
13.251.235.20:443 TCP Provisioned VPN
13.215.106.143:443 TCP S3 endpoint
13.251.181.190:443 S3 endpoint

[
s,

g The last two IP address/port combinations (13.215.106.143:443 and 13.251.181.190:443) correspond
to bucket.vpce-0ef3cbdf9c3b9627e-3tjxjoj7.s3.ap-southeast-1.vpce.amazonaws.com.

Please ensure this address is not blocked in your web gateway or advanced firewall.
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Requirements

SSL decryption and inspection

Important!

Sensors rely on trusted communication, and all interactions with the FortiNDR Cloud platform are encrypted in
transit. SSL decryption and inspection devices may disrupt communication between the sensor and the
FortiNDR Cloud platform.
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Virtual Switch creation

Virtual Switch creation

Intra VM monitoring

If you wish to monitor only the activity of the VMs connected to a specific virtual switch and currently no virtual
switch is already present, follow the steps below:

To monitor VMs connected to a specific virtual switch when none is present:

1. Inthe Hyper-V manager go to Virtual Switch Manager.
2. Select New Virtual network switch highlight Internal in the right-side pane and click Create virtual switch

MNew 3
<% Create virtual switch
I-a’, Import Virtual Machine...
T Management What type of virtual switch do you want to create? D Hyper-V Scttings...
Broadcom MetXtreme Gigabit Ether. .. Eégiéi %S " - o
irtual Switc anager... ]
o, Virtual SAN Manager...
— | «a EditDisk..
I | & Inspect Disk...
Create Virtual Switch .
(m) Stop Servi
# Global Network Settings - op senvice
T Creates a virtual switch that can be used only by the virtual machines that run on this Remove Server
L I*:.IC\IC .:dfra§? P:a.nai et physical computer, and between the virtual machines and the physical computer. An x
00-15-5D-2A-CA-00 to 00-15-5D-2... internal virtual switch does not provide connectivity to a physical network connection. © Refresh
View 3
Help

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
Fortinet Inc.



Virtual Switch creation

3. Give the switch a name and click OK

wi Virtual Switch Properties

Mame:

|13|:|_internal

Motes:

Connection type
What do you want to connect this virtual switch to?

() External network:

Broadcom MetXtreme Gigabit Ethernet

(@) Internal network
() Private network

VLAN ID
[ ] Enable virtual LAN identification for management operating system

Remove

o SR-IOW can only be configured when the virtual switch is created. An external
virtual switch with SR-I0V enabled cannot be converted to an internal or private
switch.

Cancel Apply

External span monitoring

If you are interested in monitoring a switch span connected to a physical interface on the Windows server
hosting the Hyper-V environment, follow the steps below. Given that Windows does not support promiscuous
mode, parts of configuration will need to be performed using the Windows Power shell.

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
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Virtual Switch creation

To monitor a switch span connected to a physical interface on the Windows server:

1. Inthe Hyper-V manager go to Virtual Switch Manager.
2. Select New Virtual network switch highlight External in the right-side pane and click Create virtual switch.

s

WIN-B4B857P1585 -

EE Virtual Switch Manager for WIN-B4B857P1585 - *

MNew 4

o
Create virtual switch 5
= 5 Import Virtuzl Machine...

What type of virtual switch do you want to create?

Hyper-V Settings...

=3 virtual Switch Manager...

s Edit Disk..

5 Inspect Disk...
Create Virtual Switch

- .
% Global Network Settings Stop Service
0 MAC Address Range Cre;i_:es a virtual switch rat birds bol ﬂle physical network adapter so that virtual % Remove Server
00-15-5D-2A-CA-00 to 00-15-50-2 machines can access a physical network. U Refrech
00-15-5D-2A-CA-0 00-15-5D -
Wiew »

3. Give the switch a name.
4. Select the physical interface connected to the switch’s span port.
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Virtual Switch creation

5. Click OK.

wi Virtual Switch Properties

Mame:

|13p_external_1

Motes:

Connection type

What do you want to connect this virtual switch to?

(®) External network:

gwitch.

Intel(R) Ethernet Server Adapter X520-2 e
[] allow management operating system to share this network adapter
() Internal network
() Private network
VLAM ID
2
Remowve

o SR-IOV can only be configured when the virtual switch is created. An external
virtual switch with SR-IOV enabled cannot be converted to an internal or private

Cancel Apply

6. Start the Windows PowerShell.

7. Enter the following commands:
$portFeature =
Security Settings"

Get-VMSystemSwitchExtensionPortFeature -FeatureName "Ethernet Switch Port

$portFeature.SettingData.MonitorMode = 2

Add-VMSwitchExtensionPortFeature -ExternalPort -SwitchName MySwitch -VMSwitchExtensionFeature

$portFeature

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
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Sensor deployment

Sensor deployment

To deploy the sensor:

1. Download the sensor ISO image from the link provided in the Portal.

2. Onthe Hyper-V manager, right-click on your server and select New -> VirtualMachine...

i; Hyper-Y Manager
| File Action View Help
=27 H

% Hyper-¥ Manager

——— || | Virtual Marhines
%WW-B‘#EB Mew > [ Virtual Machine... ]

Import Virtual Machine... Hard Disk...

Hyper-V Settings... Floppy Disk...

Virtual Switch Manager...
Virtual 5AM Manager...

Edit Disk...

Assigned

32000 ME

Inspect Disk...

Stop Service

Remowve Server

Refresh

Wiew »

Help

The selected vi

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
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Sensor deployment

3. Assign a name to the VM and click Next.

EH Mew Virtual Machine Wizard

2| Specify Name and Location

Before You Begin

Spedfy Mame and Location

Specify Generation
Aszign Memory
Configure Metworking
Connect Virtual Hard Disk
Installation Options

Summary

Choose a name and location for this virtual machine.

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
identify this virtual machine, such as the name of the guest operating system or workload.

Mame: |FNDRC—sensor-IZ.1

You can create a folder or use an existing folder to store the virtual machine. If you don't select a
folder, the virtual machine is stored in the default folder configured for this server.

[] store the virtual machine in a different location
C:\ProgramDataMicrosoftWindows \Hyper-v|

A

< Previous Finish Cancel

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
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Sensor deployment

4. Select Generation 1and click Next.

EH Mew Virtual Machine Wizard

2 Specify Generation

Before You Begin
Specify Name and Location

Spedify Generation

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

Choose the generation of this virtual machine.

@ Generation 1

This virtual machine generation supports 32-hit and 64-hit guest operating systems and provides
virtual hardware which has been available in all previous versions of Hyper-v.

ID Generation 2

This virtual machine generation provides support for newer virtualization features, has UEFI-based
firmware, and requires a supported 64-bit gquest operating system.

/i, Once a virtual machine has been created, you cannot change its generation.

More about virtual machine generation suppart

< Previous Finish Cancel

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
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Sensor deployment

5. Enter the memory size (32000 MB recommended) and click Next.

EH MNew Virtual Machine Wizard >
2" Assign Memory

Before You Begin Specify the amount of memory to allocate to this virtual machine, You can specify an amount from 32
ME through 12582912 MB. To improve performance, specfy more than the minimum amount
recommended for the operating system.

Spedify Generation Startup memory: 32E|E|d MB
[] use Dynamic Memory for this virtual machine.

Configure Networking

Specify Name and Location

o When you decdde how much memary to assign to a virtual machine, consider how you intend to

Connect Virtual Hard Disk use the virtual machine and the operating system that it will run.

Installation Options

Summary

< Previous Finish Cancel

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
Fortinet Inc.

16



Sensor deployment

6. For Connection select the virtual switch with access to the internet.

EH MNew Virtual Machine Wizard

2" Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a

virtual switch, or it can remain disconnected.
Spedfy Name and Location !

Spedfy Generation Connection: | Management

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
Fortinet Inc.
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Sensor deployment

7. Select the desired VHD size (minimum required is 100GB, recommended is 300GB) and click Next.

EH Mew Virtual Machine Wizard

e Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the

storage now or configure it later by modifying the virtual machine’s properties.
Spedfy Name and Location < < s fying it

(@) Create a virtual hard disk
Use this option to create a YHDX dynamically expanding virtual hard disk.

Specify Generation

Assign Memory

Configure Networking Mame: |FNDRC -sensor-2, 1ovhdx |
Connect Virtual Hard Disk Location: |C: YProgramData\Microsoft\WindowsWirtual Hard Disks', | Browse...
Installation Options
P Size: GB (Maximum: 64 TB)
Summary

i) Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

C:'\ProgramData\MicrosoftiWindows\Wirtual Hard Disks',

() Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous Finish Cancel

8. Select Install an operating system from a bootable CD/DVD-ROM.

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
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Sensor deployment

9. Selectimage file (.iso), click Browse, and select the ISO image you downloaded in step 1.

EH Mew Virtual Machine Wizard

Before You Begin
Specify Mame and Location
Specify Generation
Assign Memory
Configure Networking
Connect Virtual Hard Disk

Installation Options

Summary

Installation Options

You can install an operating system now if you have access to the setup media, or you can install it
later.

() Install an operating system later

(®) Instal an operating system from a bootable CO/OVD-ROM
Media
() Physical CO/OVD drive: | E:

(® Image file (iso): | sensor-1d2cc12353cc5f86-2, 1.0-amdo4-uat.isof [l T

(") Install an operating system from a bootable floppy disk

(") Instal an operating system from a network-based installation server

< Previous Finish Cancel

10. Review the configuration and click Finish.
11. Once the Virtual Machine has been created, select Settings.

&

Cennect...

Settings...

©0m

vy =

LGP @

Turn Off...

Shut Down...

Save
Pause

Reset

Checkpoint

Move...
Export..

Rename...

F

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
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Sensor deployment

12. Select Processor and set the number of virtual processors (recommended is 16 vCPUSs).
% Settings for FNDRC-sensor-2.1 on WIN-B4B257P1585 —

FMDRC-sensor-2.1 « 4 p D
# Hardware ~ n Processor
!" Add Hardware
@ gios ‘You can modify the number of virtual processors based on the number of processors on
Boot from €0 the physical computer. You can also modify other resource control settings.
. Security MNumber of virtual processors: e 5
Key Storage Drive disabled
Wil Memory Resource control
32000 MB ‘You can use resource controls to balance resources among virtual machines.

= ] rrocessor

16 Virtual processors Virtual machine reserve (percentage):

[ 9]

O compatibility
I numa
= B 1DE Controller 0
= Hard Drive

Percent of total system resources: a

Virtual machine limit (percentage):

Percent of total system resources:

50

FMDRC-zensor-2, 1.vhdx
= B 1DE Controller 1
./ DVD Drive
sensor-1d2cc12353cc5f86-...
&l scsI controller
E] MNetwork Adapter
Management

& com1
MNone
i comz
MNone

[ piskette Drive
MNone

Relative weight:

% Management
Mame
FMDRC-sensar-2.1
D Integration Services
Some services offered
th| Checkpoints

Production ¥

Cancel Apply
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Sensor deployment

13. Click Add Hardware. Select Network Adapter and click Add.
ﬁ Settings for FMDRC-sensor-2.1 on WIN-B4B857P1585 —

FMDRC-sensor-2.1 “ 4 p | B
# Hardware & B Add Hardware
r Add Hardware
I gi0s You can use this setting to add devices to your virtual machine.
Boot fram CD Select the devices you want to add and didk the Add button.
W security 5CSI Controller
Key Storage Drive disabled T —
W@ Memory Legacy Metwork Adapter
32000 ME Fibre Channel Adapter

= ] processor
16 Virtual processors
[ compatibility Add
I numa
= [ IDE Controller 0
== Hard Drive
FMDRC-sensor-2., 1, vhdx
= B IDE Controller 1
() DVD Drive
sensor-1d2cc12353005f86-. .
&l scsI Controller
Lq] Metwork Adapter
Management
i com1
Mone
i§ com2
Mone

[ piskette Drive
Mone

Virtual machines are created with one network adapter. You can add additional network
adapters as needed.

# HManagement
MName
FNDRC-sensor-2. 1
B Integration Services
Some services offered
(%, Checkpoints

Production v

Cancel Apply

Ly

? If you wish to forward packets to the sensor using a VXLAN capable vTAP, no additional
interface is required, and the sensor's management port will act as the VXLAN tunnel endpoint.

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
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Sensor deployment

14. Select one of the Virtual switches created earlier.

ﬁ Settings for FNDRC-sensor-2.1 on WIN-B4B257P1585 —

FMDRC-sensor-2.1 w4 p | B
# Hardware & EII] Metwork Adapter
r Add Hardware
A Bios Specify the configuration of the network adapter or remove the network adapter.
Boot from CD Virtual switch:
. Security tap_external_1 =
Key Storage Drive disabled VLAN D
W Memory

32000 ME [ ] Enable virtual LAM identification

= ] Processor -
16 Virtual processors
[ compatibiity
1 rnuma
= Bl IDE Controller 0
== Hard Drive
FMDRC-sensor-2. 1.vhdx ] Enable bandwidth management
= [ IDE Controller 1
) DVD Drive
sensor-1d2cc12353cc5f86-. ..
&l scsI Controller Minimum bandwidth: Mbps
EII] Metwork Adapter e e e 0| Mbps
Management

5 0 Network Adapter @ o leave the minimum or maximum
tap_external_1

Hardware Acceleration To remove the network adapter from this virtual machine, dick Remove.
Advanced Features

i com1

None o Use a legacy network adapter instead of this network adapter to perform a
ﬁ comMm 2 network-based installation of the guest operating system or when integration
services are not installed in the guest operating system.

Bandwidth Management

Remowve

Mone

[ piskette Drive
MNone

% Management

Mame

FMDR.C-sensor-2, 1 b

Cancel Apply

15. Select Advanced Features on the network adapter that was added and set the port mirroring as
Destination. Click OK.

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
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Sensor deployment

% Settings for FNDRC-sensor-2.1 on WIN-B4B257P1585 —

FMDRC-sensor-2.1 ~ 4 p D
# Hardware ~ || Enable MAC address spoofing
l" Add Hardware
3 gros DHCP guard
Boat from CD DHCP guard drops DHCP server messages from unautharized virtual machines
. Security pretending to be DHCP servers.
Key Storage Drive disabled [] Enable DHCP guard
W# Memory
32000 MB
= [ Processor e
16 Virtual processors Router guard drops router advertisement and redirection messages from
. unauthorized virtual machines pretending to be routers.
n Compatibility
[ numa [] Enable router advertisement guard
= [ IDE Controller 0
= Hard Drive Protected network
_ FMDRC-sensor-2. Lvhdx Move this virtual machine to another duster node if a network disconnection is
= [ IDE Controller 1 detected.
. DVD Drive Protected network
sensor-1d2cc12353cc5f86-. ..
&l scsI Controller o
Paort mirroring
|E] MNetwork Adapter L . . )
Management Port mirroring allows the network traffic of a virtual machine to be monitored by
copying incoming and outgeing packets and forwarding the copies to another
= Lﬂ.] Network Adapter virtual machine configured for monitoring.
tap_external_1 o ; lD — el
Hardware Acceleration Mirroring mode: 1= EE P
Advanced Features
o MNIC Teaming
Mone ¥ou can establish MIC Teaming in the quest operating system to aggregate
ﬁ CoM 2 bandwidth and provide redundancy. This is useful if teaming is not configured in
Mone the management operating system.
H Diskette Drive (] Enable this netwark adapter to be part of & team in the guest operating
Maone system
# Management When this option is deared, a team created in the guest operating system wil
Name loze connectivity if one of the physical network adapters stops working.
FMNDRC-senzor-2.1 =

Cancel Apply

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
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Sensor deployment

16. Under the sensor VM, click Connect ....

E Help

FMDRC-sensor-2.1 -
o8 Connect.. \
Settings...

Gl

m) Turn Off..
(® Shut Down..
O save
Il Pause

I Reset

&. Checkpoint
E" Move...

41 Export.
=1

Rename...

17. Right-click the VM and click Start.

The virtual machine 'FNDRC-sensor-2.1" is turned off

To start the wirtual machine, select "Start' from the Action menu

18. Follow progress on the console until the VM automatically reboots and you are presented with the login
prompt.

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
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Sensor provisioning

Sensor provisioning

Obtaining the provisioning code

To provision the sensor, you will need a provisioning code from the FortiNDR Cloud portal (or your designated
TSM).

To obtain the provisioning code from the portal:

1. Goto your accountin the FortiNDR cloud portal and click on the gear icon and select Sensors.
2. Goto Actions > Provision Sensor.
3. Copy the code. The code is valid for 24 hrs.

Sensor provisioning

To provision the sensor:

1. Log into the sensor configuration console with username: config and password: configure.
2. Change the password when prompted, and log in again with the new password.

3. By default, FortiNDR cloud sensor is configured to obtain IP address from a DHCP server. If there is no
DHCP in the network connected to the sensor management port, static IP can be configure by:

a. Go to Set Management Interface.
b. Selecting the interface marked with (configured).
c. Entering the IP information.

4. If packets are forwarded to the Sensor by means of a VXLAN tunnel, you can enable the VXLAN and provide
the appropriate VID.

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
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Sensor provisioning

5. Review the configuration and click Submit.

Configure ethe

Configure Using DHCP [l

IPv4 Address
IPv4 Netmask
IPv4 Gateway
Enable vxlan

vxlan ID

6. If thereis a requirement for proxy access to reach the public network, follow the steps below, otherwise go
tostep 7.

"¢ IMPORTANT!

If your are provisioning the sensor for the EU region follow the steps in Configuring the sensor
connection through proxy before moving to step 7.

7. Obtain the provisioning code from your account page on the portal, or your Technical Success Manager.

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
Fortinet Inc.
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#Configur
#Configur
https://portal.fortindr.forticloud.com/

Sensor provisioning

Region: US
nent Fort: ethé

Gateway:

9. Select Provision Sensor ( or press v).
10. Select your Current Region (EU , US or AP).

Select the hackend region for this
Current Region: AF
(a) AP

EU

Exit without

11. Enter the provisioning code obtained from Step 5, then select Provision Sensor.

12. Allow a few minutes for sensor status to change to Online in the Sensor Status pane. Once the status has
changed, the sensor has been provisioned and is analyzing the packets.

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment 27
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Sensor provisioning

FortimWDR Cloud » Configuration

Quit

Configuring the sensor connection through proxy

? If you plan to provision the sensor in the EU region, you will need to change the region to EU, before
configuring the proxy. You can change the region by navigating to provision sensor, select EU and
wait until the region has changed.

To configure the connection through proxy:

1. Make sure that your proxy has been configured to allow access from the sensor. For sample configuration
of FortiProxy please, seeAppendix: FortiProxy configuration example on page 32.

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment 28
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Sensor provisioning

2. Inthe Main Menu go to Configure proxy (or typeY).
Main Henu

ﬁEhﬂﬂt

(o) Buit

3. Select configure proxy (or type c).

FortiWDR Cloud Sensor Confi
Main Menu e Froxy
) select and confisuce the proxy
I Configure pro
JIE =Y

(o) Quit

4. FortiNDR cloud sensor currently supports basic authentication. If password authentication is required for
the proxy, enable Authentication, otherwise leave it as unselected.

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
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Sensor provisioning

5. Fillin the required information and click Submit.

FortiNDR Cloud Sensor Confi tion
- ontfigurat ion

AUthent ication

Proxy Host

Pro=y Fort

Fassword #

Submit Cancel

6. Select Enable proxy (or type e), press enter and wait for the sensor service to be restarted.

You might see the message below in the status pane, which means the service is not available yet, continue
waiting until you see the sensor status is populated with sensor status

1 tar
enabled

UAT

? If the proxy is shown as Enabled in the status pane and sensor status is stuck at Initializing but shows
Ready for registration when the proxy is disabled, it is an indication that sensor cannot reach the
FortiNDR Cloud backend in the AWS cloud in presence of the proxy. Please refer to your proxy’s logs

for further troubleshooting.

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment 30
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Sensor provisioning

Optional features

Feature Desctiption

Proxy

Netflow

ERSPAN

FortiNDR Cloud Sensor supports communication through a proxy, to see an
example configuration, please refer to Sensor provisioning on page 25 .

FortiNDR Cloud sensor can act as a Netflow collector, Netflow records will
be logged and analyzed for threat detection by the FortiNDR cloud solution.
To be able to configure Netflow record collection on the OCl sensor, you will
need to add an additional interface to the sensor VM. For more information
on the Netflow record collection, please refer to the Netflow topic in the
FortiNDR User Guide.

Starting with version 2.4.0, FortiNDR sensors support ERSPAN as a method
for forwarding packets to the sensor for analysis. Similar to NetFlow,
ERSPAN uses the collector port to receive ERSPAN packets. For additional
information on ERSPAN, see the ERSPAN section in the FortiNDR Cloud User
Guide.

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
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Appendix: FortiProxy configuration example

Appendix: FortiProxy configuration
example

Below is an example of FortiProxy configuration for FortiNDR Cloud sensor access through proxy with and
without authentication.

» For access without authentication on page 32
e For access with authentication on page 38

For access without authentication

1. Go to Proxy Settings > Explicit Proxy.
2. Click web-proxy and select Edit.
3. For Physical Interface select port 1 (or any other physical port that is specific to your environment) .
4. Keep the rest of the default settings and click OK.
5. Goto Network > Interfaces.
6. Highlight the designated port and click Edit.
Favorites >
£% FortiProxy AWS 1
@ Dashboard > A
& Proxy Settings > I I I
< Network
| + Create New~ | # Edit | O Delete Search
GRE Tunnel Name ¢ Type = Members =
DNS5 Settings [E] M Physical Interface @
FEUE M ™ Physical Interface
Policy Routes
Diagnostics
M Policy & Objects »

[ o T o TR - -

7. Ifrequired, change the default HTTP and HTTPS port.

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment 32
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8. Enable Explicit web proxy and click OK.

Miscellaneous

Comments

Status (+ NS EWEGE O Disabled
[ Explicit web proxy O |

Explicit FTP proxy »

Enable WCCP Protocol O

Proxy Captive Portal (O

/255

9. Go to Policy and Objects > Addresses.
10. Addthe VPN and S3 upload end point IP addresses as shown below:

North America 52.36.236.168 (Unprovisioned VPN US)
44.239.228.141 (Provisioned VPN US)
138.43.114.16 (S3 endpoint Primary US)
138.43.114.141 [S3 endpoint backup US]

EU region 18.153.171.115 (Unprovisioned VPN EU)
3.124.46.55 (Provisioned VPN EU)
3.72.240.234 (S3 endpoint Primary EU)
3.123.116.122 [S3 endpoint backup EU]

APAC region 47.131.38.17 (Unprovisioned VPN AP)
13.251.235.20 (Provisioned VPN AP)
13.215.106.143 (S3 endpoint Primary AP)
13.251.181.190 [S3 endpoint backup AP]
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Edit Address

Category Pvé Address | Proxy Address | IPvé& P Addre
Name FNDRC Provisioned VPN US

Color I | Change

Type P Range hd

IP Range 44.239.228.141-44.239.228.141
Interface

Comments | Write a comment... £ 0/255

11. If the sensor is to be provisioned in EU or APAC region, create endpoint IP addresses designated for EU or
APAC region respectively.

Name IP Address Port
FNDRC Provisioned VPN AP 13.251.235.20 port1
FNDRC Provisioned VPN EU 3.124.46.55 port1
FNDRC Provisioned VPN US 44.239.228.141 port1
FNDRC S3 endpoint Primary AP 13.215.106.143 port1
FNDRC S3 endpoint Primary EU 3.72.240.234 port1
FNDRC S3 endpoint Primary US 138.43.114.16 port1
FNDRC S3 endpoint backup AP 13.251.181.190 port1
FNDRC S3 endpoint backup EU 3.123.116.122 port1
FNDRC S3 endpoint backup US 138.43.114.141 port1
FNDRC Unprovisioned VPN AP 47.131.38.17 port1
FNDRC Unprovisioned VPN EU 18.153.171.115 port1
FNDRC Unprovisioned VPN US 52.36.236.168 port1

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
Fortinet Inc.



Appendix: FortiProxy configuration example

12. Go to Policy and Objects > Addresses > Create New > Address group.

= # Bookmarks %2F Production Portal %28 UAT Portal %28 EU Portal E Oracle Fusion Cloud... ﬂ Fuse Intranet - +

= FPXVM4TM24000401

Favorites > +CreateNew ~ | # Edit >_ EditinCLI T Clone @ Delef
& Dashboard > Address .
¥ Proxy Settings » Address Group Name =
& Network > IPvé Address Template
l B Policy & Objects v .
Policy .
Authentication Rules .
Proxy Auth Setting @ FNDRC Provisioned VPN EU
Traffic Shaping T8 FNDRC Provisioned VPN US
|solator Setting I FNDRC 53 upload EU primary
DNS Lookup I8 FNDRC 53 upload EU secondary
Central SNAT I8 FNDRC 53 upload US primary
PAC Policy I8 FNDRC 53 upload US secondary
Policy Test I8 FNDRC Unprovisioned VPN EU
URL Lookup 8 FNDRC Unprovisioned VPN US

Decrypted Traffic Mirror s

Addresses *
.

FTThIA
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13. Give the group a name, then add the addresses created above to the group, and click OK.
Edit Address Group

Category [I'EAEI Il |Pv6 Group | Proxy Group | IPvé Proxy Group

Group name FNDRCUS

Color Change

Type © m Folder

Members T2 FNDRC Provisioned VPN US

I8 FNDRC 53 upload US primary

I8 FNDRC 53 upload US secondary

I3 FNDRC Unprovisioned VPN US
+

X XXX

One or more members are associated with an interface (port1). Only
addresses that are not associated with an interface, or are associated
with port1 can be added.

Exclude members >
Static route configuration @

Comments Write a comment... £ 0/255

B wildcard google.com *google.com Address

% FNDRCUS 18 FNDRC Provisioned VPN US # port1 Address Group
0 FNDRC 53 upload US primary
{0 FNDRC 53 uplaad US secandary
T FNDRC Unprovisioned VPN US
7 GSuite gmall.com Address Group
vildcard google.com

[ENE]

% Microsoft Office 365 loginmicrosoftonline.com Address Group

[ 5]

14. Click the CLlicon (>_) at the upper-right side of the page to open the CLI console.
15. Copy and paste the CLI below into the console. Close the console when done.

config system dns-database
edit "my-dns"
set domain "vpce.amazonaws.com"
config dns-entry
edit 1
set hostname "icebrg-preprod-sensor-ingest.bucket.vpce-0e8d47840a7ffbf5f-
hedlogmh.s3.us-west-2.vpce.amazonaws.com"
set ip 138.43.114.141
next
edit 2
set hostname "icebrg-preprod-sensor-ingest.bucket.vpce-0e8d47840a7ffbf5f-
hedlogmh.s3.us-west-2.vpce.amazonaws.com"
set ip 138.43.114.16
next
end
next
end

If the sensor(s) are to be provisioned in the EU region the configuration will look like below:
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config system dns-database
edit "my-dns-FNDRC-EU"
set domain "vpce.amazonaws.com"
config dns-entry
edit 1
set hostname "fortindr-cloud-eu-sensor-etl-production-sensor-
ingest.bucket.vpce-04cca23d7dbdf8626-x2cljp2i.s3.eu-central-1.vpce.amazonaws.com"
set ip 3.72.240.234
next
edit 2
set hostname "fortindr-cloud-eu-sensor-etl-production-sensor-
ingest.bucket.vpce-04cca23d7dbdf8626-x2cljp2i.s3.eu-central-1.vpce.amazonaws.com"
set ip 3.123.116.122
next
end
next
end

If the sensor(s) are to be provisioned in the APAC region the configuration will look like below:

config system dns-database edit
"my-dns-FNDRC-AP"
set domain "vpce.amazonaws.com"
config dns-entry
edit 1
set hostname "fortindr-cloud-ap-sensor-etl-production-sensor-
ingest.bucket.vpce-0ef3cbdf9c3b9627e-3tjxjoj7.s3.ap-southeast-
1.vpce.amazonaws.com"
set ip 13.215.106.143
next edit 2
set hostname "fortindr-cloud-ap-sensor-etl-production-sensor-
ingest.bucket.vpce-0ef3cbdf9c3b9627e-3tjxjoj7.s3.ap-southeast-
1.vpce.amazonaws.com"
set ip 13.251.181.190
next
end
next
end

16. Go to Policy and Objects > Policy. Configure the policy.

Type Select Explicit

Name Give the policy a name.

Outgoing interface Select the same as the addresses added.

Source Select the sensor address (needs to be added as an address) or choose

All for any source.
Destination Select the address group that was created earlier.

Service Select webproxy.
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Type Explicit -

Mame (0 FNDRC POLICY

Expdicit Web Proocy WOy -

Chgfigning Infterisce B postl L3
+

Stasrie Bai ®
*

R Blamed e Control *

Dentintlon | + J

Seheehle B M =

Service +

Apolicalion *

Application Cal gy +

Appliation Geous +

WRL Categony ¥

Action

Cache Options

Wil Cacha »

‘e Cachiés For HTTIPS Tratfe O

Select Entries *
IR et Aodress | Internet Senvice
X Search * Create
B ADDRESS (149

- |

E FIREWALL AUTH_PORTAL ADDRESS
B FHDRC Prosislones VPN LS
B FHORC 53 upioad U5 primany
B FMDRC 53 uphasd LS fecondary
B FHORT Unprovisionsd VPN US
B pmalliom
E loginumicresott.com
& login=lcrosnitonine com
B loginwindowsaet
= metadats-server
B o
= wildcarddropbo oo
B wilstand googie tom
B ADDRESS GROUP (3
,
G Sulte
B Microsoft Office 385

17. Make sure SSL/SSH Inspection is set to no-inspection.

18. Click OK.

+CreateNew | # & E 1 Q Policy lookup | | Search

Name Source Destination Schedule Service

[ Explicit-Web —web-proxy —port1

(] implicit €
Implicit Deny all Ball [ always @ AL

Q B export~ |

Action Security Profiles Log

@ DENY 1Pv4: @ Enabled

IPvé: © Disabled

The proxy is now ready to forward requests from the sensor to appropriate end points without authentication

For access with authentication

-

g

Sone

g

Go to Proxy Settings > Explicit Proxy.
Click the web-proxy and select Edit.

a bk WN -

Go to Network > Interfaces.

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
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6. Highlight the designated port and click Edit.

Favorites >
£% FortiProxy AWS 1
& Dashboard > A
& Proxy Settings » I I I
b Network v
| + Create New~ | # Edit | | 0 Delete Search
GRE Tunnel Name ¢ Type & Members
DNS Settings [E] # Physical Interface @
Static Routes I Physical Interface
Policy Routes
Diagnostics
M Policy & Objects >

[ o T S R - ~

7. Ifrequired, change the default HTTP and HTTPS port.
8. Enable Explicit web proxy and click OK.

Miscellaneous

Comments

#0f255
Status (+ BEWEGE © Disabled
((Explicit web proxy © )
Explicit FTP proxy »
Enable WCCP Protocol CB
Proxy Captive Portal (B
9. Goto Policy and Objects > Addresses.
10. Add the VPN and S3 upload end point IP addresses as shown below:
North America 52.36.236.168 (Unprovisioned VPN US)

44.239.228.141 (Provisioned VPN US)
138.43.114.16 (S3 endpoint Primary US)
138.43.114.141 [S3 endpoint backup US]

EU region 18.153.171.115 (Unprovisioned VPN EU)
3.124.46.55 (Provisioned VPN EU)
3.72.240.234 (S3 endpoint Primary EU)
3.123.116.122 [S3 endpoint backup EU]

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
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AP region

47.131.38.17 (Unprovisioned VPN AP)
13.251.235.20 (Provisioned VPN AP)
13.215.106.143 (S3 endpoint Primary AP)
13.251.181.190 [S3 endpoint backup AP]

Edit Address

Category Pvé Address

=

(4]
L.
o
T
T,

¥

Name FNDRC Provisioned VPN US
Color &  Change
Type P Range bl

IP Range 44 23%.228.141-44.23%9.228.141

Interface

Comments Write a comment... 4 0/255
Name IP Address
FNDRC Provisioned VPN AP 13.251.235.20

FNDRC Provisioned VPN EU
FNDRC Provisioned VPN US
FNDRC S3 endpoint Primary AP
FNDRC S3 endpoint Primary EU
FNDRC S3 endpoint Primary US
FNDRC S3 endpoint backup AP
FNDRC S3 endpoint backup EU
FNDRC S3 endpoint backup US
FNDRC Unprovisioned VPN AP
FNDRC Unprovisioned VPN EU
FNDRC Unprovisioned VPN US

3.124.46.55
44.239.228.141
13.215.106.143
3.72.240.234
138.43.114.16
13.251.181.190
3.123.116.122
138.43.114.141
47.131.38.17
18.153.171.115
52.36.236.168

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
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portl
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11. Go to Policy and Objects > Addresses > Create New > Address group.

= # Bookmarks %2F Production Portal %28 UAT Portal %28 EU Portal E Oracle Fusion Cloud... ﬂ Fuse Intranet - +

= FPXVM4TM24000401

Favorites > +CreateNew ~ | # Edit >_ EditinCLI T Clone @ Delef
& Dashboard > Address .
¥ Proxy Settings » Address Group Name =
& Network > IPvé Address Template
l B Policy & Objects v .
Policy .
Authentication Rules .
Proxy Auth Setting @ FNDRC Provisioned VPN EU
Traffic Shaping T8 FNDRC Provisioned VPN US
|solator Setting I FNDRC 53 upload EU primary
DNS Lookup I8 FNDRC 53 upload EU secondary
Central SNAT I8 FNDRC 53 upload US primary
PAC Policy I8 FNDRC 53 upload US secondary
Policy Test I8 FNDRC Unprovisioned VPN EU
URL Lookup 8 FNDRC Unprovisioned VPN US

Decrypted Traffic Mirror s

Addresses *
.

FTThIA
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12. Give the group a name and add the addresses created above to the group and click OK.
Edit Address Group

Category [I'EAEI Il |Pv6 Group | Proxy Group | IPvé Proxy Group

Group name FNDRCUS
Color & | Change

Members I3 FNDRC Provisioned VPN US
I8 FNDRC 53 upload US primary
I8 FNDRC 53 upload US secondary
I3 FNDRC Unprovisioned VPN US
+

K XX

One or more members are associated with an interface (port1). Only
addresses that are not associated with an interface, or are associated
with port1 can be added.

Exclude members »

Static route configuration @

Comments Write a comment... £ 0/255

& wildcard google.com *google.com Address
B Address Group @
= FNDRCUS FNDRC Provisioned VPN US
28 FNDRC 53 upload US primary
{8 FNDRC 53 upload US secondary
& FNDRC Unprovisioned VPN US

# port1 Address Group

7 GSuite I gmail.com Address Group
T wildcard google.com

% Microsoft Office 365 & login.microsoftonline.com

I loginmicrosoft.com

13. Click the CLlicon (>_)at the upper-right side of the page to open the CLI console.
14. Copy and paste the below to the console. Close the console when done.

Address Group

config system dns-database
edit "my-dns"
set domain "vpce.amazonaws.com"
config dns-entry
edit 1
set hostname "icebrg-uat-sensor-ingest.bucket.vpce-0e8d47840a7ffbf5f-
hedlogmh.s3.us-west-2.vpce.amazonaws.com"
set ip 138.43.114.141
next
edit 2
set hostname "icebrg-uat-sensor-ingest.bucket.vpce-0e8d47840a7ffbf5f-
hedlogmh.s3.us-west-2.vpce.amazonaws.com"
set ip 138.43.114.16
next
end
next
end

If the sensor(s) are to be provisioned in the EU region the configuration will look like below:
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config system dns-database
edit "my-dns-FNDRC-EU"
set domain "vpce.amazonaws.com"
config dns-entry
edit 1
set hostname "fortindr-cloud-eu-sensor-etl-production-sensor-
ingest.bucket.vpce-04cca23d7dbdf8626-x2cljp2i.s3.eu-central-1.vpce.amazonaws.com"
set ip 3.72.240.234
next
edit 2
set hostname "fortindr-cloud-eu-sensor-etl-production-sensor-
ingest.bucket.vpce-04cca23d7dbdf8626-x2cljp2i.s3.eu-central-1.vpce.amazonaws.com"
set ip 3.123.116.122
next
end
next
end

If the sensor(s) are to be provisioned in the APAC region the configuration will look like below:

config system dns-database edit
"my-dns-FNDRC-AP"
set domain "vpce.amazonaws.com"
config dns-entry
edit 1
set hostname "fortindr-cloud-ap-sensor-etl-production-sensor-
ingest.bucket.vpce-0ef3cbdf9c3b9627e-3tjxjoj7.s3.ap-southeast-
1.vpce.amazonaws.com"
set ip 13.215.106.143
next edit 2
set hostname "fortindr-cloud-ap-sensor-etl-production-sensor-
ingest.bucket.vpce-0ef3cbdf9c3b9627e-3tjxjoj7.s3.ap-southeast-
1.vpce.amazonaws.com"
set ip 13.251.181.190
next
end
next
end

15. Goto User & Authentication> User Groups > Create New.
16. Give the group a name and make sure the Group Type is Firewall.
17. Click OK to create the group.

+ Create New Search Q
Group Name Group Type Members
[FNDRCADMINS 2= Firewall
Guest-group 8 Firewall & guest
S50 _Guest_Users B3 Fortinet Single Sign-On (FS50)

18. Go to User & Authentication > User Definition > Create New.
19. Select Local User.

FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
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20. Create a username and password.
21. Make sure 2FA is disabled.

22. Enable the user group, then select the user group you created above, and submit
Users/Groups Creation Wizard

Select Entries x E
User Account Status  ANEWENE & Disabled Q Search + Create ||
User Group O | & FNDRC ADMINS x| & FNDRC ADMINS
+ & Guest-group &

23. Goto Policy and Objects > Authentication Rules > New > Authentication scheme. Configure the scheme

and click OK.
Name Give the scheme a name.
Method Select Basic.
User database Select local-user-db.

Edit Authentication Scheme

Mame FNDRC AUTH SCHEME
Method Basic X

User database local-user-db x

FSSO guest (B

24. Goto Policy and Objects > Authentication Rules > New > Authentication Rule. Configure the rule settings

and click OK.
Name Give the rule a name.
Protocol Select HTTP.
Source interface Select the source interface.
Source address Select the sensor address or leave it unchanged.
Destination address Select the address group that was created earlier.
Authentication scheme Enable and select the scheme created above
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HAdd Mew Rule

Name FNDRC ALTH RULE
Protecol HTTP =
Sowrce Interface o oot -

Sowrce Address

Sowrce |Pwd Address

Destination Address = FHDRCUS X
+

Diestination | Peé Address *

Authentlcation Scheme i | FNDRC AUTH SCHEME bl

|P-based Asthentication EEEN © Disatie

S50 Authentication Scheme (I

Commants Wirits I Or1023

Enable This Rule m © Disable

25. Goto Policy and Objects > Policy > Create New. Configure the policy and click OK.

Type
Name

Outgoing interface

Source
Destination
Service
User
[ Prowy Polcy
- 0 .~.. Y
[} PRI
K|
E [0} -
B webpeo

At this point Proxy is ready to forward packets from the sensor(s) to the FortiNDR Cloud backend services using

Basic Authentication.

Select Explicit.
Give the policy a name.
Select the same as the addresses added.

Select the sensor address (needs to be added as an address) or choose
All for any source.

Select the address group that was created earlier.
Select webproxy.

Add the user group that was created earlier
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FortiNDR Cloud 2.5.0 Hyper V Sensor Deployment
Fortinet Inc.

46



FE:EHT"‘IEE www.fortinet.com

Copyright® 2026 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., and other Fortinet
names herein may also be registered and/or common law trademarks of Fortinet. All other product or company names may be trademarks of their respective owners. Performance and other
metrics contained herein were attained in internal lab tests under ideal conditions, and actual performance and other results may vary. Network variables, different network environments and
other conditions may affect performance results. Nothing herein represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, except to
the extent Fortinet enters a binding written contract, signed by Fortinet’s Chief Legal Officer, with a purchaser that expressly warrants that the identified product will perform according to
certain expressly-identified performance metrics and, in such event, only the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet.
For absolute clarity, any such warranty will be limited to performance in the same ideal conditions as in Fortinet’s internal lab tests. Fortinet disclaims in full any covenants, representations,
and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify, transfer, or otherwise revise this publication without notice, and the most current
version of the publication shall be applicable.


http://www.fortinet.com/
https://www.fortinet.com/

	Change Log
	Overview
	Requirements
	Minimum VM requirements
	System requirements
	Allowlist Addresses
	SSL decryption and inspection
	Important!


	Virtual Switch creation
	Intra VM monitoring
	External span monitoring

	Sensor deployment
	Sensor provisioning
	Obtaining the provisioning code
	Sensor provisioning
	Configuring the sensor connection through proxy
	Optional features

	Appendix: FortiProxy configuration example
	For access without authentication
	For access with authentication

	Change Log

