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Change Log

Date Change Description

2017-12-18 Initial release of 5.6.1.

2018-01-08 Added Product Integration & Support > FortiSandbox 2.3.3 support.
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Introduction

This document provides the following information for FortiAnalyzer version 5.6.1 build 1619:

o Supported models

« What’s new in FortiAnalyzer version 5.6.1
o Special Notices

« Upgrade Information

o Product Integration and Support

+ Resolved Issues

« Known Issues

For more information on upgrading your FortiAnalyzer device, see the FortiAnalyzer Upgrade Guide.

Supported models

FortiAnalyzer version 5.6.1 supports the following models:

FortiAnalyzer FAZ-200D, FAZ-200F, FAZ-300D, FAZ-300F, FAZ-400E, FAZ-1000D, FAZ-1000E, FAZ-
2000E, FAZ-3000D, FAZ-3000E, FAZ-3000F, FAZ-3500E, FAZ-3500F, FAZ-3700F and
FAZ-3900E.

FortiAnalyzer VM FAZ-VM64, FAZ-VM64-AWS, FAZ-VM64-AWS-OnDemand, FAZ-VM64-Azure, FAZ-VM64-
HV, FAZ-VM64-KVM, and FAZ-VM64-XEN (Citrix XenServer and Open Source Xen).

Minimum screen resolution

The recommended minimum screen resolution is 1280 x 800. Please adjust the screen resolution accordingly.
Otherwise, the GUI may not display properly.
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Introduction 7

What’s new in FortiAnalyzer version 5.6.1

The following is a list of new features and enhancements in FortiAnalyzer version 5.6.1.

Custom View Usability

In Log View, you can now save new Custom Views directly from menu bar, view log type for each saved Custom View
and apply a Custom View.

Configurable FortiGuard Server Location from System Settings

You can now view the list of connected FortiGuard update servers from the License Information widget and update the
list by selecting a preferred server location.
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Special Notices

This section highlights some of the operational changes that administrators should be aware of in FortiAnalyzer version
5.6.1.

Hyper-V FortiAnalyzer-VM running on an AMD CPU

A Hyper-V FAZ-VM running on a PC with an AMD CPU may experience a kernel panic. Fortinet recommends running
VMs on an Intel-based PC.

IPsec connection to FortiOS for logging

FortiAnalyzer 5.4.2 and later does not support an IPsec connection with FortiOS 5.0/5.2. However UDP or TCP +
reliable are supported.

Instead of IPsec, you can use the FortiOS reliable logging feature to encrypt logs and send them to FortiAnalyzer. You
can enable the reliable logging feature on FortiOS by using the configure log fortianalyzer setting
command. You can also control the encryption method on FortiOS by using the set enc-algorithm
default/high/low/disable command.

Datasets Related to Browse Time

If upgrading from an image prior to FAZ 5.4.2, cloned datasets that query for browse time may not be able to return any
results after upgrade.

FortiAnalyzer 5.4.2 contains enhancements to calculating the estimated browse time. Due to the changes, cloned
datasets that query for browse time may not be able to return any results after upgrade.

System Configuration or VM License is Lost after Upgrade

When upgrading FortiAnalyzer from 5.4.0 or 5.4.1 to 5.4.x or 5.6.0, it is imperative to reboot the unit before installing
the 5.4.x or 5.6.0 firmware image. Please see the FortiAnalyzer Upgrade Guide for details about upgrading. Otherwise,
FortiAnalyzer may lose system configuration or VM license after upgrade. There are two options to recover the
FortiAnalyzer unit:

1. Reconfigure the system configuration or add VM license via CLI with execute add-vm-license <vm
license>.

2. Restore the 5.4.0 backup and upgrade to 5.4.2.
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Special Notices 9

SSLv3 on FortiAnalyzer-VM64-AWS

Due to known vulnerabilities in the SSLv3 protocol, FortiAnalyzer-VM64-AWS only enables TLSv1 by default. All other
models enable both TLSv1 and SSLv3. If you wish to disable SSLv3 support, please run:

config system global
set ssl-protocol tlsvl
end

Pre-processing logic of ebtime

Logs with the following conditions met are considered usable for the calculation of estimated browsing time:

Traffic logs with logid of 13 or 2, when 1ogid == 13, hostname must not be empty. The service field should
be either HTTP, 80/TCP or 443/ TCP.

If all above conditions are met, then devid, vdom, and user (srcip if user is empty) are combined as a key to
identify a user. For time estimation, the current value of duration is calculated against history session start and end
time, only un-overlapped part are used as the ebt ime of the current log.

Port 8443 reserved

Port 8443 is reserved for ht tps-1o0gging from FortiClient EMS for Chromebooks.
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Upgrade Information

Upgrading to FortiAnalyzer 5.6.1

You can upgrade FortiAnalyzer 5.4.0 or later directly to 5.6.1.

If you are upgrading from versions earlier than 5.4.0, you must upgrade to FortiAnalyzer 5.4 first. (We recommend that
you upgrade to 5.4.4, the latest version of FortiAnalyzer 5.4.)

Ay
S L4
q For details about upgrading your FortiAnalyzer, see FortiAnalyzer Upgrade Guide.

ESX VM network mapping after upgrade

Starting with FortiAnalyzer 5.6.0, Fortinet changed the network interface mapping as shown below. After upgrade to
FortiAnalyzer 5.6.1, you must edit ESX VM network mapping in order to preserve network connectivity.

« port1->Network Adapter 1
« port2 -> Network Adapter 2
« port3 -> Network Adapter 3
« port4 -> Network Adapter 4

New FortiAnalyzer 5.6.0 and later VM installations use the correct mapping with ESX 5.5 and later.

Downgrading to previous versions

FortiAnalyzer does not provide a full downgrade path. You can downgrade to a previous firmware release via the GUI or
CLI, but doing so results in configuration loss. A system reset is required after the firmware downgrading process has
completed. To reset the system, use the following CLI commands via a console port connection:

execute reset all-settings
execute format {disk | disk-ext4d}

Firmware image checksums

The MD5 checksums for all Fortinet software and firmware releases are available at the Customer Service & Support
portal, https://support.fortinet.com. To verify the integrity of the download, select the Checksum link next to the
HTTPS download link. A dialog box will be displayed with the image file name and checksum code. Compare this
checksum with the checksum of the firmware image.
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FortiAnalyzer VM firmware

Fortinet provides FortiAnalyzer VM firmware images for Amazon AWS, Citrix and Open Source XenServer, Linux KVM,
Microsoft Hyper-V Server, and VMware ESX/ESXi virtualization environments.

Amazon Web Services

« The 64-bit Amazon Machine Image (AMI) is available on the AWS marketplace.

Citrix XenServer and Open Source XenServer

« .out: Download the 64-bit firmware image to upgrade your existing FortiAnalyzer VM installation.

e« .out.OpenXen.zip: Download the 64-bit package for a new FortiAnalyzer VM installation. This package
contains the QCOW?2 file for the Open Source Xen Server.

e .out.CitrixXen.zip: Download the 64-bit package for a new FortiAnalyzer VM installation. This package
contains the Citrix XenServer Disk (VHD), and OVF files.

Linux KVM

« .out: Download the 64-bit firmware image to upgrade your existing FortiAnalyzer VM installation.

e .out.kvm.zip: Download the 64-bit package for a new FortiAnalyzer VM installation. This package contains
QCOW?2 that can be used by gemu.

Microsoft Azure

The files for Microsoft Azure have AZURE in the filenames, for example FAZ VM64 AZURE-v<number>-
build<number>-FORTINET.out.hyperv.zip.
« .out: Download the firmware image to upgrade your existing FortiAnalyzer VM installation.

« .hyperv.zip: Download the package for a new FortiAnalyzer VM installation. This package contains a Virtual
Hard Disk (VHD) file for Microsoft Azure.

Microsoft Hyper-V Server

The files for Microsoft Hyper-V Server have HV in the filenames, for example, FAZ VM64 HV-v<number>-
build<number>-FORTINET.out.hyperv.zip.
« .out: Download the firmware image to upgrade your existing FortiAnalyzer VM installation.

« .hyperv.zip: Download the package for a new FortiAnalyzer VM installation. This package contains a Virtual
Hard Disk (VHD) file for Microsoft Hyper-V Server.

Ay
S L4
? Microsoft Hyper-V 2016 is supported.
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Upgrade Information 12

VMware ESX/ESXi

« .out: Download either the 64-bit firmware image to upgrade your existing VM installation.

o .ovf.zip: Download either the 64-bit package for a new VM installation. This package contains an Open
Virtualization Format (OVF) file for VMware and two Virtual Machine Disk Format (VMDK) files used by the OVF
file during deployment.

site, http://www.fortinet.com/products/fortimanager/virtual-security-management.html. VM

s‘é’, For more information see the FortiManager product data sheet available on the Fortinet web
- installation guides are available in the Fortinet Document Library.

SNMP MIB files

You can download the FORTINET-FORTIMANAGER-FORTIANALYZER.mib MIB file in the firmware image file
folder. The Fortinet Core MIB file is located in the main FortiAnalyzer v5.00 file folder.
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Product Integration and Support

FortiAnalyzer version 5.6.1 support

The following table lists FortiAnalyzer version 5.6.1 product integration and support information:

Web Browsers « Microsoft Internet Explorer version 11 or Edge 40
Due to limitation on Microsoft Internet Explorer or Edge, it may not
completely render a page with a large set of policies or objects.
o Mozilla Firefox version 57
+ Google Chrome version 63
Other web browsers may function correctly, but are not supported by Fortinet.

FortiOS/FortiOS Carrier e« 56.0t05.6.3
e 540to54.7
e 52.0t05.2.13

FortiAnalyzer e 5.6.0t05.6.1
e 540t054.3
e 520t05.2.9
e 50.0t05.0.13

FortiCache e 426
e 413
e 404

FortiClient o« 5.6.0and later
« 5.4.0and later
o 5.2.0and later
« 5.0.4 and later

FortiMail e 542
« 5338
e 529
e 516
« 5.0.10

FortiManager e 5.6.0t05.6.1
e 54.0t054.3
« 5.2.0and later
« 5.0.0and later
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Product Integration and Support

FortiSandbox

FortiSwitch ATCA

FortiWeb

FortiDDoS

FortiAuthenticator

Virtualization

FortiAnalyzer Release Notes

2.5.0
2.4.1
2.4.0
2.3.3
2.3.2
2.2.2
2.1.3
2.0.3
1.4.0 and later
1.3.0
1.2.0and 1.2.3

5.0.0 and later
4.3.0 and later
4.2.0 and later

5.8.6
5.8.1
5.8.0
5.7.0
5.6.0
5.5.4
5.4.1
5.3.8
5.2.4
5.1.4
5.0.6

4.41
423
4.1.12

4.2.0

14

Amazon Web Service AMI, Amazon EC2, Amazon EBS

Citrix XenServer 6.2
Linux KVM Redhat 6.5
Microsoft Azure
Microsoft Hyper-V Server 2008 R2, 2012 & 2012 R2
OpenSource XenServer 4.2.5
VMware:
« ESXversions 4.0 and 4.1
o ESXiversions 4.0, 4.1,5.0,5.1,5.5,6.0 and 6.5
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Product Integration and Support 15

L}
‘9' Always review the Release Notes of the supported platform firmware version before

upgrading your device.

Feature support

The following table lists FortiAnalyzer feature support for log devices.

Platform Log View FortiView Event Management Reports
FortiGate v v v v
FortiCarrier v 4 v v
FortiAnalyzer v v

FortiCache v v v
FortiClient registered v v v
to FortiGate

FortiClient registered v v v
to FortiClient EMS

FortiDDoS v v v v
FortiMail 4 v v
FortiManager 4 v

FortiSandbox v v v
FortiWeb v v v
Syslog 4 v

FortiGate Management

You can enable FortiManager features on some FortiAnalyzer models. FortiAnalyzer models with FortiManager
features enabled can manage a small number of FortiGate devices, and all but a few FortiManager features are
enabled on FortiAnalyzer. The following table lists the supported modules for FortiAnalyzer with FortiManager Features
enabled:

FortiManager Management Modules FortiAnalyzer with FortiManager Features

Enabled

Device Manager, except firmware and license management v
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Product Integration and Support 16

FortiManager Management Modules FortiAnalyzer with FortiManager Features
Enabled

Policy & Objects v

AP Manager v

FortiClient Manager 4

VPN Manager 4

FortiGuard

FortiMeter

FGT-VM License Activation

Chassis Management v

Language support

The following table lists FortiAnalyzer language support information.

Language GUI Reports
English v v
Chinese (Simplified) v v
Chinese (Traditional) v v
French v
Hebrew v
Hungarian v
Japanese v v
Korean v v
Portuguese v
Russian v
Spanish v

To change the FortiAnalyzer language setting, go to System Settings > Admin > Admin Settings, in Administrative
Settings > Language select the desired language from the drop-down list. The default value is Auto Detect.

Russian, Hebrew, and Hungarian are not included in the default report languages. You can import language translation

files for these languages via the command line interface using one of the following commands:

execute sgl-report import-lang <language name> <ftp> <server IP address> <user name>
<password> <file name>

execute sqgl-report import-lang <language name> <sftp <server IP address> <user name>
<password> <file name>
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Product Integration and Support 17

execute sqgl-report import-lang <language name> <scp> <server IP address> <user name>
<password> <file name>
execute sgl-report import-lang <language name> <tftp> <server IP address> <file name>

For more information, see the FortiAnalyzer CLI Reference.

Supported models

The following tables list which FortiGate, FortiCarrier, FortiDDoS, FortiAnalyzer, FortiMail, FortiManager, FortiWeb,
FortiCache, and FortiSandbox models and firmware versions can log to a FortiAnalyzer appliance running version 5.6.1.
Please ensure that the log devices are supported before completing the upgrade.

M Software license activated LENC devices are supported, if their platforms are in the
? supported models list. For example, support of FG-3200D indicates support of FG-3200D-
- LENC.

FortiGate models

Model Firmware Version

FortiGate: FG-30D, FG-30D-POE, FG-30E, FG-30E-3G4G-INTL, FG-30E-3G4G-NAM, FG- 5.6
50E, FG-51E, FG-52E, FG-60D, FG-60D-POE, FG-60E, FG-60E-POE, FG-61E, FG-70D,
FG-70D-POE, FG-80C, FG-80CM, FG-80D, FG-80E, FG-80E-POE, FG-81E, FG-81E-POE,
FG-90D, FG-90D-POE, FG-90E, FG-91E, FG-92D, FG-94D-POE, FG-98D-POE, FG-100D,
FG-100E, FG-100EF, FG-101E, FG-140D, FG-140D-POE, FG-140E, FG-140E-POE, FG-

200D, FG-200D-POE, FG-200E, FG-201E, FG-240D, FG-240-POE, FG-280D-POE, FG-

300D, FG-300E, FG-301E, FG-400D, FG-500D, FG-500E, FG-501E, FG-600C,FG-600D,
FG-800C, FG-800D, FG-900D, FG-1000C, FG-1000D, FG-1200D, FG-1500D, FG-1500DT,
FG-2000E, FG-2500E, FG-3000D, FG-3100D, FG-3200D, FG-3240C, FG-3600C, FG-

3700D, FG-3700DX, FG-3800D, FG-3810D, FG-3815D, FG-3960E, FG-3980E,

FortiGate 5000 Series: FG-5001C, FG-5001D

FortiGate DC: FG-80C-DC, FG-600C-DC, FG-800C-DC, FG-800D-DC, FG-1000C-DC, FG-
1500D-DC, FG-3000D-DC, FG-3100D-DC, FG-3200D-DC, FG-3240C-DC, FG-3600C-DC,
FG-3700D-DC, FG-3800D-DC, FG-3810D-DC, FG-3815D-DC

FortiGate Low Encryption: FG-80C-LENC, FG-100D-LENC, FG-600C-LENC, FG-1000C-
LENC

FortiWiFi: FWF-30D, FWF-30D-POE, FWF-30E, FWF-30E-3G4G-INTL, FWF-30E-3G4G-
NAM, FWF-50E, FWF-50E-2R, FWF-51E, FWF-60D, FWF-60D-POE, FWF-60E, FWF-61E,
FWF-80CM, FWF-81CM, FWF-90D, FWF-90D-POE, FWF-92D

FortiGate VM: FG-VM64, FG-VM64-AWS, FG-VM64-AWSONDEMAND, FG-VM64-GCP,
FG-VM64-HV, FG-VM64-KVM, FG-VM64-XEN, FG-VMX-Service-Manager, FOSVM64,
FOSVM64-KVM

FortiGate Rugged: FGR-30D, FGR-35D, FGR-60D, FGR-90D
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Product Integration and Support 18

Model Firmware Version

FortiGate: FG-30D, FG-30D-POE, FG-30E, FG-30E-3G4G-INTL, FG-30E-3G4G-NAM, FG- 5.4
50E, FG-51E, FG-52E, FG-60D, FG-60D-POE, FG-60E, FG-60E-DSL, FG-60E-POE, FG-
61E, FG-70D, FG-70D-POE, FG-80C, FG-80CM, FG-80D, FG-80E, FG-80E-POE, FG-81E,
FG-81E-POE, FG-90D, FG-90D-POE,FG-90E, FG-91E, FG-92D, FG-94D-POE, FG-98D-
POE, FG-100D, FG-100E, FG-100EF, FG-101E, FG-140D, FG-140D-POE, FG-140E, FG-
140-POE, FG-200D, FG-200D-POE, FG-240D, FG-240D-POE, FG-280D-POE, FG-200E,
FG-201E, FGT-300D, FGT-300E, FGT-301E, FG-400D, FG-500D, FG-500E, FG-501E, FG-
600C, FG-600D, FG-800C, FG-800D, FG-900D, FG-1000C, FG-1000D, FG-1200D, FG-
1500D, FG-1500DT, FG-3000D, FG-3100D, FG-3200D, FG-3240C, FG-3600C, FG-3700D,
FG-3700DX, FG 3800D, FG-3810D, FG-3815D, FG-3960E, FG3980E, FG-2000E, FG-
2500E

FortiGate 5000 Series: FG-5001C, FG-5001D, FG-5001E, FG-5001E1

FortiGate 7000 Series: FG-7030E-Q, FG-7030E-S, FG-7040E-1, FG-7040E-2, FG-7040E-
3, FG-7040E-4, FG-7040E-5, FG-7040E-6, FG-7040E-8, FG-7040E-8-DC, FG-7060E-1, FG-
7060E-2, FG-7060E-3, FG-7060E-4, FG-7060E-5, FG-7060E-6, FG-7060E-8

FortiGate DC: FG-80C-DC, FG-600C-DC, FG-800C-DC, FG-800D-DC, FG-1000C-DC, FG-
1500D-DC, FG-3000D-DC, FG-3100D-DC, FG-3200D-DC, FG-3240C-DC, FG-3600C-DC,
FG-3700D-DC, FG-3800D-DC, FG-3810D-DC, FG-3815DC

FortiGate Low Encryption: FG-80C-LENC, FG-100D-LENC, FG-600C-LENC, FG-1000C-
LENC

FortiWiFi: FWF-30D, FWF-30D-POE, FWF-30E, FWF-30E-3G4G-INTL, FWF-30E-3G4G-
NAM, FWF-50E, FWF-50E-2R, FWF-51E, FWF-60D, FWF-60D-POE, FWF-60E-DSL, FWF-
60E, FWF-61E, FWF-80CM, FWF-81CM, FWF-90D, FWF-90D-POE, FWF-92D

FortiGate VM: FG-VM, FG-VM64, FG-VM64-AWS, FG-VM64-AWSONDEMAND, FG-
VM64-HV, FG-VM64-KVM, FG-VM64-OPC, FG-VM64-XEN, FG-VMX-Service-Manager,
FOS-VM64, FOS-VM64-KVM

FortiGate Rugged: FGR-30D, FGR-30D-ADSL-A, FGR-35D, FGR-60D, FGR-90D
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Model Firmware Version

FortiGate: FG-20C, FG-20C-ADSL-A, FG-30D, FG-30D-POE, FG-40C, FG-60C, FG-60C- 5.2
POE, FG-60C-SFP, FG-60D, FG-60D-3G4G-VZW, FG-60D-POE, FG-70D, FG-70D-POE,
FG-80C, FG-80CM, FG-80D, FG-90D, FG-90D-POE, FG-92D, FG-94D-POE, FG-98D-POE,
FG-100D, FG-110C, FG-111C, FG-140D, FG-140D-POE, FG-140D-POE-T1, FG-200B, FG-
200B-POE, FG-200D, FG-200D-POE, FG-240D, FG-240D-POE, FG-280D-POE, FG-300C,
FG-300D, FG-310B, FG-311B, FG-400D, FG-500D, FG-600C, FG-600D, FG-620B, FG-

621B, FG-800C, FG-800D, FG-900D, FG-1000C, FG-1000D, FG-1200D, FG-1240B, FG-

1500D, FG-1500DT, FG-3000D, FG-3016B, FG-3040B, FG-3100D, FG-3140B, FG-3200D,
FG-3240C, FG-3600C,FG-3700D, FG-3700DX, FG-3810A, FG-3810D, FG-3815D, FG-

3950B, FG-3951B

FortiGate 5000 Series: FG-5001A, FG-5001A-SW, FG-5001A-LENC, FG-5001A-DW-
LENC, FG-5001A-SW-LENC, FG-5001B, FG-5001C, FG-5001D, FG-5101C

FortiGate DC: FG-80C-DC, FG-300C-DC, FG-310B-DC, FG-600C-DC, FG-620B-DC, FG-
621B-DC, FG-800C-DC, FG-800D-DC, FG-1000C-DC, FG-1240B-DC, FG-1500D-DC, FG-
3000D-DC, FG-3040B-DC, FG-3100D-DC, FG-3140B-DC, FG-3200D-DC, FG-3240C-DC,
FG-3600C-DC, G-3700D-DC, FG-3810A-DC, FG-3810D-DC, FG-3815D-DC, FG-3950B-DC,
FG-3951B-DC

FortiGate Low Encryption: FG-20C-LENC, FG-40C-LENC, FG-60C-LENC, FG-80C-
LENC, FG-100D-LENC, FG-200B-LENC, FG-300C-LENC, FG-310B-LENC, FG-600C-LENC,
FG-620B-LENC, FG-1000C-LENC, FG-1240B-LENC, FG-3040B-LENC, FG-3140B-LENC,
FG-3810A-LENC, FG-3950B-LENC

FortiWiFi: FWF-20C, FWF-20C-ADSL-A, FWF-30D, FWF-30D-POE, FWF-40C, FWF-60C,
FWF-60CM, FWF-60CX-ADSL-A, FWF-60D, FWF-60D-3G4G-VZW, FWF-60D-POE, FWF-
80CM, FWF-81CM, FWF-90D, FWF-90D-POE, FWF-92D

FortiGate Rugged: FGR-60D, FGR-100C

FortiGate VM: FG-VM, FG-VM64, FG-VM64-AWSONDEMAND, FG-VM-Azure, FG-VM64-
HV, FG-VM64-KVM, FG-VM64-XEN

FortiSwitch: FS-5203B, FCT-5902D

FortiCarrier Models

Model Firmware Version

FortiCarrier: FCR-3000D, FCR-3100D, FCR-3200D, FCR-3700D, FCR-3700DX, FCR- 5.4
3800D, FCR-3810D, FCR-3815D, FCR-5001C, FCR-5001D, FCR-3000D-DC, FCR-3100D-

DC, FCR-3200D-DC, FCR-3240C, FCR-3600C, FCR-3700D-DC, FCR-3810D-DC, FCR-

5001C

FortiCarrier DC: FCR-3000D-DC, FCR-3100D-DC, FCR-3200D-DC, FCR-3240C-DC, FCR-
3600C-DC, FCR-3700D-DC, FCR-3810D-DC, FCR-3815D-DC

FortiCarrier VM: FCR-VM, FCR-VM64, FCR-VM64-AWS, FCR-VM64-AWSONDEMAND,
FCR-VM64-HV, FCR-VM64-KVM
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Firmware Version

FortiCarrier: FCR-3000D, FCR-3100D, FCR-3200D, FCR-3240C, FCR-3600C, FCR-
3700D, FCR-3700DX, FCR-3810A, FCR-3810D, FCR-3815D, FCR-3950B, FCR-3951B,
FCR-5001A, FCR-5001B, FCR-5001C,FCR-5001D, FCR-5101C, FCR5203B, FCR-5902D

FortiCarrier DC: FCR-3000D-DC, FCR-3100D-DC, FCR-3200D-DC, FCR-3700D-DC, FCR-
3810D-DC

FortiCarrier Low Encryption: FCR-5001A-DW-LENC

FortiCarrier VM: FCR-VM, FCR-VM64, FCR-VM64-HV, FCR-VM64-KVM, FCR-Vm64-XEN,
FCR-VM64-AWSONDEMAND

FortiDDoS models

Model

5.2

Firmware Version

FortiDDoS: FI-200B, FI-400B, FI-600B, FI-800B, FI-900B, FI-1000B, FI-1200B, FI-2000B

FortiAnalyzer models

Model

4.2,41,4.0

Firmware Version

FortiAnalyzer: FAZ-200D, FAZ-300D, FAZ-400E, FAZ-1000D, FAZ-1000E, FAZ-2000E,
FAZ-3000D, FAZ-3000E, FAZ-3000F, FAZ-3500E, FAZ-3500F, and FAZ-3900E.

FortiAnalyzer VM: FAZ-VM64, FAZ-VM64-AWS, FAZ-VM64-Azure, FAZ-VM64-HV, FAZ-
VM64-KVM, and FAZ-VM64-XEN (Citrix XenServer and Open Source Xen).

FortiAnalyzer: FAZ-200D, FAZ-300D, FAZ-400E, FAZ-1000D, FAZ-1000E, FAZ-2000B,
FAZ-2000E, FAZ-3000D, FAZ-3000E, FAZ-3000F, FAZ-3500E, FAZ-3500F, FAZ-3900E,
and FAZ-4000B.

FortiAnalyzer VM: FAZ-VM64, FAZ-VM64-Azure, FAZ-VM64-HV, FAZ-VM64-XEN (Citrix
XenServer and Open Source Xen), FAZ-VM64-KVM, and FAZ-VM64-AWS.

FortiAnalyzer: FAZ-100C, FAZ-200D, FAZ-200E, FAZ-300D, FAZ-400C, FAZ-400E, FAZ-
1000C, FAZ-1000D, FAZ-1000E, FAZ-2000B, FAZ-3000D, FAZ-3000E, FAZ-3000F, FAZ-
3500E, FAZ-3500F, FAZ-3900E, FAZ-4000B

FortiAnalyzer VM: FAZ-VM, FAZ-VM-AWS, FAZ-VM64, FAZ-VM64-Azure, FAZ-VM64-HV,
FAZ-VM64-KVM, FAZ-VM64-XEN

FortiAnalyzer: FAZ-100C, FAZ-200D, FAZ-200E, FAZ-300D, FAZ-400B, FAZ-400C, FAZ-
400E, FAZ-1000B, FAZ-1000C, FAZ-1000D, FAZ-1000E, FAZ-2000A, FAZ-2000B, FAZ-
3000D, FAZ-3000E, FAZ-3000F, FAZ-3500E, FAZ-3500F, FAZ-4000A, FAZ-4000B
FortiAnalyzer VM: FAZ-VM, FAZ-VM64, FAZ-VM64-AWS, FAZ-VM64-Azure, FAZ-VM64-
HV, FAZ-VM-KVM, FAZ-VM-XEN
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FortiMail models

Model Firmware Version

FortiMail: FE-60D, FE-200D, FE-200E, FE-400C, FE-400E, FE-1000D, FE-2000B, FE- 5.3.7
2000E, FE-3000C, FE-3000D, FE-3000E, FE-3200E, FE-5002B

FortiMail Low Encryption: FE-3000C-LENC
FortiMail VM: FE-VM64, FE-VM64-HV, FE-VM64-XEN

FortiMail: FE-60D, FE-200D, FE-200E, FE-400C, FE-400E, FE-1000D, FE-2000B, FE- 5.2.8
3000C, FE-3000D, FE-5002B

FortiMail VM: FE-VM64, FE-VM64-HV, FE-VM64-XEN

FortiMail: FE-100C, FE-200D, FE-200E, FE-400B, FE-400C, FE-400E, FE-1000D, FE- 5.1.6
2000B, FE-3000C, FE-3000D, FE-5001A, FE-5002B

FortiMail VM: FE-VM64

FortiMail: FE-100C, FE-200D, FE-200E, FE-400B, FE-400C, FE-1000D, FE-2000A, FE- 5.0.10
2000B, FE-3000C, FE-3000D, FE-4000A, FE-5001A, FE-5002B

FortiMail VM: FE-VM64

FortiSandbox models

Model Firmware Version

FortiSandbox: FSA-1000D, FSA-3000D, FSA-3000E, FSA-3500D 2.3.2
FortiSandbox VM: FSA-VM

FortiSandbox: FSA-1000D, FSA-3000D, FSA-3500D 2.2.0

FortiSandbox VM: FSA-VM 2.1.0

FortiSandbox: FSA-1000D, FSA-3000D 2.0.0

FortiSandbox VM: FSA-VM 1.4.2

FortiSandbox: FSA-1000D, FSA-3000D 1.4.0 and 1.4.1
1.3.0

1.2.0 and later

FortiSwitch ACTA models

FortiController: FTCL-5103B, FTCL-5902D, FTCL-5903C, FTCL-59 5.2.0

FortiSwitch-ATCA: FS-5003A, FS-5003B 5.0.0

FortiController: FTCL-5103B, FTCL-5903C, FTCL-5913C

FortiSwitch-ATCA: FS-5003A, FS-5003B 4.3.0
4.2.0
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FortiWeb models

Model Firmware Version

FortiWeb: FWB-2000E 5.6.0

FortiWeb: FWB-100D, FWB-400C, FWB-400D, FWB-1000C, FWB-1000D, FWB-3000C, 5.5.3
FWB-3000CFSX, FWB-3000D, FWB-3000DFSX, FWB-3000E, FWB-3010E, FWB-4000C,
FWB-4000D, FWB-4000E

FortiWeb VM: FWB-VM-64, FWB-XENAWS, FWB-XENOPEN, FWB-XENSERVER, FWB-
HYPERYV, FWB-KVM, FWB-AZURE

FortiWeb: FWB-100D, FWB-400C, FWB-1000C, FWB-3000C, FWB-3000CFSX, FWB- 5.4.1
3000D, FWB-3000DFSX, FWB-3000E, FWB-4000C, FWB-4000D, FWB-4000E

FortiWeb VM: FWB-VM64, FWB-XENAWS, FWB-XENOPEN, FWB-XENSERVER, FWB-
HYPERV

FortiWeb: FWB-100D, FWB-400B, FWB-400C, FWB-1000B, FWB-1000C, FWB-1000D, 5.3.8
FWB-3000C, FWB-3000CFSX, FWB-3000D, FWB-3000DFSX, FWB-3000E, FWB-4000C,
FWB-4000D, FWB-4000E

FortiWeb VM: FWB-VM64, FWB-XENAWS, FWB-XENOPEN, FWB-XENSERVER, and
FWB-HYPERV

FortiWeb: FWB-100D, FWB-400B, FWB-400C, FWB-1000B, FWB-1000C, FWB-1000D, 5.2.4
FWB-3000C, FWB-3000CFSX, FWB-3000D, FWB-3000DFSX, FWB-3000E, FWB-4000C,
FWB-4000D, FWB-4000E

FortiWeb VM: FWB-VM64, FWB-HYPERV,FWB-XENAWS, FWB-XENOPEN, FWB-
XENSERVER

FortiCache models

Model Firmware Version

FortiCache: FCH-400C, FCH-400E, FCH-1000C, FCH-1000D, FCH-3000C, FCH-3000D, 4.1
FCH-3900E

FortiCache VM: FCH-VM64, FCH-KVM

FortiCache: FCH-400C, FCH-400E, FCH-1000C, FCH-1000D, FCH-3000C, FCH-3000D, 4.0
FCH-3900E

FortiCache VM: FCH-VM64
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Resolved Issues

The following issues have been fixed in FortiAnalyzer version 5.6.1. For inquires about a particular bug, please contact
Customer Service & Support.

Device Manager

Bug ID Description

443087 In Advanced ADOM mode, after FortiGate replacement, the root ADOM may show logs belong to
other ADOMs.

447626 Encryption lock may not be shown in Device Manager for devices from Collector.

Event Management

Bug ID Description

411403 The log type Event may be missing in Event Management for FortiSandbox ADOM.
FortiView

Bug ID Description

365200 Scroll bar may be missing in the Resource Usage line chart.

414263 Hostname may contain user information in Endpoints.

423221 IPS logs with dnat may not be displayed.

462277 Fortiview and report returns the incorrect result when the Security Fabric is enabled on FortiGate.
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Log View

423044 Log searching may be case insensitive.

438189 FortiAnalyzer may send inaccurate CEF logs.

442906 The start time of logs for FortiSandbox are in EPOCH time format.

444014 FortiAnalyzer may not be able to forward log filed 1ogver in syslog format.

446799 The format of syslogs sent by 1 og-forward may be changed.

447011 Afilter with an *asterisk may not work.

451773 Log filter for User in Event — VPN may not work.

455559 When there are many filters configured, the Column Settings and Tools menus may get cut off.
455956 On the SSL & Dialup IPsec page, sorted by Connection Time may not work.

457274 FortiAnalyzer may not be able to accept logs from FortiVoice units.

462507 FortiAnalyzer may fail to recognize CSF when the password contains special characters.

Reports

441386 Commas in chart column title may cause run_rpt to stop working.

443462 sqlreportd may crash.

444858 Reports generated today may not be included in results of a selected custom period including
today’s date.

392096 The bar representing Bandwidth may overlap with its text in the report Top 5 Users by bandwidth.

System Settings

Bug ID Description

297374 ADOM version may not be changed manually.
395243 The event log for downloading, deleting, and importing a log file may display an incorrect user
name.

FortiAnalyzer Release Notes Fortinet Technologies Inc.



Resolved Issues 25

417618 The result of querying IPSEC VPN related datasets may be wrong.

440135 The VPN Traffic Usage Trend chart may not use increment bandwidth.
455245 Blocked websites may be listed in Top 70 Allowed Sites in reports.

458857 Exported reports may not show a correctly colored bar graph.

NOC

Bug ID Description

457879 Widgets in dashboard in NOC may not be backed-up.

Others

Bug ID Description

424514 FortiGates may not show logs from FortiAnalyzer when global setting gui-lines-per-
page is more than 500.

452911 snmpd Not tainted kernel crash after running SNMP query from SolarWinds Network
Performance Monitor.

System Settings

Bug ID Description
410119 sftp/scp log upload may not work when directory is not specified.
411808 FortiAnalyzer may skip some report schedules during daylight saving time switch.
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Common Vulnerabilities and Exposures

Bug ID Description

442206 FortiAnalyzer 5.6.1 is no longer vulnerable to the following CVE-References:

o 2017-9765
Visit https://fortiguard.com/psirt for more information.
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Known Issues

The following issues have been identified in FortiAnalyzer version 5.6.1. For inquires about a particular bug or to report
a bug, please contact Fortinet Customer Service & Support.

Device Manager

Bug ID Description
464666 Available ADOMs are not displayed by default when prompting an unregistered non FortiGate
device.

Workaround: Click on the drop-down list will render the list of available ADOMS.

Event Management

Bug ID Description

451717 Log field values for Application Control may not match those on FortiGate.

FortiView

441672 FortiView may not show SSLVPN web users.
454990 Policy name changes may not be updated in the list in Traffic > Policy Hits page.
464727 Top Applications view may displayed the Error occurred when getting data error message if the

option to exclude not-scanned-apps is selected.

Workaround: If you want to filter out not-scanned-apps in FortiView, please configure the
following:

Inthe CLI: configure system fortiview setting> set not-scanned-apps to
default setting include.

In the GUI: Add a filter on appcat with condition set to not equal to Not . Scanned.
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Log View

459802 Custom View may not save the + sign defined in the filter.

459487 The search box for column name may lose focus after users click in the list.
442713 The filter may not work when there is a comma combining Web Filter categories.
455739 Syslog logs may be displayed under the incorrect device.

NOC

Bug ID Description

465170 When switching theme from Day to Night, Top Application Tree map may not properly display icons
and label.

465182 FortiAnalyzer returns error in getting data for devices when creating a new dashboard in the
Security Fabric Audit.

Workaround: Select devices from the Security Fabric Audit dashboard after it has been created.

Reports

434272 The PDF file size of a same report may be larger than expected.
459534 The chart in report may return different results than the SQL query in the dataset.
464733 Report view may use browser time instead of system time to obtain data.

System settings

Bug ID Description

460610 FortiAnalyzer may report false memory alerts to SNMP.
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Others

Bug ID Description

444436 FortiAnalyzer VM interface mappings may change after a reboot.

447919 OFTPD may have a higher than expected CPU usage.
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Glossary

Glossary

AAA

Authentication, Authorization, and Accounting

AD
Active Directory

ADOM
Administrative Domain

AES
Advanced Encryption Standard

AMI
Amazon Machine Image

AP
Access Point

API
Application Programming Interface

APN
Access Point Name

APT
Advanced Persistent Threat

ATP
Advanced Threat Protection

AV
Antivirus

AVP
Attribute Value Pairs

AWS
Amazon Web Service

BGP
Border Gateway Protocol

C&C
Command and Control
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CA
Certificate Authority

CASI
Cloud Access Security Inspection

CBC
Cipher Block Chaining

CHAP

Challenge-Handshake Authentication Protocol

CIDR
Classless Inter-Domain Routing

CLI
Command Line Interface

CN
Common Name

CoA
Change of Authorization

CPU
Central Processing Unit

CRL
Certificate Revocation List

CSR
Certificate Signing Request

Csv
Comma Separated Value

CVE
Common Vulnerabilities and Exposures

DC
Domain Controller, Direct Current

DES
Data Encryption Standard

DH
Diffie-Hellman

DHCP
Dynamic Host Configuration Protocol

DLL
Dynamic-Link Library
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DLP
Data Loss Prevention

DN
Distinguished Name

DNAT
Destination Network Address Translation

DNS
Domain Name System

DSCP
Differentiated Services Code Point

DSRI
Disable Server Response Inspection

DTLS
Datagram Transport Layer Security

E
EA
E-mail Address
EAPOL
Extensible Authentication Protocol over LAN (Local Area Network)
EC
Endpoint Control
EC2
Elastic Compute Cloud
EGP
Exterior Gateway Protocol
EMS
Enterprise Management Server
ESD
Electrostatic Discharge
ESP
Encapsulated Security Payload
F
FAZ
FortiAnalyzer
FCT
FortiClient
FDN

FortiGuard Distribution Network
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FDS

FortiGuard Distribution Servers

FG
FortiGate

FGFM
FortiGate-FortiManager

FMG
FortiManager

FQDN
Fully Qualified Domain Name

FSA
FortiSandbox

FSSO
Fortinet Single Sign-On

FTP
File Transfer Protocol

GCF
Gatekeeper Confirm

GPRS
General Packet Radio Service

GRE

Generic Routing Encapsulation

GTP
GPRS Tunneling Protocol

GUI
Graphical User Interface

GUID
Globally Unique Identifier

HA
High Availability

hcache
Hard Cache

HDD
Hard Disk Drive

HTML
HyperText Markup Language
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HTTP
HyperText Transfer Protocol

le}
Input / Output

IBP
Identity-based Policy

ICAP
Internet Content Adaptation Protocol

ICMP
Internet Control Message Protocol

IGP
Interior Gateway Protocol

IKE
Internet Key Exchange

IMAP
Internet Message Access Protocol

10C
Indicators of Compromise

IP
Internet Protocol

IPS
Intrusion Prevention System

IPsec
Internet Protocol Security

ISDB
Internet Service Database

ISP
Internet Service Provider

\Y,
Initialization Vector

JSON
JavaScript Object Notation

L2TP
Layer 2 Tunneling Protocol
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LACP
Link Aggregation Control Protocol

LAN
Local Area Network

LDAP
Lightweight Directory Access Protocol

MAC
Media Access Control

MD5
Message Digest 5

MGCP
Media Gateway Controller Protocol

MIB
Management Information Base

MMC
Microsoft Management Console

MSCHAP
Microsoft Challenge-Handshake Authentication Protocol

MSS
Maximum Segment Size

NAC
Network Access Control or Compliance

NAS
Network Access Server

NAT
Network Address Translation

NAT-PT
Network Address Translation (NAT) Port Translation

NDcPP
Network Device Collaborative Protection Profile

NGFW
Next-Generation Firewall

NNTP
Network News Transfer Protocol

NOC
Network Operations Center
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NPU
Network Processing Unit

NTLM
NT LAN Manager

NTP
Network Time Protocol

OCSP
Online Certificate Status Protocol

OFTP
Odette File Transfer Protocol

ONC-RPC
Open Network Computing Remote Procedure Call

OSPF
Open Shortest Path First

OoTP
One-time Password

ou
Organization Unit

oul
Organizationally Unique Identifier

OVF
Open Virtualization Format

PAP
Password Authentication Protocol

PAT
Port Address Translation

PEM
Power Entry Module

PFS
Perfect Forward Secrecy

PKCS
Public Key Cryptography Standards

PKI
Public Key Infrastructure

PoE
Power over Ethernet
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POP3
Post Office Protocol 3

PPP
Point-to-Point Protocol

PPPoE
Point-to-Point Protocol over Ethernet

PPTP
Point-to-Point Tunneling Protocol

PSK
Pre-Shared Key

RADIUS
Remote Authentication Dial-In User

RAID
Redundant Array of Independent Disks

RAM
Random Access Memory

RAS
Registration, Admission, and Status

RBAC
Role Based Access Control

RCF
Registration Confirm

RDP
Remote Desktop Protocol

REST
Representational State Transfer

RFC
Remote Function Call

RSH
Remote Shell

RSSO
RADIUS Single Sign-On

RTM
Real-Time Monitor

RTP
Real-Time Protection
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RTSP
Real-Time Streaming Protocol

SAN
Storage Area Network

SAP
Shelf Alarm Panel

SCEP
Simple Certificate Enroliment Protocol

SCP
Secure Copy

SCVP

Server-based Certificate Validation Protocol

SDK
Software Development Kit

SDN
Software-Defined Networking

SFTP
Secure (or SSH) File Transfer Protocol

SHA1
Secure Hash Algorithm 1

SIP
Session Initiation Protocol

SMTP
Simple Mail Transfer Protocol

SNAT
Secure Network Address Translation

SNI
Server Name Indication

SNMP
Simple Network Management Protocol

SocC
Security Operations Center

SQL
Structured Query Language

SSH
Secure Shell

FortiAnalyzer Release Notes

38

Fortinet Technologies Inc.



Glossary

SSID
Service Set Identifier

SSL
Secure Sockets Layer

SSO
Single Sign-On
T
TACACS+
Terminal Access Controller Access-Control System
Tcl
Tool Command Language
TCP
Transmission Control Protocol
TFTP
Trivial File Transfer Protocol
TLS
Transport Layer Security
TNS
Transparent Network Substrate
TTL
Time-to-live
U
UDP
User Datagram Protocol
uiD
Unique Identifier
URI
Uniform Resource Identifier
URL
Uniform Resource Locator
UTM
Unified Threat Management
uuiD
Universally Unique Identifier
\'}

VDOM
Virtual Domain
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VHD
Virtual Hard Disk

VIP
Virtual Internet Protocol

VLAN
Virtual Local Area Network

VM
Virtual Machine

VMDK
Virtual Machine Disk

VolP
Voice over Internet Protocol

VPC
Virtual Private Cloud

VPN
Virtual Private Network

VSA
Vendor Specific Attribute

WAF
Web Application Firewall

WAN
Wide Area Network

WCCP
Web Cache Communication Protocol

WIDS
Wireless Intrusion Detection System

WPA
Wi-Fi Protected Access

WPA2
Wi-Fi Protected Access Il

WSDL
Web Services Description Language

WTP
Wireless Transaction Protocol

XAuth
Extended Authentication
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XML
eXtensible Markup Language

XSS
Cross-site Scripting

XVA
XenServer Virtual Appliance
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Index

Amazon Machine Image See AMI
Amazon Web Service See AWS
AMI 11,14

AWS 6,9, 11,17

Citrix 6,11,14
XenServer 6,11, 14
CLl 8,10,17,27
Command Line Interface See CLI

CPU 8,29

EC2 14
Elastic Compute Cloud See EC2
ESX 10,14

ESXi 11,14

firmware 8, 10, 15

Hyper-V 8,11, 14

interface 10

IP address 16

KVM 6, 11,14

license 7-8,15
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logs

daily maximum 24

M
maximum
logs per day 24
N
network
adapter 10
interface 10
(0]
Open Virtualization Format See OVF
OVF 11
P
password 16, 24
Q
QCOW2 11
\'}
VHD 11
Virtual Hard Disk See VHD
Virtual Machine Disk See VMDK
VMDK 12
VMware 11, 14
X

XenServer 6,11, 14
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