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Change Log

Date Change Description

2020-06-16 Initial release of 6.2.5.
2020-08-10 Added Security Fabric to Limitations of FortiAnalyzer Cloud on page 10.
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FortiAnalyzer Cloud 6.2.5 Release

This document provides information about FortiAnalyzer Cloud version 6.2.5 build 4093.

\‘é', The recommended minimum screen resolution for the FortiAnalyzer Cloud GUI is 1920 x

1080. Please adjust the screen resolution accordingly. Otherwise, the GUI may not display
properly.
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Upgrade Information

When an upgrade image for FortiAnalyzer Cloud is available, a notification is displayed in the portal for FortiAnalyzer
Cloud. You can download the image from the portal, and then use it to manually upgrade firmware for FortiAnalyzer
Cloud.

To download the firmware image from the portal:

1. Loginto FortiCare (https://support.fortinet.com/).
2. From the menu in the top-right corner, select FortiAnalyzer Cloud.

-
SUPPORT AND SETTINGS
Home FortiCare Settings Logout

CLOUD MANAGEMENT

a
FortiGate FortiAP FortiExtender  FortiSwitch

FortiAnalyzer FortiManager

8

FortiAnalyzer Cloud §

The portal for FortiAnalyzer Cloud is displayed.
3. View your account.

When a firmware update is available, a message instructs you to update to the latest firmware version.
4. Click the Download New Image link.

Please choose your account
1027888 (Primary) - e Fortinet -
VCPUs (2VCPU) ml Firmware Version: v6.2.3-build1235191218 (GA
Serial Number:
rav (06) (G Expiry Date: 2021-03-19
Disk (298G) . A Please update to the latest version v6.25-build4022

pownlosd Newlmage
& REFRESH ) Can'tfind your account? Try to refresh it

The FortiAnalyzer Cloud image is downloaded to your computer.

To manually upgrade firmware:

1. In FortiAnalyzer Cloud, go to System Settings > Dashboard.
2. Inthe System Information widget, go to the Firmware Version field, and click the Upgrade Firmware icon.

3. Inthe Firmware Upload dialog box, click Browse to locate the firmware package (. out file) that you downloaded,
and click Open.
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Upgrade Information

4. Click OK.
The firmware image is uploaded. When the upgrade completes, a message confirms a successful upgrade.

5. When the login window displays, log in to FortiAnalyzer Cloud.

x When the upgrade completes, you might have to refresh your web browser to see the

login window.

6. If the database needs rebuilding, you can monitor the rebuild status by double-clicking the Rebuilding DB status in

the toolbar.
The rebuild process includes two steps. When it’s done, you see the Rebuilding log database was completed
message.
Al
S L4
9 Some features are unavailable while the SQL database is rebuilding.

Downgrading to previous versions

Downgrade to previous versions of FortiAnalyzer Cloud is not supported.
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Product Integration and Support

FortiAnalyzer Cloud version 6.2.5 supports the following items:

+ Web browser support on page 8

o FortiOS support on page 8

+ FortiGate model support on page 8
o Feature support on page 8

« Language support on page 9

Web browser support

FortiAnalyzer Cloud version 6.2.5 supports the following web browsers:

« Microsoft Edge version 80 (based on Chromium)
« Mozilla Firefox version 71
« Google Chrome version 79

FortiOS support

FortiAnalyzer Cloud version 6.2.5 supports the following FortiOS versions:

e 6.2.0and later
o 6.0.9and later

FortiGate model support

FortiAnalyzer Cloud version 6.2.5 supports the same FortiGate models as FortiAnalyzer 6.2.5. For a list of supported
FortiGate models, see the FortiAnalyzer 6.2.5 Release Notes on the Document Library.

Feature support

The following table lists FortiAnalyzer feature support for log devices.

Platform Log View FortiView Event Management Reports

FortiGate v v v v
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Product Integration and Support

Language support

FortiAnalyzer Cloud version 6.2.5 supports the following FortiGate models:

The following table lists FortiAnalyzer Cloud language support information.

Language GUI Reports
English v v
Chinese (Simplified)

Chinese (Traditional)

Hebrew

Hungarian

Japanese v
Korean 4

Russian

>SRN N N N NN

Spanish v

To change the FortiAnalyzer Cloud language setting, go to System Settings > Admin > Admin Settings, in
Administrative Settings > Language select the desired language from the drop-down list. The default value is Auto
Detect.

Russian, Hebrew, and Hungarian are not included in the default report languages. You can create your own language
translation files for these languages by exporting a predefined language from FortiAnalyzer Cloud, modifying the text to
a different language, saving the file as a different language name, and then importing the file into FortiAnalyzer Cloud.
For more information, see the FortiAnalyzer Administration Guide.
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Limitations of FortiAnalyzer Cloud

All FortiAnalyzer Cloud modules are supported in FortiAnalyzer Cloud, however, the following features are not
supported or are not relevant to the FortiAnalyzer Cloud deployment at this time:

ADOMs

High-Availability Mode

Log Forwarding

Fetcher Management

Remote Certificates

License Information and Unit Operation dashboard widgets
Remote Authentication Server

SAML SSO

Security Fabric

FortiAnalyzer Cloud cannot be used as part of the Security Fabric. FortiGates must send logs to FortiAnalyzer not
FortiAnalyzer Cloud.

M The FortiAnalyzer Cloud subscription currently available is a base subscription, which is
q designed for system health monitoring and alerting using Event Logs, Security Logs, and IOC
3 scans. Other logs, such as Traffic Logs, are not supported in the base subscription.

\‘ ! ’I

? FortiAnalyzer Cloud only supports logs from FortiGate devices at this time.
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