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Introduction

Introduction

This document explains the process to run FortiSandbox in air-gapped (or closed) network mode where internet
connectivity is not available. The process includes the FortiGate and FortiManager devices and explains the following:

l Devices offline licensing
l Offline updates
l Initializing Microsoft VMs including Microsoft office licenses

The firmware version used for the devices are the following:

Device/Platform Version Number and Build

FortiSandbox VM V3.1.0 GA build 0124

FortiManager VM V6.2.2 GA build 1183

FortiGate VM V6.2.2 GA build 1010

Please refer to the respective Release Notes when using a newer firmware version of
FortiSandbox. For example, FortiSandbox v4.0.0 is only compatible to FortiManager v 6.4.6 or
later.
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Topology

Topology

The diagram below shows the basic topology to setup an air-gapped network.
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Step 1: Offline Licenses

Step 1: Offline Licenses

Obtain an Entitlement File from FortiCloud that includes the licenses for the registered devices and Install the licenses on
FortiManager. After the installation, you will use FortiManager to license FortiGate.

To install offline licenses:

1. Request the Offline Licenses on page 7
2. Prepare and Install the licenses on FortiManager on page 8
3. License FortiGate from FortiManager on page 11

Request the Offline Licenses

Create a support ticket to obtain an Entitlement File that includes the licenses for the registered devices.

You will need to create a support ticket to obtain an Entitlement File that includes the licenses for the registered devices.

To obtain an entitlement File:

1. Log in to FortiCloud. The Asset Management (AM) portal opens.
2. In the toolbar, go to Support > FortiCare > Create a Ticket.

3. Click Customer Service > Submit Ticket.
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Step 1: Offline Licenses

4. Provide the requested ticket info. Specify the Category as CS Contract/License.

5. Use the Add Comment form to request the entitlement file for your account and click Next. The confirmation
message opens. An email with entitlement file will be sent to your address.

Prepare and Install the licenses on FortiManager

To prepare and install the licenses:

1. On FortiManager, install the FortiManager license file. FortiManager will reboot.
2. After rebooting, log in to FortiManager again.
3. Go to System Settings > Network. The System Network Management Interface pane opens.
4. On port1 interface, enable HTTPS, PING, SSH, FortiGate Updates,Web filtering and its corresponding IP

addresses.
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Step 1: Offline Licenses

5. Go to FortiGuard > Settings. Configure the following settings and click Apply.

Enable Communication with
FortiGuard Server

Set to OFF

Enable Antivirus and IPS
Service

Set to ON
Select the FortiGate, FortiMail, FortiSandbox and FortiClient versions that you
need FortiManager to support as FDS for AV and IPS.

Web Filter Service Enable f required.

Email Filter Service Enable if required.
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Step 1: Offline Licenses

6. On the Settings page, FortiGate/FortiMail > Service License. Upload the entitlement file you received from the
support team and click Apply.

7. Open FortiManager's CLI console, and execute the following command:
config system admin setting

set unreg_dev_opt add_allow_service
end

8. Reboot FortiManager.
9. After FortiManager reboots, verify the serial number(s) for your devices are available in the FortiManager DB.

#diagnose fmupdate dbcontract fgd.

The following is an example of the output.
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Step 1: Offline Licenses

FSAVM00000000000000 [SERIAL-NO]
Contract: 10

AVDB-1-06-20210113
COMP-1-20-20210113
ENHN-1-20-20210113
FQDB-1-20-20210113
FMWR-1-06-20210113
FURL-1-06-20210113
ISSS-1-06-20210113
NIDS-1-06-20210113
SBEN-1-06-20210113
SPRT-1-20-20210113

License FortiGate from FortiManager

To license FortiGate from FortiManager:

1. On the FortiGate, go to Dashboard > Status and verify FortiGate is not licensed yet.

2. On FortiGate, set the FortiManager as Central Management.
a. Go to Dashboard >Security Fabric > Settings.
b. Enable Central Management, and configure the following settings:

Type FortiManager

Mode Normal

IP/Domain Name Set the IP address of the FortiManager in your network.
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Step 1: Offline Licenses

c. Click Apply.
3. Upload the license of the FortiGate-VM.

a. Go to support.fortinet.com and download the FortiGate-VM license. See, Viewing product details.
b. Go to Dashboard > Licenses.
c. Upload the FortiGate-VM license you downloaded from support.fortinet.com. Once the license is uploaded,

FortiGate will reboot.
4. Add the FortiGate to FortiManager

a. On FortiManager, go to Device Manager > Device & Groups. You will see a new unregistered device request
notification.

If you did not get the request, you can add the FortiGate manually.

b. Go to Device Manager > Unauthorized Devices.
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Step 1: Offline Licenses

c. Select the FortiGate and click Add Device. The Import Wizard launches and adds the device.

5. After the FortiGate is added to FortiManager, go to Device Manager > Managed Devices.
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Step 1: Offline Licenses

6. If you have synced the policy with FortiGate, you will see the policy package status change.

7. FortiGate validates the license from FortiManager. Please allow some time for the validation process to complete.
If the process takes too long, you can try to upload the entitlement file again.
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Step 2: Licensing FortiSandbox

Step 2: Licensing FortiSandbox

Ensure that SIMNET is enabled and then point FortiSandbox to the FortiManager as the License Server. Once
FortiManager is designated as the license server, validate the FortiSandbox license.

To license FortiSandbox:

1. Enable SIMNET on page 15
2. Validate FortiSandbox License on page 19
3. Point FortiSandbox to the FortiManager as License Server on page 15

Enable SIMNET

On FortiSandbox, ensure that SIMNET is enabled to prevent FortiSandbox from sending requests through port3
(optimization).

To enable SIMNET:

1. Log in to FortiSandbox.
2. Go to Scan Policy > General.
3. Deselect ‘Allow Virtual Machines to access external network through outgoing port3’.
4. In the System Information dashboard, verify the status of SIMNET isON.

Point FortiSandbox to the FortiManager as License Server

To point FortiSandbox to FortiManager as License Server:

1. Log in to FortiManager.
2. Go to System Settings.
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Step 2: Licensing FortiSandbox

3. In the System Information widget, enable Administrative Domains. Log in again if required.

4. Go to system SSettings > ADOMs.
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Step 2: Licensing FortiSandbox

5. Right-click the FortiSandbox ADOM, and click Enter ADOM > Device Manager.

6. Once inside the FortiSandbox ADOM, click ADD Device at the top left-side of the page. The Add Device dialog
opens.

a. Click ‘Add Model Device.
b. Type the device Name and Serial Number and then select the Device Model (FortSandbox-VM) and Firmware

Version.
c. From the Link Device By dropdown, select Serial Number.
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Step 2: Licensing FortiSandbox

d. Click Next. The Add Device wizard launches.

7. Wait for the wizard to create the required database for the FortiSandbox, and click Finish.

8. On FortiManager, upload the FortiSandbox entitlement file that you received from the support team if you have a
separate entitlement file for FortiSandbox.

If you have entitlement file for the entire account, FortiSandbox will be included in the
account entitlement file.

a. Go to FortiGuard > Settings > Upload Options for FortiGate/FortiMail.  The Service License Upload dialog
opens.
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Step 2: Licensing FortiSandbox

b. Click Upload and upload the FortiSandbox entitlement file.

Validate FortiSandbox License

FortiSandbox needs to point to FortiManager as License Server. The initial status of the FortiSandbox license should be
unlicensed (Upload License) in the System Information dashboard.
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Step 2: Licensing FortiSandbox

To validate a FortiSandbox license:

1. Log in to FortiSandbox.
2. Go to FortiGuard and configure the following settings and click Apply.

FortiGuard Server Location Nearest

FortiGuard Server Settings Select Use override FDN server to download module updates and enter the
FortiManager's IP address.
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Step 2: Licensing FortiSandbox

FortiSandbox Community
Cloud & Threat Intelligence
Settings

Select Use override server for community cloud server query (address or
address: port) and enter the FortiManager's IP address.

3. Click Connect FDN Now.
4. Download the FortiSandbox license file from the product page on support.fortinet.com. See, Asset Management

Admin Guide > Viewing product details.
5. Log in to FortiSandbox.
6. Go to Dashboard > System Information > Upload License. Select the (.lic) file for FortiSandbox. FortiSandbox will

reboot.
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Step 2: Licensing FortiSandbox

7. After rebooting, issue a test-network on FortiSandbox to confirm the license status.

8. Log in to FortiManager.
9. Go to FortiGuard > Licensing Status. Verify that FortiSandbox is licensed. You should see the license dates of

FortiSandbox.
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Step 3: FortiManager Security Updates (FortiGate)

Step 3: FortiManager Security Updates (FortiGate)

Prepare FortiManager as the update server and then install the offline FortiGate security updates on FortiManager. After
the installation is complete, verify FortiGate is receiving the offline updates.

To use FortiManager as the update server:

1. Prepare FortiManager as the update server on page 23
2. Install offline FortiGate security updates on FortiManager on page 24
3. Verify FortiGate is receiving offline updates on page 25

Prepare FortiManager as the update server

To prepare FortiManager as the update server:

1. Log in to FortiManager.
2. Go to FortiGuard > Settings.
3. Go to Upload Options for FortiGate/FortiMail > Antivirus/IPS Packages, and click Upload.
4. Select the packages downloaded and available on removable media, and install them on FortiManager.

After the installation is complete, all the required packages should be available on FortiManager.
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Step 3: FortiManager Security Updates (FortiGate)

5. Go to FortiGuard > Package Management > Receive Status. You should see the packages with the corresponding
installation date.

Install offline FortiGate security updates on FortiManager

To install offline FortiGate security updates:

1. Log in to FortiManager.
2. Go to FortiGuard > Package Management > Service Status. You will see that FortiGate's Status is Never Updated.

3. Log in to FortiCloud. The Asset Management portal opens.
4. Go to Support > Download > FortiGuard Service Updates.

5. Select the FortiGate from the list.
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Step 3: FortiManager Security Updates (FortiGate)

6. Select the version you want to use and download the packages.

Select a version that is supported by FortiManager.
We recommend storing the packages on removable media (for example) to install on
FortiManager. 

Verify FortiGate is receiving offline updates

To verify FortiGate is receiving updates:

1. Log in to FortiGate and go to System > FortiGuard.
l If FortiGate is not receiving updates (as in the figure below) proceed to Step 2.
l If FortiGate is receiving updates proceed to Step 3.
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Step 3: FortiManager Security Updates (FortiGate)

2. Update the configuration to disable the default update servers. The complete central management config should be: 

config system central-management
set type fortimanager
set fmg "192.168.1.13"
config server-list
edit 1

set server-type update
set server-address 192.168.1.13

next
edit 2

set server-type rating
set server-address 192.168.1.21

next
end
set include-default-servers disable

end
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Step 3: FortiManager Security Updates (FortiGate)

3. Go to Logs & Reports > Events. Verify that the updates are being received from FortiManager.
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Step 4: FortiManager Security Updates (FortiSandbox)

Step 4: FortiManager Security Updates (FortiSandbox)

Install the offline FortiSandbox security updates on FortiManager and verify FortiSandbox is receiving the updates.
Install Web Filtering DB on FortiManager and then verify the Web Filtering Queries on FortiGate and FortiSandbox.

Requirements:

If you have not completed Install offline FortiGate security updates on FortiManager on page 24, please do so now. This
will set FortiManager as the update server for FortiSandbox.

To receive offline security updates on FortiSandbox:

1. Install Offline FortiSandbox Security Updates on FortiManager on page 28
2. Verify FortiSandbox is receiving offline updates on page 1
3. Install Web Filtering DB on FortiManager on page 30
4. Verifying Web Filtering Queries on FortiGate and FortiSandbox on page 31

Install Offline FortiSandbox Security Updates on FortiManager

1. Log in to FortiCloud. The Asset Management portal opens.
2. Go to Support > Download > FortiGuard Service Updates.

3. Locate the FortiSandbox in the list.
4. Select the version that you would like to use that is supported by FortiManager.
5. Download the packages and have them available on removable media (for example) to install on FortiManager.

6. Log in to FortiManager.
7. Go to FortiGuard > Settings.
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Step 4: FortiManager Security Updates (FortiSandbox)

8. Go to Upload Options for FortiGate/FortiMail > Antivirus/IPS Packages, and click Upload.
9. Select the packages you downloaded and stored on removable media, and install them on FortiManager. After the

installation, all the required packages should be available on FortiManager.

10. Open the CLI console and verify the output of diagnose fmupdate fds-getobject.

Verify FortiSandbox is receiving offline updates

On FortiManager, go to System Settings > Event Log. Verify the update requests from FortiSandbox.
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Step 4: FortiManager Security Updates (FortiSandbox)

Install Web Filtering DB on FortiManager

Web filtering DB is not available for download from support.fortinet.com. To download the DB, you need an online
FortiManager to download the DB, and then export it to the offline FortiManager.

To install Web Filtering DB on FortiManager:

1. Log in to FortiManager.
2. Go to FortiGuard > Query Server Management > Receive Status. Verify that you have the Database FURL.

3. Prepare an external FTP/SCP/TFTP server on the network to export the DB. Expect the DB to be multiple GBs. To
do this, open the FortiManager CLI console and execute the following command:

execute fmupdate {ftp | scp | tftp} export <type> <remote_file>
<ip> <port> <remote_path><user> <password>

The following images shows an example of how exporting the DB to an external FTP server should look.

4. Copy the DB to a USB stick/CD-DVD Drive and move it to the offline network.
5. Setup the FTP/SCP/TFTP server to import the DB onto the offline FortiManager.
6. Log in to the offline FortiManager.

FortiSandbox 4.0.0 Air-Gapped Mode 30
Fortinet Technologies Inc.

http://support.fortinet.com/


Step 4: FortiManager Security Updates (FortiSandbox)

7. Go to FortiGuard > Query Server Management > Receive Status. Verify FURL is not selected to ensure there is no
URL filter Database.

8. Using the offline FortiManager's CLI console, import the URL filter DB using FortiManager CLI:

execute fmupdate {ftp | scp | tftp} import <type> <remote_file>

<ip> <port> <remote_path><user> <password>

The following images shows an example of importing the DB using an FTP server.

9. Go to FortiGuard > Query Server Management > Receive Status.
l Ensure you have the Database FURL.
l Double-check the DB Size.

Verifying Web Filtering Queries on FortiGate and FortiSandbox

To Verify Web Filtering Queries on FortiGate and FortiSandbox:

1. Log in to FortiGate and enable web filter service and choose any location for the location.

#config system fortiguard
(fortiguard) # set update-server-location any
(fortiguard) # set webfilter-force-off disable
(fortiguard) # end
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Step 4: FortiManager Security Updates (FortiSandbox)

2. Update the server location on FortiGate.
a. Go to System > FortiGuard.
b. Set the following configurations.

Update server location Lowest latency locations.

Filtering

Web Filter Cache Enable

Anti-Spam Cache Enable

FortiGuard Filtering
Protocol

UDP

FortiGuard Filtering Port 8888

Filtering Service Availability Click Check Again.
VerifyWeb Filtering and Anti-Spam are
Up.

Override FortiGuard
Servers

Click Create New to add the Server Address and select the Server Type.
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Step 4: FortiManager Security Updates (FortiSandbox)

c. Click Apply.
3. Log in to FortiSandbox.
4. Open the CLI console and issue the command test-network. The Web filtering service should turnON in both

the CLI output and the Dashboard.
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Step 4: FortiManager Security Updates (FortiSandbox)
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Step 5: FortiSandbox Microsoft Windows/Office Offline Activation

Step 5: FortiSandbox Microsoft Windows/Office Offline
Activation

Install offline Microsoft Windows VMs and then activate the Windows licenses. After the VM licenses are activated,
activate the offline Microsoft Office licenses.

To activate the Microsoft Office licenses:

1. Microsoft Windows VMs Offline Installation on page 35
2. Offline Microsoft Windows VMs Activation on page 37
3. Offline Microsoft Office Licenses Activation on page 38

Microsoft Windows VMs Offline Installation

To install MS Windows VMs offline:

1. Log in to FortiCloud. The Asset Management portal opens.
2. Locate the FortiSandbox in the Product List and download the VM package file. For more information, see Asset

Portal Admin Guide > Viewing product details.

The VM package includes built-in VMs for FortiSandbox. If you need to download
additional optional OSs, please ask the Fortinet sales team where to download the
required VM package.

3. Copy the VM package to an offline FTP/SCP/HTTPS server and install it to FortiSandbox using fw-upgrade
command. This process will take some time after reboot.

Example using ftp server: 

# fw-upgrade -b -v -tftp -sFTP_Server_IP -uuser_name -f/VM00_base.pkg
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Step 5: FortiSandbox Microsoft Windows/Office Offline Activation

4. Log in to FortiSandbox after the reboot.
5. Go to Virtual Machine > VM Images and verify the VM package is available. The package will be disabled by default.
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Step 5: FortiSandbox Microsoft Windows/Office Offline Activation

Offline Microsoft Windows VMs Activation

Microsoft Windows activation offline activation is described in Best Practices Guide > Revalidating Windows license key.

Only one key needs to be activated ror each Windows VM Type.

To activate offline MS Windows VMs:

1. Log in FortiSandbox.
2. Go to Log & Report > VM Events.
3. Record one Product Key and its corresponding installation ID for each OS you want to activate.

4. Open the FortiSandbox CLI console and Install the confirmation ID along with its corresponding product Key using
the following command:

confirm-id.

5. Ensure the confirmation-id has been added successfully using the following command:
confirm-id -l.
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Step 5: FortiSandbox Microsoft Windows/Office Offline Activation

6. Reboot FortiSandbox. After the reboot, go to Dashboard to verify the Windows VMs were initialized.

Offline Microsoft Office Licenses Activation

Microsoft Windows activation offline activation is described in Best Practices Guide > Revalidating Windows license key.

Only one key needs to be activated ror each Windows VM Type.
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Step 5: FortiSandbox Microsoft Windows/Office Offline Activation

To activate offline MS Office licenses:

1. Log in FortiSandbox.
2. Go to Log & Report > VM Events.
3. Find the log that reports office activation failure, and record the office key and its corresponding installation ID.

4. Install the confirmation ID along with its corresponding product Key using the following CLI command:
confirm-id -K

5. Ensure the confirmation-id has been added successfully using the following CLI command:
confirm-id -l.

6. Reboot FortiSandbox.
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Step 5: FortiSandbox Microsoft Windows/Office Offline Activation

7. After FortiSandbox reboots, the Windows and Office Licenses should be activated and initialized. 
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Step 5: FortiSandbox Microsoft Windows/Office Offline Activation

8. Go to System > Virtual Machine > VM Imagesthe FortiSandbox Scan profile:
l Assign the Office files to the VM that has Office installed.
l Assign Clone # a value greater than or equal to 1.
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Step 6: FortiSandbox File Query DB

Step 6: FortiSandbox File Query DB

Verify File Query DB on the Online FortiManager and then Export File Query DB. After you export the query DB, verify
FortiSandbox can query the DB.

To query the DB with FortiSandbox:

1. Verify File Query DB on the Online FortiManager on page 42
2. Export File Query DB on page 42
3. Import File Query DB into FortiManager on page 43
4. Configure and Verify FortiSandbox can query file DB on page 43

Verify File Query DB on the Online FortiManager

To verify File Query DB on the online FortiManager:

1. Verify File Query DB on the Online FortiManager using the following CLI command:
config fmupdate service
set query-filequery enable
end

2. Allow time for the file query DB to update. Ensure the file query DB is available and up-to-date using the following
CLI command:

diagnose fmupdate fgd-dbver fq

Export File Query DB

Once the DB update is verified on the online FortiManager, export the file query DB to a FTP/SCP/TFTP Server using
the command:

execute fmupdate

The following example shows the export file query DB using FTP server.
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Step 6: FortiSandbox File Query DB

Import File Query DB into FortiManager

Using USB Stick or CD/DVD Drive, copy the file to a FTP server inside the closed network. Import the file query DB into
the offline FortiManager using the following CLI command:

execute fmupdate

Configure and Verify FortiSandbox can query file DB

To verify FortiSandbox can query file DB:

1. Verify the file query DB is successfully imported and available in the offline FortiManager using the following CLI
command:

diagnose fmupdate.
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Step 6: FortiSandbox File Query DB

2. Enable file query service on the offline FortiManager so FortiSandbox can query the service.

3. Configure FortiManager to log all the service query events using config fmupdate command line.

4. On FortiSandbox, issue the command line test-network to verify the file query service status. The service status
should be Success.

5. On FortiManager shell, verify the file query request is received from FortiSandbox by checking the fgdsvr.log
under /var/log.
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