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Introduction

Introduction

This document explains the process to run FortiSandbox in air-gapped (or closed) network mode where internet
connectivity is not available. The process includes the FortiGate and FortiManager devices and explains the following:

» Devices offline licensing
« Offline updates
« Initializing Microsoft VMs including Microsoft office licenses

The firmware version used for the devices are the following:

FortiSandbox VM V3.1.0 GA build 0124
FortiManager VM V6.2.2 GA build 1183
FortiGate VM V6.2.2 GA build 1010
s‘ ! ’, Please refer to the respective Release Notes when using a newer firmware version of
q FortiSandbox. For example, FortiSandbox v4.0.0 is only compatible to FortiManager v 6.4.6 or
= later.
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Topology

Topology

The diagram below shows the basic topology to setup an air-gapped network.

Online
Network

FortiSandBox FortiManager

Forlil‘ilanal_:ler
192.168.1.11 192.168.1.13

FortiGate

192.168.1.12
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Step 1: Offline Licenses

Step 1: Offline Licenses

Obtain an Entitlement File from FortiCloud that includes the licenses for the registered devices and Install the licenses on
FortiManager. After the installation, you will use FortiManager to license FortiGate.

To install offline licenses:

1. Request the Offline Licenses on page 7
2. Prepare and Install the licenses on FortiManager on page 8
3. License FortiGate from FortiManager on page 11

Request the Offline Licenses

Create a support ticket to obtain an Entitlement File that includes the licenses for the registered devices.
You will need to create a support ticket to obtain an Entitlement File that includes the licenses for the registered devices.
To obtain an entitlement File:

1. Loginto FortiCloud. The Asset Management (AM) portal opens.
2. Inthetoolbar, go to Support > FortiCare > Create a Ticket.

8 Services v € Support ¥
Downloads FortiCare
W Firmware Download 4 Create a Ticket 4" Manage Tickets
& VM Images © Manage Active Tickets  [#] Ticket Survey

@ Service Updates © Contact Support £ Technical Web Chat

@ HQIP Images
TOTAL

# Firmware Image Checksum
Products

Resources

3. Click Customer Service > Submit Ticket.

Ticket

Wizard Create Ticket

(D RequestType > 2 > 3 > 4

Specify Request Ticket Type

Technical Support Ticket
° You can create technical support tickets for technical issues with your Fortinet product. You require a Fortinet product with an active support contract to

create this type of ticket. You will need to input the product serial number.

° Customer Service

You can create customer service tickets for questions related to contracts and account management.

4; Submit Ticket

@™ startWeb Chat
You can talk to our customer service representatives via online web chat.

DOA/RMA Ticket
° You can create a DOA/RMA ticket to replace a registered or un-registered product that was defective when received, or to replace units with a hardware

failure that are covered by an active support contract. The product serial number is required in all cases.
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Step 1: Offline Licenses

4. Provide the requested ticket info. Specify the Category as CS Contract/License.

Ticket CS Ticket

Wizard Serial Number: N/A

@ Request Type > (2) Basicinfo > 3 Comment > 4 Completion
Specify Ticket Information

Serial Number: @
Contact Information

Name:* Tony Correia

Email:* tcorreia@fortinet.com @
Telephone: +1 7783295001
Mobile Phone:

Ticket Information

Subject:* Entitlement File

Category:* CS Contract/License

5. Use the Add Comment form to request the entitlement file for your account and click Next. The confirmation
message opens. An email with entitiement file will be sent to your address.

Ticket
Wizard

CS Ticket

Serial Number: N/A

@ Request Type > @) Basicinfo > (3) Comment > 4 Completion

Add Comment

Note: The maximum characters system allow to be entered here is 8000,

Hello,
Can | please have the entitlement file for my account?

Thank youl

Attachments

Log File v Configuration ~ Virus Sample File (Temp) Other ~

Prepare and Install the licenses on FortiManager

To prepare and install the licenses:

On FortiManager, install the FortiManager license file. FortiManager will reboot.
After rebooting, log in to FortiManager again.
Go to System Settings > Network. The System Network Management Interface pane opens.

On port1 interface, enable HTTPS, PING, SSH, FortiGate Updates, Web filtering and its corresponding IP
addresses.

Ao b=
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Step 1: Offline Licenses

E:E System Sethings

€3 Dashboard

& All ADOMs

& HA

a Admin ~

Administrators
Profile
Remote Authentication Server
Admin Settings
SAML S50
EB Certificates v
Local Certificates
CA Certificates
CRL

Remote Certificates

& Event Log

System Network Management Interface
Name portl
IP Address/Netmask 192.168.1.13/255.255.255.0
IPvé Address =/0
Administrative Access EHTTPS OHTTP EPING E5SH CISNMP CWeb Service
IPv6 Administrative Access CHTTPS CIHTTP CJPING [JSSH CISNMP [Web Service
Service Access FortiGate Updates

Bind to IP Address € 192.168.1.20/255.255.255.0

B web Filtering

Bind to IP Address € [ 192.168.1.21/255.255.255.0
Default Gateway
Primary DNS Server 208.91.112.52
Secondary DNS Server 208.91.112.53

All Interfaces Routing Table IPvé Routing Table Packet Capture

5. Goto FortiGuard > Settings. Configure the following settings and click Apply.

Enable Communication with Set to OFF

FortiGuard Server

Enable Antivirus and IPS
Service

Web Filter Service

Email Filter Service

Setto ON

Select the FortiGate, FortiMail, FortiSandbox and FortiClient versions that you
need FortiManager to support as FDS for AV and IPS.

Enable f required.

Enable if required.
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Step 1: Offline Licenses

&> C o © & https;//192.168.1.13/p/app/#!ffortiguard/advanced Q omm e w v Inm& =

S°%  FortiGuard v 0 @ » () admin

¥ Licensing Status

2 Package Management > | Enable Communication with FortiGuard Server orF
[EB Query Server Management >
& Firmware Images Enable AntiVirus and IPS Service u
FortiGate Osa Oss Oso Q62
FortiMail Danva Dalvs Balve
FortiSandbox Daivi Oaivz Qaive
FortiClient Oailva Oso Osz2 Osa4 Osé B0
FortiSwitch Osa Ose Oeo Os2
Enable Web Filter Service
‘Web Filter Database
Version 0.000
Last Updated o
Enable Email Filter Service [ on ]
Email Filter Database 1 [Email Filter Database 2 Email Filter Database 3
Version 0.000 0.000 0.000
Last Updated

Upload Options for FortiGate/FortiMail

AntiVirus/IPS Packages ® Upload
Web Filter Database ® Upload
Email Filter Database ® Upload
Service License ® Upload

Upload Options for FortiClient
AntiVirus/IPS Packages @® Upload

6. On the Settings page, FortiGate/FortiMail > Service License. Upload the entitlement file you received from the
support team and click Apply.

Service License Upload

Upload file by drag & drop here or

7. Open FortiManager's CLI console, and execute the following command:
config system admin setting
set unreg dev opt add allow service
end
8. Reboot FortiManager.
9. After FortiManager reboots, verify the serial number(s) for your devices are available in the FortiManager DB.
#diagnose fmupdate dbcontract fgd.
The following is an example of the output.
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Fortinet Technologies Inc.

10



Step 1: Offline Licenses

FSAVMO00000000000000 [SERIAL-NO]
Contract: 10
AVDB-1-06-20210113
COMP-1-20-20210113
ENHN-1-20-20210113
FQDB-1-20-20210113
FMWR-1-06-20210113
FURL-1-06-20210113
I5SS-1-06-20210113
NIDS-1-06-20210113
SBEN-1-06-20210113
SPRT-1-20-20210113

License FortiGate from FortiManager

To license FortiGate from FortiManager:

1. Onthe FortiGate, go to Dashboard > Status and verify FortiGate is not licensed yet.
Q~ >~ 11 0 L@ z admin ~

I
Licenses i BEAAEE \/irtual Machine i~
@ FortiCare Suppprt A FGVMEV License

© Firmware & Ge| “t2tus @ NotSupported Allocated vCPUs 1/1
© IPS
® AntlVirus Allocated RAM 1002 MiB/1GiB

""""""

FortiToken 0/0

2. On FortiGate, set the FortiManager as Central Management.
a. Goto Dashboard >Security Fabric > Settings.
b. Enable Central Management, and configure the following settings:

Type FortiManager
Mode Normal
IP/Domain Name Set the IP address of the FortiManager in your network.

FortiSandbox 4.0.0 Air-Gapped Mode
Fortinet Technologies Inc.



Step 1: Offline Licenses

FortiOS VM64 FortiOS-VMé64

@ Dashboard > Security Fabric Settings
I-\Z_\' Security Fabric v
Physical Topology (P FortiGate Telemetry
Logical Topology

O FortiAnalyzer Logging
Security Rating

Automation (B Cloud Logging
Settings *

@ Central Management
Fabric Connectors

1% F FortiManager Cloud i

I FortiView & Type C ager 1 FortiGate Cloud
o Network 5 Mode Backup

IP/Domain Name | 192.168.1.13
£ System >

2 : L+]

B Policy & Objects >

Status © Not Managed
& Security Profiles >
O VPN >
& User & Device s (@ Sandbox Inspection
= WiFi & Switch Controller >

(® Fabric Devices
Ll | og & Report >
€ Monitor 2 @ FortiClient Endpoint Management System (EMS)

c. Click Apply.

3. Upload the license of the FortiGate-VM.
a. Go to support.fortinet.com and download the FortiGate-VM license. See, Viewing product details.
b. Goto Dashboard > Licenses.
c. Upload the FortiGate-VM license you downloaded from support.fortinet.com. Once the license is uploaded,
FortiGate will reboot.
4. Add the FortiGate to FortiManager

a. On FortiManager, go to Device Manager > Device & Groups. You will see a new unregistered device request
notification.

Device & Groups Firmware License Provisioning Templates Scripts SD-WAN 2@~ 01 (§ adminv

[ Authorize @ Hide W Delete [J Display Hidden Devices

| 192168112 | FortiGate 6.2build1010

FGVMOBTM19003649

@FGVMOSTM19003649 Configuration & Logging

Ay
b ] L4
9 If you did not get the request, you can add the FortiGate manually.

b. Go to Device Manager > Unauthorized Devices.
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Step 1: Offline Licenses

c. Selectthe FortiGate and click Add Device. The Import Wizard launches and adds the device.

Add Device

Mame FGVMOBTM12003649

IP Address 192.168.1.12

Status € Device is added successfully

Discovering device

Creating device database
Initializing configuration database
Retrieving configuration

O IR <IN SO

Retrieving support data
Retrieving HA configuration

Updating group membership
Successfully add device

N ([ (T

Check Device Status

e To manage policies and objects of this device, you need to import them into
FortiManager database.

[ F

5. After the FortiGate is added to FortiManager, go to Device Manager > Managed Devices.

%af  Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN
@ Add Device v~ @B Device Group~ & Install Wizard X Tools v (@ Table View v

H
L 0 Devices Q 0 Devices B 0 oevices
a '&' Connection Down s Device Config Modified Policy Package Modified

[ Edit ¥ Delete 3 ImportPolicy & installve §More~ ¥ Column Settings -

O A Device Name Config Status  Policy Package Status. Firmware Version Host Name: P Address Platform
FortiOS-VMé4 Synchronized Never installed FortiGate 6.2.2,build1010 (GA) FortiOS-VMé4 192.168.1.12 FortiOS-VM6é4
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Step 1: Offline Licenses

6. If you have synced the policy with FortiGate, you will see the policy package status change.

Device & Groups Firmware License Provisioning Templates  Scripts  SD-WAN

l 0 pevices 0 Devices 0 Devices
Connection Down Device Config Modified Policy Package Modified

v 3 & Install +  § More ~

Host Name: 1P Address Platform
0O #FGVMOSTM19003649 « Synchronized =+~ FGVMOBTM19003649_root FortiGate 6.2.2 build1010 (GA) FGVMOSTM1900364% 192168.1.12 FortiGate-VMé&4

7. FortiGate validates the license from FortiManager. Please allow some time for the validation process to complete.
If the process takes too long, you can try to upload the entitlement file again.

FortiGuard + 00 ‘ admin

£ Refresh @ Hide License Expired Devices % Column Settings - -
& Package Management *| O Device Name Serial Number Platform ADOM AntiVirus 1Ps Email Filtering ~ Web Filtering Outbreak Protecti Industrial DB Support
EBQuery Server Management  >| O @ FGVMOBTMI9( FGYMOBTM1900 FortiGate-VM64  root ©2020-12-10  (©2020-12-10  ©2020-12-10  (2)2020-12-10 22020-12-10  (©2020-12-10

& Firmware Images.
£ Settings

FortiSandbox 4.0.0 Air-Gapped Mode
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Step 2: Licensing FortiSandbox

Step 2: Licensing FortiSandbox

Ensure that SIMNET is enabled and then point FortiSandbox to the FortiManager as the License Server. Once
FortiManager is designated as the license server, validate the FortiSandbox license.

To license FortiSandbox:

1. Enable SIMNET on page 15
2. Validate FortiSandbox License on page 19
3. Point FortiSandbox to the FortiManager as License Server on page 15

Enable SIMNET

On FortiSandbox, ensure that SIMNET is enabled to prevent FortiSandbox from sending requests through port3
(optimization).

To enable SIMNET:

Log in to FortiSandbox.

Go to Scan Policy > General.

Deselect ‘Allow Virtual Machines to access external network through outgoing port3'.
In the System Information dashboard, verify the status of SIMNET is ON.

VM Internet
ACCESS [(SIMNET ON)|

o bd-=

Point FortiSandbox to the FortiManager as License Server

To point FortiSandbox to FortiManager as License Server:

1. Login to FortiManager.
2. Goto System Settings.

FortiSandbox 4.0.0 Air-Gapped Mode
Fortinet Technologies Inc.
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Step 2: Licensing FortiSandbox

3. Inthe System Information widget, enable Administrative Domains. Log in again if required.

Administrative Domain

Are you sure that you want to enable administrative domain feature?

4. Go to system SSettings > ADOMs.

FortiSandbox 4.0.0 Air-Gapped Mode
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Step 2: Licensing FortiSandbox

€23 Dashboard
& All ADOMs
2 Network
& HA
a Admin
Administrators
Profile
Remote Authentication Server
Admin Settings
SAML SSO
EB Certificates
Local Certificates
CA Certificates
CRL
Remote Certificates
& Event Log
[ Task Monitor
E: Advanced
SNMP
Mail Server
Syslog Server
Meta Fields
Advanced Settings

opens.

Device Manager ~

@ Add Device

== Create New

Device & Group

= Table View ~

a. Click ‘Add Model Device.

5. Right-click the FortiSandbox ADOM, and click Enter ADOM > Device Manager.
[# Edit

# Collapse Devices
< Expand Devices

S

= Enter ADOM €3 Disable ADOM § Mo

O FortiCarrier FortiCarrier 6.2
O root FortiGate 6.2
O Global Database Global 6.2
O FortiAnalyzer FortiAnalyzer
O FortiAuthenticator FortiAuthenticator
O FortiCache FortiCache
O FortiClient FortiClient
O FortiDDoS FortiDDoS
0O FortiMail FortiMail
O FortiManager FortiManager
O FortiNAC FortiNAC
O FortiProxy FortiProxy
O Fortiweb [ Edit FortiWeb
O Syslog Syslog
O Chassis

= Enter ADOM

€3 Disable ADOM

6. Once inside the FortiSandbox ADOM, click ADD Device at the top left-side of the page. The Add Device dialog

b. Type the device Name and Serial Number and then select the Device Model (FortSandbox-VM) and Firmware

Version.

c. From the Link Device By dropdown, select Serial Number.

FortiSandbox 4.0.0 Air-Gapped Mode
Fortinet Technologies Inc.
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Step 2: Licensing FortiSandbox

d. Click Next. The Add Device wizard launches.

Add Device

(O Discover (®Add Model Device

The model device will automatically link to real device(s) by serial number or
pre-shared key.

MName FSAVMO0000013961

Link Device By Serial Number

Serial Number FSAVMO0000013961

Device Model FortiSandbox-VM

Firmware Version 31

7. Wait for the wizard to create the required database for the FortiSandbox, and click Finish.
Add Device

Name FSAVMO0000013961

1P Address

Status @ Device is added successfully
+ Creating device database
+ Retrieving high availability status
+ Initializing configuration database
+ Updating group membership
 Successfully add device

8. On FortiManager, upload the FortiSandbox entitlement file that you received from the support team if you have a
separate entitlement file for FortiSandbox.

A\,
‘9' If you have entitlement file for the entire account, FortiSandbox will be included in the
- account entitlement file.

a. Goto FortiGuard > Settings > Upload Options for FortiGate/FortiMail. The Service License Upload dialog
opens.

FortiSandbox 4.0.0 Air-Gapped Mode
Fortinet Technologies Inc.
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Step 2: Licensing FortiSandbox

b. Click Upload and upload the FortiSandbox entitlement file.

Service License Upload

Uplaad file by drag & drop here or [l
FSAVMO0000013961_entitiement_file dat

Validate FortiSandbox License

FortiSandbox needs to point to FortiManager as License Server. The initial status of the FortiSandbox license should be
unlicensed (Upload License) in the System Information dashboard.

FortiSandbox 4.0.0 Air-Gapped Mode
Fortinet Technologies Inc.
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Step 2: Licensing FortiSandbox

==w FortiSandbox VM

What are you looking for? Q
System Information g £N
FortiView Unit Type Standalone
Network Host Name thA;r\]Fgg?D{}DDD{]DD{]
System Serial Number FSA-VMO0000000000
Virtual Machine System Time 12'31:{ ElijﬁcT (%?gl?a %gg}l?

ECcOT@TP &+

Scan Policy : ; v3.1.2,build0125
Firmware Version (Interim) [All firmwares]
Scan Input
VM License A [Upload License]
File Detection
System Last Backup: N/A
i ctaricirts onfiguration [Backup/Restore]
. Current User admin
URL Detection
- 0 day(s) 7 hour(s) 0
Log & Report SETE mmute{s}
Windows VM A
Microsoft Office £ [Upload License]
VM Internet Access 4 [(SIMNET ONJ)]
FDM Download A
Server
Community Cloud
Server & &
Web Filtering Server A\
To validate a FortiSandbox license:
1. Log in to FortiSandbox.
2. Goto FortiGuard and configure the following settings and click Apply.
FortiGuard Server Location Nearest
FortiGuard Server Settings Select Use override FDN server to download module updates and enter the

FortiManager's IP address.

FortiSandbox 4.0.0 Air-Gapped Mode
Fortinet Technologies Inc.



Step 2: Licensing FortiSandbox

FortiSandbox Community Select Use override server for community cloud server query (address or
Cloud & Threat Intelligence address: port) and enter the FortiManager's IP address.
Settings

FortiGuard Server Location

FDN Server Location Neare | US Region

FortiGuard Server Settings
[ Use override FDN server to download module updates |192.168.1.13
[JUse Proxy

Connect FDN Now

FortiGuard Web Filter Settings
[JSecure Connection

%] U%de server for web filtering query (address or address:port) |19?_168.1.13

53
[JUse Proxy

VM Image Download Proxy Settings
[JUse Proxy

FortiSandbox Community Cloud & Threat Intelligence Settings
] Us&ide server for community cloud server query (address or address:port) |192.168.1.13

53
[[JUse Proxy

Apply

3. Click Connect FDN Now.

4. Download the FortiSandbox license file from the product page on support.fortinet.com. See, Asset Management
Admin Guide > Viewing product details.

5. Loginto FortiSandbox.

6. Go to Dashboard > System Information > Upload License. Select the (.lic) file for FortiSandbox. FortiSandbox will
reboot.

Are you sure you wantto upload a new license file?

FortiSandbox 4.0.0 Air-Gapped Mode 21
Fortinet Technologies Inc.


http://support.fortinet.com/
Document

Step 2: Licensing FortiSandbox

7. After rebooting, issue a test-network on FortiSandbox to confirm the license status.

E:E FortiSandbox VM

What are you looking for? Q
System Information S o N
@& Dashboard y =~
s FortiView > Unit Type Standalone s
Oi" Network > Host Name Fgﬁa\{ggom 13961
o ] System ? Serial Number FSAVMO00000013961
i i > : Tue Jan 28 02:14:40 2020
Ij] Virtual Machine System Time UTC [Change]
B, Scan Policy 4 v3.1.2,build0125
i Firmware Version  (jhierim) [All firmwares]
s Scan Input ?
. VM License @ [Upload License]

8. Loginto FortiManager.
9. Goto FortiGuard > Licensing Status. Verify that FortiSandbox is licensed. You should see the license dates of
FortiSandbox.

e:E FortiGuard v

& Licensing Status & Refresh © Hide License Expired Devices & Column Settings +

& Package Management ADOM AntiVirus Ps Email Filtering ~ Web Filtering Outbreak Protect Industrial DB Support
>| O & FGVMOBTM19 FGVMOBTM190C FortiGate-VM64  root ©)2020-12-10 ©)2020-12-10 ¥2020-12-10  (£)2020-12-10 ¥ 2020-12-10 ¥ 2020-12-10
O (@ FSAVMO000OC FSAVMOOD0001: FortiSandbox-VM FortiSandbox ~ (©)2021-01-14  (2)2021-01-14 2)2021-01-14 ©2021-01-14  (2)2021-01-14

B Query Server Management
& Firmware Images

£ Settings

FortiSandbox 4.0.0 Air-Gapped Mode
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Step 3: FortiManager Security Updates (FortiGate)

Step 3: FortiManager Security Updates (FortiGate)

Prepare FortiManager as the update server and then install the offline FortiGate security updates on FortiManager. After
the installation is complete, verify FortiGate is receiving the offline updates.

To use FortiManager as the update server:

1. Prepare FortiManager as the update server on page 23
2. |Install offline FortiGate security updates on FortiManager on page 24
3. Verify FortiGate is receiving offline updates on page 25

Prepare FortiManager as the update server

To prepare FortiManager as the update server:

Log in to FortiManager.
Go to FortiGuard > Settings.
Go to Upload Options for FortiGate/FortiMail > Antivirus/IPS Packages, and click Upload.

Select the packages downloaded and available on removable media, and install them on FortiManager.
After the installation is complete, all the required packages should be available on FortiManager.

PoON=

AntiVirus/IPS Packages Upload

Upload file by drag & drop here or

FortiSandbox 4.0.0 Air-Gapped Mode
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Step 3: FortiManager Security Updates (FortiGate)

5. Goto FortiGuard > Package Management > Receive Status. You should see the packages with the corresponding
installation date.

| Licensing Status € Refresh [ Show Used Object Only # Column Settings -
& Package Management O Package Name Product Service Entitlement Type Latest Version (Release Date/Time) Size
O 06002000APDBOO" FortiGate 04002000APDB00103 15.00762 (2020-01-21 19:23:00) 24596 KB Latest m A
3 Service Status O 06002000AVDBOO FortiGate 06002000AVDB00201 74.00712 (2020-01-22 19:20:00) 2.39 MB Latest m o
EBQuery Server Management v | ) 06002000AVDB0O FortiGate 06002000AVDB00701 74.00712 (2020-01-22 19:19:00) 1001 MB EEY Chang= IR
£ Receive Status O 06002000AVDBIO FortiGate 06002000AVDE10201 7400712 (2020-01-22 19:20:00) 7.27KB Latest m hcl
£ Query Status O 06002000AVDB10 FortiGate 06002000AVDB10701 7400712 (2020-01-22 19:19:00) 27.60KB Latest m Ac]
i Firmware Images O 06002000NIDSD24 FortiGate 06002000NIDS02403 15.00763 (2020-01-22 01:32:00) 653.96 KB Latest m ©
£ Settings O 06002000NIDS025 FortiGate 046002000NIDS02503 15.00763 (2020-01-22 01:32:00) 117MB Latest AC

Install offline FortiGate security updates on FortiManager

To install offline FortiGate security updates:

1. Login to FortiManager.
2. Goto FortiGuard > Package Management > Service Status. You will see that FortiGate's Status is Never Updated.

1 @ > (§ admin v

¥ P C X, Push All Pending €2 Refresh 4 Column Settings - By Package [ By Device: _
& Package Management ~| O Device Name Serial Number Status Last Update Time
0O 4 FGVMOBTM1900364% FGVMOBTM1%003649 @ Never Updated

1t Licensing Status

L3 Receive Status

BB Query Server Management v

3. Loginto FortiCloud. The Asset Management portal opens.
4. Goto Support > Download > FortiGuard Service Updates.

8 Services v € Support ¥
Downloads FortiCare
W Firmware Download 4 Create a Ticket 4 Manage Tickets
& VM Images © Manage Active Tickets  [#] Ticket Survey

@ Service Updates © Contact Support € Technical Web Chat

@ HQIP Images
TOTAL

# Firmware Image Checksum
Products

Resources

5. Select the FortiGate from the list.

FortiSandbox 4.0.0 Air-Gapped Mode
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Step 3: FortiManager Security Updates (FortiGate)

6. Select the version you want to use and download the packages.

M, Select a version that is supported by FortiManager.
9 We recommend storing the packages on removable media (for example) to install on
- FortiManager.

FortiGuard
Updates

Download FortiGuard Service Updates

VCM FortiGate FortiGate
FortiSandBox 0S Version:
v6.2.0 x

Product Model

Type File Creation Date
Virus Definition 056.2.0_75.01617.ETDB ( MDS) 2020-02-24
Attack Definition 056.2.0_15.00785.NIDS ( MD5) 2020-02-24
Industrial Definition 056.2.0_15.00784.I1SDB ( MD5) 2020-02-24
FortiGate YMO02
Application Definition 056.2.0_15.00785.APDB ( MD5) 2020-02-24
Internet Service Definition fos62_00007.00494 ( MD5) 2020-02-24
Botnet IP database 056.2.0_4.631 (MD5) 2020-02-24

Verify FortiGate is receiving offline updates

To verify FortiGate is receiving updates:

1. Login to FortiGate and go to System > FortiGuard.
« If FortiGate is not receiving updates (as in the figure below) proceed to Step 2.
« If FortiGate is receiving updates proceed to Step 3.

FortiSandbox 4.0.0 Air-Gapped Mode
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Step 3: FortiManager Security Updates (FortiGate)

="= FortiGate VM&4  Ft
.-

@ Dashboard

¥ Security Fabric

I FortiView

& Network

& System
Administrators
Admin Profiles
Firmware
Settings
HA
SNMP

Replacement Messages

FortiGuard

FortiGuard Distribution Network

License Information
Entitlement
FortiCare Support
Enhanced Support
Virtual Machine
Allocated vCPUs

Allocated RAM

Firmware & General Updates

Application Control Signatures

Status
© Registered - tscully@fortinet.com (@ Launch Portal
@ 8x5 support - expires on 2020/12/09

© Valid - expires on 2020/12/11

1002 MiB

[ FortiGate VM License

8

@ Licensed -

=d  2020/01/22

® Version 15.00762 © Upgrade Database

Aumiced Device & OS Identification @ Version 1.00083
i
Feative Visibiity Internet Service Database Definitions | © Version 6,00076
Certificates ; . Z .
Intrusion Prevention @ Licensed - expires on 2020/12/09
& Policy & Objects ¥
& Security Profiles s IPS Definitions @ Version 1500763 © Upgrade Database
J=R%- ] > IPS Engine © Version 500035
& User & Device » Malicious URLs @ Version 1.00001
F WIFi & Switch Controll » r
i R Botnet IPs @ Version 1.00000 = ViewList

| Log & Report »
€ Monitor » Baotnet Domains @ Version 0.00000 B View List

2. Update the configuration to disable the default update servers.

config system central-management
set type fortimanager
set fmg "192.168.1.13"
config server-list

edit 1

set server-type update

set server-address 192.168.1.13
next
edit 2

set server-type rating

set server-address 192.168.1.21
next
end

set include-default-servers disable
end

FortiSandbox 4.0.0 Air-Gapped Mode
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The complete central management config should be:
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Step 3: FortiManager Security Updates (FortiGate)

3. Goto Logs & Reports > Events. Verify that the updates are being received from FortiManager.

@ Dashboard ]
3% Security Fabric 3
I FortiView )
b+ Network 3
£ System )
B Policy & Objects 3
& Security Profiles b
O VPN 3
& User & Device H
® WiFi & Switch Controller >
II-I'! Log & Report =

Forward Traffic

Local Traffic

Sniffer Traffic

AntiVirus

FortiSandbox 4.0.0 Air-Ga
Fortinet Technologies Inc.

c X © Add Filter

Date/Time
2020/01/22 04:25:28
2020/01/22 04:25:10
2020/01/22 04:22:07
2020/01/22 04:20:28
2020/01/22 04:18:42
2020/01/22 04:18:38
2020/01/22 04:17:55
2020/01/22 04:17:22
2020/01/22 04:16:55
2020/01/22 04:15:28
2020/01/22 04:14:31
2020/01/22 04:14:05

VI PV DA AN

pped Mode

Level

User

% admin

% admin

admin
admin

admin

admin

admin

ek

| System Events= [z = [0 Details

Message
Delete 4 old report files
Administrator admin timed out on ssh{192.168.1.10)
Administrator admin timed out on https{192.168.1.10)
Delete 3 old report files
Fortigate update now fdni=yes fsci=yes from 192.168.1.13:88%0
User admin requested an update-now from ssh(192.168.1.10)
Administrator admin logged in successfully from ssh(192.168.1.10)
Administrator admin logged in successfully from https(192.168.1.10)
Fortigate update now fdni=yes fsci=yes virdb(74.00712) etdb(1.00000) exdb{1.00000) idsdb(15.00763) idsetdb{0.00000) idsurldb
Delete 4 old report files
Administrator admin logged in successfully from https(192.168.1.10)

Configuration is changed in the admin session

el ensh Femrm rebl 40 140 1 1M
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Step 4: FortiManager Security Updates (FortiSandbox)

Step 4: FortiManager Security Updates (FortiSandbox)

Install the offline FortiSandbox security updates on FortiManager and verify FortiSandbox is receiving the updates.
Install Web Filtering DB on FortiManager and then verify the Web Filtering Queries on FortiGate and FortiSandbox.

Requirements:

If you have not completed Install offline FortiGate security updates on FortiManager on page 24, please do so now. This
will set FortiManager as the update server for FortiSandbox.

To receive offline security updates on FortiSandbox:

Install Offline FortiSandbox Security Updates on FortiManager on page 28
Verify FortiSandbox is receiving offline updates on page 1

Install Web Filtering DB on FortiManager on page 30

Verifying Web Filtering Queries on FortiGate and FortiSandbox on page 31

PoOobd-=

Install Offline FortiSandbox Security Updates on FortiManager

1. Loginto FortiCloud. The Asset Management portal opens.
2. Goto Support > Download > FortiGuard Service Updates.

8 Services v € Support ¥

Downloads FortiCare
* B Firmware Download 4 Create a Ticket 4 Manage Tickets
% VM Images © Manage Active Tickets  [#] Ticket Survey
@ Service Updates © Contact Support € Technical Web Chat
@ HQIP Images
11 ## Firmware Image Checksum

Resources

3. Locate the FortiSandbox in the list.
4. Selectthe version that you would like to use that is supported by FortiManager.
5. Download the packages and have them available on removable media (for example) to install on FortiManager.

FortiGuard .
Download FortiGuard Service Updates
Updates

FortiGate
VCM FortiGate FortiSandBox

 FortiSandBox 0S Version:

ar

v3.1.0

Product Model Virus Definition IPS Definition Engine

FortiSandbox VMOD 053.1.0_75.00505 ( MD5) O5F5A_3.1.0_2.03003 ( MD5) O5F5A,_3.1.0_1.081.fsa100 ( MD5)

6. Loginto FortiManager.
7. Goto FortiGuard > Settings.

FortiSandbox 4.0.0 Air-Gapped Mode 28
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Step 4: FortiManager Security Updates (FortiSandbox)

8. Go to Upload Options for FortiGate/FortiMail > Antivirus/IPS Packages, and click Upload.

9. Select the packages you downloaded and stored on removable media, and install them on FortiManager. After the
installation, all the required packages should be available on FortiManager.

AntiVirus/IPS Packages Upload

Upload file by drag & drop here or

10. Open the CLI console and verify the output of diagnose fmupdate fds-getobject.

Verify FortiSandbox is receiving offline updates

On FortiManager, go to System Settings > Event Log. Verify the update requests from FortiSandbox.

FortiSandbox 4.0.0 Air-Gapped Mode
Fortinet Technologies Inc.



Step 4: FortiManager Security Updates (FortiSandbox)

Remote Certificates FortiGuard service event Object update request from Send new version object to device (sn:FSAVM00000013961, ip=127.0.0.1): objid=03001002SBEN01000,
device or FortiClient received  curr_ver=03001.00063 new_ver=03001.00081
FortiGuard service event Object update request from Send new version object to device (sn:FSAVM00000013961, ip=127.0.0.1): objid=03001002SBEN00%00,
[ Task Monitor device or FortiClient received  curr_ver=03001.00153 new_ver=03001.00177
E: Advanced ~ FortiGuard service event Object update request from Send new version object to device (sn:FSAVM00000013961, ip=127.0.0.1): objid=03001000SBDB00400,
device or FortiClient received  curr_ver=00002.02806 new_ver=00002.03018
SNMP
FortiGuard service event Object update request from Send new version object to device (sn:FSAVM00000013961, ip=127.0.0.1): objid=03001000SBDB00300,
Mail Server device or FortiClient received  curr_ver=00000.00000 new_ver=00076.00222
Syslog Server FortiGuard service event Object update request from Send new version object to device (sn:FSAVM00000013961, ip=127.0.0.1): objid=03001000SBDB00200,
device or FortiClient received  curr_ver=00000.00000 new_ver=00076.00198
Meta Fields FortiGuard service event Object update request from Send new version object to device (sn:FSAVM00000013961, ip=127.0.0.1): objid=03001000SBDB00100,
Advanced Settings device or FortiClient received  curr_ver=00001.00000 new_ver=00076.00230 v
< >

Install Web Filtering DB on FortiManager

Web filtering DB is not available for download from support.fortinet.com. To download the DB, you need an online
FortiManager to download the DB, and then export it to the offline FortiManager.

To install Web Filtering DB on FortiManager:

1. Login to FortiManager.
2. Goto FortiGuard > Query Server Management > Receive Status. Verify that you have the Database FURL.

& Licensing Status & Refresh ¥ Column Settings ~
& Package Management *| O History i Latest Version (Release Date/Time) Size Update Histary
{8 QueryServer Management [T T T 7 7 ST e3sca ©
HW“ O sPamMODL i t: 101.54921(2020-01-23 08:30:01) 769.95 MB ©
S — 5 O spamooz E: e 2 92.32775(2019-09-27 00:38.01) 4601 MB o

® Query Status

O seamoos 78.60521(2015-09-25 03:26:01) 30.71M8 ©
| @ Firmware Images

® Settings

3. Prepare an external FTP/SCP/TFTP server on the network to export the DB. Expect the DB to be multiple GBs. To
do this, open the FortiManager CLI console and execute the following command:

execute fmupdate {ftp | scp | tftp} export <type> <remote file>
<ip> <port> <remote path><user> <password>

The following images shows an example of how exporting the DB to an external FTP server should look.

FMG-VM&4 # execute fmupdate ftp export url url.db 192.148.3.88 / ahmad fortinet
Package backup is in process... This could take some time.
leclient command result:Response=282 |

Start sending file to FTP Server...

Transfered 6853.873M of 6853.873M in B8:88:33s (202.794M/s)
FTP transfer is successful.

Backup successTully.

FMG-VM&4 #

4. Copy the DB to a USB stick/CD-DVD Drive and move it to the offline network.
5. Setup the FTP/SCP/TFTP server to import the DB onto the offline FortiManager.
6. Login to the offline FortiManager.

FortiSandbox 4.0.0 Air-Gapped Mode
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Step 4: FortiManager Security Updates (FortiSandbox)

7. Goto FortiGuard > Query Server Management > Receive Status. Verify FURL is not selected to ensure there is no
URL filter Database.

|# Licensing Status & Refresh ¥& Column Settings -
& Package Management »| O History Package Received Latest Version (Release Date/Time) Size Update History
EB Query Server Management «| O | FURL Web Filter Database 0.000(- -) 0B ©
O spamoo1 Email Filter Database 1 0.000(- ) 0B Q
O  spamoo2 Email Filter Database 2 0.000(- -) 0B ©
L Query Status O  sPAMOO4 Email Filter Database 4 0.0001- ) 0B ©
& Firmware Images
{3 Settings

8. Using the offline FortiManager's CLI console, import the URL filter DB using FortiManager CLI:
execute fmupdate {ftp | scp | tftp} import <type> <remote file>

<ip> <port> <remote path><user> <password>

The following images shows an example of importing the DB using an FTP server.

9. Goto FortiGuard > Query Server Management > Receive Status.
« Ensure you have the Database FURL.
« Double-check the DB Size.

[ Licensing Status &£ Refresh ¥ Column Settings -

2 Package Management > O History Package Received Latest Version (Release Date/Time) Update Hi
B Query Server Management w1 E FURL Web Filter Database 22.51748(2020-01-21 19:55:08) 6.38CB ©
| O spamoo1 Email Filter Database 1 0.000(- -} 08 ©
0O spPamMo02 Email Filter Database 2 0.000(- -) 0B ©
Q Query Status O sPAMOO4 Email Filter Database 4 0.000(- -) 0B ®
i Firmware Images
3 Settings

Verifying Web Filtering Queries on FortiGate and FortiSandbox

To Verify Web Filtering Queries on FortiGate and FortiSandbox:

1. Loginto FortiGate and enable web filter service and choose any location for the location.

#config system fortiguard

(fortiguard) # set update-server-location any
(fortiguard) # set webfilter-force-off disable
(fortiguard) # end

FortiSandbox 4.0.0 Air-Gapped Mode
Fortinet Technologies Inc.
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Step 4: FortiManager Security Updates (FortiSandbox)

2. Update the server location on FortiGate.

a. Goto System > FortiGuard.
b. Set the following configurations.

Update server location

Filtering

Override FortiGuard
Servers

FortiSandbox 4.0.0 Air-Gapped Mode
Fortinet Technologies Inc.

Lowest latency locations.

Web Filter Cache Enable
Anti-Spam Cache Enable
FortiGuard Filtering UDP
Protocol

FortiGuard Filtering Port 8888

Filtering Service Availability Click Check Again.

Verify Web Filtering and Anti-Spam are
Up.

Click Create New to add the Server Address and select the Server Type.
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Step 4: FortiManager Security Updates (FortiSandbox)

Update Server Location

LT | owest latency locations

Filtering

Web Filter Cache & Clear cache after | 60 Minutes
Anti-Spam Cache & Clear cache after | 30 Minutes
FortiGuard Filtering Protocol ~ HTTPS EINly

FortiGuard Filtering Port 443 | 53

Filtering Services Availability =~ S Check Again
Web Filtering  ©
Anti-Spam Q

Request re-evaluation of a URL's category

Override FortiGuard Servers @

* Create New | # Edit Bl Delete
Server Address Server Type
© 192.168.1.13 Both

Fall back to public FortiGuard servers Disable

Apply

c. Click Apply.

3. Loginto FortiSandbox.

4. Open the CLI console and issue the command test-network. The Web filtering service should turn ON in both
the CLI output and the Dashboard.

FortiSandbox 4.0.0 Air-Gapped Mode
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Step 4: FortiManager Security Updates (FortiSandbox)

FortiView

& o
-
L
o
-
&
"o
8
v
%
|+t

Metwork
System

Wirtual Machine
Scan Policy
Scan Input

File Detection
Network Alerts
URL Detection

Log & Report

S=% FortiSandbox

¥ Unit Type

» Host Mame

’ Serial Mumber
System Time

Firmrvare Version

VM License

3 ma‘tm
Current Liser

3 Uptime
Windows VM
Microsoft Office

WM Internet
Access

FDM Download
Server

Community Cloud
Server

Web Filteri
Server —
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System Information

#

Standalone
FSAVMODO0001 3761
Change)

FSAVMOOO0001 3961

Tue Jan 28 02:14:40 2020
UTC [Change

3.1. 2 bylld0125
i'“llr'lleri#l‘iI LA farmwwares)

& [Upload License]

}aﬂ Backup: N/
Backup/Restore

admin

0 0 hour(s) S0
niwt[aﬂ a

]

ik [Upload License]

i\ [(SIMNET OM)]
]

A
ik
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Step 5: FortiSandbox Microsoft Windows/Office Offline Activation

Step 5: FortiSandbox Microsoft Windows/Office Offline
Activation

Install offline Microsoft Windows VMs and then activate the Windows licenses. After the VM licenses are activated,
activate the offline Microsoft Office licenses.

To activate the Microsoft Office licenses:

1. Microsoft Windows VMs Offline Installation on page 35
2. Offline Microsoft Windows VMs Activation on page 37
3. Offline Microsoft Office Licenses Activation on page 38

Microsoft Windows VMs Offline Installation

To install MS Windows VMs offline:

1. Loginto FortiCloud. The Asset Management portal opens.

2. Locate the FortiSandbox in the Product List and download the VM package file. For more information, see Asset
Portal Admin Guide > Viewing product details.

& ! /, The VM package includes built-in VMs for FortiSandbox. If you need to download
? additional optional OSs, please ask the Fortinet sales team where to download the
- required VM package.

3. Copy the VM package to an offline FTP/SCP/HTTPS server and install it to FortiSandbox using fw-upgrade
command. This process will take some time after reboot.

Example using ftp server:

# fw-upgrade -b -v -tftp -sFTP Server IP -uuser name -f/VMOO base.pkg

FortiSandbox 4.0.0 Air-Gapped Mode
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Step 5: FortiSandbox Microsoft Windows/Office Offline Activation

4. Loginto FortiSandbox after the reboot.
5. Goto Virtual Machine > VM Images and verify the VM package is available. The package will be disabled by default.

=== FortiSandbox VM 2 VM Images

M Images
Q v ge
@ Dashboard E Edit Clone Number ij Enable
s Fortiview >
+ Network >
£ System 5 Name Version Status Enabled Clone # Load # Extensions
DefaultVMs (1/1) %
IL‘::] Virtual Machine o — { ” &
L WIN10X64VM 3 installed 0 0
VM Status & ° o
P MACOSX 0 installed 0 0 macdm
IR, Scan Policy > o - © g
3 : exe htm ppsx ppt ppb xlt
[& ScanInput > # R WindowsCloudVM 0 @ installed [ 0 0 xlam potg(%ldfp Er?] 51
EBLink
pps pot upx WEBLink Ink
B File Detection >
Apply
@ Network Alerts >
S URL Detection >
lshil Log & Report ?
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Step 5: FortiSandbox Microsoft Windows/Office Offline Activation

Offline Microsoft Windows VMs Activation

Microsoft Windows activation offline activation is described in Best Practices Guide > Revalidating Windows license key.

Only one key needs to be activated ror each Windows VM Type.

To activate offline MS Windows VMs:

1. Login FortiSandbox.
2. GotoLog & Report > VM Events.
3. Record one Product Key and its corresponding installation ID for each OS you want to activate.

@ Network Alerts 3 19 2020-01-2903:41:4.. information system VMINIT: WIN10X64VM Start activating Windows 10 online with key RNVP2-BVAM2-F40Q69-X3KGG-0000(
& URL B 5 20 2020-01-2903: . information system WVMINIT: WIN10X64VM No internet access to activate Windows 10 online
21 2020-01-2903:41:4.. error system VMINIT: WIN10X64VM Failed to activate Windows 10 online with key T#PDN-6JVI7-8V4ARG- 1T ORX-C00(
lshl Log & Report i 22 2020-01-2903:41:4.. information system WVMINIT: WIN10X64VM Windows activation error message: Failed to activate Windows with key TPDN-6JVI7-8V4R...
i All Events 23 2020-01-2903:34:5.. information system VMINIT: WIN10X&64VM Start activating Windows 10 online with key TPPDN-6JVI7-8VARQ-J7SRX-0000C
24 2020-01-2903:34:5.. information system VMINIT: WIN10X&4VM No internet access to activate Windows 10 online
System Events 25 2020-01-2903:34:5.. error system VMINIT: WIN10X64VM Failed to activate Windows 10 online with key RNYTD-FQWWVH-4MXVF-HB2Y 7-3000K
m First|  Previous| Pages:| 1 f4 |Next Last TotalLogs:50/196
Job Events
Notification Events # 22 Date/Time 2020-01-2903:41:40
Level information User system
Log Servers User Interface system Action log
Local Log Status SucCess Message VMINIT: WIN10X64VM Windows activation error message: Failed to activate Windows with

key TOPDN-6JVI7-8VARQ-J7SRX-X0000: 08538820899540530538562964829374500267
2091433529101113300009365, 0xB007 2EE2 On a computer running Microsoft Windows n

O ic Logs
Diagnostic Logs on-core edition, run "slul.exe Ox2a 0x80072EE 2" to display the error text.

Summary Report Log ID 0106000001 Sub Type system

¥ Dasenn nrna Lo Tuna enant

4. Open the FortiSandbox CLI console and Install the confirmation ID along with its corresponding product Key using
the following command:
confirm-id.

5. Ensurethe confirmation-id has been added successfully using the following command:
confirm-id -1.

FortiSandbox 4.0.0 Air-Gapped Mode
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Step 5: FortiSandbox Microsoft Windows/Office Offline Activation

6. Reboot FortiSandbox. After the reboot, go to Dashboard to verify the Windows VMs were initialized.

~u
L

ri 11
=== FortiSandbox VM
What are you look il':._'. Tor: Q
& Dishbosd System Information ra
ds ar
s FortiView > Unit Type Standalone
$ Network > Hoxt Name E:Sﬁé‘ur:hélgﬂommasm
£+ System > Serial Number FSAVMO00000013961
(2 Virtual Machine > || systemTime Jietan28 gf;z]: 14:40 2020
&, Scan Policy 4 , . y3.1.2,build0125
E : Firmware Version (jnterim) [All firmwares]
m Scanlinput
- VM License @ [Upload License]
File Detection ?
System I.ast Backup: N!A]
Q@ Network Alerts 3 onfiguration Backup/Restore
S URL Detection N Current User admin
|
: 0dayl(s) O hour(s) 50
[l Log & Report > Uptime minl‘fte 5)
Windows VM (]
Microsoft Office A [Upload License]
| A [(SIMNET ON)]
FDN Download ®
Server
Community Cloud 4
Server 2 4
Web Filteri
Server by o

X

Offline Microsoft Office Licenses Activation

Microsoft Windows activation offline activation is described in Best Practices Guide > Revalidating Windows license key.

Only one key needs to be activated ror each Windows VM Type.
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Step 5: FortiSandbox Microsoft Windows/Office Offline Activation

To activate offline MS Office licenses:

1. Login FortiSandbox.
2. GotoLog & Report > VM Events.
3. Find the log that reports office activation failure, and record the office key and its corresponding installation ID.

FortiSandbox VM & VMEvents > &~ (D~ admin~
B ownload Log 5 istory Logs earc
@& Dashboard & Downiosd L Hi L ® search
e FortiView »
2 @ O Message office =]
& Network »
; # Date/Time Level User Message
o System 5 2020-01-2909:30:0.. information system WVMINIT: WIN10X64VMO16 Office activation error message: Failed to activate Office with key HIVB4-KNRBD-JGFB4-..
ﬁ! Virtual Machine > & 2020-01-2909:28: nformation system VMINIT: WIN10X64VMO16 Start activating Office 2016 online with key HIVE4-KNRBD-JGFB4-WHVMV-XO00K
'!’ 5 Pol N 7 2020-01-290%9:28:5.. information system VMINIT: WIN10X564VMO16 No internet access to activate Office 2016 online
can Policy
-01- :28:4... error system TWIN 4 16 Failed to activate Office online with key a - - 5
8 2020-01-2909:28:4. VMINIT: WIN10X64VMO16 F Office 2016 i GJDBX-N76WD-3X628-XRB66- X000
fem Scan Input ¥ 9 2020-01-290%9:28:4.. information system VMINIT: WIN10X64VMO16 Office activation error message: Failed to activate Office with key GJDBX-N76WD-3X628-...
B File Detection > 10 2020-01-2909:27:3.. information system WMINIT: WIN10X64VMO16 Start activating Office 2016 online with key GJDBX-N76WD-3X628-XR866-X0000(
@ Net X Alert: y 11 2020-01-290%:27:3.. information system VMINIT: WIN10X64VMO16 Nointernet access to activate Office 2016 online
etwor erts
H01- - e EITOr system INIT: WIN 4 16 Failed to activate ce online with key -2N H = =
12 2020-01-2909:27:3 VMINIT: WIN10X64VMO16 F Office 2016 i GTHXH-2NXDM-D4KRR-TDIRF-XOOXKX
% URL Detection 4 13 2020-01-2909:27:3.. information system VMINIT: WIN10X64VMO16 Office activation error message: Failed to activate Office with key GTHXH-2NXDM-D4K...
lshl Log & Report e
First | Previous | Pages: 1 /1 Next Last TotalLogs: 35/35
All Events
System Events # 9 Date/Time 2020-01-29 09:28:48
Level information User system
User Interface system Action log
J v Status SUCCeSS Message VMINIT: WIN10X64YMO16 Office activation error message: Failed to activate Office with key
ification E GIDBX-N76WD-3X628-XR866-X0000¢ 22223830314042024588059234531253291231706
Hotification Events 0330363679757365598645, 0xCO04F017, The Software Licensing Service reported that the Ii
s cense is not installed.
ckacbichd LogID 0106000001 Sub Type system
Local Log Reason none Log Type event
Diagnostic Logs

4. |Install the confirmation ID along with its corresponding product Key using the following CLI command:
confirm-id -K

5. Ensurethe confirmation-id has been added successfully using the following CLI command:
confirm-id -1.

6. Reboot FortiSandbox.
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7. After FortiSandbox reboots, the Windows and Office Licenses should be activated and initialized.

LIl ETyYlUal NpLS LIV STLVEL
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Step 5: FortiSandbox Microsoft Windows/Office Offline Activation

System Information F I
Unit Type Standalone .
Host Name &%ﬂg&m 13961

Serial Number FSAVYMO00000013961
Wed Jan 29 10:09:54

System Time 2020 UTC [Change
3.1.2,build0125
Firmware Version ﬁnterim [All irmwares]
VM License @ [Upload License]
System Last Backup: N/A
onfiguration [Backup/Restore]
Current User admin
. 0 day(s) O hour(s) 16
Uptime min Ete s)

Windows VM (]
Microsoft Office = @ [Upload License]

VM Internet

Access A [(SIMNET ON)]
FDN Download ®

Server

Community Cloud
Server ty A

Web Filteri
Server i o v,

8. Goto System > Virtual Machine > VM Imagesthe FortiSandbox Scan profile:
« Assign the Office files to the VM that has Office installed.
« Assign Clone # a value greater than or equal to 7.

& system > Name Version  Status  Enabled Clone # Load # Extensions

| VirtuaiMachine z
VM Status I W WIN10X64VM 3 @ ativated @ 0 o

B scan pow B WINIOX64VMO16 3 @ activated & 1 1

= RemoteVMs (2)

~ B MACOSX 0 @ installed [x] 0 0 macdmg

E- Scan Input

E File Detection
exe htm ppsx ppt ?mx xls xisx dll doc docx rtf pdf swf jar dotx docm dotm xltx xIsm xItm xIsb

l~* W WindowsCloudVM 0 & installed [x] (4] 0  xlam potx sldxeg mm:sm potm ﬂ)am sldm onetoc thmx bat cmd vbs ps1 js msi msg url dot xit
pps pot upx WEBLink Ink wsf eml iqy jse scr

Apply

Q@ Network Alerts
% URL Detection
|l Log & Report

vV v v v v
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Step 6: FortiSandbox File Query DB

Step 6: FortiSandbox File Query DB

Verify File Query DB on the Online FortiManager and then Export File Query DB. After you export the query DB, verify
FortiSandbox can query the DB.

To query the DB with FortiSandbox:

1
2
3.
4. Configure and Verify FortiSandbox can query file DB on page 43

. Verify File Query DB on the Online FortiManager on page 42

Export File Query DB on page 42
Import File Query DB into FortiManager on page 43

Verify File Query DB on the Online FortiManager

To verify File Query DB on the online FortiManager:

1.

Verify File Query DB on the Online FortiManager using the following CLI command:
config fmupdate service
set query-filequery enable
end

Allow time for the file query DB to update. Ensure the file query DB is available and up-to-date using the following
CLI command:

diagnose fmupdate fgd-dbver fg

FMG-VM64 # diagnose fmupdate fgd-dbver fq
File Query Database Version: 00132.00396
Last Updated: 2020-01-28 07:53:01

FMG-VME4 #

Export File Query DB

Once the DB update is verified on the online FortiManager, export the file query DB to a FTP/SCP/TFTP Server using
the command:

execute fmupdate

The following example shows the export file query DB using FTP server.
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Step 6: FortiSandbox File Query DB

FMG-VMé4 # execute fmupdate ftp export file—query file.md5 192.168.3.80 / ahmad fortinet
Package backup is in process... This could take some time.
lcclient command result:Response=202|

Start sending file to FTP Server...

Transfered 4867.516M of 4867.516M in ©:00:20s (231.986M/s)
FTP transfer is successful.

Backup successfully.

FMG-VMé4 #

Import File Query DB into FortiManager

Using USB Stick or CD/DVD Drive, copy the file to a FTP server inside the closed network. Import the file query DB into
the offline FortiManager using the following CLI command:

execute fmupdate

Configure and Verify FortiSandbox can query file DB

To verify FortiSandbox can query file DB:

1. Verify the file query DB is successfully imported and available in the offline FortiManager using the following CLI
command:
diagnose fmupdate.
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Step 6: FortiSandbox File Query DB

2. Enable file query service on the offline FortiManager so FortiSandbox can query the service.

4. On FortiSandbox, issue the command line test-network to verify the file query service status. The service status
should be Success.

Testing FSA community cloud service ++++HH+++++HH04HH400HHHHHH AR R
Accesz FGD clond =server
Connect to FGD file server:

5. On FortiManager shell, verify the file query request is received from FortiSandbox by checking the fgdsvr.log
under /var/log.
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