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Upgrading FortiSOAR™
This guide covers upgrading a FortiSOAR™ 6.0.0 enterprise instance, High Availability (HA)
cluster or an MSSP configuration to FortiSOAR™ 6.4.0.
Warning: Your existing license will not work when you upgrade your FortiSOAR™
configuration to 6.4.0. You must get a new license for FortiSOAR™ 6.4.0 using the process
detailed in the Licensing FortiSOAR™ chapter in the "Deployment Guide."
Before you upgrade your FortiSOAR™ version to 6.4.0, you must ensure that you can
connect to https://globalupdate.fortinet.net, else the license deployment will fail. You can
yet choose to upgrade your instance without connectivity to
https://globalupdate.fortinet.net, however, your license will not be deployed.
Connectivity to this address is required for fetching the license entitlements and product
functioning post-upgrade.

Upgrading a FortiSOAR™ enterprise instance to 6.4.0
Important: You can upgrade your system to FortiSOAR™ 6.4.0 from FortiSOAR™ 6.0.0 only.
Your existing license will not work when you upgrade your FortiSOAR™ configuration to
6.4.0. You must get a new license for FortiSOAR™ 6.4.0 using the process detailed in the
Licensing FortiSOAR™ chapter in the "Deployment Guide."
The Fortinet Security Orchestration, Automation, and Response Platform™ (FortiSOAR™)
6.4.0 release focuses on improving the usability of FortiSOAR™.
Also, note that the upgrade procedure temporarily takes the FortiSOAR™ application offline
while the upgrade operations are taking place. We recommend that you send a prior
notification to all users of a scheduled upgrade as users are unable to login to the
FortiSOAR™ Platform during the upgrade.

Prerequisites




Before you upgrade your FortiSOAR™ version, it is recommended to clean up the
unnecessary playbook execution run history for optimizing the overall upgrade time. If
you do not clean up the historical logs for playbooks, it might lead to issues On Upgrade,
such as playbooks not getting listed in the executed playbooks log, etc. For the method
to clean the workflow execution run history, see the Setting up auto-cleanup of
workflow execution history topic in the Debugging and Optimizing Playbooks chapter
in the "Playbooks Guide."
Before you upgrade your FortiSOAR™ version, you must take a VM snapshot of your
current system. Only after you have taken a VM snapshot of your system should you
attempt to upgrade FortiSOAR™. In case of any failures, these VM snapshots will allow
you to revert to the latest working state. For steps on how to take a snapshot and revert
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a snapshot, see the Take a snapshot on the vSphere Web Client and Revert to a snapshot
on the vSphere Web Client articles.
Before you upgrade your FortiSOAR™ version, it is highly recommended that you take a
backup of your FortiSOAR™ Built-in connectors' (SSH, IMAP, Database, Utilities, etc.)
configuration, since the configuration of your FortiSOAR™ Built-in connectors might be
reset, if there are changes to the configuration parameters across versions.
Ensure that the ssh session does not timeout by entering into the screen mode. For
more information on how to handle session timeouts, see the Handle session timeouts
while running the FortiSOAR™ upgrade article present on the support site.
Ensure that update.cybersponse.com is reachable from your VM. If you connect using a
proxy, ensure that you set the proxy in the /etc/wgetrc, /etc/environment, and
yum.conf files. This is required to download the upgrade rpm files.

Upgrading FortiSOAR™ from 6.0.0 to 6.4.0
To upgrade your system to FortiSOAR™ 6.4.0, perform the following steps:
1. Users who have root access must run the upgrade installer.
2. ssh to the VM which you want to upgrade from the 6.0.0 version of FortiSOAR™ to the
6.4.0 version of FortiSOAR™.
3. To download the upgrade installer for 6.4.0, run the following command:
# wget https://update.cybersponse.com/6.4.0/upgrade-fortisoar-6.4.0.bin

Note: If your instance can connect to "update.cybersponse.com" only by using a proxy,
then ensure that the proxy is set in the /etc/wgetrc file. For example,
use_proxy=yes
http_proxy=<proxy_server_ip:port>
https_proxy=<proxy_server_ip:port>
4. Run the upgrade installer to upgrade your system to 6.4.0, using the following
command:
# sh upgrade-fortisoar-6.4.0.bin

OR
# chmod +x upgrade-fortisoar-6.4.0.bin
# ./upgrade-fortisoar-6.4.0.bin

Note: The FortiSOAR™ upgrade installers checks /boot for disk space, and if the /boot
has insufficient space, then the upgrade installer exits after displaying an appropriate
error message. Steps for cleaning up /boot are present in the Clean up /boot article.
The FortiSOAR™ upgrade installer also checks the /var/lib/pgsql disk space to ensure
that you have sufficient disk space for pgsql. If you do not have sufficient disk space for
pgsql, in this case also the upgrade installer exits. In these cases, you must increase the
partition size for /var/lib/pgsql. For the procedure to increase the partition size, see
the Issues occurring in FortiSOAR™ due to insufficient space section in the
Deployment Troubleshooting chapter in the "Deployment Guide" for more information.
Once you complete cleaning up /boot and/or increasing disk space (as per the
messages provided by the upgrade installer) and you have sufficient space for
upgrading FortiSOAR™, you must re-run the upgrade installer to continue the process of
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upgrading FortiSOAR™.
Important: If you have created a high availability cluster in FortiSOAR™ 5.0.0 or later,
then you must upgrade each node individually, one after the other. For more
information, see the Upgrading a FortiSOAR™ High Availability Cluster to 6.4.0 section.
For information on how to upgrade a FortiSOAR™ MSSP Configuration to 6.4.0, see the
Upgrading a FortiSOAR™ MSSP Configuration to 6.4.0 section.
5. Once your FortiSOAR™ instance is upgraded, you must log out from FortiSOAR™ and log
back into FortiSOAR™.

Notes with respect to an upgraded FortiSOAR™ 6.4.0 instance




From FortiSOAR™ 6.0.0 onwards, team level Role-Based Access Control (RBAC) is
honored for "Appliance". Earlier this was not honored when GET API was called directly
with the UUID, i.e., /api/3/<module>/<uuid>.
Due to this change in behavior, if you face any issue while for example, accessing a
record using a playbook, you should add the team that owns the record as part of
"Appliance" or make "Appliance" as the default parent of all teams.
2FA TeleSign credentials will stop working from the next major version of FortiSOAR™.
To continue using 2FA with TeleSign, you must subscribe to TeleSign and add your new
credentials to FortiSOAR™ in the Customer ID and API Key fields in the Account
Configuration section of the Settings > Authentication > Account Configuration
page.

Upgrading a FortiSOAR™ High Availability Cluster to 6.4.0
This section describes the procedure to upgrade a FortiSOAR™ High Availability (HA)
cluster. This section considers that the HA setup has an HAProxy configured as a load
balancer.
Important: You can upgrade your FortiSOAR™ HA cluster to 6.4.0 from FortiSOAR™ 6.0.0
only. Your existing license will not work when you upgrade your FortiSOAR™ HA
configuration to 6.4.0. You must get a new license for FortiSOAR™ 6.4.0 using the process
detailed in the Licensing FortiSOAR™ chapter in the "Deployment Guide."
Note that the upgrade procedure temporarily takes the FortiSOAR™ application offline
while the upgrade operations are taking place. We recommend that you send a prior
notification to all users of a scheduled upgrade as users are unable to login to the
FortiSOAR™ Platform during the upgrade.

Prerequisites to upgrading a FortiSOAR™ HA cluster


Refer to the Upgrading to FortiSOAR™ 6.4.0 section and ensure that all the prerequisites
mentioned in that section are met. The upgrade installer will handle all FortiSOAR™
services management.
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Ensure that log out from FortiSOAR™ and log back into FortiSOAR™ after any of your
FortiSOAR™ instances are upgraded.

Upgrading an Active-Active HA Cluster
For the purpose of the following procedure, Node1 is considered as the Active Primary
node, Node2 is considered as the Active Secondary node and the HAProxy.
Important: Approximately 30 minutes of downtime is required for the upgrade.
To upgrade your active-active HA cluster to FortiSOAR™ 6.4.0, perform the following steps:
1. Configure the HAProxy to pass requests only to Node1.
This ensures that FortiSOAR™ requests are passed only to Node1, and Node2 can be
upgraded.
2. Use the #csadm ha command as a root user and run the leave-cluster command on
Node2.
This makes Node2 a standalone system.
3. Upgrade Node2 using upgrade-fortisoar-x.x.x.bin.
Once the upgrade of Node2 is completed successfully, you can now upgrade Node1.
Important: Upgrade of Node1 will incur downtime.
4. Once both the nodes are upgraded then run the join-cluster command from Node2.
5. Configure the HAProxy again to handle requests from both Node1 and Node2.

Upgrading an Active-Passive HA Cluster
For the purpose of the following procedure, Node1 is considered as the Active Primary
node, Node2 is considered as the Passive Secondary node and the HAProxy.
Important: Approximately 30 minutes of downtime is required for the upgrade.
To upgrade your active-passive HA cluster to FortiSOAR™ 6.4.0, perform the following
steps:
1. HAProxy is configured to have Node2 as backup system. Therefore, you require to
comment out that part from HAProxy configuration.
2. Use the #csadm ha command as a root user and run the leave-cluster command on
Node2.
This makes Node2 a standalone system.
3. Upgrade Node2 using upgrade-fortisoar-x.x.x.bin.
Once the upgrade of Node2 is completed successfully, you can now upgrade Node1.
Important: Upgrade of Node1 will incur downtime.
4. Once both the nodes are upgraded then run the join-cluster command from Node2.
5. Configure the HAProxy again to set Node2 as the backup server.
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Upgrading a FortiSOAR™ MSSP Configuration to 6.4.0
This section describes the procedure to upgrade a FortiSOAR™ managed security services
providers (MSSPs) configuration.
Warning: Your existing license will not work when you upgrade your FortiSOAR™ MSSP
Configuration to 6.4.0. You must get a new license for FortiSOAR™ 6.4.0 using the process
detailed in the Licensing FortiSOAR™ chapter in the "Deployment Guide."
Important: You must first upgrade your FortiSOAR™ MSSP master node and only then
upgrade your FortiSOAR™ MSSP tenant nodes.
Ensure that log out from FortiSOAR™ and log back into FortiSOAR™ after any of your
FortiSOAR™ instances are upgraded.

Upgrading a FortiSOAR™ MSSP master node
Prerequisites





At the network level, disconnect the master from the FortiSOAR™ secure message
exchange.
Data that is being sent by tenants will be stored on the secure message exchange.
After you disconnect the master, data stored on the secure message exchange will be
preserved until the upgrade on the master is completed.
Ensure that all playbooks have completed their execution on the master.
You must deactivate the tenant node(s) from the master node before upgrading the
master node.

Procedure
1. If your MSSP master is part of an HA setup, then follow the steps mentioned in the
Upgrading a FortiSOAR™ High Availability Cluster to 6.4.0 section.
If your MSSP master is a standalone system, then follow the steps mentioned in the
Upgrading to FortiSOAR™ 6.4.0 section.
2. Once you have successfully upgraded your MSSP master, then reconnect the master
node to the secure message exchange. You must also reconnect the master node with its
tenant node(s) and reactivate the tenant node(s), then all the records that were created
on the tenant node(s) during the upgrade process will be reflected on the master node.
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Upgrading a FortiSOAR™ Tenant node
Prerequisites






At the network level, disconnect the tenant from the FortiSOAR™ secure message
exchange.
Data that is being sent by the master to the tenant will be stored on the secure message
exchange.
After you disconnect the tenant, data stored on the secure message exchange will be
preserved until the upgrade on the tenant is completed.
Ensure that all playbooks have completed their execution on the tenant.
Ensure that you have stopped all schedule playbooks that fetches data from data
sources to the tenant.
Ensure that you stop any application that pushes data from data sources to the tenant.

Procedure
1. If your MSSP tenant is part of an HA setup, then follow the steps mentioned in the
Upgrading a FortiSOAR™ High Availability Cluster to 6.4.0 section.
If your MSSP tenant is a standalone system, then follow the steps mentioned in the
Upgrading to FortiSOAR™ 6.4.0 section.
2. Once you have successfully upgraded your MSSP tenant, then reconnect the tenant node
to the secure message exchange.

Upgrading a FortiSOAR™ Secure Message Exchange
RabbitMQ supports clustering, that in conjunction with Queue Mirroring can be used for an
Active-Active configuration as explained in the Clustering Guide and in the Highly Available
(Mirrored) Queues article, which includes steps on how to set up the clusters and monitor
queues. The clustered instances should be fronted by a TCP Load Balancer such as
HAProxy, and clients should connect to the cluster using the address of the proxy. For more
information, see the Multi-tenancy support in FortiSOAR™ guide.
Important: For the purpose of the following procedure, we are considering a two-node MQ
mirrored queue clusters that are both added to the HAProxy.

Procedure
1. Configure the HAProxy to pass requests only to Node1, which is the primary node of the
MQ cluster. Therefore, now all requests will be handled by Node1 and Node2 will be
available for maintenance.
2. Log on to the Node2 terminal session as a root user, and upgrade Node2 by following
the steps mentioned in the Upgrading to FortiSOAR™ 6.4.0 section.
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3.
4.
5.

6.
7.

Important: Ensure that you backup your SSL certificates before upgrading.
During the upgrade, if you are monitoring the RabbitMQ Management Portal, you will
observe that Node2 goes offline for 5 seconds and all the requests get handled by Node1.
Once the upgrade is completed, and Node2 comes back online, restore the SSL
certificates.
Configure the HAProxy to route requests through Node2. Therefore, now all requests
will be handled by Node2 and Node1 will be available for maintenance.
Login to Node1, and upgrade Node1 as per the procedure mentioned in step 2.
Note: Ensure that you backup your SSL certificates before upgrading.
During the upgrade, if you are monitoring the RabbitMQ Management Portal, you will
observe that Node1 goes offline for 5 seconds and all the requests get handled by Node2.
Once the upgrade is completed, and Node1 comes back online, restore the SSL
certificates.
Reconfigure the HAProxy to load balance both Node1 and Node2.

Upgrade Troubleshooting
To solve common issues that occur during the upgrade process, see the Troubleshooting
FortiSOAR™ chapter in the “Deployment Guide.”
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