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Change Log

Date Change Description

2022-06-09 Initial release.

2023-05-12 Updated Procedure on page 7 and Upgrading FortiOS from 6.4 to 7.0 on page 20.
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Introduction

This document describes how to navigate SD-WAN configuration changes during upgrade of FortiManager from 6.4 to
7.0. After upgrading FortiManager from 6.4 to 7.0, you must modify the centrally managed SD-WAN configuration before
installing the configuration to FortiGates due to the following design improvements available with SD-WAN 7.0:

l Normalized interfaces used in the FortiManager 6.4 SD-WAN template have been replaced by named interfaces in
the FortiManager 7.0 SD-WAN template.

l Named interfaces in FortiManager 7.0 support meta fields.
l Upgrade from FortiManager 6.4 to 7.0 clears the SD-WANmember interfaces from the SD-WAN template.

This guide describes how to upgrade FortiManager with an SD-WAN configuration from version 6.4.7 to version 7.0.3. In
this example, the SD-WAN configuration is for the following managed FortiGates:

l One FortiGate device acting as a hub
l Two FortiGate devices acting as branches
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Introduction

As a design consideration, this document assumes an existing setup and initial state before upgrading FortiManager.
After completing the upgrade of FortiManager to 7.0 and the process described in this document, the SD-WAN
configuration is migrated and updated to the final state. Following is a summary of the initial and final states:

Before After

l FortiManager version 6.4.7 / ADOM 6.4 and
FortiOS 6.4.7/6.4.8

l SD-WAN central management mode is enabled
l SD-WAN configuration installed to FortiGates

l FortiManager version 7.0.3 / ADOM 7.0 and
FortiOS 6.4.7/6.4.8 or 7.0.

l SD-WAN central management mode is enabled
l SD-WAN configuration installed to FortiGates

Following is a summary of SD-WAN changes between FortiManager 6.4 and 7.0:

Configuration 6.4 7.0

Gateway IP  Per-device mapping Meta fields

Interfaces Normalized Interface Named Interface with meta field
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Procedure

Following is an overview of the upgrade procedure:

1. Review before upgrade: Reviewing the SD-WAN configuration in FortiManager 6.4 on page 7.
2. Upgrade FortiManager to 7.0: Upgrading FortiManager firmware from 6.4 to 7.0 on page 11.
3. Create meta fields to use with interface members: Creating meta fields to set gateway IP addresses on page 11.
4. Edit SD-WAN templates to use meta fields: Adding meta fields to SD-WAN templates on page 15.
5. (Optional) Upgrade managed FortiGates: Upgrading FortiOS from 6.4 to 7.0 on page 20.

Upgrade of FortiOS from 6.4 to 7.0 is recommended, but not required.
6. Upgrade the ADOM: Upgrading ADOM version 6.4 to 7.0 on page 20.
7. Install policy changes: Installing policy changes with a workaround on page 20.

Reviewing the SD-WAN configuration in FortiManager 6.4

This section describes what SD-WAN settings to review in FortiManager 6.4 before upgrading to FortiManager 7.0.

The interface members use per-device mapping.

To review SD-WAN settings in FortiManager 6.4:

1. Go to Device Manager > Device & Groups, and ensure all devices used for SD-WAN have been added to
FortiManager and authorized, and the configuration is synchronized.
In the following example, all devices are visible:
l HUB
l Branch 1
l Branch 2

2. In Device Manager, go to SD-WAN > Interface Members.
In this example, the following interfaces are displayed, and they are configured with per-device mappings:
l port2
l port3
l vpn_dc1-1
l vpn_dc1-2

FortiManager 7.0.3 SD-WAN Configuration Migration 7
Fortinet Inc.



Procedure

3. Double-click each interface to display its details, and then click Cancel to close the pane.
Notice that Per-Device Mapping is enabled for each interface.
For example, double-click the interface named port2 to display its settings.

Following are the settings for the interface named port3.
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Procedure

Following are the settings for interface vpn_dc1-1.
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Procedure

Following are the settings for interface vpn_dc1-2.

4. Click Health-Check Servers to ensure health-check servers are configured for SD-WAN.
The following example uses several health-check servers.

5. Click SD-WAN Templates to review the SD-WAN template.
The following example uses an SD-WAN template named sdwan-branch.
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Procedure

6. Double-click the SD-WAN template to open it and review its settings.

Upgrading FortiManager firmware from 6.4 to 7.0

After reviewing the SD-WAN settings in FortiManager 6.4, you are ready to upgrade FortiManager firmware from version
6.4.7 to version 7.0.3. For details, see the FortiManager 7.0.3 Upgrade Guide.

After the FortiManager firmware upgrade completes, leave the managed FortiGates running FortiOS 6.4 in
ADOM version 6.4. You will upgrade the FortiOS and ADOM versions later.

Creating meta fields to set gateway IP addresses

In FortiManager 6.4, SD-WAN interface members use per-device mappings to set the gateway IP address, weight, cost,
and so on for each device.
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Procedure

After upgrading FortiManager to version 7.0, create meta fields to use with the SD-WAN template to define the gateway
IP address for each device. By using meta fields, you can apply the template to many devices and use the meta fields to
define unique IP addresses for devices.

This section describes how to create meta fields for the Device VDOM object, and set the importance of the meta field to
Optional.

To create meta fields:

1. Go to System Settings > Meta Fields, and click Create New.
The Create NewMeta Fields pane is displayed.

2. Set the following options to create a meta field named gateway, and clickOK:
a. In theObject List, select Device VDOM.
b. In the Name box, type gateway.
c. Beside Importance, selectOptional.

Be sure to set Importance toOptional to help prepare for upgrade to FortiManager 7.0
later.

d. Leave the remaining defaults, and clickOK.
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Procedure

The meta field is created.
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Procedure

3. Click Create New, and create another meta field named vpn-dc with the following settings:

The meta field are created.
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Procedure

Adding meta fields to SD-WAN templates

After you create meta fields, add the meta fields to the SD-WAN template for interfaces to use.

To add meta fields to SD-WAN templates:

1. Go to Device Manager > Provisioning Templates > SD-WAN Templates.
The SD-WAN template named sdwan-branch is displayed.

2. Double-click the SD-WAN template to open it for editing.
In the Interface Members section, the interfaces are displayed.
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Procedure

3. Add the $(gateway)meta field to interfaces:
a. Double-click the port2 interface to open it for editing.

The Edit SD-WAN Interface Member dialog box is displayed.

b. In theGateway IP box, select $(gateway), and clickOK.
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Procedure

c. Repeat this procedure for port3.

4. Add the $(vpn-dc)meta field to interfaces:
a. Double-click the vpn-dc1-1 interface to open it for editing.

The Edit SD-WAN Interface Member dialog box is displayed.
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Procedure

b. In theGateway IP box, select $(vpn-dc), and clickOK.
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Procedure

c. Repeat this procedure for vpn-dc1-2.

The interfaces now use meta fields to define gateway IP addresses.

5. ClickOK to save the template.
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Procedure

6. Install the policy to the FortiGate devices.
The configuration should not change. You can review the installation preview before installing to confirm no
configuration changes.

Upgrading FortiOS from 6.4 to 7.0

Upgrade of FortiOS from 6.4 to 7.0 is recommended, but not required.

To upgrade FortiOS on managed FortiGates:

1. In FortiManager, ensure you are in the correct ADOM.
2. Go to Device Manager > Firmware Templates, and create a new firmware template for FortiGate.
3. Assign the firmware template to the FortiGates.
4. Initiate the FortiOS upgrade.

The managed FortiGates are upgraded to FortiOS 7.0.

Upgrading ADOM version 6.4 to 7.0

If you are upgrading FortiOS to 7.0, finish upgrading all FortiGate devices in the SD-WAN network before upgrading the
ADOM in FortiManager from version 6.4 to 7.0. See the FortiManager 7.0.3 Administration Guide.

Installing policy changes with a workaround

After the FortiManager ADOM is upgraded to 7.0, set the gateway IP address for the VPN interface to 0.0.0.0, and install
the policy changes to the FortiGates.

This section assumes that meta fields are set to optional earlier in the process. See Creating
meta fields to set gateway IP addresses on page 11.

To install policy changes:

1. In Device Manager, go to Provisioning Templates > SD-WAN Templates, and double-click the SD-WAN template to
open it for editing.
In the Interface Members section, the interfaces are displayed.

2. Double-click the VPN interface, set theGateway IP to 0.0.0.0, and clickOK.
The gateway IP address change is saved.

3. ClickOK to save the SD-WAN template.
4. Click Install Wizard and install the policy changes.

The changes are installed. A No command to be installedmessage is displayed in the installation log file.
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Procedure

You can use the install preview to ensure that the configuration remains unchanged.
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