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Introduction

Being a Fortinet Partner allows you to collaborate with Fortinet Inc. to deliver our cybersecurity solutions and
services. Partners leverage the Fortinet Engage program and the Partner portal to build a profitable and highly
differentiated security practice that leverages the industry's best security solutions to drive customer success.

This guide outlines the specialized capabilities of a Partner within the FortiCloud Services suite, including the
following portals:

l Identity & Access Management (IAM) on page 11
l Asset Management on page 9
l FortiCare on page 25

For common capabilities of the FortiCloud Services suite, see the FortiCloud Services documentation.
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Getting started

Getting started

The following demonstrates the general requirements to get started as a Fortinet Partner:

1. Apply to become a Fortinet Partner and register as a new user. See the documentation included in the
Partner portal (https://partnerportal.fortinet.com).

2. For connecting and managing your customer accounts, create a FortiCloud account. See the FortiCloud
Account guide.

3. Log into your account. See Logging into the account on page 6.
4. Instruct your customer to create a FortiCloud account and create a Partner role for you. When connected

through a Partner role, you can get access to a customer's Asset Management, FortiCare, and IAM portals.
See Creating a Partner role as a Customer on page 16.

5. Instruct your customer to share an invitation token to connect your accounts with their accounts. See
Connecting a Partner role using a token on page 17.

6. Use the token to connect your FortiCloud account to that of your customer. See Connecting to the
Customer using a token-based invitation in Partner roles on page 13.

7. Manage a customer's account:
l Log into your Partner account by visiting forticloud.com to manage your customer's assets, tickets, or

users depending upon the permission provided by the customer.
l Using the Partner role created for you, access your customer's account through the connected

account.
See Logging into the account on page 6.

Logging into the account

As a Partner, you can log into your FortiCloud account and access your customer's accounts that you are
connected to:

l Visiting as a Partner allows you to access your Partner account to perform management and review
purposes, such as the Partner aggregated view. See Partner aggregated view in the Asset Management
portal on page 9.

l Selecting any connected accounts lets you access the customer’s account through your Partner role. To
select other customer’s account, you can switch accounts from the account menu in the top right corner.

To access Partner connected accounts:

1. Go to support.fortinet.com.
2. Select Login Now. The log in portal opens.
3. Select Email Login.
4. Enter your FortiCloud email and password in the Email and Password fields.
5. Click Log In. Accounts linked to your credentials are displayed.
6. Select Partner Connected Accounts. Accounts linked to the Partner account are displayed.
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Getting started

7. Select the account access method:
l Select Visit as Partner to access the Partner account. This allows you to review and overview of your

customers' aggregated assets, tickets, accounts, and so on.
l Hover over an Account Name and click Select to access a customer connected account. Depending on

the permission provided through the Partner role, you may have access to Asset Management,
FortiCare, or IAM portals.

The portal will open to the Dashboard.

Switching between connected accounts

After logging into FortiCloud Services, you can switch between accounts, as needed, using the account
dropdown menu. This allows you to easily navigate between the Partner account and the various connected
accounts.

To switch to a Partner connected account:

1. Select the profile menu in the top right.

2. Select Switch Accounts. The Switch Accounts dialog is displayed.

FortiCloud Services 26.2 Partner Administration Guide 7
Fortinet Inc.



Getting started

3. Select the Partner Connected Accounts tab. A list of Partner and connected accounts is displayed.
4. Select the account you want to change to:

l Select Visit as a Partner to access the Partner account.
l Hover over an Account Name and click Select to access a connected account.

5. A message may display confirming the change between accounts. Click Continue.
You will be redirected to the Dashboard of the selected account.
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Asset Management

Asset Management

Asset Management is an easy-to-use portal to register, organize and view all Fortinet products and services in
FortiCloud.

New products, licenses, or contracts can be registered and managed using the Asset Management portal.
Registered products are displayed in the Product List as well as a customizable folder structure called My
Assets. The Product List provides a complete view of all products and services. For each product, the Asset
Management portal provides a drill-down view of all the asset-related information including entitlements,
support tickets, license and keys, renewals, statistics, and cloud services.

As a Partner, you can access the Asset Management portal to review the assets registered to your customer
accounts.

This section includes the following:

l Partner aggregated view in the Asset Management portal on page 9

For more information on the portal, see the Asset Management guide.

Partner aggregated view in the Asset
Management portal

When accessing the Asset Management portal as a Partner, the My Products > Product List is displayed in an
aggregated view to include the assets of connected customer accounts.

The assets displayed in the aggregated view are dependent on the access permissions of the Partner roles. If a
Partner role created by a customer does not provide access to the Asset management portal, then the assets
linked to that account will be excluded from the aggregated view.

Partner aggregated view is also available for the FortiCare portal's tickets. See Partner aggregated
view in the FortiCare portal on page 25.
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Asset Management

For more information on Partner roles, see Partner roles in the Identity & Access Management guide.

Selecting accounts
The navigation menu only displays the Product List and Decommissioned Units until you select an account from
the Switch Accounts option.

The options available in the navigation menu will vary depending on your Asset Management resource
permissions for the selected account and connected roles. For more information, see Portals with resource-
based permission in the IAM guide.
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Identity & Access Management (IAM)

Identity & Access Management (IAM)

Identity & Access Management (IAM) is a service to help you control access to FortiCloud Services portals and
assets. You can use the portal to manage users, authentication credentials, and asset permissions. Partner roles
can be leveraged to connect customer and Partner accounts, and control access permissions.

A Partner role refers to the specific function that a partner assumes within a business relationship or
collaborative venture. It provides a standardized and secure way for customers to collaborate with partners,
replacing legacy mechanisms with a more scalable and manageable model.

This section includes:

l Partner roles on page 11

For more information on the portal, see the IAM guide.

Partner roles

A Partner role refers to the specific function that a partner assumes within a business relationship or
collaborative venture. It provides a standardized and secure way for customers to collaborate with partners,
replacing legacy mechanisms with a more scalable and manageable model.

Partner role capabilities
The Partner roles feature enhances how partners connect with customers, leveraging FortiCloud’s IAM user
model and permission profiles for fine-grained, secure access management. One Partner account can link to
multiple FortiCloud accounts however a FortiCloud account can only link to one Partner account.

Partner roles:

l Are built on the IAM model. See IAM User Model in the IAM guide.
l Use permission profiles. See Permission profiles in the IAM guide.
l Replaces the legacy sub-user model with a token-based invitation system.

Each Customer account can have only one Partner role connection at a time. Customers manage these
connections from the Users page.

Partner role and account details are visible in different sections depending on the login context:

l Customer View: In the Users page, Customers can view Username, Type, Permission Profile, Status, and so
on.
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Identity & Access Management (IAM)

l Partner View: In the Partner Connected Accounts page (which is only available to Partners), Partners can
view the Customer Account, Partner Role, Customer Company, connection status, and so on.

This section includes the following:

l Connecting with your Customer as a Fortinet Partner using Partner roles on page 12
l Connecting to the Customer using a token-based invitation in Partner roles on page 13
l Managing Partner roles as a Partner on page 14

l Interacting with a Partner role as a Customer on page 15
l Creating a Partner role as a Customer on page 16
l Connecting a Partner role using a token on page 17
l Managing a Partner role as a Customer on page 18

For additional information on Partner roles, see Partner role FAQ on page 22.

Connecting with your Customer as a Fortinet Partner
using Partner roles

The following content is intended for Fortinet Partner accounts. Partners may migrate existing connected
accounts to new Partner roles, connect new accounts, disconnect existing accounts, and so on.

This section includes the following:

l Connecting to the Customer using a token-based invitation in Partner roles on page 13
l Managing Partner roles as a Partner on page 14
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Connecting to the Customer using a token-based invitation in
Partner roles

A new Partner role can be connected to a Partner in combination with the IAM portal and the Partner Connected
Accounts page. To connect a Partner role, actions must be taken by both the Customer and the Fortinet Partner.

Once the Partner role has been created by the Customer, a token is generated that can be used to connect it to
the Partner. The Customer must share the token with the Partner. Then, the Partner can add the token to their
account to connect the new role.

For information on the Customer-side actions, see Connecting a Partner role using a token on page 17.

For a video demo, see Connecting to a Customer using a Token.

To connect a Partner role as a Fortinet Partner:

1. Log in as the Partner.
2. In the account menu, select Partner Account.

3. Select Connected Accounts.

4. Click Connect Account.

5. Paste the token that was shared with you and click Go.
6. Enter the Notification Email.
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Identity & Access Management (IAM)

The Notification Email address will be used for renewal notification emails pertaining to this
Partner role.

7. Select the acknowledgment.
8. Click Accept.

Managing Partner roles as a Partner

Partners can remove the connection with the Customer connected through Partner role by disconnecting them
from the Partner Connected Accounts page. Furthermore, inactive connected Partner accounts can be disabled
from the IAM portal.

For a video demo, see Disconnecting from a Customer Account.

If you have performed the self-connection case of adding a Partner role within your Partner account,
the role can also be edited, disabled, and deleted in the Users page. See Special case: Self-
connecting a Partner role in the Fortinet Partner account on page 20 and Managing a Partner role as
a Customer on page 18.

To disconnect a Partner role as the Partner:

1. Log in as the Partner.
2. In the account menu, select Partner Account.

3. Click Connected Accounts.
4. Select Disconnect for the role you want to disconnect.

5. Click Confirm.

When a Partner role is disconnected, the notification email address will be removed.
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Notification renewal email

Partners can designate an email address for a Partner role that will receive renewal notification emails. The
notification email address can be added to existing Partner roles when viewing the role details.

To edit the Partner role notification email:

1. Log in as the Partner.
2. In the account menu, select Partner Account.

3. Click Connected Accounts.

4. Select the Partner role to view the role details.

5. Enter the email address in the Notification Email field.
6. Click Update.

Interacting with a Partner role as a Customer
The following content is intended for Fortinet Customers. Customers may create new Partner roles, manage
existing Partner roles, and so on.

This section includes the following:

l Creating a Partner role as a Customer on page 16
l Connecting a Partner role using a token on page 17
l Managing a Partner role as a Customer on page 18
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Creating a Partner role as a Customer

The partner role can be created in the Users page. If your account is already connected to a Fortinet Partner
through the legacy sub-user method, the legacy sub user connection will be disconnected once the new Partner
role has been created. Likewise, if a legacy connection with an inactive Partner is detected, the connection will
be disconnected as well when the Partner role has been created.

For a video demo, see Creating a Partner Role (Customer View).

In certain instances, a Partner account or connection may need to be disconnected:
l You can manually disconnect inactive Partners by selecting the role in the Users page.
l If a legacy Partner connection using the sub user model with limited permissions is detected, the

Partner must first disconnect the connection before you can proceed with creating a Partner
role.

See Managing a Partner role as a Customer on page 18.

Partner roles cannot be added to or configured based on a user group.

To create a Partner role as a Customer:

1. Go to Permission Profiles.
2. Create a permission profile with permissions to Asset Management and FortiCare. Alternatively, you can

use the default SysAdmin permission profile which provides access to the Asset Management, FortiCare,
and IAM portals by default. See Creating a permission profile in the IAM guide.

3. Go to Users.
4. Click Add New > Partner Role.

Only one Partner role is allowed per account.

5. Enter the Partner Role Name.
6. Enter a Description.
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Identity & Access Management (IAM)

7. Select the Permission Scope.
8. Select the Permission Profile created in Step 2 or use the SysAdmin permission profile.

If the permission profile selected includes portals that do not support Partner roles, the portals
will be marked as Not Supported.

If the SysAdmin profile is selected, the Partner role will have full access to the Asset
Management, IAM, and FortiCare portals. By granting IAM permissions to the Partner role, the
Fortinet Partner will have access to the IAM portal and will therefore be able to manage users.

9. Click Add Role.
A token is displayed which can be shared with the account to be connected. The token will expire after five
days but can be regenerated if needed. See Connecting a Partner role using a token on page 17.

Connecting a Partner role using a token

A new Partner role can be connected to a Partner in combination with the IAM portal and the Partner Connected
Accounts page. To connect a Partner role, actions must be taken by both the Customer and the Fortinet Partner.

Once the Partner role has been created by the Customer, a token is generated that can be used to connect it to
the Partner. The Customer must share the token with the Partner. Then, the Partner can add the token to their
account to connect the new role.
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For a video demo, see Overview of Sharing Token (Customer View).

For information on the Partner-side actions, see Connecting to the Customer using a token-based invitation in
Partner roles on page 13.

To share a partner role token as the Customer:

1. Go to Users and find the Partner role you want to connect.
2. If the token has expired, click Regenerate Token.

3. Copy the new token and share it with the account you want to connect with. You may choose to share the
token with the Fortinet Partner verbally, through email, and so on.

Managing a Partner role as a Customer

The Partner role can be viewed, edited, disabled, and deleted in the Users page.

For a video demo, see Disabling a Partner Role (Customer View) and Deleting a Partner Role (Customer View).
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To edit a Partner role:

1. Go to Users.
2. Select the Partner role.

3. Click Edit.

4. Edit the fields as required.
5. Click Update.

To disable a Partner role in the IAM portal:

1. Go to Users.
2. Select a role in the list.

3. Click Disable.
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4. Click Yes, I Want to Continue.

To delete a partner role:

1. Go to Users and find the Partner role you want to delete.
2. Select the role.

3. Click Delete. A confirmation dialog is displayed.

4. Click Yes, I Want to Continue.

Special case: Self-connecting a Partner role in the Fortinet
Partner account

If you would like to allow Fortinet Partner users to access your personal Partner account, you can create Partner
roles within your Fortinet Partner account.

This self-connection case of adding a role within a Partner account is not related to connecting to a
Fortinet Customer and requires a FortiCloud account.

To create a Partner role as a Fortinet Partner:

1. Go to Permission Profiles.
2. Create a permission profile with permissions to Asset Management and FortiCare. Alternatively, you can

use the default SysAdmin permission profile which provides access to the Asset Management, FortiCare,
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and IAM portals by default. See Creating a permission profile in the IAM guide.
3. Go to Users.
4. Click Add New > Partner Role.

Only one Partner role is allowed per account. If the account already has a partner role, a dialog is
displayed noting that you must contact customer service. You must inform customer service
which Partner roles to disconnect and which one you would like to keep.

5. Enter the Partner Role Name.
6. Enter a Description.
7. Select the Permission Scope.
8. Select the Permission Profile created in Step 2 or use the SysAdmin permission profile.

If the permission profile selected includes portals that do not support Partner roles, the portals
will be marked as Not Supported.
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If the SysAdmin profile is selected, the Partner role will have full access to the Asset
Management, IAM, and FortiCare portals. By granting IAM permissions to the Partner role, the
Fortinet Partner will have access to the IAM portal and will therefore be able to manage users.

9. Click Add Role.
10. If the current Master account is recognized as a Fortinet Inc. Partner, a dialog is displayed. Select whether

you want to link the new Partner role to the Fortinet Inc. Partner account. This dialog is not displayed if the
Master user has been connected to the Partner through the legacy portal.
If the current account is not the Master account or you decided not to link the new role, a token is displayed
which can be shared with the account to be connected. The token will expire after five days but can be
regenerated if needed. See Connecting a Partner role using a token on page 17.

Partner role FAQ
This topic discusses frequently asked questions related to the external Partner roles:

l General questions on page 22
l Fortinet Partner-specific questions on page 23
l Customer-specific questions on page 23

General questions

1. What is a Partner role?
A Partner role refers to the specific function that a Partner assumes within a business relationship or
collaborative venture. A Partner role allows a Fortinet Partner to securely access and manage a Customer’s
FortiCloud account through a standardized token-based connection. It replaces the legacy sub-user model
and aligns with FortiCloud’s Identity and Access Management (IAM) framework. Only one Partner role can
exist per Customer account. See Partner roles on page 11.

2. Why was this change introduced?
The Partner role feature replaced the outdated legacy connected accounts model, which required
Customers to create sub-users and share credentials manually.
This new model:
l Enables secure, token-based connections.
l Supports fine-grained permission control through permission profiles.
l Improves manageability and transparency of Partner-Customer relationships.

See Partner roles on page 11.
3. What are the key benefits of using the Partner Role?

Key benefits include:
l Stronger Security: No shared credentials
l Simplified Management: One unified IAM-based model
l Granular Permissions: Easily assign or limit access through permission profiles
l Streamlined Migration: Legacy connections can be migrated easily

See Partner roles on page 11.
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4. Can Partner roles be assigned to user groups?
No. Partner roles cannot be added to user groups. Each role is created and managed individually.

5. Is the Partner Role connection bidirectional?
No. Partner Role connections are unidirectional. The Partner gains access to the Customer account as per
the assigned permission profile. The Customer does not gain access to the Partner’s account.

6. Where can I learn more about Partner roles and how to use them?
See the following resources:
l Partner roles on page 11

l Connecting with your Customer as a Fortinet Partner using Partner roles on page 12
l Interacting with a Partner role as a Customer on page 15

l Partner roles overview video

Fortinet Partner-specific questions

1. Can a Partner initiate the connection to a Customer?
No. Only Customers can initiate a Partner role by creating it and sharing the token. The Partner must paste
the token into the Partner Connected Accounts page to complete the connection.
See Connecting to the Customer using a token-based invitation in Partner roles on page 13.

2. Is this applicable to self-managed Partner accounts?
Yes. Fortinet Partners can use this feature to create self-connected roles within their own accounts for
internal team access. See Special case: Self-connecting a Partner role in the Fortinet Partner account on
page 20.

3. What happens if my Fortinet Partner account is inactive or terminated?
If a connected Partner account becomes inactive or is deleted, the associated Partner role will be
automatically disabled on the Customer’s side. The Customer may then choose to connect to a different
Partner.

4. Can a Partner have multiple Customer accounts connected through Partner roles?
Yes. A Partner can connect to multiple Customer accounts, each using a unique token-based Partner role
setup initiated by the respective Customer.

Customer-specific questions

1. Do I need to take any action as a Customer?
Yes, action is recommended. Customers can perform self-migration starting immediately. Auto-migration
occurred on November 15th, 2025 for Partners linked to master and sub-users with administrative
permissions that were not migrated manually through the legacy connection.
See Creating a Partner role as a Customer on page 16.

2. Can Customers manage the Partner role?
Yes. Customers can:
l View, edit, disable, or delete the Partner role.
l Regenerate and share tokens.
l Disconnect inactive or unwanted Partner connections.

All management is done through the Users page in the IAM portal.
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See Connecting a Partner role using a token on page 17 and Managing a Partner role as a Customer on page
18.

3. Can I create multiple Partner roles for different Partners?
No. Only one Partner role is allowed per Customer account at a time. To switch Partners, the Customer must
first delete the existing Partner role. See Managing a Partner role as a Customer on page 18.

4. Can Customers customize what a Partner can or cannot see?
Yes. Customer can use Permission Profiles to assign role-specific access levels. Customer can restrict
access to specific services like Asset Management, IAM, or FortiCare, or limit access to read-only if desired.
See Creating a Partner role as a Customer on page 16 and Permission profiles in the IAM guide.

5. What happens if the token expires before the Partner uses it?
Tokens are valid for 5 days. If expired, the Customer can regenerate the token from the Users page in the
IAM Portal and resend it to the Partner.
See Creating a Partner role as a Customer on page 16.

6. Can a Customer revoke Partner access at any time?
Yes. Customers can disable or delete a Partner role at any time from the Users page. This will immediately
terminate the Partner’s access to the account.
See Managing a Partner role as a Customer on page 18.
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FortiCare

FortiCare is a user-friendly ticketing system, designed to streamline your ticket management process. The new
comprehensive ticketing web interface supports various workflows based on the ticket types to efficiently
submit, track, prioritize, and resolve tickets with ease.

As a Fortinet Partner, the FortiCare portal can be used to track customer tickets in an aggregated or account-
focused view. Likewise, you can use the Bug Tracker to view active bugs being tracked by the Global Technical
Support organization.

This section includes:

l Partner aggregated view in the FortiCare portal on page 25
l Bug Tracker on page 27

For more information on the portal, see the FortiCare guide.

Partner aggregated view in the FortiCare portal

When a Partner logs in, they must select a connected account to access the registered assets for that account.
See Logging into the account on page 6.

These assets are reflected in the FortiCare portal. The FortiCare portal will only display tickets and allow ticket
creation for the assets connected to the current connected account being accessed by the Partner. If you want
to create or view tickets for assets related to other connected accounts, you can switch using the profile menu.
See Switching between connected accounts on page 7.
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When creating a ticket, the Ticket Visibility pane is displayed for Partner users to select who can view, update,
and close the ticket. See Creating tickets in the FortiCare guide.

When accessing the FortiCare portal as a Partner, the Tickets > All Tickets list is displayed in an aggregated
view to include the connected Partner roles' assets.

The tickets displayed in the aggregated view is dependent on the access permissions of the Partner roles. If a
Partner role does not have access to the FortiCare portal, then the tickets linked to that account will be
excluded from the aggregated view.

For example, there are three Partner roles connected to Partner X with the following permissions:

l Role A has access to the FortiCare portal, the IAM portal, and the Asset Management portal.
l Role B has access to the Asset Management portal and has been denied access to the FortiCare portal.
l Role C has access to the FortiCare and the ELA portal.

When Partner X logs into the FortiCare portal and chooses Visit as Partner, they will see an aggregated list of
Role A and Role C's tickets only.

Partner aggregated view is also available for the Asset Management portal's assets. See Partner
aggregated view in the Asset Management portal on page 9.

For more information on Partner roles, see Partner roles in the Identity & Access Management guide.

Partners without a FortiCloud account and connected accounts

If a Fortinet Partner account that does not have a FortiCloud account or any connected accounts, the Partner
will be directed to the FortiCare portal upon logging in. The Services dropdown menu will be unavailable for
switching to other portals.
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FortiCare

If the Fortinet Partner account does not have a FortiCloud account but does have connected
accounts, the Services menu is available for navigating to the general sections of the FortiCare
portal, such as Resources, Product Lifecycle, Downloads, and Customer Support Bulletin. You also
get access to the Knowledge Base, CSBs, and Fortinet forums. See Partner aggregated view in the
Asset Management portal on page 9.

Furthermore, the FortiCloud Account and Partner Account options are not included in the account dropdown
menu.

Bug Tracker

The FortiCare bug tracker provides an overview of active bugs being tracked by the Global Technical Support
organization. The Bug Tracker page is only available to Partners.

The bug tracker lists high level information in the Bug Tracker list, such as the Category, Known Fixed Release,
Status, and a brief Summary. The column selector icon can be used to select which columns to make visible.

Select a bug Summary or Bug# to view more detailed information.
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To export the bug tracker list:

1. Go to Bug Tracker.
2. Select the file format you want to export from the dropdown menu:

l Excel File
l CSV File

The file is saved to your device.
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