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Change log

Date Change description

2025-02-07 FortiGuest version 2.0.0 release document.
2025-03-25 Changed Twitter to X.
FortiGuest 2.0.0 User Guide

Fortinet Inc.



Introduction

Introduction

FortiGuest is an access management solution that provides secure network access to guests as per the
configured policies. It monitors and reports user activity ensuring policy compliance and network security.

e Whatis FortiGuest

» Key Concepts

o Limitations

o Local and External Authentication

What is FortiGuest

FortiGuest is a complete provisioning, management, and reporting system that provides network access for
guests and visitors. It works along side wireless controllers (FortiGate), LAN switches, NAC systems, firewalls,
and other network enforcement devices that provide captive portal and enforcement points for user (remote)
access. This diagram depicts the captive portal authentication process with FortiGuest.

Request www.google.com y Re-direct to FortiGuest
o | |
.)) ' :>|‘ =] |
-

Wireless client NAS (controller) |

FortiGuest

Portal Login Page

g

Client inputs login credentials

> .

Client sends HTTP POST request

Radius Request

Y

Radius Response

Radius Access Accept /
Radius Access Reject

Using FortiGuest with requisite privileges allows you to create user accounts and sponsor them for network
access. FortiGuest performs full authentication of sponsors and user accounts. When user accounts are
created, they are stored within the built-in database on the FortiGuest server. When using this database,
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Introduction

external network access devices can authenticate users against FortiGuest using the RADIUS protocol.
FortiGuest provides vital network access accounting, by consolidating the entire audit trail from account
creation to actual use of the account. This ensures that reports are generated through a central management
interface.

After a user account is deleted, FortiGuest either deletes the account or sends a RADIUS message which
notifies the controller of the amount of valid time remaining for the account before the controller removes the
user.

Key Concepts

The following key concepts/terms are required to understand FortiGuest.

The Guest/User

The guest/user requires an account to access the network using their own device, connecting to a wired or
wireless hotspot provided by an organization. They normally have their browser connection re-directed to a
portal where they can login by the network enforcement device.

Sponsor

The sponsor creates the user account and is often an employee of the organization that provides the network
access. Sponsors are specific individuals with certain job roles or employees who authenticate against a
corporate directory such as Microsoft Active Directory (AD).

Admin

The admin is the administrator who configures and maintains FortiGuest.

Network Enforcement Device

These devices are the network infrastructure components that provide the network access. Additionally,
network enforcement devices are responsible for pushing guests/users to a captive portal where they can enter
their account details. The captive portal is present either on the network enforcement device or FortiGuest.
When a user enters his or her user name and password, the network enforcement device checks those
credentials against the accounts created by FortiGuest.

FortiGuest

FortiGuest ties together all the pieces of user access. FortiGuest links the sponsor creating the account, the
account details passed to the guest/user, the user authentication against the network enforcement device, and
the network enforcement device’s verification of the user with FortiGuest. Additionally, FortiGuest consolidates
accounting information from network enforcement devices to provide a single point of user access reporting
who created the account, when the user accessed the network, and the network activity.

FortiGuest 2.0.0 User Guide
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Limitations

The following limitations apply to this release of FortiGuest.

+ WPA 3 Personal authentication is supported only on Ubuntu 22.04 and 20.04, Android12, Windows 11, and
MacOS 13.2.1.
« MSCHAPV2 TLS version 1.0 not working due to vulnerability restrictions.

» You are required to upload certificates on the trust store individually. Uploading multiple certificates is not
supported.

Local and External Authentication

FortiGuest can authenticate sponsors/admins against entries in its own database (local) or against an external
backend server like an Active Directory or LDAP. This section describes the procedure for user authentication.

FortiGuest 2.0.0 User Guide
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User Authentication Request

FortiGuest checks for the user in the local and
external DBs as per the configured

Authentication Policy.
User exists No User Authentication
Request Rejected
Yes

Authorization Policy conditions are matched
with the incoming user authentication request.

Authorization Policy No User authentication
conditions match Rew est RE]ECtEd
Yes

Corresponding Authorization Profile is
assigned.

Authorization Profile is applied to
theuser.

FortiGuest 2.0.0 User Guide
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Local

Local Sponsor/Admin Authentication
External Sponsor/Admin Server Authentication

Sponsor/Admin Authentication

Perform these steps to configure local sponsor/admin authentication.

1.

Configure an Authorization Profile. Navigate to Network Access Policies > Authorization Profiles and
create a user authorization profile. See section Authorization Profiles.

Configure an Authorization Policy to map the Authorization Profile to. Navigate to Network Access
Policies > Authorization Policies and create a user authorization policy. See section Authorization
Policies.

Configure local authentication to set up Sponsor user accounts directly on FortiGuest. Navigate to Access
Management > Authentication > Admin Users. See section Adding Administrator.

External Sponsor/Admin Server Authentication

You can configure FortiGuest for authentication against a backend server. This includes both CP and WPA2
Enterprise.

1.
2,

Configure a RADIUS Client. Navigate to Devices > RADIUS Clients. See section RADIUS Clients.

Configure an Authentication Policy. The authentication policy is what the FortiGuest checks for an
authentication request against a set of rules. Based on these rules, a user is mapped to its respective
Account Group and Usage Profile. Navigate to Network Access Policies > Authentication Policies.
See section Authentication Policies.

FortiGuest processes an incoming user authentication request based on the configurations described in this
section.

FortiGuest 2.0.0 User Guide

Fortinet Inc.

11



Installing FortiGuest

Installing FortiGuest

You can install FortiGuest VMware ESXi 6.5 and above.

Deploying FortiGuest on VMWare ESXi
Deploying FortiGuest on Linux KVM.
Deploying FortiGuest on Windows Hyper-V
Setting up Network IP configuration
Accessing FortiGuest

Upgrading Firmware

Licensing

Deploying FortiGuest on Public Cloud Platforms

FortiGuest can now be deployed on the following public Cloud platforms.

Microsoft Azure

Google Cloud Platform

Amazon Web Services (AWS)
Oracle Cloud Infrastructure (OCI)

Microsoft Azure

Perform the following steps to deploy FortiGuest on Microsoft Azure.

1.

Obtain the FortiGuest_VM64_AZURE-v1.3.0-[buildOxxx].azure.zip file from Fortinet and extract it to obtain
the FortiGuest_VM64_AZURE-v1.3.0-[buildOxxx].vhd file.

Create a Resource Group and a Storage Account via the Azure CLI. See Mange Azure Resource
Group.

Create a Container registry. See Create a container registry.
Upload the VHD file to Azure.

Obtain the SAS string from the Azure portal. Navigate to Storage Accounts > Shared access signature.

Configure the parameters in the page and click Generate SAS and connection string.

FortiGuest 2.0.0 User Guide
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&, fortiguest | Shared access signature = %

£ Give feedback
- eyl w

Containers
N Generate SAS and connection string
ol File shares

M0 CQuewes Cannection string

-y BlobEndpoint=https:/fortiguest blob corewindows. net/ QueusEndpoint = hittps:/fortiguest queve.corew. _ §
e

SAS teken

Security + netwarki -
v " sy=2022-11-028ss =bigtésrt=scolsp=rwdlacupiytfiise=2024-03 - 27T 19008552 Bist=2024-03-27T11:06:

& Metworking

SAS LWL

@ Front Door and CON ok sar
hitps://fortiguest blob.corewindows net/7evs 2022-11-028ss = biqtésrn =scobsps rwdlacupiytfxise s 202
Access keys

@ Shared access signature File

hitps://fortiguest.file.corewindows. net/Tsv=2022-11-028ss = bfqtasrt=scolsp=rwdlacupiytfulise = 2024

ervice SAS URL

htpsfortiguest queue cone windows. net/Tave 2022-11-028ss wbigtisre= scolisp snwdlacupiytfilices 20, §
Data managerment

Paste the SAS code from the generated string and upload the VHD file.

/azcopy cp "./FortiGuest VM64 AZURE-v1.3.0-devmain0005.vhd"

"https://fortiguest.blob.core.windows.net/fguest/?sv=2022-11-
02&ss=bfgté&srt=sco&sp=rwdlacupiytfx&se=2024-02-08T20:36:4372&st=2024-02~-
08T12:36:43Z&spr=https&sig=00agbaSWEPS%2BWesKIXTTITIJ4WCS2BCc8QM2NbWaem2FGVcS3

D" --blob-type=PageBlob.
For more information on the azcopy command, see azcopy copy.

6. After the upload is successfully completed, you can view the file in Storage Accounts > Container.

£ Diagnose and sob

Home > Storage accounts > fortiguest | Containers

= fguest >
|

£ Searct T Upload £ Change accesslevel () Refresh fi] Delete & Changetier & Acquire lease £ View snapshots -

1 Overview Authentication method: Access key (Switch to Microsoft Entra user account]

Location: fguest
problems

R, Access Control (IAM) S A Y prou ase e 0 Show deleted blobs
Settings +5 Add filter
@ Shared access tokens
Mame Medified Access tier Archive status Blob type s
Access policy

" ) [ FortiGuest VME4_AZURE-1.21-dev1.20012vhd 31112024, 4:59:22 PM Page biol
I} Properties

B 2 FortiGuest VME4_AZURE-v1.3.0-build0153.vhd 3/27/2024, 4:42:42 PM Page blob 1

O Metadata

Guest_VME4_AZURE-v1.3.0-devmain0003.vhd 1/22/2024, 12:27:26 Page blob

sest_ VMB4_AZURE-v1.3 0-devmain0005.vhd 2/8/2024, 6:28:49 PM Page blob

7. Create a managed image from the uploaded VHD file. Navigate to Images > Create an image in the Azure
portal and configure the following settings.

e OS type —Linux
+ VM generation — Gen 1

« Storage blob — Browse to the uploaded VHD file.
Note: You are not required to add the data disk as it is created along with the VM.

8. Create the VM from the managed image that you just generated.

» Image - Select the managed image generated in the previous step.
» Select inbound ports - Configure network inbound rules to allow SSH access.

FortiGuest 2.0.0 User Guide
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9. Click Next: Disks to configure disk data. The recommended disk size is a minimum of 500 GB.

Create a new disk

Create a new disk to store applications and data on your VM. Disk pricing varies based on factors including disk size, storage
type, and number of transactions. Learn more

MName * fguest-1-3_DataDisk_0
Source type * @ None (empty disk) v
Size* © 512 GiB

Premium SSD LRS

Change size
Key management O Platform-managed key v
Enable shared disk C, Yes (@) No
Delete disk with VM

10. Connectthe VM via SSH or the serial console.

» Toconnect via SSH, obtain the public IP address of the VM — ssh admin@ <public ip

address>.
> ssh -i ../fimg-vl_key.pem admin@
FOSAZU #
config Configure object
get Get dynamic and system infor
show Show configuration
execute Execute static commands
exit Exit the CLI

FOSAZU # show
config system global
end
config system interface
edit portl
set mode dhcp
set allowaccess ssh
next
end
config system route
end
config system dns
end
config system ntp
end
config system admin
edit admin
next

» To connect via the serial console, select the running VM and click Serial Console. Click on the prompt

FortiGuest 2.0.0 User Guide
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1.

Googl

in the right to configure.

All services vm-tp2

K3 Boot diagnostics

EJ save X Discard

Use this feature to troubleshoot boot failures for custom or platform images. Boot diagnostics can be used with a custom
storage account or with a pre-provisioned storage account managed by Microsoft. Please download the info you need
before switching from managed storage account to custom storage account. Learn more of

Status
(O Enable with managed storage account (recommended)
(®) Enable with custom storage account

O Disable

Diagnostics storage account *

| testportalsa ~

Click Save.

e Cloud Platform

Perform the following steps to deploy FortiGuest on Google Cloud.

1.

Obtain the file FortiGuest VM64_GCP-v1.3.0-[buildOxxx].zip from Fortinet and extract it to obtain
FortiGuest_VM64_GCP-v1.3.0-[buildOxxx].gcp.tar.gz.

Install and setup gsutil to access Cloud storage from the CLI using HTTPS. To install gsutil, see Install
gsutil.

Alternatively, run the following command to download the Linux 64-bit archive file.

curl -0 https://dl.google.com/dl/cloudsdk/channels/rapid/downloads/google—
cloud-cli-389.0.0-1inux-x86 64.tar.gz

Extract the contents of the file to any location on your file system (preferably your Home directory). To
replace an existing installation, remove the existing google-cloud-sdk directory and then extract the archive
to the same location - tar -xf google-cloud-cli-389.0.0-linux-x86.tar.gz.

Run the script (from the root of the folder you extracted the file to) - ./google-cloud-sdk/install.sh.

Run ./google-cloud-sdk/bin/gcloud init toinitialize GCP CLI.

Upload the file FortiGuest_VM64_GCP-v1.3.0-[buildOxxx].gcp.tar.gz to the Cloud storage bucket in the
GCP console.

./google-cloud-sdk/bin/gsutil FortiGuest VMé64 GCP-v1.3.0-
[buildOxxx].gcp.tar.gz gs://my-some-bucket

./import2gcpimg.sh fguest27 FortiGuest VM64 GCP-v1.3.0-[buildOxxx].gcp.tar.gz
fortiguest 3

Runthe gcloud compute instances update IMAGE NANE --shielded-secure-boot
command to enable secure boot or enable it on the GUI prior to the instance starting.

In the Compute Engine service interface, click the Actions menu and select Create instance for the
uploaded image. For more information, see Create a VM.

374.67 MB 6 GE fortiguest-ga - Mar 26, 2024 H

UTC+05:30 Createmswnce

74 62 ME 6 GB - Feb 2, 2024 @ Deprecate

FortiGuest 2.0.0 User Guide
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Installing FortiGuest

9.

10.

Provide a unique instance name and configurations, such as, machine type, enabling HTTP firewall
access, and select the network interface card.

Name *
I

fguest1z (7]
' MANAGE TAGS AND LABELS

Region * Zone +
us-centrall (lowa) - @ us-centrall-a - @

Machine configuration

Q" NEW: General-purpose machine series in Preview

Try the new N4 series, ideal for worklcads that prioritize flexibility and cost-optimization

+" General purpose

0O0000®00
§

Add a blank standard persistence disk of 500 GB and enable secure mode. Click Create instance.

Disks ~

New disk fguest2772, Blank, 500 GB s X
+ ADD NEW DISK + ATTACH EXISTING DISK + ADD LOCAL SSD

Security A

Shielded v @

n all setiings Tor the most secure conniguration

Turn on Secure Boot @
TumonvTPM @
Turn on Integrity Monitoring @

Connect the VM instance and login.

» To connect via the Compute Engine console, click VM Instances and select the VM instance that you
want to connect to. Click Connect to Serial Console. See Connect to the Serial Console. In the
console interface, login with the user name admin. A password in not required.

» To connect via the SSH, obtain the public IP address from the VM Instances interface and connect via
SSH.
> ssh admin@

FOSGCP #
config Configure object
get Get dynamic and system information

show Show configuration
execute Execute static commands
exit Exit the CLI

FortiGuest 2.0.0 User Guide
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Amazon Web Services (AWS)

Perform the following steps to deploy FortiGuest on AWS.

1. Obtain the file FortiGuest_VM64_AWS-v1.3.0-[buildOxxx].aws.zip from Fortinet.
2. Install or gain access to the AWS CLI. See Get started with the AWS CLI.

3. Configure the AWS CLI as per your access requirements. These are some sample values that you must

replace with the relevant ones.

$ aws configure
AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE
AWS Secret Access Key [None]: YEXAMPLEKEY
Default region name [None]: us-west-2
Default output format [None]: json

4. Create an IAM role named vmimport. This operation requires IAM permissions.
cat <<EOF > trust-policy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": { "Service": "vmie.amazonaws.com" },
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:Externalid": "vmimport"

EOF

aws lam create-role --role-name vmimport --assume-role-policy-document

file://trust-policy.json
a. Create a policy and attach it to an Amazon S3 bucket.

cat <<EOF > role-policy.json
{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket
1,

"Resource": [
"arn:aws:s3:::$s3BacketName",
"arn:aws:s3:::$s3BacketName/*"

by
{
"Effect":"Allow",

FortiGuest 2.0.0 User Guide
Fortinet Inc.
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"Action": [
"ec2:ModifySnapshotAttribute",
"ec2:CopySnapshot",
"ec2:RegisterImage",
"ec2:Describex*"

] 4

"Resource":"*"

}
]
}
EOF
aws lam put-role-policy --role-name vmimport --policy-name vmimport --

policy-document file://role-policy.json
For more information, see Importing a VM as an Image.
5. Extract the file FortiGuest_VM64_AWS-v1.3.0-[buildOxxx].aws.zip. Post extraction, you have the following
files.
e VHD - FortiGuest_VM64_AWS-v1.3.0-[buildOxxx].vhd
 Import script - import2awsimg.sh
6. Runthe import2awsimg.sh script to import the VM.
Note: To import the VM, you must have read & write permissions to the Amazon bucket, EC2 Snapshot,
and image create/import.
7. Launch an instance from the Amazon Machine Images (AMI). Select Images > AMI in the EC2 service
interface and select the image that you just imported. Click Launch instance from AMI.

Amazon Machine Images (AMIs) (1/7) infe

C [4 Recycle Bin [/ EC2 Image Builder Actions ¥ Launch instance from AMI
Owned by me ¥ Q, Find AMI by attribute or tag 1 @}
2 Name # v AMI name v AMIID v Sourc
FortiGuest_VM&4_AWS-v1.2.1-dev1.20004 FortiGuest_VME4_AWS-v1.2.1-... ami-0d0dde 6633
FortiGuest_VM&4_AWS-v1.3.0-devmain0029 FortiGuest_VM&E4_AWS-v1.3.0-... ami-0f7673 6633,
FortiGuest_VM&4_AWS-v1.3.0-devmain0003 FortiGuest_VMB4_AWS-v1.3.0-... ami-09¢138 6633

8. Update the configurations on this page. Select the instance type and configure the disk size to 500 GB.
Click Launch instance.

v Cnnf‘igure stora ge info Advanced
1 17 GiB | gp2 v | Root volume (Mot encrypted)
1% | 500 GiB | gp2 w | EBS volume (Mot encrypted)

(@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic X
storage

FortiGuest 2.0.0 User Guide 18
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9. Obtain the public IP address of the instance from the EC2 service interface and connect via a private key

using SSH.

> ssh -i ../zhultest.pem admin@

FOSAWS #

config Configure object
get Get dynamic and system inforn

show Show configuration
execute Execute static commands
exit Exit the CLI

FOSAWS # show
config system global
end
config system interface

edit portl

set mode dhcp
set allowaccess ssh

next
end

config system route

end

config system dns

end

config system ntp

end

config system admin

edit admin

Oracle Cloud Infrastructure (OCI)

Perform the following steps to deploy FortiGuest on OCI, for more information, see OCI| Documentation.

1. Obtain the file FortiGuest VM64_OCI-v1.3.0-[build0xxx].oci from Fortinet.

2. Tocreate a Bucketin OCI, log in to your OCIl account and navigate to the Object Storage & Archive
Storage > Buckets > Create Bucket in the OCI portal.

3. Enter a unique name for your Bucket and select the relevant Compartment.
4. Click Create or Confirm.

Object Storage & Archive
Storage

Buckets

List scope

Service logs

Resources: 1(2 otal logs) (2

Tag filters

FortiGuest 2.0.0 User Guide
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Upload Objects Help

Object Name Prefix Optional

fguest1s

Storage Tier

~
-

Standard

Choose Files from your Computer

15 Drop files here of select files]

FortiGuest_VMB4_OCI-v1.3.0-devmain0018.oci.zip 354.15 MiB

1 files, 354.15 MIB total

%Z Show Optional Response Headers and Metadata

Upload [ReES)

5. Extract the file FortiGuest_VM64_OCI-v1.3.0-[buildOxxx].oci to obtain FortiGuest_VM64_OCI-v1.3.0-
[buildOxxx].vmdk. Navigate to Object Storage & Archive Storage > Buckets > Create Bucket in the
OCP portal.

6. Select Custom Images and import the extracted VMDK file.

Import image Help

Operating system

Oracle Linux -

© Import from an Object Storage bucket
Import from an Object Storage URL

Bucket in FortiGuest-Develop (Change compartment)
fguest v
Object name
fguestiBFortiGuest_VME4_OCI-v1.3.0-devmain0018.vmdk 2
Image type
© VMDK
Wir maching disk file mat. For disk images used in virtual machines.
QCOW2
For disk image files used by QEMU. -

Import image Caneal

7. Create an instance with the uploaded custom image. Navigate to Compute Service in the OClI portal.
8. Click Create instance in the Custom image details page.

fguest18

Create instance Edit details Edit image capabilities Export More actions «

Custom image information Compatible shapes Tags

Custom image information

OCID: .._hhoBca Show Copy Launch mode: PARAVIRTUALIZED

Original image: - Created: Mon, Mar 18, 2024, 12:50:44 UTC
Compartment: fortinetoraclecloud1 (root)/FortiGuest-Development
Size (MB): 47694
Billable size (GB): 1 (7)
9. Inthe Shape Series, set the number of CPUs to 4 and RAM to 16 GB as per your requirements.
Wait for the import process to complete. This may take 6-10 minutes (approximately).
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10. Select Block Volumes > Attach block volume and attach a 500 GB block volume to the instance.

Create compute instance Attach block volume Help

Volume
Block volumes Select volun

me @) Create new volume Enter volume OCID

= Volume information
Name Attachment type Crez

| Name
No items. fguesthdd2
Create in compartment
L FortiGuest-Development S
33 Show advanced options
Availability domain: wwwl:US-ASHBURN-AD-1
m Save as stack  Cancel Cancel

11. Save any private keys or SSH keys that you may need to access the instance.

Deploying FortiGuest on VM Platforms

You can deploy FortiGuest on VMWare ESXi, Hyper-V, and Linux KVM.

» Deploying FortiGuest on VMWare ESXi

o Deploying FortiGuest on Linux KVM.

» Deploying FortiGuest on Windows Hyper-V
» Deploying FortiGuest on Nutanix

» Deploying FortiGuest on Proxmox

Deploying FortiGuest on VMWare ESXi

Perform the following steps to create and configure FortiGuest on the VMware ESXi server 7.0.3 and above.
1. Download the FortiGuest .ovf zip installation file from the Fortinet Support website, for example,
FortiGuest_VM64_ESXi-v1.x.x-build01xx.ovf.zip.
Unzip the downloaded file and extract the .ovf.

3. Logintothe VMware ESXi server and click Create/Register VM. Select Deploy a virtual machine from
an OVF or OVA file.
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vmware ESXi”

100@10.35.2.3

I3 Navigator (" localhostlocaldomain - Virtual Machines

[ + @ Host

Manage | €& Refresh (@sain x)
Monitor Virtual machine © stas @ Usedspace - | Guestos © Toolsinstalled | Hostname @ HostCPU ~ | Host memory v
i Virtual Machines O & Swe_din_Fio _Fguest 2.27 @Nomal 230268 Other (32-bi) Yes sainfortiguest.cloudapps.com a4z 40408
~ @ sajin_fimg_devmaino... O | & _oagan_devmain0038_2.36 @Nomal  5577GB Other3.x o later Linux (64-bit)  No Unknown 126 MHz 61768
Monitor O | & " gagan_dev @Nomal  339GB Other3xor later Linux (64-6t)  No Unknown 73 Mz 61368
» & Sajin_FIMG_devbuild... O & _Fme.c ¥ @Nomal  516.45GB Other Linux (64-bit) No Unknown 64 MHz 545GB
» & sajin_gagan_devmai... O & W fing_devops112_2.50 @Nomal  51646GB Other Linux (64-bit) No Unknown 133 MHz 43268
» { Sajin_ath_Floor_FGT... O | & fimg_devmain0054_2 @Nomal  516.45GB Other Linux (64-bit) No Unknown 127 uHz 668
More VMs...
8 siorage Quick fters &items ,

@ Networking
~ © VM Network
Monitor

More networks...

] Recent tasks

Task v Target ~  Initiator ~ Queued v Started ~ Resulta ~ Completed v v

4. Enter a name for the new virtual machine. Browse and select the extracted .ovf files or drag and drop all the
extracted files to new virtual machine window.

¥ New virtual machine - FortiGuest VM

1 Select creation type. Select OVF and VMDK files
Select ne OV and VDK s ar VA for e VA4 you wauld ke to degioy
3 Select storage
4 License agreements.
5 Deployment options
6 Additional settings
7 Ready to complete sirtual maching names can contzn up fo B0 characters and ey musl be unique wilhin ezch ESX] insiance

ENMET 3 NAME 107 8 VIMUE maching
FortiGues! Vi

X @ FCSESX ovf

% L datadrivet vmdk
X L FGSESXvmdk

X L FGSESX nvram

5. Optionally, modify the Select Storage settings.
6. Agree to the license agreement.
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51 New virtual machine - FortiGuest VM

1 Selact craation type Ready to complete
+ 2 Select OVF and VMDK files

Review, your sefiings selection before finishing the wizard

¥ 3 select storage
¥ 4 License agreements
+ 5 Deployment options iz 2

B4 & Ready to complete VM Name

Fes.

Datastore

Provisioning type

Netwark magpings

Guesl 05 Name
1 o notrefresh your browser whike this Vi is being depioved.
.

ForfiAlOps-vi
FortiGuest Vid

FGSESKymak
datadriet vmak
FGSESK miram

LOCAL12TE
Thick
HEPROTK 1 VM Nelwor Nelwork 2 g2 NEmSTK 3. pgz.Nelwork 4. pg2

Qher 4x or later Linuz (64-bil)

7. Select the appropriate Network Mappings for Network 1 as per ESXi configuration and select Thick as
the disk provisioning setting. Disable Power on Automatically.

" New virtual machine - FortiGuest VM

v1 ype Deploy t options

+ 2 Select OVF and VMDK fles Select aepioyment ogtions

+ 3 Select storage
+ 4 License agresments

% 5 Depioyment options Nefwork mzppings

& Ready to complete

Disk provisioning

Power on automatically

Metwork1 VM Metwork
Hemork2  po2
Metwork3  pg2

Helorkd  pg2

O Thin @ Thick

o

8. Review the details and click Finish to create the FortiGuest VM instance.
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%1New virtual machine - FortiGuest VM

¥ 1 galect creation type Ready to complete

¥ 2 Select OVF and VMOKles  poyiey your settings seieclion before finishing the wizard

¥ 3 select storage.
¥ 4 License agresments
+ 5 Deployment options Product FortiAlOps-YM

B4 ¢ Ready to complete VM Name FortiGuest Vid

Fies FGSESKymak
datadriet vmak
FGSESK miram

Datastore LOCALIZTE
Provisloning type Thick
Network magpings HetHorK 1. VM Network NeLork 2 pg2.Nemerk 3. pyz.Network 4. pg2

Guesl 05 Name Qher 4 of later Linug (64-bil)

T\ 0o notrefresh vour browser whike this VM s being desloyed
LI

Finish Cancel

Deploying FortiGuest on Linux KVM.

Follow this procedure to create and configure FortiGuest on the Linux KVM server.

1.

Download the FortiGuest .kvm zip installation file from the Fortinet Support portal, for example, FortiGuest_
VM64_KVM-v1.x.x-devmain00xx.kvm.zip.

Runthe gunzip <FortiGuest Image>command to extract the installation file.
Verify that the executable file deploy_kvm is present after extracting.

D datadrive.qcow?2 12-10-2023 06:36 QCOW? File 193 KB
] deploy_kvm 12-10-2023 06:36 File 4 KB
D FGSKVM.qcow?2 12-10-2023 06:36 QCOW? File 5,08,160 KB
[ Fimg_VARS.fd 10-10-2023 05:45 FD File 528 KB
D KVM.xml.tmpl 12-10-2023 06:36 TMPL File 3 KB
D OVMF_CODE_4M.secboot.fd 10-10-2023 05:45 FD File 3,568 KB

Open terminal and navigate to the directory containing the unzipped installation files.
Runthe . /deploy kvm <name of machine>command to deploy FortiGuest in virt-manager.
root@meru: /home/meru/Downloads# ./deploy_kvm demo

virsh define demo.xml
Domain 'demo' defined from demo.xml

Domain 'demo' started

Open the virt-manager window.
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Virtual Machine Manager

File Edit Wiew Help

i
- QEMUSKVM

| demo
= Running

7. Click Open to launch the console after the virtual machine is in a running state.

demo on QEMU/KVM o X

Eile Virtual Machine View Send Key

- @ ne - - S "

d to change your p *d, please input a new pa

Deploying FortiGuest on Windows Hyper-V

Follow this procedure to create and configure FortiGuest on the Windows Hyper-V.

1. Download the FortiGuest . hyperv installation from the Fortinet Support portal, for example, FortiGuest
VM64_HV-v1.x.x-devmain00xx.hyperv.zip.

Extract the downloaded installation using any Windows extractor tools.

Verify that the DATADRIVE and FGSWH YV files are present after extraction.

Open the Hyper-V Manager and in the Actions column, click New and then Virtual Machine.

o DN

Click Next to create a virtual machine with custom configuration.
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B New Virtual Machine Wizard

a Before You Begin

Specfy Name and Location

Specfy Generaton

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

This wizard helps you create a virtual machine. You can use virtual machines in place of physical
computers for a variety of uses. You can use this wizard to configure the virtual machine now, and
you can change the configuration later using Hyper -V Manager.,

To create a virtual machine, do one of the followng:

» Ciick Frash to create a vrtual machine that s configured with default values.
o Ciick Next to create a virtual machine with a custom configuration.

[ Do not show ths page agan

< Previous Finish Cancel

6. Enter a name and location for the virtual machine.

EB New Virtual Machine Wizard

3 Spedify Name and Location

Before You Begn

[ speciy Name and Locaton |

Specify Generation

AsSQn Memory

Configure Networiang

Connect Virtual Hard Disk
Installation Options.

Summary

Choose a name and location for this virtual machine.

The name is displayed in Hyper -V Manager. We recommend that you use a name that helps you easily
identify this wirtual machine, such as the name of the guest operating system or workdoad.

Name:  |HyperV_forbguest_demo |

You can create a folder or use an existing folder to store the virtual machine. If you don't select a
foider, the virtual machine is stored in the default folder configured for this server.

[[] Store the virtual machine in a different locaton
abo C:'\ProgramData Microsoft \Windows Hyper -V Browse...

<rrevous | [ next> | Foen Cancel

7. Select Generation 1 and click Next.
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B New Virtual Machine Wizard

4 Specify Generation

Before You Begin Choose the generation of this virtual madhine.
Speafy Name and Locaton ® Generation 1

_ Thes vrtual machne generabor supports 124t and G4-bet Quest operatng systems and provades
vrtual hardware whch has been avalabe n all previous versions of Hyper-v.

Assign Memory

Configure Networkng O Generaton 2

- t Vrhal This virtual machine generation provides support for newer vrtualization features, has UEF]-based
Hard Dk frmware, and requres a supported 64-bit guest cperatng system.
v A\ Once a virtual machine has been created, you cannot change its generation.

Summary

More abvw it virtual machne asnerabon onnort

8. Select the amount of memory to allocate to the virtual machine, a minimum of 8 GB is required. You can
use dynamic selection for memory.

— Assign Memory

Before You Begn Specify the amount of memary to allocate to this virtual machine. You can specfy an amount from 32
MB through 12582912 MB. To improve performance, specify more than the minimum amount

Specify Name and Locaton recommended for the operatng system.

Speafy Generation Startup memory: 8192 MB

[[] use Dynamic Memory for this virtual machine.

- £ Virtual When you decde how much memory to assign to a virtual machine, consider how you intend to
Mo Ok omhmmﬁhummhuﬂm.

crvotn | [T [ | [

9. Select your default switch and click Next. You can also connect to any other switch configured in your
network.
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[ Configure Networking

Before You Begin Each new virtual machine ndudes a network adapter. You can configure the network adapter to use a
s virtual switch, or it can remain disconnected.

Speofy Generaton Connection:  Intel(R) 82574 Gigabit Network Connection - Virtual Switch hd

cmmm Carcel

10. Select Use an existing virtual hard disk and navigate to the location of the extracted FGSWHYV disk
(.vhd) file and select it.
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3 Wew Virtual Machine Wizard

i Connect Virtual Hard Disk

Before You Begin

Specify Name and Location
Spedfy Generation

Assign Memory

Configure Networking

Connect Virtual Hard Disk

11. Review the details in Summary page and click Finish to create the new virtual machine.

A virtual machine requires storage so that you can install an operating system. You can spedfy the

storage now or configure it later by modifying the virtual machine s properties.
(") Create a virtual hard disk
Use this option to create a VHDX dynamically expanding virtual hard disk.

Test] 0.vhdx
C:\\Program Dala'|Microsoft) Windows\Virtual Hard Disks',

127 GB (Maximum: &4 TB)

© Use an eisting virtual hard disk

Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

(L0100 v\ FortiGuest VM4 HV-v1 2 0-devman 59 hypend FGEWHY vho

() Attach a virtual hard disk later

Uise this oplion to skip this step now and atiach an existing virtual hard disk later.

< Previous MNext > Finish

12. Add the DATADRIVE hard drive.
a. Right-click the FortiGuest virtual machine and select Settings.
b. Click SCSI Controller, select Hard Drive in the right pane, and click Add.
c. Browse to the extracted DATADRIVE file and click Open.
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d. Click Apply and then OK.

E settings for Test10 an IND-WKLPT3-NE1

Test10

4 » | D

% Hardware
" Add Hardware

B s10s

Boot from CD
W seaurity

Key Storage Drive disabled
W Memory

4095 MB
2] n Processar
4 Virtual processors
= M IDE Cantroller 0
H o Hard Drive
FESWHV.vhd
= M IDE Controller 1
_) DD Drive
Maine
= &l scsi Controler
[ o Hard Drive
DATADRIVE.vhd
#H O Metwork A.dapner
External_wireless
W com1
MNane
W comz
MNaone
[ Diskette Drive
Mone
& Management
X Name
Test1D
j Integration Services
Some services offered

i Chedgaoints

13. Add four network adapters.

Hard Drive

—

fwmwmﬂuwmdhrdﬁdcsauadud to the virtual madhine, If an
operatng system s nstaled on this disk, dhanging the attachment might prevent the
wirtisal machine from starting.

Conftroller: Location:
SCSI Controfler < 0 (inuse)
Media
You CAN COMPECE, COMieTr merge, reconnect or shrink a virtual hard disk

hvedh'tuumtdﬂe Sbeﬂﬁlmeﬁ.lnam to the file.
© virtual hard disk:

T4 HV-vl 2 0-devmaind059_ hyper DATADRIVE .vhe

o IF the physical hard disk you want to use is not listed, make sure that the
disk s offine. Use Disk Management on the physical computer to manage
physical hard disks.

Tnlmhwhdhﬁdcugdd(m This disconnects the disk but does not
delete the assocated fie.

Remove

a. Inthe Hardware pane, click Add Hardware.

b. Select Network Adapter and click Add.

c. Repeat steps 2 previous until you have added four network adapters.
d

Click Apply to save your changes.
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Note: Adding four network adapters is mandatory for Hyper-V deployment.

[ TP
& BIOS Spedify the configuration of the network adapter or remove the network adapter.
Boot from CD Virtual switch:
@ security Default Switch
Key Storage Drive disabled
VLAN ID
W Memory
4096 ME (") Enable virtual LAN identification
+ 1 Processor
= [ IDE Controller 0
# o Hard Drive ’
FGSWHV_4067F378-D2EB-..,
= [ 1DE Controller 1 Bandwidth Management
DVD Drive (") Enable bandwidth management
=1 &l scsi Controller
¥ a Hard Drive
DATADRIVE_DD&87356-54A.. 0
B Network Adapter v 0
Default Switch
[+ ..‘-". Network Adapter o
Not connected
5 -'i'- Network Adapter To remove the network adapter from this virtual machine, dick Remove.
Not connected
# 4 Network Adapter
e o Use a legacy network adapter instead of this network adapter to perform a
W '?OM 1 network-based installation of the guest operating system or when integration
_ Fone services are not installed in the guest operating system,
§ com2
H Diskette Drive

oK | Cancel

14. Right-click the FortiGuestVM and select Start to power-on the VM.
15. Verify the network connectivity and CLI.

Deploying FortiGuest on Nutanix

Perform the following steps to deploy FortiGuest on Nutanix.

1. Obtain FortiGuest_VM64_HV-v1.3.0-[buildOxxx].hyperv.zip from Fortinet and extract it to obtain the files
FGSWHV.vhd and DATADRIVE.vhd.

2. Logininto the Nutanix Prism user interface and click the icon. Select Image Configuration.

. Image Configuration
Settings

Manage the images to be used for creating virtual disks.

General + Upload Image

Cluster Details

Configure CVM

Expand Cluster aiopsga DISK ACTIVE 8 GiB s

Image Configuration |

3. Upload both the FGSWHV.vhd and DATADRIVE.vhd files in the order as mentioned here. To upload
FGSWHV.vhd, click Upload Image and update the following fields.
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Create Image ?

Name

FortiGuest

Annotation

Image Type

DISK v

Storage Container

default-container-89159414444738 ~

Image Source

) From URL

O Upload afile @ [ Browse... | FGSWHVyvhd

< Back Cancel Save

» Enter a Name for the FortiGuest image file.
» Select Disk in as the Image Type.
» Select the Storage Container.

* Inthe Image Source section, click Upload a file and browse to the FortiGuest image file
FGSWHYV.vhd

4. Click Save.
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5. Repeat steps 3 and 4 to upload DATADRIVE.vhd.

Create Image

Name

FortiGuest

Annotation

Image Type

DISK

Storage Container

default-container-89159414444738

Image Source

' From URL

O Uploadafile @ [Browse . DATADRIVEvhd

< Back

Cancel Save

6. Refresh the browser after a few seconds and the newly created images are listed in the Image

Configuration page.
Image Configuration

FGSKVM-130-dm... DISK ACTIVE 528 KiB £ - X
FGSWHWV-130-dm... DISK ACTIVE 16 GiB P
FGSWHV-130-dm... DISK ACTIVE 500 GiB s - X
fguestl bootupdisk DISK ACTIVE 16 GiB s - X
fguest2 datadrive DISK ACTIVE 500 GiB £ - X
fguest_vmdk1 DISK ACTIVE 500 GiB P
Fiaops Forti DISK ACTIVE 8 GiB s - X
FortiGuest DISK INACTIVE - - N
vscg ruckus DISK ACTIVE 150 GiB £ - X

7. To create a VM, navigate to the VM dashboard and click Create VM and enter the following configuration.
Nl Unnamed

Overview - Table

+ Enter a Name for the FortiGuest VM.

» Select your Timezone.
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¢ Inthe Compute Details section, enter 4 vCPU(s) and 8 GB of Memory.

Create VM ? b4

General Configuration
Name

FortiGuest

Description

Timezone
(UTC + 05:30) Asia/Kolkata ~

Use UTC timezone for Linux VMs and local timezone for Windows VMs.

] Use this VM as an agent VM

Compute Details
vCPU(s)

4

Number Of Cores Per vCPU

1
Memory ()
8
Note: By default, a CD-ROM is listed under Disks, delete this CD-ROM.
Disks + Add New Disk

CD-ROM ide.O EMPTY=true; BUS=ide VR

8. To create a new Boot disk, click Add New Disk and enter the following configuration.

» Select Clone from Image Service as the Operation and the disk is cloned from the FortiGuest image
files uploaded earlier in this procedure.

» Select SCSI as the Bus Type.
» Select the uploaded FortiGuest disk Image - FGSWHV.vhd.
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Create Image

Name

FortiGuest

Annotation

Image Type

DISK >

Storage Container

default-container-89159414444738 ~

Image Source

© From URL

O Uploadafile @ |Browse... | DATADRIVEVhd

< Back Cancel

9. Click Add.

10. Add another disk for DATADRIVE.vhd following the previous step.
Note: Ensure to create a new disk for FGSWHV.vhd first and then for DATADRIVE.vhd.

11. Add 4 Network Adapters, click Add New NIC.
Note: Adding four network adapters is mandatory for Nutanix deployment.

Create NIC ? b o
|
| Subnet Name
fortinet_switch ~
Network Connection State
Connected ~

Private IP Assignment

i NONE

12. Configure the FortiGuest static IP address on starting the VM.

Deploying FortiGuest on Proxmox

Perform the following steps to deploy FortiGuest on Proxmox hypervisor platform.
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1. Obtain FortiGuest_VM64_KVM-v1.3.0-[build0xxx].kvm.zip from Fortinet.

2. Use SCP to transfer this file to a Proxmox machine and extract it.
unzip FortiGuest VM64 KVM-v1.3.0-[buildOxxx].kvm.zip
-rw-r--r-- 1 root root 204608 Mar 27 15:08 datadrive.gcow?2

-rwxr-xr-x 1 root root 4541 Mar 27 15:08 deploy kvm

-rwxr-xr-x 1 root root 2264 Mar 27 15:08 deploy pmx

-rw-r—--r-- 1 root root 533463040 Mar 27 15:08 FGSKVM.qgcow?2

-rwxr-xr-x 1 root root 540672 Mar 27 14:17 Fimg VARS.fd

-rw-r--r-- 1 root root 917504 Mar 27 15:08 Fimg VARS.gcow2

-rw-r--r-- 1 root root 393194388 Apr 22 15:14 FortiGuest VM64 KVM-v1.3.0-

[buildOxxx] .kvm.zip
-rwxr-xr-x 1 root root 2749 Mar 27 15:08 KVM.xml.tmpl
-rwxr-xr-x 1 root root 3653632 Mar 27 14:17 OVMF CODE 4M.secboot.fd

3. Import the FortiGuest disk image manually in the Proxmox shell to create the VM.
./deploy pmx -n <name> -v <volume> -b <bridge> [-i <vmid>] [-c <cores>] [-m

<memory>]
Where:

* <name> is the name of the VM, for example, fortiguest-1.3.0.
» <bridge> is the network bridge to use, for example, vmbrO0.
« <vmid>isthe ID assigned to the new VM; the default is to use the next available free ID.

» <cores>is the number of CPU cores to allocate; the default is 8.
* <memory> is the amount of RAM to allocate (in MB); the defaultis 8192 MB.
4. The VMis now deployed, edit the settings and add 4 CPUs in the Proxmox user interface.

Sl Crestavht | (&3 Gremo &7 | [ rootgrem
"

Heisr {8

5. Configure the FortiGuest static IP address on starting the VM.
Note: The supported CPUs include Intel Core i5 and higher.

Specifications for Scale Deployments

The following minimum specifications are required for FortiGuest scale deployments.

Requirements

Specification Category

Low 8 core 8 GB 1TB
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Requirements

Medium 16 core 16 GB 1TB

Specification Category

High 24 core 64 GB 1TB

RADIUS Performance
Maximum

Specification

Concurrent PAP / AD / external
Category Sessions PAP / local database database

(authentications/sec) (authentications/sec)

Low 1000 266 161
Medium 10000 486 311
10000 653 -
High
50000 451 217

Setting up Network IP configuration

Log in to the device from the console using the default username and password (admin/no password). Set up a
new password and log in to the device using the new credentials.

FortiGuest VM ] Actions

login: admin

« Viewing/ Updating Configuration

« Configuring IP Address
« Configuring Hostname
« Configuring NTP

Viewing/ Updating Configuration

Runthe show full-configuration command to view all of the configured commands in FortiGuest. After
making changes, run the end or next command to commit your changes and make them effective.
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Configuring IP Address

Run the following commands to set the IP address.

fguest # config system interface

fguest (interface) # edit portl

fguest (portl) # set mode static

fguest (portl) # set ip <IP/CIDR>

fguest (portl) # end

Run the following commands to set the gateway.

fguest # config router static

fguest (static) # edit 1

fguest (1) # set gateway <your gateway>

fguest (1) # set device portl #Same as the port mentioned in interface.
fguest (1) # end

Run the following commands to configure the DNS server.

fguest # config system dns

fguest (dns) # set primary <Primary DNS Server>

fguest (dns) # set secondary <Secondary DNS Server>

fguest (dns) # end

Note: When a FortiGuest instance is configured, the default IP address is 192.168.1.99/24.

Configuring Hostname

Run the following commands to configure hostname.
fguest # config system global
fguest (global) # set hostname <hostname>

fguest (dns) # end

Configuring NTP

Run the following commands to configure NTP.

fguest # config system ntp

fguest (ntp) # set ntpsync enable

fguest (ntp) # set ntpserver 0.in.pool.ntp.org l.in.pool.ntp.org
fguest (ntp) # set syncinterval 60

fguest (ntp) # end

For complete list of supported commands, see Command Line Interface (CLI) Reference.
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Accessing FortiGuest

After the network IP configuration is complete, log in into the FortiGuest VM as admin at https.//[server
IPJ/adminportal/auth/login to access FortiGuest GUI, for example, https://10.39.1.33/admin-portal/auth/login.
Password is not required at first login, you will be prompted to the set a new password.

Note: The GUI admin login and CLI admin login are different. You cannot use the same credentials for both
methods.

Setup Progress

Change Your Password
» Change Password

This account is using the default password, it is highly recommended that you
change your password. Once changed, you will need to re-login.

New Password sesssese

Confirm Password

The FortiGuest administrative portal supports multiple display themes for the user interface. The selected
theme is saved in the browser per user, and the same theme is used on subsequent log-ins, unless it is
changed. The default theme is Mariner.

2~
Neutrino
Dark Matter
Graphite
Jade

Mariner

A

Melongene

Upgrading Firmware

Runthe execute restore image command to upgrade the firmware. The firmware image is loaded from an
FTP server ora TFTP server. For example, run execute restore image ftp <FortiGuest Image
location> <FTP Server IP> <username> <password>command, where:
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¢ <FortiGuest Image location>isthe path tothe FortiGuest firmware image onthe FTP server.
e <FTP Server IP>isthe IP address ofthe FTP server.

¢ <username> is the username for the FTP server.

* <password> is the password for the FTP server.

For complete list of supported commands, see Command Line Interface (CLI) Reference

Al
S L4
9 You can also upgrade FortiGuest in GUI. See Firmware Upgrade.

Licensing

The System > Licensing page allows you to view and upload the FortiGuest license file. To obtain the license
file, contact Fortinet Customer Support.

 Installing License
License Utilization

Configuration Restore
» License Expiry and Decrements
¢ Re-licensing

Installing License

To upload a license file navigate to System > Licensing.

1. Click Upload License File.

2. Inthe Upload License File window, click + Browse.
3. Browse and select the license file.

4. Click OK.

Upload License

System 1D

Serial Number

License Summary

Issue Date 2024-07-24
Begin Date 2024-07-24
End Date 2024-07-25

Allowed Connected Users ~ 10000
Status Expired
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Note: To renew the license subscription for FortiGuest (valid for one year) before the expiry, contact Fortinet
Customer Support. The same license is updated and you are not required to procure a new license. You can
now view the status of the FortiGuest license on this page, the Status is displayed as Valid or Expired.

License Utilization

Each account type has different license utilization guidelines.

Account type Description

Guest ¢ FortiGuest will count the number of guest user accounts in the
database, not the number of active connected sessions.
» Expired, suspended, pending approval, and rejected accounts are not
counted.

Remote ¢ When authenticating remote users, a corresponding local user account
is created and counted.

Device ¢ Device account license count is independent of user account license
count. The device account count is five times the user account count.

Configuration Restore

The following apply to the FortiGuest accounts when restoring configuration.
« Ifthere are any accounts with status suspended, rejected, pending approval, or expired, the account will be
imported into the new database as is, with no change in status.

» For accounts with status active or inactive, if the license count is less than the number of accounts being
imported, FortiGuest will only restore the number of accounts permitted by the license count.

« Accounts with status active or inactive that were created most recently will be fetched first.

» The remaining accounts with status active or inactive that exceed the current license count will be marked
as unlicensed. This allows the administrator to identify the unlicensed accounts on the user interface.

License Expiry and Decrements

When the license expires, FortiGuest performs the following actions.

* Un-license all active and inactive accounts in the database. Accounts with other statuses will remain as is.

» Display an error message in the system logs indicating that the license has expired. After a 24-hour grace
period, the accounts will be unlicensed.

If the license count is decreased, FortiGuest will reduce the number of accounts in the database to match the
new count.

Re-licensing

Re-licensing is applicable to accounts with the following conditions.

+ Unlicensed during a database restore
» Unlicensed because of license expiry or decrements

The administrator can either choose to re-license the accounts individually or choose to re-license all the
accounts, provided there is space for re-licensing the accounts.
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Command Line Interface (CLI) Reference

You are required to set up a new password after logging in for the first time. The password must be 8-12
characters long. Open the CLI and log in as the admin user (admin). Change the password at the admin prompt
and the CLI administration menu is displayed.

The following commands are supported for FortiGuest.

Configuration Commands
Show Commands
Diagnostic Commands
Management Commands
System Information

Configuration Commands

The following commands are available to configure FortiGuest.

Command

config system
interface

FortiGuest 2.0.0 User Guide
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Parameters

?

edit <interface port>

abort

next

set mode <static|DHCP>

set ip <IP/netmask>

Description

Displays the various
parameters available
for this command.

Edit the interface port
and enter the port
setting mode in the
CLI.

Displays the various
parameters available
for this command.

Aborts the port setting
mode and exits.

Returns to the
interface
configuration mode.

Configure the port IP
address mode; static
or DHCP.

Configure the port IP
address (static).
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Command

config system
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Parameters

set allowaccess <ssh|https|http|ping>

unset ip

unset allowaccess

<ssh|https|http|ping>

unset mode

unset dns-server-override

get

show

end

admin

dns

Description

Configure the admin
access type; SSH,
HTTP, HTTPS, Ping,
or SNMP.

Removes the
configured IP
address.

Removes the
specified admin
access.

Sets the port IP
addressing to default
mode.

Sets the dns-server-
override to default
setting.

Obtain the system
information.

Displays the current
interface
configuration details.

Exit the port
configuration mode;
the configuration
changes then take
effect.

Configures admin
users.

edit admin - Edit
admin user details.
set password-Set
the admin user
password.

Configures DNS and
enters the DNS
configuration mode.
set primary -
Configures the
primary DNS server.

43



Command Line Interface (CLI) Reference

Command Parameters
global
interface
ntp

config route static

Show Commands

The following commands can be used for viewing configuration information.

Command Parameters

show

show full-configuration

Diagnostic Commands

The following commands are used to diagnose and troubleshoot issues.
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Description

Configures global
settings and enters
the global
configuration mode.

Configures the
system interface.

Configures system
NTP information.

* set ntpsync-
Enable/disable
the system time
by synchronizing
with the NTP
server.

e set
ntpserver -
Configure the IP
address or
hostname of the
NTP servers (up
to 10).

Edit the IPv4 static
routing tables and
enter route
configuration mode.

Description

Displays bootstrap
configuration.

Displays all configuration
(includes defaults).
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Command

diagnose

diagnose service
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Parameters

?

hardware

hardware

hardware

hardware

name>

hardware

hardware

hardware

hardware

hardware

hardware

hardware

hardware

hardware

hardware

hardware

log
start

status

deviceinfo disk

deviceinfo nic

deviceinfo <nic

lspci

lspci tree

lspci verbose

sysinfo

sysinfo

sysinfo

sysinfo

sysinfo

sysinfo

sysinfo

sysinfo

cpu

interrupts

iomem

ioports

memory

mtrr

slab

Description

Displays the various
parameters available for this
command.

Displays the various
parameters available for this
command.

Displays information of all
disks.

Display the available list of
NICs.

Displays information of a
specific NIC.

Displays the PCI parameters.
Displays PCI bus tree.

Displays detailed information
about all devices.

Displays the various
parameters available for this
command.

Displays detailed information
for all installed CPU(s).

Displays details of system
interruptions.

Displays the memory map of
1/0O ports.

Display the address list of I/O
ports.

Displays the system memory
details.

Displays the memory type
range register.

Displays the memory allocation
information.

Displays service logs.
Starts the specified service.

Displays the status of service.
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Command Parameters Description
stop Stops the specified service.
diagnose debug cache get Displays the Redis cache.
hget Displays the Redis cache.
Management Commands
The following enable some management and other operations in FortiGuest.
Command Parameters Description
execute ? Displays the various
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date <YYYY-MM-DD>

time <HH:MM:SS>

factoryreset

formatlogdisk

ping <destination>

traceroute <destination>

reboot
shutdown
sysctl sh

backup config ftp <filepath>
<ftp server>[:port] [ftp
user] [ftp passwd]

backup config tftp <filename>
<tftp server>

restore config ftp <filepath>
<ftp server>[:port] [ftp
user] [ftp passwd]

parameters available for this
command.

Set the date in the YYYY-MM-
DD format.

Set the time in the HH:MM:SS
format.

Resets all the three data disks
to the factory default settings
and reboots the device.

Formats the log disk and
reboots the device.

Ping the host name or IPv4
address.

Traceroute of the host name or
IPv4 address.

Reboot the system.
Shut down the device.
Enter shell environment.

Creates a remote backup of
the configuration file using
FTP.

Creates a remote backup of
the configuration file using
TFTP server.

Restores the configuration file
from an FTP server using
specific details.
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Command Parameters

restore config tftp
<filepath> <tftp server>

restore image ftp <filename
string> <ftp server>[:port]
[ftp user] [ftp passwd]

restore image tftp <filename
string> <tftp server>

System Information

The following commands information related to the system configurations.

Command Parameters
get system ?
status
admin

admin <username>

dns

global

interface

interface <port>

ntp
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Description

Restores the configuration file
from a TFTP server.

Restores the firmware image
from an FTP server using
specific details.

Restores the firmware image
froma TFTP server.

Description

Displays the various
parameters available for this
command.

Displays system status, such
as, version, serial number,
BIOS details, time stamp,
hostname, and so on.

Displays the configuration
details of the admin users.

Displays the configuration
details of a specific admin
user.

Displays the DNS
configuration.

Displays the configuration
details of global attributes.

Displays the interface details,
status, and IP address.

Displays the port details,
status, and IP address.

Displays the configuration
details and status of NTP
server.
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User and Device Accounts

FortiGuest allows you to create network access accounts for your users, visitors, contractors or anyone who
needs to access the network. You can create and manage guest user accounts and device accounts that
connect to the network.

Note: Prior to creating user accounts, ensure that email notifications are enabled and configured at Email
NotificationsThe user credentials are sent only via email.

Creating and Managing User and Device Accounts
Creating and Managing Account Batches

Creating and Managing User and Device Accounts

To create and manage user and device accounts, navigate to Accounts > Manage Accounts. Select an
account and click Actions to perform any of the following supported operations.

User Accounts Device Accounts Connected Sessions

Action~ @ Q, Search

B 0O

& Edit
Creat _ FirstName = Last Name = Status = Start Time = EndTime =
M Delete
admin ¥ Disconnect andd andd Expired 2023/11/2312:49:59  2024/11/26 12:11
admin bbbb bbbb Expired 2023/11/2417:46:48 2023/11/24 18:46
@ View
admin cccc ccee Expired 2023/11/28 15:20:23  2024/11/27 15:20
P View Detailed Report
admin PP View Active Sessions ippb ippb Active 2023/11/28 16:01:57
rsimpi om2 Self Self Rejected 2023/11/2816:41:02  2023/11/28 17:41
X Suspend
defaul om3  Self Self Expired 2023/11/28 16:54:26  2023/11/28 17:54
C Revive
rsimpi & Approve/Reject om4  Self Self Expired 2023/11/2817:44:02  2024/11/27 17:44
rsimpi ™ Relicense om5  Self Self Pending Approval  2023/11/28 17:48:42  2024/11/27 17:48
rsimpi C' Relicense Al omé  Self Self Pending Approval  2023/11/28 17:57:18  2024/11/27 17:57
admin testtt testtt Active 2023/11/29 14:26:40  2023/11/29 15:26

B Download CSV

Download CSV - Download the account details in a .csv format.

View - View the account details. You can print the account details, suspend the account, or reset the
password.

View Detailed Report - View the audit and accounting logs for the selected account.
View Active Sessions - View connected sessions individually for an account.

Edit - Edit the selected account details.

Delete - Delete the selected account.

Suspend - Suspend the selected account to deactivate it temporarily. The account is removed from the list
and the user cannot access it anymore. You can revive a suspended account.
Note: Account suspension works only if FortiGate supports Change of Authorization.

Disconnect- Disconnect the selected account to prevent access. You can revive a disconnected account.
Note: Account disconnection works only if FortiGate supports Change of Authorization.
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« Revive - You can revive a suspended or disconnected account anytime.
Note: While reviving an account with a new usage profile, ensure that the time zone matches the previous
usage profile applied on the account.

« Approve/Reject - A sponsor can approve/reject the account before it is activated.

+ Relicense and Relicense All - The administrator can either re-license a selected account or re-license all
the accounts, provided there is space for re-licensing the accounts. See Licensing.

Creating User Account

To create a new user account the following user details. The options available to create a user account are as
per the configured Policy Details.

Create Account

Username Forti123

First Name Fortinet

Last Name

Password Generation Mode = Guest specified password -
Password sssnsee

Confirm tesneee

Company Fortinet

Email xyz@fortinet.com

Mohbile Number +1 - 12345678%0
Account Group Default -
Usage Profile Default -

« The Username of the account.

o The First Name and the Last Name of the user.

o The Password Generation Mode. You can allow the admin to set the password (Admin specified
password) or enableFortiGuest to generate a password automatically (Auto generated password).
When the password is admin specified, it must match the password complexity configured in Password
Policy.

« The Password to access the user account. The password must contain at least 2 characters, 2 numbers
and 1 symbol (/$7()-_=+{}[];:@#~,<>?).

o The Company or organization of the user.

o The user Email address.

o The Mobile Number of the user.

» Select the associated Account Group and Usage Profile.
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Creating Device Accounts

To create a new device account, provide the following user details.

Create Device Account

Mac Address

First Name userl

Last Name

Company Fortinet

Email xyz@fortinet.com

Maobile Number  +91 - 1234578%0
Account Group Default -

Usage Profile Default -

Timezone Asia/Kolkata -

Update the following user details requesting the device be added on to the network.

o The MAC Address of the device.

o The First Name and the Last Name of the user.

« The Company or organization of the user.

e The user Email address.

o The Mobile Number of the user.

» Select the associated Account Group and Usage Profile.
« Select the Timezone relevant to the user.

Connected Sessions

The FortiGuest admin can view all the active and connected sessions You can disconnect one or multiple
sessions, select a connected session and click Disconnect.

Manage User Account Manage Device Account Connected Sessions

&R Disconnect € Q, Search

Username < Session ID & Unique ID & NAS IP Address < Frame IP Address < Start Time < Stop Time = Creat

The guest users can now see and manage all sessions (if logged in from multiple devices) of a specific user and
disconnect them as required. The guest can either disconnect from an already authenticated device or from a
new device, when the concurrent connection limit is exceeded. You can enable session management for a
portal in post-auth settings in Guest Portal > Portals > Settings, see Settings.
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Creating and Managing Account Batches

To create and manage user and device accounts, navigate to Accounts > Manage Accounts Batches. Select
an account and you can perform any of the following supported operations.

The Manage Account Batches page lists all the user and device account batches. You can select any to view
the details, optionally, you can also create new batches. Click New and you are redirected to the respective user
account and device account batch creation page.

Creating User Account Batch

The FortiGuest allows you to create multiple user accounts at the same time. You can create multiple accounts
manually or import from a .csv file.

e Account Batch
« Random User Account Batch

Account Batch

Perform the following steps to create an account batch.

1. Navigate to Accounts > Create Account Batch and click New to create an account. Update the following
user details.

Create Account

Username Fortil23

First Name Fortinet

Last Name

Password sennene

Confirm sssssss

Company Fortinet

Email xyz@fortinet.com

Mobile Number = +1 - 1234567820

« The Username of the account.

« The First Name and the Last Name of the user.

« The Password to access the user account. The password must contain at least 2 characters, 2
numbers and 1 symbol (!$7()-_=+{[];:@#~,<>?).

« The Company or organization of the user.

o The user Email address.

e The Mobile Number of the user.

2. You canimport the user account details in a .csv format. Click Download CSV Template and populate the
required fields in the template file. After the template file is updated with user details, click Upload CSV to
upload it. You can import users with encrypted passwords along with clear text passwords, and upload the
same .csv to import users into another system.
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Note: You cannot import more than 3700 local user accounts using the .csv template, at a given time.
Currently, multiple iterations are required to import larger number of accounts.

3. You can create an account batch after the user account details are created/imported as described in the
previous steps. Update the following details.

Create Account Batch Create Random User Account Batch

4+ New &' Edit [ Delete  B» Download CSV Template & Upload CSV
Username Password Hashed Password First Name Last Name Company Email Country Calling Code
0 batchl passl FortiGuest Fortinet xyz@fortinet.com 1 Anguilla

o The Batch Name.
» Select the associated Account Group and Usage Profile.
« Select the Timezone relevant to the users.

Random User Account Batch

You can create a random user account batch when you need to hand out details to visitors, but do not have
access to a computer at a given point in time to create and provide the accounts to users. This feature allows
you to create accounts in advance and record the details for correlation at a later time.

Create Account Batch Create Random User Account Batch

MNumber of accounts 10

Batch Name Bach33

Account Group Default hd
Usage Profile Default -
Timezone America/Los_Angeles -

Click the Create Random User Account Batch tab and update the following details.

o The Number of accounts that you want to generate in this batch.
o The Batch Name.

» Select the associated Account Group and Usage Profile.

» Select the Timezone relevant to the user.

Creating Device Account Batch

The FortiGuest allows you to create multiple device accounts at the same time. You can create multiple device
accounts manually or import from a .csv file.

1. Navigate to Accounts > Create Device Account Batch and click New to create an account. Update the
following user details requesting the device be added on to the network.
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Create Device Account

Mac Address 00:00:5e:00:53:af
First Name Fortil23

Last Name

Company Fortinet

Email xyz@fortinet.com

Mobile Number +1

The MAC Address of the device.

hd 1234567890

The First Name and the Last Name of the user.

The Company or organization of the user.
The user Email address.
The Mobile Number of the user.

2. You canimport the device account details in a .csv format. Click Download CSV Template and populate
the required fields in the template file. After the template file is updated with device/user details, click
Upload CSV to upload it.

3. You can create an account batch after the device accounts are created/imported. Update the following
details.

Create Device Account Batch

+ New @ & Edit W Delete E» Download CSV Template 1§ Upload CSV

Mac Address First Name Last Name

00:00:5e:00:... userl

Batch Name
Account Group
Usage Profile

Timezone

« The Batch Name.

Company Email Country Calling Cade
xyz@f... +1
Batch23
Default -
Default -
America/Los_Angeles -

» Select the associated Account Group and Usage Profile.

o Select the Timezone relevant to the user.
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Creating and Managing MPSK

To create and manage Multiple Pre-Shared Key (MPSK), navigate to Accounts > Manage MPSK. Select an
account and click Actions to perform any of the following supported operations.

£7% FortiGuest

A Home >  Config  VLANMapping  Settings
& Accounts v
| Action ~ | @ Q, Search
Manage Accounts & Edit
N Created By

Manage Account Batches fli Delete

Manage MPSK e MPSK ¥ Disconnect admin

@ Network Access Policies > X Suspend

B Policy Settings > C' Revive

& Access Management > & Approve/Reject

LD Guest Portal > P View Accounting Logs

% Smart Connect > P View Authentication Report
L% Devices > P View Active Sessions

Ig system >

I Logging >

B Reports >

 Edit - Edit the selected MPSK profile.
* Delete - Delete the selected MPSK profile.
« Disconnect- Disconnect clients connected to selected MPSK profile.

« Suspend - Suspend the selected MPSK profile to deactivate it temporarily. The profile is removed from the
list and the user cannot access it anymore.

+ Revive -You can revive a suspended or disconnected MPSK profile.
+ View Accounting Logs-View accounting logs for the selected MPSK profile

» View Authentication Report - Displays the successful or failed RADIUS authentications for the selected
MPSK profile

+ View Active Sessions-View connected session individually for the selected profile.
» Approve/Reject - A sponsor/administrator can approve/reject the MPSK profile before it is activated.

Ay
‘9' MPSK accounting features such as suspend, disconnect, and delete require FortiOS
version 7.6.3 GA.

Creating PSKs

The administrator can create, update, and delete PSKs in this page. You can create a single or multiple PSKs,
each PSKis assigned a single VLAN and one/multiple user accounts and devices. Navigate to Accounts >
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Manage MPSK and select Config. On successful guest portal authentication, the guests can view and use the
administrator created PSK or can create their own as described in Guest Portal Device Registration.

Create PSK

Name PSK1
Description

%
Pre Shared Key @ eesessss ®
Static VLAN 101
Devices 0A-91- X

1A-5B- b4
+

User Accounts

M1 UserAccount Lcm3AHS2 v Devices +

+ Name - Enter a unique name for the PSK

» Description — Enter a description/purpose for the PSK.

¢ Pre Shared Key — Create a PSK.

» Static VLAN - A static VLAN can be configured per PSK. The VLAN value can be from 1-4095.

+ Device — Select the client device to associate the PSK with. Optionally, you can create a new device
account here. If you select a device that is already linked to a PSK then this new PSK is applied to that
device. Only unlimited device accounts of guest are displayed here.

« User Accounts — Assign one/multiple user accounts and associated devices to the PSK.

You can tag device accounts to user accounts when creating a PSK.

A device can use an administrator created PSK, even if it not registered or registered but not tagged with that
PSK. When such a device uses the PSK, it is automatically registered in the Accounts > Manage MPSK page
and a related device account is created.

To use another PSK for your device, you must remove the device from the existing PSK and associate it with a
different PSK on the Accounts > Manage MPSK page.

Notes:
» The administrator receives an email alert when a new MPSK profile is created using a device account and
the guest receives an email alert when the PSK is changed on the guest portal.
« Ifthe admin deletes a PSK tagged to a device, then the PSK-device account association is removed.

» You can configure the maximum number of devices that are allowed to get tagged to a PSK (valid range is
1 -50) and the maximum number of PSKs allowed per guest (valid range is 1 - 10), in Accounts > Manage
MPSK >Settings. See MPSK Settings.
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VLAN Mapping

FortiGuest provides secure network access by supporting both static and dynamic VLAN mapping when
authenticating a guest. You can view the free and occupied VLANs at Accounts > Manage MPSK > VLAN
Mapping. Select the RADIUS client and all VLANSs currently mapped to the PSK associated with the particular
RADIUS client are displayed. If both static and dynamic VLANSs are configured, then the dynamic VLANSs are
assigned first, if the dynamic VLAN is not available, then FortiGuest assigns the configured static VLAN.

FortiGuest handles VLAN mapping differently for guest accounts that are tagged to the PSK vs guest accounts
not tagged to the PSK. Consider the following, if a guest account is NOT tagged to a PSK.

« Ifastatic VLAN is configured then it is used and if a static VLAN is not configured then VLAN 0 is used.

¢ Dynamic VLAN is NOT used in this scenario.

For PSKs with guest accounts tagged to them, the behaviour described in Dynamic VLAN Mapping is applied.

Dynamic VLAN Mapping

Dynamic VLAN mapping is used when a PSK is authenticating via a RADIUS client. Each PSK/per RADIUS
client is assigned one VLAN even if that PSK is used by multiple devices, as long as it authenticates via the
same RADIUS client. Consider the following example where the VLAN is assigned per RADIUS client.

VLAN pools pool1 and pool2 are configured on the RADIUS client.
« Ifadevice Mobile1 with a PSK, PSK-auth, logs in through a RADIUS client, Client1, then VLAN ID xx is

assigned to it.

« Ifanother device, Mobile2 with the same PSK, PSK-auth, logs in through the same RADIUS client, Client1,
then itis also assigned VLAN ID xx.

» Butif a device if Mobile3 with the same PSK PSK-auth logs in through a different same RADIUS client,
Client2, then a different VLAN ID yy is assigned. Likewise, if Mobile3 with a different PSK PSK-auth12
through the same RADIUS client, Client1, then also a different VLAN ID yy is assigned.

The following behaviour applies while managing dynamic VLANS.

« The admin is allowed to configure n number of VLANs/VLAN ranges separated by commas.

« Ifthe admin adds/deletes the VLAN Mapping on a RADIUS client, then all existing mappings including
those currently assigned to PSKs are deleted and re-configured again with the new VLANS.

« Ifa RADIUS client is deleted then all VLAN mappings associated with it are also deleted.

« Ifthe VLAN pool is exhausted for a RADIUS client, then the static VLAN is assigned. If no static VLAN is
configured, then VLAN 0 is assigned.

To enable dynamic VLAN mapping, see PSK Authentication.

Static VLAN Mapping

A static VLAN can be configured per PSK. The VLAN value can be from 1-4095. To configure static VLAN, see
Creating PSKs.

MPSK Settings

You can configure account group, usage profile and PSK limits in Settings page.
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=-% FortiGuest

A Home >  Config  VLANMapping  Settings
‘ S Accounts v
. o 10
Manage Accounts Maximum Device Limit to be tagged to a PSK @

Manage Account Batches Maximum number of PSKs allowed per guest user @ 10

Manage MPSK g Account Group Default -
@ Network Access Policies > Usage Profile 15 Minutes -

B Policy Settings >

& Access Management > Cancel

» Maximum Device Limit to be tagged to a PSK - Set the maximum number of devices that are allowed to
get tagged to a PSK (valid range is 1 - 50).

* Maximum number of PSKs allowed per guest user - Set the maximum number of PSKs allowed per
guest (valid range is 1 - 10).

« Account Group - Select the account group to be used.

» Usage Profile - Select the usage profile to be used.
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Network Access Policies

Using the FortiGuest network access policies, you can configure pre-defined settings and rules that allow you to
define criteria-based authentication and authorization of users, to connect to the network with certain
conditions. You can create and assign the following network access policies.

» Authentication Policies

« Authorization Policies

« Authorization Profiles

o Usage Profiles

e Account Groups

+ RADIUS Attribute Placeholder

Authentication Policies

FortiGuest allows user authentication via the internal user database or an external authentication server. For an
authentication attempt against FortiGuest each server is tried in order against the relevant domain. If an
external server rejects the authentication attempt then the user is rejected by FortiGuest. If a server does not
respond the next server in the realm is tested.

With an external authentication server, the sponsors need not have another set of user names and passwords
to authenticate. The existing server user credentials are used for authentication. It also enables the
administrator to quickly roll out user access because there is no need to create and manage additional local
sponsor accounts.

Navigate to Network Access Policies > Authentication Policies and click New. Enter a Name for the
authentication policy and select the authentication Server Type. Based on the selected authentication server,
update the subsequent settings/parameters to create an authentication policy. You can Clone the
authentication policy to reuse configurations.
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Create Authentication Policy

Name AuthServer
Server Type ‘$earch ‘ Q
Enabled

B Authentication Server Type (14)
External Database
Facebook

Generic OAuth/OIDC
Generic SAMLIDP

Google

Google Workspace
Instagram

LinkedIn

Microsoft Active Directory
Microsoft ADFS SAML IDP
OpenLDAP

RADIUS

RadSec

X

The external servers authenticate sponsors using their existing server credentials. It also enables the
administrator to quickly roll out user access because there is no need to create and manage additional local
sponsor accounts.

« Facebook/Google/X/Instagram/LinkedIn

o Google Workspace

« Microsoft Active Directory

» External Database

e Open LDAP

» Generic OAuth/OIDC

« RADIUS

o Security Assertion Markup Language (SAML) Support
« RadSec Authentication

» Adding RADIUS and RadSec for Eduroam
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Facebook/Google/X/Instagram/LinkedIn

To authenticate sponsors, enter the Client ID and Client Secret generated on the respective developer's
console for these applications.

= Name M=EEu:E

Client 1D 12345678%012345
ClientSecret  esssssssene @
Confirm Tl @

Enter any Attribute Mappings required for the server and then map them to the usage profile you require and
also set the Account Group. Click Add Mapping to configure the rules for the policy.

Create Authentication Policy
= Name B Settings ¥= Attribute Mappings

1 If the authentication is successful, set usage profileto 30 mins from 1st login + and account groupto = Default +

Google Workspace

Enter a Name for the authentication policy and select the authentication Server Type. For authentication, enter
the Client ID and Client Secret generated on the Google Workspace developer's console. Additionally, enter
the JON key and the administrator username.

Create Authentication Policy

= Name & Google Workspace Settings

Client ID 1123
Client Secret Ty @
Confirm ssssessse @
Service Account JSON Key "key"

Workspace Admin Username userl

The User is the realm/domain to which the user belongs.
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Create Authentication Policy

= Name = Google Workspace Settings

Realm user.com

Enter any Attribute Mappings required for the server and then map them to the usage profile you require and
also set the Account Group. Click Add Mapping to configure the rules for the policy.

Create Authentication Policy
= Name = Google Workspace Settings ae User 7= Attribute Mappings

1 Ifno rules match @ Accept authentication v set usage profileto Default * and account groupto Default

Add Mapping

Microsoft Active Directory

Supports authentication against multiple domain controllers that can be a part of the same Active Directory to
provide resilience, or they can be in different Active Directories. FortiGuest can authenticate users from
separate domains, even where no trust relationship is configured. All Active Directory authentications are
performed against individual domain controller entries. FortiGuest attempts to authenticate users against each
domain controller entry according to the authentication order specified in the authentication settings.

The user list may appear empty if users are not assigned to any Active Directory

W0 groups. This is because the query relies on AD group membership. To resolve this,
‘Q' create a dedicated group in Active Directory and add the relevant users as members. If
- the group already exists, ensure the group name is added in the format

CN=GroupName in the AD group within FortiGuest. Additionally, verify that all users
have an email address configured.
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Create Authentication Policy

= Name MRS

Server 10.1.11

Port 389

Encryption none -
Base DM DC=cca,DC=xyznetworks,DC=com

AD Domain ccaxyznetworks.com

AD Admin Bind Username n=username,ou=users,dc=FortiGuest

Admin Password ssssssses @

Confirm TTTIIIIY G

Note: In case the following security settings are configured in the domain controller, then the encryption type

sh

ould not be None.

Domain controller - LDAP server signing requirements are set to Require Signing.
Network security - LDAP client signing requirements set to Negotiate signing or Require signing.

Configure the following fields to enable Active Directory authentication.

Server - The Hostname or IP address of the Active Directory server.

Port - The port number of the Active Directory server.

Encryption - The desired encryption method of the Active Directory server.
AD Domain - Enter the domain name of the Active Directory.

Base DN - This is the Distinguished Name of the domain controller. It is the name of the root of the
directory tree and informs FortiGuest where to start the group searches from. For example, the base DN for
the domain cca.xyznetworks.com is DC=cca,DC=xyznetworks,DC=com.

Note: The AD Domain and Base DN are populated when you enter the Active Directory Server details.

Admin Bind DN and Admin Password - To authenticate a user account the client must bind to the Active
Directory server using the bind DN and password of the user account. A Bind DN example is,
cn=username,ou=users,dc=FortiGuest, where username is that of the user account.

FortiGuest supports MSCHAPV2 authentication to enable a Windows client to connect to a controller that uses
FortiGuest as a RADIUS server, that in turns authenticates against an MS Active Directory server. FortiGuest
supports authentication from users in domains that are trusted by the domain that it is joined to, for example, if
Domain A trusts Domain B, then users from Domain B can also be authenticated to FortiGuest.
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Secure Authentication

To enable MSCHAPV2 authentication from Windows clients this server must be joined to the AD domain. This is not required for EAP-TLS
authentication.

This server is not joined to the domain.

Allow machine authentication

©

Notes:

» FortiGuest can join only one domain at a time for MSCHAPV2 support.
* You have to re-join the domain after an upgrade/reboot.

The User is the realm/domain to which the user belongs.

= Name Be Settings

Realm  cloudapps.com

Enter any Attribute Mappings required for the server and then map them to the usage profile you require and
also set the Account Group. Click Add Mapping to configure the rules for the policy.

== Name Bo Settings &e User Y= Attribute Mappings

o1 Ifgroup equals v = Domain Users set usage profileto  Default ¥ andaccountgroupto Default »

2 If no rules match €3 Reject authentication «

Add Mapping

External Database

FortiGuest allows an external database to be configured for external authentication.
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= Name BE: External DB Settings

Type Microsoft SQL Server -
Server [P Address 10.37.1.1

Authentication Port 1433

Username serverl

Password sssscssee

Database Name MS

Authentication Query © select firstname as first_name, lastname as
last_name, email_address as email,
phone_number as phone from
my_user_table where username =
:username and password = :password

Group Query @ select group from my_group_table where
username = :username

» Type - Select the type of external database, the supported databases are, MySQL, MS-SQL, and
PostgreSQL.

« Server IP Address - Enter the IP address for the server.
« Authentication Port - Enter the required port number, leave blank to use the selected types default port

+ Username and Password - Enter the required username and password.
Note: The username should have only select permissions (Drop, Delete or Truncate should not be allowed
for this user).

» Define the Authentication Query and Group Query required to get user groups from the database.

Consider the following authentication query example.
select firstname as first_name, lastname as last_name, email_address as email, phone_number as phone
from my_user_table where username = :username and password = :password

» Auseris authenticated if the authentication query returns a row.

« Ifany of the following columns are set in that row, then they are applied to the generated account: first_
name, last_name, email, phone.

* The :username and :password parameters are required in the authentication query.
Consider the following group query (optional) example.
select group from my_group_table where username =: username

« This query returns rows with a single column containing the group name.

» The groups are passed to the group mappings, to determine the user's usage and authorization
profiles.

» The :username parameter is required in the group query.
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Configure the User, that is, the realm/domain to which the user belongs.

= Name [ Settings

Realm user.com

Enter any Attribute Mappings required for the server and then map them to the usage profile you require and
also set the account group. Click Add Mapping to configure the rules for the policy.

= Name B: External DB Settings 26 User ¥= Attribute Mappings

m1 Ifgroup equals v forti set usage profileto Default *+ and accountgroupto Default =

2 Ifnorules match @ Accept authentication ¥ set usage profileto Default ¥ and account groupto macbook +

Add Mapping

Open LDAP

LDAP authentication supports authentication against multiple open LDAP Servers. LDAP authentication allows
FortiGuest to authenticate users using their existing LDAP user accounts.

= Name 9GS

Server 10.1.11

Port 389

Encryption none -
Base DN OU=Users,O=fortinet.com

Anonymous Admin Allowed o

Admin Bind DN cn=username,ou=users,dc=FortiGuest
Admin Password sesene @
Confirm sessse ®

« Server - The IP address of the LDAP server.
o Port - The port number of the LDAP server.

» Encryption - Select the encryption method for the LDAP server, the supported methods are TLS and
LDAPS.

« Base DN - This is the Distinguished Name of the container object from which an LDAP search to find the
user is started, enter the desired Base DN, for example, OU=Users, O=fortinet.com or
OU=Engineering, O=fortinet.

e Anonymous Admin Allowed - Allow anonymous administrators to authenticate using the LDAP server.
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« Admin Bind DN and Admin Password - To authenticate a user account the client must bind to the LDAP
server using the bind DN and password of the user account, for example,
cn=username,ou=users,dc=FortiGuest, where username is that of the user account.

Configure the User, that is, the realm/domain to which the user belongs.

= Name [ Settings

Realm user.com

Enter any Attribute Mappings required for the server and then map them to the usage profile you require and
also set the account group. Click Add Mapping to configure the rules for the policy.

=2 Name B External DB Settings &6 User ¥= Attribute Mappings

m1 If group equals + forti set usage profileto Default * andaccount groupto Default «

2 If norules match @ Accept authentication ¥ setusage profileto Default * andaccount groupto machook «

Add Mapping

Generic OAuth/OIDC

FortiGuest leverages the OAuth 2.0 and OpenID Connect (OIDC) protocols for secure communication. OAuth is
an open standard for authorization. It provides third-party applications with limited access to secure resources
without compromising the user’s data or credentials. OIDC is an authentication protocol that verifies a user's
identity when a user tries to access some resources. OIDC was developed to work together with OAuth by
providing an authentication layer to support the authorization layer provided by OAuth.

FortiGuest obtains the OAuth access token and OIDC ID token from the specified OIDC authorization endpoint.
The access token generated by OAuth is used to authorize access to resources, such as applications and
servers, on a limited basis. The OIDC ID token enables authentication to OAuth, which is issued as a JSON
Web Token (JWT). ID tokens are the defining component of the OIDC protocol.

When the OAuth/OIDC server is configured for authentication, an icon is displayed on the captive portal home
page. On successful login into the captive portal, the guest clicks on this icon and is directed to the IdP to
authenticate with this server.

The following are the supported callback URLs for authentication.

« Admin portal - https://{FortiGuest FQDN}/api/v1/oauth/oidc_callback
» Guest portal - hitps://{FortiGuest FQDN}/cp/portal/v1/cp/oidc/callback

The following are the supported callback URLSs for logout.

» Admin portal - https.://{FortiGuest FQDN}/api/v1/oauth/oidc/logout _callback
» Guest portal - https:/{FortiGuest FQDN}/cp/portal/v1/cp/oidc/logout callback
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Create Authentication Policy

—ANENEE» B Settings

Client ID 1123
Client Secret IXTYTYYYY) @
Confirm seccsecee @

Authorization Endpoint

Token Endpoint

JWKS Endpoint

End Session(Logout) Endpoint

Scope @ openid, email

Issuer

Login Button Label

The FortiGuest user interface allows administrators to add custom OAUTH2/OpenID Connect IdPs, select
Generic OAuth/OIDC as the Server Type and update the following settings.

Optionally, you can specify some additional attributes that FortiGuest uses to verify authentication attempts.

Client ID and Client Secret - The client ID and secret required for authentication.
Authorization Endpoint - The public URL of the OIDC authorization endpoint.
Token Endpoint - The public URL of the OIDC token endpoint.

JWKS Endpoint - The public URL of the OIDC JWKS endpoint.

End Session Endpoint - The public URL of the session logout.

Scope - The scope admin wants to request from the user during login. Multiple scopes are allowed as
comma-separated strings, for example, openid, email, profile.

Note: Ensure to include openid in the scope.

Issuer - This is the public URL of the IdP.

Login Button Label - The label (text) to appear on the login button.

Configure your IdP to include them as OIDC attributes.

Note: Ensure to include oidc as realm in the guest portal's Realm Policy.

RADIUS

RADIUS authentication allows FortiGuest to authenticate users using their existing RADIUS user accounts.
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Create Authentication Policy
= Name W=

Support eduroam @ | o]

Server
[Hostname or IP Address)

Authentication Port 1812

Secret @
Confirm @
Require Message-Authenticator attribute in Response @

o Support eduroam - Enable/disable Eduroam support with the RADIUS server. See Adding RADIUS and
RadSec for Eduroam.

o Server IP Address - The IP address of the RADIUS server.
« Authentication Port - The authentication port number of the RADIUS server.

o Secret - The shared secret for the RADIUS client. This must match the shared secret specified in the
configuration of the RADIUS client.

« Message-Authenticator attribute - You can enable/disable sending the message authenticator attribute
to the server when configuring the RADIUS client.

Configure the User, that is, the realm/domain to which the user belongs. This option is not available if eduroam
support is enabled. You can enable SSID mapping and add the SSIDs that will use the configured
authentication policy, if there is no realm in the RADIUS request. Ensure that the Called-Station-ID attribute
contains the SSID as part of the authentication request.

= Name B: Settings ¥= Attribute Mappings

Realm freeradius

Authenticate with username v

Enable SSID Mapping@®@ @
SSID List ssid X
+

Enter any Attribute Mappings required for the server and then map them to the usage profile you require and
also set the account group. Click Add Mapping to configure the rules for the policy.

= Name Bh Settings & User Certificates #= Attribute Mappings

m1 If 3Com-Product-ID = equals v fortiguest set usage profileto Default * and account groupto android «

2 If no rules match € Reject authentication «

Add Mapping
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Security Assertion Markup Language (SAML) Support

You can configure an authentication server that supports the SAML protocol to access FortiGuest. A SAML
supporting authentication server is the Identity Provider and FortiGuest is the Service Provider. When the SAML
authentication server is configured, the FortiGuest login page provides an option to login using SAML. Users
can authenticate to the captive portal using their SAML credentials from a trusted IDP.

1. Select Microsoft ADFS SAML or Generic SAML IDP as the Server Type.

2. Configure the SAML settings for the Identity Provider.

Server 10111

Identity Provider

Entity Id https:/10.1.1.1
Single SignOn Service Endpoint https://10.1.1.1
Single Logout Service Endpoint https://10.1.1.1
Select Identity Provider Signing Certificate AddTrust External CA Root v
Select Identity Provider Encryption Certificate @ v

Service Provider

Entity Id tt kdfimg.fortiguest api/v1/saml_
Assertion Consumer Service Endpoint kdfimg.fortig ( 1
Single Logout Service Endpoint tt kdfimg.fortiguest tal/vl
Select NamelD Format Email v X
Select Signature Algorithm For Party Trust ~ SHA-256 v X
Select Digest Algorithm For Party Trust SHA-256 v X

Additional SAML Attributes

The FortiGuest will look for these attributes to verify authentication attempts.Configure your Identity Provider to include them in the SAML Attribute Statement.
Attribute used to identify username ~ Name
Attribute used to identify email Email

Attribute used to identify groups Group
Reset Back Next Exit

These settings configure the data that FortiGuest requires to connect to the authentication server.

Field Description

Server The IDP server hostname or |IP
address.

Entity ID The identifier of the IDP server.

Single SignOn Service EndPoint The target URL where

authentication request from
FortiGuest is sent.

Single LogOut Service EndPoint The URL where log out request
from FortiGuest is sent.
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Field Description

Select Identity Provider Signing Certificate SAML response validators issued
by the IDP servers. To use the
signing certificate for encryption, do

Select Identity Provider Encryption Certificate not updated the Select Identity
Provider Encryption Certificate

field.

3. Configure the SAML settings for the Service Provider. These settings configure the data that the IDP
requires to connect to FortiGuest.

Field Description

Entity ID The identifier of the FortiGuest.

Assertion Consumer Service Endpoint The target URL of FortiGuest
server to which the IDP will send
the SAML response or SAML
assertion after authentication.

Single Logout Service Endpoint The target URL of FortiGuest
server to which the IDP will send
the SAML log out response.

Select NamelD Format The name identifier of the user.

Select Signature Algorithm For Party Trust The signature algorithm user in the
sign-on process.

Select Digest Algorithm For Party Trust The digest algorithm used in the
digest process.

4. Configure additional SAML attributes. FortiGuest looks for these attributes to verify authentication
attempts.

a. Specify the additional attributes that you want to authenticate against.
b. Configure your Identity Provider to include them in the SAML attribute statement.
c. Map the attributes from your IDP to the attributes in your SAML profile on FortiGuest.

Field Description

Attribute used to identify The username attribute.
username

Attribute used to identify The email attribute.
email

Attribute used to identify The groups attribute.
groups
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5. Once SAML server is added, select a user realm and click Next.

= Name = SAML Settings Y= Attribute Mappings

Realm

6. Add mapping rules to accept or refuse connection, assign usage profile and account group based on the
group attribute values.

= Name = SAMLSettings & User

m1 If group equals v Domain Users set usage profileto Unlimited + and account groupto Default =

2 If no rules match @ Accept authentication v setusage profileto Default + and account groupto Default «

Add Mapping

To add SAML authentication to the guest portal, configure the SAML server in the Realm policy, see Realm
Policy. Preview the portal and ensure that Login with SAML option is enabled.

=:RTINET

Login to the network

» LOGIN Username

Password

[J Remember me on this device

LOGIN

8+ Login With SAML

Note: Navigate to the SAML Settings to export the meta data file after adding the SAML server.

RadSec Authentication

FortiGuest allows user authentication via RadSec, this authentication secures communication between
RADIUS/TCP peers on the transport layer. This is particularly useful in roaming environments where RADIUS
packets are transferred through different administrative domains and untrusted, potentially hostile networks.
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1. Select RadSec as the server type and update the following fields in the Settings tab.
Create Authentication Policy

—ANETN-E B, Settings

Support eduroam @ ©
Verify SSL Certificate CN ©
RadSec Type TLS v X
Server 10.1.1.1
[Hostname or IP Address]
Authentication Port 2083
Secret ssssee @
Confirm sssese @

Require Message-Authenticator attribute in Response @

» Support eduroam - Enable/disable Eduroam support with the RadSec server. See Adding RADIUS
and RadSec for Eduroam.

» Verify SSL Certificate CN - To enable verification, select this option.
* RadSec Type - Select TLS or DTLS as the RadSec type.

» Server IP Address - Enter the hostname or IP address of the server.
« Authentication Port - Enter the authentication port number.

» Secret - Enter and then confirm the shared secret.

» Message-Authenticator attribute - You can enable/disable sending the message authenticator
attribute to the server when configuring the RADIUS client.

2. Configure the User, that is, the realm/domain to which the user belongs. This option is not available if
eduroam support is enabled. You can enable SSID mapping and add the SSIDs that will use the configured
authentication policy, if there is no realm in the RADIUS request. Ensure that the Called-Station-ID attribute
contains the SSID as part of the authentication request.

= Name BEx Settings &¢ User Certificates ¥= Attribute Mappings
Realm radsec
Authenticate with username -
Enable SSID Mapping @ @
SSID List ssid x
+

3. FortiGuest allows you to upload trusted CA certificates to validate your server, select a listed certificate or
click Create to upload a new certificate.

= Name E: Settings & User Certificates

Certificates AddTrust External CA Root %
DigiCert Global Root CA X
+
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4. Enter any Attribute Mappings required for the server and then map them to the usage profile you require
and also set the account group. Click Add Mapping to configure the rules for the policy.

£ Name Bb Settings &a User Certificates = Attribute Mappings

m1 If 3Com-Product-ID  equals v fortiguest set usage profileto Default v and accountgroupto android «

2 If no rules match € Reject authentication «
Add Mapping

Note: To enable external RadSec authentication, a server certificate should be for both SSL client and server.

Adding RADIUS and RadSec for Eduroam

Eduroam (education roaming) is the secure, world-wide roaming access service developed for the international
research and education community. Eduroam allows students, researchers and staff from participating
institutions to obtain internet connectivity across campus and when visiting other participating institutions by
simply opening their laptop. RADIUS and RadSec authentication servers can be added to support this feature.

Notes:

* You can configure only one authentication server for Eduroam support.

» Eduroam realm is not displayed under the realm policy for guest portal. It is used only for 802.1x
authentication.

Authorization Policies

The Authorization Policy enables different authorization to users on different devices. For example, allowing
users on corporate devices to access internal resources, while giving users on personal devices less access to
sensitive data, for example, allowing access only to the internet. For example, administrators can add devices to
a list using their MAC address as the identifier and then write a policy so that upon a RADIUS authentication the
system can assign a different authorization if the calling-station-id (MAC Address) is in the admin defined list. An
authorization policy assigns an authorization profile for any successfully authenticated user based on the
conditions configured. You can Clone the authorization policy to reuse configurations.

1. Enter a Name and Description for your authorization policy.
Create Authorization Policy

m Conditions Assign Policy

Mame AuthPolicyl

Description | Authorization Policy for Fortinet

Enabled O

2. Setaccess conditions based on the available attribute types.
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The access rule conditions configured here are matched to assign the appropriate Authorization Profile.

Type | DayofWeek - |_

Q, Bearch

& Type (5)
Account Group
Day of Week

Group Membership
RADIUS
Time of Day

» Day of Week

e Group Membership
« RADIUS

Time of Day

3. Selectan Authorization Profile you want to assign to the users/devices that matches configured the
authorization rule conditions.

Create Authaorization Policy

Details Conditions Assign Policy

Assign Profile O

Authorization Profile Default -

Authorization Profiles

The authorization profiles enable different levels of access to different accounts. For example, to assign

different RADIUS attributes or to only allow access to users from certain IP address ranges. You can Clone the
authorization profile to reuse configurations.

Create Authorization Profile

Details RADIUS Attributes IP Filtering Motification Device Restrictions Auto MAC Registration

Name AuthProfilel

Description  Authorization Profile

&

1. Navigate to Network Access Policies > Authorization Profiles and enter a Name and Description for

your profile.
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2. An authorization profile implements various restrictions and attributes for a user account. Configure the

following in your authorization profile.
« RADIUS Attributes

IP Filtering

Notification Settings

» Device Restrictions

e Auto MAC Registration

RADIUS Attributes

FortiGuest sends these RADIUS attributes to the enforcement device. If a user authenticates using a RADIUS
client device such as a FortiGate controller, then for each role you can define additional vendor specific RADIUS
attributes that are sent upon successful authentication. Click New and select a Vendor to add an Attribute-

Value pair.

Note: IETF and Fortinet are displayed as the suggested vendors for RADIUS attributes.

Vendor Acme

Attribute  Acme-CDR-Sequence-Number

Yalue 32

Add AV Pair

M Delete
© Q, Search
Attribute

Acme-CDR-Sequence-Nu... 32

IP Filtering

If a user authenticates using a RADIUS client device, then you can specify from which IP address ranges the
user is allowed to authenticate for each profile. This enables you to specify profiles based upon location so that
users assigned to a specific profile can only log in from locations that you specify. Enter the IPv4/IPv6 network
address with the appropriate prefix length, the host addresses must be specified using a /32 prefix for IPv4.
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IPv4/IPvé Network Addresses @ 192.168.1.1/32 x

+

Note: This feature only works when the RADIUS client sends the user IP address in the RADIUS authentication
and the IP address is contained in the Framed-IP-Address attribute.

Notification Settings
You can configure to send an email and SMS notifications upon user account log in and expiry.
SMS Notification Settings
SMS at login O
SMS minutes since last login (2] 35
SMS at expiry O

SMS minutes before expiry 35

Email Notification Settings
Email at login O

Email minutes since lastlogin @ 20

Email at expiry O

Email minutes before expiry 20

Language

Language template English v

« SMS Notification Settings - Enable SMS notifications for user account log in and then specify how often
you wish to send notifications. Leave the field empty to send an SMS at every log in.

« Email Notification Settings - Enable email notifications for user account log in and then specify how often
you wish to send notifications. Leave the field empty to send an email at every log in.

» Specify the Language template to use for email and SMS notifications.

Device Restrictions

You can configure the user profile to restrict log in to a certain amount of permissible users/devices within a
specific time period.
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Max devices per user (2] 350
Max users per device e 25

Duration 2 Hours hd

« Enterthe Max devices per user to configure the maximum number of devices allowed per users. Leave
the field empty to allow an unlimited number of devices per user.

« Enterthe Max users per device to configure the maximum number of users to access a device. Leave the
field empty to allow an unlimited number of users per device.

o The Duration is the period for which these restrictions apply. For example, if the maximum limit is 2
devices per user then this limit applies only for the time period configured in the Duration field.

Note: FortiGuest enforces device restrictions only if Radius Accounting is enabled with interim updates on the
NAS server, and the Accounting-interim-update attribute is added in the RADIUS client.

Auto MAC Registration

You can enable this setting to register MAC addresses, so that when a device is used to login it is remembered
on the network. If this is enabled, a device account is automatically created for a user device when they login via
a portal. Automatic device registration is subject to the limit set in Policy Settings > Account Groups. Select
the Account Group and Usage Profile used to create the device.

Enable @ O
Account group Default -
Usage profile @ | Default -

Usage Profiles

The Usage Profiles allow you to provide levels of time access/data usage to different user accounts. For
example, you can assign a usage profile that allows access during a working week day and not on a weekend.
After usage profiles are created, you must change the sponsor user group to allow sponsors in that group to be
able to provision accounts to the appropriate usage profiles created. Navigate to Network Access Policies >
Usage Profiles and update the following configurations. You can Clone the usage profile to reuse
configurations.

o Time Usage
o Time Restrictions
o Data Usage

Time Usage

Configure the time usage profile for user accounts access restrictions.

1. Enter the Name and Description of the new time profile; select the Timezone to which any account
restrictions apply.
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Create Usage Profile

Time Usage Time Restrictions Data Usage
MName Forti_Time_Usage
Description Time Usage Profile
p
Time zone America/Los_Angeles -
Account type Start End -
Expire if inactive for 5 Minutes -

2. Select any of the following available Account type options.

« Start End - Allows sponsors to define start and end times for account durations, from when the user
firstlogs in.
Note: Do not use the Start End usage profile for any accounts that are created on the fly, such as,
accounts created against a backend authentication like AD/LDAP/RADIUS/AUTH/SAML and
accounts created via captive portal like Self Service/CC BILLING/PMS BILLING/CLICK
THROUGH/AUTO LOGIN. Use the Start End only for user accounts created by admin/sponsor.

« From First Login - Allows sponsors to define a length of time for user access from their first login.

« From Creation - Allows sponsors to define a length of time for user access from the moment of
account creation.

» Time Used - Allows sponsors to create a time period during which the user can log in. For example,
account can be valid for 2 hours and usable for any time within 24 hours from first log in. The following
fields are additionally required to configure this option. See User Scenario.

« Duration - The time for which a guest user can log in within the specified Allowed Window.
+ Allowed Window - This parameter should be greater than or equal to Duration.

* Repeat - The number of times the configured Allowed Window and Duration parameters are
repeated.

« Unlimited - Unlimited time profiles.

3. The Expire if inactive for option allows the admin to specify the time period after which an account with
this usage profile should be considered inactive.

Note: In case of a usage profile with the account type as Start End, ensure that the time zone defined here is
the same as that in the account creation page that is associated with this profile.

User Scenario

Consider the following use cases for configuring the time usage profile and how it works with FortiGuest. In the
following example, Duration is set to 2 hours, the Allowed Window is 24 hours, and Repeat cycle is 2 times.
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Time Usage Time Restrictions Data Usage

Name usage_profile
Description Usage profiles
P
Time zone Asia/Kolkata v
Account type Time Used v
Duration 2 Hours -
Allowed window 24 Hours -
Repeat @ 2
Expireifinactivefor @ 0 Minutes -

With this usage profile, the account is valid for 2 hours and usable for any time within 24 hours from the first user
login. Since the Repeat is set to 2, the account end time is 72 hours from the first login; during which a user can
log in for 2 hours, in a window of 24 hours and this cycle can be repeated twice.

Duration (2 hours) Duration (2 hours) Duration (2 hours)

Y ' f y
Allowed window (24 hours) Allowed window (24 hours) Allowed window (24 hours)

\
1

Repeat (2 times)

Now, consider the following use cases.

» Use Case 1-When a user logs in for the first time, FortiGuest grants a session timeout of 2 hours, based
on the configured Duration of 2 hours. If the user disconnects after 1 hour and logs in again within the
same 24 hour window, then the session timeout is only for the remaining 1 hour.

Note: User can re-connect any number of times. The timeout is based on the configured duration and
allowed window.

» Use Case 2 - Consider that the user logs for the first time within the allowed window, that is expiring in 30
minutes, then the user is granted access for 2 hours and 30 minutes. This includes 30 minutes of the
remaining allowed window and 2 hours from the next allowed window (since Repeat is set to 2).

» Use Case 3 - If the user logs in at the end of the last allowed window. For example, if the user logs in when
the last allowed window is expiring in 30 minutes, then FortiGuest grants access for just 30 minutes, the
allowed window expires after that.
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Time Restrictions

You can implement account restrictions in the Time Restrictions section. Guests cannot log in or are logged out

during these periods.

Create Usage Profile

Time Usage Time Restrictions Data Usage

Guests cannot login or will be logged out during these periods

4 New | T Delete
© Q, Search
Week day = Start = End =
Monday 00:00 23:59

Select the week day and specify the Start and End time to restrict guest access.

Add Time Restriction
Weekday @ Monday -
Start 00:00
End 23:59
Data Usage

You can also add data usage restriction on the account based on time periods
either for a lifetime or is periodic.

Create Usage Profile

Time Usage Time Restrictions Data Usage

Restriction Type | Lifetime -
Dataup 45 KB
[0 = unlimited]

Data down 0 KB
[0 = unlimited]

Total up & down 0 KB
[0 = unlimited]
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« Lifetime - This restriction applies to the full lifetime of the account, after which the account expires. A user
cannot connect back until the admin revives the account.

» Periodic - This restriction applies to a set period of time, after which the account access is restricted until
the next time period begins. A user can connect back again only after the current restriction for data is over
and the new time period begins.

« Daily - This restriction applies as per the user's time zone, that depends on the usage profile that is
applied.

» Weekly - This restriction applies from Monday-Sunday, as per the user's time zone.

» Monthly - This restriction applies from the 1st of a month to its last day, as per the user's time zone.

From the available options, determine whether to apply the following.

« Data Up - Apply a data usage up restriction to your profile in KB, MB or GB.
o Data Down - Apply a data usage down restriction to your profile in KB, MB or GB.
« Total Up & Down - Apply a total data usage restriction to your profile in KB, MB or GB.

Note: FortiGuest enforces these restrictions only if Radius Accounting is enabled with interim updates on the
NAS server, and the Accounting-interim-update attribute is added in the RADIUS client.

Account Groups

The Account Groups are used to group user and device accounts and are assigned at the point of account
creation. If no additional account groups are created, then user and device accounts are assigned to the default
account group. An Authorization Profile is assigned via the Authorization Policy which may reference an
account group as part of its mapping criteria. You can Clone the account group to reuse configurations.
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New Account Group
Name Forti_Account
Description Account Group
&4

Admin Groups for Account Groups @ Administrators x
+

Admin Groups for Device Account Groups €  Administrators x
+

Authentication Settings

Maximum concurrent connections @ 45

Maximum Failed Authentication @ 20

Allow password change O
Require password change ©
Enable user account lockout policy ©
Lockout Period @ 120

Guest Portal Device Registration Limit

Maximum number of different devices @ 0

1.

Navigate to Network Access Policies > Account Groups and click New.
2. Enter a Name and Description for the account group and configure the following options.
3. Configure the following Authentication Settings for member accounts.

Maximum concurrent connections - Specify the maximum number of concurrent connections
allowed for each member account. A value of 0 implies an unlimited number of concurrent
connections.

Note: FortiGuest enforces this restriction only if Radius Accounting is enabled with interim updates on
the NAS server, and the Accounting-interim-update attribute is added in the RADIUS client.
Maximum failed authentications - Specify the maximum number of failed authentication attempts
allowed for each member account. A value of 0 implies an unlimited number of failed authentication
attempts.

Allow password change - Select to allow member accounts to modify the configured passwords.
Require password change - Select to mandate password changes for member accounts.

Note: Password change is not applicable on external user accounts. The account passwords should
be reset on the respective database.

Enable user account lockout policy - Configure an account lockout period in case an existing user
enters an incorrect password. The user can log in again after the lockout period is over.

Lockout Period - The valid range for the lockout period is 120 - 86400 seconds, the default is 120
seconds.

When an account is locked, the status of the account appears Locked out in the Manage Accounts
session.
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4. Specify the Maximum number of different devices a user can register, that is, the maximum number of
different devices a user can register for guest portal access. A value of 0 implies an unlimited number of
device registrations.

RADIUS Attribute Placeholder

You can dynamically change the RADIUS attributes returned on authentication. The RADIUS attributes are
defined in Devices > RADIUS Clients (RADIUS Clients) and Network Access Profiles > Authorization
Profiles (Authorization Profiles). To dynamically replace these attributes with the RADIUS placeholder, define
the value in the format, % NAMEOFTHERADIUSPLACEHOLDER%. You can Clone these placeholders to

reuse them.

Edit Authorization Profile

Details RADIUS Attributes IP Filtering Notific

Vendor IETF v
Attribute Filter-ld 3Com-Connect_|d v
Value NAMEOFATTRIBUTEPLACEHOLDER%

You can add, edit and delete the RADIUS placeholder attributes.

Create RADIUS Attribute Placeholder

Placeholder Mappings

Name radius
Description RADIUS Attribute Placeholder

%
User Property Realm v
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The RADIUS placeholder is added. In the Mappings tab create any number of mappings for the placeholder.

Add Mapping

Match Value Match3

Replacement Value MatchQW

Note: If no mappings are defined for a RADIUS attribute placeholder, then the user property value is returned as
the value of the RADIUS attribute.
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Policy Settings

Organizations commonly have policies in place for creating accounts for their users and systems, such as the
format or length of the username and/or complexity of password. FortiGuest allows you to configure username
and password creation policies to match your organization’s policy. You can configure multiple policies and set
any policy as the default; the default policy is for admin/sponsor created user accounts.

o Username Policy
o Password Policy
o Policy Details

Username Policy

The account Username Policy determines how to create usernames for all guest accounts. You can Clone the
username policy to reuse configurations.

1. Navigate to Policy Settings > Username Policy and click Standard Accounts tab. All generated
usernames are prefixed with any text/number entered as the Username Prefix.

Create Username Policy
Name UserName policy

Username prefix  Forti

@ Email address as username

Create username with case v

@ Create username based on first and last names

@ Create random username

@ Create username based on the above prefix followed by a sequential number
» Guest specified username

(» Phone humber as username
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2. Create accounts based on any of the following user name policy criteria.

« Email address as username - You can specify the email address as username, if an overlapping
account with the same email address exists, a random number is added to the end of the email
address to make the username unique. Overlapping accounts are accounts that have the same email
address and are valid for the same period of time. With the Create Username With Case option, you
can determine the case of the username created by the sponsor.

« Case entered by sponsor - The username remains in the same case set by the sponsor.
« Uppercase - The username is forced into uppercase after it is set by the sponsor.
« Lowercase - The username is forced into lowercase after it is set by the sponsor.

« Create username based on first and last names - Create a username based on combining the first
and last names of the user. You can set a Minimum username length for this username from 1 to 20
characters (default is 8). Usernames shorter than the minimum length are padded up to the minimum
specified length with a random number. The Create Username with separator option allows you to
create usernames using some keyboard separators (_|-|,|:|.). With the Create Username With Case
option, you can determine the case of the username created by the sponsor.

« Case entered by sponsor - The username remains in the same case set by the sponsor.
« Uppercase - The username is forced into uppercase after it is set by the sponsor.
« Lowercase - The username is forced into lowercase after it is set by the sponsor.

« Create random username - You can create a random username with a combination of alphabetic,
numeric, and special characters. Insert the characters permissible in the randomly generated
username and select the allowed number to use from each set of characters. You can determine the
alphabetic, numeric, and other characters to include in the username.

« Alphabetic characters to include - The permissible alphabetic characters that the username
caninclude.

« Number to include - The maximum number of alphabetic characters allowed in a username. The
limitis 20 characters.

o Numeric characters to include - The permissible numeric characters (numbers) that the
username can include.

¢ Number to include - The maximum number of numeric characters allowed in a username. The
limitis 20 characters.

« Other characters to include - The permissible other (special) characters that the username can
include

e Number to include - The maximum number of other characters allowed in a username. The limit
is 20 characters.

« Create username based on the above prefix followed by a sequential number - You can create
username with the specified username prefix (Username Prefix) followed by a randomly generated
sequential number.

« Guest specified username - You can allow a guest specified username, that is, guests can create a
username at account creation. Select the Minimum username length the guest must use; the
permissible minimum length is 20.

* Phone number as username - You can allow the guest to use their phone number as the username.

Password Policy

The account Password Policy determines how to create the password for all guest accounts. You can Clone the
password policy to reuse configurations.

1. Navigate to Policy Settings > Password Policy. You can specify the following fields for the allowed
password creation.

FortiGuest 2.0.0 User Guide
Fortinet Inc.

86



Policy Settings

Guest Passwords

Minimum password length 5
Allow sponsor to change password (o ]
Force user to change password set by sponsor (B

Password generation mode Guest specified password hd

Password complexity requirements
Alphabetic characters to include abcdefghijklmnopgrstuvwxyzABCDEFGHI
Number to include 2

MNumeric characters to include 12345678%0

Number to include 2
Other characters to include 1$4*)-_=+[[{}::@#~<>7.
Number to include 1

¢ Minimum password length - The required minimum password length for guests; the allowed
minimum limit is 20.

« Allow sponsor to change password - Grant sponsors the permission to modify the guest password.

« Force user to change password set by sponsor - Allow the users to modify the guest password set
by the sponsors.

« Password generation mode - FortiGuest automatically generates (Auto generated password) the
guest password based on the configurations in this page, you may also allow the guest to specify a
password (Guest specified password).

2. You can set the following password complexity parameters.

« Alphabetic characters to include - The permissible alphabetic characters that the password can
include.

« Number to include - The maximum number of alphabetic characters allowed in a password. The limit
is 20 characters.

* Numeric characters to include - The permissible numeric characters (numbers) that the password
can include.

¢ Number to include - The maximum number of numeric characters allowed in a password. The limit is
20 characters.

« Other characters to include - The permissible other (special) characters that the password can
include

¢ Number to include - The maximum number of other characters allowed in a password. The limitis 20
characters.

Policy Details

The Policy Details policy determines the data the sponsor needs to enter to create a guest account. Navigate to
Policy Settings > Policy Details. The Standard Fields displayed are, First name, Last name, Company,
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Email, Mobile, the Default dialing code of the country, usage of Single phone code, and Allow account
deletion. You can Clone the policy settings to reuse configurations.

Create Account Details Policy

Standard Fields

Last name Optional v
Company Optional v
Email Optional v
Mobile Optional v
Default dialing code v
Single phone code @

Allow account deletion

Additional Fields

Option1  Optional v

Option2  Optional v

Option3  Optional v

Option4  Optional v

Option5  Optional v

For each of these, you can specify one of the following three settings.

» Required - If afield is set to required it is mandatory for the user to complete.
« Optional - If a field is set to optional the user can choose not to complete the field.
o Unused—If afield is set to unused then no value is required.

You can use the Additional Fields to add any additional information that you require sponsors to fill out when
creating guest accounts. There are five additional fields described as option 1 to option 5. Fortinet recommends
customizing the text that is shown to the sponsor by editing the templates.
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Access Management

Access Management allows an admin to define multiple admins with different set of privileges and their
authentication mechanism. Admins can be authenticated against a local database or an external
database/authenticator. You can configure multiple authentication servers in FortiGuest for administrator
authentication.

¢ Administrator Authentication
e Admin Groups

Administrator Authentication

You can configure FortiGuest to authenticate administrators using external servers. FortiGuest has a default
administrator account, called admin, in this section, you can create additional administrator accounts.

o External Authentication Servers
o Adding Administrator

External Authentication Servers

You can authenticate sponsors against the following external authentication servers. The external servers
authenticate sponsors using their existing server credentials. It also enables the administrator to quickly roll out
user access because there is no need to create and manage additional local sponsor accounts. You can create
Group Mappings' rules to map the sponsor to a group based on information returned from the authentication
server, see Admin Groups. You can Clone the authentication policy to reuse server configurations.

1. Navigate to Access Management > Authentication > Authentication Servers and click New.

2. Enter a Name for the authentication server and select any of the authentication Server Type. Based on the
selected authentication server, update the Settings parameters to create an authentication policy.
Create Authentication Server

Name AuthServer
Server Type Generic SAML IDP v
Enabled ‘ Search ‘ Q

Authentication Server Type (5)
Generic SAML IDP
Microsoft Active Directory
Microsoft ADFS SAML IDP
OpenLDAP
RADIUS
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The following external servers are supported for authentication.

o Microsoft Active Directory - See section Microsoft Active Directory.

o OpenLDAP - See section Open LDAP

» RADIUS - See section RADIUS.

» Generic SAML IDP and Microsoft ADFS SAML IDP - See Security Assertion Markup Language (SAML)
Support on page 69.

Administrators can synchronize users and also configure the synchronization frequency when editing the
Microsoft AD authentication servers. Edit an existing authentication server to use this feature.

Sync Settings

Enable Sync ©

Frequency Daily v
AD Group CN=DnsAdmins,CN=Users
Admin Group Sponsor -

Notes:

» For authentication with external servers like Active Directory and LDAP, ensure that the remote user is part
of at least one group. For RADIUS authentication, the server needs to respond back with a class attribute. If
there is no class attribute from a RADIUS server or a group returned from LDAP, the authentication fails.

« For authentication with external servers, if the group mapping does not match then the sponsor is mapped
to the sponsor group that is already defined on portal.

Adding Administrator

You can create additional multiple admin accounts directly on FortiGuest.

1. Navigate to Access Management > Authentication > Admin Users.

2. Update the following Sponsor credentials.
+ Username - Enter the administrator username.
« Full Name - Enter the first and last name of the administrator.
o Email - Enter the administrator email address.
« Password - Enter the administrator user password.
» Confirm - Confirm the configured password.
¢ Group - Select the group for administrator account.

Admin Groups

Admin groups allow you to assign permissions to the sponsors. You can set role-based permissions for
sponsors to allow or restrict access to different functions, such as creating accounts, modifying accounts,
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generating reports, and sending account details to users via email or SMS. Navigate to Access Management >
Admin Groups and update the following settings. You can Clone the admin group to reuse configurations.

Group Permissions Group Mappings Account Groups Usage Profiles Device Account Groups Device Usage Profiles Group Preferences
Allow Login © No -
Admin 9 No -
Edit Portal Content 9 No -
Manage Portals © No -
View User Account " Own Accounts A
Create Account 9 No -
Edit User Account ' Own Accounts -
Suspend User Account " Own Accounts -
Delete User Account ' Own Accounts -
Disconnect User Account ' Own Accounts -
Reset User Account Password " Own Accounts -
Approve User Account " Own Accounts -
Reactivate Expired User Account " Own Accounts -
Unsuspend User Account " Own Accounts -
Send Email for User Account " Own Accounts -
Send SMS for User Account ' Own Accounts -
Print User Account Details ' Own Accounts -
View Device Account ' Own Accounts -
Create Device Account @ Yes -

Update the following user group settings in the subsequent configuration tabs.

o Editand set the Group Permissions for the new user group as per your requirement.

« Create Group Mappings rules to map the sponsor to a group based on information returned from the
authentication server. Select the server you wish to create a rule for and then select whether the group
class name equals to or contains a specific term.

« The Account Groups allow a sponsor to assign different levels of access to a user account. You can
select which sponsor user groups are allowed to assign certain profiles to users. By default, a sponsor user
group has the ability to assign users to the default profile. The administrator can choose the additional
groups the sponsor can assign, or can remove the default profile from the user group.

» The Usage Profiles allow a sponsor to assign different levels of access usage to a user account. You can
select the sponsor user groups that are allowed to assign certain usage profiles to guests. By default, a
user group has the ability to assign guests to the default usage profile. The administrator can select which
additional usage profiles the sponsor can be assigned, or can remove the default usage profile from the
user group.

« The Device Account Groups allow a sponsor to assign different levels of access to a device account. You
can select which sponsor user profiles are allowed to assign certain account groups to device accounts.

« Auser group has the ability to assign users to the Device Usage Profile. The administrator can select
which additional usage profiles the sponsor can be assigned, or can remove the default device usage
profile from the user group. Each user group must have the ability to assign Users in at least one device
usage profile.

« Inthe Group Preferences the administrators can restrict/disable or enable controls on a sponsors default
preferences page.
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Guest Portals

Portals are used to allow administrators to create their own portal pages and host them on the FortiGuest.
These are created by administrators and can be fully customized and used to provide the following.

Customized authentication pages - Allow portal pages to be located on the FortiGuest instead of on each
captive portal device, providing a centralized location for configuration and display.

Guest Self Service - Allows users to self-register by entering their details to create their own user accounts.

Credit Card Billing support - Enables administrators to allow guests to purchase guest accounts by linking
into payment gateways to purchase accounts.

Hotel PMS Integration - Integrates multiple hotel PMSs to include the cost of internet access in the guest's
hotel bill.

Smart Connect - Secure Smart Connect provisioning for devices.

Event Codes - Enables administrators to create event codes that allow users to create their own accounts
during specific events

This chapter describes the following content.

Creating a Guest Portal

Portal Rules

Test Portal Rules

Guest Themes

Credit Card Billing

Hotel Property Management System (PMS)
Visitor Management

Event Codes

Creating a Guest Portal

Follow these steps to create a portal in FortiGuest. You can Clone a portal and reuse the configurations.

1. Navigate to Guest Portal > Portals to create a portal site.
a. Entera Name and Description. The name you enter is included in the portal URL and is visible to portal
users.
b. Selectthe Default Content Language. This is the default portal language unless it is manually
changed. You can add multiple languages to a guest portal. See Adding Multiple Languages to Guest
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Portal.
Create Portal
Name guest-portal
Description
V
Default Content Language English v X

2. Select a pre-defined portal theme, multiple default themes are available for the guest portal based on your
enterprise requirements. You can also upload new customized themes in Guest Themes.

Name m Settings Policy Portal Preview

Layout Standard Palette Colors Standard Palette Images

FERATINET. Login to the network

Bank Cafe

Fortinet (Responsive Theme)

3. Define the layout type for visual representation of the portal page. Select the layout in the Layout tab, the
available options allow you to align the content in the center, right, or left side of the portal page. The
background image of the pages does not change as per the defined layout, it is just the position of the

content that is changed as depicted in the following image.

Name Settings Policy Portal Preview
Theme Standard Palette Colors Standard Palette Images

=ATINET | Hgin to the network

H% » LOGIN Username
Password
LOGIN

HEB
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4. A Select a color scheme for your portal theme from the Standard Palette.

Name m Settings Policy Portal Preview
Theme Layout Standard Palette Colors Standard Palette Images

Please save the changes to see the updated preview

Conten backgroundedor e’ F::RTINET

Text Color W #6066

Input border color #d7d7d7 Login to the network

Button color M bk

Button gradient color - #333

Shadow color #ededed i

Vertical spacer color #eee Login

Link hover color M :9:21000

Table text color - black

Table background color #f3f3f3 Username

Table header text color white

Table header background . #6bbbbb

Xﬂ%rre' Password
ject button color #f3f3f3

AUP reject button gradient . #333

Vc\?a!\?lrgation icon white
Mobile navigation separator white
ﬁ(ly%rile navigation text color white
5. Select a corporate logo image for the device accessing the guest portal in the Standard Palette Images
tab. Click Change Image to upload display images of your choice.
Name Settings Policy Portal Preview

Theme Layout Standard Palette Colors Standard Palette Images

Please save the changes to see the updated preview

Body background color #6166 -
Content background color white F:l: HTInET

Text Color W #0006

Input border color #d7d7d7 Login to the network

Button color M bk

Button gradient color #333

Shadow color #ededed i

Vertical spacer color #eee Login

Link hover color #9a1000

Table text color black

Table background color #f3f3f3 Username

Table header text color white

Table header background . #6bbbéb

5\%?! ) Password
reject button color #f3f3f3

AUP reject button gradient . #333

fPlor tioni
avigation icon white

Mobile navigation separator white
ﬁ}fl%r' o LOGIN
lobile navigation text color white
- G
L i

You can preview the portal page with the selected Layout, Standard Palette Colors, and Standard
Palette Images, in the live preview component/panel. Save the changes on these pages to preview them.

6. Configure the Settings and Policy tabs to complete creating the guest portal.

Settings

You are required to configure and apply multiple general and specific settings to the guest portal across various
tabs displayed on this page.

o Portal Pages

« Remember User

o General Settings

» Self Service Settings
» Notification Settings
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Portal Pages

You can add or remove features to the guest portal by modifying the selection of pages that should be available
to users. In each case, enable pre-auth to make the feature available before authentication and enable post-
auth to make the feature available after authentication. If you do not enable either of the options, then the
feature is disabled.

Portal Pages Remember User General Settings

Displayed in Menu

Page
Enabled pre-auth Enabled post-auth
Login ©
Acceptable Usage Policy © ©
Password Change © ©
Password Recovery (o ]
Self Service (o } [0 }
Device Registration (o ]
CCBilling (o ] ©
PMS Billing [ o]

The following options can be enabled for the guest portal.

» Login - Display a screen that will allow a user to Login in.

« Acceptable Usage Policy - Display the usage policy to access and use the guest portal.

« Password Change - Display a page allowing the user to change their password.

» Password Recovery - Display a page allowing password recovery options.

» Self Service - Display a page that allows a user to create their own account using the self service menu.
« Device Registration - Display a screen that enables a user to register their own device.

» Success - Display a screen that shows successful authentication.

« CC Billing - Display a screen that enables Credit Card Billing.

« PMS Billing - Display a screen that enables PMS Billing.

» Welcome Back - Display a welcome back page if the user has authenticated previously.

« Logout - Display a logout button.

« Logged Out - Display a logged out page.

« SmartConnect - Check to enable Smart Connect on the portal.

« Click Through - Allow access without having to authenticate.

» My Account - Display My Account details for the user to manage their account once logged in.

« Session Management - Allow users to close existing sessions when the concurrent session limit is
exceeded.

Remember User

You can enable storing guest user credentials in FortiGuest, that are used to login automatically when the user
connects again. The credentials are stored based on the browser cookies or device MAC address.
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« Remember Credentials — Select the setting to apply to the remember user option. If you select Let user
choose, then the remember user option is displayed in the login page of the guest portal. The guest can
enable/disable it.

« Remember for — Select the time duration for which the credentials are stored, in the number or hours or
days.

+« Remember a user by — Select the method for storing the credentials. The following methods are available.

» Cookies - The user credentials are encrypted and stored in a cookie that is saved in the device
browser. When the user connects again, this cookie fetches the credentials, allowing the user to
connect automatically without logging in.

» MAC Address - The MAC address of the device is stored in the database and the credentials are
stored in the cache for that MAC address. When the user connects again from the same device and
the MAC address match is found in the database, then the user connects automatically without logging
in.

« |Initially fetch the credentials using the cookie, if that fails, then retrieve the user credentials using the
device MAC address.

Notes:

» FortiGuest stores user credentials only after successful authentication.

« This feature is not applicable, if FortiGate/enforcement device is configured with a re-direct URL other than
FortiGuest, after authentication.

« The saved user credentials are deleted if the guest user logs out or changes/resets password.

« Ifthe Remember Credentials is changed to Never, then all stored credentials saved for that portal are
deleted.

General Settings

Based on the configured portal page settings, you are prompted to update the general settings for the guest
portal.

Name Theme Settings Policy Portal Preview

Portal Pages Remember User General Settings Self Service Settings Notification Settings

Enable CAPTCHA @

Password Recovery Options

Password recovery method Email Only v

Session Management

Allow session management @ @

« Enable CAPTCHA - You can enable CAPTCHA for enhanced security. The CAPTCHA is available in the
login page of the guest portal.
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Login to the network

Username
Password

[7] lam not a robot

» Password recovery method - Select the user password recovery method. FortiGuest sends the new
password as per the selected method.

« Allow session management - Allow users to close existing sessions when the concurrent session limit is
exceeded.

Self Service Settings

If you have enabled the self service option for portal pages, you are required to configure these settings.

Name Theme Settings Policy Portal Preview
Portal Pages Remember User General Settings Self Service Settings Notification Settings

Auto login @ (@

Notify guest onreject B

Self Service Account Verification Options
Account approval mode Use sponsor approval -
Verify sponsor email @ [ o}

Email on approvaltimeout @ @

Approval time out @ 1 Minutes -
Sponsor e-mail @ rsimpi@fortinet.com

Recurrent notifications @ [ o]

Show Sponsor List @ [ o]

Sponsor List Mode All Sponsors v X

Device Registration Verification Options

Device account approval mode Use sponsor approval v

Account Creation

Account creation restriction mode None v

Account creation ban time 10 Minutes

« Auto login - If enabled, the user is presented with a login button that allows them to authenticate without
providing the new account credentials.

« Notify guest on reject - If enabled, the user is notified when the account request is rejected.

FortiGuest 2.0.0 User Guide
Fortinet Inc.



Guest Portals

« Self Service Account Verification Options - You are required to select the Account approval mode.
This field provides the option to Use Event Codes wherein the user is required to provide a valid event
code generate an account or Use Sponsor Approval wherein a sponsor must approve the account before
it is activated. Update the following parameters for sponsor approval.

Verify sponsor email - If this option is enabled, the email address entered by the guest is validated
against the internal sponsor database and external authentication servers.

Email on approval time out - If this option is enabled, a message is sent to a designated email
address after the defined time out period.

Approval time out - This is the time window sponsors have to approve or reject the account before a
notification email is sent to the designated sponsor.

Sponsor email - The email address of the sponsor in charge of dealing with guest accounts waiting
for approval.

Recurrent notifications - The notification emails are sent recurrently until the account is approved,
rejected, or expires.

Optionally, you can enable the User sponsor approval and event codes option to use both the
features.

Show Sponsor List - The sponsor list (with valid email addresses only) is displayed. Once enabled,
select a sponsor from the Sponsor List Mode that displays the following sponsors.

» All Sponsors
« All Local Sponsors
« All Remote Sponsors

» Sponsors based on Server Types and select the authentication server type. Sponsors in the
selected servers are only displayed in the guest portal page.

» Sponsors based on User Groups and select the user groups. Sponsors in the selected user

groups are only displayed in the guest portal page.
Note: Microsoft Active Directory and OpenLDAP are the only supported server types options.

« Device Registration Verification Options - You are required to select the Device account approval
mode. This field provides the option to Use sponsor approval, so that a sponsor must approve the
account before it is activated.

« Account Creation - You can configure the account re-creation restrictions. Set the Account creation ban
time, that is, the time interval that prevents the creation of self service accounts with the same personal
details (email/phone) post the original account creation. You can enforce the ban based on the phone or
email address in the Account creation restriction mode. An additional option, None, is also added to
NOT enforce this uniqueness in the guest accounts. The following features are applicable, if the user
enforces a unique phone or email address.

The guest user cannot create a new account with an email address/phone, if an active account with
the same email/phone already exists.

The email address/phone is a mandatory field in the guest portal, even if it is not set as the username
in the username policy.

If a guest account exists with the same email address/phone and is inactive, then you can create
another account with the same.

Since the username is unique, and 2 different accounts cannot exist with the same username, the
account's username is pre-fixed with a numeric value

If the user does NOT enforce a unique email address/phone, then guest user can create multiple accounts with
the same credentials. The accounts will have different usernames, pre-fix the username with a numeric value.

Notification Settings

Define the notification options to send email and SMS notifications to the guest.
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Name Theme Settings

Portal Pages Remember User General Settings Self Service Settings Notification Settings

Display account credentials @
SMS account credentials [ @]

Email account credentials O

Send email from xyz@fortinet.com
SMSto 1234567890
Policy

You can define various policies for users to access and use the guest portal.

o Payment Provider

e PMS Provider

e Access Plans

o Realm Policy

¢ Allowed Account Groups
o Username Policy

o Password Policy

» Policy

» Redirection Policy

Payment Provider

Select the payment provider configured to enable credit card billing. See Credit Card Billing.

PMS Provider

Select the Hotel PMS provider configured in Hotel Property Management System (PMS) and select the
currency to make the payment.

Access Plans

The access plan policy implements the usage and account policies for any self-service user account. The user
account is created in FortiGuest as per the usage profile and account group mapped to the access plan. The
default self -service and device registration plans are mapped to the default usage profile and account group.
You can manage the access plans that the users accessing the guest portal are allowed to select.
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Name Access Plan1
Description Access Plan

P
Access plantype  CCBilling v
Account group Default v
Usage profile Default v
Pre tax price 2000

Tax 5

+ Name and Description - Enter a unique name and description for your access plan.

» Access plan type - Select whether the access plan is for Self Service, CC Billing, or PMS Billing.
« Account group - Select a pre-defined account group. See Account Groups

« Usage profile - Select a pre-defined usage profile. See Usage Profiles.

» Pre-tax price - If your profile is assigned to a billing plan, then enter the price of your plan, prior to the
applied tax.
o Tax - Enter the percentage of tax you wish to charge.

Realm Policy

This policy selects the realms to use for authentication in the login page. The realms are defined in the
Authentication Policies and are used to authenticate users against different external servers.

Name  Theme  Settings m
Access Plans Realm Policy

Allowed realms default x

Selection Mode Automatic -

« Allowed Realms - Select and add the realms for authentication.

« Selection Mode - If the selection mode is Automatic, then each realm added in the Allowed Realms field
is selected in the order in which it is listed. The realm selection starts from the first one and if authentication
fails the next realm in the order is tried and so on. If the selection mode is Manual then the user is allowed
to select the displayed realms in any order.

The first realm in the order is treated as a default realm, the default realm is selected by default when the user
navigates to the login page in the manual Selection Mode.
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Allowed Account Groups

Select the pre-configured account groups. See Account Groups

Username Policy

Configure the username policy. See Username Policy

Password Policy

Configure the password policy. See Password Policy.

Policy Details

Configure the policy details. See Policy Details.

Redirection Policy

Configure this policy to redirect the users are they login into the guest portal.

Name Theme Settings

Access Plans Realm Policy Allowed Account Groups Username Policy Password Policy Policy Details Redirection Policy *

Show Acceptable Usage Policy to the user @ On first login v
Default page @ Click Through -
After authentication Redirect To @

First success page @ welcome v

Success page © Welcome Back -

« Show Acceptable Usage Policy to the user - Select the option to specify when the user has to accept
the Acceptable Usage Policy after authentication.

« Default page - The portal page that the guests are redirected to after they login into the network for the first
time.

» After authentication Redirect To - The configured portal page where the user is redirected to after
successful portal authentication.

« First success page - The configured portal page that the first time users are taken to after successful
authentication.

« Success page - The configured portal page that the returning users are taken to after successful
authentication.

Creating the Portal Redirection URL

You can use the device IP address or the RADIUS client type to generate the redirection URL, this enables
RADIUS clients of the same type to have a common redirection URL. Optionally, you can also include the
RADIUS client group in the URL, this allows the admin to have a different URL within the same type of RADIUS
clients. See RADIUS Client Group.

The following redirection URL formats are supported.
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« https://{Fortiguest}/cp/portal/v1/cp/portal/{Device_IP}
 https://{FortiGuest}/cp/portal/v1/cp/portal/{RADIUS client_type}
« https://{FortiGuest})/cp/portal/v1/cp/portal/{RADIUS client type}/{RADIUS_client_group}

When configuring the guest portal, in the Portal Preview tab, you can select the RADIUS Client Type and
RADIUS Client Group (optional) to generate the Redirection URL. Click Get Redirect URL to generate the

redirection URL.
Name Theme Settings Policy Portal Preview
Portal Setup Complete

The wizard has finished building your portal.

You can preview the portal at https://simpi43.cloudapps.com/cp/portal/v1/cp/8

Please select RADIUS Client Type and RADIUS Client Group (optional) to generate the Redirection URL. You should configure your
network devices to redirect to this URL.

Radius Client Type FortiGate v
Radius Client Group  fortigate v ®
Get Redirect URL
Redirect URL https://simpi43.cloudapps.com/cp/portal/v1/cp/portal/fortigate/fortigate 18]
Notes:

» All access requests from the same RADIUS client type lead to the same portal, unless there are any other
contrary conditions configured under the rules or have RADIUS client grouping.

« For ageneric device, the redirection URL with the device IP address is only supported.

Adding Multiple Languages to Guest Portal

Perform the following steps to add more portal content languages:

1. Select the desired portal in the Guest Portal > Portals page and click Edit Portal Content.
2. Click New.
3.

In Create Portal Content page, enter a description and select the desired language for the portal. All
supported languages for the portal will be listed on this page.

Create Portal Content

Description New language for Guest portal

Content Language v

| Search ‘ Q

B Language (21)

Arabic

Chinese Simplified
Chinese Traditional
Danish

Dutch

English

Finnish

French

German

Greek

Hindi
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To change the default language created earlier, select a different language on this page and click, Make

Default.
< Back & Edit £ Reset T Delete [l Make Default
© Q, Search
Content Language Date format Month format Time format Description Default
English yyyy-MM-dd HH:mm:ss Description O No
O Danish yyyy-MM-dd HH:mm:ss new @ Yes

The captive portal appears on the user device in the default language with a drop-down to change to another
language.

» When the user accesses the guest portal for the first time, content is available in the default language.
« Ifthe user selects another language, then this language is used on all subsequent guest portal logins

Configuring Restriction Information Page

FortiGuest supports a secondary landing page for captive portals. This page provides users with more specific
information when they exceed usage limits or experience access restrictions. The error messages and the page
content on this secondary landing page are customizable.

F:=RTINET

Restriction Information

Your account is currently restricted.

Please Contact Your Administrator or
Sponsor

BACK TO LOGIN PAGE

Perform the following steps to customize secondary portal.

1. Navigate to Guest Portal > Portals.

Select the desired portal and click Edit Portal Content.

Select the language of the portal and click Edit.

To customize the title and header content:

a. Selectthe Pages tab and click Restriction information Page.
b. Modify the Title, Header, and Main sections as needed.

P oDN
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2% FortiGuest

A Home > | General Settings Pages Labels Status Messages Notifications
& Accounts > 0 Login Restriction Information Page
© Network Access Policies > O Acceptable Usage Policy
B Policy Settings > [ Password Change
& Access Management > [ Password Recovery Content
LD Guest Portal ¥ [ SelfService Title Restriction Information
0 Device Registration
Portal Rules 0 ccailling
Guest Themes 0 pMs Billing ’
Payment Providers O success Header = Restriction Information
Hotel PMS 0] Welcome Back
Visitor Management 0 Logout @
Event Codes L] LoggedOut Main Please Contact Your Administrator or
% Smart Connect > [ SmartConnect spansr
L3 Devices > [ Click Through
I3 system > [ MyAccount ‘
2 Logging > [ session Management
B Reports > [ MPSK Device Registration
[m] Manage MPSK/Device Cancel
Q Help
0 welcome

m] Restriction Information Page

5. To customize error messages:
a. Selectthe Status Messages tab and click Status messages.
b. Modify the content for desired error message.

£33 FortiGuest

A Home > GeneralSettings ~ Pages  Labels  StatusMessages  Notifications
o

& Accounts > 8 Smart Connecti0S Status messages
© Network Access Policies >

B Policy Settings

Smart Connect Android

Smart Connect Linux

.

d Access Management 4 Smart Connect ChromeOS Content

L0 Guest Portal v Smart Connect Your account is updated
Pcrtals Bl @ smart Connect Windows
Portal Rules Status messages

Guest Themes Smart Connect OSX
Payment Providers Failed to update current session

Hotel PMS

Visitor Management

Portal Rules

The FortiGuest can be used to create a set of rules to allow user access to different portals that have been
created. Each rule that is created is subject to certain conditions that you can create. If a rule is matched, the
user is allowed or denied access to the portal and no other rules are checked. If no rule matches then the default

rule is applied. You can Clone the portal rules to reuse them.
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1. Navigate to Guest Portal > Portal Rules and create a rule.
Create Portal Rule
Rule Conditions
Mame Portal_rulel
Description My company portal access
A
Enabled O
Deny Access OB
Portal Login -
Timezone America/Los_Angeles v

2. Enter the Name of the new rule and provide a Description.

3. Select Enabled and then select one of the portals you have created, or the default portal from the Portal
drop down menu to direct the user to the relevant portal.

4. Enable Deny Access if you do not wish to redirect the user to the guest portal.

5. Select the applicable Timezone.

6. Select the Conditions tab and create the conditions applicable to your portal rules.

7. Click Add Condition and create new conditions. From the provided drop down lists, create a set of rules
that apply to your portal. In this example, the user is redirected to the portal Login (specified in the previous
step) on a given day of the week (except Saturday, Sunday, and Friday) between 12:30 and 15:00.

Create Portal Rule
Rule Conditions
M |If AccessTimeofDay v @ between v | 12:30 15:00
@ |If | AccessDayof Week ¥ | notinlist v | Saturday X
Sunday X
Friday x
+
Add Condition
Notes:

« Configure the following URL in the SSID for captive portal re-direction.

{FortiGuest IP or FQDN}/cp/portal/vl/cp/portal/{FGT IP}

(Windows).
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e Chrome: IP subnet 13.107.4.52 255.255.255.255

o Fonts.gstatic.com FQDN

 ssl.gstatic.com
+ RADIUS clients with a generic type cannot be added to any group.
» A RADIUS client cannot belong to multiple groups.

Test Portal Rules

You can test any portal rules you have created with the environment you define.
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1. Navigate to Guest Portal > Portal Rules > Test Portal Rules and provide the following details.

Portal Rules Test Portal Rules

Test Portal Rules

Uszer IP Address 10.1.1.1

Browser

Browser Name Chrome -
Browser Version 102.0.5005.63

Browser OS5 Windows hd
EBrowser Language en-USs

Browser Maobile o

Browser User Agent Mozilla/5.0 (Windows NT 6.1; Winé4; x64)

Detect my browser

Time

Access Time of Day | 09-06-2022 17:52 U|

Access Day of Week | Monday -
Now

HTTP

et Parameter +

o User IP Address - Enter the User’s IP Address.

« Browser - Select and define the browser details you wish to test against, such as browser type,
version, OS, supported browser version and user agent. Enable Browser Mobile if you are using a
mobile device. Optionally, click Detect my browser to allow FortiGuest to detect the browser on your
machine.

« Time - Select the day of a week and a specific time to test the portal. Click Now to test the portal at a
given time.

e HTTP - Update the HTTP fields for the web browser.
2. Click Test.
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Guest Themes

You can create guest portal themes as per your business requirement. FortiGuest provides a default theme that
you can download, customize and upload it. Ensure that you comply to the Rules, to successfully upload guest
themes.

1. Navigate to Guest Portal > Guest Themes.

B Upload | T Delete  B» Download | @ Preview @ Q Search

Name Description Author Version

Fortinet (Responsive Theme) Responsive theme for Fortinet with color scheme and logo FortiGuest Team 1.0

2. Select the default theme (or any existing theme) and click Download.
3. Unzip the downloaded file to view the folder structure of the theme.

Mame .
| £S5
| fonts
. html
| images
| scripts
B high-contrast_Blue_preview
B preview
B standard_Fortinet_preview

|=| theme

theme

4. Update the following files and folders and upload them on this page.
« theme.css
« theme.json
e images
e html

theme.css

This file is in the css directory of the theme structure and contain all the styles that are applied to the several
HTML pages that make up the portal site.

theme.json

The theme.json file lists all resources used by the theme as well as defining the default values for several
elements. You can update the following elements.

e id

e public_name

« author

e mandatory_pages
« optional_pages

o Layout
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e images
o standard_palettes
id
This is a mandatory element, it should only contain letters, digits and the underscore symbol, theme IDs are

unique so if there is already a theme with this ID installed on FortiGuest, then you cannot install this theme.

public_name

This is an optional element, it should contain the name displayed on the administration interface when referring
to the theme, this element does not have the restrictions that apply to the ID element. If the public_name
element is not present, the theme's internal name is displayed.

author

This attribute is used by the theme author to place his name and/or contact details.

mandatory_pages

In this element, you can list the HTML templates for every kind of page the portal uses as well as declaring what
content areas each page has and what should be it's default value.

"login": {
"menu item weight": 1,
"label": "Login",
"components": [

{

"label": "Title",
"tag": "STITLES",
"content": "Login to the network"
by
{
"label": "Header",
"tag": "SHEADERS",
"content": "Login to the network"
s
{
"label": "Main",
"tag": "SMAINS"

}

This example specifies the HTML template for the login page in the html folder. The login.html file uses the
following components.

<h2 id="pageTitle">%HEADER%</h2>

<div class="feedbackContent">%FEEDBACK AREA%</div>
<div class="mainContent">$MAINS%</div>

<div class="widgetContainer">%$LOGIN WIDGET%</div>
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<div id="loginNavigation" class="col-md-4 hidden-sm hidden-xs"> $NAVIGATION MENU%
</div>

The placeholder variables for the several components defined in theme.json are placed amongst the markup,
when the portal pages are generated the placeholders are replaced with the content associated with them. The
content of these placeholders is built dynamically by FortiGuest depending on what options are selected during
the portal setup. When creating your own themes you should make sure that these placeholders are in your
template files otherwise the portal might not work as expected.

optional_pages

This section allows you to specify any optional pages you want to make available to portals using your theme.
The default theme defines several optional pages, to add more you can copy one of the existing definitions and
edit it as appropriate.

"menu_item weight": 1000,

"label": "Welcome",
"id": "welcome",
"description": "Welcome page, can be used as alternative landing page to portal",
"components": [
{
"label”: "Title",
"tag": "STITLES",
"content": "Welcome"
br
{
"label": "Header",
"tag": "SHEADERS",
"content": "Welcome"
br
{
"label": "Main",
"tag": "SMAINS",
"content": "Welcome"
}
]
Layout

The element layout is present in theme.json with the supported values of one_panel_center, one_panel_right,
one_panel_left, and two_panel.

"layout": "two panel"

images

This element of the file is used to list all image files that are referenced by the HTML and CSS for the theme.
You can modify the default images by replacing them with yourown file name.

{

"label": "Company logo large",
"description": "Used on the login page on large screen devices",
"tag": "$IMG_LOGOS", "file name": "Logo.png",
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"dimensions": "300x40"

}

This snippet specifies the label, description and recommended dimensions for the image. This information is
displayed on the portal setup page so the administrator knows what this image is used for and can upload the
right image for this purpose. The tag element specifies what placeholder variable is used in HTML and CSS
template files to refer to this particularimage, file element specifies which file is the default value for this
image. All files are placed in the images folder.

To use this image in the login HTML template, add this to login.html.

<div id="headerImage" class="text-center"><img src="%$IMG LOGO%" class="img-
responsive"/></div>

standard_palettes

These elements contain a list of all customizable colours used in the theme. The default theme already has a set
of colour palettes defined, to add a new one, you can edit as follows.

{

"tag": "$CL BODY BACKGROUND%",
"label": "Body background color",
"value": "#fo6f6fe"

}

This snippet specifies the label and value for the colour, this information is displayed on the portal setup page so
the administrator knows where and what for the colour is used for. The tag specifies what placeholder variable
is used in HTML and CSS template files to refer to this colour, the value element specifies the colour hex
value.

images

This folder contains all images used in your guest theme. Add all the images that you want to use in this folder.

html

This folder contains all the HTML files that are a part of the guest portal. You can edit all these files as per your
requirement and portal design.

Rules

To successfully enable the upload of guest themes, ensure that the following rules are complied with.

Rule Acceptable values

HTML elements html, body, nav, a, abbr, acronym, address, area, b,
big, blockquote, br, button, caption, center, cite,
code, col, colgroup, dd, del, dfn, dir, div, dl, dt,
em, font, hl, h2, h3, h4, h5, h6, hr, i, img, ins,
kbd, label, legend, 1li, map, menu, ol, p, pre, g, S,
samp, small, span, strike, strong, sub, sup, table,
tbody, td, tfoot, th, thead, tr, tt, u, ul, var
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Rule Acceptable values

HTML attributes abbr, accept, accept-charset, accesskey, action,
align, alt, axis, border, cellpadding, cellspacing,
char, charoff, charset, checked, cite, clear, cols,
colspan, color, compact, coords, datetime, dir,
enctype, for, headers, height, href, hreflang, hspace,

id, ismap, label, lang, longdesc, maxlength, method,
multiple, name, nohref, noshade, nowrap, prompt, rel,
rev, rows, rowspan, rules, scope, shape, size, span,
src, start, summary, tabindex, target, title, type,
usemap, valign, value, vspace, width, class, role,
data-toggle, data-target, style

HTTP schemes http, https, 1lml

Credit Card Billing

This feature enables administrators to allow guests to purchase accounts by linking into payment gateways.
You can select your payment provider details to allow credit card billing into your account. After the payment is
successful, an account is created as per the guest portal username and password policy and the guest is
notified about the username/password details. In the guest portal, select the configured payment provider in
Payment Provider and the Access Plans on page 99.
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Create Payment Provider

Account Details

Name payment provider
Description
y
Type SecurePay v
Operation Mode Production v
Merchant ID 123456
Transaction Password password
Confirm Transaction Password password
Currencies US Dollar X
4=
Cards American Express X
+

« Name - Enter a name for your account.
» Description - Enter a description for your account.

« Payment Provider - Select a payment provider, the supported providers are Authorize.net, Peach
Payments, Paya, PayPal, SecurePay API, and SecurePay.

Type Parameters

Authorize.net e Operation Mode - Select the operation mode as Production or
Test. You can select Test to test a transaction by sending gateway
specific details to the payment provider.

¢ API Login and Transaction Key- Enter the API login and the
transaction key details for Authorize.net.

» Currencies - Add the available currencies for your payment
gateway.

e Cards - Add from the available cards for the billing transaction.

PayPal e Operation Mode - Select the operation mode as Production or
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Type Parameters

Peach Payments

SecurePay

SecurePay API

Paya

Test. You can select Test to test a transaction by sending gateway
specific details to the payment provider.

Client ID and Client Secret- Enter the client ID and secret for
configuring PayPal.

Currencies - Add the available currencies for your payment
gateway.

Cards - Add from the available cards for the billing transaction.

Operation Mode - Select the operation mode as Production or
Test. You can select Test to test a transaction by sending gateway
specific details to the payment provider.

Bearer ID and Entity ID - Enter the bearer and entity ID for
configuring Peach Payments.

Currencies - Add the available currencies for your payment
gateway.

Cards - Add from the available cards for the billing transaction.

Operation Mode - Select the operation mode as Production or
Test. You can select Test to test a transaction by sending gateway
specific details to the payment provider.

Merchant ID and Transaction Password - Enter the merchant ID
and transaction password for the SecurePay payment gateway.

Currencies - Add the available currencies for your payment
gateway.

Cards - Add from the available cards for the billing transaction.

Operation Mode - Select the operation mode as Production or
Test. You can select Test to test a transaction by sending gateway
specific details to the payment provider.

Merchant ID - Enter the merchant ID for the payment gateway.

Client ID and Client Secret- Enter the client ID and secret for
configuring SecurePay API.

Currencies - Add the available currencies for your payment
gateway.

Cards - Add from the available cards for the billing transaction.

Operation Mode - Select the operation mode as Production or
Test. You can select Test to test a transaction by sending gateway
specific details to the payment provider.

User ID, User Key, and Location ID - Enter the user ID, key, and
location ID for configuring the Paya payment gateway.
Currencies - Add the available currencies for your payment
gateway.

Cards - Add from the available cards for the billing transaction.

In the Payment Page Settings section, you can show or hide the input fields on the payment page of the portal,
determine whether you wish use each field using the drop down menu.
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Payment Page Settings

Security Code Required v
Issue Number Optional v
Mobile Number Required v
Billing Address Required v
Postal/ZIP Code Required v
City Required -
State Required v
Country Unused v
Email Optional v

* Required - Mandatory input required.

» Optional - Optional input required (not mandatory).

¢ Unused - Fields will not appear.

Notes:

Install the certificates listed here and other configure other details, to allow secure access from FortiGuest.

« Install the following SSL certificates for Peach Payments.

» Add the Peach Payments FQDNs (oppwa.com and peachpayments.com) in the allowed list of the SSID
and the Firewall policy of FortiGate. Also, add the FQDNs in the Addresses section of Policy and Objects

Sectigo RSA Domain Validation Secure Server CA
R3 and ISRG Root X1

in FortiGate.
« Install the following trusted CA Certificates for Paya.

Amazon >> Subject CN

Amazon Root CA 1 >> Issuer CN

Amazon Root CA 1 >> Subject CN

Starfield Services Root Certificate Authority - G2 >> [ssuer CN
Starfield Services Root Certificate Authority - G2 >> Subject
Starfield Services Root Certificate Authority - G2 >> Issuer

+ Add the Pay Pal FQDNs (*.sandbox.paypal.com (for sandbox environments), *.paypalobjects.com, and
*.paypal.com) in the allowed list of the SSID and the Firewall policy of FortiGate. Refer to the Pay Pal
website for the list of URLSs for live and sandbox environments.
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Hotel Property Management System (PMS)

FortiGuest integrates multiple hotel PMSs to include the cost of internet access in the guest's hotel bill. This is
achieved by adding the PMS login widget to a portal that communicates with the PMS.

Each portal defines it's own access plans, which determine the access time allowed and the associated cost to
post to the PMS configured for that portal. The first time a user goes to the portal and supplies their credentials
they are directed to a page with the available access plans. After the user selects an access plan and proceeds
with the authentication process, their room is charged. The user can login without being charged until their
account expires, after the account expires, the user is again directed to the page displaying the available access
plans to purchase more time on the network. In the guest portal, select the configured payment provider in PMS
Provider on page 99 and the Access Plans on page 99.

Create PMS Provider

Name My PMS

Description Hotel Payment Management System

Type HOBIC v
IP Address 10.1.1.1
Port 112

» HOBIC - Enter the IP Address and the Port number of the Hotel PMS.

» Oracle Cloud PMS - Enter the PMS Server IP address, unique Hotel ID, Application Key, Client ID and
Secret, and your Username and Password.

¢ Oracle Opera - Enter the IP Address and the Port number of the Hotel PMS, also, configure the Timeout
to establish a connection with the server.

« IDS Next - Enter the IP Address and the Port number of the Hotel PMS, also, configure the Timeout to
establish a connection with the server.

Visitor Management

Sine is a cloud-based visitor management system that helps businesses streamline their visitor check-in
process. It allows visitors to check in via the iPad or the Sine mobile app, and hosts to be notified of their arrival.
Sine also offers a variety of features to improve security and compliance, such as pre-screening, geofencing,
and badge printing.
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After creating a site and configuring a webhook for the site, navigate to Portal > Visitor Management in the
FortiGuest GUI to add a visitor management profile. The Site Name is the name of the site created in Sine and
the Key is the the API key configured while creating the webhook integration.

Create Visitor Management Profile

Name SINE
Description
Vi

Vendor SINE v

Site Name Fortinet

Key fortiguestsine

SSID SSID1

Password policy = Default Password Policy v

Email Server v

SMS Server v

Usage Profile v

Account Group Default v

Account Owner  admin v
Notes:

» Fortinet recommends that you have a auto-generated password policy configured in the visitor
management profile.

» Ensure that Start End is specified as the Account type for the selected usage profile. See Usage Profiles.

FortiGuest creates a guest user account using the details shared by Sine through webhook. You can view the
guest user account populated in Creating and Managing User and Device Accounts.

» The Status field displays Active when the visitor is checked-in and Expired when the specified time-out
period elapses.

» When the visitor checks-out, Sine sends a webhook request to FortiGuest, and FortiGuest deletes the
guest user account.

Event Codes

The event codes allow users to create their own accounts during specific events. The administrator generates
an event code and shares it with the user to enable access to the hotspot created for a particular event and
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allow registration. The codes generated are valid only for the event duration and then timeout. To generate a
new event code, navigate to Guest Portal > Event Codes.

Create Event Code

Details Time Restrictions

Name codel
Description

4
Timezone (GMT-07:00) America/Los_Angeles v X
Start Time 30-12-2024 17:13 =]
End Time 31-12-2024 17:13 =]

Count Only Active Accounts @

Maximum Accounts 5
Account Group group?/ v
Usage Profile usageprofile4 v

Enter a unique code Name and an optional Description.
Select the Timezone of the event.

Select the Start Time and End Time, during which the users are able to create their own accounts. The
event code will be active only for this duration.

Enable Count Only Active Accounts to consider only user accounts in the Active state, ignoring
accounts in any other state (e.g., expired, inactive, suspended).

Enter Maximum Accounts/Maximum Active Accounts to restrict the maximum number of user accounts
that can be created.

Select the associated Usage Profile and Account Groups for the event codes.

In the Time Restriction tab, you can restrict users from creating their accounts for a certain duration.

Add Time Restriction (Guests cannot login or will be logged out during these periods)

Week day ‘ Monday v
Start 00:00
End 23:59

You can edit, delete, or suspend the listed event codes.

The administrator can set the permissions for sponsors to manage specific operations for the event codes in the
Access Management > Admin Groups page.
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View Event Code v Own Accounts v
Create Event Code © No v
Edit Event Code v Own Accounts v
Suspend Event Code v Own Accounts v
Delete Event Code v Own Accounts v

After creating the event code, navigate to Guest Portal and enable the Self Service page (Enabled pre-auth).
Set the Account approval mode for the gust portal in the Self Service Settings to Use Event Codes or Use
sponsor approval and event codes.

Name Theme Settings *
Portal Pages Remember User General Settings Self Service Settings *

Auto login @ (@ )

Notify guest onreject

Self Service Account Verification Options

Account approval mode Use event codes v
‘ earch ‘ Q
Account Creation B Device Account Approval Mode (4)
. . .| None
Account creation restrictiq v

Use sponsor approval

Account creation ban time| Use event codes

Use sponsor approval and event codes
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Smart Connect

In large secure wireless enterprise networks configuring and managing an enormous number of secure clients
to operate in a desired manner is a challenge. Smart Connect uses FortiGuest's built-in database and
infrastructure to automatically configure both wireless and wired client devices, categorized as different device
types and requiring different wireless settings. This avoids manual configuration of a large number of devices.
Smart Connect supports iOS, Chrome, Android, macOS, Windows, Linux, and wired networks.

Smart Connect has the ability to configure wireless profiles and ensure that users are provisioned and
connected to the secure network across a range of laptops, phones, and tablets. Smart Connect allows you to
define a set of rules known as a Smart Connect Policy. This policy defines which Smart Connect Profile is
applied to each user. After a user is authenticated and authorized, FortiGuest applies the Smart Connect policy
rules on that user, to find the appropriate Smart Connect profile to connect to the network.

Note: New version of Smart Connect application is now available in the app stores (version 1.8.2 for Android
and 2.0 for Windows). This new version of the app must be used with FortiGuest as it has an important security
enhancement. Older versions of Smart Connect app will no longer work with FortiGuest 2.0.0 onwards.

« Smart Connect Policies
« Smart Connect Profiles
e SCEP Servers

Smart Connect Policies

Smart Connect allows you to create and apply different policies to a device based on the device type
classification. Smart Connect allows your wireless settings to be automatically configured to securely connect
you to a wireless network. It allows you to download a profile from a network that uses Smart Connect and
define a set of rules known as a Smart Connect Policy. You can Clone the policy to reuse configurations.

1. Navigate to Smart Connect > Smart Connect Policies and enter a unique policy name.
Create Smart Connect Policy

Details Conditions Assign Profile

MName mac_policy

Description MacEook Policy
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2. Youcan add Conditions to your policy by adding attributes. To add more conditions click Add Condition

and select the appropriate attribute from the drop down menu.
Create Smart Connect Policy

Details Assign Profile

m If TimeofDay @ between =  15:30 16:30 Monday «

WM |If DayofWeek equals v | Monday X | America/Los_Angeles v

+
Add Condition

America/Los_Angeles -

3. Select the Smart Connect profiles that you want to assign to users that match the rule you have created.
Enable Allow Insecure Connection to enable users to continue using open networks instead of running
Smart Connect when they authenticate as per your requirement. Optionally, you can enable/disable Use

Apple Configuration Profiles for Apple devices.

Create Smart Connect Policy

Details Conditions Assign Profile

Assign Smart Connect Profiles O

Smart Connect Profile Mappings SMProfilel

Allow Insecure Connection QO

Allow Apple Configuration Profiles @D

After a user is authenticated and authorized, FortiGuest applies the Smart Connect policy rules on that user, to

find the appropriate Smart Connect profile to connect to the network.

Smart Connect Profiles

Create a Smart Connect profile defining your network type and authentication settings for client in your network.

You can Clone the profile to re-use configurations.
Note: Smart Connect on Linux supports only Ubuntu versions 20, 22, and 24.

This table describes the EAP types supported for Smart Connect on different platforms.

Platform PSK EAP EAPGTC EAP TLS
MSCHAPV2
Local
certificate
authority
Windows Supported Supported Not Supported  Supported
Android Supported Supported Supported Supported
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Platform PSK EAP EAPGTC EAP TLS EAP TLS
MSCHAPV2 with SCEP

Local server
certificate
authority

i0S Supported Not Supported Supported Not Supported Supported

Wired Not Supported Supported Not Supported  Supported Supported

network

1. Navigate to Smart Connect > Smart Connect Profiles and click New.

5.

In the Network Settings, enter a unique Network Name (for your network) and select the Network Type
(only Wireless is supported in this release).

Enter the SSID name and enable SSID is Broadcast as per requirement.

Optionally, you can specify the SSIDs you wish to remove from the client. This is required for any open
network where client access is restricted.
Create Smart Connect Profile

Network Settings Authentication Proxy Settings

Network Name SmartConnect_Profilel
Network Type Wireless -
SSID SSID

SSIDis Broadcast @O
Remove 551Ds RemSSID x
4+
In the Authentication tab, you are provided the authentication methods based on the network type that

you specify. FortiGuest supports WPA, WPA2 Enterprise, and WPAS3 Enterprise authentication modes. For
the Pre-Shared Key authentication methods, enter the Pre-Shared Key. For more information on WPA3
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Enterprise authentication modes, see WPA3-Enterprise Support for SmartConnect.
Create Smart Connect Profile

Network Settings Proxy Settings

Authentication | WPA3 Enterprise Only v

‘ bearch ‘ Q
E Authentication Type (10)

AppleiOS/0SXE WPAEnterprise

WPA Pre-Shared Key

WPA/WPA?2 Enterprise

Android EAPType \\/paA/WPA2 Pre-Shared Key

Linux EAP Type | WPA2Enterprise

WPA2 Pre-Shared Key

WPAZ3 Enterprise 192 Bit

PEAP/MSCHAPV] WPA3 Enterprise Only

WPA3 Enterprise Transition

Include Credential \WPA3 Pre-Shared Key

T

EAP Types

L

Windows EAP Tyg

Chrome OSEAPT|

6. Forthe Enterprise authentication methods, enter the following.

« EAP Types - Select an EAP type for authentication for different client devices, Apple, Android,
Windows, Linux, and Chrome.

+ EAP/TLS (Generate certificates with) - If you select the EAP-TLS for authentication, then select the
certificate provider. See SCEP Servers.

EAP/TLS

Generate certificates with fortinet v

« PEAP/MSCHAPvV2 and PEAP/GTC - Determine in the Include Credentials field whether you want to
include or not include the user name and password in the profile sent to the user. Select a specific user
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name format for the client to Authenticate with. If you select realm, then define the Realm.

MNetwork Settings Authentication Proxy Settings

Authentication = WPAZ Enterprise -

EAP Types

AppleiOs5/O5XEAP Type = PEAP/MSCHAPVZ and PEAP/GTC v
Android EAP Type PEAR/GTC -
Chrome OS EAP Type PEAP/MSCHAPVZ v

PEAP/MSCHAPv2 and PEAP/GTC

Include Credentials | Username/password -
Authenticate with username@realm -
Realm fortiguest.com

7. Inthe Proxy Settings tab, configure the proxy server settings for the client. You can configure any of the
following options for Apple iOS / OS X Proxy Mode, Windows Proxy Mode, Android Proxy Mode,
Linux Proxy Mode, and Chrome OS Proxy Mode.
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Create Smart Connect Prafile

Network Settings Authentication Proxy Settings

Apple i05 /0S5 X Proxy Mode Manual Settings v
Windows Proxy Made Auto Discovery -
Android Proxy Mode Disabled v
Linux Praxy Made Disabled -
Chrome OS5 Proxy Mode PAC URL -

Manual Settings

Server 10.1.1.1

Port 5018

Authentication Login hd
Username username

Password (LTI @
Confirm Password = sesssss @
Username Format username@realm -
Realm fguest.com

PAC Settings

PAC URL http://xyz.com/file

PAC Fallback Allowed @

« Disabled - To disable the proxy mode for clients.
« Auto Discovery - To enable the automatic discovery of proxy settings.
« Manual Settings - Update the following proxy server settings.

Server - Enter your server’s hostname or IP address.
Port - Enter the appropriate port number.

Authentication - Select whether no authentication is needed or whether a login is required. If a
login is required then update the following.

Username - Enter the username for authentication.
Password - Enter and confirm the authentication password.
Username Format - Select a format to use for the authentication username.

« PAC URL - Update the following proxy auto-config (PAC) settings.

PAC URL - The URL of the PAC file that defines the proxy configuration.

PAC Fallback Allowed - When disabled the device is prevented from connecting directly to the
destination if the PAC file is unreachable. This is enabled by default.
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8. You can select any pre-installed Certificates that you require. Configure the certificates only if you are
using the Enterprise authentication methods.

Network Settings Authentication Proxy Settings Certificates Additional Certificates Other Options

Certificates AddTrust External CA Root x
+

9. You can also install any additional CA certificates.
Network Settings Authentication Proxy Settings Certificates Additional Certificates Other Options

Additional Certificates COMODQO RSA Certification Authori... %
+

10. Inthe Other Options tab, enter the URL you wish to direct the browser to once connected, after Smart
Connect has run.
Note: This does not apply to Apple devices configured using an Apple configuration profile.

Network Settings Authentication Proxy Settings Certificates Additional Certificates Other Options

URL https://fg.smartconnect.com

SCEP Servers

FortiGuest allows distribution of certificates to devices when they are authenticated onto the network. This is
achieved in the following methods.

* You can generate user certificates on an external server like MS Active Directory and then add an entry in
Smart Connect > SCEP Servers. When using SCEP for certificate generation, FortiGuest handles both
revoked certificates with and without new replacements.

» You can also generate certificates internally on the FortiGuest in System > Certificates > Local
Certificate Authorities.

» You can manually upload certificates while configuring the authentication policy. See RadSec
Authentication.

When a network user requests a Smart Connect profile, then a user certificate is generated, this is achieved by
selecting EAP-TLS as an EAP type in a Smart Connect profile. You can add an SCEP Server and generate
certificates internally using the Local Certificate authorities. See Certificates.

» Adding the SCEP Server

Adding the SCEP Server

Navigate to Smart Connect > SCEP Servers and configure the following parameters to add an SCEP server.
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Create Smart Connect Profile

Name test
URL http:// certsrv/mscep/mscej
Challenge Password eeeesese Change

Key Size 2048
OCSP URL

1. Enter the Name of the SCEP Server.
2. Enter the URL of the SCEP Server (HTTP only)

3. Enter a Challenge Password that is required when connecting to NDES on a Windows server. If the
password is not specified then the user's current password is used when generating the client certificate.
4. Enterthe Key Size.

5. Enterthe OCSP URL to send an OCSP request for validating user certificates when authenticating.

WPAZ3-Enterprise Support for SmartConnect

This release supports the robust WPA3 Enterprise authentication modes in Smart Connect profiles, enabling
secure 6GHz wireless LAN deployments that require WPAS3. This enforces enhanced encryption protocols with
highest security standards for enterprise-grade wireless networks.

WPAS Enterprise authentication modes are supported on devices running the following operating systems.

+ Windows
¢ Android

- i0OS

* macOS

e Linux

e ChromeOS

Navigate to Smart Connect > Smart Connect Profiles and you can select the WPA3 Enterprise
authentication modes.For WPAS3, you can select the following modes.
o WPAS Enterprise Only

« WPAS3 Enterprise Transition to allow for a smoother transition from WPA2 to WPAS3, ensuring devices that
do not support WPAS3 can still connect securely.

« WPAS Enterprise 192 Bit, a specialized mode of WPA3 Enterprise offering advanced security with 192-bit
encryption strength. WPA3 Enterprise 192-bit mode is supported with ECDSA or RSA keys (with a
minimum key size of 3072 bits). Administrators can select the desired key type and size when generating
the local certificate. See Certificates.
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Operating System WPA3 Enterprise WPA3 Enterprise WPA3 192 Bit
Only Transition

Android 11/12/13/14 Supported Supported Not Supported

macOS Supported Supported Supported

i0S Supported Supported Supported

Windows 10 Not Supported Not Supported Supported

Windows 11 Supported Supported Supported

Linux 20.04 Supported Supported Not Supported

Linux 22.04/24.04 Supported Supported Supported

ChromeOS Supported Supported Not Supported

\‘ ! 'l
9 WPAS3 Enterprise 192-bit security is not supported on Android and ChromeOS devices.
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You can configure a RADIUS client to authenticate users and configure user account notifications. When a user
account is created, the details of the account need to be passed from the sponsor to the user, these notifications
can be sent over emails or SMS text messages. SMS text message notification require email servers to be
configured, but can be configured based upon policy.

» RADIUS Clients
o RADIUS Accounting Server
+ RADIUS Client Group

RADIUS Clients

FortiGuest uses the RADIUS protocol to authenticate and audit users who log in through RADIUS capable
network enforcement devices. When a user authenticates against a RADIUS client, then that client performs an
authentication check with FortiGuest, to validate whether the credentials supplied by the user/device are valid. If
the authentication is successful, FortiGuest returns a message stating that the user is valid and the duration of
time remaining before the user session expires. The RADIUS client must honour the session-timeout attribute to
remove the user when the account time expires (unless the account is unlimited).

Notes:
« Ensure that the FortiGate controller is specifically configured to allow AAA override. This enables it to
honour the session-timeout attribute returned to it by FortiGuest.
« Ifthere is a firewall between FortiGuest and the RADIUS client , then allow traffic to pass from the UDP port
1812 or 1645 (RADIUS authentication) and UDP port 1813 or 1646 (RADIUS accounting).

In addition to authentication, the RADIUS client device reports details to FortiGuest, such as the time the
session started, time session ended, user IP address, and so on. This information is transported over the
RADIUS accounting protocol.
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RADIUS Clients

4+ New | & Edit W Delete

© Q, Search
Mame Device IP Address / Prefix Length Type Description
FGT : FORTIGATE

RADIUS Debug

RADIUS Support logs can be found in Logging > System Logs > Support Logs
RADIUS is running normally.

Restart RADIUS in Debug

The RADIUS Debug option turns the RADIUS server on in debugging mode, enabling detailed debug
information to be viewed in System Logs. Perform the following steps to add a RADIUS client.

1. Navigate to Devices > RADIUS Clients and click New in the RADIUS Clients section.

Client Attributes MAC Authentication RadSec Authentication PSK Authenticatio

Name RADIUS-FortiGuest

IP Type IP Address Subnet IP Range
Hostname @ fortiguest.fortinet.com

Secret @ I @
Confirm oy @®
Type @ Cisco WLC v
Description

Require client to send Message-Authenticator attribute @

Change-of-Authorization

UseCoA @

2. Update the Client tab with the following configurations.

« Name - Enter a unique name of the RADIUS client.

« IP Type - Type the Device IP Address / Prefix Length of the RADIUS client, if you do not know the
prefix length, then FortiGuest automatically selects this. This needs to match the IP address from
which the RADIUS request originates. You can also configure the hostname/FQDN or the IP range
when adding a RADIUS client in FortiGuest, select options options Hostname and IP Range. The IP
range can be specified with a hyphen, for example, 1.70.1.1—-1.10.1.15.
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« Secret - A shared secret for the RADIUS client. Re-type the shared secret in the Confirm field.

« Type - Select the type or vendor of the RADIUS client. The supported vendor types are Aruba
Controller, Cisco WLC (captive portal and 802.1x authentication), FortiGate, FortiWLC, Generic
RADIUS Device, Meraki, Ruckus Controller, and FortiLAN Cloud. See Adding FortiGate as a
RADIUS Client.

« Description - Enter a description of the client and any other information needed.

« Message-Authenticator attribute - You can enable/disable sending the message authenticator
attribute to the server when configuring the RADIUS client. This option is disabled by default.
Notes:

« [fthis option is disabled, then FortiGuest processes RADIUS request packets with/without the
message-authenticator attribute.

« [fthis option is enabled, then FortiGuest drops RADIUS request packets without the message-
authenticator attribute in them.

Change-of-Authorization - Enable this field to use CoA and enter the port to use. Enable proxy CoA if
required.

Update the following subsequent tabs to complete the configuration of a RADIUS client.
o Attributes
e MAC Authentication
o RadSec Authentication
o Guest Portal

Attributes
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Update the Attributes tab to enable the RADIUS client to send any additional attributes upon successful
authentication.

RADIUS Clients

Client Attributes MAC Authentication RadSec Authentication

Vendor JGPR -
Attribute SJGPP-IMSI -
Value forti

Add AV Pair

@ Delete
© Q Search

Attribute Value

3GPP-IMSI forti

« Vendors - Select from the list of pre-defined vendors.

Attributes - Select from the list of pre-defined attributes based on the selected vendor.
» Value - Enter the appropriate value for the selected attribute.

« Add AV Pair - Click to add the specified attribute-value pair.

MAC Authentication

Update the MAC Authentication tab to setup and enable MAC address based authentication for user devices.

Enable MAC authorization and configure the following parameters.
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RADIUS Clients

Client Attributes MAC Authentication RadSec Authentication

Enable MAC authorization O

User-Name attribute contains Don't Check A
User-Password attribute contains Don't Check hd
Service-Type attribute contains Call-Check hd

« User-Name attribute contains - Select whether the user name attribute contains the Client MAC
Address, Shared Secret, whether it is Not Present, or Don’t Check.

« User-Password attribute contains - Select whether the password attribute contains the Client MAC
Address, Shared Secret, whether it is Not Present, or Don’t Check.

« Service-Type attribute contains - Select whether the service type attribute contains the Login-User,
Framed-User, Call-Check, whether it is Not Present, or Don’t Check.

RadSec Authentication

Update RadSec Authentication to secure communication between RADIUS/TCP peers on the transport layer.
This is particularly useful in roaming environments where RADIUS packets are transferred through different

administrative domains and untrusted, potentially hostile networks.

RADIUS Clients

Client Attributes MAC Authentication RadSec Authentication

Enable RadSec O

RadSec Type TLS -

Verify SSL Certificate Common Name @O
Hostname

e Selectthe RadSec Type, TLS or DTLS.
» To enable verification, select Verify SSL Certificate Common Name.
« Enterthe RADIUS client Hostname.

Guest Portal

Update the Guest Portal tab to allow a generic RADIUS client to interface with a portal by providing login/logout
parameters and request keys.
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RADIUS Clients

Client @ Attributes MAC Authentication RadSec Authentication Guest Portal
Method POST -

Login URL https://1.10.1.1/login.htm|

Username request key userid

Password request key passwd

Redirection request key redirect

Custom Login Parameters buttonClicked=go&activity=123

Logout URL https:/1.10.1.1/logout.html

Custom Logout Parameters buttonClicked=stop&activity=456

e Method - Select the HTTP method with which forms are submitted to the generic RADIUS device.
« Login URL - Enter the URL used to login users to the device.

« Username request key - Enter the username key, this normally corresponds to the name of the
HTML element that takes the username.

« Password request key - Enter the password key.

« Redirection request key - Enter the redirect key.

o Custom Login Parameters - Enter any custom login parameters the device may require.

« Logout URL - Enter the URL used to log out users on the device.

o Custom Logout Parameters - Enter any custom logout parameters the device may require.

Note: FortiGuestsupports TLS, PAP, CHAP, PEAP-MSCHAPv2 and PEAP-GTC in RADIUS Authentication.

Adding FortiGate as a RADIUS Client

You can add Fortigate as a RADIUS client with the following limitations.

In

Device authentication feature does not work as FortiGate does not send the NAS IP address/Called-
Station-Id parameters.

OAuth feature is supported if the required host names are in the allowed list on FortiGate. This enables
client redirection to the OAuth provider site for authentication.

As FortiGate does not send the AP name and AP ID, some guest reports and accounting logs have empty
fields against them.

Redirection URL after successful guest authentication must be set in FortiGate configuration.

the Attributes tab (Attributes), add the Acct-Interim-Interval = <nnn> (between 600 - 86400 seconds) entry.

Perform the following steps in the FortiGate GUI to complete RADIUS client configurations.

1.

FortiGues

Navigate to WiFi and Switch Controller > SSIDs and click Create New. Ensure the following
configurations.
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WiFi Settings

551D fortinet
Client limit »
Broadcast SSID @

Security Mode Settings

Security mode
Portal type

Authentication portal

User groups
Exempt sources
Exempt destinations/services

Redirect after Captive Portal

Security mode is Captive Portal.

Portal type is Authentication.

Enter the Authentication portal address in this format, <FortiGuestserverlP>/portal/FortiGate-

serverlP>.

Provide a destination URL ({ FortiGuest IP or FQDN}/cp/portal/vl/cp/success)to

Captive Portal v

Authentication -

10.5.6.7/portal/10.1.1.1

+
+
+
Original Request gsjussiild ViR
https://10.5.6.7/portal/login/10.1.1.1/51

Redirect after Captive Portal authentication.
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2. Navigate to WiFi and Switch Controller > FortiAP Profiles and create or edit a profile. In the profile, set
the SSID of each radio to the SSID created in the previous step.

Radio 1
Mode Disabled Dedicated Monitor
WIDS profile >
Radio resource provision C
Band 24GHz | 802.11n/g v
Channel width 20MHz
Short guard interval >
Channels 1 6 11
TX power control Auto m
TX power D EEEEEEEEEEEE———— 00
ssiDs @ () Tunnel &% Bridge

(=) fortinet-dd-psk (fortinet-dd-clr) %

+

Monitor channel utilization @

3. Navigate to Policy and Objects > Addresses and create a new entry with the FortiGuest server and its IP

address.
New Address
Name FortiGuest
Color = Change
Type Subnet -
IP/Netmask 171.17.25.25/255.255.255.255
Interface O any -

Static route configuration CB

Comments Write a comment... 4 0/255

4. Navigate to User & Authentication > RADIUS Servers and create a new entry for the FortiGuest server.
The secret key entered here is used while adding the FortiGate server in FortiGuest. Ensure that you enter
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the FortiGate server |IP address as the NAS IP.

New RADIUS Server

Name FortiGuest
Authentication method BEENE Specify
NAS IP 10.1.1.1

Include in every user group (B

5. Run the following commands in the FortiGuest CLI to complete the integration of FortiGate.
o Allow external web access - # set captive portal exempt enable
« Configure accounting time interval - # set acct-interim-interval [duration] (between
600 - 86400 seconds]
» Configure FortiGuest as the RADIUS accounting server.
config accounting-server
edit 1
set status enable

set server <IP Address of FortiGuest>
Set secret <Secret>

H o HE S e

RADIUS Accounting Server

FortiGuest can replicate and forward any accounting packets to an admin defined server. Perform the following
steps to add a RADIUS accounting server to forward the accounting packets to.

FortiGuest 2.0.0 User Guide 137
Fortinet Inc.



Managing Devices

Create RADIUS Accounting Server

Name

Description

Server I[P Address
Secret @
Confirm

Accounting Port

User-Name Format

Modify User-Name Value

Realm

Authenticate with

1. Navigate to Devices > RADIUS Accounting Servers and click New.
2. Enter the Name and Description of the RADIUS accounting server.

radius

(AL XL R ]

e BRSNS

1813

realm\username

©

© 0

« Server IP Address - The IP Address of the RADIUS accounting server

» Secret - The shared secret of the RADIUS accounting server
e Confirm - Confirm the shared secret.
« Accounting Port - The accounting port used by the server.

CANCEL

You can modify the User-Name value of your server, enter the Realm details and select the format to

Authenticate with.

RADIUS Client Group

Navigate to Devices > RADIUS Client Groups and group RADIUS clients of the same type. Select the
RADIUS Client Type and add RADIUS Clients that belong to the selected type.
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Create RADIUS Client Group

Name Group1

Description

RADIUS Client Type FortiGate

RADIUS Clients Fortigate-APIP
fgt-adminlogin
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MPSK Authentication

The Multiple Pre-Shared Key (MPSK) authentication feature facilitates the use of PSKs for guest portals to
provide controlled and secure visitor access to the network resources. FortiGuest supports multiple PSKs
simultaneously on a single SSID, each device uses a unique PSK to connect to the network. The guest users
are prompted to enter the PSK via the captive portal page to connect to the network. This simplifies the on-
boarding experience for users by granting them easy network access. This also allows the administrators to
effectively track network usage.

Note: Administrators and sponsors can create MPSK profiles.

Just like the existing MAC authentication feature, PSK authentication can also be configured individually for a
RADIUS client. FortiGuest assigns PSKs to devices through RADIUS clients, the FortiGate controller then
leverages both MAC authentication and PSKs to authenticate devices for network access. The PSKs are not
stored on the FortiGate and are returned as RADIUS attributes.

You can perform the following operations to use PSK authentication for guest portals.
» Create an MPSK password policy that defines the PSK complexity requirements for users logging in into

the guest portal. This policy is tagged to the guest portal. See MPSK Password Policy.

» The administrator can create PSKs and tag them to user accounts and devices. On successful guest portal
authentication, the guests can use the administrator created PSK or can create their own. See Creating
PSKs.

» The guest user logging in into the guest portal with no devices tagged can register their device. See Guest
Portal Device Registration.

» Both static and dynamic VLAN mapping is supported. Static VLAN mapping is available to the
administrator per PSK, dynamic VLAN mapping is available when a PSK is authenticating via a RADIUS
client. See VLAN Mapping.

» Enable MPSK and tag a password policy when configuring the guest portal in FortiGuest. See Guest Portal
Configurations.

+ To use FortiGuest MPSK feature specific configurations are required on FortiGate. See FortiGate
Configurations.

Limitations

The following limitations apply to the usage of this feature.

» ForiOS devices the CNA must be disabled.
+ Dynamic VLAN assignment per user is not supported.

MPSK Password Policy

You can create an MPSK password policy similar to a user account password policy to define complexity
requirements. The admin can create multiple password policies and a specific password policy is selected and
tagged to a guest portal. This tagged policy is then applied to the PSKs that the guests logging in into the portal
create. A default password policy exists for MPSK, you can also mark any password policy as default, which
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then applies to all the PSKs created in the FortiGuest admin portal. The MPSK password policy is created in
Policy Settings > Password Policy along with user account password policy.

Name Default MPSK Policy
Policy used for MPSK -
PSK Type String v

Minimum PSK length 8

Maximum PSK length 25

Password complexity requirements

Alphabetic characters to include abcdefghijkimnopgrstuvwxyzABCDEFGHIJ
Number to include 5

Numeric characters to include 1234567890

Number to include 1

Other characters to include \@#

Number to include 0
Name mpskhexpwd
Policy used for - -
P5SK Type Hexadecimal -

Minimurm PSK length 8

Maximum PSK length 10

Password complexity requirements

Alphabetic characters to include ABCDEabcdef

Mumber to include 7
Mumeric characters to include 1234567890
Mumber to include 1

1. Ensure to select MPSK in the Policy used for field.

2. Selectthe PSK Type as Hexadecimal (a maximum of 64 hexadecimal digits) or String (8 to 63 printable
ASCII characters).

3. The Minimum PSK Length which is 8 for both the PSK types.
4. The Maximum PSK Length which is 64 for Hexadecimal and 63 for string.
5. You can set the following password complexity parameters based on the PSK type.

« Alphabetic characters to include - The permissible alphabetic characters that the password can
include.

* Number to include - The maximum number of alphabetic characters allowed in a password. The limit
is 20 characters.
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¢ Numeric characters to include - The permissible numeric characters (numbers) that the password
can include.

» Number to include - The maximum number of numeric characters allowed in a password. The limit is
20 characters. Other characters to include - The permissible other (special) characters that the
password can include.

Tag the MPSK password policy to the guest portal, see Tagging an MPSK Password Policy.

PSK Authentication

Update the PSK Authentication tab to setup and enable dynamic VLAN mapping for PSK based user
authentication. Enable VLAN mapping and enter one or multiple VLAN IDs or ranges. The VLAN IDs are
separated using commas and VLAN ranges are specified using hyphens.

RADIUS Clients
Client © Attributes MAC Authentication RadSec Authentication PSK Authentication

Enable VLAN Mapping ©
Dynamic VLAN Range @ 51,53

For more information, see VLAN Mapping.

Guest Portal Configurations

The following configurations are required to enable and use the MPSK feature. Navigate to Guest Portal >
Portals to complete the following.

« Enabling MPSK Device Registration
« Tagging an MPSK Password Policy

Enabling MPSK Device Registration

The administrator can enable MPSK device registration as a post-authentication setting for captive portal.
Navigate to Settings > Portal Pages and enable MPSK Device Registration. The guest users can create
MPSK keys only after successful captive portal authentication.

Session Management

MPSK Device Registration
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Tagging an MPSK Password Policy

While creating a guest portal, you are required to tag an MPSK password policy in Policy > Password Policy.
Select the policy that you wish to apply in the MPSK Password policy field. Optionally, you can also create a
new password policy or edit an existing password policy on this page.

Name  Theme  Settings m Portal Preview
Access Plans Realm Policy Allowed Account Groups Username Policy Password Policy

Password policy Default Password Policy v
MPSK Password policy Default PSK Policy v

Guest Portal Device Registration

The following pages are displayed for MPSK management on the client device after successful captive portal
authentication. The administrator can also create a PSK device account and tag it to the guest user, see
Creating PSKs.

+ MPSK Device Registration
» Manage MPSK/Device

MPSK Device Registration

When guest users log in for the first time and no devices are tagged to the guest user, the user device MAC
address from the session is populated on this page. The guest is required to enter the PSK Password, PSK
Name, and Access plan. The guest user can register more devices by choosing from an existing PSK which
was created earlier.

Note: Ensure that an unlimited usage profile is created and referenced in the access plan when configuring the
guest portal. There is no default access plan and usage profile created for MPSK.

F:RTINET

Register your device

* DEVICE REGISTRATION Use Existing PSK

» MPSK DEVICE REGISTRATION [ pskguesti

» MANAGE MPSK/DEVICE Create New Device

* SUCCESS MAC address

REGISTER NEW PSK DEVICE
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Manage MPSK/Device

The guest users can view and manage all PSKs and device information and can perform the following
operations from this page.

« Edit, save, and delete a PSK.
o Delete MAC addresses associated to a PSK.

==RTINET

Manage MPSK/Device

» DEVICE REGISTRATION PSK Name: pskguesti

» MPSK DEVICE REGISTRATION

—
[l
o
L
W

(mact)| @

* MANAGE MPSK/DEVICE

» SUCCESS TS olla

99-99-99- (mac2)| m

Bl

Email and SMS notifications are sent to the guest user based on the configured notification settings in the
FortiGuest GUI. The SMS body for an unlimited device account SMS template is required to be configured. The
MPSK Password Policy tagged to the guest portal is applied to all the PSKs created here. See MPSK
Password Policy.

FortiGate Configurations

Use the FortiGate command line interface for related MPSK configurations to use with FortiGuest. For more
information see FortiGate CLI Reference.

» Configuring an MPSK profile
» Configuring Virtual Access Point (VAP)

Configuring an MPSK profile

Run the following commands to enable an MPSK Profile on an external server.

config wireless-controller mpsk-profile
edit "<MPSK Profile Name>"
set mpsk-external-server-auth enable
set mpsk-external-server <server-1>

Note: The shared secret must be the same as the secret in the RADIUS Client configured in FortiGuest.

You can configure FortiGuest as the external server in the FortiGate GUI. Navigate to WiFi & Switch
Controller > Connectivity Profiles. Enable MPSK external server authentication and select FortiGuest as
the MPSK external server.
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MPSK Authentication

Edit MPSK Profile

Name
MPSK external server authentication @

MPSK external server =R fortiguest hd

Configuring Virtual Access Point (VAP)

Run the following command to configure a VAP. Ensure that an SSID used here is configured with the security
mode WPA2 Personal.

config wireless-controller vap
edit "SSID Name"
set ssid "SSID Name"
set security wpaZ-only-personal
set mpsk-profile "MPSK Profile Name"
next
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FortiGuest is administered using a web interface over either HTTP or HTTPS, or partially via the CLI. After initial
installation, you can perform specific network configurations and administrative tasks.

o Language Templates
o Network Settings
 Certificates

o Date/Time Settings
 Licensing

o Firmware Upgrade
» Data Retention Policy
o Backup Policy

» Email Notifications

« SMS Notifications

o Packet Capture

o Settings

Language Templates

You can edit the guest/device email, SMS, and print templates containing the user account and activity details,
that a sponsor can communicate to the guest. The contents of the template messages can be fully customized.
Navigate to System > Language Templates.

Notes:

» English, French, Spanish, and Portuguese are the supported languages.

* Ensure that SMS and email notifications are enabled, to send the relevant notifications. See SMS
Notifications and Email Notifications.

FortiGuest 2.0.0 User Guide 146
Fortinet Inc.



System Settings

Multiple Device Account Multiple Device Account Creation - Manager Notification

Creation - Manager Notification

Device Account Creation -
Manager Notification

Device At Login SMS Template
Device At Login Email Template
Device Expiry SMS Template
Device Expiry Email Template

Device Print Template

The following variables should be used to customise the message.

%FIRSTNAME% - The first name of the guest.

%LASTNAME% - The last name of the guest.

%MOBILENUMBER?Y% - The mobile number of the guest.

%MOBILENUMBER_ONLY% - Mobile phone number of guest without country code pre-pended.
%COUNTRYCODE% - Country code of the mobile phone number.

%TIMEPROFILE% - The name of the time profile assigned.

%OPTION1% - Optional field 1.

%OPTION2% - Optional field 2.

(Unlimited) %OPTION3% - Optional field 3.
Device SMS Template %OPTION4% - Optional field 4.
(Unlimited) %OPTION5% - Optional field 5.

Device Email Template
(Unlimited)

Device Print Template (Time
Used)

Device SMS Template (Time
Used)

Device At Login SMS Template
Device At Login Email Template
Device Expiry SMS Template
Device Expiry Email Template

Device Print Template

%SPONSOR_NAME% - The name of the sponsor who approved/rejected the account.
%USERNAME% - The Username created for the guest.

%PASSWORD% - The Password created for the guest.

%DATAUSAGE_UP% - The up data usage limit.

%DATAUSAGE_DOWN% - The down data usage limit.

%DATAUSAGE_TOTAL% - The total data usage limit.

%DURATION% - Duration of time for which the account will be valid.

%MINUTES _LEFT% - Minutes left to expire guest account.

Content

Email HTML Body

The following device accounts have
been created by
%SPONSORUSERNAME%
(%SPONSORFULLNAME%):

(Unlimited) <br><br> P
Device SMS Template Email Text Only Body  The following device accounts have
(Unlimited) been created by

Device Email Template
(Unlimited)

Device Print Template (Time
Used)

Device SMS Template (Time
Used)

Nevire Fmail Temnlate (Time

Email Subject

%SPONSORUSERNAME®%
(%SPONSORFULLNAME%):

Device Account(s) Created

1. Create a new template and click Edit.

On the left pane various templates for email, SMS, and print notifications are displayed. These templates

are classified based on usage profile types like unlimited, time used, from creation, and so on.
2. Select the notification template from the list in the left panel. The customizable variables are displayed.
3. Modify the default HTML code in the text message fields as required.

Note: when using HTTP API based SMS gateways, these characters are allowed in language templates or

notification templates in the guest portal content, 1$7*()-_=+[|{};:@#~,<>?. Use backslashes for the characters,

A", when using them in language templates or notification templates. For example, V\\\".

Network Settings

You can configure the following network settings for your FortiGuest.

o Server Information
o Network Interface Information
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« Static Routes on page 150

Server Information

You can configure or modify the pre-configured FortiGuest server settings.

1. Navigate to System > Network Settings.

Hosthame

Hostname fortinet

Domain cloudapps.com

DNS

DNS

IPv4

IP Address

Subnet Mask  255.255.255.192

Gateway

2. Configure the Hostname settings.

« Hostname - Assign a hostname as defined in DNS (without DNS suffix).
« Domain - Enter the domain name for your organization (e.g. fortinet.com).
3. Enterthe IP address of the DNS server.
4. Configure the network IPv4 address settings.
« |IP Address - Enter the network IPv4 address.
» Subnet Mask - Enter the corresponding subnet mask.
« Gateway - Enter the default gateway for the network to which FortiGuest is connected.

Network Interface Information

You can configure FortiGuest with 4 active interfaces with traffic segregation. The administrators can configure
administrative access and services like captive portal and RADIUS authentication/accounting on a per interface

basis.

Note: If administrative access services and captive portal are configured for different interfaces, then FQDN
forward and reverse lookup in the DNS server should point to the IP address of the interface which has captive
portal configured. In such a scenario, the administrator can access the FortiGuest portal only with IP address

and not with the FQDN.
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Edit Network Interface

Interface Name portl
IPv4 Method DHCP RS (s
IP Address 10.34.49.10

Subnet Mask 255.255.255.0
Admin Access © HTTP
© ssH
© PING
@© HTTPS
© ADMIN
© API
© cp
Service Access @ Radius Accounting
© Radius Authentication
© Radsec

Select a port and click Edit to modify the following settings as required.

Settings Description

IP Address and Subnet Select IPv4 method as DHCP or Static. If Static is selected, enter the IPv4
Mask address and netmask associated with this interface.

Note:Only one of the four port interfaces can support DHCP configuration
atatime.

Admin Access Select the allowed administrative service protocols from the following.
e SSH
e HTTP
* Ping
e HTTPS - Specify admin (GUI), REST API, and/or captive portal
access.

Service Access Enable the services that you want FortiGuest to act as a server for.
* RADIUS Accounting

¢ RADIUS Authentication
¢ RadSec
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Static Routes

In this page, you can create a default route to your network gateway on the interface that connects to the
gateway. You can create, edit, or delete routes as required.

Network Interface port2 port3 port4
Destination I[P/Mask  0.0.0.0/0

Gateway
Settings Description
Network Interface Select the network interface that connects to the gateway.
Destination IP/Mask The destination IP address and netmask for this route.
Gateway Enter the IP address of the next hop router to which this route directs traffic.
Certificates

You can configure and manage certificates from the FortiGuest GUI to secure communication with devices that
make SSL connections.

o Server Certificate

e Trusted CA Certificates

« Certificate Revocation Lists
o Local Certificate Authorities

Server Certificate

You can create server certificates and manage them easily via the GUI.
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Server Certificate Trusted CA Certificates Certificate Revocation Lists

Server Certificate

Create CSR

Create Temporary Certificate from C5R
Download CSR

Download

Download Current S5L Certificate
Download Current S5L Private Key

Upload Certificate

‘ Upload this Server's SSL Certificate

‘ Upload this Server's SSL Certificate and Private Key
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1.

Navigate to System > Certificates and click the Server Certificate tab.

2. Click Create CSR to create a Certificate Signing Request (CSR) and provide details for the certificate.

CSR b 4

Common Name (FQDN or IP Address) = cloudapps.com

Organization Fortinet

Organizational Unit (Section) QA

Locality (e.g. City) Bangalore

State or Province Karnataka

Country India v

Private Key Regeneration

Regenerate Private Key @

Subject Alternative Name

Email +
DNS +
IP +
URI +
RID +

Common Name (FQDN or IP Address) - This is either the IP address of FortiGuest or the fully
qualified domain name (FQDN) for FortiGuest. The FQDN must resolve correctly in DNS.

Organization - The name of your organization or company.

Organizational Unit (Section) - The name of the department or business unit that owns the device.
Locality (e.g. City) - The city where the server is located.

State or Province - The state where the server is located.

Country - Select the relevant country.

The Regenerate Private Key is optional. If you regenerate your private key, the current certificate is
invalidated and a new self-signed temporary certificate is generated using the new private key and
CSR. If you choose to regenerate the private key, services are restarted to enable you to use the new
certificate and private key.

Subject Alternate Name (SAN) is an extension of the X.509 certificate standard and allows you to
secure multiple hostnames, IP addresses, or other identifiers with a single certificate. You
canoptionally, enter the alternative names for the specified Common Name for the CSR, in one of the
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following formats.
o Email address
e DNS

* |Paddress

« URI

e RID

3. Click Create Temporary Certificate from CSR to generate a temporary certificate from the CSR that you
created in the previous step.

4. Click Download CSR to download the CSR on to your machine.

5. You can backup the certificate and private key manually in a secure location. Click Download Current
SSL Certificate and Download Current SSL Private Key.

6. After you have sent the CSR to a Certificate Authority and obtained the CA-signed certificate in return, you
can upload it to FortiGuest in the Upload Certificate section. This installs a CA signed certificate or
restores Base 64 PEM format certificate files previously backed up. You must upload certificate files in
Base 64 PEM format or DER format. The certificate files are not backed up as part of any backup process.
You must manually back them up in the Download certificate files section. Click Upload this Server's
SSL Certificate and locate the SSL certificate file you want to upload. If the private key have been created
separately, then you can select both from different locations and upload them under the Upload this
Server's SSL Certificate and Private Key section on the same page.

Trusted CA Certificates

FortiGuest allows you to upload trusted CA certificates so that it can trust devices that it makes SSL connections
to. Locate the file using the Upload trusted CA certificate and upload it. You can also click on the Download
all certificates link to download all certificates.

Server Certificate Trusted CA Certificates Certificate Revocation Lists

X Upload trusted CA certificate | & Download all certificates | @ Q search
Subject Common Name Issuer Common Name Valid From Expires On
GeoTrust SHA256 S5L CA GeoTrust Primary Certification Authority - G3 2013/05/23 00:00:00 2023/05/22 23:59:59

Entrust Certification Authority - L1K Entrust Root Certification Authority - G2 2015/10/05 19:13:56 2030/12/05 19:43:56

Certificate Revocation Lists

A certificate is irreversibly revoked if, for example, if a private key is thought to have been compromised.
Certificates may also be revoked for failure of the identified entity to adhere to policy requirements specified by
the CA operator or its customer. The most common reason for revocation is the user no longer being in sole
possession of the private key. FortiGuest automatically uploads certificates to a revocation list and updates the
certificate at a set specific time period. CRL's can be manually added to this list by entering the URL of the
stored CRL into the New CRL option. Enter a time value that you wish this CRL to be updated in the Update
Every field.

Add Certificate Revocation List
New CRL @ http://xyz.server.com/

Update Every (n minutes) 10
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Local Certificate Authorities

o bd =

Perform the following steps to generate certificates internally.
Navigate to System > Certificates > Local Certificate Authorities.
Click +New.

Configure the following parameters.

Common Name - This is either the IP address of FortiGuest or the fully qualified domain name
(FQDN) for FortiGuest. The FQDN must resolve correctly in DNS.

Organization - The name of your organization or company.

Organizational Unit (Section) - The name of the department or business unit that owns the device.
Locality (e.g. City) - The city where the server is located.

State or Province - The state where the server is located.

Country - Select the relevant country.

Maximum Lifetime in Days- The maximum lifetime of any generated certificate in days.
Algorithm - The algorithm to be used, RSA or ECDSA.

Private Key Size (bits) - If RSA algorithm is selected, set the minimum size of the private key to
generate. The minimum size is 2048 bits.

Create Certificate Authority

Common name 10.1.1.1

Organization Fortinet

Organization Unit (Section) Engineering

Locality Bangalore

State or Province Karnataka

Country India v
Max Lifetime in Days 23

Algorithm RSA -
Private Key Size (bits) 2048 v
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Date/Time Settings

Ensure that the correct date and time format are configured as FortiGuest authenticates users based on the
time associated with their accounts (activation and expiry). You can view and configure the system date and
time on FortiGuest.

Date/Time
System Time 13-09-2024 16:12
System Timezone  (GMT+00:00) UTC v X

Day Light Saving @

NTP
Use NTP ©
Sync Interval 60
NTP Servers ntpl.fortiguard.com x
ntp2.fortiguard.com X
+

1. Navigate to System > Date/Time Settings and select the date and the System Timezone where your
FortiGuest is located.

Note: Modifying the System Timezone automatically adjusts the date and time on FortiGuest and you are

notified appropriately.
2. Youcan Use NTP to synchronize the date and time with the configured NTP server. Enter the IP address

(es) of the NTP servers available. Enable Sync Interval to configure the synchronization interval with the

configured NTP server. The defaultis 60 seconds, and the allowed range is 1 — 1440 seconds.

The date and time settings can be modified via the CLI.

Licensing

The licensing page allows you to view and upload the FortiGuest license file. For more information, see
Licensing.

Firmware Upgrade

You can upgrade FortiGuest from the GUI, navigate to System > Firmware Upgrade to upload the FortiGuest

image file.
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Firmware Upgrade

Upgrade File

O

FortiGuest_VMé4_ESXi-v2.0....
375.44 MiB

Uploading (63%)

After successfully uploading the file, click Run Upgrade.

Firmware Upgrade

Upgrade File

O

Upload File

Click to select or drop file here
.out Max: 1GiB

Upgrade File is required
Latest Uploaded File FortiGuest_VMé4_ESXi-v S = FORTINET.out

Run Upgrade

Data Retention Policy

You can delete or archive old data from FortiGuest based on the configured data retention policy. Navigate to
System > Data Retention Policy and enable and configure the following retention settings to archive data.
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Data Retention Policy

Enabled [ @)

Cut off Days 30

Policy Archive to FTP and delete v
Server 10.1.11
Port 21

Passive Mode @

Directory FortiGuest

Username admin

Password @ secccoce @
Confirm XYY YY) @

» Cut off Days — Enter the number of days to process the data as per the configured policy.

+ Policy - Select a policy to create a backup/archive on an FTP (Archive to FTP and delete) or SFTP
(Archive to SFTP and delete) server prior to deleting the data from FortiGuest. You can also choose to
delete data without archival (Delete only). Update the following fields if you select data archival on the
FTP/SFTP servers.

Server — Enter the IP address or hostname of your SFTP/FTP server.

Port - Enter the required port number.

Passive Mode — (FTP only) Enable the FTP passive mode for data backup.
Directory — Specify the directory name to archive the data.

Username and Password — Enter the FTP/SFTP server username and password. Confirm the
password.

» Click Execute Now to implement the data retention policy.

You can enable expiration of any Unused Accounts if they are inactive for a certain amount of time. Select the
duration for which the account is inactive, to allow expiration and click Process Unused Accounts.

Data Retention Schedule

Frequency Weekly v
Day of the Week = Sunday v
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Configure the frequency of data retention in the Data Retention Schedule section. You can configure a data
retention Frequency of Daily, Weekly, or Monthly and select a relevant Day.

Unused Accounts

Expire inactive for @ 8 Days v

Process Unused Accounts

Backup Policy

Backup the FortiGuest on a regular basis so that in the event of a hardware failure you do not lose critical data.
The FortiGuest backup process backs up the system setup, account database, and all audit records, enabling
you to recover everything you need in the event of a failure. You can either create a point-in-time snapshot or
schedule system backups to be automatically saved to the FortiGuest or a remote server.

You can perform the following operations for FortiGuest backup and restore.

o Backup Settings
» Restore a Backup File
» Manage Backup Files

Backup Settings

1. Navigate to System > Backup Policy and select the Backup Settings tab.

2. Enable backup policy and select a Backup Type. You can backup the FortiGuest data on a local server
(Local backup only), a local server and a remote FTP server (FTP and local backup), or a local server
and a remote SFTP server (SFTP and local backup).

Backup Settings Restore a Backup File Manage Backup Files

Enabled L o}
Backup Type Local backup only -

Max Number of Server Backups 5

Backup Schedule

Frequency Weekly -
Day of the Week | Sunday v X
Time 02:00
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3. Ifthe backup type is Local backup only, then enter the Maximum number of server backups to limit the
number of backup files that are created. Leave this field blank to configure an unlimited number of backup
files.

4. Ifthe backup type is FTP and local backup or SFTP and local backup, then update the following fields.
« Server - Specify the remote server IP address for the FTP/SFTP.
e Port - Enter the TCP port used by the configured server.
» Passive Mode - Enable to activate the passive mode for the FTP server only.
« Directory - Specify the directory path to save the backup files.
« Username and Password - Specify the username and password to access the FTP/SFTP servers.

« Max Number of Server Backups - Specify the number of backup files that are created. Leave this
field blank to configure an unlimited number of backup files.

5. Click Execute Now to initiate a backup immediately.
Note: In case of insufficient disk space to complete the operation, requisite warning messages are
generated in the Audit Logs. The default disk space requirement is 40% of the database.

6. Configure the frequency of the backup in the Backup Schedule section. You can configure to run the
schedule Daily, Weekly, or Monthly. If you select Weekly you must also specify which day of the week. If
you select Monthly, you must specify which day of the month.

Note: FortiGuest removes old backups that exceed this amount by discarding the oldest backup when new
files are created.

Restore a Backup File

You can restore a backup on FortiGuest, select the backup archive you want to restore. The backup is uploaded
to the FortiGuest and the data is restored. After the data is restored, the server reboots so that the database is
correctly loaded.

1. Navigate to System > Backup Policy and select the Restore a Backup File tab.
2. Select a Backup saved on the server to restore data on FortiGuest.

Manage Backup Files

You can manage all the backups you have performed using FortiGuest.

1. Navigate to System > Backup Policy and select the Manage Backup Files tab. All the backup files are
displayed.
2. From here you can click on Download to save a file locally, or click on Delete to delete the file.

Email Notifications

You can configure email settings for FortiGuest to correctly deliver user account details via email. You can
Clone the email notification settings to reuse configurations.
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Create Email Setting

Name EmailNotification

Enable Email ©

Send Emails from userl@fortinet.com

SMTP Server mail.fortinet.com

SMTPEncryption®  TLS v
SMTP Port 587

SMTP Authentication = Login v
SMTP Username usernamel

SMTP Password sesscccee

Confirm eesssccee

1. Navigate to System > Email Settings and enable email functionality globally.
2. Enter the email address from which you want to send user notification emails.

3. The IP address/FQDN of the outbound SMTP Server to which you need to deliver the email. If you enter
localhost, or leave this field empty, the FortiGuest attempts to deliver the email directly to the user's SMTP
server.

4. Selectthe SMTP encryption, SSL or TLS. When using encryption, ensure that the SSL certificates are
uploaded in the Server > SSL Settings > Trusted CA Certificates.

5. Enter the SMTP Port, Username, and Password details.

SMS Notifications

The Short Message Service (SMS) is delivered through an SMS gateway service that supports SMTP delivery.
You need to have an internal SMS gateway service or subscribe to an external service to be able to deliver user
details via SMS. You can Clone the SMS notification settings to re-use configurations.

To use FortiGuest's pre-existing FortiGuard SMS setting, mark this as the default, click Make Default. You can
edit the settings as required.

© Q, Search

= Name % Default Enable SMS &
FortiGuard SMS setting @ Yes & Enabled
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Edit SMS Setting

Name FortiGuard SMS setting
EnableSMS @

FortiGuard Settings

Server msgctril.fortinet.com

1. Navigate to System > SMS Settings and enable the SMS service globally on FortiGuest.
Create SMS Setting

Name SMS-FortiGuest
EnableSMS @

SMS Service Twilio v

‘ Search ‘ Q,

Twilio Settings
B SMS Setting Type (3)

Account SID HTTP API

ThunderSMS
Account Token Hnder e
Twilio
Sent From I

2. Select any of the following SMS service, update the SMS delivery settings as per the selected SMS
service.

e HTTP API - This option integrates SMS providers that offer a HTTP(S) API for sending SMS. Enter the
API URL and HTTP message details.

e ThunderSMS - The Thunder SMS account details are required. Enter the sender ID, APl key, and a
ThunderSMS enabled phone number are required.

» Twilio - A Twilio APl account along with a Twilio enabled phone number is required to configure with
the FortiGuest, enter the relevant details.

The following are examples of Twilio and HTTP APl SMS notification settings.

Edit SMS Setting

Name Twilio
Enable SMS @D

SMS Service Twilio -

Twilio Settings

Account SID AC6dF1d0F50c8(
Account Token eeessese Change

Sent From +1913675
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Edit SMS Setting

Name Textlocal

Enable SMS @D 4

SMS Service | HTTPAPI -
HTTP API

APIURL https://api.textlocal

HTTP Method POST v

HTTP Headers {
"content-Type":"application/x-www-form-
urlencoded"

4

HTTPPOSTbody  {
"apikey":"NTEOODczNjczODc3INTQ2ZjYy
NzMzNjUSNmYON',
"sender":"600010",
"numbers":"%DESTINATIONS%",
"message":" %MESSAGE"
i

Note: when using HTTP API based SMS gateways, these characters are allowed in language templates or
notification templates in the guest portal content, !$2*()-_=+[]{};:@#~,<>?. Use backslashes for the characters,
A", when using them in language templates or notification templates. For example, V| \".

Packet Capture

FortiGuest allows the administrator to record packet data from an IP address/network range for all or specific
network traffic/packets to specific ports. The packet capture feature generates log files that you can download
and view using a packet viewing utility such as Wireshark.

Interface Files

g

Edit | € Q, Search Q
Interface Name Running

portl & Yes
port2 © No

Note: Only the last 10 generated capture logs are displayed in the GUI.
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Select an interface and click Start to start capturing packets. To update the packet capture settings, click Edit.
Enter the Network Range you wish to capture traffic to and, specify either the maximu packet captures or the
maximum capture period; enable Maximum Capture Packets and the allowed vlue range is 1 - 10000 OR
enable Maximum Capture Period and the allowed value range is 1 - 300 minutes. Enable the relevant traffic to
capture from the listed options. If you require to capture all the network traffic, select All Traffic.

Edit Interface

Interface port2

Network Range

Filters to capture

Capture Mode WEY I iR e G el Maximum Capture Period

Maximum Capture Packets ©® 1000

Traffic Filters

Filter Mode NI Selected port/protocol | Manual Config

You can download/delete the generated packet capture logs from the Files tab.

Interface Files

X Download | € Q, Search Q
File name ¢ File Size (in bytes)
O 2024-09-17-00-30-10-port1 132438

Settings

You can configure the settings related to RADIUS accounting and licensing, interface time out and access
restriction.

¢ General Settings
e Interface Timeout
* Access Restrictions

General Settings

You can configure the following settings related to RADIUS accounting and licensing.
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General Settings Interface Time Out Access Restrictions

Expire inactive RADIUS accounting session after 15

Minutes v
Automatic License Update o
Rate Limiting Settings
REST APl request rate limit @ 30
Captive Portal request rate limit @ 30
Port Configurations
SSH Port 22
RADIUS Authentication Port 1812
RADIUS Accounting Port 1813
RadSec Port 2083
Language Settings
Admin Portal Language English v X

+ Expire inactive RADIUS accounting session after - Set the time limit in minutes/hours/days, after which
an inactive RADIUS accounting server session expires. See RADIUS Accounting Server.

« Automatic License Update - To automatically renew the license subscription for FortiGuest (valid for one
year) before the expiry, contact Fortinet Customer Support and enable this option. The same license is
updated and you are not required to procure a new license.

» Rate Limiting Settings - Set the rate limiting value for the FortiGuest admin and captive portal APIs.
The allowed range for these fields is 5 - 50 requests per second and the default is 30 requests per second.

» Port Configurations - Configure ports for SSH, RadSec, and RADIUS Authentication and Accounting.
« Language Settings - Set the language for the admin portal.

Interface Timeout

A sponsor or administrator that logs in into the FortiGuest is logged out after a period of inactivity. You can set
the inactivity period through the timeout settings.

Note: The session timeout defined here applies to both the sponsor and administration interfaces.

1. Navigate to System > Interface Timeout Out and enter the session Timeout value in minutes (default is
10 minutes). When you are inactive for the configured period of time, your sessions expire and the next
action requires you to log in again.
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Admin Portal Settings
Timeout @ 10 minutes
HTTPMode | HTTPS M

2. Selectthe HTTP Mode used to access the FortiGuest portal.

Access Restrictions

You can configure FortiGuest to restrict access to only certain IP address ranges for the administrator and
sponsor at any one time. Navigate to System > Access Restrictions. In the Allowed IP Addresses field, type

a range of IP addresses that are allowed access to the FortiGuest interface, and apply a CIDR subnet range
using the drop-down menu.

Access Restrictions

Allowed IP Addresses 255.255.0.0/16 x
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System Logs

All actions within the FortiGuest are logged into the database. This enables you to view any action that occurred
as part of the normal operating process of the application, log administrator and sponsor actions, and create
system logs. Navigate to Logging > System Logs.

o Audit Logs

» Application Logs

e Support Logs

o Log Settings

Audit Logs

Audit logs create a record of administrator and sponsor actions.

Audit Logs Application Logs Support Logs Log Settings
© Q search
Username % Date/Time Action % IP Address

admin 2022/06/03 12:31:21 User[admin] has revived GuestAccount]| |
admin 2022/05/31 14:50:01 User[admin] viewed GuestAccount], 1
admin 2022/05/31 10:45:31 User[admin] viewed Portal[Login]
admin 2022/05/30 16:20:31 User[admin] viewed GuestAccount|
admin 2022/05/27 15:38:55 User[admin]'s Bulk Account Operation Finished

Application Logs

Application logs display the log containing application debug information.

Audit Logs Application Logs Support Logs Log Settings
© Q Search
Username % Date/Time = Action % IP Address =
2022/06/03 10:03:32 Token has expired.
admin 2022/06/03 10:03:32 User[admin] has an expired access token.
admin 2022/06/03 10:03:32 User[admin]'s token was refreshed.
admin 2022/06/03 09:58:53 User[admin] viewed AuditLogs.

Support Logs

Support logs provide an area that stores the following information.

e HTTP errorlogs
+ RADIUS logs

o Mail logs

« Debuglogs

o Auditlogs

» Application logs
o An XML file
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Audit Logs Application Logs Support Logs

Support Logs
B Download Support Logs

Log Settings

The log settings page allows an administrator to set the level of logging and administer syslog settings. The

Log Settings

Logging Levels allow an administrator to choose the level of logging for multiple criteria.

Audit Logs Application Logs Support Logs

Logging Levels

Log Storage Limit (Days) @
General

Security

Authentication

Admin Authentication
RADIUS User Authentication
Admin Operations

Guest Portals

The logging levels are, Errors and Warnings Only, Error Only, Errors, Warnings and Info, or Errors,
Warnings, Info and Debugs. You can specify the maximum number of days for storing logs in Log Storage

Limit.

o General

o Security

« Authentication

o Admin Authentication

o RADIUS User Authentication
e Admin Operations

o Guest Portals
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Reports

You can obtain reports on RADIUS authentication and accounting details, and payment. Navigate to Reports to
view the following reports. Click on Download CSV to download reports in .csv format.

¢ Summary Report

¢ Access Report

« Sponsor Activity Report

» Concurrent Users

¢ User Activity Report

+ RADIUS Authentication

+ RADIUS Accounting

» Payment

Summary Report

This report displays a summary of the number of guest accounts created, guests that were authenticated, and
the total cumulative connected period of the guest accounts. Select a search criteria using the date pickers
provided and click Run.

View Summary Between: 01-01-2024 8 And 18-06-2024 [ | Run

Total Guest Accounts Created: 0
Total Authenticated Guests: 78
Total Cumulative Connect Time: 111674

Access Report

The report summarizes the number of logins by the enforcement device (IP Address), and the cumulative
duration of connected sessions based on NAS IP/Radius Clients. Select a search criteria using the date pickers
provided and click the Run button.

©Period ~ O Run  © Q, Search

View Between: 01-06-2024 0O Logins Account Session Time %
| And 28-06-2024 0O 27 11211
e 5 4643
8 321
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Sponsor Activity Report

This report summarizes the number of accounts created by sponsors based on number of log-ins created.
Select a search criteria using the date pickers provided, you can also select a minimum number of accounts

created by the sponsor, click Run.

£t Setting ~ ©Period ~ O Run @ Q Search

Accounts Created =

Only show sponsors who have created more than 2 accounts il Address &

O " simpi " @fortinet.com 2

admin afguest.com 1998

Concurrent Users

This report displays details of users concurrently connected to a network over a specific period, optionally, you
can select to view connected users only. Select a search criteria using the date pickers provided and click Run.

QSetting > | @Period ~ O Run © Q Search C
Show Connected Only: Logged In % Logged Out + IP Aaddress + NAS IP Address 5 MAC Addre:
ad email 72024-06-28T00:19:52.219223  2024-06-28T01:14:12.014068 .
in2 2024-06-24T06:18:07.338032  2024-06-24T06:18:59.187666
in2 2024-06-24T06:19:13.062341  2024-06-24T06:19:22.460590

User Activity Report

This report displays guest user activity, such as, the total usage time and sessions count based on AP name,
AP ID, and NAS IP address. Select a search criteria using the date pickers provided and click Run.

QSetting~ | @Period ~ © Run @ Q Search

NAS IP Address: All - Total Usage Time + Sessions Count % Username %
Additional Filters  Username v 321 3
M 60 1
1141 2

RADIUS Authentication

This report displays the successful or failed RADIUS authentications.
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E: Download CSV |0 Q, Search

Username

RADIUS Accounting

E» Download CSV | © Q Search

Username

Payment

B+ Download CSV || @ Q Search

Transaction Id
8674655960
5310677463
2463625298
3282278847
6256143119
1091396685

Payment Method

Success IP Address MAC Address Request Time Reply Time NAS IP Address
Q No 2022/05/27 06:19:29 2022/05/27 06:19:29
@ Ves 2022/05/27 06:59:05 2022/05/27 06:59:05 10.37.86.9
@ Ves 2022/05/27 07:01:24 2022/05/27 07:01:24 10.37.86.9
@ Ves 2022/05/27 07:02:45 2022/05/27 07:02:45 10.37.86.9
@ Yes 2022/05/27 07:06:05 2022/05/27 07:06:05 10.37.86.9
@ Yes 2022/05/27 07:31:27 2022/05/27 07:31:27 10.37.86.9
@ Yes 2022/05/27 13:11:10 2022/05/27 13:11:10 10.37.86.9
This report displays the status of the RADIUS accounting.
Session 1D Unique ID NAS IP Address Frame IP Address Start Time Stop Time Created Ti
2525290a 2022/05/27 07:01:24  2022/05/27 07:02:16  2022/05/27 (
25252915 2022/05/27 13:38:22  2022/05/27 14:35:37  2022/05/27 .
25252910 2022/05/27 13:12:51  2022/05/27 15:12:16  2022/05/27
2525291a 2022/05/27 15:04:08 2022/05/27 15:2%:38 2022/05/27 :
25252911 2022/05/27 13:14:33  2022/05/27 13:15:16  2022/05/27 .
2525290d 2022/05/27 07:31:27  2022/05/27 07:33:37 2022/05/27(
This report displays the credit card billing and PMS payment transactions.
Portal Name % Payment Provider Name + Access Plan Name ¢ Status Username ¢ Transaction Date ¢ Amount Card Holder Name Che
Credit Card Billing Login Paypal CCBilling Pending 11
Credit Card Billing  Login Paypal CCBilling Pending 11
Credit Card Billing  Login Paypal CCBilling Pending 11
Credit Card Billing  Login Paypal CCBilling Pending 11
Credit Card Billing  Login Paypal CCBilling Pending 11
Credit Card Billing Login Paypal CCgilling Pending 11
Login Paypal CCBilling Pending 11

3534801022

Credit Card Billing
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Dashboard

The FortiGuest provides a customizable dashboard that allows you to view and monitor performance data and
other statistics. The dashboard provides a graphical representation of data within the administrative scope of
the logged in user of the overall system events and statistics, user login sessions, and user accounts. You can
also view system information, CPU and memory usage, disk usage, and disk 10 of the FortiGuest instance.
Navigate to Home > Dashboard.

» You can resize all widgets displayed in the dashboard as per your requirement. Click on the menu option
and select Resize.

ra —_
LdJ -

Djj ++ Resize *

-
TR T T T T T I

» You can configure the display settings for each widget, that is, the time interval to refresh data on the
widget. Click on the menu and select Settings.

Fefresh Interval Time Unit Second hd
Refresh Interval 5
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System Events E =- System Information 3=
A user_ip_address: 10.32.15.5 2022-02-17 15:01:57 Hostname -
A Checking ip addresses 2022-02-17 15:01:57 DNS .

A Allowed ranges: [] 2022-02-17 15:01:57 IP Address LY ¥
A Nao restrictions set, request is allowed 2022-02-17 15:01:57 Gateway LY 1)
A Calling %s with no data 2022-02-17 15:01:57 Use NTP Disabled
A Calling %s with data[%d:%d] 2022-02-17 15:01:57
A Calling %s with data[%d:%d] 2022-02-17 15:01:57
A Calling %s with no data 2022-02-17 15:01:57
A Calling %s with no data - 2022-02-17 15:01:57
User Accounts =~ CPU & Memory Usage =~
W Active W CPU Usage [l Memory Usage
100%
80%
§0%
40%
20%
22:19 22:19:10 22:19:5
Sessions =~
M Active Sessions ] Session Rate
1 1fs
08 0.8/s
06 0.6/s
04 0.4/s
02 0.2/s

22:18:40 22:18:45 22:18:50 22:18:55 22:19 22:19:05 22:19:10 22:19:15 22:19:20 22:19:25

n
4

Disk Usage

M Disk Unused [l Disk Used
100M

80M

60M

20M

oM

22:17:45 22:18:15 22:18:30 22:18:45 22:19:15

Disk10 =-

M DiskIo
0.1M/s

0M/s

oM/s

oM/s

oM/s

oM/s

221840 221845 221850 221855 22:19 221905 221910 221945 221920  2219:25
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