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Overview

Overview

This document provides the steps necessary for installing FortiNAC appliance(s). It is intended to be used in
conjunction with the FortiNAC Deployment Guide in the Fortinet Document Library. This installation guide is the
first step in the deployment.

Virtual Appliance (VM) Part Numbers

Part Number Description

FNC-MX-VM Control Manager

FNC-CAX-VM Control and Application Server (CA)

Requirements

l VMware
o The VMGuest is built with Virtual Hardware Version 7. This makes the guest compatible with ESXi 4.x
and above.

o Deployment of the OVA has been tested and verified with vCenter 6.5 and above.
l ESX Server Hardware

o The requirements for the ESX server used to host the FortiNAC Virtual Machine will vary greatly
depending on many different factors. Factors include:
l The number of other Virtual Machines that are running on the same server
l The load those VMs place on the server
l The number of devices, hosts and users on your network that are to be managed by FortiNAC

o Note: vSphere Fault Tolerance is not supported as a High Availability solution. Refer to the
“Performance Best Practices for VMware vSphere” document on the VMware web site for additional
information.

l Virtual appliance settings will vary depending on the underlying hardware being used for the hosting server.
The ideal result is to yield a virtual environment where the average load does not exceed the Total GHz
Rating of CPU Resources Allocated.
Determine the appropriate parameters for the virtual environment. It is recommended they be comparable
to those of hardware-based FortiNAC appliances. Refer to the following tables in the FortiNAC Data Sheet:
l Hardware Server Sizing - Hardware server part number most appropriate for the target environment
l Specifications - Details regarding the applicable part number
l VM Server Resource Sizing - Suggested values for memory and CPU to allocate for the virtual
appliance

n The current OVA provided by Fortinet is built using VM Virtual Machine Hardware Version 7 for OVA
compatibility with ESXi4.x and later. VM Virtual Machine Hardware Version 7 restricts the number of
vCPU to 8.
If host machine is running ESXi5.x or later on robust hardware, then the VM Virtual Machine Hardware
Version can be upgraded. Once upgraded, the number of vCPU can be increased. Refer to the
following article for more information (note that the article is not controlled by Fortinet and may have
changed):
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Overview

Upgrading a virtual machine to the latest hardware version (multiple versions) (1010675)
https://kb.vmware.com/s/article/1010675

l Adapters
l Version 7.2.5 and greater: The recommended adapter type is VMXNET 3 (default). Note the following:

l Older VMs used E1000 as the pre-set adapter type. The recommended type is VMXNET 3 for
better network performance. To change the adapter type on existing VM deployments, see
vendor documentation.

l All adapters on the VM should be set to the same adapter type (e.g port1 and port2 both set to
VMXNET 3). Otherwise, unexpected behavior may occur.

l Important: License key is created based upon port1 MAC address and UUID. If either component
no longer matches the license key, the key will no longer be valid and management processes will
not start. Therefore:
l Ensure MAC address is set statically.
l If deleting and re-adding or modifying Network Adapter 1 (port1), configure the same MAC
address used by the adapter previously.

l If the same MAC address cannot be configured, a new key must be installed. For
instructions, see Update Keys Due to UUID/MAC Change in the License Upgrade Guide.

l Network Adapter 2 (port2) can be deleted and re-added without affecting the license key.

Considerations

In versions 7.x and greater, FortiNAC doesn't have any ports open by default. In previous versions, this was not
the case. As features are configured, ports must also be added to the allowaccess list in order for the feature to
work.

Operating System and Open Ports

FortiNAC-F series appliances use the FortiNAC-OS operating system. Limited TCP/UDP ports are open by
default for security purposes. This was not the case for FortiNAC appliances using the CentOS operating
system.

Virtual appliances do not have any TCP/UDP ports listening by default. Opening additional ports requires the
use of the "set allowaccess" command in the appliance CLI.

The configuration steps provided include opening ports for the applicable features and functions covered in this
guide. As more features are configured, additional access must be enabled using the "set allowaccess"
command via the appliance CLI. For details, see Open Ports in the FortiNAC Administration Guide.

The best practice is to keep the number of open ports to a minimum, and block all other ports. If there is a need
to provide users access to network resources through a static port (e.g., from outside a firewall), the best option
is to allow users to connect by VPN.
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Prerequisite: Product Registration

Prerequisite: Product Registration

Products must be registered in order for the appropriate keys to be generated for the appliances. Without these
keys, the appliances will not start.

Requirements Checklist

l Registration codes: Email from do-not-reply-contract@fortinet.com with attached .zip files containing
registration codes for all products

Example

File name examples:

FNC-MX-VM_xxx.zip = Manager next-gen VM Server

FC-10-FNVXM-xxx.zip = Support & Maintenance for Manager next-gen VM Server

FNC-CAX-VM_xxx.zip = Control & Application next-gen VM Server

FC-10-FNVXA-xxx.zip = Support & Maintenance for Control & Application next-gen VM Server

LIC-FNAC-BASE-xxx.zip = Perpetual License, Base level
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Prerequisite: Product Registration

FC1-10-FNAC0-xxx.zip = Support & Maintenance for Perpetual Base Licenses

FCx-10-FNAC1-215-xx-xx.zip = Support & Maintenance for Subscription Base Licenses

LIC-FNAC-PLUS-xxx.zip = Perpetual License, Plus level

FC2-10-FNAC0-xxx.zip = Support & Maintenance for Perpetual Plus Licenses

FCx-10-FNAC1-213-xx-xx.zip = Support & Maintenance for Subscription Plus Licenses

LIC-FNAC-PRO-xxx.zip = Perpetual License, Pro level

FC3-10-FNAC0-xxx.zip = Support & Maintenance for Perpetual Pro Licenses

FCx-10-FNAC1-209-xx-xx.zip = Support & Maintenance for Subscription Pro Licenses

FP-10-PS-801-01-01.zip = Professional Service Days*

FP-10-PS-830-01-01.zip = Professional Service Days*

*Registered on the day of engagement only. See Fortinet Professional Services Contracts in the Appendix for
more information.

Within the zip files are one or more PDF's which contain the Registration Code.

Tip: If multiple appliances were purchased, save these files in separate folders for each appliance.  

Example A – CAVM                     Example B – Support for CAVM

FortiNAC F 7.2 VMWare Deployment Guide 7
Fortinet Inc.

Fortinet Professional Services Contracts.htm


Prerequisite: Product Registration

l Physical Appliances Only:  Serial number (FNxxxxxxxxxx).  The serial number (S/N) is located on the
label that shipped with the hardware.  This label also contains the Product Name, Model/SKU, Fortinet P/N
and HW ID.

Register the “Managing” Server

1. Use the chart below to determine the “managing” server (appliance to which the Endpoint License Key will
be installed).  The remaining servers in multiple appliance deployments are installed with an Appliance
(Base) License Key.
For more information on how licenses are distributed for each system configuration, see section License
Distribution in the Appendix.

Deployment
Configuration

Managing Server Part Number

Standalone CA Server FNC-CAX-xx

Standalone with
High Availability
(HA)

Primary CA Server FNC-CAX-xx

Multiple
Independent
Standalones

Each CA Server FNC-CAX-xx

Multiple
Independent with
High Availability
(HA)

Each Primary CA Server FNC-CAX-xx
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Prerequisite: Product Registration

Deployment
Configuration

Managing Server Part Number

Distributed Control Manager FNC-MX-xx

Distributed with
High Availability
(HA)

Primary Control Manager FNC-MX-xx

2. Log into the Customer Portal at https://support.fortinet.com/
3. Click Register Product.
4. In the Registration Code field, enter the appropriate value.

l Virtual appliance:  Registration code from the pdf found in file FNC-CAX-VM_xxx
(or if a Manager FNC-MX-VM.xxx).

l Physical appliance:  Serial number on label.
5. Click Next.

This page may appear if there was a POC or active evaluation license.
If you are converting your POC to production, select Convert Evaluation.
If you not converting your POC to production, select Register.
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Prerequisite: Product Registration

6. Under Product Description, enter managing server’s hostname or “Managing Server” (this can be edited
later).

7. Select Fortinet Partner (ignore all other fields).
8. Click Next.
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Prerequisite: Product Registration

9. Read terms and conditions.
10. Click on radio button.
11. Click Next.
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Prerequisite: Product Registration

Note: “No Entitlement” will display. This is correct.
12. Click on radio button to accept.
13. Click Confirm.

FortiNAC F 7.2 VMWare Deployment Guide 12
Fortinet Inc.



Prerequisite: Product Registration

CAX(VM) product registration is now complete. 
14. Note the Serial Number (will be used in a future step).
15. Proceed to register the support contract for the appliance.  Click Register More.
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Prerequisite: Product Registration

Register Support Contract for Managing Server

1. Enter registration code found on pdf from file FC-10-FNxxx_xxx.
2. Click Next.
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Prerequisite: Product Registration

3. Associate the support contract to the appropriate Serial Number noted in previous step.
l If only one product is registered, there will only be on choice – select that radio button.
l If more than one product is registered, select the Serial Number noted in previous step.
Selecting the radio button will auto-complete the Serial Number field.

4. Click Next.
5. Click on radio button in the lower left corner.
6. Click Confirm.
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Prerequisite: Product Registration

Support contract registration is now complete and applied to the FortiNAC-OS appliance.
7. Click Register More.

Proceed to the appropriate section:
Perpetual licenses: Register Perpetual Licenses
Subscription licenses: Register Support Contract for License
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Prerequisite: Product Registration

Register Perpetual Licenses

1. Enter the registration code from the pdf found in the appropriate License file:
LIC-FNAC-xxxxx-xxx_xxx

2. Click on Next.

3. Associate the License to the managing server CAX(VM).
l If only one CAX(VM) is registered, there will only be one choice – select that radio button.
l If more than one CAX(VM) is registered, select the appropriate CAX(VM) (Primary/Control server).
Important: DO NOT license the secondary server. The secondary server will obtain its license from
the Primary after High Availability is configured.

4. Click Next.
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Prerequisite: Product Registration

Perpetual license registration is complete.
5. Next step: Register the support contract for the License. Click Register More.
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Prerequisite: Product Registration

Register Support Contract for License

1. Enter registration code from the pdf found in the appropriate License Support file:
l FCx-10-FNAC0-xxx-xxx (support for Perpetual licenses)
l FCx-10-FNAC1-xxx-xx-xx (support for Subscription licenses)

2. Click Next.
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Prerequisite: Product Registration

3. Associate the License Support contract to the managing server CAX(VM). If registering Perpetual licenses,
this is the same serial number used in previous step.

4. Click Next.
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Prerequisite: Product Registration

5. Click on radio button in lower left corner.
6. Click Confirm.

FortiNAC F 7.2 VMWare Deployment Guide 21
Fortinet Inc.



Prerequisite: Product Registration

'
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Prerequisite: Product Registration

Registering the License support contract is complete.
The page will display the products and support contracts registered.
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Prerequisite: Product Registration

7. Close the PDF files used in the previous steps.
8. If there are additional CAX(VM)s to register (and its support contracts), click on Register More. Otherwise,

click Done.

Register Remaining Appliances

1. Open the folder for the next appliance to be registered.
2. Open the 2 PDF files.
3. Register the appliance.

a. Click Register Product.
b. Enter registration code from the PDF found in file FNC-CAX-xx_xxx
(or if there is a Manager FNC-MX-xx.xxx).
c. Click Next.
d. If there was a POC or active evaluation license, a special page may display. If you are converting your
POC to production, select Convert Evaluation. If you are not converting your POC to production, select
Register.
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Prerequisite: Product Registration

e. Enter “Managing Server” under Product Description (this can be edited later).
f. Select Fortinet Partner (ignore all other fields).
g. Click Next.
h. Read terms and conditions.
i. Click on radio button.
j. Click Next.
Note: “No Entitlement” will display. This is correct.
k. Click on radio button to accept.
l. Click Confirm.
CAX(VM) product registration is now complete.
m. Note the Serial Number (will be used to register the appliance support contract).
n. Proceed to register the support contract for the appliance. Click Register More.

4. Register Support Contract for Appliance.
a. Enter registration code found on pdf from file FC-10-NCxx_xxx.
b. Click Next.
c. Associate the support contract to the appropriate CAX(VM) Serial Number noted in previous step.
d. If only one CAX(VM) is registered, there will only be on choice – select that radio button.
e. If more than one CAX(VM) products are registered, select the appropriate CAX(VM).
f. Click Next.
g. Click on radio button in the lower left corner.
h. Click Confirm.
i. Support contract registration is now complete and applied to the CAX(VM).
j. Close the PDF files used in the previous steps.

If there are additional CAX(VM)s to register (and its support contracts), click on Register More. Otherwise, click
Done

* DO NOT REGISTER THE PROFESSIONAL SERVICES CONTRACTS *

Important: If a file for Professional Services (FP-10-PS-801-01-01.zip or FP-10-PS-830-01-01.zip) was
included in the email, do not attempt to register. These are ONLY to be registered one at a time and on the day
of the Professional Services session. One contract is like an “admission ticket” to the Professional Services
session.

End result:

Once product registrations are complete, the summary page for each appliance will look similar to the example
below. Note only the managing server (example below) will have license information listed.

Perpetual License Example:
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Prerequisite: Product Registration

Subscription License Example:

If assistance is needed with registering devices, contact Fortinet Customer Service.

Product Registration is complete. Proceed to next step.
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Step 1: Download the Virtual Machine

Step 1: Download the Virtual Machine

Note: Both FortiNAC CA and Manager use the same image. The product type is defined by the license key
installed.

1. In the Customer Portal, navigate to Support > VM Images.

2. From Select Product (on the left), clickOther and then click on here.

3. From the drop down list, select FortiNAC-F.
4. Select the Download Tab to reveal the available versions. Download the .ova file as recommended by

Fortinet or ProgramManager. Important: To download, click on the HTTPS.
Note: The suggested version may be the GA version and not the newest version.
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Step 2a: Import Virtual Machine

Step 2a: Import Virtual Machine

For post-7.2.5 VM's, see Import Virtual Machine (F 7.2.5+).

Note: Depending upon the ESX Server and vSphere Client version, the following steps may vary.

1. Start vSphere Client and log into VCenter. Go to
2. Right click on Virtual Machines (on the left), and select Create/Register VM's.
3. Select Deploy a virtual machine from an OVF or a OVA file.
4. Enter a name. The name should be the host-name of the VM. It should be the same as the description in

the support portal when you registered the product earlier.
5. Upload your OFV/OVA file. Click Next.
6. Select the Datastore that you want to use for this VM.
7. Accept License Agreements.
8. On the Deployment options window, map the network contained within the VM template to a network.

Port1: Select the Network that contains the IP address that will be used for the Management interface
(port1).
Port2: Select the Network that contains the IP address that will be used for the Isolation interface (port2).
Disregard ports 3-6, which can be deleted later.
Note: Thick disk provisioning is recommended.

9. Click Finish in the Ready to Complete page.

Don't refresh or navigate away. If you log out, it may cause a failure.

Import Virtual Machine (F 7.2.5+)

Note: Depending upon the ESX Server and vSphere Client version, the following steps may vary. The following
instructions were based on ESX Server V4.0 and vSphere Client V4.0.

1. Start vSphere Client and log into VCenter.
2. Select Hosts and Clusters.
3. In VCenter, right click on a host or resource pool under a host and select Deploy OVF Template from the

menu.
4. On the Deploy OVF Template window, select Deploy from Local file.
5. Browse to the folder where the compressed VM file is saved, select the file with the .ova extension and

clickOpen.
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Step 2a: Import Virtual Machine

6. Click Next to Select a name and folder. Choose a name and location for the VM. It should be the same as
the description in the support portal when you registered the product earlier.

7. Click Next and select Computer resource for the VM.
8. Click Next and review the template details.
9. Click Next to License agreements. Accept License Agreements.
10. Click Next to Configuration. Here you can choose the type of virtual network adapters. The default

(recommended) type is VMXNET3.

11. Click Next to Select storage. Choose a datastore for this VM.
Note: If “Thick” or “Thin” drive options are available, it is recommended to select one of the Thick options.
Thick provides faster data access compared to Thin, however, either will work.

12. Click Next to Select networks. Map the network contained within the VM template to a network. Click
Destination Networks to display a drop-down list of possible networks.
Port1: Select the Network that contains the IP address that will be used for the Management interface
(port1).
Port2: Select the Network that contains the IP address that will be used for the Isolation interface (port2).
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Step 2a: Import Virtual Machine

Disregard ports 3-6, which can be deleted later.

13. Click Next to the Ready to Complete window. A summary of all of the selections is displayed.
Review the summary. If anything is incorrect, use the Back button to go back to the
appropriate screen and make changes.
Once selections have been confirmed, click Finish.
Important: Don't refresh or navigate away. If you log out, it may cause a failure.
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Step 2b: Clone the Virtual Machines

Step 2b: Clone the Virtual Machines

This step is optional. Only do this step if you have deploying multiple VM's.

Each appliance requires its own Virtual Machine and its own license. If multiple appliances were purchased,
follow the instructions below to clone as many VMs as required.

1. Start vSphere Client and log into VCenter.
2. Select Hosts and Clusters.
3. Open the Data Center and the appropriate Cluster. Select the Host where the imported VM resides.
4. Right-click on the VM imported in the previous section and select Clone from the menu.
5. The Clone Virtual Machine wizard displays.
6. On the Name and Location window click in the Name field and enter a unique name for this VM.

You may want to include the server type in the name to assist Customer Support if you should have a
problem. For example, if this VM will be used as a FortiNAC Control Server, include Control Server in the
name (e.g. Megatech Control Server 1).

7. Make sure that the appropriate Data Center is selected in the Inventory Location section and click Next.
8. On the Host / Cluster window select the Cluster where this VM will reside and click Next.
9. On the Specify a Specific Host window, choose a Host for this VM and click Next.
10. On the Datastore window, choose a datastore for this VM and click Next.
11. On the Disk Format window select Same format as source and click Next.
12. Guest Customization is not required. Click Next.
13. The Ready to Complete window is displayed with a summary of all of your selections. Review the

summary. If anything is incorrect, use the Back button to go back to the appropriate screen and make
changes. Click Finish.
Note: This process will take several minutes due to the size of the VM.
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Step 3: Edit Settings

Step 3: Edit Settings

The following describes the procedures for editing Virtual Machine settings.

Note: Depending upon the ESX Server and vSphere Client version, the below steps may vary.

1. Start vSphere Client and log into VCenter.
2. Go to Virtual Machines and the VM you just created. Then right click to edit its settings.
3. Edit the virtual machine options.

2 Hard Disks (8GB and 100GB) should be listed.
Review the CPU count and memory.
l CPUs: Modify the Number of virtual processors field. See the Requirements section to determine
the setting required.

l Memory: Modify theMemory Size field as necessary. See the Requirements section to determine the
setting required.

Edit Network Adapters.
l Network adapter 1 (Management interface (port1)): Select the VLAN or Network from the Network
label drop-down matching Port1 from the previous step. Important: Ensure MAC address is set to
static.

l Network adapter 2 (Isolation interface (port2)):
o Select the VLAN or Network from the Network label drop-down matching Port2 from the previous
step. Important: Ensure MAC address is set to static.

o Note: In a Layer 2 environment, isolation VLANs are tagged to the port2 interface (Network
Adapter 2). For all VLANS tagged to a single interface you must create a port with a VLAN ID of
4095 in VMware ESX. In ESX this is known as Virtual Guest Tagging (VGT).

4. Remove network adapters 3 - 6 by deleting them, not just disconnecting them.
5. Click Save.
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Step 4: Assign Static IP Address for port1

Step 4: Assign Static IP Address for port1

FortiNAC is configured by accessing the Configuration Wizard using the Management interface (port1) IP
address. Follow the instructions below to set the IP address for port1.

Port1 has the following default configurations:

l IP address: 192.168.1.99
l FortiNAC interfaces do not communicate without the required protocols added to the appliance’s access
list for the port. The minimum required for appliance configuration are Administration UI access (port 8443)
and SSH. Additional protocols can be added to the access list in the future as needed.

1. Click on the hostname of the Virtual Machine. Make sure the VM is running and the console is displayed.
2. Login to the FortiNAC CLI using the following:

User name = admin
Password = <no password>

3. To set the IP address and default gateway, type the following:

config system interface

edit port1

set ip <port1 ip addr>/<mask>

set allowaccess https-adminui ssh

next

end

config system route

edit 1

set device port1

set gateway <default gateway>

next

end

Example:

config system interface

edit port1

set ip 10.12.234.175/22

set allowaccess https-adminui ssh

next

end

config system route

edit 1

set device port1
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Step 4: Assign Static IP Address for port1

set gateway 10.12.232.1

next

end

4. Confirm SSH access to the port1 IP address works.
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Step 5 (Optional): Cloud-init using config drive

Step 5 (Optional): Cloud-init using config drive

This section describes how to bootstrap a FortiNAC VM in VMware vCenter using config drive. This method can
be used if deploying VMs on VMware vCenter or standalone ESXi and need to preconfigure the FortiNAC VM
so that it boots with a predetermined configuration.

FortiNAC-OS supports version 2 of the config-drive capabilities. Cloud-Init config drive was initially created for
OpenStack and other cloud environments and is a capability available on the FortiNAC even when booting
within a VMware vCenter or standalone ESX environment. Config drive also allows the administrator to pass
day zero configuration scripts to the FortiNAC VM on initial boot.

FortiNAC day zero configuration:

l port1 IP Address
l Subnet mask
l Gateway

If not using this function, proceed to Configure Network Access for port2.

Configure

1. To pass a config drive to the FortiNAC VM, create the following directory structure:

config-drive/openstack/latest/

2. Create the FortiNAC configuration script user_data via text editor. The configuration script for a FortiNAC
VM uses FortiNAC-OS CLI syntax.
Script should contain the following content:

#<HostName> Day0 Configuration

config system interface

edit port1

set ip <port1 IP address>/<mask>

set allowaccess https-adminui ssh

next

end

config system route

edit 1

set device port1
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Step 5 (Optional): Cloud-init using config drive

set gateway <Default Gateway for port1>

next

end

Example

Hostname = FNC

port1 IP address and mask = 10.12.234.175/22

Default gateway = 10.12.232.1

cat config-drive/openstack/latest/user_data

#FNC Day0 Configuration

config system interface

edit port1

set ip 10.12.234.175/22

set allowaccess https-adminui ssh

next

end

config system route

edit 1

set device port1

set gateway 10.12.232.1

next

end

3. Create the config drive ISO:
a. Create the config-drive ISO using a utility such as xorriso (other utilities can also be used to create ISOs,
such as mkisofs).
b. Place the ISO on the data store so that it can be used with the FortiNAC VM.

4. Attach the config-drive ISO as a CDROM device:
a. Power off the FortiNAC VM.
b. Edit the VM settings.
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c. Add a new device: CD/DVD drive and make sure to select Connect at power on.
d. Attach the config-drive ISO that was created earlier.
e. Complete the changes, then start the FortiNAC VM.

Validate

Open the console to verify that the VM is booting and utilizing the day zero configuration file that was provided.

To verify the results:

1. Go to the Console.
2. Login to the CLI.
3. Review port1 configuration. Type

get system interface physical

4. Confirm SSH access to the port1 IP address works.
5. Power off the VM.
6. Under the VM settings, set the VM to boot from the main drive.
7. Start the VM.

Appliance installation is complete. Proceed to the FortiNAC Deployment Guide to continue deployment.
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Configure time settings for host

The server that hosts your VM should have a Time Configuration entered to ensure that it synchronizes its
internal clock and calendar with an NTP server. It is important that the time be correct or you may experience
problems with your certificates or with agent server communications.

Note: If your FortiNAC VM is already up and running, make sure to stop and restart the VM after you are done
with the time configuration.

1. Login to VCenter.
2. Select View > Inventory > Hosts and Clusters.
3. In the tree on the left select the Host or machine that is hosting your FortiNAC VM. This may display simply

as an IP address.
4. In the right-hand pane select the Configuration tab.
5. In the Software section click on Time Configuration. The current configuration is displayed. If there is no

NTP server displayed, you must configure one.
6. At the top of the Time Configuration option, click Properties.

7. In the Time Configuration Properties window click theOptions button.
8. On the Options window,General. Start and Stop with host should be selected by default.
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9. Click NTP Settings on the left.

10. On the NTP Settings window click the Add button. In the Add dialog enter the address of the NTP server
that should be used for time synchronization, such as pool.ntp.org, and clickOK.

11. Below the list of NTP servers check the Restart NTP service to apply changes check box. ClickOK to
save your changes.

12. In VCenter tree on the left, right-click on the FortiNAC VM and select Edit Settings.
13. On the Properties window select theOptions tab.
14. From the list of options select VMware Tools.
15. In the panel on the right under Advanced, enable the Synchronize guest time with host option and click

OK.
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Generate and Download Keys

This step updates the product records in FortiCare with the required information for each appliance in order to
generate the appropriate key files.

Key Generation Procedure Overview

1: Collect appliance information

2: Generate Key for Managing Server

3: Generate Key for Remaining Servers (VMs Only)

Collect Appliance Information

Collect the appropriate appliance information using one of the methods below.

UI Method

1. Launch the FortiNAC Administration UI by opening a web browser and navigating to:

https://<FortiNAC IP Address>:8443/

or

https://<FortiNAC Host Name>:8443/

2. Login using the Default FortiNAC Admin UI Credentials
User: root
Password: YAMS

3. Read the End User License Agreement. Accept the terms and proceed.
4. Under Enter License Key, the UUID (virtual appliances only) and port1 MAC address are displayed.
5. Record the information. This information is used in the next step to generate the license key. You cannot

currently import a license file because you do not have one yet.
6. Close the browser window.

CLI Method

1. Login to the appliance CLI as admin.
2. Enter the command

get hardware status

Record the UUID and MAC address from the resulting output.
3. Type exit

Physical Appliances

Eth 0 MAC address (xx:xx:xx:xx:xx:xx or xx-xx-xx-xx-xx-xx) can also be found in the following locations:

l Shipping label
l Appliance Identification Details document
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l On the back or the top of the metal casing of the appliance

Generate Key for Managing Server

1. Log into the Customer Portal at https://support.fortinet.com/
2. Go to Products > Product List.
3. Click the serial number for the appliance.
4. Edit the record in Product Information.
5. Enter the following:

l Description (if modification is required)
l port1 MAC Address
l UUID (Virtual appliances only)

Note: Once MAC Address and/or UUID is entered and saved, it cannot be changed online. If assistance is
needed with registering devices or changing these entries, contact Fortinet Customer Service.

6. Click Save.
The summary page has updated with the link to “Get The License File”
Important: Customers with new appliances should select the FortiNAC License File.

7. ClickGet the License File.
If a Control Manager is registered, this screen may appear.
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8. Select the serial number of the Control Manager that will be managing this appliance (select Primary
Control Manager if Managers are configured for High Availability).

9. Click Download License Key File.
The .lic filename will reflect the appliance serial number.

10. Once the file is downloaded, click Close.

Remaining Servers

Virtual Appliances: Repeat the previous steps to update each appliance record and download the key, saving
each key file to their appropriate folder.

Physical Appliances: Repeat the previous steps to update each appliance record with the MAC Address. Do
not download any additional keys. The remaining appliances use the installed key shipped with the hardware.

Key generation is complete. Proceed to next step.
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Appliance Configuration

1. Follow the instructions in the Guided Install section of the Administration Guide.
These steps guide the user through the following tasks:
l License key installation
l Network settings configuration
l Password creation
l port2 interface configuration  

2. Verify appliance with the Endpoint License Key has the correct entitlements. 
a. In the appliance with the Endpoint License Key installed, access the Administration UI using one of the
following URLs:
https://<FortiNAC IP Address>:8443/
https://<FortiNAC Host Name>:8443/
If “Processes are Down” is displayed, there may be a UUID or MAC address mismatch.  See related KB
article 192992.
b. Locate the License Information widget in the Dashboard. If not available, click the Add Widget button at
the top of Dashboard view to add.

c. Review the entitlements in the License Information widget to ensure they are accurate.
If entitlements are populated but not correct, review the entitlements in the customer portal
(https://support.fortinet.com/) for that product. Contact Customer Service for assistance.
Subscription License: If panel is blank, see KB article 191745 for troubleshooting steps.
For more information regarding the different license types, see Perpetual and Subscription Licenses in
Appendix.

Appliance installation is complete. Proceed to the FortiNAC Deployment Guide to continue deployment.
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