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Registering your Fortinet product
Before you begin, take a moment to register your Fortinet product at the Fortinet Technical Support web site,
https://support.fortinet.com. Many Fortinet customer services, such as firmware updates, technical support,
and other FortiGuard services, require product registration. For more information, see the Fortinet Knowledge
Center article Registration Frequently Asked Questions.

Customer service and technical support
Fortinet Technical Support provides services designed to make sure that your Fortinet products install quickly,
configure easily, and operate reliably in your network. To learn about the technical support services that
Fortinet provides, visit the Fortinet Technical Support web site at https://support.fortinet.com. You can
dramatically improve the time that it takes to resolve your technical support ticket by providing your
configuration file, a network diagram, and other specific information. For a list of required information, see the
Fortinet Knowledge Center article What does Fortinet Technical Support require in order to best assist the
customer?

Fortinet documentation
The Fortinet Technical Documentation web site, http://docs.fortinet.com, provides the most up-to-date
versions of Fortinet publications, as well as additional technical documentation such as technical notes. In
addition to the Fortinet Technical Documentation web site, you can find Fortinet technical documentation on
the Fortinet Tools and Documentation CD, and on the Fortinet Knowledge Center.

Fortinet tools and documentation CD
Many Fortinet publications are available on the Fortinet Tools and Documentation CDshipped with your
Fortinet product. The documents on this CD are current at shipping time. For current versions of Fortinet
documentation, visit the Fortinet Technical Documentation web site, http://docs.fortinet.com.

Fortinet knowledge center
The Fortinet Knowledge Center provides additional Fortinet technical documentation, such as troubleshooting
and how-to-articles, examples, FAQs, technical notes, a glossary, and more. Visit the Fortinet Knowledge
Center at http://kc.fortinet.com.

Comments on Fortinet technical documentation
Please send information about any errors or omissions in this or any Fortinet technical document to
techdoc@fortinet.com.
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Confidentiality Statement
A Confidentiality Agreement governs this FortiScan Administrator's Guide and its contents. This material is
the confidential trade secret and proprietary information of Fortinet, Inc. It may not be disclosed, reproduced,
used, sold, made available, or transferred to any third party without prior written consent of Fortinet, Inc.
With receipt of this FortiScan Administrator's Guide, you agree:
•

To maintain it in strict confidence

•

To keep secret and to treat confidentially all of its contents

•

Not to permit any other person or entity to directly or indirectly appropriate, divulge, plagiarize,
disclose or otherwise disseminate to any other person or entity nor use in any manner for such
party’s benefit the material in the FortiScan Administrator's Guide, as required by said
Confidentiality Agreement.

Please contact Fortinet, Inc. Customer Support for additional copies of this FortiScan Administrator's Guide.

Third Party Copyright Notices
The FortiScan Compliance and Vulnerability Management Platform contains software components and
technologies developed by third party organizations. To read the copyright and licensing statements for these
products, refer to “Third Party Copyright Notices” of the FortiScan Administrator’s Guide.
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Chapter 1 Managing the FortiScan
Appliance
Connectivity to the FortiScan Appliance
The FortiScan Compliance and Vulnerability Management Platform employs a client-server model whereas the
FortiScan Agents are clients to the FortiScan Appliance. Communications between the FortiScan Agent and
FortiScan Appliance utilize HTTPS. Communications between FortiScan Administration Console and the
FortiScan Appliance utilize SSL. The following diagram depicts a typical deployment:

Figure 1-1 FortiScan Communications Architecture

FortiScan Version 3.0 Administrator’s Guide
17-3000-96204-20090515
http://docs.fortinet.com/ ∙ Feedback

Page 1

The

FortiScan Appliance Web-based GUI

FortiScan Agents (clients) accessing the FortiScan Appliance through a firewall requires access to the following
ports:
•
•
•
•
•
•
•
•
•

Port 443 Asset registration
Port 8445 Check for dispatch
Port 8446 Long and short surveys
Port 8447 Administration Console
Port 8448 Command Channel
Port 8449 Certificate updates
Port 8450 Compliance Center
Port 8451 Asset dispatch response
Port 80 Content Uploaded (behind the firewall)

See “FortiScan Appliance Connection Considerations” in the FortiScan Installation Guide for more information.

Network Address Translation (NAT)
The FortiScan supports most NAT’ed (Network Address Translation) environments via its web services
architecture.
The current requirements for NAT support are:
1. Static NAT from outbound FortiScan Agents to the FortiScan Appliance communications
2. Correctly functioning TCP/IP connectivity for web services communications from all NAT’ed assets to
the FortiScan Appliance.
3. No duplicate IP address spaces for NAT’ed segments. (i.e. 192.168.1.0-254 and 192.168.2.0-254 are
supported but two segments with 192.168.1.0-254 are not supported.
The following diagram illustrates a supported NAT environment:
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Figure 1-2 NAT Topology—Acceptable
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Duplicated NAT segments (as shown below) are not currently supported.

Figure 1-3 NAT Topology – Not Acceptable
See “FortiScan Appliance Connection Considerations” in the FortiScan Installation Guide for more information.
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Configuring the FortiScan Appliance
You can connect to the FortiScan Appliance Web-based GUI to configure the FortiScan Appliance by using
HTTP, or a secure HTTPS connection from any management computer running a web browser. The
recommended minimum screen resolution for the management computer is 1280 by 1024.

The FortiScan Appliance Web-based GUI can be accessed with a Mozilla compatible web browser.
•

To access the FortiScan Appliance Web-based GUI from a Mozilla compatible web browser, enter the
URL (universal resource locator) address of:
http://n.n.n.n

where “n.n.n.n” is the IP address of the FortiScan Appliance. Alternatively, you may use the fully qualified
name:
http://<host name>.<domain name>

1. Some platforms may present a security alert as follows:

Figure 1-4 Security Alert Accessing FortiScan Appliance Web-based GUI
2. If prompted with a security alert, answer yes to continue. The FortiScan Appliance Web-based GUI Login
page should be displayed as follows
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Figure 1-5 FortiScan Appliance Web-based GUI Login
3. Enter a valid username and password as defined by the FortiScan Administration Console.
NOTE: The initial FortiScan Administration Console username is “admin” and the initial password is empty.

System Menu
The System menu contains basic FortiScan Appliance system settings, such as network interfaces, DNS, routing,
administrators, and displays system statistics and provides basic system operations from the Dashboard. From
the
System menu, you can also back up or restore a configuration, or update the firmware on the FortiScan
Appliance.

Dashboard
Dashboard provides a summary view of the current operating status of the FortiScan Appliance. The Dashboard
also provides tabs so that you can customize different widget displays. For example, if administrators want to view
only system information, a tab called System Information would be added to the Dashboard with only the system
information widget displaying on that tab. The following widgets are available on the Dashboard:
• System Information
• License Information
• CLI Console
• System Resources
• Unit Operation
• Statistics
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Figure 1-6 The Dashboad Page
System Information
The System Information widget displays basic information about the FortiScan Appliance, such as up time and
firmware version.

Figure 1-7 System Information
Serial
Number
Uptime
System
Time

The serial number of the FortiScan Appliance. The serial number is unique to the FortiScan
Appliance and does not change with firmware updates. Use this number when registering
your FortiScan Appliance with Fortinet.
The time in days, hours and minutes since the FortiScan Appliance was started or last
rebooted.
The current time according to the FortiScan Appliance internal clock. Select Change to
change the time or configure the FortiScan Appliance to obtain the time from an NTP
server.
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The name of the FortiScan Appliance. For more information about changing the name, see
“Changing the host name”.
The version of the firmware installed on the FortiScan Appliance. Select Update to upload a
new version of the firmware. For more information about updating the firmware, see
“Changing the firmware”.

Setting the time
You should set the system time to ensure correct report time ranges and scheduling and accurate logging. You
can either manually set the FortiScan Appliance system time or you can configure the FortiScan Appliance to
automatically keep its system time correct by synchronizing with a Network Time Protocol (NTP) server. To set
the system time, go to System > Dashboard and select Change for the System Time.

Figure 1-8 Time Settings
System Time

The current FortiScan Appliance system date and time.

Refresh

Update the display of the current FortiScan Appliance system date and time.

Time Zone

Select the FortiScan Appliance’s time zone.

Set Time

Select to set the FortiScan Appliance system date and time to the values you set in the Year,
Month, Day, Hour, Minute and Second fields. If you want to set the system time using an NTP
server, select Synchronize with NTP Server.

Synchronize with
NTP Server

Select to use an NTP server to automatically set the system date and time. You must specify
the server and synchronization interval. If you want to manually set the system time, select Set
Time.

Server

Enter the IP address or domain name of an NTP server. See http://www.ntp.org to find an
NTP server that you can use.

Sync Interval

Sync Interval Specify how often the FortiScan Appliance should synchronize its time with the
NTP server. For example, a setting of 1440 minutes causes the FortiScan Appliance to
synchronize its time once a day.

Changing the host host name
Changing the host name easily identifies the FortiScan Appliance from other devices that are on your network. To
change the host name:
1. Go to System > Dashboard.
2. In the System Information area, select Change beside Host Name.
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3. Enter a new name for the FortiScan Appliance.
4. Select OK.

License Information
The License Information widget displays information on features that vary by a purchased license or contract.

Figure 1-9 License Information
RVS Engine

The version of the RVS engine, and the date of its last update. Select Update to upload a new
version of the engine. For more information on RVS, see “FortiGuard Center”.

RVS Plugins

The version of the RVS plug-in, and the date of its last update.

System Resources
The System Resources widget displays use of the FortiScan Appliance’s resources which includes CPU, memory
and status of the hard disk.
To view historical information about system resources, select the Edit icon, and then select History in the View
Type list. The information displays as graphs. If you need to changethe time period, select the Edit icon and then
select one of the following from the Time Period list: Last 10 minutes, Last Hour or Last Day.
To view real-time information about system resources, select the Edit icon, and then select Real-time in the View
Type list. The information displays as gauges, except the Hard Disk Usage which displays as a pie chart. You
cannot specify a time period when viewing system resource information in real-time.
To specify when System Resources will refresh with current information, select the Edit icon, and then enter a
number (between 10-240 seconds) in the Refresh Interval field. The number zero disables the refresh interval
feature.

Figure 1-10 System Resources
CPU Usage

The current CPU usage status. The web-based GUI displays CPU usage for core processes
only. CPU usage for management processes (for example, for HTTPS connections to the
web-based GUI) is excluded.

Memory Usage

The current memory status. The web-based GUI displays memory usage for core processes
only. Memory usage for management processes (for example, for HTTPS connections to the
the web-based GUI) is excluded.
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The current RAID status of the hard disks. Each circle indicates the status of a hard disk.
Green indicates the hard disk is functioning normally. If the disk is flashing red and yellow,
there is a problem with the hard disk.

Unit Operation
Unit Operation allows administrators to perform basic system operations from the web-based GUI, such as
rebooting the FortiScan Appliance. This widget also provides status indicators for all available ports, which helps
to determine if a port is not working properly.
You can find out if a port is not working properly by the color; if a port’s color is gray, there is no connection, but if
a port’s color is green it is working properly.
NOTE: These operations are available only to users with the administrator role.

Figure 1-11 Unit Operation
Reboot

Restart the FortiScan Appliance.

Shutdown

Halt all processes on the FortiScan Appliance in preparation to power off the hardware.
To restart the FortiScan Appliance after shutdown, perform a power cycle.

Reset

Reset the FortiScan Appliance to the default configuration for its firmware version.
CAUTION: This option resets all FortiScan Appliance settings to their default state. This
includes the interface IP addresses, as well as HTTP, HTTPS, SSH, and Telnet access. You
will need to reconnect to the FortiScan Appliance using the default IP address of
192.168.1.99.

Resetting to the default configuration
You can reset the FortiScan Appliance to its default configuration. Resetting the configuration does not restore the
original firmware. Configuration and firmware are distinct.
To reset the default configuration, go to System > Dashboard, and in the System Operations area select Reset.
Select OK to confirm. The FortiScan Appliance restarts with the default configuration for the currently installed
firmware version.
CAUTION: Back up the configuration before resetting. Resetting the configuration deletes all changes you have
made to the FortiScan Appliance configuration, reverting it to the firmware’s default configuration, including
resetting interface IP addresses.
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Statistics
The Statistics widget counts the numbers of sessions handled by the FortiScan Appliance.

Figure 1-12 Statistics
Since

The date and time when the statistics were last reset.

Connections

The number of communication sessions occurring on the FortiScan Appliance. Select Details
for more information on the connections. For more information about the session information,
see “Viewing session information”.

Viewing session information
Session information displays information about the current communications sessions on the FortiScan Appliance.
To view the session information:
1. Go to System > Dashboard.
2. In the Statistics area, next to Connections, select Details.
3. Enter the appropriate information for the following:
Resolve Host
Name

Select to display host names by a recognizable name rather than IP addresses.

Resolve Service

Select to display network service names rather than port numbers, such as HTTP
rather than port 80.

Refresh

Refresh the Connections page to view the connection activity.

View n per page

Select the number of rows to display per page.

Page n of n

Enter a page number, then press Enter to go to the page.

Search

Enter a keyword to perform a simple search on the session information available.
Select Go to begin the search. The number of matches appears above the Search
field.

Protocol
From IP
From Port
To IP
To Port
Expires (Secs)

The service protocol of the connection, such as UDP or TCP.
The source IP address of the connection.
The source port of the connection.
The destination IP address of the connection.
The destination port of the connection.
The time in seconds remaining before the connection terminates.

Filtering session information
You can filter the contents to find specific content. Each column of data includes a gray filter icon. Select the icon
to filter the contents of the column.
When applying a column filter, the filter icon appears green.
To turn off the filter, select the Filter icon for the column, and select Clear all Filters.
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Network
The Network menu allows you to configure the FortiScan Appiance to operate on your network. You can configure
basic network settings, including configuring interfaces, DNS settings and static routes.
Interface
You can configure the interfaces on the FortiScan Appliance, including their IP address, and permitted remote
administration protocols.
To change interface settings, go to System > Network > Interface, select the Modify icon. In Edit Interfaces, make
the appropriate changes and then select OK.

Figure 1-13 Interface List
NOTE: FortiScan Administration Console and FortiScan Agent can only use the IP address of Port 1 to
communicate with FortiScan Appliance.
NOTE: You need to reboot FortiScan Appliance after you change the IP address.
General Interface Settings
Name
The name of the network interface on the FortiScan Appliance.
IP/Netmask

The IP address and network mask configured for the interface.

Access

A list of the administrative access methods available on the interface.

FDP Fortinet Discovery
Protocol (FDP) indicator

When Fortinet Discovery Protocol is enabled for an interface, a green check appears.

Status

The status of the network interface.

Modify icon

•

A green arrow indicates the interface is up. Select Bring Down to disable the
port.

•

A red arrow indicates the interface is down. Select Bring up to enable the
port.

Select Modify to change the interface settings

Interface Configuration Settings
Name
The interface name cannot be changed.
IP/Netmask

Enter an IP address and network mask.

FDP Fortinet Discovery
Protocol (FDP) indicator

Select Enabled to allow responses to Fortinet Discovery Protocol (FDP) on the
interface, allowing FortiGate devices to find the FortiScan Appliance automatically.
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Select which methods of administrative access should be available on this interface.
•

HTTPS allows secure HTTPS connections to the FortiScan Appliance webbased GUI.

•

PING allows response to ICMP pings, which are useful fortesting
connectivity.

•

HTTP allows HTTP connections to the FortiScan Appliance web-based GUI.

•

HTTP connections are not secure and can be intercepted by a third party.

•

SSH allows SSH connections to the FortiScan Appliance CLI.

•

TELNET allows Telnet connections to the FortiScan Appliance CLI. Telnet
connections are not secure, and can be intercepted by a third party.

•

AGGREGATOR assigns the port to be the sender or receiver of log
aggregation transmissions.

•

WEBSERVICES allows web service (SOAP) connections. FortiManager
units require web service connections for remote management of FortiScan
Appliance. If this option is not enabled, the FortiManager unit will not be able
to install a configuration on the FortiScan Appliance.

DNS
Configure primary and secondary DNS servers to provide name resolution required by FortiScan Appliance. To
configure DNS settings
1. Go to System > Network > DNS.
2. Enter an IP address for a primary and secondary DNS server.
3. Select Apply.
NOTE: Configure and verify your DNS settings. Incorrect DNS settings can cause issues with other features.

Routing
The route list displays the static routes on the FortiScan Appliance. Static routes provide the FortiScan Appliance
with the information it needs to forward a packet to a particular destination other than the default gateway.
To view the routing list, go to System > Network > Routing.
To add a static route, go to System > Network > Routing, select Create New, enter the appropriate information,
and then select OK.
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Figure 1-14 Route List
General Route Settings
Create New

Add a route to the route list.

Destination IP/Netmask

The destination IP address and netmask of packets that the FortiScan Appliance
wants to send to.

Gateway

The IP address of the router where the FortiScan Appliance forwards packets.

Interface

The names of the FortiScan Appliance interfaces through which intercepted packets
are received and sent.

Delete icon

Select to remove the route configuration.

Modify icon

Select to change the route configuration.

Routing Configuration Settings
Destination IP/Mask
Enter the destination IP address network mask of packets that the FortiScan
Appliance has to intercept.
Enter a netmask to associate with the IP address.
Gateway

Enter the IP address of the gateway where the FortiScan Appliance will forward
intercepted packets.

Interface

Select a port from the list of available ports.

Admin Menu
The Admin menu allows you to configure some common user settings and monitor all the user connections to the
FortiScan Appliance.

Administrator Settings
Administrators Settings allows you to configure some common settings for all administrator accounts, including
the idle timeout (how much time must pass without activity before the FortiScan Appliance logs out an
administrator) and the language for the web-based GUI.
To configure administrators, go to System > Admin > Settings.

Figure 1-15 Administrator Settings
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Idle Timeout

Set the idle timeout to control the amount of inactive time before the administrator must
log in again. For better security, keep the idle timeout to a low value (for example, five
minutes).
Sessions will not time out when viewing real-time logs.

Web Administration

Set the language for the web-based GUI.

[Language]

Monitor
The Monitor page enables the administrator to view other users currently logged in to the FortiScan Appliance
unit. The administrator can disconnect other users, should the need arise.
To monitor current users, go to System > Admin > Monitor.
To disconnect a user, select the check box next to a user’s user name and select Disconnect.

Config Menu
The Config menu allows you to set up and maintain miscellaneous features, such as IP aliases, mail server
configuration and RAID configuration.

IP Aliases
Use IP Alias to assign a meaningful name to IP addresses. When configuring reports, or viewing logs and content
archives, select Resolve Host Name to view the alias rather than the IP address.
IP aliases can make logs and reports easier to read and interpret. For example, you could create an IP alias to
display the label mailserver1 instead of its IP address, 10.10.1.54.
To add an IP alias
1. Go to System > Config > IP Alias.
2. Enter a nickname for the IP address in Alias.
3. Enter the IP address or range in Host(Subnet / IP Range).
4. Select Add.
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To edit an IP alias
1. Go to System > Config > IP Alias.
2. In the Action column, select Edit.
3. Modify the nickname for the IP address in Alias.
4. Modify the IP address or range in Host(Subnet / IP Range).
5. Select Update Now.
Importing an IP alias list file
Importing an IP alias list file provides you with a text file containing a large number of IP aliases. By importing this
file, all the required IP aliases are uploaded quickly and easily without having to manually enter every single IP
alias.
The contents of the text file should be in the format:
<ip address> <alias_name>
For example:
10.10.10.1 User_1
There can be only one IP address/user name entry per line.
To import the alias file
1. Go to System > Config > IP Alias.
2. Select Import.
3. Enter the path and file name or select Browse to locate the file.
4. Select OK.
IP alias ranges
When adding an IP alias you can include an IP address range as well as individual addresses. For example:
•

10.10.10.1 - 10.10.10.50

•

10.10.10.1 - 10.10.20.100

RAID
FortiScan Appliance can configure the RAID array for capacity, performance and availability.
RAID settings can be configured from System > Config > RAID. The RAID Settings page is also accessible from
the RAID Monitor widget, located on the Dashboard.
RAID levels
The following table explains the recommended RAID, the supported RAID levels, and any additional information.
FortiScan
FortiScan – 1000B

Support Levels
1

Recommended Level
1

NOTE

You can find out information about RAID from the get system status or diag raid info commands in the CLI.
NOTE: Fortinet recommends having an Uninterruptible Power Supply (UPS) because it reduces the possibility of
data inconsistencies when power failures occur.
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RAID 1
A RAID 1 array is also referred to as mirroring. The FortiScan Appliance writes information to one hard disk, and
writes a copy (a mirror image) of all information to all other hard disks. The total disk space available is that of
only one hard disk, as the others are solely used for mirroring. This provides redundant data storage with no
single point of failure.

Output
You can configure the FortiScan Appliance to output the report in one or more file formats, save the reports of
selected file formats to the FortiScan Appliance hard disk, and email the report to recipients. You can make
multiple report output templates and assign them to different report schedules.
When configuring the FortiScan Appliance to email a report, you must first configure the FortiScan Appliance to
connect to an email server. For more information, see “Configuring email server”.
If HTML reports are sent to a user that has an email client without supported HTML, the HTML code for the
reports will display in the message body.
You cannot delete a report output configuration if it is already being used in another report.
To configure a report output template, go to System > Config > Output, select Create New, enter the appropriate
information and then select OK

Figure 1-16 Output templates
General report output settings
Create New
Select to create a new report output template.
Delete

Select to remove report output templates whose check boxes are selected.
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•

To delete one or more report output templates, select the check box next to their name,
and then select Delete.
• To delete all reports, select the column heading check box. All templates’ check boxes
are selected, and then select Delete.
You cannot delete a report output template if it is being used by a report layout or report
schedule. If you want to delete a report output template that is being used by a report layout or
report schedule, edit that report layout or report schedule to unselect the data filter template.
Output Name

The name of the output template.

E-Mail
Destination

The route the email will take when sent, in the format, <recipient_email address> (from
<sender_email address> through <email server>).

FTP/SFTP/SCP
Server IP

The type of server that the report will be uploaded to in the format, <ipv4>(typeofserver). For
example, 10.10.20.15(FTP).

Edit icon

View or modify the report output.

Delete icon

Remove the report output.

Report output configurtion settings
Name
Enter a name for the report. This name only concerns the report output configuration that you
are configuring for your report, not the report itself.
Description

Enter a description for the report. This is optional.

Send Report by
Mail

Verify this check box is selected. If you do not want to send a report by email, unselect the
check box. If the check box is unselected, the available options under Send Report by Mail are
hidden.

Email Output

If you want to email the report as an email attachment, select one or more of the following file
formats:
• HTML (default)
• PDF
• MS Word (RTF)
• Text (ASCII)
• XML
• Multi-purpose Internet Mail Externsion HTML format (MHT)
• Compress Report Files
You need to also configure the required email fields to complete the configuration, such as
Email subject, Email Body, Email To, and Email Server.
If you select the Compress Report Files check box, the report files will be compressed into a
.zip file and that .zip file is attached to the email.
NOTE: Only those file formats that are enabled in both output template and schedule output
types are sent by email. For example, if PDF and Text formats are selected in the output
template, and then PDF and MHT are selected in the report schedule, the report’s file format in
the email attachment is PDF.

Email
Attachment
Name

Select Use Default if you want the attached report name to be the name given of the report
when configuring the layout in Layout. Select Specify to enter a specific name for the attached
report in the field. This name will appear as the attachment’s name, and is not the report’s
actual name.

Email From

Enter a sender email address for the FortiScan Appliance or administrator configure the report.

Email Server

Select which email server to use when the FortiScan Appliance sends reports as an email, or
select Create New to configure a new email server connection.
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Email To

Enter the email addresses of the recipients of the report. Add multiple recipients by selecting
Add after each email address. These email addresses display in the email list.

Email List

Email Body

Displays email addresses in the format, <recipient_email address> (from <sender_email
address> through <email server>). If you want to remove an email address from the list, select
the email address you want removed, and then select Delete.
Enter a subject for the report email. If you do not enter a subject, the subject line will be the
name of the report.
Enter text to include in the body of the email message.

Upload report
to FTP
Server

Select to upload completed report files to a server accepting FTP, SFTP, or SCP. These
options are only available when the Upload Report to FTP Server check box is selected.
NOTE: When sending reports to an FTP server, the following are sent: HTML, PDF and MHT.

Email Subject

Server Type

IP Address
Username
Password
Directory
Upload report(s) in
gzipped format
Delete file(s) after
uploading

Select the protocol to use when connecting to the upload server. Select
from:
• File Transfer Protocol (FTP)
• Secure File Transfer Protocol (SFTP)
• Secure Copy Protocol (SCP)
Enter the IP address of the upload server.
Enter the user name the FortiScan Appliance will use when connecting
to the upload server.
Enter the password the FortiScan Appliance unit will use when
connecting to the upload server.
Enter the directory path that the FortiScan Appliance unit will upload the
report to.
Select to compress the report files using gzip format before uploading
to the server.
Select to delete the report files from the FortiScan Appliance hard disk
after the FortiScan Appliance has completed uploading the report files
to the server.

Mail Server
You must first configure an SMTP server to configure the FortiScan Appliance to send email messages. If the mail
server is defined by a domain name, the FortiScan Appliance will query the DNS server to resolve the IP address
of that domain name. In this case, you must also define a DNS server.
If sending an email by SMTP fails, the FortiScan Appliance will re-attempt to send the message every ten
seconds, and never stop until it succeeds in sending the message or the administrator reboots the FortiScan
Appliance.
To configure a mail server, go to System > Config > Mail Server, and select Create New. Enter the appropriate
information and then select Apply.

FortiScan Version 3.0 Administrator’s Guide
17-3000-96204-20090515
http://docs.fortinet.com/ ∙ Feedback

Page 19

The

FortiScan Appliance Web-based GUI

Figure 1-17 Mail server list
General mail server settings
Create New
Select to create a new email sever.
SNMP Server

The SNMP server.

EMail Address

The email address used for accessing the account on the server.

Password

The password used in authentication of that server. The password displays as ******.
Delete Icon

Remove the SNMP server.

Edit Icon

Change the current information within that SNMP server.

Test Icon

Verify the SNMP server is correctly configured. For more information, see
“Testing the mail server configuration”.

Mail server configuration settings
SNMP Server
The name/address of the SMTP email server.
Enable
Authentication

Select the Authentication Enable check box to enable SMTP authentication. When set, you
must enter an email user name and password for the FortiScan Appliance to send an email with
the account.

Email Account

Enter the user name for logging on to the SMTP server to send alert mails. You only need to do
this if you have enabled the SMTP authentication. The account name must be in the form of an
email address, such as user@example.com.

Password

Enter the password for logging on to the SMTP server to send alert email. You only need to do
this if you selected SMTP authentication.

Testing the mail server configuration
You can send a test email message to verify that alerts can be sent. The following procedure describes how to
verify that the mail server is correctly configured.
To verify mail server connectivity
1. Go to Alert > Output > Mail Server.
2. In the row corresponding the mail server that you want to verify, select Test.
3. Enter an email address in Send test email to.
To verify complete connectivity from the FortiScan Appliance to the administrator’s inbox, this should be
the administrator’s email address.
4. Select Test.
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A message appears, indicating the success or failure of sending email to the SMTP server. If the
message was successfully sent, verify that it reached the email address.

Maintenance Menu
The Maintenance menu helps you to manage and maintain firmware, including FortiGuard services. From this
menu, you can configure automatic RVS updates, install new firmware, back up configuration files, and schedule
updates for FortiGuard services. For more information about upgrading firmware or backing up and restoring
configuration files, see “Managing firmware versions”.

Backup & Restore
CAUTION: Do not forget the password to the backed up configuration file. A password-encrypted backup
configuration file cannot be restored without the password.
Backup & Restore displays the date and time of the last configuration backup and the last firmware upload. It also
enables you to:
• download and back up a FortiScan Appliance’s configuration
• upload and restore a FortiScan Appliance’s configuration
• upload a firmware update
Backed up copies of the FortiScan Appliance configuration file can be encrypted with a password. When restoring
encrypted configuration files, the password must be entered to decrypt the file.
For additional information about backing up and restoring configuration, see “Managing firmware versions”.

Figure 1-18 Backup & Restore options
System Configuration
Last Backup
The date and time of the last backup to local PC.
Backup
configuration to

Backup
Restore

Currently, the only option is to back up to your local PC.
Encrypt
configuration file

Select to encrypt the backup file. Enter a password in the Password field
and enter it again in the Confirm field. You will need this password to
restore the file.

Password

Enter a password to encrypt the configuration file. This password is
required when restoring the configuration file.

Confirm
Enter the password again to confirm.
Select to back up the configuration.
Currently the only option is to restore from a PC.
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Filename

Enter the configuration file name or use the Browse button if you are
restoring the configuration from a file on the management. computer

Password

Enter the password if the backup file is encrypted.

Select to restore the configuration from the selected file.
Partition

A partition can contain one version of the firmware and the system
configuration.

Active

A green check mark indicates which partition contains the firmware and
configuration currently in use.
The date and time of the last update to this partition.
The version and build number of the FortiScan firmware. On the backup
partition, you can:
• Select Upload to replace with firmware from the management
computer.
• Select Upload and Reboot to replace the firmware.

Last Upgrade
Firmware Version

FortiGuard Center
You can update the engine and vulnerability scan modules in one of the following ways:
• manually upload update packages to the FortiScan Appliance from your management computer.
• configure the FortiScan Appliance to periodically request updates from the Fortinet Distribution Network
(FDN)
You must first register the FortiScan Appliance with the Fortinet Technical Support web site,
https://support.fortinet.com/ to receive RVS updates from the FDN. The FortiScan Appliance must also have a
valid Fortinet Technical Support contract, which includes RVS update subscriptions, and be able to connect to the
FDN or the IP address that you have configured to override the default FDN addresses. For port numbers
required for license validation and update connections, see the Fortinet Knowledge Center article FDN Services
and Ports.
For more information about configuring vulnerability scan jobs and viewing vulnerability scan reports, see
“Vulnerability Management” in FortiScan Compliance Guide.
To manually upload RVS updates or to configure scheduled RVS updates, go to System > Maintenance >
FortiGuard Center.
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Figure 1-19 FortiGuard Center
FortiGuard
Subscription
Services

Manual Update

Vulnerability
Management
Use override
server address

Use Web Proxy

The Vulnerability Management engine and module version number, date of last update, and
status of the connection to the Fortinet Distribution Network (FDN).
A green indicator means that the FortiScan Appliance can connect to the FDN or override
server.
A grey indicator means that the FortiScan Appliance cannot connect to the FDN or override
server. Check the configuration of the FortiScan Appliance and any NAT or firewall devices
that exist between the FortiScan Appliance and the FDN or override server. For example,
you may need to add routes to the FortiScan Appliance’s routing table.
Select to upload an RVS upgrade file from your management computer. To obtain an RVS
upgrade file, contact Fortinet Technical Support.
You might upload an RVS file if you want to provide an immediate update, or use an RVS
version other than the one currently provided by the FDN. If you want to use an RVS file
other than the one currently provided by the FDN, also disable scheduled updates.
Note: Manual updates are not a substitute for a connection to the FDN. Like scheduled
updates, manual updates require that the FortiScan Appliance be able to connect to the
FDN to validate its RVS license.
Select the blue arrow to expand this FortiScan Appliance’s FortiGuard Vulnerability
Management subscription service options.
Enable Use override server address and enter the IP address and port number of an FDS in
the format <IP>:<port>, such as
10.10.1.10:8889.
If you want to connect to a specific FDN server other than the one to which the FortiScan
Appliance would normally connect, you can override the default IP addresses by configuring
an override server.
If, after applying the override server address, the FDN status icon changes to indicate
availability (a green check mark), the FortiScan Appliance has successfully connected to the
override server. If the icon still indicates that the FDN is not available, the FortiScan
Appliance cannot connect to the override server. Check the FortiScan Appliance
configuration and the network configuration to make sure you can connect to the FDN
override server from the FortiScan Appliance.
Select to enable the FortiScan Appliance to connect to the FDN through a web proxy, then
enter the IP, Port, and (if required) Name and Password.
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IP
Port
Name

Scheduled Update
[Request Update
Now]

Enter the IP address of the web proxy.
Enter the port number of the web proxy. This is usually 8080.
If your web proxy requires a login, enter the user name that your FortiScan
Appliance should use when connecting to the FDN through the web proxy.
Password If your web proxy requires a login, enter the password that your FortiScan
Appliance should use when connecting to the FDN through the web proxy.
Enable scheduled updates, then select the frequency of the update (Every, Daily or
Weekly).
Select Request Update Now if you want to immediately request an update.
Every
Select to update once every n hours, then select the number of hours in
the interval.
Daily
Select to update once every day, then select the hour. The update
attempt occurs at a randomly determined time within the selected hour.
Weekly
Select to update once a week, then select the day of the week and the
hour of the day. The update attempt occurs at a randomly determined
time within the selected hour.

Managing Firmware Versions
Fortinet recommends reviewing this section before upgrading because it contains important information about
how to properly back up your current configuration settings, including what to do if the upgrade is unsuccessful.
In addition to firmware images, Fortinet releases patch releases–maintenance release builds that resolve
important issues. Fortinet strongly recommends reviewing the release notes for the patch release before
upgrading the firmware. Follow the steps below:
• Download and review the release notes for the patch release.
• Download the patch release.
• Back up the current configuration.
• Install the patch release using the procedure “Testing firmware before upgrading”
• Test the patch release until you are satisfied that it applies to your configuration.
Installing a patch release without reviewing release notes or testing the firmware may result in changes to settings
or unexpected issues.
NOTE: Fortinet recommends upgrading the FortiScan Appliance during a low traffic period, for example at night,
to re-index log data. During the upgrade process, the FortiScan Appliance re-indexes log data, which takes time
to complete if there is a large amount of log data.

Backing up configuration settings through the web-based GUI
To back up your configuration file in FortiScan Appliance through the web-based GUI
1. Go to System > Maintenance > Backup & Restore.
2. Select Local PC from the Backup Configuration to list.
3. Select Backup.
If you want to encrypt your configuration file, select the Encrypt configuration file check box, enter a password,
and enter the password again to confirm.

Backing up configuration settings through the CLI
The following procedure describes how to backup up your current configuration through the CLI. You can enter a
password, if required.
To back up your configuration file through the CLI, enter the following to back up the configuration:
execute backup config <filename> <address_ip> <passwd>
This may take a few minutes.
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Testing firmware before upgrading
You may want to test the firmware you want to install before upgrading to a new firmware version, maintenance or
patch release. By testing the firmware image, you can familiarize yourself with the new features and changes to
existing features, as well as understand how your configuration works with the firmware. You can test a firmware
image by installing it from a system reboot and saving it to system memory. After the firmware is saved to system
memory, the FortiScan Appliance operates using the firmware with the current configuration.
The procedure does not permanently install the firmware; the next time the FortiScan Appliance restarts, it
operates using the firmware originally installed on the FortiScan Appliance. You can install the firmware
permanently using the procedures in “Upgrading your FortiScan Appliance”.
You can use the following procedure for either a regular firmware image or a patch release. The following
procedure assumes that you have already downloaded the firmware image to your management computer.
NOTE: After you have tested the firmware, and rebooted the FortiScan Appliance, the original configuration does
not resume. You need to restore the configuration after testing the firmware.
To test the firmware image before upgrading
1. Copy the new firmware image file to the root directory of the TFTP server.
2. Start the TFTP server.
3. Log in to the CLI.
4. Enter the following command to ping the computer running the TFTP server:
execute ping <server_ipaddress>
Pinging the computer running the TFTP server verifies that the FortiScan Appliance and TFTP server are
successfully connected.
5. Enter the following to restart the FortiScan Appliance.
execute reboot
6. As the FortiScan Appliance reboots, a series of system startup messages appears. When the following
message appears,
Press any key to display configuration menu…
7. Immediately press any key to interrupt the system startup.
You have only three seconds to press any key. If you do not press a key soon enough, the FortiScan
Appliance reboots and you must log in and repeat steps 5 to 7 again.
If you successfully interrupt the startup process, the following message appears:
[G]: Get firmware image from TFTP server.
[F]: Format boot device.
[B]: Boot with backup firmware and set as default.
[C]: Configuration and information.
[Q]: Quit menu and continue to boot with default firmware.
[H]: Display this list of options.
8. Type G to get the new firmware image from the TFTP server.
The following message appears:
Enter TFTP server address [192.168.1.168]:
9. Type the address of the TFTP server and press Enter.
The following message appears:
Enter Local Address [192.168.1.188]:
10. Type the internal IP address of the FortiScan Appliance.
This IP address connects the FortiScan Appliance to the TFTP server. This IP address must be on the
same network as the TFTP server, but make sure you do not use an IP address of another device on the
network.
The following message appears:
Enter firmware image file name [image.out]:
11. Enter the firmware image file name and press Enter.
The TFTP server uploads the firmware image file to the FortiScan Appliance unit and the following
appears:
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Save as Default firmware/Backup firmware/Run image without saving: [D/B/R]
12. Type R.
The FortiScan Appliance firmware image installs and saves to system memory. The FortiScan Appliance starts
running the new firmware image with the current configuration.

Upgrading firmware through the web-based GUI
CAUTION: Always back up your configuration before installing a patch release, upgrading/downgrading firmware,
or resetting configuration to factory defaults.
The following procedure assumes that you have already downloaded the firmware image to your management
computer.
1. Copy the firmware image file to your management computer.
2. Log in to the web-based manager as the administrative user.
3. Go to System > Dashboard.
4. In the System Information area, select Update.
5. Enter the path and filename of the firmware image file, or select Browse and locate the file.
6. Select OK.
7. The FortiScan Appliance uploads the firmware image file, upgrades to the new firmware version, restarts,
and displays the FortiScan login. This process may take a few minutes.
When the upgrade is successfully installed:
• Ping to your FortiScan Appliance to verify there is still a connection.
• Clear the browser’s cache and log in to the web-based manager.

Upgrading firmware through the CLI
CAUTION: Always back up your configuration before installing a patch release, upgrading/downgrading firmware,
or resetting configuration to factory defaults.
The CLI upgrade procedure reverts all current firewall configurations to factory default settings.
The following procedure assumes that you have already downloaded the firmware image to your management
computer.
1. Copy the new firmware image file to the root directory of the TFTP server.
2. Start the TFTP server.
3. Log in to the CLI.
4. Enter the following command to ping the computer running the TFTP server:
execute ping <server_ipaddress>
Pinging the computer running the TFTP server verifies that the FortiScan Appliance and TFTP server are
successfully connected.
5. Enter the following command to copy the firmware image from the TFTP server to the FortiScan
Appliance:
execute restore image <name_str> <tftp_ip4>
When <name_str> is the name of the firmware image file and <tftp_ip> is the IP address of the TFTP
server. For example, if the firmware image file name is image.out and the IP address of the TFTP server
is 192.168.1.168, enter:
execute restore image.out 192.168.1.168
The FortiScan Appliance responds with a message similar to the following:
This operation will replace the current firmware version!
Do you want to continue? (y/n)
6. Type y.
The FortiScan Appliance unit uploads the firmware image file, upgrades to the new firmware version, and
restarts. This process takes a few minutes.
7. Reconnect to the CLI.
8. Enter the following command syntax to confirm the firmware image installed successfully:
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get system status

Restoring firmware through the CLI
Restoring the firmware also restores the default configuration for that firmware version. To restore a firmware
image to the FortiScan Appliance
1. Copy the new firmware image file to the root directory of the TFTP server.
2. Start the TFTP server.
3. Log in to the CLI.
4. Enter the following command to ping the computer running the TFTP server:
execute ping <server_ipaddress>
Pinging the computer running the TFTP server verifies that the FortiScan Appliance and TFTP server are
successfully connected.
5. If the CLI is not responsive, power cycle the FortiScan Appliance to reboot. If the CLI is responsive, enter
the following command to restart the FortiScan Appliance.
execute reboot
6. As the FortiScan Appliance reboots, a series of system startup messages appears. When the following
message appears,
Press any key to display configuration menu…
7. Immediately press any key to interrupt the system startup.
You have only three seconds to press any key. If you do not press a key soon enough, the FortiScan
Appliance reboots and you must log in and repeat steps 5 to 7 again.
If you successfully interrupt the startup process, the following message appears:
[G]: Get firmware image from TFTP server.
[F]: Format boot device.
[B]: Boot with backup firmware and set as default.
[C]: Configuration and information.
[Q]: Quit menu and continue to boot with default firmware.
[H]: Display this list of options.
8. Type G to get the new firmware image from the TFTP server.
The following message appears:
Enter TFTP server address [192.168.1.168]:
9. Type the address of the TFTP server and press Enter.
The following message appears:
Enter Local Address [192.168.1.188]:
10. Type the internal IP address of the FortiScan Appliance.
This IP address connects the FortiScan Appliance to the TFTP server. This IP address must be on the
same network as the TFTP server, but make sure you do not use an IP address of another device on the
network.
The following message appears:
Enter firmware image file name [image.out]:
11. Enter the firmware image file name and press Enter.
The TFTP server uploads the firmware image file to the FortiScan Appliance unit and the following
appears:
Save as Default firmware/Backup firmware/Run image without saving: [D/B/R]
12. Type D.
The FortiScan Appliance installs the new firmware image and restarts.

Restoring configuration settings through the web-based GUI
To restore configuration settings through the web-based GUI
1. Log in to the web-based manager.
2. Go to System > Maintenance > Backup & Restore.
3. Select the Restore icon for All Configuration Files.
4. If required, enter your password for the configuration file.
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5. Type the location of the file or select Browse to locate the file.
6. Select OK.
This may take a few minutes since the FortiScan Appliance unit will reboot. You can verify that the configuration
settings are restored by logging in to the web-based GUI and going through the various menus and tabs.

Restoring configuration settings through the CLI
To restore configuration settings through the CLI
1. Copy the backup configuration file to the root directory of the TFTP server.
2. Start the TFTP server.
3. Log in to the CLI.
4. Enter the following command to ping the computer running the TFTP server:
execute ping <server_ipaddress>
Pinging the computer running the TFTP server verifies that the FortiScan Appliance and TFTP server are
successfully connected.
5. Enter the following command to copy the backup configuration file to restore the file on the FortiScan
Appliance:
execute restore config <name_str> <tftp_ipv4> <passwrd>
Where <name_str> is the name of the backup configuration file and <tftp_ipv4> is the IP address of the
TFTP server and <passwrd> is the password you entered when you backup your configuration settings.
For example, if the backup configuration file is confall and the IP address of the TFTP server is
192.168.1.168 and the password is ghrffdt123:
execute restore config confall 192.168.1.168 ghrffdt123
The FortiScan Appliance responds with the message:
This operation will overwrite the current settings!
Do you want to continue? (y/n)
6. Type y.
The FortiScan Appliance uploads the backup configuration file. After the file uploads, a message, similar
to the following, is displayed:
Getting file confall from tftp server 192.168.1.168
##
Restoring files...
All done. Rebooting...
This may take a few minutes.
Use the show shell command to verify your settings are restored, or log in to the web-based GUI.
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The FortiScan Administration Console
The FortiScan Administration Console is one of two administration tools used to manage the FortiScan
Compliance and Vulnerability Management Platform. The FortiScan Administration Console is a client to the
FortiScan Appliance. The FortiScan Administration Console is implemented as a “fat client”. Operationally, the
FortiScan Administration Console is primarily used for vulnerability management, user management, and system
preferences.
NOTE: The FortiScan Administration Console will automatically terminate after a specified period of inactivity.
Before you begin working with the FortiScan Administration Console, you are advised to review and possibly
change the default preferences and Server settings for the operation of FortiScan Appliance from within the
FortiScan Administration Console. These settings are available from the Window menu option as:
• Server settings
• Preferences
You can access and modify these settings at any time.
NOTE: These settings can be modified only by users assigned the Administrator role.

Disconnecting and Connecting the FortiScan Administration Console
NOTE: The FortiScan Appliance must be running before the FortiScan Administration Console can connect to it.
It is possible to start the FortiScan Administration Console without connecting to the FortiScan Appliance, but
doing so without a connection severely limits the capabilities until a connection is established. Attempting to
connect to the FortiScan Appliance when the FortiScan Appliance is not running will result in an error message.
NOTE: THE FORTISCAN APPLIANCE, FORTISCAN AGENT AND FORTISCAN ADMINISTRATION CONSOLE
SUBSYSTEMS ALL REQUIRE SECURITY KEYS TO FACILITATE SECURE COMMUNICATIONS. A MISSING
OR INVALID SECURITY KEY WILL INHIBIT CONNECTIVITY. SEE “IMPORTING THE FORTISCAN
ADMINISTRATION CONSOLE CERTIFICATE” IN THE FORTISCAN INSTALLATION GUIDE FOR MORE
INFORMATION.
It is possible to disconnect the FortiScan Administration Console from the FortiScan Appliance while the FortiScan
Administration Console is running. This feature is useful if you have more than one FortiScan Appliance in your
enterprise, and want to connect to a different FortiScan Appliance. To connect to another FortiScan Appliance,
you must know the IP address of the FortiScan Appliance and have a user account on the FortiScan Appliance.
IMPORTANT! All data is cleared from the FortiScan Administration Console display when the FortiScan
Administration Console is disconnected from the FortiScan Appliance. In addition, all open editors will be closed
when the FortiScan Administration Console is disconnected; you will be prompted to save any unsaved changes
in the editors.

To disconnect the FortiScan Administration Console:
1. Choose the File >> Disconnect menu option. The Confirm Disconnect dialog box appears.
2. Click OK.
The FortiScan Administration Console disconnects from the FortiScan Appliance. The disconnected status is
indicated in the FortiScan Administration Console title bar.
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To reconnect to the FortiScan Appliance the FortiScan Administration Console while the FortiScan Administration
Console is running:

1. Choose the File >> Connect to Server menu option. The Connect to Server dialog box appears.

Figure 2-20 Login Dialog
2. Enter a valid user name and password for the FortiScan Appliance you want connect to.
NOTE: The initial FortiScan Administration Console username is “admin” and the initial password is
empty.
3. Click Finish.

Modifying Server Settings
You can modify the default server settings for the operation of FortiScan Appliance from within the FortiScan
Administration Console. You can access and modify these preference settings at any time.
NOTE: These settings can be modified only by users assigned the Administrator role. The FortiScan

Appliance must be running and connected to change Server Settings.
You can modify the following Server Settings:

•

Audit logging (asset only or detailed)

•

E-mail alerts

•

Survey intervals (global default for all assets)

•

Remediation feedback

•

User credentials (for third-party applications)
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For more detailed information about enabling/disabling e-mail alerts, and changing survey intervals, refer to the
FortiScan User’s Guide, or the online help, accessed from the FortiScan Administration Console’s main menu bar
by choosing Help >> Help Contents.

Enabling and Disabling Audit Logging
You can enable audit logging in FortiScan Appliance, either as asset-only logging, which records changes to
assets, or as detailed audit logging, which records changes to all other objects in the FortiScan environment
(policies, remediation templates, asset groups, user accounts, etc.). Information is stored in the FortiScan
Appliance database.
Asset audit logging is enabled globally, that is, it can be enabled for all assets, or disabled for all assets. The
FortiScan Administration Console must be connected to the FortiScan Appliance to make these changes.
To enable asset logging:
1. On the main menu bar, choose Window >> Server Settings. The Server Settings dialog box appears.

Figure 2-21 Server Settings - Audit Logging
2. Select Audit Logging in the settings list.
3. Select the Activate asset audit logging checkbox to enable asset audit logging, or clear the checkbox to
disable asset audit logging.
4. Click OK.
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Detailed audit logging is enabled globally, that is, it can be enabled for all objects, or disabled for all objects. The
FortiScan Administration Console must be connected to the FortiScan Appliance to make these changes.
To enable or disable detailed audit logging:
1. On the main menu bar, choose Window >> Server Settings. The Server Settings dialog box appears.

Figure 2-22 Server Settings - Audit Logging
2. Select Audit Logging in the settings list.
3. Select the Activate detailed audit logging checkbox to enable detailed audit logging, or clear the checkbox
to disable detailed audit logging
4. Click OK.

Enabling/Disabling E-mail Alerts
E-mail notification is enabled globally, that is, it can be enabled for all alerts, or disabled for all alerts.
To enable e-mail alerts:
1. On the main menu bar, choose Window >> Server Settings. The Server Settings dialog box appears.
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Figure 2-23 Server Settings - eMail Notifications
2.
3.
4.
5.
6.
7.

Select E-mail Notifications in the settings list.
Select the Activate e-mail alerts checkbox to enable e-mail alerts.
Enter the To e-mail address. This can be any properly formed e-mail address.
Enter the From e-mail address. This can be any properly formed e-mail address.
Enter the name of the e-mail host that you want to process the e-mail alerts.
Click OK.

NOTE: Entering invalid data for one or more of the email parameters will result in nothing happening. That is; no
email will be sent and no errors will be communicated to signal a problem(s) with the address or FortiScan
Appliance. The lack of email should indicate a problem with the data indicating that the settings should be
revisited and/or confirmed.
Each alert will now generate an e-mail message to the named recipient, sent by way of the named mail host.
To disable e-mail alerts:
1.
2.
3.
4.

On the main menu bar, choose Window >> Server Settings. The Server Settings dialog box appears.
Select E-mail Alerts in the settings list.
Clear the Activate e-mail alerts checkbox to disable e-mail alerts.
Click OK.
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Modifying Asset Intervals
By default, detailed asset surveys are conducted at 24 hour (1440 minutes) intervals, and standard surveys are
conducted at 15 minute intervals.
The Server Settings dialog specifies system-wide operational parameters for the FortiScan Compliance and
Vulnerability Management Platform. Some parameters affect operations of the FortiScan Appliance (server) while
others provide defaults (subject to change) for all FortiScan Agents (client). Operational parameters for a specific
asset can be over-written by selecting the individual asset from the Asset Perspective and making the changes
there. The following describes the parameters available on the Server Settings dialog:
•

Standard Asset Survey Interval (minutes): This parameter indicates the intervals at which the FortiScan
Agent will collect and send standard survey information about that particular asset to FortiScan Appliance.
The short survey includes asset attributes such as cpu utilization, hard-drive capacity, hard-drive total,
users, connected users, groups, partitions, drives, and process file information. Defined in minutes (not
hours) the current default is every 15 minutes. The survey.exe (Windows platforms) module in the
FortiScan Agent deployment directory provides the short survey.

•

Detailed Asset Survey Intervals (minutes): This parameter indicates the intervals at which the FortiScan
Agent will collect and send detailed survey information about that particular asset to the FortiScan
Appliance. The long survey includes everything the short survey does, as well as reporting boot time, cpu
attributes, bios attributes, ram utilization, net stat interfaces, and drivers. Defined in minutes (not hours)
the current default is every 24 hours. The LongSurvey.exe (Windows platforms) module in the FortiScan
Agent deployment directory provides the detailed survey.

•

Check For Dispatch Interval (minutes): The FortiScan Agent (the client) runs in a true client server model
whereas the FortiScan Agent periodically asks the FortiScan Appliance (the server) "are there any
configuration updates, patch updates, or bot services for me to do". The current default is every minute.
The Check4Dispatch.exe (Windows platforms) module in the FortiScan Agent deployment directory
facilitates checking for dispatch objects.

•

Command Channel Interval (minutes): The FortiScan Agent (the client) uses the "command channel" to
ask the FortiScan Appliance (the server) "are there any administrative functions like stopping or restarting
for me to do". The current default is every three minutes.

•

Enable User collection (check box): Normally unchecked / disabled, the "enable user collection" option
indicates that the FortiScan Agent should not collect connected user information and report it to the
FortiScan Appliance. This option is off by default and should be off for servers (such as domain
controllers or active directory) where the number of connected users could be considerable. Enabling this
option will instruct all the FortiScan Agent to report connected users to the FortiScan Appliance.

•

Enable Group collection (check box): Normally unchecked / disabled, the "enable group collection" option
indicates that the FortiScan Agent should not collect user group information and report it to the FortiScan
Appliance. This option is off by default and should be off for servers (such as domain controllers or active
directory) where the number of user groups could be considerable. Enabling this option will instruct all
the FortiScan Agent to report user groups to the FortiScan Appliance.

•

Asset Disconnect Check Interval (minutes): The FortiScan Appliance has an internal process named the
Asset Status Manager (thread) whose job is to periodically review asset information, update asset status,
and /or create an alert when appropriate. The current default is every 60 minutes.

•

Disconnect Asset Expiration Period (hours): The disconnected asset expiration defines when an asset
should be flagged as disconnected. Consideration should be given to ensure the disconnect asset
expiration value is longer than the standard interval setting.

You can modify the survey intervals in the following ways:
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•

For a single asset, as described in “Modifying Survey Intervals for a Single Asse”t in the
FortiScan User’s Guide or in the online help

•

For all the assets in an asset group, as described in “Modifying Asset Parameters for All
Assets in an Asset Group” in the FortiScan User’s Guide or in the online help

•

For all assets by modifying the default survey values, as described below

NOTE: The standard survey interval cannot be greater than the detailed survey interval. Also, be aware that
specifying a shorter interval for numerous assets will cause an increase in network traffic over time.
For more information on asset surveys, see the Asset Surveys in this document.
To modify the global default values for asset survey intervals:
1. Choose the Window >> Server Settings menu option. The Server Settings dialog box appears.

Figure 2-24 Server Settings - Survey Intervals

2. Select Survey Intervals. These settings specify the default length of time in minutes between surveys
generated by the FortiScan Agent on each protected asset. These default values can be overridden
if:

•

A user-defined value is entered on the Configuration tab of the Asset editor for any individual
asset, as described in “Modifying the Asset Survey Intervals” in the FortiScan User’s’ Guide and
online help

•

A user-defined value is applied to a group of assets, as described in “Modifying Asset
Parameters for All Assets in an Asset Group” in the FortiScan User’s’ Guide and online help

3. Enter the new setting value in the Standard survey interval or Detailed Survey interval field.
4. Click OK.
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IMPORTANT! The newly defined global values are applied to each protected asset using the global default

values when the asset sends in its next survey. If you want to apply the changes immediately, without waiting
for an asset to send in a survey, create and dispatch a standard survey remediation to an asset or asset
group. This will cause a protected asset to send in a survey and, if it is using the global default values, obtain
the new values.
Enabling and Disabling Simplified Remediation Feedback
By default, all remediations messages are displayed as received (in raw form). To display feedback messages in
simplified format (Success, Failed), select the checkbox as described below. This setting applies to all dispatched
remediations. You can override this setting on a case-by-case basis when you manually dispatch a remediation.
To enable simplified remediation feedback:

1. On the main menu bar, choose Window >> Server Settings. The Server Settings dialog box appears.

Figure 2-25 Server Settings – Simplified Remediation Feedback

2. Select simplified remediation feedback in the settings list.
3. Select the Show simplified feedback messages checkbox if you would like to see the “Success and
Failed” messages
4. Click OK.
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Console Session Timeout
By default, all remediations messages are displayed as received (in raw form). To display feedback messages in
simplified format (Success, Failed), select the checkbox as described below. This setting applies to all dispatched
remediations. You can override this setting on a case-by-case basis when you manually dispatch a remediation.
To enable define a console session timeout:

1. On the main menu bar, choose Window >> Server Settings. The Server Settings dialog box appears.

Figure 2-26 Server Settings – Console Timeout

2. Select Console Session Timeout from the settings list.
3. Enter a numeric value in terms of minutes to specify an inactivity time for the FortiScan Administration
Console
4. Select APPLY
5. Select OK
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Specifying User Credentials
To specify user credentials for third party applications:

1. Choose the Window >> Server Settings menu option. The Server Settings dialog box appears.

Figure 2-27 Server Settings - User Credentials

2. Select User Credentials. This dialog box enables you to specify user credentials for listed third party

3.

4.
5.

6.

applications. The user credentials specified here are stored securely on the FortiScan Appliance in
encrypted format.
If appropriate, specify the user credentials required for downloading the Fujitsu Solaris patches from
the Fujitsu website. These credentials are required for patch-based remediations to support Fujitsu
Solaris computers.
Enter the credentials for the squid patch FortiScan Appliance. These credentials will overwrite any
existing credentials as well as the user and password stored in the database.
If appropriate, specify the user credentials required for downloading Solaris patches from the Sun
Microsystems website. These credentials are required for patch-based remediations to support Sun
Solaris computers.
Click OK.

Modifying Preferences
The following preference settings are available in the FortiScan Administration Console:
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•

Default Perspective

•

Default FortiScan Information

•

Refresh Interval

Information on deleting and resetting perspectives, and selecting a default perspective, is available in the
FortiScan User’s Guide and in the online help, accessed from the main menu bar by choosing Help >> Help
Contents.

Setting the Default Perspective
The default perspective always shows up on the Window >> Open Perspective menu. The Assets perspective is
the predefined default perspective.
To change the default perspective:
1. From the main menu bar, select Window >> Preferences. The Preferences dialog box appears.
2. Expand the FortiScan Vulnerability Management Platform category on the left and select
Perspectives. The Perspectives preferences page opens.
3. Select the perspective that you want to define as the default, and click Make Default. The default
indicator moves to the perspective that you selected.
4. Click OK.

Changing the Default FortiScan Appliance Information
The default FortiScan Appliance information you specify here will appear in the Connect to Server dialog each
time you start the FortiScan Administration Console or choose the File >> Connect menu option in the FortiScan
Administration Console.
To change the default Server information:
1. From the main menu bar, choose Window >> Preferences. The Preferences dialog box appears.
2. Expand the FortiScan Vulnerability Management Platform on the left and select Default Server
Information. The Default Server Information preferences page opens.
3. Select the options or enter the information you want to change.
IMPORTANT! Fortinet recommends you use the default port number to avoid substantial port configuration
and redirection tasks. If for some reason you are not able to use the default port, contact Fortinet Customer
Support.
To return to the default settings, click the Restore Defaults button.
4. Click Apply to apply the changes and continue working, click OK to apply the changes and close the
dialog box, or click Cancel to discard your changes and close the dialog box.

Enabling, Disabling, and Changing the Refresh Interval
The refresh interval specifies the period of time between data updates requested by the FortiScan Administration
Console from the FortiScan Appliance. By default, this feature is disabled.
This period begins with the end of the current data refresh, and ends with the start of the next data refresh. The
default interval is 1200 seconds.
To enable, disable, or change the refresh interval:
1. From the main menu bar, select Window >> Preferences. The Preferences dialog box appears.
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2. Expand the FortiScan Vulnerability Management Platform category on the left and select Refresh
Interval. The Refresh Interval preferences page opens.
 To enable the refresh feature, select the Activate auto-refresh checkbox

 To disable the refresh feature, clear the Activate auto-refresh checkbox
 To change the refresh interval, select the Activate auto-refresh checkbox and specify a new refresh
interval in seconds.
IMPORTANT! Specifying a shorter refresh interval will increase network traffic, and may slow down FortiScan
Administration Console performance.
To return to the default settings, click the Restore Defaults button.
3. Click Apply to apply the changes and continue working, click OK to apply the changes and close the
dialog box, or click Cancel to discard your changes and close the dialog box.
4. Close the FortiScan Administration Console and reopen it to enable the changes.
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Chapter 2 FortiScan Agent
The FortiScan Agent is typically run in the background without any user intervention. On occasion, however,
an administrator may wish to stop or start or reconfigure the FortiScan Agent for purposes of analysis.

Starting and Stopping the FortiScan Agent
By default, the FortiScan Agent is configured to start automatically each time the computer starts. You can also
manually stop and start the FortiScan Agent — the method for doing so depends on the operating system.
IMPORTANT! The computer is no longer protected by the FortiScan Appliance when the FortiScan Agent is
stopped.

Starting and Stopping on Windows
IMPORTANT! You must be logged on with administrator privileges to start or stop the FortiScan Agent.
To stop or start the FortiScan Agent on a Windows computer:
1. Open the Windows Control Panel, select Administrative Tools, and then select Services. The
Services dialog box appears.
2. Locate FortiScan Agent service, right click the service and choose Stop or Start from the pop-up
menu.
3. Click Finish.

Starting and Stopping on UNIX-Like Systems
To stop the FortiScan Agent on a UNIX-like computer:
1. As root, enter the following command:
ps -ef | grep sps
2. A list of FortiScan Agent processes is returned — there may be several.
3. Note the lowest sps process identification number and issue a kill command for the PID.
To start the FortiScan Agent on a UNIX-like computer:
1. As root, change to the directory that contains the FortiScan Agent executable
(/opt/chroot/opt/SEClient by default).
2. Enter the following command:
./sps -nodaemon
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Command Line Options
If you are logged in to a protected asset, you can determine the version by stopping the FortiScan Agent and
issuing the following commands:

•

For Windows operating systems: sps -noservice -version

•

For UNIX-like operating systems: sps -nodaemon –version

Additionally, the FortiScan Agent can be run with the following debugging parameters
•

-showparm (show all parameters)

•

-showcall (show program call information)

•

-showdata (show verbose output)

Enabling Debug from the Push Installer
A FortiScan Agent can be “pushed” with debug enabled.
1. Access the FortiScan Administration Console >> File >> Launch Sensor Installer
2. Complete the Push Installer panel as described in the FortiScan Installation Guide
3. Add debug 1 to the Optional SEClient Configuration section of the dialog.

Figure 3-28 The Push Installer
This will push a new FortiScan Agent with the additional configuration settings.
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Enabling debug at the asset
To enable FortiScan Agent debugging capability, one has to stop the FortiScan Agent, adjust permissions for
editing purposes, set a flag in the configuration file, and restart as follows:
1.
2.
3.
4.

Logon to the asset
Browse to the c:\WINDOWS\seclient (or c:\WINNT for Windows 2000) directory
Right click on the seclient.conf file and select the properties option
A properties dialog similar to the following should appear:

Figure 3-29 Configuration File Default Permissions
5. Access the tab labeled Security
6. Ensure the Full Control checkbox under the Allow column is checked
7. The result should be similar to the following:
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Figure 3-30 Configuration File New Permissions
8. You can now edit the seclient.conf file.
9. Edit the seclient.conf file adding debug 1 at the end of the file
10. Your results should be similar to the following:

Figure 3-31 Configuration File Contents
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11. Finally, set the permissions back to read only

Figure 3-32 Configuration File Permissions Restored
12. Restart the FortiScan Agent
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Chapter 3 Managing User Accounts
The FortiScan Administration Console enables you to create and manage user accounts from the Administration
perspective. This chapter contains information on the following aspects of user accounts:

•

About User Accounts

•

Role Based Access Control
o

Asset RBAC

o

Filter Types

o

Filter Rules

o

Filter Exceptions

•

Creating a User Account

•

Modifying User Account Information

•

Changing a User Account Password

•

Copying a User Account

•

Disabling/Enabling a User Account

•

Deleting a User Account

•

Feature RBAC (Roles)
o

FortiScan Permission Reference

o

FortiScan Administration Console Permission Reference

About User Accounts
When initially installed, the FortiScan Administration Console has a single default user account:
User name: “admin”
Password: empty
This account has full Administrator privileges. Upon your initial log in to the FortiScan Administration Console, you
must change the password immediately. It is suggested to create at least one additional user account with
Administrator privileges, log out and log in as that user, and delete the default user account. The FortiScan
Appliance does not limit the number of user accounts that can be created.
The Administrator account has a number of privileges, including, but not limited to, creating other user accounts,
and defining filters that limit visibility to certain assets or features with the graphical user interfaces.
Each user account contains the permissions assigned to it by the FortiScan Administrator. The currently
connected user account is indicated by a small exclamation point on the user account icon.
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Role Based Access Control
Role Based Access Control (RBAC) is an approach to restricting system access to authorized users. Role based
access control allows systems administrators to manage only those assets within his or her realm of systems
administration responsibility.
Role based access control has several different contexts including, but not limited to:
•

Assets protected by the FortiScan Compliance and Vulnerability Management Platform
o
o
o

•

Visibility of assets
Management of assets
Grouping of assets

Features available in the
o
o

FortiScan Administration Console
FortiScan Appliance Web-based GUI

In this version of the FortiScan Compliance and Vulnerability Management Platform, asset RBAC and feature
RBAC are distinctly separate implementations. Asset RBAC is managed by user defined filters whereas feature
RBAC is managed by pre-defined tables within FortiScan database. Both approaches are explained herein.
NOTE: Role based access control is defined per FortiScan user. A FortiScan user must have both asset and
feature privileges.
The combination of asset RBAC and feature RBAC provide a rich tool set from which to facilitate role based
access control.
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Asset RBAC
Role based access control for assets allows systems administrators to limit which assets are visible to certain
users based on asset information such as IP address, operating system family, and hostname.
Every FortiScan user must have at least one filter set with at least one IP filter (IP address value or IP address
range) definition. The filter set provided as a default for any particular FortiScan user may be changed by a
FortiScan Administrator. Additional filters and filters sets are optional.
NOTE: By default, each FortiScan administrator user is defined with an IP address range filter allowing full
visibility (management) to all assets within the enterprise. The default filter set for administrators, therefore,
consists of one (asset IP address range) filter as follows:
IP Address Range Filter [1.0.0.1] to [255.255.255.254]
NOTE: By default, each FortiScan non-administrator user is defined with an IP address range filter allowing
minimum visibility (management) to assets within the enterprise. The default filter set for non-administrators,
therefore, consists of one (asset IP address range) filter as follows:
IP Address Range Filter [1.0.0.1] to [1.0.0.1]
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Filter Types
A filter set consists of one or more filters. Assets that meet all the criteria defined by each filter within a filter set
are visible to the FortiScan user and therefore available for systems administration.
A filter can be of type:
• IP Address Value
• IP Address Range
• IP Exceptions
• Operating System Family (Windows, Linux, Solaris…)
• Hostname
Assets that do not meet the criteria defined by at least one filter set are not visible to the FortiScan user and
therefore cannot be managed by that particular user.

Filter Rules
A filter set is a collection of filters. Multiple filters per filter set are supported. Multiple filter sets per user is
supported.
At a minimum, at least one filter set containing at least an IP Address Value filter or an IP Address Range filter
must be defined. Additional filters are optional. A default IP Address filter is provided based on the user type
(administrator, operator, or auditor). This initial value can be changed.
With the exception of the IP Exception Filter, only one of each filter type can be used in a filter set. A single filter
set may therefore have up to one IP Filter and one Operating System Filter and one Hostname Filter and as many
IP Exceptions as necessary. Again, multiple filters per filter set is permitted, as well as multiple filter sets per
user.
Filter sets are applied in the order defined. The FortiScan user can change the order so that the first filter set
yielding a positive match will expose the appropriate assets.
The important thing to remember about filters and filter sets is that assets must meet all the conditions of at least
one filter set in order to be visible. A filter set that contains multiple filters that are mutually exclusive will not
provide visibility to any assets. For example, a filter set containing an IP Address Range Filter and a Hostname
that does not exist within that IP range will never yield visibility to any assets.
NOTE: A filter set definition may be so restrictive that no assets are visible to the FortiScan user. Conversely, a
filter set may be so broad that all assets are visible to the FortiScan user.
NOTE: The FortiScan Compliance and Vulnerability Management Platform does not currently validate the
correctness of any filter definition.

Filter Exceptions
The FortiScan Systems Administrator may wish to define an IP Address Range filter with a broad scope but not
necessarily include every single asset with that range. The IP Exception filter provides a way to exclude certain
assets, either by a single IP address value or an IP range. A filter set may contain multiple filter exceptions.
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Creating a User Account
User accounts are managed by users with administrative privileges using the FortiScan Administration Console.
To create a user account:

1. Open or switch to the Administration perspective.
2. Do one of the following:

•

Right click in the Users view and choose New User from the pop up menu

•

Click the New User button in the Users view toolbar

3. The New User dialog box appears.

Figure 4-33 The New User dialog box
4. Enter a user name, password, and password confirmation.
NOTE: User names are case sensitive; for example, Joe and joe are seen as different user accounts. A
deleted user name cannot be used again.
NOTE: The initial password for the “admin” account expires immediately.
NOTE: Passwords are case-sensitive. There are no restrictions on the length or content of the password
(although it cannot be empty).
5. Specify the user contact information for this user account. This information is optional and can be
specified after the user account is created.
6. Click Finish.
The new user account appears in the Users view.
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Assigning a User Asset and Feature Privileges
When you create a new FortiScan Appliance user account, it is created with a default user role of Auditor. The
Auditor role provides view-only access to all FortiScan Administration Console perspectives except the
Administration perspective.
You can accept the default assignment, or assign a new role to the user account immediately after the user
account is created. You can change the role assignment at any time thereafter as often as required.
To assign a new user role:

1. Access the FortiScan Administration Console
2. Open or switch to the Administration perspective.
3. In the Users view, double click the user account you want to modify. The user account details appear
in the User editor.

Figure 4-34 The User editor – Details
4. In the User editor, select the Permissions tab.
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Figure 4-35 The User editor - Permissions

5. In the User Role list, select the user role you want to assign to the user account. For a list of
permissions for the available roles, see Feature RBAC (Roles) herein.

6. Select and/or modify the Asset Groups that the user should have access to while using the FortiScan
Administration Console or FortiScan Appliance Web-based GUI.

7. Select or press the ADD button near the Asset Filters panel.
8. The Apply Filters panel will display with those asset groups which were already defined by the
FortiScan systems administrator. For example…
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Figure 4-36 The User editor – Asset Groups
9. Enter a filter name for the filter set being defined. This value should be unique.
10. Select the assets that are specific to the filter set being defined. Checking a check box will select the
asset group next to the check box and below. Unchecking a check box will unselect the item next to
it and below.
11. Press the NEXT button
12. A Filter Editor similar to the following will display:
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Figure 4-37 The User editor – Asset Filters
13. Select the IP Address Value or IP Address Range option, and enter the corresponding IP address(s).
14. Optionally, enter any IP address exceptions. To specify an exception, click or select the ADD button near
the exception list to enter an IP exception. The following Exceptions Panel will appear:
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Figure 4-38 Filter Exceptions
15.
16.
17.
18.

Enter an IP exception value or range and select or press the OK button.
Repeat the above steps to add as many exceptions as necessary to this particular filter set.
Optionally, select the Operating System from the Filter Editor combination box. The default is <all>.
Optionally, select the Hostname. The hostname fields supports * and ? as wildcards. A value, if
specified, must be comply with typical host naming conventions so special characters (expect to indicate
wildcards) are not permitted.
19. Select the OK button to complete.
20. Use the MOVE UP and MOVE DOWN buttons to change the order of filter sets.
21. Add as many filter sets as necessary to facilitate appropriate visibility to assets.To remove asset access
from a user account:

Modifying User Account Information
User account information can be entered or modified at any time after the user account is created.
To modify user account information:
1. Open or switch to the Administration perspective.
2. In the Users view, double click the user account you want to modify. The user account details appear
in the User Editor.
3. Enter or modify the user account information by typing in the fields in the User Editor.
4. Click the Save button in the main toolbar, right-click and choose Save from the pop-up menu, or
choose File >> Save to save your changes.
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Changing a User Account Password
User account passwords can be changed at any time after the user account is created.
To change a user account password:
1. Open or switch to the Administration perspective.
2. In the Users view, right click the user account you want to work with and choose New Password from
the pop-up menu. The Change User Password dialog box appears.
3. Enter the new password and new password confirmation. Passwords are case-sensitive. There are
no restrictions on the length or content of the password (although it cannot be empty).
4. Click Finish.
NOTE: Users can change their own passwords using the File >> Change Password menu option.

Copying a User Account
User accounts can be copied at any time after the user account is created.
To copy a user account:
1. Open or switch to the Administration perspective.
2. In the Users view, select the user account you want to work with and do one of the following:
 Right click the user account and choose Copy from the pop-up menu



Choose Edit >> Copy from the main menu



Press the CTRL+C keys on your keyboard

3. Add the copied user account to the Users view by doing one of the following:
 Right click the user account and choose Paste from the pop-up menu



Choose Edit >> Paste from the main menu



Press the CTRL+V keys on your keyboard

The Enter User Name and Password dialog box appears.
4. Enter a user name and password, and password confirmation.
NOTE: User names are case sensitive; for example, Joe and joe are seen as different user accounts. A
deleted user name cannot be used again.
Passwords are case-sensitive. There are no restrictions on the length or content of the password (although it
cannot be empty). Click Finish.
The copied user account appears in the Users view.

Deleting a User Account
User accounts can be deleted at any time after the user account is created. You cannot delete the currently
logged in user account.
NOTE: After it is deleted, a user account name cannot be reused.
To delete a user account:
1. Open or switch to the Administration perspective.
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2. In the Users view, right click the user account you want to work with and choose Delete from the popup menu. The Confirm Delete dialog box appears. Click OK to delete the user, or Cancel to return to
the Users view.
The selected user account is deleted.

Feature RBAC (Roles)
FortiScan Appliance enables an Administrator to assign each user a specific predefined user role, thereby
controlling access to the features and functions of the FortiScan Administration Console. The Administrator
assigns each user one of the available roles when the user account is created. The following roles are available;
user roles can be changed at any time:
•

Administrator

•

Operator

•

Auditor

NOTE: Only FortiScan users with “Administrative” capability can create asset RBAC definition filter sets.
FortiScan Appliance Permission Reference
The following table display the individual permissions assigned by default to each of the predefined user roles in
the FortiScan Appliance.
Table 1 - Table of Permissions for the
Subsystem
System
Management

Permission

Administrator

Operator

Auditor

View Dashboard







Change Host Name





Change System Time





Update Firmware





Update VM





Configure Network Interface





Configure DNS Servers





Configure Routing





Reboot FortiScan Appliance





Shutdown FortiScan Appliance





Reset FortiScan Appliance





Change Idle Timeout





Change Language





Terminate User Session



Configure IP Alias
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Network Scan

Log

FortiScan
Compliance
Center Home

Audit
Management

Configure RAID





Configure Report Output





Configure Mail Server





Backup Configuration





Restore Configuration





Configure FDS





View Summary





Create Host Asset





Create Asset Group





Import Asset Scan Data





Execute Network Discovery Scan





Import Vulnerability Data





Create Scheduled Vulnerability Scan
Job





Create Vulnerability Scan Profile





Create Sensor





View Real-time Log





View Historical Log





View Assets by OS







View Compliance Results by
Benchmark







View Vulnerabilities By Status







View Vulnerabilities by Severity







View Vulnerabilities by Asset Criticality







View Most Vulnerable Assets







View Unresolved Vulnerabilities







Upload benchmark





View Benchmarks





Adapt a Regulatory Standard (wizard)



Perform a Compliance Audit (wizard)





Evaluate Results
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Asset
Management

Vulnerability
Management

Remediation
Management

Reports

View Asset Distribution







View Asset Distribution by Operating
System Detail







View Most Vulnerable Assets







View Statistics







View Vulnerability Scan Definitions







Create a Vulnerability Scan (wizard)



Perform a Vulnerability Scan (wizard)





View Vulnerability Scan Results







View Unresolved Vulnerabilities







View Statistics







View Vulnerabilities References by
Vendor







View remediation distribution







View remediation latest statistics







View remediations for vulnerabilities by
Vendor







View Patch Based Remediations







View Configuration Based Remediations







View Text Based Remediations







Asset Remediation Executive Report







Number of Controlled Assets with Policy
Violations Executive Report
Number of Controlled Assets with
Vulnerabilities Executive Report













Number of Violations Executive Report







Applied Asset Policies Detailed Report







Vulnerability and Asset Policy
Assessment







Software Inventory







Alert View







Applied Policy View







Asset Detail View







Asset Log View
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Retired Asset View







Asset Uptime View







Audit Log View







Users View







Installed Application View







Installed Patch View







Killed Process View







Running Process View







Ungrouped Asset View







Violated Policy View







Vulnerability View







Benchmark View







Summary Elements







Extended Benchmark View







User Activity Log View







NOTE: FortiScan Compliance and Vulnerability Management Platform reports accessed via the FortiScan
Appliance Web-based GUI are control by feature RBAC and not asset RBAC. Anyone who has access to the
FortiScan Appliance Web-based GUI reporting system has access to the content contained therein regardless of
any references to assets that may have contributed to report content.
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FortiScan Administration Console Permission Reference
The following table display the individual permissions assigned by default to each of the predefined user roles in
the FortiScan Administration Console.

Table 2 Table of permissions for FortiScan Administration Console

Permission

Administrator

Operator

Auditor

Change current user password







Copy policy





Copy remediation template





Create asset group





Create policy





Create policy group





Create remediation template





Create tasks





Delete asset





Delete asset group





Delete policy





Delete policy group





Delete remediation template





Delete tasks





Dispatch remediation to asset





Dispatch remediation to group
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Generate reports





Import remediations





Import vulnerabilities





Modify asset criticality





Modify asset description





Modify asset vulnerability remediation strategy





Modify asset survey intervals





Modify assets as group





Modify policy





Modify remediation template





Modify tasks





Move asset group





Move asset to group





Move policy group





Move policy to group





Remediate alerts





Remediate vulnerability in group





Remediate vulnerability on asset





Remove asset from group





Remove alerts





Rename asset group





Rename policy
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Rename policy group





Rename remediation template





Rename tasks





Reschedule tasks





Retire asset





Save remediation as a remediation template





Impor assets on network





View alerts







View assets







View asset groups







View policies







View remediation templates







View remediations







View tasks







View vulnerabilities
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Chapter 4 XML Conversion Tools
Output files from Nessus and FoundStone vulnerability assessment scanners can be imported directly into
FortiScan Appliance. The output files from the following vulnerability scanning products must first be converted to
XML format before they can be imported by FortiScan Administration Console:
•

eEye® Retina® Scanner

•

ISS Internet Scanner®

•

Harris STAT® Scanner

Tools are also provided to convert generic comma and tab separated value vulnerability files into the XML format
required by FortiScan Administration Console.
These conversion tools are provided as Java applications and can be downloaded from Fortinet support web site.
Each tool is contained in a zip file — to use the tool, extract the zip file to any directory on your computer. The file
will create its own directory when extracted, you do not have to create a directory for it.
You must have Java™ JRE Version 1.4.2 or later (1.5 recommended) installed on your computer to operate the
conversion tools.
Each tool unzips with a readme file containing operational information.
After you convert the file, ensure that it resides in a directory that can be accessed by the FortiScan
Administration Console vulnerability data import feature.
For more information, refer to the following sections in the FortiScan User’s Guide: “Importing Vulnerability
Assessment Scan Data” and “Creating a Vulnerability Assessment Scan Import Scheduled Task”.
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Conversion Tool for eEye Retina Network Scanner
The RetinaExport tool is a Java application that exports eEye Retina Network Scanner vulnerability data to an
XML format that can be processed by the Fortinet Administration Console.
The eEye Retina Network Scanner allows users to select a Data Source Name (DSN) location for scan data;
otherwise, it will store scan data in files with the extension *.rtd in its program directory. You can use either the
files that are created by Retina or define your own DSN. The advantage of creating your own DSN is that you can
use a more powerful database or store multiple scans in the same database. See below for brief overview of
setting up your own DSN.
To use this tool you must install Java JRE Version 1.4.2 or later.
Then run the command:
java -jar retinaexport.jar [arguments]

Setting up a Data Source Name (DSN)
Within ODBC each DSN is assigned to a specific ODBC driver and often to a specific database.
To define a new DSN:
1. Choose the Windows Start >> Settings >> Control Panel menu option
2. Open the Administrative Tools folder and double click Data Sources (ODBC) to open the ODBC Data
Source Administrator. There are three types of DSNs that you can create: User, System, and File.
3. Click the Help button for additional information on creating a DSN.
See the following link for a brief description of what a DSN is and the types of DSNs:
http://www.webopedia.com/TERM/D/DSN.html
To set up eEye Retina Network Scanner to use a DSN, open the eEye online help and refer to the Retina Extras
online help.

Preparing to Export Data
After you have determined where you want to store your scan data, you will need the audits.xml file that ships with
eEye Retina Network Scanner. Look in the directory Retina 5\Database for the audits.xml file. You will use the
audits.xml file and the scan data that you created as inputs to create the required XML document to import into
the FortiScan Administration Console.

Database Connection
The RetinaExport tool is designed to use an ODBC connection to gather the scan data. By default, the tool
assumes that the data is stored in an Access™ database file (*.rtd, *.mdb). If the data is stored in a different type
of database you will need to use the appropriate options when you run the tool to get it to connect to the scan
DSN.
You can specify a different data source by creating a retina.props file or by specifying database options as
command line arguments.


If your data is in an .mdb or .rtd file you can use the following command line option to specify the
Access database to use:
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•

dbfile Otherwise to connect to different types of data source use the following options:

•

connection

•

user

•

pass

To specify the data source options in the retina.props file you will need to create the file and enter the
following lines:
connection=[jdbc connection string]
user=[database user name]
pass=[database user password]

The connection string is actually a JDBC connection string for the Sun Microsystems ODBC to JDBC bridge. The
connection should be in the format:
jdbc:odbc:<data-source-name>[;<attribute-name>=<attribute-value>]*
For example, the default connection string for the an access database is:
jdbc:odbc:Driver={Microsoft Access Driver
(*.mdb)};DBQ=ACCESSFILE.MDB;DriverID=22;READONLY=true}
For more information see:
http://java.sun.com/j2se/1.3/docs/guide/jdbc/getstart/
bridge.doc.html

Usage
Usage: java -jar retinaexport.jar [arguments]
Arguments:
Table 3 eEye Retina Network Scanner Arguments


help,/?,--help,-?

show this message



latestjob,-lj

select the latest job



gzip,-gz

gzip(compress) the output data



job,-j [numberid]

specify a job by its number



listalljobs,-alljobs

shows all the jobs in the database



file,-f [name]

specify a file name to use for output



verbose,-v

be verbose



connection,-c [conn]

JDBC connection string



user,-u [user]

database user



pass,-p [pass]

database password



dbfile,-db [file]

the Access database file to use as input



auditfile,-af [file]

the eEye Retina audit file



resolve,-r

resolve IP addresses
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Examples
The eEye Retina Network Scanner allows users to store results from scans in a specified DSN. By default, it
stores its output scans in .rtd files, which are Access database files. To use this tool you must know the location of
the scan results you want to export.
You will also need the audits.xml file that is found in the Database directory for Retina; this file is used to get a
description and ID for the vulnerabilities that were found when scanning with Retina.
The following example assumes:


Scan results exist in a file called results1.rtd



The audit file is named audits.xml



The output file name is myresults.xml



The retinaexport.jar file exists in:
\Program Files\eEye Digital Security\Retina 5\retinaexport
and is being run from that directory

To export the last scan data, use the following command:
java -jar retinaexport.jar -af ..\Database\audits.xml -db ..\Scans\results1.rtd -lj -f myresults.xml
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Conversion Tool for ISS Internet Scanner 7.0
The ISS Export tool is a Java application that exports ISS vulnerability data to an XML format that can be
imported into the FortiScan Appliance.
The ISS vulnerability data is exported from the ISS Internet Scanner 7.0 product, by using an ODBC database
connection to the MSDE or SQL FortiScan database that is used by ISS.
ISS stores individual scans as jobs; each job correlates to a single scanning task. To export the appropriate scan
data from ISS you must specify a job to export.
To use this tool you must install Java JRE Version 1.4.2 or later.
Then run the command:
java -jar issexport.jar [arguments]

Database Connection
By default the ISS Export tool assumes that:


You have the MSDE database installed



The ISS data is in the scan7db database



You are running the ISS Export tool on the same host that the database resides on

You can specify a different data source by creating an iss.props file or by specifying database options as
command line arguments.




To specify the data source options on the command line use the following options:
•

connection

•

user

•

pass

To specify the data source options in an iss.props file you will need to create the file and enter the
following lines:
connection=[jdbc connection string]
user=[database user name]
pass=[database user password]

The connection string is actually a JDBC connection string for the Sun Microsystems ODBC to JDBC bridge. The
connection format is:
jdbc:odbc:<data-source-name>[;<attribute-name>=<attribute-value>]*
For more information see:
http://java.sun.com/j2se/1.3/docs/guide/jdbc/getstart/bridge.doc.html

Usage
Usage: java -jar issexport.jar [arguments]
Arguments:
Table 4 ISS Internet Scanner Arguments
help,/?,--help,-?
show this message
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latestjob,-lj

select the latest job



gzip,-gz

gzip(compress) the output data



job,-j [number]

specify a job by its number



listalljobs,-alljobs

shows all the jobs in the database



jobtemplate,-jt [name]

select the latest job with the specified template name



jobdesc,-jd [name]

select the latest job with the specified description



file,-f [name]

specify a file name to use for output



verbose,-v

be verbose



connection,-c [conn]

JDBC connection string



user,-u [user]

database user



pass,-p [pass]

database password

Examples
ISS represents individual scans as jobs. Before vulnerability data can be dumped you must specify a job to dump.
To see a list of all the jobs or scans in the ISS database run the tool with the -alljobs flags:
java -jar issexport.jar -alljobs
You can then select a single job or a number of jobs to dump, using the -j flag. For example, to get scan data for
jobs 1, 2, and 3:
java -jar issexport.jar -j 1 -j 2 -j 3 -f vulns.xml
You can also select jobs using the -jd, -jt, or -lj flags. Be sure to use the exact text in the job template or job
description:
java -jar issexport -latestjob -file vulns.xml
java -jar issexport -jd “Session 1” -file vulns.xml
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Conversion Tool for Harris Stat
The Stat Export tool is a Java application that exports Harris Stat vulnerability data to an XML format that can be
imported by the FortiScan Appliance.
The Harris Stat vulnerability data is exported from the Harris STAT vulnerability scanner by using an ODBC
database connection to the Access database file that is used by the Harris scanner.
Harris Stat stores individual scans as jobs, each job correlates to a single scanning task. To export the
appropriate scan data from Harris Stat you must specify a job to export.
To use this tool you must install Java JRE Version 1.4.2 or later.
Then run the command:
java -jar statexport.jar [arguments]

Database Connection
By default, the StatExport tool assumes:


You have the DSN for Harris STAT installed



The data is in the STATScannerOutputDB database



You are running the export tool on the same host that the database resides on

You can specify a different data source by creating a stat.props file or by specifying database options as
command line arguments.




To specify the data source options on the command line use the following options:
•

connection

•

user

•

pass

To specify the data source options in the stat.props file you will need to create the file and enter the
following lines:
connection=[jdbc connection string]
user=[database user name]
pass=[database user password]

The connection string is actually a JDBC connection string for the Sun Microsystems ODBC to JDBC bridge. The
connection should be in the format:
jdbc:odbc:<data-source-name>[;<attribute-name>=<attribute-value>]*
For more information see:
http://java.sun.com/j2se/1.3/docs/guide/jdbc/getstart/bridge.doc.html

Usage
Usage: java -jar statexport.jar [arguments]
Arguments
Table 5 Harris Stat Arguments
help,/?,--help,-?
show this message
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latestjob,-lj

select the latest job



gzip,-gz

gzip(compress) the output data



job,-j [number]

specify a job by its number



listalljobs,-alljobs

shows all the jobs in the database



jobconfig,-jc [path]

select the latest job with the specified config file path



jobdesc,-jd [name]

select the latest job with the specified description



file,-f [name]

specify a file name to use for output



verbose,-v

be verbose



connection,-c [conn]

JDBC connection string



user,-u [user]

database user



pass,-p [pass]

database password
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Conversion Tool for Comma Separated Value Vulnerability Files
The CSV Export tool is a Java application that exports comma separated value (CSV) vulnerability data to an
XML format that can be imported by the FortiScan Appliance.
The CSV vulnerability data is exported from the CSV file by reading each line sequentially and parsing out the
comma separated values. These values are expected to be in the following format:
Vulnerability Name,Vulnerability Description,Vulnerability ID,Vulnerable Asset IP,[Vulnerable Asset
Hostname,[Vulnerability Severity,[Vulnerability Scanner Observation,[Vulnerability Scanner
Recommendation]]]]
You can escape comma characters by placing a back slash (\) before them. This will cause the exporter to ignore
them. For example:
\,
causes the comma to be ignored.
To use this tool you must install Java JRE Version 1.4.2 or later. Then run the command:
java -jar csvexport.jar [arguments]

Usage:
java -jar csvexport.jar <sourceFile> <destinationFile>
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Conversion Tool for Tab Separated Value Vulnerability Files
The TSV Export tool is a Java application that exports tab separated value (TSV) vulnerability data to an XML
format that can be imported by the FortiScan Appliance.
The TSV vulnerability data is exported from the TSV file by reading each line sequentially and parsing out the tab
separated values. These values are expected to be in the following format (where <tab> represents a tab):
Vulnerability Name<tab>Vulnerability Description<tab> Vulnerability ID<tab>Vulnerable Asset IP<tab>
[Vulnerable Asset Hostname<tab>[Vulnerability Severity<tab> [Vulnerability Scanner
Observation<tab>[Vulnerability Scanner Recommendation]]]]
You can escape tab characters by placing a back slash (\) before them. This will cause the exporter to ignore
them. For instance:
\t
causes the tab to be ignored.
To use this tool you must install Java JRE Version 1.4.2 or later. Then run the command:
java -jar tsvexport.jar [arguments]

Usage:
java -jar tsvexport.jar <sourceFile> <destinationFile>
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Chapter 5 Migrating from Secure
Elements C5 Compliance Platform
This section describes the limitation and procedure to migrate from Secure Elements C5 compliance platform to
FortiScan Compliance and Vulnerability Management Platform.

Limitation
The migration procedure can only convert a subset of C5 database and configuration data into FortiScan
compatible data.
Data

Migerate to
FortiScan?

Note

Users

Yes

All user passwords will be reset to empty after the migration.
The users will be asked to change their password when they
start the FortiScan Administration Console.

Assets/Asset groups

Yes

Asset short survey and long survey will not be migrated to
FortiScan.

Squid settings

Yes

EM3 server settings

Yes

Policies

Yes

Benchmark definitions

Yes

Vulnerability definitions

Yes

Patch definitions

Yes

Scheduled jobs

Yes

Certificate file for sensor

Yes

Compliance scan

No

Patch scan

No

Vulnerability scan

No

Remediation/Remediation
templates

No

Alerts

No
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Migration Procedure
1. Download the migration package c5_migrate_pkg.tgz from Fortinet supported website.
2. Copy the migration package to the C5 appliance.
3. Unpack the migration package c5_migrate_pkg.tgz with these two commands:
gunzip c5_migrate_pkg.tgz
tar xf c5_migrate_pkg.tar
A directory named c5_migrate_pkg will be created.
4. Execute the shell script migrate_c5_to_fsc.sh in the directory c5_migrate_pkg. The step will take
several minutes depending on the database size. If the process is completed successfully, a backup file
named c5_migrate.gz will be created. You can check the log file migrate.log for any error.
5. Copy the backup file c5_migrate.gz to a desktop PC that can access the FortiScan web-based GUI.
6. Login to the FortiScan web-base GUI as an administrator and follow the restoration procedure in
“Restoring configuration settings through the web-based GUI”
7. Upgrade C5 Sensor to FortiScan Agent. See “Upgrading C5 Sensor”.

Upgrading C5 Sensor
Existing C5 sensor must be replaced by FortiScan Agent in order to communicate with the FortiScan Appliance.
You can either use the push installer in the FortiScan administration console to install FortiScan Agent or
manually install FortiScan Agent on the asset.
To install FortiScan Agent using push installer, see “Installing the FortiScan Agent” in the FortiScan Compliance
and Vulnerability Management Platform Installation Guide.
NOTE: Do not uninstall C5 sensor before installing FortiScan Agent.
NOTE: Make sure the DelCeid checkbox is unchecked.
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Figure 6-40 Push Installer
To upgrade C5 sensor manually:
1. Save a copy of the existing .ceid file. This is a hidden file and is located in the sensor installation directory
seclient.
2. Install FortiScan Agent.
3. Copy the backup .ceid file to the FortiScan Agent installation directory.
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Appendix A Third Party Copyright
Notices
FortiScan Compliance and Vulnerability Management Platform contains software components developed by third
party companies and organizations. The following sections provide the copyright and licensing statements
required by these products.
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RSA BSAFE® Crypto-J JCE Provider Module
RSA and BSAFE® are either registered trademarks or trademarks of RSA Inc. in the United States and/or other
countries. The following is an illustration of the FIPS 140-2 Validation Certificate:
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Open Vulnerability Assessment Language (OVAL)
OVAL is an international, information security community baseline standard describing how to check for the
presence of vulnerabilities and configuration issues on computer systems. OVAL was produced for the U. S.
Government by Mitre under contract 0706H300-OV, and is subject to the Rights in Data-General Clause 52.22714 (JUNE 1987)
MITRE MAKES OVAL AVAILABLE ON AN “AS IS” BASIS AND MAKES NO WARRANTY, EXPRESS OR
IMPLIED, AS TO THE ACCURACY, CAPABILITY, EFFICIENCY MERCHANTABILITY, OR FUNCTIONING OF
OVAL. IN NO EVENT WILL MITRE BE LIABLE FOR ANY GENERAL, CONSEQUENTIAL, INDIRECT,
INCIDENTAL, EXEMPLARY, OR SPECIAL DAMAGES, EVEN IF MITRE HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

eXtensible Configuration Checklist Description Format (XCCDF)
The National Security Agency (NSA) and the National Institute of Standards and Technology (NIST) jointly
announce the public availability of the specification for the Extensible Configuration Checklist Description Format
(XCCDF). To promote the use, standardization, and sharing of effective security checklists, the NSA and NIST
collaborated with representatives of private industry to develop the XCCDF specification.
The specification is vendor-neutral, flexible, and suited for a wide variety of checklist applications. The intent of
the XCCDF is to provide a uniform foundation for expression of security checklists, benchmarks, and other
configuration guidance, thereby fostering a more widespread application of good security practices. Such
checklists can markedly reduce the vulnerability exposure of an organization when combined with well-developed
guidance, accompanied with tools, and leveraged with high quality security expertise, vendor product knowledge,
and operational experience.
The XCCDF specification document is available for download from the NIST security checklists web site. The site
also offers access to a mailing list where industry and the public can make suggestions and comments about the
specification. NSA and NIST look forward to working with the security community to make XCCDF a practical and
useful data format for the security needs of the public and private sectors.

Common Vulnerabilities and Exposures (CVE®)
CVE and the CVE logo are trademarks of The MITRE Corporation. All rights reserved.
International in scope and free for public use, CVE is a dictionary of publicly known information security
vulnerabilities and exposures. CVE is sponsored by the National Cyber Security Division of the U.S. Department
of Homeland Security. Copyright 2008, The MITRE Corporation. CVE and the CVE logo are trademarks of The
MITRE Corporation. CVE-Compatible and CCE are trademarks of The MITRE Corporation.
MITRE MAKES CVE AVAILABLE ON AN "AS IS" BASIS AND MAKES NO WARRANTY, EXPRESS OR
IMPLIED, AS TO THE ACCURACY, CAPABILITY, EFFICIENCY MERCHANTABILITY, OR FUNCTIONING OF
CVE. IN NO EVENT WILL MITRE BE LIABLE FOR ANY GENERAL, CONSEQUENTIAL, INDIRECT,
INCIDENTAL, EXEMPLARY, OR SPECIAL DAMAGES, EVEN IF MITRE HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.
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Common Configuration Enumeration (CCETM)
CCE and the CCE logo are trademarks of The MITRE Corporation. All rights reserved.
MITRE MAKES CCE AVAILABLE ON AN "AS IS" BASIS AND MAKES NO WARRANTY, EXPRESS OR
IMPLIED, AS TO THE ACCURACY, CAPABILITY, EFFICIENCY MERCHANTABILITY, OR FUNCTIONING OF
CCE. IN NO EVENT WILL MITRE BE LIABLE FOR ANY GENERAL, CONSEQUENTIAL, INDIRECT,
INCIDENTAL, EXEMPLARY, OR SPECIAL DAMAGES, EVEN IF MITRE HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

Common Platform Enumeration (CPETM)
CPE and the CPE logo are trademarks of The MITRE Corporation. All rights reserved.
MITRE MAKES CPE AVAILABLE ON AN "AS IS" BASIS AND MAKES NO WARRANTY, EXPRESS OR
IMPLIED, AS TO THE ACCURACY, CAPABILITY, EFFICIENCY MERCHANTABILITY, OR FUNCTIONING OF
CPE. IN NO EVENT WILL MITRE BE LIABLE FOR ANY GENERAL, CONSEQUENTIAL, INDIRECT,
INCIDENTAL, EXEMPLARY, OR SPECIAL DAMAGES, EVEN IF MITRE HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

Common Vulnerability Scoring System (CVSS)
CVSS is provided as a public service by the National Institute of Standards and Technology (NIST). With the
exception of material marked as copyrighted, information available from NIST web pages is considered public
information and may be distributed or copied. Use of appropriate byline/photo/image credits is requested.
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Red Hat Linux & Applications License
The FortiScan Compliance and Vulnerability Management Platform is based on the Red Hat Enterprise Server
(RHES) 4 operating system.
LICENSE AGREEMENT
RED HAT® ENTERPRISE LINUX®
AND RED HAT® APPLICATIONS
This end user license agreement ("EULA") governs the use of any of the versions of Red Hat Enterprise
Linux, any Red Hat Applications (as set forth at www.redhat.com/licenses/products), and any related
updates, source code, appearance, structure and organization (the "Programs"), regardless of the
delivery mechanism.
1. License Grant. Subject to the following terms, Red Hat, Inc. ("Red Hat") grants to you ("User") a
perpetual, worldwide license to the Programs pursuant to the GNU General Public License v.2. The
Programs are either a modular operating system or an application consisting of hundreds of software
components. With the exception of certain image files identified in Section 2 below, the license agreement
for each software component is located in the software component's source code and permits User to run,
copy, modify, and redistribute (subject to certain obligations in some cases) the software component, in
both source code and binary code forms. This EULA pertains solely to the Programs and does not limit
User's rights under, or grant User rights that supersede, the license terms of any particular component.
2. Intellectual Property Rights. The Programs and each of their components are owned by Red Hat and
others and are protected under copyright law and under other laws as applicable. Title to the Programs
and any component, or to any copy, modification, or merged portion shall remain with the aforementioned,
subject to the applicable license. The "Red Hat" trademark and the "Shadowman" logo are registered
trademarks of Red Hat in the U.S. and other countries. This EULA does not permit User to distribute the
Programs or their components using Red Hat's trademarks, regardless of whether the copy has been
modified. User should read the information found at http://www.redhat.com/about/corporate/trademark/
before distributing a copy of the Programs. User may make a commercial redistribution of the Programs
only if, (a) a separate agreement with Red Hat authorizing such commercial redistribution is executed or
other written permission is granted by Red Hat or (b) User modifies any files identified as "REDHATLOGOS" to remove and replace all images containing the "Red Hat" trademark or the "Shadowman" logo.
Merely deleting these files may corrupt the Programs.
3. Limited Warranty. Except as specifically stated in this Section 3, a separate agreement with Red Hat, or
a license for a particular component, to the maximum extent permitted under applicable law, the
Programs and the components are provided and licensed "as is" without warranty of any kind, expressed
or implied, including the implied warranties of merchantability, non-infringement or fitness for a particular
purpose. Red Hat warrants that the media on which the Programs and the components are furnished will
be free from defects in materials and manufacture under normal use for a period of 30 days from the date
of delivery to User. Red Hat does not warrant that the functions contained in the Programs will meet
User's requirements or that the operation of the Programs will be entirely error free, appear precisely as
described in the accompanying documentation, or comply with regulatory requirements. This warranty
extends only to the party that purchases services pertaining to the Programs from Red Hat or a Red Hat
authorized distributor.
4. Limitation of Remedies and Liability. To the maximum extent permitted by applicable law, User's
exclusive remedy under this EULA is to return any defective media within 30 days of delivery along with a
copy of User's payment receipt and Red Hat, at its option, will replace it or refund the money paid by User
for the media. To the maximum extent permitted under applicable law, neither Red Hat, any Red Hat
authorized distributor, nor the licensor of any component provided to User under this EULA will be liable
to User for any incidental or consequential damages, including lost profits or lost savings arising out of the
use or inability to use the Programs or any component, even if Red Hat, such authorized distributor or
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licensor has been advised of the possibility of such damages. In no event shall Red Hat's liability, an
authorized distributor's liability or the liability of the licensor of a component provided to User under this
EULA exceed the amount that User paid to Red Hat under this EULA during the twelve months preceding
the action.
5. Export Control. As required by the laws of the United States and other countries, User represents and
warrants that it: (a) understands that the Programs and their components may be subject to export
controls under the U.S. Commerce Department's Export Administration Regulations ("EAR"); (b) is not
located in a prohibited destination country under the EAR or U.S. sanctions regulations (currently Cuba,
Iran, Iraq, North Korea, Sudan and Syria, subject to change as posted by the United States government);
(c) will not export, re-export, or transfer the Programs to any prohibited destination or persons or entities
on the U.S. Bureau of Industry and Security Denied Parties List or Entity List, or the U.S. Office of Foreign
Assets Control list of Specially Designated Nationals and Blocked Persons, or any similar lists maintained
by other countries, without the necessary export license(s) or authorizations(s); (d) will not use or transfer
the Programs for use in connection with any nuclear, chemical or biological weapons, missile technology,
or military end-uses where prohibited by an applicable arms embargo, unless authorized by the relevant
government agency by regulation or specific license; (e) understands and agrees that if it is in the United
States and exports or transfers the Programs to eligible end users, it will, to the extent required by EAR
Section 740.17(e), submit semi-annual reports to the Commerce Department's Bureau of Industry and
Security, which include the name and address (including country) of each transferee; and (f) understands
that countries including the United States may restrict the import, use, or export of encryption products
(which may include the Programs and the components) and agrees that it shall be solely responsible for
compliance with any such import, use, or export restrictions.
6. Third Party Programs. Red Hat may distribute third party software programs with the Programs that are
not part of the Programs. These third party programs are not required to run the Programs, are provided
as a convenience to User, and are subject to their own license terms. The license terms either
accompany the third party software programs or can be viewed at
http://www.redhat.com/licenses/thirdparty/eula.html. If User does not agree to abide by the applicable
license terms for the third party software programs, then User may not install them. If User wishes to
install the third party software programs on more than one system or transfer the third party software
programs to another party, then User must contact the licensor of the applicable third party software
programs.
7. General. If any provision of this agreement is held to be unenforceable, that shall not affect the
enforceability of the remaining provisions. This agreement shall be governed by the laws of the State of
New York and of the United States, without regard to any conflict of laws provisions. The rights and
obligations of the parties to this EULA shall not be governed by the United Nations Convention on the
International Sale of Goods.
Copyright © 2003 Red Hat, Inc. All rights reserved. "Red Hat" and the Red Hat "Shadowman" logo are
registered trademarks of Red Hat, Inc. "Linux" is a registered trademark of Linus Torvalds. All other
trademarks are the property of their respective owners.
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PostgreSQL License
PostgreSQLis an open source database available from http://www.postgresql.org, the license is available at http://
www.postgresql.org/about/licence.
License
PostgreSQL is released under the BSD license.
PostgreSQL Database Management System
(formerly known as Postgres, then as Postgres95)
Portions Copyright (c) 1996-2005, The PostgreSQL Global Development Group
Portions Copyright (c) 1994, The Regents of the University of California
Permission to use, copy, modify, and distribute this software and its documentation for any purpose,
without fee, and without a written agreement is hereby granted, provided that the above copyright notice
and this paragraph and the following two paragraphs appear in all copies.
IN NO EVENT SHALL THE UNIVERSITY OF CALIFORNIA BE LIABLE TO ANY PARTY FOR DIRECT,
INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES, INCLUDING LOST PROFITS,
ARISING OUT OF THE USE OF THIS SOFTWARE AND ITS DOCUMENTATION, EVEN IF THE
UNIVERSITY OF CALIFORNIA HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
THE UNIVERSITY OF CALIFORNIA SPECIFICALLY DISCLAIMS ANY WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. THE SOFTWARE PROVIDED HEREUNDER IS ON AN "AS IS" BASIS, AND
THE UNIVERSITY OF CALIFORNIA HAS NO OBLIGATIONS TO PROVIDE MAINTENANCE,
SUPPORT, UPDATES, ENHANCEMENTS, OR MODIFICATIONS
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Java Terms of Use
Java is a programming language originally developed by Sun Microsystems and released in 1995 as a core
component of Sun Microsystems' Java platform. The language derives much of its syntax from C and C++ but has
a simpler object model and fewer low-level facilities. Java applications are typically compiled to bytecode that can
run on any Java virtual machine (JVM) regardless of computer architecture.
The original and reference implementation Java compilers, virtual machines, and class libraries were developed
by Sun from 1995. As of May 2007, in compliance with the specifications of the Java Community Process, Sun
made available most of their Java technologies as free software under the GNU General Public License
(http://www.linux.org/info/gnu.html).
The GNU General Public License (GNU GPL or simply GPL) is a widely used free software license, originally
written by Richard Stallman for the GNU project. It is the license used by the Linux kernel. The GPL is the most
popular and well-known example of the type of strong copyleft license that requires derived works to be available
under the same copyleft. Under this philosophy, the GPL is said to grant the recipients of a computer program the
rights of the free software definition and uses copyleft to ensure the freedoms are preserved, even when the work
is changed or added to. This is in distinction to permissive free software licences, of which the BSD licenses are
the standard examples.

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
675 Mass Ave, Cambridge, MA 02139, USA
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is
not allowed.
Preamble
The licenses for most software are designed to take away your freedom to share and change it. By
contrast, the GNU General Public License is intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users. This General Public License applies to
most of the Free Software Foundation's software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by the GNU Library General Public
License instead.) You can apply it to your programs, too.
When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for this
service if you wish), that you receive source code or can get it if you want it, that you can change the
software or use pieces of it in new free programs; and that you know you can do these things.
To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask
you to surrender the rights. These restrictions translate to certain responsibilities for you if you distribute
copies of the software, or if you modify it.
For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the
recipients all the rights that you have. You must make sure that they, too, receive or can get the source
code. And you must show them these terms so they know their rights.
We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives
you legal permission to copy, distribute and/or modify the software.
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Also, for each author's protection and ours, we want to make certain that everyone understands that there
is no warranty for this free software. If the software is modified by someone else and passed on, we want
its recipients to know that what they have is not the original, so that any problems introduced by others
will not reflect on the original authors' reputations.
Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that
redistributors of a free program will individually obtain patent licenses, in effect making the program
proprietary. To prevent this, we have made it clear that any patent must be licensed for everyone's free
use or not licensed at all.
The precise terms and conditions for copying, distribution and modification follow.
GNU GENERAL PUBLIC LICENSE TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND
MODIFICATION
0. This License applies to any program or other work which contains a notice placed by the copyright
holder saying it may be distributed under the terms of this General Public License. The "Program", below,
refers to any such program or work, and a "work based on the Program" means either the Program or any
derivative work under copyright law: that is to say, a work containing the Program or a portion of it, either
verbatim or with modifications and/or translated into another language. (Hereinafter, translation is
included without limitation in the term "modification".) Each licensee is addressed as "you".
Activities other than copying, distribution and modification are not covered by this License; they are
outside its scope. The act of running the Program is not restricted, and the output from the Program is
covered only if its contents constitute a work based on the Program (independent of having been made by
running the Program). Whether that is true depends on what the Program does.
1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License and to the
absence of any warranty; and give any other recipients of the Program a copy of this License along with
the Program.
You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.
2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on
the Program, and copy and distribute such modifications or work under the terms of Section 1 above,
provided that you also meet all of these conditions:
a) You must cause the modified files to carry prominent notices stating that you changed the files and the
date of any change.
b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived
from the Program or any part thereof, to be licensed as a whole at no charge to all third parties under the
terms of this License.
c) If the modified program normally reads commands interactively when run, you must cause it, when
started running for such interactive use in the most ordinary way, to print or display an announcement
including an appropriate copyright notice and a notice that there is no warranty (or else, saying that you
provide a warranty) and that users may redistribute the program under these conditions, and telling the
user how to view a copy of this License. (Exception: if the Program itself is interactive but does not
normally print such an announcement, your work based on the Program is not required to print an
announcement.)
These requirements apply to the modified work as a whole. If identifiable sections of that work are not
derived from the Program, and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those sections when you distribute them as
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separate works. But when you distribute the same sections as part of a whole which is a work based on
the Program, the distribution of the whole must be on the terms of this License, whose permissions for
other licensees extend to the entire whole, and thus to each and every part regardless of who wrote it.
Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you;
rather, the intent is to exercise the right to control the distribution of derivative or collective works based
on the Program.
In addition, mere aggregation of another work not based on the Program with the Program (or with a work
based on the Program) on a volume of a storage or distribution medium does not bring the other work
under the scope of this License.
3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or
executable form under the terms of Sections 1 and 2 above provided that you also do one of the following:
a) Accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for software
interchange; or,
b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no
more than your cost of physically performing source distribution, a complete machine-readable copy of
the corresponding source code, to be distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,
c) Accompany it with the information you received as to the offer to distribute corresponding source code.
(This alternative is allowed only for noncommercial distribution and only if you received the program in
object code or executable form with such an offer, in accord with Subsection b above.)
The source code for a work means the preferred form of the work for making modifications to it. For an
executable work, complete source code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to control compilation and installation of the
executable. However, as a special exception, the source code distributed need not include anything that
is normally distributed (in either source or binary form) with the major components (compiler, kernel, and
so on) of the operating system on which the executable runs, unless that component itself accompanies
the executable.
If distribution of executable or object code is made by offering access to copy from a designated place,
then offering equivalent access to copy the source code from the same place counts as distribution of the
source code, even though third parties are not compelled to copy the source along with the object code.
4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under
this License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will
automatically terminate your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long as such parties remain
in full compliance.
5. You are not required to accept this License, since you have not signed it. However, nothing else grants
you permission to modify or distribute the Program or its derivative works. These actions are prohibited by
law if you do not accept this License. Therefore, by modifying or distributing the Program (or any work
based on the Program), you indicate your acceptance of this License to do so, and all its terms and
conditions for copying, distributing or modifying the Program or works based on it.
6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically
receives a license from the original licensor to copy, distribute or modify the Program subject to these
terms and conditions. You may not impose any further restrictions on the recipients' exercise of the rights
granted herein. You are not responsible for enforcing compliance by third parties to this License.
7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason
(not limited to patent issues), conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not excuse you from the conditions of this
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License. If you cannot distribute so as to satisfy simultaneously your obligations under this License and
any other pertinent obligations, then as a consequence you may not distribute the Program at all. For
example, if a patent license would not permit royalty-free redistribution of the Program by all those who
receive copies directly or indirectly through you, then the only way you could satisfy both it and this
License would be to refrain entirely from distribution of the Program.
If any portion of this section is held invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply and the section as a whole is intended to apply in other
circumstances.
It is not the purpose of this section to induce you to infringe any patents or other property right claims or to
contest validity of any such claims; this section has the sole purpose of protecting the integrity of the free
software distribution system, which is implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed through that system in reliance on
consistent application of that system; it is up to the author/donor to decide if he or she is willing to
distribute software through any other system and a licensee cannot impose that choice.
This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this
License.
8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder who places the Program under this License may add
an explicit geographical distribution limitation excluding those countries, so that distribution is permitted
only in or among countries not thus excluded. In such case, this License incorporates the limitation as if
written in the body of this License.
9. The Free Software Foundation may publish revised and/or new versions of the General Public License
from time to time. Such new versions will be similar in spirit to the present version, but may differ in detail
to address new problems or concerns.
Each version is given a distinguishing version number. If the Program specifies a version number of this
License which applies to it and "any later version", you have the option of following the terms and
conditions either of that version or of any later version published by the Free Software Foundation. If the
Program does not specify a version number of this License, you may choose any version ever published
by the Free Software Foundation.
10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions
are different, write to the author to ask for permission. For software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we sometimes make exceptions for this. Our
decision will be guided by the two goals of preserving the free status of all derivatives of our free software
and of promoting the sharing and reuse of software generally.
NO WARRANTY
11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR
THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE
STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE
PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE,
YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.
12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
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BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A
FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH
HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
END OF TERMS AND CONDITIONS
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JBoss EULA
The JBoss application server is available as a free download from the JBoss website at
http://www.jboss.org/downloads/index. Both a binary and source distributions are available for a number of
releases.
JBOSS® ENTERPRISE MIDDLEWARETM
This end user license agreement ("EULA") governs the use of the various software modules that
collectively comprise the JBoss Enterprise Middleware and any related updates, source code,
appearance, structure and organization (the "Programs"), regardless of the delivery mechanism.
1. License Grant. Subject to the following terms, Red Hat, Inc. ("Red Hat") grants to you ("User") a license
to the Programs pursuant to the GNU Lesser General Public License v. 2.1 except for the following
Programs: (a) JBoss Portal Forums and JBoss Transactions, each of which is licensed pursuant to the
GNU General Public License v.2; (b) JBoss Rules, which is licensed pursuant to the Apache License
v.2.0; (c) an optional download for JBoss Cache for the Berkeley DB for Java database, which is licensed
under the (open source) Sleepycat License (if User wishes to obtain a commercial license for this
database, it may purchase a license from Sleepycat Software); and (d) the BPEL extension for JBoss
jBPM, which is licensed under the Common Public License v.1, and, pursuant to the OASIS BPEL4WS
standard, requires parties wishing to redistribute to enter various royalty-free patent licenses. Each of the
foregoing licenses is available at www.opensource.org/licenses/alphabetical. The Programs are
comprised of hundreds of software components. With the exception of certain image files identified in
Section 2 below, the license agreement for each software component is located in the software
component's source code and permits User to run, copy, modify, and redistribute (subject to certain
obligations in some cases) the software component, in both source code and binary code forms. This
agreement does not limit User's rights under, or grant User rights that supersede, the license terms of any
particular component.
2. Intellectual Property Rights. The Programs and each of their components are owned by Red Hat and
others and are protected under copyright law and under other laws as applicable. Title to the Programs
and any component, or to any copy, modification, or merged portion shall remain with the aforementioned,
subject to the applicable license. The "JBoss" trademark, "Red Hat" trademark, the individual Program
trademarks, and the "Shadowman" logo are registered trademarks of Red Hat and its affiliates in the U.S.
and other countries. This EULA does not permit User to distribute the Programs using Red Hat's
trademarks, regardless of whether they have been modified. User should read the information found at
http://www.redhat.com/about/corporate/trademark/ before distributing a copy of the Programs. User may
make a commercial redistribution of the Programs only if (a) a separate agreement with Red Hat
authorizing such commercial redistribution is executed or other written permission is granted by Red Hat
or (b) User must replace all Red Hat trademarks as well as the logos identified at
http://www.jboss.com/company/logos. Merely deleting the files containing the Red Hat trademarks and
logos may corrupt the Programs.
3. Limited Warranty. Except as specifically stated in this Section 3, a separate agreement with Red Hat, or
a license for a particular component, to the maximum extent permitted under applicable law, the
Programs and the components are provided and licensed "as is" without warranty of any kind, expressed
or implied, including the implied warranties of merchantability, non-infringement or fitness for a particular
purpose. Red Hat warrants that the media on which Programs and the components are furnished will be
free from defects in materials and manufacture under normal use for a period of 30 days from the date of
delivery to User. Red Hat does not warrant that the functions contained in the Programs will meet User's
requirements or that the operation of the Programs will be entirely error free, appear precisely as
described in the accompanying documentation, or comply with regulatory requirements. This warranty
extends only to the party that purchases services pertaining to the Programs from Red Hat or a Red Hat
authorized distributor.
4. Limitation of Remedies and Liability. To the maximum extent permitted by applicable law, User's
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exclusive remedy under this EULA is to return any defective media within 30 days of delivery along with a
copy of User's payment receipt and Red Hat, at its option, will replace it or refund the money paid by User
for the media. To the maximum extent permitted under applicable law, neither Red Hat, any Red Hat
authorized distributor, nor the licensor of any component provided to User under this EULA will be liable
to User for any incidental or consequential damages, including lost profits or lost savings arising out of the
use or inability to use the Programs or any component, even if Red Hat, such authorized distributor, or
licensor has been advised of the possibility of such damages. In no event shall Red Hat's liability, an
authorized distributor's liability or the liability of the licensor of a component provided to User under this
EULA exceed the amount that User paid to Red Hat under this EULA during the twelve months preceding
the action.
5. Export Control. As required by the laws of the United States and other countries, User represents and
warrants that it: (a) understands that the Programs and their components are subject to export controls
under the U.S. Commerce Department's Export Administration Regulations ("EAR"); (b) is not located in a
prohibited destination country under the EAR or U.S. sanctions regulations (currently Cuba, Iran, Iraq,
North Korea, Sudan and Syria, subject to change as posted by the United States government); (c) will not
export, re-export, or transfer the Programs to any prohibited destination or entities on the U.S. Bureau of
Industry and Security Denied Parties List or Entity List, or the U.S. Office of Foreign Assets Control list of
Specially Designated Nationals and Blocked Persons, or any similar lists maintained by other countries,
without the necessary export license(s) or authorizations(s); (d) will not use or transfer the Programs for
use in connection with any nuclear, chemical or biological weapons, missile technology, or military enduses where prohibited by an applicable arms embargo, unless authorized by the relevant government
agency individual without the necessary export license(s) or authorizations(s) from the U.S. Government;
(e) understands and agrees that if it is in the United States and exports or transfers the Programs to
eligible end users, it will, to the extent required by EAR Section 740.17(e), submit semi-annual reports to
the Commerce Department's Bureau of Industry and Security, which include the name and address
(including country) of each transferee; and (f) understands that countries including the United States may
restrict the import, use, or export of encryption products (which may include the Programs and the
components) and agrees that it shall be solely responsible for compliance with any such import, use, or
export restrictions.
6. Third Party Programs. Red Hat may distribute third party software programs with the Programs that are
not part of the Programs. These third party software programs are not required to run the Programs, are
provided as a convenience to User, and are subject to their own license terms. The license terms either
accompany the third party software programs or can be viewed at
http://www.redhat.com/licenses/thirdparty/eula.html. If User does not agree to abide by the applicable
license terms for the third party software programs, then User may not install them. If User wishes to
install the third party software programs on more than one system or transfer the programs to another
party, then User must contact the licensor of the applicable third party software programs.
7. General. If any provision of this agreement is held to be unenforceable, that shall not affect the
enforceability of the remaining provisions. This License Agreement shall be governed by the laws of the
State of New York and of the United States, without regard to any conflict of laws provisions. The rights
and obligations of the parties to this EULA shall not be governed by the United Nations Convention on the
International Sale of Goods.
Copyright © 2007 Red Hat, Inc. All rights reserved. "JBoss" and the JBoss logo are registered trademarks
of Red Hat, Inc. All other trademarks are the property of their respective owners.
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Apache License
The Apache Software Foundation provides support for the Apache community of open-source software projects,
including Tomcat and Quarts to name just two. The Apache projects are characterized by a collaborative,
consensus based development process, an open and pragmatic software license, and a desire to create high
quality software that leads the way in its field.

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/
TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.
"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.
"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.
"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.
"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.
"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.
"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
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not limited to compiled object code, generated documentation,
and conversions to other media types.
"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work
(an example is provided in the Appendix below).
"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.
"Contribution" shall mean any work of authorship, including
the original version of the Work and any modifications or additions
to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by an individual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent
to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."
"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.
2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of,
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publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.
3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.
4. Redistribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:
(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and
(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and
(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and
(d) If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute must
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include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.
You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.
5. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.
6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.
7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
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WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this License.
8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.
9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.
END OF TERMS AND CONDITIONS
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Microsoft Terms of Use
Microsoft - Information on Terms of Use
Updated: March 9, 2007
ACCEPTANCE OF TERMS.
The services that Microsoft provides to you are subject to the following Terms of Use ("TOU"). Microsoft
reserves the right to update the TOU at any time without notice to you. The most current version of the
TOU can be reviewed by clicking on the "Terms of Use" hypertext link located at the bottom of our Web
pages.
DESCRIPTION OF SERVICES.
Through its network of Web properties, Microsoft provides you with access to a variety of resources,
including developer tools, download areas, communication forums and product information (collectively
"Services"). The Services, including any updates, enhancements, new features, and/or the addition of any
new Web properties, are subject to the TOU.
PERSONAL AND NON-COMMERCIAL USE LIMITATION.
Unless otherwise specified, the Services are for your personal and non-commercial use. You may not
modify, copy, distribute, transmit, display, perform, reproduce, publish, license, create derivative works
from, transfer, or sell any information, software, products or services obtained from the Services.
PRIVACY AND PROTECTION OF PERSONAL INFORMATION.
See the Privacy Statement disclosures relating to the collection and use of your information.
NOTICE SPECIFIC TO SOFTWARE AVAILABLE ON THIS WEB SITE.
Any software that is made available to download from the Services ("Software") is the copyrighted work of
Microsoft and/or its suppliers. Use of the Software is governed by the terms of the end user license
agreement, if any, which accompanies or is included with the Software ("License Agreement"). An end
user will be unable to install any Software that is accompanied by or includes a License Agreement,
unless he or she first agrees to the License Agreement terms.
The Software is made available for download solely for use by end users according to the License
Agreement. Any reproduction or redistribution of the Software not in accordance with the License
Agreement is expressly prohibited by law, and may result in severe civil and criminal penalties. Violators
will be prosecuted to the maximum extent possible.
WITHOUT LIMITING THE FOREGOING, COPYING OR REPRODUCTION OF THE SOFTWARE TO
ANY OTHER SERVER OR LOCATION FOR FURTHER REPRODUCTION OR REDISTRIBUTION IS
EXPRESSLY PROHIBITED, UNLESS SUCH REPRODUCTION OR REDISTRIBUTION IS EXPRESSLY
PERMITTED BY THE LICENSE AGREEMENT ACCOMPANYING SUCH SOFTWARE.
THE SOFTWARE IS WARRANTED, IF AT ALL, ONLY ACCORDING TO THE TERMS OF THE LICENSE
AGREEMENT. EXCEPT AS WARRANTED IN THE LICENSE AGREEMENT, MICROSOFT
CORPORATION HEREBY DISCLAIMS ALL WARRANTIES AND CONDITIONS WITH REGARD TO THE
SOFTWARE, INCLUDING ALL WARRANTIES AND CONDITIONS OF MERCHANTABILITY, WHETHER
EXPRESS, IMPLIED OR STATUTORY, FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NONINFRINGEMENT.
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FOR YOUR CONVENIENCE, MICROSOFT MAY MAKE AVAILABLE AS PART OF THE SERVICES OR
IN ITS SOFTWARE PRODUCTS, TOOLS AND UTILITIES FOR USE AND/OR DOWNLOAD.
MICROSOFT DOES NOT MAKE ANY ASSURANCES WITH REGARD TO THE ACCURACY OF THE
RESULTS OR OUTPUT THAT DERIVES FROM SUCH USE OF ANY SUCH TOOLS AND UTILITIES.
PLEASE RESPECT THE INTELLECTUAL PROPERTY RIGHTS OF OTHERS WHEN USING THE
TOOLS AND UTILITIES MADE AVAILABLE ON THE SERVICES OR IN MICROSOFT SOFTWARE
PRODUCTS.
RESTRICTED RIGHTS LEGEND. Any Software which is downloaded from the Services for or on behalf
of the United States of America, its agencies and/or instrumentalities ("U.S. Government"), is provided
with Restricted Rights. Use, duplication, or disclosure by the U.S. Government is subject to restrictions as
set forth in subparagraph (c)(1)(ii) of the Rights in Technical Data and Computer Software clause at
DFARS 252.227-7013 or subparagraphs (c)(1) and (2) of the Commercial Computer Software - Restricted
Rights at 48 CFR 52.227-19, as applicable. Manufacturer is Microsoft Corporation, One Microsoft Way,
Redmond, WA 98052-6399.
NOTICE SPECIFIC TO DOCUMENTS AVAILABLE ON THIS WEB SITE.
Permission to use Documents (such as white papers, press releases, datasheets and FAQs) from the
Services is granted, provided that (1) the below copyright notice appears in all copies and that both the
copyright notice and this permission notice appear, (2) use of such Documents from the Services is for
informational and non-commercial or personal use only and will not be copied or posted on any network
computer or broadcast in any media, and (3) no modifications of any Documents are made. Accredited
educational institutions, such as K-12, universities, private/public colleges, and state community colleges,
may download and reproduce the Documents for distribution in the classroom. Distribution outside the
classroom requires express written permission. Use for any other purpose is expressly prohibited by law,
and may result in severe civil and criminal penalties. Violators will be prosecuted to the maximum extent
possible.
Documents specified above do not include the design or layout of the Microsoft.com Web site or any other
Microsoft owned, operated, licensed or controlled site. Elements of Microsoft Web sites are protected by
trade dress, trademark, unfair competition, and other laws and may not be copied or imitated in whole or
in part. No logo, graphic, sound or image from any Microsoft Web site may be copied or retransmitted
unless expressly permitted by Microsoft.
MICROSOFT AND/OR ITS RESPECTIVE SUPPLIERS MAKE NO REPRESENTATIONS ABOUT THE
SUITABILITY OF THE INFORMATION CONTAINED IN THE DOCUMENTS AND RELATED GRAPHICS
PUBLISHED AS PART OF THE SERVICES FOR ANY PURPOSE. ALL SUCH DOCUMENTS AND
RELATED GRAPHICS ARE PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND. MICROSOFT
AND/OR ITS RESPECTIVE SUPPLIERS HEREBY DISCLAIM ALL WARRANTIES AND CONDITIONS
WITH REGARD TO THIS INFORMATION, INCLUDING ALL WARRANTIES AND CONDITIONS OF
MERCHANTABILITY, WHETHER EXPRESS, IMPLIED OR STATUTORY, FITNESS FOR A
PARTICULAR PURPOSE, TITLE AND NON-INFRINGEMENT. IN NO EVENT SHALL MICROSOFT
AND/OR ITS RESPECTIVE SUPPLIERS BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER
TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE
OF INFORMATION AVAILABLE FROM THE SERVICES.
THE DOCUMENTS AND RELATED GRAPHICS PUBLISHED ON THE SERVICES COULD INCLUDE
TECHNICAL INACCURACIES OR TYPOGRAPHICAL ERRORS. CHANGES ARE PERIODICALLY
ADDED TO THE INFORMATION HEREIN. MICROSOFT AND/OR ITS RESPECTIVE SUPPLIERS MAY
MAKE IMPROVEMENTS AND/OR CHANGES IN THE PRODUCT(S) AND/OR THE PROGRAM(S)
DESCRIBED HEREIN AT ANY TIME.
NOTICES REGARDING SOFTWARE, DOCUMENTS AND SERVICES AVAILABLE ON THIS WEB SITE.
IN NO EVENT SHALL MICROSOFT AND/OR ITS RESPECTIVE SUPPLIERS BE LIABLE FOR ANY
SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER
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RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE
USE OR PERFORMANCE OF SOFTWARE, DOCUMENTS, PROVISION OF OR FAILURE TO
PROVIDE SERVICES, OR INFORMATION AVAILABLE FROM THE SERVICES.
MEMBER ACCOUNT, PASSWORD, AND SECURITY.
If any of the Services requires you to open an account, you must complete the registration process by
providing us with current, complete and accurate information as prompted by the applicable registration
form. You also will choose a password and a user name. You are entirely responsible for maintaining the
confidentiality of your password and account. Furthermore, you are entirely responsible for any and all
activities that occur under your account. You agree to notify Microsoft immediately of any unauthorized
use of your account or any other breach of security. Microsoft will not be liable for any loss that you may
incur as a result of someone else using your password or account, either with or without your knowledge.
However, you could be held liable for losses incurred by Microsoft or another party due to someone else
using your account or password. You may not use anyone else's account at any time, without the
permission of the account holder.
NO UNLAWFUL OR PROHIBITED USE.
As a condition of your use of the Services, you will not use the Services for any purpose that is unlawful or
prohibited by these terms, conditions, and notices. You may not use the Services in any manner that
could damage, disable, overburden, or impair any Microsoft server, or the network(s) connected to any
Microsoft server, or interfere with any other party's use and enjoyment of any Services. You may not
attempt to gain unauthorized access to any Services, other accounts, computer systems or networks
connected to any Microsoft server or to any of the Services, through hacking, password mining or any
other means. You may not obtain or attempt to obtain any materials or information through any means not
intentionally made available through the Services.
USE OF SERVICES
The Services may contain e-mail services, bulletin board services, chat areas, news groups, forums,
communities, personal web pages, calendars, photo albums, file cabinets and/or other message or
communication facilities designed to enable you to communicate with others (each a "Communication
Service" and collectively "Communication Services"). You agree to use the Communication Services only
to post, send and receive messages and material that are proper and, when applicable, related to the
particular Communication Service. By way of example, and not as a limitation, you agree that when using
the Communication Services, you will not:
• Use the Communication Services in connection with surveys, contests, pyramid schemes, chain letters,
junk email, spamming or any duplicative or unsolicited messages (commercial or otherwise).
• Defame, abuse, harass, stalk, threaten or otherwise violate the legal rights (such as rights of privacy and
publicity) of others.
• Publish, post, upload, distribute or disseminate any inappropriate, profane, defamatory, obscene,
indecent or unlawful topic, name, material or information.
• Upload, or otherwise make available, files that contain images, photographs, software or other material
protected by intellectual property laws, including, by way of example, and not as limitation, copyright or
trademark laws (or by rights of privacy or publicity) unless you own or control the rights thereto or have
received all necessary consent to do the same.
• Use any material or information, including images or photographs, which are made available through the
Services in any manner that infringes any copyright, trademark, patent, trade secret, or other proprietary
right of any party.
• Upload files that contain viruses, Trojan horses, worms, time bombs, cancelbots, corrupted files, or any
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other similar software or programs that may damage the operation of another's computer or property of
another.
• Advertise or offer to sell or buy any goods or services for any business purpose, unless such
Communication Services specifically allows such messages.
• Download any file posted by another user of a Communication Service that you know, or reasonably
should know, cannot be legally reproduced, displayed, performed, and/or distributed in such manner.
• Falsify or delete any copyright management information, such as author attributions, legal or other
proper notices or proprietary designations or labels of the origin or source of software or other material
contained in a file that is uploaded.
• Restrict or inhibit any other user from using and enjoying the Communication Services.
• Violate any code of conduct or other guidelines which may be applicable for any particular
Communication Service.
• Harvest or otherwise collect information about others, including e-mail addresses.
• Violate any applicable laws or regulations.
• Create a false identity for the purpose of misleading others.
• Use, download or otherwise copy, or provide (whether or not for a fee) to a person or entity any directory
of users of the Services or other user or usage information or any portion thereof.
Microsoft has no obligation to monitor the Communication Services. However, Microsoft reserves the right
to review materials posted to the Communication Services and to remove any materials in its sole
discretion. Microsoft reserves the right to terminate your access to any or all of the Communication
Services at any time, without notice, for any reason whatsoever.
Microsoft reserves the right at all times to disclose any information as Microsoft deems necessary to
satisfy any applicable law, regulation, legal process or governmental request, or to edit, refuse to post or
to remove any information or materials, in whole or in part, in Microsoft's sole discretion.
Always use caution when giving out any personally identifiable information about yourself or your children
in any Communication Services. Microsoft does not control or endorse the content, messages or
information found in any Communication Services and, therefore, Microsoft specifically disclaims any
liability with regard to the Communication Services and any actions resulting from your participation in any
Communication Services. Managers and hosts are not authorized Microsoft spokespersons, and their
views do not necessarily reflect those of Microsoft.
Materials uploaded to the Communication Services may be subject to posted limitations on usage,
reproduction and/or dissemination; you are responsible for adhering to such limitations if you download
the materials.
MATERIALS PROVIDED TO MICROSOFT OR POSTED AT ANY MICROSOFT WEB SITE.
Microsoft does not claim ownership of the materials you provide to Microsoft (including feedback and
suggestions) or post, upload, input or submit to any Services or its associated services for review by the
general public, or by the members of any public or private community, (each a "Submission" and
collectively "Submissions"). However, by posting, uploading, inputting, providing or submitting ("Posting")
your Submission you are granting Microsoft, its affiliated companies and necessary sublicensees
permission to use your Submission in connection with the operation of their Internet businesses
(including, without limitation, all Microsoft Services), including, without limitation, the license rights to:
copy, distribute, transmit, publicly display, publicly perform, reproduce, edit, translate and reformat your
Submission; to publish your name in connection with your Submission; and the right to sublicense such
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rights to any supplier of the Services.
No compensation will be paid with respect to the use of your Submission, as provided herein. Microsoft is
under no obligation to post or use any Submission you may provide and Microsoft may remove any
Submission at any time in its sole discretion.
By Posting a Submission you warrant and represent that you own or otherwise control all of the rights to
your Submission as described in these Terms of Use including, without limitation, all the rights necessary
for you to provide, post, upload, input or submit the Submissions.
In addition to the warranty and representation set forth above, by Posting a Submission that contain
images, photographs, pictures or that are otherwise graphical in whole or in part ("Images"), you warrant
and represent that (a) you are the copyright owner of such Images, or that the copyright owner of such
Images has granted you permission to use such Images or any content and/or images contained in such
Images consistent with the manner and purpose of your use and as otherwise permitted by these Terms
of Use and the Services, (b) you have the rights necessary to grant the licenses and sublicenses
described in these Terms of Use, and (c) that each person depicted in such Images, if any, has provided
consent to the use of the Images as set forth in these Terms of Use, including, by way of example, and
not as a limitation, the distribution, public display and reproduction of such Images. By Posting Images,
you are granting (a) to all members of your private community (for each such Images available to
members of such private community), and/or (b) to the general public (for each such Images available
anywhere on the Services, other than a private community), permission to use your Images in connection
with the use, as permitted by these Terms of Use, of any of the Services, (including, by way of example,
and not as a limitation, making prints and gift items which include such Images), and including, without
limitation, a non-exclusive, world-wide, royalty-free license to: copy, distribute, transmit, publicly display,
publicly perform, reproduce, edit, translate and reformat your Images without having your name attached
to such Images, and the right to sublicense such rights to any supplier of the Services. The licenses
granted in the preceding sentences for a Images will terminate at the time you completely remove such
Images from the Services, provided that, such termination shall not affect any licenses granted in
connection with such Images prior to the time you completely remove such Images. No compensation will
be paid with respect to the use of your Images.
NOTICES AND PROCEDURE FOR MAKING CLAIMS OF COPYRIGHT INFRINGEMENT.
Pursuant to Title 17, United States Code, Section 512(c)(2), notifications of claimed copyright
infringement should be sent to Service Provider's Designated Agent. ALL INQUIRIES NOT RELEVANT
TO THE FOLLOWING PROCEDURE WILL NOT RECEIVE A RESPONSE.
See Notice and Procedure for Making Claims of Copyright Infringement.
LINKS TO THIRD PARTY SITES.
THE LINKS IN THIS AREA WILL LET YOU LEAVE MICROSOFT'S SITE. THE LINKED SITES ARE NOT
UNDER THE CONTROL OF MICROSOFT AND MICROSOFT IS NOT RESPONSIBLE FOR THE
CONTENTS OF ANY LINKED SITE OR ANY LINK CONTAINED IN A LINKED SITE, OR ANY
CHANGES OR UPDATES TO SUCH SITES. MICROSOFT IS NOT RESPONSIBLE FOR WEBCASTING
OR ANY OTHER FORM OF TRANSMISSION RECEIVED FROM ANY LINKED SITE. MICROSOFT IS
PROVIDING THESE LINKS TO YOU ONLY AS A CONVENIENCE, AND THE INCLUSION OF ANY LINK
DOES NOT IMPLY ENDORSEMENT BY MICROSOFT OF THE SITE.
UNSOLICITED IDEA SUBMISSION POLICY.
MICROSOFT OR ANY OF ITS EMPLOYEES DO NOT ACCEPT OR CONSIDER UNSOLICITED IDEAS,
INCLUDING IDEAS FOR NEW ADVERTISING CAMPAIGNS, NEW PROMOTIONS, NEW PRODUCTS
OR TECHNOLOGIES, PROCESSES, MATERIALS, MARKETING PLANS OR NEW PRODUCT NAMES.
PLEASE DO NOT SEND ANY ORIGINAL CREATIVE ARTWORK, SAMPLES, DEMOS, OR OTHER
WORKS. THE SOLE PURPOSE OF THIS POLICY IS TO AVOID POTENTIAL MISUNDERSTANDINGS
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OR DISPUTES WHEN MICROSOFT'S PRODUCTS OR MARKETING STRATEGIES MIGHT SEEM
SIMILAR TO IDEAS SUBMITTED TO MICROSOFT. SO, PLEASE DO NOT SEND YOUR UNSOLICITED
IDEAS TO MICROSOFT OR ANYONE AT MICROSOFT. IF, DESPITE OUR REQUEST THAT YOU NOT
SEND US YOUR IDEAS AND MATERIALS, YOU STILL SEND THEM, PLEASE UNDERSTAND THAT
MICROSOFT MAKES NO ASSURANCES THAT YOUR IDEAS AND MATERIALS WILL BE TREATED
AS CONFIDENTIAL OR PROPRIETARY.
COPYRIGHT NOTICE & FAQ.
© 2007 Microsoft Corporation. All rights reserved.
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Microsoft End-User Agreement
Everett VSPro 1
Final 11.04.02
END-USER LICENSE AGREEMENT FOR MICROSOFT SOFTWARE
IMPORTANT—READ CAREFULLY:
This End-User License Agreement (“EULA”) is a legal agreement between you (either an individual or a
single entity) and Microsoft Corporation (“Microsoft”) for the Microsoft software that accompanies this
EULA, which includes computer software and may include associated media, printed materials, “online” or
electronic documentation, and Internet-based services (“Software”). An amendment or addendum to this
EULA may accompany the Software. YOU AGREE TO BE BOUND BY THE TERMS OF THIS EULA BY
INSTALLING, COPYING, OR OTHERWISE USING THE SOFTWARE. IF YOU DO NOT AGREE, DO
NOT INSTALL, COPY, OR USE THE SOFTWARE; YOU MAY RETURN IT TO YOUR PLACE OF
PURCHASE (IF APPLICABLE) FOR A FULL REFUND.
MICROSOFT SOFTWARE LICENSE
1. GRANTS OF LICENSE. Microsoft grants you the rights described in this EULA provided that you
comply with all terms and conditions of this EULA. NOTE: Microsoft is not licensing to you any rights with
respect to Crystal Reports for Microsoft Visual Studio .NET; your use of Crystal Reports for Microsoft
Visual Studio .NET is subject to your acceptance of the terms and conditions of the enclosed (hard copy)
end user license agreement from Crystal Decisions for that product.
1.1 General License Grant. Microsoft grants to you as an individual, a personal, nonexclusive license to
use the Software, and to make and use copies of the Software for the purposes of designing, developing,
testing, and demonstrating your software product(s), provided that you are the only individual using the
Software.
If you are an entity, Microsoft grants to you a personal, nonexclusive license to use the Software, and to
make and use copies of the Software, provided that for each individual using the Software within your
organization, you have acquired a separate and valid license for each such individual.
1.2 Documentation. You may make and use an unlimited number of copies of any documentation,
provided that such copies shall be used only for personal purposes and are not to be republished or
distributed (either in hard copy or electronic form) beyond your premises.
1.3 Storage/Network Use. You may also store or install a copy of the Software on a storage device, such
as a network server, used only to install or run the Software on computers used by licensed end users in
accordance with Section 1.1. A single license for the Software may not be shared or used concurrently by
multiple end users.
1.4 Visual Studio—Effect of EULA. As a suite of development tools and other Microsoft software
programs (each such tool or software program, a “Component”), Components that you receive as part of
the Software may include a separate end-user license agreement (each, a “Component EULA”). Except
as provided in Section 4 (“Prerelease Code”), in the event of inconsistencies between this EULA and any
Component EULA, the terms of this EULA shall control. The Software may also contain third-party
software programs. Any such software is provided for your use as a convenience and your use is subject
to the terms and conditions of any license agreement contained in that software.
2. ADDITIONAL LICENSE RIGHTS -- REDISTRIBUTABLE CODE. In addition to the rights granted in
Section 1, certain portions of the Software, as described in this Section 2, are provided to you with
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additional license rights. These additional license rights are conditioned upon your compliance with the
distribution requirements and license limitations described in Section 3.
2.1 Sample Code. Microsoft grants you a limited, nonexclusive, royalty-free license to: (a) use and modify
the source code version of those portions of the Software identified as “Samples” in REDIST.TXT or
elsewhere in the Software (“Sample Code”) for the sole purposes of designing, developing, and testing
your software product(s), and (b) reproduce and distribute the Sample Code, along with any modifications
thereof, in object and/or source code form. For applicable redistribution requirements for Sample Code,
see Section 3.1 below.
2.2 Redistributable Code—General. Microsoft grants you a limited, nonexclusive, royalty-free license to
reproduce and distribute the object code form of any portion of the Software listed in REDIST.TXT
(“Redistributable Code”). For general redistribution requirements for Redistributable Code, see Section
3.1 below.
2.3 Redistributable Code—Microsoft Merge Modules (“MSM”). Microsoft grants you a limited,
nonexclusive, royalty-free license to reproduce and distribute the content of MSM file(s) listed in
REDIST.TXT in the manner described in the Software documentation only so long as you redistribute
such content in its entirety and do not modify such content in any way. For all other applicable
redistribution requirements for MSM files, see Section 3.1 below.
2.4 Redistributable Code—Microsoft Foundation Classes (MFC), Active Template Libraries (ATL), and C
runtimes (CRTs). In addition to the rights granted in Section 1, Microsoft grants you a license to use and
modify the source code version of those portions of the Software that are identified as MFC, ATL, or
CRTs (collectively, the “VC Redistributables”), for the sole purposes of designing, developing, and testing
your software product(s). Provided you comply with Section 3.1 and you rename any files created by you
that are included in the Licensee Software (defined below), Microsoft grants you a limited, nonexclusive,
royalty-free license to reproduce and distribute the object code version of the VC Redistributables,
including any modifications you make. For purposes of this section, “modifications” shall mean
enhancements to the functionality of the VC Redistributables. For all other applicable redistribution
requirements for VC Redistributables, see Section 3.1 below.
3. DISTRIBUTION REQUIREMENTS AND OTHER LICENSE RIGHTS AND LIMITATIONS. If you choose
to exercise your rights under Section 2, any redistribution by you is subject to your compliance with
Section 3.1; some of the Redistributable Code has additional limited use rights described in Section 3.2.
3.1 General Distribution Requirements.
(a) If you choose to redistribute Sample Code, or Redistributable Code (collectively, the
“Redistributables”) as described in Section 2, you agree: (i) except as otherwise noted in Section 2.1
(Sample Code), to distribute the Redistributables only in object code form and in conjunction with and as
a part of a software application product developed by you that adds significant and primary functionality to
the Redistributables (“Licensee Software”); (ii) that the Redistributables only operate in conjunction with
Microsoft Windows platforms; (iii) that if the Licensee Software is distributed beyond Licensee’s premises
or externally from Licensee’s organization, to distribute the Licensee Software containing the
Redistributables pursuant to an end user license agreement (which may be “break-the-seal”, “click-wrap”
or signed), with terms no less protective than those contained in this EULA; (iv) not to use Microsoft’s
name, logo, or trademarks to market the Licensee Software; (v) to display your own valid copyright notice
which shall be sufficient to protect Microsoft’s copyright in the Software; (vi) not to remove or obscure any
copyright, trademark or patent notices that appear on the Software as delivered to you; (vii) to indemnify,
hold harmless, and defend Microsoft from and against any claims or lawsuits, including attorney’s fees,
that arise or result from the use or distribution of the Licensee Software; (viii) to otherwise comply with the
terms of this EULA; and (ix) agree that Microsoft reserves all rights not expressly granted. You also agree
not to permit further distribution of the Redistributables by your end users except you may permit further
redistribution of the Redistributables by your distributors to your end-user customers if your distributors
only distribute the Redistributables in conjunction with, and as part of, the Licensee Software, you comply
with all other terms of this EULA, and your distributors comply with all restrictions of this EULA that are
applicable to you.
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(b) If you use the Redistributables, then in addition to your compliance with the applicable distribution
requirements described for the Redistributables, the following also applies. Your license rights to the
Redistributables are conditioned upon your not (i) creating derivative works of the Redistributables in any
manner that would cause the Redistributables in whole or in part to become subject to any of the terms of
an Excluded License; or (ii) distributing the Redistributables (or derivative works thereof) in any manner
that would cause the Redistributables to become subject to any of the terms of an Excluded License. An
“Excluded License” is any license that requires as a condition of use, modification and/or distribution of
software subject to the Excluded License, that such software or other software combined and/or
distributed with such software be (x) disclosed or distributed in source code form; (y) licensed for the
purpose of making derivative works; or (z) redistributable at no charge.
3.2 Additional Distribution Requirements for Certain Redistributable Code. If you choose to redistribute
the files discussed in this Section, then in addition to the terms of Section 3.1, you must ALSO comply
with the following.
(a) Microsoft SQL Server Desktop Engine (“MSDE”). If you redistribute MSDE you agree to comply with
the following additional requirements: (a) Licensee Software shall not substantially duplicate the
capabilities of Microsoft Access or, in the reasonable opinion of Microsoft, compete with same; and (b)
unless Licensee Software requires your customers to license Microsoft Access in order to operate, you
shall not reproduce or use MSDE for commercial distribution in conjunction with a general purpose word
processing, spreadsheet or database management software product, or an integrated work or product
suite whose components include a general purpose word processing, spreadsheet, or database
management software product except for the exclusive use of importing data to the various formats
supported by Microsoft Access. A product that includes limited word processing, spreadsheet or database
components along with other components which provide significant and primary value, such as an
accounting product with limited spreadsheet capability, is not considered to be a “general purpose”
product.
(b) Microsoft Data Access Components. If you redistribute the Microsoft Data Access Component file
identified as MDAC_TYP.EXE, you also agree to redistribute such file in object code only in conjunction
with and as a part of a Licensee Software developed by you with a Microsoft development tool product
that adds significant and primary functionality to MDAC_TYP.EXE.
3.3 Separation of Components. The Software is licensed as a single product. Its component parts may not
be separated for use by more than one user.
3.4 Benchmark Testing. The Software may contain the Microsoft .NET Framework. You may not disclose
the results of any benchmark test of the .NET Framework component of the Software to any third party
without Microsoft’s prior written approval.
4. PRERELEASE CODE. Portions of the Software may be identified as prerelease code (“Prerelease
Code”). Such Prerelease Code is not at the level of performance and compatibility of the final, generally
available product offering. The Prerelease Code may not operate correctly and may be substantially
modified prior to first commercial shipment. Microsoft is not obligated to make this or any later version of
the Prerelease Code commercially available. The grant of license to use Prerelease Code expires upon
availability of a commercial release of the Prerelease Code from Microsoft. NOTE: In the event that
Prerelease Code contains a separate end-user license agreement, the terms and conditions of such enduser license agreement shall govern your use of the corresponding Prerelease Code.
5. RESERVATION OF RIGHTS AND OWNERSHIP. Microsoft reserves all rights not expressly granted to
you in this EULA. The Software is protected by copyright and other intellectual property laws and treaties.
Microsoft or its suppliers own the title, copyright, and other intellectual property rights in the Software. The
Software is licensed, not sold.
6. LIMITATIONS ON REVERSE ENGINEERING, DECOMPILATION, AND DISASSEMBLY. You may not
reverse engineer, decompile, or disassemble the Software, except and only to the extent that such activity
is expressly permitted by applicable law notwithstanding this limitation.
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7. NO RENTAL/COMMERCIAL HOSTING. You may not rent, lease, lend or provide commercial hosting
services with the Software.
8. CONSENT TO USE OF DATA. You agree that Microsoft and its affiliates may collect and use technical
information gathered as part of the product support services provided to you, if any, related to the
Software. Microsoft may use this information solely to improve our products or to provide customized
services or technologies to you and will not disclose this information in a form that personally identifies
you.
9. LINKS TO THIRD PARTY SITES. You may link to third party sites through the use of the Software. The
third party sites are not under the control of Microsoft, and Microsoft is not responsible for the contents of
any third party sites, any links contained in third party sites, or any changes or updates to third party sites.
Microsoft is not responsible for webcasting or any other form of transmission received from any third party
sites. Microsoft is providing these links to third party sites to you only as a convenience, and the inclusion
of any link does not imply an endorsement by Microsoft of the third party site.
10. ADDITIONAL SOFTWARE/SERVICES. This EULA applies to updates, supplements, add-on
components, or Internet-based services components, of the Software that Microsoft may provide to you or
make available to you after the date you obtain your initial copy of the Software, unless we provide other
terms along with the update, supplement, add-on component, or Internet-based services component.
Microsoft reserves the right to discontinue any Internet-based services provided to you or made available
to you through the use of the Software.
11. UPGRADES/DOWNGRADES
11.1 Upgrades. To use a version of the Software identified as an upgrade, you must first be licensed for
the software identified by Microsoft as eligible for the upgrade. After upgrading, you may no longer use
the software that formed the basis for your upgrade eligibility.
11.2 Downgrades. Instead of installing and using the Software, you may install and use copies of an
earlier version of the Software, provided that you completely remove such earlier version and install the
current version of the Software within a reasonable time. Your use of such earlier version shall be
governed by this EULA, and your rights to use such earlier version shall terminate when you install the
Software.
11.3 Special Terms for Version 2003 Upgrade Editions of the Software. If the Software accompanying this
EULA is the version 2003 edition of the Software and you have acquired it as an upgrade from the
corresponding “2002” edition of the Microsoft software product with the same product name as the
Software (the “Qualifying Software”), then Section 11.1 does not apply to you. Instead, you may continue
to use the Qualifying Software AND the version 2003 upgrade for so long as you continue to comply with
the terms of this EULA and the EULA governing your use of the Qualifying Software. Qualifying Software
does not include non-Microsoft software products.
12. NOT FOR RESALE SOFTWARE. Software identified as “Not For Resale” or “NFR,” may not be sold
or otherwise transfered for value, or used for any purpose other than demonstration, test or evaluation.
13. ACADEMIC EDITION SOFTWARE. To use Software identified as “Academic Edition” or “AE,” you
must be a “Qualified Educational User.” For qualification-related questions, please contact the Microsoft
Sales Information Center/One Microsoft Way/Redmond, WA 98052-6399 or the Microsoft subsidiary
serving your country.
14. EXPORT RESTRICTIONS. You acknowledge that the Software is subject to U.S. export jurisdiction.
You agree to comply with all applicable international and national laws that apply to the Software,
including the U.S. Export Administration Regulations, as well as end-user, enduse, and destination
restrictions issued by U.S. and other governments. For additional information see
<http://www.microsoft.com/exporting/>.
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15. SOFTWARE TRANSFER. The initial user of the Software may make a one-time permanent transfer of
this EULA and Software to another end user, provided the initial user retains no copies of the Software.
This transfer must include all of the Software (including all component parts, the media and printed
materials, any upgrades (including any Qualifying Software as defined in Section 11.3), this EULA, and, if
applicable, the Certificate of Authenticity). The transfer may not be an indirect transfer, such as a
consignment. Prior to the transfer, the end user receiving the Software must agree to all the EULA terms.
16. TERMINATION. Without prejudice to any other rights, Microsoft may terminate this EULA if you fail to
comply with the terms and conditions of this EULA. In such event, you must destroy all copies of the
Software and all of its component parts.
17. LIMITED WARRANTY FOR SOFTWARE ACQUIRED IN THE US AND CANADA. Except for the
“Redistributables,” which are provided AS IS without warranty of any kind, Microsoft warrants that the
Software will perform substantially in accordance with the accompanying materials for a period of ninety
(90) days from the date of receipt. If an implied warranty or condition is created by your state/jurisdiction
and federal or state/provincial law prohibits disclaimer of it, you also have an implied warranty or
condition, BUT ONLY AS TO DEFECTS DISCOVERED DURING THE PERIOD OF THIS LIMITED
WARRANTY (NINETY DAYS). AS TO ANY DEFECTS DISCOVERED AFTER THE NINETY-DAY
PERIOD, THERE IS NO WARRANTY OR CONDITION OF ANY KIND. Some states/jurisdictions do not
allow limitations on how long an implied warranty or condition lasts, so the above limitation may not apply
to you. Any supplements or updates to the Software, including without limitation, any (if any) service
packs or hot fixes provided to you after the expiration of the ninety day Limited Warranty period are not
covered by any warranty or condition, express, implied or statutory. LIMITATION ON REMEDIES; NO
CONSEQUENTIAL OR OTHER DAMAGES. Your exclusive remedy for any breach of this Limited
Warranty is as set forth below. Except for any refund elected by Microsoft, YOU ARE NOT ENTITLED TO
ANY DAMAGES, INCLUDING BUT NOT LIMITED TO CONSEQUENTIAL DAMAGES, if the Software
does not meet Microsoft’s Limited Warranty, and, to the maximum extent allowed by applicable law, even
if any remedy fails of its essential purpose. The terms of Section 19 (“Exclusion of Incidental,
Consequential and Certain Other Damages”) are also incorporated into this Limited Warranty. Some
states/jurisdictions do not allow the exclusion or limitation of incidental or consequential damages, so the
above limitation or exclusion may not apply to you. This Limited Warranty gives you specific legal rights.
You may have other rights which vary from state/jurisdiction to state/jurisdiction. YOUR EXCLUSIVE
REMEDY. Microsoft’s and its suppliers’ entire liability and your exclusive remedy for any breach of this
Limited Warranty or for any other breach of this EULA or for any other liability relating to the Software
shall be, at Microsoft’s option from time to time exercised subject to applicable law, (a) return of the
amount paid (if any) for the Software, or (b) repair or replacement of the Software, that does not meet this
Limited Warranty and that is returned to Microsoft with a copy of your receipt. You will receive the remedy
elected by Microsoft without charge, except that you are responsible for any expenses you may incur (e.g.
cost of shipping the Software to Microsoft). This Limited Warranty is void if failure of the Software has
resulted from accident, abuse, misapplication, abnormal use or a virus. Any replacement Software will be
warranted for the remainder of the original warranty period or thirty (30) days, whichever is longer, and
Microsoft will use commercially reasonable efforts to provide your remedy within a commercially
reasonable time of your compliance with Microsoft’s warranty remedy procedures. Outside the United
States or Canada, neither these remedies nor any product support services offered by Microsoft are
available without proof of purchase from an authorized international source. To exercise your remedy,
contact: Microsoft, Attn. Microsoft Sales Information Center/One Microsoft Way/Redmond, WA 980526399, or the Microsoft subsidiary serving your country.
18. DISCLAIMER OF WARRANTIES. The Limited Warranty that appears above is the only express
warranty made to you and is provided in lieu of any other express warranties or similar obligations (if any)
created by any advertising, documentation, packaging, or other communications. EXCEPT FOR THE
LIMITED WARRANTY AND TO THE MAXIMUM
EXTENT PERMITTED BY APPLICABLE LAW, MICROSOFT AND ITS SUPPLIERS PROVIDE THE
SOFTWARE AND SUPPORT SERVICES (IF ANY) AS IS AND WITH ALL FAULTS, AND HEREBY
DISCLAIM ALL OTHER WARRANTIES AND CONDITIONS, WHETHER EXPRESS, IMPLIED OR
STATUTORY, INCLUDING, BUT NOT LIMITED TO, ANY (IF ANY) IMPLIED WARRANTIES, DUTIES
OR CONDITIONS OF MERCHANTABILITY, OF FITNESS FOR A PARTICULAR PURPOSE, OF
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RELIABILITY OR AVAILABILITY, OF ACCURACY OR COMPLETENESS OF RESPONSES, OF
RESULTS, OF WORKMANLIKE EFFORT, OF LACK OF VIRUSES, AND OF LACK OF NEGLIGENCE,
ALL WITH REGARD TO THE SOFTWARE, AND THE PROVISION OF OR FAILURE TO PROVIDE
SUPPORT OR OTHER SERVICES, INFORMATION, SOFTWARE, AND RELATED CONTENT
THROUGH THE SOFTWARE OR OTHERWISE ARISING OUT OF THE USE OF THE SOFTWARE.
ALSO, THERE IS NO WARRANTY OR CONDITION OF TITLE, QUIET ENJOYMENT, QUIET
POSSESSION, CORRESPONDENCE TO DESCRIPTION OR NON-INFRINGEMENT WITH REGARD
TO THE SOFTWARE.
19. EXCLUSION OF INCIDENTAL, CONSEQUENTIAL AND CERTAIN OTHER DAMAGES. TO THE
MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN NO EVENT SHALL MICROSOFT OR ITS
SUPPLIERS BE LIABLE FOR ANY SPECIAL, INCIDENTAL, PUNITIVE, INDIRECT, OR
CONSEQUENTIAL DAMAGES WHATSOEVER (INCLUDING, BUT NOT LIMITED TO, DAMAGES FOR
LOSS OF PROFITS OR CONFIDENTIAL OR OTHER INFORMATION, FOR BUSINESS
INTERRUPTION, FOR PERSONAL INJURY, FOR LOSS OF PRIVACY, FOR FAILURE TO MEET ANY
DUTY INCLUDING OF GOOD FAITH OR OF REASONABLE CARE, FOR NEGLIGENCE, AND FOR
ANY OTHER PECUNIARY OR OTHER LOSS WHATSOEVER) ARISING OUT OF OR IN ANY WAY
RELATED TO THE USE OF OR INABILITY TO USE THE SOFTWARE, THE PROVISION OF OR
FAILURE TO PROVIDE SUPPORT OR OTHER SERVICES, INFORMATION, SOFTWARE, AND
RELATED CONTENT THROUGH THE SOFTWARE OR OTHERWISE ARISING OUT OF THE USE OF
THE SOFTWARE, OR OTHERWISE UNDER OR IN CONNECTION WITH ANY PROVISION OF THIS
EULA, EVEN IN THE EVENT OF THE FAULT, TORT (INCLUDING NEGLIGENCE),
MISREPRESENTATION, STRICT LIABILITY, BREACH OF CONTRACT OR BREACH OF WARRANTY
OF MICROSOFT OR ANY SUPPLIER, AND EVEN IF MICROSOFT OR ANY SUPPLIER HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
20. LIMITATION OF LIABILITY AND REMEDIES. NOTWITHSTANDING ANY DAMAGES THAT YOU
MIGHT INCUR FOR ANY REASON WHATSOEVER (INCLUDING, WITHOUT LIMITATION, ALL
DAMAGES REFERENCED HEREIN AND ALL DIRECT OR GENERAL DAMAGES IN CONTRACT OR
ANYTHING ELSE), THE ENTIRE LIABILITY OF MICROSOFT AND ANY OF ITS SUPPLIERS UNDER
ANY PROVISION OF THIS EULA AND YOUR EXCLUSIVE REMEDY HEREUNDER (EXCEPT FOR
ANY REMEDY OF REPAIR OR REPLACEMENT ELECTED BY MICROSOFT WITH RESPECT TO ANY
BREACH OF THE LIMITED WARRANTY) SHALL BE LIMITED TO THE GREATER OF THE ACTUAL
DAMAGES YOU INCUR IN REASONABLE RELIANCE ON THE SOFTWARE UP TO THE AMOUNT
ACTUALLY PAID BY YOU FOR THE SOFTWARE OR US$5.00. THE FOREGOING LIMITATIONS,
EXCLUSIONS AND DISCLAIMERS (INCLUDING SECTIONS 17, 18, AND 19) SHALL APPLY TO THE
MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, EVEN IF ANY REMEDY FAILS ITS
ESSENTIAL PURPOSE.
21. U.S. GOVERNMENT LICENSE RIGHTS. All Software provided to the U.S. Government pursuant to
solicitations issued on or after December 1, 1995 is provided with the commercial license rights and
restrictions described elsewhere herein. All Software provided to the U.S. Government pursuant to
solicitations issued prior to December 1, 1995 is provided with “Restricted Rights” as provided for in FAR,
48 CFR 52.227-14 (JUNE 1987) or DFAR, 48 CFR 252.227-7013 (OCT 1988), as applicable.
22. APPLICABLE LAW. If you acquired this Software in the United States, this EULA is governed by the
laws of the State of Washington. If you acquired this Software in Canada, unless expressly prohibited by
local law, this EULA is governed by the laws in force in the Province of Ontario, Canada; and, in respect
of any dispute which may arise hereunder, you consent to the jurisdiction of the federal and provincial
courts sitting in Toronto, Ontario. If you acquired this Software in the European Union, Iceland, Norway, or
Switzerland, then local law applies. If you acquired this Software in any other country, then local law may
apply.
23. ENTIRE AGREEMENT; SEVERABILITY. This EULA (including any addendum or amendment to this
EULA which is included with the Software) are the entire agreement between you and Microsoft relating to
the Software and the support services (if any) and they supersede all prior or contemporaneous oral or
written communications, proposals and representations with respect to the Software or any other subject
matter covered by this EULA. To the extent the terms of any Microsoft policies or programs for support
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services conflict with the terms of this EULA, the terms of this EULA shall control. If any provision of this
EULA is held to be void, invalid, unenforceable or illegal, the other provisions shall continue in full force
and effect.
The following MICROSOFT GUARANTEE applies to you if you acquired this Software in any other
country:
Statutory rights not affected - The following guarantee is not restricted to any territory and does not affect
any statutory rights that you may have from your reseller or from Microsoft if you acquired the Software
directly from Microsoft. If you acquired the Software or any support services in Australia, New Zealand or
Malaysia, please see the “Consumer rights” section below.
The guarantee - The Software is designed and offered as a general-purpose software, not for any user’s
particular purpose. You accept that no Software is error free and you are strongly advised to back-up your
files regularly. Provided that you have a valid license, Microsoft guarantees that a) for a period of 90 days
from the date of receipt of your license to use the Software or the shortest period permitted by applicable
law it will perform substantially in accordance with the written materials that accompany the Software; and
b) any support services provided by Microsoft shall be substantially as described in applicable written
materials provided to you by Microsoft and Microsoft support engineers will use reasonable efforts, care
and skill to solve any problem issues. In the event that the Software fails to comply with this guarantee,
Microsoft will either (a) repair or replace the Software or (b) return the price you paid. This guarantee is
void if failure of the Software results from accident, abuse or misapplication. Any replacement Software
will be guaranteed for the remainder of the original guarantee period or 30 days, whichever period is
longer. You agree that the above guarantee is your sole guarantee in relation to the Software and any
support services.
Exclusion of All Other Terms - To the maximum extent permitted by applicable law and subject to the
guarantee above, Microsoft disclaims all warranties, conditions and other terms, either express or implied
(whether by statute, common law, collaterally or otherwise) including but not limited to implied warranties
of satisfactory quality and fitness for particular purpose with respect to the Software and the written
materials that accompany the Software. Any implied warranties that cannot be excluded are limited to 90
days or to the shortest period permitted by applicable law, whichever is greater.
Limitation of Liability - To the maximum extent permitted by applicable law and except as provided in the
Microsoft Guarantee, Microsoft and its suppliers shall not be liable for any damages whatsoever (including
without limitation, damages for loss of business profits, business interruption, loss of business information
or other pecuniary loss) arising out of the use or inability to use the Software, even if Microsoft has been
advised of the possibility of such damages. In any case Microsoft’s entire liability under any provision of
this Agreement shall be limited to the amount actually paid by you for the Software. These limitations do
not apply to any liabilities that cannot be excluded or limited by applicable laws.
Consumer rights - Consumers in Australia, New Zealand or Malaysia may have the benefit of certain
rights and remedies by reason of the Trade Practices Act and similar state and territory laws in Australia,
the Consumer Guarantees Act in New Zealand and the Consumer Protection Act in Malaysia in respect of
which liability cannot lawfully be modified or excluded. If you acquired the Software in New Zealand for
the purposes of a business, you confirm that the Consumer Guarantees Act does not apply. If you
acquired the Software in Australia and if Microsoft breaches a condition or warranty implied under any law
which cannot lawfully be modified or excluded by this agreement then, to the extent permitted by law,
Microsoft’s liability is limited, at Microsoft’s option, to: (i) in the case of the Software: a) repairing or
replacing the Software; or b) the cost of such repair or replacement; and (ii) in the case of support
services: a) re-supply of the services; or b) the cost of having the services supplied again.
Should you have any questions concerning this EULA, or if you desire to contact Microsoft for any reason,
please use the address information enclosed in this Software to contact the Microsoft subsidiary serving
your country or visit Microsoft on the World Wide Web at http://www.microsoft.com.
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JasperReports GLGPL
JasperReports is available from http://www.jaspersoft.com/JasperSoft_JasperReports.html providing an open
source alternative to java reporting. JasperReports is covered by the GNU LESSER GENERAL PUBLIC
LICENSE available at http://www.gnu.org/licenses/lgpl-3.0.txt:

GNU LESSER GENERAL PUBLIC LICENSE
Version 3, 29 June 2007
Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.
This version of the GNU Lesser General Public License incorporates
the terms and conditions of version 3 of the GNU General Public
License, supplemented by the additional permissions listed below.
0. Additional Definitions.
As used herein, "this License" refers to version 3 of the GNU Lesser
General Public License, and the "GNU GPL" refers to version 3 of the GNU
General Public License.
"The Library" refers to a covered work governed by this License,
other than an Application or a Combined Work as defined below.
An "Application" is any work that makes use of an interface provided
by the Library, but which is not otherwise based on the Library.
Defining a subclass of a class defined by the Library is deemed a mode
of using an interface provided by the Library.
A "Combined Work" is a work produced by combining or linking an
Application with the Library. The particular version of the Library
with which the Combined Work was made is also called the "Linked
Version".
The "Minimal Corresponding Source" for a Combined Work means the
Corresponding Source for the Combined Work, excluding any source code
for portions of the Combined Work that, considered in isolation, are
based on the Application, and not on the Linked Version.
The "Corresponding Application Code" for a Combined Work means the
object code and/or source code for the Application, including any data
and utility programs needed for reproducing the Combined Work from the
Application, but excluding the System Libraries of the Combined Work.
1. Exception to Section 3 of the GNU GPL.
You may convey a covered work under sections 3 and 4 of this License
without being bound by section 3 of the GNU GPL.
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2. Conveying Modified Versions.
If you modify a copy of the Library, and, in your modifications, a
facility refers to a function or data to be supplied by an Application
that uses the facility (other than as an argument passed when the
facility is invoked), then you may convey a copy of the modified
version:
a) under this License, provided that you make a good faith effort to
ensure that, in the event an Application does not supply the
function or data, the facility still operates, and performs
whatever part of its purpose remains meaningful, or
b) under the GNU GPL, with none of the additional permissions of
this License applicable to that copy.
3. Object Code Incorporating Material from Library Header Files.
The object code form of an Application may incorporate material from
a header file that is part of the Library. You may convey such object
code under terms of your choice, provided that, if the incorporated
material is not limited to numerical parameters, data structure
layouts and accessors, or small macros, inline functions and templates
(ten or fewer lines in length), you do both of the following:
a) Give prominent notice with each copy of the object code that the
Library is used in it and that the Library and its use are
covered by this License.
b) Accompany the object code with a copy of the GNU GPL and this license
document.
4. Combined Works.
You may convey a Combined Work under terms of your choice that,
taken together, effectively do not restrict modification of the
portions of the Library contained in the Combined Work and reverse
engineering for debugging such modifications, if you also do each of
the following:
a) Give prominent notice with each copy of the Combined Work that
the Library is used in it and that the Library and its use are
covered by this License.
b) Accompany the Combined Work with a copy of the GNU GPL and this license
document.
c) For a Combined Work that displays copyright notices during
execution, include the copyright notice for the Library among
these notices, as well as a reference directing the user to the
copies of the GNU GPL and this license document.
d) Do one of the following:
0) Convey the Minimal Corresponding Source under the terms of this
License, and the Corresponding Application Code in a form
suitable for, and under terms that permit, the user to
recombine or relink the Application with a modified version of
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the Linked Version to produce a modified Combined Work, in the
manner specified by section 6 of the GNU GPL for conveying
Corresponding Source.
1) Use a suitable shared library mechanism for linking with the
Library. A suitable mechanism is one that (a) uses at run time
a copy of the Library already present on the user's computer
system, and (b) will operate properly with a modified version
of the Library that is interface-compatible with the Linked
Version.
e) Provide Installation Information, but only if you would otherwise
be required to provide such information under section 6 of the
GNU GPL, and only to the extent that such information is
necessary to install and execute a modified version of the
Combined Work produced by recombining or relinking the
Application with a modified version of the Linked Version. (If
you use option 4d0, the Installation Information must accompany
the Minimal Corresponding Source and Corresponding Application
Code. If you use option 4d1, you must provide the Installation
Information in the manner specified by section 6 of the GNU GPL
for conveying Corresponding Source.)
5. Combined Libraries.
You may place library facilities that are a work based on the
Library side by side in a single library together with other library
facilities that are not Applications and are not covered by this
License, and convey such a combined library under terms of your
choice, if you do both of the following:
a) Accompany the combined library with a copy of the same work based
on the Library, uncombined with any other library facilities,
conveyed under the terms of this License.
b) Give prominent notice with the combined library that part of it
is a work based on the Library, and explaining where to find the
accompanying uncombined form of the same work.
6. Revised Versions of the GNU Lesser General Public License.
The Free Software Foundation may publish revised and/or new versions
of the GNU Lesser General Public License from time to time. Such new
versions will be similar in spirit to the present version, but may
differ in detail to address new problems or concerns.
Each version is given a distinguishing version number. If the
Library as you received it specifies that a certain numbered version
of the GNU Lesser General Public License "or any later version"
applies to it, you have the option of following the terms and
conditions either of that published version or of any later version
published by the Free Software Foundation. If the Library as you
received it does not specify a version number of the GNU Lesser
General Public License, you may choose any version of the GNU Lesser
General Public License ever published by the Free Software Foundation.
If the Library as you received it specifies that a proxy can decide
whether future versions of the GNU Lesser General Public License shall
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apply, that proxy's public statement of acceptance of any version is
permanent authorization for you to choose that version for the
Library.
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Bastille GPL
Bastille Linux is a Hardening and Reporting/Auditing Program which enhances the security of a Linux box, by
configuring daemons, system settings and firewalling. Bastille is available from
http://sourceforge.net/projects/bastille-linux/ and covered by the GNU General Public License available from http://
www.gnu.org/licenses/gpl.txt. This is the GPL version 3 license:

GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007
Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.
Preamble
The GNU General Public License is a free, copyleft license for
software and other kinds of works.
The licenses for most software and other practical works are designed
to take away your freedom to share and change the works. By contrast,
the GNU General Public License is intended to guarantee your freedom to
share and change all versions of a program--to make sure it remains free
software for all its users. We, the Free Software Foundation, use the
GNU General Public License for most of our software; it applies also to
any other work released this way by its authors. You can apply it to
your programs, too.
When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
them if you wish), that you receive source code or can get it if you
want it, that you can change the software or use pieces of it in new
free programs, and that you know you can do these things.
To protect your rights, we need to prevent others from denying you
these rights or asking you to surrender the rights. Therefore, you have
certain responsibilities if you distribute copies of the software, or if
you modify it: responsibilities to respect the freedom of others.
For example, if you distribute copies of such a program, whether
gratis or for a fee, you must pass on to the recipients the same
freedoms that you received. You must make sure that they, too, receive
or can get the source code. And you must show them these terms so they
know their rights.
Developers that use the GNU GPL protect your rights with two steps:
(1) assert copyright on the software, and (2) offer you this License
giving you legal permission to copy, distribute and/or modify it.
For the developers' and authors' protection, the GPL clearly explains
that there is no warranty for this free software. For both users' and
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authors' sake, the GPL requires that modified versions be marked as
changed, so that their problems will not be attributed erroneously to
authors of previous versions.
Some devices are designed to deny users access to install or run
modified versions of the software inside them, although the manufacturer
can do so. This is fundamentally incompatible with the aim of
protecting users' freedom to change the software. The systematic
pattern of such abuse occurs in the area of products for individuals to
use, which is precisely where it is most unacceptable. Therefore, we
have designed this version of the GPL to prohibit the practice for those
products. If such problems arise substantially in other domains, we
stand ready to extend this provision to those domains in future versions
of the GPL, as needed to protect the freedom of users.
Finally, every program is threatened constantly by software patents.
States should not allow patents to restrict development and use of
software on general-purpose computers, but in those that do, we wish to
avoid the special danger that patents applied to a free program could
make it effectively proprietary. To prevent this, the GPL assures that
patents cannot be used to render the program non-free.
The precise terms and conditions for copying, distribution and
modification follow.
TERMS AND CONDITIONS
0. Definitions.
"This License" refers to version 3 of the GNU General Public License.
"Copyright" also means copyright-like laws that apply to other kinds of
works, such as semiconductor masks.
"The Program" refers to any copyrightable work licensed under this
License. Each licensee is addressed as "you". "Licensees" and
"recipients" may be individuals or organizations.
To "modify" a work means to copy from or adapt all or part of the work
in a fashion requiring copyright permission, other than the making of an
exact copy. The resulting work is called a "modified version" of the
earlier work or a work "based on" the earlier work.
A "covered work" means either the unmodified Program or a work based
on the Program.
To "propagate" a work means to do anything with it that, without
permission, would make you directly or secondarily liable for
infringement under applicable copyright law, except executing it on a
computer or modifying a private copy. Propagation includes copying,
distribution (with or without modification), making available to the
public, and in some countries other activities as well.
To "convey" a work means any kind of propagation that enables other
parties to make or receive copies. Mere interaction with a user through
a computer network, with no transfer of a copy, is not conveying.
An interactive user interface displays "Appropriate Legal Notices"
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to the extent that it includes a convenient and prominently visible
feature that (1) displays an appropriate copyright notice, and (2)
tells the user that there is no warranty for the work (except to the
extent that warranties are provided), that licensees may convey the
work under this License, and how to view a copy of this License. If
the interface presents a list of user commands or options, such as a
menu, a prominent item in the list meets this criterion.
1. Source Code.
The "source code" for a work means the preferred form of the work
for making modifications to it. "Object code" means any non-source
form of a work.
A "Standard Interface" means an interface that either is an official
standard defined by a recognized standards body, or, in the case of
interfaces specified for a particular programming language, one that
is widely used among developers working in that language.
The "System Libraries" of an executable work include anything, other
than the work as a whole, that (a) is included in the normal form of
packaging a Major Component, but which is not part of that Major
Component, and (b) serves only to enable use of the work with that
Major Component, or to implement a Standard Interface for which an
implementation is available to the public in source code form. A
"Major Component", in this context, means a major essential component
(kernel, window system, and so on) of the specific operating system
(if any) on which the executable work runs, or a compiler used to
produce the work, or an object code interpreter used to run it.
The "Corresponding Source" for a work in object code form means all
the source code needed to generate, install, and (for an executable
work) run the object code and to modify the work, including scripts to
control those activities. However, it does not include the work's
System Libraries, or general-purpose tools or generally available free
programs which are used unmodified in performing those activities but
which are not part of the work. For example, Corresponding Source
includes interface definition files associated with source files for
the work, and the source code for shared libraries and dynamically
linked subprograms that the work is specifically designed to require,
such as by intimate data communication or control flow between those
subprograms and other parts of the work.
The Corresponding Source need not include anything that users
can regenerate automatically from other parts of the Corresponding
Source.
The Corresponding Source for a work in source code form is that
same work.
2. Basic Permissions.
All rights granted under this License are granted for the term of
copyright on the Program, and are irrevocable provided the stated
conditions are met. This License explicitly affirms your unlimited
permission to run the unmodified Program. The output from running a
covered work is covered by this License only if the output, given its
content, constitutes a covered work. This License acknowledges your
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rights of fair use or other equivalent, as provided by copyright law.
You may make, run and propagate covered works that you do not
convey, without conditions so long as your license otherwise remains
in force. You may convey covered works to others for the sole purpose
of having them make modifications exclusively for you, or provide you
with facilities for running those works, provided that you comply with
the terms of this License in conveying all material for which you do
not control copyright. Those thus making or running the covered works
for you must do so exclusively on your behalf, under your direction
and control, on terms that prohibit them from making any copies of
your copyrighted material outside their relationship with you.
Conveying under any other circumstances is permitted solely under
the conditions stated below. Sublicensing is not allowed; section 10
makes it unnecessary.
3. Protecting Users' Legal Rights From Anti-Circumvention Law.
No covered work shall be deemed part of an effective technological
measure under any applicable law fulfilling obligations under article
11 of the WIPO copyright treaty adopted on 20 December 1996, or
similar laws prohibiting or restricting circumvention of such
measures.
When you convey a covered work, you waive any legal power to forbid
circumvention of technological measures to the extent such circumvention
is effected by exercising rights under this License with respect to
the covered work, and you disclaim any intention to limit operation or
modification of the work as a means of enforcing, against the work's
users, your or third parties' legal rights to forbid circumvention of
technological measures.
4. Conveying Verbatim Copies.
You may convey verbatim copies of the Program's source code as you
receive it, in any medium, provided that you conspicuously and
appropriately publish on each copy an appropriate copyright notice;
keep intact all notices stating that this License and any
non-permissive terms added in accord with section 7 apply to the code;
keep intact all notices of the absence of any warranty; and give all
recipients a copy of this License along with the Program.
You may charge any price or no price for each copy that you convey,
and you may offer support or warranty protection for a fee.
5. Conveying Modified Source Versions.
You may convey a work based on the Program, or the modifications to
produce it from the Program, in the form of source code under the
terms of section 4, provided that you also meet all of these conditions:
a) The work must carry prominent notices stating that you modified
it, and giving a relevant date.
b) The work must carry prominent notices stating that it is
released under this License and any conditions added under section
7. This requirement modifies the requirement in section 4 to
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"keep intact all notices".
c) You must license the entire work, as a whole, under this
License to anyone who comes into possession of a copy. This
License will therefore apply, along with any applicable section 7
additional terms, to the whole of the work, and all its parts,
regardless of how they are packaged. This License gives no
permission to license the work in any other way, but it does not
invalidate such permission if you have separately received it.
d) If the work has interactive user interfaces, each must display
Appropriate Legal Notices; however, if the Program has interactive
interfaces that do not display Appropriate Legal Notices, your
work need not make them do so.
A compilation of a covered work with other separate and independent
works, which are not by their nature extensions of the covered work,
and which are not combined with it such as to form a larger program,
in or on a volume of a storage or distribution medium, is called an
"aggregate" if the compilation and its resulting copyright are not
used to limit the access or legal rights of the compilation's users
beyond what the individual works permit. Inclusion of a covered work
in an aggregate does not cause this License to apply to the other
parts of the aggregate.
6. Conveying Non-Source Forms.
You may convey a covered work in object code form under the terms
of sections 4 and 5, provided that you also convey the
machine-readable Corresponding Source under the terms of this License,
in one of these ways:
a) Convey the object code in, or embodied in, a physical product
(including a physical distribution medium), accompanied by the
Corresponding Source fixed on a durable physical medium
customarily used for software interchange.
b) Convey the object code in, or embodied in, a physical product
(including a physical distribution medium), accompanied by a
written offer, valid for at least three years and valid for as
long as you offer spare parts or customer support for that product
model, to give anyone who possesses the object code either (1) a
copy of the Corresponding Source for all the software in the
product that is covered by this License, on a durable physical
medium customarily used for software interchange, for a price no
more than your reasonable cost of physically performing this
conveying of source, or (2) access to copy the
Corresponding Source from a network server at no charge.
c) Convey individual copies of the object code with a copy of the
written offer to provide the Corresponding Source. This
alternative is allowed only occasionally and noncommercially, and
only if you received the object code with such an offer, in accord
with subsection 6b.
d) Convey the object code by offering access from a designated
place (gratis or for a charge), and offer equivalent access to the
Corresponding Source in the same way through the same place at no
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further charge. You need not require recipients to copy the
Corresponding Source along with the object code. If the place to
copy the object code is a network server, the Corresponding Source
may be on a different server (operated by you or a third party)
that supports equivalent copying facilities, provided you maintain
clear directions next to the object code saying where to find the
Corresponding Source. Regardless of what server hosts the
Corresponding Source, you remain obligated to ensure that it is
available for as long as needed to satisfy these requirements.
e) Convey the object code using peer-to-peer transmission, provided
you inform other peers where the object code and Corresponding
Source of the work are being offered to the general public at no
charge under subsection 6d.
A separable portion of the object code, whose source code is excluded
from the Corresponding Source as a System Library, need not be
included in conveying the object code work.
A "User Product" is either (1) a "consumer product", which means any
tangible personal property which is normally used for personal, family,
or household purposes, or (2) anything designed or sold for incorporation
into a dwelling. In determining whether a product is a consumer product,
doubtful cases shall be resolved in favor of coverage. For a particular
product received by a particular user, "normally used" refers to a
typical or common use of that class of product, regardless of the status
of the particular user or of the way in which the particular user
actually uses, or expects or is expected to use, the product. A product
is a consumer product regardless of whether the product has substantial
commercial, industrial or non-consumer uses, unless such uses represent
the only significant mode of use of the product.
"Installation Information" for a User Product means any methods,
procedures, authorization keys, or other information required to install
and execute modified versions of a covered work in that User Product from
a modified version of its Corresponding Source. The information must
suffice to ensure that the continued functioning of the modified object
code is in no case prevented or interfered with solely because
modification has been made.
If you convey an object code work under this section in, or with, or
specifically for use in, a User Product, and the conveying occurs as
part of a transaction in which the right of possession and use of the
User Product is transferred to the recipient in perpetuity or for a
fixed term (regardless of how the transaction is characterized), the
Corresponding Source conveyed under this section must be accompanied
by the Installation Information. But this requirement does not apply
if neither you nor any third party retains the ability to install
modified object code on the User Product (for example, the work has
been installed in ROM).
The requirement to provide Installation Information does not include a
requirement to continue to provide support service, warranty, or updates
for a work that has been modified or installed by the recipient, or for
the User Product in which it has been modified or installed. Access to a
network may be denied when the modification itself materially and
adversely affects the operation of the network or violates the rules and
protocols for communication across the network.
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Corresponding Source conveyed, and Installation Information provided,
in accord with this section must be in a format that is publicly
documented (and with an implementation available to the public in
source code form), and must require no special password or key for
unpacking, reading or copying.
7. Additional Terms.
"Additional permissions" are terms that supplement the terms of this
License by making exceptions from one or more of its conditions.
Additional permissions that are applicable to the entire Program shall
be treated as though they were included in this License, to the extent
that they are valid under applicable law. If additional permissions
apply only to part of the Program, that part may be used separately
under those permissions, but the entire Program remains governed by
this License without regard to the additional permissions.
When you convey a copy of a covered work, you may at your option
remove any additional permissions from that copy, or from any part of
it. (Additional permissions may be written to require their own
removal in certain cases when you modify the work.) You may place
additional permissions on material, added by you to a covered work,
for which you have or can give appropriate copyright permission.
Notwithstanding any other provision of this License, for material you
add to a covered work, you may (if authorized by the copyright holders of
that material) supplement the terms of this License with terms:
a) Disclaiming warranty or limiting liability differently from the
terms of sections 15 and 16 of this License; or
b) Requiring preservation of specified reasonable legal notices or
author attributions in that material or in the Appropriate Legal
Notices displayed by works containing it; or
c) Prohibiting misrepresentation of the origin of that material, or
requiring that modified versions of such material be marked in
reasonable ways as different from the original version; or
d) Limiting the use for publicity purposes of names of licensors or
authors of the material; or
e) Declining to grant rights under trademark law for use of some
trade names, trademarks, or service marks; or
f) Requiring indemnification of licensors and authors of that
material by anyone who conveys the material (or modified versions of
it) with contractual assumptions of liability to the recipient, for
any liability that these contractual assumptions directly impose on
those licensors and authors.
All other non-permissive additional terms are considered "further
restrictions" within the meaning of section 10. If the Program as you
received it, or any part of it, contains a notice stating that it is
governed by this License along with a term that is a further
restriction, you may remove that term. If a license document contains
a further restriction but permits relicensing or conveying under this
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License, you may add to a covered work material governed by the terms
of that license document, provided that the further restriction does
not survive such relicensing or conveying.
If you add terms to a covered work in accord with this section, you
must place, in the relevant source files, a statement of the
additional terms that apply to those files, or a notice indicating
where to find the applicable terms.
Additional terms, permissive or non-permissive, may be stated in the
form of a separately written license, or stated as exceptions;
the above requirements apply either way.
8. Termination.
You may not propagate or modify a covered work except as expressly
provided under this License. Any attempt otherwise to propagate or
modify it is void, and will automatically terminate your rights under
this License (including any patent licenses granted under the third
paragraph of section 11).
However, if you cease all violation of this License, then your
license from a particular copyright holder is reinstated (a)
provisionally, unless and until the copyright holder explicitly and
finally terminates your license, and (b) permanently, if the copyright
holder fails to notify you of the violation by some reasonable means
prior to 60 days after the cessation.
Moreover, your license from a particular copyright holder is
reinstated permanently if the copyright holder notifies you of the
violation by some reasonable means, this is the first time you have
received notice of violation of this License (for any work) from that
copyright holder, and you cure the violation prior to 30 days after
your receipt of the notice.
Termination of your rights under this section does not terminate the
licenses of parties who have received copies or rights from you under
this License. If your rights have been terminated and not permanently
reinstated, you do not qualify to receive new licenses for the same
material under section 10.
9. Acceptance Not Required for Having Copies.
You are not required to accept this License in order to receive or
run a copy of the Program. Ancillary propagation of a covered work
occurring solely as a consequence of using peer-to-peer transmission
to receive a copy likewise does not require acceptance. However,
nothing other than this License grants you permission to propagate or
modify any covered work. These actions infringe copyright if you do
not accept this License. Therefore, by modifying or propagating a
covered work, you indicate your acceptance of this License to do so.
10. Automatic Licensing of Downstream Recipients.
Each time you convey a covered work, the recipient automatically
receives a license from the original licensors, to run, modify and
propagate that work, subject to this License. You are not responsible
for enforcing compliance by third parties with this License.
FortiScan Version 3.0 Administrator’s Guide
17-3000-96204-20090515
http://docs.fortinet.com/ ∙ Feedback

Page 44

Copyrights & Licenses

An "entity transaction" is a transaction transferring control of an
organization, or substantially all assets of one, or subdividing an
organization, or merging organizations. If propagation of a covered
work results from an entity transaction, each party to that
transaction who receives a copy of the work also receives whatever
licenses to the work the party's predecessor in interest had or could
give under the previous paragraph, plus a right to possession of the
Corresponding Source of the work from the predecessor in interest, if
the predecessor has it or can get it with reasonable efforts.
You may not impose any further restrictions on the exercise of the
rights granted or affirmed under this License. For example, you may
not impose a license fee, royalty, or other charge for exercise of
rights granted under this License, and you may not initiate litigation
(including a cross-claim or counterclaim in a lawsuit) alleging that
any patent claim is infringed by making, using, selling, offering for
sale, or importing the Program or any portion of it.
11. Patents.
A "contributor" is a copyright holder who authorizes use under this
License of the Program or a work on which the Program is based. The
work thus licensed is called the contributor's "contributor version".
A contributor's "essential patent claims" are all patent claims
owned or controlled by the contributor, whether already acquired or
hereafter acquired, that would be infringed by some manner, permitted
by this License, of making, using, or selling its contributor version,
but do not include claims that would be infringed only as a
consequence of further modification of the contributor version. For
purposes of this definition, "control" includes the right to grant
patent sublicenses in a manner consistent with the requirements of
this License.
Each contributor grants you a non-exclusive, worldwide, royalty-free
patent license under the contributor's essential patent claims, to
make, use, sell, offer for sale, import and otherwise run, modify and
propagate the contents of its contributor version.
In the following three paragraphs, a "patent license" is any express
agreement or commitment, however denominated, not to enforce a patent
(such as an express permission to practice a patent or covenant not to
sue for patent infringement). To "grant" such a patent license to a
party means to make such an agreement or commitment not to enforce a
patent against the party.
If you convey a covered work, knowingly relying on a patent license,
and the Corresponding Source of the work is not available for anyone
to copy, free of charge and under the terms of this License, through a
publicly available network server or other readily accessible means,
then you must either (1) cause the Corresponding Source to be so
available, or (2) arrange to deprive yourself of the benefit of the
patent license for this particular work, or (3) arrange, in a manner
consistent with the requirements of this License, to extend the patent
license to downstream recipients. "Knowingly relying" means you have
actual knowledge that, but for the patent license, your conveying the
covered work in a country, or your recipient's use of the covered work
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in a country, would infringe one or more identifiable patents in that
country that you have reason to believe are valid.
If, pursuant to or in connection with a single transaction or
arrangement, you convey, or propagate by procuring conveyance of, a
covered work, and grant a patent license to some of the parties
receiving the covered work authorizing them to use, propagate, modify
or convey a specific copy of the covered work, then the patent license
you grant is automatically extended to all recipients of the covered
work and works based on it.
A patent license is "discriminatory" if it does not include within
the scope of its coverage, prohibits the exercise of, or is
conditioned on the non-exercise of one or more of the rights that are
specifically granted under this License. You may not convey a covered
work if you are a party to an arrangement with a third party that is
in the business of distributing software, under which you make payment
to the third party based on the extent of your activity of conveying
the work, and under which the third party grants, to any of the
parties who would receive the covered work from you, a discriminatory
patent license (a) in connection with copies of the covered work
conveyed by you (or copies made from those copies), or (b) primarily
for and in connection with specific products or compilations that
contain the covered work, unless you entered into that arrangement,
or that patent license was granted, prior to 28 March 2007.
Nothing in this License shall be construed as excluding or limiting
any implied license or other defenses to infringement that may
otherwise be available to you under applicable patent law.
12. No Surrender of Others' Freedom.
If conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot convey a
covered work so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you may
not convey it at all. For example, if you agree to terms that obligate you
to collect a royalty for further conveying from those to whom you convey
the Program, the only way you could satisfy both those terms and this
License would be to refrain entirely from conveying the Program.
13. Use with the GNU Affero General Public License.
Notwithstanding any other provision of this License, you have
permission to link or combine any covered work with a work licensed
under version 3 of the GNU Affero General Public License into a single
combined work, and to convey the resulting work. The terms of this
License will continue to apply to the part which is the covered work,
but the special requirements of the GNU Affero General Public License,
section 13, concerning interaction through a network will apply to the
combination as such.
14. Revised Versions of this License.
The Free Software Foundation may publish revised and/or new versions of
the GNU General Public License from time to time. Such new versions will
be similar in spirit to the present version, but may differ in detail to
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address new problems or concerns.
Each version is given a distinguishing version number. If the
Program specifies that a certain numbered version of the GNU General
Public License "or any later version" applies to it, you have the
option of following the terms and conditions either of that numbered
version or of any later version published by the Free Software
Foundation. If the Program does not specify a version number of the
GNU General Public License, you may choose any version ever published
by the Free Software Foundation.
If the Program specifies that a proxy can decide which future
versions of the GNU General Public License can be used, that proxy's
public statement of acceptance of a version permanently authorizes you
to choose that version for the Program.
Later license versions may give you additional or different
permissions. However, no additional obligations are imposed on any
author or copyright holder as a result of your choosing to follow a
later version.
15. Disclaimer of Warranty.
THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY
APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY
OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM
IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF
ALL NECESSARY SERVICING, REPAIR OR CORRECTION.
16. Limitation of Liability.
IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE
USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF
DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD
PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS),
EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.
17. Interpretation of Sections 15 and 16.
If the disclaimer of warranty and limitation of liability provided
above cannot be given local legal effect according to their terms,
reviewing courts shall apply local law that most closely approximates
an absolute waiver of all civil liability in connection with the
Program, unless a warranty or assumption of liability accompanies a
copy of the Program in return for a fee.
END OF TERMS AND CONDITIONS
How to Apply These Terms to Your New Programs
If you develop a new program, and you want it to be of the greatest
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possible use to the public, the best way to achieve this is to make it
free software which everyone can redistribute and change under these terms.
To do so, attach the following notices to the program. It is safest
to attach them to the start of each source file to most effectively
state the exclusion of warranty; and each file should have at least
the "copyright" line and a pointer to where the full notice is found.
<one line to give the program's name and a brief idea of what it does.>
Copyright (C) <year> <name of author>
This program is free software: you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.
This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.
You should have received a copy of the GNU General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.
Also add information on how to contact you by electronic and paper mail.
If the program does terminal interaction, make it output a short
notice like this when it starts in an interactive mode:
<program> Copyright (C) <year> <name of author>
This program comes with ABSOLUTELY NO WARRANTY; for details type `show w'.
This is free software, and you are welcome to redistribute it
under certain conditions; type `show c' for details.
The hypothetical commands `show w' and `show c' should show the appropriate
parts of the General Public License. Of course, your program's commands
might be different; for a GUI interface, you would use an "about box".
You should also get your employer (if you work as a programmer) or school,
if any, to sign a "copyright disclaimer" for the program, if necessary.
For more information on this, and how to apply and follow the GNU GPL, see
<http://www.gnu.org/licenses/>.
The GNU General Public License does not permit incorporating your program
into proprietary programs. If your program is a subroutine library, you
may consider it more useful to permit linking proprietary applications with
the library. If this is what you want to do, use the GNU Lesser General
Public License instead of this License. But first, please read
<http://www.gnu.org/philosophy/why-not-lgpl.html>.
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