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Change Log

Date Change Description

2019-11-18 Initial release.
2019-12-03 Added FortiSwitch Manager on page 42.
2020-07-29 Added SD-WAN on page 6.
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SD-WAN

This chapter contains the following topics:

« SD-WAN/ADVPN configuration on page 6

SD-WAN/ADVPN configuration

This section provides an understanding of the Fortinet Secure SD-WAN configuration.
The main objective of this section is to provide details on how to configure SD-WAN to cover the following use cases:

« ADVPN
e QoS

The following topics consider one FortiGate as datacenter and two FortiGates as branch offices. All the FortGates have
two links:

o MPLS: To simulate a private connection from branch to datacenter
« INET: To simulate the local internet breakout

From the branches you will create an IPsec tunnel to the FortiGate datacenter for both the INET and MPLS links.
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To configure a SDWAN/ADVPN deployment:

Add the devices to FortiManager.
Create the overlay configuration.
Configure the dynamic routes.
Enable central management.

CreateSD-WAN rules for Intelligent Application Steering and Link Fail-over.

o~ ODdD=

Adding FortiGate devices to FortiManager

Add the datacenter FortiGate and two branch office FortiGates to FortiManager.

To add a device with Discover mode:

1. Go to Device Manager > Device & Groups.

2. Inthe toolbar, click Add Device.
The Add Device window opens.

3. Select Discover, and then follow the prompts to configure the device settings.

FortiManager 6.2 Cookbook
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For information about adding devices, go to the FortiManager Document Library > FortiManager Administration Guide
> Firewall Devices > Adding Devices.

To retrieve the configuration:

1. Goto Device Manager > Device & Groups, and select a device group.
2. Inthe tree menu, select a device.
The content pane displays the device dashboard.
3. Inthe dashboard, locate the Configuration and Installation Status widget.
4. Inthe Total Revisions row, click Revision History.
5. Inthe Configuration Revision History dialog box, click Retrieve Config.

View the current configuration running on the device. If there are differences between the configuration file on the
device and the configuration file in the repository, a new revision is created and assigned a new ID number.

For information about retrieving configuration, go to the FortiManager Document Library > FortiManager
Administration Guide > Firewall Devices > Managing device configurations > Managing configuration history.

To synch the devices:

1. Goto Device Manager > Device & Groups.

2. Inthe device pane, right-click a device, and select Import Policy to launch the Import Policy wizard.

This wizard allows you to import interface maps, policy databases, and objects. Default or per-device mapping
must exist or the installation will fail.

NP After initially importing policies from the device, make all changes related to policies and
‘Q' objects in the Policy & Objects module in the FortiManager.
- Making changes directly on the FortiGate device will require reimporting policies to

resynchronize the policies and objects.

For information about importing policies, go to the FortiManager Document Library > FortiManager Administration
Guide > Firewall Devices > Adding devices > Import policy Wizard.

875 Device Manager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM: SD-WAN-622 [}

@ Add Device ~ &3 Device Group ~ & Install Wizard X Tools ~ (] Table View ~

o 3 Devices 0 pevices . 0 Devices . 0 pevices .
om Total Connection Down Device Config Madifi Policy Package Modif
[# Edit 1 Delete 3 ImportPolicy & lnstall~ :More~ #& Column Settings ~ QI

O 4 Device Name Confg Status Policy Package Status Firmware Version Host Name
O 4+ DC5 + Synchronized FortiGate 6.2.2,build1010 (GA) FortiGate-VM64
[m} root [NAT] (Management) + Synchronized + DC5_root FortiGate 6.2.2,build1010 (GA)
O 4 FortiGate-VM64-154 + Synchronized + SD-WAN-154 FortiGate 6.2.2,build1010 (GA) FortiGate-VM64
a 4 FortiGate-VM64-155 + Synchronized + SD-WAN-154 FortiGate 6.2.2,build1010 (GA) FortiGate-VM64

e 4 DC5(1)
root
4 FortiGate-VMé4-154
4 FortiGate-VMé4-155
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SD-WAN

Creating the overlay configuration
Create dynamic interfaces to map port2, port3, port10, INET and MLPS of the three FortiGates.

To create the overlay:

Configure the VPN Manager.

Map the underlay interfaces.

Create the policy packages.

Install the configurations and policies.

o~ ODdD=

Configure the tunnel interfaces and dynamic mapping.

Adding the dynamic interfaces to map underlay interfaces

Create dynamic interfaces to map the overlay with the underlay topologies. Interface mapping allows the new interface
to be used when creating policies.

Create the following dynamic interfaces:
« OL_INET_O
e« OL_MPLS O
o Port10

o Port2
e Port3

To create a dynamic interface:

Go to Policy & Objects > Object Configurations.

In the tree menu, select Zone/Interface > Interface.

In the toolbar, click Create New > Dynamic interface.
Enter a name and description for the dynamic interface.
Enable Per-Device Mapping.

o0 ~ODd=

Click Create New. The Per-Device Mapping dialog box is displayed.
a. Select a Mapped Devicefrom the dropdown.

b. Select a Device Interface from the dropdown.

c. Repeat these steps for all of the hub and branch devices.

7. Click OK to create the new dynamic interface object.
The mapped interface can now be used when creating policies.
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Policy Packages Object Configurations SD-WAN-622 [ (@ > ‘ admin ~

& ADOM Revisions 1% Tools v

+ Create New v~ [# W Delete #5 Column Settings~ % More v Q
Interface O  interface Default Mapping Per-Device Mapping ~ Description Last Modified
B Firewall Objects > w Interface (18)

@ Security Profiles > [ any > Ooutof3
% Fabric Connectors > O Osslvpn_tun_intf > Ooutof3
& User & Device > O Esd-wan > Ooutof3

~ 3outof3

DCS5 (root): OL_INET_0O
& Dynamic Object FortiGate-VM64-154 {r
E: Advanced FortiGate-VM64-155 (r
Soutof3
DCS5 (root): OL_MPLS_(
FortiGate-VMé4-154 (r
FortiGate-VM64-155 (r

 WAN Optimize

OL_INET_O 2020-01-02 14:49:29 admin/2020-01-02 14

{3 CLI Only Objects

OL_MPLS_0 2020-01-02 14:49:58 admin/2020-01-02 14

O [loopback > Ooutof3 2019-12-12 14:02:27 admin/2019-12-12 14
O 2 loopbackl > 1outof3 2019-11-13 11:00:02 admin/2019-11-13 11
0O =portl > 3outof3 2019-11-01 11:36:07 admin/2019-11-01 11

3outof3

DCS5 (root): port10
FortiGate-VM64-154 (r
FortiGate-VM64-155 (¢
3outof3

DCS5 (root): port2
FortiGate-VM64-154 {r
FortiGate-VM64-155 (r
3outof3

DCS5 (root): port3
FortiGate-VM64-154 (r
FortiGate-VM64-155 (r

2019-11-01 11:36:07 admin/2019-11-01 11

port10

2019-11-01 11:36:07 admin/2019-11-01 11

port3 2019-11-01 11:36:07 admin/2019-11-01 11

0O pord > 3outof3 2019-11-01 11:36:07 admin/2019-11-01 11

O 2ports > 3outof3 2019-11-01 11:36:07 admin/2019-11-01 11

0O & ports > 3outofd 2019-11-01 11:36:07 admin/2019-11-01 11 ,
< >

Configuring the VPN manager

Create two overlays, one for the internet connection and one for the MPLS network. This is to create two secure links to
the datacenter and to implement SDWAN among those links.

VPN Manager v  IPsecVPN Monitor Map View SSLVPN M: SD-WAN-622 [1 @ > ‘ admin v

L. VPN Community ~ & Install Wizard

+ Create New [# Edit T Delete % Column Settings~

Gateways il Description

~ EOL_INET
. EOL_MPLS

~ 3 Gateways

4 DC5 [root]

4 FortiGate-VM64-154 [root]
4 FortiGate-VM64-155 [root]

0O EOLINET Pre-shared Key

~ 3 Gateways
DCS5 [root]

FortiGate-VM64-154 [root]
FortiGate-VM64-155 [root]

QOL_MPLS Pre-shared Key
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SD-WAN

To create a dial-up topology:

1. Goto VPN Manager > IPsec VPN.
2. Inthe toolbar, click Create New. The VPN Topology Setup Wizard is displayed.
a. Enter a name for the topology, such as OL _INET and OL_MPLS.
b. Inthe Choose VPM topology section, select Dial up.

c. Click Next.

3. Complete the steps in the wizard, and click OK.
4. After you create the MLPS and INET overlays, select the topology and click Edit. Ensure VPN Zone is disabled.

Edit VPN Community

Name E OL_INET
IJ:- criptic

Dial up

HEEEICR LGV Certificates

Generate (random)

Description
Topology

Authentication

® Specify

Encryption
IKE Security (Phase 1) Properties

IKE Version 1 n
# Encryption Authentication
1 AES128 v SHA256 +
2 AES256 v SHA256 + W
IPsec Security (Phase 2) Properties
# Encryption Authentication
1 AES128 v | SHA256 + W
2 AES256 v SHA256 +
VPN Zone OFF
IKE Security Phase 1 Advanced Properties
Diffie-Hellman Group(s) 2 5 14 15 16
18 19 20 21 27
29 30 31 32
O ! ’, Enabling VPN Zone and setting it to Create Default Zones, creates a dynamic interface
q by default.
- SDWAN does not support dynamic interfaces.

For information about creating VPN communities, go to the Fortinet Document Library > FortiManager

Administration Guide > IPsec VPN Communities > Creating IPsec VPN communities.

FortiManager 6.2 Cookbook
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To add the branches:

1. Goto VPN Manager > IPsec VPN.
2. Inthe tree menu, select one of the dial-up topologies you created.
3. Inthe toolbar, click Create New > Managed Gateway. The VPN Gateway Setup Wizard<Name> is displayed.
a. Select a Protected Subnet, and click Next.
b. Setthe Role to Spoke and select a branch FortiGate from the dropdown, then click Next.
c. Proceed through the steps in the wizard, and then click OK.
4. After you complete the steps in the wizard, select a branch device, and click Edit.
Configure the following settings for all of the branch devices:

text

text
Property Setting
Enable IP Toggle OFF.
Assignment
Add Route Toggle OFF.
DHCP Toggle OFF.

Advanced Options

net- Toggle OFF.

device

tunnel- Select nexthop from the dropdown.

5 search
Edit VPN Gateway
Protected Subnet Jo)
2all "
IP/Netmask:0.0.0.0/0.0.0.0
1 Entry Selected

Role Jut
Device 4 FGT-1
Default VPN Interface O port1
Local Gateway 0.0.0.0
Local ID
Routing @®Manual (via Device Manager) (O Automatic
XAUTH Type @ Disable O Client
Enable IKE Configuration Method OFF
("mode config")
Enable IP Assignment OFF
Add Route OFF

Advanced Options v

banner

dns-mode manual
domain

exchange-interface-ip OFF
hub-public-ip

net-device OFF
public-ip

route-overlap

spoke-zone None
tunnel-search nexthop

FortiManager 6.2 Cookbook
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For information about creating gateways, go to the Fortinet Document Library > FortiManager Administration Guide >
VPN > IPSec VPN gateways > Creating managed gateways.

To create the hub:

1.
2.
3.

Go to VPN Manager > IPsec VPN.

In the tree menu, select one of the dial-up topologies you created.

In the toolbar, click Create New > Managed Gateway. The VPN Gateway Setup Wizard<Name> is displayed.
a. Select a Protected Subnet, and click Next.

b. Setthe Role to Hub and select a FortiGate from the dropdown, then click Next.

c. Proceed through the steps in the wizard, and then click OK.

After you add the hub to both of the overlay communities, select the hub device and click Edit.
Configure the following settings for both hub devices:

Property Setting

Peer Type Select Accept any peer ID from the
dropdown.

Enable IKE configuration Method ("mode config") Toggle OFF.

DHCP Toggle OFF.

Advanced Options
net-device Toggle OFF.

tunnel-search Select nexthop from the dropdown.

FortiManager 6.2 Cookbook
Fortinet Technologies Inc.
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Edit VPN Gateway
Protected Subnet 0
Ball x
IP/Netmask:0.0.0.0/0.0.0.0
1 Entry Selected
Role {ub Spoke
Device 4 FGT-DC-5 v
Default VPN Interface ] port1l v
Hub-to-Hub Interface Mone v (Required for multiple Hubs)
Local Gateway 0.0.0.0
Local ID
Routing ®Manual (via Device Manager) () Automatic
Summary Network(s) Seqi# Network Priority
1 | 1 -+
Peer Type (® Accept any peer ID
(O Accept this peer ID
(O Accept a dialup group N
(O Accept peer v
(O Accept peer group v
XAUTH Type (®) Disable (O PAP Server (O CHAP Server (AUTO Server
Enable IKE Configuration Method OFF
("mode config")
DHCP Server OFF
Default Gateway 0.0.0.0
DNS Service (O Use System DNS Setting (@ Specify
DNS Server #1 0.0.0.0
DNS Server #2 0.0.0.0
DMS Server #3 0.0.0.0
Netmask 255,255.255.255

Verifying ADVPN configuration in FortiGate
When configuring the VPN manager, take into account that the final outcome you want to have on the FortiGate is
shown the configurations below.

The configuration will be available on the FortiGates only after they are installed from FortiManager. The installation is
described later in the guide. These configurations are required for ADVPN to work. At this point you don’t need to install
the configurations on the FortiGates.

Example configurations

FGT-1 # show vpn ipsec phasel-interface
config vpn ipsec phasel-interface
edit "OL MPLS Q"

FortiManager 6.2 Cookbook 14
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set
set
set
set
set
set
set
set
set
set
set
next

interface "port4d"

ike-version 2

keylife 28800

peertype any

net-device disable

proposal aesl28-sha256 aes256-sha256
add-route disable
auto-discovery-receiver enable
tunnel-search nexthop
remote-gw 172.16.2.5

psksecret xxx

edit "OL INET 0"

set
set
set
set
set
set
set
set

set
set
set
next
end

interface "portl"

ike-version 2

keylife 28800

peertype any

net-device disable

proposal aesl28-sha256 aes256-sha256
add-route disable
auto-discovery-receiver enable
tunnel-search nexthop
remote-gw 100.64.1.5

psksecret xxx

FGT-DC-5 # show vpn ipsec phasel-interface
config vpn ipsec phasel-interface
edit "OL MPLS 0"

set
set
set
set
set
set
set
set
set
set
set
next

type dynamic

interface "port4d"
ike-version 2

keylife 28800

peertype any

net-device disable

proposal aesl28-sha256 aes256-sha256
add-route disable
auto-discovery-sender enable
tunnel-search nexthop
psksecret xxx

edit "OL_INET 0"

set
set
set
set
set
set
set
set
set

set
set
next
end

type dynamic

interface "portl"
ike-version 2

keylife 28800

peertype any

net-device disable

proposal aesl?28-sha256 aes256-sha256
add-route disable
auto-discovery-sender enable
tunnel-search nexthop
psksecret xxx

FortiManager 6.2 Cookbook
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Creating policy packages

Create the firewall policies to install on the FortiGates. You create two policy packages: one for the branches and one
for the hub.

To create a policy package:

1. Goto Policy & Objects > Policy Packages.
2. Inthe toolbar, click Policy Package > New.
3. Configure the policy package settings, then click OK.

For information about creating policy packages, go to the FortiManager Document Library > FortiManager
Administration Guide > Firewall Policy & Objects > Managing policy packages > Create new policy packages.

To create a firewall policy:

1. Goto Policy & Objects > Policy Packages.
2. Inthe tree menu, select a policy package.
3. Inthe tree menu, select a policy package. click Create New. By default, policies will be added to the bottom of the
list, but above the Implicit policy.
4. Configure the firewall policy settings, and click OK.
Create the following set of policies for the branches:
« Branch to overlay
o Overlay to branch

Cn Policy & Objects v  Palicy Packages Object Configurations ADOM: SD-WAN-622 [

B Policy Package ~ & Install ~ & ADOM Revisions ## Tools~  # Collapse All 3= Object Selector ~

E Searc B  tCreateNew ~ [#Edit~ i Delete [#Section~ M Policy Block
3 DC5_root
B A SD-WAN-154

From To Source

[ OLINET_O
OL_MPLS_O
IPv4 Virtual Wire Pair Policy a 1 Eany g por_tZ - dZall =all ® always mALL ~ Accept
IPv6 Policy [ port3
IPvé Virtual Wire Pair Palicy [ OL_INET_O
NAT4é Palicy e OL_MFLg 0
2 To-client N - rt10 Zall Zall @ al ALL v A t
NAT&4 Policy [} o-clien [ port2 3 poi al al always 0] ccep!
Proxy Policy E port3
IPv4 DoS Policy
1Pv6 DoS Policy C & Implicit Deny ¥ any 2 any 2 all 2 all Ix always i ALL @ Deny

IPv4 Interface Paolicy
IPvé Interface Paolicy
Multicast Policy
IPv4 Local In Policy
IPvé Local In Policy
Traffic Shaping Policy
Authentication Rules
Installation Targets
3 default
M Policy Blocks (0)

Create the following set of policies for the hub:

o Overlay to hub
o Overlayto INET
« Branch to branch

FortiManager 6.2 Cookbook
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-_E Policy & Objects v  Policy Packages Object Configurations ADOM: SD-WAN-622 1[I @ > ‘ admin v

B Policy Package ~ & Install ~ @ ADOM Revisions % Tools ~  # Collapse All 3= Object Selector ~

5 Q + Create New ~
= 2 DC5_root

[ Edit ~ ¥y Delete [#Section~ M PolicyBlock~ @ & ~

o # Name From To Source Destination Schedule Service Users Action

IPv4 Virtual Wire Pair Policy 0O 1 Overlay to DC g 8t_::ELr§DO [ port10 =all =all ® always m ALL + Accept
IPv6 Policy - -

OL_INET_O
IPvé Virtual Wire Pair Policy o 2 To Internet Traf g OL_MPLg Gi 3 port1 =all =all ® always mALL ~ Accept
NAT46 Policy o r'_t2 -
NATA4 Policy 0 3 allow.internet? -2 Ezms 3 port10 =all =all & always ®ALL + Accept
Proxy Policy vl

OL_INET_O0 [ OL_INET_O
IPv4 DoS Policy o 4 ADVPN D OLMPLS 0 oL ML = 2l =all & always wALL + Accept

IPv6 DoS Palicy
IPv4 Interface Policy

o

Implicit Deny  <* any i any < all < all i always S ALL @ Deny
IPv6 Interface Policy

Multicast Policy
IPv4 Local In Policy
IPvé Local In Policy
Traffic Shaping Policy
Authentication Rules
Installation Targets

I3 SD-WAN-154

& default

M Policy Blocks (0)

For information about creating firewall policies, go to the FortiManager Document Library > FortiManager
Administration Guide > Firewall Policy & Objects > Managing policies > Create new Firewall Policy.

Installing policy packages
Install the policy packages on the hub and branch FortiGates.

To install a policy package:

1. Goto Policy & Objects > Policy Packages.
2. Inthe toolbar, click Install > Install Wizard.
3. Follow the steps in the install wizard to install the policy package.

For information about installing policy packages, go to the FortiManager Document Library > FortiManager
Administration Guide > Firewall Policy & Objects > Managing policy packages > Install a policy package.

After the policies are installed on the devices, FortiManager may make the following
modifications to the FortiGate configurations:
O ! ’, « The tunnel-search property will no longer be set to nexthop on the spokes.
? « The auto-discovery-sender and auto-discovery-receiver properties will no longer be
= enabled on the hub and spokes
You can use the GUI or scripts to correct the configuration; however, you should first complete
the following step, Configuring tunnel interfaces and dynamic mapping on page 18

To verify the policy packages were installed in the GUI:

1. Goto Device Manager > Device & Groups.

2. Inthe tree menu, click Managed Devices. In the Policy Package Status column, a check mark appears next to the
package you installed.

FortiManager 6.2 Cookbook
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Device Manager v

Device & Groups Firmware License

Provisioning Templates Scripts SD-WA

0 Add Device &8 Device Group v

@ Managed Devices

3 Devices
Total

@ Logging Devices

[ Edit 1 Del

A Device Name
2FGT-1
AFGT-2

4 FGT-DC-5

0000

Configuring tunnel interfaces and dynamic mapping

3] Import P
Config Status
~ Synchronized

~ Synchronized
~” Synchronized

Install Wizard & Tools ~  [E Table View v~

0

Connection

& Install ~

t Morew~ & Colu

Policy Package Status
v’ Branches-PP

+ Branches-PP

v’ DataCenter-PP

After the policy packages are installed on the FortiGates, ensure the tunnel interfaces for Port 2 and Port 3 are

configured correctly.

AR

After completing this task, you can fix the settings that were modified when Installing policy
packages on page 17See Fixing the settings in the policy package on page 20.

To configure the tunnel interface address in the GUI:

Go to Device Manager > Device & Groups.

In the tree menu, select the device you want to configure.

Hover over the System tab and select Interface.

Select the tunnel interface, and click Edit.

Enter the tunnel address in the IP/Netmask and Remote/IP fields.

O~ ODdN=
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Device Manager ~  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

@ Add Device ~ 35 Device Group ~  Install Wizard X Tools ~ [ Table View ~

@ Managed Devices A FortiGate-VM64-154 |SYSESMESIREEREEE) Router Query Display Options
Edit Interface
Interface Name OL_INET_O
Alias Name
Type Tunnel
Interface port2
Role Undefined
Address
Addressing Mode m
10.254.40.2/255.255.255.255
10.254.40.1/255.255.255.0
E Search Q
2 4 DC5(1) Shaping Profile oFF
& root Restrict Access
ry Override Default MTU Value OFF
Administrative Access Ocapwar [JFMG-Access
HTTP® CJHTTPS
Probe Response CJrRADIUS Accounting
OssH OTELNET
DHCP Server (el Server  Relay
Security Mode None
Device Management
Device Detection OFF
Broadcast Discovery Messages OFF
Explicit Web Proxy OFF
Explicit FTP Proxy OFF
o ]

ADOM: SD-WAN-622

OFT™M
EPING

Osnmp
FortiTelemetry

00 = z admin ~

To configure the branch devices in the CLI:

FGT1: config system interface
edit "OL MPLS Q"

set vdom "root"
set ip 10.254.41.2 255.255.255.255
set allowaccess ping
set type tunnel
set remote-ip 10.254.41.1 255.255.255.0
set estimated-upstream-bandwidth 1500
set estimated-downstream-bandwidth 500
set snmp-index 113
set interface "port3"

next

edit "OL INET 0"
set vdom "root"
set ip 10.254.40.2 255.255.255.255
set allowaccess ping
set type tunnel
set remote-ip 10.254.40.1 255.255.255.0
set estimated-upstream-bandwidth 100
set estimated-downstream-bandwidth 50
set snmp-index 114
set interface "port2"

next

end

FGT2: config system interface

FortiManager 6.2 Cookbook
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edit "OL MPLS 0"
set vdom "root"
set ip 10.254.41.3 255.255.255.255
set allowaccess ping
set type tunnel
set remote-ip 10.254.41.1 255.255.255.0
set estimated-upstream-bandwidth 1500
set estimated-downstream-bandwidth 500
set snmp-index 113
set interface "port3"
next
edit "OL_INET 0"
set vdom "root"
set ip 10.254.40.3 255.255.255.255
set allowaccess ping
set type tunnel
set remote-ip 10.254.40.1 255.255.255.0
set estimated-upstream-bandwidth 100
set estimated-downstream-bandwidth 50
set snmp-index 114
set interface "port2"
next
end

To configure the hub device in the CLI:

FGTDC: config system interface
edit "OL MPLS 0"
set vdom "root"
set ip 10.254.41.1 255.255.255.255
set allowaccess ping
set type tunnel
set remote-ip 10.254.41.254 255.255.255.0
set snmp-index 114
set interface "port3"
next
edit "OL INET 0"
set vdom "root"
set ip 10.254.40.1 255.255.255.255
set allowaccess ping
set type tunnel
set remote-ip 10.254.40.254 255.255.255.0
set snmp-index 115
set interface "port2"
next
end

Fixing the settings in the policy package

After you have verified the configurations in the tunnel interfaces and dynamic mapping, fix the settings that were
modified when you installed the configurations and policies. After you have fixed the configurations, ensure the devices
are Up.

FortiManager 6.2 Cookbook
Fortinet Technologies Inc.

20



SD-WAN

To complete this task, enable CLI Configurations in each device you want to configure.

Ve
4

To enable CLI configurations:

Go to Device Manager > Device & Groups.

In the tree menu, click Managed Devices, and then select a device from the list.
In the toolbar, click Display Options.

Click Customize.

Enable CL/ configurations.

o~ oODdD=

To fix the configurations:

Go to Device Manager > Device & Groups.

In the tree menu, click Managed Devices, and then select a device from the list.
In the toolbar, click CLI configuration.

Go to vpn > ipsec > phase1-interface.

Select a policy from the list, and click Edit.

O rODdD-=

a. On the hub device, enable auto-discovery-forwarder and auto-discovery-sender, then configure the required
parameters.

b. On the branch devices, enable auto-discovery-reciever, and then configure the required parameters.
c. Install the policy on the hub and branches.

8.2 DeviceManager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM: SD-WAN-622 [}

@ >~ (§ admin+

@ Add Device v §8 Device Group v« Install Wizard X Tools v (& Table View v

A FortiGate-VM64-154  System Router Query

Q| edit vpn ipsec phased-interface

B Display Options

S alertemail

name OL_MPLS (maximum 15 characters)
add-gw-route orF
add-route orF

% certificate

aggregate-member

- cifs
w- dip assign-ip or
G dnsfilter assign-ip-from range
4 emailfilte &
- endpoint-control authmethod psk
G- extender-controller authmethod-remote
- firewall
& ftp-proxy authpasswd  [sssssses
#- icap authusr (maximum 64 characters)
Qs ips
o 4 DC5 (1) o log authusrgrp None
root auto-discovery-forwarder e
3
; auto-discovery-psk -
FortiGate-VM64-155
auto-discovery-receiver u
auto-discovery-sender -
auto-negotiate. u

#- certificate

2 ipsec

I |- concentrator
forticlient
manualkey
manualkey-interface
phasel

To ensure the devices are up:

1.
2.

backup-gateway

banner

certid-validation
certificate
childless-ike
client-auto-negotiate
client-keep-alive

comments

Go to VPN Manager > Monitor.
In the tree menu, click All VPN Communities.
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[created by FMG VPN Manager]
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3. Inthe Status column, ensure the device status is Up.

VPN Manager v  IPsecVPN Monitor Map View SSLVPN ADOM: SD-WAN-622

L. VPN Community ~  Install Wizard

— 4 Bring Tunnel Up ¥ Bring Tunnel Down & Refresh 4% Column Settings ~ QI
i gt::pELrS O Status Device P1 Name Type Remote Gateway Uptime P2 Name Incoming Data

a Down DC5[root] OL_INET_O 0.0.00 382.0 MB

a #+up DC5[root] OL_INET_0_O0 dialup 172.20.11.4 1d 3h 28m 08s 4OL_INET_ 0.0 191.1 MB

a #+up DC5[root] OL_INET_0_1 dialup 172.20.11.5 1d 3h 28m 08s 4OL_INET_0 0 190.9 MB

a Down DC5[root] OL_MPLS_O 0.0.00 370.3 MB

a #+up DC5[roat] OL_MPLS_0_0 dialup 172.20.12.4 1d 3h 28m 08s 40OL_MPLS.0O0 1854 MB

O #+u DC5[root] OL_MPLS_0_1 dialup 172.20.12.5 1d 3h 28m 08s 40L_MPLS.00 184.9MB

a #+up FortiGate-VM6é4-1 OL_INET_O automatic 172.20.10.6 1d 3h 28m Qés 4OL_INET_0_O 2011 MB

O #+u FortiGate-VM64-1 OL_MPLS_0 automatic 172.209.6 1d 3h 28m Qés 40L_MPLS 00 1934MB

a #+up FortiGate-VM6é4-1 OL_INET_O automatic 172.20.10.6 1d 3h 28m Qés 4OL_INET_0_O 200.8 MB

O #+u FortiGate-VM64-1 OL_MPLS_0 automatic 172.209.6 1d 3h 28m Qés 40L_MPLS 00 1929 MB

Configuring dynamic routing

BGP configurations are required to ensure ADVPN works properly. We recommend using FortiManager to create
CLI templates with meta data fields or scripts to execute advanced BGP configurations on the branches and hubs.

To configure dynamic routing:

Configure the router-bgp in the branches.
Configure the router BGP on the hub.

Verify the BGP routes.

Configure the ADVPN policy route on the hub.

AoODbd=

Configuring the router-bgp on the branches
Use a script to configure the router-bgp in the branches.

To create the CLI script:

Go to Device Manager > Scripts.

In the toolbar, click Create New.

Enter the script details such as the Script Name, Type, and Run script on.
In the Script details field, paste the script:

Aw N oo
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5. Inthe toolbar, click Run Script, and then select the devices you want to run the script on. Click Run Now.

Run Script - 11 - Configure router-bgp in FGT-4

Available Entries (2) Selected Entries (1)
o o
14 DC5 (IP: 100.64.1.195, Platform: FortiGate-VMé4) []14 FortiGate-VMé4-154 (IP: 100.64.1.154, Platform: FortiGate-VM&4)

[]4 FortiGate-VM64-155 (IP: 100.64.1.155, Platform: FortiGate-VMé4|

< <
L=}iln] B ©
0 Use Shift key for multiple selections and double click for moving one item.

Branch script example

config router bgp
set as 65501
set router-id 10.254.40.2
set keepalive-timer 1
set holdtime-timer 3
set ebgp-multipath enable
set scan-time 5
set distance-external 1
config neighbor
edit "10.254.40.1"
set advertisement-interval 1
set link-down-failover enable
set soft-reconfiguration enable
set remote-as 65500
set keep-alive-timer 1
set holdtime-timer 3
next
edit "10.254.41.1"
set advertisement-interval 1
set link-down-failover enable
set soft-reconfiguration enable
set remote-as 65500
set keep-alive-timer 1
set holdtime-timer 3
next
end
config network
edit 1
set prefix 10.100.4.0 255.255.255.0
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next

end
end

Configuring the router BGP on the hub

Create and run a script to configure the router-bgp on the hub.

To configure the router BGP on the hub:

o~ ODdD-=

Go to Device Manager > Scripts.
In the toolbar, click Create New.

Enter the script details such as the Script Name, Type, and Run script on.
In the Script details field, paste the script:
In the toolbar, click Run Script, and then select the devices you want to run the script on. Click Run Now.

Run Script - 11 - Configure router-bgp in FGT-4

Available Entries (2)

Selected Entries (1)

Is]

2

14 DCS (P 100.64.1.195, Platform: FortiGate-VM&4)

14 FortiGate-VM6&4-155 (IP: 100.64.1.155, Platform: FortiGate-VMé&4|

< >

®|©

14 FortiGate-VM&64-154 (IP: 100.64.1.154, Platform: FortiGate-Vi 44|

<

® B

0 Use Shift key for multiple selections and double click for moving one item.

Example hub script

config

vdom

edit root

config
set
set
set
set
set

config

router bgp
as 65500

router-id 10.10.40.1
ebgp-multipath enable
scan-time 5
graceful-restart enable

aggregate-

address
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edit 1
set prefix 10.100.0.0 255.255.0.0
set summary-only enable
next
end
config neighbor
edit "10.200.1.2"
set remote-as 65500
next
end

config neighbor-group
edit "branch-peers-1"
set advertisement-interval 1
set link-down-failover enable
set soft-reconfiguration enable
set remote-as 65501
set keep-alive-timer 1
set holdtime-timer 3
next
end

config neighbor-range
edit 1
set prefix 10.254.40.0 255.255.255.0
set neighbor-group "branch-peers-1"

next
edit 2
set prefix 10.254.41.0 255.255.255.0
set neighbor-group "branch-peers-1"
next
end

config network
edit 1
set prefix 10.200.1.0 255.255.255.0
next

edit 2
set prefix 10.200.0.0 255.255.255.0
next
edit 3
set prefix 10.200.3.0 255.255.255.0
next
end

end

end

Verifying the BGP routes

After you have configured the BGP routes in the hub and branches, use the routing table to verify the routes.
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Example BGP routes

Branch 1:

FGT-4 # get router info routing-table bgp

Routing table for VRF=0

B 10.100.0.0/16 [1/0] via 10.254.41.1, OL MPLS 0, 01:17:15
[1/0] via 10.254.40.1, OL INET 0, 01:17:15

B 10.200.1.0/24 [1/0] via 10.254.41.1, OL MPLS 0, 01:17:15

[1/0] via 10.254.40.1, OL INET 0, 01:17:15

Branch 2:

FGT-5 # get router info routing-table bgp

Routing table for VRF=0

B 10.100.0.0/16 [1/0] via 10.254.41.1, OL MPLS 0, 00:23:24
[1/0] via 10.254.40.1, OL INET 0, 00:23:24

B 10.200.1.0/24 [1/0] via 10.254.41.1, OL MPLS 0, 00:23:24

[1/0] via 10.254.40.1, OL_INET 0, 00:23:24

Hub

FGT-DC-5 # get router info routing-table bgp

Routing table for VRF=0

B 10.100.0.0/16 [200/0] is a summary, Null, 1d03h30m

B 10.100.4.0/24 [20/0] via 10.254.41.2, OL MPLS 0, 01:18:57
[20/0] via 10.254.40.2, OL INET 0O, 01:18:57

B 10.100.5.0/24 [20/0] via 10.254.41.3, OL MPLS 0, 00:23:52

[20/0] via 10.254.40.3, OL_INET 0, 00:23:52

Configuring the ADVPN policy route on the FortiGate hub

In ADVPN, the hub devices forward the data packets to the spokes before the shortcut is established. To prevent the
hub from using ECMP to send traffic to the spokes, create and implement a route policy.

To configure the policy route in FortiManager:

config router policy

edit 1
set input-device "OL MPLS 0"
set output-device "OL MPLS 0"

next

edit 2
set input-device "OL INET 0"
set output-device "OL INET Q"
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next
end

Configuring SD-WAN
After you have configured the overlay and tunnel routes, enable SD-WAN for central management.

To configure central management:

Enable central management.

Test ADVPN.

Add health-check servers.

Create SD-WAN templates for the branches.
Configure the static routes.

O ODdD-=

Enabling central management

Enable central management so you can configure the settings once, and install them to one or more devices.

To enable Central Management:

1. Goto System Settings > All ADOMs. Select the SDWAN network.
2. Inthe toolbar, click Edit.
3. Next to Central Management, select SD-WAN, and click OK.

Configuring branch interfaces
You can use basic SD-WAN configurations on the branches to test ADVPN.

To configure the branch interface members:

1. Goto Device Manager > SD-WAN.
2. Inthe tree menu, click Interface Members.

3. Inthetoolbar, click Create New.
Create the following interface members:

« OL_MPLS
o OL_INET
e port2

e port3
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Device Manager ~

Device & Groups

ADOM: SD-WAN-622

HH > ‘ admin ~

Firmware License Provisioning Templates Scripts SD-WAN

Install Wizard

& SD-WAN Templates

2 Health-Check Servers

18 BGP Neighbors
@ Input Interfaces

& Monitor

4. Configure the interface

L3 Central Management

o]

[# Edit w D
Interface Name

+ Create New Used #& Column Settings ~

Per Device Mapping

~ 2outof3
FortiGate-VMé4-154 (root): OL_INET_O
FortiGate-VM@4-155 (root): OL_INET_O

OL_INET_O

~v 2outof3
FortiGate-VMé4-154 (root): OL_MPLS_0
FortiGate-VMé4-155 (root): OL_MPLS_0

OL_MPLS 0

~ 2outof3
FortiGate-VMé4-154 (root): port2
FortiGate-VMé4-155 (root): port2

port2

~v 2outof3
FortiGate-VMé4-154 (root): port3
FortiGate-VMé4-155 (root): port3

port3

settings keeping the following considerations in mind:

Description

Gateway

Default interface

Per-Device Mapping
Advanced Options

FortiManager 6.2 Cookbook
Fortinet Technologies Inc.

Make sure to specify the remote gateway for the overlay interfaces.

Make sure to specify the suffix 0 for OL_MPLS and OL_INET. For
example, OL_MPLS 0Oand OL_INET_O.

Toggle ON.

Make sure to specify the priority for the OL_MPLS and OL_INET interfaces is
higher than port2 and port3.

This will redirect the traffic that does not match an SD-WAN rule to the
underlays in port2 and port3, instead of using ECMP for all the interface
members of the SD-WAN.

Priority

28



SD-WAN

OL_INET_0 configuration:

Manager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

& Install Wizard

& SD-WAN Templates Edit WAN Interface OL_INET_O
Name OL_INET_O
2 Health-Check Servers .
Description
18 BGP Neighbors
@ Input Interfaces #
& Moritor Default Interface OLINET 0
Gateway 0.0.0.0
Weight 1
Cost 1
Volume Ratio 1
Per-Device Mapping m
+ Create New
O Name VDOM Interface Gateway Weight Cost Volume Ratio
O FortiGate-VMé4-154  root OL_INET_O = 10.254.40.2 1 1 1
O FortiGate-VM&4-155  root OL_INET_O = 10.254.40.3 1 1 1

Advanced Options v

gateway6

ingress-spillover-threshold 0
priority 1
source 00.0.0
sourced

spillover-threshold 0

status m

OL_MPLS_0 interface configuration:

Device Manager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

& Install Wizard

& SD-WAN Templates Edit WAN Interface OL_MPLS_O
£ Interface Members
Name OL_MPLS_0
2 Health-Check Servers .
Description
18 BGP Neighbors
@ Input Interfaces #
& Moritor Default Interface OL_MPLS 0
Gateway 0.0.0.0
Weight 1
Cost 1
Volume Ratio 1
Per-Device Mapping m
+ Create New
O Name VDOM Interface Gateway Weight Cost Volume Ratio
O FortiGate-VMé64-154 ~ root OL_MPLS 0 10254412 1 1 1
O FortiGate-VMé4-155 = root OL_MPLS 0 10254413 1 1 1

Advanced Options v

gateway6

ingress-spillover-threshold 0
priority 1
source 0.0.0.0
sourceé

spillover-threshold 0

status m
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Creating health-check servers

Create health-check servers to verify that real servers are able respond to network connection attempts. You will need to
create a health-check server for the overlay and underlay topologies.

To create a health-check server:

Go to Device Manager > SD-WAN.

In the tree menu, click Health-Check Servers.

In the toolbar, click Create New. The Create New WAN Detect Server page opens.
Configure the Health-Check server settings, and click OK.

AoODbd-=

&°% DeviceManager~ Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM: SD-WAN-622 0 @ > ‘ admin v

Install Wizard L3 Central Management

& |

& SD-WAN Templates -+ Create New [# Edit W Delete O Where Used #& Column Settings ~

3 Interface Members

Server Name

Detect Server Per Device Mapping
http 10.200.1.10 > Ooutof 3
test_dc 10.200.1.1 > Ooutof3

test_internet 10.201.1.1 > Ooutof3

Description

18 BGP Neighbors

ooo0o

@ Input Interfaces

L2 Monitor

Creating SD-WAN templates for the branches
Create an SD-WAN template, and then assign it to the branch devices.

To create an SD-WAN template:

1. Goto Device Manager> SD-WAN > SD-WAN Template.
2. Inthe toolbar, click Create New. The Create New page opens.
3. Configure the SD-WAN template settings, and then click OK.

To assign the SD-WAN template to the branch devices:

1. Inthe SD-WAN Templates content pane, select the SD-WAN template.
2. Inthe toolbar, click Assign to Device. The Assign to Device window appears.
3. Select the branch devices, and click OK.
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Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM:SD-WAN-622 I @ >- g admin v

& Install Wizard

G Central Management

O Interface Members Interface Members B
O Health-Check Servers + CreateNew [4 Edit EI Delete O Where Used 4 Move Up & Move Down
12 BGP Neighbors o# D Port
& Input Interfaces 01 1 EOLINET.0
&2 Monitor @z z EoL_MPLs 0
o3 3 Eport2
o4 4 Eport3
Performance SLA
=+ CreateNew [ Edit i Delete O Where Used
O #  Name Detect Server Detect Protocol Failure Threshold Recovery Threshold
o1 http http HTTP 5 5
o 2 test_dc test_dc Ping 5 5
o 3 test_internet test_internet Ping 5 5
Neighbor

=+ CreateNew [ Edit [ Delete

O #  Neighbor Member Health Check SLA

SD-WAN Rules

+ Create New [ Edit [ Delete 4 MoveUp ¥ Move Down

O #  Name Source Destination Criteria Members

O 1 gmail-skype-service ALL Google-Gmail, Microsoft-Skype_Teams test dc#1 @OL_INET_0 @OL MPLS 0
O 2 aoltricservice ALL AOL-DNS, Citrix-Web test_dc#1 @OL_INET_0 @OL_MPLS 0
0 3  amazon ALL Amazon-Web Latency (test_internet) @port2 @port3

O 4  sdwan ALL ALL Source IP Based ALL

Advanced Options >

Configuring the static routes

Create static routes for IPv4 and IPv6, and then assign them to the branches.

To view the routing tables, go to System Settings > Network, and click Routing Table or IPv6 Routing Table.

System Network Management Interface

Name portl
IP Address/Netmask [ 100.64.1.202/255.255.255.0
IPvé Address /0
Administrative Access @nHrres @HTTP BPING E5SH ESNMP Bweb Service
IPvé Administrative Access OHTTPS OHTTP OPING 55H OSNMP OWeb Service
Service Access B rortiGate Updates

Bind to IP Address @ 0.0.0.0/0.0.0.0

Bweb Filtering

Bind to IP Address @ 0.0.0.0/0.0.0.0
Default Gateway 100.64.1.254
Primary DNS Server 208.91.112.52
Secondary DNS Server 208.91.112.53

All Interfaces Routing Table IPv6 Routing Table Packet Capture

To add a static route:

1. From the IPv4 or IPv6 routing table, click Create New in the toolbar. The Create New Network Route dialog is
displayed.

Enter the Destination IP/Mask.

Enter the Gateway.

From the Interface dropdown, select the network interface that connects to the gateway .
Click OK.

o~ oD
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Using Intelligent Application Steering and Link Fail-over

You can use FortiGate to load balance traffic depending on the application type and on the SLA. To do this, create
application-based SD-WAN rules in FortiManager and then install the configurations on the branches.

To use Intelligent Application Steering and Link Fail-over:

1. Create the following SD-WAN rules:

o Business Critical Cloud APP (Office365 and Azure and AWS): This traffic should always favor the INET
underlay, in case SLA in not met or the underlay link fails, it can go through an overlay.

« Non-Business Critical Cloud APP (Facebook and Twitter): This traffic should only go through the underlay, in
case of link failure, the traffic can stop working.

2. Enable FortiAnalyzer on the branches using CLI scripts
3. Install the configurations on the branches

To create SD-WAN rules in the GUI:

1. Goto Device Manager > SD-WAN > SD-WAN Template.

2. Click Create New in the content pane toolbar, or right-click and select Create New. The Create New page opens.
3. Inthe SD-WAN Rules toolbar, click Create New. The Create New SD-WAN Rule dialog-box opens.

4. Configure the SD-WAN rule settings, then click OK.

vy
‘?' In the SD-WAN policy for Business Critical and Non-Business Critical Cloud App, make

sure to enable the Gateway option. This allows to FortiGate to redirect correctly.

For information about creating SD-WAN rules, go to the FortiManager Document Library > FortiManager
Administration Guide > SD-WAN > SD-WAN templates.

To enable FortiAnalyzer on the branches:

config log fortianalyzer setting
set status enable
set server "192.168.0.15"
set upload-option realtime
set serial <FMG Serial Number>
set certificate-verification disable
set reliable enable
end

To configure a FortiGate unit:

Go to Device Manager > Device & Groups.

In the tree menu, select a device group.

In the content pane, select a device.

From the Install menu, select Install Config.

When the installation configuration is complete, click Finish.

o~ O
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After the installation is complete you will see the logs are on FortiAnalyzer. If you log in to the
FortiGate WebUI you will notice an error message in the Security Fabric Settings page:
@ FortiAnalyzer Logging

Use FortiManager O
IP address 192.168.0.15
Storage usage
N} A FortiGate not authorized to send any log types. Please grant permission
\ql on logging device.
- Upload option Every Minute = Every 5 Minutes
S5L encrypt log transmission O

Allow access to FortiGate REST APl @O
Verify FortiAnalyzer certificate (@ ]

Run the following command on FortiManager CLI:
exe log device permission ALL all ena
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This section contains the following topics:

« Exporting a policy package from one FortiManager to another on page 34

Exporting a policy package from one FortiManager to another

In this example, you will learn how to export a policy package from one FortiManager to another FortiManager.

To export a policy package from one FortiManager to another FortiManager:

1. Select a FortiManager policy package and installation target you want to export:
a. Select a FortiManager policy package and its installation target.
For example,

Policy Package: PP_001
Installation Target: Device1
2. Download the latest revision:

a. Goto Device Manager > Device & Groups > and double-click the installation target device (Device1 in this
example).

b. Goto System: Dashboard > Configuration and Installation Status > Total Revisions.
c. Download the latest revision (for example, Revision 1).
3. Add the device to the second FortiManager:
a. Go to your second FortiManager.
b. Goto Device Manager > Device & Groups > and click Add Device. The Add Device wizard displays.

Its SN must be similar to the one you got the revision from. It can be the same as the original SN, or you can
take the SN prefix (the first six characters) and append 10 digits to it.

For example, FG200D 12345985242 is the original SN.
Prefix: FG200D

Appended 10 Digits: 0000000001

The new SN will be: FG200D0000000001.
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c. Select Add Model Device and complete the wizard.

Add Device Add Device

Name Modell
SN FGVMEV000DDOT000

Status Device Added Successfully

Creating device database

Initiakizing configuration database

Updating group membership

Successfully add device

BT [

4. Import the revision to the second FortiManager:

a. On your second FortiManager device, go to Device Manager > Device & Groups and double-click the model
device. The Device Dashboard displays.

Go to System: Dashboard > Configuration and Installation Status > Total Revisions.
Right-click the empty revision list and select Import Revision > Revision 1.

Go to Device Manager > Device & Groups.

Right-click your model device and select Import Policy. The wizard displays.
Complete the wizard.

Q@ -~ 20T

Go to Policy & Objects. The policy package and its used objects are displayed.

L}
‘Q' For further FortiManager information, refer to the FortiManager Administration Guides

available in the Fortinet Document Library.
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VPN Manager

This section contains the following topics:

« Configuring a full mesh VPN topology within a VPN console on page 36

Configuring a full mesh VPN topology within a VPN console

This is an example on how to configure a simple full mesh VPN with:

« Three FortiGate (FGT) devices

o Apre-shared key for authentication
« An auto-up tunnel setting

« Staticroutes

To configure a full mesh VPN topology within a VPN console:

1. Add FortiGate devices and map all interfaces:

a. Go to Device Manager. Add three FortiGate devices by clicking Add Device. Follow the wizard to add each
device.

Go to Policy & Objects > Policy Packages and define the Zone interfaces.
Go to Device Manager and select a device.
d. Goto System: Interface and map the interfaces to the Zone interfaces.

@ Add Device B Device Group v Instal Wizard & Tools v

@ Managed FortiGates B | A FGT-168-100-1 |5y

fem  interface | Router Security Profiles VPN Query URL Match List Detected Devices CLI
1

|ttty
45 grp-100 [ =+ Create New = Edit Interface Map 7 Show Unmapped Zones == Collapse All

fogrp-101 Interface  Type Mapped Policy Interface Add g Mode 1P/

= Physical (4)
b grp-102 '

dmz [&] Physical Manual 0.0.0.0/0
internal & Physical Manual 192.168.1.99/255.255.255.0

wan2 & Physical Manual 0.0.0.0/0

2. Create firewall addresses for protected subnets:

a. Goto Policy & Objects > Object Configurations > Firewall Objects > Address to manage the firewall
addresses.

b. VPNs only support firewall addresses with the type set to subnet (IP/Netmask). The firewall addresses will be
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used as protected subnets to generate static routes among the FortiGate devices.

Policy & Objects ~»  Policy Packages  Object Configurations

& ADOM Revisions ¢ Tools v

Zone/Interface bl Edit Address

B Firewall Objects

Address Name

Addresses Tye ——
MUulicaet Aodesses IP/Netmask 172.19.100.1/255.255.255.255
ances Interface any %
whedS Comments 0/255
Virtual IPs
IP Pools 4
Traffic Shapers Add to Groups
Virtual Servers Advanced Options >

Per-Device Mapping OFF

Health Check

3. Create a VPN community:
a. Goto VPN Manager> VPN Community list > Create New.
b. Setthe VPN Topology type to Full Meshed.

VPN Topology Setup Wizard

Choose VPN Topalogy

b ®
Full Meshed Slar Dial up

c. Define the Authentication method with a Pre-shared Key.
d. Specify the encryption and hash methods.

VPN Topology Setup Wizard

Authentication & Encryption Settings:

Authenticalion Certificates  giSEIEEIGY

Generate(random)

@ Specify sasass
Encryption
IKE Security (Phase 1) Properties
1-Encryption 3DES v Authentication  SHA-1 v =+ 1T

2-kncryption 3DES v Authentication | MD5S v + o

IPsec Security (Phase 2) Properties
1-Fncryption 3DES - Authentication | SHA-1 - +

2-Encryption 3DES v Authentication | MD5 v + &

I | I

e. After defining the authentication methods and encryption properties, click Next.
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f. Configure the VPN Phase 1 and Phase 2 settings.

VPN Topology Setup Wizard

VPN Zone [ on |

(® Create Default Zones
(O Use Custom Zone
IKE Security Phase 1 Advanced Properties

Diffie Hellman Group(s) (m} 5 014 O1s O 1s 017
18 019 020 021

Exchange Mode O Aggressive & Main(ID Protection)
Key Life 28800 (120-172800 seconds)
Dead Peer Detection m

IPsec Security Phase 2 Advanced Properties
Diffie Hellman Group(s) 0O:2 5 014 O1s 016 017
018 019 020 O
Replay Detection m

Perfect Forward = -
[ oo
g. Forthe IPSec Phase 2 setting, set the tunnel to Auto-Negotiate.

VPN Topology Setup Wizard

s e e - N
IPsec Security Phase 2 Advanced Properties
Diffie Hellman Group(s) 0z 5 014 015 01 017
018 019 D20 o2

Replay Detection m

Perfect Forward m

Secrecy(PFS)

Key Life ® Seconds O KB O Both
[1800 |seconds|5120 KB
Autokey Keep Alive m
Auto-Negotiate OFF
NAT-traversal ® Enable O Disable O Forced
Keep Alive Frequency 10 (10-900 seconds )

Advanced Options >

BT ST T

i. Optionally, under Advanced Options, the IKE version must be set to two in order to use IPv6 over
tunnels.
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VPN configuration summary:

PN Manager +»  IPsec VPN S

L. VPN Community ~  Install Wizard

B 5 All VPN Communities Edit VPN Community
I Full

# Star Name B-

2 Monitor

Q Map View Description test full mesh

Topology & Full Meshed

Authentication Certificates  [SEEEICLECH

Generate(random)
® Specify ssssss
Encryption
IKZ Security (Phase 1) Properties

IPsec Security (Phase 2) Properties

VPN Zone [ on |

(® Create Default Zones
Use Custom Zone
IKE Security Phase 1 Advanced Properties
Diffie Hellman Groupl(s) (v B 14 15
18 19 ] 20 21

4. Add a VPN gateway:
a. Goto VPN Manager> VPN Community.

b. Inthe content pane, from the Create New menu, select Managed Gateway.

c. Add a Protected Network. There can be more than one protected networks.

VPN Gateway Setup Wizard - [ Full

jm}
1
ao

Protected Network Device Default VPN Interface Local Gateway Advanced

Protected Subnet prosub

IP/Netmask:172.19.100.104/255.255.2...

= prosub-172.19.100.2
IP/Netmask:172.19.100.2/255.255.255...

& prosub-172.19.100.3
IP/Netmask:172.19.100.3/255.255.255...

= prosub-172.19.100.4
IP/Netmask:172.19.100.4/255.255.255...

= prosub-172.19.100.5
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2-Encryption DES v Authentication | MD5 v + oW

1-Encryption DES v Authentication | SHA-1 v + W
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d. Select a Device.

VPN Gateway Setup Wizard - [ Full

= ->CHD
Protected Network Device Default VPN Interface Local Gateway Advanced
Device FGT-168-100-100[root] v

o

e. Select a Default VPN Interface. The default VPN interface should have a valid IP and be mapped.

VPN Gateway Setup Wizard - [ Full

T CHD-> [y
Protected Network Device Default VPN Interface Local Gateway Advanced
Default VPN Interface wanl v

co

i. Optionally, specify the Local Gateway. This option can be left blank in most cases.

VPN Gateway Setup Wizard - §{ Full

——_ ->CHD-> [fy] - CHED
Protected Network Device Default VPN Interface Local Gateway Advanced
Local Gateway IP Address
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f. Go to Routing and select Automatic to generate static routes.

VPN Gateway Setup Wizard - [ Full

Routing QO Manual (via Device Manager)

@ Automatic
Local ID
Advarced Options v

authpasswd

authusr

banner

dns-mode v
domain

public-ip

route-overlap -

I | l

i. If Manual is selected, go to the Device Manager to set the IP on the relevant IPSec interfaces and define
the routings manually.
VPN gateway configuration settings summary:

VPN Manager «» IPsec VPN SSL-VPN

L& VPN Community ~  Install Wizard

@ = All VPN Communities Edit Gateway
I Full
# Star Protected Subnet % prosub-172.19.100.1
CJ Monitor
Q Map View Device FGT-168-100-1root]

Default VPN Interface wanl

Local Gateway

Routing O Manual (via Device Manager)
@ Automatic

Local ID

Advanced Options >

5. Create firewall policies:

a. Goto Policy & Objects > Policy Package to create policies among the default VPN zones and protected-
subnet interfaces.

b. Use the Install On option to restrict policies applied on specific FortiGate devices.

| B Policy Package ~ & Install v G ADOM Revisions @ Tools v

CresteMew v 6 Edity B Delete FD Section v 4§ Columa Sattings + Interface Paic View By Sequence [ RN
Seas  From T Source Destinati... Schedule Senvice Acticn.
1 loopt & vpremer_Full i i a Bl B alviays B
2 1 vonmgz_Full_ e [ loop1 @ ] & ®
3 o[ B varengr_Ful 5 @ aviays ®

c. Remember to create policies for bi-directional traffic.

by
‘?' For further FortiManager information, refer to the Administration Guides available in the
|| Fortinet Document Library.
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FortiSwitch Manager

FortiSwitch Manager is used to manage and monitor managed FortiSwitch units. Managed FortiSwitch units are
connected to FortiGate units that are managed by FortiManager. This chapter contains the following topics:

Using central management on page 42

Using per-device management on page 47

Installing changes to FortiSwitch devices on page 50
Upgrading FortiSwitch firmware on page 52

Using zero touch deployment for FortiSwitch on page 53

Using central management

You can use FortiSwitch Manager for central management or per-device management of managed FortiSwitch units.

This section describes how to use central management.

Following is a high-level summary of how to use central management:

1.
2.

Enable central management. See Enabling FortiSwitch central management on page 42.
Create templates.

You can import templates from managed switches, or you can create new templates. See Importing and editing
FortiSwitch templates on page 43 or Creating FortiSwitch templates on page 44.

Assign templates to managed switches. See Assigning templates to FortiSwitch devices on page 47.
Install changes to managed switches. See Installing changes to FortiSwitch devices on page 50.

Enabling FortiSwitch central management

When central management is enabled, you can create templates for a variety of switch configurations, and assign
templates to multiple managed switches of the same type.

To enable central management:

1.

Go to System Settings > All ADOMs.

2. Double-click the ADOM to open it for editing.
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3. Beside Central Management, select the FortiSwitch checkbox, and click OK.

Edit ADOM
Name root
Type FortiGate v

Comments

Devices

Name IP Address Platform
4 FortiGate-140E-POE 10.2.172.153 FortiGate-140E-POE
4 FortiGate-300D 10.2.172.133 FortiGate-300D
Mode QO Normal (O Backup
Central Management OveN Brortiap Osp-waN
B rortiswitch
Default Device Selection for @ 5Select All O Deselect All
Install
Perform Policy Check Before OFF
Every Install
Auto-Push Policy Packages (O Enable @ Disable

‘When Device Back Online

Central management is enabled for FortiSwitch.

Importing and editing FortiSwitch templates

You can import a template of settings from a managed FortiSwitch unit, and then use FortiManager to edit the template
before installing the changes back to the switch or assigning the template to other switches of the same type.

To import FortiSwitch templates:

1. Go to FortiSwitch Manager > FortiSwitch Templates.

2. Inthe tree menu, select FortiSwitch Templates, and click Import in the toolbar.
The Import dialog box opens.

Import

FortiGate

FortiSwitch

3. Set the following options, and click OK.
a. Inthe FortiGate list, select a FortiGate.
b. Inthe FortiSwitch list, select the FortiSwitch from which to import the template.
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c. (Optional) In the New Name box, type a name for the template.
When you leave this option blank, the template is named by using the default naming pattern.

Import

FortiGate FortiGate-300D (root) v
FortiSwitch S424DN3X17000115 v
New Name

The template is imported and displayed on the content pane.

4

D@~ 01 (§adminy

S8 FortiSwitch Manager v Managed Switches Monitor FortiSwitch Templates
& Install Wizard Q@ Central Management

5 FortiSwitch Templates + Create New [# Edit & Delete QWhereUsed 31 Import % Column Settings ~ ‘

& VLANs O Name Description Platform Last Modified

L2 Security Policies E Test Imported from switch $424DN3X17000097 FortiSwitch-424D : admin/2019-11-20 12:06:41

ELLDP Profil 0O [Etemplate-287 Imported from switch 5448DN3X16000287 FortiSwitch-448D admin/2019-11-20 10:45:53
rofiles

E QoS >

To edit a template:

1. Go to FortiSwitch Manager > FortiSwitch Templates.
2. Inthe tree menu, select FortiSwitch Templates.

The available templates are displayed.

=-=  FortiSwitch Manager v Managed Switches Monitor FortiSwitch Templates D@ -01 ; admin v

& Install Wizard G Central Management
B FortiSwitch Templates
& VLANS O Name

+ Create New [# Edit & Delete Q WhereUsed 31 Import % Column Settings ~ ‘

Last Modified

Description Platform

I Security Policies ElTest Imported from switch $424DN3X17000097 FortiSwitch-424D | admin/2019-11-20 12:06:41
LLOP Profles O Etemplate-287 Imported from switch S448DN3X16000287 FortiSwitch-448D admin/2019-11-20 10:45:53
[ QoS >

3. Select a template, and click Edit.
The template opens for editing.
4. Edit the options, and click OK.

Creating FortiSwitch templates

Instead of importing a template of settings from FortiSwitch units to FortiManager, you can create templates on the
FortiSwitch Manager pane in FortiManager.
You can create the following components, and then create a variety of templates that select different combinations of
the components:

o VLANs

« Security policies

o LLDP profiles

« QoS policies

This topic describes how to create a security policy and a template.
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To create security policies:

1. Go to FortiSwitch Manager > FortiSwitch Templates.

2. Click Security Policies, and click Create New.
The Create New Security Policies pane opens.

222  FortiSwitch Manager v Managed Switches Monitor FortiSwitch Templates 2@~ 01 (§ adminy
& Install Wizard L3 Central Management
FortiSwitch Templates Create New Security Policies
& VLANs
Name
I3 Security Policies
Secutymode por ose. |
LLDP Profiles -
User groups | Click here to select
(5] Qos >
o Guest VLAN OFF
Guest authentication delay 30
second(s)
Authentication fail VLAN OFF
MAC authentication bypass OFF
EAP pass-through m
Override RADIUS timeout OFF

3. Set the options, and click OK.
The security policy is created.

To create FortiSwitch templates:

1. Go to FortiSwitch Manager > FortiSwitch Templates.

2. Ensure that you have created all of the following components that you want to use in one or more
templates: VLANS, security policies, LLDP profiles, and QoS profiles.

3. Click FortiSwitch Templates, and click Create New.
The Create New FortiSwitch Template pane opens.
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S FortiSwitch Manager v Managed Switches Monitor FortiSwitch Templates T @>- 01 (§adminy
& Install Wizard L Central Management

FortiSwitch Templates Create New FortiSwitch Template

& VLANS -
Template Name
I Security Policies Name is required

[EILLDP Profiles Description
[ QoS > 2

Platforms

Platform is required...

Switch VLAN Assignments

+ Create [# Edit [ Delete % Column Settings ~

O Port Description Native VLAN Allowed VLAN POE
No record found.

[ o |

4. Set the following options, and click OK.
a. Inthe Template Name box, type a name for the template.
b. Inthe Platforms list, select the FortiSwitch platform.

c. Under Switch VLAN Assignments, click Create.
The Add VLAN Assignment dialog box opens.

Add VLAN Assignment

T wnk

Port Name |

Description

Native VLAN | None

Allowed VLAN [ Click here to select

Security Policy ‘ None

LLDP Profile ‘ default-auto-is!

QoS Policy | & default

DHCP Blocking (m]

IGMP Snooping

<]

Loop Guard

[<Je]

STP

Edge Port

<]

STP BPDU Guard

0o

STP Root Guard
Advanced Options >

d. Inthe Allowed VLAN box, select the VLAN configuration that you created.
e. Inthe Security Policy box, select the security policy that you created.
f. Inthe LLDP Profile box, select the LLDP profile that you created.
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d. Inthe QoS Policy box, select the QoS policy that you created.
h. Set the remaining options as required.

5. Click OK.

Assigning templates to FortiSwitch devices

Use the FortiSwitch Manager pane to assign templates of settings to switches.

To assign templates:

1.
2

6.

Go to FortiSwitch Manager > Managed Switches.

In the tree menu, select a FortiGate to list its managed switches, or select All_FortiGate to list all switches.
The list of managed FortiSwitch units is displayed in the content pane.

Use the quick status bar to filter the list of switches in the content pane and help locate the switch.

Select the switch, and click Assign Template from the toolbar.
The Assign FortiSwitch Template dialog box opens.

Select a FortiSwitch template, and click OK to assign it.

Ay
S L4
q Only templates that apply to the specific device model are available for selection.
Ay
b [ 4
? You can also assign templates when editing a FortiSwitch device.

Install the template settings. See Installing changes to FortiSwitch devices on page 50.

Using per-device management

You can use FortiSwitch Manager for central management or per-device management of managed FortiSwitch units.
This section describes how to use per-device management.

Following is a high-level summary of how to use per-device management:

1. Enable per-device management. See Enabling FortiSwitch per-device management on page 48.

2. Configure profiles for managed switches.
You can configure VLANSs, security policies, LLDP profiles, and QoS policies, and the changes are saved to the
FortiGate database. See Configuring FortiSwitch profiles on page 48.

3. Configure ports for managed switches by assigning profiles.
When you configure ports, you can assign the profiles and policies that you created. See Configuring FortiSwitch
ports on page 49.

4. Install changes to managed switches. See Installing changes to FortiSwitch devices on page 50.
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Enabling FortiSwitch per-device management
When per-device management is enabled, you can configure changes on each managed switch.

To enable FortiSwitch per-device management:

1. Goto System Settings > All ADOMs.
2. Double-click the ADOM to open it for editing.

3. Beside Central Management, clear the FortiSwitch checkbox, and click OK.
Central management is disabled, and per-device management is enabled for FortiSwitch.

4. Go to FortiSwitch Manager, and notice that Per-device Management is displayed in the top-right corner.

S72  FortiSwitch Manager v Maniaged Switches Monitor FortiSwitch Profiles 5@ -01 (§adminy

& Install Wizard & Per-device Management

Searc Q e
8 RAll_FortiGate (4) E3
- OO 4 Managed FortiSwitch & 4 Online & 0Ofline & 0 Unauthorized
8  FortiGate-300D (4)
Groot

@avdom1

+ CreateNew [# Edit E Delete H Ports Configuration

IMorev 3 Column Settings +

FortiSwitch Name

Serial Number Platform FortiGate Connected Via 08 Version

5424DF3X16000356 FortiSwitch-424D-FPOE  4-FortiGate-300Dlroot] 169.254.1.3 5424DF-v6.2.0-build169,190427 (Interim)

B

ooooo
[]

5424DN3X17000097 4-FortiGate-300Dlroot] 169.254.1.5 5424DN-v6.2.0-build169,190427 (Interim)
a 5424DN3X17000115 4-FortiGate-300Dlroot] 169.254.1.4 5424DN-v6.2.0-build169,190427 (Interim)
& 5424DP3X14000162 FortiSwitch-424D-POE 4-FortiGate-300Dlroot] 169.254.1.2 5424DP-v6.2.0-build169,190427 (Interim)

Configuring FortiSwitch profiles

When per-device management is enabled, you can use the FortiSwitch Manager pane to configure profile and policy
settings for each managed switch. The settings are saved to the FortiGate database, but not yet assigned or installed to
switches.

You can configure the following types of profiles and policies:

o VLANSs

« Security policies
o LLDP profiles

o QoS policies

After you create the profiles and policies, you can configure ports for managed switches to select the VLANS, policies,
and profiles you created, and then assign and install the settings to managed switches.

To configure VLANSs:

1. Go to FortiSwitch Manager > FortiSwitch Profiles.
2. Inthe tree menu, select a FortiGate.
The VLAN tab is displayed.

£2%  FortiSwitchManager v Managed Switches Monitor FortiSwitch Profiles 2@~ 01 (§adminy

& Install Wizard G Per-device Management

LY WAANS |  Security Policies LLDP Profiles QoS ~

+ Create New [ Edit §a Delete QWhere Used #& Column Settings ~

8 &All_FortiGate (1)
8 4 FortiGate-300D (2)

O Name Alias VLAN ID 1P/Netmask Access Last Modified Created Time

O 2 fortiink 0 169.254.1.1/255.255.255.0 PING, CAPWAP admin/2019-11-20 10:40:47 2019-11-20 10:40:47
O e vswiortiink 1 00.00/0.000 admin/2019-11-20 10:40:47 2019-11-20 10:40:47
O eaqtnfortiink 4093 10.254.254.254/255.255.255.0 admin/2019-11-20 10:40:47 2019-11-20 10:40:47
O e voifortilink 4091 00.00/0.000 admin/2019-11-20 10:40:47 2019-11-20 10:40:47
0O e camfortilink 4090 00.00/0.000 admin/2019-11-20 10:40:47 2019-11-20 10:40:47
O e snffortilink 4092 10.254.253.254/255.255.2540  PING admin/2019-11-20 10:40:47 2019-11-20 10:40:47
[u} VLANL 2 0.0.0.0/0000 admin/2019-11-21 15:30:05 2019-11-21 15:30:05

3. Double-click a VLAN to open it for editing, or click Create New to create a new VLAN.
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4. Edit the options, and click OK.
The VLAN settings are saved to the FortiGate database.

To configure Security Policies:

-—

Go to FortiSwitch Manager > FortiSwitch Profiles.
In the tree menu, select a FortiGate.
The VLAN tab is displayed.

Click the Security Policies tab.

N

Ll

Double-click a security policy to open it for editing, or click Create New to create a new policy.
Edit the options, and click OK.
The policy is saved to the FortiGate database.

o

To configure LLDP Profiles:

-—

Go to FortiSwitch Manager > FortiSwitch Profiles.
In the tree menu, select a FortiGate.
The VLAN tab is displayed.

Click the LLDP Profiles tab.
Double-click an LLDP profile to open it for editing, or click Create New to create a new profile.

Edit the options, and click OK.
The profile is saved to the FortiGate database.

N

[ S

To configure QoS policies:

-—

Go to FortiSwitch Manager > FortiSwitch Profiles.

2. Inthe tree menu, select a FortiGate.
The VLAN tab is displayed.

From the QoS menu, select a type of policy.

»w

Double-click the policy to open it for editing, or click Create New to create a new policy.
Edit the options, and click OK.
The policy is saved to the FortiGate database.

o

Configuring FortiSwitch ports

When per-device management is enabled, you can use the FortiSwitch Manager pane to configure ports for each
managed switch. When you configure ports, you can assign the VLANSs, security policies, LLDP profiles, and QoS
policies that you created by using the FortiSwitch Profiles tab.

To configure switch ports:

1. Go to FortiSwitch Manager > Managed Switches.
2. Inthe tree menu, select a FortiGate.

The list of managed switches is displayed in the content pane.
3. Double-click a switch.

The FortiSwitch Ports pane is displayed.
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£2%  FortiSwitch Manager v Managed Switches Monitor FortiSwitch Profiles D@~ 01 (§adminy

G Per-device Management

& Install Wizard
FortiSwitch Ports x
= FERTINET.
8 FortiGate-300D (4) MGMT PoE+ SFP+
oot H DEEDDRENEmERE BRA
Sudomt
10l{12{14 {16 18]
T (2« Jl6 [ & ol s2fl 1416 ] 1sf 0] 22 4]
+ Create New [ Edit i Delete # Column Settings ~
O Port Description Native VLAN Allowed VLAN POE DHCP Blocking
0O portt Svswifortilink sl ©Enabled Quntrusted
0O port2 Svsw.fortilink Saqn fortilink ©Enabled Q@Untrusted
O port3 Gvsw.fortilink Baqtn fortilink ©@Enabled QUntrusted
0O port4 Svsw.fortilink Saqn fortilink ©Enabled Q@Untrusted
0O ports @vsw.fortilink @atn fortilink ©Enabled Q@Untrusted
O port6 Svsw.fortilink Saqn fortilink ©Enabled Q@Untrusted
O port7 Gvsw.fortilink Baqtn fortilink ©@Enabled QUntrusted
O ports Svsw.fortilink @aqtn fortilink ©Enabled Q@Untrusted

4. Double-click a port to open it for editing.
The Edit Ports dialog box is displayed.

Edit Port
Port Name portl M
Description
“
Native VLAN & vsw.fortilink -
Allowed VLAN fe)
& all x
1 Entry Selected
Security Policy I3 802-1X-policy-default -
LLDP Profile default-auto-isl -
QoS Policy B default -
PoE Status
DHCP Blocking O
IGMP Snooping
Loop Guard O
sTP
Edge Port -
[ o |
4

5. Edit the options and click OK.
The changes are saved to the FortiGate database.
6. Install the changes. See Installing changes to FortiSwitch devices on page 50.

Installing changes to FortiSwitch devices

You can install changes to managed FortiSwitch devices directly from the FortiSwitch Manager pane. Alternately you
can install changes when you install a configuration to the FortiGate that manages the switch.

To install changes to switches:

1. Go to FortiSwitch Manager > Managed Switches.
2. Inthe tree menu, select the FortiGate device that controls the FortiSwitch.
The managed switches are displayed in the content pane.

3. Inthe content pane, select the switch, and click Install Wizard.
The Install Wizard is displayed.
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Install Wizard

Olnstall Policy Package & Device Settings

@lnstall Device Settings (only)
Install only device settings for a select set of devices. Policy and Object changes will not be updated from the last install.
Comment

4

4. Select Install Device Settings (only), and click Next.
The Device Settings only pane is displayed.

Install Wizard - Device Settings only

Please select one or more devices to install () Use checkbox or Ctrl or Shift key for multiple selections) Search.. Q

A Device Name IP Address Platform
FortiGate-300D 1102172.133 | FortiGate-300D

& root [NAT] (Management)

5. Select the device, and click Next.
The Device Settings pane is displayed.
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Install Wizard - Device Settings

Only successfully validated device may be installed. Please confirm and click "Install” button to continue.

A Device Name Status Action

Foricate 3000

6. (Optional) Click Install Preview to review the changes.
7. Click Install.

Upgrading FortiSwitch firmware

You can use FortiManager to upgrade firmware for FortiSwitch units. By default, FortiManager retrieves the firmware
from FortiGuard.

You can also optionally import special firmware images for FortiSwitch to the FortiGuard module, and then use them to
upgrade FortiSwitch units.

To upgrade FortiSwitch firmware:

1. Go to FortiSwitch Manager > Managed Switches.
2. Inthe tree menu, select a FortiGate.
The managed FortiSwitches are displayed in the content pane.

3. Right-click a FortiSwitch, and select Upgrade.
The FortiSwitch Firmware Upgrade dialog box is displayed.
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FortiSwitch Firmware Upgrade

Selected FortiSwitches S448DN3X16000287

Firmware Release Date

(8]

Firmware 6.2.2 build(194)
Firmware 6.2.1 build(174)
Firmware 6.2.0 build(168)
Firmware 6.0.4 build(64)
Firmware 6.0.3 build(52)
Firmware 6.0.2 build(46)
Firmware 6.0.1 build(36)
Firmware 6.0.0 build(27)
Firmware 3.6.9 build(424)
Firmware 3.4.8 build(424)
Firmware 3.6.7 build(418)
Firmware 3.6.6 build(414) -

O00D0O0ODO0OO0OD0ODO0OO0O0O0

Let Device Download Firmware from FortiGuard @

4. Select the firmware, and click Upgrade Now.

Using zero touch deployment for FortiSwitch

You can configure FortiSwitch on FortiManager by using its serial number. Then you can use zero touch deployment of
FortiSwitch devices across the network. After configuring FortiSwitch on FortiManager, you can deploy remote
FortiSwitch devices by plugging them into remote FortiGate devices.

Requirements:

« FortiManager version 5.6 ADOM or later.

« FortiGate is managed by FortiManager.

« The managed FortiGate unit is configured to work with FortiSwitch.
« The FortiSwitch serial number is available.

A\,

b ] L4
? You can also use the zero touch deployment process to deploy FortiGate devices.

To prepare FortiSwitch for zero touch deployment:

1. Go to FortiSwitch Manager > Managed Switches.
2. Click Create New.
The Add Model FortiSwitch pane is displayed.
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Add Model FortiSwitch

FortiGate FortiGate-300D (root)
Device Interface fortilink
Serial Number

Name

o

3. Configure the following settings, and click OK:

FortiGate Select the FortiGate device or VDOM from the drop-down.
Device Interface Select the port where the FortiSwitch will be connected.
Serial Number Specify the FortiSwitch serial number.

Name Specify a name.

A model FortiSwitch is created and added to the managed FortiGate.
4. Click Close to close the Add Model FortiSwitch pane.
5. Configure the switch.

« For FortiSwitch Manager with central management enabled, see Assigning templates to FortiSwitch devices
on page 47.

« For FortiSwitch Manager with per-device management enabled, see Configuring FortiSwitch ports on page
49.
Because this is a model device, FortiManager saves the changes to the FortiGate database.

6. Connect the FortiSwitch to FortiGate.
The FortiSwitch settings are deployed to FortiSwitch.
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This section contains the following topics:

« Configuring and debugging FortiManager HA clusters on page 55
« Creating administrator accounts with restricted access on page 56

Configuring and debugging FortiManager HA clusters

You can configure two or more FortiManager units in a high availability (HA) cluster. You can also generate and
download a debug log for each unit in a FortiManager HA cluster.

The following is an overview of configuring FortiManager units in an HA cluster:

1. Configure the primary FortiManager unit.
2. Configure one or more backup FortiManager units.
3. If you encounter problems, review the debug log for each unit in an HA cluster.

Configuring the primary FortiManager unit in an HA cluster

You can configure one FortiManager unit to be the primary unit in a high availability (HA) cluster. You must know the

IP address and serial number of the FortiManager units that will be configured as backup (or peer) units in the HA cluster
to complete this procedure.

To configure the primary FortiManager unit:

Go to System Settings > HA.

Set Operation Mode to Primary.

In the Peer IP box, enter the IP address of the backup FortiManager unit.

In the Peer SN box, enter the serial number of the backup (or peer) FortiManager unit.
Click the + icon to add additional backup FortiManager units to the HA cluster.

Peer SN FM200D3A15000236 + -

O prODd=

6. Click Apply.

Configuring backup FortiManager units in an HA cluster

You can configure up to four FortiManager units as backup (or peer) units in an HA cluster. You must know the
IP address and serial number of the primary FortiManager unit in the HA cluster to complete this procedure.
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To configure the backup FortiManager unit:

Go to System Settings > HA.

Beside Operation Mode, select Secondary.

In the Peer IP box, enter the IP address of the primary FortiManager unit.

In the Peer SN box, enter the serial number of the primary FortiManager unit.

Peer IP 192.168.48.60 Peer SN FM200D3A15000056
Cluster ID 1

poOobd=

(1-64)
Group Password

File Quota (2048-20480) MB

Heart Beat Interval Seconds

Failover Threshold 3 (1-255)

Download Debug Log &, Download

5. Click Apply.

Generating and downloading HA debug logs

You can run a command to generate a debug log for each FortiManager unit in an HA cluster, and then you can
download the logs using the GUI.

To generate a debug log:

1. On the primary or backup FortiManager unit in an HA cluster, enter the following command:
diagnose debug application ha 255

To download a debug log:

1. Goto System Settings > HA.
2. Next to Download Debug Log, click Download.

Cluster ID 1 (1-64)

Group Password @

File Quota 4096 (2048-20480) MB

Heart Beat Interval 5 Seconds

Failover Threshold (1-255)

Download Debug Log & Download

Save the log file (ha-<date>. 1og) to your local computer. It can be opened in a text editor.

Creating administrator accounts with restricted access

When you create an administrator account in FortiManager, by default the account grants access to all ADOMs and all
policy packages. However, you can configure administrator accounts with restricted access to the following items:

+ ADOMs - see Restricting administrator access to ADOMs on page 57

« Device groups - see Restricting administrator access to device groups on page 59

« Policy packages - see Restricting administrator access to policy packages on page 61
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Restricting administrator access to ADOMs

When you create an administrator account, you can specify which ADOMs that users of the account can access. This
topic describes the different methods you can use to restrict access.

To create an administrator account and specify ADOM access:

1. Goto System Settings > Administrators.
2. Click Create New.

3. Beside Administrative Domain, click Specify, and then select the ADOMSs that the administrator account can

access.
E:E System Settings v
€23 Dashhoard ~ New Administrator
@ All ADOMs User Name ADOM-admin
42> Network
Avatar o = Change Photo = Remove Photo
S HA
Comments
& Admin v
. /127
Administrators )
Admin Type LOCAL M
Profile
New Password @
Remote Authentication Server
Confirm Password @
Admin Settings
EB Certificates ~ Admin Profile Restricted_User v
Local Certificates Administrative Domain All ADOMs | All ADOMs except specified ones
CA Certificates
CRL Palicy Package Access FortiManager
I Event Log Trusted Hosts FortiProxy
[ Task Monitor Meta Fields > FortiSandbox
E: Advanced ~ FortiwWeb
SNMP Syslog
Mail Server root
Global Database

Syslog Server - l

For example, select only the root and 56 ADOMs.
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System Settings v

€23 Dashboard ~ | New Administrator
& All ADOMs User Name ADOM-admin
<* Network
Avatar o + Change Photo || = Remove Photo
L HA
Comments
2 Admin ~
0/127
Admin Type LOCAL M
Profile
New Password @
Remote Authentication Server
Confirm Password @
Admin Settings
B Certificates v Admin Profile Restricted_User v
Local Certificates Administrative Domain Al ADOMs | All ADOMs except specified ones
CA Certificates % roat | [% 56]|
CRL Policy Package Access All Packages =1
I Event Log Trusted Hosts OFF
[ Task Monitor Meta Fields >
E: Advanced ~
SNMP
Mail Server

4. Set the remaining options, and click OK.
When the administrator logs in to FortiManager, they can only access the specified ADOMs. In this example, the
specified ADOMs are root and 56.

Select an ADOM Q
root (2) 56
FortiGate 6.0 FortiGate 5.6
Clase

To create an administrator account and exclude access to specific ADOMs:

1. Goto System Settings > Administrators.
2. Click Create New.

3. Beside Administrative Domain, click All ADOMSs except specified ones, and then select the ADOMs that you do
not want the administrator account to access.
In this example, the root and 56 ADOMs are excluded from access.
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205 System Settings v

&3 Dashboard Edit Administrator
& All ADOMs User Name ADOM-admin
< Network
Avatar o + Change Photo | = Remove Photo
& HA

Comments
& Admin ~

J 07127
|
Admin Type LOCAL M

Profile

Remote Authentication Server Admin Profile Restricted_User

Admin Settings Administrative Domain LINe[el U E  All ADOMSs except specified ones  [EW=a13g

B Certificates ~ x root | [ x 56
Local Certificates Policy Package Access Specify
CA Certificates Trusted Hosts OFF
CRL Meta Fields »

¥ Event Log

[2 Task Monitor

ks Advanced ~

SNMP
Mail Server

4. Set the remaining options, and click OK.
When the administrator logs in to FortiManager, they can access all ADOMs except for the ones specified. In this
example, they can access all ADOMs except root and 56.

Select an ADOM Qa
52 60
FortiGate 6.0 FortiGate 6.0

Restricting administrator access to device groups

On the Device Manager pane, you can create device groups and add devices to the different groups. If you are using
ADOMs, select the ADOM, and then create the device group.

When you create an administrator account, you can specify which ADOMs the account can access, and which device
groups can be accessed in those ADOMs.

This topic describes how to create a device group and how to restrict administrator access to device groups.

To create a device group:

Go to Device Manager > Device & Groups.
If you are using ADOMs, select the ADOM that you are creating a device group in. Otherwise skip this step.
In the Device Group menu, click Create New.

Enter a name for the group and add devices to it, then click OK.
In this example, the root ADOM contains group1, group2, and group3.

Ao Db
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Device Manager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM:root [ @ 4 2 z admin v

@ Add Device v 3B Device Group v & Install Wizard X Tools v

om 6 Devices a 0 Devices . 0 Devices . B 0 pevices .
am Total Connection Down Device Config Modifie Policy Package Modifi

[# Edit Wr Delete 31 Import Policy & Installvy % Morev #& Column Settings v

@ Managed FortiGate
& groupl [ 4]
& group2

& group3 O A Device Name Config Status Policy Package Status Firmware Version Host Name IP Address
O 4 FGT60D4614007024 + Synchronized FortiGate 6.0.3,build0200 (GA) | FGT60D4614007024 = 192.168.1.100
O & new [NAT] + Synchronized | v/ FGT60D4614007024 new_1 : FortiGate 6.0.3,build0200 (GA)
o & root [NAT] (Management) : v Synchronized | + FGT60D4614007024 root_1 : FortiGate 6.0.3,build0200 (GA)
0O | @ Fortigate-200D @ Unknown Never installed FortiGate 6.0,build0226 FortiGate-200D
O = @ Fortigate-50E @ Unknown Never installed FortiGate 6.0,build0226 FortiGate-50E
Search.. Q .| O | o Fortigate-61E @ Unknown Never installed FortiGate 6.0,build0226 FortiGate-61E
+ 4 FGT60D4614007024 O = @ Fortigate-80E @ Unknown Never installed FortiGate 6.0,build0226 FortiGate-80E
3 Fortigate-200D
@ Fortigate-50E
@ Fortigate-61E
@ Fortigate-80E

To specify admin access to device groups:

Go to System Settings > Administrators.

Click Create New.

Beside Administrative Domain, click Specify.

Select the ADOM that contains the device group. Select only one ADOM.

o rODdD-=

Select Specify Device Group to Access, and then select the device group.
In this example, group1 is specified.

System Settings v
€ Dashboard | Edit Administrator
& All ADOMs User Name Devicegrp-admin
€* Network Avat
vatar Q = Change Photo = Remove Photo
& HA
Comments
& Admin v
) 0/127
Administrators X
Admin Type [LocaL 3
Profile
Remote Authentication Server Admin Profile l Restricted User v I
Admin Seffings Administrative Domain AllADOMs | All ADOMs except specified ones
EB Certificates v
Local Certificates @ Specify Device Group to Access
CA Certificates | groupl v |

CRL Policy Package Access VAT CEO Specify

¥ Event Log

Trusted Hosts o
[2 Task Monitor Meta Fields >
E: Advanced v
SNMP
Mail Server

Syslog Server “
6. Click OK.
When the administrator logs in to FortiManager, they can only access the specified device group on the Device
Manager pane. In this example, they can only access group1.
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E:E Device Manager v  Device & Groups Provisioning Templates Scripts SD-WAN ADOM:root {1 ® L 2 D Devicegrp-admin v|

@ Add Device v 3B Device Group v X Tools v

oo 4 bevices a 0 pevices . 0 pevices . B 0 bevices .
am Total Connection Down Device Config Modifie Policy Package Modifi

[# Edit Wi Delete

@ Managed FortiGate m

:Morev #& Column Settings ~

O A Device Name Config Status Policy Package Status Firmware Version Host Name IP Address

O 4 FGT60D4614007024 + Synchronized FortiGate 6.0.3,build0200 (GA) | FGT60D4614007024 & 192.168.1.100
@] @ new [NAT] + Synchronized | v FGT60D4614007024 new_1 | FortiGate 6.0.3,build0200 (GA)

@] & root [NAT] (Management) | + Synchronized | v FGT60D4614007024 root_1 : FortiGate 6.0.3,build0200 (GA)

0O | @ Fortigate-200D @ Unknown Never installed FortiGate 6.0,build0226 FortiGate-200D

0O = @ Fortigate-50E @ Unknown Never installed FortiGate 6.0,build0226 FortiGate-50E

Search... Q
+- 4 FGT60D4614007024

@0 Fortigate-200D

00 Fortigate-50E

Restricting administrator access to policy packages

When you create an administrator account, you can specify which policy packages that administrator can access.

To specify admin access to policy packages:

1. Go to System Settings > Administrators.
2. Click Create New.

3. Beside Policy Package Access, click Specify, and specify which policy packages can be accessed.
In the following example, administrators can access the root and 60 policy packages.

amn )
=.2 System Settings v

€3 Dashboard New Administrator
& All ADOMs User Name Package-admin
€ Network Avat
vatar =+ Change Photo || = Remove Photo
& HA
Comments
& Admin v
) 0/127
Administrators .
Admin Type LOCAL M
Profile

New Password @
Remote Authentication Server
Confirm Password @

Admin Settings
@B Certificates - || Admin Profile | Restricted_User v
Local Certificates Administrative Domain All ADOMs except specified ones | Specify
CA Certificates Policy Package Access All Packages
¥ Event Log Trusted Hosts OFF
[ Task Monitor Meta Fields >
E: Advanced v
SNMP
Mail Server

Syslog Server “
4. Set the remaining options, and click OK.

When the administrator logs in to FortiManager, they can only access the specified policy packages. In this
example, the specified policy packages are root:default and 60:default.
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This section contains the following topics:

« Managing FortiAnalyzer from FortiManager on page 62
o Creating a third party blocklist provider workflow on page 71

Managing FortiAnalyzer from FortiManager

This section contains the following topics:

« Adding FortiAnalyzer to FortiManager on page 62

« Viewing managed FortiAnalyzer behavior on page 66

« Centrally configuring FortiGate to send logs to managed FortiAnalyzer on page 67
« Viewing logs and reports for managed FortiAnalyzer units on page 67

« Managing multiple FortiAnalyzer units on page 69

o Troubleshooting managed FortiAnalyzer units on page 69

Adding FortiAnalyzer to FortiManager

You can add a FortiAnalyzer unit to FortiManager and use FortiManager to manage FortiAnalyzer, but you must add the
FortiAnalyzer unit to an ADOM used for central management, which is similar to adding FortiGate units to FortiManager
for central management.

You can use the following methods to add FortiAnalyzer units to FortiManager:

« InFortiManager, use the Add FortiAnalyzer wizard in the Device Manager pane.
« InFortiAnalyzer, enable central management, and then go to FortiManager to authorize the device for central
management.
This topic includes the following sections:

« Preparing to add FortiAnalyzer to FortiManager on page 62
« Using the wizard to add FortiAnalyzer to FortiManager on page 63
« Additional information on page 65

Preparing to add FortiAnalyzer to FortiManager

When using FortiManager to manage FortiAnalyzer, it is recommended to use a FortiAnalyzer unit with factory settings
or a FortiAnalyzer unit that has been reset to the factory settings (factory-reset). A FortiAnalyzer unit with factory
settings helps avoid conflicts when FortiManager synchronizes the device database to FortiAnalyzer.
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To prepare FortiAnalyzer for management by FortiManager:

1. Onthe FortiAnalyzer unit, enable fgfm access on the interface used to connect to FortiManager.
config system interface
edit "portl"
set ip 10.3.121.142 255.255.0.0
set allowaccess fgfm
next
end

2. Ensure that FortiManager Features are disabled.
config system global
set fmg-status disable
end

3. Create an ADOM with the same name as the ADOM in FortiManager, such as manage_remote_faz.
FortiAnalyzer and FortiManager must have an ADOM of the same name. When you add FortiAnalyzer to
FortiManager, add it to the ADOM of the same name.

4. Set storage settings for the ADOM.

Using the wizard to add FortiAnalyzer to FortiManager
This section describes how to use the Add FortiAnalyzer wizard to add FortiAnalyzer to FortiManager.

To add FortiAnalyzer to FortiManager:

1. On FortiManager, ensure that FortiAnalyzer Features are disabled.
a. Goto System Settings > Dashboard.
b. Inthe System Information widget, ensure that FortiAnalyzer Features are toggled Off.

2. Ensure that the ADOM mode is set to normal by using the following CLI command:
config system global
set adom-mode normal
end
3. Go to Device Manager, and select a central management ADOM, such as manage_remote faz.
The FortiAnalyzer unit should contain an ADOM of the same name. In this example, both FortiAnalyzer and
FortiManager have an ADOM named manage_remote_faz.
4. Onthe Device & Groups tab, add the FortiAnalyzer unit.

a. From the Add Device menu, select Add FortiAnalyzer.

Manager - Dedes & Groups Femuare License Provisioring Templates Scrpts SD-MWAN

P ————T—

The Add FortiAnalyzer wizard is displayed.
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b. Type the FortiAnalyzer IP address, username, password, and click Next.

Add Fortifnalyzer

After FortiManager discovers the device, device information is displayed.

Add FortiAnalyzer

c. Click Next to continue.

Add FortiAnalyzer

Cormpariog ADXOM ard devices o boih skes,

FortiManager automatically compares ADOMs and devices on both FortiAnalyzer and FortiManager and
provides the comparison and verification results.

Add FortiAnalyzer

‘Syrchronize ADOM and Devices.

d. Click Synchronize ADOM and Devices to continue.
Devices are synchronized between FortiAnalyzer and FortiManager, and FortiAnalyzer is added to
FortiManager.The synchronized devices are added to FortiAnalyzer as logging-mode FortiGates.

Add FortiAnalyzer

G
© FortiAnatyaer Acded Successfuily

FortiAnalyzer is added to FortiManager.
e. Click Finish.
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Additional information

This section describes some of the other scenarios you might encounter when adding FortiAnalyzer units to
FortiManager.

Missing ADOM

If the current ADOM in FortiManager does not exist on FortiAnalyzer, FortiManager automatically creates an ADOM
with same name and version on FortiAnalyzer before starting to synchronize the device list.

Unknown or mismatched FortiGate devices

If FortiAnalyzer is receiving logs from FortiGate devices that do not exist on FortiManager, FortiManager identifies the
devices.

Add FortiAnalyzer

FortiManager automatically attempts to discover the FortiGates.

Add Multiple Devices

FortiManager can add the FortiGates and retrieve configurations for the FortiGates when adding the FortiAnalyzer unit.

Add Multiple Devices

.
If one device fails to add or retrieve, FortiManager fails to add FortiAnalyzer.

If the same FortiGate device exists on both FortiManager and FortiAnalyzer, but with differences, FortiManager
considers the device to be Mismatched.

Add FortiAnalyzer

FortiManager tries to synchronize the device settings to FortiAnalyzer.
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Add Fortifinalyzer

If any errors occur during the synchronization step, FortiManager fails to add FortiAnalyzer.

Viewing managed FortiAnalyzer behavior

After FortiManager manages the ADOM with FortiAnalyzer in it, you should use FortiManager to perform changes on all
devices in the ADOM. This topic describes the behavior you will view in the GUI for a FortiAnalyzer unit that is managed
by FortiManager.

To view managed FortiAnalyzer behavior:

1.

2. Gotothe Device Manager pane.
The Managed by FortiManager message is displayed.

Log in to the FortiAnalyzer unit.

Managed by FortiManager

R Bevkes chonges shaul be pertarmed from FortManape 89 void csnsiet

3. Click OK.

Notice the Lock icon displayed on top bar, and notice that the Add Device, Edit, and Delete buttons are
unavailable.

Go to System Settings > All ADOMs.

Notice the lock icon beside the ADOM that is managed by FortiManager. You can no longer edit devices in the
ADOM.
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Centrally configuring FortiGate to send logs to managed FortiAnalyzer

After adding FortiAnalyzer to FortiManager, the device list is also synchronized to FortiAnalyzer. To make
these FortiGate devices send log to FortiAnalyzer, you can use provisioning templates to centrally configure the log
settings for FortiGates.

To centrally configure logging:

1. InFortiManager, go to Device Manager > Provisioning templates.
2. Create a new system template.

a.
b.

d.
e.
f.

In the content pane, click Create New.

Type a name for the system template, and click OK.

The system template is created.

Select the system template, and click Edit.

The template opens for editing. You can close all the unneeded widgets.

§15 Devios Manager v Devier & Groups Fiuare License. Provbioning Templstes Scripes. SD-WAN

In the Log Settings widget, select Send Logs to FortiAnalyzer/FortiManager.
Select Managed FortiAnalyzer, and select the unit from the drop-down list.
Click Apply.

3. Assign the system template to FortiGates.

4. |Install the system template to FortiGates.

Viewing logs and reports for managed FortiAnalyzer units

After you add FortiAnalyzer to the ADOM in FortiManager, the following FortiAnalyzer panes are available in
FortiManager:
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o FortiView

« NOC-SOC

« Log View

« Event Manager
« Reports

All FortiAnalyzer functionality is available, except for the following:

« Importing and exporting a report template
« Importing and exporting a chart
« Importing and downloading a log file

In FortiManager, when you create a report and run it, and the same report is generated in the managed FortiAnalyzer.

To view logs and reports:

1. On FortiManager, go to Log View.
You can view all logs received and stored on FortiAnalyzer.
2. Click the Policy ID.
The policy rule opens.
If the policy rule doesn't open, ensure that you have imported the policy rules to the ADOM.

View Palicy

View Log By UUID: 4dd3147a-0317-51e5-3970-01012c630004

ok = &031473- 05075165 3970 010122630008 | Ada Fie

= DetaiTene Devica 1D
164956 FGIC03G1AL

2 gasss  FGI000G16L
L6aps3  FGIO00G1EEL

4 ieaSz  FGICORGISEL
S FGI000051401
e

“Socn SevtiRocesved
121 BT DOKBAOKE
v DA RBAOKE

H

kw00 kB0 KB
om0 00 KBALO KD
koD DOKBOOKD
B0 DO KBAOKE
ke DOKBAOKE
w0 DA RBAOKE
kw0 00 KB0KE
oS0 00 KBALOKE
om0 00 KBAIOKD
ko0 A KBALDKE
kmod0 0OKBAOKE
ke®0 COKBAOOKE
20 GO KBIOOKE
TeE0 O FEOKE
TR0 0 B0 KE
ko800 KBALO KD
kmod0 0OKBAOKE
vwi®0 GO KBAAOKE
kreED  DOKEMOKE
@0 RO KBOOKE
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Managing multiple FortiAnalyzer units

FortiManager can manage multiple FortiAnalyzer units, but each FortiAnalyzer must be in its own ADOM. You cannot
add a second FortiAnalyzer unit to an ADOM.

For example, FortiManager can contain the following ADOMs: adom-1 and adom-2, and adom-1 manages FAZ-1:

0C0000DO0C0DO0 DO

Troubleshooting managed FortiAnalyzer units

This topic describes how to troubleshoot several situations.

Adding FortiAnalyzer failed

If adding FortiAnalyzer failed, enable the following debug command, which will provide error or information in a debug
log, and then try adding FortiAnalyzer again.

diagnose debug application depmanager 255
diagnose debug enable

example: add faz dep debug.txt
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ADOM remains locked on FortiAnalyzer

When you delete FortiAnalyzer from FortiManager, the ADOM on FortiAnalyzer should be unlocked. If the
ADOM remains locked, you can use the following command on the FortiAnalyzer unit to unlock the ADOM:

FAZ1000E # diag dvm adom unlock

adom ADOM name.

FAZ1000E # diag dvm adom unlock remote-faz

---Deleting DVM lock by remote FortiManager succeeded---
FAZ1000E#

Serial number already in use

The Alert console might display the Serial number already in use message. FortiManager might also display the Serial
number already in use message after failing to add FortiAnalyzer.

Add FortiAnalyzer

You can use the diagnose dvm device 1list command on the FortiAnalyzer unit and on the FortiManager unit to
see if the same FortiGate unit already exists on the FortiAnalyzer unit, but in different ADOM.
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Creating a third party blocklist provider workflow
In this example, you will learn how to use your FortiManager to create a third party blocklist provider workflow.

Overview

You must create a script that will handle the entire workflow. Make sure the script can convert the third party blocklist
into a FortiManager XML file.

From an external server, you must schedule the periodic execution of that script. Using the communication tools

provided by the third party blocklist provider, the script will fetch the blocklist from the third party.

XML

|| 2. Convert the Blocklist
NN to a XML File \/
T S:m 3. Upload XML
Third Party < > File to

Blocklist FortiManager

To create a script to handle a third party blocklist provider workflow:

1. Convert the blocklist to a FortiManager XML file:
The script will convert the blocklist to a FortiManager XML file. This XML file allows you to assign a category to
each URL in the list, in addition to a default category. The default category is used as the return value when there is
no match.

Example of the FortiManager XML file format:

<custom url list version="1.0">

<head>

<default cate>142</default cate>
<description>the description</description>
</head>

<body>

<url entry>
<url>http://www.url-0000001.com</url>
<cate>79</cate>

</url_entry>

<url entry>
<url>http://www.url-0000001.com</url>
<cate>28</cate>

</url entry>

</body>
</custom url list>

The category value in <cate></cate> could be either a normal web filter category or a local category.

FortiManager 6.2 Cookbook
Fortinet Technologies Inc.

71



Others

2. Upload the XML file into FortiManager:
The script uses SSH to connect to FortiManager and upload the XML file.
CLI command:

execute fmupdate <ftp|scp|tftp> import custom-url <xml filename> <ftp|scp|tftp details>

Example:

#

execute fmupdate scp import custom-url 20M-custom-url.xml 000.000.000.000 00
tmp/FORTIGUARD my login my password

This operation will replace the current <custom-url> package!

Do you want to continue? (y/n)y

Start getting file from remote SCP Host...

SCP transfer successful.

Packing installation is in process...This could take some time.
lccclient command result:Response=202 |

Update successfully
In this example, FortiManager will upload the file from the following file:
scp://my_login:my password@000.000.000.000:00/temp/FORTIGUARD/20M-custom-url.xml
3. Configure FortiManager to only use its local FortiGuard database or local blocklist database:
a. Select one of the following:

« Local FortiGuard database
« Local blocklist database
e Orboth

config fmupdate custom-url-list

set db selection <fortiguard-db|custom-url|both>
end

4. Test custom URLs managed by FortiManager:

a. Use the CLI in FortiManager to send categorization requests for custom URLs managed by FortiManager.
Example of the CLI command set:

#

diagnose fmupdate fgd-url-rating FGT SN 1 www.foo.com
url rating flags: O0x2 (2:EXACT MATCH, 1:PREFIX MATCH)
rates according to url: 0x37 0x00 0x00 0x00
rates according to ip: 0x00 0x00 0x00 0x00
num dots:-1, num slash:-1
database version: 16.45562
0 ms

The FGT SN can be any FortiGate SN.
The returned category is in a hexadecimal output: 0x37.

In decimal format, the category is 56 or Web Hosting.

Ay
‘Q' The memory capacity of the unit determines the number of URLs FortiManager can
manage.

5. Specify FortiManager as the FortiGuard server in FortiGate

a. Goto your FortiGate CLI console and execute the following commands:
config system centralmanagement

set type fortimanager
set {<IP address> | <FQDN address>}
config serverlist
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edit 1
set servertype
update rating
set serveraddress {<IP address> | <FQDN address>}

next
end
set includedefaultservers disable
end
\‘ ! 'l . . . . . . .
9 For further FortiManager information, refer to the FortiManager Administration Guides
|| available in the Fortinet Document Library.
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