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Change Log

Date Change Description

2023-09-28 Initial release.
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Introduction

Introduction

FortiPhish is a phishing simulation service to analyze how internal users interact with phishing emails. Use FortiPhish to
create custom phishing email campaigns and monitor how users respond to them. The FortiPhish portal contains
dashboards with easy-to-read data analysis monitors to view responses across campaigns, and monitor improvements
over time.

What's new in FortiPhish 23.3.0

Recipients

+ Added functionality to schedule automatic synchronization of Azure AD users and user groups. See Azure AD
Server.
» You can now add, delete, update or sync recipients after the campaign is created, until the campaign is picked up
for processing.
« Ifthe campaign status is in Pending state, the changes will be reflected in the current campaign.
« Ifthe campaign status is in Processing state, the changes will only take effect in the subsequent campaigns.

Campaigns

o Campaign Summary page now displays campaign schedule information. See Viewing campaign statistics.
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FortiPhish portal

FortiPhish portal

Use the FortiPhish portal to generate DNS tokens, create users and groups, and launch and monitor email campaigns.

I\I For an optimal user experience, use a desktop computer to view the FortiPhish portal.

Accessing the FortiPhish portal

To access the FortiPhish portal:

1. Loginto FortiCloud.

2. Goto Services > Cloud Services and click FortiPhish.

@ Services ¥ @ Support ¥

I
¢+D  FortiClient EMS Cloud ¢ FortiGate Cloud
= Fortifanager Cloud ¢ FortiAna yzer Cloud
G FortiLAN Cloud ¢%) FortiSOAR Cloud
C%} FortiExtender Cloud € FortiSIEM Cloud

FortiPhish 23.3.0 Administration Guide
Fortinet Inc.

(]

Y

]
[w]
[ 5]
m
]
(@]

{
[

Fortitai

FortiManitor

FortiSASE

FortiZTP (Beta)

FortiSandbox Cloud

Fortivoice

FortiCASE

FortiPresence

FortiDAST

FortiTrustID

FortiGate CMF

Fortil PAM

OC-APN Partal

(%3]

80000 H DD

@

o
v

DO D

50235

FortiConverter

Fortiweb Cloud

FortiRecaon

FortiToken Cloud

FortiCMP

FortiGSLE

FortiPhizsh

FortiDevsec

FortiCamera Cloud (Beta)

FortiCare Elite (Beta)

Fartilnsight

Managed FortiGate


https://support.fortinet.com/

FortiPhish portal

Notifications

The Notifications icon £ in the banner alerts you when there is activity in your account. The message background color
indicates the importance of the message. The background color changes to gray when a message is viewed or
acknowledged. Scroll down to view the notification history. Click Read All to acknowledge all the messages.

@ campaign Launch Finished

test3has been finished processing

© campaign Launch Started

User Management

The FortiPhish portal supports both the Sub User and IAM User management models. For more information, see Identity
& Access Management (IAM) > User management models.

IAM User Roles

Identity & Access Management (IAM) User roles can create and manage campaigns depending on their permissions.
For information about creating IAM users, go to Identity & Access Management (IAM) > Adding IAM users.

IAM User Role Permissions

Admin Read/Write access to all user records under the same account, excluding domain
records.

Read/Write Read /Write access to user's own records.

Read Only Read access to master user records under the same account.

APl User Roles

API User roles can access the FortiPhish portal via APl requests. API users can view records as a Master user or IAM
user with admin privileges.

To access the FortiPhish portal as an API user:

1. Create the APl user role in the IAM portal. For more information, go to /dentity & Access Management (IAM) >
Adding an API user.

2. Obtain an Access Token. For more information, go to /dentity & Access Management (IAM) > Accessing FortiAPIs >
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FortiPhish portal

Authorization.
3. Use the Access Token to make API requests to FortiPhish portal.
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Getting started

Getting started

Before launching a campaign, ensure FortiPhish's mailer server address is added to your email server's safelist. To
launch a new campaign, create a DNS token in FortiPhish, and then add it to the DNS settings of your domain. After your
domain is configured, use FortiPhish to verify the authorization is valid. Create a user group in FortiPhish, and then
select a campaign template to send to users.

To configure FortiPhish and deploy a campaign:

1. Verify you own the domain.
2. Configure the application settings:
» Create a schedule to automatically delete archived campaigns.
« Create phishing alert buttons.
e Connect FortiPhish to a SMTP server.
3. Create group lists and add servers to distribute campaign emails:
« Create a group list.
o Add an LDAP server.
e Add an Azure AD server.
4. (Optional) Configure custom campaigns:
» Create custom landing page.
« Create a custom template.
5. Create and launch the campaign.
6. Monitor campaign statistics.

To send phishing simulation emails, you must disable the DMARC/DKIM policy, as it will cause
an error while attempting to send them. Alternatively, you can make slight modifications to the
domain name, such as changing a letter, for example, use apple.con or amaz0On.com instead
of apple.com or amazon.com, to send the mails. Another option is to bypass this restriction by
using a custom SMTP server.

\?I The test email has the following error :

® send failed: closing SMTP DATA writer: 550 5.7.509 Access denied, sending domain [ID.APPLE.COM] does
not pass DMARC verification and has a DMARC policy of reject.
[DM4PR11MB6310.namprd11.prod.outlook.com 2023-06-01T07:3%9:47.5497 08DB609614E1133F]
[DBYPRO6CAD023.eurprd0é.prod.outlook.com 2023-06-01T07:39:47.5957 08DB621DAFFEAD03]
[DBSEURO6GFT006.eop-eurQ6.prod.protection.outlook.com 2023-06-01T07:39:47.5997
08DB61B244003239]
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Dashboard

Dashboard

The Dashboard provides an overview of responses across campaigns, as well as scores for risk and awareness factors.

FortiPhish Dashboard - Phish Threat Dashboard {é} El

) Dashboard

Campaign Analysis

Microsoft Amazon DHL Salseforce PH!«:TD” Coursera

- Failure Opened Clicked mm Submitted mR Executed mm Replied m Reported m Training Complete W Training Incomplete

Risk Grade Awareness Factors

35.00. VveryPoor
: : ‘You are only as strong as
your weakest link.

14 hoursaz0 - Frequent testing keeps
Last campaign  security top mind. User Caught
Create campaign

The Dashboard displays the following monitors:

Monitor Description

Campaign Analysis Displays the campaign statistics over time. The bar chart shows the following
information:
Total Total number of recipients in the campaign.
Risk Grade The Risk Grade of the campaign. Value is NA if the
campaign is in the processing state.

Opened The number of recipients who opened the email.
Clicked The number of recipients who clicked the redirect link.
Submitted The number of recipients who entered information on

the landing page.

Executed The number of recipients who opened or executed the
file attached in the phishing email.
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Dashboard

Monitor Description

Risk Grade

Awareness Factors

FortiPhish 23.3.0 Administration Guide
Fortinet Inc.

\ 1, FortiPhish will not be able to collect the
‘?' Executed metric when the attached PDF
- is previewed in a reader that disables

- links for security purposes.

Replied The number of recipients who replied to the email.

Reported The number of recipients who reported the phishing
email as suspicious.

Training Complete The number of recipients who have finished the train-
ing.

Training Incomplete The number of recipients who have been enrolled but
did not finish the training.

The letter grade between A and F assigned to the recipient . An A indicates the
user poses minimal risk and a F grade indicates the user poses the maximum risk
to the organization.

If the campaign is active, then the Risk Grade will be NA on the Dashboard and
Monitoring pages.

Displays the launch date of the last campaign, the campaign frequency
assessment, and the percentage of users caught. The monitor also includes an
awareness grade. To launch a new campaign, click the Create a Campaign link.
See Creating campaigns on page 40.
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Monitoring

Monitoring

The Monitoring page provides an overview of campaign activity. Use this page to view click-rates, user group analysis,
user profiles, and campaign response comparison charts.

FortiPhish Moniitoring - Monitoring Center startDate [IIERPY] EndDate BERY = < & (2]

Campaign Analysis
dal) Monitoring
1004
754
&50-
. J I I l. IJ
0 T
Amazonl Generic_1 LinkedIn DHL Apple_1 Binance eBay_ 1 Business Email Compromise
Opened M Clicked W Submitted MM Executed WM Replied MM Reported Training Complete I Training Incomplete
Overall Responses Group Analysis
) 10(41.7%) 129
94
16 24 .
Recipients; Recipients o o) 6+
J 8(33.3%).- 2(8.3%)
5(31%) ' 31
o4
@ Passed @ Failed @ NoResponse @ Sent Error outiook srp
OpenOnly @ Link Clicked @ NoResponse @ Sent Error Opened @ Clicked @ Submitted
@ Submitted @ Reported @ Executed @ Replied @ Reported

Campaign Analysis

The Campaign Analysis monitor displays click-rate information across all of your campaigns as a bar chart.

Campaign Analysis
1004
754
50+
il 11 i
0 Amazonl Generic_1 LinkedIn DHL Apple_1 Binance eEa‘yLl Business Emai‘l Compromise

Opened ® Clicked W Submitted WM Executed W Replied 8 Reported M Training Complete M Training Incomplete

Hover a campaign in the chart to view how recipients interacted with the email for that campaign.
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Monitoring

Campaign Analysis

Opened

Qverall Responses

Amazonl Generic_1

Clicked 8 Submitted WM Executed M Re Clicked: Submitted:

DHL

Total: 3

I Risk Grade: E Opened:

o |
DH ail Compromise

Executed: 1(33.33%) Reported:

The chart displays the following information:

Risk Grade

Opened
Clicked
Submitted

Executed

Replied
Reported

Training Complete

Training Incomplete

Overall Responses

The letter grade between A and F assigned to the recipient . An A indicates the
user poses minimal risk and a F grade indicates the user poses the maximum risk
to the organization.If the campaign is active, then the Risk Grade will be NA on the
Dashboard and Monitoring pages.

The number of recipients who opened the email.
The number of recipients who clicked the redirect link.
The number of recipients who entered information on the landing page.

The number of recipients who opened or executed the file attached in the phishing
email.

\‘é', FortiPhish will not be able to collect the Executed metric when

the attached PDF is previewed in a reader that disables links
for security purposes.

The number of recipients who replied to the email.
The number of recipients reported the email as suspicious.
The number of recipients who have finished the training.

The number of recipients who have been enrolled but did not finish the training.

The Overall Responses monitor displays the ratio of recipients who passed or failed your organization's security training.
The monitor also includes detailed information about the email distribution and click-rate across all campaigns. Hover
over a piece of the chart to view the total number of emails for the category.

FortiPhish 23.3.0 Administration Guide
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Monitoring

Overall Responses

1(33.3%). 3
Recipients, Rr:c\plents’

@ Passed @ Failed @ No Response @ Sent Error

OpenOnly

Link Clicked

@ Submitted @ Reported

The Overall Responses monitor displays the following information:

Passed

Failed

No Response
Sent Error
Open Only
Link Clicked
Submitted
Reported

Group Analysis

The Group Analysis monitor displays the response rates for user groups as a chart. To view the response statistics for a

The percentage of recipients that did not click or respond to campaign emails.

This includes emails that were opened or opened and reported.

The percentage of recipients that clicked or responded to campaign emails.
The number of emails that were not opened.

The number of emails that bounced.

The number of emails that were opened but not clicked.

The number of recipients who clicked the redirect link.

The number of recipients who entered information on the landing page.

The number of recipients who reported the phishing email as suspicious.

group, hover over the group name in the chart.

Group Analysis

34

2

0 -~
Groupl

@ NoResponse @ Sent Error Opened Clicked @ Submitted

@ BExecuted @ Replied @ Reported

The Group Analysis monitor displays the following information:

No Response
Sent Error

Opened

FortiPhish 23.3.0 Administration Guide
Fortinet Inc.

The number of emails that were not opened.
The number of emails that bounced.

The number of recipients who opened the email.
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Monitoring

Clicked The number of recipients who clicked the redirect link.
Submitted The number of recipients who entered information on the landing page.
Executed The number of recipients who opened or executed the file attached in the phishing
email.
vy

the attached PDF is previewed in a reader that disables links

s?, FortiPhish will not be able to collect the Executed metric when
- for security purposes.

Replied The number of recipients who replied to the email.

Reported The number of recipients who reported the phishing email as suspicious.

User Profile

The User Profile monitor displays information about the device the recipient used to view the email. Hover over the cart
to see the value for each category.

User Profile

05 Device Browser

100% 0%
10%
Windows @ Computer Chrorme Firefox
The User Profile monitor displays the followling information:
(0 1] The operating system of the device.
Device The device hardware.
Browser The browser the recipient used to view the email.

Campaigns List

The Campaigns List monitor displays a list of active and archived campaigns as well as distribution and click-rate
statistics for each campaign.

FortiPhish 23.3.0 Administration Guide
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Monitoring

Campaigns List

DHL

08/03/2023 1:54 AM
no. of Usergroups: 1

Launch

Total: 2 Sent: 1 Risk Grade: A
Opened: 1 Clicked: 0 Submitted: 0
Executed: 0 Reported: 1 Replied: 0
Training Complete: 0 Training Incomplete: 0

The Campaigns List monitor displays the following information:

Total
Sent
Risk Grade

Opened
Clicked
Submitted

Executed

Reported
Replied
Training Complete

Training Incomplete

Executive Report

The total number of emails sent to recipients.
The number of emails sent to the user group.

The letter grade between A and F assigned to the recipient . An A indicates the
user poses minimal risk and a F grade indicates the user poses the maximum risk
to the organization.If the campaign is active, then the Risk Grade will be NA on the
Dashboard and Monitoring pages.

The number of recipients who opened the email.
The number of recipients who clicked the redirect link.

The number of recipients who entered information on the landing page.

by
‘Q' FortiPhish does not save the data entered by the user in the
- landing page.

The number of recipients who opened or executed the file attached in the phishing
email.

The number of recipients who reported the phishing email as suspicious.
The number of recipients who replied to the email.
The number of recipients who have finished the training.

The number of recipients who have been enrolled but did not finish the training.

The Executive Report provides a high level analysis of how your security awareness training is doing across your
organization. The report pulls data from the Dashboard and Monitoring pages, as well as results from multiple
campaigns, then exports the data as a PDF.

To export the Executive Report:

1. Go to Monitoring and click the PDF button J&] in the toolbar.

Start Date juciuttelup

2. Selectthe Start Date and End Date, and click Export.

FortiPhish 23.3.0 Administration Guide

Fortinet Inc.

17



Monitoring

The Executive Report contains the following information:

Account Information

Name
Account Company
Account Email

Date Range

Date of Report

Overview

Name

Date of First Campaign
Date of Last Campaign
# of Campaigns

# of Total Recipients targeted
for Phishing

# of Emails (phishing
attempts) sent overall:

Most successful phishing
campaign

Most successful phishing
template

Risk Grade

FortiPhish 23.3.0 Administration Guide
Fortinet Inc.

Description
Name of the company.
Email of the account owner.

Start Date and End Date in DD-MM-YYYY
format.

Date of the report with Location.

Description

Date of first campaign with Location.
Date of last campaign with Location.
The total number of campaigns.

The number of unique email addresses
(recipients or targets) that were sent during
the provided period.

The number of emails that were successfully
sent during the provided period. This value
excludes emails marked Sent Error.

The name of the campaign with the highest
phishing rate.

The name of the template for the most
successful campaign.

The letter grade between A and F assigned to
the recipient . An A indicates the user poses
minimal risk and a F grade indicates the user
poses the maximum risk to the organization.If
the campaign is active, then the Risk Grade
will be NA on the Dashboard and Monitoring
pages.

Example

Fortinet Singapore
fortiphish@fortinet.com
12-08-2021 - 12-11-2021

Fri, 12 Nov 2021 04:45:38 am
+0800

Example
15/06/2022 04:07 AM
15/06/2022 04:38 AM
5

10

Name of the Campaign

Name of the Template

A

18



Monitoring

Target User Measurements

Recipient Analysis

Name

Total Recipients targeted for

phishing

# of passed recipients overall

# of failed recipients overall

Email Analysis

Name

# of emails (phishing
attempts) sent overall

# of emails passed overall
# of emails failed overall
# of emails "Open Only"

# of emails "Link Clicked"
# of emails "Submitted”

# of emails "Reported”

# of recipients training

"Completed"

# of recipients training
"Incomplete”

# total training "Completed"

FortiPhish 23.3.0 Administration Guide
Fortinet Inc.

Description

The number of unique emails (recipients or
targets) that were sent during the provided
period.

This number should be the same as the # of
Total recipients in the Overall section.

The number of Passed recipients divided by
the number of Sent emails. This value
excludes emails marked Sent Error, Clicked
or Submitted.

The number of Failed emails divided by the
number of Sent emails.

Description

The number of Passed recipients divided by
the number of emails Sent.

The number of Passed recipients divided by
the number of emails Sent.

The number of Failed emails divided by the
number of emails Sent.

The number of emails Opened divided by the
number of emails Sent.

The number of emails Clicked divided by the
number of emails Sent.

The number of emails Submitted divided by
the number of emails Sent.

The number of emails Reported divided by
the number of emails Sent.

The number of recipients who completed the
phishing training.

The number of recipients who did complete
the phishing training.

The total number of trainings completed
within the organization, including repeat
trainings.

Example

5 Recipients

2 Recipients(40%)

2 Recipients(40%)

Example

2 Emails (50.0%)

2 Emails (50.0%)

2 Emails (50.0%)

2 Emails (50.0%)

2 Emails (50.0%)

2 Emails (50.0%)
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Monitoring

Overall Phish Percentage by Campaign

Name Description Example

Campaign Name of the campaign.

Start Date Start Date.

Failed Rate Failed Rate with the difference between 100.0% (50%)
previous campaign.

Reported Rate Reported Rate with the difference between 0.0% (-50%)

previous campaign.

Risk Grade The letter grade between A and F assignedto A
the recipient . An A indicates the user poses
minimal risk and a F grade indicates the user
poses the maximum risk to the organization.If
the campaign is active, then the Risk Grade
will be NA on the Dashboard and Monitoring
pages.

Overall Phish Percentage by Usergroup

Name Description Example

Name Name of the user group.

Failed Rate Failed Rate with the difference between 100.0% (50%)
previous campaign.

Reported Rate Reported Rate with the difference between 0.0% (-50%)
previous campaign.

Score The Reported Rate minus the Failed Rate.

Risk Grade The letter grade between A and F assignedto A

the recipient . An A indicates the user poses
minimal risk and a F grade indicates the user
poses the maximum risk to the organization.If
the campaign is active, then the Risk Grade
will be NA on the Dashboard and Monitoring
pages.

FortiPhish 23.3.0 Administration Guide
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Recipients

Recipients

Use the Recipients page to create group lists to distribute your campaigns. You can add recipients to a group one at a
time or with a bulk user import. You also have the option of importing users from an LDAP server.

Actions W Add Group 4

Name Risk Grade #Of Members Created Application Modified Date
outlook_grp D 11 Manually NA 06/06/20237:59 AM
Dev B 3 Azure AD Sync Phish_AD 06/06/20237:24 AM

Group List

Group Lists are distribution lists for your campaigns. A Group List is required even if you are sending an email to only one
user. Group Lists allow you to compare responses across segments within your organization. Users can be added to a
group one at a time, or using the CSV template to perform a bulk user import. Each user in the group must have a unique
email address.

Use the Group List page to:

¢ Create agroup list

¢ Perform a bulk user import

¢ Importan LDAP user group

¢ Import an Azure AD user group
¢ Update user details

« Filtering group list

« Hide/Unhide a group

¢ Deleting a group

To create a group list:

1. Go to Recipients and click Add Group. The Recipients- Create page opens.

Actions Vv Add Group +

Name Risk Grade #0Of Members Created Application Modified Date
outlook_grp D 11 Manually NA 06/06/2023 7:59 AM
Dev B 3 Azure AD Sync Phish_AD 06/06/2023 7:24 AM

FortiPhish 23.3.0 Administration Guide
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Recipients

2. Inthe Group name field, enter a name for the group.

Recipients - Create &

Name

Azure AD User Import + LDAP User Import 4 Bulk User Import 4

First Name Last Name Email Position Action

Enter the user's First name, Last name, Email, and Position.

Click Add. The user is added to the group. A warning appears if there is a duplicate email.
(Optional) Click the trash button to remove a user.

Click Submit, and then click OK. The group is added to the Users & Groups page.

A

To perform a bulk user import:

1. Click Add Group.
2. Click download csv template. The user group template is downloaded to your computer.

Name

Azure AD User Import 4 LDAP User Import 4 Bulk User Import ‘ Download csv template

1. Enter the user's First name, Last name, Email, and Position in the template, and save the file.
2. Inthe Recipients- Create page, click Bulk User Import. The Upload csv dialog opens.

FortiPhish 23.3.0 Administration Guide
Fortinet Inc.
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Recipients

3. Upload the csv file. The users are added to the group.

Recipients - Create

Name

Security Team

First Name Last Name

Miriam Webster

James Jones

Ben Smothers

4. Inthe Group name field, enter the name of the group.

5. Click Submit.

To import an LDAP user group:

Go to Recipients > Group List.

o wDb =

LDAP User Import

*Server:  Forum
User Name:

Password: @

FortiPhish 23.3.0 Administration Guide
Fortinet Inc.

Email

‘webster

jonest

smothers

Click Add Group. The Recipients- Create page opens.
Click LDAP User Import. The LDAP User Import dialog opens.
From the Server dropdown, select a server, and then enter the User Name and Password.

Azure AD User Import 4

Configure the LDAP server. See LDAP server on page 28

LDAP User Import 4 Bulk User Import 4 ‘ Download csv template ‘

Position Action
Systems Administrator ‘ﬁ‘
Analyst ‘ﬁ‘
Technician ‘E"

23



Recipients

6. Select the users you want to import and click Submit. The LDAP users are added to the group.

LDAP User Import

First Name Last Name Ernail Position
Anderson Webster awebsteri

Williams Brown whrowne

Jones Jhonson jjhonsong

7. Inthe Group name field, enter the name of the group.
8. Click Submit.

To import an Azure AD user group:

. Configure the Azure AD server. See Azure AD Server on page 30

Go to Recipients > Group List.

Click Add Group.

Click Azure AD User Import. The Azure AD User Import dialog opens.
From the Application dropdown list, select an application and click Submit.

L

« Ifthe sync complete, a list of users is displayed.
« Ifthe syncis in progress, a progress window displays the number of users fetched.
» An error message is displayed if the sync failed.

Azure AD Import X

* Application: ‘ FortiPhish_AD ‘

@ LastSynced At: 6/6/2023,7:25:24 AM

FortiPhish 23.3.0 Administration Guide 24
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Recipients

6. Select the users you want to import and click Import selected, or click Import all to import all users.

First Name Last Name Email Position
Anderson Webster awebster Analyst
Jones Jhonson jihonsoni Manager
1 >
Import all Import selected Cance

7. Inthe Group name field, enter the name of the group and click Submit.

To update a user's details:

1. Go to Recipients > Group List, and select a group in the list.
2. Click the Edit button next to the username.

Azure AD User Import + LDAP User Import 4+ Bulk User Import + ‘ Download csv template |

First Name Last Name Email Position Action

James Jones jones: Analyst ‘ ﬁ“ H i}

3. Update the details, and click Submit.
4. (Optional) Click the Delete button to remove the user from the group.

Filtering group list

To filter the group list, utilize the search option in the Name column to search for specific groups.

Name -

Additionally, you can apply the risk grade filter in the Risk Grade column. All columns can be sorted by clicking on the
arrow icons next to the column title.
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Risk Grade
A
D
B
C
A
D
F
F NA

Hide/Unhide a group

By hiding a group, it will no longer appear in the group list page or when creating a campaign. This applies to both

manually created groups and groups imported from Azure AD.

To hide a group:

1. Goto Recipients > Group List.
2. Click Actions menu and select Hide groups.

Name Risk Grade v #0Of Members
outlook_grp D 11
Dev A 3

3. Select the desired groups and click Hide.

] Name Risk Grade # Of Members
outlook_grp D 11
De A 3

4. A confirmation message is displayed. Click Yes.

Do you want to hide user group?

These groups will not listed during the creation of a campaign

outlook_grp

FortiPhish 23.3.0 Administration Guide
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Created

Manually

Azure AD Sync

Created

Manually

Azure AD Sync

Add Group +

Delete groups

Application
s Hide groups
Unhide groups
NA . 9AM
Phish_AD 06/06/2023 7:24 AM
Application Modified Date
NA 06/06/2023 7:59 AM
Phish_AD 06/06/20237:24 AM
No ‘ Yes |
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When the unhide option is selected, the list of hidden groups will be displayed. You can unhide the groups, allowing them
to appear in the group list page and when creating a campaign.

To unhide a group:

1. Goto Recipients > Group List.
2. Click Actions menu and select Unhide groups.

Add Group 4

Delete groups

Name Risk Grade # Of Members Created Application
Hide groups
Unhide groups

D A 3 Azure AD Sync Phish_AD 4 Al

3. Select the desired groups and click Unhide.
© Unhide Go Back
u Name Risk Grade # Of Members Created Application Modified Date
outlook_grp D 11 Manually NA 06/06/2023 7:59 AM

4. A confirmation message is displayed. Click Yes.

Do you want to unhide user group?

These groups will be listed during the creation of a campaign

outlook_grp
No ‘ Yes |
\‘ ! ’I
q You cannot delete, edit, or modify groups imported from an Azure AD client. You can only
- modify or manage them from the Azure AD server.

Deleting a group

Groups imported from Azure AD and groups part of active campaigns cannot be deleted.

To delete a group:

FortiPhish 23.3.0 Administration Guide
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1. Goto Recipients > Group List.
2. Click Actions menu and select Delete groups.

Name Risk Grade # Of Members

outlook_grp D 11

3. Select the desired group and click Delete.

@ Groups imported from Azure AD and groups part of active campaigns cannot be deleted

Name Risk Grade

outlook_grp

4. A confirmation is displayed. Click Yes.

Do you want to delete user group?

outlook_grp

LDAP server

# Of Members

Created

Manually

Created

Manually

Application

NA

Application

NA

Mo

Actions v Add Group 4

Delete groups
Hide groups

Unhide groups
- ?AM

0 Delete Go Back
Modified Date

06/06/2023 7:59 AM

Perform a bulk user import using an enterprise LDAP/AD. After the server is added, you can import the recipients.
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To add an LDAP server:

1. Go to Recipients > LDAP Server and click Add LDAP. The LDAP Server-Create page opens.

LDAP Server

Name Server URL Status Action

NoData

2. Configure the LDAP server settings.

Name The LDAP server name.

Server URL The LDAP server URL.

Connection Mode Select Non-TLS, TLS, or STARTTLS.

BaseDN The point where the server will search for users.
Search Filter The search filter syntax.

*Name:  Forum
* Server URL: | Idap.
* ConnectionMode:  Non-TLS
*BaseDN:  dc=example,dc=com

* SearchFilter: | (objectClass=")

> Advanced Field Matching

o] ]

3. (Optional) Expand Advanced Field Matching and configure the settings.

v Advanced Field Matching

FirstName Label:  givenName

LastNameLabel: sn

Mail Label:  mail

Position Label:  position

4. Testthe connection.
a. Click Test Connectivity. The Test Connectivity dialog opens.
b. Enterthe LDAP User Name and Password.

FortiPhish 23.3.0 Administration Guide
Fortinet Inc.

AddLDAP +

29



Recipients

c. Click Submit.
5. Click Submit. A confirmation message is displayed.

© Create LDAP
Successfully created LDAP

Azure AD Server

Connect FortiPhish to your organization's Azure AD tenant to import users and groups to create new recipients.

» Configuring Azure AD for FortiPhish
¢ Adding an Azure AD server

» Syncing the Azure AD server

¢ Deleting an Azure AD server

Configuring Azure AD for FortiPhish

Generate a Application ID and Secret in Azure AD to allow access for FortiPhish service.

To generate a Application ID and Secret in Azure AD:

1. In Azure or O365 portal, switch to Azure Active Directory page.
2. Create a new application that can be associated with FortiPhish. In azure portal:
a. Goto App Registrations > New Registration.
i. Provide a name for App. Ex. FortiPhish-AD-Proxy.
ii. Selectthe tenant.
iii. Leave Redirect URI blank.
b. Record the Application ID and Tenant ID.
3. Create an Access key.
a. Under App Registrations select the created application.
b. Go to Certificates & Secrets > New Client Secret.
c. Record the Client Secret (nhamed value in the GUI).
4. Provide permissions to Graph API.
a. Under App Registrations select the created application.
b. Goto APl Permissions > Add permission.
c. Select Microsoft Graph” and then Application Permissions.
d. Provide Permissions to the list of users and groups such as Directory ReadAll and Group ReadAll.

vy
‘Q' After permissions are added, you should grant them using Grant admin consent to xxx
- in permission overview page.
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Adding an Azure AD server

To add an Azure AD server:

1. Goto Recipients > Azure AD and click Add Client+. The Azure AD-Create page opens.

FortiPhish

Add Client +

Name Tenant ID Application ID Sync Status Next Sync Scheduled At Action

2. Configure the Azure AD server settings.
a. Entera Name for Azure AD.

b. -Enterthe Tenant ID, Application AD, and Client Secret information gathered during Configuring Azure AD for
FortiPhish.

c. Select Sync Users to import only the users or select Sync Users and Groups to import both users and groups
from Azure AD.

d. Set synchronization schedule to automatically sync users or users and groups.
i. Select the frequency of the synchronization, Daily , Weekly, or Monthly. Select None to disable automatic
syncing.
ii. Select the desired time zone from the drop down menu.
iii. Set the time of synchronization by selecting hours and minutes.

iv. If Weekly or Monthly is set as the frequency, select the days on which the synchronization must be
performed. When configuring the synchronization frequency to Monthly, select 31 from At day drop down
to schedule synchronization on the last day of each month.

\‘é', If both the Sync Schedule and Campaign Schedule which includes Azure AD users

as recipients, are configured for the same time, the schedule that is executed first
will delay the execution of the other until it is completed.

FortiPhish 23.3.0 Administration Guide
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Azure AD- Create & 1

*Name: FortiPhish AD
* Tenant ID.
* Application 1D

* Client Secret.

* Sync Type.

* Sync Schedule:

* TimeZone:  Asia/Caleutta

* AtHour:  10:30

* At Weekdays :

ag

Sun
Wed Thu
Sat

Test Connectivity Submit. Cance

3. To test the connectivity, click Test Connectivity.
4. Click Submit. A confirmation message is displayed.

@ Create AD Client

Successfully created AD Client

\‘é’, Groups imported from Azure AD are automatically added under Recipients > Group List. If

only users are imported, they must be added to a group manually. See Creating Azure AD
user groups.

Syncing the Azure AD server
You can sync the Azure AD server when members join or leave your organization.

To sync the server:

1. InFortiPhish, go to Recipients > Azure AD .

2. (Optional) In the Sync Status column, hover over the status column to view the latest sync date and time. If Sync
Users and Groups option is selected while adding Azure AD, number of users and groups fetched is displayed else
if Sync Users is selected, only the number of users fetched is displayed.

FortiPhish 23.3.0 Administration Guide
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Azure AD {%} @
Add Client 4
Name Tenant ID Application ID Sync Status Next Sync Scheduled At Action

FortiPhish AD e p—— — P —— ® 25/09/202310:30 AM

The Next Sync Scheduled At column, displays date and time of the next synchronization schedule. If sync schedule
is not configured, NA is displayed.

3. Inthe Action column, click the sync button. During the sync process, clicking the sync button will display the number
of users or users and groups fetched information.

4. When the sync is complete, a confirmation message is displayed. Once the sync process is completed, if you click
the sync button, sync process will start again.

Sync Completed

Users fetched: 10, Groups fetched: 4

Close

Deleting an Azure AD server

To delete an Azure AD server:

1. Goto Recipients > Azure AD Server.
2. Inthe Actions column of the desired Azure AD client click the delete button. A confirmation window is displayed.

FortiPhish 23.3.0 Administration Guide
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Do you want to delete Azure AD Client?

Note: This will delete all existing Azure Active Directory imported data

No Yes
3. Click Yes.
\‘ ! 'l
9 When an Azure AD client is deleted, the associated groups that have been imported will also
- be deleted, along with the client details.

Risk Grade History

Each group is assigned a letter grade between A and F based on the responses across multiple campaigns. An A

indicates the group poses minimal risk and an F grade indicates the group poses the maximum risk to the organization.

The group Risk Grade is displayed in both the Group List and Usergroup pages.

The Riskgrade History chart shows the group's performance across campaigns from the oldest to newest. Hover over
the chart to view the group's grade.

Riskgrade History

1007
80
60
40
.
204 (&)

0
Amazonl LinkedIn D‘—lL Ger’e‘ric_l Apple_1 Binance

o Usergroup Riskgrades

To view the Riskgrade History:

1. Go to Recipients > Group List.
2. Click agroup in the list, then scroll down to view the chart.

Al
S L4
9 The Risk Grade is not displayed in active campaigns.
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Domains

The Domains view displays a list of DNS tokens used to verify you own the domain. Use this page to create DNS tokens
and monitor their status. See Adding domains on page 35.

FortiPhish Dashboard - Phish Threat Dashboard @ @

Domain Name Add Domain +

@ You have to add the token generated below as a DNS TXT record in your domain DNS configuration to prove that you own the domain.

Email gateway safelist: add the FortiPhish's mailserver address (smtp.fortiphish.com) to your gateway safe list to allow incoming email traffic

Name Token Status Action

fphish.com - @

Adding domains

FortiPhish uses DNS tokens to verify you are the domain owner. Create the token in FortiPhish, and then add it to your
domain's DNS settings. After the DNS settings are configured, verify the token in FortiPhish.

FortiPhish 23.3.0 Administration Guide
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To add a domain:

1. Goto Domains.

Dashboard - Phish Threat Dashboard

@
Domain Name 'Add Domain +
©® You have to add below as a DNS TXT in your domain DI ‘you own the domait
2. Inthe Domain Name field, enter the domain address. For example, domain.com.
3. Click Add Domain. FortiPhish generates a DNS token.
Domain Name
©® You have to add the token generated below as a DNS TXT in your domain DI 'you own the domail
Name Token Status Action
® (@)=
]
To add the token to your domain:
1. Login to your domain.
2. Go to the domain settings, and navigate to the DNS management area.
3. Change the text record setting to TXT.
4. Enter the token you created in FortiPhish.
5. Testthe token with nslookup.
\‘ ! ’l
q DNS settings will vary depending on your domain provider. For information, refer to the
product documentation.

The following images shows the DNS settings in AWS.

FortiPhish 23.3.0 Administration Guide
Fortinet Inc.

36



Domains

Define simple record X

Record name

er value depending on the recore v

SMK2dVvonKZe3bxXoajxPk
I

Enter multiple values on separate lines.
Record type
The DNS type of the record determines the format of the value that Route 53 returns in response to
DNS queries
TXT - Used to verify email senders and for application-specific values v

Choose instead of SPF, or when you want Route 55 to returm application-specific values.

To test the token with the command prompt:

nslookup
set type=text
<domain.com>

Example:

C:\Users\Admin >nslookup
Default Server: dns.google
Address 8.8.8.8

>set type=txt
>yourdomain.com
Server: dns.google
Address 8.8.8.8

Non-authorititative answer:
yourdomain.com text

<token>
\‘ ! ’l
? DNS propagation delay can take up to 48 hours. Please allow some time for the DNS token to
- be reflected in the DNS cache.
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To verify the token in FortiPhish:

1. Goto Domains.
2. Under Actions, click the Verify button. The domain Status changes to a green check mark.

Dashboard - Phish Threat Dashboard @
Domain Name
o below asa DNSTXT inyour domain DI i u own the domain.
Remember to add the FortiPhi fler server iphi into your mail server safelist to allow the incoming email traffic
Name Token Status Action
© EE)
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Campaigns

The Campaigns page contains phishing templates to launch a campaign. You can view the status of active campaigns or
click the Archived tab to view data for completed campaigns. See Creating campaigns on page 40.

Subscription Limit

The Subscription Limit is directly linked to license entitlement(s). You can run an unlimited number of campaigns,
however you are limited by the number of mailboxes. The Used count is reset at the beginning of each month.

‘Campaigns {:@ EI
© FreeSubscription Limit: 3/3 X
e P
Name Created Scheduled Launch Started Launch Finished Completed Status
Payrol 04/01/202311:53 AM 09/01/2023 11:40 AM pending

Global templates

FortiPhish includes 96 global templates and 70 landing pages allowing you to quickly create and launch campaigns.
Global templates are based on popular brands such as Amazon, Apple, and Netflix as well other international brands.
You can use the template settings to add a landing page, set the level of difficulty, add attachments and more.

Enter key words in the Search field to find a template by name, or use the sort buttons to filter the templates by Country,
Language, Topic, Feature, or Orientation. Templates that contain the letter L indicate the template includes a landing

page.
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Global Country: Al Language: All  Topic: All  Feature: All  Orientation: Al

HlojHf 2321 A Ea

: N e

AP = M2 Activation de votre service SécuriPass

izam Termenii s conditiile de utili aplatformei Agricultural Land Register - review your registration Alerte de sécurité Amazon

amazon

«'/ A\
0

-
L

Custom campaigns

FortiPhish allows you to create campaigns based on custom templates and landing pages you created. After the
campaign is created, it is added to the templates menu under the Custom tab. You can distribute a custom campaign as

you would a Global template. For more information, see:

o Creating custom templates
o Creating custom landing pages

Global

Business Email Compromise - Ex. Authority Relationship

Custom
[ e |
N ! ’, Custom templates are the property of Fortinet. Fortinet reserves the right to adapt any updates
9 or revisions made to an existing email template and make them available to all users in the
- Global Templates tab.

Creating campaigns

To create a campaign, select a Global or Custom template and then configure the clicking behavior, targets and email

schedule.
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To create a campaign from a global or custom template:

1. Go to Campaigns and click Add Campaign. The Select a Template page opens.

Templates on page 58.

x To create a campaign from a custom template, click the Custom tab. For information, see

2. Select a template and configure the campaign settings, then click Next. The Select a Sender page opens.

Subject

Click Behavior

Level of Difficulty

(This option is only available in
Global templates.)

Use Attachment

FortiPhish 23.3.0 Administration Guide
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Edit the email subject
Only Redirect URL Enter the URL in the Redirect URL field.

Landing Page ¢ Select Preset to use the landing page
that comes with the template.
¢ Select Custom to use a custom landing
page you created. See, Landing page
on page 60.

\‘é', FortiPhish does not save the

data entered by the user in the
landing page.

Simple The email is poorly written and contains
spelling and grammar errors in the body
text and domain. The link text and URL do
not match.

The email branding does not match the
branding in the landing page.

Moderate The email body is well written but contains
two or three phishing email indicators such
as spelling errors in the domain and
mismatched link / URL text.

The landing page looks authentic.

Challenging The email body is well written and does not
contain spelling errors. The email branding
and tone mimics authentic corporate
communications.

The landing page looks very authentic.

To attach a PDF to the email, Select Yes, Using Filename and enter the
filename in the text field.

s‘é’, FortiPhish will not be able to collect the Executed metric

when the attached PDF is previewed in a reader that
disables links for security purposes.
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Track User Reply

Activate On Click Training

Preview

Save as Custom Template

Click Yes to create targeted emails that have no click or attachments but will
simulate an actual spear-phish and allow you to see which users respond
and/or attach compromising information.

Click Yes to alert recipients they are the victim of a phishing attack.
When the recipient clicks a link in the email or submits data using the phishing
landing page, they are directed to a page that contains an embedded training
video.
There are four types of training pages:

e Phishing

¢ Avoid Phishing Attack

 [dentify Phishing Attack

e Whatis Phishing?
For information, see Campaign Training Stats.

In the text editor, compose the email body.

ﬂ You can use variables in the email body to generate dynamic
I data while the campaign is running. See, Template variables

on page 43.

Save a Global template as a Custom template.

Click to view a preview of the template and then click Submit. The template is
saved to Custom > Templates.

e The Level of Difficulty settings are not saved in custom
NV templates.
‘9' ¢ Custom templates are the property of Fortinet. Fortinet
- reserves the right to adapt any updates or revisions
- made to an existing email template and make them
available to all users in the Global Templates tab.

3. Configure the campaign details and click Next. The Select a Target page opens.

Campaign Name
Sender Name
Sender Email

SMTP Gateway Server

Test Email

Enter the campaign name.
Edit the sender's name.
Edit the sender's email address.

(Optional) Select an SMTP server from the dropdown. For information, see
SMTP on page 75.

Enter an email address and click Test.

Sending a test email is recommended when using a custom SMTP gateway
server. The selected SMTP server cannot deliver any campaign emails if error
occurs while sending a test mail.

4. Selectone or more target groups from the Recipients dropdown and click Next. The Set a Schedule page opens.

FortiPhish 23.3.0 Administration Guide
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5. Configure the date, time, and duration of the campaign and click Next. The Set Email Schedule page opens.

Campaign Schedule Scheduled Select the Launch date and time.
Start it Now Launch the campaign today.

Time Zone Select the time zone from the dropdown.

Campaign Duration Set the campaign duration from 1 to 4 weeks.

6. Onthe Set Email Schedule page, choose how the emails are to be sent.

All At Once Start sending emails right away and finish within one hour.

Randomly Within Select the duration in which the emails are to be sent.

When 1 Week is selected the last day of the week is disabled because it
does not provide the recipient enough time to perform any meaningful
actions.

Weekday Select the days of the week the emails are to be sent.

Time Select the hours of the day within which the emails are to be sent. The
Range default value is 09:00to 17:00 hours.

7. Click Start campaign. A confirmation message appears.
8. Click OK.

Template variables

You can add template variables to the email subject and body to generate dynamic data when the campaign is running.
Template variables are only supported in custom templates.

Supported Variables for custom template

Variable Description Output

{{date|layout}} Date with layout See Date with Layout or Offset
{{date|offset}} Date with offset See Date with Layout or Offset
{{date}} Date 02-Jan-2006

{{email domain}} Recipient's email domain fortiphish.com

{{email username}} Recipient's username johndoe

{{num|min|max}} Generate a random number {{num|0110000}} 4470

{{num|0.0]10000.0}} 4470.4

{{recipient _email}} Recipient's email johndoe@fortiphish.com
{{recipient firstname}} Recipient's first name John

{{recipient lastname}} Recipient's last name Doe

{{recipient position}} Recipient's position Manager

FortiPhish 23.3.0 Administration Guide
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Variable Description
{{time}} Time

{{tracking click link}} Link for tracking

Date with Layout or Offset

{{datellayout}}

Standard Format

ANSIC
UnixDate
RubyDate
RFC822
RFC8227
RFC850
RFC1123
RFC1123Z
RFC3339
RFC3339Nano

Example:

{{date|02-Jan-2006 3:04 PM}}

Output:

09-0ct-2021 3:04 PM

{{date/offset}}

date: 01 Jan 2021

Type Symbol
Day d

Week w

Month m

Year y

FortiPhish 23.3.0 Administration Guide
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Output
3:04 PM

https://smtp.fortiphish.com/trackings/
{{recipient}}

Mon Jan _2 15:04:05 2006

Mon Jan _2 15:04:05 MST 2006

Mon Jan 02 15:04:05 -0700 2006

02 Jan 06 15:04 MST

02 Jan 06 15:04 -0700

Monday, 02-Jan-06 15:04:05 MST

Mon, 02 Jan 2006 15:04:05 MST

Mon, 02 Jan 2006 15:04:05 -0700
2006-01-02T15:04:05207:00
2006-01-02T15:04:05.999999999207:00

Example Result

{{date|+1d}} 02-Jan-2021
{{date|+2w}} 15-Jan-2021
{{date|+3m}} 01-Apr-2021
{{date|-3y}} 01-Jan-2018
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Viewing campaign statistics

View a summary of the campaign details, as well as detailed response statistics. You can view the campaign statistics
for active and archived campaigns.

To view the campaign statistics:

1. Go to Campaigns. The campaign list is displayed.
2. (Optional) Click the Archived tab. Campaigns are saved to the Archived tab after the campaign is completed.
3. Click the campaign name. The Campaign - Details page is displayed.
o Campaign Summary
» Campaign Timeline
+ Campaign Status
e Campaign Preview
» User Pass Rate
e Campaign Stats
« Campaign Training Stats
e User Profile
» Recipient Stats
e Usergroup Stats

Campaign Summary

The Campaign Summary monitor displays the Campaign Name, Campaign Mail Title, Email Schedule, Campaign Mail
Sender, Track User Reply, Use Attachment and Clicking Behavior. If an attachment was used, the monitor displays
Filename.
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Campaign Summary

Campaign Name:
Campaign Mail Title:
Scheduled At:
Emails Schedule:

Campaign Mail Sender:

SMTP Gateway Server:
Track User Reply:

Use Attachment:
Clicking Behavior:
Landing Page Type:
Landing Page Name:
Filename:

Training Topic Name:

Campaign Name

Campaign Status

Error

Campaign Mail Title
Scheduled At

Email Schedule

Campaign Mail Sender

Test Campaign

Risk Grade

Your account has been suspended

20/09/2023 11:26 AM

All At Once

Takealot.com
noreply@takealot.com

Default Server

Yes Fail
Yes

Landing Page

System

takelot{ZA)

Youraccounthasbeensuspended.pdf

Avoid Phishing Attack

The name you entered when you created the campaign.

Pending when a new campaign is created and is yet to be started or Failed if the
campaign fails.

Campaign Summary

Campaign Name: Test Campaign
Campaign Status: Failed
Error: (%) Domains not found: outlook.com

(%) Tier limit reached: limit: 3, sent: 0, new: 4, excess: 1

Displays the error due to which the campaign failed. You can use this information
for troubleshooting purposes.

The subject line of the email.
Displays campaign schedule information including, time and date.
Either All At Once or Random.

The email From address.
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SMTP Gateway Server

Track User Reply

Use Attachment
Clicking Behavior
Landing Page Type
Landing Page Name
Filename

Training Topic Name

Risk Grade

Campaign Timeline

The name and domain of the SMTP Gateway Server if one was used.

Yes if email has no click or attachments but simulates an actual spear-phish to
see which users respond and/or attach compromising information.

A PDF is attached to the email.

One of Landing Page, Preset or Only Redirect URL.
System or Custom.

The name entered in the Title field of the landing page.
The name used for the attachment.

The training page name.

The letter grade between A and F assigned to the campaign.

The Campaign Timeline widget displays when the campaign was created, started and finished.

Campaign Timeline

O Created at- 11/07/2023 10:48 AM

O Launchstarted at- 11/07/2023 10:49 AM

© Launch finished at - 11/07,/2023 10:51 AM

Campaign Status

The Campaign Status monitor displays the number of emails that were delivered and bounced.
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Campaign 5tatus

P0(20%).
—

@ Sent @ Sending @ Sent Error

The Campaign Status monitor displays the following information:

Sent The number of emails sent to the user group.
Sending The number of emails waiting to be sent.
Sent Error The number of emails that bounced.

Campaign Preview

The Campaign Preview monitor displays a preview of the email that was distributed to users.

Campaign Preview

— AT

Parcel No: 6567567
Arrival Date: {{date}}

Hi girecipient_email},

Please receive your Parcel.
Your Parcel amived at our post office at {time}} on the {{date}}

It was unable to reach y our destination/doorstep due toincomplete delivery details.
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User Pass Rate

The User Pass Rate chart displays the pass rate as a pie chart. Hover over the chart to view the number of recipients
who passed or failed.

User Pass Rate

@ Passed @ Failed

Campaign Stats

The Campaign Stats monitor displays information about how the recipient interacted with the email. Hover over the chart
to view the number of emails for each category.

Campaign Stats

Sent Sent Error Opened Link Clicked Submitted Reported Replied

Sent The number of emails sent to the user group.
Sent Error The number of emails that bounced.
Opened The number of recipients who opened the email.
Link Clicked The number of recipients who clicked the redirect link.
Submitted The number of recipients who entered information on the landing page.
\‘ ! 'l
9 FortiPhish does not save the data entered by the user in the
- landing page.
Reported The number of recipients who reported the phishing email as suspicious.
Executed The number of recipients who opened or executed the file attached in the phishing
email.
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the attached PDF is previewed in a reader that disables links

\‘é', FortiPhish will not be able to collect the Executed metric when
- for security purposes.

Replied The number of recipients who replied to the email.

Campaign Training Stats

The Campaign Training Stats chart displays the number of recipients who completed and did not complete training for
the campaign.

Campaign Training Stats

Training Complete Training Incomplete

Training Complete M@ Training Incomplete

A recipient is counted as Training Complete after they acknowledge they have reviewed the information in the training
web page. For information about On Click Training, see Creating campaigns.

Woah, You Got Avoid Phishing Attack
Phished!

But Don't worry, this was
just a test

You've just participated in a campaign designed to
access your organization's risk susceptibility to
phishing attacks. Because you have interacted with
phishing email, which could be a potential threat for

your organization if it was a real phishing attack. R v bk phishie s I

Taking the following mandatory training now will
improve your phishing detection skills and prevent you
from getting hooked again, ever.
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User Profile

The User Profile monitor displays information about the device the recipient used to view the email. Hover over the cart

to see the value for each category.

User Profile

Browser

100% 0%
10%
Windows @ Computer Chrome Firefox
The User Profile monitor displays the followling information:
(0153 The operating system of the device.
Device The device hardware.
Browser The browser the recipient used to view the email.
Recipient Stats
The Recipient Stats monitor displays the recipient statistics.
Recipient Stats
) Risk User . .
Email Grade AR Status Client IP Location

NA outlook

Reported N

Sent Opened —
F outlook 182.71.233.2 I
Replied Training Incomplete (India)

The Recipient Stats monitor displays the following information:

Email The user email address.

Risk Grade The letter grade between A and F assigned to the recipient . An A indicates the
user poses minimal risk and a F grade indicates the user poses the maximum risk
to the organization.If the campaign is active, then the Risk Grade will be NA on the

Dashboard and Monitoring pages.

FortiPhish 23.3.0 Administration Guide
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User Group

Status

Client IP
Location

Report Speed

Action

Usergroup Stats

The user group the recipient belongs to.

Displays the recipient's response Sent, Pending, Opened, Clicked, Submitted,
Reported, Executed and Training Complete/Training Incomplete.

The recipient's IP address.
The recipient's country.

The recipient's response time.
¢ Platinum: Under 30 seconds
e Gold: Under 5 minutes
¢ Silver: Under 30 minutes
e Bronze: Under 59 minutes

An empty field indicates the recipient did not report the phish attempt.
To view the actual response time, hover over the medallion.

Click the View Timeline link to view the date and times of the recipient's actions.
Timelines

O Created at- 11/07/2023 10:48 AM
O Email sent at - 11/07/2023 10:50 AM
O Opened at-11/07/2023 10:53 AM
O Clicked at- 11/07/2023 10:53 AM
O Submitted at - 11/07/2023 10:54 AM

O Executedat-11/07/2023 12:26 PM

The Usergroup Stats displays group statics.

Usergroup Stats

User Group Risk Grade

outlook_grp D

Opened Link Clicked Submitted Reported Replied Training Complete Training Incomplete

1 0 0 1 0 0 0

The Usergroup Stats displays the following information:
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User Group

Risk Grade

Sent

Sent Error
Opened

Link Clicked
Submitted
Reported

Replied

Training Complete

Training Incomplete

Retrying a campaign

The user group name.

The letter grade between A and F assigned to the group. An A indicates the group
poses minimal risk and a F grade indicates the group poses the maximum risk to
the organization.

The number of emails sent to the user group.

The number of emails that bounced.

The number of recipients who opened the email.

The number of recipients who clicked the redirect link.

The number of recipients who entered information on the landing page.
The number of recipients who reported the phishing email as suspicious.
The number of recipients who replied to the email.

The number of recipients who have finished the training.

The number of recipients who have been enrolled but did not finish the training.

Resend emails that were not delivered or blocked by the mail server.

To retry a campaign:

1. Go to Campaigns and click the campaign you want to retry.

Campaigns
o
Name Created

Payrol 04/01/2023 11:53 AM

FortiPhish 23.3.0 Administration Guide

Fortinet Inc.

Scheduled

a8 @
@ Free Subscription Limit: 3/3
Launch Started Launch Finished Completed Status
09/01/2023 11:40 AM =
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2. Click Retry Campaign. The confirmation dialog opens.

Campaigns- Details < 8 A

Campaign Summary

Campaign Name: Test Campaign

Campaign Mail Title: ‘ADP Payroll Invoice {{num|6000000(8000000}] for month
{idatel-1m}}

Emails Schedule: All At Once

Campaign Mail Sender: ADP Payroll adp.payrollinvoice@finemanrealty.com

SMTP Gateway Server: Default Server

Track User Reply: No

Use Attachment: Ne

Clicking Behavior: Landing Page

Landing Page Type: System

Landing Page Name: ADP

Campaign Timeline Campaign Status

© Created at- 13/07/2023 12:18 PM 150
1(50%)

© Launchstarted at - 13/07/2023 12:18 PM

© Retried at - 13/07/2023 12:19 PM ‘

© Launch finished at - 13/07/2023 12:19 PM

1(50%)
@ Sent @ Sent Error

3. Click OK. The Sent metrics are updated.

Completing a campaign

Campaigns are completed after the close date. You can complete a campaign before the campaign close date. After the
campaign is completed, it is saved to the Archived tab.
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To complete a campaign:

1. Goto Campaigns and click the name of the campaign you want to complete. The Campaigns - Details page opens.

Campaigns

oo

Name Created Scheduled

Payrol 04/01/2023 11:53 AM 09/01/2023 11:40 AM

Launch Started

& a

@ Free Subscription Limit: 3/3 X

paaCanosien +

Launch Finished Completed Status

2. Click Complete Campaign, and then click OK in the confirmation dialog.

Campaigns - Details

Campaign Summary

Campaign Name: Amazon
Campaign Mail Title: Amazon Order Confirmation

Campaign Mail Sender: Amazon.com noreply@amazon.com

The campaign is moved to the Archived tab.

Campaigns

@

® Subscription Limit: 8/25 x

e

Name Created Scheduled Launch Started Launch Finished

Amazon 05/04/2021 9:14 AM 05/04/20219:14 AM 05/04/2021 9:15 AM

05/11/2020 9:17 AM 05/11/2020 9:17 AM 05/11/2020 9:17 AM 05/11/2020 9:18 AM

Instagram password

Amazon password 05/11/2020 9:11AM 05/11/2020 9:11 AM 05/11/2020 9:11AM 05/11/2020 9:12 AM

04/11/2020 9:11AM 04/11/2020 9:11 AM 04/11/2020 9:12 AM 04/11/2020 9:13AM

FortiPhish 23.3.0 Administration Guide
Fortinet Inc.

Add Campaign +

Completed Status

=
=
=
=

05/04/2021 11:39 AM

12/11/2020 9:18 AM

12/11/2020 9:12 AM

04/11/2020 11:44 AM
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Exporting campaign statistics

After a campaign is completed, you can export campaign data as a CSV to view the user list and behaviors. You can also
generate a FortiPhish Campaign Report to view details about the campaign.

To export campaign data:

1. Go to Campaigns and click the Archived tab.

FortiPhish Campaigns @

Archived Add Campaign +
Name Created Scheduled Launch Started Launch Finished Completed Status.
Attendees List 05/04/202112:35PM 06/04/2021 12:20 PM 06/04/2021 12:20 PM 06/04/2021 9:22 PM 13/04/202112:21PM
Apple D 05/04/202110:07 AM 05/04/2021 10:07 AM 05/04/2021 10:08 AM 05/04/20217:10PM 12/04/2021 10:09 AM
Business Expo 05/04/2021 9:36 AM 05/04/2021 9:36 AM 05/04/2021 9:37 AM 05/04/2021 6:39 PM 12/04/2021 9:38 AM
‘Amazon 05/04/2021 9:14 AM 05/04/2021 9:14 AM 05/04/2021 9:15AM 05/04/202111:39 AM
Instagram password 05/11/2020 9:17 AM 05/11/2020 9:17 AM 05/11/2020 9:17 AM 05/11/2020 9:18 AM 12/11/2020 9:18 AM
‘Amazon password 05/11/2020 :11AM 05/11/2020 9:11 AM 05/11/2020 9:11AM 05/11/2020 9:12 AM 12/11/2020 9:12 AM

1

2. Click the name of a completed campaign. The Campaign - Details page opens.
3. Export the campaign data:

Campaigns - Details {:E}

s [

Campaign Summary

Export PDF File Click Export PDF file to generate the FortiPhish Campaign Report in PDF
format. Once the report is ready click Download Report PDF. The PDF file is
saved to your device.
Note: Usually it takes a few minutes to generate the report.
The report contains the following sections: Risk Grade, Click To Open Rate,
Campaign Summary, Click To Open Rate, Campaign Preview, Campaign
Timelines, Campaign Metric, and User Group Report.

Export CSV file The CSV file is saved to your device.

The file shows the recipients' email, as well the statistics for delivered, opened,
clicked, submitted, executed, replied, Risk Grade, and reported emails as yes
orno (Y/N) values.
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Deleting archived campaigns

You can manually delete archived campaigns. After a campaign is deleted from the campaign, all the data related to the
campaign is removed.

x You can schedule archived campaigns to be automatically deleted at monthly intervals in the

application settings page. See, Enable Auto Delete on page 64.

To delete a campaign:

1. Goto Campaigns > Archived.
2. Select the campaign(s) you want to delete or click the Select All checkbox at the top page .
3. Click Delete Campaign. The confirmation dialog opens. page opens.

FortiPhish Campaigns @ EI

Archived Add Campaign + J| Delete Campaign i

L] Name Created Scheduled Launch Started Launch Finished Completed Status
Campaigns 27/01/2022 2:09 27/01/2022 2:09 27/01/20222:10 27/01/2022 2:12 03/02/2022 2:11
B oo Amazon Campalen Automation 22/ § / ”
AM AM AM AM AM
19/01/20228:10 19/01/2022 8:10 19/01/2022 8:11 19/01/2022 8:15 19/01/2022 8:16
| LCS completed
= AM AM AM AM AM
19/01/20227:54 19/01/20227:54 19/01/2022 7:55 19/01/20227:57 19/01/2022 8:02
| Latest completed
= AM AM AM AM AM
19/01/20227:43 19/01/2022 7:43 19/01/2022 7:44 19/01/2022 7:46 26/01/20227:44
4 Custom completed
= ' AM AM AM AM AM
17/01/202211:26  17/01/202211:26  17/01/202211:27  17/01/202211:28  24/01/2022 11:27
ccc leted
o M PM PM PM PM
. 10/01/2022 2:09 10/01/2022 2:09 10/01/2022 2:10 10/01/2022 2:11 17/01/2022 2:11
AM AM AM AM AM
10/01/2022 2:09 10/01/2022 2:09 10/01/2022 2:09 10/01/2022 2:10 17/01/2022 2:10
’ ’ ! !
AM AM AM AM AM

4. Click OK.

You have selected 4 campaigns. Do you want
to delete these campaigns?

Cancel ﬂ
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Custom

Use the pages in Custom view to create custom landing pages and templates for your account.

FortiPhish

B  Templates

Templates

Templates

Amazon Order Confirmation Alert

Hlojs 2191 A|=a

Focyenym: coobugnune ot MB[,

DHL Package Delivery Alert

Subject
Custom Template Let's Celebrate The Success
eBay account confirmation Confirm it's you to access your eBay account

Amazon Order Confirmation

RTEshel XS 22210] Al =S| RS LICH

DHL Package Delivery

Monyuen o coobuer e ot Munucte pereo BHyT pernnxaen Poconiicko it @ege paum no BalLemy 38ABNEHIKD

New Template +

Action

(o]

The Templates page displays the custom templates created for your account. After the template is created it will be
available from the Custom tab when you launch a new campaign.

Templates

Title

Custom Template

‘eBay account confirmation

Amazon Order Confirmation Alert

dlol=f 2381 A =a

locycnym: coobweHue ot MBD

DHL Package Delivery Alert

To view a template

Subject

Let's Celebrate The Success

Confirm it's you to access your eBay account

Amazon Order Confirmation

ATl e X oM 22010| Al =s S Lo

MonyueHo cooBlyeH ve oT MUHKCTE peTBO BHYT peHHUX Ae N Poccui cko i @efe pauiy o BalLEMY 3ARBNE HUHD

DHL Package Delivery

Click the Viewicon

@ |t
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To delete a template Click the Delete icon .

Ch

Creating custom templates

\‘é', Custom templates are the property of Fortinet. Fortinet reserves the right to adapt any updates

or revisions made to an existing email template and make them available to all users in the
Global Templates tab.

To create a new campaign template:

1. Goto Custom > Templates.
2. Click New Template. The Create Custom Template dialog opens.
3. Configure the template settings.

Title Enter a title for the template.

Subject Enter the email subject.

Sender Name Enter the sender's name.

Sender Email Enter the sender's email address.

Clicking Behavior Landing Page > Custom is selected by default. Select the landing page from the
dropdown.

For information about custom landing pages, see Landing page on page 60.

Redirect URL Enter the redirect URL.
Use Attachment Click Yes, Using Filename and enter the filename in the text field.
Track User Reply Click Yes to create targeted emails that have no click or attachments but will

simulate an actual spear-phish and allow you to see which users respond
and/or attach compromising information.

4. Inthe text editor, compose the email body.

x You can use variables in the email body to generate dynamic data while the campaign is

running. See, Template variables on page 43.

5. Click Submit. The template is added to the Custom tab in the Campaigns module. See, Creating campaigns on
page 40.
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To edit a template:

1. Click the Viewicon |—\ . The View Template dialog opens.

2. Scroll to the bottom of the dialog and click Edit.

View Template X

Title™:
Subject”:
Sender Name™:

Sender Email *:

Clicking Behavior™:

Redirect URL™:

Use Attachment *:

Track User Reply *:

Hello {{recipient_firstname}}, Enjoy Your Gift!%:)

Cancel

3. Update the template and click Submit.

Landing page

You can create a custom landing page with the text editor or by uploading a Zip file. Custom landing pages support
variables to create more convincing campaigns.

Custom landing pages appear in the Clicking Behavior section of the campaign wizard for both global and custom
templates. See Creating campaigns on page 40.

Clicking Behavior
Only Redirect URL
@ Landing Page

Preset (8 Custom

Redirect URL hitps:/fwwwdl Invoice 2020

Ay
S L4
9 FortiPhish does not save the data entered by the user in the landing page.
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Creating custom landing pages with the editor

To create a custom landing page with the editor:

1. Goto Custom > Landing Page.

FortiPhish Landing Page

Title

Student Registration Form
Reset password

[E] ‘Landing Page Automation_Landing
Custom Landing

Login Page

2. Click Add Landing Page. The Landing Page editor opens.

Create Landing Page X

Title":
Using Editor Import Zip File Import from default template
A7 B U & laor~ = = =+~ EHr~ o & <>

Cancel

3. Inthe Title field, enter a name for the landing page.

4. Inthe text editor, compose the body of the landing page. See Landing page variables on page 63.
5. Click Submit. The new page is added to the Landing Page view in the navigation menu.
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Creating a custom landing page with a Zip file

Requirements:

The Zip file should contain an index . html file that must include the following:

« Ahidden tag with dynamic value used to track the recipient: <input name="recp uuid" type="hidden"
value="{{.recp uuid}}">

« A submit form action with dynamic value setto " { { . submit url}}™"
This is required for redirection of the recipient from landing page to configured redirect URL.
To create a custom landing page with a Zip file:

1. Goto Custom > Landing page.
2. Click Add Landing Page. The Landing Page editor opens.

Create Landing Page X

Title":

Using Editor Import Zip File Import from default template
J*T B U 8 latovT = = =v7 EHr o Wm o

Cancel

3. Inthe Title field, enter a name for the landing page.
4. Click Import Zip File.
5. Click the upload icon to navigate to the Zip file on you computer. Alternatively, you can drag the file onto the field.

Create Landing Page X

Title™:

| °f
Required

&

Click Or Drag

Cancel
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6. Click Submit. The landing page is imported and added to the Landing Page list.
Landing page variables

You can add variables to the landing page to generate dynamic data when the campaign is running.

Supported variables for custom landing pages:

Variable Syntax

submit url {{.submit url}}

email {{.recipient email}}
username {{.email username}}
domain {{.email domain}}

fname {{.recipient firstname}}
Iname {{.recipient lastname}}
position {{.recipient position}}
date {{.date}}

time {{.time}}
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Settings

Use the Settings page to automatically delete archived campaigns, create alert buttons, and add SMTP server accounts.

Enable Auto Delete

Schedule archived campaigns to be automatically deleted at monthly intervals.

To enable auto delete:

1. Inthe banner, click the gear icon.
2. Click the Enable Auto Delete toggle.

Campaigns

Enable Auto Delete
Configure auto delete feature to delete archived campaign

Cancel

3. From the dropdown menu, select 1 Month, 2 Months, 3 Months, or 6 Months.

Campaigns

@ Enable Auto Delete
Configure auto delete feature to delete archived campaign

vt [ oumic |

2Months

3Months Cancel

St _

4. Click Submit.

FortiPhish alert buttons

FortiPhish Alert Buttons (PAB) allow email recipients to report suspicious email, regardless of whether the email is
simulated. Use alert buttons to engage users in your security strategy and to be alerted of legitimate phishing threats.

Alert buttons can be manually installed as add-ons in Outlook and Thunderbird email clients. After a user reports a
suspicious email, the response is recorded in the Monitoring and Campaigns statistics.

To enable FortiPhish alert buttons:

1. Create a FortiPhish alert button.

2. Manually install the button on Outlook or Thunderbird. See FortiPhish alert button compatibility matrix on page 74.
» Adding alert buttons in Outlook on page 67
¢ Adding alert buttons in Thunderbird on page 71
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Creating a FortiPhish alert button

The FortiPhish Alert Button (PAB) template is located in the Settings menu. To create a button, determine who will
receive alert notification, and n compose alert messages. After button is created, download the PAB installation file to
your device and upload the the button in Outlook or Thunderbird.

To create a FortiPhish alert button:

1. Inthe menu bar, click the Settings icon . The Settings window opens.
2. Click the Phish Alert Button tab.
3. Click Create PAB Setting + to configure the alert button settings, and then click Submit.

Setting Description

Name The alert button name.

Recipients Enter the email address of the admins to be notified when an email is reported.
Forwarded Email Prefix The prefix that appears before the subject of the suspicious email.

Email Body The email message body recipients send to report a suspicious email.

A response when the user The email message body recipients see when they report a non-simulated
reports a non-simulated email.

phishing email

A response when the user The email message body recipients see when they report a simulated email.
reports a phishing security

test email

Phish Alert Settings > Create

Name:

Suspicious Email

Recipients

myemail@example.com

Forwarded Email Prefix:

[Phish Alert]

Email Body:

Iwould like to report the email enclosed as a phishing email,

Aresp the user reports anon-simulated phishing email :

Thank you for reporting this email to your security team. Because of people like you, our company is more secure!
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To download the PAB installation file:

1. Inthe menu bar, click the Settings icon . The Settings window opens.

2. Click the Phish Alert Button tab.

3. Click the alert button name. The Settings window opens.

Campaigns  Phish Alert Button

Create PAB Setting 4

(<]

(<]

Cancel

4. Scroll down to the bottom of the page and select one of the following file formats.

» Download Outlook PAB Install Installer Configuration(.xml)
» Download Thunderbird PAB Installer Configuration(.xpi)

Campaigns  Phish Alert Button

Forwarded Email Prefix:

Email Body:

Aresponse when the user reports anon-simulated phishing email

Aresponse when the user reports a phishing security test email:

& Download Outlook PAB Installer Configt

© Download Thunderbird PAB Installer Cor

Delete PAB

5. Save the file to your device.

To edit an alert button:

—

Click the Phish Alert Button tab.

Click the Edit icon | P

Ladi

>

To delete an alert button:

1. Click the Phish Alert Button tab.

In the menu bar, click the Settingsicon . The Settings window opens.
‘ next to the alert button name .

Update the message and click Save.

2. Click alert button name. The Settings window opens.
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3. Scroll to the bottom of the page and click Delete PAB. A confirmation dialog opens.
4. Click Yes.

Adding alert buttons in Outlook

After the alert button is created, download the installation file to your device. To add the button to Outlook, open the Adad-
ins menu and upload the installation file as a custom add-in.

NP This process requires Read/Write Mailbox permissions for your email client.
‘ql The images for the following task are based on Outlook for Office 365 online. The user
- interface may look different than the one you are using. For more information, please refer to

the product documentation.

To install the Outlook add-in:

1. Login to Outlook.

i Outlook £ search 1 MeetNow @

Ti] Delete T Archive  Junk v < Sweep 53 Moveto v < Categorize ~ (@ Snooze
~  Favorites (@) Focused  Other Filter ~ Alerte de sécurité Amazon : Connexion détectée
£ Inbox 1 O account-update@amazon.com A account-update@amazon.com o ® 5
Alerte de sécurité Amazon : Conn... 12:54 PM Wed 4/28/2021 1254 PM 2!
B Sentltems Connexion détectée. Nous avons détecté un To: You
7 onfe amazon Connexion détectée.
Add favorite

Nous avons détecté une connexion a votre compte a partir d'un

~  Folders nouvel appareil.
2V Inbox 1 Quand: April 28, 2021 12:54 PM Singapore Time
Appareil: Google Chrome macOS (Ordinateur de bureau)
®  Junk Email A proximité: Singapour
& Drafts Si ¢'était vous, vous pouvez ignorer ce message. Sinon, veuillez
nous le faire savoir.
B Sentltems
[l  Deleted Items
= Archive Comment puis-je vérifier que cet e-mail provient d'Amazon ?
| Notes Les liens dans cet e-mail commenceront par
« https://www.amazon.com ». Vous pouvez toujours copier notre lien ci-
Comuarsation it dessous et le coller dans un navigateur pour l'afficher.

= i} o
. https://www.amazon.com/a/c/r?k=7a7f2cb8329461fbd35c99d 1ce33025-

2. Create a new Outlook message.

3. Click the ellipses (...) at the bottom of the message, and select Get Add-ins from the menu. The Add-Ins for Outlook
dialog opens.
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https://outlook.live.com/

Settings

PSemh

= P> Send [ Attach v [i] Discard -+ (=}
~  Favorites @ Focused  Other Filter v To & B
£ Inbox 1 @) account-update@amazon.com
Alerte de sécurité Amazon : Conn... 1254 PM Add a subject
B> Sentitems Connexion détectée. Nous avons détecté un...
#  Drafts
Save draft
Add favorite
Insert signature
~  Folders Show From
£ inbox 1 Set importance >
®  Junk Email Switch to plain text
& Drafts Check for accessibility issues
G My Templates
B Sentltems
& A B I U Z A ==+« ) ) XX, ke
B Get Add-ins
[i]  Deleted Items
- |E R
B Archive
& Notes

Canvarsatinn Hist

4. |Install the FortiPhish alert button.
a. Click My add-ins.
b. Inthe Custom add-ins section, click Add a custom add-in link > Add from file.

Send feedback
Add-Ins for Outlook

Add-ins may access personal information. By turming an add-in on, you agree to its License Terms and Privacy Policy Q. Search add-ins

No add-ins found.

Added by Microsoft

Microsoft has provided these add-ins 50 you can try them out.

[} My Templates E;') Bing Maps

Map addresses found in your email.
This adel-in wil send addresses to Bing
but will not share your data with any.

@ s f @ e

Custom add-ins
You can install add-ins from a file or from a URL + Add a custom add-in +

No add-ins found. Add from URL...

Add from file.

c. Locate the installation file you downloaded and click Open. A Warning message appears.
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d.

Click Install. The FortiPhish Alert tile is added to the Custom add-ins menu. Close the window.

Send feedback X

Add-Ins for Outlook

Addins may access persanal information. By turning an add-in o, you agree 1o ts License Terms and Privacy Policy Q. Search add-ins

Al

[} My Templates

EF) Bing Maps.

Map addresses found in your email
This add-in will send addresses to Bing
but will not share your data with any...

My add-ins

@ rdced @ sided

Custom add-ins
You can install add-ins from a file or from a URL. + Add a custom add-in v

i% FortiPhish Alert

Custom add-in

@ riced

To test the FortiPhish alert button:

1. In Outlook, view a message in the reading pane, or open the message in a new window.

Outlook

O Search

1 Meet Now

9 4

= ] Delete TF Archive Q Junk ~ <« Sweep BJ Moveto v <) Categorize ~ (® Snooze Undo
~  Favorites (©) Focused  Other Filter v Alerte de sécurité Amazon : Connexion détectée More actions
£ Inbox O account-update@amazon.com account-update@amazon.com 6 & o
Alerte de sécurité Amazon : Conn... 12:54 PM Wed 4/26/2021 1254 PM
B Sentlitems Connexion détectée. Nous avons détecté un... To: You
& Drafts amazon ion détecté
& Connexion détectee.
Add favorite
Nous avons détecté une connexion a votre compte a partir d'un
~  Folders nouvel appareil.
£ Inbox Quand: April 28, 2021 12:54 PM Singapore Time
Appareil:  Google Chrome macOS (Ordinateur de bureau)
O Junk Email A proximité: Singapour
& Drafts Si ¢'était vous, vous pouvez ignorer ce message. Sinon, veuillez
fai ]
B Sentltems
il  Deleted Items
B Archive Comment puis-je vérifier que cet e-mail provient d'Amazon ?
L] Notes Les liens dans cet e-mail commenceront par
« https://www.amazon.com ». Vous pouvez toujours copier notre lien ci-
Canuarcation Hict dessous et le coller dans un navigateur pour I'afficher.
= m £

2. Click the ellipses (...
pane opens.
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amazon

?k=Ta7f2cb8329461 1 25-

) at the top-right corner of the message, and click the FortiPhish Alert . The PAB add-in task
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Alerte de sécurité Amazon : Connexion détectée

account-update@amazon.com
Wed 4/28/2021 12:54 PM
To: You

amazon
S —

Connexion détectée.

Nous avons détecté une connexion a votre compte a partir d'un
nouvel appareil.

Quand: April 28, 2021 12:54 PM Singapore Time
Appareil: Google Chrome macOS (Ordinateur de bureau)
A proximité: Singapour

Si c'était vous, vous pouvez ignorer ce message. Sinon, veuillez
nous le faire savoir.

Comment puis-je vérifier que cet e-mail provient d’Amazon ?

Les liens dans cet e-mail commenceront par
« https://www.amazon.com ». Vous pouvez toujours copier notre lien ci-
dessous et le coller dans un navigateur pour I'afficher.

https://www.amazon.com/a/c/r?k=7a7f2cb8329461fbd35c99d1ce33025-

3. Click the Report link to report the message. The message is reported and moved to the Deleted folder.

Sl

[i] Delete T Archive © Junk v & Sweep B0 Moveto v < Categorize ¥ (9 Snooze ™

Reply

Reply all

Forward

Other reply actions >
Delete

Mark as unread

Flag

Add to Safe senders

Security options >
Print
View >

& FortiPhish Alert
@ OneNote
Y Get Add-ins

Advanced actions >

p’_\% FortiPhish Alert X

“~  Favorites () Focused  Other Filter Alerte de sécurité Amazon : Connexion détectée
£ Inbox o) account-update@amazon.com account-update@amazon.com 5 G >
Alerte de sécurité Amazon : Conn... Wed 4/28/2021 12.54 PM
B Sentitems Connexion détectée. Nous avons détecté un. To: You
& Duafts amazon Connexion détectée.
~—
Add favorite .
Nous avons détecté une connexion a votre compte a partir d'un
nouvel appareil.
~  Folders
Quand: April 28, 2021 12:54 PM Singapore Time
Appareil: Google Chrome macOS (Ordinateur de bureau)
£ Inbox A proximité: Singapour
®  Junk Email Si c'était vous, vous pouvez ignorer ce message. Sinon, veuillez
" .
& Drafts
B Sentitems Comment puis-je vérifier que cet e-mail provient d'Amazon ?
[l Deleted Items Les liens dans cel e-mail commenceront par
« hitps:liwww.amazon com ». Vous pouvez toujours copier notre lien ci-
B Archive dessous at le coller dans un navigateur pour Faffichar.
& Notes 026
Convercatinn Hist
= £

A custom message is displayed.

FortiPhish 23.3.0 Administration Guide
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Are you sure you want to
report this as a phishing email?

Report

70



Settings

L Phis Buttol
outiook P
= il Delete T Archive &
@5 FortiPhish Alert X
Add favorite (©) Focused  Other
~ Folders O account-update@amazond ‘ ' =5
Alerte de sécurité Amazon \/
O Inbox Connexion détectée. Nous
©  Junk Email gtee. ‘j
& Drafts yrtir d'un CJ
B Sentltems
Thank you for reporting this email. Because of people like
[  Deleted Items . pu)
you, our company is more secure!
= Archive evilez
©@  Notes Are you sure you want to
E report this as a phishing email?
Conversation Hist...
n?
New folder Reporting...
Bnci

~  Groups ,
Report
hittes://www.amazon.com/arc/r?k=" 1ce33025-
New group bd26

= @ £

Adding alert buttons in Thunderbird

After the alert button is created, download the installation file to your device. To add the button to Thunderbird, open the
Extensions and Themes settings and upload the installation file as a custom plug-in.

NP This process requires Read/Write Mailbox permissions for your email client.
‘Q' The images in the following task are based on Thunderbird for desktop v 78.12.0. The user
- interface may look different than the one you are using. For more information, please refer to

the product documentation.
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To install the FortiPhish alert button:

1. In Thunderbird, click the Thunderbird menu and select Add-Ons.

& Inbox \ - X
G Get Messages (v #" Write  CJ Chat  {&] Address Book Y Quick Filter Search <Ctrl+K> =
v & | AUnead ¥y Stared & Contact © Tags { Attachment Filter these messages <Ctrl+Shift+K> + New >
& Inbox (16) YA D9 Subject Correspondents 0 Attachments :
() Drafts |
4 Sent Edit X » a »
[ Trash Q Find N
v [ Local Folders
[ Trash Ql Print >
&) Outbox BY save As >
W Empty Trash
°
2 Add-ons
D Account Settings
X¥ Options
,/ Customize >
File >
View >
Go >
Message >
Tools >
® Help >
O it
) 84% Unread: 16 Total: 96
2. Inthe Extensions tab, click the gear icon, and click Install Add-on From File....
B Inbox ‘ J§ Add-ons Manager X ‘ = X
Find more add-ons | Search addons.thunderbird.net
+ . .
&> Recommendations Manage Your Extensions Eo3
* Ext . Check for Updates
Xtensions
View Recent Updates
,/ Themes Install Add-on From File...

Debug Add-ons

v Update Add-ons Automatically
Reset All Add-ons to Update Automatically

Manage Extension Shortcuts

‘l:l' Thunderbird Options

@ Add-ons Support

3. Navigate to the location of the xpi file on your device and click Open. The Add FortiPhish PAB confirmation dialog
opens.

FortiPhish 23.3.0 Administration Guide
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4. Click Add. A confirmation message appears.

&0 Ad FortiPhish PAB?

5. Click OK and click Add to close the dialog.

&0 Ad FortiPhish PAB?
It requi

Add Cancel

0 FortiPhish PAB has been added to Thunderbird

oK

To test the alert button:

1. In Thunderbird, go to your Inbox and open a message. The Phish Alert action button appears next to the existing

buttons.

B Inbox ‘ & Your Print At Home Tickets - X ‘

X

G Get Messages | v #" Write ©J Chat  §8] Address Book

Dtag v Quick Filt

From

Subject Your Print At Home Tickets are ready to download!

To Mety

€ Reply | » Forward | @& Archive | @) Junk | [i] Delete| | More ™ | @ FortiPhish Alert

Thank you for your ticket purchase. Your print at home tickets are ready to download. Please click on the link below to download your tickets and

7/22/2021,12:21 PM |pr

2. Click the Phish Alert button to open the composer. The suspicious email is attached as an EML file.

Wiite: [Phish Alert] Your Amazon.ca order Thunderbird
File Edit View Ins

at Optior

Tools Help

Asend Py Speling |v @ Securty [v B save v

From v | B » 1 Attachment

To | myemail@eample.com

Subject | (Pish Alet] Your Amazon.a oder
BodyToxt_ v | | Verable Wit ML

I would like to report the email enclosed as a phishing email.

‘ @ Your Am..emseml 40K

\y

S L4
9 Thunderbird email recipients can edit the email message body.

3. Click Send to report the email as a phishing email. The original email is automatically moved to the Trash folder.

Phishing email report X

Congratulations! The email you reported was a

simulated phishing attack initiated by your
A2 Good job!
&4 company. Good job!

FortiPhish 23.3.0 Administration Guide
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FortiPhish alert button compatibility matrix

FortiPhish Alert Buttons are compatible with Outlook and Thunderbird email clients.

Microsoft Windows

Apple OSX

Android
10S

Outlook 2016
Outlook 2019
OWA/Outlook Online
Outlook 2016
Outlook 2019
OWA/Outlook Online
Outlook mobile app
Outlook mobile app

Exchange (Server based)

2013

Microsoft Windows Outlook 2013 Compatible

Outlook 2016 Compatible

Outlook 2019

Apple OSX

Microsoft Windows

Thunderbird Client (version >=78)
For Thunderbird release, see

Compatible

Compatible
Compatible
Compatible
Compatible
Compatible
Compatible

Exchange Version

2016
Compatible
Compatible

Compatible

Outlook (Client based)

Outlook 2010
Outlook 2013
Outlook 2016
Outlook 2019

Thunderbird

https://www.thunderbird.net/en-US/thunderbird/releases

FortiPhish 23.3.0 Administration Guide
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Compatible

2019

Compatible
Compatible
Compatible

Compatible
Compatible
Compatible
Compatible

Microsoft 365
Compatible
Compatible
Compatible

Compatible
(until version
16.23)
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SMTP

Use your organization’s SMTP servers to distribute campaign phishing emails to your employees.

To add a SMTP server to FortiPhish:

1. Inthe banner, click the gear icon.

2. Click Add Account.

3. Configure the SMTP settings. All settings are required.

Name
Username
Password

Domain Name

Port

Security

Protocol

4. Slick Save.

FortiPhish 23.3.0 Administration Guide
Fortinet Inc.

Enter the mail server name.
Enter the username to be used to authenticate with SMTP server.
Enter the password to be used to authenticate with SMTP server.

Enter the address of the SMTP server to be used to send outgoing emails. The
address can be in the form of IP address or domain name

Enter the port number used by SMTP server to send emails.

Select the method to encrypt the email traffic between the email client and the
SMTP server: SSL,TLS or STARTTLS (Opportunistic).

Select the method to authenticate the user with the SMTP server:
LOGIN, PLAIN and CRAM-MDS5.
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Frequently Asked Questions (FAQs)

Frequently Asked Questions (FAQSs)

| have reached the subscription limit, what should | do next?

You have two options:

1. Purchase additional FortiPhish license to increase the subscription limit.

2. Alternatively, you can choose to wait until the beginning of the next month when the subscription limit is
automatically reset to zero.

My campaign has failed. What are the scenarios in which campaign might fail?

Campaign may fail in the following scenarios:

» The domain of the recipients is not verified.

» Arecipient group or Azure Active Directory (AD) groups used in the campaign are deleted while the campaign is in
Pending state.

» The subscription limit is exceeded.

Can | import nested groups (group containing groups) from Azure AD?

Currently, we do not support importing nested groups from Azure AD.

FortiPhish 23.3.0 Administration Guide
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