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Change Log

Change Log

Date Change Description

2022-08-09 Initial release.
2023-08-08 Updated FortiAnalyzer Fabric roles on page 5.
2023-08-21 Updated Introduction on page 5.
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Introduction

Introduction

The FortiAnalyzer Fabric enables centralized viewing of devices, incidents, and events across multiple
FortiAnalyzers acting as members. In this mode, FortiAnalyzer Fabric members form a Fabric with one device
operating in supervisor mode as the root device. Incident and event information is synced from members to the
supervisor using the API.

The FortiAnalyzer Fabric is ideal for use in high volume environments with many FortiAnalyzers. For more
information about sizing and design considerations, see the FortiAnalyzer Architecture Guide.

The FortiAnalyzer Fabric device operating as the supervisor includes the following modules:

So% System Settings v

@& x [ License Information e x
& Le

FortiAnalyzer = EBVMS License @ VMS License LT O

@A Device Manager Log View FortiSoC
e 421002981 @ ADOM License @No License (0 Used / 5 Total) -

st

KVM & FortiCloud @ Registered

&N )

a ﬁ @ FortiGuard Indicators of Com....Licensed (Expires 2022-09-23)
&
" 516:46:06 2022 PDT (&4 Server Location 3 Servers located in US only (&4
2

. Management .
- Extensions 11164 220522 (Interim) © & FOASLicense Outbreak Detecti... @ Licensed (Expires 2022-09-23)
S — 0 N/A 2 3 . . .
" Log Forwarding v © @ Security Opera...SOC Service Licensed (Expires 2022-09-23)
Current Administrators ~ Admin / 1 in total a
[ Fetcher Management [# Logging Devices/VDOMs 10 / 10,000 (0.1%)
e Up Time 31 minutes =
¥ Event Log P GB/Day @ 02/5(4.0%) i=
. Administrative Domain ()
(@ Task Monitor - o Storage Conne...Cloud © No License -
B« Advanced > Operation Mode Collector
C) O lIndate Servar  AntiViriic and IPS 208 124 227 AA (= San Inca Califar -
Device Manager Displays FortiAnalyzer Fabric members with their ADOMs and authorized
logging devices.
FortiSoC Displays the Event Monitor and Incidents panes. Administrators can view

incidents and events created on member FortiAnalyzer Fabric.

System Settings Configure the settings for the FortiAnalyzer supervisor.
See the FortiAnalyzer Administration Guide.

Log View Displays logs collected across the FortiAnalyzer Fabric. Each log includes
the FortiAnalyzer Host Name and ADOM it was collected on.

Management Extensions Enables supported management extension applications.
See the FortiAnalyzer Administration Guide.

For information on the modules available as a FortiAnalyzer Fabric member, see the FortiAnalyzer
Administration Guide.

FortiAnalyzer Fabric roles

FortiAnalyzer Fabric includes two operation modes, including supervisor and member.

FortiAnalyzer Fabric 7.2.1 Deployment Guide
Fortinet Inc.


https://docs.fortinet.com/document/fortianalyzer/7.2.0/architecture-guide/864820/introduction
https://docs.fortinet.com/document/fortianalyzer/7.2.1/administration-guide/366418/setting-up-fortianalyzer
https://docs.fortinet.com/document/fortianalyzer/7.2.1/administration-guide/366418/setting-up-fortianalyzer

Introduction

« Supervisors acts as the root device in the FortiAnalyzer Fabric. SOC administrators can use the supervisor
to view member devices and their ADOMs and authorized logging devices, as well as incidents and events
created on members.

« Members are devices in the FortiAnalyzer Fabric that send information to the supervisor for centralized
viewing. When configured as a member, FortiAnalyzer devices continue to have access to the
FortiAnalyzer features identified in the FortiAnalyzer Administration Guide. Incidents and events are
created or raised from each member.

s‘é’, Logging devices cannot be registered to the Fabric supervisor and they will not be

visible in Device Manager, Log View, or Reports. The Fabric supervisor is for
centralized viewing of information from the Fabric members only.
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Deployment

Deployment

This section includes the following topics:

o Configuring the FortiAnalyzer Fabric on page 7
o Deployment architecture on page 10

Configuring the FortiAnalyzer Fabric

To configure a FortiAnalyzer Fabric, you must configure a supervisor, one or more members, and enable soc-
fabric communication on the interfaces being used.

» Configuring a supervisor on page 8
« Configuring a member on page 8

as the supervisor.

x All FortiAnalyzer Fabric members must be configured with the same timezone settings

Once the supervisor and members are connected and synchronized, they display in System Settings >
FortiAnalyzer Fabric for the FortiAnalyzer Fabric supervisor. The Fabric Members table includes the following
information for each FortiAnalyzer in the FortiAnalyzer Fabric:

Name The name of the FortiAnalyzer.

Role The role of the FortiAnalyzer in the FortiAnalyzer Fabric (supervisor or
member).

IP The IP address of the FortiAnalyzer.

Status The status of the FortiAnalyzer.

& Dashboard Fabric Settings

B FortiAnalyzer Fabric
Status
& Logging Topology Role
@ All ADOMs Cluster Name
C Storage Info Passwor d ®
€ Network Session Port 1
& HA Secure Connection «O©
2 Admin >
Apply
BB Certificates >
& Log Forwarding Fabric Members
[ Fetcher Management ¥ Column Settings search Q
® Event Log Name Role P Status
o €FAZ-50 Supervisor Local @ InSync
Task Monit
A TasicMonttor eFAZ-225 Member ® Offiine
E: Advanced > eFAZ300F Member @ Offline

eFAZ224 Member 103.120.224 ® In Sync

For more information about the devices, go to Device Manager in the FortiAnalyzer Fabric supervisor. See
Device Manager on page 11.
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Deployment

Configuring a supervisor

To configure a supervisor from the CLI:

1. Inthe FortiAnalyzer Fabric supervisor CLI, enter the following commands to enable soc-fabric
communication:
config system interface
edit <interface used for soc-fabric communication>
set allowaccess soc-fabric (enable other types of interface access as
needed, for example https)

2. Enter the following commands to configure the supervisor:

config system soc-fabric
set status enable
set role supervisor
set name <create the FortiAnalyzer Fabric name>
set psk <create the FortiAnalyzer Fabric password>
set port 6443 <set the communication port if not using the default one>
set secure-connection {enable | disable}
next

end

To configure a supervisor from the GUI:

1. Inthe FortiAnalyzer Fabric supervisor, go to System Settings > FortiAnalyzer Fabric.
2. Set Statusto enabled.
3. Configure the following settings for the supervisor, and then click Apply to save.

Role Select Supervisor.

Cluster Name Type a name for the FortiAnalyzer Fabric.

Password Type a password for the FortiAnalyzer Fabric.

Session Port Default = 6443. Type the communication port if not using the default.
Secure Connection Enable or disable secure connection.

Configuring a member

FortiAnalyzer Fabric allows multiple FortiAnalyzers to act as fabric members. Each FortiAnalyzer in Analyzer
mode must be individually configured as a member to participate in the FortiAnalyzer Fabric.

To configure a member from the CLI:

1. Inthe FortiAnalyzer Fabric member CLI, enter the following commands to enable soc-fabric

communication:
config system interface
edit <interface used for soc-fabric communication>
set allowaccess soc-fabric (enable other types of interface access as
needed, for example https)

2. Enter the following commands to configure the member:
config system soc-fabric
set status enable
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Deployment

set role member
set name <enter the FortiAnalyzer Fabric Name>
set psk <enter the FortiAnalyzer Fabric auth password>
set supervisor <enter the IP/FNDN of the supervisor>
set port 6443 <set the communication port if not using the default one>
set secure-connection {enable | disable}
next
end

To configure a member from the GUI:

1. Go to System Settings > FortiAnalyzer Fabric.
2. Configure the following settings for the member, and then click Apply to save.

Role Select Member.

Cluster Name Type the name of the FortiAnalyzer Fabric.

IP Type the IP of the supervisor for the FortiAnalyzer Fabric.
Password Type the password configured for the FortiAnalyzer Fabric.

Session Port Default = 6443. Type the communication port if not using the default.
Secure Connection Enable or disable secure connection.
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Deployment architecture

The following is an example of the topology that can make up the FortiAnalyzer Fabric, with the supervisor
acting as the root device, and multiple FortiAnalyzer Fabric members sending information to the supervisor
through the API. Information can be sent from a FortiAnalyzer operating as a Collector to an Analyzer before
being synced to the supervisor. The FortiAnalyzer Fabric is ideal for use in high volume environments with many
FortiAnalyzers.

FortiAnalyzer Federation Supervsior
(Global SOC monitoring)

Data Flow
Data Flow

America
FAZ Analyzer
(Member)

Log Forwarding

..........................................

FAZ Collector 1 FAZ Analyzer
: : (Member)

AN AN
(MM (M

Customer  Customer  Customer Customer  Customer  Customer
Site-1 Site-2 Site-3 Site-1 Site-2 Site-3

,--------.--.--.-------------------.-..--
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Using the FortiAnalyzer Fabric supervisor

Using the FortiAnalyzer Fabric supervisor

The FortiAnalyzer Fabric supervisor includes the following features:

o Device Manager on page 11
« Event Monitor on page 12

« Incidents on page 14

e Log View on page 15

Device Manager

In the FortiAnalyzer Fabric supervisor, the Device Manager is used to collect and display information from
members. The supervisor will not display any information about its own devices.

The Device Manager displays information about device storage, logging rates, and the current real time log
status of devices registered to the FortiAnalyzer Fabric members.

Five summary charts are available in the Device Manager:

» Fabric Members
e ADOMs

» Device Types

o Status

« Critical Alerts

By default, the Show Charts toggle is enabled. You can select which charts appear by selecting them in the
Show Charts dropdown, or you can hide all the charts by disabling the Show Charts toggle.

These charts provide an overview of the managed member devices in the FortiAnalyzer Fabric. You can hover
your cursor over the charts to see more information about the data in a tooltip. You can also click areas in the
chart or items in the legends to filter the Device Manager by that information. Click multiple charts and legends
to apply multiple filters. A filter icon appears next to the chart title when it is used to filter the Device Manager. To
remove the filters, click the title of the charts that were used.

@ Devices v

© Fabri ADOMs Device Types Status Critical Alerts
1f Search. Q o
PR @ eFAZ224(24) @ eFAZ224(2) @ FortiGate (12) @ Offline (15) @ eFAZ224(20)
ELAAENED \J @ FortiClient (5) @ Online (9)
O FortiWiFi (2)

24 @ Others (4) 24

\ ° @ FortiNDR (1) e
B Collapse Al B Expand All % Column Settings v @) ShowCharts v = Search. Q

Name 1P Address Platform Logs Average Log Ra Device Storage Description

OeFAz224 FortiAnalyzer-VM64
Broot
Om eFGT-101F 10312026 FortiGate-101F
& root vdom
Om@ FGT101E-2 1026041 FortiGate-101E
& root vdom
OmFGT61F-V64 10.2.60.43 FortiGate-61F
& root vdom

122%
122%
0.32% FGT101E-2
032%
3.66%

3.66%
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Using the FortiAnalyzer Fabric supervisor

The table in the Device Manager provides information about each FortiAnalyzer Fabric member. You can
expand each member to view its ADOMs and authorized logging devices.

Device filtering can be performed in the table by searching for device information using the search field. For
example, you can search "FortiGate" to view all FortiGate devices, or "100D" to view only FortiGate 100D
models.

@ Devices v & Collapse All & Expand All % Column Settings v W ShowCharts v | Search Q
1 search Name 1P Address Platform Logs Average Log Ra Device Storage Description
e r—— OeFAz-225 FortiAnalyzer-VM64
All Logging Devices Oroot

@ @ FCTEMS0000116009 10.3.120.241 FortiClient-EMS ®Real Time  N/A 0%
@ root vdom @ Real Time  N/A 0%
B mFGT61FV64 10.2.6043 FortiGate-61F @ Real Time  N/A 0%
& root vdom @ Real Time  N/A 0%
B mFGTIIE-3 10.2.60.250 FortiGate-91E @ Real Time  N/A 0%
& root vdom @ Real Time  N/A 0%
o vdl vdom @ Real Time  N/A 0%

Device Manager includes the following information for each FortiAnalyzer Fabric member in the table:

Name The name of the FortiAnalyzer Fabric member.

Platform The device's platform.

FortiAnalyzer Fabric member ADOMs are displayed below each member. Each ADOM includes their
authorized logging devices. The following information is displayed for each device and VDOM in the table:

Name The name of the device.

IP Address The IP address of the device.
Platform The platform of the device.
Logs The real time log status.

A green circle indicates that logs are being sent. A red circle indicates that
logs are not being sent. The status indicator will turn from green to red when
logs have not been sent for 15 minutes or longer.

Average Log Rate The average log rate per second. This information is only available when
(Logs/Sec) the device is sending logs in real time.
Device Storage The amount of storage used by the device or VDOM.

Event Monitor

On the FortiAnalyzer Fabric supervisor, the event monitor includes All Events and Supervisor Local Events
panes.

« All Events on page 12
« Supervisor Local Events on page 13

All Events

The All Events pane displays events created on each FortiAnalyzer Fabric member.

Event handlers must be configured on members for events to be viewable on the supervisor.
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Using the FortiAnalyzer Fabric supervisor

On the supervisor, events are organized into pages. You can configure the number of events that are displayed
per page and navigate between the pages by using the page navigation buttons at the bottom of the pane.

Apply filters by clicking Add Filter or by right-clicking within a column in the events table and selecting your
search parameters. You can also set time parameters from the time dropdown in the toolbar. By default, the
view displays the Last 1 Day.

© Last 1 Day ~

Add Fiter 9
FAZ Name Group Event Status | Event Type Severity count First Occurrence Last Update Device Na.... Acknowle...
FAZVM-5-903 10.2.175.43 B Traffic Medium 120 2021-04-07 10:45:18 2021-04-08 10:46:58 FAZVMST.. No
FAZVM-5-903 10.2.126.95 B Traffic Medium 104 2021-04-07 10:45:00 2021-04-08 10:46:48 FAZVMST.. No
FAZVM-5-903 10.2.115.2 B Traffic Medium 103 2021-04-07 10:45:38 2021-04-08 10:46:48 FAZVMST.. No
FAZVM-5-903 10.2.60.111 open 0 IPS High 451 2021-04-07 10:45:27 2021-04-08 10:46:47 FAZVMST... No
FAZVM-5-903 10.2.60.46 £ Traffic Medium 104 2021-04-07 10:45:01 2021-04-08 10:46:46 FAZVMST... No
FAZVM-5-903 VAN-200289-US1 open L Traffic High 124 2021-04-07 10:45:02 2021-04-08 10:46:39 FAZVMST.. No
FAZVM-5-903 10.2.60.93 B Traffic Medium 104 2021-04-07 10:45:00 2021-04-08 10:46:39 FAZVMST.. No
FAZVM-5-903 10.2.60.45 B Traffic Medium 86 2021-04-07 14:49:27 2021-04-08 10:46:35 FAZVMST.. No
FAZVM-5-903 10.2.60.121 B Traffic Medium 104 2021-04-07 10:45:04 2021-04-08 10:46:33 FAZVMST.. No
FAZVM-5-903 10.2.60.94 B Traffic Medium 103 2021-04-07 10:45:02 2021-04-08 10:46:31 FAZVMST.. No
FAZVM-5-903 10.2.175.45 ¥ Traffic Medium 86 2021-04-07 14:49:24 2021-04-08 10:46:28 FAZVMST... No
FAZVM-5-903 10.2.0.250 ¥ Traffic Medium 176 2021-04-07 14:11:41 2021-04-08 10:46:28 FAZVMST... No
FAZVM-5-903 10.2.123.9 ¥ Traffic Medium 104 2021-04-07 10:45:02 2021-04-08 10:46:28 FAZVMST... No
FAZVM-5-903 10.2.175.118 B Traffic Medium 104 2021-04-07 10:45:04 2021-04-08 10:46:26 FAZVMST.. No
FAZVM-5-903 10.2.175.116 B Traffic Medium 105 2021-04-07 10:45:00 2021-04-08 10:46:25 FAZVMST.. No
FAZVM-5-903 10.2.60.141 open % Traffic High 283 2021-04-07 10:45:35 2021-04-08 10:46:24 FAZVMST.. No
FAZVM-5-903 10.2.175.46 % Traffic Medium 104 2021-04-07 10:45:0% 2021-04-08 10:46:23 FAZVMST.. No
FAZVM-5-903 10.2.60.101 % Traffic Medium 104 2021-04-07 10:45:02 2021-04-08 10:46:16 FAZVMST.. No
50 ~ [/Page BN 2 3

Double-click an event line to view the event group details. Event group details displays events from members in

the FortiAnalyzer Fabric. The member name and ADOM is displayed in the table.

To view log details, select an event in the event group and click View Log. You can drilldown further on each
result to view event details.

Click Search in Log View to perform a log view search using the selected event.

Supervisor Local Events

Supervisor Local Events shows local events from the FortiAnalyzer acting as supervisor in the FortiAnalyzer
Fabric. Local events include events such as license validation, system time changes, reboots, and other events
that have occurred on the supervisor in the FortiAnalyzer Fabric.

@Olast7 Days..~ " ExpandAll O Show Acknowledged

Supervisor 5 eﬁd‘u’niv

9Refresh|- | A~ ‘ £

Add Filter L]
0 #  Event Event Statu; Event Type Count Severity  First Occurrence ¥ Last Update Additional Info Handler Tags
o1 » FortiAnalyzer license limit ... £ Event 10 Medium 7 days ago 2 hours ago License validation state chan... Local Device Event
o 2 » Image upgrade status (10} £ Event 10 Medium 7 days ago 2 hours ago Local Device Event
o 3 » User login/logout failed (5) £ Event 6 Medium 2 days ago 4 hours ago Local Device Event
o 4 » System time modified (1) £ Event 2 Medium 15 hours ago 15 hours ago system time changed: Thu Ap... Local Device Event
o s » User login from SSH failed ... £ Event 2 Medium 2 days ago 2 days ago Login from ssh: Failed forinv... Local Device Event

Fortinet Inc.
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Using the FortiAnalyzer Fabric supervisor

Incidents

On the supervisor, Incidents displays all incidents created on FortiAnalyzer Fabric members.

Incidents contain event details, as well as information helpful for administrator analysis. From the incident's
analysis page, administrators can view incidents, audit history, and attached reports, events, and comments.

‘9' Incident information syncs from members to the supervisor. New incidents can only be
- raised on FortiAnalyzer Fabric members.

G Event Monitor ~

s 5 Settings

& All Events ] #  FAZName AdomName Incident Number ¥incidentDate/Time IncidentReporter | Incident Category  Severity  Status  Affected Endpoint  Description
& Supervisor Local Events O 1 FAZVM-. root INODO0O118  2021-04-07 11:07:18  Create Incident from... Malicious Code High New 102.60.111 Potential com...
o 2 FAZVM-... root INC0000117 2021-04-07 11:07:18  Create Incident from... Malicious Code High New 10.2.60.111 Potential com...
O 8 FAZVM-.. root INODO0O119  2021-04-07 11:07:18  Create Incident from... Malicious Code High New 102.60.111 Potential com...
O 4  FAZVM-.. root INODOGO115  2021-04-02 12:20:30  Create Incident from... Malicious Code High New 102.60.143 Potential com...
O 5 FAZVM-.. root INODOOO116 ~ 2021-04-0212:20:30  Create Incident from... Malicious Code High New 10.2.60.143 Potential com...
O 6  FAZVM-.. root INOD00O114  2021-04-0212:19:28  Create Incident from... Malicious Code High New 10.2.60.143 Potential com...
O 7 FAZVM-. root INODOGO113  2021-04-02 11:51:35  Create Incident from... Malicious Code High New 10260.111 Potential com...
0 8  FAZVM-. root INODOGO112  2021-04-02 11:49:31  Create Incident from... Malicious Code High New 10.2.60.143 Potential com...
O 9 FAZVM-... root INO0000111 2021-04-02 09:19:45  Create Incident from... Malicious Code High New 10.2.60.143 Potential com...
] 10 FAZVM-... root INOO000110 2021-04-02 07:18:33  Create Incident from... Malicious Code High New 10.2.60.143 Potential com...
O 11 FAZVM-.. root INODO0O109  2021-04-02 07:05:04  Create Incident from... Malicious Code High New VAN-200289-US2  Potential com...
O 12 FAZVM-.. root INODOOO108  2021-04-02 07:05:04  Create Incident from... Malicious Code High New VAN-200289-US2  Potential com...
O 13 FAZVM-.. root INODOGO107 ~ 2021-04-02 05:52:00  Create Incident from... Malicious Code High New 102.60.111 Potential com...
O 14 FAZVM-.. root INODOOO105 ~ 2021-04-02 05:04:56  Create Incident from... Malicious Code High New VAN-200289-US2  Potential com...

Double-click on an incident to view the incident analysis page. The incident analysis page indicates the
FortiAnalyzer and ADOM that the incident was created on. For more information on the options available to
SOC analysists, see the FortiAnalyzer Administration Guide.

= Supervisor % emnlv

Created on: 2021-04-09712:34:28-07:00

High FAZ-VM-5-902 > test?02 > INOOOQ2325  Potential compromised Host detected.  Malicious Code  Not Assigned  New Last Modified on: 2021-04-09T12:35:01-07:00

[ Edit & Refresh I
Affected Endpoint/User Executed Playbooks Audit History
No related user available. PLAYBOOK STATUS TRIGGER 2021-04-09 13:01:03 NOW £ Expand Al
Last Seen 2021-04-09 12:34:28
START
Topology 10.3.90.11
Addresses MAC: 00:0¢:29:ae:dd:13
IP; 10.3.90.11

Execute Playbook

Comments Events Reports Indicators Affected Assets Processes Software Vulnerabilities

o I

FortiAnalyzer Fabric 7.2.1 Deployment Guide
Fortinet Inc.


https://docs.fortinet.com/product/fortianalyzer/

Using the FortiAnalyzer Fabric supervisor
Log View

In the FortiAnalyzer Fabric supervisor, Log View displays logs collected on all FortiAnalyzer Fabric members.
The logs contain the same information as displayed in the host FortiAnalyzer device they were collected on. The
supervisor will not show any logs from its own devices; it is for centralized viewing of the members only.

Two columns are included in the FortiAnalyzer Fabric supervisor's Log View table to identify where the logs
were collected:

FortiAnalyzer Host Name The host name for the FortiAnalyzer device that collected the log.

To find or edit the Host Name for a FortiAnalyzer Fabric member, go to
System Settings > Dashboard > System Information in the GUI for the
member device. For more information, see the FortiAnalyzer administration
guide.

ADOM The ADOM that the log was generated in.

B AllDevices + @ Last1Day~ Apr 27 To Apr 28 ®m -
Add Fiter o ‘ ale
#  FortiAnalyzerHostName ~ ADOM  VDate/Tine  DataSourcelD  EventMessage  EventType  EventSeverity SourcelP  DestinationlP  HostName  UseriD  Appli
& FortiMail > 1 eFAZ-52 fabric 13:48:26 FGVMULTM220... EMSRESTAPIe... event warning
B FortiSandbox > 2 eFAZS2 root 13:48:26 FGVMULTM220... EMS RESTAPIe... event warning
= FortAuthenticator 5 3 eFAZS2 fabric  13:48:26 FGVMULTM220... EMS RESTAPIc... event warning
4 cFAZ-S2 root 13:48:26 FGVMULTM220... EMS RESTAPIe... event warning
@ Fortiweb > 5 eFAZS2 fabric  13:48:21 FG101ETK1800... traffic notice 10312027 102129204  10.312027
L FortiCache > 6 cFAZS2 root 134821 FG101ETK1800... traffic notice 10312027 102129204 10312027
& FortiProxy > 7 eFAZS2 root 134821 FGI01ETK1800. traffic notice 10.3120... 102120241  DESKTOP-8,
8 eFAZS2 fabric  13:48:21 FG101ETK1800... traffic notice 103120... 102120241  DESKTOP-B..
v FortiDboS > 9 eFAZS2 fabric 134821 FG101ETK1800... traffic notice feB0:2c7... ff02:c Win7QA  udp/:
FortiManager > 10 eFAZ-52 root 13:48:21 FG101ETK1800... traffic notice fe80:2c7...  ff02:c Win7QA  udp/:
FortiAnalyzer > 11 eFAZ52 fabric  13:48:21 FGL01ETK1800. traffic notice 103120... 102120241  DESKTOP-B..
5 Syeioe > 12 eFAZ52 root 13:48:21 FG101ETK1800... traffic notice 103120... 102120241  DESKTOP-S..
13 FAZ52 fabric  13:48:21 FG101ETK1800... traffic notice 103120... 102120241  DESKTOP-S..
@ FortiNAC > 14 eFAZ52 root 13:48:21 FGL01ETK1800. traffic notice 103120... 102120241  DESKTOP-8.
® FortiDeceptor > 15 eFAZ52 root 13:48:21 FG101ETK1800... traffic notice 10312027 102129204  10.312027
= Fortifirewall > 16 eFAZ52 fabric  13:48:21 FG101ETK1800... traffic notice 10312027 102129204 10312027
17 eFAZ-52 root 134821 FGI01ETK1800. traffic notice 1e80:2c7... ff02:c Win7QA  udp/-
18 eFAZ52 fabric  13:48:21 FG101ETK1800... traffic notice fe80:2c7... 02:c Win7QA  udp/:
19 eFAZS2 root 13:48:21 FG101ETK1800... traffic notice 10312027 102129204  10.312027
20 eFAZ-52 fabric  13:48:21 FG101ETK1800.. traffic notice 10312027 102129204 10312027
21 eFAZ52 root 13:48:21 FGL01ETK1800. traffic notice 10312027 102429204  10.312027
22 eFAZ52 fabric  13:48:21 FG101ETK1800... traffic notice 10312027 102129204  10.312027

50« temsperpage ¢« [l 2

The Device Filter dropdown in the toolbar lists FortiAnalyzer Fabric members and their available ADOMs. Select
the members and ADOMs to filter list of logs in the table.

Sk Fabric > B All Devices + @ Last 1 Day~ Apr27 To Apr 28
M FortiGate > ’
Q

® FortiClient > E

# @ All Devices Data Source ID Event Message Event Type Event Severity Source IP Destination IP
& FortiMail > 1 eFAZ-55 FGVMULTM220... EMS RESTAPIe... event warning
B FortiSandbox > 2 B0 eFAZ52 FGVMULTM220... EMSRESTAPIe... event warning

root

= FortiAuthenticator > 3 — FGVMULTM220... EMSRESTAPle... event warning

4 — FGVMULTM220... EMSRRESTAPle... event warning
@ Fortiweb > 5 ortiGate FG101ETK1800... traffic notice 10312027 10.2.129.204
 FortiCache > 4 FG101ETK1800... traffic notice 10312027 102.129.204
& FortiProxy > 7 FG101ETK1800... traffic notice 103.120... 102.120.241
s FortiDD0S g FG101ETK1800... traffic notice . 102120241

ortiobes > 9 FG101ETK1800... traffic notice . ffo2:c

@ FortiManager > 1 FG101ETK1800... traffic notice . ff02:c
FortiAnalyzer > 1 FG101ETK1800... traffic notice . 102120241

1 FG101ETK1800... traffic notice 10.3120... 102120.241
& Syslog > ® @

1 Bl o Foionemiasco.. traffic notice 103.120... 102120241
-
O FortiNAC > 147 eFAZ'52 root 134821 FG101ETK1800... traffic notice 10.3.120... 102120.241
® FortiDeceptor > 15 eFAZ-52 root 13:48:21 FG101ETK1800... traffic notice 10.3.120.27 10.2.129.204
2 FortiFirewall 5 16 eFAZ-52 fabric  13:48:21 FG101ETK1800... traffic notice 10312027 10.2.129.204

17 eFAZ-52 root 134821 FG101ETK1800... traffic notice fe80:2c7... ff02:c

The search filter in the toolbar supports a global search across all members in the FortiAnalyzer Fabric.
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Using the FortiAnalyzer Fabric supervisor

% Fabric > B AllDevices + O Last 1 Hour~ 12:55:27 To 13:55:26
I FortiGate ~ ‘ Device ID = "FGVMULTM22000748" - Device ID != "FGVULVTM21000099" © Action = "all-accept’ Add Fiter
#  FortiAnalyzer HostName ~ ADOM  VDate/Time  Device ID Action  Source User  Destination P Service  Application
@ Security > 1 efAZ52 root 13:55:02 FGVMULTM22000748 v 10.3.120.207 103120240  HTTPS  HTTPS
® Event > 2 cFAZ-52 root 13:55:01 FGVMULTM22000748 v 10.3.120.207 103120240  HTTPS  HTTPS
‘ot 3 eFAZSS fabic  13:54:36 FGVMULTM22000748 v 10.3.120.207 [#20891.112... NTP NTP
4 eFAZ52 root 13:54:36 FGVMULTM22000748 v 10.3.120.207 [+1208.91.112... NTP NTP
& FortiClient > 5 cFAZS2 oot 13:54:32 FGVMULTM22000748 v 103120207 103120240  HTTPS  HTTPS
& FortiMail > 6 eFAZ5S fabric  13:54:32 FGVMULTM22000748 v 10.3.120.207 [#1208.91.112... NTP NTP
FortiSandbox > 7 eFAZ5S fabic  13:54:32 FGVMULTM22000748 v 103.120.207 103120240  HTTPS  HTTPS
§ 8 eFAZ52 root 13:54:32 FGVMULTM22000748 v 10.3.120.207 [#1208.91.112... NTP NTP
@ FortiAuthenticator >
9 cFAZ'S5 fabric 135431 FGVMULTM22000748 v 10.3.120.207 103120240  HTTPS  HTTPS
© Fortiweb > 10 eFAZ-52 root 13:54:31 FGVMULTM22000748 v 10.3.120.207 103120240  HTTPS  HTTPS
L FortiCache > 11 eFAZ-55 fabic  13:54:17 FGVMULTM22000748 v 103.120.207 10212030  tcp/514  tep/514
= FortiProxy > 12 eFAZ52 root 13:54:17 FGVMULTM22000748 v 10.3.120.207 10212030  tep/514  tep/514
13 cFAZ-52 root 13:54:16 FGVMULTM22000748 v 10.3.120.207 10212030 tep/514  tep/514
A Fortibbos > 14 eFAZ-55 fabic  13:54:16 FGVMULTM22000748 v 104.120219 ®§35.232.111... HTTP  GHTTPBR.. wp 1 #s'5 ..
FortiManager > 15 eFAZSS fabic  13:54:16 FGVMULTM22000748 v 10.3.120.207 10212030  tep/514  tep/514
FortiAnalyzer > 16 eFAZ-52 root 13:54:16 FGVMULTM22000748 v 104120219 m935232.111... HTTP  (HTTPBR.. e 1 #s5 ..

The sidebar in the supervisor's Log View includes most of the same menus as a typical FortiAnalyzer device.
Select a menu in the sidebar to display logs from that device. For example, all FortiClient logs collected in the
FortiAnalyzer Fabric are included in the FortiClient menu.

Administrators can view and download FortiGate archive files for security logs from the FortiAnalyzer Fabric
supervisor.

View Packet Log

Source Destination
10.4.120.219 208.91.112.52

45 00 @0 56 ab @ 40 0 3 11 cc 47 @a 04 78 db
do b 70 34 d5 7f 00 35 00 42 38 7c 67 f2 01 00 . .5 .B8lg...
00 01 00 00 @0 00 00 01 12 63 6 Ge Ge 65 63 74 eeee.. .connect
69 76 69 74 79 2d 63 68 65 63 6b 06 75 62 75 6o ivity-ch eck.ubun
74 75 03 63 6f 6d 00 00 1c @0 01 00 00 29 02 00 +tu.com

00 60 00 00 00 00

The Log View in a FortiAnalyzer Fabric supervisor does not support Log Group, Log Browse, Log Downloads,
Custom View, and Chart Builder. These features are available in FortiAnalyzer Fabric members and regular
FortiAnalyzer devices.

£ Fabric > B AllDevices ~ O Last 1 Hour~ 09 ® m
I FortiGate > Add Fiiter ©Real-time Log |
@ FortiClient > # FortiAnalyzer Host Name ADOM ¥ Date/Time Device ID Action Source User Destination IP Service B Display Raw £
FortiMail > 1 eFAZ-52 fabric 10:03:42 FGVULVTM2... v 10.3.120.201 10.2.120.241 tcp/8000 O Case Sensitive Search

Fortisandbox > 2 FAZ-52 fabric 10:03:41 FGVULVTM2.. v DESKTOP-. m52226.139.185  HTTPS HTTPS
= FortAuthenticator > 3 FAZ-52 fabric 10:03:41 FGVULVTM2... @ Policy vi... feB0:2c76:... £02:c udp/1900  udp/1900
4 cFAZ 52 fabric 10:03:41 FGVULVTM2... @ Policyvi... feB0:2c76: £02:c udp/1900  udp/1900
@ Fortiweb > 5 eFAZ-52 fabric 10:03:41 FGVULVTM2... @ Policyvi... feB0:2c76:... ff02:c udp/1900  udp/1900
+ FortiCache > 6 eFAZ-52 fabric 10:03:41 FGVULVTM2... @ Policy Vi... feB0:2c76:.. ff02:c udp/1900  udp/1900
& FortiProry > 7 FAZ-52 fabric 10:03:41 FGVULVTM2... @ Policy vi... feB0:2c76: ff02:c udp/1900  udp/1900
8 FAZ-52 fabric 10:03:40 FGVULVTM2.. v 10.3.120201 102120241 tp/B000  tcp/B00O

v Fortibbos > 9 eFAZ-52 fabric 10:03:39 FGVULVTM2.. v DESKTOP- ®1422513378  HTTPS HTTPS
FortiManager > 10 eFAZS52 fabric 10:03:38 FGVULVTM2.. v 10.3.120201 102120241 tcp/B000  cp/BOCO
@ FortiAnalyzer > 1 eFAZS2 fabric 10:03:38 FGVULVTM2... @ Policy V... fe80:2c76:.. ff02:c udp/1900  udp/1900
5 sysos > 12 eFAzS2 fabric 10:03:38 FGVULVTM2... @ Policy vi. £02:c udp/1900  udp/1900
13 eFAZS2 fabric 10:03:38 FGVULVTM2... @ Policy vi... £02:c udp/1900  udp/1900
@ FortiNAC > 14 eFAZ-52 fabric 10:03:38 FGVULVTM2... @ Policy vi.. f02:c udp/1900  udp/1900
@® FortiDeceptor > 15 eFAz-52 fabric 10:03:38 FGVULVTM2... @ PolicyVi... feB0:2c76:... ff02:c udp/1900  udp/1900

All other features in Log View for the FortiAnalyzer Fabric supervisor are the same as the FortiAnalyzer Fabric
members and regular FortiAnalyzer devices. For more information, see the FortiAnalyzer administration guide.
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Appendix A - FortiAnalyzer Fabric limitations

Appendix A - FortiAnalyzer Fabric limitations

FortiAnalyzer Fabric includes the following limitations in 7.2.1:
» FortiAnalyzer Fabric supports the creation of incidents, event handlers, and events on members with
centralizing viewing from the supervisor.

« FortiAnalyzer Fabric supports log analysis, including Log View and Reports, on FortiAnalyzer Fabric
members.

» Log View is also supported on the FortiAnalyzer Fabric supervisor.
« Incidents on the FortiAnalyzer Fabric supervisor are available in read-only mode.

» FortiAnalyzers configured in high availability (HA) mode can join the FortiAnalyzer Fabric as members. HA
is not supported for FortiAnalyzer Fabric supervisors.
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Appendix B - Troubleshooting

Appendix B - Troubleshooting

Confirming a member has joined the Fabric

When adding a new member, check that the member has joined the Fabric.

To confirm that a member has joined the Fabric:

1. Inthe FortiAnalyzer Fabric supervisor CLI, enter the following command:
diagnose test application fazsvcd 76 nodes

This diagnostic shows all of the current members on the supervisor or on the member. Ensure that the
Status for each member is up.

Member unable to join the Fabric

If the member does not join the Fabric, possible issues include:

 Incorrect supervisor IP

« Incorrect PSK

» Encryption setting mismatch between supervisor/member

« Incorrect Fabric name

« The supervisor allowaccess setting described above does not include the soc-fabric setting
« The supervisor is not reachable by the member, use ping to confirm

o The supervisor/member is not running

The supervisor uses a mixture of synchronized data and data retrieved directly from the member. This data is
retrieved through the Fabric from the JSONAPI service running on the member, so it is possible to view cached
alert information while the member is not actually running.

Server error: Fabric member not available

Problem: When selecting an alert, the supervisor displays Server Error: Fabric member xxx is not available.

Description: The supervisor is not able to contact the member through the Fabric.

To troubleshoot a server error:

1. Ensure that the member has booted and is running.

2. Ensure that the member has connected to the Fabric using the following CLI command:
diagnose test application fazsvcd 76 nodes
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Appendix B - Troubleshooting

JSONAPI service reports error

Problem: When selecting an alert, the supervisor displays JSONAPI Service reports: <error message>.

Description: The member has joined the Fabric, but the JSONAPI service of the member cannot service the
request.

To troubleshoot a JSON API service reports error:

1. Ensure that the member has completely booted up.

2. Determine if the member is performing some type of database rebuild which may prevent service
availability.

3. Access the members’ GUI to determine if it can use its own JSONAPI service.
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