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Change Log

Change Log

Date Change Description

June 28, 2021 FortiADC 6.1.3 Release Notes initial release.
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Introduction

Introduction

This Release Notes covers the new features, enhancements, known issues, and resolved issues of FortiADC™
version 6.1.3, Build 0134.

To upgrade to FortiADC 6.1.3, see Upgrade notes.

FortiADC provides load balancing, both locally and globally, and application delivery control. For more
information, visit: http://docs.fortinet.com/fortiadc-d-series/.
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What's new

What's new

FortiADC 6.1.3 offers the following new features:

SAP HTTP/HTTPS filter

FortiADC now supports HTTP/HTTPS filters for SAP system. New filters can be used with or without AS virtual
host.

In SAP Connector configuration, you can enter IP address and FQDN or hostname for the server. If hostname is
used, DNS-suffix (DNS name of the SAP system) is required.

Azure cloud-init custom data

Cloud-init is supported by FortiADC on Azure Platform. License for BYOL type and FortiADC CLI commands
can be specified in the custom data so that FortiADC-VM can be deployed with preset configurations.
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Hardware and VM support

Hardware and VM support

FortiADC 6.1.3 supports the following hardware models:

« FortiADC 200D
» FortiADC 300D
» FortiADC 400D
« FortiADC 700D
» FortiADC 1500D
« FortiADC 2000D
« FortiADC 4000D
» FortiADC 100F
« FortiADC 200F
» FortiADC 300F
» FortiADC 400F
« FortiADC 1000F
» FortiADC 1200F
« FortiADC 2000F
« FortiADC 2200F
» FortiADC 4000F
« FortiADC 4200F
» FortiADC 5000F

FortiADC Release 6.1.3 supports deployment of FortiADC-VM in the following virtual machine environments:

VM environment Tested Versions

VMware ESXi3.5,4.x,5.0,5.1,5.5,6.0,6.5,6.7

Microsoft Hyper-V Windows Server 2012 R2

KVM Linux version 3.19.0 gemu-img v2.0.0, gemu-img v2.2
Citrix Xen XenServer 6.5.0

Xen Project Hypervisor 4.4.2,4.5
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Known issues

Known issues

This section lists known issues in version 6.1.3, but may not be a complete list. For inquiries about particular
bugs, please contact Fortinet Customer Service & Support.

Bug ID Description

0736113 K8s connector cannot be configured via GUI.

K8s connector token length cannot be configured with a string length
exceeding 1023 via CLI.

FortiADC 6.1.3 Release Notes
Fortinet Technologies Inc.


http://support.fortinet.com/

Resolved issues

Resolved issues

The following issues have been resolved in FortiADC 6.1.3 release. For inquiries about particular bugs, please
contact Fortinet Customer Service & Support.

Bug ID Description

0721480 SSLi L3 instance fails to get Certificate because of routing issue.

0716276 FortiADC Device Cluster randomly reboots and causes service outage.

0712588 SSLi L2 instance fails to get Certificate because of routing and ebtables rule
issues.

0718232 Multiple HTTP processes running for single virtual server causes content

rewrite rule to fail.

0726681 "vismasol-persistence-header-control" script stops working intermittently.

0725917 FortiGuard Tunneling Username required.

0723984 Httproxy crashes by auth form-based HTTP traffic with no host.

0722962 RSP SDN Connector and Service should not show when HC is disabled in
FortiView.

0722777 A Record Mapping on Private and Public records are wrongly being learnt
on the FortiADC.

0722551 httproxy-ssl crashes.

0722531 Password change on first login is broken in Azure.

0722299 FortiView security logs bug or enhancement.

0722298 FortiView Thread Map links to wrong log file.

0722296 FortiView Thread Map shows wrong Threat details.

0720273 Interface VLAN returns MAC address as 00:00:00:00:00:00.

0719687 Multiple error messages are printed after setting DDoS configuration,

including: httproxy crash and Cookie Path "/" limit

0717445 FortiADC sometimes overwrites FTP response code 550 with 421.
0715641 LB crash by an illegal exception's regex.

0714353 Token ID is not submitted when using keyboard return key.

0713723 Incorrect GLB response and garbled/unavailable event log messages.
0709203 Forcing SYCN in not working.

0703777 Support hold and pass 200- to client.

0701323 GUI slowness with 255 real servers.
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Resolved issues

Bug ID Description

0699499 FortiADC does not answer DNS query sent with Dig when CNAME type flag
is missing.

0698082 FortiADC invalid token — broken 2FA after upgrade from 5.4.4 t0 6.0.2.

0696003 WAF-common attack-http protocol page align issue.

0694518 crtl+c when the vdom is being deleted will cause CLI crash.

0693312 RADIUS Attribute persistence does not work properly.

0684903 Web-Filter Category lookup fails intermittently.
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Image checksums

Image checksums

To verify the integrity of the firmware file, use a checksum tool and compute the firmware file’s MD5 checksum.
Compare it with the checksum indicated by Fortinet. If the checksums match, the file is intact.

MD5 checksums for Fortinet software and firmware releases are available from Fortinet Customer Service &
Support. After logging in to the web site, near the bottom of the page, click the Firmware Image Checksums
button. (The button appears only if one or more of your devices has a current support contract.) In the File Name
field, enter the firmware image file name including its extension, then click Get Checksum Code.

Customer Service & Support image checksum tool

Customer Support Bulletin

1. AV engine 5355 released to FortiGuard AV engine update will be available on the FortiGuard nemwork_.
532 released to FortiGuard for FOS 5.4 Release of a new IPS Engine to FortiGuard Distribution Network (FortiOs 5.4)..
. IPS engine 3.532 released to FortiGuard for FOS 5.6 Release of 2 new IPS Engine to FortiGuard Distribution Network (FortiOS 5.6

lent. update contact or view

ticket information or

Contact information of Fortinet worldwide support centers,

Quick Links Resources

@ Customer Support Bulletin

[7) Help Documents
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Upgrade notes

Upgrade notes

If you want to update from 6.0.0, you don't need to upgrade to 6.1.0 first, then to 6.1.3. That is to say, there is no
need to the '0' version. You can just update directly to the minor version, skipping 6.1.0 and going directly to
6.1.3.

Supported upgrade paths

This section discusses the general paths to upgrade FortiADC from previous releases.

6.0.x to 6.1.x

Direct upgrade via the web GUI or the Console.

5.4.x to 6.0.x

Direct upgrade via the web GUI or the Console.

5.3.xto 5.4.x

Direct upgrade via the web GUI or the Console.

5.2.xto 5.3.x

Direct upgrade via the web GUI or the Console.

5.1.xto 5.2.x

Direct upgrade via the web GUI or the Console.

5.0.4 to 5.1.x

Direct upgrade via the web GUI or the Console.
Note: allow-ssl-version

There is an old SSL version in the allow-ssl-version config that is not recommend; but the client may have
configured it before. This is removed when you upgrade from 5.0.x to 5.1.x/5.2.x. The client may need to add it
back manually for compatibility.
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Upgrade notes

5.0.0 to 5.0.4

Direct upgrade via the web GUI or the Console

4.8.x to 5.0.0

Direct upgrade via the web GUI or the Console.

GUI

Due to GUI changes and enhancements, we strongly recommend refreshing (Ctrl +F5) your web browser when
access the FortiADC web GUI after the upgrade.

Authentication

This upgrade addresses the compatibility with other devices. Therefore, you must download the new FortiADC
SAML SP and upload it to the SAML IDP peer. You do not need to modify the FortiADC SP file anymore.

System

It will take more time to upgrade to 5.0.0 because FortiADC has to create quarantine partition for the AV feature.

GEOIP

You will lose your existing GEO IP protection region configurations when upgrading from 4.7.x to 5.0.0.

48.4t04.8.4

Direct upgrade via the web GUI or the Console.

48.2104.8.3

Direct upgrade via the web GUI or the Console.

4.8.1to0 4.8.2

Direct upgrade via the web GUI or the Console.

4.8.0 to 4.8.1

Direct upgrade via the web GUI or the Console.
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Upgrade notes

GUI

HA

Due to GUI changes, be sure to refresh your web browser when the upgrade is completed (Ctrl + F5).
FortiADC 60F supports Google Chrome only.

To synchronize system image upgrade in HA mode, make sure that all the devices in the HA cluster use
exactly the same version of the image.

Use the management interface in HA mode instead of a dedicated interface.

Platform

« Upgrade your VMO01 to 4 GB of memory in virtual platform.

4.7.x to 4.8.0

Direct upgrade via the web GUI or the Console.

o GUI—Due to GUI changes, be sure to refresh (CTRL+F5) your web browser when access FortiADC upon

upgrade.

HA—(For physical devices) Upon upgrade, wait for a few minutes for the HA state to stabilize and the
configuration to sync.

Service—When upgrading to 4.8.x from 4.7 .x or lower, FortiADC will add 28 predefined services. If you
have old services with the same names as those of the predefined services, FortiADC will rename those
"old" services to "oldname upgrade".

Global Load Balance—If there was a virtual server pool that was not referenced by any GLB Host in the
4.7 .x configuration, the Default Feedback IP configuration in this virtual server pool will be lost upon
upgrade. To keep this Default Feedback IP, you MUST reference this virtual server pool in the GLB Host
before upgrading the system.

4.6.x to 4.7.x

Direct upgrade via the web Ul or the CLI.

o GUI—Due to GUI changes, refresh (CTRL+F5) your web browser when access FortiADC upon upgrade.
« HA—(For physical devices) Upon upgrade, wait for a few minutes for the HA state to stabilize and the

configuration to sync.

Service—When upgrading to 4.7.x from 4.6.x or lower, FortiADC will add 28 predefined services. If you
have old services with the same names as those of the predefined services, FortiADC will rename those
"old" services to "oldname upgrade".

Global Load Balance—If there was a virtual server pool that was not referenced by any GLB Host in 4.7.x
configuration, the Default Feedback IP configuration in this virtual server pool will be lost upon upgrade. To
keep this Default Feedback IP, you MUST reference this virtual server pool in the GLB Host before
upgrading the system.
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Upgrade notes

4.6.1to0 4.6.2

Direct upgrade via the web Ul or CLI.

4.5.x to 4.6.x

Direct upgrade to FortiADC 4.6.0 from any version prior to 4.5.x is NOT supported via the GUI. The best way to
upgrade is via the CLI using the restore image command. If you prefer to upgrade via the GUI, you MUST
first upgrade the image to 4.5.x and then to 4.6.x.

« GUI— Due to GUI changes in 4.6.x, be sure to refresh your browser when accessing the new FortiADC
web GUI.

« Global Load Balance — If your existing configuration contains the ISP feature, reconfigure it. This is
because the ISP option has been moved.

« HA —Update the firmware if HA Sync is enabled. The process normally takes about 10 minutes to
complete.

4.4.x to 4.5.x

Direct upgrade via the web Ul or the CLI.

4.3.x to 4.5.x

Direct upgrade via the web Ul or the CLI.

4.2.x to 4.5.x

Direct upgrade via the web Ul or the CLI.

4.1.x to 4.5.x

You can upgrade from FortiADC 4.1.x using the CLI. Direct upgrade from 4.1.x to 4.5.x is not supported from the
web Ul. See the FortiADC Handbook for instructions on upgrading with the CLI.

4.0.x to 4.5.x

Direct upgrade from 4.0.x and earlier is not supported. You must first upgrade to FortiADC 4.1.x, and the system
must be in an operable state.
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Upgrade notes

Upgrading a stand-alone appliance from 4.2.x or later

The following figure shows the user interface for managing firmware (either upgrades or downgrades).
Firmware can be loaded on two disk partitions: the active partition and the alternate partition. The upgrade
procedure:

« Updates the firmware on the inactive partition and then makes it the active partition.

« Copies the firmware on the active partition, upgrades it, and installs it in place of the configuration on the
inactive partition.

For example, if partition 1 is active, and you perform the upgrade procedure:

« Partition 2 is upgraded and becomes the active partition; partition 1 becomes the alternate partition.

« The configuration on partition 1 remains in place; it is copied, upgraded, and installed in place of the
configuration on partition 2.

This is designed to preserve the working system state in the event the upgrade fails or is aborted.

Settings
System
Firmmware
Partition Active Last Upgrade Firmware Version
o FA-VND-4,03.00-PW-build0390- 150
2 3] FA-VN-4.02.03-PW-build0318-150
Boot Alternate Firmware
Upgrade
HA Syne Enable

File Browse... | Nofile selected

Before you begin:

« You must have super user permission (user admin) to upgrade firmware.

« Download the firmware file from the Fortinet Customer Service & Support website:
https://support.fortinet.com/

« Back up your configuration before beginning this procedure. Reverting to an earlier firmware version could
reset settings that are not compatible with the new firmware.

« You upgrade the alternate partition. Decide which partition you want to upgrade. If necessary, click Boot
Alternate Firmware to change the active/alternate partitions.

To update firmware:

Go to System > Settings.
Click the Maintenance tab.
Scroll to the Upgrade section.

A owbdhd-=

Click Browse to locate and select the file.
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Upgrade notes

5. Click @ to upload the firmware and reboot.
The system replaces the firmware on the alternate partition and reboots. The alternate (upgraded) partition
becomes the active, and the active becomes the alternate.

6. Clear the cache of your web browser and restart it to ensure that it reloads the web Ul and correctly
displays all interface changes.

Upgrading an HA cluster from 4.3.x or later

The upgrade page for Release 4.3.0 and later includes an option to upgrade the firmware on all nodes in an
HA cluster from the primary node.

The following chain of events occurs when you use this option:

1. The primary node pushes the firmware image to the member nodes.

2. The primary node notifies the member nodes of the upgrade, and takes on their user traffic during the
upgrade.

3. The upgrade command is run on the member nodes, the systems are rebooted, and the member nodes
send the primary node an acknowledgment that the upgrade has been completed.

4. The upgrade command is run on the primary node, and it reboots. While the primary node is rebooting, a
member node assumes the primary node status, and traffic fails over from the former primary node to the
new primary node.

After the upgrade process is completed, the system determines whether the original node becomes the primary
node, according to the HA Override settings:

« If Override is enabled, the cluster considers the Device Priority setting. Both nodes usually make a second
failover in order to resume their original roles.

« If Override is disabled, the cluster considers the uptime first. The original primary node will have a smaller
uptime due to the order of reboots during the firmware upgrade. Therefore, it will not resume its active role.
Instead, the node with the greatest uptime will remain the new primary node. A second failover will not
occur.

Before you begin, do the following:

1. Make sure that you have super user permission (user admin) on the appliance whose firmware you want to
upgrade.

2. Download the firmware file from the Fortinet Customer Service & Support website:
https://support.fortinet.com/

3. Back up your configuration before beginning this procedure. Reverting to an earlier version of the firmware
could reset the settings that are not compatible with the new firmware.

4. Verify that the cluster node members are powered on and available on all of the network interfaces that you
have configured. (Note: If required ports are not available, HA port monitoring could inadvertently trigger an
additional failover, resulting in traffic interruption during the firmware update.)

5. You upgrade the alternate partition. Decide which partition you want to upgrade. If necessary, click Boot
Alternate Firmware to change the active/alternate partitions.

To update the firmware for an HA cluster:

1. Log into the Web Ul of the primary node as the admin administrator.
2. Goto System > Settings.

FortiADC 6.1.3 Release Notes 17
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Upgrade notes
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Click the Maintenance tab.

Scroll to the Upgrade section.

Click Browse to locate and select the file.
Enable the HA Sync option.

Click @ to upload the firmware and start the upgrade process.
Wait for the system to reboot and log you out to complete the upgrade.

Clear the cache of your Web browser and restart it to ensure that it reloads the web Ul and correctly
displays all interface changes.

Note: Normally, it takes approximately up to 10 minutes to upgrade with HA Sync.

Special notes

Suggestions

« HSM doesn't support TLS v1.3. If the HSM certificate is used in VS, the TLS v1.3 handshake will fail.

Workaround: Uncheck the TLSv1.3 in the SSL profile if you're using the HSM certificate to avoid potential
handshake failure.

The backup config file in versions 5.2.0-5.2.4/5.3.0-5.3.1 containing certificate config might not be restored
properly (causing config to be lost). After upgrading to version 6.1.3, please discard the old 5.2.x/5.3.x
config file and back up the config file in 6.1.3 again.

Keep the old SSL version predefined config to ensure a smooth upgrade.

HSM does not support TLSv1.3. If the HSM certificate is used in VS, the TLSv1.3 handshake will fail.
Workaround: Uncheck the TLSv1.3 in the SSL profile if you are using the HSM certificate to avoid potential
handshake failure.

Since the v4.7 .x release, FortiADC has introduced a parameter called config-priotity for HA
configuration. It allows you to determine which configuration the system uses when synchronizing the
configuration between the HA nodes. Therefore, upon upgrading to FortiADC 4.7.x or higher, we strongly
recommend that you use this option to manually set different HA configuration priority values on the

HA nodes. Otherwise, you'll have no control over the system's primary-secondary configuration sync
behavior.

When the configuration priority values are identical on both nodes (whether by default or by configuration),
the system uses the configuration of the appliance with the larger serial number to override that of the
appliance with the smaller serial number. When the configuration priority values on the nodes are different,
the configuration of the appliance with the lower configuration priority will prevail.

The request-body-detection in the WAF web-attack-signature profile will be changed from "disable" to
"enable" automatically after upgrading to FortiADC 5.4.0.
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Supported web browsers

Supported web browsers

FortiADC has been fully tested with the latest versions of the following Web browsers:

e« Chrome
« Firefox

We strongly recommend you set either of the Web browsers as your default Web browser when working with
FortiADC. You may also use other (versions of the) browsers, but you may encounter certain issues with
FortiADC's Web GUI.

Note: FortiADC 60F supports Google Chrome only.
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