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Overview

Fortinet’s FortiSandbox on Azure enables organizations to defend against advanced threats in the cloud. It works with
network, email, endpoint, and other security measures, or as an extension of on-premise security architecture to
leverage scale with complete control.

FortiSandbox is available on the Azure Marketplace.

You can install FortiSandbox on Azure as a standalone zero-day threat prevention or you can configure it to work with
your existing FortiGate, FortiMail, or FortiWeb Azure instances to identify malicious and suspicious files, ransomware,
and network threats.

You can create custom VMs using pre-configured VMs, your own ISO image, or Red Hat VMs on VirtualBox. For more
information, contact Fortinet Customer Service & Support.

Deployment models

You can configure your FortiSandbox VM on Azure using a basic or advanced deployment model.

FortiSandbox VM basic deployment model

The FortiSandbox basic deployment model is the fastest and easiest way to deploy a FortiSandbox VM on Azure. Basic
deployment uses the Azure setup wizard to guide you through the setup process with step-by-step instructions.
Deployment takes approximately 20 minutes.

Advantages

» A single setup wizard page where you can enter all the information for launching a FortiSandbox VM.

« Only simple information is required: resource group name, VM name, VM region, VM size, username, and your SSH
key or user password.

» The setup wizard automatically creates and deploys resources such as storage account, virtual network, network
interface, public IP address, and the virtual machine instance.

Limitations

e The FortiSandbox VM is created with only one network interface.
o HA features require at least two network interfaces.

« Ifyou want to add a second network interface, you must shut down the VM and then manually create and
attach the new network interface.

» Supports sandboxing analysis using Windows Cloud VMs only.
o Does not support custom Windows VMs.

FortiSandbox 4.2.0 Azure Guide
Fortinet Inc.


https://support.fortinet.com/

Overview

FortiSandbox VM advanced deployment model

To use the advanced features of the FortiSandbox VM including custom VMs and HA features, use the advanced
deployment model. Advanced deployment requires you to manually create all the resources you need. This model is
recommended for people who have experience working with Azure and the cloud. Deployment takes approximately one
hour.

To use custom VMs, including pre-configured VMs, your own ISO image, or Red Hat VMs on VirtualBox, contact Fortinet
Customer Service & Support.

Advantages
» Gives you full control to customize the resources required to deploy the VM.

e Supports custom Windows VMs.
o Supports HA features.

Limitations

Takes longer to deploy.

» Requires advanced knowledge of deploying VMs in Azure.
Must deploy all components manually in Azure.

Must follow instructions carefully for a successful deployment.

FortiSandbox 4.2.0 Azure Guide
Fortinet Inc.


https://support.fortinet.com/
https://support.fortinet.com/

Deploying FortiSandbox VM on Azure (Basic

To deploy FortiSandbox VM on Azure with Windows Cloud VMs:

1. Go to Azure Marketplace and search for Fortinet FortiSandbox.

e )

+ Create a resource
ﬁ Home

L Dashboard

= All services

% FAVORITES

All resources

[##) Resource groups

=] App Services

4> Function App
& SQL databases

%/ Azure Cosmos DB

K3 Virtual machines

@ Load balancers

= Storage accounts

Virtual networks
B Azure Active Directory

@ Monitor

Q Advisor

° Security Center

& Help + support

@ Images

€ Disks

@ Virtual machines (classic)

c

Cost Management + Billing

«

Dashboard > Marketplace > Fortinet FortiSandbox Advanced Threat Protection (preview)

Fortinet FortiSandbox Advanced Threat Protection (preview)

Fortinet

SAER Fortinet FortiSandbox Advanced Threat Protection (preview) < st
Fortinet

H

‘ - - Free trial

Select a software plan

| Fortinet FortiSandbox-VM for Azure... | ‘ Start with a pre-set configuration

Want to deploy programmatically? Get started

Overview  Plans

FortiSandbox for Azure enables organizations to defend against advanced threats natively in the cloud, working alongside network, application, email, endpoint security, and
other 3rd party security solutions, or as an extension to their on-premises security architectures to leverage cloud elasticity and scale.

Highlights:

Broad Coverage of the Attack Surface with Security Fabric - Effective defense against advanced targeted attacks through a cohesive and extensible architecture working
to protect network, application layers and endpoint devices from campus to cloud.

Automated Zero-day, Advanced Malware Detection and Mitigation - Native integration and open APIs automate the submission of objects from Fortinet and third-
party vendor protection points, and the sharing of threat intelligence in real time for immediate threat response.

Certified and Top Rated - Constantly undergoes rigorous, real-world independent testing and consistently earns top marks.

Protect DevOps repositories, and internal and external hosted content with native Azure Blob Storage scanning for zero-day threats.

FortiSandbox for Azure has the following admin ports enabled:

® 443 for web admin
e 22 for ssh admin

FortiSandbox uses a two-stage process to identify day, ad d mals including r and share relevant threat intelligence in real-time with
e security control so automated mitigation is applied.

e Stage 1 - Pre-filtering is performed by an engine powered by Fortinet's threat intelligence maintained by our global research team, FortiGuard Labs.
® Stage 2 - Dynamic behavior analysis is performed on objects to determine if they are malicious. Rating verdicts are returned to the originating device in real-time to act
upon, natively within Fortinet Fabric security products, third-party vendor security products via JSON AP, or as a feed via STIX format.
Useful Links
Datasheet
Deployment Guide
Admin Guide
Fortinet Technical Support

2. Select a software plan and then click Create to start the setup wizard.
If you select Fortinet FortiSandbox-VM for Azure BYOL, you must provide your own licenses.

Dashboard > Marketplace > Fortinet FortiSandbox Advanced Threat Protection (preview)

Fortinet FortiSandbox Advanced Threat Protection (preview)

Fortinet

aAEn Fortinet FortiSandbox Advanced Threat Protection (preview)

Fortinet

‘ - - Free trial

Select a software plan

| Fortinet FortiSandbox-VM for Azure... | | Start with a pre-set configuration

Fortinet FortiSandbox-VM for Azure PAYG .4

Fortinet FortiSandbox-VM for Azure BYOL

Overview  Plans

3. Inthe setup wizard, click Create.
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Deploying FortiSandbox VM on Azure (Basic)

4. Configure the virtual machine.

Microsoft Azure 2 Search resources, services, and docs (G+/)

< Dashboard > Marketplace > Fortinet FortiSandbox Advanced Threat Protection (preview) > Create a virtual machine

— Create a resource Create a virtual machine
ﬁ Home Project details
[ Dashboard Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
o i YOUr resources.
i= All services
% FAVORITES Subscription * (O | PAYG-DevOps v ‘
1] —
52 All resources Resource group * (@) | fsareleasega hd ‘
[4] Resource groups Create new
@ App Services Instance details
4> Function App Virtual machine name * (7 | ‘
@ SQL databases Region * [ (US) West Us 2 v
€ Azure Cosmos DB o o

Availability options (0 | No infrastructure redundancy required v ‘
K3 virtual machines

Image * @ | Fortinet FortiSandbox-VM for Azure BYOL ~ ‘

{3’ Load balancers

Browse all public and private images
= Storage accounts

Azure Spot instance (O O Yes (@) No
4> Virtual networks N
» Azure Active Directory Size * @ Standard A4 v2
) 4 vepus, 8 GiB memory (US$118.30/month)
Monitor Change size
Q Advisor

0 Security Center Administrator account

& telp + support Authentication type @ (O Password (®) SSH public key

BE Images Username * (7) |

£ Disks

SSH public key * @
@ Virtual machines (classic)

c’ Eostilanagamentibiling @ Learn more about creating and using SSH keys in Azure

Resource group Create a new resource group.

Virtual machine name Name of the VM.

Region VM region.

Size Select the VM instance type. We recommend Standard A4 v2 for speed and
storage capacity.

FortiSandbox on Azure uses the temporary disk (provided free by the VM) to
store and process job files. A secondary disk is not required.

Authentication type Click Password or SSH public key.

Username Enter a secondary admin user; the default Admin user is always created.

FortiSandbox 4.2.0 Azure Guide
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Deploying FortiSandbox VM on Azure (Basic)

5. Click Review + Create.

6. When the setup wizard has validated your information, click Create.
Wait a few minutes for the FortiSandbox VM to become available.

Microsoft Azure

Create a resource
Home
Dashboard

All services
FAVORITES

All resources

&4 Resource groups

. App Services

% Function Apps
R sqL databases
& Azure Cosmos DB
8 virtual machines
“ Load balancers
== storage accounts
Virtual networks
.‘ Azure Active Directory
ﬁ Monitor
& Advisor
I Security Center
Cost Management + Billing
Help + support
Disks
Public IP addresses
DNS zones
Network security groups

| Network interfaces

P Search resources, services, and docs

Home > Fortinet FortiSandbox-VM for Azure BYOL > Create a virtual machine

Create a virtual machine

+/ Validation passed

Disks Networking  Management

PRODUCT DETAILS

Fortinet FortiSandbox-VM for Azure
BYOL
by

Terms of use | Privacy policy

Standard Ad v2
by

Terms of use | Privacy policy

TERMS

ription credits ap

Pricing for ather V

Guest config

Not covered by credits @

0.0000 USD/hr

ft 0.2060 USD/hr

Tags Review + create

By clicking “Create”, | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(:
sutharize Microsoft to bill my current payment method for the fees associated with the offering(s), with the same bill
my Azure subscription: and (c] agree that Micrasoft may share my contact, usage and transactional information with

the offeriny

Azure Marl ace Terms for additional details.

BASICS

Pay

fsavmtest

s-You-Go

fortisandbox-release

Canada Central

Authentication type Password
Username jliang
DISKS

sk type Standard 55D
Use managed disks Yes

NETWORKING

Previous

or support, billing and other transactional activities. Micrasoft does not provide rights for third-party

No infrastructure redundancy required

d a template for automation

7. When the VM is available, click Go fo resource to go to the VM.

Dashboard > CreateVm-fortinet fortinet_fortisandbox_vm-fortin-20200115152558 - Overview

. CreateVm-fortinet.fortinet_fortisandbox_vm-fortin-20200115152558 - Overview

Deployment

Search (Ctrl+/)

| ¢ [ Delete

<+ Overview
55 Inputs
Qutputs

Template

[Ty Redeploy

Deployment name:
Subscription:  PAYG-D:
Resource group: fsadevga

~ Deployment details (Download)

~~ Next steps

Setup auto-shutdown Recommended

Monitor VM health, performance and network dependencies

Run a sci

Go to resource

FortiSandbox 4.2.0 Azure Guide
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Your deployment is complete

CreateVm-fortinet fortinet_fortisandbox_vm-fo...

pt inside the virtual machine Recommended

Start time:  1/15/2020, 3:37:07 PM
Correlation ID:  85d4751{-434c-413a-98fe-95fa098d1390

Recommended



Deploying FortiSandbox VM on Azure (Basic)

8. Use the Public IP address assigned to the FortiSandbox to access from HTTPS.

Dashboard > CreateVm-fortinet fortinet_fortisandbox_vm-fortin-20200115152558 - Overview > FortiSandbox

n FortiSandbox

Virtual machine

|/_g Bearch (Ctrl+/ ‘ < & Connect ' Restart [ stop (8 Capture [ Delete () Refresh
B Overview Resource group (change) : fsadevga Azure Spot o N7A
Status Running Public IP address 0 52250737
& Activity log
Location : WestUS 2 Private IP address £ 10.10.04
Y
A Access control (IAM) Subscription (change) PAYG-DevOps Public IP address (IPv6) : -
& Tags Subscription 1D 4f27b38c-ad3f-43d8-a%3-01182e5e2f9a Private IP a
ﬁ‘ Diagnose and solve problems Computer name : (not available) Virtual ne : fsadevgaVN/fsadevga-10.10.0.0
Operating system Linux DNS name : Configure
Settings
Size : Standard Ad v2 (4 vcpus, 8 GiB memory) Scale Set : N/A
£ Networking
Tags (change) : Click here to add tags
# Disks a

9. Get the default admin password for the FortiSandbox VM using the Azure CLI command az vm list —-output
tsv -g [Your resource group].

The VM-ID UUID is the default password for Admin access.

sylvia@sylvia-OptiPlex-3050:~% az vm list --output tsv -g fsadevqa |grep FortiSandbox_release
None None None None iptions/4f27b3 3f-43d8-a9a3-01182e5e2f9a/resourceGroups/fsadevqa/providers/Microsoft.Compute/virtualMachin

None None None westus2 None Succeeded None fsadevqa None
Microsoft.Compute/virtualMachines None |a041078a-ccc8-444e-bo37-claecafc977b|

To apply the VMO0O license and enable Windows Cloud VMs:

1. Log into FortiSandbox with the username admin and the password you retrieved from the CLI in the previous step.
2. Goto FortiSandbox > Dashboard and click Upload License to upload your license.

& Fortisandbox Azure 2 Status — &~ @~ adminv
F:m System Information # Connectivity and Services S o %
Firmware Version v4.0.0,build0037 (Interim) 2 -
2 ® @ D © =
@il Hostname FSA-VM0000000000
8 Serial Number FSAVMO0000000000
Securty
Fabric System Configuration Last Backup: N/ACY Scan Performance - Last 4 Hours # T x
- System Time 2021-04-15 23:09:37 UTC \
[-] Scanned Performance Security
s | UNitType Standalone
@] o "ﬂ 0s/0s (]
Uptime 0day(s) 0 hour(s) 11 minute(s) Total Scanned =) avgmax AlDetected
B v Processing aiTine
Sean oty Username admin
amdOtiect 0/0 0
G
[ o) S a Job Processed per Hour
. ystem Resources S
> g 0 (@) 0s/0s & o
Total VMscanned P=" Avg/Max Known Malware
CPU Usage: B WM Wait Time
MemoryUsage: | EHONN @ RN & g
=0 Avg/Max Suspicious URL.
— fotal Pro ime
B DiskUsage: 14525 &
C Reboot | (D) Shutdown Scan Statistics - Last 24 Hours S S x
Inputs Pending Processing Malicious High Risk Medium Risk Low Risk Clean  Other  Total
Licenses S o ox Device 0 0 o 0 o o 0 o 0
Adapter 0 0 0 0 0 0 0 0 0
Vv A Fortisandbox-Azure[Z |
OnDemand 0 0 o 0 0 0 0 0 0
© WindowsVM '
Network Share o o o o o o o o [
© Windows Cloud VM &
Sniffer 0 0 o 0 0 0 0 0 0
© MacOS Cloud VM URL ® o o o o o o o @
© Customized VM All Sources o 0 0 0 0 0 0 0 0
© Mail Transfer Agent Service Last Updated: 04-15 23:06
+| e Dl a

When a license file is loaded, the FortiSandbox Azure instance reboots.
When the FortiSandbox Azure instance finishes rebooting, the VM License icon changes to green.
3. Goto Scan Policy and Object > VM Settings and select the WindowsCloudVM.

FortiSandbox 4.2.0 Azure Guide
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Deploying FortiSandbox VM on Azure (Basic)

4. Click Edit Clone Number to assign a clone number and enable the Windows Cloud VM.

é:i FortiSandbox Azure

< VM Settings - B~ (@~ admin~
* VM Images
i

[ Edit Clone Number Tl Delete VM D Undelete VM B VMScreenshot | (P Enabled VM Types: 0/4

@ Keys: 0/8 (Local Win Key: 8 + Mac Key: 0 + Win Cloud key:0 )
Dashboard Name

W Clone Number: 0/8
Version Status Enabled Clone# Load# Extensions

I& = RemoteVMs (2)
s 2 B MACOSX 0 @ installed [x] o 0 macdmg
E L B WindowsCloudvM 0 @ activated © |[o_Jv | o |<xnim ppsxpetpoois il doc oottt swtar dotdocm dotm s it xisb xiam potxsit ppim ppsm pot ppam skem onetoc thin kat cnd vis 1 js
[+]
ScanJob.

(] . . . . . .

</, As with FortiSandbox appliance, the FortiSandbox license must be generated matching
9 the port1 IP of the instance. Go to System > Interfaces to check the port1 IP address
- assigned by Azure.

FortiSandbox VM and Windows Cloud VMs topology

Azure Cloud Corp OnSite

Client

il A il
- i
b & ik
i il -
P " '
i qj I.:-

Client

oftp (TCP/514)

Client

—

oftp (TCP/514)

FortiGate

Corp Cloud Servers
FSA-VM

Fortinet Cloud

Use WindowsCloudVii
via HTTPS

Use WindowsCloudvi
via HTTPS

FSA WindowsCloudVMs

FortiSandbox 4.2.0 Azure Guide 10
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Deploying FortiSandbox VM on Azure (Basic)

FortiSandbox VM Port Usage

Type Service Port
FortiGate OFTP TCP/514
FortiClient File Analysis TCP/514
Others SSH CLI Management TCP/22
Telnet CLI Management TCP/23
Web Admin TCP/80, TCP/443
OFTP Communication with FortiGate and FortiMail TCP/514
Third-Party Proxy Server for ICAP Servers (ICAP) TCP/1344
Third-Party Proxy Server for ICAP Servers (ICAPS) TCP/11344
FortiGuard FortiGuard Distribution Servers TCP/8890
FortiGuard Web Filtering Servers UDP/53, UDP/8888
FortiSandbox Upload Detected Malware Information TCP/443, UDP/53

Community Cloud

FortiSandbox Serving WindowsVM on cloud for FSA-VM to perform sandboxing TCP/443
WindowsCloudVM

FortiSandbox 4.2.0 Azure Guide
Fortinet Inc.



Deploying FortiSandbox VM on Azure (Advanced)

To deploy FortiSandbox VM on Azure to support Windows Cloud VMs and custom VMs, perform the following

procedures.

Creating a resource group

Creating network security groups

Creating virtual networks

Creating storage accounts

Creating network interfaces

Creating a data disk

Re-size the Data Disk (highly-recommended)
Importing Azure settings into FortiSandbox
Optional: Using HA-Cluster

© o NGO AWM=

Creating a resource group

To create resource groups in Azure:

1. Inthe Azure portal, click Resource groups in the left pane.

2. Click Add to create a new empty resource group.

Microsoft Azure R Search resources, services, and docs (G+/)

< Dashboard > Resource groups > Create a resource group

+ Create a resource

‘n‘ Home

Resource groups

azurestorefortinet (Default Directory)

“

X

Create a resource group

Basics Tags

Review + create

Resource group - A container that holds related resources for an Azure solutio
resources for the solution, or only those resources that you want to manage as
allocate resources to resource groups based on what makes the most sense for

Subscription * ()

Resource group * (0

Resource details

Add Edit columns
[ Dashboard
= All services | Filter by name...
% FAVORITES Name T,
B2 All resources (%] 6899-azmixd-byol-b5425 3

Project details

[4] Resource groups (%] 6899-azmix4-payg-v608-h0303
@ App Services () £899-v623-b1084
“> Function App [%] AutoScale-v607-b0302
& SQL databases () AZ_PRI
€ Azure Cosmos DB (%] AZURE2AWS(thomas) Region * (O
K3 virtual machines (%) azure3

{} Load balancers

Page of 3

= Storage accounts

FortiSandbox 4.2.0 Azure Guide
Fortinet Inc.
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Deploying FortiSandbox VM on Azure (Advanced)

3. Enter the following information:

Subscription Select a subscription.
Resource group Name of the resource group.
Region Select a resource group location.

Creating network security groups

Create two network security groups:

o The first security group must have inbound rules allowing for HTTPS, SSH traffic, OF TP, FortiGuard, FTP and RDP.
o The second security group must have inbound rules allowing for FTP and RDP.

To create network security groups in Azure:

1. Inthe Azure portal, click Network security groups in the left pane.
2. Click Add to create a new network security group for FortiSandbox port1 subnet (the management subnet).

_ e e e e

All services > Network security groups > Create network security group

Network security groups « X Create network security group

azurastorefortinet [Default Diractory
== Edit columns -~
Basics Tags Review + create
| Filter by name... -
Project details
0 Name Subscription * | PAYG-Devops v |
¥ aadds-nsg
l:l 1‘,. ’ = Resource group * | fortisandbox w |
l:l e aadds-nsg = Create new
D e allow-connections b
Instance details
l:l e autoscalevmss-atwSatkjzrylk.- ** Name | fc:rtisandbox_nsd \/l
l:l e autoscalevmss-zbgbsud3Sip-- **
l:l e autoscalezxnsg Region™ | s West b5 2 hd |
l:l e azondemandtest-nsg “H
I:‘ e azurepri-network-security-g- ** ¥ | Next : Tags > Download a template for automation
3. Enter the following information:
Subscription Select a subscription type.
Resource group Select the resource group you created in the Creating a resource group step.
Name Name of the network security group.
Region Select the location you used when you set up the resource group.

4. Repeat these steps to create a second network security group for the FortiSandbox port2 subnet (FSA reserved
port2 for custom VM communication hardcoded).

FortiSandbox 4.2.0 Azure Guide
Fortinet Inc.



Deploying FortiSandbox VM on Azure (Advanced)

5. Go to the security groups and configure the inbound rules:

» Network security group one: HTTPS (TCP 443), SSH traffic (TCP 22), OF TP traffic (TCP 514).
Optional: ICAP traffic (TCP 1344), ICAP over SSL (TCP 11344), RDP to VM interaction (FortiSandbox
reserved 9833).

« Network security group two: FTP (TCP 21).

Ay
‘?' Alternatively, you can create only one network security group with the inbound rules
- allowing for HTTPS, SSH traffic, OF TP, FTP, and RDP.

6. Configure the outbound rules: Allow traffic go out.

FortiSandbox 4.2.0 Azure Guide
Fortinet Inc.
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Deploying FortiSandbox VM on Azure (Advanced)

Creating virtual networks

To create virtual networks in Azure:

1. Inthe Azure portal, select Virtual networks in the left pane.
2. Select Addto create a new virtual network.

Microsoft Azure 2 Search resources, services, and doc

& Dashboard > Virtual networks > Create wirtual network

“} create a resource Virtual networks « X Create virtual network o X

azurestorafortinet (Default Diractony

ﬁ Home
== Edit columns

Name *

[Ed Dashboard

| fortisandbox_VN . |
= All services | fortisandbox |

Address space * ()

VORITES Mame T,

e [ 10.4500/16 -
EE8 Al resources 4> Fortisandbox-ga-vnet «+=! 104500 - 1045.255.255 (65536 address..
(] Resouree groups &> fsalw [ Add an 1Pv6 address space ©

& App Services

Subscription *

<» Function App i | PAYG-DevOps kv |

B sOL databases Resource group *

% Azure Cosmos DB | fortisandbox v |
Create new
3 virtual machines
Location *
@ Load balancers
| ws) central Us ~ |
= Storage accounts
Subnet
43 Virtual networks Name *

B Azure Active Directory | fortisandbox_public y |

& Monitor Address range * (T)

[ 104500724 /]
10.45.0.0 - 10.45.0.255 (256 addresses)

DDoS protection ()

':!:' Basic ':_:' Standard

Q Advisor

ﬂ Security Center

a Help + support

@ Images Eer\rice endpoints () §
[ Disabled JESELT
£ Disks bt - "
[3] virtual machines (classic) flrewall o .
(@EEED crabled ) -

ﬁ Cost Management + Billing

Automation options

3. Enter the following information:

Name Name of the virtual network.

Address space Use an Azure suggested unused class B network (xxx.xxx.0.0/16)or
enter your preferred unused class B network.

Subscription Select your subscription type.

FortiSandbox 4.2.0 Azure Guide
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Deploying FortiSandbox VM on Azure (Advanced)

Resource group Select the resource group you created in the Creating a resource group step.
Location Select the location you used when you set up the resource group.

Subnet Name Name of FSA subnet port1 (the management subnet).

Subnet Address range Enter a class C network (xxx . xxx . x . 0/24) within the virtual network.
DDosS protection Basic.

Service endpoints Disabled.

4. Click Create.
5. Create one additional subnet in the virtual network:

« Enter the subnet name for FSA port2 (the custom VM subnet), and assign another class C network
(xxx.xxx.xxx.0/24) in that network.

2 search resources, services, and docs (G+/) o @  szhaoll@azurestorefor.. @
AZURESTOREFORTINET (DeFAUL .

All services > Virtual networks > fortisandbox VN - Subnets Add subnet x
Virtual networks « X ¢, fortisandbox_VN - Subnets B
+ Add == Edit columns D Search (Ctrle/ . t subnet | + Gateway subnet [ Cprivate |
Address range (CIDR block) * ()
fortisandbox | > Overview —
|2 search subnets [(104s1.02¢
Name 1, B Actvity log Name 1o Addressrange T vt ovalable addresses T4 Delegatedto 1045.1.0 - 10451255 (251 + 5 Azure reserved addresses)
% dbox-aa-vnet e A
¥ Fortisandbax-ga-vnet R Access control (AM) fortisandbox_public 1045.0.0/24 251 - (7] Add an IPv6 address space
&> fortisandbox VN o @ Tags
Network security group
&> fsanw =+ Diagnose and solve problems [ mone v
Settings Route table
<+ Address space [ mone v |
& Connected devices Senice endipoints
> Subnets ™
Services (O
@ DDos protection 0 selected v
@ rirewall
] Subnet delegation
@ security
Delegate subnet to a service ()
B DNS servers | None ~
% Peerings
@ senvice endpoints [ ox ]
q Using class B (xxx.xxx.0.0/16) and class C (xxx.xxx.0.24) in the table above is an example of a
common use case. You can adjust the network range for your needs.
-—
-

Creating storage accounts

Create two storage accounts:

» The first storage account is for storing the FortiSandbox firmware image (Storage Account).

o The second storage account is for storing diagnostic information (Monitor Account) such as VM diagnostic
screenshots during job scans.

FortiSandbox 4.2.0 Azure Guide
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Deploying FortiSandbox VM on Azure (Advanced)

To create storage accounts in Azure:

1. Inthe Azure portal, click Storage accounts in the left pane.
2. Click Add to create a new storage account.

Dashboard » Storage accounts >

Create a storage account

Basics Advanced Networking

Data protection Encryption Tags Review + create

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and
manage your storage account together with other resources.

Subscription *

Resource group

Instance details

| Pay-As-You-Go - |

| ~]

Create new

If you need to create a legacy storage account type, please clickhere,

Storage account name () *

Region @ *

Performance (1 *

o

Redundancy @

| (US) E2st US » |

© Standard: Recommended for most scenarios (general-purpose v2 account)

O Premium: Recommended for scenarios that require low latency.

| Geo-redundant storage {GRS) ~

Make read access to data available in the event of regional unavailability.

Previous | Next : Advanced =

3. Enter the following information for each account:

Subscription

Resource group
Storage account name
Location

Performance

Account kind

Replication

FortiSandbox 4.2.0 Azure Guide
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Select your subscription type.

Select the resource group you created in the Creating a resource group step.
Name of the storage account.

Select the location you used when you set up the resource group.

Standard.

Use the default or change according to your needs.

Geo-Redundant Storage (GRS).
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4. Select Review + Create.
5. Repeat these steps to create a second storage account.

Creating network interfaces

Create the following network interfaces:
» The first network interface is for FortiSandbox port1.
o The second network interface is for FortiSandbox port2.

« If you want to use HA-Cluster on multiple FortiSandbox Azure units, create a third network interface is for
FortiSandbox port3.

FortiSandbox 4.2.0 Azure Guide
Fortinet Inc.
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To create a network interface in Azure:

1. Inthe Azure portal, click Network interfaces in the left pane.
2. Click Add to create a new network interface.

A2 Search resources, services, and dc

All services > Network interfaces > Create network interface

Network interfaces

azurestorefortinet (Default Diractony

Add | == Edit columns

“ X Create network interface O X

Name *

| Filter by name...

| | fsa_eth_public -

|:| Name T.
[] 88 sadds-544desecoscb4721b-

[] 88 sadds-7428bs080f3849b7a4-

I:l [l azuretest-MicO-sdt7gpzcyvaze **

D B azuretest-Nicl-s4t7gpzeyvazé
|:| 8 brucefge0payg01-Nico-mljy--
D 8 brucefgs0payg01-Nicl-mljy--
|:| B dient

D & dient

1@ dchao-fgtso

|:| 8 dchaofmgr-NICO

(18 dewmoas

[ €8 dogaroksAMLE21-NicO-4vl--
(] @8 dogaroksaMLE21-Nic1-3v6l...
(1@ dogarokSAMLtest-Nic0-2ea--
|:| B dogaroksAMLtest-Nic1-2ea--
(1 dogaroksamltest243

I:I @ dogaroksamltest3782
L B

3. Enter the following information:

Name
Virtual network
Subnet

Private IP address assignment
Private IP address

Network security group

FortiSandbox 4.2.0 Azure Guide
Fortinet Inc.

Virtual network * )

| fortisandbox_VN R |

Subnet ® (1)
| fortisandbox_private (10.45.1.0/24) v |

Private IP address assignment
P e
- (oynamic QEEEED

Private IP address *

Network security group O >

None

[ ] private IP address (IPvé)

Subscription *

| PAYG-Devops ~ |

Resource group * (0

- | fortisandboﬂ o |
== Create new
. Location *

| ws) central us v

o Automation options

VM name.
Select your VNet.

One subnet under your VNet. Each interface you create must be on a different
subnet.

Static.
Self-defined static IP address.

Select the security group you created.
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Private IP address (IPv6) Unchecked.
Subscription Subscription type.
Resource group

Location

The resource group you created in the Creating a resource group step.

Select the same location used while setting up the resource group.

4. Repeat these steps to create the network interfaces you need.

Ay

If you create multiple network security groups, the one associated with the FSA port1
interface must be under the security group which includes HTTPS (TCP 443), SSH traffic
(TCP 22), OFTP traffic (TCP 514), and the one associated with the FSA port2 interface
must be under the security group which includes FTP.

5. Associate the network interface used for the FSA admin port (port1) with the Public IP address in the
IP configuration section.

_ e e e

All services » MNetwork interfaces > fsa_eth0_public - IP configurations > ipconfigl

m fsa_ethO_public - IP configurations

Network interface

|,"3 Search (Ctrl+/)

= Add

|<<

@ Overview
W Activity log
P Access control (IAM)

L Tags

Settings

B4 P configurations
B DNS servers
@ Network security group

1! Properties

IP forwarding settings

IP forwarding

Virtual network

IP configurations

Subnet *

@D tbd)

fortisandbox_VN

B & 0

fortisandbox_private (10.45.1.0/24)

|)'-_J Search IP configurations

Name IP Version

Type Private IP address

| ipconfigl 1Pv4

Primary 10.45.1.40 (Static)

FortiSandbox 4.2.0 Azure Guide
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.

All services > Network interfaces > fsa_eth0_public - IP configurations > ipconfigl > Choose public IP address > Create public IP address

ipconfig X Choose public IP address X Create public IP address
L i Dynami blic IP addresses that are not in use won't have an IP address assigned to them
’EI San X Discard =
h he publi dd in the selected subscripti d locati | Name *
! ! T t P the select cation "Cent

Public IP address settings o US-E_se B subserptian andl locatian ‘Ceniral fsa_port_publiclP
Public IP ag
S 1 gl
(_Disabled Create new

IP address Assignment

Confi ired settii > Jliang01pubip () Dynamic

C O S SIS dehao_vwan 52.242226.96 .. -

Private IP address settings tVMb55-PubliclP

thomaspayg 104.43.143.208...

tVMb91-PubliclP

fortisandbox_VN/fortisandbox_private

Virtual network/subnet

Assignment thomaspayg 104.43.129.88 ...
P —— )
[_Dynamic vpnpub!1
devtest
IP address *
10.45.1.40 <] appg 0]
levtest
Creating a data disk
Before upgrading to v3.2.0, create a data disk and attach it to FortiSandbox.
To create a data disk:
1. Inthe Azure portal, click Disks in the left pane.
2. Click Add to create a data disk of at least 64GB.
Dashboard > Disks > Create managed disk Select a disk size X
Create managed disk
Browse available disk sizes and their features.
Basics Tags Review + create Storage type
Standard HDD ~
Select the disk type and size needed for your workload. Azure Disks are designed for 99.999% availability. Azure Managed Disks
encrypt your data at rest, by default, using Storage Service Encryption. Learn more about disks. Size Disk tier Max IOPS Max throughput
Project details 32Gi8 4 500 60
Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all 64 GiB s6 500 60
your resources
128 GiB s10 500 60
Subscription * © [PAYG-DevOps ~ 256 GiB 515 500 60
\— Resource group * (O [Fadevan ~] 512GiB 520 500 60
Create new 1024 GiB 30 500 60
Disk details 2048 GiB. sS40 500 60
Disk name * & ‘ FortiSandbox_DataDisk v ‘ 4096 GiB S50 500 60
Region * @ \ (US) West US 2 ~ \ 819268 560 1300 300
16384 GiB S70 2000 500
Availability zone [None v
32767 GiB S80 2000 500
Source type () [ None v Create a custom size
Size* @ 1024.Gi8 Enter the size of the disk you would like o create. You will be charged the same rate for your provisioned disk, regardless of how much of
- the disk space is being used For example, a 200 GiB disk is provisioned on a 256 GiB disk, so you would be billed for the 256 GiB
Premium SSD i
o provisioned.
ange size
Custom disk size (GiB) *
[128 v

provows [ NemiTags>

FortiSandbox 4.2.0 Azure Guide
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information, see the FortiSandbox Best Practices and Troubleshooting Guide.

x Keep monitoring the usage of data disk, expand the data disk size when needed. For more

Re-size the Data Disk (highly-recommended)

Use the Size + performance settings to maintain the data disk on FortiSandbox on Azure and monitor the disk usage to
ensure the data disk does not break.

Scenario 1: Modify FSA data disk without data lost and before disk broken

1. On the Azure Portal, stop the FortiSandbox instance.
2. Goto FSA Virtual Machine > Overview > Disks > datadisk > Size + performance.

e fsa <

Virtual machine

| O Search (Ctrl+/)

K2 Overview

H Activity log

A2 Access control (IAM)

€ Tags

2 Diagnose and solve problems
Settings

&  Networking

,(‘9/ Connect

€ Disks

FortiSandbox 4.2.0 Azure Guide
Fortinet Inc.

22


https://docs.fortinet.com/document/fortisandbox/4.0.0/best-practices/621838/overview

Deploying FortiSandbox VM on Azure (Advanced)

3. Expand Disk SKU and click Resize.

= _dataDisk | Size + performance
-
Disk
O Search (Ctrl+/) «
- - | Disk SKU ®
& Overview | Standard HDD (locally-redundant storage) '
H Activity log Size Disk tier Provisioned IOPS
fa  Access control (IAM) 32 GiB 54 500
€ Tags 64 GiB S6 500
Settings 128 GiB 510 500
, , 256 GiB 515 500
ms Configuration
. 512 GiB 520 500
& Size + performance
. 1024 GiB 530 500
Encryption
. i 2048 GIB 540 500
¢b> Networking
. 4096 GiB S50 500
I=! Disk Export
o . 8192 GiB Se0 1300
I} Properties
16384 GiB S70 2000
B Locks
32767 GiB 580 2000
Monitoring
&4 Metrics Custom disk size (GiB) * @
| 1024 v
Automation

Tasks (preview)

e [N

2l Export template =

4. Refresh the Azure Portal and ensure the disk size has been updated.
5. Onthe Azure Portal, start FortiSandbox.
Virtual machine

‘;} Search (Ctrl+/) ‘ « & Connect Eﬁﬂ Capture ﬁ[ Delete C' Refresh  [] Openin mobile E\ CLI/PS ,0? Feedback

Ed Qverview

0 Advisor (1 of 3): Management ports of virtual machines should be protected with just-in-time network access control —

6. Run the following CLI command: resize-hd

FSAVMOI000015549> resize-hd

Request to resize hard disk. Resizing will be done during next bootup.
Do you want to continue? (y/n)y

Request has been accepted.

Reboot?
Do you want to continue? (y/n)y
FSAVMOIOO0O15549> Connection to 3.98.189.168 closed by remote host.

FortiSandbox 4.2.0 Azure Guide 23
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7. After FortiSandbox reboots, run the CLI command status commnad to verify the Disk Size is correct.

Scenario 2: Detach/Attach a new FortiSandbox data disk without losing data

1. On the Azure Portal, stop the FortiSandbox instance.
2. Goto Data disk > Create snapshot.

_dataDisk =

Disk

|)3 Search (Ctrl+/) | « —+ Create snapshot

€ Overview # Essentials

3. Use the snap shot to create a data disk and set the size to 256G or more if needed.

r ! n x}
- Snapshot

|)3 Search (Ctrl+/) | « ~+ Create disk| [ Copy snapshot

~ Essentials

£ Overview

4. Detach the old data disk.

J D= ~+ Create and attach a new disk 7 Attach existing disks
B size 5 ) "
Storage type Size (GiB) Max I0PS Max throughput (... Encryption ©
Q Security
Standard HDD LRS 64 500 60 SSE with PMK

& Advisor recommendations

FortiSandbox 4.2.0 Azure Guide
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5. Attach the new data disk you created from the snap shot.

Dashboard » Storage accounts »

Create a storage account

Basics Advanced Networking Data protection Encryption Tags Review + create

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and
manage your storage account together with other resources.

Subscription * | Pay-As-You-Go ~ |

Resource group * | hd |
Create new

Instance details

If you need to create a legacy storage account type, please clickhere,

Storage account name (@ * | |

Region @ * | Ws) East Us v

Performance @ * . .
- @ Standard: Recommended for most scenarios (general-purpose v2 account)

O Premium: Recommended for scenarios that require low latency.

Redundancy o = | Geo-redundant storage {GRS) ~

Make read access to data available in the event of regional unavailability.

| Next : Advanced > |

6. Refresh the Azure Portal, and confirm the disk has been updated.
a. Runthe CLIcommand: resize-hd.
b. After FortiSandbox reboots use the CLI command status to verifythe Disk Sizeis correct.

FortiSandbox 4.2.0 Azure Guide
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Importing Azure settings into FortiSandbox

When the FSA instance is deployed, you can import your Azure settings into FortiSandbox.

Uploading the rating and tracer engine

After upgrading FortiSandbox, you must manually upload the rating and tracer engine.

To manually upload the rating and tracer engine:

1. InFortiSandbox, go to System > FortiGuard.
2. Beside Upload Package File, click Choose file and locate the rating or tracer engine to be uploaded.

E:e FortiSandbox Azure

*

Favorites

@

Dashboard

(s

Security
Fabric

fen
Scan Job

B

Scan Policy
and Object

Module Name

Upload Package File:

Current Version

AntiVirus Scanner 00006.00258
AntiVirus Extended Signature 00085.04260
AntiVirus Active Signature 00085.04770
AntiVirus Extreme Signature 00085.04500
MNetwork Alerts Signature 0000203379
Sandbox System Tools 04000.00084
Sandbox Rating Engine 04000.00030
Windows Tracer Engine 04000.00011
Android Tracer Engine 04000.00007
Linux Tracer Engine 04000.00007

< FortiGuard

Last Check Time
2021-04-15 17:15:04
2021-04-1517:15:13
2021-04-15 17:15:06
2021-04-15 17:15:37
2021-04-15 17:15:37
2021-04-15 17:15:37
2021-04-15 17:15:37
2021-04-1517:15:37
2021-04-1517:15:37
2021-04-1517:15:37

| Choose File | sandbox_engi..cle.rating.pkg

To import Azure settings into FSA:

1. Gotothe FortiSandbox GUI.
2. Click System > Azure Config.

If you get a warning that the rating and tracer engine is not available or up-to-date, manually upload the rating and

tracer engine before doing this procedure.

Last Update Time
2021-04-13 17:42:59
2021-04-1517:15:13
2021-04-1517:15:06
2021-04-1517:15:37
2021-04-15 16:37:28
2021-04-08 17:22:38
2021-03-1117:07:22
2021-03-1521:10:36
2021-01-18 11:14:19
2021-03-18 16:26:56

# Uploading ...

Last Check Status
Already Up-to-date
Successful
Successful
Successful
Already Up-to-date
Already Up-to-date
Already Up-to-date
Already Up-to-date
Already Up-to-date
Already Up-to-date

3. FortiSandbox v3.2.0 and higher supports service principal and Azure account authentication methods.

a. Ifyou choose service principal, get the service principal information by going to the Azure portal to the Azure

Active Directory > App registrations to find the service principal information in the application you created.

FortiSandbox 4.2.0 Azure Guide
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_ — o e e e

Dashboard > azurestorefortinet (Default Directory) \lApp registrations| > fsadevgasp

i fsadevqasp

|,-’j Kearch (Ctrl+/) | « ] Delete @ Endpoints

i#  Overview o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

£ Quickstart Display name : fsadevgasp Supported account types : My organization only
Application (client) ID |: =88~ & S, e e = Redirect URls : Add a Redirect URI

Manage Directory (tenant) ID |- pe__ 'mm. w00 11 El o T Application 1D URI : Add an Application 1D URI

&= Branding Object ID N e N TR Managed application in ... : fsadevgasp

3 Authentication A

Certificates 8. secrets

' Token configuration (preview)

0 Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learn more

-2~ APl permissions

Call APIs
& Expose an APl

—

*® m'"

¥ Owners ’

& Roles and administrators (Previ... a - E
5

il Manifest

Build more powerful apps with rich user and business data
Support + Troubleshooting from Microsoft services and your own company's data
sources.

2 Troubleshooting
View API permissions

£ New support request
Sign in users in 5 minutes

PPOOORWOWROO

Use our SDKs to sign in users and call APIs in a few steps

View all quickstart guides
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b. Enter the following Azure configuration settings and then click Submit.

FortiSandbox Azure

< Azure Config

*

Favorites

*

Dashboard

s

Security
Fabric

fen

Scan Job

L

Scan Palicy
and Object

|ahal

Log & Report

Clientid

Configure Azure

Account Type

Client ID

Client Secret

Location

Tenant ID

Subscription ID

Resource group

Storage account

Client id

Storage account access key

Monitor storage account

Monitor account access key

Metwork security group

Virtual network

Subnet

VM Type

Client Secret

Location
Tenantid
Subscription ID
Resource group

Storage account

FortiSandbox 4.2.0 Azure Guide
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Application (client) ID.

Client secret value.

The location you used to set up the resource group.

Directory (tenant) ID.
Your subscription ID.
Resource group.

Storage account name.
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Storage account access key Storage account access key.

Monitor storage account Monitor account name.
Monitor account access key Monitor account access key.
Network security group The security group created. If you created multiple security groups, use the

one that allows RDP and FTP.

Virtual network Name of the virtual network you created.
Subnet The subnet you created for the FSA port2 interface.
VM Type The VM type of custom VM clone(s), Standard_B4ms recommended.

4. FortiSandbox v3.2.0 and higher supports service principal and Azure account authentication methods.
a. If you choose Azure account authentication, click System > Azure Config.

FortiSandbox Azure 2 Azure Config RegularMode »>_ M~ ® v  admin~

ﬁ Configure Azure

Dashboard

oo | Account Type | Microsoft Azure account email v |
0{-’ Microsoft Azure account email
Metwork
Microsoft Azure account password
Location
Ij Subscription ID
Virtual
Machine
Resource group
Storage account
Scan Palicy
r: Storage account access key
a
Scan Input

Monitor storage account

B

File
Detection

(¢

Netwaork Virtual network
Alerts

00 Subnet

URL
Detection VM TVIJE

il
I'— Previous Test Connection Submit
Log & Report

Monitor account access key

Metwork security group
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b. Enter the following information:

Microsoft Azure account email  Your user ID.

Microsoft Azure account
password

Location

Subscription ID

Resource group

Storage account

Storage account access key
Monitor storage account
Monitor account access key

Network security group

Virtual network
Subnet
VM type

Your user password.

Select the location you used to set up the resource group.
Your subscription ID.

Resource group.

Storage account name.

Storage account access key.

Monitor account name.

Monitor account access key.

The security group created. If you created multiple security groups, use the
one that allows RDP and FTP.

Name of the virtual network you created.
The subnet you created for the FSA port2 interface.

The VM type of custom VM clone(s), Standard_B4ms recommended.

c. Click Test Connection to verify the connection is accessible and authentication is valid. Then click Submit.
5. When completed, upload your BYOL license if provided.
The Azure FortiSandbox will fetch the licensing information which can take up to three hours.

Reduce scan time in custom Windows VM

Keep custom VM clones running to reduce scan time.

To reduce the scan time in a custom Windows VM:

1.
2,
3.

Go to the Azure Config page

Click Configure Wizared and enable Allow Hot-Standby VM.

Click Submit. After Allow Hot-Standby VM is enabled, FortiSandbox will perform vminit again to apply changes to

existing custom VM clones or prepare new clone(s).

Allow Hot-Standby VM

After vminit done, go to the Azure portal to check that the clone(s) are have kept running with /without a scan job.
Allow 2-3 minutes for a custom VM clone to restore status after a scan job done. Aftwerwards, the clone will keep

Enabled WiNas1\%

running and standby for the next scan job to reduce VM scan time.

FortiSandbox 4.2.0 Azure Guide
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Itis highly recommended that enabled clone number is double or more than incoming scan
jobs number.

Ensure clone(s) are keep running in the Azure portal before submitting scan jobs.

Example 1: Scan two files/urls at the same time

To scan two files/urls at the same time in windows 10x64 custom VM, it's best to have 4 running clones of Windows
10x64 custom VM.

Example 2: Scan files in a compressed file or text file

To scan files in a compressed file or urls in a text file, it's best to count the total number of files/urls before enabling the
custom VM clone number. If there are 6 files included in a compressed file and you are forcing them to scan in windows
10x64 custom VM, you should enable a minimum of 12 clones windows of 10x64 custom VM. After vminit is complete,
go to the Azure portal, and confirm that all 12 clones are running , and then submit the scan file.

Example 3: Scanning more files

If you are already scanning files/urls and need to scan more files/urls, wait until the previous jobs are completed, and
custom VM clone(s) is/are restored completely. Afterwards, confirm the clones are running from the Azure portal. If all
clones are restarted and running, you can submit new jobs with good performance of custom VM.

Optional: Using HA-Cluster

You can set up multiple FortiSandbox Azure instances in a load-balancing HA (high availability) cluster.
From version 3.2.0, FortiSandbox Azure supports the same custom VMs running on an HA cluster.

Before setting up HA cluster in Azure, ensure you know how HA clustering works in FortiSandbox. For information on
FortiSandbox HA clusters, see the FortiSandbox Administration Guide.

Configuring an HA cluster

Create the primary (formerly master) node first, then create the secondary (formerly primary slave) and worker (formerly
slave or regular slave) nodes.

If you are using HA-Cluster without failover, the secondary node is optional.
Ensure the HA-Cluster meets the following requirements:

« Use the same scan environment on all nodes. For example, install the same set of Windows VMs on each node so
that the same scan profiles can be used and controlled by the primary node.

¢ Run the same firmware build on all nodes.

« Set up a dedicated network interface (such as port2) for each node for custom VMs.

» Set up a dedicated network interface (such as port3) for each node for internal HA-Cluster communication.
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The following are recommendations for the HA-Cluster:

Put interfaces on the same virtual network.
o Use a static IP address in the same subnet for each network port.

e Donotusethe set admin-port command to set port1 or any other administrative port as the internal HA-Cluster
communication port.

FortiSandbox reserved port2 for custom VM communication hardcoded

To create multiple FortiSandbox instances on Azure:

1. Create at least thee network interfaces on Azure for each FortiSandbox Azure.
The second network interface is for the custom VM.

The third network interface is for HA communication.
2. In Network security group, open these ports for HA communication.

TCP 2015 0.0.0.0/0
TCP 2018 0.0.0.0/0

3. Onthe Azure portal, add a secondary IP address on the primary node as an external HA-Cluster communication IP
address.

a. Goto the primary node's port1 network interface.

b. Go to IP configurations and click Add.

c. Add a secondary static Private IP address.

d. Optional: you can add a new static Public IP address for external HA-Cluster communication.
In a failover, this HA-Cluster IP address will be used on the new primary node.

Dashboard > Resource groups > fsadevga > FortiSandbox_release | Networking > FortiSandbox_Port1 | IP configurations

||.|-.1 FortiSandbox_Port1 | IP configurations X

Search (Ctrl= ’ t Add

@ Overview IP forwarding settings

IP forwarding I( Di: )
B Activitylog g QREEEIELD Enabled )
“n Access control (IAM) Virtual network fsad VN
@ Tags

IP configurations
Settings Subnet * fsadevqaSN_port1 (10.20.0.0/24) hd
B IP configurations
B DNS servers M Search IP configurations
. Name IP Version Type Private IP address Public IP address
& Network security group

ipconfigl IPvd Primary 10.20.0.12 (Static) 13.66.226.102 (FortiSandbox_Port1_publiclP)
Properties
| FortiSandbox_Port1_... IPvd Secondary 10.20.0.22 (Static) 51.141.188.191 (FortiSandbox_Port1_2ndPubliclP) |

; Locks

= Export template

To import Azure settings into the FortiSandbox HA-Cluster:

1. Log into each node of the FortiSandbox GUI using the public IP address.

2. Follow the instructions on Importing Azure settings into FortiSandbox on page 26 to configure the Azure Config
page for both the primary and secondary.

3. Repeat for every node in the cluster.
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To configure the HA cluster in FortiSandbox using CLI commands:

In this example, 10.20.0.22/24 is an HA external communication IP address. The secondary private IP address is on the
primary node’s port1 network interface.

1. Configure the primary node using these CLI commands:

hc-settings -sc -tM -nMyHAPrimary -cClusterName -pl23 -iport3
hc-settings -si —-iportl -al0.20.0.22/24

2. Configure the secondary node:

hc-settings -sc -tP -nMyPWorker -cClusterName -pl23 -iport3
hc-worker -a -sPrimary Port3 private IP -pl23

3. Configure the first worker:

hc-settings -sc -tR -nMyRWorkerl -cClusterName -pl23 -iport3
hc-worker -a -sPrimary Port3 private IP -pl23

4. If needed, configure additional regular workers:

hc-settings -sc -tR -nMyRWorker2 -cClusterName -pl23 -iport3
hc-worker -a -sPrimary Port3 private IP -pl23

To check the status of the HA cluster:

1. On the primary node, enter this command to view the status of all units in the cluster.

hc-status -1

To use a custom VM on an HA-Cluster:

1. Install the Azure local custom VMs from the primary node onto each worker node using the FortiSandbox CLI
command azure-vm-customized

All options must be the same when installing custom VMs on an HA-Cluster, including -vn [VM name].
For example, on the primary node, install the custom VM from blob and set the VM name hawin10vm.

azure-vm-customized -cn -f[blob container name] -b[VM image name.vhd] -vo[0OS type] -
vnhawinlOvm

On the secondary node, keep all options the same as the primary node.

azure-vm-customized -cn -f[blob container name same as primary node] -b[VM image
name.vhd same as primary node] -vo[OS type] -vnhawinlOvm

On the worker node, also keep all options the same as the primary node.

azure-vm-customized -cn -f[blob container name same as primary node] -b[VM image
name.vhd same as primary node] -vo[OS type] -vnhawinlOvm

2. Inthe FortiSandbox Azure GUI, go to Scan Policy and Object > VM Settings and change Clone #to 1 for each node.
After all VM clones on all nodes are configured, you can change the Clone # to a higher number.

3. Inanew CLI window, check the VM clone initialization using the diagnose-debug vminit command.

4. Inthe FortiSandbox GUI, go to the Dashboard to verify there is a green checkmark beside Windows VM.

5. To associate file extensions to the custom VM, go to Scan Policy and Object > Scan Profile to the VM Association
tab.

You can now submit scan jobs from the primary node. HA-Cluster supports VM Interaction on each node.
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