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Change Log

Date Change Description

2025-01-14 Initial release.
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Getting started

FortiOS is the operating system that runs on Fortinet’s FortiGate Next-Generation Firewall (NGFW). It supports different
platforms, including:

« Physical appliances
¢ Hypervisors
¢ Cloud computing platforms
FortiOS delivers security as a hybrid mesh firewall that spans a meshed topology of on-prem and cloud environments.

With FortiGuard's Al-powered security services, FortiOS provides protection across the attack surface with IPS,
advanced malware protection, web security, inline malware prevention, data loss prevention, and more.

In addition, FortiOS is central to the SD-WAN solution by providing SD-WAN functionality and intelligence in a single
FortiGate, a mesh of FortiGates, or integrated into a SASE environment. It is also central to the Zero Trust Network
Access (ZTNA) solution by making policy decisions and applying policy enforcement based on security posture input.

Use the following resources to get started with FortiOS:

Task Documentation links

Get started with my new See Summary of steps on page 25.

FortiGate If you are migrating a configuration from another vendor to FortiGate, see the
Migration section of the Best Practices guide or use the FortiConverter service.

Learn about best practices for Review Basic configuration in the Best Practices guide.
FortiOS

Learn about new See FortiOS New Features and FortiOS Release Notes.
FortiOS features

Learn about standard practices Go to Best Practices | 4-D Resources and review the document categories.
for deploying a solution or an
architecture

Review information about See FortiOS Release Notes.
FortiOS releases, including
resolved and known issues

Ay
‘Q' For the latest information about FortiOS 7.0, see the latest patch version of the Administration
- Guide.
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Summary of steps

These steps summarize how to get your FortiGate up and running by using the GUI. For information about the Command
Line Interface (CLI), see Using the CLI on page 43.

1. Set up your FortiGate for initial management access with the GUI. See Setting up FortiGate for management
access on page 26.

For more information Go to

Physical appliances, such as Go to FortiGate/FortiOS Hardware Guides to view QuickStart Guides for all
FortiGate supported FortiGate models.

Hypervisors, such as FortiGate- Go to FortiGate Public Cloud or FortiGate Private Cloud and follow the

VM on ESXi, KVM, Hyper-V, deployment section of the administration guide for your hypervisor, for

and so on. example, Microsoft Hyper-V Administration Guide > Deployment.

Depending on the topology and FortiGate model, internet access may not yet be configured for the FortiGate. If no
internet access, you cannot yet register the FortiGate with Fortinet until later in the setup.

2. Inthe GUI, follow the FortiGate Setup wizard to change the hostname, change the password, and specify a default
layout for the FortiOS dashboards. See Completing the FortiGate Setup wizard on page 27.

3. Complete the basic configuration steps for FortiOS. After this step, all FortiGate models should have internet
access. See Configuring basic settings on page 27.

4. Register FortiGate with Fortinet by using your FortiCare/FortiCloud account with Fortinet Technical Support
(https://support.fortinet.com). See Registering FortiGate on page 31.

5. Configure a policy for the FortiGate to give clients behind FortiGate access to the internet. See Configuring a firewall
policy on page 33.

6. Back up the configuration. See Backing up the configuration on page 34.

7. If necessary, troubleshoot the installation. See Troubleshooting your installation on page 35.

After completing the Getting started section, next steps can include:

o Getting familiar with the FortiOS GUI and CLI:
« See Using the GUI on page 36.
« See Using the CLI on page 43.

» Configuring FortiOS features. The following table lists a few of the features available with FortiOS. Many additional
features are available:

Security profiles See antivirus, IPS, web filter, and application control.
VPN See IPsec VPN on page 1442.

Fortinet Security Fabric See Fortinet Security Fabric on page 2371.

User & Authentication See User & Authentication on page 1917.
Software-defined wide area See SD-WAN on page 600.

network (SD-WAN)

Zero Trust Network Access See Zero Trust Network Access on page 1037.
(ZTNA)
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Setting up FortiGate for management access

After you receive your FortiGate, open the box, connect the cables for management and internet access, and use a
management computer to access the FortiOS GUI.

For information about setting up FortiGate on hypervisors, such as FortiGate-VM on ESXi, KVM, Hyper-V, and so on, go

to FortiGate Public Cloud or FortiGate Private Cloud and follow the deployment section of the administration guide for
your hypervisor and cloud computing platform, for example, Microsoft Hyper-V Administration Guide > Deployment.

To set up FortiGate for initial management access:

1. Unpack the FortiGate box, and locate the following items:
» FortiGate device
» Power cable
» Ethernet cable
You will also need to provide the following items:

» Second Ethernet cable. Only one Ethernet cable is provided to connect the FortiGate to a management
computer. Locate a second Ethernet cable to connect the FortiGate to a port for internet access.

» Management computer to access the FortiOS GUI
2. Use the power cable to connect the FortiGate to a power source.
3. Use one Ethernet cable to connect the management port on the FortiGate to a management computer.

The default interface used for management differs from model to model. On most units with a single dedicated
management port, the port is named MGMT. On units with multiple management ports, the names MGMT1 and
MGMT?2 are used. On units without dedicated management ports, port1 is used for initial management access, and
the port can be part of a virtual switch group.

The following example is for a FortiGate 80F, which uses port1 for initial management access. For information about

your FortiGate hardware model, go to FortiGate/FortiOS Hardware Guides.
CONSOLE SFP1 WAN 1

1
© ol W [N f E

use SFP2 WAN 2 2 4 8 B DC+12v  DC+12v

4. Use a second Ethernet cable to connect the WAN on the FortiGate to an upstream router, switch, or modem with
access to the internet.
On some FortiGate models, dedicated WAN interface(s) labeled WAN1, WANZ2, and so on are available. If no
dedicated WAN interfaces are present, select an interface of your choice for the WAN connection.

Internet access is available when the FortiGate model has addressing mode set to DHCP by default on the WAN
interface, and the WAN interface is connected to a network with a DHCP server assigning the correct IP and
gateway for internet access. If these conditions are not met, then internet access is not available after connecting
your WAN interface. See .

5. Onthe management computer, assign an address in the 192.168.1.0/24 network.

6. Inaweb browser, go to https://192.168.1.99 and enter the default user name, admin, and leave the password field
blank.
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By default, the management interface or the internal interface is configured to allow HTTPS access with the IP
address 192.168.1.99.

The GUI is displayed in your browser.
7. Watch the video and complete the FortiGate Setup wizard. See Completing the FortiGate Setup wizard on page 27.

Completing the FortiGate Setup wizard

After logging in to FortiOS, you can access a FortiOS video as well as a FortiGate Setup wizard to help you get familiar
with the product.

To complete the FortiGate Setup wizard:

1. Afterlogging in to the FortiOS GUI, a FortiOS 7.0 What's new video is presented. Watch the video, and then click
OK to proceed.

The FortiGate Setup wizard is displayed to help you set up the FortiGate by completing the following steps:
» Specify a hostname
» Change your password
» Set up the FortiOS dashboard
» Register with FortiCare
2. Click Begin to start the wizard.
The Specify Hostname page is displayed.
3. Specify a name for the FortiGate, and click OK.
The Change your Password page is displayed.
4. Change the password for the admin account for the FortiGate, and click OK.
The Dashboard Setup page is displayed.
5. Choose what dashboards to display by default in FortiOS, and click OK.
The Register with FortiCare page is displayed.
6. Ifthe FortiGate has internet access, register with FortiCare, and click OK.
If internet access is not yet set up for the FortiGate, you cannot complete registration. Click Later.
The FortiGate Setup is complete, and the FortiOS GUI is displayed.

Configuring basic settings

Complete the following basic settings on the FortiGate to get the device up and running

1. Planinterface usage for MGMT, WAN, and LAN access, and configure the interfaces. See Planning and configuring
the MGMT, WAN, and LAN interfaces on page 28.

2. Configure the default route. See Configuring the default route on page 30.

3. Configure the hostname. See Configuring the hostname on page 30.

4. Ensure internet and FortiGuard connectivity. See Ensuring internet and FortiGuard connectivity on page 31.

After configuring the basic settings, the FortiGate can access the internet and communicate with FortiGuard. Next, you

can register the FortiGate with Fortinet. See Registering FortiGate on page 31. Firewall policies are also ready to be
configured using the WAN and LAN interfaces.

FortiOS 7.0.17 Administration Guide
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Planning and configuring the MGMT, WAN, and LAN interfaces

On a typical deployment where the FortiGate NGFW is configured as an edge firewall, the administrator typically sets up
access control between the LAN and WAN interface, and permanent management access either through in-band
management or out-of-band management. The following sections outline steps to plan and configure your management,
WAN, and LAN interfaces

Management access

So far the new FortiGate setup has been completed over a management interface, which is either a dedicated MGMT
port named MGMT or MGMT1 or a port on the internal switch interface.

What interface to use for FortiGate management can depend on the FortiGate model. Some FortiGate models have a
dedicated MGMT interface and some do not:

« Mid-size and high-end FortiGate models typically have a dedicated MGMT interface, and you can use the MGMT
interface for FortiGate management. There is also a separate management network for accessing the FortiGate
and other devices on the network. This is called out-of-band management.

» Desktop FortiGate models typically do not have a dedicated MGMT interface. In this case, you might be using the

Internal or LAN interface for FortiGate management. There is no dedicated management network, and the
management traffic is shared with internal traffic. This is called in-band management.

Following is a summary of what FortiGate models typically support in-band and out-of-band management:

FortiGate model MGMT interface In-band management Out-of-band
management
Desktop models No Recommended Not supported*
Mid-size models Yes Supported Recommended
High-end models Yes Supported Recommended

*Although natively the FortiGate does not support out-of-band management, you can pick an unused interface and
configure it as a dedicated interface for out-of-band management.

WAN interface

Similar to the management interface, some models have an interface labelled WAN, WAN1, or WAN2, and other models
do not. On models with dedicated WAN interface(s), the interfaces are also configured as DHCP clients. Therefore, if a
DHCP server is present in the WAN network that points to the correct internet gateway, then internet access is available
without further configuration.

On models without dedicated WAN interfaces, or in situations where you choose to configure the WAN interface
statically, select an interface for WAN access. Connect the interface to your upstream router, L3 switch, or modem. Then
use the following steps to configure your WAN interface.

To configure a WAN interface in the GUI:

1. Go to Network > Interfaces. Select an interface and click Edit.
2. (Optional) Enter an Alias, such as WAN.
3. Inthe Address section, enter the IP/Netmask.
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4. In Administrative Access section, select the access options as needed. For a WAN interface, it is recommended to
only allow PING.

5. Click OK.

To configure a WAN interface in the CLI:

config system interface
edit "port2"
set ip 203.0.113.99 255.255.255.0
set allowaccess ping
set alias "WAN"
next
end

LAN interface

On desktop and some mid-range models, a set of ports are grouped together by default in virtual switch mode for LAN
access. The virtual switch interface may be called internal or lan, and it helps facilitate connecting endpoints directly to
the FortiGate on the same L2 switching network.

Endpoints connected this way will also share the same access control configured for the internal or lan interface.

On models that lack a default LAN interface, or when you choose to configure a LAN interface manually, select an
interface for LAN access. Connect this interface to an internal switch that connects to your LAN network. Then use the
following steps to configure your LAN interface.

To configure a LAN interface in the GUI:

Go to Network > Interfaces. Select an interface and click Edit.
(Optional) Enter an Alias, such as LAN.
In the Address section, enter the IP/Netmask.

Ao b=

In Administrative Access section, select the access options as needed, such as PING. For in-band management,
you may also want to allow administrative access for HTTPS and SSH.

o

Optionally, enable DHCP Server and configure as needed.
6. Click OK.

To configure a LAN interface in the CLI:

config system interface
edit "portl"
set ip 192.168.10.99 255.255.255.0
set allowaccess ping https ssh
set alias "LAN"
next
end
config system dhcp server
edit 1
set dns-service default
set default-gateway 192.168.10.99
set netmask 255.255.255.0
set interface "portl"
config ip-range
edit 1
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set start-ip 192.168.10.2
set end-ip 192.168.10.254
next
end
next
end

Configuring the default route

Setting the default route enables the FortiGate to route traffic through this interface and default gateway when no specific
routes are found for a particular destination. The gateway address should be your upstream router or L3 switch that the
FortiGate is connected to. Set the interface to be the WAN interface that the gateway is connected to.

If the WAN interface uses DHCP for address assignment, the default route may already be learned from the DHCP
server, and this step is not needed.

To configure the default route in the GUI:

1. Go to Network > Static Routes and click Create New.

2. Leave the destination subnet as 0.0.0.0/0.0.0.0. This is known as a default route, since it would match any IPv4
address.

3. Enterthe Gateway Address.
. Select an Interface.
5. Click OK.

To configure the default route in the CLI:

config router static
edit O
set gateway 203.0.113.1
set device port2
next
end

Configuring the hostname

Setting the FortiGate’s hostname assists with identifying the device, and it is especially useful when managing multiple
FortiGates. Choose a meaningful hostname as it is used in the CLI console, SNMP system name, device name for
FortiGate Cloud, and to identify a member of an HA cluster.

To configure the hostname in the GUI:

1. Goto System > Settings.
2. Enter a name in the Host name field.
3. Click Apply.

To configure the hostname in the CLI:

config system global
set hostname 200F YVR
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end

Ensuring internet and FortiGuard connectivity

This step is not necessary for the configuration; however, it is necessary in order to keep your FortiGate up to date
against the latest threats. Updates are provided to FortiGates that are registered and make a request to the FortiGuard
network to verify if there are any more recent definitions.

Use execute ping <domain.tld>toensurethe DNS resolution is able to resolve the following FortiGuard servers:

» fds1.fortinet.com
» service.fortiguard.net
» update.fortiguard.net

You also need to ensure the necessary ports are permitted outbound in the event your FortiGate is behind a filtering
device. Refer to the Ports and Protocols document for more information.

Registering FortiGate

The FortiGate, and then its service contract, must be registered to have full access to Fortinet Customer Service and
Support, and FortiGuard services. The FortiGate can be registered in either the FortiGate GUI or the FortiCloud support
portal. The service contract can be registered from the FortiCloud support portal.

s‘é’, The service contract number is needed to complete registrations on the FortiCloud support

portal. You can find this 12-digit number in the email that contains your service registration
document (sent from do-not-reply-contract@fortinet.com) in the service entitlement summary.

To register your FortiGate in the GUI:

1. Connect to the FortiGate GUI. A dialog box appears, which indicates the steps you should take to complete the
setup of your FortiGate. These steps include:

a. Specify Hostname
b. Change Your Password
c. Dashboard Setup
d. Upgrade Firmware
If you completed the Configuring basic settings on page 27, the hostname and password steps are already marked
as complete (checkmark). If you chose to deploy the latest firmware, the Upgrade Firmware step is marked as
complete.
2. Click Begin to complete the dashboard setup. Two options appear (Optimal and Comprehensive).

Setup Progress Dashboard Setup

Select one of the following options to decide what dashboards will be
available by default. You can always change your selection or manually
customize your own dashboards later.

> Dashboard Setup

@ Optimal

Aset of popular default dashboards and FortiView monitors.
Comprehensive
Aset of default dashboards as well as all menitors and FortiViews.
This set will be familiar to users coming from previous FortiOS

versions
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3. Select the desired setting and click OK. The Dashboard > Status page opens. Note that the licenses are grayed out
because the device or virtual machine is not registered.

Go to System > FortiGuard and click Enter Registration Code.

>

FortiCare support contracts can be activated here and applied directly to
o this FortiGate.

& Enter Registration Code

o

Enter the contract registration code from your service registration document.
Click OK.

o

To register the FortiGate on the FortiCloud support portal:

1. Goto support.fortinet.com and log in using your FortiCloud account credentials. If you do not have an account, click
Registerto create one.

2. Inthe left-side menu, click Register Product.
3. Enter the product serial number or license certificate number for a VM, select an end user type, then click Next.

Forﬁcm £ Services ¥ @ support ¥ Q ® @fortinetcom v
Register Product 1 Registration Code 2 3 4@
ASSET MANAGEMENT

B2 Resgister Product Registration Code

Please enter your product serial number, service contract registration code or license certificate number to start the registration:

@ Products

& Product List

FGT40FTKE & i i & @

M My Assets
End User Type

= More Views

D Agovernment user
® Online Renew @ Anon-government user

4. Enterthe Support Contract number and FortiCloud Key (optionally, enter a product description), then click Next.
B £ Services ¥ @ support ¥ Q @fortinetcom v
FortiCloud

Register Product > FGT4OFTK™=ge= = 1 2 Registrationinfo 3 T ®
ASSET MANAGEMENT

[E2) Register Product Serial Number: FGT40FTK' L Product Model: FortiGate 40F

® Products
Support Contract No.:

& Product List

2 My Assets

Product Description
=p More Views

@ Online Renew FortiCloud Key

Fortinet Partner

Asset Folder:

My Assets -

5. Review the product entitlement information, select the checkbox to accept the terms, then click Confirm.
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£ Services ¥ & Support ¥ Q M @fortinetcom v

Vol
FortiCloud

Register Product > FGT40FTK™==g== == 1 2 3 Verification 4 @
TM AGEMENT

[E2) Register Product Serial Number: FGT40FTK' L Product Model: FortiGate 40F

® Products

Important Notice:

& Product List -
READ BEFORE COMPLETING THE REGISTRATION

¥ My Assets Fortinet Internal Order
2021-09-14

=p More Views @ Initial Registration of SN at support.fortinet.com

® Online Renew

& Asset location: My Assetz

Support Type Support Level Activation Date Expiration Date
Hardware Advanced HW 2021-07-21

Firmware & General Updates ‘Web/Online

Enhanced Support 24x7

Telephone Support 24x7

Advanced Malware Protection ‘Web/Online

NGFW ‘Web/Online

Web & Video Filtering ‘Web/Online

AntiSpam ‘Web/Online

FortiSandbox Cloud ‘Web/Online 2021-07-21

[0 Byaccepting these terms, you are activating this support contract and the entitlement period provided can not be changed. if you
‘wish to continue, click “confirm” button to submit your request.

6. Go to Products > Product List. The FortiGate is now visible in the product list.

£ Services ¥ @ support ¥ Q ® Gfortinetcom v

N\
FortiCloud

View Products - 7 @
ASSET MANAGEMENT

_ Seacn Produc s a e o @ et o
[E Register Product

@) Products
FAZ-VMTM - FortiAnalyzer VM FAZ 2022-05-12 2021-05-12
_ FCTEMSO00! FortiClient EMS. test 2025-05-24 2020-05-25
# My Assets
§ FGTSO0E FortiGate 50E 2022-02-12 2019-07-04
= More Views
FGVMO1TM FortiGate VMO1 FGT1 2022-03-26 2021-03-26
@ Online Renew
FGVMO1TM FortiGate VMO1 FGT2 2022-04-20 2021-04-20
FW60CM3G FortiwiFi 60CM 2017-05-04
FGT4OFTKoi i FortiGate 40F 2022-07-21 2021-07-21

Configuring a firewall policy

When devices are behind FortiGate, you must configure a firewall policy on FortiGate to grant the devices access to the
internet. In other words, a firewall policy must be in place for any traffic that passes through a FortiGate.

To create a firewall policy in the GUI:

1. Goto Policy & Objects > Firewall Policy.
2. Click Create New. The New Policy pane is displayed.
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3.

4,

Enter a Name and configure the following necessary settings:

Incoming Interface LAN (port1)
Outgoing Interface WAN (port2)
Source Source IPv4 address name and address group names
Destination Destination IPv4 address name and address group names
Schedule Always
Service All
Action Accept
Click Save.

Backing up the configuration

Once you successfully configure the FortiGate, it is extremely important that you back up the configuration. In some

cases, you may need to reset the FortiGate to factory defaults or perform a TFTP upload of the firmware, which will erase
the existing configuration. In these instances, the configuration on the device must be recreated, unless a backup can be

used to restore it.

You can save the local PC and USB key.

To back up the configuration in FortiOS format using the GUI:

1.
2,

Click on the user name in the upper right-hand corner of the screen and select Configuration > Backup.
Direct the backup to your Local PC or to a USB Disk.

The USB Disk option will not be available if no USB drive is inserted in the USB port. You can also backup to the
FortiManager using the CLI.

If VDOM s are enabled, indicate whether the scope of the backup is the entire FortiGate configuration (Global) or
only a specific VDOM configuration (VDOM).
If backing up a VDOM configuration, select the VDOM name from the list.

Enable Encryption. Encryption is performed using AES-GCM algorithm.

Al
‘Q' This is recommended to secure your backup configurations and prevent unauthorized

parties from reloading your configuration.

Enter a password, and enter it again to confirm it. This password will be required to restore the configuration.
Click OK.

When prompted, select a location on the PC or USB disk to save the configuration file. The configuration file will
have a .conf extension.
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Troubleshooting your installation

If your FortiGate does not function as desired after installation, try the following troubleshooting tips:

1.

Check for equipment issues
Verify that all network equipment is powered on and operating as expected. Refer to the QuickStart Guide for
information about connecting your FortiGate to the network.

2. Check the physical network connections
Check the cables used for all physical connections to ensure that they are fully connected and do not appear
damaged, and make sure that each cable connects to the correct device and the correct Ethernet port on that
device.

3. Verify that you can connect to the internal IP address of the FortiGate
Connect to the GUI from the FortiGate’s internal interface by browsing to its IP address. From the PC, try to ping the
internal interface IP address; for example, ping 192.168.1.99. If you cannot connect to the internal interface,
verify the IP configuration of the PC. If you can ping the interface but can't connect to the GUI, check the settings for
administrative access on that interface. Alternatively, use SSH to connect to the CLI, and then confirm that HTTPS
has been enabled for Administrative Access on the interface.

4. Check the FortiGate interface configurations
Check the configuration of the FortiGate interface connected to the internal network (under Network > Interfaces)
and check that Addressing mode is set to the correct mode.

5. Verify the security policy configuration
Go to Policy & Objects > Firewall Policy and verify that the internal interface to Internet-facing interface security
policy has been added and is located near the top of the policy list. Check the Active Sessions column to ensure that
traffic has been processed (if this column does not appear, right-click on the table header and select Active
Sessions). If you are using NAT mode, check the configuration of the policy to make sure that NAT is enabled and
that Use Outgoing Interface Address is selected.

6. Verify the static routing configuration
Go to Network > Static Routes and verify that the default route is correct. Go to Monitor > Routing Monitor and verify
that the default route appears in the list as a static route. Along with the default route, you should see two routes
shown as Connected, one for each connected FortiGate interface.

7. Verify that you can connect to the Internet-facing interface’s IP address
Ping the IP address of the Internet-facing interface of your FortiGate. If you cannot connect to the interface, the
FortiGate is not allowing sessions from the internal interface to Internet-facing interface. Verify that PING has been
enabled for Administrative Access on the interface.

8. Verify that you can connect to the gateway provided by your ISP
Ping the default gateway IP address from a PC on the internal network. If you cannot reach the gateway, contact
your ISP to verify that you are using the correct gateway.

9. Verify that you can communicate from the FortiGate to the Internet
Access the FortiGate CLI and use the command execute ping 8.8.8.8.Youcan also use the execute
traceroute 8.8.8.8 command to troubleshoot connectivity to the Internet.

10. Verify the DNS configurations of the FortiGate and the PCs
Check for DNS errors by pinging or using traceroute to connect to a domain name; for example: ping
www.fortinet.com.
If the name cannot be resolved, the FortiGate or PC cannot connect to a DNS server and you should confirm that
the DNS server IP addresses are present and correct.
11. Confirm that the FortiGate can connect to the FortiGuard network
Once the FortiGate is on your network, you should confirm that it can reach the FortiGuard network. First, check the
License Information widget to make sure that the status of all FortiGuard services matches the services that you
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12.

13.

have purchased. Go to System > FortiGuard, and, in the Filtering section, click Test Connectivity. After a minute, the
GUI should indicate a successful connection. Verify that your FortiGate can resolve and reach FortiGuard at
service.fortiguard.net by pinging the domain name. If you can reach this service, you can then verify the
connection to FortiGuard servers by running the command diagnose debug rating. This displays a list of
FortiGuard IP gateways you can connect to, as well as the following information:

e Weight: Based on the difference in time zone between the FortiGate and this server

e RTT: Return trip time

e Flags: D (IP returned from DNS), | (Contract server contacted), T (being timed), F (failed)

« TZz: Servertime zone

e Curr Lost:Current number of consecutive lost packets

e Total Lost: Total number of lost packets
Use FortiExplorer if you cannot connect to the FortiGate over Ethernet
If you cannot connect to the FortiGate GUI or CLI, you may be able to connect using FortiExplorer. Refer to the
QuickStart Guide or see the section on FortiExplorer for more details.
Contact Fortinet Support for assistance

If you require further assistance, visit the Fortinet Support website.

Using the GUI

This section presents an introduction to the graphical user interface (GUI) on your FortiGate.

The following topics are included in this section:

Connecting using a web browser

Menus

Tables

Entering values

GUIl-based global search

Loading artifacts from a CDN on page 43

For information about using the dashboards, see Dashboards and Monitors on page 75.

Connecting using a web browser

In order to connect to the GUI using a web browser, an interface must be configured to allow administrative access over
HTTPS or over both HTTPS and HTTP. By default, an interface has already been set up that allows HTTPS access with
the IP address 192.168.1.99.

Browse to https://192.168.1.99 and enter your username and password. If you have not changed the admin account’s
password, use the default user name, admin, and leave the password field blank.

The GUI will now display in your browser, and you will be required to provide a password for the administrator account.
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To use a different interface to access the GUI:

1. Go to Network > Interfaces and edit the interface you wish to use for access. Take note of its assigned IP address.

2. In Administrative Access, select HTTPS, and any other protocol you require. You can also select HTTP, although
this is not recommended as the connection will be less secure.

3. Click OK.

4. Browse to the IP address using your chosen protocol.
The GUI will now be displayed in your browser.

Menus
S ! ’, If you believe your FortiGate model supports a menu that does not appear in the GUI, go to
q System > Feature Visibility and ensure the feature is enabled. For more information, see
3 Feature visibility on page 2303.

The GUI contains the following main menus, which provide access to configuration options for most FortiOS features:

Dashboard

Network

Policy & Objects

Security Profiles

VPN

User & Authentication

WiFi & Switch Controller

System

FortiOS 7.0.17 Administration Guide
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The dashboard displays various widgets that display important system
information and allow you to configure some system options.

For more information, see Dashboards and Monitors on page 75.

Options for networking, including configuring system interfaces and routing
options.

For more information, see Network on page 134.

Configure firewall policies, protocol options, and supporting content for policies,
including schedules, firewall addresses, and traffic shapers.

For more information, see Policy and Objects on page 844.

Configure your FortiGate's security features, including Antivirus, Web Filter, and
Application Control.

For more information, see Security Profiles on page 1173.

Configure options for IPsec and SSL virtual private networks (VPNs).

For more information, see IPsec VPN on page 1442 and SSL VPN on page 1725.

Configure user accounts, groups, and authentication methods, including external
authentication and single sign-on (SSO).

Configure the unit to act as a wireless network controller, managing the wireless
Access Point (AP) functionality of FortiWiFi and FortiAP units.

On certain FortiGate models, this menu has additional features allowing for
FortiSwitch units to be managed by the FortiGate.

For more information, see Wireless configuration on page 2054 and Switch
Controller on page 2055.

Configure system settings, such as administrators, HA, FortiGuard, and
certificates.

For more information, see System on page 2056.
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Security Fabric Access the physical topology, logical topology, automation, and settings of the
Fortinet Security Fabric.

For more information, see Fortinet Security Fabric on page 2371.

Log & Report Configure logging and alert email as well as reports.
For more information, see Log and Report on page 2715.

Tables

Many GUI pages contain tables of information that can be filtered and customized to display specific information in a
specific way. Some tables allow content to be edited directly on that table, or rows to be copied and pasted.

Navigation

Some tables contain information and lists that span multiple pages. Navigation controls will be available at the bottom of
the page.

Filters

Filters are used to locate a specific set of information or content in a table. They can be particularly useful for locating
specific log entries. The filtering options vary, depending on the type of information in the log.

Depending on the table content, filters can be applied using the filter bar, using a column filter, or based on a cell's
content. Some tables allow filtering based on regular expressions.

Administrators with read and write access can define filters. Multiple filters can be applied at one time.

To manually create a filter:

Click Add Filter at the top of the table. A list of the fields available for filtering is shown.
Select the field to filter by.

Enter the value to filter by, adding modifiers as needed.

Press Enterto apply the filter.

Ao b=

To create a column filter:

Click the filter icon on the right side of the column header
Choose a filter type from the available options.

Enter the filter text, or select from the available values.
Click Apply.

P owbd-=

To create a filter based on a cell's content:

1. Rightclick on a cell in the table.
2. Select afiltering option from the menu.
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Column settings
Columns can be rearranged, resized, and added or removed from tables.

To add or remove columns:

1. Right a column header, or click the gear icon on the left side of the header row that appears when hovering the
cursor over the headers.

2. Select columns to add or remove.
3. Click Apply.

To rearrange the columns in a table:

1. Click and drag the column header.

To resize a column:

1. Click and drag the right border of the column header.

To resize a column to fit its contents:

1. Click the dots or filter icon on the right side of the column header and select Resize to Contents.

To resize all of the columns in a table to fit their content:

1. Righta column header, or click the gear icon on the left side of the header row that appears when hovering the
cursor over the headers.

2. Click Best Fit All Columns.

To reset a table to its default view:

1. Righta column header, or click the gear icon on the left side of the header row that appears when hovering the
cursor over the headers.

2. Click Reset Table.
Resetting a table does not remove filters.

Editing objects

In some tables, parts of a configuration can be edited directly in the table. For example, security profiles can be added to
an existing firewall policy by clicking the editicon in a cell in the Security Profiles column.

Copying rows

In some tables, rows can be copied and pasted using the right-click menu. For example, a policy can be duplicated by
copying and pasting it.
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Entering values

Numerous fields in the GUI and CLI require text strings or numbers to be entered when configuring the FortiGate. When
entering values in the GUI, you will be prevented from entering invalid characters, and a warning message will be shown
explaining what values are not allowed. If invalid values are entered in a CLI command, the setting will be rejected when

you apply it.
o Text strings on page 40
o Numbers on page 41

Text strings

Text strings are used to name entities in the FortiGate configuration. For example, the name of a firewall address,
administrator, or interface are all text strings.

The following characters cannot be used in text strings, as they present cross-site scripting (XSS) vulnerabilities:

o “ -double quotes
e ' -single quote

e >-greaterthan

e <-lessthan

Most GUI text fields prevent XSS vulnerable characters from being added.

Al
‘Q' VDOM names and hostnames can only use numbers (0-9), letters (a-z and A-Z), dashes, and

underscores.

The tree CLI command can be used to view the number of characters allowed in a name field. For example, entering
the following commands show that a firewall address name can contain up to 80 characters, while its FQDN can contain
256 characters:

tree firewall address

-- [address] --*name (80)
|- uuid
| = subnet
|- type
|- sub-type
|- clearpass-spt
| - [macaddr] --*macaddr (128)
|- start-ip
|- end-ip
|- fgdn (2506)

|- country

|- wildcard-fgdn

|- cache-ttl

|- wildcard

|- sdn (36)
|- [fsso-group]
|- interface

|- tenant (36)
|- organization
| - epg-name
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(256)

(0,86400)

—-—*name (512)
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| = subnet-name (256)
|- sdn-tag (16)
(16)
(25

6)

|- policy-group
|- obj-tag

|- obj-type

|- tag-detection-level (16)
|- tag-type (64)

|- dirty

2
1
1
2

| = comment
|- associated-interface (36)
|- color (0,32)
|- filter
| - sdn-addr-type
|- node-ip-only
|- obj-id
|- [list] --*ip (36)
|- obj-id (128)
+- net-id (128)
|- [tagging] --*name (64)
|- category (64)
+- [tags] —-—-*name (80)
|- allow-routing
+- fabric-object

Numbers

Numbers are used to set sizes, rated, addresses, port numbers, priorities, and other such numeric values. They can be
entered as a series of digits (without commas or spaces), in a dotted decimal format (such as IP addresses), or
separated by colons (such as MAC addresses). Most numeric values use base 10 numbers, while some use
hexadecimal values.

Most GUI and CLI fields prevent invalid numbers from being entered. The CLI help text includes information about the
range of values allowed for applicable settings.

GUI-based global search

The global search option in the GUI allows users to search for keywords appearing in objects and navigation menus to
quickly access the object and configuration page. Click the magnifying glass icon in the top-left corner of the banner to
access the global search.

The global search includes the following features:

» Keep a history of frequent and recent searches

» Sort results alphabetically by increasing or decreasing order, and relevance by search weight

» Search by category

» Search in Security Fabric members (accessed by the Security Fabric members dropdown menu in the banner)

Examples

In this example, searching for the word ZTNA yields the following results:
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« Firewall policy object 9, which contains ZTNA in the property value, Name. The name of the policy is ZTNA-TCP.

* ZTNA server object ZTNA-webserver, which contains ZTNA in the property value, Name.
» ZTNA navigation menu item under Policy & Objects > ZTNA.

Since CMDB objects have a higher search weight (50) than navigation objects (20), the navigation menu result appears

at the bottom.

Q ZTNA

T Filters

Category

‘D Network

‘D Policy & Objects

@ Security Profiles

‘D User & Authentication
‘D Navigation Menu

In this example, searching for the address 70.88.0.1 yields the following results:

Results (5)

9

L] ZTNA-webserver

L ZTNA-tep-server

= ZTNA

Sort | Relevance ~

Firewall Palicy

Firewall Policy

ZTHA Server

ZTNAServer

« Address object EMS that has a subnet of 10.88.0.1/32, which matches the search term.
 Virtual IP object Telemetry-VIP that has a mapped IP range of 10.88.0.1, which matches the search term.
» Address objects all, FIREWALL AUTH_PORTAL _ADDRESS, and FABRIC_DEVICE that have IP subnets of

0.0.0.0/0, which the searched term falls into.
Address group object All_Grp that contains members addresses that have IP subnets of 0.0.0.0/0, which the

searched term falls into.

-

© Recent Searches

ZTNA
0.0.0.0
ztna

i= Frequent Searches L ]
ztna

ZTNA
0.0.0.0

Sorting by Relevance will display address objects that are more closely matched at the top (10.88.0.1), and more loosely
matched at the bottom ( 0.0.0.0).

[Q 108801

x

T Filters

Category

‘D Network

‘@ Policy & Objects

@ Security Profiles

‘D User & Authentication
‘D Navigation Menu

Results (6)

= EMS

@ Telemetry-VIP

= al

2 FIREWALL_AUTH_PORTAL_ADDRESS

& FABRIC_DEVICE

& AILGp
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Sort | Relevance ¥

Address

Virtual IP

Address Group

© Recent Searches

10.88.0.1
10.0.3.11
0.0.0.0
ZTNA
ztna

[ 1]

i= Frequent Searches

ztna
ZTNA
0.0.0.0
10.88.0.1
10.0.3.11
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Loading artifacts from a CDN

To improve GUI performance, loading static GUI artifacts cached in CDN (content delivery network) servers closer to the
user instead of the FortiGate can be enabled. This allows the GUI to load more quickly with less latency for
administrators who are accessing the FortiGate remotely. Upon failure, the files fall back to loading from the FortiGate.
The CDN is only used after successful administrator logins.

To configure loading static GUI files from a CDN:

config system global
set gui-cdn-usage {enable | disable}
end

Using the CLI

The Command Line Interface (CLI) can be used in lieu of the GUI to configure the FortiGate. Some settings are not
available in the GUI, and can only be accessed using the CLI.

This section briefly explains basic CLI usage. For more information about the CLI, see the FortiOS CLI Reference.

o Connecting to the CLI on page 43
o CLI basics on page 46

o Command syntax on page 52

o Subcommands on page 55

o Permissions on page 57

Connecting to the CLI

You can connect to the CLI using a direct console connection, SSH, the FortiExplorer app on your iOS device, or the CLI
console in the GUI.

You can access the CLI outside of the GUI in three ways:

« Console connection: Connect your computer directly to the console port of your FortiGate.

» SSH access: Connect your computer through any network interface attached to one of the network ports on your
FortiGate.

« FortiExplorer Go: Connect your device to the FortiExplorer Go app on your device to configure, manage, and
monitor your FortiGate. See the FortiExplorer Go User Guide for details.

To open a CLI console, click the _>icon in the top right corner of the GUI. The console opens on top of the GUI. It can be
minimized and multiple consoles can be opened.

To edit policies and objects directly in the CLI, right-click on the element and select Edit in CLI.

Console connection
A direct console connection to the CLlI is created by directly connecting your management computer or console to the

FortiGate using its DB-9 or RJ-45 console port.
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Direct console access to the FortiGate may be required if:

« You are installing the FortiGate for the first time and it is not configured to connect to your network.
* You are restoring the firmware using a boot interrupt. Network access to the CLI will not be available until after the
boot process has completed, making direct console access the only option.
To connect to the FortiGate console, you need:

« A console cable to connect the console port on the FortiGate to a communications port on the computer. Depending
on your device, this is one of:

» null modem cable (DB-9 to DB-9)
» DB-9to RJ-45 cable (a DB-9-to-USB adapter can be used)
» USBto RJ-45 cable

« A computer with an available communications port

« Terminal emulation software

To connect to the CLI using a direct console connection:

1. Using the console cable, connect the FortiGate unit’'s console port to the serial communications (COM) port on your
management computer.

2. Start a terminal emulation program on the management computer, select the COM port, and use the following

settings:
Bits per second 9600
Data bits 8
Parity None
Stop bits 1
Flow control None

3. Press Enter on the keyboard to connect to the CLI.
4. Logintothe CLI using your username and password (default: admin and no password).
You can now enter CLI commands, including configuring access to the CLI through SSH.

SSH access

SSH access to the CLI is accomplished by connecting your computer to the FortiGate using one of its network ports. You
can either connect directly, using a peer connection between the two, or through any intermediary network.

Al
‘Q' If you do not want to use an SSH client and you have access to the GUI, you can access the
- CLI through the network using the CLI console in the GUI.

SSH must be enabled on the network interface that is associated with the physical network port that is used.

If your computer is not connected either directly or through a switch to the FortiGate, you must also configure the
FortiGate with a static route to a router that can forward packets from the FortiGate to the computer. This can be done
using a local console connection, or in the GUI.

To connect to the FortiGate CLI using SSH, you need:
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« A computer with an available serial communications (COM) port and RJ-45 port
* An appropriate console cable

« Terminal emulation software

* Anetwork cable

« Prior configuration of the operating mode, network interface, and static route.

To enable SSH access to the CLI using a local console connection:

1. Using the network cable, connect the FortiGate unit’s port either directly to your computer’s network port, or to a
network through which your computer can reach the FortiGate.

Note the number of the physical network port.
3. Using direct console connection, connect and log into the CLI.
4. Enter the following command:

config system interface
edit <interface str>
append allowaccess ssh
next
end

Where <interface str> isthe name of the network interface associated with the physical network port, such as
portl.

5. Confirm the configuration using the following command to show the interface’s settings:

show system interface <interface str>
For example:

show system interface portl
config system interface
edit "portl"
set vdom "root"
set ip 192.168.1.99 255.255.255.0
set allowaccess ping https ssh
set type hard-switch
set stp enable
set role lan
set snmp-index 6
next
end

Connecting using SSH

Once the FortiGate is configured to accept SSH connections, use an SSH client on your management computer to
connect to the CLI.

The following instructions use PuTTy. The steps may vary in other terminal emulators.

To connect to the CLI using SSH:

1.  On your management computer, start PuTTy.

2. Inthe Host Name (or IP address) field, enter the IP address of the network interface that you are connected to and
that has SSH access enabled.
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3. Setthe port number to 22, if it is not set automatically.
4. Select SSH for the Connection type.
5. Click Open. The SSH client connect to the FortiGate.

The SSH client may display a warning if this is the first time that you are connecting to the FortiGate and its SSH key
is not yet recognized by the SSH client, or if you previously connected to the FortiGate using a different IP address
or SSH key. This is normal if the management computer is connected directly to the FortiGate with no network hosts
in between.

6. Click Yesto accept the FortiGate's SSH key.

The CLI displays the log in prompt.
7. Enter a valid administrator account name, such as admin, then press Enter.
8. Enter the administrator account password, then press Enter.

The CLI console shows the command prompt (FortiGate hostname followed by a #). You can now enter
CLI commands.

If three incorrect log in or password attempts occur in a row, you will be disconnected. If this
occurs, wait for one minute, then reconnect and attempt to log in again.

CLI basics

Basic features and characteristics of the CLI environment provide support and ease of use for many CLI tasks.

Help

Press the question mark (?) key to display command help and complete commands.

o Press the question mark (?) key at the command prompt to display a list of the commands available and a
description of each command.

« Enter a command followed by a space and press the question mark (?) key to display a list of the options available
for that command and a description of each option.

» Enter a command followed by an option and press the question mark (?) key to display a list of additional options
available for that command option combination and a description of each option.

« Enter a question mark after entering a portion of a command to see a list of valid complete commands and their
descriptions. If there is only one valid command, it will be automatically filled in.

Shortcuts and key commands

Shortcut key Action

? List valid complete or subsequent commands.
If multiple commands can complete the command, they are listed with their
descriptions.

Tab Complete the word with the next available match.

Press multiple times to cycle through available matches.
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Shortcut key Action

Up arrow or Ctrl + P Recall the previous command.
Command memory is limited to the current session.

Down arrow, or Ctrl + N Recall the next command.

Left or Right arrow Move the cursor left or right within the command line.

Ctrl + A Move the cursor to the beginning of the command line.

Ctrl+ E Move the cursor to the end of the command line.

Ctri+B Move the cursor backwards one word.

Ctrl+ F Move the cursor forwards one word.

Ctrl+D Delete the current character.

Ctri+C Abort current interactive commands, such as when entering multiple lines.

If you are not currently within an interactive command such as configoredit,
this closes the CLI connection.

\ then Enter Continue typing a command on the next line for a multiline command.

For each line that you want to continue, terminate it with a backslash (\). To
complete the command, enter a space instead of a backslash, and then press
Enter.

Command tree

Enter tree to display the CLI command tree. To capture the full output, connect to your device using a terminal
emulation program and capture the output to a log file. For some commands, use the t ree command to view all
available variables and subcommands.

Command abbreviation

You can abbreviate words in the command line to their smallest number of non-ambiguous characters.

For example, the command get system status could be abbreviatedtog sy stat.

Adding and removing options from lists

When configuring a list, the set command will remove the previous configuration.

For example, if a user group currently includes members A, B, and C, the command set member D willremove
members A, B, and C. To avoid removing the existing members from the group, the command set members A B C D
must be used.

To avoid this issue, the following commands are available:

append Add an option to an existing list.
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For example, append member D adds user D to the user group without removing any of the
existing members.

select Clear all of the options except for those specified.
For example, select member Bremoves all member from the group except for member B.

unselect Remove an option from an existing list.
For example, unselect member Cremoves only member C from the group, without
affecting the other members.

Environment variables

The following environment variables are support by the CLI. Variable names are case-sensitive.

$USERFROM The management access type (ssh, jsconsole, and so on) and the IPv4 address of the
administrator that configured the item.

$USERNAME The account name of the administrator that configured the item.

$SerialNum The serial number of the FortiGate.

For example, to set a FortiGate device's host name to its serial number, use the following CLI command:

config system global
set hostname $SerialNum
end

Special characters

The following characters cannot be used in most CLI commands: <, >, (,), #, ",and "

If one of those characters, or a space, needs to be entered as part of a string, it can be entered by using a special
command, enclosing the entire string in quotes, or preceding it with an escape character (backslash, \).

To enter a question mark (?) or a tab, Cirl + V or Ctrl + Shift + - must be entered first.

“é" Question marks and tabs cannot be copied into the CLI Console or some SSH clients. They
- must be typed in.

? Ctrl + V or Ctrl + Shift + - then ?

Tab Ctrl + V then Tab

Space Enclose the string in single or double quotation marks: "Security

(as part of a string value, not to end the string) Administrator"or 'Security Administrator'.
Precede the space with a backslash: Security\ Administrator.

] \l
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Character Keys

(as part of a string value, not to begin or end

the string)

" \ll
(as part of a string value, not to begin or end

the string)

\ \\

Using grep to filter command output

The get, show, and diagnose commands can produce large amounts of output. The grep command can be used to
filter the output so that it only shows the required information.

The grep command is based on the standard UNIX grep, used for searching text output based on regular expressions.
For example, the following command displays the MAC address of the internal interface:

get hardware nic internal | grep Current HWaddr
Current HWaddr 00:09:0f:cb:c2:75

The following command will display all TCP sessions that are in the session list, including the session list line number in
the output:

get system session list | grep -n tcp
The following command will display all of the lines in the HTTP replacement message that contain URL or ur1:
show system replacemsg http | grep -i url
The following options can also be used:
-A <num> After
-B <num> Before
-C <num> Context

The - £ option is available to support contextual output, in order to show the complete configuration. The following
example shows the difference in the output when - £ is used versus when it is not used:

Without - £: With - £:
show | grep ldap-groupl show | grep -f ldap-groupl
edit "ldap-groupl" config user group
set groups "ldap-groupl" edit "ldap-groupl"
set member "pc40-LDAP"
next
end

config firewall policy
edit 2
set srcintf "port31"
set dstintf "port32"
set srcaddr "all"
set action accept
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set identity-based enable
set nat enable
config identity-based-policy
edit 1
set schedule "always"
set groups "ldap-groupl"
set dstaddr "all"
set service "ALL"
next
end
next

end

Language support and regular expressions

Characters such as fi and é, symbols, and ideographs are sometimes acceptable input. Support varies depending on the
type of item that is being configured. CLI commands, objects, field names, and options must use their exact ASCII
characters, but some items with arbitrary names or values can be input using your language of choice. To use other
languages in those cases, the correct encoding must be used.

Input is stored using Unicode UTF-8 encoding, but is not normalized from other encodings into UTF-8 before it is stored.
If your input method encodes some characters differently than in UTF-8, configured items may not display or operate as
expected.

Regular expressions are especially impacted. Matching uses the UTF-8 character values. If you enter a regular
expression using a different encoding, or if an HTTP client sends a request in a different encoding, matches may not be
what is expected.

For example, with Shift-JIS, backslashes could be inadvertently interpreted as the symbol for the Japanese yen (¥ ), and
vice versa. A regular expression intended to match HTTP requests containing monetary values with a yen symbol may
not work it if the symbol is entered using the wrong encoding.

For best results:

» use UTF-8 encoding, or

« use only characters whose numerically encoded values are the same in UTF-8, such as the US-ASCII characters
that are encoded using the same values in ISO 8859-1, Windows code page 1252, Shift-JIS, and other encoding
methods, or

« forregular expressions that must match HTTP requests, use the same encoding as your HTTP clients.

HTTP clients may send requests in encodings other than UTF-8. Encodings usually vary
N - /, based on the client’s operating system or input language. If the client's encoding method
q cannot be predicted, you might only be able to match the parts of the request that are in
- English, as the values for English characters tend to be encoded identically, regardless of the
encoding method.

If the FortiGate is configured to use an encoding method other than UTF-8, the management computer's language may
need to be changed, including the web browse and terminal emulator. If the FortiGate is configured using non-ASCI|
characters, all the systems that interact with the FortiGate must also support the same encoding method. If possible, the
same encoding method should be used throughout the configuration to avoid needing to change the language settings
on the management computer.
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The GUI and CLI client normally interpret output as encoded using UTF-8. If they do not, configured items may not
display correctly. Exceptions include items such as regular expression that may be configured using other encodings to
match the encoding of HTTP requests that the FortiGate receives.

To enter non-ASCII characters in a terminal emulator:

1. On the management computer, start the terminal client.
2. Configure the client to send and receive characters using UTF-8 encoding.
Support for sending and receiving international characters varies by terminal client.
3. Logintothe FortiGate.
4. Atthe command prompt, type your command and press Enter.
Words that use encoded characters may need to be enclosed in single quotes ().

Depending on your terminal client’s language support, you may need to interpret the characters into character
codes before pressing Enter. For example, you might need to enter: edit '\743\601\613\743\601\652"'

5. The CLI displays the command and its output.

Screen paging
By default, the CLI will pause after displaying each page worth of text when a command has multiple pages of output.
this can be useful when viewing lengthy outputs that might exceed the buffer of terminal emulator.

When the display pauses and shows —--More--, you can:

o Press Enterto show the next line,

o Press Q to stop showing results and return to the command prompt,

« Press an arrow key, Insert, Home, Delete, End, Page Up, or Page Down to show the next few pages,
» Press any other key to show the next page, or

» Wait for about 30 seconds for the console to truncate the output and return to the command prompt.

When pausing the screen is disabled, press Ctrl + C to stop the output and log out of the FortiGate.
To disable pausing the CLI output:
config system console

set output standard
end

To enable pausing the CLI output:

config system console
set output more
end

Changing the baud rate

The baud rate of the local console connection can be changed from its default value of 9600.
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To change the baud rate:

config system console
set baudrate {9600 | 19200 | 38400 | 57600 | 115200}
end

Editing the configuration file

The FortiGate configuration file can be edited on an external host by backing up the configuration, editing the
configuration file, and then restoring the configuration to the FortiGate.

Editing the configuration file can save time is many changes need to be made, particularly if the plain text editor that you
are using provides features such as batch changes.

To edit the configuration file:

1. Backup the configuration. See Configuration backups and reset on page 2366 for details.
2. Open the configuration file in a plain text editor that supports UNIX-style line endings.
3. Edit the file as needed.

Do not edit the first line of the configuration file.

This line contains information about the firmware version and FortiGate model. If you
change the model number, the FortiGate will reject the configuration when you attempt to
restore it.

4. Restore the modified configuration to the FortiGate. See Configuration backups and reset on page 2366 for details.
The FortiGate downloads the configuration file and checks that the model information is correct. If it is correct, the
configuration file is loaded and each line is checked for errors. If a command is invalid, that command is ignored. If
the configuration file is valid, the FortiGate restarts and loads the downloaded configuration.

Command syntax
When entering a command, the CLI console requires that you use valid syntax and conform to expected input

constraints. It rejects invalid commands. Indentation is used to indicate the levels of nested commands.

Each command line consists of a command word, usually followed by configuration data or a specific item that the
command uses or affects.

Notation

Brackets, vertical bars, and spaces are used to denote valid syntax. Constraint notations, such as <address_ipv4>,
indicate which data types or string patterns are acceptable value input.

All syntax uses the following conventions:

Angle brackets <> Indicate a variable of the specified data type.
Curly brackets {} Indicate that a variable or variables are mandatory.

Square brackets [] Indicate that the variable or variables are optional.
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For example:
show system interface [<name str>]

To show the settings for all interfaces, you can enter show system interface

To show the settings for the Port1 interface, you can enter show system interface
portl.

Vertical bar | A vertical bar separates alternative, mutually exclusive options.

For example:
set protocol {ftp | sftp}

You can enter either set protocol ftporset protocol sftp.

Space A space separates non-mutually exclusive options.

For example:
set allowaccess {ping https ssh snmp http fgfm radius-acct probe-
response capwap ftm}

You can enter any of the following:
set allowaccess ping
set allowaccess https ping ssh
set allowaccess http https snmp ssh ping

In most cases, to make changes to lists that contain options separated by spaces, you need to
retype the entire list, including all the options that you want to apply and excluding all the
options that you want to remove.

Optional values and ranges

Any field that is optional will use square-brackets. The overall config command will still be valid whether or not the option
is configured.

Square-brackets can be used is to show that multiple options can be set, even intermixed with ranges. The following
example shows a field that can be set to either a specific value or range, or multiple instances:

config firewall service custom
set iprange <rangel> [<range2> <range3> ...]
end

next

The next command is used to maintain a hierarchy and flow to CLI commands. It is at the same indentation level as the
preceding edit command, to mark where a table entry finishes.

The following example shows the next command used in the subcommand entries:
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config dlp filepattern
edit <1>
set name <name>
set comment [comment]
config entries
edit <2>
set filter-type {pattern | type}
next

|<—

After configuring table entry <2> then entering next, the <2> table entry is saved and the console returns to the
entries prompt:

FGTOOE1Q23456789 |(entries)| #

You can now create more table entries as needed, or enter end to save the table and return to the filepattern table
element prompt.

end

The end command is used to maintain a hierarchy and flow to CLI commands.

The following example shows the same command and subcommand as the next command example, except end has
been entered instead of next after the subcommand:

config dlp filepattern
edit <i>
set name <name>
set comment [comment]
config entries
edit <2>
set filter-type {pattern | type}

end

|<—

Entering end will save the <2> table entry and the table, and exit the ent ries subcommand entirely. The console
returns to the filepattern table element prompt:

FGTE0E1Q23456789 |(1)] #
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Subcommands

Subcommands are available from within the scope of some commands. When you enter a subcommand level, the
command prompt changes to indicate the name of the current command scope. For example, after entering:

config system admin

the command prompt becomes:

(admin) #

Applicable subcommands are available until you exit the command, or descend an additional level into another
subcommand. Subcommand scope is indicated by indentation.

For example, the edit subcommand is only available in commands that affects tables, and the next subcommand is
available only in the edi t subcommand:

config system interface
edit portl
set status up
next
end

The available subcommands vary by command. From a command prompt under the conf ig command, subcommands

that affect tables and fields could be available.

Table subcommands

edit <table_row>

delete <table_row>
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Create or edit a table value.

In objects such as security policies, <table row> is asequence number. To
create a new table entry without accidentally editing an existing entry, enter edit
0. The CLI will confirm that creation of entry 0, but will assign the next unused
number when the entry is saved after entering end or next.

For example, to create a new firewall policy, enter the following commands:

config firewall policy
edit O

next
end
To edit an existing policy, enter the following commands:

config firewall policy
edit 27

next
end
The edit subcommand changes the command prompt to the name of the table
value that is being edited.

Delete a table value.

For example, to delete firewall policy 30, enter the following commands:
config firewall policy
delete 30
end
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purge

move

clone <table_row> to <table_
row>

rename <table_row> to
<table_row>

get

show

end

Clear all table values.

The purge command cannot be undone. To restore purged table values, the
configuration must be restored from a backup.

Move an ordered table value.

In the firewall policy table, this equivalent to dragging a policy into a new position.

It does not change the policy's ID number.

For example, to move policy 27 to policy 30, enter the following commands:
config firewall policy
move 27 to 30
end
The move subcommand is only available in tables where the order of the table
entries matters.

Make a clone of a table entry.

For example, to create firewall policy 30 as a clone of policy 27, enter the following

commands:
config firewall policy
clone 27 to 30
end

The clone subcommand may not be available for all tables.

Rename a table entry.

For example to rename an administrator from Flank to Frank, enter the following
commands:
config system admin
rename Flank to Frank
end
The rename subcommand is only available in tables where the entries can be
renamed.

List the current table entries.

For example, to view the existing firewall policy table entries, enter the following
commands:
config firewall policy
get

Show the configuration. Only table entries that are not set to default values are
shown.

Save the configuration and exit the current config command.

Purging the system interfaceor system admin tables does notreset default table
values. This can result in being unable to connect to or log in to the FortiGate, requiring the

FortiGate to be formatted and restored.

Field subcommands

set <field> <value>
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For example, the command set fsso enable sets the f£sso field to the value

enable.
unset Set the field to its default value.
select Clear all of the options except for those specified.

For example, if a group contains members A, B, C, and D, to remove all members
except for B, use the command select member B.

unselect Remove an option from an existing list.

For example, if a group contains members A, B, C, and D, to remove only member
B, use the command unselect member B.

append Add an option to an existing multi-option table value.

clear Clear all the options from a multi-option table value.

get List the configuration of the current table entry, including default and customized
values.

show Show the configuration. Only values that are not set to default values are shown.

next Save changes to the table entry and exit the edi t command so that you can

configure the next table entry.
abort Exit the command without saving.

end Save the configuration and exit the current conf ig command.

Permissions

Administrator (or access) profiles control what CLI commands an administrator can access by assigning read, write, or
no access to each area of FortiOS. For information, see Administrator profiles on page 2059.

Read access is required to view configurations. Write access is required to make configuration changes. Depending on
your account's profile, you may not have access to all CLI commands. To have access to all CLI commands, an
administrator account with the super_admin profile must be used, such as the admin account.

Accounts assigned the super_admin profile are similar to the root administrator account. They have full permission to
view and change all FortiGate configuration options, including viewing and changing other administrator accounts.

To increase account security, set strong passwords for all administrator accounts, and change the passwords regularly.

Configuration and management

FortiOS can be managed through the graphical user interface (GUI) or the Command Line Interface (CLI) as well as
other tools.

Direct or individual configuration  FortiOS GUI and CLI. See Using the GUI on page 36 and Using the CLI on page
43.
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FortiExplorer Go. See FortiExplorer Go on page 58.

Mass provisioning, management, FortiManager and FortiGate Cloud. See the FortiManager page and the FortiGate
and orchestration Cloud page on the Fortinet Document Library.

Automation REST API accessible through Fortinet Developer Network (FNDN). See
Accessing Fortinet Developer Network on page 58 and REST APl administrator.

Automation tools, such as Terraform and Ansible. See Terraform: FortiOS as a
provider on page 61.

FortiExplorer Go

FortiExplorer Go is a free mobile application that provisions and deploys BLE capable FortiGates with the BLE
Autodiscovery feature. You can also use FortiExplorer Go to remotely manage FortiGates registered to your FortiCare
account and deployed in FortiGate Cloud.

FortiExplorer Go is available on both iOS and Android devices. For more information, refer to the FortiExplorer Go User
Guide for your respective device OS.

Accessing Fortinet Developer Network

The Fortinet Developer Network (FNDN) is a subscription-based community that helps administrators enhance and
increase the effectiveness of Fortinet products. Administrators can access the FortiAPI forum in FNDN to help create
applications that interact with Fortinet products, such as custom web portals, automated deployment and provisioning
systems, and scripted tasks. FNDN makes it easy for administrators and Fortinet professionals to interact, share sample
code, and upload their own tools. The FortiOS REST API documentation is available within the FortiAPI forum.

All FNDN users must be sponsored by two Fortinet employees. The sponsors must be able to confirm the user’s identity
and need for access. Approvals from both sponsors are required before access is granted to new users. The sponsors'
email addresses are required to create a new FNDN account.

Basic and licensed access options are available. Refer to the Fortinet Developer Network data sheet for more
information.

To create an FNDN account:

1. Obtain sponsorship from two Fortinet employees.
2. Go tothe FNDN website, https://fndn.fortinet.net/. The log in page appears.
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Q

Fortinet Developer Network

Email Address

Password

Remember me

I forgot my password Create a new account

3. Click Create a new account. The Sign Up page appears.
4. Enter the information in the form fields and agree to the Terms of Use.
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Sign Up

Existing user? Sign In

Email Address *

Please enter a valid business email address. Public email accounts and aliases are
not permitted.

Password *

Confirm Password *

All new accounts require two Fortinet Sponsors. Sponsors are Fortinet employees that can confirm your
identity and validate your need for an FNDN account. Please enter emails of your Sponsors in the fields
below and assure that they are correct.

Main Sponsor *

*

Supporting Sponsor

Optional: If you have an FNDN contract, you can enter the associated activation code now or anytime
after your account has been created. The activation code can be found in your Fortinet Support Center
account.

Activation Code

Fullname *

Personal social profiles

Linkedln, Facebook or anything else.

Shipping address

Beta har re will be provided to FNDN users selected to participate in our hart
beta program. Your shipping address is where you wish to receive these hardwan
units

Company name *

Company website *

Title in company *

Company industry
Company size v

Security Check P

I'm not a robot b
reCAPTCHA

Privacy - Terms:

| agree to the Terms of Use *

Create my Account
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5. Click Create my Account.

New accounts are reviewed and approved by an FNDN administrator. After both sponsors approve the request, an
FNDN administrator reviews the request and approves account access in around one business day if all
requirements are met.

Terraform: FortiOS as a provider

Fortinet's Terraform support provides customers with more ways to efficiently deploy, manage, and automate security
across physical FortiGate appliances and virtual environments. You can use Terraform to automate various IT
infrastructure needs, thereby diminishing mistakes from repetitive manual configurations.

For example, if Fortinet is releasing a new FortiOS version, your organization may require you to test a new functionality
to determine how it may impact the environment before globally deploying the new version. In this case, the ability to
rapidly stand up environments and test these functions prior to production environment integration provides a resource-
efficient and fault-tolerant approach.

The following example demonstrates how to use the Terraform FortiOS provider to perform simple configuration
changes on a FortiGate unit. It requires the following:

» FortiOS 6.0 or later

o FortiOS Provider: This example uses terraform-provider-fortios 1.0.0.

o Terraform: This example uses Terraform 0.11.14.

o REST API administrator created on the FortiGate with the APl key

For more information, see the Terraform FortiOS Provider at https://www.terraform.io/docs/providers/fortios/index.html.

To create a REST API administrator:

On the FortiGate, go to System > Administrators and click Create New > REST APl Admin.
Enter the Username and, optionally, enter Comments.
Select an Administrator Profile.

Ao bdhd-=

We recommend that you create a new profile with minimal privileges for this terraform script:
a. Inthe Administrator Profile drop down click Create New.
b. Enter a name for the profile.
c. Configure the Access Permissions:
« None: The REST APl is not permitted access to the resource.
* Read: The REST API can send read requests (HTTP GET) to the resource.
o Read/Write: The REST API can send read and write requests (HTTP GET/POST/PUT/DELETE) to the

resource.
d. Click OK.
5. Enter Trusted Hosts to specify the devices that are allowed to access this FortiGate.
6. Click OK.

An APl key is displayed. This key is only shown once, so you must copy and store it securely.

To configure FortiGate with Terraform Provider module support:

1. Download the terraform-provider-fortios file to a directory on the management computer.

2. Create a new file with the .tf extension for configuring your FortiGate:
root@mail:/home/terraform# 1ls
terraform-provider-fortios v1.0.0 x4 test.tf
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3. Edit the test.tf Terraform configuration file:
In this example, the FortiGate's IP address is 10.6.30.5, and the APl user token is 17b 63ck. Your
provider information must also be changed.

# Configure the FortiOS Provider
provider "fortios" {

hostname = "10.6.30.5"

token = "17b********************63(:}{"

}

4. Create the resources for configuring your DNS object and adding a static route:

resource "fortios system setting dns" "testl" {
primary = "172.16.95.16"
secondary = "8.8.8.8"

}

resource "fortios networking route static" "testl" ({
dst = "110.2.2.122/32"

gateway = "2.2.2.2"

blackhole = "disable"

distance = "22"

weight = "3"

priority = "3"

device = "port2"

comment = "Terraform test"

}

5. Save your Terraform configuration file.

6. Intheterminal, enter terraform init toinitialize the working directory.
It reads the provider if the name follows the convention terraform-provider-[name]:

root@mail:/home/terraform# terraform init

Initializing the backend...

Terraform has been successfully initialized!

You may now begin working with Terraform. Try running "terraform plan" to see
any changes that are required for your infrastructure. All Terraform commands
should now work.

If you ever set or change modules or backend configuration for Terraform,

rerun this command to reinitialize your working directory. If you forget, other
commands will detect it and remind you to do so if necessary.

7. Runterraform -v to verify the version of loaded provider module:

root@mail:/home/terraform# terraform -v
Terraform vO0. 11.14
+ provider.fortios v1.0.0

8. Enter terraform plan to parse the configuration file and read from the FortiGate configuration to see what
Terraform changes:
This example create a static route and updates the DNS address. You can see that Terraform reads the DNS
addresses from the FortiGate and then lists them.

root@mail:/home/terraform# terraform plan

Refreshing Terraform state in-memory prior to plan...

The refreshed state will be used to calculate this plan, but will not be
persisted to local or remote state storage.

fortios networking route static.testl: Refreshing state... (ID: 2)
fortios system setting dns.testl: Refreshing state... (ID: 96.45.45.45)
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An execution plan has been generated and is shown below.
Resource actions are indicated with the following symbols:
+ create

~ update in-place

Terraform will perform the following actions:

+ fortios networking route static.testl

id: <computed>

blackhole: "disable"

comment: "Terraform test"

device: "port2"

distance: "22"

dst: "110.2.2.122/32"

gateway: "2.2.2.2"

priority: "3"

weight: "3"

~ fortios system setting dns.testl

primary: "96.45.45.45" => "172.16.95.16"

secondary: "208.91.112.22" => "8.8.8.8"

Plan: 1 to add, 1 to change, 0 to destroy.

Note: You didn't specify an "-out" parameter to save this plan, so Terraform
can't guarantee that exactly these actions will be performed if
"terraform apply" is subsequently run.

If you are running terraform-provider-fortios 1.1.0, you may see the following error:
Error: Error getting CA Bundle, CA Bundle should be set when

insecure is false.
I In this case, add the following line to the FortiOS provider configuration in the test.tf file:
insecure = "true"

9. Enterterraform apply to continue the configuration:

root@mail:/home/terraform# terraform apply

fortios system setting dns.testl: Refreshing state... (ID: 96.45.45.45)
fortios networking route static.testl: Refreshing state... (ID: 2)
An execution plan has been generated and is shown below.
Resource actions are indicated with the following symbols:
+ create

~ update in-place

Terraform will perform the following actions:

+ fortios networking route static.testl

id: <computed>

blackhole: "disable"

comment: "Terraform test"

device: "port2"

distance: "22"

dst: "110.2.2.122/32"

gateway: "2.2.2.2"

priority: "3"

weight: "3"

~ fortios system setting dns.testl

primary: "96.45.45.45" => "172.16.95.16"

secondary: "208.91.112.22" => "8.8.8.8"

Plan: 1 to add, 1 to change, 0 to destroy.
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Do you want to perform these actions?

Terraform will perform the actions described above.
Only 'yes' will be accepted to approve.

Enter a value: yes

fortios networking route static.testl: Creating...

blackhole: "" => "disable"

comment: "" => "Terraform test"

device: "" => "port2"

distance: "" => "22"

dst: "" => "110.2.2.122/32"

gateway: "" => "2.2.2.2"

priority: "" => "3"

weight: "" => "3"

fortios system setting dns.testl: Modifying... (ID: 96.45.45.45)

primary: "96.45.45.45" => "172.16.95.16"

secondary: "208.91.112.22" => "8.8.8.8"

fortios networking route static.testl: Creation complete after Os (ID: 2)

fortios system setting dns.testl: Modifications complete after 0Os (ID: 172.16.95.16)
Apply complete! Resources: 1 added, 1 changed, 0 destroyed.

The FortiGate is now configured according to the configuration file.

10. To change or delete something in the future, edit the configuration file and then apply it again. In supported cases, it
deletes, adds, or updates new entries as configured. For instance, in this example you can remove the static route
and revert the DNS address to its original configuration by changing the .ff file:

a. Edit the configuration file:

# Configure the FortiOS Provider
provider "fortios" {

hostname = "10.6.30.5"

token = "l7b********************63Ck"

}

resource "fortios system setting dns" "testl" {
primary = "96.45.45.45"

secondary = "208.91.112.22"

}

#resource "fortios networking route static" "testl" {
# dst = "110.2.2.122/32"

# gateway = "2.2.2.2"

# blackhole = "disable"

# distance = "22"

# weight = "3"

# priority = "3"

# device = "port2"

# comment = "Terraform test"
#

}

b. Entering terraform apply deletes the static route that is commented out of the configuration file, and
reverts the DNS address to the old address:

root@mail:/home/terraform# terraform apply

fortios system setting dns.testl: Refreshing state... (ID: 172.16.95.16)
fortios networking route static.testl: Refreshing state... (ID: 2)

An execution plan has been generated and is shown below.

Resource actions are indicated with the following symbols:

~ update in-place

- destroy

Terraform will perform the following actions:
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- fortios networking route static.testl

~ fortios system setting dns.testl

primary: "172.16.95.16" => "96.45.45.45"

secondary: "8.8.8.8" => "208.91.112.22"

Plan: 0 to add, 1 to change, 1 to destroy.

Do you want to perform these actions?

Terraform will perform the actions described above.

Only 'yes' will be accepted to approve.

Enter a value: yes

fortios networking route static.testl: Destroying... (ID: 2)
fortios system setting dns.testl: Modifying... (ID: 172.16.95.16)
primary: "172.16.95.16" => "96.45.45.45"

secondary: "8.8.8.8" => "208.91.112.22"

fortios networking route static.testl: Destruction complete after Os

fortios system setting dns.testl: Modifications complete after 0Os (ID:

Apply complete! Resources: 0 added, 1 changed, 1 destroyed.

Troubleshooting

Use the HTTPS daemon debug to begin troubleshooting why a configuration was not accepted:

# diagnose debug enable
# diagnose debug application httpsd -1

96.45.45.45)

) ! ’, The REST API 403 error means that your administrator profile does not have sufficient
9 permissions.

The REST API 401 error means that you do not have the correct token or trusted host.

Product registration with FortiCare

Itis recommended to register your product with Fortinet. A FortiCare/FortiCloud account with Fortinet Technical Support
(https://support.fortinet.com) is required to register products. This section describes how to register the product and
includes information about other tasks performed with a FortiCare/FortiCloud account.

» FortiCare and FortiGate Cloud login on page 65

« Transfer a device to another FortiCloud account on page 68

FortiCare and FortiGate Cloud login

With FortiCloud, FortiOS supports a unified login to FortiCare and FortiGate Cloud. The FortiGate Cloud setup is a
subset of the FortiCare setup.

If the FortiGate is not registered, activating FortiGate Cloud will force you to register with FortiCare.

If a FortiGate is registered in FortiCare using a FortiCloud account, then only that FortiCloud account can be used to
activate FortiGate Cloud.

If a different FortiCloud account was already used to activate FortiGate Cloud, then a notification asking you to
migrate to FortiCloud is shown in the GUI after upgrading FortiOS.

The CLI can be used to activate FortiGate Cloud without registration, or with a different FortiCloud account.
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To activate FortiGate Cloud and register with FortiCare at the same time:

1. Goto Dashboard > Status.
2. Inthe FortiGate Cloud widget, click Not Activated > Activate.
You must register with FortiCare before activating FortiGate Cloud.

FortiCare Registration

FortiGate FG101E&_ F™ i

FortiGate-101E

FortiCloud (L0 Create Account

v7.04 Email
A Password

: | Country/Region -
I Reseller -

Sign in to FortiGate Cloud using the same account

Allow administrative login using FortiCloud SSO @

Enter your FortiCare Email address and Password.

Select your Country/Region and Reseller.

Enable Sign in to FortiGate Cloud using the same account.
Click OK.

o gk w

To activate FortiGate Cloud on an already registered FortiGate:

1. Goto Dashboard > Status.
2. Inthe FortiGate Cloud widget, click Not Activated > Activate.

+ Add Widget

System Information iv Licenses (B2 173.243.141.6 i FortiGate Cloud

Hostname FortiGate-101E @ FortiCare Support Status

v7.0.4 ® IPs
NAT
SystemTime  2022/01/23 14:34:46
Uptime  00:00:47:15
0/2
WANIP

3. Enter the password for the account that was used to register the FortiGate.
FortiGate-101E: Activate FortiGate Cloud

FortiGate [z FortiGate-101E

FortiGate-101E

Email @fortinet.com
Password | eesssssessessses
v7.0.4 Domain Global -

NAT
@ Send logs to FortiGate Cloud
2022/01/2314.3

00:00:48:29

i1

4. Click OK.
The FortiGate Cloud widget now shows the activated FortiCloud account.
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+ Add Widget

System Information i~ ||Licenses (= 41.6)0 i~ | |FortiGate Clou
lostname FortiGate-101E @ FortiCare Support Status ® Activated
Serial N © Firmware & General Updates
v7.0.4 & Ips ) Global
NAT @ AntiVirus g Retention @ Free License
2022/01/2314:31:39
©@ WebFiltering Storage Used 0B
e 00:00:44:09 -
FortiToken 0/2
NANIP i

To migrate from the activated FortiGate Cloud account to the registered FortiCloud account:

1. Goto System > FortiGuard.
2. Inthe FortiCare Support row, click Actions > Transfer FortiGate to Another Account.

FortiGuard Distribution Network

B License Information
Entitlement

3 FortiCare Support

Status

@ Registered

i Actions~

FortiGuard Upd
Next Update: 2022/01/23 14:48
Z Update Licenses & Definitic

7 Logi v G e
3 virtual Machine @ Valid (Expiration Date: 2022/04/21) (4" Login to My Account S I TeTE
%] Transfer FortiGate to Another Account
0 Firmware & General Updates @ Licensed (Expiration Date: 2022/04/21) e vice Trafficv
(Last 24
Intrusion Prevention @ Licensed (Expiration Date: 2022/04/21)
FortiCare 0B
AntiVirus @ Licensed (Expiration Date: 2022/04/21)
FortiGate Cloud 321kB
Weh Filtering @ Licensed (Expiration Date: 2022/04/21) Log i
Qutbreak Prevention @ Licensed (Expiration Date: 2022/04/21) FortiGuard.com 2.60MB
SD-WAN Network Monitor | @ Licensed (Expiration Date: 2022/04/21) E‘Wi@uafd 48.42 MI
ownload
5 ity Ratil @ L d (Expiration Date: 2022/04/21)
ecurity Rating icensed (Expiration Date: ) FortiGusrd Query | 457 kB
+ i i irati 3
&3 Industrial DB @ Licensed (Expiration Date: 2022/04/21) FortiGate Cloud .
FortilPAM © Licensed (Expiration Date: 2022/04/21) Sandbox
loT Detection Service @ Licensed (Expiration Date: 2022/04/21) QCVPN 0B
FortiGate Cloud @ Activated ® Logout 20 uE
FortiGate Cloud Log Retention = @ Free License i Upgrade~ Fort.iTgke‘n 0B
Registration
3. Enter the Password of the current FortiCloud account.
POt Transfer FortiGate to Another Account x

= @ Verification ) @ Review and Transfer

Current FortiCloud Account

FortiCloud Account s = @fortinet.com

Password

Target FortiCloud Account

FortiCloud Account | email@example.com

Password

Cancel

4. Enter the target FortiCloud Account name and Password, then click Next.

5. Review the information in the From and To fields, then click Transfer.
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To activate FortiGate Cloud using an account that is not used for registration:

1. Enter the following with the credentials for the account being used to activate FortiGate Cloud:
# execute fortiguard-log login <account id> <password>
2. Check the account type:

# diagnose fdsm contract-controller-update

Protocol=2.0|Response=202 |Firmware=FAZ-4K-FW-2.50-
100|SerialNumber=FAMS000000000000|Persistent=false|Responseltem=HomeServer:172.16.95.151
:443*AlterServer:172.16.95.151:443*Contract:20200408*NextRequest:86400*UploadConfig:Fals
e*ManagementMode:Local*ManagementID:737941253*AccountType:multitenancy

Result=Success

Ay
‘Q' A FortiCloud account that is not used for the support portal account cannot be used to register

FortiGate. Attempting to activate FortiGate Cloud with this type of account will fail.

Transfer a device to another FortiCloud account

Master account users can transfer a device from one FortiCloud/FortiCare account to another. Users can transfer a
device up to three times within a twelve-month time period. If more transfers are required within the twelve-month time
period, contact Technical Support to request the transfer.

Requirements:

To transfer an account, you must:

« Have access to the FortiGate, as well as both the FortiCloud and FortiCare accounts.

« Be a master account user.
To verify if you are the master account user, log in to support.fortinet.com. Click the username, then select My
Account.

N Servies v Support = arinen o
FortiCloud e © sorper Q a orinesom +

Account Name/ID:  Fortinet

\@fortinet.com

2 My Account

) Security Credentials

Account

i
Telephone: +1 5 [ m 0

The Account Profile page opens.

FortiOS 7.0.17 Administration Guide 68
Fortinet Inc.


https://support.fortinet.com/
https://support.fortinet.com/

Getting started

FOI'tiCT;l}i oo~ € swwport~ Q a @ortnes.com

Account Name/ID:

[ »

Tidle: - Agctivated Since

EEEIT . Emai: 5 g p@formetcom  2020-01-29

Telephone: +1 mmm s m

Account .
Account Profile
' Change Account ID (Email) Account Information

&= Manage User

& My Account (JAM version) ] = -

Phone: +1
Industry: Technology

Qrganization Size: 250-995 employees

Master User

Email: '8 @fortinet.com
Name: ™ |
Title: == j m r&

All ticket process via Email: Y

For more information about Email Interaction, please Click Here

To transfer an account in the GUI:

1. Goto Dashboard > Status.
2. Inthe Licenses widget, click the FortiCare Support link, then click Transfer FortiGate to Another Account.

»

You can also transfer an account from System > FortiGuard.

+ Add Widget

System Information i+ | |Licenses (B 173.243.141.6)© i~ ||FortiGate Cloud iv I
Hostname FGDocs [] FortiCare Support @ Activated
Serial N FGVM = . £ Loginto My Account

erial Number = +
© Firmuware & Ger [ View details in System > FortiGuard ST
Firmware 703 cation  Global
frnware VL @ Ips #) Transfer FortiGate to Another Account
Mode NAT & AntiVirus Log Retention @ Freelicense
System Time  2021/12/16 12:57:22 -
© WebFiltering StorageUsed  1OOMIB
Uptime 00:01:12:12
FortiToken 0/2

WAN IP i+l

3. Inthe Current FortiCloud Account fields, enter the username and password for the current account. In the Target
FortiCloud Account fields, enter the new username and password.
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4. Click Next.

+ AddWidget Transfer FortiGate to Another Account x
@ Verification ) @ Review and Transfer

Current FortiCloud Account

System Inform

Hostname
FortiCloud Account  © [l | By @fortinet.com
Serial Number Password
Firmware
Mode Target FortiCloud Account
FortiCloud Account | email@example.com
System Time
Password
Uptime
WANIP

5. Review the information, then click Transfer.

+ Add Widget Transfer FortiGate to Another Account x
v @ Review and Transfer

Transfer Summary €

System Inform

Hostname )
From [ | @fortinet.com

Serial Number To e ) R B

Firmware
Mode
System Time
Uptime
WAN P

After the transfer is complete, the new the FortiCloud account is displayed in the Licenses widget.

+ Add Widget

System Information i~ | |Licenses (22 173.243.1416)6© i~ | |FortiGate Cloud iv l
Hostname FGDocs @ FortiCare Support Status @ Activated

Serial Number FGVM = @ Firmware & status @ Registered

Firmware V703 @ 1Ps FortiCloud Account | mmegim=: =fs 5 4. &

Mode NAT

@ AntiVirus Company Fortinet

System Time @ Web Filterin| 'ndustry Technology
Uptime FortiToken Enhanced Support & 24x7 support - (Expiration Date: 2022/08/26)
WAN IP

FortiGate models

Not all FortiGates have the same features, and some models support low encryption. This section also describes typical
LEDs found on FortiGate models.

« Differences between models on page 71

¢ Low encryption models on page 71

+ LEDs on page 71
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Differences between models

Not all FortiGates have the same features, particularly entry-level models (models 30 to 90). A number of features on
these models are only available in the CLI.

Ay
‘Q' Consult your model's QuickStart Guide, hardware manual, or the Feature / Platform Matrix for
- further information about features that vary by model.

FortiGate models differ principally by the names used and the features available:

« Naming conventions may vary between FortiGate models. For example, on some models the hardware switch
interface used for the local area network is called /an, while on other units it is called internal.

» Certain features are not available on all models. Additionally, a particular feature may be available only through the
CLI on some models, while that same feature may be viewed in the GUI on other models.

If you believe your FortiGate model supports a feature that does not appear in the GUI, go to System > Feature
Visibility and confirm that the feature is enabled. For more information, see Feature visibility on page 2303.

Low encryption models

Some FortiGate models support a low encryption (LENC) license. With an LENC license, FortiGate devices are
considered low encryption models and are identified by LENC, for example FG-100E-LENC.

LENC models cannot use or inspect high encryption protocols, such as 3DES and AES. LENC models only use 56-bit
DES encryption to work with SSL VPN and IPsec VPN, and they are unable to perform SSL inspection.

For a list of FortiGate models that support an LENC license, see FortiGate LENC Models.

LEDs

Al
‘Q' Check your device's QuickStart guide for specific LED information: FortiGate QuickStart
Guides.

The following faceplates show examples of where the LEDs are typically found on FortiGate models:
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Fz:=RTINET
ll| FortiGate 80F ug
BYPASS =

F:RTINET

2> FortiWiFi 40F-3G4G

[ ||| FRTINET

FortiGate 101F

oz WANT 1 3 8 1 " 1" LK) 4
0 V) e 0 ) e NV e B [l =1 1 r
[ :
[T WANE 1 ] . ] ] ] EX-"1

( | | | F::RTINET

FortiGate 3501F

= I

The following tables list the possible LED states and their meanings. Not all devices include every LED or support every

state.

LED

Logo

Power (PWR)

Status (STA)

s ek ]

The unitis on and/or both power supplies are functioning

Green The unitis on

Blue The FortiWiFi unit is on
Off The unit is off

Green

Amber

Flashing Amber

One power supply is functioning

Power supply failure

Red The unit is on, but only one power supply is functional
Flashing Red Power failure

Off The unit is off

Green Normal

Flashing Green Booting up

Amber Major or minor alarm
Flashing Amber BLE is on

Red Major alarm
Flashing Red BLE ison

Off The unit is off
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LED State
Amber
Bypass (BYP)
Off
Red
Alarm Amber
Off
Green
HA Amber or Red
Off
Green, Amber, or Red
Max PoE
Off
Green
PoE Flashing Green
Off
Green
SvC Flashing Green
Off
Green
3G /4G Flashing Green
Off
Green
WiFi Flashing Green
Off
Blue
BLE Flashing Blue
Off
Green

Signed Firmware
Red

Power supplies and fans

FortiOS 7.0.17 Administration Guide
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Bypass Port Pair is active

Bypass Port Pair is off

Major alarm

Minor alarm

No alarms

Operating in an HA cluster

HA failover

HA disabled

Maximum PoE power allocated

PoE power available or normal

Power delivered

Error or PoE device requesting power
No PoE device connected or no power delivered
SVCison

SVC activity

SVC is off

3G /4G service is on

3G /4G activity

3G /4G service is off

WiFi connected

WiFi activity

WiFiis off

BLE on

BLE in discovery

BLE off

High: Unsigned firmware blocked (default)

Low: Unsigned firmware allowed with a warning

See your device's QuickStart guide for power supply and fan LED information:
FortiGate QuickStart Guides.
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Port LEDs

Solid color Connected

Ethernet and SFP Flashing color Transmitting and receiving data
Off No link established
Green PoE power on or PoE device receiving power
Amber Providing power

PoE
Red Connected but not powered
Off PoE power off or no device receiving power

Alarm levels

Minor alarm

Also called an IPMI non-critical (NC) alarm, it indicates a temperature or power level outside of the normal operating
range that is not considered a problem. For a minor temperature alarm, the system could respond by increasing the fan
speed. A non-critical threshold can be an upper non-critical (UNC) threshold (for example, a high temperature or a high
power level) or a lower non-critical (LNC) threshold (for example, a low power level).

Major alarm

Also called an IPMI critical or critical recoverable (CR) alarm, it indicates that the system is unable to correct the cause of
the alarm, and that intervention is required. For example, the cooling system cannot provide enough cooling to reduce
the temperature. It can also mean that the conditions are approaching the outside limit of the allowed operating range. A
critical threshold can also be an upper critical (UC) threshold (such as a high temperature or high power level) or a lower
critical (LC) threshold (such as a low power level).

Critical alarm

Also called an IPMI non-recoverable (NR) alarm, it indicates that the system has detected a temperature or power level
that is outside of the allowed operating range and physical damage is possible.
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Dashboards and Monitors

FortiOS includes predefined dashboards so administrators can easily monitor device inventory, security threats, traffic,
and network health. You can customize the appearance of a default dashboard to display data pertinent to your Security
Fabric or combine widgets to create custom dashboards. Many dashboards also allow you to switch views between
fabric devices.

Each dashboard contains a set of widgets that allow you to view drilldown data and take actions to prevent threats. Use
widgets to perform tasks such as viewing device inventory, creating and deleting DHCP reservations, and disconnecting
dial-up users. You can add or remove widgets in a dashboard or save a widget as a standalone monitor.

Monitors display information in both text and visual format. Use monitors to change views, search for items, view
drilldown information, or perform actions such as quarantining an IP address. FortiView monitors for the top categories
are located below the dashboards. All of the available widgets can be added to the tree menu as a monitor.

@ Dashboard = aharris-fgdocs ~
Routing £ iv | |IPsec e i
Dashboards— Name & Remote Gateway +
E 2 custom @
© Branch-HQ-AO 10100675
Type
7 1 o © Branch-HQ-A_1 10.100.68.5
Routes @ static @ Branch-HQ-B.0 10.100.68.13
B Connected
© Branch-HQ-B_1 10.100.67.13
Monitors— 0% @ |Updated: 10:00:33 & ~
~Widgets
FortiView Destination Owners by Bytes @ now~ & iv | Bandwidth- Internet_A (port1) 1hour~ i~
Destination Bytes + 13Goes
209.222.136.6 176MB m G| — [ ===
10.100.88.101 569.76 kB m— 7500 Mbps
13.107.6.156 569.36 kB m— 5000 Mbps
10.100.885 466,57 kB m— 2500 Mbps,
8888 15660 kE ¥
09:30 09:40 09:50 10:00 10:10 10:20
pool.ntporg 121.68kE W
= > = 134.64 kbps = 97.15 kbps
F:RATINET 0% P! P

V701

Using dashboards

You can combine widgets to create custom dashboards. You can also use the dropdown in the tree menu to switch to
another device in the Security Fabric.

To create a new dashboard:

1. Under Dashboard, click the Add Dashboard button. The Add Dashboard window opens.

@ Dashboard . ‘Add Dashboard x
Status
Security Name
Network ang
Users & Devices Se i B o
WiFi Add Dashboard | v
+ Mo NA

FortiView Sources 5
FortiView
Destinations O

FRTINET =

2. Enteraname in the Name field and click OK. The new dashboard opens.
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To add a widget to a dashboard:

1. Inthe tree menu, select a dashboard.
2. Inthe banner, click Add Widget. The Add Dashboard Widget pane opens.

3. Click the Add button next to the widget. You can use the Search field to search for a widget. Enable Show More to
view more widgets in a category.

4. Configure the widget settings, then click Add Widget.
5. Click Close.
6. (Optional) Click and drag the widget to the desired location in the dashboard.

To edit a dashboard:

1. Click the Actions menu next to the dashboard and selectEdit Dashboard.

2. Edit the dashboard and click OK.

To delete a dashboard:

1. Click the Actions menu next to the dashboard and select Delete Dashboard.

2. Click Delete Dashboard . The Confirm dialog opens.
3. Click OK.

A\,
S r'd
q You cannot delete the Status dashboard.

To switch to another device in the Security Fabric:

1. Inthe tree menu, click the device name and select a fabric device from dropdown.

Using widgets

You can convert a widget to a standalone monitor, change the view type, configure tables, and filter data.
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To save a dashboard widget as a monitor:

1. Hover over the widget and click Expand to full screen.

FortiView Applications by Bytes B now~ & i

Ay
S L4
9 Full screen mode is not supported in all widgets.

2. Inthe widget, click Save as Monitor. The Add Monitor window opens.

3. (Optional) Enter a new name for the monitor in the Name field.
4. Click OK.

To view the widget settings:

1. Click the menu dropdown at the right side of the widget and select Settings.

Licenses (= i)
© FortiCare Support

© Firmware & General Updates

@ Ips
© AntiVirus
© WebFiltering Auto€

FortiToken 0/2

2. Configure the widget settings and click OK.

Al
S L 4
9 The settings will vary depending on the widget.

To configure a table in the widget:

1. Hover over the left side of the table header and click Configure Table.
n:35 09:40 09:45
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2. Configure the table options:

Option Description

Best Fit All Columns Resizes all of the columns in a table to fit their content.
Reset Table Resets the table to the default view.
Select Columns Adds or removes columns from the view.

3. Click Apply.

To filter or configure a column in a table:

1. Hover over a column heading, and click Filter/Configure Column.

Filter/Configure Column
Users T | Device & SSID =

2. Configure the column options.

Option Description

Resize to Contents Resizes the column to fit the content.

Group by this Column Groups the table rows by the contents in the selected column.

T Resize to Contents
© Group By This Column

3. Click Apply.
4. Tofilter a column, enter a value in the Filter field, and click Apply.

Ay
S L4
9 Filtering is not supported in all widgets.

Widgets

Dashboards are created per VDOM when VDOM mode is enabled.For information about VDOM mode, see Virtual
Domains on page 2102.

L}
S L4
9 Some dashboards and widgets are not available in Multi-VDOM mode.

The following table lists the available widgets in VDOM mode:
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Category Widgets

FortiView ¢ FortiView Application Bandwidth FortiView
¢ Applications FortiView Cloud Applications
¢ FortiView Destination Interfaces FortiView
¢ Destination Owners FortiView Destinations
¢ FortiView Policies FortiView Sessions
¢ FortiView Source Interfaces FortiView
¢ Sources FortiView VPN FortiView Web
e Categories FortiView Countries/Regions
¢ FortiView Destination Firewall Objects
¢ FortiView Interface Pairs FortiView Search
¢ Phrases FortiView Servers FortiView Source
¢ Firewall Objects FortiView Sources - WAN
¢ FortiView Traffic Shaping

Security Fabric ¢ Fabric Device
¢ FortiGate Cloud
e Security Fabric Status

Network e DHCP
¢ Interface Bandwidth
¢ |P Pool Utilization
e IPsec
* Routing
¢ SD-WAN
e SSL-VPN
e Top IP Pools by Assigned IPs

Ay

S L4
9 The Interface Bandwidth widget can monitor a maximum of 25 interfaces.

System ¢ Administrators
¢ Botnet Activity
¢ HA Status
¢ License Status
¢ System Information
e Top System Events
¢ Virtual Machine

Resource Usage e CPU Usage
¢ Disk Usage
¢ Log Rate Memory Usage
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Category Widgets

¢ Session Rate
e Sessions

Security ¢ Advanced Threat Protection Statistics
¢ Compromised Hosts
¢ FortiClient Detected Vulnerabilities
e GTP Tunnel Rate
¢ GTP Tunnels
¢ Host Scan Summary
¢ Quarantine
¢ Top Endpoint Vulnerabilities
¢ Top Failed Authentication
e Top FortiSandbox Files
e Top Threats
e Top Threats - WAN

User & » Device Inventory
Authentication e Firewall Users
¢ FortiClient

¢ FortiGuard Quota

¢ FortiSwitch NAC VLANs

e Top Admin Logins

e Top Vulnerable Endpoint Devices
¢ Top Cloud Users

WiFi ¢ Channel Utilization
¢ Clients By FortiAP
¢ FortiAP Status
¢ Historical Clients
¢ Interfering SSIDs
* Login Failures
¢ Rogue APs
¢ Signal Strength
¢ Top WiFi Clients

Viewing device dashboards in the Security Fabric

Use the device dropdown to view the dashboards in downstream fabric devices. You can also create dedicated device
dashboards or log in and configure fabric devices.

To view the dashboards in fabric devices, click the device dropdown at the left side of the page, and select a device from
the list.
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nch_Office 01

terprise_First_Floor

[& Enterprise_Second_Floor

Topology as of 7/m 7s ago
Current system time

Time zone

iy
‘Q' The device dropdown is available in the Status, Security, Network, Users & Devices, and WiFi

dashboards. You can also enable the dropdown when you create a dashboard.

To log in to or configure a fabric device, hover over the device name until the device dialog opens and then select Login
or Configure.

(& Branch_Office 01 ~

tiGate (@ Branch_Office 01 :
stname Branch_Office 01 o
Serial Number T

| Authorization Type  Serial Number

Security Rating D
Model FortiGate VM64-KVM
Version V7.0.0build0066
Operation Mode NAT
Management IP/FQDN
This FortiGate connects to upstream FortiGate viaa VPN
ManagementPort 10423
Topology

“[& Branch_Office_01

¢ 1 Downstream Fabric Devices Lminute~ &~

CPU Usage [ |

Memory Usage 61%
Session Count 201

FortiClients & 0Vulnerable /0 Online

% Login | & Configure

12:34:22 12:34:33 12:34:43 12:3453 12:35:04

Current usage 2%

Creating a fabric system and license dashboard

Create a dashboard summary page to monitor all the fabric devices in a single view. You can use this dashboard to
monitor aspects of the devices such as system information, VPN and routing.

Example

The following image is an example of a Fabric System & License dashboard to monitor the System Information,
Licenses, and Memory usage for Branch_Office_01 and Branch_Office_02.
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+ Add Widget

System Information

Hostname Branch_Office 01
al Number  FGVMO2TM!

v7.0.0build0009
(DJ172955)

NAT
Uptime 17:07:34:54

B 35185.1.195

System Information (]

Hostname Branch_Office 02

Serial Number  FGVMO2TM|

¥7.0.0 build0009
(DJ172955)

NAT

Uptime 17:07:34:54

WAN IP == 35.185.1.195

Licenses (&=

£~ | |Memory 1minute~ & i
@ FortiCare Support 100%
© Firmware & General Updates 75%
@ IPs 50%
© AntiVirus 5%
© WebFiltering
0%
FortiToken 072 154500 154510 154520 154530  15:45:40
68%
Licenses (== 96.45.33.86) ® i~ ||Memory 1 minute~ [ Branch Office 02 i~
@ FortiCare Support 100%
© Firmware & General Updates 75%
@ IPs 50%
© AntiVirus 5%
© WebFiltering
0%
FortiToken 072 123300 123310 123320 123330 123340  12:3350
56%

96.453386)0 &

To create a system dashboard:

1. Click the Add Dashboard button. The Add Dashboard window opens.

@ Dashboard
Status

Security

Network

Dashboard

2. Inthe Name field, enter a name such as Fabric System & Licenses, and click OK. The new dashboard appears.

3. Inthe banner, click Add Widget. The Add Dashboard Widget window opens. You can use the Search field to search
for a specific widget (for example, License Status, System Information, and Memory Usage).

4. Click the Add button next to widget. The Add Dashboard Widget window opens.

5. Inthe Fabric member area, select Specify and select a device in the Security Fabric.

Add Dashboard Widget - License Status

marl
FGVMO02TM200:

V7.0.0build0009
(DJ172955)

Fabricmember @  Default

Add Dashboard

Name  Fabric System & Licences

Choosing a specific Fabric member for this widget will override the
A behavior for the entire dashboard. After this is done, the Fabric member
selection will be on each individual widget.

FortiGate

= Branch_Office 01
& Branch_Office 02
& Enterprise_First_Floor

& Enterprise_Second_Floor

Back

Cancel

6. Click Add Widget. The widget is added to the dashboard.
Repeat this step for all the devices you want to view in the dashboard.
7. (Optional) Arrange the widgets in the dashboard by fabric device.

Dashboards

A dashboard is a collection of widgets that show the status of your devices, network, and Security Fabric at a glance.
Widgets are condensed monitors that display a summary of the key details about your FortiGate pertaining to routing,

VPN, DHCP, devices, users, quarantine, and wireless connections.

The following dashboards are included in the dashboard templates:
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Dashboard Default Template

Status e Comprehensive
¢ Optimal

Security ¢ Optimal

Network e Optimal

Users & Devices ¢ Optimal

WiFi e Comprehensive
e Optimal

Use these widgets to:

View the device serial number, licenses, and administrators
View the status of devices in the security fabric

Monitor CPU and Memory usage

Monitor IPv4 and IPv6 sessions

View VMs and Cloud devices

View compromised hosts and host scan summary
View top threats and vulnerabilities

Monitor DHCP clients

Monitor IPsec VPN connections
Monitor current routing table
Monitor SD-WAN status
Monitor SSL-VPN connections

View users and devices connected to the network
Identify threats from individual users and devices
View FortiGuard and FortiClient data

Monitor traffic bandwidth over time

View FortiAP status, channel utilization, and clients
View login failures and signal strength
View the number of WiFi clients

Resetting the default dashboard template

You can use the GUI to change the default dashboard template. The Optimal template contains a set of popular default
dashboards and FortiView monitors. The Comprehensive template contains a set of default dashboards as well as all of

the FortiView monitors.

A\,

widget settings.

‘Q' Resetting the default template will delete any custom dashboards and monitors, and reset the

To reset all dashboards:

1. Click the Actions menu next to Add Dashboard or Add Monitor and click Reset All Dashboards. The Dashboard

Setup window opens.

Users & Devices

+ 5
"DReset All Dashboards

FortiView Sources

FortiView

Destinations

2. Select Optimal or Comprehensive and click OK.
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Status dashboard

The Status dashboard provides an overview of your FortiGate device and the devices in your Security Fabric. If your
FortiGate is a Virtual Machine, information about the Virtual Machine is also displayed in the dashboard.

System Information £~ | |Licenses (I°] 173.243.138.66) i

Virtual Machine i~ | |FortiGate Cloud iv
Hostname © FortiCare Support © FGVMO? License Status
© Firmware & General Updates Allocated vCPUs 2/2
V7.0.0build0066 (GA) @ IPS
NAT Allocated RAM 4GiB
© Antivirus ocate !
stemTime  2021/05/18 10:19:34 o
© Web Filtering AutoScaling @ Disabled
Uptime 00:23:04:01
FortiToken 0/2
WAN 1P =5 3412774181
Security Fabric: fabric X - ||Administrators i- |jcpu 1minute~ i~
=9 HTTP @ HTTPS (@ FortiExplorer
e B & 0 @ °
faz 7%
50%|
(Fabric Root) 25%
anch_Office 01 .
$108DVCHTPD-GG54 10:18:42 10:18:53 10:19:03 10:19:13 10:19:24
[ Branch Office 02 2%
Memory iminute~  § Sessions IPv4+IPv6~  1minute~ i~
2500 (== —_— —
75%
2000
50% 1500
1000
25%
500
10:19:12 10:19:23 10:19:33 10:19:43 10:19:54 10:19:12 10:19:23 10:19:33 10:19:43 10:19:54
43% 2469

Updating system information

The System Information widget contains links to the Settings module where you can update the System Time, Uptime,
and WAN IP.

A notification will appear in the Firmware field when a new version of FortiOS is released. Click Update firmware in
System > Firmwatre to view the available versions and update FortiOS.

System Information

Licenses (141 173.243.138.66)

Hostname © FortiCare Support
Serial Number © Firmware & General Updates
Firmware V7.0
(2 Configure settings in System > Settings

floce NAY @ Update firmware in System > Firmware
SystemTime  2021/05/1813:03:12

N © WebFiltering
Uptime 01:01:47:39

FortiToken 0/2

WAN 1P =

Viewing fabric devices

The Security Fabric widget provides a visual overview of the devices connected to the fabric and their connection status.
Hover of a device icon to view more information about the device.

Click a device in the fabric to:
« View the device in the physical or logical topology
» Register, configure, deauthorize, or log in to the device

o Open Diagnostics and Tools
» View the FortiClient Monitor

These options will vary depending on the device.
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Click Expand & Pin hidden content to view all the devices in the fabric at once.
Security Fabric: fabric |Gl ¥~

wEEE O
=)

@

& teorreia-tcorreia (Fabric Root)

[ Branch Office 01
$108DVCHTPD-GGS54

[ Branch Office 02
S108DVWNBPD-GG54

[ Enterprise_First_Floor

(& Enterprise_Second_Floor
S108DVWAIXDVGGS4

" @ FortiADC

Viewing administrators

The Administrators widget displays the active administrators and their access interface. Click the username to view the

Active Administrator Sessions monitor. You can use the monitor to end an administrator's session.

Administrators

@+1e @ HTTPs @ FortiExplorer

faz super_admin

o
(' Show active administrator sessions
' Get FortiExplorer

Resource widgets

The resource widgets show the current usage statistics for CPU, Memory, and Sessions.

Click the CPU monitor to show the per core CPU usage.

CPU Iminute~ i+
75%|
50%|
25%|
o2 Show per core CPU usage

135142 135148 135153

135158 135204 13520 135215 13:5220

Current usage 2%

135226 135232

You can switch between IPv4, IPv6, or IPv4+IPv6 in the Sessions monitor

Sessions IPva+IPv6~ | 1minutev i~
1Pv4
2000 IPv4 +1Pv6
1500
1000
500
135802 135808 13:58:13  1358:18  13:58:24  13:58:30  13:58:35

13:58:40  13:58:46 135852

Current sessions 2686
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Security dashboard

The widgets in the Security dashboard provide a snapshot of the current threats and vulnerabilities targeting your
Security Fabric.

The Security dashboard contains the following widgets:

Widget Description

Compromised Hosts by Shows the session information for a compromised host. See Viewing session
Verdict information for a compromised host on page 86.

Top Threats by Threat Level Shows the top traffic sessions aggregated by threat.

You can expand the widget to view drilldown information about the Threat, Threat
Category, Threat Level, Threat Score and Sessions.

FortiClient Detected Shows a summary of vulnerabilities detected by FortiClient. FortiClient must be
Vulnerablities enabled.
Host Scan Summary Shows a summary of hosts scanned.

Hover over a color in the chart to view the number of hosts by category. Click the
chart to view the FortiClient Monitor or Device Inventory monitor.

Top Vulnerable Endpoint Shows a summary devices aggregated by vulnerabilities.
Devices by Detected Expand the widget to view drilldown information about the Device, Source and
Vulnerabilities Detected Vulnerablities.

Viewing session information for a compromised host
You can use the Compromised Hosts by Verdict widget to view the session information for a compromised host.

To view session information for a compromised host in the GUI:

1. Goto Dashboard > Security and expand the Compromised Hosts by Verdict widget.

& fshuva-sixdone
€ Top Compromised Hosts by Verdict s @ i
Source Device Verdict + Threats
10200.121 & LAN-FSW-GUEST © Compromised 1
10.100.925 @ 00:09:01:00:03:02 © Compromised 1
10.200.1.19 A LAN-FSW-GUEST © Compromised 1
10.100.92.5 A LAN-FINANCE © Compromised 1
10.200.1.20 A LAN-FSW-GUEST © Compromised 1
10.100.92.15 A LAN-FINANCE © Compromised 1
10.200.15 A LAN-FSW-GUEST © Compromised 1
10.200.1.17 A LAN-FSW-GUEST © Compromised 1
10.200.13 A LAN-FSW-GUEST © Compromised 1
10.200.1.16 A LAN-FSW-GUEST © Compromised 1
10.200.1.15 A LAN-FSW-GUEST © Compromised 1
10.200.1.13 A LAN-FSW-GUEST © Compromised 1
10.200.1.14 A LAN-FSW-GUEST © Compromised 1
10.200.1.18 A LAN-FSW-GUEST © Compromised 1
10.200.14 A LAN-FSW-GUEST © Compromised 1
10.200.12 O LAN-FSW-GUEST © Compromised 1
10.200.18 A LAN-FSW-GUEST © Compromised 1
10.200.1.9 A LAN-FSW-GUEST © Compromised 1
10.200.16 A LAN-FSW-GUEST © Compromised 1
10.200.1.10 A LAN-FSW-GUEST © Compromised 1
10.200.1.12 A LAN-FSW-GUEST © Compromised 1
10.200.1.11 A LAN-FSW-GUEST © Compromised 1
10.200.17 A LAN-FSW-GUEST © Compromised 1
10.100.91.100 = © Compromised 2
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2. Double-click a compromised host to view the session information. You can also right-click a compromised host, and
select View Sessions.

+ Add Widget - (& fshuva-sixdone ~
€| Compromised Hosts by Verdict yella] -
Summary of
S 1010091100 [EITEES
Device &8 TAMIGERBER
Verdict © Compromised
Threats 2
FortiGate @
Actions
[IESAEY suspicious  Sessions ~
Detected Pattern Threat Type Threat Name Threat Category Detectmethod Events Security Action Web Category
103226.154.43 Malware cnc infected-ip 5 timeout Malicious Websites
103226.154.43 Malware cnc infected-ip 1 dropped Malicious Websites
103226.154.43 Malware cnC infected-ip 1 timeout Malicious Websites

3. Double-click a session, or right-click the session and select View Sessions to view the information.
[ fshuva-sixdone ~

e g i

€| Compromised Hosts by Verdict

Summary of
(] -
& 1010091100 [T

Device &8 TAMIGERBER
Verdict © Compromised
Threats 2

FortiGate (% fshuva-sixdone

Actions ~

Bkt sspidons

Date/Time Source Destination Application Name Security Action Sent /Received
152B/0B
152B/08
152B/08

152B/0B

2020/05/2103:45:03 10.100.91.100 210322615443 HTTP
2020/05/2103:40:03 10.100.91.100 3 103.226.154.43 HTTP
2020/05/2103:35:03 10.100.91.100 3 103.226.154.43 HTTP
2020/05/2103:30:04 10.100.91.100 3 103.226.154.43 HTTP

2020/05/2103:24:34 10.100.91.100 10322615443 HTTP 152B/0B

Network dashboard

The widgets in the Network dashboard show information related to networking for this FortiGate and other devices
connected to your Security Fabric. Use this dashboard to monitor the status of Routing, DHCP, SD-WAN, IPsec and SSL
VPN tunnels. All of the widgets in the Network dashboard can be expanded to full screen and saved as a monitor.

The Network dashboard contains the following widgets:

Widget Description

Static & Dynamic Routing Shows the static and dynamic routes currently active in your routing table. The
widget also includes policy routes, BGP neighbors and paths, and OSPF

neighbors.
See Static & Dynamic Routing monitor on page 88.

DHCP Shows the addresses leased out by FortiGate's DHCP servers. See DHCP
monitor on page 91.

SD-WAN Shows a summary of the SD-WAN status, including ADVPN shortcut information.

IPsec Shows the connection statuses of your IPsec VPN site to site and dial-up tunnels.

See IPsec monitor on page 92.
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Widget Description

SSL-VPN Shows a summary of remote active users and the connection mode. See SSL-
VPN monitor on page 94.

IP Pool Utilization Shows IP pool utilization.

Static & Dynamic Routing monitor

The Static & Dynamic Routing Monitor displays the routing table on the FortiGate, including all static and dynamic
routing protocols in IPv4 and IPv6. You can also use this monitor to view policy routes, BGP neighbors and paths, and
OSPF neighbors.

€ | Routing & [Z Static&Dynamic v -

Type ‘ Interfaces
W BGP W VPN_A_Tunnel (Branch-...
@ Static @ VPN_B _Tunnel (Branch-..
I Connected 76 Il HQ-MPLS (HQ-MPLS)

’ Routes [ ISFW (port3)
' Il Internet A (port1)
'/‘H [ Internet B (port5)

Q RouteLookup =~ @ View Create Address | | | Search Q
Network & Gateway IP & Interfaces & Distance & Type &
T oo e ————— - connssTow
10.0.11.2/32 10.100.67.13 @ VPN_B_Tunnel (Branch-HQ-B) 15 Static
10.0.11.3/32 10.100.68.13 @ VPN_B_Tunnel (Branch-HQ-B) 15 Static n
100.12.0/24 0000 2 HQ-MPLS (HQ-MPLS) 0 Connected
10.0.12.1/32 0.000 @ HQ-MPLS (HQ-MPLS) 0 Connected
100.12.2/32 192.168.0.14 @ HQ-MPLS (HQ-MPLS) 15 Static
10.0.12.3/32 192.168.1.14 @ HQ-MPLS (HQ-MPLS) 15 Static
10.1.0.0/24 10.100.67.5 @ VPN_A_Tunnel (Branch-HQ-A) 200 BGP

4nannma 4nannczan PP P ana nen

15% @ | Updated: 15:51:39 &~

To view the routing monitor in the GUI:

1. Goto Dashboard > Network.
2. Hover over the Routing widget, and click Expand to Full Screen. The Routing monitor is displayed.
3. Toview neighbors and paths, click the monitors dropdown at the top of the page.

BGP Neighbors
€ Routing Z [ BGPNeighbors « i+
@ Viev Search Q
Neighbor IP & Local IP ¢ Remote AS = State ¢ Admin Status
10.10.100.2 10.10.100.254 65412 Established @ Enabled
10.10.100.3 10.10.100.254 65412 Established @ Enabled
10.10.200.2 10.10.200.254 65412 Established @ Enabled
10.10.200.3 10.10.200.254 65412 Established @ Enabled
10.100.1.1 10.100.1.2 20 Established @ Enabled
10.100.1.5 10.100.1.6 20 Established @ Enabled
10.100.10.1 0.0.00 20 Idle © Disabled
10.100.10.5 0.0.00 20 Idle © Disabled

|
N

35% €8 Updated: 19:03:03 i ~

BGP Paths
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€ Routing c = i
@ View Search Q
Prefix ¢ Learned From & NextHop Origin = Best Path +
2222/32 10.10.100.2 10.10.100.2 IGP @ Yes
2.2.2.2/32 10.10.2002 10.10.200.2 IGP © Yes
44.44/32 10.10.1003 10.10.100.3 1GP O Yes
44.44/32 10.10.2003 10.10.200.3 1GP © Yes
7.0.0.0/24 10.100.1.1 10.100.1.1 IGP © Yes
7.0.00/24 10.100.15 10.100.1.5 IGP @ Yes
8000/24 10.100.1.1 10.100.1.1 1GP O Yes
80.00/24 1010015 1010015 1GP O Yes
9.0.0.0/24 0.0.00 0.0.00 IGP © Yes

0% @D Updated: 19:03:46 &~

IPv6 BGP Paths

€ Routing Z ([ | IPv6BGPPaths v | i~

© View Search Q
Prefix = Learned From < Next Hop Local = Next Hop Global Origin Best Path =
2000::7:0:0:0/124 2000:10:100:1::1 B 2000:10:100:1::1 IGP © No
2000:7:0:0:0/124 2000:10:100:1::5 B 2000:10:100:1::5 IGP @ Yes
2000:9:0:0:0/124 i B i IGP @ Yes
2000:10:100:1::/126 2000:10:100:1::1 b 2000:10:100:1::1 IGP © Yes
2000:10:100:1::4/126 2000:10:100:1::5 i 2000:10:100:1::5 IGP @ Yes
2000:10:100:1::200/120 2000:10:100:1::5 B 2000:10:100:1::5 IGP O Yes
2000:10:100:2::/64 2000:10:100:1::1 B 2000:10:100:1::1 IGP 9 No
2000:10:100:2::/64 2000:10:100:1::5 i 2000:10:100:1::5 IGP © Yes
2000:10:100:10::/126 2000:10:100:1::1 i 2000:10:100:1::1 IGP @ Yes
0% Updated: 19:04:05 '~
OSPF Neighbors

€ Routing Z [& | OSPFNeighbors w| i~

@ View Search Q
Neighbor IP ¢ Router ID $ State
172.16.209.2 2222 Full
172.16.210.2 2222 Full

@ Updated: 19:02:38 &'~

4. Tofilter the Interfaces and Type columns:
a. Click the Static & Dynamic tab.
b. Hover over the column heading, and click the Filter/Configure Column icon.

Search
S| Filter/Configure Column

User Y | Device & SSID+

c. Click Group By This Column, then click Apply.
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5. (Optional) Click Save as Monitor to save the widget as monitor.

To look up a route in the GUI:

1. Click Route Lookup.

2. Enteran IP address in the Destination field, then click Search. The matching route is highlighted on the Routing
monitor.

To view the routing table in the CLI:

# get route info routing-table all

Sample output:

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP

O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default

Routing table for VRF=0
S* 0.0.0.0/0 [1/0] via 10.0.10.1, To-HQ-A

[1/0] via 10.0.12.1, To-HQ-MPLS

1/0] via 10.10.11.1, To-HQ-B

1/0] via 10.100.67.1, portl

1/0] via 10.100.67.9, port2
.10.0/24 is directly connected, To-HQ-A
.10.2/32 is directly connected, To-HQ-A
.11.0/24 is directly connected, To-HQ-B
.11.2/32 is directly connected, To-HQ-B
.12.0/24 is directly connected, To-HQ-MPLS
.12.2/32 is directly connected, To-HQ-MPLS
.0.0/24 is directly connected, port3
.0.2/32 is directly connected, port3
.0.3/32 is directly connected, port3

OO0 Q———
=
o

PR PR OOOOOO

.100.0/24 is directly connected, vsw.port6

To look up a firewall route in the CLI:

# diagnose firewall proute list

Sample output:

list route policy info (vf=root):

id=0x7£450002 vwl service=2(BusinessCritialCloudApp) vwl mbr seg=4 5 3 dscp tag=0xff Oxff
flags=0x0 tos=0x00 tos mask=0x00 protocol=0 sport=0:65535 iif=0 dport=1-65535 o0if=3
(portl) oif=4(port2) o0if=18 (To-HQ-MPLS)

source(l): 0.0.0.0-255.255.255.255

destination wildcard(l): 0.0.0.0/0.0.0.0

internet service(4): Microsoft.Office.365(4294837472,0,0,0, 33182) Microsoft.Office.Online
(4294837475,0,0,0, 16177) Salesforce(4294837976,0,0,0, 16920) GoToMeeting
(4294836966,0,0,0, 16354)

hit count=0 last used=2020-03-30 10:50:18
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1d=0x7£450003 vwl service=3(NonBusinessCriticalCloudApp) vwl mbr seq=4 5 dscp tag=0xff Oxff
flags=0x0 tos=0x00 tos mask=0x00 protocol=0 sport=0:655§5 iif=0 dport:l;%5535 0if=3
(portl) oif=4(port2) -

source(l): 0.0.0.0-255.255.255.255

destination wildcard(l): 0.0.0.0/0.0.0.0

internet service(2): Facebook(4294836806,0,0,0, 15832) Twitter (4294838278,0,0,0, 16001)

hit count=0 last used=2020-03-30 10:50:18

id=0x7£450004 vwl service=4(Ping-Policy) vwl mbr seq=1 2 dscp tag=0xff Oxff flags=0x0
tos=0x00 tos mask=0x00 protocol=1l sport=0:65535 iif=0 dport=1-65535 o0if=16(To-HQ-A)
0if=17 (To-HQ-B)

To view neighbors and paths

DHCP monitor

The DHCP monitor shows all the addresses leased out by FortiGate's DHCP servers. You can use the monitor to revoke
an address for a device, or create, edit, and delete address reservations.

[ Enterprise_First_Floor ~

€| DHCP sz

Status Interface

@ I Leased out e I Sales Departmment (port2)

©Revoke | K Reservation ~ | | | Searc Q
Device & P Interface & Status & MAC & Reserved & Hi

== harry-pc 10.100.94.100 [# Sales Department (port2) Leased out 02:09:0£:00:08:02 © Not Reserved Hostna

To view the DHCP monitor:

1. Goto Dashboard > Network.
2. Hover over the DHCP widget, and click Expand to Full Screen.

Filter/Configure Column.

x To filter or configure a column in the table, hover over the column heading and click

To revoke a lease:

1. Selectadevice in the table.

2. Inthe toolbar, click Revoke, or right-click the device, and click Revoke Lease(s). The Confirm page is displayed.
3. Click OK.

Al
‘Q' A confirmation window opens only if there is an associated address reservation. If there is no
- address, the lease will be removed immediately upon clicking Revoke.
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To create a DHCP reservation:

1. Select a serverin the table.

2. Inthe toolbar, click Reservation, or right-click the device and click Create DHCP Reservation. The Create New
DHCP Reservation page is displayed.
3. Configure the DHCP reservation settings.

MAC Address
Create firewall address matching MAC @
Addre:

me harry-pc

4. Click OK.

To view top sources by bytes:

1. Right-click a device in the table and click Show in FortiView. The FortiView Sources by Bytes widget is displayed.

To view the DHCP lease list in the CLI:

# execute dhcp lease-list

IPsec monitor

The IPsec monitor displays all connected Site to Site VPN, Dial-up VPNs, and ADVPN shortcut tunnel information. You
can use the monitor to bring a phase 2 tunnel up or down or disconnect dial-up users. A notification appears in the
monitor when users have not enabled two-factor authentication.

€ |Psec c e

Name & Remote Gateway = PeerID & Incoming Data & Outgoing Data & Phase 1% Phase 2 Selectors &

[ 3@ IPsecAggregate @

@ Branch-HQ-AO  10.100.685 127GB 175GB @ Branch-HQ-AO @ Branch-HQ-A
@ Branch-HQ-A1  10.100.675 2.30GB 109GB @ Branch-HQ-A1 @ Branch-HQ-A
@ Branch-HQ-BO  10.100.68.13 120GB 164GB @ Branch-HQ-BO  © Branch-HQ-B
@ Branch-HQB 1  10.100.67.13 2.36GB 327GB @ Branch-HQ-B1 @ Branch-HQ-B
© HQ-MPLS 0 192.1680.14 682.10MB 869.48MB © HQ-MPLS 0 © HQ-MPLS
© HQ-MPLS_1 192.168.1.14 162GB 182GB © HQ-MPLS_1 © HQ-MPLS

To view the IPsec monitor in the GUI:

1. Goto Dashboard > Network.

2. Hover over the IPsec widget, and click Expand to Full Screen. A warning appears when an unauthenticated user is
detected.

Filter/Configure Column.

x To filter or configure a column in the table, hover over the column heading and click

3. Hoverover arecord in the table. A tooltip displays the Phase 1 and Phase 2 interfaces. A warning appears nextto a
user who has not enabled two-factor authentication.
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To reset statistics:

1. Selectatunnelin the table.

2. Inthe toolbar, click Reset Statistics or right-click the tunnel, and click Reset Statistics. The Confirm dialog is
displayed.

3. Click OK.

To bring a tunnel up:

1. Selectatunnelinthe table.
2. Click Bring Up, or right-click the tunnel, and click Bring Up. The Confirm dialog is displayed.
3. Click OK.

To bring a tunnel down:

1. Selectatunnelin the table.
2. Click Bring Down, or right-click the tunnel, and click Bring Down. The Confirm dialog is displayed.
3. Click OK.

To locate a tunnel on the VPN Map:

1. Select atunnelin the table.

2. Click Locate on VPN Map, or right-click the tunnel, and click Locate on VPN Map. The VPN Location Map is
displayed.

To view the IPsec monitor in the CLI:

# diagnose vpn tunnel list

Sample output:

list all ipsec tunnel in vd O

name=fct-dialup ver=1l serial=4 10.100.67.5:0->0.0.0.0:0 tun id=0.0.0.0 dst mtu=0

bound if=3 lgwy=static/1l tun=intf/0 mode=dialup/2 encap=none/512 options[0200]=frag-rfc
accept traffic=1 overlay id=0

proxyid num=0 child num=0 refcnt=12 ilast=5545 olast=5545 ad=/0

stat: rxp=0 txp=0 rxb=0 txb=0

dpd: mode=on-demand on=0 idle=20000ms retry=3 count=0 segno=0

natt: mode=none draft=0 interval=0 remote port=0

run_tally=0

name=To-HQ-MPLS ver=2 serial=3 192.168.0.14:0->192.168.0.1:0 tun id=19.168.0.1 dst mtu=1500

bound if=7 lgwy=static/l tun=intf/0 mode=auto/1l encap=none/528 options[0210]=create dev
}rag—rfc accept traffic=1 overlay id=0 -

proxyid num=1 child num=0 refcnt=22 ilast=0 olast=0 ad=/0

stat: rxp=66693 txp=29183 rxb=33487128 txb=1908427

dpd: mode=on-demand on=1 i1dle=20000ms retry=3 count=0 segno=0

natt: mode=none draft=0 interval=0 remote port=0

proxyid=To-HQ-MPLS proto=0 sa=1 ref=6 serial=1 adr

src: 0:0.0.0.0/0.0.0.0:0

dst: 0:0.0.0.0/0.0.0.0:0

SA: ref=3 options=32203 type=00 soft=0 mtu=1438 expire=266/0B replaywin=2048
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seqno=2cbe esn=0 replaywin lastseq=00002ea3 itn=0 gat=0 hash search len=1
life: type=01 bytes=0/0 timeout=1773/1800

dec: spi=700c9198 esp=aes key=16 ebd04605de6148c8a92ced48b30930fa

ah=shal key=20 5f0201£f67d7c714a046025a1df41d40376437f6a

enc: spi=5aaccc20 esp=aes key=16 13d5d4b46e5e9c42eef509£2d9879188

ah=shal key=20 2dde67ef7a2a78b622d%a7ec6d75ad3c55d241el
dec:pkts/bytes=11938/5226964, enc:pkts/bytes=11357/1312184

SSL-VPN monitor

The SSL-VPN monitor displays remote user logins and active connections. You can use the monitor to disconnect a
specific connection. The monitor will notify you when VPN users have not enabled two-factor authentication.

€| SSL-VPN (2] @
Duration Connection Mode
B Connected < 10 Minutes B Tunnel
*® End Session Q, Locate on VPN Map Search Q
Username = Remote Host Duration % Connections = Bytes
pjones 10.0.0.202 8m44s € Tunnel Connections 60.14kE .
& Chenderson_ £, 10.0.0.200 25s @ Tunnel Connections 63.82 kB N

To view the SSL-VPN monitor in the GUI:

1. Go Dashboard > Network.

2. Hoverover the SSL-VPN widget, and click Expand to Full Screen.The Duration and Connection Summary charts
are displayed at the top of the monitor.

ﬂ To filter or configure a column in the table, hover over the column heading and click
Filter/Configure Column.

To disconnect a user:

1. Select a userin the table.
2. Inthe table, right-click the user, and click End Session. The Confirm window opens.
3. Click OK.
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To monitor SSL-VPN users in the CLI:

# get vpn ssl monitor
Sample output

SSL VPN Login Users:

Index User Group Auth Type Timeout From HTTP in/out HTTPS in/out
0 amitchell TAC 1(1) 296 10.100.64.101 3838502/11077721 0/0

1 mmiles Dev 1(1) 292 10.100.64.101 4302506/11167442 0/0

SSL VPN sessions:
Index User Group Source IP Duration I/O Bytes Tunnel/Dest IP

Users & Devices

The Users & Devices dashboard shows the current status of users and devices connected to your network. All of the
widgets can be expanded to view as monitor. In monitor view, you can create firewall addresses, deauthenticate a user,
or remove a device from the network.

The User & Devices dashboard contains the following widgets:

Widget Description

Device Inventory Shows a summary of the hardware and software that is connected to the network.
See Device inventory on page 95.

FortiClient Shows a summary of the FortiClient endpoints.

Firewall Users Shows a summary of the users logged into the network.

Quarantine Shows a summary of quarantined devices.

FortiSwitch NAC VLANs Shows a summary of VLANSs assigned to devices by FortiSwitch NAC policies.

Device inventory

You can enable device detection to allow FortiOS to monitor your networks and gather information about devices
operating on those networks, including:

o MAC address

o IP address

o Operating system

o Hostname

o Username

« Endpoint tags

» When FortiOS detected the device and on which interface

You can enable device detection separately on each interface in Network > Interfaces.

Device detection is intended for devices directly connected to your LAN and DMZ ports. The widget is only available
when your Interface Role is LAN, DMZ or Undefined. It is not available when the role is WAN.
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You can also manually add devices to Device Inventory to ensure that a device with multiple interfaces displays as a
single device.

To view the device inventory monitor:

1. Goto Dashboard > Users & Devices.
If you are using the Comprehensive dashboard template, go to Dashboard > Device Inventory Monitor.
2. Hover over the Device Inventory widget, and click Expand to Full Screen. The Device Inventory monitor is

displayed.
ﬂ To filter or configure a column in the table, hover over the column heading, and click
Filter/Configure Column. See Device inventory and filtering on page 96.
€ Device Inventory 2 [ HardwareVendor~ i~

Software OS Status Interfaces
W Linux M Registered . [l BO2_LAN (...
Devices Devices

Device User = Address ¥ Software OS % Device Family Hardware Version % Endpoint Tags = A g

[E] Other identified device

Hardware
Vendor
4 W Other iden... 4
Devices Devices
Q

Search

O Kit Herman Laptop Kit Herman 10.2.0.17 Linux B Corporate Linux Endpoints
[ B S, 1 Eb Low
E® all_registered_clients
A Kit Contreras PC O, KitContreras  10.2.0.9 Linux B Corporate Linux Endpoints
L o e e e | B Low
B all_registered_clients
A Haiden Bryant Laptop n Haiden Bryant  10.2.0.14 Linux B Corporate Linux Endpoints
% S U B Eb Low
B all_registered_clients
A FranHunt Laptop %] Fran Hunt 10.20.19 Linux B Corporate Linux Endpoints
RS gl Bl B Low

B all_registered_clients

Updated: 13:33:30 &~

Device inventory and filtering

The Device Inventory widget contains a series of summary charts that provide an overview of the hardware, operating
system, status, and interfaces. You can use these clickable charts to simplify filtering among your devices.

To view the device inventory and apply a filter:

1. Goto Dashboard > Users & Devices.
If you are using the Comprehensive dashboard template, go to Dashboard > Device Inventory Monitor. See .
2. Hover over the Device Inventory widget, and click Expand to Full Screen. The Device Inventory monitor is
displayed.
3. Tofilter the order of the charts by operating system, click the dropdown in the top menu bar and select Software OS.
4. Tofilter a chart, click anitem in the legend or chart area. The table displays the filter results.
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5. To combine filters, hover over a column heading and click Filter/Configure Column.

Seal
""" | Filter/Configure Column

Users T | Device & SSID =

6. Click the filter icon in the top-right corner of the chart to remove the filter.

Filter examples

To filter all offline devices:

1. Inthe Status chart, click Offline in the legend or on the chart itself.

€ | Device Inventory & |Z  Hardware Vendor~ i~
Hardware Software OS Status T Interfaces
Vendor e X ————
I Otheriden... N \ I Offline I ISFW (port.
\ [@ Otheriden..
Search Q o
Device User & Address + Software 05 = Device Family & Hardware Version +

[E Other identified device

M fe:ff:ff:00:00:0e 10.100.88.254 Other identified device
fe:ff:ff:00:00:0e

@ | Updated: 09:31:07 '~
To filter all devices discovered on port3:

1. Inthe Interfaces chart, click port3.

€ Device Inventory

Hardware Vendor~ = &~

faces M ISFW (port3)
t 11 (100.0%

Hardware Software OS InterfacesT
Vendor [ Otheriden... M Cnline I ISFW (port...
W Fortinet @ FortiOS O Offline
@ Otheriden... [ Server
[ FortiMana.
Wl FortiAuthe...
[ FortiSandb...
Search Q o
Device User & Address + Software 05 = Device Family & Hardware Version +
00:09:0:0c:04:02 10.100.88.12 FortiManager O FortiManager VM
00:09:0f:0c:04:02
@ 00:0%:0f:0d:04:02 10.100.88.9 FortiAuthenticator OS FortiAuthenticator VM
00:09:01:0d:04:02
B 02:09:01:00:04:02 10.100.88.13 FortiSandbox OS FortiSandbox 3000D
02:09:0:00:04:02
[ Other identified device
@ 02:09:0f:00:04:03 10.100.88.14 Other identified device
02:09:01:00:04:03
m a9.n0ne0n02.00 ERETLELETS Oharidantifiod Asica

57% €D |Updated: 09:31:07 <~

Adding MAC-based addresses to devices

Assets detected by device detection appear in the Device Inventory widget. You can manage policies around devices by
adding a new device object (MAC-based address) to a device. Once you add the MAC-based address, the device can be
used in address groups or directly in policies.

To add a MAC-based address to a device:

1. Goto Dashboard > Users & Devices.
If you are using the Comprehensive dashboard template, go to Dashboard > Device Inventory Monitor. See .
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2. Hover over the Device Inventory widget, and click Expand to Full Screen. The Device Inventory monitor is
displayed.
3. Click a device, then click Firewall Device Address. The New Address dialog is displayed.

€ | Device Inventory & |Z  Hardware Vendor~ i~

® Status Interfaces
@& 10100884 W Online I ISFW (port..
12 O Offline E MPLSto-...
Device Ex 00:09:07:00:02:05 v
Server Ex Mail Server (SMTP)
MAC Address 00:09:0f:00:02:05
IP Address 10.100.88.4
Search Online Interfaces [ ISFW (port3) (i)
Device Hardware Fortinet Device Family % Hardware Version +
[ Fortinet @ +# Firewall Device Address |+ Firewall IP Address @ BanIP
Ea 00:09:01:00:02:05 10.100.88.4 Server
00:09:0f:00:02:05
&5 00:09:0f:00:03:01 10.100.88.101 FortiOS FortiGate
00:09:01:00:03:01
&3 00:09:0f:00:03:02 10.200.1.4 FortiOS FortiGate
00:09:01:00:03:02
@D 00:09:0f:00:03:04 10.100.88.2 Other identified device
00:09:0f:00:03:04

0% €3 |Updated: 10:07:44 <~

4. Inthe Name field, give the device a descriptive name so that it is easy to in the Device column.
5. Configure the MAC Address.

New Address x
€ Device Inve Category Pvé Address
Name MailServer1
‘ Color & | Change

Type Device (MAC -

12 MAC Address Scope

. MAC Address 00:09:0f:00:02:05
Interface [ ISFW (port3) -
Fabric synchronization (B

Search Comments Write a comment 0/255
Device

Ea 00:09:0£:00:02:

6. Click OK, then refresh the page. The MAC address icon appears in the Address column next to the device name.

€ | Device Inventory < [ HardwareVendor~ i+

Hardware Software 08 Status Interfaces
Vendor [ Otheriden... I Online B ISFW (port...
M Fortinet @ Fortios @ Offline O MPLSto-...
[ Otheriden.. M server
[ FortiMana.
Wl FortiAuthe...
[ FortiSandb...
Search Q [i]
Device & User & Address ¢ Software OS % Device Family & Hardware Version &
B Fortinet @ I
Ea MailServer1 X 10.100.88.4 Server
I MailServerl
&5 00:09:0f:00:03:01 10.100.88.101 FortiOS FortiGate
00:09:01:00:03:01
5 00:0%:0:00:03:02 10.200.1.4 FortiOS FortiGate

0% €8 | Updated: 10:16:57 & ~

Firewall Users monitor

The Firewall Users monitor displays all firewall users currently logged in. You can use the monitor to diagnose user-
related logons or to highlight and deauthenticate a user.
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€ | Firewall Users Z ([  Showall FSSOLlogons i~
Method User Group
I Firewall B Idap_users
= Deauthenticate Search Q
User Name = IP Address = User Group = Duration Traffic Volume % Method
& Chenderson 10.0.0.200 & |dap_users 4 minute(s) and 43 second(s) 677.92 ME IS & Firewall
. _pjones 10.0.0.201 = |dap_users 10 second(s) 3.84MB | & Firewall

@ |Updated: 14:52:02 &~

To view the firewall monitor:

1. Goto Dashboard > Users & Devices.
If you are using the Comprehensive dashboard template, go to Dashboard > Firewall User Monitor. See .

2. Hover over the Firewall Users widget, and click Expand to Full Screen.
3. Toshow FSSO logons, click Show all FSSO Logons at the top right of the page.

>ﬂ To filter or configure a column in the table, hover over the column heading and click

Filter/Configure Column.

To deauthenticate a user:

1. Goto Dashboard > Users & Devices.

2. Hover over the Firewall Users widget, and click Expand to Full Screen.

3. (Optional) Use the Search field to search for a specific user.

4. Inthetoolbar, click Deauthenticate, or right-click the user, and click Deauthenticate. The Confirm dialog is
displayed.

Click OK.

o

To view firewall users in the CLI:

# diagnose firewall auth list

WiFi dashboard

The WiFi dashboard provides an overview of your WiFi network's performance, including FortiAP status, channel
utilization, WiFi clients and associated information, login failures, and signal strength.

FortiOS 7.0.17 Administration Guide 99
Fortinet Inc.



Dashboards and Monitors

To access the WiFi dashboard, go to Dashboard > WiFi.

FortiAP Status Z i~ || Channel Utilization @ o i

Status 2 Channel Utilization
[ Online Radios W Low ([ <=602%)

Clients By FortiAP

]
a4

Signal Strength

[¥]
a4

FortiAP Signal Strength

W PS321C3U15000313 W Good ( #=-65dBm)

The WiFi dashboard can be customized per your requirements. To learn more about using and modifying dashboards
and widgets, see Dashboards and Monitors on page 75.

This section describes the following monitors available for the WiFi Dashboard:

» FortiAP Status monitor on page 100
» Clients by FortiAP monitor on page 102

FortiAP Status monitor

The FortiAP Status monitor displays the status and the channel utilization of the radios of FortiAP devices connected to a
FortiGate. It also provides access to tools to diagnose and analyze connected APs.

€ | FortiAP Status

Q

=)

Status 2.4 GHz Radio Channel 5 GHz Radio Channel
) Utilization Utilization
M Online — = _
M Good W Good
# Edit Search Q
Access Point % SSIDs Channel Clients % S Version LLDP FortiAP Profile Connected Via %
= @ Online @
9 PS321C3U15000313 €D Al Tunnel Mode SSIDs [ R1 ] 2 PS321C-v6.0-build0075 eth0: S108EP5918004833 - port2 FAPS321C-default
€ Al Tunnel Mode SSIDs @ 3

To view the FortiAP Status monitor:

1. Go to Dashboard > WiFi.
2. Hover over the FortiAP Status widget, and click Expand to Full Screen. The FortiAP Status monitor opens.
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3. (Optional) Click Save as Monitor to save the widget as monitor.

To view the Diagnostics and Tools menu:

1. Right-click an Access Point in the table, and click Diagnostics and Tools. The Diagnostics and Tools dialog opens.

FortiAP Status

RN

E © oniine @

B Registration

% Diagnostics and Tools
Q Showin WiFi Maps

LED Blink »
>_ EditinCLI

>_ Connect to CLI

Status 2.4 GHz Radio Channel 5 GHz Radio Channel
N Utilization Utilization
I Online e |
W Good W Good
| # Edit| | searcn a
Access Point + SSIDs Channel Clients & 05 Version & LLDP FortiAP Profile = Connected Via &

9 PS321C3U15000313 All Tunnel Mode SSIDs 6 2 PS321C-v6.0-build0075
TN AUl Tunnal Mode $SIDs 36
# Edit
@ Authorize
© Deauthorize
& Upgrade
'O Restart

eth0: S108EP5918004833 - port2

FAPS321C default £ default.35

2. To monitor and analyze the FortiAP device, click on the tabs in the Diagnostics and Tools dialog, such as Clients,

Spectrum Analysis, VLAN Probe, and so on.

Diagnostics and Tools - PS321C3U15000313

8 General

I P e
I Herory sz

B Radio 1-24GHz

[N interfering SSIDs
I Ciients
I Channel Utilization

B Radio2-5GHz

AN Interfering SSIDs
IER Ciients
IEZE Channel Utilization

() P8321C3U15000313
Serfal Number P5321C3U15000313
Base MAC Address 08:5b:0ezeb:ac:5a
Status L]
Country/Region us
Connected Via = default.35
1Pv4 Address 192.168.40.6
Uptime 44m 15s
Version v6.0 build0075
Registration Not Registered

Clients  Interfering SSIDs | WiFiMap | Logs CLIAccess |

[EET Radio 1

1

Clients

5 minute(s) ago

150 kbps

Bandwidth

100kbps

50kbps

Close

FortiOS 7.0.17 Administration Guide
Fortinet Inc.

101



Dashboards and Monitors

The Diagnostics and Tools dialog is similar to the device dialog from WiFi & Switch Controller > Managed FortiAPs. To
learn more about the various tabs and their functions, see Spectrum analysis of FortiAP E models, VLAN probe report,
and Standardize wireless health metrics.

Clients by FortiAP monitor

The Clients by FortiAP monitor allows you to view detailed information about the health of individual WiFi connections in
the network. It also provides access to tools to diagnose and analyze connected wireless devices.

€ | Clients By FortiAP =z i

Q

FortiAP Technology Band
[l PS321C3U15000313 [ 802.11n W 5GHz
M 80211ac
& Diagnostics and Tools Search Q
P MAC Address = User = Device = SSID = Channel = Bandwidth Tw/Rx = Signal Strength/Noise Signal Strength = Association Time
[ ' Ps321C3U15000313 @
192168907  64E6:82:CAAT:ST & 64:e6:82:caa7:57 ) FGDocs-Wifi (FGDocs-Wifi) 36 Obps 46d8 59dmalll 2021/04/05 18:22:42
192168.90.6 D2:CC:4%:EB:7F:D2 Android-2 ) FGDocs-Wifi (FGDocs-Wifi) | 36 Obps 43d8 62dBm =il 2021/04/05 18:11:34

To view the Clients by FortiAP monitor:

1. Goto Dashboard > WiFi.

2. Hoverover the Clients by FortiAP widget, and click Expand to Full Screen. The Clients by FortiAP monitor opens.
3. (Optional) Click Save as Monitor to save the widget as monitor.

To view the summary page for a wireless client:

1. Right-click a client in the table and select Diagnostics and Tools. The Diagnostics and Tools - <device> page is
displayed.
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€ | Clients By FortiAP

FortiAP

W PS321C3U15000313 .

& Diagnostics and Tools Search

Ps MAC Address & User Device ¢

[E] =0 PS321C3U15000313 @

192.168.90.6 D2:CC:49:EB:7F:D2 Android-2

192.168.90.7  64:E6:82:CA:A7:57

& 64:e6:82:caia7:57

Close

Diagnostics and Tools - Android-2
Android-2 Status
evice Signal Strength
TSI sisnal Strength/Noise
T I e
tAP I ransmission Discard/Retry
36 (5 GHz: 802.11ac/n/a)
2021/04/05 18:11:34
192.168.906
MO 2x2
a® Quarantine = %3 Disassociate
Applications = Destinations = Policies = Logs
Bandwidth
8Mbps
6 Mbps
4Mbps
2Mbps
Obps — -
5 minute(s) ago Now
m Bandwidth Tx 112 bps Bandwidth Rx 133 bps
Signal Strength/Noise
60dB
40dB
20dB
0dB
5 minute(s) ago Now

2. (Optional) Click Quarantine to quarantine the client,
3. (Optional) Click Disassociate to disassociate the client.

Health status

The Status section displays the overall health for the wireless connection. The overall health of the connection is:

« Good if the value range for all three conditions are Good

« Fair or poor if one of the three conditions is Fair or Poor respectively.

Condition

Value Range

Signal Strength

Signal Strength/Noise

Band

e Good >-56dBm
e -56dBm > Fair > -75dBm
e Poor<-75dBm

e Good > 39dBm
e 20dBm < Fair < 39dBm
e Poor <20dBm

e Good =5G band
e Fair=2.4G band

The summary page also has the following FortiView tabs:
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e Performance

Applications | Destinations = Policies = Logs

Bandwidth

8 Mbps
6 Mbps
4 Mbps

2 Mbps

Obps

5 minute(s) ago

[ ]
m
o

60dB

andwidth Tx 112 bps

Signal Strength/Noise

Now
Bandwidth Rx 133 bps

40dB

20dB

0dB

5 minute(s) ago

o Applications

Performance [@alsloile=-lill):l Destinations Policies | Logs

=
L2

Application Category

UDP/443
/A HTTPS.BROWSER
TCP/5061

/ DNS W Network.Service

TCP/443
TCP/5222

e Destinations

B Web.Client

Risk Bytes »
1.24MEB HH
497.86 kB |
16.46 kB
| 1} 14.37 kB
11.99kB |
192kB |

Performance = Applications Policies = Logs

=
L2

Destination

B r4---sn-ndv7sn7l.googlevideo.com (74.125....
[ 1 securepubads.g.doubleclick.net (216.58.21...
[0 www.googletagmanager.com (216.58.209.2...
B connect.facebooknet (69.171.250.13) =

[0 www.google.com (142.250.179.68) &
=5 syoutube.com (64.233.167.102) &

[ www.google-analytics.com (142.250.179.78..4
[ 1 update.googleapis.com (216.58.20%9.227) @

5 ca.rogers.rcs.telephony.goog (216.239.36.1...

[ 1 fonts.gstatic.com (216.58.213.163) @

B mtalk.google.com (64.233.167.188) &
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Application Bytes «

4 HTTPS.BROWSER 480.32 kB |
M Google-Gmail 142.74 kB |
M Google-Gmail 127.10kB |
[ Facebook-Web 85.65kB |
5 Google-Web 54.71kB |
M Google-Gmail 50.74kB W
M Google-Gmail 24.22kB |
M Google-Gmail 12.54kB |
7 Google-Other 16.46 kB
M Google-Gmail 15.91kB
M Google-Gmail 14.94 kB

Now

B Onow~ [z

Sessions « Bandwidth «
33 218 kbps N
4 Obps
1 16 bps
74 16 bps
1 Obps
1 16 bps

B Onow~ [

Sessions « Bandwidth «
1 Obps
1 Obps
1 Obps
1 Obps
4 Obps
1 Obps
2 Obps
2 Obps
1 Obps

Obps
2 Obps

0% €9
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» Policies
Performance = Applications = Destinations Logs ~
= B~ Onow- [z
Policy Policy Type Source Interface Destination Interface Bytes » Sessions - B4
FGDocs-Wifi-Qut (31)  Firewall = _FGDocs-Wifi (FGDocs-Wifi) M _wan1 (port1) 1.10MB = 41
o Logs
Performance | Applications = Destinations | Policies A~
2 & | AddFilter [~ (D Details
Date/Time Level Action Message SSID Channel
25 minutes ago [ [ ] client-ip-detected Client d2:cc:4%:eb:7f:d2 had an |P address detected ... FGDocs-Wifi 36
25 minutes ago [ [ ] client-authentication Client d2:cc:4%:eb:7f:d2 authenticated. FGDocs-Wifi 36
25 minutes ago [ [ | client-deauthentication Client d2:cc:49:eb:7f:d2 de-authenticated. FGDocs-Wifi 36
25 minutes ago [ [ | client-deauthentication Client d2:cc:49:eb:7f:d2 de-authenticated. FGDocs-Wifi 36

FortiGate supports both FortiView and Non-FortiView monitors. FortiView monitors are driven by traffic information
captured from logs and real-time data. Non-FortiView monitors capture information from various real-time state tables on
the FortiGate.

Non-FortiView monitors

Non-FortiView monitors capture information on various state tables, such as the routes in the routing table, devices in
the device inventory, DHCP leases in the DHCP lease table, connected VPNSs, clients logged into the wireless network,
and much more. These monitors are useful when troubleshooting the current state of the FortiGate, and to identify
whether certain objects are in the state table or not. For more information, see Dashboards on page 82.

FortiView monitors

FortiView is the FortiOS log view tool and comprehensive monitoring system for your network. FortiView integrates real-
time and historical data into a single view on your FortiGate. It can log and monitor network threats, keep track of
administration activities, and more.

Use FortiView monitors to investigate traffic activity such as user uploads and downloads, or videos watched on
YouTube. You can view the traffic on the whole network by user group or by individual. FortiView displays the
information in both text and visual format, giving you an overall picture of your network traffic activity so that you can
quickly decide on actionable items.

FortiView is integrated with many UTM functions. For example, you can quarantine an IP address directly in FortiView or
create custom devices and addresses from a FortiView entry.
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Ay
b [ 4
? The logging range and depth will depend on the FortiGate model.

The Optimal template contains a set of popular default dashboards and FortiView monitors. The Comprehensive
template contains a set of default dashboards as well as all of the FortiView monitors. See Dashboards on page 82.

Template Monitors

Optimal ¢ FortiView Sources
¢ FortiView Destinations
¢ FortiView Applications
¢ FortiView Web Sites
¢ FortiView Policies
¢ FortiView Sessions

Comprehensive ¢ FortiView Sources
¢ FortiView Destinations
¢ FortiView Applications
¢ FortiView Web Sites
e FortiView Threats
e FortiView Compromised Hosts
¢ FortiView Policies
¢ FortiView Sessions
¢ Device Inventory Monitor
¢ Routing Monitor
¢ DHCP Monitor
¢ SD-WAN Monitor
¢ FortiGuard Quota Monitor
¢ |IPsec Monitor
e SSL-VPN Monitor
¢ Firewall User Monitor
¢ Quarantine Monitor
¢ FortiClient Monitor
¢ FortiAP Clients Monitor
* Rogue APs Monitor

FortiView monitors and widgets

FortiView monitors are available in the tree menu under Dashboards. The menu contains several default monitors for the
top categories. Additional FortiView monitors are available as widgets that can be added to the dashboards. You can
also add FortiView monitors directly to the tree menu with the Add (+) button.
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(] = SAFortiDEMO  DJ182405buildood4~ >~ @~ A3~ § -
@ Dashboard o N .
FortiView Sources by Bytes @ thour~ & i+
© AddFilter |
100.00MB
~ Bytes Sent
8000M8 Bytes Receive
6000MB
Signalling 4000MB
+ 2000MB
FortiView Sources. N i E— - —— N
12:20 12:25 12:30 12:35 12:40 12:45 12:50 12:55 13:00 13:05 1310 13:15 13:20
Source Device Threat Score + Bytes v Sessions + FortiGate
== ARBUTUS 180 79.13MB 212 @
a 10100885
00:09:0:0c:04:02 185 16.10MB ¥ 282 &
a 10.100.88.12
165 1471MB 297 &
a 10.100.88.2
o 9.55MB m 132 @
a 10201
o 8.93MB 132 @
a 10101
0% €

F-:RTINET

Core FortiView monitors

The following default monitors are available in the tree menu:

Dashboard Usage

FortiView Sources Displays Top Sources by traffic volume and drilldown by Source.
FortiView Destinations Displays Top Destinations by traffic volume and drilldown by Destination.
FortiView Applications Displays Top Applications by traffic volume and drilldown by Application.
FortiView Web Sites Displays Top Websites by session count and drilldown by Domain.
FortiView Policies Displays Top Policies by traffic volume and drilldown by Policy number
FortiView Sessions Displays Top Sessions by traffic source and can be used to end sessions.

Usage is based on default settings. The pages may be customized further and sorted by other fields.

I\ You can quarantine a host and ban an IP from all of the core FortiView monitors.

Adding FortiView monitors

Non-core FortiView monitors are available in the Add monitor pane. You can add a FortiView widget to a dashboard or
the tree menu as a monitor.
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To add a monitor to the tree menu:

1. Inthe tree menu, under the monitors section, click Add Monitor (+). The Add Monitor window opens.

Add Monitor

From the Sort By dropdown, select the sorting method.
Click Add Monitor. The monitor is added to the tree menu.

© NSO G RN

Monitors by category

Click Add next to a monitor. You can use the Search field to search for a specific monitor.

In the FortiGate area, select All FortiGates or Specify to select a FortiGate device in the security fabric.
(Optional) In the Data Source area, select Specify and select a source device.

From the Time Period dropdown, select the time period. This option is not available in all monitors.

In the Visualization area, select Table View or Bubble Chart.

Usage is based on the default settings. The monitors may be customized further and sorted by other fields.

LANDMARK
Widget Sort by
Applications Bytes/Sessions/Bandwidth/Packets
Application Bytes/Bandwidth
Bandwidth

Cloud Applications Bytes/Sessions/Files(Up/Down)
Cloud Users Bytes/Sessions/Files(Up/Down)
Compromised Hosts Verdict

Countries/Regions Bytes/Sessions/Bandwidth/Packets
Destination Firewall  Bytes/Sessions/Bandwidth/Packets
Objects

Destination Owners  Bytes/Sessions/Bandwidth/Packets

Destinations Bytes/Sessions/Bandwidth/Packets

FortiOS 7.0.17 Administration Guide
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Usage

Displays top applications and drilldown by
application.

Displays bandwidth for top applications and
drilldown by application.

Displays top cloud applications and drilldown
by application.

Displays top cloud users and drilldown by
cloud user.

Displays compromised hosts and drilldown
by source.

Displays top countries/regions and drilldown
by countries/regions.

Displays top destination firewall objects and
drilldown by destination objects.

Displays top destination owners and
drilldown by destination.

Displays top destinations and drilldown by
destination.
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Widget Sort by Usage

Search Phrases Count Displays top search phrases and drilldown
by search phrase.

Source Firewall Bytes/Sessions/Bandwidth/Packets Displays top search phrases and drilldown

Objects by source object.

Sources Bytes/Sessions/Bandwidth/Packets Displays top sources and drilldown by
source.

Threats Threat level/Threat Score/Sessions Displays top threats and drilldown by threat.

Traffic Shaping Dropped Displays top traffic shaping and drilldown by

Bytes/Bytes/Sessions/Bandwidth/Packets shaper.

Web Categories Bytes/Sessions/Bandwidth/Packets Displays top web categories and drilldown
by category.

Web Sites Bytes/Sessions/Bandwidth/Packets Displays top web sites and drilldown by
domain.

WiFi Clients Bytes/Sessions Displays top WiFi clients and drilldown by
source.

WAN

Widget Sort by Usage

Servers Bytes/Sessions/Bandwidth/Packets Displays top servers and drilldown by server address.

Sources Bytes/Sessions/Bandwidth/Packets Displays top sources and drilldown by device.

Threats Threat Level/Threat Score/Sessions Displays top threats and drilldown by threat.

All Segments
Widget Sort by Usage
Admin Logins Configuration Changes/Logins/Failed  Displays top admin logins by username.
Logins

Destination Bytes/Sessions/Bandwidth/Packets Displays top destination interfaces by destination

Interfaces interface.

Endpoint Severity Displays top endpoint vulnerabilities by vulnerability

Vulnerabilities name.

Failed Failed Attempts Displays top failed authentications by failed

Authentication authentication source.

FortiSandbox Submitted Displays top FortiSandbox files by file name.

Files
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Widget Sort by Usage
Interface Pairs Bytes/Sessions/Bandwidth/Packets Displays top interface pairs by source interface.
Policies Bytes/Sessions/Bandwidth/Packets Displays top policies by policy.

Source Interfaces  Bytes/Sessions/Bandwidth/Packets Displays top source interfaces by source interface.

System Events Level/Events Displays top system events by event name.
VPN Connections/Bytes Displays top VPN connections by user.
Vulnerable Detected Vulnerabilities Displays top vulnerable endpoint devices by device.

Endpoint Devices

A\,
S r'd
q A maximum of 25 interfaces can be monitored at one time on a device.

Using the FortiView interface

Use the FortiView interface to customize the view and visualizations within a monitor to find the information you are
looking for. The tools in the top menu bar allow you to change the time display, refresh or customize the data source, and
filter the results. You can also right-click a table in the monitor to view drilldown information for an item.

Real-time and historical charts

Use the Time Display dropdown to select the time period to display on the current monitor. Time display options vary
depending on the monitor and can include real-time information (now) and historical information (7 hour, 24 hours, and 7
days).

\y

S L4
9 Disk logging or remote logging must be enabled to view historical information.

You can create a custom time range by selecting an area in table with your cursor.

FortiView Sources by Bytes D 7daysw | & | AllFortiGates v | i~

© Add Filter

250G8 x
N BytesSent

20068 Bytes Receive

150Ge
100GE

500.00MB

Mar1900:00  Mar191200  Mar200000  Mar201200  Mar210000  Mar211200  Mar220000  Mar221200  Mar230000  Mar231200  Mar240000  Mar241200  Mar2500:00  Mar2512:00

The icon next to the time period identifies the data source (FortiGate Disk, FortiAnalyzer, or FortiGate Cloud). You can
hover over the icon to see a description of the device.
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FortiView Sources by Bytes ihour~ & 5 AllFortiGates ~ i~

© Add Filter atafrom (3 FortiAnalyzer j
40.00 @ 1hour 3
3000 MB =

* ¢ 7Downstream Fabric Devices
20.00MB
This FortiView requires:
1000MB « Logging device setup and enabled
« Traffic logging enabled in a policy
13:15 13:20 13:25 13:30 13:35 13:40

1345 13:50 13:55 14:00 1405 14:10 14:15

Data source

FortiView gathers information from a variety of data sources. If there are no log disk or remote logging configured, the
data will be drawn from the FortiGate's session table, and the Time Period is set to Now.

Edit Dashboard Widget - FortiView Applications x

FortiGate  All FortiGates v

DataSource | Best Available Device
Device FortiAnalyzer -

Time Period | 1 hour

Visualization  [EERCENGaTN @ Bubble Chart
Sort By Bytes -

Other data sources that can be configured are:

o FortiGates (disk)
o FortiAnalyzer
o FortiGate Cloud

Ay

‘Q' When Data Source is set to Best Available Device, FortiAnalyzer is selected when available,
- then FortiGate Cloud, and then FortiGate Disk.

Drilldown information

Double-click or right-click an entry in a FortiView monitor and select Drill Down to Details to view additional details about
the selected traffic activity. Click the Back icon in the toolbar to return to the previous view.

You can group drilldown information into different drilldown views. For example, you can group the drilldown information
in the FortiView Destinations monitor by Sources, Applications, Threats, Policies, and Sessions.

€/ FortiView Destinations by Bytes Tdays~ & i-

[FIDESEoNIPIA/32431438] © AdFiter x
Summary of 40000 MB

Destination 8 fctupdate.fortinet.net (173.243.143.6) 2 (st
Destination B fctupdate-fortinet.net (173.243.143.6) 20000ME Bytes Recelve
popication . HTTPSBROWSER

APPIEEON 1ep/g000 20000ME

262GB 10000ME:
Mar 19 Mar 20 Mar 21 Mar 22 Mar 23 Mar 24 Mar 25
Applications | Threats | Policies | Sessions ~
Source Device Threat Score + Bytes + Sessions ~
= ARBUTUS 485 262G8 515
(]

& 10100885

Ba 00:09:0£:00:02:05

Double-click an entry to view the logs in Sessions view. Double-click a session to view the logs.
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€ | FortiView

Destinations by Bytes

% Destination IP: 170:248.44816] © Add Filter

Summary of

S fctupdate.fortinet.net (173.243.143.6) @

HTTPSBROWSER

" Tcp/g000
3415M8B
6

keithli-securityfabric-kl

Sources | Applications | Threats | Policies [l

Date/Time Source

22minutesago  10.100.88.5 =5 173.243.143.6 (fctupdate fortin...
22minutesago  10.100.88.5 S5 173.243.143.6 (fctupdate fortin...
23minutesago  10.100.88.5 5 173.243.143.6 (fctupdate.fortin...

23minutesago  10.100.88.5

24minutesago  10.100.88.5

24minutesago  10.100.88.5 5 173.243.143.6 (fctupdate.fortin...

Graph

Summary of

Tabs

'3.243.143.6 (fctupdate fortin...
'3.243.143.6 (fctupdate fortin...

lhour~ & i-

4000

3000MB

2000MB

1000MB

~/ Bytes Sent
Bytes Receive
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Application Name
HTTPSBROWSER
HTTPSBROWSER
HTTPSBROWSER

tcp/8000
HTTPSBROWSER
HTTPSBROWSER

Security Action
v Allowed
v Allowed

+ Allowed

+ Allowed

+ Allowed

1325 1330 13:35 1340

Sent/Recely Log Details

1345 1350 1355 1400

s6.18ke/24 [ Security

455kB/19.7 @ General

4.48KkB/6.94 Date
, Time
156B/0B | puration
6.89kB/7.6% SessionID
Virtual Domain
NAT Translation

8 Source

P

NAT 1P

Source Port
Country/Region
Primary MAC
Source Interface
Source UUID

Source Host
Name
O | pevice

2021/03/25
13:38:56
485
1182429
root.

Source

10100885
10.100.64.101

64027

Reserved
02:09:0£:00:0e:03

[ ISFW (port3)
€9e029cc-89dc-51eb-91cd-
98097328216

ARBUTUS

FGVM02TM20010937

¢ The graph shows the bytes sent/received in the time frame. real time does not include a

chart.
Users can customize the time frame by selecting a time period within the graph.

Shows information such as the user/avatar, avatar/source IP, bytes, and sessions total
for the time period.

Can quarantine host (access layer quarantine) if they are behind a FortiSwitch or
FortiAP.

Can ban IP addresses, adds the source IP address into the quarantine list.

Drilling down entries in any of these tabs (except sessions tab) will take you to the
underlying traffic log in the sessions tab.
Applications shows a list of the applications attributed to the source IP. This can include
scanned applications (using Application Control in a firewall policy or unscanned
applications.

config log gui-display

set fortiview-unscanned-apps enable

end
Destinations shows destinations grouped by IP address/FQDN.
Threats lists the threats caught by UTM profiles. This can be from antivirus, IPS, Web
Filter, Application Control, etc.
Web Sites contains the websites which were detected either with webfilter, or through
FQDN in traffic logs.
Web Categories groups entries into their categories as dictated by the Web Filter
Database.
Policies groups the entries into which polices they passed through or were blocked by.
Sessions shows the underlying logs (historical) or sessions (real time). Drilldowns from
other tabs end up showing the underlying log located in this tab.
Search Phrases shows entries of search phrases on search engines captured by a Web
Filter UTM profile, with deep inspection enabled in firewall policy.
More information can be shown in a tooltip while hovering over these entries.

To view matching logs or download a log, click the Security tab in the Log Details .
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1 LogDetails x
et

&

1" Application Control

Sensor default
Device ID FGVM02TM20010937
Direction outgoing
Logeventoriginal 4 444704685786012700
timestamp
Event Type signature
Hostname globalupdate.fortinet.net
Incident Serial No. 143223064
Level "
Message Web.Client: HTTPS.BROWSER,
Server Certificate
Name
Server Certificate  DigiCert SHA2 Extended
Issuer Validation Server CA

globalupdate.fortinet.net

SubType app-ctrl
Type utm
Timezone 0700
URL /

Enabling FortiView from devices

You can enable FortiView from SSD disk, FortiAnalyzer and FortiGate Cloud.

FortiView from disk
FortiView from disk is available on all FortiGates with an SSD disk.

Restrictions

Model Supported view

Entry-level models with SSD Five minutes and one hour
Mid-range models with SSD Up to 24 hours

High-end models with SSD Up to seven days
To enable seven days view:

config log setting
set fortiview-weekly-data enable
end

Configuration

A firewall policy needs to be in place with traffic logging enabled. For optimal operation with FortiView, internal interface
roles should be clearly defined as LAN. DMZ and internet facing or external interface roles should be defined as WAN.

To configure logging to disk:

config log disk setting
set status enable
end

To include sniffer traffic and local-deny traffic when FortiView from Disk:

config report setting
set report-source forward-traffic sniffer-traffic local-deny-traffic
end

This feature is only supported through the CLI.

FortiOS 7.0.17 Administration Guide 113
Fortinet Inc.



Dashboards and Monitors

Troubleshooting

Use execute report flush-cacheandexecute report recreate-db toclearup any irregularities that may
be caused by upgrading or cache issues.

Traffic logs

To view traffic logs from disk:

1. Goto Log & Report, and select either the Forward Traffic, Local Traffic, or Sniffer Traffic views.
2. Inthetop menu bar, click Log location and select Disk.

FortiView from FortiAnalyzer

Connect FortiGate to a FortiAnalyzer to increase the functionality of FortiView. Adding a FortiAnalyzer is useful when

adding monitors such as the Compromised Hosts. FortiAnalyzer also allows you to view historical information for up to
seven days.

Requirements

» AFortiGate or FortiOS
o A compatible FortiAnalyzer (see Compatibility with FortiOS)

To configure logging to the FortiAnalyzer, see Configuring FortiAnalyzer on page 2382

To enable FortiView from FortiAnalyzer:

1. Goto Dashboard > FortiView Sources.
2. Select a time range other than Now from the dropdown list to view historical data.

3. Intop menu, click the dropdown, and select Settings. The Edit Dashboard Widget dialog is displayed.
a. Inthe Data Source area, click Specify.
b. From the dropdown, select FortiAnalyzer, and click OK.

FortiGate All FortiGates

DataSource | Best Available Device
Device FortiAnalyzer
Time Period 1 hour

Visualization [EEREIENIGN @ Bubble Chart

Sort By Bytes

All the historical information now comes from the FortiAnalyzer.

A\,
‘Q' When Data Source is set to Best Available Device, FortiAnalyzer is selected when
- available, then FortiGate Cloud, and then FortiGate Disk.
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FortiView from FortiGate Cloud

This function requires a FortiGate that is registered and logged into a compatible FortiGate Cloud. When using FortiGate
Cloud, the Time Period can be set to up to 24 hours.

To configure logging to FortiGate Cloud, see Configuring FortiGate Cloud on page 2385.

To enable FortiView with log source as FortiGate Cloud:

1. Goto Dashboard > FortiView Sources.

2. Inthe top menu, click the dropdown, and select Settings. The Edit Dashboard Widget window opens.
a. Inthe Data Source area, click Specify.
b. From the dropdown, select FortiGate Cloud, then click OK.

Edit Dashboard Widget - FortiView Applications x

R

You can select FortiGate Cloud as the data source for all available FortiView pages and
widgets.

FortiView sources

The FortiView Sources monitor displays top sources sorted by Bytes, Sessions or Threat Score. The information can be
displayed in real time or historical views. You can use the monitor to create or edit a firewall device address or IP address
definitions, and temporarily or permanently ban IPs.

To add a firewall device address:

1. Inthe Device column, hover over the device MAC address. An information window opens.

10.1.0.102

=8 JohnLocus
02:09:0£:00:0:03
10.1.0.102
BO1_LAN (port3)
Windows /8.1
Branch_Office 01
% JohnLocus
1985
ed) 439.18k3  —

+ Firewall Device Address | + Firewall IP Address || @ BanIP

2. Click Firewall Device Address. The New Address dialog opens.
3. Configure the address settings, and click Return.

A

Use the Name field to assign a descriptive name to a device so it is easier to find it in the
Device column. After you finish configuring the device, refresh the page to see the new
name in the monitor.
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To add a firewall IP address:

1. Inthe Device column, hover over the device MAC address. An information window opens.

10.1.0.102

=8 JohnLocus
02:09:0£:00:0:03
10.1.0.102

BO1_LAN (port3)
Windows /8.1

Branch_Office 01
% JohnLocus

1985 [
ed) 439.18kB )

+ Firewall Device Address | + Firewall IP Address || @ BanIP

2. Click Firewall IP Address. The New Address window opens.
3. Configure the address settings, and click Return.

\ﬂ Use the Name field to assign a descriptive name to a device so itis easier to find it in the

Device column. After you finish configuring the device, refresh the page to see the new
name in the monitor.

To ban an IP address:

1. Inthe Device column, hover over the device MAC address. An information window opens.

10.1.0.102

=8 JohnLocus
02:09:0£:00:0:03
10.1.0.102

BO1_LAN (port3)
Windows /8.1

Branch_Office 01
% JohnLocus

1985 [
ed) 439.18kB )

+ Firewall Device Address | + Firewall IP Address || @ BanIP

2. Click Ban IP . The Ban IP dialog is displayed.
3. Configure the ban IP settings, and click OK.

BanIP. x

i IPbans can be removed in the Quarantine dashboard widget

BanType Permanent

Duration 30 B Minutes v

Keithli-securityfabric-kl

© 10.100.88.102 %

FortiView Sessions

The FortiView Sessions monitor displays Top Sessions by traffic source and can be used to end sessions.

To view the FortiView Sessions dashboard, go to Dashboard > FortiView Sessions.
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FortiView Sessions

& now- & | 5 AllfortiGates v i~

© AddFilter
Source Device Destination Application Protocol Source Port Destination Port Bytes Packets

10100884  Bu 00:09:0f:00:02:05 & 45.75.200.87 FortiguardSearch  UDP 49396 53 155kB | 181
10100884  Ba 00:09:0f 05 £ 45.75.200.88 FortiguardSearch  UDP 49396 53 155kB | 181
10100884  Bu 00:09:0f00:02:05 &I 45.75.200.85 FortiguardSearch  UDP 49396 53 155kB | 181
10201 10.10088.2 TCP/514 TCP 24703 514 227.45kB | 31918
10100882 @D 00:09:0£00:03:04 == 96.45.33.73 HTTPSBROWSER  TCP 50852 443 156kB | 71
10.1.01 10.10088.2 TCP/514 TCP 22009 514 227.45kB | 31918
10201 10.100.88.2 UDP/514 ubpP 12865 514 13.37MB — 14,959

10100884  Ba 00:09:0£00:02:05 5 209.222.147.43 FortiguardSearch  UDP 49396 53 155kB | 181
10100884  Ba 00:09:0f00:02:05 5 209.222.147.36 FortiguardSearch  UDP 49396 53 185kB | 211
10.1.01 10.10088.2 UDP/514 upP 9451 514 22,55 MB E— 25254

10.1.01 10.10088.2 TCP/514 TCP 7513 514 718.37kB 1 3849 1
10.100.88.14 @D 02:09:07:00:04:03 10.100.77.102 TCP/80 TCP 27582 80 7438 | 91
10.100.88.12 00:09:0£0c:04:02 =5 96.45.33.66 HTTPSBROWSER  TCP 52158 443 2362kB | 391
10.100.88.12 00:09:0f &= 96.45.33.73 TCP/443 TCP 56540 443 5281 1

10.100.88.14 @D 02:09:0£00:04:03 == 8.88.8 DNS upP 21208 53 21381 21
19216806 @ Y-MPLS-ROUTER 5 162159.2001  UDP/123 upP 123 123 1528 | 21
10100889 @ 00:09:0f:0d:04:02 [ 208.91.112.61 NTP upP 123 123 26.14KkB | 3441
10100889 @ 00:09:0f:0d:04:02 [ 208.91.112.63 NTP upP 123 123 49.66kB | 604 1
10.100.77.200 S 74.104.167.114 NTP uDP 123 123 1528 | 21
10100882 @D 00:09:0:00:03:04 [l 208.91.112.63 NTP uDP 123 123 6088 | 81

The session table displayed on the FortiView Sessions monitor is useful when verifying open connections. For example,
if you have a web browser open to browse the Fortinet website, you would expect a session entry from your computer on
port 80 to the IP address for the Fortinet website. You can also use a session table to investigate why there are too many

sessions for FortiOS to process.

You can filter the sessions displayed in the session table by setting up the available filtering options.

To filter sessions in the session table:

1. Click on the Add Filter button at the top of the session table.

FortiView Sessions

=l 1
Application
Country/Region

1 Destination Interface

4 Destination P
Destination Object
Destination Owner

1 Destination Port

1 NAT Source Port
Policy
Protocol

1 Source Interface

1 Source IP

4 Source Object
Source Port
Traffic Shaper

1 username

2. Select the required filtering option. The session table updates to the filter selection.

FortiView Sessions

[* CountryRegion: |

Canada
Source
Germany
10.100.88.4 Ba C Japan 3
10100884  Ba ¢ Reserved 3
10.100.88.4 Viaaine 3
S BaCitea Kingdom
10201 United States

3. You may add one or more filters depending upon your requirements. To add more filters, repeat the above steps for

a different set of filters.
FortiView Sessions

[ Country/Region: Canada, % Protocol: UDP | NTP
NTP
Source Device Destination Application
10100889 @D 00:09:010d:04:02 [+120891.11261  NTP
10100889 @D 00:09:010c:04:02 [120891.112.63  NTP

10.10088.12 [ 00:09:0f:0c:04:02 [+ 208.91.112.61 NTP

10.100.88.102 &5 00:09:0£:00:03:02 [+1 208.91.112.60 NTP
10.100.88.102 & 00:09:0£:00:03:02 [+1 208.91.112.61 NTP
10.100.88.102 &5 00:09:0£:00:03:02 [+1 208.91.112.62 NTP

10.100.88.102 &5 00:09:0£:00:03:02 [+1 208.91.112.63 NTP
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You can be very specific with how you use filters and target sessions based on different filter combinations. For example,
you may want to view all sessions from a device with a particular IP by adding the Source IP filter. Similarly, you may
need to target all the sessions having a particular Destination IP and Destination Port, and so on.

You may also view the session data in the CLI.

To view session data using the CLI:

# diagnose sys session list

The session table output in the CLI is very large. You can use the supported filters in the CLI to show only the data you
need.

To view session data with filters using the CLI:

# diagnose sys session filter <option>
See Using a session table on page 2884 to learn more about using the supported filters in the CLI.

You may also decide to end a particular session or all sessions for administrative purposes.

To end sessions from the GUI:

1. Select the session you want to end. To select multiple sessions, hold the Ctrl or Shift key on your keyboard while
clicking the sessions.

FortiView Sessions now~ | & All FortiGates ~ i~
© AddFilter
Source Device Destination Application Protocol | SourcePort | Destination Port Bytes Packets

10100882 @ 00:09:0f:00:03:04 == 96.45.33.73 HTTPSBROWSER TCP 58282 443 18.50kB | 381

10100884 B 00:09:0£:00:02:05 75.200.87 Fortiguard.Search  UDP 49396 53 413kB | 481

10100884  Bu 00:09:0:00:02:05 i 45.75.200.88 Fortiguard.Search  UDP 49396 53 413kB | 481

2. Right-click on the selected sessions, click on End Session(s) or End All Sessions.
FortiView Sessions now~ & All FortiGates > §~
© Add Filter

Source Device Destination Application Protocol | SourcePort | Destination Port Bytes Packets

10.100.88.2 HTTPSBROWSER TCP 58282 443 18.50kB | 381
10.100.88.4 Fortiguard.Search  UDP 49396 53 413kB | 481
10.100.88.4 Fortiguard.5earch  UDP 49396 53 4.13kB | 48 |
10.100.88.4 Fortiguard.Search  UDP 49396 53 413kB | 481

3. Click OKin the confirmation dialog.

FortiView Top Source and Top Destination Firewall Objects monitors

The FortiView Source Firewall Objects and FortiView Destination Firewall Objects monitors leverage UUID to resolve
firewall object address names for improved usability.

Requirements
To have a historical Firewall Objects-based view, address objects' UUIDs need to be logged.

To enable address object UUID logging in the CLI:

config system global
set log-uuid-address enable
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end

To add a firewall object monitor in the GUI:

1. Click Add Monitor. The Add Monitor window opens.

FortiView S Add Monitor

2. Inthe Search field, type Destination Firewall Objects and click the Add button next to the dashboard name.
3. Inthe FortiGate area, select the FortiGate(s) from the dropdown.

4. Inthe Data Source area, select Best Available Device or Specify. For information, see Using the FortiView interface
on page 110.

5. From the Time Period dropdown, select the time period. Select now for real-time information, or (7 hour, 24 hours,
and 7 days) for historical information.

6. Inthe Visualization area, select Table View or Bubble Chart.
7. From the Sort By dropdown, select Bytes, Sessions, Bandwidth, or Packets.
8. Click Add Monitor. The monitor is added to the tree menu.

To drill down Firewall Objects:

1. Open the FortiView Source Firewall Objects or FortiView Destination Firewall Objects monitor.
2. Right-click on any Source or Destination Object and click Drill Down to Details.

Source Object Bytes + Sessions Bandwidth + FortiGate

119GB E— 15 5.94kbps | @

2 al 27.73MB | 70 119.19 kbps mm &

B MPS-interfaces 3048 2 Obps ]

2 BOLLAN 2343KkB 32 61.09 kbps [ Branch_Office 01

B BO2 LAN 129.73kB 392 137.87 kbps mm [ Branch_Office 02

Ban 457.35kB 1,352 309.10 kbps H— [ Enterprise_Second_Floor

Bal 281.65kB 954 214,22 kbps = [ Enterprise_First_Floor

3. Click the tabs to sort the sessions by Application, Destinations, Web Sites, or Policies.

Summary of
Object B all
2821MB

106

196.50 kbps

Destinations | WebSites | Policies | Sessions ~

Application Category Risk Bytes v Sessions + Bandwidth +
Fortiguard Search ® CloudIT ] 67.28 kB — 26 Obps
NTP W Network Service - 66,80 kB — 5 304 bps mm
DNS W Network Service - 12.14kB B 43 1,05 kbps m—

4. To view signatures, click the entry in the Category column.
Destinations | WebSites | Policies | Sessions +

Application C Risk Bytes v Sessions + Bandwidth +
@ Network.Service
Fortiguard.Search 8 Cloud. 67.28kB — 26 Obps
NTP 8 Netwe iew Signatures 66.80 kB I 5 304 bps W
DNS 8 Network Service - 12.14kB 43 1.05 kbps me—

5. To views sessions, right-click an entry and click View Sessions, or click the Sessions tab.
6. Toend a session, right-click an entry in the Sessions tab and select End Sessions or End All Sessions.
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Viewing top websites and sources by category

You can use FortiGuard web categories to populate the category fields in various FortiView monitors such as FortiView
Web Categories, FortiView Websites or FortiView Sources. To view the categories in a monitor, the web filter profile

must be configured to at least monitor for a FortiGuard category based on a web filter and applied to a firewall policy for
outbound traffic.

To verify the web filter profile is monitor-only:

1. Goto Security Profiles > Web Filter.

2. Double-click a web filter that is applied to an outbound traffic firewall policy. The Edit Web Filter Profile window
opens.

3. Ensure FortiGuard category based filter is enabled.
In the image below, the General Interest - Business categories are monitor-only.

Edit Web Filter Profile

Name monitor-all ® Do

& o z
& Video Tutorials ('
d. 4 s

Featurest

Comments andlogall visited URLS,

Proxy-based

© Forti

d category based filter

gured fiters [T G | PG-13 | R

Pre-conf

Name Action

Security Risk @ =

g|g(g|g|g |8
g|8|8|8 |88

38%89 |,

Total quota

To create a Web categories monitor:

1. Click Add Monitor. The Add Monitor window opens.

In the Search field, type FortiView Web Categories and click the Add button next to the monitor name.
In the FortiGate area, select the FortiGate(s) from the dropdown.

In the Data Source area, click Best Available Device or Specify to select a device in the security fabric.
From the Time Period dropdown, select a time period greater than Now.

From the Sort By dropdown, select Bytes, Sessions, Bandwidth, or Packets.

Click Add Monitor. The widget is added to the tree menu.

NooaksoDd
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Viewing the web filter category

The web filter category name appears in the Category column of the dashboard.

FortiView Web Categories by Bytes

lhourv | & | i~
15.00MB
M| Bytes Sent.
Bytes Received

10.00MB

5.00MB

A
08:55 (;?O 09:05 09:10 09:15 09:20 09:25 09:30 09:35 09:40 09:45 09:50
Category Browsing Time Threat Score Bytes v Sessions

Information Technology 59m 365 0 12029 MB. m— 1,192
News and Media 1m45s 0 332MB 35
Web-based Email 545 0 895.54kB 18
Advertising 0s 0 803.78kB 35

Instant Messaging m 0 438.12kB 20
Web-based Applications 2m9s 0 390.41kB 43
Content Servers 0s 0 327.66 kB 24
Business 1m 18s 0 299.87kB 2
Internet Telephony 1m3s 0 295.32kB 21
Search Engines and Portals m 0 275.39kB 20
Streaming Media and Download 125 0 4474kB 4
Freeware and Software Downloads 6s 0 2184kB 2
Information and Computer Security 155 0 12.90kB 5
Social Networking 3s 0 872kB 1
Finance and Banking 3s 0 673kB 1
Reference 3s 0 5.88kB 1

16

Click an entry in the table. The category name appears at the top of the Summary of box.

FortiView Web Categories by Bytes

lhour~ | & | i~

1500MB
Summary of N Bytes Sent
Information Technology BrtssRecsived
b o - 10.00MB
1n27s
0 500MB
08:55 09:00 09:05 09:10 09:15 09:20 09:25 09:30 09:35 09:40 09:45 09:50
Destinations | WebsSites | Sessions
Source Device Threat Score Bytes Sessions
@ FWF30E § 0 108.61MB. — 1093
& 0101011
& Samsungsss X 0 1234MB 1 116

a 10.10.10.3

Click the Web Sites tab. The category name appears in the Category column.
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€| FortiView Web Categories by Bytes

Summary of

1h27s
0

120.95M8B

1209

Information Technology

lhour~ | & | i~

15.00MB

1000MB

500MB

I BytesSent
Bytes Recsived

A

08:55

Sources | Destinations [MWCUISIESN Sessions

Dormain
© expertcity.com
© oraclecloud.com
© gvtl.com

ortinet.com

yfortinet.com

fortinet.net

¥ microsoft.com

® msedge.net
gotomeeting.com

@ getgo.com

@ drift.com

© playgoogleapis.com

DV doubleverify.com

® mozilla.net

® driftcdn.com

A office.com

Click the Sessions tab. The category name appears in the Category Description column.

Category
Information Technology
Information Technology
Information Technology
Information Technology
Information Technology
Information Technology
Information Technology.
Information Technology
Information Technology
Information Technology
Information Technology
Information Technology
Information Technology
Information Technology
Information Technology

Information Technology

0900 0905 0910 0915

Browsing Time Threat Score
0s 0

2m48s
425
15m 185
155
25m33s
5m36s

365

© ©o©o o oo oo o©o oo o o

395

0920 0925  09:30

Bytes v
75.08MB —
1212MB I
11.05MB I
826MB I
638MB I
204MB 1
176MB |
72204kB
680.64KB |
51482kB |
32761kB 1
24443kB |
14674kB |
14241kB
14083kB |
12806kB |

09:35

0940  09:45  09:50

Sessions

5 0% 57

lhour~ | & | i~

I Bytes Sent
Bytes Received

A

€| FortiView Web Cat s by Bytes
Summary of ZOME
y Information Technoloy
= e = 1000Me
singTime  1h27s
9 500MB
120.95MB
o 08:55
Sources Destinations Web Sites
Date/Time User Source Action

2020/04/30 09:51:05
2020/04/30 09:51:02
2020/04/30 09:50:54
2020/04/30 09:50:48
2020/04/30 09:50:48
2020/04/30 09:50:46
2020/04/30 09:50:46
2020/04/30 09:50:35
2020/04/30 09:50:29
2020/04/30 09:50:23
2020/04/30 09:50:19
2020/04/30 09:50:18
2020/04/30 09:50:17
2020/04/30 09:50:17
2020/04/30 09:50:10
2020/04/30 09:50:05

The category name also appears in the Category column in the FortiView Websites and FortiView Sources monitors.

10101011 passthrough

0900 0905 0910 0915

URL

https://fndn fortinet.net/

10101011 passthrough
10101011 passthrough
10101011 passthrough
10101011 passthrough
10101011 passthrough
10104041 passthrough
10101011 passthrough
10101011 passthrough
10101011 passthrough
10101011 passthrough
10101011 passthrough
10101011 passthrough
10101011 passthrough
10101011 passthrough
10101011 oassthrough

https: /ser tgo.com
https://fdn fortinet.net/
https://fdn fortinet.net/
https://fdn fortinet.net/
https://fortinet-ca2.fds1 fortinet.com/
https://fortinet-ca2.fds1 fortinet.com/
https://fdn fortinet.net/
https://fortinet-ca2.fds1 fortinet.com/
https://fdn fortinet.net/
https://fdn fortinet.net/
https://fortinet-ca2.fds1 fortinet.com/
https://fdn fortinet.net/
https://fortinet-ca2.fds1 fortinet.com/
https://fortinet-ca2.fds1 fortinet.com/

httos:/fndn fortinet.net/
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0920 09:25  09:30

Category Description
Information Technology
Information Technology
Information Technology
Information Technology
Information Technology
Information Technology
Information Technology
Information Technology
Information Technology
Information Technology
Information Technology
Information Technology
Information Technology
Information Technology
Information Technology

Information Technology

09:35

Initiator

0940 0945  09:50

Sent / Received
580B/0B
197B/08
580B/0B
580B/0B
580B/0B
316B/0B
316B/0B
580B/0B
316B/0B
580B/0B
580B/0B
316B/0B
580B/0B
316B/0B
316B/0R
580B/01

0% 1,207 |,
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tiVie Sites by B ng Time -z i
0MB
0MB
00MB
o —
08:55 09:00 09:05 09:10 09:15 09:20 09:25 09:30 09:35 09:
Domain Category Browsing Time v Threat Score Bytes Sessions

£ fortinet.net Information Technology. 24m57s 0 198MB | 499

ortinet.com Information Technology 14m 65 0 7.44MB B 282
¥ microsoft.com Information Technology 5més 0 164MB | 102
© oraclecloud.com Information Technology 2m4ss 0 1212M8B | 56
o live.com Web-based Applications 1m30s 0 342.62kB 30
® getgocom Information Technology 1m27s 0 54184kB 29
© skype.com Internet Telephony 1més 0 304.95kB 22
= bbcicouk News and Media m 0 320MB 20
o live.com Instant Messaging 485 0 385.16kB 16
© playgoogleapis.com Information Technology 485 0 24443kB | 16
@ gvtl.com Information Technology 425 0 11.05MB 14
DV doubleverify.com Information Technology 395 0 146.74kB 13
#® evernote.com Web-based Applications 395 0 47.79kB 13
[ mozilla.org Information Technology 395 0 99.53kB 13
3 office.com Information Technology 395 0 12806 kB 13
@ driftedn.com Information Technology 365 0 14083kB 12
I flipboard.com News and Media 30s 0 8537kB 10 o

Cloud application view

To see different cloud application views, set up the following:

« A FortiGate with a firewall policy that uses the Application Control security profile.
» A FortiGate with log data from the local disk or FortiAnalyzer.
» Optional but highly recommended: SSL Inspection set to deep-inspection in the related firewall policies.

Viewing cloud applications

Cloud applications

All cloud applications require SSL Inspection set to deep-inspection on the firewall policy. For example, Facebook _
File.Download can monitor Facebook download behavior which requires SSL deep-inspection to parse the deep
information in the network packets.

To view cloud applications:

Go to Security Profiles > Application Control.
Select a relative Application Control profile used by the firewall policy and click Edit.
On the Edit Application Sensor page, click View Application Signatures.

Hover over a column heading or the Application Signature bar. In the right gutter area, click the filter icon to filter the
applications.

P obh-=
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# et | B eite | [search a

Name Category Technology# | Popularity Risk Behavior = ¥

[ Application Signature EEFIED

Cloud applications have a cloud icon beside them.
The lock icon indicates that the application requires SSL deep inspection.

View Application Signatures. 1

Category Technology Risk

- I Facebook Apphame @ 8 socialMedia  Brows:

e Jfj Facebook Apps 8 socialMedia  Brows:

- I Facebook Chat &5 @

s [ Facebook FileDownlosd 0 @

e [ Facebook File Uplosd & @

~-* [ Facebook LikeButton @

~* [ Facebook_Login & @

inEEE minnn

@ Facehs ermageTransfer. Tce E
HTTE

e @ Facebs erVideoTranster Tce E
HTTE

s @ Facebs ervolPCall Tce E
uop

- @ Facebook Messenger\VoiceMessage.. M8 Collaboration  Client-Server Tce 2
HTTE

- [ Facebook Personal @ W socialMedia  Browser-Based Tce Cloud

5. Hover over an item to see its details.
This example shows Gmail_Attachment.Download, a cloud application signature based sensor which requires SSL
deep inspection. If any local network user behind the firewall logs into Gmail and downloads a Gmail attachment,
that activity is logged.

x
atezony M smeiLattachmentupiozd
_ Dem: B Medium
4 N o se725
.
( ) @ tects andlogs the name ofthe il uploaded [
\ ) by s
I
v nail Address depending o raf
Fi
B
—
Behavior
Tenpe I
M Gmail TCRass Cloud
cies M Gmail_Attachment @
e M Gmail Attachment @
M Gmai Attachment Downld Leze

* MGmail = TcP

HTTR Cloud
* ©Gmailchat 58 ™ Emsil Brows | TeP Cloud
HTTR

Applications with cloud behavior

Applications with cloud behavior is a superset of cloud applications.

Some applications do not require SSL deep inspection, such as Facebook, Gmail, and YouTube. This means that if any
traffic trigger application sensors for these applications, there is a FortiView cloud application view for that traffic.

Other applications require SSL deep inspection, such as Gmail attachment, Facebook_Workplace, and so on.
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To view applications with cloud behavior:

1.

In the Application Signature page, ensure the Behavior column is displayed. If necessary, add the Behavior column.
a. Hover over the left side of the table column headings to display the Configure Table icon.

b. Click Configure Table and select Behavior.
c. Click Apply.

-3 Name Cat
o = Best Fit All Columns

@ Remove All Filters

D Reset Table

Select Columns

« Name
4| ¥ Category
+" Technology
« Popularity
+ Risk
« Behavior
Language
Protocol
Vendor T

Cancel

Click the filter icon in the Behavior column and select Cloud to filter by Cloud. Then click Apply.

Behavior ¥ T

T Resize to Contents

Tunnf| Clowd]

Tunn Cloud v
Tunn| Excessive-Bandwidth
Tunn| Tunneling

Evasive
Tunn|

006800

Botnet
Tunn|

Tunneling

The Application Signature page displays all applications with cloud behavior.

View Application Signatures x

Category Technology Risk
Ml Storage Backup [ Browser-Based M low

b
H Collzboration I Client-Server [ Medium
[ Business I Peer-to-Peer [ Information
I Social Media X Network-Prot... [SEE
I Cloud.IT |
[ General.inter... ‘\ \ |

M Remote Access
[ Video/Audio
D Email

#cot | B Dete || Searen a

Name Category Technology Popularity Risk Protocol Behavior
[ Application Signature N
L] 1> BingSearch & B GeneralInterest  Browser-Based W TCP
| HTTP
————— ® > BingSearch SearchPhrase 5@ B8 General.Interest Browser-Based e TCP
HTTP
L] s Citrix Services W8 Collaboration  Browser-Based S UDP
; Client-Server TP
ssL
————— @ CitrixServices_Podio 8 Business Browser-Based e TCP
ssL
L] G Google.Search @ B8 GeneralInterest  Browser-Based mETE TCP
] HTTP
~® (5 GoogleSearch SearchPhrase.. B GeneralInterest Browser-Based e TCP
HTTP
L] @ MailRu 8 Email Browser-Based EEEE  TCP
; ssL
HTTP
————— * @ MailRu_Cloud W8 StorageBackup  Client-Server EEEEN | TCP
ssL
(] AQQ W8 Collaboration  Client-Server EEEEE  TCP
~+ #QQlogin @ W8 Collaboration  Client-Server [EEEEH  UDP B
‘ »
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4. Use the Search box to search for applications. For example, you can search for youtube.

View Application Signatures x

Category Technology Risk

‘ H Video/Audio y> il \ O Browser-Based . \ M Low
Ml Social.Media / L \\ [ [ Medium
' 4 Y "
[ N
/ \ @ |
N 4

(
\

Name Category Technology Popularity Risk Protocol Behavior
[E Application Signature € a
L @ YouTube W Video/Audio  Browser-Based == TCP Cloud
ssL
HTTP
-+ @ YouTube_Channel Access & @ W Video/Audio  Browser-Based == TCP Cloud
HTTP
~-¢ @ YouTube_ChannelD & & W Video/Audio  Browser-Based mEsee  TCP Cloud
HTTP
~* @ YouTube Comment.Posting @ W Video/Audio  Browser-Based ma—  TCP Cloud
HTTP
~* @ YouTube_HDStreaming @ W Video/Audio  Browser-Based == TCP Excessive
HTTP
-+ @ YouTube Messenger @ @ SocialMedia  Browser-Based == TCP
HTTP
~-* @ YouTube_Search. fode Off @ B Vi Browser-Based EEEEN | TCP
HTTP
~* @ YouTube_SearchVideo & W Video/Audio  Browser-Based == TCP
HTTP
-+ @ YouTube_Video Access & @ W Video/Audio  Browser-Based == TCP Excessive
HTTP Cloud
~-* @ YouTube_Video Embedded @ W Video/Audio  Browser-Based = TCP =
0% Y 12/2,106

5. Hover over an item to see its details.
This example shows an application sensor with no lock icon which means that this application sensor does not
require SSL deep inspection. If any local network user behind the firewall tries to navigate to the YouTube website,
that activity is logged.

[ » TS 2

View Application Sign x
oo 31077 Risk
Summary  Thisindicates an attempt to access YouTube. — Hiow
‘ [ \ [ Medium
YouTube is a popular free video sharing website that allows users to —
y upload, view, and share video clips. Videos can be rated, and the average N
[ rating and the number of times a video has been watched are both
k published. It uses various technologies like WebM, H.264/MPEG-4 AVC
\ and Adobe Flash to display the videos. Videos can be uploaded by
\ individuals and also media corps that have a partnership with YouTube. If
auser s not logged in with the Google Account, he/she is only allowed to
watch but not comment, or add videos.
Note: To whitelist YouTube, itis recommended to have Google Ads set to
Allow/Monitor. If that is not possible, there will be a short delay before
the video loads.
Video/Audio Protocol Behavior
B i e — F
L @ YouTube 2 Tcp Cloud
TCP,SSL,HTTP ssL
TCP/80, TCP/443 HTTP
¢ @ YouTube | cies @ Google.Accounts 2 Tcp Cloud
® Google Login O @ HTTP
~-* @ YouTube | © Google_Login Personal @ = TCP Cloud
© Google_LoginG.Suite & HTTP
~* @ YouTube | Browser-Based B Tep Cloud
Cloud HTTP
- @ YouTube | Google [m  TcP Excessive
HTTP
~* @ YouTube Messenger @ @ SocialMedia Browser-Based mm==E TCP
HTTP
~- @ YouTube_Search. off @ Vi Browser-Based EmmEE | TCP
HTTP
-+ @ YouTube_SearchVideo @ W Video/Audio  Browser-Based mm==E TCP
HTTP
~* @ YouTube_VideoAccess & @ W Video/Audio  Browser-Based mm==E TCP Excessive
HTTP Cloud
~* @ YouTube_VideoEmbedded & W Video/Audio  Browser-Based mm==s TCP Excessive .
« »

Configuring the Cloud Applications monitor

On the Edit Application Sensor page in the Categories section, the eye icon next to a category means that category is
monitored and logged.
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Edit Application Sensor

To add the Cloud Applications monitor in the GUI:

1.

©® NG Rs~ N

Name

Comments | Monitor all applications.

Categories

~ | Al Categories

~ |Business (151, £6)

~ Collaboration (264, & 16)
~ Game (85)

~ Mobile (3)

P2P (56)

~ Remote.Access (90)

~ | Storage.Backup (161, £ 200
- Video/Audio (155, £16)

~ WebClient (24)

66666060600

@ Network Protocol Enforcement

Application and Filter Overrides

Priority Details Type

No results

Application

25/255

~ CloudlT (59, &1)

~ Email (77, £12)

- GeneralInterest (231, &7)
~ NetworkService (331)

~ Proxy (172)

- Social.Media (115, & 32)

~ Update (49)

~ VolP (23)

~ | Unknown Applications

Q6 6666666

Action

Risk
13755 e W

73408 ¥

s521k8 1

3303k8 1

n s292ke
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Bytes

Firmware & General Updates License
@ Licensed (Expiration Date: 2022/10/02)

Application Control Signatures Package

® Version 18.00089

Signatures

= View Application Signatures

Additional Information
@ API Preview
% References

>_ EditinCLI

® Documentation

& OnlineHelp &'
® Video Tutorials (2

Files (Up/Dovin)

In the Search field, enter FortiView Cloud Applications and click the Add button next to the monitor.
In the FortiGate area, select the FortiGate(s) from the dropdown.
In the Data Source area, click Best Available Device or Specify to select a device in the security fabric.
From the Time Period dropdown, select a time period greater than Now.
From the Sort By dropdown, select Bytes, Sessions, or Files (Up/Down).
Click Add Monitor. The monitor is added to the tree menu.
Open the monitor. If SSL deep inspection is enabled in the related firewall policy, then the monitor shows the
additional details that are logged, such as Files (Up/Down) and Videos Played.

e For YouTube, the Videos Played column is triggered by the YouTube_Video.Play cloud application sensor.

This shows the number of local network users who logged into YouTube and played YouTube videos.

» For Dropbox, the Files (Up/Down) column is triggered by Dropbox_File.Download and Dropbox_File.Upload
cloud application sensors. This shows the number of local network users who logged into Dropbox and
uploaded or downloaded files.

Videos Played
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Using the Cloud Applications monitor

To see additional information in the Cloud Applications monitor:

1. Inthe tree menu, click the FortiView Cloud Applications monitor to open it.

1B

€| FortiView Cloud Applications by Bytes

Jdaysv |2 | i~

0B

| Bytes Sent
Bytes Received

Apr 14
00:00

Application
[F Facebook

o YouTube

2. Fordetails about a specific entry, double-click the entry or right-click the entry and select Drill Down to Details.
3. To see all the sessions for an application, click Sessions.

Apr 14 Apr 15 Apr 15 Apr 16 Apr 16
12:00 00:00 12:00 00:00 12:00
Category Risk Bytes
@ Social.Media [FEEE] 0B
8 Video/Audio mETT oB

Apr 17
00:00

Apr 17 Apr 18
12:00 00:00

Sessions
37,094
22

Apr 18 Apr 19 Apr 19 Apr 20 Apr 20
12:00 00:00 12:00 00:00 12:00

Files (Up/Down) Videos Played
0 0

0 0

In this example, the Application Name column shows all applications related to YouTube.

Summary of

€ | Top Cloud Applications by Bytes

7daysv |2 || O

18
I BytesSent
Bytes Recsived
e Apr140000 Apr1412:00 Apri50000 Apri512:00 Apri600:00 Apri612:00 Apri700:00 Apri7 1200 ApriS00:00 ApriS1200 Apri900:00 Apri912:00 Apr2000:00 Apr2012:00
FortiGate
Cloud Users | File Sessions ~  Video Sessions +
Date/Time A Source Destination ApplicationName | Action | ApplicationUser | Application Details
2020/04/17 22:10:43 101009212 172.217.212.93 (youtube.com) @ YouTube
2020/04/17 22:10:43 10.100.92.6  172.217.212.93 (youtube.com) @ YouTube
2020/04/17 22:10:43 10.100.92.6  172.217.212.93 (youtube.com) @ YouTube pass
2020/04/17 22:10:43 10100925  172.217.212.93 (youtube.com) @ YouTube
2020/04/17 22:10: 10100922 172.217.212.190 (youtube.com) @ YouTube
2020/04/17 22:10: 10100922 172.217.212.190 (youtube.com) @ YouTube pass
2020/04/17 22:10: 10.100.92.16 172.217.212.190 (youtube.com) @ YouTube pass
2020/04/17 22:10: 101009215  172.217.212.190 (youtube.com) @ YouTube
2020/04/17 22:10:43 101009213 172.217.212.190 (youtube.com) @ YouTube pass
2020/04/17 22:10:43 101009212 172.217.212.190 (youtube.com) @ YouTube
2020/04/17 22:10:43 10.100.92.10  172.217.212.190 (youtube.com) @ YouTube
2020/04/17 22:10:43 10.100.92.10  172.217.212.190 (youtube.com) @ YouTube pass
2020/04/17 22:10:43 10.10092.9  172.217.212.190 (youtube.com) @ YouTube
2020/04/17 22:10:43 10.100.92.9  172.217.212.190 (youtube.com) @ YouTube pass >
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4. To view log details, double-click a session to display the Log Details pane.
Sessions monitored by SSL deep inspection (in this example, Youtube_Video.Play) captured deep information such
as Application User, Application Details, and so on. The Log Details pane also shows additional deep information
such as application ID, Message, and so on.
Sessions not monitored by SSL deep inspection (YouTube) did not capture the deep information.

€/ Top Cloud Applications by Bytes 23hous & -

Summary of

Application Name Action Application User Application Details Log Details x
2019/06/18 10:13:17 10110090 172.217.14.246 (iytimg.com) @ YouTube pass !‘535
2019/06/18 10:13:15 10110090 209.5: ) @ YouTube pass 60090
= # To_VIan20 (port2)

2019/06/18 10:13:15 10110090 2 @ YouTube VideoPlay 5@  pass zhengfengyu@gmail.com Video Play: Basketball - USA vs Spain - Men's Gold Final | London 2012 Olympic G
sowoar e | | wasoom |2 = Yo HDcaning 8 | s

5/18 10:13:11 10.1.100.90 pass zhengfengyu@gmail.com Video Play: Basketball - USA vs Spain - Men's Gold Final | London 2012 Olympic G
2019/06/18 10:13:11 10.1.10090 2 pass zhengfengyu@gmail.com Video Play: Basketball - USA vs Spain - Men's Gold Final | London 2012 Olympic G
2019/06/18 10-13-11 10110090 172 217 3 20x nass 0% 13.108 e S ot .

5. Todisplay a specific time period, select and drag in the timeline graph to display only the data for that time period.

K

-,
B

Application Risk Bytes v Sessions Files (Up/Down) Videos Played
& YouTube L= 5667318 ™ 144 o 2
I3 Facebook :. 1565168 B o o
© Dropbox = 147.36k8 1 o o
™M Gmail = 022481 o 3

Top application: YouTube example

Monitoring network traffic with SSL deep inspection

This example describes how to monitor network traffic for YouTube using FortiView Applications view with SSL deep
inspection.

To monitor network traffic with SSL deep inspection:

1. Create a firewall policy with the following settings:
« Application Control is enabled.
o SSL Inspection is set to deep-inspection.

FortiOS 7.0.17 Administration Guide
Fortinet Inc.
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o Log Allowed Traffic is set to All Sessions.

Firewall / Network Options

NAT [e ]

Protocol Options default M4
Security Profiles

AntiVirus © default -
Web Filter @

DNSFilter © | B3 default -
Application Control © | B3 default -
1PS © all_default -
SSL Inspection deeprinspection -

Decrypted Traffic Mirror (B

Logging Options
Log Allowed Traffic @

Comments | Write acomment.

Enable this policy @©

LA S SR Y

2. Goto Security Profiles > Application Control.

g

Select a relative Application Control profile used by the firewall policy and click Edit.

4. Because YouTube cloud applications are categorized into Video/Audio, ensure the Video/Audio category is
monitored. Monitored categories are indicate by an eye icon.

5. Click View Application Signatures and hover over YouTube cloud applications to view detailed information about

YouTube application sensors.

6. Expand YouTube to view the Application Signatures associated with the application.

Application Signature

YouTube_Video.Access

YouTube_Channel.ID

YouTube_Comment.Posting
YouTube_HD.Streaming
YouTube_Messenger
YouTube_Video.Play
YouTube_Video.Upload
YouTube

YouTube Channel.Access

Description

An attempt to access a video on YouTube.

An attempt to access a video on a specific channel on
YouTube.

An attempt to post comments on YouTube.
An attempt to watch HD videos on YouTube.

An attempt to access messenger on YouTube.

An attempt to download and play a video from YouTube.

An attempt to upload a video to YouTube.

An attempt to access YouTube.

This application sensor does not depend on SSL deep
inspection so it does not have a cloud or lock icon.

An attempt to access a video on a specific channel on
YouTube.

Application
ID

16420
44956

31076
33104
47858
38569
22564
31077

41598

l\ To view the application signature description, click the ID link in the information window.

7. Onthetest PC, loginto YouTube and play some videos.
8. Onthe FortiGate, go to Log & Report > Application Control and look for log entries for browsing and playing

YouTube videos.

FortiOS 7.0.17 Administration Guide
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In this example, note the Application User and Application Details. Also note that the Application Control ID is 38569

showing that this entry was triggered by the application sensor YouTube_Video.Play.

Date/Time Y Source Destination
2019/06/20 16:02:2 10110058 1722171425 oogle.com)
2019/06/2016:02: 10110058 1722171425 oogle com)
2019/06/2016:02:14 10110058 1722171425 oogle.com)
2019/06/2016:02:14 10110058 1722171425 oogle.com)
2019/06/2016:02: 10110058 209.52.146.236 (r1-—sn-uxa0n-t3gr googlevideo.com)
2019/06/2016:02: 10110058 209.52.146.236 (r1-—sn-uxa0n-t8gr googlevideo.com)
2019/06/2016:02:12 10110058 sn-uxa0n-t8gr googlevides.com)
2019/06/201601:56 10110058

2019/06/20 160156 10110058

2019/06/2016:01:54 10110058 209.52.146.236 (r1-—sn-uxa0n-t8gr googlevideo.com)
2019/06/2016:01:54 10110058 209.52.146.236 (r1-—sn-uxa0n-t8gr googlevideo.com)
2019/06/2016:01:54 10110058 209.52.146.236 (r1-—-sn-uxa0n-t8gr googlevideo.com)
2019/06/2016:01:50 10110058 1722171425

2019/06/2016:01:50 10110058 1722171425

2019/06/2016:01:48 10110058 209.52.146.236 (r1-—-sn-uxaOn-tBgr.gonglevidea.com)
2019/06/2016:01:45 10110058 209.52.146.236 (r1-—sn-uxa0n-t8gr googlevideo.com)
2019/06/2016:01:48 10110058 209.52.146.236 (r1-—-sn-uxa0n-t8gr googlevideo.com)
2019/06/2016:01:39 10110058 209.52.146.236 (r1-—sn-uxa0n-t8gr googlevideo.com)
2019/06/2016:01:39 10110058 209.52.146.236 (r1-—-sn-uxa0n-t8gr googlevideo.com)
2019/06/2016:01:39 10110058 209.52.146.236 (r1-—sn-uxa0n-t8gr googlevideo.com)
2019/06/2016:01:34 10110058 1722173206 (musicyoutut

2019/06/2016:01:34 10110058 1722173206 (musicyoutube.com)
2019/06/2016:01:34 10110058 1722173206 (musicyoutut

2019/06/20 160126 10110058 16212511 (wwwdropbox.com)

2019/06/20 160126 10110058 1722173206 (musicyoutut

2019/06/2016:01:26 10110058 1722173206 (musicyoutube.com)

2019/06/20 160126 10110058 1722173206 (musicyoutut

2019/06/2016:01:25 10110050 208.91.114.149 (cbbs2 fortiguard.com)
2019/06/2016:01:25 10110050 208.91.114.149 (cbbs2 fortiguard.com)
2019/06/2016:01:25 10110050 208.91.114.149 (cbbs2 fortiguard.com)
2019/06/2016:01:23 10110058 209.52.146.236 (r1-—sn-uxa0n-t8gr googlevideo.com)
2019/06/2016:01:23 10110058 209.52.146.236 (r1-—-sn-uxaOn-tBgr.gonglevidea.com)
2019/06/2016:01:23 10110058 209.52.146.236 (r1-—sn-uxa0n-t8zr zooglevideo.com]

Application Name
@ YouTube
@ YouTube

@ YouTube

@ YouTube

0Py 5@
@ YouTube
@ vouTube
@ YouTubs
deoPlay 0@
deoPlay 0@

@ YouTube

@ YouTube

ideoflay 8

eoplay 2@

deorlay 5@
0Py 5@

# HTTPSEROWSER

< Dropbox

@ YouTube

& YouTube

 HTTPSBROWSER

2 ssLssvs

2sst

 HTTPSBROWSER

@ YouTube VideoPlay & @

@ YouTube,

ideoflay 8

@ YouTubx

9. Goto Dashboard > FortiView Applications.
10. Inthe FortiView Applications monitor, double-click YouTube to view the drilldown information.

11. Select the Sessions tab to see all the entries for the videos played. Check the sessions for YouTube_Video.Play

with the ID 38569.

Source Destination Application Name
10110058 17221714238 (sl googie.com) @ YouTube

10110058 17221714238 (sl googie.com) @ YouTube

10110058 17221714238 (sb-s googie.com) @ YouTube

10110058 20952.146.236 (r1-—snuxa0n-{8grgooglevideo com) & YouTube VideoPlay & @
10110058 20952.146.236 (r1-—snuxa0m-t8gr googlevideo com) @ YouTube VideoPlay &> @
10110058 20952.146.236 (r1-—snuxa0n-t8grgooglevideo com) @ YouTube

10110058 17221714238 (sl googie.com) @ YouTube

10110058 17221714238 (sb-sl googie.com) @ YouTube

10110058 20952.146.236 (r1-—snuxa0n-t8gr googlevideo com) & YouTube VideoPlay & @
10110058 20952.146.236 (r1-—snuxa0n-{8grgooglevideo com) VideoPlay £58.
10110058 20952.146.236 (r1-—snuxa0m-t8grgooglevideo com)

10110058 17221714238 (sl googie.com)

10110058 17221714238 (sb-sl googie.com)

10110058 20952.146.236 (r1-—snuxa0n-t8grgooglevideo com) Py 0@
10110058 20952.146.236 (r1-—snuxa0m-t8gr googlevideo com) Py 0@
10110058 20952.146.236 (r1-—snuxa0n-t8grgooglevideo com)

10110058 20952.146.236 (r1-—snuxa0n-t8grgooglevideo com) deoplay 0@
10110058 20952.146.236 (r1-—snuxa0m-t8gr googlevideo com) deoplay @
10110058 20952.146.236 (r1-—snuxa0n-t8grgooglevideo com)

10110058 1722173206 (musicyoutubecom)

10110058 1722173206 (musicyoutubecom) @ YouTube

‘

Action

pass

pass

pass

pass

pass

pass

pass

pass

pass

pass

pass

pass

pass

pass

pass

pass

pass

pass

pass

pass

pass

Action Application User
pass
pass
pass
pass

pass * 2

‘Application Details

VideoP! hris Tomiin)

pass

pass

pass

pass

Video Play

VideoP! hris Tomiin)

pass * «
pass
pass
pass
pass

pass E i

Video Play

Video? (Chris Tomiin)

pass

pass

pass * «

Video Play

VideoP! hris Tomiin)

pass

pass

pass

pass

pass

pass

pass

pass

pass

pass

pass

pass

pass * «

Video Play

ssus

VideoP! hris Tomiin)

pass

bass

Application User

fsajenkins@gmail.com

fsajenkins@gmail.com

fsajenkins@gmail.com

Video Play

‘Application Details

Video Play: Everlasting God (Chris Tomiin)
Video Play

Video Play: Everlasting God (Chris Tomiin)
Video Play.

Video Play: Everlasting God (Chris Tomiin)
Video Play

Video Play: Everlasting God (Chris Tomiin)
Video Play

17% 111

Monitoring network traffic without SSL deep inspection

This example describes how to monitor network traffic for YouTube using FortiView cloud application view without SSL

deep inspection.

To monitor network traffic without SSL deep inspection:

1. Create afirewall policy with the following settings.

« Application Control is enabled.

o SSL Inspection is set to certificate-inspection.

FortiOS 7.0.17 Administration Guide
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LogDetails
8 General
2019/06/20
160212
1871
root

101100358
Port 756
Interface M To_V1an20 (port2)

oglevideo.com/videoplayback?
610932198.ei-AXAMXCIAIIGb.
iscX0SIxMa-GIPPWFRES-

5 18s0urcesyoutubesrequi
Uxz0n-t82r%2Csn:
@xosdn7zEms=aus2ConrEmy=m&pl=2.

@ Application Control

-Clone of g-default
fouTube_VideoPlay &5 @

23
Video/audio

5

nUser fsajenkins@gmailcom
CloudAction  others
Message Video/audio: YouTube Video Play,

lasting God (Chris Tomlin)
8 Action

Action pass

Policy 2

8 security

el mEEEEEE

Log Details x
3 20952145236
43

Hnaton B To_vian30 (port1)

oglevideo.com/videoplayback?
610932198 i~ AXAMXCIAIIGb.
IsdXOSIxMa-GIPPWFRES-

F2XaDrars-
VYbiYEitag=2518source=youtubesrequi
wxa0n-tegr%2Csn
@osdn7zEms=auk2ConrSmy=m&pl=2.

8 Application Control

2-Clone of z-default

fouTube Video Play & @

Video/Audio

r fsajenkins@gmail com
others
Video/Audio: YouTube Video.Pay,

lasting God (Chris Tomlin)
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o Log Allowed Traffic is set to All Sessions.

Firewall / Network Options

NAT [e ]

Protocol Options default M4
Security Profiles

AntiVirus © | IEA default g
Web Filter @

DNS Filter © | [EX default g
Application Control © | B3 default v &
1PS © all_default M4
SSL Inspection deeprinspection M4

Decrypted Traffic Mirror (B

Logging Options
Log Allowed Traffic @

Comments | Write acomment.

Enable this policy @©

2. Onthetest PC, loginto YouTube and play some videos.

3. Onthe FortiGate, go to Log & Report > Application Control and look for log entries for browsing and playing

YouTube videos.

In this example, the log shows only applications with the name YouTube. The log cannot show YouTube application

sensors which rely on SSL deep inspection.

2 || & || [0 AddFilter

| - [PEB™ & Branch Office 01~

Date/Time Y Source
2020/04/2109:40:53 10.1.0.11
2020/04/2109:40:53 10.1.0.11
2020/04/2109:40:53 10.1.0.11
2020/04/2109:40:51 10.1.0.11
2020/04/2109:40:51 101011
2020/04/2109:40:51 10.1.0.11
2020/04/2109:40:51 10.1.0.11
2020/04/2109:40:50 10.1.0.11
2020/04/2109:40:39 10.1.0.10
2020/04/2109:40:38 10.1.0.10
2020/04/2109:40:37 10.1.0.10
2020/04/2109:40:37 10.1.0.10
2020/04/2109:40:36 10.1.0.10
2020/04/2109:40:35 10.1.0.10
2020/04/2109:40:35 10.1.0.10
2020/04/2109:40:35 10.1.0.10
2020/04/2109:40:35 10.1.0.10
2020/04/2109:40:35 10.1.0.10
2020/04/2109:40:35 10.1.0.10
2020/04/2109:40:34 10.1.0.10
2020/04/2109:40:34 10.1.0.10
2020/04/2109:40:34 10.1.0.10
2020/04/2109:40:33 10.1.0.10
2020/04/2109:40:33 10.1.0.10
2020/04/2109:40:33 10.1.0.10
2020/04/2109:40:33 10.1.0.10

Destination
38.81.163.83 (3debian.pool.ntp.org)
50.205.244.107 (1.debian.pool.ntp.org)
71.19.144.140 (3debian.pool.ntp.org)
23.131.160.7 (0.debian.pool.ntp.org)
172.98.193.44 (3 debian.pool.ntp.org)
162.159.200.1 (2 debian.pool.ntp.org)
199.102.46.77 (0.debian.pool.ntp.org)
198.211.103.209 (0.debian.pool.ntp.org)
35.186.224.25 (www.spotify.com)
52.11.104.17 (wwwnetflix.com)
172.217.214.91 (wwwyoutube.com)
10.100.77.101

104.28.13.158 (wwwwork365apps.com)
104.28.12.158 (wwwwork365apps.com)
13.107.42.16 (azure.microsoft.com)
13.107.42.16 (azure.microsoft.com)
216.115.208.197 (wwww gotomeeting.com)
13.107.7.190 (www.office.com)
13.107.7.190 (www.office.com)
136.147.40.130 (www.salesforce.com)
136.147.40.130 (www.salesforce.com)
66.35.17.243 (fortiguard.com)
66.35.17.243 (fortiguard.com)
74.125.124.100 (google.com)
74.125.124.100 (google.com)
74.125.124.138 (google.com)

Application Name

Spotify
Netflix

YouTube

HTTPBROWSER
HTTPSBROWSER
HTTPBROWSER
Microsoft. Portal

Microsoft. Portal
CitrixServices

Microsoft Office.365.Portal
Microsoft Office.365.Portal
Salesforce

Salesforce
HTTPSBROWSER
HTTPBROWSER

Google Services
HTTPSBROWSER
HTTPBROWSER

4. Goto Dashboard > FortiView Applications.

The FortiView Application by Bytes monitor shows the YouTube cloud application without the video played

information that requires SSL deep inspection.
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Action
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass

pass

Application User

Application Details

Log Details x
~| @ General
Date 2020/04/21
Time 09:40:37

Session ID 2116087
Virtual Domain root

O source

P 101010

SourcePort 57840

Source Interface ® BO1_LAN (port3)
eID FGVMO1TM19004860

User

© Destination

172.217.21491

443

estination Interface ¥ Internet_A (port1)
wwwyoutube.com
URL /

& Application Control

Sensor default
ApplicationName  YouTube

D 31077

Category 8 Video/Audio

Risk [ S

Protocol 6

Service ssL

Message Video/Audio: YouTube,

© Action
Action pass
Policy 1

8 Security
Level EEEEEES)
© cCellular
Service SSL

© Other
~lin AR1RINSTINNG 7242450
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5. Double-click YouTube and click the Sessions tab.

These sessions were triggered by the application sensor YouTube with the ID 31077. This is the application sensor

with cloud behavior which does not rely on SSL deep inspection.

Summary of

Application

FortiGate

Sources | Destinations = Policies [RSSRIERg

... YouTube

W Video/Audio
[ S
28061KkB

5

(& Branch Office 01

Date/Time
2020/04/2109:31:49
2020/04/2109:22:52
2020/04/2109:13:59
2020/04/2109:05:06
2020/04/21 08:56:09
2020/04/2108:47:13
2020/04/2108:38:27

€] FortiView Applications by Bytes

lhour~ | & i~

60.00kB
[ Bytes Sent.
5000k Bytes Received
40.00kB
30.00kB
20.00kB
10.00kB
08:35 08:40 08:45 08:50 08:55 09:00 09:05 09:10 09:15 09:20 09:25 09:30 09:35
Source Destination Application Name Secy _LogDetails e
Details Security
10.10.10 5 74.125.202.93 (wwwiyoutube.com] YouTube v Allowed | Desunauion 00 155 £-0ULL-5 164 200~
10.10.10 5 74.125.201.93 (wwwyoutube.com) YouTube v Allowed | WY'C 1008e7c71767
Hostname wwwyoutube.com
10.10.10 5 173.194.193.190 (wwwyoutube.com) YouTube v Allowed
& Application Control
10.10.10 = 173.194.197.93 (wwwyoutube.com) YouTube v Allowed | oo o default
10.1.0.10 B 74.125.124.93 (www.youtube.com) YouTube + Allowed | ApplicationName  YouTube
D 31077
10.10.10 = 108.177.111.190 (wwwyoutube.com) YouTube v Allowed | Category  Video/Audio
10.10.10 = YouTube  Alowed | Risk =
Protocol 5
Service HTTPS
O pata

© Action

Action TCPreset from client
SecurityAction v Allowed

Policy Out Underlay Traffic (1)
Policy UUID 88032ab8-80cc-51ea-4196-

1ec619c0basf >

Application risk levels

Application pose different levels of risk to the network, represented by a color code. The application risk levels are shown
on various FortiView monitors, such as FortiView Applications, and related GUI pages. See Cloud application view on
page 123 for example.

Applications within the same category can have different levels defined by FortiGuard analysts. Considerations may

include whether an application is known to be malicious, has known vulnerabilities, or is a trusted enterprise application.

Indicator

Risk

Risk Level 1
Information

Risk Level 2
Low

Risk Level 3
Medium

Risk Level 4
High

Risk Level 5
Critical
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Application risk levels

Descriptio

These applications have little to no risk level. This is the default value
when no risk is specified.

Example categories: Update, Business

These applications have a low risk level.

Example categories: Game, Collaboration, Social Media,
Video/Audio, VolP, Industrial, General Interest, Network Service,
Web Client, Mobile

These applications have a medium risk level.
Example categories: Email, Storage Backup, Cloud-IT

These applications have a high risk level.
Example categories: P2P, Remote Access

These applications have the highest risk level and are most prone to
malware or vulnerabilities.

Example categories: Botnet, Proxy
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The following topics provide information about network settings:

Interfaces on page 134

DNS on page 222

Explicit and transparent proxies on page 244
SD-WAN on page 600

DHCP servers and relays on page 316
Static routing on page 331

Dynamic routing on page 356

Multicast on page 443

FortiExtender on page 450

Direct IP support for LTE/4G on page 452
LLDP reception on page 455

Virtual routing and forwarding on page 458
NetFlow on page 486

sFlow on page 504

Link monitor on page 507

IPv6 on page 514

Interfaces

Physical and virtual interfaces allow traffic to flow between internal networks, and between the internet and internal
networks. FortiGate has options for setting up interfaces and groups of subnetworks that can scale as your organization
grows. You can create and edit VLAN, EMAC-VLAN, switch interface, zones, and so on.

The following topics provide information about interfaces:

Interface settings on page 135
Aggregation and redundancy on page 141
VLANS on page 144

Enhanced MAC VLANs on page 151
Inter-VDOM routing on page 154
Software switch on page 159

Hardware switch on page 161

Zone on page 165

Virtual wire pair on page 167

PRP handling in NAT mode with virtual wire pair on page 171
Virtual VLAN switch on page 171

VXLAN on page 177

QinQ 802.1Qin 802.1ad on page 201
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» QinQ 802.1Qin 802.1Q on page 202
» Configure IPAM locally on the FortiGate on page 204

 Interface MTU packet size on page 210

« One-arm sniffer on page 212

« Interface migration wizard on page 216

» Captive portals on page 219

Interface settings

Administrators can configure both physical and virtual FortiGate interfaces in Network > Interfaces. There are different
options for configuring interfaces when FortiGate is in NAT mode or transparent mode.

The available options will vary depending on feature visibility, licensing, device model, and other factors. The following

listis not comprehensive.

To configure an interface in the GUI:

1. Go to Network > Interfaces.

2. Click Create New > Interface.
3. Configure the interface fields:

Interface Name

Alias

Type

Interface

VLAN ID

VRF ID

Virtual Domain

FortiOS 7.0.17 Administration Guide
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Physical interface names cannot be changed.

Enter an alternate name for a physical interface on the FortiGate unit. This
field appears when you edit an existing physical interface. The alias does not
appearin logs.

The maximum length of the alias is 25 characters.

The configuration type for the interface, such as VLAN, Software Switch.
802.3ad Aggregate, and others.

This field is available when Type is set to VLAN.

Select the name of the physical interface that you want to add a VLAN
interface to. Once created, the VLAN interface is listed below its physical
interface in the Interface list.

You cannot change the physical interface of a VLAN interface.

This field is available when Type is set to VLAN.

Enter the VLAN ID. The VLAN ID can be any number between 1 and 4094 and
must match the VLAN ID added by the IEEE 802.1Q-compliant router or
switch that is connected to the VLAN subinterface.

The VLAN ID can be edited after the interface is added.

Virtual Routing and Forwarding (VRF) allows multiple routing table instances
to coexist on the same router. One or more interface can have a VRF, and
packets are only forwarded between interfaces with the same VRF.

Select the virtual domain to add the interface to.

Only administrator accounts with the super_admin profile can change the
Virtual Domain.
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Interface Members

Role

Estimated bandwidth

Traffic mode

Address

Addressing mode
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This section can have different formats depending on the Type.
Members can be selected for some interface types:
e Software Switch or Hardware Switch: Specify the physical and wireless
interfaces joined into the switch.

* 802.3ad Aggregate or Redundant Interface: This field includes the
available and selected interface lists.

Set the role setting for the interface. Different settings will be shown or hidden
when editing an interface depending on the role:
¢ LAN: Used to connected to a local network of endpoints. It is default role
for new interfaces.
¢ WAN: Used to connected to the internet. When WAN is selected, the
Estimated bandwidth setting is available, and the following settings are
not: DHCP server, Create address object matching subnet, Device
detection, Security mode, One-arm sniffer, Dedicate to extension/fortiap
modes, and Admission Control.and will show Estimated Bandwidth
settings.
e DMZ: Used to connected to the DMZ. When selected, DHCP server and
Security mode are not available.
¢ Undefined: The interface has no specific role. When selected, Create
address object matching subnet is not available.

The estimated WAN bandwidth.
The values can be entered manually, or saved from a speed test executed on

the interface. The values can be used in SD-WAN rules that use the Maximize
Bandwidth or Best Quality strategy.

This option is only available when Type is WiFi SSID.
e Tunnel: Tunnel to wireless controller
e Bridge: Local bridge with FortiAP's interface
¢ Mesh: Mesh downlink

Select the addressing mode for the interface.

e Manual: Add an IP address and netmask for the interface. If IPv6
configuration is enabled, you can add both an IPv4 and an IPv6 address.

¢ DHCP: Get the interface IP address and other network settings from a
DHCP server.

¢ Auto-managed by IPAM: Assign subnets to prevent duplicate
IP addresses from overlapping within the same Security Fabric. See
Configure IPAM locally on the FortiGate on page 204.

e PPPoE: Get the interface IP address and other network settings from a
PPPoE server. This option is only available on the entry-level FortiGate
models.

¢ One-Arm Sniffer. Set the interface as a sniffer port so it can be used to
detect attacks. See One-arm sniffer on page 212.
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IP/Netmask

IPv6 addressing mode

IPv6 Address/Prefix

Auto configure IPv6 address

DHCPv6 prefix delegation

Create address object
matching subnet

Secondary IP Address
Administrative Access

IPv4 Administrative Access
IPv6 Administrative Access
DHCP Server

Stateless Address Auto-

configuration (SLAAC)
DHCPv6 Server
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If Addressing Mode is set to Manual, enter an IPv4 address and subnet mask
for the interface. FortiGate interfaces cannot have multiple IP addresses on
the same subnet.

Select the addressing mode for the interface:

e Manual: Add an IP address and netmask for the interface.

e DHCP: Get the interface IP address and other network settings from a
DHCP server.

¢ Delegated: Select an IPv6 upstream interface that has DHCPV6 prefix
delegation enabled, and enter an /Pv6 subnet if needed. The interface will
get the IPv6 prefix from the upstream DHCPV6 server that is connected to
the IPv6 upstream interface, and form the IPv6 address with the subnet
configured on the interface.

If Addressing Mode is set to Manual and IPv6 support is enabled, enter an
IPv6 address and subnet mask for the interface. A single interface can have an
IPv4 address, IPv6 address, or both.

Automatically configure an IPv6 address using Stateless Address Auto-
configuration (SLAAC).

This option is available when IPv6 addressing mode is set to Manual.

Enable/disable DHCPVG6 prefix delegation, which can be used to delegate IPv6
prefixes from an upstream DHCPv6 server to another interface or downstream
device.

When enabled, there is an option to enable a DHCPV6 prefix hint that helps the
DHCPvV6 server provide the desired prefix.

This option is available when Role is set to LAN or DMZ.

Enable this option to automatically create an address object that matches the
interface subnet.

Add additional IPv4 addresses to this interface.

Select the types of administrative access permitted for IPv4 connections to this
interface. See Configure administrative access to interfaces on page 139.

Select the types of administrative access permitted for IPv6 connections to this
interface. See Configure administrative access to interfaces on page 139.

Enable a DHCP server for the interface. See DHCP servers and relays on
page 316.

Enable to provide IPv6 addresses to connected devices using SLAAC.

Select to enable a DHCPV6 server for the interface.

When enabled, you can configure DNS service settings: Delegated (delegate
the DNS received from the upstream server), Same as System DNS, or
Specify (up to four servers).
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interface.

Network

Device Detection Enable/disable passively gathering device identity information about the
devices on the network that are connected to this interface.

Security Mode Enable/disable captive portal authentication for this interface. After enabling
captive portal authentication, you can configure the authentication portal, user
and group access, custom portal messages, exempt sources and
destinations/services, and redirect after captive portal.

DSL Settings

Physical mode Setto ADSL or VDSL.

Transfer mode Setto PTMor ATM.

You can also enable Stateful serverto configure the DHCPv6 server to be
stateful. Manually enter the IP range, or use Delegated mode to delegate IP
prefixes from an upstream DHCPv6 server connected to the upstream

If the Transfer mode is set to ATM, the Virtual channel identification, Virtual
path identification, ATM protocol, and MUX type can be configured.

Traffic Shaping

Outbound shaping profile Enable/disable traffic shaping on the interface. This allows you to enforce

bandwidth limits on individual interfaces. See Interface-based traffic shaping
profile on page 1020 for more information.

Miscellaneous

Comments Enter a description of the interface of up to 255 characters.

Status

4. Click OK.

Enable/disable the interface.
e Enabled: The interface is active and can accept network traffic.
e Disabled: The interface is not active and cannot accept traffic.

To configure an interface in the CLI:

config system interface

edit <name>

set
set
set
set
set
set
set
fabric ftm}
set

vdom <VDOM name>

mode {static | dhcp | pppoe}

ip <IP_address/netmask>

security-mode {none | captive-portal | 802.1X}

egress-shaping-profile <profile>

device-identification {enable | disable}

allowaccess {ping https ssh http snmp telnet fgfm radius-acct probe-response

secondary-IP enable

config secondaryip

edit 1

set ip 9.1.1.2 255.255.255.0

set allowaccess ping https ssh snmp http
next
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end
next
end

Configure administrative access to interfaces

You can configure the protocols that administrators can use to access interfaces on the FortiGate. This helps secure
access to the FortiGate by restricting access to a limited number of protocols. It helps prevent users from accessing
interfaces that you don't want them to access, such as public-facing ports.

As a best practice, you should configure administrative access when you're setting the IP address for a port.

To configure administrative access to interfaces in the GUI:

1. Go to Network > Interfaces.
2. Create or edit an interface.

3. Inthe Administrative Access section, select which protocols to enable for IPv4 and IPv6 Administrative Access.

Speed Test

HTTPS

HTTP

PING

FMG-Access

SSH
SNMP

FTM
RADIUS Accounting

Security Fabric
Connection
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Allow this interface to listen to speed test sender requests.

To allow the FortiGate to be configured as speed test server, configure the following:

config system global
set speedtest-server {enable | disable}

end

For more detail, see Speed tests run from the hub to the spokes in dial-up IPsec
tunnels on page 768.

Allow secure HTTPS connections to the FortiGate GUI through this interface. If
configured, this option is enabled automatically.

Allow HTTP connections to the FortiGate GUI through this interface. This option can
only be enabled if HTTPS is already enabled.

The interface responds to pings. Use this setting to verify your installation and for
testing.

Allow FortiManager authorization automatically during the communication
exchanges between FortiManager and FortiGate devices.

Allow SSH connections to the CLI through this interface.

Allow a remote SNMP manager to request SNMP information by connecting to this
interface.

Allow FortiToken Mobile Push (FTM) access.
Allow RADIUS accounting information on this interface.

Allow Security Fabric access. This enables FortiTelemetry and CAPWAP.
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FEC implementations on 10G, 25G, 40G, and 100G interfaces

Only supported FEC (forward error correction) implementations are allowed to be configured on 10G, 25G, 40G, and
100G interfaces based on the speed that is selected.

o For 1000M, 10G, or 40G interfaces, FEC is not supported and the option is disabled.
» For 25G and 100G interfaces, FEC is automatically setto c191-rs-fec by default.

To configure an interface for FEC:

config system interface
edit <name>

set speed {10000full 1000full | 100Gauto 100Gfull | 25000auto | 25000full |

40000full}
set mediatype {sr4 | 1lr4d | cr4}
set forward-error-correction {disable | cl9l-rs-fec | cl74-fc-fec}
next
end
speed {10000full | Set the interface speed:
Toggggili TOOGautO « 10000full: 10G full-duplex
25000auto | * 1000full: 1000M full-duplex
25000full | e 100Gauto: 100G auto-negotiation
40000full} * 100Gfull: 100G full-duplex
» 25000auto: 25G auto-negotiation
e 25000full: 25G full-duplex
e 40000full: 40G full-duplex
mediatyz@} {srd | 1lrd | Set the media type to use:
Ccr

¢ sr4: short-range transceiver (4-lane)
* |r4: long-range transceiver (4-lane)
e cr4: copper transceiver (4-lane)

EOEUALECrEOr O LeElon Set the forward error correction type:
{disable | cl9l-rs- « disable: disable forward error correction
fec | cl74-fc-fec}

e cl91-rs-fec: Reed-Solomon (FEC CL91)
 cl74-fc-fec: Firecode (FEC CL74)

To change the interface speed from 40G to 100G:

config system interface
edit port26
set speed 100Gfull
next
end

The speed/mediatype/FEC of port26 will be changed from 40000full/srd4/disable to
100Gfull/sr4/cl9l-rs-fec.
Do you want to continue? (y/n) y

Since the speed changed to 1000G, the mediatype setting automatically changes to sr4, and the forward-error-

correction setting automatically changes to c191-rs-fec. When the speed was 40G, the forward-error-
correction setting was disabled.
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Aggregation and redundancy

Link aggregation (IEEE 802.3ad) enables you to bind two or more physical interfaces together to form an aggregated
(combined) link. This new link has the bandwidth of all the links combined. If a link in the group fails, traffic is transferred
automatically to the remaining interfaces. The only noticeable effect is reduced bandwidth.

This feature is similar to redundant interfaces. The major difference is a redundant interface group only uses one link at a

time, where an aggregate link group uses the total bandwidth of the functioning links in the group, up to eight (or more).

An interface is available to be an aggregate interface if:

« Itis not one of the FortiGate-5000 series backplane interfaces.

When an interface is included in an aggregate interface, it is not listed on the Network > Interfaces page. Interfaces still
appear in the CLI although configuration for those interfaces do not take affect. You cannot configure the interface
individually and it is not available for inclusion in security policies, VIPs, IP pools, or routing.

Itis a physical interface and not a VLAN interface or subinterface.

Itis not already part of an aggregate or redundant interface.

Itis in the same VDOM as the aggregated interface. Aggregate ports cannot span multiple VDOMs.
It does not have an IP address and is not configured for DHCP or PPPoE.

It is not referenced in any security policy, VIP, IP Pool, or multicast policy.

It is not an HA heartbeat interface.

Sample configuration

This example creates an aggregate interface on a FortiGate-140D POE using ports 3-5 with an internal IP address of
10.1.1.123, as well as the administrative access to HTTPS and SSH.

To create an aggregate interface in the GUI:

@ NSO aRDd-=

Go to Network > Interfaces and select Create New > Interface.

Set Name to aggregate.

Set Type to 802.3ad Aggregate.

Set Interface members to port4, port5, and port6.
Set Addressing mode to Manual.

Set IP/Netmaskto 10.1.1.123/24.

For Administrative Access, select HTTPS and SSH.

Click OK.

To create an aggregate interface in the CLI:

config system interface

end

edit "aggregate"

set
set
set
set
set
set
next

vdom "root"

ip 10.1.1.123 255.255.255.0
allowaccess https ssh

type aggregate

member "port4" "portb5" "porto"
snmp-index 45
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Redundancy

In a redundant interface, traffic only goes over one interface at any time. This differs from an aggregated interface where
traffic goes over all interfaces for increased bandwidth. This difference means redundant interfaces can have more
robust configurations with fewer possible points of failure. This is important in a fully-meshed HA configuration.

An interface is available to be in a redundant interface if:

« ltis a physical interface and not a VLAN interface.

« ltis not already part of an aggregated or redundant interface.

o ltisin the same VDOM as the redundant interface.

« ltdoes not have an IP address and is not configured for DHCP or PPPoE.
 Ithas no DHCP server or relay configured on it.

« It does not have any VLAN subinterfaces.

« ltis not referenced in any security policy, VIP, or multicast policy.

« Itis not monitored by HA.

« Itis not one of the FortiGate-5000 series backplane interfaces.

When an interface is included in a redundant interface, it is not listed on the Network > Interfaces page. You cannot
configure the interface individually and it is not available for inclusion in security policies, VIPs, or routing.

Sample configuration

To create a redundant interface in the GUI:

Go to Network > Interfaces and select Create New > Interface.
Set Name to redundant.

Set Type to Redundant Interface.

Set Interface members to port4, port5, and port6.

Set Addressing mode to Manual.

Set IP/Netmaskto 10.13.101.100/24.

For Administrative Access, select HTTPS and SSH.

Click OK.

NG kA ODN=

To create a redundant interface in the CLI:

config system interface
edit "redundant"
set vdom "root"
set ip 10.13.101.100 255.255.255.0
set allowaccess https http
set type redundant
set member "port4d" "portb" "porto"
set snmp-index 9
next
end
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Enhanced hashing for LAG member selection

FortiGate models that have an internal switch that supports modifying the distribution algorithm can use enhanced
hashing to help distribute traffic evenly, or load balance, across links on the Link Aggregation (LAG) interface.

The enhanced hashing algorithm is based on a 5-tuple of the IP protocol, source IP address, destination IP address,
source port, and destination port.

Different computation methods allow for more variation in the load balancing distribution, in case one algorithm does not
distribute traffic evenly between links across different XAUIs. The available methods are:

xor16
xor8
xord

crc16

Use the XOR operator to make a 16 bit hash.

Use the XOR operator to make an 8 bit hash.

Use the XOR operator to make a 4 bit hash.

Use the CRC-16-CCITT polynomial to make a 16 bit hash.

A\,

The following NP6 non-service FortiGate models support this feature: 1200D, 1500D,
1500DT, 3000D, 3100D, 3200D, 3700D, and 5001D.

To configure the enhanced hashing:

config system npu

set lag-out-port-select {enable | disable}

config sw-eh-hash
set computation {xor4d | xor8 | xorl6 | crclé6}
set ip-protocol {include | exclude}
set source-ip-upper-16 {include | exclude}
set source-ip-lower-16 {include | exclude}
set destination-ip-upper-16 {include | exclude}
set destination-ip-lower-16 {include | exclude}
set source-port {include | exclude}
set destination-port {include | exclude}
set netmask-length {0 - 32}

end
end

For example, to use XOR16 and include all of the fields in the 5-tuple to compute the link in the LAG interface that the
packet is distributed to:

config system npu

set lag-

out-port-select enable

config sw-eh-hash

set
set
set
set
set
set
set
set
set

computation xorlé6

ip-protocol include
source-ip-upper-16 include
source-ip-lower-16 include
destination-ip-upper-16 include
destination-ip-lower-16 include
source-port include
destination-port include
netmask-length 32

FortiOS 7.0.17 Administration Guide

Fortinet Inc.

143



Network

end
end

Failure detection for aggregate and redundant interfaces

When an aggregate or redundant interface goes down, the corresponding fail-alert interface changes to down. When an
aggregate or redundant interface comes up, the corresponding fail-alert interface changes to up.

Aggregate/Redundant
Interfaces

FortiGate A

Client

Fail-detect for aggregate and redundant interfaces can be configured using the CLI.

FortiGate B

(LD
(I
(ITHHID

Server

To configure an aggregate interface so that port3 goes down with it:

config system interface
edit "aggl"
set vdom "root"
set fail-detect enable
set fail-alert-method link-down
set fail-alert-interfaces "port3"
set type aggregate
set member "portl" "port2"
next
end

To configure a redundant interface so that port4 goes down with it:

config system interface
edit "redl"
set vdom "root"
set fail-detect enable
set fail-alert-method link-down
set fail-alert-interfaces "port4"
set type redundant
set member "portl" "port2"
next
end

VLANSs

Virtual Local Area Networks (VLANs) multiply the capabilities of your FortiGate unit and can also provide added network
security. VLANs use ID tags to logically separate devices on a network into smaller broadcast domains. These smaller
domains forward packets only to devices that are part of that VLAN domain. This reduces traffic and increases network

security.
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VLANSs in NAT mode

In NAT mode, the FortiGate unit functions as a layer-3 device. In this mode, the FortiGate unit controls the flow of
packets between VLANs and can also remove VLAN tags from incoming VLAN packets. The FortiGate unit can also
forward untagged packets to other networks such as the Internet.

In NAT mode, the FortiGate unit supports VLAN trunk links with IEEE 802.1Q-compliant switches or routers. The trunk
link transports VLAN-tagged packets between physical subnets or networks. When you add VLAN subinterfaces to the
FortiGate's physical interfaces, the VLANs have IDs that match the VLAN IDs of packets on the trunk link. The FortiGate
unit directs packets with VLAN IDs to subinterfaces with matching IDs.

You can define VLAN subinterfaces on all FortiGate physical interfaces. However, if multiple virtual domains are
configured on the FortiGate unit, you only have access to the physical interfaces on your virtual domain. The FortiGate
unit can tag packets leaving on a VLAN subinterface. It can also remove VLAN tags from incoming packets and add a
different VLAN tag to outgoing packets.

Normally in VLAN configurations, the FortiGate unit's internal interface is connected to a VLAN trunk, and the external
interface connects to an Internet router that is not configured for VLANS. In this configuration, the FortiGate unit can
apply different policies for traffic on each VLAN interface connected to the internal interface, which results in less
network traffic and better security.

Sample topology

In this example, two different internal VLAN networks share one interface on the FortiGate unit and share the connection
to the Internet. This example shows that two networks can have separate traffic streams while sharing a single interface.
This configuration can apply to two departments in a single company or to different companies.

There are two different internal network VLANS in this example. VLAN_100 is on the 10.1.1.0/255.255.255.0 subnet, and
VLAN_200 is on the 10.1.2.0/255.255.255.0 subnet. These VLANs are connected to the VLAN switch.

The FortiGate internal interface connects to the VLAN switch through an 802.1Q trunk. The internal interface has an IP
address of 192.168.110.126 and is configured with two VLAN subinterfaces (VLAN_100 and VLAN_200). The external
interface has an IP address of 172.16.21.2 and connects to the Internet. The external interface has no VLAN
subinterfaces.

When the VLAN switch receives packets from VLAN_100 and VLAN_200, it applies VLAN ID tags and forwards the
packets of each VLAN both to local ports and to the FortiGate unit across the trunk link. The FortiGate unit has policies
that allow traffic to flow between the VLANSs, and from the VLANS to the external network.
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VLAN 100
10.1.1.0

802.1Q trunk Fa 0"?‘/,-/\

Untagged ) .
packets Fa 0;24/_,/ -
172.16.21.2 3 192.168.110.126 /
VLAN Switch

VLAN 200 %
10.1.2.0

Lol

Sample configuration

In this example, both the FortiGate unit and the Cisco 2950 switch are installed and connected and basic configuration
has been completed. On the switch, you need access to the CLI to enter commands. No VDOMs are enabled in this
example.

General configuration steps include:

1. Configure the external interface.
2. Addtwo VLAN subinterfaces to the internal network interface.
3. Add firewall addresses and address ranges for the internal and external networks.
4. Add security policies to allow:
« the VLAN networks to access each other.
« the VLAN networks to access the external network.

To configure the external interface:

config system interface
edit external
set mode static
set ip 172.16.21.2 255.255.255.0
next
end

To add VLAN subinterfaces:

config system interface
edit VLAN 100
set vdom root
set interface internal
set type vlan
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set vlanid 100
set mode static
set ip 10.1.1.1 255.255.255.0
set allowaccess https ping
next
edit VLAN 200
set vdom root
set interface internal
set type vlan
set vlanid 200
set mode static
set ip 10.1.2.1 255.255.255.0
set allowaccess https ping
next
end

To add the firewall addresses:

config firewall address
edit VLAN 100 Net
set type ipmask
set subnet 10.1.1.0 255.255.255.0
next
edit VLAN 200 Net
set type ipmask
set subnet 10.1.2.0 255.255.255.0
next
end

To add security policies:

Policies 1 and 2 do not need NAT enabled, but policies 3 and 4 do need NAT enabled.

config firewall policy

edit 1
set srcintf VLAN 100
set srcaddr VLAN 100 Net
set dstintf VLAN 200
set dstaddr VLAN 200 Net
set schedule always
set service ALL
set action accept
set nat disable
set status enable

next

edit 2
set srcintf VLAN 200
set srcaddr VLAN 200 Net
set dstintf VLAN 100
set dstaddr VLAN 100 Net
set schedule always
set service ALL
set action accept
set nat disable
set status enable

next
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edit 3
set srcintf VLAN 100
set srcaddr VLAN 100 Net
set dstintf external
set dstaddr all
set schedule always
set service ALL
set action accept
set nat enable
set status enable

next

edit 4
set srcintf VLAN 200
set srcaddr VLAN 200 Net
set dstintf external
set dstaddr all
set schedule always
set service ALL
set action accept
set nat enable
set status enable

next

end

VLANSs in transparent mode

In transparent mode, the FortiGate unit behaves like a layer-2 bridge but can still provide services such as antivirus
scanning, web filtering, spam filtering, and intrusion protection to traffic. Some limitations of transparent mode is that you
cannot use SSL VPN, PPTP/L2TP VPN, DHCP server, or easily perform NAT on traffic. The limits in transparent mode
apply to IEEE 802.1Q VLAN trunks passing through the unit.

You can insert the FortiGate unit operating in transparent mode into the VLAN trunk without making changes to your
network. In a typical configuration, the FortiGate unit internal interface accepts VLAN packets on a VLAN trunk from a
VLAN switch or router connected to internal network VLANs. The FortiGate external interface forwards VLAN-tagged
packets through another VLAN trunk to an external VLAN switch or router and on to external networks such as the
Internet. You can configure the unit to apply different policies for traffic on each VLAN in the trunk.

To pass VLAN traffic through the FortiGate unit, you add two VLAN subinterfaces with the same VLAN ID, one to the
internal interface and the other to the external interface. You then create a security policy to permit packets to flow from
the internal VLAN interface to the external VLAN interface. If required, create another security policy to permit packets to
flow from the external VLAN interface to the internal VLAN interface. Typically in transparent mode, you do not permit
packets to move between different VLANs. Network protection features such as spam filtering, web filtering, and anti-
virus scanning, are applied through the UTM profiles specified in each security policy, enabling very detailed control over
traffic.

When the FortiGate unit receives a VLAN-tagged packet on a physical interface, it directs the packet to the VLAN
subinterface with the matching VLAN ID. The VLAN tag is removed from the packet and the FortiGate unit then applies
security policies using the same method it uses for non-VLAN packets. If the packet exits the FortiGate unit through a
VLAN subinterface, the VLAN ID for that subinterface is added to the packet and the packet is sent to the corresponding
physical interface.
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Sample topology

In this example, the FortiGate unit is operating in transparent mode and is configured with two VLANSs: one with an ID of
100 and the other with ID 200. The internal and external physical interfaces each have two VLAN subinterfaces, one for
VLAN_100 and one for VLAN_200.

The IP range for the internal VLAN_100 network is 10.100.0.0/255.255.0.0, and for the internal VLAN_200 network is
10.200.0.0/255.255.0.0.

The internal networks are connected to a Cisco 2950 VLAN switch which combines traffic from the two VLANs onto one
in the FortiGate unit's internal interface. The VLAN traffic leaves the FortiGate unit on the external network interface,
goes on to the VLAN switch, and on to the Internet. When the FortiGate units receives a tagged packet, it directs it from
the incoming VLAN subinterface to the outgoing VLAN subinterface for that VLAN.

In this example, we create a VLAN subinterface on the internal interface and another one on the external interface, both
with the same VLAN ID. Then we create security policies that allow packets to travel between the VLAN_100_int
interface and the VLAN_100_ext interface. Two policies are required: one for each direction of traffic. The same is
required between the VLAN_200 _int interface and the VLAN_200_ext interface, for a total of four security policies.

VLAN 100
10.100.0.0

|

* s

10.100.0.1
10.200.0.1

802.1Qtrunk Fa 0!3

Fa 0.’24
Intemnal /
VLAN Switch

VLAN Router Fa 0/9

e

:

VLAN 200
10.200.0.0

¥

Sample configuration

There are two main steps to configure your FortiGate unit to work with VLANSs in transparent mode:

1. Add VLAN subinterfaces.
2. Add security policies.

You can also configure the protection profiles that manage antivirus scanning, web filtering, and spam filtering.

To add VLAN subinterfaces:

config system interface
edit VLAN 100 int
set type vlan
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end

set interface internal
set vlanid 100

next

edit VLAN 100 ext
set type vlan
set interface external
set vlanid 100

next

edit VLAN 200 int
set type vlan
set interface internal
set vlanid 200

next

edit VLAN 200 ext
set type vlan
set interface external
set vlanid 200

next

To add security policies:

config firewall policy

edit 1

set srcintf VLAN 100 int

set srcaddr all

set dstintf VLAN 100 ext

set dstaddr all
set action accept
set schedule always
set service ALL
next
edit 2

set srcintf VLAN 100 ext

set srcaddr all

set dstintf VLAN 100 int

set dstaddr all
set action accept
set schedule always
set service ALL
next
edit 3

set srcintf VLAN 200 int

set srcaddr all

set dstintf VLAN 200 ext

set dstaddr all
set action accept
set schedule always
set service ALL
next
edit 4

set srcintf VLAN 200 ext

set srcaddr all

set dstintf VLAN 200 int

set dstaddr all
set action accept
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set schedule always
set service ALL
next
end

Enhanced MAC VLANs

The Media Access Control (MAC) Virtual Local Area Network (VLAN) feature in Linux allows you to configure multiple
virtual interfaces with different MAC addresses (and therefore different IP addresses) on a physical interface.

FortiGate implements an enhanced MAC VLAN consisting of a MAC VLAN with bridge functionality. Because each MAC
VLAN has a unique MAC address, virtual IP addresses (VIPs) and IP pools are supported, and you can disable Source
Network Address Translation (SNAT) in policies.

MAC VLAN cannot be used in a transparent mode virtual domain (VDOM). In a transparent mode VDOM, a packet
leaves an interface with the MAC address of the original source instead of the interface’s MAC address. FortiGate
implements an enhanced version of MAC VLAN where it adds a MAC table in the MAC VLAN which learns the MAC
addresses when traffic passes through.

If you configure a VLAN ID for an enhanced MAC VLAN, it won't join the switch of the underlying interface. When a
packet is sent to this interface, a VLAN tag is inserted in the packet and the packet is sent to the driver of the underlying
interface. When the underlying interface receives a packet, if the VLAN ID doesn’t match, it won’t deliver the packet to
this enhanced MAC VLAN interface.

N ! /, When using a VLAN ID, the ID and the underlying interface must be a unique pair, even if the
? belong to different VDOMSs. This is because the underlying, physical interface uses the VLAN
3 ID as the identifier to dispatch traffic among the VLAN and enhanced MAC VLAN interfaces.

If you use an interface in an enhanced MAC VLAN, do not use it for other purposes such as a management interface, HA
heartbeat interface, or in Transparent VDOMs.

If a physical interface is used by an EMAC VLAN interface, you cannot use it in a Virtual Wire Pair.

In high availability (HA) configurations, enhanced MAC VLAN is treated as a physical interface. It's assigned a unique
physical interface ID and the MAC table is synchronized with the secondary devices in the same HA cluster.

N ! /., In HA configurations, FortiGate assigns a virtual MAC to each interface. Virtual interfaces,
q such as EMAC VLAN interfaces with underlying NPU VLINK interface, are an exception and
= do not get assigned virtual MAC addresses.

Example 1: Enhanced MAC VLAN configuration for multiple VDOMs that use the same
interface or VLAN

In this example, a FortiGate is connected, through port 1 to a router that’s connected to the Internet. Three VDOMs share
the same interface (port 1) which connects to the same router that’s connected to the Internet. Three enhanced MAC
VLAN interfaces are configured on port 1 for the three VDOMs. The enhanced MAC VLAN interfaces are in the same IP
subnet segment and each have unique MAC addresses.

The underlying interface (port 1) can be a physical interface, an aggregate interface, or a VLAN interface on a physical or
aggregate interface.
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VDOMA1
D D D port1.emacvian1

I P address: 195.100.1.10/24
== MAC address: 02:09:0F:09:xx:xx
Router
VDOM2

D D D port1.emacvlan2
I |P address: 195.100.1.11/24
~— MAC address: 06:09:0F:09:xx:xx

IP address: 195.100.1.1/24

VDOM3
El El El port1.emacvlan3

I [P address: 195.100.1.12/24
:= MAC address: 0A:09:0F:09:xx:xx

To configure enhanced MAC VLAN for this example in the CLI:

config system interface
edit portl.emacvlanl
set vdom VDOM1
set type emac-vlan
set interface portl
next
edit port l.emacvlan?2
set vdom VDOM2
set type emac-vlan
set interface portl
next
edit portl.emacvlan3
set vdom VDOM3
set type emac-vlan
set interface portl
next
end

Example 2: Enhanced MAC VLAN configuration for shared VDOM links among multiple
VDOMs

In this example, multiple VDOMSs can connect to each other using enhanced MAC VLAN on network processing unit
(NPU) virtual link (Vlink) interfaces.

FortiGate VDOM links (NPU-VIink) are designed to be peer-to-peer connections and VLAN interfaces on NPU Vlink
ports use the same MAC address. Connecting more than two VDOMSs using NPU Vlinks and VLAN interfaces is not
recommended.
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VDOM1
@ npu0_vlink0_emacvlan‘
—~=—> |Paddress: 10.1.1.101/24 VDOM2

E npu0_vlink1.emacvlan
VDOMS3 ~~—— IP address: 10.1.1.102/24
w npu0_vlinkD.emacvlan2
~— |IP address: 10.1.1.103/24 VDOM4

mjmim

— npu0_vlink1.emacvlan2
VDOMS5 ~=——> |P address: 10.1.1.104/24
OO0

— npu0_vlinkD.emacvlan3
~=—> |Paddress: 10.1.1.105/24
—

To configure enhanced MAC VLAN for this example in the CLI:

config system interface
edit npul0 vlinkO.emacvlanl
set vdom VDOM1
set type emac-vlan
set interface npul0 v1inkO
next
edit npul0 vlinkO.emacvlan2
set vdom VDOM3
set type emac-vlan
set interface npuO v1linkO
next
edit npul0 vlinkl.emacvlanl
set vdom VDOM2
set type emac-vlan
set interface npul0 vlinkl
next
end

Example 3: Enhanced MAC VLAN configuration for unique MAC addresses for each
VLAN interface on the same physical port

Some networks require a unique MAC address for each VLAN interface when the VLAN interfaces share the same
physical port. In this case, the enhanced MAC VLAN interface is used the same way as normal VLAN interfaces.

To configure this, use the set vlanid command forthe VLAN tag. The VLAN ID and interface must be a unique pair,
even if they belong to different VDOMs.

To configure enhanced MAC VLAN:

config system interface
edit <interface-name>
set type emac-vlan
set vlanid <VLAN-ID>
set interface <physical-interface>
next
end
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Ay
‘Q' FortiGate supports a maximum of 512 EMAC VLAN interfaces per underlying interface, and a
- maximum of 600 MAC addresses including EMAC VLAN interfaces.

Inter-VDOM routing

VDOM links allow VDOMs to communicate internally without using additional physical interfaces.

Inter-VDOM routing is the communication between VDOMs. VDOM links are virtual interfaces that connect VDOMs. A
VDOM link contains a pair of interfaces, each one connected to a VDOM and forming either end of the inter-VDOM
connection.

When VDOMs are configured on your FortiGate unit, configuring inter-VDOM routing and VDOM links is like creating a
VLAN interface. VDOM links can be managed in either the CLI or in the network interface list in the GUI.

A VDOM link cannot share the same name as a VDOM.

Al
‘Q' VDOM link does not support traffic offload. If you want to use traffic offload, use NPU-VDOM-
LINK.

To configure a VDOM link in the GUI:

1. Inthe Global VDOM, go to Network > Interfaces.
2. Click Create New > VDOM Link.
3. Configure the fields, including the Name, Virtual Domain, IP information, Administrative Access, and others, then

click OK.
By default, VDOM links are created as point-to-point (ppp) links. If required, the link type can
M be changed in the CLI.
? For example, when running OSPF in IPv6, a link-local address is required in order to
- communicate with OSPF neighbors. For a VDOM link to obtain a link-local address its type

must be setto ethernet.

To configure a VDOM link in the CLI:

config global
config system vdom-link
edit "<vdom-link-name>"
set type {ppp | ethernet}
next
end
config system interface
edit "<vdom-link-nameO>"
set vdom "<VDOM Name>"
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set type vdom-link

next

edit "<vdom-link-namel>"
set vdom "<VDOM Name>"
set type vdom-link

next

end
end

To delete a VDOM link in the GUI:

1. Inthe Global VDOM, go to Network > Interfaces.
2, Selecta VDOM Link and click Delete.

To delete a VDOM link in the CLI:

config global
config system vdom-link
delete <VDOM-LINK-Name>
end
end

Example

VDOM 1
(Accounting)

-

Accounting

10.11.0.0

1l
VDOM (root) VDOM 2
(Sales)

.

Sales
10.12.0.0

This example shows how to configure a FortiGate unit to use inter-VDOM routing.

Two departments of a company, Accounting and Sales, are connected to one FortiGate. The company uses a single ISP

to connect to the Internet.

This example includes the following general steps. We recommend following the steps in the order below.

Create the VDOMs

To enable VDOMs:

config system global
set vdom-mode multi-vdom
end

You will be logged out of the device when VDOM mode is enabled.
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To create the Sales and Accounting VDOMs:

config global
config vdom
edit Accounting
next
edit Sales
next
end
end

Configure the physical interfaces

Next, configure the physical interfaces. This example uses three interfaces on the FortiGate unit: port2 (internal), port3
(DMZ), and port1 (external). Port2 and port3 interfaces each have a department’s network connected. Port1 is for all
traffic to and from the Internet and uses DHCP to configure its IP address, which is common with many ISPs.

To configure the interfaces:

config global
config system interface
edit port2
set alias AccountingLocal
set vdom Accounting
set mode static
set ip 172.100.1.1 255.255.0.0
set allowaccess https ping ssh
set description "The accounting dept. internal interface"
next
edit port3
set alias SalesLocal
set vdom Sales
set mode static
set ip 192.168.1.1 255.255.0.0
set allowaccess https ping ssh
set description "The sales dept. internal interface"
next
edit portl
set alias ManagementExternal
set vdom root
set mode dhcp
set allowaccess https ssh snmp
set description "The system wide management interface."
next
end
end

Configure the VDOM links
To complete the connection between each VDOM and the management VDOM, add the two VDOM links. One pair is the
Accounting — management link and the other is the Sales — management link.

When configuring inter-VDOM links, you do not have to assign IP addresses to the links unless you are using advanced
features such as dynamic routing that require them. Not assigning IP addresses results in faster configuration and more
available IP addresses on your networks.
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To configure the Accounting and management VDOM link:

config global
config system vdom-link
edit AccountVlnk
next
end
config system interface
edit AccountV1lnkO
set vdom Accounting
set ip 11.11.11.2 255.255.255.0
set allowaccess https ping ssh
set description "Accounting side of the VDOM link"
next
edit AccountVlnkl
set vdom root
set ip 11.11.11.1 255.255.255.0
set allowaccess https ping ssh
set description "Management side of the VDOM link"
next
end
end

To configure the Sales and management VDOM link:

config global
config system vdom-link
edit SalesVlnk
next
end
config system interface
edit SalesV1lnkO
set vdom Sales
set ip 12.12.12.2 255.255.255.0
set allowaccess https ping ssh
set description "Sales side of the VDOM link"
next
edit SalesVlnkl
set vdom root
set ip 12.12.12.1 255.255.255.0
set allowaccess https ping ssh
set description "Management side of the VDOM link"
next
end
end

Configure the firewall and security profile

With the VDOMs, physical interfaces, and VDOM links configured, the firewall must now be configured to allow the
proper traffic. Firewalls are configured per-VDOM, and firewall objects and routes must be created for each VDOM
separately.
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To configure the firewall policies from AccountingLocal to Internet:

config vdom
edit Accounting

config firewall policy

edit 1
set
set
set
set
set
set
set
set
set

next

end
next
edit root

name "Accounting-Local-to-Management"
srcintf port2

dstintf AccountV1lnkO

srcaddr all

dstaddr all

action accept

schedule always

service ALL

nat enable

config firewall policy

edit 2
set
set
set
set
set
set
set
set
set

next

end
next
end

name "Accounting-VDOM-to-Internet"
srcintf AccountVlnkl

dstintf portl

srcaddr all

dstaddr all

action accept

schedule always

service ALL

nat enable

To configure the firewall policies from SalesLocal to the Internet:

config vdom
edit Sales

config firewall policy

edit 3
set
set
set
set
set
set
set
set
set

next

end
next
edit root

name "Sales-local-to-Management"
srcintf port3

dstintf SalesV1lnkO

srcaddr all

dstaddr all

action accept

schedule always

service ALL

nat enable

config firewall policy

edit 4
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set name "Sales-VDOM-to-Internet"
set srcintf SalesVlnkl
set dstintf portl
set srcaddr all
set dstaddr all
set action accept
set schedule always
set service ALL
set nat enable
next
end
next
end

Test the configuration

When the inter-VDOM routing has been configured, test the configuration to confirm proper operation. Testing
connectivity ensures that physical networking connections, FortiGate unit interface configurations, and firewall policies
are properly configured.

The easiest way to test connectivity is to use the ping and traceroute commands to confirm the connectivity of
different routes on the network.

Test both from AccountingLocal to the internet and from SalesLocal to the internet.

Software switch

A software switch is a virtual switch that is implemented at the software or firmware level and not at the hardware level. A
software switch can be used to simplify communication between devices connected to different FortiGate interfaces. For
example, using a software switch, you can place the FortiGate interface connected to an internal network on the same
subnet as your wireless interfaces. Then devices on the internal network can communicate with devices on the wireless
network without any additional configuration on the FortiGate unit, such as additional security policies.

A software switch can also be useful if you require more hardware ports for the switch on a FortiGate unit. For example, if
your FortiGate unit has a 4-port switch, WAN1, WAN2, and DMZ interfaces, and you need one more port, you can create
a soft switch that can include the four-port switch and the DMZ interface, all on the same subnet. These types of
applications also apply to wireless interfaces, virtual wireless interfaces, and physical interfaces such as those in
FortiWiFi and FortiAP units.

Similar to a hardware switch, a software switch functions like a single interface. It has one IP address and all the
interfaces in the software switch are on the same subnet. Traffic between devices connected to each interface are not
regulated by security policies, and traffic passing in and out of the switch are controlled by the same policy.

When setting up a software switch, consider the following:

« Ensure that you have a back up of the configuration.

« Ensure that you have at least one port or connection, such as the console port, to connect to the FortiGate unit. If
you accidentally combine too many ports, you need a way to undo errors.

» The ports that you include must not have any link or relation to any other aspect of the FortiGate unit, such as DHCP
servers, security policies, and so on.

« Forincreased security, you can create a captive portal for the switch to allow only specific user groups access to the
resources connected to the switch.

Some of the difference between software and hardware switches are:
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Feature Software switch Hardware switch
Processing Packets are processed in software by the Packets are processed in hardware by the
CPU. hardware switch controller, or SPU where
applicable.
STP Not Supported Supported
Wireless SSIDs Supported Not Supported
Intra-switch traffic Allowed by default. Can be explicitly set to Allowed by default.

require a policy.

Active-active HAload Not supported Supported
balancing

To create a software switch in the GUI:

Go to Network > Interfaces.
Click Create New > Interface.
Set Type to Software Switch.

Configure the Name, Interface members, and other fields as required.
To add an interface to a software switch, it cannot be referenced by an existing configuration and its IP address
must be set t0 0.0.0.0/0.0.0.0.

5. Click OK.

o bd-=

To create a software switch in the CLI:

config system switch-interface
edit <interface>
set vdom <vdom>
set member <interface list>
set type switch
next
end
config system interface
edit <interface>
set vdom <vdom>
set type switch
set ip <ip address>
set allowaccess https ssh ping
next
end

To add an interface to a software switch, it cannot be referenced by an existing configuration and its IP address must be
set t0 0.0.0.0/0.0.0.0.

Example

For this example, the wireless interface (WiFi) needs to be on the same subnet as the DMZ1 interface to facilitate
wireless synchronizing from an iPhone and a local computer. Because synchronizing between two subnets is
problematic, putting both interfaces on the same subnet allows the synchronizing will work. The software switch will
accomplish this.
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1. Clear the interfaces and back up the configuration:
a. Ensure the interfaces are not used for other security policy or for other use on the FortiGate unit.
b. Check the WiFi and DMZ1 ports to ensure that DHCP is not enabled and that there are no other dependencies
on these interfaces.
c. Save the current configuration so that it can be recovered if something foes wrong.

2. Merge the WiFi port and DMZ1 port to create a software switch named synchro with an IP address of 10.10.21.12
and administrative access for HTTPS, SSH and PING:

config system switch-interface
edit synchro
set vdom "root"
set type switch
set member dmzl wifi
next
end
config system interface
edit synchro
set ip 10.10.21.12 255.255.255.0
set allowaccess https ssh ping
next
end

After the switch is set up, you add security policies, DHCP servers, and any other settings that are required.

Hardware switch

A hardware switch is a virtual switch interface that groups different ports together so that the FortiGate can use the group
as a single interface. Supported FortiGate models have a default hardware switch called either internal or lan. The
hardware switch is supported by the chipset at the hardware level.

Ports that are connected to the same hardware switch behave like they are on the same physical switch in the same
broadcast domain. Ports can be removed from a hardware switch and assigned to another switch or used as standalone
interfaces.

Some of the difference between hardware and software switches are:

Feature Hardware switch Software switch

Processing Packets are processed in hardware by the Packets are processed in software by the
hardware switch controller, or SPU where CPU.
applicable.

STP Supported Not Supported

Wireless SSIDs Not Supported Supported

Intra-switch traffic Allowed by default. Allowed by default. Can be explicitly set to

require a policy.
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To change the ports in a hardware switch in the GUI:

1. Go to Network > Interface and edit the hardware switch.

2. Clickinside the Interface members field.

Edit Interface

Name =% internal Select Entries
Alias Qse
Type 2 Hardware Switch [® internal5
Interface members | [ internal5 % | [ internal3 % g Internal
internal4
[ internal4 ¥  [® internals %
. [®] internalé
[® internal7
Role @ LAN v
Address
Addressing mode m DHCP
IP/Netmask 192.168.1.99/255.255.
Create address object matching subnet (B
Secondary |P address (e )
Close
Sy Y.

3. Selectinterfaces to add or remove them from the hardware switch, then click Close.
To add an interface to a hardware switch, it cannot be referenced by an existing configuration and its IP address

must be set t0 0.0.0.0/0.0.0.0.
4. Click OK.

Removed interfaces will now be listed as standalone interfaces in the Physical Interface section.

FortiGate
FGDocs

Status

@ Up

MAC address

e8:1c:ba:18:f6:0b
Additional Information
@ API| Preview
% References
>_ EditinCLI

@ Documentation

& OnlineHelp &'
W Video Tutorials ('

To remove ports from a hardware switch in the CLI:

config system virtual-switch
edit "internal"
config port

delete internal?2

delete internal7?

end
next
end

To add ports to a hardware switch in the CLI:

config system virtual-switch
edit "internal"
set physical-switch "swO"
config port
edit "internal3"
next
edit "internalb"
next
edit "internald"
next
edit "internalo6"
next
end
next
end
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To add an interface to a hardware switch, it cannot be referenced by an existing configuration and its IP address must be
set t0 0.0.0.0/0.0.0.0.

Using 802.1X on virtual switches for certain NP6 platforms

802.1X is supported under the hardware switch interface on the following NP6 platforms: FG-30xE, FG-40xE, and FG-
110xE.

In this example, port3 and port4 are part of a hardware switch interface. The hardware switch acts as a virtual switch so
that devices can connect directly to these ports and perform 802.1X authentication on the port.

FortiGate

RADIUS server

Prerequisites:

—

Configure a RADIUS server (see RADIUS servers on page 1943).

2. Define a user group named test to use the remote RADIUS server and for 802.1X authentication (see User
definition, groups, and settings on page 1917).

Configure a hardware switch (named 18188) with port3 and port4 as the members.
Configure a firewall policy that allows traffic from the 18188 hardware switch to go to the internet.
Enable 802.1X authentication on the client devices.

o o

To configure 802.1X authentication on a hardware switch in the GUI:

1. Go to Network > Interfaces and edit the hardware switch.
2. Inthe Network section, enable Security mode and select 802.1X.
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3. Click the +to add the User group.

Edit Interface

Name 7 18188

Alias

Type =2 Hardware Switch
VRFID @ o]

Virtual domain & vdoml

Interface members

Role @ LAN

Address

Addressing mode
IP/Netmask

IPvé addressing mode

IPvé Address/Prefix /0

Auto configure IPvé address >

DHCPvé prefix delegation >

Create address object matching subnet C

Secondary IP address >

Administrative Access

1Pva HTTPS PING FMG-Access
SSH SNMP FTM
() RADIUS Accounting O ?:eocnur:;t;izzbrok

1Pvé (O HTTPS [J PING [ FMG-Access
0O ssH ) SNMP O Security Fabric

20 oHce | Auto-managed by IPAM

1.1.1.1/255.255.255.0

B2 oHce | Delegated

Connection €

Receive LLDP @ (V=AY el DRl Enable | Disable

Transmit LLDP @ | Use VDOM Setting Disable

® DHCP Server

(D Stateless Address Auto-configuration (SLAAC)

® DHCPv6 Server

Network

Device detection @ @

[ Speed Test

STP >
Security mode © 802.1X -
User groups & test x

SPAN (Port Mirroring)

4, Click OK.

Additional Information
@ API Preview
% References

> EditinCLI

() Documentation
& OnlineHelp &
W Video Tutorials '

To configure 802.1X authentication on a hardware switch in the CLI:

1. Configure the virtual hardware switch interfaces:

config system virtual-switch

edit "18188"

set physical-switch "swO"
config port

edit
next
edit
next

"port3 "

"port4 "
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end
next
end

2. Configure 802.1X authentication:

config system interface
edit "18188"
set vdom "vdoml"
set ip 1.1.1.1 255.255.255.0
set allowaccess ping https ssh snmp fgfm ftm
set type hard-switch
set security-mode 802.1X
set security-groups '"test"
set device-identification enable
set lldp-transmission enable
set role lan
set snmp-index 52
next
end

To verify the that the 802.1X authentication was successful:

1. Getaclient connected to port3 to authenticate to access the internet.
2. InFortiOS, verify the 802.1X authentication port status:

# diagnose sys 802-1x status

Virtual switch '18188' (default mode) 802.1x member status:
port3: Link up, 802.1X state: authorized
portd: Link up, 802.1X state: unauthorized

Zone

Zones are a group of one or more physical or virtual FortiGate interfaces that you can apply security policies to control
inbound and outbound traffic. Grouping interfaces and VLAN subinterfaces into zones simplifies the creation of security
policies where a number of network segments can use the same policy settings and protection profiles.

When you add a zone, you select the names of the interfaces and VLAN subinterfaces to add to the zone. Each interface
still has its own address. Routing is still done between interfaces, that is, routing is not affected by zones. You can use
security policies to control the flow of intra-zone traffic.

For example, in the sample configuration below, the network includes three separate groups of users representing
different entities on the company network. While each group has its own set of ports and VLANSs in each area, they can
all use the same security policy and protection profiles to access the Internet. Rather than the administrator making nine
separate security policies, he can make administration simpler by adding the required interfaces to a zone and creating
three policies.

Sample configuration

You can configure policies for connections to and from a zone but not between interfaces in a zone. For this example,
you can create a security policy to go between zone 1 and zone 3, but not between WAN2 and WAN1, or WAN1 and
DMZ1.
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Zone 1
Zone 1 WAN1, DMZ1
Poli‘ci%' VLAN 1,2, 4
Zone 2 Policies ﬁ'lfc);r?\ :I
— ports 1,2, 3
Zo:&‘ Zone 3
Policies WAN2, DMZ2
VLAN 3
To create a zone in the GUI:
1. Go to Network > Interfaces.
Ay
S r'd
q If VDOMs are enabled, go to the VDOM to create a zone.

Click Create New > Zone.

o~ oN

Click OK.

To configure a zone to include the internal interface and a VLAN using the CLI:

config system zone
edit zone 1
set interface internal VLAN 1
set intrazone {deny | allow}
next
end

Using zone in a firewall policy

To configure a firewall policy to allow any interface to access the Internet using the CLI:

config firewall policy
edit 2
set name "2"
set srcintf "Zone 1"
set dstintf "portl5"
set srcaddr "all"
set dstaddr "all"
set action accept
set schedule "always"
set service "ALL"
set nat enable
next
end
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Intra-zone traffic
In the zone configuration you can set intrazone deny to prohibit the different interfaces in the same zone to talk to
each other.

For example, if you have ten interfaces in your zone and the intrazone setting is deny. You now want to allow traffic
between a very small number of networks on different interfaces that are part of the zone but you do not want to disable
the intra-zone blocking.

In this example, the zone VLANSs are definedas: 192.168.1.0/24,192.168.2.0/24,...192.168.10.0/24.

This policy allows traffic from 192.168.1.x to 192.168.2.x even though they are in the same zone and intra-zone blocking
is enabled. The intra-zone blocking acts as a default deny rule and you have to specifically override it by creating a policy
within the zone.

To enable intra-zone traffic, create the following policy:

Source Interface Zone-name, e.g., Vlans

Source Address 192.168.1.0/24

Destination Zone-name (same as Source Interface, i.e., Vlans)
Destination Address 192.168.2.0/24

Virtual wire pair

A virtual wire pair consists of two interfaces that do not have IP addressing and are treated like a transparent mode
VDOM. All traffic received by one interface in the virtual wire pair can only be forwarded to the other interface, provided a
virtual wire pair firewall policy allows this traffic. Traffic from other interfaces cannot be routed to the interfaces in a virtual
wire pair. Redundant and 802.3ad aggregate (LACP) interfaces can be included in a virtual wire pair.

Virtual wire pairs are useful for a typical topology where MAC addresses do not behave normally. For example, port
pairing can be used in a Direct Server Return (DSR) topology where the response MAC address pair may not match the
request’s MAC address pair.

When creating a new virtual wire pair, the Interface members field displays interfaces without

) ' ’, assigned addresses. Interfaces with assigned addresses are not displayed.
? Therefore, you cannot add to a virtual wire pair an interface with Addressing mode set to
- DHCP. If you change the interface settings to Manual with IP/Netmask set to 0.0.0.0/0.0.0.0,

you can add the interface to a virtual wire pair.

Example

In this example, a virtual wire pair (port3 and port4) makes it easier to protect a web server that is behind a FortiGate
operating as an Internal Segmentation Firewall (ISFW). Users on the internal network access the web server through the
ISFW over the virtual wire pair.

creating a virtual wire pair, make sure you have a different port configured to allow admin

\‘é', Interfaces used in a virtual wire pair cannot be used to access the ISFW FortiGate. Before
= access using your preferred protocol.
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To add a virtual wire pair using the GUI:

1. Go to Network > Interfaces.
2. Click Create New > Virtual Wire Pair.
3. Enter a name for the virtual wire pair.
4. Select the Interface Members to add to the virtual wire pair (port3 and port 4).
These interfaces cannot be part of a switch, such as the default LAN/internal interface.
5. Ifrequired, enable Wildcard VLAN and set the VLAN Filter.
6. Click OK.

To add a virtual wire pair using the CLI:

config system virtual-wire-pair
edit "VWP-name"
set member "port3" "port4d"
set wildcard-vlan disable
next
end

To create a virtual wire pair policy using the GUI:

1. Goto Policy & Objects > Firewall Virtual Wire Pair Policy.

2. Click Create New.

3. Inthe Virtual Wire Pairfield, click the + to add the virtual wire pair.
4. Select the direction (arrows) that traffic is allowed to flow.

5. Configure the other settings as needed.

6. Click OK.

To create a virtual wire pair policy using the CLI:

config firewall policy
edit 1

set name "VWP-Policy"

set srcintf "port3" "port4d"
set dstintf "port3" "port4"
set srcaddr "all"

set dstaddr "all"

set action accept

set schedule "always"

set service "ALL"

set utm-status enable

set fsso disable
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next
end

Configuring multiple virtual wire pairs in a virtual wire pair policy

You can create a virtual wire pair policy that includes different virtual wire pairs in NGFW profile and policy mode. This
reduces overhead to create multiple similar policies for each VWP. In NGFW policy mode, multiple virtual wire pairs can
be configured in a Security Virtual Wire Pair Policy and Virtual Wire Pair SSL Inspection & Authentication policy.

The virtual wire pair settings must have wildcard VLAN enabled. When configuring a policy in the CLI, the virtual wire pair
members must be entered in srcintf and dstintf as pairs.

To configure multiple virtual wire pairs in a policy in the GUI:

1. Configure the virtual wire pairs:
a. Go to Network > Interfaces and click Create New > Virtual Wire Pair.
b. Create a pair with the following settings:

Name test-vwp-1
Interface members wan1, wan2
Wildcard VLAN Enable

c. Click OK.

d. Click Create New > Virtual Wire Pair and create another pair with the following settings:

Name test-vwp-2
Interface members port19, port20
Wildcard VLAN Enable

e. Click OK.

2. Configure the policy:
a. Goto Policy & Objects > Firewall Virtual Wire Pair Policy and click Create New.

b. In the Virtual Wire Pairfield, click the + to add test-vwp-1 and test-vwp-2. Select the direction for each of the
selected virtual wire pairs.
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New Policy
o L ® APIPreview
Name @
> EditinCLI
Virtual Wire Pair I test-vwp-1 x
I test-vwp-2 x .
+ @ D
i (2
want = = wen2 (testwp-) SR
port1y ~ | = port20 (testvwp-2) ® Consolidated Policy Configuration (1
Source +
NegateSource QB
Enforce ZTNA @
Destination .

Negate Destination (B

Schedule [ always -
Service +
Action PR © DEny

Inspection Mode Proxy-based

Firewall / Network Options
NAT ©

1P Pool Configuration < Outgoing Inte S8 UseDynamicIP Pool

Preserve Source Port (B

Protocol Options default N 4

Security Profiles

AbiFivaan -

c. Configure the other settings as needed.
d. Click OK.

To configure multiple virtual wire pairs in a policy in the CLI:

1. Configure the virtual wire pairs:

config system virtual-wire-pair
edit "test-vwp-1"
set member "wanl" "wan2"
set wildcard-vlan enable
next
edit "test-vwp-2"
set member "portl9" "port20"
set wildcard-vlan enable
next
end

2. Configure the policy:

config firewall policy
edit 1
set name "vwplé&2-policy"
set srcintf "portl9" "wanl"
set dstintf "port20" "wan2"
set srcaddr "all"
set dstaddr "all"
set action accept
set schedule "always"
set service "ALL"
set logtraffic all
next
end
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PRP handling in NAT mode with virtual wire pair

PRP (Parallel Redundancy Protocol) is supported in NAT mode for a virtual wire pair. This preserves the PRP RCT
(redundancy control trailer) while the packet is processed by the FortiGate.

To configure PRP handling on a device in NAT mode:

1. Enable PRP in the VDOM settings:

(root) # config system settings
set prp-trailer-action enable
end

2. Enable PRP in the NPU attributes:

(global) # config system npu
set prp-port-in "portl5"
set prp-port-out "portlé"

end

3. Configure the virtual wire pair:

(root) # config system virtual-wire-pair
edit "test-vwp-1"
set member "portl5" "portle"
next
end

Virtual VLAN switch

The hardware switch ports on FortiGate models that support virtual VLAN switches can be used as a layer 2 switch.
Virtual VLAN switch mode allows 802.1Q VLANSs to be assigned to ports, and the configuration of one interface as a
trunk port.

The following FortiGate series are supported in FortiOS 7.0: 60F, 70F, 80F, 90G, 100E, 100F, 120G, 140E, 200F, 300E,
400E, 400F, 600F, 1100E, 1800F, 2600F, 3000F, 3500F, 4200F, and 4400F.

The virtual-switch-vlan option must be enabled in the CLI to configure VLAN switch mode from the GUI or CLI.

To enable VLAN switches:

config system global
set virtual-switch-vlan enable
end

After this setting is enabled, any previously configured hardware switches will appear in the Network > Interfaces page
under VLAN Switch.

To enable VLAN switch mode in the GUI:

1. Go to System > Settings.
2. Inthe View Settings section, enable VLAN switch mode.
3. Click Apply.
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Basic configurations

Hardware switch ports can be configured as either a VLAN switch port or a trunk port. The available interfaces and
allowable VLAN IDs that can be used depend on the FortiGate model. It is recommended to remove ports from the
default VLAN switch before you begin configurations.

To create a new VLAN and assign ports in the GUI:

1. Go to Network > Interfaces and click Create New > Interface.
2. Enter a name and configure the following:

a. Setthe Typeto VLAN Switch.

b. Entera VLANID.

c. Click the + and add the Interface Members.

d. Configure the Address and Administrative Access settings as needed.
3. Click OK.

To create a new VLAN and assign ports in the CLI:

1. Configure the VLAN:

config system virtual-switch
edit "VLAN1O"
set physical-switch "swO"
set vlan 10
config port
edit "internall"
next
edit "internal2"
next
end
next
end

2. Configure the VLAN switch interface addressing:

config system interface
edit "VLAN1O"
set vdom "root"
set ip 192.168.10.99 255.255.255.0
set allowaccess ping https ssh snmp http fgfm
set type hard-switch
next
end

To designate an interface as a trunk port:

config system interface
edit internalb
set trunk enable
next
end
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Example 1: HA using a VLAN switch

In this example, two FortiGates in an HA cluster are connected to two ISP routers. Instead of connecting to external L2
switches, each FortiGate connects to each ISP router on the same hardware switch port on the same VLAN. A trunk port
connects the two FortiGates to deliver the 802.1Q tagged traffic to the other. A full mesh between the FortiGate cluster
and the ISP routers is achieved where no single point of failure will cause traffic disruptions.

FortiGate A

FortiGate B ISP2

This example assumes that the HA settings are already configured. The interface and VLAN switch settings are identical
between cluster members and synchronized. See HA using a hardware switch to replace a physical switch on page 2168
for a similar example that does not use a VLAN switch.

To configure the VLAN switches:

1. Configure the ISP interfaces with the corresponding VLAN IDs:

config system virtual-switch
edit "ISP1"
set physical-switch "swO"
set vlan 2951
config port
edit "portl"
next
end
next
edit "ISp2"
set physical-switch "swO"
set vlan 2952
config port
edit "port2"
next
end
next
end

2. Configure the VLAN switch interface addressing:

config system interface
edit "ISPL"
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end

set
set
set
set
next

vdom "root"

ip 192.168.10.99 255.255.255.0
allowaccess ping

type hard-switch

edit "ISp2"

set
set
set
set
next

vdom "root"

ip 192.168.20.99 255.255.255.0
allowaccess ping
type hard-switch

3. Designate port15 as the trunk port:

config system interface
edit portlb
set trunk enable

end

4. Configure firewall policies to allow outgoing traffic on the ISP1 and ISP2 interfaces:

next

config firewall policy

end

edit 1
set
set
set
set
set
set
set
set

next

edit 2
set
set
set
set
set
set
set
set

next

srcintf "portll"
dstintf "ISP1"
srcaddr "all"
dstaddr "all"
action accept
schedule "always"
service "ALL"

nat enable

srcintf
dstintf
srcaddr
dstaddr

"portll"
"ISP2"
"all"
"all"

action accept

schedule "always"

service

"ATL"

nat enable

Example 2: LAN extension

In this example, two hardware switch ports are assigned VLAN10, and two ports are assigned VLANZ20 on FortiGate B.
The wan2 interface is designated as the trunk port, and is connected to the upstream FortiGate A. The corresponding
VLAN subinterfaces VLAN10 and VLANZ20 on the upstream FortiGate allow further access to other networks.
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FortiGate A FortiGate B

Internet wan1
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internal2 5

internal3
— internal4
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‘9' The available interfaces and VLAN IDs varies between FortiGate models. The FortiGate B in
- this example is a 60F model.

To configure FortiGate B:

1. Configure the VLAN interfaces:

config system virtual-switch
edit "VLAN1O"
set physical-switch "swO"
set vlan 10
config port
edit "internall"
next
edit "internal2"
next
end
next
edit "VLAN20"
set physical-switch "swO"
set vlan 20
config port
edit "internal3"
next
edit "internal4d"
next
end
next
end

2. Configure the VLAN switch interface addressing:

config system interface
edit "VLAN1O"
set vdom "root"
set ip 192.168.10.99 255.255.255.0
set allowaccess ping https ssh snmp http fgfm
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set type hard-switch

next

edit "VLAN20"
set vdom "root"
set ip 192.168.20.99 255.255.255.0
set allowaccess ping https ssh snmp http fgfm
set type hard-switch

next

end

3. Designate wan2 as the trunk port:

config system interface
edit wan2
set trunk enable
next
end

To configure FortiGate A:

1. Configure the VLAN subinterfaces:

config system interface
edit "VLAN1O"
set ip 192.168.10.98 255.255.255.0
set allowaccess ping https ssh
set role lan
set interface "dmz"
set vlanid 10
next
edit "VLAN20"
set ip 192.168.20.98 255.255.255.0
set allowaccess ping https ssh
set role lan
set interface "dmz"
set vlanid 20
next
end

2. Configure the DHCP server on VLAN10:

config system dhcp server
edit O
set dns-service default
set default-gateway 192.168.10.98
set netmask 255.255.255.0
set interface "VLAN1O "
config ip-range
edit 1
set start-ip 192.168.10.100
set end-ip 192.168.10.254
next
end
set timezone-option default
next
end
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3. Configure firewall policies that allow traffic from the VLAN10 and VLANZ20 interfaces to the internet:

config firewall policy

edit O
set
set
set
set
set
set
set
set
set

next

edit O
set
set
set
set
set
set
set
set
set

next

end

name "VLAN1O-out"
srcintf "VLAN1O"
dstintf "wanl"
srcaddr "all"
dstaddr "all"
action accept
schedule "always"
service "ALL"

nat enable

name "VLAN20-out"
srcintf "VLAN20"
dstintf "wanl"
srcaddr "all"
dstaddr "all"
action accept
schedule "always"
service "ALL"

nat enable

To test the connection:

Connect a PC to internal1 on FortiGate B.

. Verify that it receives an IP address from FortiGate A’'s DHCP server.

Ping FortiGate A on 192.168.10.98.

1
2
3. Fromthe PC, ping FortiGate B on 192.168.10.99.
4
5

Connect to the internet. Traffic is allowed by the VLAN10-out policy.

VXLAN

Virtual Extensible LAN (VXLAN) is a network virtualization technology used in large cloud computing deployments. It
encapsulates layer 2 Ethernet frames within layer 3 IP packets using the UDP transport protocol on port 4789. VXLAN
endpoints that terminate VXLAN tunnels can be virtual or physical switch ports, and are known as VXLAN tunnel

endpoints (VTEPSs).

Sample VXLAN packet

Quter MAC
header

Quter IP UDP

header header

VXLAN
header

QOriginal L2
frame

FCS
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A VXLAN packet encapsulation occurs by first inserting a VXLAN header in front of the original layer 2 frame. This
VXLAN header uses 3 B for the VNID that is used to identify the VXLAN segment, meaning that there are 16,777,215
different possible VNIDs. This allows for more unique LAN segments than possible VLANs. The original frame and the
VXLAN header are then encapsulated into the UDP payload. The outer IP header allows it to be routed and transported
over a layer 3 network, thus providing a layer 2 overlay scheme over a layer 3 network.

This equates to 50 B of overhead over the original frame: 14 B (Ethernet) + 20 B (IPv4) + 8 B (UDP) + 8 B (VXLAN
headers). Since fragmenting a VXLAN packet is not recommended, it is advisable to increase the MTU size to 1550 B or
above if possible, or to decrease the TCP MSS size inside a firewall policy.

For more information about VXLAN, see RFC 7348.
The following topics provide information about VXLAN:

e General VXLAN configuration and topologies on page 178

e VLAN inside VXLAN on page 182

« Virtual wire pair with VXLAN on page 185

o VXLAN over IPsec tunnel with virtual wire pair on page 187

o VXLAN over IPsec using a VXLAN tunnel endpoint on page 190
o VXLAN troubleshooting on page 195

General VXLAN configuration and topologies

This topic describes general VXLAN configurations and commonly used topologies. In the most basic configuration, a
FortiGate is configured as a VXLAN tunnel endpoint (VTEP).

To configure a FortiGate as a VTEP:

1. Configure the local interface:

config system vxlan
edit <name>

set interface <string>
set vni <integer>
set ip-version {ipv4-unicast | ipv6-unicast | ipv4-multicast | ipvé6-multicast}
set dstport <integer>
set remote-ip <IP address>
set remote-ip6 <IP address>

next
end
interface <string> Set the local outgoing interface for the VXLAN encapsulated traffic.
vni <integer> Set the VXLAN network ID.

ip-version {ipv4-unicast Setthe IP version to use for the VXLAN device and communication over

| lpwbmumderse | VXLAN (default = ipv4-unicast).
ipv4-multicast |

ipv6-multicast}
dstport <integer> Set the VXLAN destination port (default = 4789).
remote-ip <IP_ address> Set the IPv4 address of the remote VXLAN endpoint.

remote-ip6 <IP_address> Set the IPv6 address of the remote VXLAN endpoint.
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The VXLAN system interface is automatically created with a vx1an type.
2. Configure the VXLAN interface settings:

config system interface
edit <name>
set vdom <string>
set type vxlan
set ip <IP address>
set allowaccess {ping https ssh http telnet fgfm radius-acct probe-response
fabric ftm speed-test}
next
end

3. Connect the internal interface and VXLAN interface to the same L2 network.
» Connect using a software switch:

config system switch-interface
edit <name>
set vdom <string>
set member <member 1> <member 2> ... <member n>

set intra-switch-policy {implicit explicit}
next
end
member <member 1> Enter the VXLAN interface and other physical or virtual interfaces that will
SHSHIRE 22 oo share the L2 network.
<member n> ] . . .
When adding an interface member to a software switch, it cannot have an
IP address or be referenced in any other settings.
intra-switch-policy Allow any traffic between switch interfaces or require firewall policies to

fimplicit | allow traffic between switch interfaces:
explicit} . . - ..

e implicit: traffic between switch members is implicitly allowed.

e explicit: traffic between switch members must match firewall
policies (explicit firewall policies are required to allow traffic between
members).

When in explicit mode, traffic can be offloaded to SOC4/SOC5/NP6/NP7
processors.

» Connect using a virtual wire pair:

config system virtual-wire-pair
edit <name>
set member <member 1> <member 2>
set wildcard-vlan {enable | disable}
set vlan-filter <filter>

next
end
member <member 1> Enter the VXLAN interface and other physical or virtual interface that will
<member 2> share the L2 network.
wildcard-vlan {enable |  Enable/disable wildcard VLAN. Disable to prevent VLAN-tagged traffic
disable} between the members of the virtual wire pair (default). Enable for VLAN

tags to be allowed between the members.
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vlan-filter <filter> When wildcard-vlan is enabled, set the VLAN filter to specify which VLANs
are allowed. By default, an empty vlan-filter allows all VLANSs.

4. |f using a virtual wire pair, configure a firewall policy that allows bi-directional traffic between the members of the

virtual wire pair and inspection between them:

config firewall policy
edit <id>
set name <name>
set srcintf <member 1> <member 2>
set dstintf <member 1> <member 2>
set srcaddr "all"
set dstaddr "all"
set action accept
set schedule "always"
set service "ALL"
next
end

Topologies

Many topologies can be deployed with VXLAN. A FortiGate can connect to VXLAN endpoints that are Fortinet devices or

devices from other vendors. In the following topologies, it is assumed that at least one of the VTEPs is a FortiGate. The

second VTEP can be any vendor.

Basic VXLAN between two VTEPs

In this topology, a FortiGate (VTEP 1) is configured with a VXLAN interface over port1 where the remote-1p points to
port1 of VTEP 2. The VXLAN interface and port2 can be associated with the same L2 network by making them members
of either a software switch or a virtual wire pair. Devices under the L2 switches are part of the same L2 network.

- Core switch

VXLAN
tunnel

VTEP 1

L2 switch L2 switch

See Virtual wire pair with VXLAN on page 185 for an example configuration.
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VXLAN between two VTEPs with wildcard VLANs

In this topology, a FortiGate (VTEP 1) is configured with a VXLAN interface over port1 where the remote-1ip points to
port1 of VTEP 2. The VXLAN interface is combined with port2 into the same L2 network using a virtual wire pair. The
virtual wire pair allows wildcard VLANS to pass, which allows VLAN tags to be encapsulated over VXLAN. As a result,
VLANSs can span different switches over VXLAN.

L2 swﬂch;

IVLAN20| IVLANSOI IVLAN2D | IVLAN3O0I

L — — 4L — 4 L — — 4L - — 4

Variations of these two scenarios can also be found in FortiGate to FortiSwitch FortiLink connections over VXLAN. See
Deployment procedures in the FortiSwitch VXLAN Deployment Guide for example configurations.

VXLAN between two VTEPs over IPsec

In scenarios where VTEPs are located in different sites and traffic must be secured between the sites, VXLAN will need
to be encrypted over IPsec. The VXLAN interface must use the IPsec interface as its outgoing interface. The remote-
ip must be configured as the IP of the remote IPsec gateway. The VXLAN interface can be combined with port2 into the
same L2 network using a software switch or virtual wire pair. Devices under the L2 switches can communicate with each
other.

VXLAN tunnel
VTEP 1 P " IPsec VPN T~ VTEP 2

|_2 switch L2 SWItCh
I'"I
| |
[VLAN20! |VLAN3OI IVLAN20! [VLAN3O0I
" I I ——| L - — d L e — 4
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See VXLAN over IPsec tunnel with virtual wire pair on page 187 for an example configuration. A variation of this scenario
is explained in FortiExtender as FortiGate LAN extension (FortiExtender FortiGate-Managed Administration Guide).

VXLAN between multiple VTEPs in an IPsec hub and spoke topology

In this topology, an IPsec VPN hub and spoke overlay network is already configured between sites. To allow networks
behind the hub and spokes to be connected together, each spoke has a VXLAN connection to the hub, and the hub
allows interconnection between its private network and each of the VXLAN interfaces to the spokes. In this scenario, the
private networks behind each spoke are actually on the same L2 network as the private network behind the hub.

| v [ v |
| VLAN20 [ VLAN20 |

See VXLAN over IPsec using a VXLAN tunnel endpoint on page 190 for an example configuration.

VLAN inside VXLAN

VLANSs can be assigned to VXLAN interfaces. In a data center network where VXLAN is used to create an L2 overlay
network and for multitenant environments, a customer VLAN tag can be assigned to VXLAN interface. This allows the
VLAN tag from VLAN traffic to be encapsulated within the VXLAN packet.

FortiOS 7.0.17 Administration Guide 182
Fortinet Inc.


https://docs.fortinet.com/document/fortiextender/7.0.99/admin-guide-fgt-managed/569564

Network

HQ1 HQ2

VxLAN
vmntag100

[
»

10.1.100.0/24

VxLAN1:
173.1.12

VxLANZ2:
173111

PC1:20.1.11 PC2:20.1.1.2

To configure VLAN inside VXLAN on HQ1:

1. Configure VXLAN:

config system vxlan
edit "wvxlanl"
set interface portl
set vni 1000
set remote-ip 173.1.1.1

next
end

2. Configure system interface:

config system interface

edit vl1anl00

set vdom root

set vlanid 100

set interface dmz
next
edit vxlanl00

set type vlan

set vlanid 100

set vdom root

set interface wvxlanl

3. Configure software-switch:
config system switch-interface
edit swl
set vdom root
set member vl1anl00 vxlanl0O0
set intra-switch-policy implicit
next
end

s‘é’, The default intra-switch-policy implicit behavior allows traffic between member

interfaces within the switch. Therefore, it is not necessary to create firewall policies to allow
= this traffic.

Instead of creating a software-switch, it is possible to use a virtual-wire-pair as well. See
I Virtual wire pair with VXLAN on page 185.

FortiOS 7.0.17 Administration Guide 183
Fortinet Inc.



Network

To configure VLAN inside VXLAN on HQ2:

1. Configure VXLAN:
config system vxlan
edit "vxlan2"
set interface port25
set vni 1000
set remote-ip 173.1.1.2
next
end

2. Configure system interface:
config system interface
edit vl1anlO00
set vdom root
set vlanid 100
set interface port20
next
edit vxlanl0O0
set type vlan
set vlanid 100
set vdom root
set interface vxlan2
next
end
3. Configure software-switch:
config system switch-interface
edit swl
set vdom root
set member v1lanl00 vxlanlO0O0
next
end

To verify the configuration:

Ping PC1 from PC2.
The following is captured on HQ2:

File Edit View Go Captwe Analyze Statistis Telephony Wireless Tools Help

Am 10 RRQA«=E585Eaqaf
A2l o dspiey i 53 ) Epresson.. +
o, Time Source Destination Frotocol  Length  Info |
1 0.000000 Fortinet Sbia6:eb  Broadcast ARP. 110 Hho hes 20.1.1.17 Tell 20.1.1.2 —
2 0.000415 Fortinet dd:69:cc  Fortinet Sb:aieb  ARP 11020.1.1.1 is at 08:5b:0e:dd:69:cc
3 0.000741 20.1.1.2 20.1.1.1 ez 152 Echo (ping) request id-0x0a00, seq-0/0, tt1-64 (reply in 4)
40.001088 20.1.1.1 20.1.1.2 g 152 Echo (ping) reply 9-0/0, ttl=255 (request in 3)
5 1.017805 20.1.1.2 20.1.1.1 T 152 Echo (ping) request /256, ttl-64 (reply in 6)
61.018175 20.1.1.1 20.1.1.2 o 152 Echo (ping) reply  id=0x0a00, sea=1/256, ttl=255 (request in 5)
7 2.027601 20.1.1.2 20.1.1.1 o 152 Echo (ping) request id-0x0a80, seq=2/512, ttl-64 (reply in 8)
8 2.027950 20.1.1.1 20.1.1.2 P 152 Echo (ping) reply  id=0x0a0, seq=2/512, tt1=255 (request in 7)
93.037385 20.1.1.2 0.1.1.1 pard 152 Echo (ping) request id=0x0a00, seq=3/768, ttl-64 (reply in 10)

Frame 3: 152 bytes on wire (1216 bits), 152 bytes captured (1216 bits)
Ethernet II, Src: Fortinet eb:c8:99 (08:5b:Qe:eb:c:99), Dst: Fortinet_32:1a:d6 (90:6c:ac:32:1a:d6)
Internet Protocol Version 4, Src: 173.1.1.1, Dst: 173.1.1.2
User Datagram Protocol, Src Port: 4829, Dst Port: 4789
Virtual eXtensible Local Area Network
Ethernet II, Src: Fortinet Sb:a:eb (99:6c:ac:5b:a6:eb), Dst: Fortinet dd:69:cc (€8:5b:0e:ddz69:cc)
v 802.1Q {jrtual LAN, PRI: 0, DET: @, ID: 100
©00. ... .... ... = Priority: Best Effort (default) (9)
o .. = DEI: Ineligible
... 0000 0110 0100 = T0: 100
Type: IPva (8x0800)
Internet Protocol Version 4, Src: 20.1.1.2, Dst: 20.1.1.1 |
Internet Control Message Protocol

99 6c ac 32 1a d6 08 5b e eb c& 99 08 00 45 00 1.2 S al
00 82 €1 €3 00 00 40 11 3c 7a od 01 01 01 ad 01  ......@. <z.o ..
0102 12 dd 12 b5 00 76 SF 49 08 00 00 00 00 03  .......v .I.....
e8 @0 @8 5b @e dd 69 cc 9@ 6c ac 5b a6 eb 81 00 G G X1 i
00 64 03 00 45 00 00 54 45 30 00 00 40 O1 Ob 05  .d..E..T E.....

This captures the VXLAN traffic between 172.1.1.1 and 172.1.1.2 with the VLAN 100 tag inside.

FortiOS 7.0.17 Administration Guide 184
Fortinet Inc.



Network

Virtual wire pair with VXLAN

Virtual wire pairs can be used with VXLAN interfaces.

In this examples, VXLAN interfaces are added between FortiGate HQ1 and FortiGate HQ2, a virtual wire pair is added in
HQ1, and firewall policies are created on both HQ1 and HQ2.

port1 %

Web Server

To create VXLAN interface on HQ1:

config system interface
edit "portll"
set vdom "root"
set ip 10.2.2.1 255.255.255.0
set allowaccess ping https ssh snmp telnet
next
end
config system vxlan
edit "wvxlanl"
set interface "portll"
set vni 1000
set remote-ip "10.2.2.2"
next
end

To create VXLAN interface on HQ2:

config system interface
edit "portll"
set vdom "root"
set ip 10.2.2.2 255.255.255.0
set allowaccess ping https ssh snmp http
next
end
config system vxlan
edit "vxlanl"
set interface "portll"
set vni 1000
set remote-ip "10.2.2.1"
next
end
config system interface
edit "vxlanl"
set vdom "root"
set ip 10.1.100.2 255.255.255.0
set allowaccess ping https ssh snmp
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next
end

To create a virtual wire pair on HQ1:

config system virtual-wire-pair
edit "vwpl"
set member "portlO0" "vxlanl"
next
end

To create a firewall policy on HQ1:

config firewall policy

edit 5
set name "vxlan-policy"
set srcintf "portlO" "vxlanl"

set dstintf "portlO0" "vxlanl"
set srcaddr "all"
set dstaddr "all"
set action accept
set schedule "always"
set service "ALL"
set utm-status enable
set ssl-ssh-profile "certificate-inspection"
set av-profile "default"
set webfilter-profile "default"
set dnsfilter-profile "default"
set ips-sensor "default"
set application-list "default"
set fsso disable
next
end

To create a firewall policy on HQ2:

config firewall policy
edit 5
set name "1"
set srcintf "portl3"
set dstintf "vxlanl"
set srcaddr "all"
set dstaddr "all"
set action accept
set schedule "always"
set service "ALL"
set fsso disable
set nat enable
next
end
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VXLAN over IPsec tunnel with virtual wire pair

VXLAN can be used to encapsulate VLAN traffic over a Layer 3 network. Using IPsec VPN tunnels to secure a
connection between two sites, VXLAN can encapsulate VLAN traffic over the VPN tunnel to extend the VLANs between
the two sites.

In this example, a site-to-site VPN tunnel is formed between two FortiGates. A VXLAN is configured over the IPsec
interface. Multiple VLANSs are connected to a switch behind each FortiGate. Host1 and Host2 are connected to VLAN10
on the switches on each site, and Host21 and Host22 are connected to VLAN20. Using virtual wire pairs, the internal
interface (port1) will be paired with the VXLAN interface (vxlan) to allow VLAN traffic to pass through in either direction.

wan’1
222222

ipsec
10.200.0.2

10.200.0.1
Switch

S Host2
192.168.10.2/24

192.168.10.1/24

Host21 @ y NS 5 Host22
192.168.20.1/24 N

To configure FGT-A:

1. Configure the WAN interface:

config system interface
edit "wanl"
set vdom "root"
set ip 11.11.11.11 255.255.255.0
set allowaccess ping https ssh http fgfm
set type physical
set role wan
set snmp-index 1
next
end

2. Configure a static route to send all traffic out the WAN interface:

config router static
edit 1
set gateway 11.11.11.1
set device "wanl"
next
end

3. Configure the IPsec tunnel:

config vpn ipsec phasel-interface
edit "ipsec"
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set interface "wanl"
set peertype any
set proposal aes256-shal
set remote-gw 22.22.22.22
set psksecret ***Fxxkxxx
next
end
config vpn ipsec phase2-interface
edit "ipsec"
set phaselname "ipsec"
set proposal aes256-shal
set auto-negotiate enable
next
end

4. Configure local and remote IP addresses for the IPsec interface:

config system interface
edit "ipsec"
set ip 10.200.0.1 255.255.255.255
set remote-ip 10.200.0.2 255.255.255.252
next
end

5. Configure the VXLAN interface and bind it to the IPsec interface:

config system vxlan
edit "vxlan"
set interface "ipsec"
set vni 10
set remote-ip "10.200.0.2"
next
end

The remote IP address is the address of the remote IPsec peer.
6. Configure a virtual wire pair with the port1 and vxlan interfaces as members:

config system virtual-wire-pair

edit "vwp"
set member "portl" "vxlan"
set wildcard-vlan enable
next

end

The interfaces added to the virtual wire pair cannot be part of a switch, such as the default internal interface.

By enabling wildcard VLANSs on the virtual wire pair, all VLAN tagged traffic that is allowed by the virtual wire pair
firewall policies passes through the pair.

7. Configure a virtual wire pair firewall policy to allow traffic between the port1 and vxlan interfaces:

config firewall policy

edit 4
set name "vwp-pol"
set srcintf "portl" "vxlan"

set dstintf "portl" "vxlan"
set srcaddr "all"
set dstaddr "all"
set action accept
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set schedule "always"
set service "ALL"
next
end

To configure FGT-B

1. Configure the WAN interface:

config system interface
edit "wanl"
set vdom "root"

set ip 22.22.22.22 255.255.255.0 255.255.255.

set allowaccess ping https ssh http fgfm
set type physical
set role wan
set snmp-index 1
next
end

2. Configure a static route to send all traffic out the WAN interface:

config router static
edit 1
set gateway 22.22.22.2
set device "wanl"
next
end

3. Configure the IPsec tunnel:

config vpn ipsec phasel-interface
edit "ipsec"
set interface "wanl"
set peertype any
set proposal aes256-shal
set remote-gw 11.11.11.11
set psksecret **FAFkxrxx
next
end
config vpn ipsec phase2-interface
edit "ipsec"
set phaselname "ipsec"
set proposal aes256-shal
set auto-negotiate enable
next
end

4. Configure local and remote IP addresses for the IPsec interface:

config system interface
edit "ipsec"
set ip 10.200.0.2 255.255.255.255
set remote-ip 10.200.0.1 255.255.255.252
next
end

5. Configure the VXLAN interface and bind it to the IPsec interface:
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config system vxlan
edit "vxlan"
set interface "ipsec"
set vni 10
set remote-ip "10.200.0.1"
next
end

The remote IP address is the address of the remote IPsec peer.
6. Configure a virtual wire pair with the port1 and vxlan interfaces as members:
config system virtual-wire-pair
edit "vwp"
set member "portl" "vxlan"
set wildcard-vlan enable

next
end

7. Configure a firewall policy to allow traffic between the port1 and vxlan interfaces:

config firewall policy

edit 4
set name "vwp-pol"
set srcintf "portl" "vxlan"

set dstintf "portl" "vxlan"
set srcaddr "all"

set dstaddr "all"

set action accept

set schedule "always"

set service "ALL"

next
end

Test the configuration

To test the configuration, ping Host2 (VLAN10: 192.168.10.2/24) from Host1 (VLAN10: 192.168.10.1/24):
C:\>ping 192.168.10.2

Pinging 192.168.10.2 with 32 bytes of data:

Reply from 192.168.10.2: bytes=32 time=8ms TTL=56
Reply from 192.168.10. bytes=32 time=8ms TTL=56
Reply from 192.168.10. bytes=32 time=8ms TTL=56
Reply from 192.168.10. bytes=32 time=11lms TTL=56

NN N

Ping statistics for 192.168.10.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 8ms, Maximum = llms, Average = 8ms

Host21 should also be able to ping Host22.

VXLAN over IPsec using a VXLAN tunnel endpoint

This example describes how to implement VXLAN over IPsec VPN using a VXLAN tunnel endpoint (VTEP).
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Internal network
192.168.1.0/24

SPOKES

1192.168.1.0/24
(192.168.255 1)

port1

Router Hub

HUB (192.168.255.3)
port1

Spoke 2 Internal network
192.168.1.0/24

This example uses a hub and spoke topology. Dialup VPN is used because it allows a single phase 1 dialup definition on
the hub FortiGate. Additional spoke tunnels are added with minimal changes to the hub by adding a user account and
VXLAN interface for each spoke. Spoke-to-spoke communication is established through the hub. This example assumes
that the authentication users and user groups have already been created. While this topology demonstrates hub and
spoke with dialup tunnels with XAuth authentication, the same logic can be applied to a static VPN with or without XAuth.

IPsec tunnel interfaces are used to support VXLAN tunnel termination. An IP address is set for each tunnel interface.
Ping access is allowed for troubleshooting purposes.

VTEPs are created on the hub and each spoke to forward VXLAN traffic through the IPsec tunnels. VXLAN encapsulates
OSl layer 2 Ethernet frames within layer 3 IP packets. You will need to either combine the internal port1 and VXLAN
interface into a soft switch, or create a virtual wire pair so that devices behind port1 have direct layer 2 access to remote
peers over the VXLAN tunnel. This example uses a switch interface on the hub and a virtual wire pair on the spokes to
demonstrate the two different methods.

In order to apply an IPsec VPN interface on the VXLAN interface setting, net-device must be disabled in the IPsec
VPN phase 1 settings.

To configure the hub FortiGate:

1. Configure the IPsec phase 1 interface:

config vpn ipsec phasel-interface
edit "SPOKES"
set type dynamic
set interface "port2"
set mode aggressive
set peertype one
set net-device disable
set proposal aes256-sha256
set xauthtype auto
set authusrgrp "SPOKES"
set peerid "SPOKES"
set psksecret <secret>
next
end
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2. Configure the IPsec phase 2 interface:

config vpn ipsec phase2-interface
edit "SPOKES"
set phaselname "SPOKES"
set proposal aesl28-shal aes256-shal aesl28-sha256 aes256-sha256 aesl28gcm
aes256gcm chacha20polyl305
next
end

3. Configure the IPsec VPN policy that allows VXLAN traffic between the spokes:

config firewall policy
edit 1
set name "VXLAN SPOKE to SPOKE"
set srcintf "SPOKES"
set dstintf "SPOKES"
set srcaddr "NET 192.168.255.0"
set dstaddr "NET 192.168.255.0"
set action accept
set schedule "always"
set service "UDP 4789"
set logtraffic all
set fsso disable
next
end

4. Configure the IPsec tunnel interfaces (the remote IP address is not used, but it is necessary for this configuration):

config system interface
edit "SPOKES"
set vdom "root"
set ip 192.168.255.1 255.255.255.255
set allowaccess ping
set type tunnel
set remote-ip 192.168.255.254 255.255.255.0
set snmp-index 12
set interface "port2"
next
end

5. Configure the VXLAN interfaces. Each spoke requires a VXLAN interface with a different VNI. The remote IP is the
tunnel interfaces IP of the spokes.

a. Spoke 1:

config system VXLAN
edit "SPOKE57VXLAN1"
set interface "SPOKES"
set vni 1
set remote-ip "192.168.255.2"
next
end

b. Spoke 2:

config system VXLAN
edit "SPOKES VXLAN2"
set interface "SPOKES"
set vni 2
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set remote-ip "192.168.255.3"

next
end

To configure the spoke FortiGates:

1. Configure the IPsec phase 1 interface:

config vpn ipsec phasel-interface

edit "HUB"

set interface "port2"

set mode aggressive

set peertype any
set net-device disable

set proposal aes256-sha256

set localid

"SPOKES"

set xauthtype client

set authusr

set authpasswd <secret>
set remote-gw <hub public IP>

"SPOKE1"

set psksecret <secret>

next
end

2. Configure the IPsec phase 2 interface:

config vpn ipsec phase2-interface

edit "HUB"

set phaselname "HUB"

set proposal aesl28-shal aes256-shal aesl28-sha256 aes256-sha256 aesl28gcm

aes256gcm chacha20polyl1305

set auto-negotiate enable
set src-subnet 192.168.255.2 255.255.255.255

next
end
S ! ’, The hub FortiGate inserts a reverse route pointing to newly established tunnel interfaces
q for any of the subnets that the spoke FortiGate's source quick mode selectors provides.
= This is why you should set the tunnel IP address here.

3. Configure the IPsec VPN policy:

config firewall policy

edit 1

set name "VTEP IPSEC POLICY"

set srcintf
set dstintf
set srcaddr
set dstaddr

"HUBR"
"HUB"

"none"
"none"

set action accept

set schedule

set service

"always"
"PING"

set logtraffic disable
set fsso disable

next
end
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4. Configure the IPsec tunnel interface:

config system interface
edit "HUB"
set vdom "root"
set ip 192.168.255.2 255.255.255.255
set allowaccess ping
set type tunnel
set remote-ip 192.168.255.1 255.255.255.0
set snmp-index 12
set interface "port2"
next
end

5. Configure the VXLAN interfaces (the remote IP is the tunnel interface IP of the hub):
a. Spoke 1:

config system VXLAN
edit "HUB_ VXLAN"
set interface "HUB"
set vni 1
set remote-ip "192.168.255.1"
next
end

b. Spoke 2:

config system VXLAN
edit "HUB_VXLAN"
set interface "HUB"
set vni 2
set remote-ip "192.168.255.1"
next
end

To bind the VXLAN interface to the internal interface:

1. Configure a switch interface on the hub:

config system switch-interface
edit "SwW"
set vdom "root"
set member "portl" "SPOKES VXLAN1" "SPOKES VXLAN2"

set intra-switch-policy {implicit | explicit}
next
end
q Allowing intra-switch traffic is implicitly allowed by default. Use set intra-switch-
- policy explicit torequire firewall policies to allow traffic between switch interfaces.

2. Configure a virtual wire pair on the spokes:

config system virtual-wire-pair
edit "VWP"
set member "HUB VXLAN" "portl"
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next
end

A\,

S L4
q The virtual wire pair requires an explicit policy to allow traffic between interfaces.

To test the configuration:

1.

Ping the hub FortiGate from the spoke FortiGate:

user@pc-spokel:~$ ping 192.168.1.1 -c 3

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 bytes from 192.168.1.1: icmp seg=1 ttl=64 time=1.24 ms

64 bytes from 192.168.1.1: icmp seg=2 ttl=64 time=0.672 ms

64 bytes from 192.168.1.1: icmp seqg=3 ttl=64 time=0.855 ms
---192.168.1.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2002 ms
rtt min/avg/max/mdev = 0.672/0.923/1.243/0.239 ms

Sniff traffic on the hub FortiGate:

# diagnose sniffer packet any 'icmp or (udp and port 4789)' 4 0
interfaces=[any] filters=[icmp or (udp and port 4789)]
15:00:01.438230 SPOKES in 192.168.255.2.4790 -&gt; 192.168.255.1.4789: udp 106

15:00:01.438256 SPOKES VXLANL in 192.168.1.2 -&gt; 192.168.1.1: icmp: echo request

15:00:01.438260 portl out 192.168.1.2 -&gt; 192.168.1.1: icmp: echo request
15:00:01.438532 portl in 192.168.1.1 -&gt; 192.168.1.2: icmp: echo reply

15:00:01.438536 SPOKES VXLAN1 out 192.168.1.1 -&gt; 192.168.1.2: icmp: echo reply

15:00:01.438546 SPOKES out 192.168.255.1.4851 -&gt; 192.168.255.2.4789: udp 106

VXLAN troubleshooting

The following commands can be used to troubleshoot VXLAN connectivity:

diagnose sys vxlan fdb list <VXLAN interface>
diagnose sys vxlan fdb stat <VXLAN interface>
diagnose netlink brctl name host <switch interface>
diagnose sniffer packet any 'udp and port 4789' 4 0 1
diagnose debug enable

diagnose debug flow filter port 4789

diagnose debug flow trace start <repeat #>

Topology

The following topology is used as an example configuration to demonstrate VXLAN troubleshooting steps.
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- Core switch

PC1 PC2
10.10.100.10 10.10.100.20

In this example, two FortiGates are configured as VXLAN tunnel endpoints (VTEPs). A VXLAN is configured to allow L2
connectivity between the networks behind each FortiGate. The VXLAN interface and port6 are placed on the same L2
network using a software switch (sw100). An L2 network is formed between PC1 and PC2.

The VTEPs have the following MAC address tables:

Interface/endpoint VTEP 1 VTEP 2

vxlan100 7e:f2:d1:84:75:0f ca:fa:31:23:8d:c1
port6 00:0c:29:4e:5c:1¢c 00:0¢:29:d0:3e:0d
sw100 00:0c:29:4e:5c:1c 00:0c:29:d0:3e:0d

The MAC address of PC1 is 00:0c:29:90:4f:bf. The MAC address of PC2 is 00:0c:29:f0:88:2c.

To configure the VTEP 1 FortiGate:

1. Configure the local interface:

config system vxlan
edit "vxlanlOO"
set interface "port2"
set vni 100
set remote-ip "192.168.2.87"
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next
end

2. Configure the interface settings:

config system interface
edit "port2"
set vdom "root"

set ip 192.168.2.86 255.255.255.0
set allowaccess ping https ssh http fabric

next
edit "vxlanlOO"
set vdom "root"
set type vxlan
set interface "port2"
next
end

Configure the software switch:

config system switch-interface
edit "swl00"
set vdom "root"
set member "port6e" "vxlanlOO"
next
end

Configure the software switch interface settings:

config system interface
edit "swl0O0"
set vdom "root"

set ip 10.10.100.86 255.255.255.0

set allowaccess ping
set type switch
set device-identification enable
set lldp-transmission enable
set role lan
next
end

To configure the VTEP 2 FortiGate:

1.

Configure the local interface:

config system vxlan
edit "vxlanlOO"
set interface "port2"
set vni 100
set remote-ip "192.168.2.86"
next
end

Configure the interface settings:

config system interface
edit "port2"
set vdom "root"
set ip 192.168.2.87 255.255.255.
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set allowaccess ping https ssh snmp http
next
edit "wvxlanlOO"
set vdom "root"
set type vxlan
set interface "port2"
next
end

3. Configure the software switch:

config system switch-interface
edit "swl0O0"
set vdom "root"
set member "porté" "vxlanlOO"
next
end

4. Configure the software switch interface settings:

config system interface
edit "swl00"
set vdom "root"
set ip 10.10.100.87 255.255.255.0
set allowaccess ping
set type switch
set device-identification enable
set lldp-transmission enable
set role lan
set snmp-index 42
next
end

To run diagnostics and debugs:

1. Starta ping from PC1 10.10.100.10 to PC2 10.10.100.20:

C:\Users\fortidocs>ping 10.10.100.20

Pinging 10.10.100.20 with 32 bytes of data:

Reply from 10.10.100.20: bytes=32 time=2ms TTL=128
Reply from 10.10.100.20: bytes=32 time=1lms TTL=128
Reply from 10.10.100.20: bytes=32 time=lms TTL=128
Reply from 10.10.100.20: bytes=32 time<lms TTL=128

Ping statistics for 10.10.100.20:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 2ms, Average = lms

2. Verify the ARP table:

C:\Users\fortidocs>arp /a

Interface: 10.10.100.10 --- 0x21
Internet Address Physical Address Type
10.10.100.20 00-0c-29-£f0-88-2c dynamic
10.10.100.86 00-0c-29-4e-5c-1c dynamic
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10.10.100.255
224.0.0.22
224.0.0.252

ff-ff-ff-ff-£ff-£ff static
01-00-5e-00-00-16 static
01-00-5e-00-00-fc static

3. Run diagnostics on the VTEP 1 FortiGate.

a. Verify the forwarding

database of VXLAN interface vxlan100:

# diagnose sys vxlan fdb list vxlanl00
mac=00:00:00:00:00:00 state=0x0082 remote ip=192.168.2.87 port=4789 vni=100 ifindex=6
mac=00:0c:29:£0:88:2c state=0x0002 remote ip=192.168.2.87 port=4789 vni=100 ifindex=6

total fdb num: 2

The MAC address 00:0¢:29:f0:88:2c is learned from PC2 10.10.100.20.
b. Verify the summary of statistics from the VXLAN'’s forwarding database:

# diagnose sys vxlan fdb stat vx1lanl00
fdb table size=256 fdb table used=2 fdb entry=2 fdb max depth=1 cleanup idx=0

cleanup_ timer=25

2

c. Verify the software switch’s forwarding table:

# diagnose netli
show bridge cont

nk brctl name host swl00
rol interface swl00 host.

fdb: hash size=32768, used=6, num=6, depth=1, gc time=4, ageing time=3, simple=switch

Bridge swl00 hos
port no device
1 7
33
33
.
7
33

NP NN

t table

devname mac addr ttl
porté6 00:0c:29:4e:5c:1c 0
vx1lanl00 7Te:£2:d1:84:75:0f
vxlanl00 00:00:00:00:00:00
port6 00:0c:29:90:4f:bf 0
port6 00:0c:29:d0:3e:ef 7
vxlanl00 00:0c:29:£0:88:2c¢

attributes

Local Static

0 Local Static
26 Hit (26)

Hit (0)

Hit (7)

0 Hit (0)

The MAC address of port6 is 00:0c:29:4e:5c:1c. The MAC address of vxlan100 is 7e:f2:d1:84:75:0f. The MAC

address 00:0c:29:f0:88:2c of PC2 is learned from the remote network.

4. Run diagnostics on the VTEP 2 FortiGate.

a. Verify the forwarding

# diagnose sys v

database of VXLAN interface vxlan100:

xlan fdb list vxlanl00

mac=00:00:00:00:00:00 state=0x0082 remote ip=192.168.2.86 port=4789 vni=100 ifindex=6
mac=00:0c:29:90:4£f:bf state=0x0002 remote ip=192.168.2.86 port=4789 vni=100 ifindex=6

total fdb num: 2

The MAC address 00:0¢:29:90:4f:bf is learned from PC1 10.10.100.10.
b. Verify the summary of statistics from the VXLAN'’s forwarding database:

# diagnose sys v

xlan fdb stat vx1lanlO00

fdb table size=256 fdb table used=2 fdb entry=2 fdb max depth=1 cleanup idx=0

cleanup timer=30

4

c. Verify the software switch’s forwarding table:

# diagnose netli
show bridge cont
fdb: hash size=3

nk brctl name host swl00
rol interface swl00 host.

2768, used=5, num=5, depth=1, gc time=4,

Bridge swl00 host table
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port no device

2

RN PN

50
50
7
50
5

devname mac addr
vx1lanl00
vx1lanl00

port6

vx1lanl00

port6

ttl attributes
00:00:00:00:00:00 10 Hit (10)
00:0c:29:90:4f:bf 2 Hit (2)
00:0c:29:d0:3e:0d 0 Local Static
ca:fa:31:23:8d:cl 0 Local Static
00:0c:29:£f0:88:2c 0 Hit (0)

The MAC address of port6 is 00:0c:29:d0:3e:0d. The MAC address of vxlan100 is ca:fa:31:23:8d:c1. The MAC
address 00:0c:29:90:4f:bf of PC1 is learned from the remote network.

# diagnose sniffer packet any 'host 10.10.100.20 or

5. Perform a sniffer trace on the VTEP 1 FortiGate to view the life of the packets as they pass through the FortiGate:

Using Original Sniffing Mode

interfaces=[any]
filters=[host

2022-11-04
2022-11-04
2022-11-04
2022-11-04
2022-11-04
2022-11-04
2022-11-04
2022-11-04
2022-11-04
2022-11-04
2022-11-04
2022-11-04
2022-11-04
2022-11-04
2022-11-04
2022-11-04
2022-11-04
2022-11-04
2022-11-04
2022-11-04

14:
14:
14:
14:
14:
14:
14:

14

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

10.
35:
35:
35:
35:
35:
35:
35:
:35:
35:
35:
35:
35:
35:
35:
35:
35:
35:
35:
35:
35:

10.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.

100.20
567602
567629
567642
567658
568239
568263
568272
568425
568435
568443
568912
568925
568935
568945
569070
569076
569081
569417
569427
569431

(udp and host 192.168.2.87)' 4 0 1
or (udp and host 192.168.2.87)]
port6 in arp who-has 10.10.100.20 tell 10.10.100.10
vxlanl00 out arp who-has 10.10.100.20 tell 10.10.100.10
port2 out 192.168.2.86.4804 -> 192.168.2.87.4789: udp 68
swl00 in arp who-has 10.10.100.20 tell 10.10.100.10
port2 in 192.168.2.87.4789 -> 192.168.2.86.4789: udp 68

vx1lanl00 in arp reply 10.10.100.20 is-at 00:0c:29:£0:88:2c
port6 out arp reply 10.10.100.20 is-at 00:0c:29:f0:88:2c
port6 in 10.10.100.10 -> 10.10.100.20:

icmp: echo request

vxlanl00 out 10.10.100.10 -> 10.10.100.20: icmp: echo request
port2 out 192.168.2.86.4805 -> 192.168.2.87.4789: udp 82
port2 in 192.168.2.87.4789 -> 192.168.2.86.4789: udp 68

vxlanl00 in arp who-has 10.10.100.10 tell 10.10.100.20
port6 out arp who-has 10.10.100.10 tell 10.10.100.20

swl00 in arp who-has 10.10.100.10 tell 10.10.100.20

port6 in arp reply 10.10.100.10 is-at 00:0c:29:90:4f:bf
vx1lanl00 out arp reply 10.10.100.10 is-at 00:0c:29:90:4f:bf
port2 out 192.168.2.86.4806 -> 192.168.2.87.4789: udp 68
port2 in 192.168.2.87.4789 -> 192.168.2.86.4789: udp 82
vxlanl00 in 10.10.100.20 -> 10.10.100.10: icmp: echo reply

port6 out 10.10.100.20 -> 10.10.100.10: icmp: echo reply

In the output, the following packet sequence is seen on the FortiGate:
a. The FortiGate receives an ARP request from PC1 10.10.100.10 on port6.

b. The ARP request is forwarded to vxlan100 on the same software switch, where it gets encapsulated and sent
out as a UDP port 4789 packet on port2.

c. Areplyis received on port2 from the remote VTEP with the ARP response encapsulated in UDP port 4789

again.

d. The ARP reply is forwarded back out of port6 to PC1.
e. PC1 sends the ICMP request using the same steps.

Perform the same sniffer trace filter with a level 6 verbose level. In this example, the packet capture is converted into
a Wireshark file.
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[MTapoly a display fiter . <Ctri-/>

3 -+

No. Time Source Destination Protocol  Length Info A

1 21:46:13.918875 VMware_9@:4f:bf Broadcast ARP 6@ Who has 18.19.100.207 Tell 10.10.100.10 |

2 21:46:13.018917 VMware_98:4F:bf Broadcast ARP 6@ Who has 18.19.100.267 Tell 10.10.100.10

3 21:46:13.018934 VMware_90:4f:bf ©0:00:00_00:00:00 ARP 60 Who has 18.19.160.207 Tell 10.16.100.10

4 21:46:13.918950 VMware_98:4f:bf Broadcast ARP 110 Who has 10.19.100.26? Tell 10.10.100.10

5 21:46:13.918978 VMware_98:4f:bf Broadcast ARP 6@ Who has 18.19.160.207 Tell 10.16.100.10

6 21:46:13.0919528 VMware_f@:88:2c VMware_98:4f:bf ARP 110 10.10.100.28 is at 80:6c:29:1@:88:2c

7 21:46:13.919556 VMware f@:88:2c 80:00:080_00:60:01 ARP 60 10.10.100.20 is at 8@:8C:29:78:88:2C

8 21:46:13.0919566 VMware_f:88:2c 00:00:00_00:00:00 ARP 60 10.10.100.28 is at 80:8c:29:1B:88:2c

9 21:46:13.919696 10.10.100.10 10.10.100.20 0P 74 Echo (ping) request id=8x@881, seq=28/7168, ttl=128 (no respor

10 21:46:13.819763 10.10.100.10 10.10.100.20 0P 74 Echo (ping) request id=8x@801, seq=28/7168, ttl=128 (reply in

11 21:46:13.819769 16.10.100.10 16.10.100.20 ICHP 124 Echo (ping) request id=x@@dl, seq=28/7168, ttl=128 (reply in v

>

Group Policy ID: @
VXLAN Network Identifier
Reserved: @

Address Resolution Protocol

(VNI): 100

(request)

Frame 4: 118 bytes on wire (88@ bits), 118 bytes captured (888 bits)
Ethernet IT, Src: WMware_4e:Sc:f4 (8@:0c:29:4e:5c:f4), Dst: 09:00:00 00:00:00 (90:00:00:00:00:00)
Internet Protocel Version 4, Src: 192.168.2.86, Dst: 192.168.2.57
User Datagram Protocol, Src Port: 4839, Dst Port: 4789
v virtual eXtensible Local Area Network
Flags: @x@880, VXLAN Network ID (VNI)

Ethernet II, Src: VMware_90:4f:bf (80:0c:29:90:4f:bf), Dst: Broadcast (Ff:ff:iff:ff:ffiff)

92 B0 ©0 B2 08 BO 88 Bc
@8 60 6@ ab 0@ @0 48 11
@2 57 12 e7 12 b5 @@ 4c
B oo ff ff ff ff ff Ff
98 81 83 82 06 B4 @0 Bl
64 Ba 08 @0 00 00 08 A0
02 B 00 B2 0@ BD G0 B2

eaze
aa3a

29 4e 5c T4 88 08 45 60
93 e4 c@ a3 B2 56 @ a8
82 c6 083 08 6o oo [TIEL
80 ©c 29 90 4F bf 88 06
80 6c 29 99 47 bf 6a ea
8a @a 64 14 80 0@ 60 60
80 00 B2 00 00 08

(O 7 VXLAN Network Identifier (VNI) (vadan.vni), 3 bytes

Packets: 28 - Displayed: 28 (100.0%)

Profile: Default

The packet that leaves the physical port2 is encapsulated in UDP and has a VXLAN header with VNI 100 as the
identifier. There is an additional 50 B overhead of the UDP encapsulated VXLAN packets as opposed to the
unencapsulated packets (for example, packet 4 versus packets 1 and 2).

QinQ 802.1Q in 802.1ad

QinQ (802.1ad) allows multiple VLAN tags to be inserted into a single frame, and can be configured on supported
FortiGate devices.

In this example, the customer connects to a provider that uses 802.1ad double-tagging to separate their customer
VLANSs. The FortiGate connecting to the provider double-tags its frames with an outer provider-tag (S-Tag) and an inner
customer-tag (C-Tag).

VLAN S-Tag

Preamble & SoF Destination MAC Source MAC (EtherType
8-byte 6-byte 0xB88a8)
4-byte

TN T T O N T I T L1111 [

VLAN C-Tag
(EtherType
0xB8810)
4-byte

Ether-
Type
2-byte

CRC
Payload 4byte

The customer identifies itself with the provider-tag (S-Tag) 232 and uses the customer-tag (C-Tag) 444 for traffic to its

VLAN.

To configure the interfaces:

1. Configure the interface to the provider that uses the outer tag (S-Tag):

config system interface

edit "vlan-8021lad"
set vdom "root"
set vlan-protocol 802l1lad
set device-identification enable
set role lan
set snmp-index 47
set interface "PORT"
set vlanid 232
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next
end

2. Configure a dynamic VLAN interface that uses the inner tag (C-Tag):

config system interface
edit "DVLAN"
set vdom "vdoml"
set device-identification enable
set role lan
set snmp-index 48
set interface "vlan-802lad"
set vlanid 444
next
end

QinQ 802.1Q in 802.1Q

QinQ (802.1Q in 802.1Q) is supported for FortiGate VM models, where multiple VLAN tags can be inserted into a single

frame.
VLAN Quter | VLAN Inner Ether
Preamble & SoF Destination MAC Source MAC Tag (Ether- | Tag (Ether- T Pavload CRC
8-byte 6-hyte 6-byte qummoqumﬂngi ay 4-byte
4-hyte 4-hyte
AN N I T T T T T N T T N T T ST A T Sy T O Y |

In this example, the FortiGate VM is connected to a provider vSwitch and then a customer switch. The FortiGate
encapsulates the frame with an outer 802.1Q tag of VLAN 100 and an inner 802.1Q tag of VLAN 200; port5 is used as
the physical port. The provider vSwitch strips the outer tag and forwards traffic to the appropriate customer. Then the
customer switch strips the inner tag and forwards the packet to the appropriate customer VLAN.

FortiGate VM Provider Customer
vSwitch switch

To configure the interfaces:

1. Configure the interface to the provider that uses the outer tag:

config system interface
edit "vlan-8021g"
set vdom "root"
set device-identification enable
set role lan
set interface "port5"
set vlan-protocol 8021q
set vlanid 100
next
end
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2. Configure the interface to the provider that uses the inner tag:

config system interface
edit "vlan-ging8021g"
set vdom "root"
set ip 1.1.1.71 255.255.255.0

set allowaccess ping https ssh snmp http

set device-identification enable
set role lan
set interface "vlan-8021qg"
set vlanid 200
next
end

To verify the traffic:

1. From the FortiGate, ping 1.1.1.72:

# execute ping 1.1.1.72

PING 1.1.1.72 (1.1.1.72): 56 data bytes

64 bytes from 1 1.72: icmp seg=0 ttl=255
64 bytes from 1 1.72: icmp seg=1 ttl=255
64 bytes from 1 1.72: icmp_seg=2 ttl=255
64 bytes from 1 1.72: icmp_seg=3 ttl=255
~C

---1.1.1.72 ping statistics ---

e

4 packets transmitted, 4 packets received,
round-trip min/avg/max = 0.1/0.1/0.2 ms

2. Verify the packet capture frame header output captured from the FortiGate's port5:

Frame 2: 106 bytes on wire (848 bits), 106 bytes captured

time=0.
time=0.
time=0.
time=0.

0% packet loss

e = S N

ms
ms
ms
ms

Ethernet II, Src: VMware 93:ae:8f (00:50:56:93:ae:8f),

(00:50:56:93:e3:72)

Destination: VMware 93:e3:72 (00:50:56:93:e3:72)

Source: VMware 93:ae:8f (00:50:56:93:ae
Type: 802.1Q Virtual LAN (0x8100)
802.1Q Virtual LAN, PRI: 0, DEI: 0, ID: 100
000. .... .... .... = Priority: Best Ef
.0 ... ... .... = DEI: Ineligible
0000 0110 0100 = ID: 100
Type: 802.1Q Virtual LAN (0x8100)
802.1Q Virtual LAN, PRI: 0, DEI: 0O, ID: 200
000. e e Priority: Best Ef
.0 ... ... .... = DEI: Ineligible
0000 1100 1000 = ID: 200
Type: IPv4 (0x0800)
Internet Protocol Version 4, Src: 1.1.1.71,
Internet Control Message Protocol

The outer tag (first tag) is an 802.1Q tag with VLAN ID 100. The inner tag (second tag) is also an 802.1Q tag with

VLAN ID 200.

FortiOS 7.0.17 Administration Guide
Fortinet Inc.

:8f)

fort (default)

fort (default)

Dst:

1.1.1.72

(848 bits)
Dst: VMware 93:e3:72

(0)

(0)
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Configure IPAM locally on the FortiGate

IPAM (IP address management) is available locally on the FortiGate. A standalone FortiGate, or a Fabric root in the
Security Fabric, can act as the IPAM server. Interfaces configured to be auto-managed by IPAM will receive an address
from the IPAM server's address/subnet pool. DHCP Server is automatically enabled in the GUI, and the address range is
populated by IPAM. Users can customize the address pool subnet and the size of a subnet that an interface can request.

To configure IPAM settings:

config system ipam
set pool-subnet <class IP and netmask>
set status {enable | disable}

end

pool-subnet <class IP and Setthe IPAM pool subnet, class A or class B subnet.
netmask>

status {enable | disable}  Enable/disable IP address management services.

In previous FortiOS versions, the set fortiipam-integration option was configured under config system
global.

The following options are available for allocating the subnet size:

config system interface

set managed-subnetwork-size {32 | 64 | 128 | 256 |512 | 1024 | 2048 | 4096 | 8192 |
16384 | 32768 | 65536}
end

Example

In this example, FGT_AA is the Security Fabric root with IPAM enabled. FGT_BB and FGT_CC are downstream Fabric
devices and retrieve IPAM information from FGT_AA. The Fabric interface on all FortiGates is port2. FGT_AA acts as
the DHCP server, and FGT_BB acts as the DHCP client.
FGT_AA FGT_BB
(root and DHCP server) (DHCP client)

_~port4
1723111724

port3
172.31.0.1/24 172.31.0.2/24

port34
1723121724

To configure IPAM locally in the Security Fabric:

1. Onthe root FortiGate, go to Network > Interfaces and edit port3.
2. For Addressing Mode, select Auto-Managed by IPAM. DHCP Server is automatically enabled.
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Edit Interface

Name ® port3

Alias

Type [ Physical Interface

VRFID @ 0

Virtual domain | & root -
Role © Undefined A
Address

Addressingmode | Manual | DHCP REAMGERENEECHEGRIZAENE One-Arm Sniffer

IPAM is not enabled. | Enable IPAM

IP/Netmask € Not allocated
Network size 256(255.255.255.0)

© IPAM will allocate an IP subnet with the selected size.

Administrative Access

1Pv4 O HTTPS HTTP @
(0 FMG-Access [ ssH
O FTM [J RADIUS Accounting
() Speed Test

Receive LLDP @  BUERSIV ALY Enable  Disable

& DHCP Server

DHCP status (NN © Disabled

Addressrange €  Not allocated

Netmask @ 0.0.0.0

Default gateway REIEERI NG EC I Specify

DNS server EEIEERS S Gl BNEN Same as Interface IP | Specify

Leasetime @ @ 604800 second(s)

3. Inthis example, IPAM is not enabled yet. Click Enable IPAM. The Edit Fabric Connector pane opens.
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O PING
[ SNMP

Security Fabric
Connection €

Additional Information

@ API Preview
% References

> EditinCLI

@ Documentation

& OnlineHelp &
W Video Tutorials (&
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Edit Fabric Connector x

Core Network Security

(

IP Address
Management
(IPAM])

IPAM Settings

@ This FortiGate will be the IPAM server in the Security Fabric.

Status RS ELEL © Disabled

Pool subnet |172.3‘L0.0255.255.0.0 |

4. Enter the Pool subnet (only class A and B are allowed) and click OK. The root FortiGate is now the IPAM server in
the Security Fabric. The following is configured in the backend:

config system interface
edit "port3"
set vdom "root"
set ip 172.31.0.1 255.255.255.0
set type physical
set device-identification enable
set snmp-index 5
set ip-managed-by-fortiipam enable
end
next
end

config system ipam
set status enable
end

IPAM is managing a 172.31.0.0/16 network and assigned port3 a /24 network by default.

The IP/Netmask field in the Address section has been automatically assigned a class C IP by IPAM. The Address
range and Netmask fields in the DHCP Server section have also been automatically configured by IPAM.
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Edit Interface

Name ® port3

Alias

Type ™ Physical Interface

VRFID @ 0

Virtual domain &8 root

Role @ Undefined hd
Address

Addressingmode | Manual | DHCP RLGENELEECHIGAIZANE One-Arm Sniffer

IP/Netmask € 172.31.0.1/255.255.255.0
Network size 256(255.255.255.0) -

Administrative Access

1Pv4 [J HTTPS HTTP © [J PING
() FMG-Access () ssH () sSNMP
O F™ [0 RADIUS Accounting @]

() Speed Test.

Receive LLDP @  RUERYSI6[V KT Enable | Disable

& DHCP Server

DHCP status (NEEREN © Disabled

Addressrange €@ 172.31.0.1-172.31.0.254

Netmask @ 255.255.255.0

Default gateway Same as Interface IP 13
DNS server EENWCESSEE IR Same as Interface I[P | Specify

Leasetime @ @ 604800 second(s)

5. Click OK.

6. Loginto FGT-BB and set the Addressing Mode of port4 to Auto-Managed by IPAM. The subnet assigned from the

pool on the rootis 172.31.1.1/24.

7. Loginto FG_CC and set the Addressing Mode of port34 to Auto-Managed by IPAM. The subnet assigned from the

pool on the rootis 172.31.2.1/24.

@ AP| Preview
S References

>_ EditinCLI

@ Documentation
& Online Help ('
B Video Tutorials (£

A\,

‘Q' Any interface on a downstream FortiGate can be managed by the IPAM server. The interface
- does not have to be directly connected to the Fabric root FortiGate.

To edit the IPAM subnet:

1. Goto Security Fabric > Fabric Connectors and double-click the IP Address Management (IPAM) card.

2. Edit the pool subnet if needed.
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Edit Fabric Connector

Status
@ View Allocated IP Addresses

Core Network Security

Ll

ating Issues

v Dismissed (B

Additional Information

@ API Preview
IPAM Settings > EditinCLl
@ This FortiGate is the |PAM server in the Security Fabric.
() Documentation
Status @ Disabled & OnlineHelp &
& Video Tutorials ('
Pool subnet | 172.31.0.0 255.255.0.0 @ How to Setup FortiClient EMS &'

3. Inthe right-side pane, click View Allocated IP Addresses to view the subnet allocations (port34, port3, and port3)
and DHCP lease information. On FGT_BB, port3 is a DHCP client and the DHCP server interface (FGT_AA port3) is
managed by IPAM, so it is displayed in the Manually Configured section.

EditF x
Cordl | 1P Address Management (IPAM) s = FGTAA~ i+
Search Q IP Address Pool: 172.31.0.0/255.255.0.0 & Change
Interfaces IP/Netmask = FortiGate % Virtual Domain %
[ Allocated @
1 port34 172.31.2.1/255.255.255.0 G root
® port3 172.310.1/255.255.255.0 & root
. ™ port4 172.31.1.1/255.255.255.0 = FGT_BB & root
[E] Manually Configured @
¢ | ® port3 172.310.2/255.255.255.0 = FGT_BB & root
Stat
Paol
ﬂ The same allocated IP address information is available in the IP Address Management
(IPAM) widget that can be added to the Dashboard > Status page.
4. Click OK.

On downstream FortiGates, the settings on the IP Address Management (IPAM) card cannot be changed if IPAM is
enabled on the root FortiGate.
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Edit Fabric Connector

Core Network Security

Additional Information

>_ EditinCLI

IPAM Settings @ Documentation
& Online Help ('

B Video Tutorials (£
@ Settings will be retrieved from the root FortiGate in the Security Fabric. @ How to Setup FortiClient EMS (&'

Status

Return

Diagnostics

Use the following commands to view IPAM related diagnostics.

To view the largest available subnet size:

# diagnose sys ipam largest-available-subnet
Largest available subnet is a /17.

To verify IPAM allocation information:

# diagnose sys ipam dump-ipams-entries

IPAM Entries: (sn, vdom, interface, subnet/mask, flag)
F140EP4Q17000000 root port34 172.31.2.1/24 0
FG5H1E5818900001 root port3 172.31.0.1/24 0
FG5H1E5818900002 root port4d 172.31.1.1/24 0
FG5H1E5818900003 root port3 172.31.0.2/24 1

To verify the available subnets:

# diagnose sys ipam dump-ipams-free-subnets
IPAM free subnets: (subnet/mask)

172.31.3.0/24

172.31.4.0/22

172.31.8.0/21

172.31.16.0/20

172.31.32.0/19

172.31.64.0/18

172.31.128.0/17

To remove a device from IPAM in the Security Fabric:

# diagnose sys ipam delete-device-from-ipams F140EP4Q17000000
Successfully removed device F140EP4Q17000000 from ipam
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Interface MTU packet size

Changing the maximum transmission unit (MTU) on FortiGate interfaces changes the size of transmitted packets. Most
FortiGate device's physical interfaces support jumbo frames that are up to 9216 bytes, but some only support 9000 or
9204 bytes.

To avoid fragmentation, the MTU should be the same as the smallest MTU in all of the networks between the FortiGate
and the destination. If the packets sent by the FortiGate are larger than the smallest MTU, then they are fragmented,
slowing down the transmission. Packets with the DF flag set in the IPv4 header are dropped and not fragmented .

On many network and endpoint devices, the path MTU is used to determine the smallest MTU and to transmit packets
within that size.

« ASIC accelerated FortiGate interfaces, such as NP6, NP7, and SOC4 (np6xlite), support MTU sizes up to 9216
bytes.

» FortiGate VMs can have varying maximum MTU sizes, depending on the underlying interface and driver.

« Virtual interfaces, such as VLAN interfaces, inherit their MTU size from their parent interface.

To verify the supported MTU size:

config system interface
edit <interface>
set mtu-override enable
set mtu ?
<integer> Maximum transmission unit (<min>-<max>)
next
end

To change the MTU size:

config system interface
edit <interface>
set mtu-override enable
set mtu <max bytes>
next
end

Maximum MTU size on a path

To manually test the maximum MTU size on a path, you can use the ping command on a Windows computer.
For example, you can send ICMP packets of a specific size with a DF flag, and iterate through increasing sizes until the
ping fails.

» The -f option specifies the Do not Fragment (DF) flag.

» The -1 option specifies the length, in bytes, of the Data field in the echo Request messages. This does not include
the 8 bytes for the ICMP header and 20 bytes for the IP header. Therefore, if the maximum MTU is 1500 bytes, then
the maximum supported data size is: 1500 - 8 - 20 = 1472 bytes.
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To determine the maximum MTU size on a path:

1. In Windows command prompt, try a likely MTU size:

>ping 4.2.2.1 -1 1472 -f
Pinging 4.2.2.1 with 1472 bytes of data:

Reply from 4.2.2.1: bytes=1472 time=41lms TTL=52
Reply from 4.2.2.1: bytes=1472 time=42ms TTL=52
Reply from 4.2.2.1: bytes=1472 time=103ms TTL=52
Reply from 4.2.2.1: bytes=1472 time=38ms TTL=52

Ping statistics for 4.2.2.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 38ms, Maximum = 103ms, Average = 56ms

2. Increase the size and try the ping again:

>ping 4.2.2.1 -1 1473 -f
Pinging 4.2.2.1 with 1473 bytes of data:
Request timed out.

Ping statistics for 4.2.2.1:
Packets: Sent = 1, Received = 0, Lost = 1 (100% loss),

The second test fails, so the maximum MTU size on the path is 1472 bytes + 8-byte ICMP header + 20-byte IP
header = 1500 bytes

Maximum segment size

The TCP maximum segment size (MSS) is the maximum amount of data that can be sentin a TCP segment. The MSS is
the MTU size of the interface minus the 20 byte IP header and 20 byte TCP header. By reducing the TCP MSS, you can
effectively reduce the MTU size of the packet.

The TCP MSS can be configured in a firewall policy, or directly on an interface.

To configure the MSS in a policy:

config firewall policy
edit <policy ID>
set srcintf "internal"
set dstintf "wanl"
set srcaddr "10.10.10.6"
set dstaddr "all"
set schedule "always"
set service "ALL"
set tcp-mss-sender 1448
set tcp-mss-receiver 1448
next
end

To configure the MSS on an interface:

config system interface
edit "wan2"
set vdom "root"
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set mode dhcp
set allowaccess ping fgfm
set type physical
set tcp-mss 1448
set role wan
next
end

One-arm sniffer

You can use a one-arm sniffer to configure a physical interface as a one-arm intrusion detection system (IDS). Traffic
sent to the interface is examined for matches to the configured security profile. The matches are logged, and then all
received traffic is dropped. Sniffing only reports on attacks; it does not deny or influence traffic.

You can also use the one-arm sniffer to configure the FortiGate to operate as an IDS appliance to sniff network traffic for
attacks without actually processing the packets. To configure a one-arm IDS, enable sniffer mode on a physical interface
and connect the interface to the SPAN port of a switch or a dedicated network tab that can replicate the traffic to the
FortiGate.

If the one-arm sniffer option is not available, this means the interface is in use. Ensure that the interface is not selected in
any firewall policies, routes, virtual IPs, or other features where a physical interface is specified. The option also does not
appear it the role is set to WAN. Ensure the role is set to LAN, DMZ, or undefined.

The following table lists some of the one-arm sniffer settings you can configure:

Field Description

Filters Enable this setting to include filters that define a more granular sniff of network
traffic. Select specific hosts, ports, VLANs, and protocols.
In all cases, enter a number or range for the filter type. The standard protocols
are:
* UDP: 17
e TCP:6
e ICMP: 1

Include IPv6 Packets If the network is running IPv4 and IPv6 addresses, enable this setting to sniff both
types; otherwise, the FortiGate will only sniff IPv4 traffic.

Include Non-IPv6 Packets Enable this setting for a more intense content scan of the traffic.

Security Profiles The following profiles are configurable in the GUI and CLI:
e Antivirus
* Web filter
* Application control
« IPS
 Filefilter
The following profiles are only configurable in the CLI:
e Email filter
« DLP
e |IPSDoS
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\‘é', Each security profile has a predefined profile for One-Arm Sniffer called sniffer-profile. The

sniffer-profile can be viewed or edited from the GUI through the Edit Interface page only.
Please refer to the Sample configuration on page 213 for a demonstration.

CPU usage and packet loss

Traffic scanned on the one-arm sniffer interface is processed by the CPU, even if there is an SPU, such as NPU or CP,
present. The one-arm sniffer may cause higher CPU usage and perform at a lower level than traditional inline scanning,
which uses NTurbo or CP to accelerate traffic when present.

The absence of high CPU usage does not indicate the absence of packet loss. Packet loss may occur due to the
capacity of the TAP devices hitting maximum traffic volume during mirroring, or on the FortiGate when the kernel buffer
size is exceeded and it is unable to handle bursts of traffic.

Sample configuration

The following example shows how to configure a file filter profile that blocks PDF and RAR files used in a one-arm sniffer
policy.

To configure a one-arm sniffer policy in the GUI:

1. Go to Network > Interfaces and double-click a physical interface to edit it.
2. For Role, select either LAN, DMZ, or Undefined.
3. For Addressing Mode, select One-Arm Sniffer.

Edit Interface

Name = s1 FortiGate

Alias FortiGate-301E

Type B Physical Interface

VRFID @ |0 euP

Role @ Undefined -

Address eS:ichaTfansd

Addressing mode Manual | DHCP

Maximum Captured Packets 4000

Capturing Progress » C @ API Preview

Filters > % References

Include IPv6 packets © >~ EditinCLI

Include Non-IP Packets ©

Security Profiles @ Documentation
& OnlineHelp &'

AntiVirus © & Edit & Video Tutorials (&'

Web Filter © 4 Edit

Application Control sensor @ | #* Edit

IPS © & Edit

File Filter © 4 Edit

Logging Options
Log allowed traffic © Security Events

Network

Device detection @ (B

Traffic Shaping

4. Inthe Security Profiles section, enable File Filter and click Edit. The Edit File Filter Profile pane opens.
5. Inthe Rules table, click Create New.
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Edit File Filter Profile

Name sniffer-profile

Commens [ —
Scan archive contents €0

Feature set Flow-based

Rules

# Edit| BDelete | | | search a

Rule | Comments | Traffic | Protocols ‘ Match Files ‘ Action ‘ File Types

Noresults
o
oK
6. Configure the rule:
a. For File types, click the + and select pdfand rar.
b. For Action, select Block.
c. Click OKto save the rule.
7. Click OK to save the file filter profile.
Edit File Filter Profile x
Name sniffer-profile
Comments CFlletypeinspection. g 555
Scan archive contents @
Feature set Flow-based
Rules
# Edit|| BDelete | | | search Q.
Rule | Comments |Traff|c | Protocols ‘ Match Files ‘ Action ‘ File Types
file Both © Block  pdf
[ 1]
oK

8. Click OKto save the interface settings.
9. Goto Log & Report > File Filter to view the logs.
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[~ © Add Filter &~ | ([0 Details

Date/Time Service Action URL File Name Matched file name File Type Matched file type Filter Name
9 minutes ago FTP passthrough hello2.pdf pdf file

10 minutes ago FTP passthrough test.rar rar file

To configure a one-arm sniffer policy in the CLI:

1. Configure the interface:

config system interface
edit "sl1"
set vdom "root"
set ips-sniffer-mode enable
set type physical
set role undefined
set snmp-index 31
next
end

2. Configure the file filter profile:

config file-filter profile
edit "sniffer-profile"
set comment "File type inspection."
config rules
edit "1"
set protocol http ftp smtp imap pop3 cifs
set action block
set file-type "pdf" "rar"
next
end
next
end

3. Configure the firewall sniffer policy:

config firewall sniffer
edit 1
set interface "s1"
set file-filter-profile-status enable
set file-filter-profile "sniffer-profile"
next
end

4. View thelog:

# execute log filter category 19
# execute log display

1 logs found.

1 logs returned.

1: date=2020-12-29 time=09:14:46 eventtime=1609262086871379250 tz="-0800"
1ogid="1900064000" type="utm" subtype="file-filter" eventtype="file-filter"
level="warning" vd="root" policyid=1 sessionid=792 srcip=172.16.200.55 srcport=20
srcintf="sl" srcintfrole="undefined" dstip=10.1.100.11 dstport=56745 dstintf="sl1"
dstintfrole="undefined" proto=6 service="FTP" profile="sniffer-profile"
direction="outgoing" action="blocked" filtername="1" filename="hello.pdf" filesize=9539
filetype="pdf" msg="File was blocked by file filter."
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Interface migration wizard

The Integrate Interface option on the Network > Interfaces page helps migrate a physical port into another interface or
interface type such as aggregate, software switch, redundant, zone, or SD-WAN zone. The FortiGate will migrate object
references either by replacing the existing instance with the new interface, or deleting the existing instance based on the
user's choice. Users can also change the VLAN ID of existing VLAN sub-interface or FortiSwitch VLANS.

Ay
‘Q' The interface migration wizard does not support turning an aggregate, software switch,
- redundant, zone, or SD-WAN zone interface back into a physical interface.

Integrating an interface

In this example, a DHCP server interface is integrated into a newly created redundant interface, which transfers the
DHCP server to a redundant interface.

To integrate an interface:

1. Go to Network > Interfaces and select an interface in the list.
2. Click Integrate Interface. The wizard opens.

I\ Alternatively, select an interface in the list. Then right-click and select Integrate Interface.

3. Select Migrate to Interface and click Next.

Move pert33 into an interface x
%% FortiGate 140E-POE 1 PoE
el 33 — -
” ﬂ [ = I @ Select Migration Option )
2 Select where you wish to move the interface.

@ Migrate to Interface

PoE Total Power budget 400.00W. 400.00W Unallocated . . )
POk Total Powsrbudect S00.00W SROA Uisloca ool Move selection to a new or existing interface. Aggregate interfaces, redundant interfaces, and software switches are supported.
[+ createNew= || & Edit O Migrate to Zone
= = Move selection to a new or existing zone.
Name Type IS ) Migrate to SD-WAN
B 8 Physical Interface @ Move selection to a existing SD-WAN zone
B port1 B Physical Interface 172.16.200.1/255.255.255.0
M port2 [ Physical Interface 10.1.100.1/255.255.255.0
B port33 M Physical Interface

4. Select Create an Interface. Enter a name (rd7) and set the Type to Redundant.
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Move port33into an interface

V.

@ Select/Create Interface

® Review Settings
Add port33 as a member of another interface. Create a new interface or select an existing one.

O Select an Existing Interface
Move port33to the selected interface.

@ Create an Interface
Move port33to a new interface.

Name | rd1 |

Type  Redundant -

5. Click Next. The References sections lists the associated services with options to Replace Instance or Delete Entry.
6. Forthe DHCP server Action, select Replace Instance and click Create.

Move port33into aninterface

x
7 7
s dated, Object set to ‘Replace Instance’
i\l sttempt to update occurrences of port33 o rd1.
Target Object
Name Object Type Action ‘

rdl System Interface = Create New ‘

References

Name Object Type Action

1 System DHCP Server Delete Entry |

o |

7. The migration occurs automatically and the statuses for the object and reference change to Updated entry. Click
Close.

‘Move port33 intoan interface

x
i Thefollowingchanges have lied object
Target Object
Name Object Type Status

rdl  SystemlInterface | @ Updated entry

References

Name Object Type Status

1 System DHCP Server @ Updated entry

Changing the VLAN ID

In this example, the VLAN ID of InternalVLAN is changed from 11 to 22.
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To change the VLAN ID:

1. Goto Network > Interfaces and edit an existing interface.
2. Beside the VLAN ID field, click Edit. The Update VLAN ID window opens.

Edit Interface
Interface ¥ _port4 FortiGate
VLANID 11 ¢ Edit (& FortiGate-VMs4
VRFID ® 0 |
Role ®  LAN - Status
Q Up
Address
Addressing mode [YRBN DHCP | Auto-managed by FortilPAM i Cadress
¢ | DHCP | Auto me naged by FortilPAM S e
1P/Netmask 100.00/0000
Create address object matching subnet €© Additional Information
Name 2 InternalVLAN address @ APl Preview
Destination 0.0.0.0/0.000
Secondary P address @
>_ EditinCLI
Administrative Access
o o o ® Documentation
HTTPS PING FMG-Access
1Pva O ssh O sump OFm & OnlineHelp O
& Video Tutorials G
) Security Fabric
(J RADIUS Accounting O riion

3. Enter the new ID (22) and click Next.

Update VLANID x

@ Update VLAN 1D ) @ Review Settings

VIANID | 22 ]

4. Verify the changes, then click Update and OK.

Update VLANID x

Vv

@ Review Settings

Target Object

Name ObjectType  Action

28 InternalVLAN | System Interface  Edit

References

Name ObjectType  Action

= InternalVLAN address  Address © No changes

5. The target object status changes to Updated entry. Click Close.
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Edit Interface Update VLANID X
Name InternalVLAN
Alias
Type 38 VLAN - . .

Y i The following changes have been applied to the objects below.
Interface portd
VLANID 11 ¢ Edit Target Object
VRFID ® 0 5
Name Object Type Status

Role @ LAN - .

2 InternalVLAN | System Interface & Updated entry
A References
Addr DHCP

Name Object Type Status

1P/Netmas 0.0.0.0/0.00.0

B InternalVLAN address  Address @ Nochanges

Create address object matching subnet

Secondary IP address ° ]
Administrative Access
1Pv4 HTTPS FMG-Access
SSH ™

RADIUS Accounting

In the interface settings, the ID displays as 22.

Name =€ InternalVLAN tiGate
Alias FortiGate-VM64
Type 2B VLAN

Interface ™ port4

VIANID 22 & Edit

VRFID @ 0

Role @ LAN -

o up

Address
Addressing mode [ Manval [BEY @ API Preview
1P/Netmask 0.0.0.0/0.0.0.0 S References
Create address object matching subnet @ >_ EditinCLI

Name B InternalVLAN address

Destination 0.0.0.0/0.000 ® Do
Secondary IP address e ] & OnlineHelp &

¢ Video Tutorials '

Administrative Access

1Pva O HTTPS O PING () FMG-Access
(J ssH (0 sSNMP OF™

(7 Security Fabric

0 RADIUS Accounting o ®

Captive portals

A captive portal is used to enforce authentication before web resources can be accessed. Until a user authenticates
successfully, any HTTP request returns the authentication page. After successfully authenticating, a user can access the
requested URL and other web resources, as permitted by policies. The captive portal can also be configured to only
allow access to members of specific user groups.

Captive portals can be hosted on the FortiGate or an external authentication server. They can be configured on any
network interface, including VLAN and WiFi interfaces. On a WiFi interface, the access point appears open, and the
client can connect to access point with no security credentials, but then sees the captive portal authentication page. See
Captive Portal Security, in the FortiWiFi and FortiAP Configuration Guide for more information.

All users on the interface are required to authenticate. Exemption lists can be created for devices that are unable to
authenticate, such as a printer that requires access to the internet for firmware upgrades.

To configure a captive portal in the GUI:

1. Go to Network > Interfaces and edit the interface that the users connect to. The interface Role must be LAN or
Undefined.

2. Enable Security mode.
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Edit Interface
Network

Device detection @ ©
Security mode @  Captive Portal

Authentication portal External
User access @ Restricted to Groups NI

Customize portal messages (B
Exempt sources +

Exempt destinations/services +

Redirect after Captive Portal  [IINIIReIend Specific URL

Authentication Portal

User access

8:f6:0a

Additional Information
@ API Preview
% References
>— Editin CLI

@ Documentation

& OnlineHelp &
W Video Tutorfals ('

o IS
3. Configure the following settings, then click OK.

Customize portal messages

Exempt sources

Exempt
destinations/services

Redirect after Captive Portal

Configure the location of the portal:
e [ocal: the portal is hosted on the FortiGate unit.
e External: enter the FQDN or IP address of external portal.

Select if the portal applies to all users, or selected user groups:
* Restricted to Groups: restrict access to the selected user groups. The
Login page is shown when a user tried to log in to the captive portal.
e Allow all: all users can log in, but access will be defined by relevant
policies. The Disclaimer page is shown when a user tried to log in to the
captive portal.

Enable to use custom portal pages, then select a replacement message
group. See Captive portals on page 219.

Select sources that are exempt from the captive portal.

Each exemption is added as a rule in an automatically generated exemption
list.

Select destinations and services that are exempt from the captive portal.

Each exemption is added as a rule in an automatically generated exemption
list.

Configure website redirection after successful captive portal authentication:
e Original Request: redirect to the initially browsed to URL .
e Specific URL: redirect to the specified URL.

To configure a captive portal in the CLI:

1. Ifrequired, create a security exemption list:

config user security-exempt-list

edit <list>
config rule
edit 1
set
set
set
next
edit 2
set
set
set

srcaddr
dstaddr
service

srcaddr
dstaddr
service
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next
end
next
end

2. Configure captive portal authentication on the interface:

config system interface

edit <interface>

set security-mode {none | captive-portal}

set security-external-web <string>

set replacemsg-override-group <group>

set security-redirect-url <string>

set security-exempt-list <list>

set security-groups <group(s)>

next
end

Custom captive portal pages

Portal pages are HTML files that can be customized to meet user requirements.

Most of the text and some of the HTML in the message can be changed. Tags are enclosed by double percent signs
(%%); most of them should not be changed because they might carry information that the FortiGate unit needs. For
information about customizing replacement messages, see Modifying replacement messages on page 2277.

The images on the pages can be replaced. For example, your organization's logo can replace the Fortinet logo. For
information about uploading and using new images in replacement messages, see Replacement message images on

page 2278.

The following pages are used by captive portals:

Login Page

Login Failed Page

Disclaimer Page

Declined Disclaimer Page

FortiOS 7.0.17 Administration Guide
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Requests user credentials.

The %% QUESTION%% tag provides the Please enter the required information to
continue. text.

This page is shown to users that are trying to log in when User access is set to
Restricted to Groups.

Reports that incorrect credentials were entered, and requests correct credentials.

The %%FAILED_MESSAGE%% tag provides the Firewall authentication failed.
Please try again. text.

A statement of the legal responsibilities of the user and the host organization that
the user must agree to before proceeding. This page is shown users that are
trying to log in when User access is set to Allow all.

Shown if the user does not agree to the statement on the Disclaimer page. Access
is denied until the user agrees to the disclaimer.
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DNS

Domain name system (DNS) is used by devices to locate websites by mapping a domain name to a website’s IP
address.

A FortiGate can serve different roles based on user requirements:

« A FortiGate can control what DNS server a network uses.
o A FortiGate can function as a DNS server.

FortiGuard Dynamic DNS (DDNS) allows a remote administrator to access a FortiGate's Internet-facing interface using a
domain name that remains constant even when its IP address changes.

FortiOS supports DNS configuration for both IPv4 and IPv6 addressing. When a user requests a website, the FortiGate
looks to the configured DNS servers to provide the IP address of the website in order to know which server to contact to
complete the transaction.

The FortiGate queries the DNS servers whenever it needs to resolve a domain name into an IP address, such as for NTP
or web servers defined by their domain names.

The following topics provide information about DNS:

o Important DNS CLI commands on page 222
o DNS domain list on page 224

o FortiGate DNS server on page 226

o DDNS on page 232

« DNS latency information on page 235

o DNSover TLS and HTTPS on page 237

o DNS session helpers on page 242

o DNS troubleshooting on page 243

Important DNS CLI commands

DNS settings can be configured with the following CLI command:

config system dns
set primary <ip address>
set secondary <ip address>
set protocol {cleartext dot doh}
set ssl-certificate <string>
set server-hostname <hostname>
set domain <domains>
set ip6-primary <ip6 address>
set ip6-secondary <ip6 address>
set timeout <integer>
set retry <integer>
set dns-cache-limit <integer>
set dns-cache-ttl <integer>
set cache-notfound-responses {enable | disable}
set interface-select-method {auto | sdwan | specify}
set interface <interface>
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set source-ip <class_ ip>
set server-select-method {least-rtt | failover}
set alt-primary <ip address>
set alt-secondary <ip address>
set log {disable |error | all}
set fgdn-cache-ttl <integer>
set fgdn-min-refresh <integer>
end

For a FortiGate with multiple logical CPUs, you can set the DNS process number from 1 to the number of logical CPUs.
The default DNS process number is 1.

config system global
set dnsproxy-worker-count <integer>
end

DNS protocols

The following DNS protocols can be enabled:

e cleartext: Enable clear text DNS over port 53 (default).
e dot: Enable DNS over TLS.
e doh: Enable DNS over HTTPS.

For more information, see DNS over TLS and HTTPS on page 237.

cache-notfound-responses

When enabled, any DNS requests that are returned with NOT FOUND can be stored in the cache. The DNS server is not
asked to resolve the host name for NOT FOUND entries. By default, this option is disabled.

dns-cache-limit

Set the number of DNS entries that are stored in the cache (0 to 4294967295, default = 5000). Entries that remain in the
cache provide a quicker response to requests than going out to the Internet to get the same information.

dns-cache-ttl

The duration that the DNS cache retains information, in seconds (60 to 86400 (1 day), default = 1800).

VDOM DNS

When the FortiGate is in multi-vdom mode, DNS is handled by the management VDOM. However in some cases,
administrators may want to configure custom DNS settings on a non-management VDOM. For example, in a multi-
tenant scenario, each VDOM might be occupied by a different tenant, and each tenant might require its own DNS server.
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To configure a custom VDOM within a non-management VDOM:

config vdom
edit <vdom>
config system vdom-dns
set vdom-dns enable
set primary <primary DNS>
set secondary <secondary DNS>
set protocol {cleartext dot doh}
set ip6-primary <primary IPv6 DNS>
set ip6-secondary <secondary IPv6 DNS>
set source-ip <IP_address>
set interface-select-method {auto | sdwan | specify}
end

DNS domain list

You can configure up to eight domains in the DNS settings using the GUI or the CLI.

When a FortiGate requests a URL that does not include an FQDN, FortiOS resolves the URL by traversing through the
DNS domain list and performing a query for each domain until the first match is found.

By default, FortiGates use FortiGuard's DNS servers:

o Primary: 96.45.45.45
o Secondary: 96.45.46.46

You can also customize the DNS timeout time and the number of retry attempts.

To configure a DNS domain list in the GUI:

Go to Network > DNS.

Set DNS Servers to Specify.

Configure the primary and secondary DNS servers as needed.

In the Local Domain Name field, enter the first domain (sample. comin this example).

o o0Dd-=

Click the + to add more domains (example.comand domainname . com in this example). You can enter up to eight
domains.
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6. Configure additional DNS protocol and IPv6 settings as needed.

DNS Settings

DNS servers

Use FortiGuard Servers

DNS Filter Rating Servers

Primary DNS server 96.45.45.45 10ms 173.243.140.53
Secondary DNSserver | 96.45.46.46 10 ms
Local domain name sample.com x :
example.com x @ AP| Preview
domainname.com x > EditinCLI
[+] A Local Out Setting

DNS Protocols

il

& DNS Local Domain List (£
& UsingFortiGate as a DNS Server [
& FortiGuard DDNS (£

DNS(UDP/53) @ @©
TLS(TCP/853) @ (O
HTTPS(TCP/443) @ O

() Doacimentation
(?) Documentatio

& OnlineHelp (2

IPv6 DNS Setti
v ettings B Video Tutorials (£

Primary DNS server

Secondary DNS server

Apply
7. Click Apply.
To configure a DNS domain list in the CLI:
config system dns
set primary 96.45.45.45
set secondary 96.45.46.46
set domain "sample.com" "example.com" "domainname.com"

end

Verify the DNS configuration

In the following example, the local DNS server has the entry for host1 mapped to the FQDN of host1.sample.com, and
the entry for host2 is mapped to the FQDN of host2.example.com.

To verify that the DNS domain list is configured:

1. Open the FortiGate CLI.
2. Enterexecute ping hostl.
The system returns the following response:
PING hostl.sample.com (1.1.1.1): 56 data bytes
As the request does not include an FQDN, FortiOS traverses the configured DNS domain list to find a match.
Because host1 is mapped to the host1.sample.com, FortiOS resolves host1 to sample.com, the first entry in the
domain list.
3. Enterexecute ping host2.
The system returns the following response:
PING host2.example.com (2.2.2.2): 56 data bytes
FortiOS traverses the domain list to find a match. It first queries sample.com, the first entry in the domain list, but
does not find a match. It then queries the second entry in the domain list, example.com. Because host2 is mapped
to the FQDN of host2.example.com, FortiOS resolves host2 to example.com.
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DNS timeout and retry settings

The DNS timeout and retry settings can be customized using the CLI.

config system dns
set timeout <integer>
set retry <integer>

end
timeout <integer> The DNS query timeout interval, in seconds (1 - 10, default = 5).
retry <integer> The number of times to retry the DNS query (0 - 5, default - 2).

FortiGate DNS server

You can create local DNS servers for your network. Depending on your requirements, you can either manually maintain
your entries (primary DNS server), or use it to refer to an outside source (secondary DNS server).

A local, primary DNS server requires that you to manually add all URL and IP address combinations. Using a primary
DNS server for local services can minimize inbound and outbound traffic, and access time. Making it authoritative is not
recommended, because IP addresses can change, and maintaining the list can become labor intensive.

A secondary DNS server refers to an alternate source to obtain URL and IP address combinations. This is useful when
there is a primary DNS server where the entry list is maintained.

FortiGate as a DNS server also supports TLS and HTTPS connections to a DNS client. See DNS over TLS and HTTPS
on page 237 for details.

See Basic DNS server configuration example on page 229 for a sample configuration.

By default, DNS server options are not available in the FortiGate GUI.

To enable DNS server options in the GUI:

1. Goto System > Feature Visibility.
2. Enable DNS Database in the Additional Features section.
3. Click Apply.

To configure the FortiGate as a DNS server in the GUI:

1. Goto Network > DNS Servers.

2. Enable DNS services on an interface:
a. Inthe DNS Service on Interface table, click Create New.
b. Configure the following:

Interface Select the interface to enable DNS service on.

Mode Set the DNS server mode:

e Recursive: The system first checks for the requested record in the
shadow DNS database. If the record is not found locally, the query is
then forwarded to the system’s DNS server for further lookup. This
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mode ensures a comprehensive search for the requested record,
utilizing both local and system DNS resources.

¢ Non-Recursive: Search is restricted to the Public DNS database only.
If the requested record is not found, the query will not be forwarded to
the system’s DNS server. This mode is useful when you need to limit
queries strictly to local resources.

¢ Forward to System DNS: The local DNS database is bypassed and all
queries are forwarded directly to the system’s DNS server. This is
beneficial when you need to rely solely on system-level DNS
resources for resolving queries.

DNS Filter Apply a DNS filter profile to DNS server. This option is not available when
Mode is Non-Recursive. See Applying DNS filter to FortiGate DNS server
on page 1288 for more information.

DNS over HTTPS Enable DNS over HTTPS (DoH). DoH is a method of performing DNS
resolution over a secure HTTPS connection. See DNS over TLS and
HTTPS on page 237 for more information

c. Click OK.

3. Build the DNS database:
a. Inthe DNS Database table, click Create New.
b. Configure the following:

Type Select the zone type:
¢ Primary: The primary DNS zone, to manage entries directly.
e Secondary: The secondary DNS zone, to import entries from other
DNS zones. The purpose of a secondary DNS zone is to provide
redundancy and load balancing. If the primary DNS server fails, the

secondary DNS server can continue to resolve queries for the domain.

View Select the zone view:
¢ Shadow: This type of DNS zone is designed for both internal and
external clients, allowing them to resolve DNS queries with the
recursive DNS server on FortiGate. It creates a shadow of your public
DNS records within your private network.

e Public: This type of DNS zone is intended to serve external clients
only, allowing them to resolve DNS queries with the non-recursive
DNS server on FortiGate. It contains records that map the domain
names of your publicly accessible services to their respective IP
addresses. These records are propagated across the internet,
allowing anyone in the world to find and connect to your services.

DNS Zone The name of the DNS zone.
Domain Name The domain name.
Hostname of Primary DNS The domain name of the default DNS server for this zone. This option is

only available when Type is Primary.
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IP of Primary

Contact Email Address

TTL

Authoritative

DNS Forwarder

c. Add DNS entries:

The IP address of the primary DNS server. This option is only available
when Type is Secondary.

The email address of the administrator for this zone. You can specify only
the username, such as admin, or the full email address, such as
admin@test.com. When using only a username, the domain of the email is
the zone. This option is only available when Type is Primary.

The default time-to-live value for the entries of this DNS zone. This option
is only available when Type is Primary.

Enabling Authoritative makes this server is the primary and sole source of
information for this specific DNS zone. It prevents the FortiGate from
seeking DNS records further upstream. Enabling authoritative is not
recommended.

A DNS forwarder routes DNS queries to specific servers based on the
domain name.

Specify one or two DNS zone forwarder |IP addresses. Use the CLI to add
more than two DNS forwarder addresses.

i. Inthe DNS Entries table, click Create New.

ii. Configure the following:

Type

TTL

iii. Click OK.
d. Click OK.
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The resource record type. The availability of the subsequent settings
vary depending on the selected type.
¢ Address (A): This is the host type. It maps a hostname to an IPv4
address in the DNS system, allowing a browser or other client to
access a server using its domain name.
e Name Server (NS): This is the name server type. It indicates which
DNS server is authoritative for that domain
e Canonical Name (CNAME): This is the canonical name type. It's
used to alias one name to another.
¢ Mail Exchange (MX): This is the mail exchange type. It routes email
to a specified mail server based on the information in the record.
* |Pv6 Address (AAAA): This is the IPv6 host type. Similar to the A
record, but it maps a hostname to an IPv6 address.
¢ IPv4 Pointer (PTR): This is the pointer type for IPv4. It provides a
mapping of the IP address to a hostname, essentially the reverse
of what an A record does.
* |IPv6 Pointer (PTR): This is the pointer type for IPv6. It functions
similarly to the IPv4 PTR record, but for IPv6 addresses.

The time-to-live for this entry.
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To configure the FortiGate as a DNS server in the CLI:

1. Configure DNS servers:

config system dns-server

edit <name>
set dnsfilter-profile {string}

set doh {enable | disable}

set mode {recursive | non-recursive

next
end

See config system dns-server in the CLI reference for a comprehensive list of commands.
2. Configure DNS database:

config system dns-database

edit <name>
authoritative {enable | disable
contact {string}
domain {string}
forwarder {user}

next
end

See config system dns-database in the CLI reference for a comprehensive list of commands.

set
set
set
set
set
set
set
set

end

primary-name {string}

ttl {integer}

type {primary | secondary}
view {shadow | public }
config dns-entry

edit <id>

next

set
set
set
set
set
set
set

status {enable | disabl
type {A | NS | CNAME |
ttl {integer}

ip {ipv4-address-any}
ipv6é {ipvé-address}
hostname {string}
canonical-name {string}

Basic DNS server configuration example

This section describes how to create an unauthoritative primary DNS server. The interface mode is recursive so that, if

}

e}
MX

forward-only}

AAAA

the request cannot be fulfilled, the external DNS servers will be queried.

Local site

Port 1

C| D Clients

In this example, the Local site is configured as an unauthoritative primary DNS server.

172.16.200.1/24

Central
DNS server
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To configure FortiGate as a primary DNS server in the GUI:

Go to Network > DNS Servers.

In the DNS Database table, click Create New.
Set Type to Primary.

Set View to Shadow.

The View setting controls the accessibility of the DNS server. If you select Public, external users can access or use
the DNS server. If you select Shadow, only internal users can use it.

o=

Enter a DNS Zone, for example, WebServer.

Enter the Domain Name of the zone, for example, example.com.

Enter the Hostname of the DNS server, for example, corporate.

Enter the Contact Email Address for the administrator, for example, admin@example.com.

© ® NG

Disable Authoritative.

New DNS Zone

Type Secondary
View | shadow [ENCY
DNS Zone WebServer

Domain Name example.com
Hostname of Primary DNS | corporate

Contact Email Address €@ admin@example.com

TTL (86400 seconds) 1 +  Dayls)
0 | Hour(s)
0 <1 Minute(s)
0 2 Second(s)

Authoritative ©

DNS Forwarder [+]

DNS Entries

Details Status

Noresults

Cancel
10. Add DNS entries:
a. Inthe DNS Entries table, click Create New.
b. Selecta Type, for example Address (A).
c. Setthe Hostname, for example web.

NewDNSZone | New DNSEntry x
DNS Entries
ntries Type Address (A) h
Hostname web

Fully Qualified Domain Name (FQDN)
Type

Status ©
Cancel
d. Configure the remaining settings as needed. The options might vary depending on the selected Type.
e. Click OK.
11. Add more DNS entries as needed.
12. Click OK.

13. Enable DNS services on an interface:
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Go to Network > DNS Servers.
In the DNS Service on Interface table, click Create New.
Select the Interface for the DNS server, such as port1.

2 0o T

Set the Mode to Recursive.
New DNS Service
Interface [ port1 -
Mode m Non-Recursive  Forward to System DNS

DNSFilter @
DNSover HTTPS (B

e. Click OK.

To configure FortiGate as a primary DNS server in the CLI:

config system dns-database
edit WebServer
set domain example.com
set type primary
set view shadow
set ttl 86400
set primary-name corporate
set contact admin@example.com
set authoritative disable
config dns-entry
edit 1
set status enable
set hostname web
set type A
set ip 172.16.200.254
next
end
next
end

config system dns-server
edit portl
set mode recursive
next
end

To verify the configuration:

1. Send a DNS query for a DNS entry configured locally on the Local site FortiGate:

C:\Users\demo>nslookup office.microsoft.com
Server: Unknown

Address: 172.16.200.1

Non-authoritative answer:

Name: web.example.com

Address: 172.16.200.254

The query is resolved to the IP address configured in the shadow DNS database on the Local site FortiGate.
2. Send a DNS query for a domain that is not configured on the Local site FortiGate:
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C:\Users\demo>nslookup facebook.com
Server: Unknown

Address: 172.16.200.1
Non-authoritative answer:

Name: facebook.com

Addresses: 157.240.22.35

The query is resolved by the central DNS server.

DDNS

If your external IP address changes regularly and you want a static domain name, you can configure the external
interface to use a dynamic DNS (DDNS) service. This ensures that external users and customers can always connect to
your company firewall. You can configure FortiGuard as the DDNS server using the GUI or CLI.

A license or subscription is not required to use the DDNS service, but configuring DDNS in the GUI is not supported if:

o The FortiGate model is a 1000-series or higher.
e The FortiGate is a VM.
o The DNS server is not using FortiGuard as the DNS.

FortiGate does not support DDNS when in transparent mode.

Sample topology

IR

nternet

—

Remote branch.float-zone.com FortiGuard
Administrator DDNS
wan1
FortiGate

In this example, FortiGuard DDNS is enabled and the DDNS server is set to float-zone.com. Other DDNS server options
include fortiddns.com and fortidyndns.com.

To configure FortiGuard DDNS service as a DDNS server in the GUI:

1. Goto Network > DNS
2. Enable FortiGuard DDNS.
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3. Select the Interface with the dynamic connection.
4. Selectthe Serverthat you have an account with.
5. Enter your Unique Location.

DNS Settings

Dynamically Obtained DNS Servers

Acquired DNS Servers
192.168.0.97

Interface | DNS Server m

192.168.0.97 Additional Information
M wan1

192.168.0.97

@ API Preview

# wanz | 192168097 >~ EditinCLI

192.168.0.97

& Setup guides
© FortiGuard DDNS
& DNS Local Domain List ('

Interface ™ wan1 x & UsingFortiGate as a DNS Server (2"
+ & FortiGuard DDNS &'
Use publicIP address @ @ Documentation
Server float-zone.com - & OnlineHelp &
Unique location branch W Video Tutorials (2
© Available!
Domain branch.float-zone.com (&' (192.168.0.121)
Apply
6. Click Apply.

To configure the FortiGuard DDNS service as an IPv4 DDNS server in the CLI:

config system ddns
edit 1
set ddns-server FortiGuardDDNS
set server-type ipvié
set ddns-domain "branch.float-zone.com"
set addr-type ipv4
set use-public-ip enable
set monitor-interface "wanl"
next
end

To configure the FortiGuard DDNS service as an IPv6 DDNS server in the CLI:

config system ddns
edit 1
set ddns-server FortiGuardDDNS
set server-type ipv6
set ddns-domain "fgtatest00l.float-zone.com"
set addr-type ipvo6
set monitor-interface "wanl"
next
end

DDNS servers other than FortiGuard

If you do not have a FortiGuard subscription, or want to use a different DDNS server, you can configure a DDNS server
for each interface. Only the first configure port appears in the GUI.

The available commands vary depending on the selected DDNS server.
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To configure DDNS servers other than FortiGuard in the CLI:

config system ddns
edit <DDNS_ ID>
set monitor-interface <external interface>
set ddns-server <ddns_ server selection>
set server-type {ipv4 | ipv6}
set ddns-server-addr <address>
set addr-type ipv6 {ipv4 | ipv6}
next
end

To configure an IPv6 DDNS client with generic DDNS on port 3 in the CLI:

config system ddns
edit 1
set ddns-server genericDDNS
set server-type ipvé
set ddns-server-addr "2004:16:16:16::2" "16.16.16.2" "ddns.genericddns.com"
set ddns-domain "test.com"
set addr-type ipvo6
set monitor-interface "port3"
next
end

Refresh DDNS IP addresses

When using a public IP that is not assigned to the FortiGate, the FortiGate cannot trigger an update when the IP address
changes. The FortiGate can be configured to refresh DDNS IP addresses by periodically checking the DDNS server at
an update interval.

To configure FortiGate to refresh DDNS IP addresses in the CLI:

config system ddns
edit 1
set use-public-ip enable
set update-interval <seconds>
next
end

When update-interval is setto 0:

» For FortiGuard DDNS, the interval is 300 seconds.
» For third part DDNS servers, the interval is assigned by the DDNS server.

Disable cleartext
When clear-text is disabled, FortiGate uses the SSL connection to send and receive DDNS updates.

To disable cleartext and set the SSL certificate in the CLI:

config system ddns
edit 2
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set clear-text disable
set ssl-certificate <cert name>
next
end

DDNS update override

A DHCP server has an override command option that allows DHCP server communications to go through DDNS to
perform updates for the DHCP client. This enforces a DDNS update of the A field every time even if the DHCP client
does not request it. This allows support for the allow, ignore,and deny client-updates options.

To enable DDNS update override in the CLI:

config system dhcp server
edit 1
set ddns-update enable
set ddns-update-override enable
set ddns-server-ip <ddns_server ip>
set ddns-zone <ddns zone>
next
end

Troubleshooting

To debug DDNS:

# diagnose debug application ddnscd -1
# diagnose debug enable

To check if a DDNS server is available:

# diagnose test application ddnscd 3
Not available:

FortiDDNS status:
ddns ip=0.0.0.0, ddns ip6=::, ddns port=443 svr num=0 domain num=0

Available:

FortiDDNS status:
ddns ip=208.91.113.230, ddns ip6=::, ddns port=443 svr num=1 domain num=3
svr[0]= 208.91.113.230
domain[0]= fortiddns.com
domain[l]= fortidyndns.com
[

domain[2]= float-zone.com

DNS latency information

High latency in DNS traffic can result in an overall sluggish experience for end-users. In the DNS Settings pane, you can
quickly identify DNS latency issues in your configuration.
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Go to Network > DNS to view DNS latency information in the right side bar. If you use FortiGuard DNS, latency
information for DNS, DNS filter, web filter, and outbreak prevention servers is also visible. Hover your pointer over a
latency value to see when it was last updated.

DNS Settings

DNS servers Use FortiGuard Servers Updated: 14:21:14 DNS Filter Rating Servers
Primary DNS server 8.8.8.8 10ms 173.243.140.53

Secondary DNSserver  96.45.46.46

Local domain name

[+ @ AP| Preview
>_ EditinCLI
DNS Protocols
A Local Out Setting
DNS(UDF/53) @  @©

TLS(TCP/853) @ (B
HTTPS(TCP/443) @ (B

il

& DNS Local Domain List ('

& UsingFortiGate as a DNS Server ('
& FortiGuard DDNS &

IPv6 DNS Settings

(©)

& OnlineHelp &
Secondary DNSserver | = W Video Tutorials (£

Primary DNS server

Apply

To view DNS latency information using the CLI:

# diagnose test application dnsproxy 2

worker idx: 0

worker: count=1 idx=0

retry interval=500 query timeout=1495

DNS latency info:

viid=0 server=2001::1 latency=1494 updated=73311

vfid=0 server=96.45.46.46 latency=1405 updated=2547

vfid=0 server=8.8.8.8 latency=19 updated=91

SDNS latency info:

viid=0 server=173.243.140.53 latency=1 updated=707681

DNS CACHE: alloc=35, hit=26

RATING CACHE: alloc=1, hit=49

DNS UDP: reg=66769 res=63438 fwd=83526 alloc=0 cmp=0 retrans=16855 to=3233
cur=111 switched=8823467 num switched=294 v6 cur=80 v6 switched=7689041 num v6

switched=6
ftg res=8 ftg fwd=8 ftg retrans=0

DNS TCP: reg=0, res=0, fwd=0, retrans=0 alloc=0, to=0

FODN: alloc=45 nl write cnt=9498 nl send cnt=21606 nl cur cnt=0

Botnet: searched=57 hit=0 filtered=57 false positive=0

To view the latency from web filter and outbreak protection servers using the CLI:

# diagnose debug rating

Locale : english
Service : Web-filter
Status : Enable
License : Contract
Service : Antispam
Status : Disable
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Service
Status

Virus Outbreak Prevention
Disable

-=— Server List

194

195

198

196

197

9

0

Ip
173.243.138.
2019
173.243.138.
2019
173.243.138.
2019
173.243.138.
2019
173.243.138.
2019
96.45.33.64
2019
64.26.151.36
2019
64.26.151.35
2019
209.222.147.43
2019
66.117.56.42
2019
66.117.56.37
2019
65.210.95.23
2019
65.210.95.24
2019
45.75.200.88
2019
45.75.200.87
2019
45.75.200.85
2019
45.75.200.86
2019
62.209.40.72
2019
62.209.40.74
2019
62.209.40.73
2019

121.111.236.179

2019

121.111.236.180

2019

Weight RTT Flags

10

10

10

10

10

10

40

40

40

40

40

40

40

90

90

90

90

100

100

100

180

180

0 DI

22 D

62

62

70 D

70

71

74

74

142

155

156

159

157

173

173

138

138

DNS over TLS and HTTPS

DNS over TLS (DoT) is a security protocol for encrypting and encapsulating DNS queries and responses over the TLS
protocol. DoT increases user privacy and security by preventing eavesdropping and manipulation of DNS data via man-
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in-the-middle attacks. Similarly, DNS over HTTPS (DoH) provides a method of performing DNS resolution over a secure
HTTPS connection. DoT and DoH are supported in explicit mode where the FortiGate acts as an explicit DNS server that
listens for DoT and DoH requests. Local-out DNS traffic over TLS and HTTPS is also supported.

Basic configurations for enabling DoT and DoH for local-out DNS queries

Before enabling DoT or DoH, ensure that they are supported by the DNS servers. The legacy FortiGuard DNS servers
(208.91.112.53 and 208.91.112.52) do not support DoT or DoH queries, and will drop these packets. At times, the
latency status of the DNS servers might also appear high or unreachable.

Disabling DoT and DoH is recommended when they are not supported by the DNS servers.

To enable DoT and DoH DNS in the GUI:

1. Goto Network > DNS.
2. Enter the primary and secondary DNS server addresses.
3. Inthe DNS Protocols section, enable TLS (TCP/853) and HTTPS (TCP/443).

DNS Settings
DNS servers Use FortiGuard Servers DNS Filter Rating Servers
Primary DNS server 1111 10 ms 173.243.140.53 m
Secondary DNSserver  1.0.0.1 10 ms

Local domain name Additional Information

© @ APl Preview

DNS Protocols

DNS(UDP/53) @ @©
TLS(TCP/853) @ @©
HTTPS(TCP/443) @& ©

>_ EditinCLI

M Local Out Setting

& DNS Local Domain List ('

SSL certificate @ ¥ Fortinet_Factory - & Using FortiGate asa DNS Server (&
Server hostname & FortiGuard DDNS (&'
e ?) Documentat
. & OnlineHelp (2
IPv6 DNS Settings W Video Tutorials ('

Primary DNS server
Secondary DNS server

4. Configure the other settings as needed.
5. Click Apply.

To enable DoT and DoH DNS in the CLI:

config system dns

set primary 1.1.1.1

set secondary 1.0.0.1

set protocol {cleartext dot doh}
end

To enable DoH on the DNS server in the GUI:

1. Goto Network > DNS Servers.
2. Inthe DNS Service on Interface section, edit an existing interface, or create a new one.
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3. Selecta Mode, and DNS Filter profile.
4. Enable DNS over HTTPS.

Edit DNS Service

Interface # portl -

Mode Non-Recursive | Forward to System DNS
DNS Filter © X dnsfilter -

DNSover HTTPS @O

5. Click OK.

To enable DoH on the DNS server in the CLI:

config system dns-server
edit "portl"
set dnsfilter-profile "dnsfilter"
set doh enable
next
end

Examples

The following examples demonstrate how configure DNS settings to support DoT and DoH queries made to the
FortiGate.

FortiGate
DNS
port1 resolver
10.1.100.173
Client
10.1.100.193
FortiGuard Rating Server
DoT

The following example uses a DNS filter profile where the education category is blocked.
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To enable scanning DoT traffic in explicit mode with a DNS filter:

1. Configure the DNS settings:

config system dns
set primary 1.1.1.1
set secondary 1.0.0.1
set protocol dot

end

2. Configure the DNS filter profile:

config dnsfilter profile
edit "dnsfilter"
config ftgd-dns
config filters
edit 1
set category 30
set action block
next
end
end
next
end

3. Configure the DNS server settings:

config system dns-server
edit "portl"
set dnsfilter-profile "dnsfilter"
next
end

4. Send a DNS query over TLS (this example uses kdig on an Ubuntu client) using the FortiGate as the DNS server.
The www.ubc.ca domain belongs to the education category:

root@client:/tmp# kdig -d @10.1.100.173 +tls +header +all www.ubc.ca

;; DEBUG: Querying for owner (www.ubc.ca.), class(l), type(l), server(10.1.100.173), port
(853), protocol (TCP)

;; DEBUG: TLS, received certificate hierarchy:

;; DEBUG: #1,

C=US, ST=California, L=Sunnyvale,O=Fortinet, OU=FortiGate, CN=FG3H1E5818903681,EMAIL=support
@fortinet.com

;; DEBUG: SHA-256 PIN: Xhkpv9ABEhxDLtWG+1GEndNrBR7B1xjRY1Gn21ltlkb8=

;; DEBUG: #2, C=US,ST=California,L=Sunnyvale,O=Fortinet,OU=Certificate
Authority,CN=fortinet-subca2001,EMAIL=support@fortinet.com

;; DEBUG: SHA-256 PIN: 3T8EgQFBjpRSkxQNPFagjUNeEUghXOEYp904RO1JIM8yo=

;; DEBUG: #3, C=US,ST=California,L=Sunnyvale,O=Fortinet,OU=Certificate
Authority,CN=fortinet-ca2, EMAIL=support@fortinet.com

;; DEBUG: SHA-256 PIN: /QfV4N3k50xQR5RHtW/rbn/HrHgKpMLNODEaeXY5yPg=

;; DEBUG: TLS, skipping certificate PIN check

;; DEBUG: TLS, skipping certificate verification

;; TLS session (TLS1.2)-(ECDHE-RSA-SECP256R1)- (AES-256-GCM)

;7 —>>HEADER<<- opcode: QUERY; status: NOERROR; id: 56719

;7 Flags: gr rd; QUERY: 1; ANSWER: 1; AUTHORITY: 0; ADDITIONAL: O

;7 QUESTION SECTION:
7, www.ubc.ca. IN A
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;; ANSWER SECTION:
www.ubc.ca. 60 IN

;; Receilved 44 B
;; Time 2021-03-12 23:11:27 PST

;; From 10.1.100.173@853(TCP) in 0.2 ms

root@client:/tmp#

The IP returned by the FortiGate for ubc.ca belongs to the FortiGuard block page, so the query was blocked

successfully.

DoH

The following example uses a DNS filter profile where the education category is blocked.

208.91.112.55

To configure scanning DoH traffic in explicit mode with a DNS filter:

1.

o

Configure the DNS settings:

config system dns
set primary 1.1.1.1
set secondary 1.0.0.1
set protocol doh

end

Configure the DNS filter profile:

config dnsfilter profile
edit "dnsfilter"
config ftgd-dns
config filters
edit 1
set category 30
set action block
next
end
end
next
end

Configure the DNS server settings:

config system dns-server
edit "portl"

set dnsfilter-profile "dnsfilter"

set doh enable
next
end

In your browser, enable DNS over HTTPS.

On your computer, edit the TCP/IP settings to use the FortiGate interface address as the DNS server.
In your browser, go to a website in the education category (www.ubc.ca). The website is redirected to the block

page.

< c @ @ B hitpsy//www.ubeca

‘Web Page Blocked!

You have tried to access a web page which belongs to a category that is blocked.
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DNS session helpers

DNS session helpers work in the background, passively learning hostnames and A/AAAA records from the DNS traffic
that is being forwarded through the FortiGate. The learned address records are then stored as a hostname cache and
FQDN addresses. These stored address records are subsequently utilized by the DNS proxy. This passive learning
approach enables FortiOS to correspond with DNS traffic and acquire address records when possible, eliminating the
need for active FQDN queries or reverse DNS lookups. This reduces the necessity to connect to the actual server,
effectively diminishing the overall FortiGate traffic to the DNS server.

FortiOS incorporates two types of DNS session helpers: dns-udp and dns-tcp.

By default, FortiOS enables the dns-udp session helper and disables the dns-tcp session helper. This default
configuration is based on the fact that the majority of DNS traffic occurs over UDP due to its lower overhead and faster
response times. However, FortiOS provides the flexibility to enable dns-tcp if required.

To enable the DNS session helper from listening on TCP port 53:

config system session-helper
edit O
set name dns-tcp
set port 53
set protocol 6
next
end

Use the show system session-helper command to view the current session helper configuration.

L}
‘?' To accept DNS sessions you must add a security policy with service set to ALL or to the DNS

pre-defined service (which listens on TCP and UDP ports 53).

Disabling DNS session helper

In certain scenarios, you might consider disabling the DNS session helper. This action essentially removes it from the
session-helper list, preventing the session helper from listening on port 53. Once the DNS session helper is disabled, the
hostname cache and FQDN addresses will no longer be curated from the DNS traffic. Consequently, the DNS proxy will
need to dispatch requests to servers to retrieve the necessary information, which could potentially increase the load on

the DNS proxy.
S ! ’, DNS session helper is required for wildcard FQDN addresses, as they are initially empty. The
? FortiGate analyzes client DNS responses, adding any IP addresses found to the relevant
- wildcard FQDN object. See Using wildcard FQDN addresses in firewall policies on page 955.

To disable the DNS session helper from listening on UDP port 53:

1. Enter the following command to find the DNS session helper entry that listens on UDP port 53:

#show system session-helper

edit 14
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set name dns-udp
set protocol 17
set port 53

next

2. Enter the following command to delete DNS session helper:

config system session-helper
delete 14
end

Similarly, the DNS session helper can be disabled from listening on TCP port 53.

DNS troubleshooting

The following diagnose command can be used to collect DNS debug information. If you do not specify worker ID, the

default worker ID is 0.

# diagnose test application dnsproxy
worker idx: O

Clear DNS cache

Show stats

Dump DNS setting

Reload FQDN

Requery FQDN

Dump FQDN

Dump DNS cache

Dump DNS DB

9. Reload DNS DB

10. Dump secure DNS policy/profile
11. Dump Botnet domain

12. Reload Secure DNS setting

13. Show Hostname cache

QO oy U W N

14. Clear Hostname cache
15. Show SDNS rating cache
16. Clear SDNS rating cache
17. DNS debug bit mask

18. DNS debug obj mem

99. Restart dnsproxy worker

To view useful information about the ongoing DNS connection:

# diagnose test application dnsproxy 3
worker idx: O

vdom: root, index=0, is primary, vdom dns is disabled, mip-169.254.0.1 dns log=1 tls=0 cert=

dns64 is disabled

vdom: vdoml, index=1, is primary, vdom dns is enabled, mip-169.254.0.1 dns log=1 tls=0 cert=

dns64 is disabled

dns-server:96.45.45.220:45 tz=-480 tls=0 reg=0 to=0 res=0 rt=0 rating=1l ready=0 timer=37

probe=9 failure=0 last failed=0

dns-server:8.8.8.8:53 tz=0 tls=0 reqg=73 to=0 res=73 rt=5 rating=0 ready=1 timer=0 probe=0

failure=0 last failed=0

dns-server:65.39.139.63:53 tz=0 tls=0 reqg=39 to=0 res=39 rt=1 rating=0 ready=1 timer=0

probe=0 failure=0 last failed=0

dns-server:62.209.40.75:53 tz=60 tls=0 regq=0 to=0 res=0 rt=0 rating=1 ready=0 timer=37
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probe=9 failure=0 last failed=0
dns-server:209.222.147.38:53 tz=-300 tls=0 reg=0 to=0 res=0 rt=0 rating=1 ready=0 timer=37
probe=9 failure=0 last failed=0
dns-server:173.243.138.221:53 tz=-480 tls=0 regq=0 to=0 res=0 rt=0 rating=1 ready=0 timer=37
probe=9 failure=0 last failed=0
dns-server:45.75.200.89:53 tz=0 tls=0 reg=0 to=0 res=0 rt=0 rating=1l ready=0 timer=37
probe=9 failure=0 last failed=0
DNS CACHE: hash-size=2048, ttl=1800, min-ttl=60, max-num=-1
DNS FD: udp s=12 udp c=17:18 ha c=22 unix s=23, unix nb s=24, unix nc s=25
v6 udp s=11, v6 udp c=20:21, snmp=26, redir=13, v6 redir=14
DNS FD: tcp s=29, tcp s6=27, redir=31 v6 redir=32
FQDN: hash size=1024, current query=1024
DNS DB: response buf sz=131072
LICENSE: expiry=2015-04-08, expired=l, type=2
FDG_SERVER:96.45.45.220:45
FGD_CATEGORY VERSION:S8
SERVER LDB: gid=ebl9, tz=-480, error allow=0
FGD REDIR V4:208.91.112.55 FGD _REDIR V6:

Important fields include:

tls 1 if the connection is TLS, 0 if the connection is not TLS.
rt The round trip time of the DNS latency.
probe The number of probes sent.

To dump the second DNS worker's cache:

diagnose test application dnsproxy 7 1

To enable debug on the second worker:

diagnose debug application dnsproxy -1 1

To enable debug on all workers by specifying -1 as worker ID:

diagnose debug application dnsproxy -1 -1

Explicit and transparent proxies

This section contains instructions for configuring explicit and transparent proxies.

» Explicit web proxy on page 245

o Transparent proxy on page 249

o FTP proxy on page 248

o Proxy policy addresses on page 252

« Proxy policy security profiles on page 258

« Explicit proxy authentication on page 263

o Transparent web proxy forwarding on page 269

o Upstream proxy authentication in transparent proxy mode on page 272
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o Multiple dynamic header count on page 274

o Restricted SaaS access on page 276

» Explicit proxy and FortiGate Cloud Sandbox on page 285

« Proxy chaining on page 287

« WAN optimization SSL proxy chaining on page 292

o Agentless NTLM authentication for web proxy on page 300

» Multiple LDAP servers in Kerberos keytabs and agentless NTLM domain controllers on page 303
o Learnclient IP addresses on page 304

« Explicit proxy authentication over HTTPS on page 305

e mTLS client certificate authentication on page 307

o CORS protocol in explicit web proxy when using session-based, cookie-enabled, and captive portal-enabled SAML
authentication on page 312

Explicit web proxy

Explicit web proxy can be configured on FortiGate for proxying HTTP and HTTPS traffic.

To deploy explicit proxy, individual client browsers can be manually configured to send requests directly to the proxy, or
they can be configured to download proxy configuration instructions from a Proxy Auto-Configuration (PAC) file.

When explicit proxy is configured on an interface, the interface IP address can be used by client browsers to forward
requests directly to the FortiGate. FortiGate also supports PAC file configuration.

For FortiOS 7.0.1 t0 7.0.12, SSL VPN web mode, explicit web proxy, and interface mode IPsec
VPN features will not work with the following configuration:
1. An IP pool with ARP reply enabled is configured.

2. This IP pool is configured as the source IP address in a firewall policy for SSL VPN web
. moc.ie, ina pr0).(y policy for explicit web proxy, or as the local gateway in the Phase 1
! : : settings for an interface mode IPsec VPN.
3. A matching blackhole route is configured for IP pool reply traffic.
Configuring an IP pool as the source NAT IP address in a regular firewall policy works as
before.

For details, see Technical Tip: IP pool and virtual IP behaviour changes in FortiOS 6.4, 7.0,
7.2,and 7.4.

To configure explicit web proxy in the GUI:

1. Enable and configure explicit web proxy:
a. Go to Network > Explicit Proxy.
b. Enable Explicit Web Proxy.
c. Select port2 as the Listen on Interfaces and set the HTTP Port to 8080.
d. Configure the remaining settings as needed.
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e.

Explicit Proxy
Additional Information
@ Explicit Web Proxy
@ APl Preview
Listen on Interfaces [# port2 x
+ >_ EditinCLI
IPv6 Explicit Pro: o©
P il (® Documentation
HTTP Port 8080 = |- | High Hx
& Online Help (2
© @ Video Tutorials &'
HTTPS Port Use HTTP Port [Bhacid
FTPover HTTP O
FTP Port Use HTTP Port [Vl
Proxy auto-config (PAC) L)
PAC Port [y Specify
PAC File Content © Upload & Download
Proxy FQDN 100D.ga
Max HTTP request length 8 s KB
Max HTTP message length 32 s kB
Unknown HTTP version SNy Reject | Tunnel
Realm default
Default Firewall Policy Action Accept
Qutgeing IP EENEEN ISR EI Specify
Outgoing IPv6. e Specify
3 Web Proxy Forwarding Servers
Apply

Click Apply.

2. Create an explicit web proxy policy:

a.

b
c.
d

e.

Go to Policy & Objects > Proxy Policy.

Click Create New.

Set Proxy Type to Explicit Web and Outgoing Interface to port1.

Also set Source and Destination to all, Schedule to always, Service to webproxy, and Action to ACCEPT.

New Proxy Policy

Additional Information
Neme @ proxy-policy-explicit @ APIPreview
Proxy Type Transparent Web | FTP
Enabled On @ # port2 (® Documentation
QOutgoing Interface [® portl M & OnlineHelp (&'
Source =al x @ Video Tutorials (&
+

Negate Source [0 )
Destination = all x

Negate Destination (B
Schedule [Q always hd
Service @ webproxy 2 x

+
Action v ACCEPT EoRelaN\g

Firewall / Network Options

Protocol Options default v &
Web Proxy Forwarding Server (¢

Qutgoing source IP @ LUOSIVEETTE Original Source IP | [P Pools

Disclaimer Options

Display Disclaimer ByDomain By Policy By User

Security Profiles
AntiVirus @ ]
Web Filter e ]

B o
Click OK to create the policy.

iy
‘9' This example creates a basic policy. If required, security profiles can be enabled, and deep
- SSL inspection can be selected to inspect HTTPS traffic.
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3. Configure a client to use the FortiGate explicit proxy:

Set the FortiGate IP address as the proxy IP address in the browser, or use an automatic configuration script for the
PAC file.

To configure explicit web proxy in the CLI:

1. Enable and configure explicit web proxy:

config web-proxy explicit
set status enable
set ftp-over-http enable
set socks enable
set http-incoming-port 8080
set ipv6-status enable
set unknown-http-version best-effort
end
config system interface
edit "port2"
set vdom "vdoml"
set ip 10.1.100.1 255.255.255.0
set allowaccess ping https ssh snmp http telnet
set type physical
set explicit-web-proxy enable
set snmp-index 12
end
next
end

2. Create an explicit web proxy policy:

config firewall proxy-policy
edit 1

set name "proxy-policy-explicit"
set proxy explicit-web
set dstintf "portl"
set srcaddr "all"
set dstaddr "all"
set service "webproxy"
set action accept
set schedule "always"
set logtraffic all

next
end
\‘ ! 'l
? This example creates a basic policy. If required, security profiles can be enabled, and deep
- SSL inspection can be selected to inspect HTTPS traffic.

3. Configure a client to use the FortiGate explicit web proxy:
Set the FortiGate IP address as the proxy IP address in the browser, or use an automatic configuration script for the
PAC file.

FortiOS 7.0.17 Administration Guide 247
Fortinet Inc.



Network

FTP proxy

FTP proxies can be configured on the FortiGate so that FTP traffic can be proxied. When the FortiGate is configured as
an FTP proxy, FTP client applications should be configured to send FTP requests to the FortiGate.

To configure explicit FTP proxy in the GUI:

1. Enable and configure explicit FTP proxy:
a. Go to Network > Explicit Proxy.
b. Enable Explicit FTP Proxy.
c. Select port2 as the Listen on Interfaces and set the HTTP Portto 21.
d. Configure the Default Firewall Policy Action as needed.

Explicit Proxy

@ Explicit FTP Proxy Additional Information

Listen on Interfaces B port2 x @ APIPreview

+ >_ EditinCLI
FTP Port 21 & |- | High

= (® Documentation
[+] .
& Online Help &
Default Firewall Policy Action Accept W Video Tutorials &
Outgoing IP el Specify
Apply
e. Click Apply.

2. Create an explicit FTP proxy policy:
a. Go to Policy & Objects > Proxy Policy.
b. Click Create New.
c. Set Proxy Type to FTP and Outgoing Interface to port1.
d. Also set Source and Destination to all, Schedule to always, and Action to ACCEPT.

New Proxy Policy

Additional Information

Name @ proxy-policy-fip @ APl Preview
Proxy Type Explicit Web | Transparent Web
Enabled On € B port2 @ Documentation
Outgoing Interface | port1 - a Online Help €
& Video Tutorials (&'

Source Bal x

+
Destination Dal x

+
Schedule @ always -
Action L eedl @ DENY

Firewall / Network Options

Protocol Options default MEd

Outgoingsource 1P © [T AOeId Criginal Source IP

Security Profiles

o -:I_ Cancel
e. Click OKto create the policy.
L}
S L4
9 This example creates a basic policy. If required, security profiles can be enabled.

3. Configure the FTP client application to use the FortiGate IP address.
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To configure explicit FTP proxy in the CLI:

1. Enable and configure explicit FTP proxy:

config ftp-proxy explicit
set status enable
set incoming-port 21
end
config system interface
edit "port2"
set vdom "vdoml"
set ip 10.1.100.1 255.255.255.0
set allowaccess ping https ssh snmp http telnet
set type physical
set explicit-ftp-proxy enable
set snmp-index 12
next
end

2. Create an explicit FTP proxy policy:

config firewall proxy-policy
edit 4
set name "proxy-policy-ftp"
set proxy ftp
set dstintf "portl"
set srcaddr "all"
set dstaddr "all"
set action accept
set schedule "always"
next
end

A\,

S L4
? This example creates a basic policy. If required, security profiles can be enabled.

3. Configure the FTP client application to use the FortiGate IP address.

Transparent proxy

In a transparent proxy deployment, the user's client software, such as a browser, is unaware that it is communicating
with a proxy.

Users request internet content as usual, without any special client configuration, and the proxy serves their requests.
FortiGate also allows users to configure in transparent proxy mode.

To redirect HTTPS traffic, SSL inspection is required.

N ! /., HTTP and HTTPS traffic that is successfully redirected to a proxy policy is subject to security
? profiles configured on the proxy policy, not the base firewall policy. Security profiles configured
- on the base firewall policy still apply to other traffic, such as FTP.
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To configure transparent proxy in the GUI:

1. Configure a regular firewall policy with HTTP redirect:
a. Goto Policy & Objects > Firewall Policy.

b. Click Create New.
c. Name the policy appropriately, set the Incoming Interface to port2, and set the Outgoing Interface to port1.
d. Also set Source and Destination to all, Schedule to always, Service to ALL, and Action to ACCEPT.
e. Set Inspection Mode to Proxy-based and SSL Inspection to deep-inspection.
i New Policy _

Name €@ LAN To WAN Additional Information

Incoming Interface M port2 - @ APl Preview

Outgoing Interface | M port1 M

Source Ean x (® Documentation

* & Online Help &
Destination Qan x @ Video Tutorials
+ 8 Consolidated Policy Configuration (&

Schedule @ always -

Service m ALL ®

Action @ DENY

Inspection Mode  Flow-based

Firewall / Network Options

NAT [e ]

Protocol Options default > &

Security Profiles

AntiVirus [e ]

Web Filter (e ]

Video Filter (e ]

DNSFilter (e ]

Application Control (e )

File Filter [e ]

SSL Inspection deep-inspection v &

Decrypted Traffic Mirror (¢
BT o
f. Configure the remaining settings as needed.
g. Click OK.
[} . . .
S/, By default, HTTP redirect can only be enabled in the CLI. Enable Policy Advanced
9 Options in Feature Visibility to configure itin the GUI. See Feature visibility on page
3 2303 on page 1 for more information.

2. Configure a transparent proxy policy:
a. Goto Policy & Objects > Proxy Policy.
b. Click Create New.

c. Set Proxy Type to Transparent Web, set the Incoming Interface to port2, and set the Outgoing Interface to
port1.

d. Also set Source and Destination to all, Scheduleto always, Service to webproxy, and Action to ACCEPT.
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New Proxy Policy
Name @
Proxy Type @
Incoming Interface
QOutgeing Interface

Source
Destination

Schedule

Service

Action

proxy-policy-transparent

Transparent Web [l

® port2 v

[ portl -

Sall x
+

Qan x
+

[ always -

@ webproxy x
+

L eeyl @ DENY

Firewall / Network Options

Protocol Options

default

Outgoingsource IP @ JLESVISEENIN Original Source IP

Additional Information
@ API Preview
@ Documentation

& Online Help (2
@ Video Tutorials (&

e. Configure the remaining settings as needed.

f. Click OKto

create the policy.

\,

This example creates a basic policy. If required, security profiles can be enabled, and deep
SSL inspection can be selected to inspect HTTPS traffic.

3. No special configuration is required on the client to use FortiGate transparent proxy. As the client is using the
FortiGate as its default gateway, requests will first hit the regular firewall policy, and then be redirected to the

transparent proxy policy.

To configure transparent proxy in the CLI:

1. Configure a regular firewall policy with HTTP redirect:

config firewall policy

edit 1
set
set
set
set
set
set
set
set
set
set
set
set
set

next

end

name "LAN To WAN"

srcintf "port2"
dstintf "portl"

srcaddr "all"
dstaddr "all"
action accept

schedule "always"

service "ALL"

inspection-mode proxy

http-policy-redirect enable

fsso disable

ssl-ssh-profile "deep-inspection"

nat enable

2. Configure a transparent proxy policy:

config firewall proxy-policy

edit 5

set name "proxy-policy-transparent"
set proxy transparent-web

set srcintf "port2"
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set dstintf "portl"
set srcaddr "all"

set dstaddr "all"

set service "webproxy"
set action accept

set schedule "always"

next
end
\‘ ! 'l
9 This example creates a basic policy. If required, security profiles can be enabled, and deep
- SSL inspection can be selected to inspect HTTPS traffic.

3. No special configuration is required on the client to use FortiGate transparent proxy. As the client is using the
FortiGate as its default gateway, requests will first hit the regular firewall policy, and then be redirected to the
transparent proxy policy.

Proxy policy addresses

Proxy addresses are designed to be used only by proxy policies. The following address types are available:

» Host regex match on page 252

o URL pattern on page 253

o URL category on page 254

o HTTP method on page 255

o HTTP header on page 255

» User agent on page 256

» Advanced (source) on page 257

« Advanced (destination) on page 258

Fast policy match

The fast policy match function improves the performance of IPv4 explicit and transparent web proxies on FortiGate
devices.

When enabled, after the proxy policies are configured, the FortiGate builds a fast searching table based on the different
proxy policy matching criteria. When fast policy matching is disabled, web proxy traffic is compared to the policies one at

a time from the beginning of the policy list.
Fast policy matching is enabled by default, and can be configured with the following CLI command:

config web-proxy global
set fast-policy-match {enable | disable}
end

Host regex match

In this address type, a user can create a hostname as a regular expression to match the Host field in the Layer 7 header

of a packet. Once created, the hostname address can be selected as a destination of a proxy policy. This means that a
policy will only allow or block requests that match the regular expression.
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This example creates a host regex match address with the pattern qa.[a-z]*.com.

To create a host regex match address in the GUI:

1. Goto Policy & Objects > Addresses.
Click Create New > Address.
3. Set the following:
» Category to Proxy Address,
» Name to Host Regex,
o Type to Host Regex Match, and
» Host Regex Pattern to qa.[a-z]*.com.

New Address

FortiGate
Category Address  1Pvé Address | Multicast Address  IPv6 Multicast Address ortibe
FGDocs
Name Host Regex
Color Change Additional Information
Type Host Regex Match - @ API Preview
Host Regex Pattern  qa.[a-z]".com # Dynamic Address
Comments \ 0/255 uide:
3 Configuring an AWS Dynamic Address ('
A Configuring an Azure Dynamic Address (£
B Confiouring a Ganale Clond Platfarm Munamic
4. Click OK.

To create a host regex match address in the CLI:

config firewall proxy-address
edit "Host Regex"
set type host-regex
set host-regex "ga.[a-z]*.com"
next
end

URL pattern

In this address type, a user can create a URL path as a regular expression. Once created, the path address can be
selected as a destination of a proxy policy. This means that a policy will only allow or block requests that match the
regular expression.

This example creates a URL pattern address with the pattern ffiletypes/.

To create a URL pattern address in the GUI:

1. Goto Policy & Objects > Addresses.
2. Click Create New > Address.
3. Setthe following:

» Category to Proxy Address,

o Name to URL Regex,

e Typeto URL Pattern,

e Hostto all, and

» URL Path Regex to ffiletypes/.
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New Address
Category Address |Pvé Address Multicast Address |Pvé Multicast Address
Name URL Regex
Color Change
Type URL Pattern -
Host Ball -

URL PathRegex  /filetypes/

Comments

0/255

4. Click OK.

To create a URL pattern address in the CLI:

config firewall proxy-address
edit "URL Regex"
set type url
set host "all"
set path "/filetypes/"
next
end

URL category

@ API Preview

Dynamic Address

a0 Configuringan AWS Dynamic Address (2

/A Configuringan Azure Dynamic Address (£
Configuring a Google Cloud Platform Dynamic
Address ('

In this address type, a user can create a URL category based on a FortiGuard URL ID. Once created, the address can be

selected as a destination of a proxy policy. This means that a policy will only allow or block requests that match the URL

category.

The example creates a URL category address for URLs in the Education category. For more information about

categories, see https://fortiguard.com/webfilter/categories.

For information about creating and using custom local and remote categories, see \Web rating override on page 1419

and Threat feeds on page 2684.

To create a URL category address in the GUI:

1. Goto Policy & Objects > Addresses.
2. Click Create New > Address.
3. Setthe following:

» Category to Proxy Address,

o Name to url-category,

o Type to URL Category,

e Hostto all, and

e URL Category to Education.

New Address
Category Address IPv6 Address | Multicast Address  1Pv6 Multicast Address [EfoRithIFEES
Name url-category
Color Change
Type URL Category v
Host Zan -
URL Category  Education x
+
Comments Write acomment 0/255
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4. Click OK.

To create a URL category address in the CLI:

config firewall proxy-address
edit "url-category"
set type category
set host "all"
set category 30
next
end

To see alist of all the categories and their numbers, when editing the address, enter set category 2.

HTTP method

In this address type, a user can create an address based on the HTTP request methods that are used. Multiple method
options are supported, including: CONNECT, DELETE, GET, HEAD, OPTIONS, POST, PUT, and TRACE. Once
created, the address can be selected as a source of a proxy policy. This means that a policy will only allow or block
requests that match the selected HTTP method.

The example creates a HTTP method address that uses the GET method.

To create a HTTP method address in the GUI:

1. Goto Policy & Objects > Addresses.
Click Create New > Address.
3. Set the following:
» Category to Proxy Address,
» Name to method_get,
o Typeto HTTP Method,
e Hostto all, and
* Request Method to GET.
4. Click OK.

To create a HTTP method address in the CLI:

config firewall proxy-address
edit "method get"
set type method
set host "all"
set method get
next
end

HTTP header

In this address type, a user can create a HTTP header as a regular expression. Once created, the header address can
be selected as a source of a proxy policy. This means that a policy will only allow or block requests where the HTTP
header matches the regular expression.
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This example creates a HTTP header address with the pattern Q/A-B].

To create a HTTP header address in the GUI:

1. Goto Policy & Objects > Addresses.
2. Click Create New > Address.
3. Set the following:
» Category to Proxy Address,
o Name to HTTP-header,
o Typeto HTTP Header,
e Hostto all,
e Header Name to Header_Test, and
» Header Regexto Q[A-B].
4. Click OK.

To create a HTTP header address in the CLI:

config firewall proxy-address
edit "method get"
set type header
set host "all"
set header-name "Header Test"
set header "Q[A-B]"
next
end

User agent

In this address type, a user can create an address based on the names of the browsers that are used as user agents.
Multiple browsers are supported, such as Chrome, Firefox, Internet Explorer, and others. Once created, the address can
be selected as a source of a proxy policy. This means that a policy will only allow or block requests from the specified
user agent.

This example creates a user agent address for Google Chrome.

To create a user agent address in the GUI:

1. Goto Policy & Objects > Addresses.
2. Click Create New > Address.
3. Set the following:

» Category to Proxy Address,

» Name to UA-Chrome,

» Typeto User Agent,

e Hostto all, and

o User Agentto Google Chrome.
4. Click OK.
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To create a user agent address in the CLI:

config firewall proxy-address
edit "UA-Chrome"

set type ua
set host "all"
set ua chrome

next

end

Advanced (source)

In this address type, a user can create an address based on multiple parameters, including HTTP method, User Agent,

and HTTP header. Once created, the address can be selected as a source of a proxy policy. This means that a policy will

only allow or block requests that match the selected address.

This example creates an address that uses the get method, a user agent for Google Chrome, and an HTTP header with

the pattern Q[A-B].

To create an advanced (source) address in the GUI:

1. Goto Policy & Objects > Addresses.
2. Click Create New > Address.
3. Set the following:

» Category to Proxy Address,

+ Name to advanced_src,

» Typeto Advanced (Source),

» Hostto all,

* Request Method to GET,

» User Agentto Google Chrome, and

e HTTP headerto Header_Test: Q[A-B].
4. Click OK.

To create an advanced (source) address in the CLI:

config firewall proxy-address
edit "advance src"

next
end

set type src-advanced
set host "all"
set method get
set ua chrome
config header-group
edit 1
set header-name "Header Test"
set header "Q[A-B]"
next
end
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Advanced (destination)

In this address type, a user can create an address based on URL pattern and URL category parameters. Once created,
the address can be selected as a destination of a proxy policy. This means that a policy will only allow or block requests
that match the selected address.

This example creates an address with the URL pattern /about that are in the Education category. For more information
about categories, see https://fortiguard.com/webfilter/categories.

To create an advanced (destination) address in the GUI:

1. Goto Policy & Objects > Addresses.
2. Click Create New > Address.
3. Set the following:
» Category to Proxy Address,
» Name to Advanced-dst,
» Type to Advanced (Destination),
» Hostto all,
* URL Path Regex to /about, and
» URL Category to Education.

New Address

FortiGate
Category Address |Pvé Address Multicast Address = |Pvé Multicast Address o
£ FGDocs
Name Advanced-dst
Color Change Additional Information
Type Advanced (Destination) - @ API Preview
Host 2 ube hd # Dynamic Address
URL PathRegex | /about Suide:
URL Category Education x 2 Configuringan AWS Dynamic Address &
+ £\ Configuringan Azure Dynamic Address (£
Configuring a Google Cloud Platform Dynamic
Comments 0255 Address (2
== Configuring an Oracle Cloud Infrastructure Dynamic
Address (&
4. Click OK.

To create an advanced (destination) address in the CLI:

config firewall proxy-address
edit "Advanced-dst"
set type dst-advanced
set host "ubc"
set path "/about"
set category 30
next
end

Proxy policy security profiles

Web proxy policies support most security profile types.

Ay
‘Q' Security profiles must be created before they can be used in a policy, see Security Profiles on
- page 1173 for information.
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Explicit web proxy policy

The security profiles supported by explicit web proxy policies are:

o AntiVirus

o Web Filter

Application Control

« IPS

o DLP Sensor

« ICAP

« Web Application Firewall
SSL Inspection

To configure security profiles on an explicit web proxy policy in the GUI:

1. Goto Policy & Objects > Proxy Policy.
2. Click Create New.
3. Set the following:

Proxy Type Explicit Web
Outgoing Interface port1
Source all
Destination all
Schedule always
Service webproxy
Action ACCEPT

4. Inthe Firewall / Network Options section, set Protocol Options to default.
5. Inthe Security Profiles section, make the following selections (for this example, these profiles have all already been

created):
AntiVirus av
Web Filter urlfiler
Application Control app
IPS Sensor-1
DLP Sensor dip
ICAP default
Web Application Firewall default
SSL Inspection deep-inspection

6. Click OK to create the policy.

FortiOS 7.0.17 Administration Guide 259
Fortinet Inc.



Network

To configure security profiles on an explicit web proxy policy in the CLI:

config firewall proxy-policy

edit 1
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

next

end

proxy explicit-web
dstintf "portl"
srcaddr "all"
dstaddr "all"
service "web"
action accept
schedule "always"
utm-status enable
av-profile "av"

webfilter-profile "urlfilter"
dlp-sensor "dlp"

ips-sensor "sensor-1"
application-list "app"
icap-profile "default"
waf-profile "default"
ssl-ssh-profile "deep-inspection"

Transparent proxy

The security profiles supported by transparent proxy policies are:

o AntiVirus

o Web Filter

o Application Control

e IPS

e DLP Sensor

« ICAP

To configure security profiles on a transparent proxy policy in the GUI:

Web Application Firewall
SSL Inspection

1. Goto Policy & Objects > Proxy Policy.
2. Click Create New.
3. Set the following:

Proxy Type Transparent Web
Incoming Interfae port2

Outgoing Interface port1

Source all

Destination all

Schedule always
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Service webproxy

Action ACCEPT

4. Inthe Firewall / Network Options section, set Protocol Options to default.
5. Inthe Security Profiles section, make the following selections (for this example, these profiles have all already been

created):
AntiVirus av
Web Filter urlfiler
Application Control app
IPS Sensor-1
DLP Sensor dip
ICAP default
Web Application Firewall default
SSL Inspection deep-inspection

6. Click OKto create the policy.

To configure security profiles on a transparent proxy policy in the CLI:

config firewall proxy-policy
edit 2
set proxy transparent-web
set srcintf "port2"
set dstintf "portl"
set srcaddr "all"
set dstaddr "all"
set service "webproxy"
set action accept
set schedule "always"
set utm-status enable
set av-profile "av"
set webfilter-profile "urlfilter"
set dlp-sensor "dlp"
set ips-sensor "sensor-1"
set application-list "app"
set icap-profile "default"
set waf-profile "default"
set ssl-ssh-profile "certificate-inspection"
next
end

FTP proxy

The security profiles supported by FTP proxy policies are:

o AntiVirus
o Application Control
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« IPS

e« DILP Sensor

To configure security profiles on an FTP proxy policy in the GUI:

1. Goto Policy & Objects > Proxy Policy.
2. Click Create New.
3. Set the following:

Proxy Type FTP
Outgoing Interface port1
Source all
Destination all
Schedule always
Action ACCEPT

4. Inthe Firewall / Network Options section, set Protocol Options to default.
5. Inthe Security Profiles section, make the following selections (for this example, these profiles have all already been

created):
AntiVirus av
Application Control app
IPS Sensor-1
DLP Sensor dip

6. Click OKto create the policy.

To configure security profiles on an FTP proxy policy in the CLI:

config firewall proxy-policy

edit

next
end

3
set
set
set
set
set
set
set
set
set
set
set

proxy ftp

dstintf "portl"
srcaddr "all"
dstaddr "all"
action accept
schedule "always"
utm-status enable
av-profile "av"
dlp-sensor "dlp"
ips-sensor "sensor-1"
application-list "app"
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Explicit proxy authentication

FortiGate supports multiple authentication methods. This topic explains using an external authentication server with
Kerberos as the primary and NTLM as the fallback.

To configure Explicit Proxy with authentication:

Enable and configure the explicit proxy on page 263.

Configure the authentication server and create user groups on page 263.

Create an authentication scheme and rules on page 266.

Create an explicit proxy policy and assign a user group to the policy on page 267.

a b obd-=

Verify the configuration on page 267.

Enable and configure the explicit proxy

To enable and configure explicit web proxy in the GUI:

Go to Network > Explicit Proxy.

Enable Explicit Web Proxy.

Select port2 as the Listen on Interfaces and set the HTTP Port to 8080.
Configure the remaining settings as needed.

Click Apply.

o~ oODd=

To enable and configure explicit web proxy in the CLI:

config web-proxy explicit
set status enable
set ftp-over-http enable
set socks enable
set http-incoming-port 8080
set ipv6-status enable
set unknown-http-version best-effort
end
config system interface
edit "port2"
set vdom "vdoml"
set ip 10.1.100.1 255.255.255.0
set allowaccess ping https ssh snmp http telnet
set type physical
set explicit-web-proxy enable
set snmp-index 12
end
next
end

Configure the authentication server and create user groups

Since we are using an external authentication server with Kerberos authentication as the primary and NTLM as the
fallback, Kerberos authentication is configured first and then FSSO NTLM authentication is configured.
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For successful authorization, the FortiGate checks if user belongs to one of the groups that is permitted in the security
policy.

When configuring an LDAP connection to an Active Directory server, an administrator must
provide Active Directory user credentials.

¢ To secure this connection, use LDAPS on both the Active Directory server and FortiGate.
A See Configuring an LDAP server on page 1933.
« Apply the principle of least privilege. For the LDAP regular bind operation, do not use
credentials that provide full administrative access to the Windows server when using

credentials. See Configuring least privileges for LDAP admin account authentication in
Active Directory on page 1940.

To configure an authentication server and create user groups in the GUI:

1. Configure Kerberos authentication:
a. Goto User & Authentication > LDAP Servers.
b. Click Create New.
c. Setthe following:

Name Idap-kerberos

Server IP 172.18.62.220

Server Port 389

Common Name Identifier cn

Distinguished Name dc=fortinetqa,dc=local
d. Click OK

2. Define Kerberos as an authentication service. This option is only available in the CLI. For information on generating
a keytab, see Generating a keytab on a Windows server on page 268.

3. Configure FSSO NTLM authentication:

FSSO NTLM authentication is supported in a Windows AD network. FSSO can also provide NTLM authentication
service to the FortiGate unit. When a user makes a request that requires authentication, the FortiGate initiates
NTLM negotiation with the client browser, but does not process the NTLM packets itself. Instead, it forwards all the
NTLM packets to the FSSO service for processing.

a. Go to Security Fabric > External Connectors.
b. Click Create New and select FSSO Agent on Windows AD from the Endpoint/Identity category.
c. Setthe Name to FSSO, Primary FSSO Agentto 172.16.200.220, and enter a password.
d. Click OK.
4. Create a user group for Kerberos authentication:
a. Goto User & Authentication > User Groups.
b. Click Create New.
c. Setthe Name to Ldap-Group, and Type to Firewall.
d

In the Remote Groups table, click Add, and set the Remote Server to the previously created Idap-kerberos
server.

e. Click OK.
5. Create a user group for NTLM authentication:
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a. Goto User & Authentication > User Groups.
Click Create New.

Set the Name to NTLM-FSSO-Group, Type to Fortinet Single Sign-On (FSSO), and add FORTINETQA/FSSO
as a member.

d. Click OK.

To configure an authentication server and create user groups in the CLI:

1. Configure Kerberos authentication:

config user ldap
edit "ldap-kerberos"
set server "172.18.62.220"
set cnid "cn"
set dn "dc=fortinetga,dc=local"
set type regular
set username "CN=root,CN=Users,DC=fortinetga,DC=local"
set password ***xxkkkkx
next
end

2. Define Kerberos as an authentication service:

config user krb-keytab
edit "http service"
set pac-data disable
set principal "HTTP/FGT.FORTINETQA.LOCALQ@FORTINETQA.LOCAL"
set ldap-server "ldap-kerberos"
set keytab
"BQIAAABFAAIAEEZPULIRJTkKkVUUUEUTE 9DQUWABEhUVFAAFEZHVCS5GT1JUSUSEVFFBLkxPQOFMAAAAAQAAAAAEAAE
ACKLCMonpitnVAAAARQACABBGT1JUSUSEFVEFFBLkxPQOFMAARIVFRQABRGRIQuURkISVELIORVRRQSSMTONBTAAAAAE
AAAAABAADAAIiwjKJI6YrZ1QAAAEOAAGAQRkISVELIORVRROSSMTONBTAAESFRUUAAURKAULKkZPUIRJTKVUUUEUTES
DQUWAAAABAAAAAAQAFWAQUHO9UqROcSkzyxdzKCEXdwAAAFOAAGAQRkOSVELIORVRROQSSMTONBTAAESFRUUAAURKA
ULkZPU1RJTkKVUUUEUTE 9DQUwWAAAABAAAAAAQAEgAgzee854Aq1HhQiKJIZVvV4tL2Poy7ThMIARQPKSMCB/ /BIAAAAB
NAATAEEZPUIRJTkVUUUEUTE9DQUWABEhUVFAAFEZHVCS5GT1JUSUSFVFFBLkxPQOFMAAAAAQAAAAAEABEAEG4 9VHE
1iBghr63Z2/1lnwYrU="
next
end

For information on generating a keytab, see Generating a keytab on a Windows server on page 268.
3. Configure FSSO NTLM authentication:

config user fsso
edit "1"
set server "172.18.62.220"
set password *xxxAkkkx
next
end

4. Create a user group for Kerberos authentication:

config user group
edit "Ldap-Group"
set member "ldap" "ldap-kerberos"
next
end
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5. Create a user group for NTLM authentication:

config user group
edit "NTLM-FSSO-Group"

end

set
set
next

group-type fsso-service
member "FORTINETQA/FSSO"

Create an authentication scheme and rules

Explicit proxy authentication is managed by authentication schemes and rules. An authentication scheme must be

created first, and then the authentication rule.

To create an authentication scheme and rules in the GUI:

1. Create an authentication scheme:

a.
b.
c.
d.

Go to Policy & Objects > Authentication Rules.

Click Create New > Authentication Schemes.

Set the Name to Auth-scheme-Negotiate and select Negotiate as the Method.

Click OK.

2. Create an authentication rule:

200

Go to Policy & Objects > Authentication Rules.

Click Create New > Authentication Rules.
Set the Name to Auth-Rule, Source Address to all, and Protocolto HTTP.
Enable Authentication Scheme, and select the just created Auth-scheme-Negotiate scheme.

Click OK.

To create an authentication scheme and rules in the CLI:

1. Create an authentication scheme:

config authentication scheme
edit "Auth-scheme-Negotiate"

end

set
next

method negotiate <<< Accepts both Kerberos and NTLM as fallback

2. Create an authentication rule:

config authentication rule
edit "Auth-Rule"

end

set
set
set
set
set
set
next

status enable

protocol http

srcaddr "all"

ip-based enable

active-auth-method "Auth-scheme-Negotiate"
comments "Testing"
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Create an explicit proxy policy and assign a user group to the policy

To create an explicit proxy policy and assign a user group to it in the GUI:

Go to Policy & Objects > Proxy Policy.

Click Create New.

Set Proxy Type to Explicit Web and Outgoing Interface to port1.

Set Source to all, and the just created user groups NTLM-FSSO-Group and Ldap-Group.
Also set Destination to all, Schedule to always, Service to webproxy, and Actionto ACCEPT.
Click OK.

2

To create an explicit proxy policy and assign a user group to it in the CLI:

config firewall proxy-policy
edit 1
set proxy explicit-web
set dstintf "portl"
set srcaddr "all"
set dstaddr "all"
set service "web"
set action accept
set schedule "always"
set logtraffic all
set groups "NTLM-FSSO-Group" "Ldap-Group"
set av-profile "av"
set ssl-ssh-profile "deep-custom"
next
end

Verify the configuration

Log in using a domain and system that would be authenticated using the Kerberos server, then enter the diagnose
wad user list CLIcommand to verify:

# diagnose wad user list
ID: 8, IP: 10.1.100.71, VDOM: vdoml

user name : testl@FORTINETQA.LOCAL
duration : 389
auth type : IP
auth method : Negotiate
pol id 1
g _id 1
user based : 0
expire : no
LAN:
bytes in=4862 bytes out=11893
WAN :

bytes in=7844 bytes out=1023
Log in using a system that is not part of the domain. The NTLM fallback server should be used:

# diagnose wad user list
ID: 2, IP: 10.1.100.202, VDOM: vdoml
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user name : TEST31@FORTINETQA
duration H
auth type : IP
auth method : NTLM
pol id 1
g_id : 5
user based : 0
expire : no
LAN:
bytes in=6156 bytes out=16149
WAN :

bytes in=7618 bytes out=1917

Generating a keytab on a Windows server

A keytab is used to allow services that are not running Windows to be configured with service instance accounts in the
Active Directory Domain Service (AD DS). This allows Kerberos clients to authenticate to the service through Windows
Key Distribution Centers (KDCs).

For an explanation of the process, see https://docs.microsoft.com/en-us/windows-server/administration/windows-
commands/ktpass.

To generate a keytab on a Windows server:

1. Onthe server, create a user for the FortiGate:

» The service name is the FQDN for the explicit proxy interface, such as the hostname in the client browser proxy
configuration. In this example, the service name is FGT.

» The account only requires domain users membership.
e The password must be very strong.
» The password is set to never expire.
2. Addthe FortiGate FQDN in to the Windows DNS domain, as well as in-addr.arpa.
3. Generate the Kerberos keytab using the ktpass command on Windows servers and many domain workstations:

# ktpass -princ HTTP/<domain name of test fgt>@realm -mapuser <user> -pass <password> -
crypto all -ptype KRB5 NT PRINCIPAL -out fgt.keytab

For example:

ktpass -princ HTTP/FGT.FORTINETQA.LOCAL@FORTINETQA.LOCAL -mapuser FGT -pass ****&x&rdxx
-crypto all -ptype KRB5 NT PRINCIPAL -out fgt.keytab

ﬂ If the FortiGate is handling multiple keytabs in Kerberos authentication, use different
I passwords when generating each keytab.

4. Encode the keytab to base64 in a text file:

e OnWindows: certutil -encode fgt.keytab tmp.b64 && findstr /v /c:- tmp.b64 >
fgt.txt

e OnlLinux:base64 fgt.keytab > fgt.txt
e OnMacOS:base64 -i fgt.keytab -o fgt.txt
5. Usethe codein £gt. txt as the keytab parameter when configuring the FortiGate.
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Transparent web proxy forwarding

In FortiOS, there is an option to enable proxy forwarding for transparent web proxy policies and regular firewall policies

for HTTP and HTTPS.

In previous versions of FortiOS, you could forward proxy traffic to another proxy server (proxy chaining) with explicit
proxy. Now, you can forward web traffic to the upstream proxy without having to reconfigure your browsers or publish a

proxy auto-reconfiguration (PAC) file.

Once configured, the FortiGate forwards traffic generated by a client to the upstream proxy. The upstream proxy then

forwards it to the server.

To configure proxy forwarding:

1. Configure the web proxy forwarding server:

config web-proxy forward-server
edit "upStream proxy 1"
set ip 172.16.200.20
set healthcheck enable
set monitor "http://www.google.ca"

next
end

2. Append the web proxy forwarding server to a firewall policy:

config firewall policy

edit 1
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

next

end

Selectively forward web requests to a transparent web proxy

Web traffic over HTTP/HTTPS can be forwarded selectively by the FortiGate's transparent web proxy to an upstream
web proxy to avoid overwhelming the proxy server. Traffic can be selected by specifying the proxy address, which can

name "LAN To WAN"

srcintf "portlO"
dstintf "port9"
srcaddr "all"
dstaddr "all"
action accept
schedule "always"
service "ALL"

utm-status enable
logtraffic all

webproxy-forward-server "upStream proxy 1"

fsso disable

av-profile "av"

ssl-ssh-profile "deep-custom"
nat enable

be based on a FortiGuard URL category.

A\,

The FortiGuard web filter service must be enabled on the downstream FortiGate.
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Forwarding behavior

The forward server will be ignored if the proxy policy matching for a particular session needs the FortiGate to see
authentication information inside the HTTP (plain text) message. For example, assume that user authentication is
required and a forward server is configured in the transparent web proxy, and the authentication method is an active
method (such as basic). When the user or client sends the HTTP request over SSL with authentication information to the
FortiGate, the request cannot be forwarded to the upstream proxy. Instead, it will be forwarded directly to the original
web server (assuming deep inspection and http-policy-redirect are enabled in the firewall policy).

The FortiGate will close the session before the client request can be forwarded if all of the following conditions are met:

» The certificate inspection is configured in the firewall policy that has the http-policy-redirect option enabled.

» A previously authenticated IP-based user record cannot be found by the FortiGate's memory during the SSL
handshake.

« Proxy policy matching needs the FortiGate to see the HTTP request authentication information.

This means that in order to enable user authentication and use webproxy-forward-server in the transparent web
proxy policy at the same time, the following best practices should be followed:

 Inthe firewall policy that has the http-policy-redirect option enabled, set ss1-ssh-profile touse the
deep-inspection profile.

« Use IP-based authentication rules; otherwise, the webproxy-forward-server setting in the transparent web
proxy policy will be ignored.

« Use a passive authentication method such as FSSO. With FSSO, once the user is authenticated as a domain user
by a successful login, the web traffic from the user's client will always be forwarded to the upstream proxy as long as
the authenticated user remains unexpired. If the authentication method is an active authentication method (such as
basic, digest, NTLM, negotiate, form, and so on), the first session containing authentication information will bypass
the forward server, but the following sessions will be connected through the upstream proxy.
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Sample configuration

On the downstream FortiGate proxy, there are two category proxy addresses used in two separate transparent web

proxy policies as the destination address:

* Inthe policy with upstream proxy 1 asthe forward server, the proxy address category infotech is used to

match URLs in the information technology category.

* Inthe policy with upstream proxy 2 asthe forward server, the proxy address category socialisusedto

match URLs in the social media category.

To configure forwarding requests to transparent web proxies:

1. Configure the proxy forward servers:

config web-proxy forward-server
edit "upStream proxy 1"
set ip 172.16.200.20
next
edit "upStream proxy 2"
set ip 172.16.200.46
next
end

2. Configure the web proxy addresses:

config firewall proxy-address
edit "category infotech"
set type category
set host "all"
set category 52
next
edit "category social"
set type category
set host "all"
set category 37
next
end

3. Configure the firewall policy:

config firewall policy
edit 1
set srcintf "portlQ"
set dstintf "port9"
set srcaddr "all"
set dstaddr "all"
set action accept
set schedule "always"
set service "ALL"
set utm-status enable
set inspection-mode proxy
set http-policy-redirect enable
set ssl-ssh-profile "deep-inspection"
set av-profile "av"
set nat enable
next
end
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4. Configure the proxy policies:

config firewall proxy-policy

edit 1
set
set
set
set
set
set
set
set
set
set
set
set
set

next

edit 2
set
set
set
set
set
set
set
set
set
set
set
set
set

next

end

Upstream proxy authentication in transparent proxy mode

A downstream proxy FortiGate that needs to be authenticated by the upstream web proxy can use the basic
authentication method to send its username and password, in the base64 format, to the upstream web proxy for
authentication. If the authentication succeeds, web traffic that is forwarded from the downstream proxy FortiGate to the

proxy transparent-web

srcintf "portlO"

dstintf "port9o"

srcaddr "all"

dstaddr "category infotech"
service "webproxy"

action accept

schedule "always"

logtraffic all
webproxy-forward-server "upStream proxy 1"
utm-status enable

ssl-ssh-profile "deep-inspection"

av-profile "av

proxy transparent-web

srcintf "portlO"

dstintf "port9"

srcaddr "all"

dstaddr "category social"

service "webproxy"

action accept

schedule "always"

logtraffic all
webproxy-forward-server "upStream proxy 2"
utm-status enable

ssl-ssh-profile "deep-inspection"

av-profile "av

upstream proxy can be accepted and forwarded to its destinations.

In this example, a school has a FortiGate acting as a downstream proxy that is configured with firewall policies for each
user group (students and staff). In each policy, a forwarding server is configured to forward the web traffic to the

upstream web proxy.

The username and password that the upstream web proxy uses to authenticate the downstream proxy are configured on
the forwarding server, and are sent to the upstream web proxy with the forwarded HTTP requests.

Username Password

student.proxy.local:8080 students

staff.proxy.local:8081 staff

FortiOS 7.0.17 Administration Guide

Fortinet Inc.

272



Network

On the downstream FortiGate, configure forwarding servers with the usernames and passwords for authentication on
the upstream web proxy, then apply those servers to firewall policies for transparent proxy. For explicit web proxy, the
forwarding servers can be applied to proxy policies.

When the transparent proxy is configured, clients can access websites without configuring a web proxy in their browser.
The downstream proxy sends the username and password to the upstream proxy with forwarded HTTP requests to be
authenticated.

To configure the forwarding server on the downstream FortiGate:

config web-proxy forward-server
edit "Student Upstream WebProxy"
set addr-type fgdn
set fgdn "student.proxy.local"
set port 8080
set username "student"
set password ABC123
next
edit "Staff Upstream WebProxy"
set addr-type fgdn
set fqgdn "staff.proxy.local"
set port 8081
set username "staff"
set password 123456
next
end

To configure firewall policies for transparent proxy:

config firewall policy

edit 1
set srcintf "Vlan Student"
set dstintf "port9o"
set srcaddr "Student Subnet"
set dstaddr "all"
set action accept
set schedule "always"
set service "ALL"
set utm-status enable
set inspection-mode proxy
set ssl-ssh-profile "deep-inspection"
set av-profile "av"
set webproxy-forward-server "Student Upstream WebProxy"
set nat enable

next

edit 2
set srcintf "Vlan Staff"
set dstintf "port9o"
set srcaddr "Staff Subnet"
set dstaddr "all"
set action accept
set schedule "always"
set service "ALL"
set utm-status enable
set inspection-mode proxy
set ssl-ssh-profile "deep-inspection"
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set av-profile "av"
set webproxy-forward-server "Staff Upstream WebProxy"
set nat enable

next
end

Multiple dynamic header count

Multiple dynamic headers are supported for web proxy profiles, as well as Base64 encoding and the append/new

options.

Administrators only have to select the dynamic header in the profile. The FortiGate will automatically display the
corresponding static value. For example, if the administrator selects the Sclient-ip header, the FortiGate will display

the actual client IP address.

The supported headers are:

Sclient-ip
Suser
Sdomain
$local grp
Sremote grp

Sproxy name

Client IP address

Authentication user name

User domain name

Firewall group name

Group name from authentication server

Proxy realm name

To configure dynamic headers using the CLI:

Since authentication is required, FSSO NTLM authentication is configured in this example.

1. Configure LDAP:

config user

ldap

edit "ldap-kerberos"

set
set
set
set
set
set
next
end

server "172.18.62.220"

cnid "cn"a

dn "dc=fortinetga,dc=local"

type regular

username "CN=root,CN=Users,DC=fortinetga,DC=local"
paSSWOrd * Kk kkkkkk*k

2. Configure FSSO:

config user fsso

edit "1"

set
set
next
end

server "172.18.62.220"
password * Kk Kk ok ok Kk kk ok

3. Configure a user group:
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config user group
edit "NTLM-FSSO"
set group-type fsso-service
set member "FORTINETQA/FSSO"
next
end

4. Configure an authentication scheme:

config authentication scheme
edit "au-sch-ntlm"
set method ntlm
next
end

5. Configure an authentication rule:

config authentication rule
edit "au-rule-fsso"
set srcaddr "all"
set active-auth-method "au-sch-ntlm"
next
end

6. Create a web proxy profile that adds a new dynamic and custom via header:

config web-proxy profile
edit "test"
set log-header-change enable
config headers
edit 1
set name "client-ip"
set content "$client-ip"
next
edit 2
set name "Proxy-Name"
set content "$proxy name"
next
edit 3
set name "user"
set content "Suser"
next
edit 4
set name "domain"
set content "$domain"
next
edit 5
set name "local grp"
set content "$local grp"
next
edit 6
set name "remote grp"
set content "$remote grp"
next
edit 7
set name "Via"
set content "Fortigate-Proxy"
next
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7.

end
next
end

In the proxy policy, append the web proxy profile created in the previous step:

config firewall proxy-policy
edit 1
set proxy explicit-web
set dstintf "portl"
set srcaddr "all"
set dstaddr "all"
set service "web"
set action accept
set schedule "always"
set logtraffic all
set groups "NTLM-FSSO"
set webproxy-profile "test"
set utm-status enable
set av-profile "av"
set webfilter-profile "content"
set ssl-ssh-profile "deep-custom"
next
end

Once traffic is being generated from the client, look at the web filter logs to verify that it is working.

The corresponding values for all the added header fields are shown at Log & Report > Web Filter, in the Change
headers section at the bottom of the Log Details pane.

1: date=2019-02-07 time=13:57:24 1logid="0344013632" type="utm" subtype="webfilter"
eventtype="http header change" level="notice" vd="vdoml" eventtime=1549576642 policyid=1
transid=50331689 sessionid=1712788383 user="TEST21@FORTINETQA" group="NTLM-FSSO"
profile="test" srcip=10.1.100.116 srcport=53278 dstip=172.16.200.46 dstport=80
srcintf="port2" srcintfrole="undefined" dstintf="portl" dstintfrole="undefined" proto=6
service="HTTP" url="http://172.16.200.46/" agent="curl/7.22.0" chgheaders="Added=client-
ip: 10.1.100.116|Proxy-Name: 1.1 100D.galuser: TEST21|domain: FORTINETQA|local grp:
NTLM-FSSO|remote grp: FORTINETQA/FSSO|Via: Fortigate-Proxy"

Restricted SaaS access

Large organizations may want to restrict SaaS access to resources like Microsoft Office 365, Google Workspace, and
Dropbox by tenant to block non-company login attempts and secure the users from accessing non-approved cloud
resources. Many cloud vendors enable this by applying tenant restrictions for access control. For example, users

accessing Microsoft 365 applications with tenant restrictions through the corporate proxy will only be allowed to log in as

the company’s tenant and access the organization’s applications.

To implement this, access requests from the clients pass through the company’s web proxy, which inserts headers to
notify the SaaS service to apply tenant restrictions with the permitted tenant list. Users are redirected the SaaS service
login page, and are only allowed to log in if they belong to the permitted tenant list.

For more information, refer to the vendor-specific documentation:

Office 365: Restrict access to a tenant
Google Workspace: Block access to consumer accounts
Dropbox: Network control
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Basic configuration

A web proxy profile can specify access permissions for Microsoft Office 365, Google Workspace, and Dropbox by
inserting vendor-defined headers that restrict access to the specific accounts. Custom headers can also be inserted for
any destination. The web proxy profile can then be applied to a firewall policy to control the header's insertion.

To implement Office 365 tenant restriction, Google Workspace account access control, and Dropbox
network access control:

1. Configure a web proxy profile according to the vendors' specifications:
a. Setthe header name (defined by the service provider).
b. Set the traffic destination (the service provider).
c. Setthe HTTP header content to be inserted into the traffic (defined by your settings).

config web-proxy profile
edit <name>
config headers
edit <id>
set name <string>
set dstaddr <address>
set action add-to-request
set baseb4-encoding disable
set add-option new
set protocol https http
set content <string>
next
end
next
end

2. Apply the web proxy profile to a policy. SSL deep inspection must be used in the firewall policy:

The following table lists the vendor-specific config headers settings that must be configured in the web proxy profile
(config web-proxy profile):

Setting Vendor specification
Microsoft Office 365 Google Workspace Dropbox
name <string> e Restrict- ¢ X-GoogApps-— e X-Dropbox-allowed-
Access-To- Allowed-Domains Team-Ids
Tenants

e Restrict-
Access-Context

dstaddr  Use the built-in » Use the built-in G » Use the built-in
SEeEress> Microsoft Suite address. wildcard.dropbox.com
Office 365 address.
address.
content <string> e Enter the domain for ¢ Enter the domain. ¢ Enter the Dropbox team ID.
Restrict-

Access-To-
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Setting Vendor specification
Microsoft Office 365 Google Workspace Dropbox
Tenants.
e Enter the directory ID
forRestrict-

Access-Context.

Due to vendors' changing requirements, these settings may no longer comply with the vendors' official guidelines. See
the vendor documentation for more details.

Microsoft Office 365 example

In this example, a web proxy profile is created to control permissions for Microsoft Office 365 to allow corporate domains
and deny personal accounts, such as Hotmail and Outlook that are accessed through login.live.com.

1
_
Office 365
4 tenant

FortiGate

nt

1. When a user attempts to access login.microsoftonline.com, login.microsoft.com, or login.windows.net, the traffic will
match a proxy inspection mode firewall policy with the assigned web proxy profile.

2. The web proxy profile adds new headers to the customer tenant, indicating the allowed domain and restricted
access for personal accounts. Next, the FortiGate starts a new connection with the Microsoft Office 365 domain
controller including the new headers.

3. The Microsoft Office 365 domain controller assesses this data and will allow or deny this access, then sends a reply
to the FortiGate.

4. The FortiGate sends a reply to the client.

The FortiGate will only indicate the correct domains to be allowed or denied through the headers to Microsoft. The
custom sign-in portal in the browser is generated by Microsoft.

Configuration summary

The following must be configured in FortiOS:

» An FQDN address for login.live.com
« An SSL inspection profile that applies deep inspection for login.live.com

vy
‘?' Ensure that the firewall certificate is installed on the client machines. A company certificate

signed by an internal CA is recommended.

» A web filter profile in proxy mode with static URL filters for the SNI URLs
« A web proxy profile that adds new headers to the customer tenant
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« Afirewall policy using proxy mode inspection that applies the configured SSL SSL inspection, web filter, and web
proxy profiles

The Restrict-Access-To-Tenants and Restrict-Access-Context headers are inserted for incoming requests
to: login.microsoftonline.com, login.microsoft.com, and login.windows.net, which are part of the Microsoft Office
365 address group.

To restrict access to personal accounts using the login.live.com domain, the sec-Restrict-Tenant-Access-—
Policy headeris inserted and uses restrict-msa as the header content.

Before configuring the FortiGate, collect the information related to the company domain in the Office 365 contract.

e Restrict-Access-To-Tenants:your <domain.com>
e Restrict-Access-Context: Directory ID

Al
‘?' To find the Directory ID related to the domain, locate it in the Azure portal, or use the
|| whatismytenantid.com open tool.

To configure the FortiGate:

1. Add the FQDN address for login.live.com:

config firewall address
edit "login.live.com"
set type fgdn
set fgdn "login.live.com"
next
end

2. Configure the SSL inspection profile. In this example, the deep-inspection profile is cloned, and the 1ive.com
FQDN is removed from the exemption list.

a. Clonethe deep-inspection profile:

config firewall ssl-ssh-profile
clone "deep-inspection" to "Tenant"
end

b. Editthe Tenant profile and remove 1ive.comfromthe config ssl-exempt list.
3. Configure the URL filter list:

config webfilter urlfilter
edit 1
set name "Auto-webfilter-urlfilter"
config entries
edit 1
set url "login.microsoftonline.com"
set action allow
next
edit 2
set url "login.microsoft.com"
set action allow
next
edit 3
set url "login.windows.net"
set action allow
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next

edit 4
set url "login.live.com"
set action allow

next

end
next
end

4. Configure the web filter profile:

config webfilter profile
edit "Tenant"
set comment "Office 365"
set feature-set proxy
config web
set urlfilter-table 1
end
next
end

5. Configure the web proxy profile (enter the header names exactly as shown):

config web-proxy profile
edit "SaaS-Tenant-Restriction"
set header-client-ip pass
set header-via-request pass
set header-via-response pass
set header-x-forwarded-for pass
set header-x-forwarded-client-cert pass
set header-front-end-https pass
set header-x-authenticated-user pass
set header-x-authenticated-groups pass
set strip-encoding disable
set log-header-change disable
config headers
edit 1
set name "Restrict-Access-To-Tenants"
set dstaddr "login.microsoft.com" "login.microsoftonline.com"
"login.windows.net"
set action add-to-request
set base64-encoding disable
set add-option new
set protocol https http
set content <domain>
next
edit 2
set name "Restrict-Access-Context"
set dstaddr "login.microsoftonline.com" "login.microsoft.com"
"login.windows.net"
set action add-to-request
set base64-encoding disable
set add-option new
set protocol https http
set content <directory ID>

next
edit 3
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end

next

end

set name "sec-Restrict-Tenant-Access-Policy"
set dstaddr "login.live.com"
set action add-to-request
set base64-encoding disable
set add-option new
set protocol https http
set content "restrict-msa"
next

6. Configure the firewall policy:

config firewall policy

edit

10
set
set
set
set
set
set

name "Tenant"

srcintf "port2"

dstintf "portl"

action accept

srcaddr "users-lan"

dstaddr "login.microsoft.com" "login.microsoftonline

"login.windows.net" "login.live.com"

end

next

set
set
set
set
set
set
set
set
set

schedule "always"

service "HTTP" "HTTPS"

utm-status enable

inspection-mode proxy

webproxy-profile "SaaS-Tenant-Restriction"
ssl-ssh-profile "Tenant"
webfilter-profile "Tenant"

logtraffic all

nat enable
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Testing the access

To test the access to corporate domains and personal accounts:

1. Getaclientto log in with their corporate email using the login.microsoftonline.com domain.

- | O -
B9 Sign in to your account X +

< C @& login.microsoftonline.com/login.srf = o O &

B® Microsoft
@fortinet-us.com
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

[ Don't show this again

No Yes

Terms of use  Privacy & cookies

2. Theclientis able to enter their credentials and log in successfully.
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3. Getaclienttologin to their personal Outlook account.

' == Signiin to your account x _

B® Microsoft
Sign in

o B '@out\ook.corﬂ

« = C & login.microsoftonline.com/common/oauth2/v2.0/authorize?client_id=4765445b-32c6-49b0-83e6-1d9376...

Mo account? Create one!

Can't access your account?

Back

Q Sign-in options

=4

Terms of use

« O 2

Privacy & cookies

4. After the client enters their credentials, a message appears that they cannot access this resource because it is

restricted by the cross-tenant access policy.

' B8 Windows Live ID

&« = ¢ & login.live.com/oauth20_authorize.srf?client_id=4765445b-32c6-49b0-83e6-1d93765276calscope=openid+profile.. | ¥ [0 &
B® Microsoft
You can't get there from here
It looks like you're trying to access a resource that
belongs to an organization that's not approved by
your IT department.
| Troubleshooting details
If you contact your administrator, send this info to them.
Copy info to clipboard
Error Code: 80045C4D
Correlation ld: 5c3d196d593945¢cca45b232b%ed13fce
Timestamp: 2022-05-09T18:06:33.525Z
Message: Signin restricted by cross tenant access policy for
consumer accounts.
IP address: 3.140.77.26
Terms of use  Privacy 8t cookies -
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Verifying the header insertion

To verify the header insertion for corporate domains and personal accounts:

1.

On the FortiGate, start running the WAD debugs:

# diagnose wad debug enable category http
# diagnose wad debug enable level info
# diagnose debug enable

After a client attempts to access corporate domains, verify that the header information is sent to the Microsoft Active
Directory:

[I][p:234][s:2481][r:33] wad dump fwd http reqg :2567 hregq=0x7£fc75£0cd468
Forward request to server:

POST /common/GetCredentialType?mkt=en-US HTTP/1.1

Host: login.microsoftonline.com

Connection: keep-alive

Content-Length: 1961

sec-ch-ua: " Not A;Brand";v="99", "Chromium";v="101", "Google Chrome";v="101"
hpgrequestid: d7£706a8-1143-4cdd-ad52-1cc69dc7bb00

sec-ch-ua-mobile: 20

User-Agent: Mozilla/5.0 (Windows NT 6.3; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/101.0.4951.54 Safari/537.36

client-request-id: 5¢3d196d-5939-45cc-a45b-232b%dl3fce

Restrict-Access-To-Tenants: fortinet-us.com
Restrict-Access-Context: ***xkkkk_dx**x_452f-8535-***kkkkkkkkk

After a client attempts to access a personal account, verify that the header information is sent to the Microsoft Active
Directory:

[I][p:234][s:2519] [r:34] wad dump fwd http reqg :2567 hreg=0x7fc75f0ce6a8
Forward request to server:

GET /oauth20 authorize.srf?client id=4765445b-32c6-49b0-83e6-
1d93765276ca&scope=openid+profilet+https%$3a%2f%2fwww.office.com%2fv2%2f0fficeHome.All&red
irect uri=https%3a%2f%2fwww.office.com%2flandingv2&response type=code+id
token&state=7tAtndYhcA3132S--UOTyLVEtyIZs8FgndTpeYMI9mJlEeA-
X5nfgrSalnnPH41cHxfHGug6ONS5cbliK676v6xZ2gszgH
JARVKrptZwBvjI2cbnZ4mttYNNAKIFT1bEtu5VBjgtBOX2u6v3F
9g7U1kCpGTnBRGhvO2pyTndT3EEIYAHVhg9LsKRtY3kxce8dQkfkliDjLcc3g-01rdrpxSx2xZSbwg
KkAN3kCRQOuLfEOziHAcpvunuKmzGBWKNnBhC4sJJkXrMEfXwCg4nsOjg&response mode=form
post&nonce=637877163655610380.MjNjZmM4NzQtOTUSMy000GZ1LTkONTItZTESNDU2Y§V10Dd NI ViOTQwYm
UtOTZ1MSOOM2YS5LTkyN2MEN2QyMjgwNjcxY2Uz&x-client-SKU=ID NETSTANDARDZ O&x-client-
Ver=6.12.1.0&uaid=5c3d196d593945ccad5b232b9%dl3fce&msproxy=1&issuer=mso&tenant=commoné&u
1 locales=en-US&epct=AQABAAAAAAD--DLA3VO7QrddgJg7WevrfA6SLaDsJUc]jblBg90KonF3d
1fNJsdDAIH5h1JdUSGejEBIgsko-A7JX67PzaGdEJgOIGa37VhIzGTYBZ-KgATe9FHssnNmL M
dojr0dAT83xDhigQTN2-UcYdcP2s3vPainF7NgesbecXRaEoE9VwI-
sN7jfASOkPRWWO3aI6buz0niABVA860YOWDbI8vAIJWPGkWE-euDr6ng
zI5iAA&jshs=0&username=*****x*x*x*kx*x***340outlook.com&login
hint=s*****x*kx*kxxx*+*y40outlook.com HTTP/1.1

Host: login.live.com

Connection: keep-alive

Referer: https://login.microsoftonline.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;g=0.9
sec-Restrict-Tenant-Access-Policy: restrict-msa
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Explicit proxy and FortiGate Cloud Sandbox

Explicit proxy connections can leverage FortiGate Cloud Sandbox for advanced threat scanning and updates. This

allows FortiGates behind isolated networks to connect to FortiCloud services.

Isolated,
Network:

FortiGate FortiSandbox

|
|
|
[
|
|
|
|
| Cloud

Trusted Proxy Server

To configure FortiGuard services to communicate with an explicit proxy server:

config system fortiguard
set proxy-server-ip 172.16.200.44
set proxy-server-port 3128
set proxy-username "testl"
set proxy-password **xxx koo
end

To verify the explicit proxy connection to FortiGate Cloud Sandbox:

# diagnose debug application forticldd -1

Debug messages will be on for 30 minutes.

# diagnose debug enable

[2942] fds handle request: Received cmd 23 from pid-2526, len 0
0] fds queue task: req-23 is added to Cloud-sandbox-controller

178] fds svr default task xmit: try to get IPs for Cloud-sandbox-controller

[4
[
[239] fds resolv addr: resolve aptctrll.fortinet.com

[169] fds get addr: name=aptctrll.fortinet.com, id=32, cb=0x2bc089
[101] dns parse resp: DNS aptctrll.fortinet.com -&gt; 172.16.102.21
[227] fds_resolv _cb: IP-1: 172.16.102.21

[665] fds ctx set addr: server: 172.16.102.21:443

[

[

129] fds svr default pickup server: Cloud-sandbox-controller: 172.16.102.21:443

587] fds https start server: server: 172.16.102.21:443
[579] ssl new: SSL object is created
[117] https_create: proxy server 172.16.200.44 port:3128

[519] fds https connect: https connect(172.16.102.21) is established.
[261] fds_svr default on established: Cloud-sandbox-controller has connected to

ip=172.16.102.21

102] fds pack objects: number of objects: 1
5] fds print msg: FCPC: len=109
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268] fds svr default on established: server-Cloud-sandbox-controller handles cmd-23

[

[

[7

[81] fds print msg: Protocol=2.0

[81] fds print msg: Command=RegionList

[81] fds print msg: Firmware=FGl0lE-FW-6.02-0917

[81] fds print msg: SerialNumber=FG101E4Q17002429

[81] fds print msg: TimeZone=-7

[75] fds print msg: http req: len=248

[81] fds print msg: POST https://172.16.102.21:443/FCPService HTTP/1.1

285



Network

[81] fds print msg: User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)
[81] fds print msg: Host: 172.16.102.21:443
[81] fds print msg: Cache-Control: no-cache
[81] fds print msg: Connection: close
[81] fds _print msg: Content-Type: application/octet-stream
[81] fds print msg: Content-Length: 301
[524] fds https connect: http request to 172.16.102.21: header=248, ext=301.
[257] fds https send: sent 248 bytes: pos=0, len=248
[265] fds https send: 172.16.102.21: sent 248 byte header, now send 30l-byte body
[257] fds https send: sent 301 bytes: pos=0, len=301
[273] fds_https send: sent the entire request to server: 172.16.102.21:443
[309] fds_https recv: read 413 bytes: pos=413, buf len=2048
[332] fds_https recv: received the header from server: 172.16.102.21:443, [HTTP/1.1 200
Content-Type: application/octet-stream
Content-Length: 279
Date: Thu, 20 Jun 2019 16:41:11 GMT
Connection: close]
[396] fds https recv: Do memmove buf len=279, pos=279
[406] fds _https recv: server: 172.16.102.21:443, buf len=279, pos=279
[453] fds_https recv: received a packet from server-172.16.102.21:443: sz=279, objs=1
[194]  ssl data ctx free: Done
[839] ssl free: Done
[830] ssl disconnect: Shutdown
[481] fds https recv: obj-0: type=FCPR, len=87
[294] fds svr default on response: server-Cloud-sandbox-controller handles cmd-23
[75] fds_print msg: fcpr: len=83
[81] fds print msg: Protocol=2.0
[81] fds print msg: Response=202
[81] fds print msg: Responseltem=Region:Europe,Global, Japan,US
[81] fds print msg: existing:Japan
[3220] aptctrl region res: Got rsp: Region:Europe,Global, Japan,US
[3222] aptctrl region res: Got rsp: Region existing:Japan
[439] fds send reply: Sending 28 bytes data.
[395] fds free tsk: cmd=23; reqg.noreply=1
# [136] fds on sys fds change: trace
[2942] fds _handle request: Received cmd 22 from pid-170, len O
[40] fds queue task: reg-22 is added to Cloud-sandbox-controller
[587] fds https start server: server: 172.16.102.21:443
[579] ssl new: SSL object is created
[117] https_create: proxy server 172.16.200.44 port:3128
[519] fds https connect: https connect(172.16.102.21) is established.
[261] fds svr default on established: Cloud-sandbox-controller has connected to
ip=172.16.102.21
268] fds_svr default on established: server-Cloud-sandbox-controller handles cmd-22
102] fds pack objects: number of objects: 1

5]

[
[
[7
[
[
[
[
[
[
[
[
[
[

O 0 ~J 0O 00 0O O O O

T S e i Sy

fds print msg:
fds print msg:
fds print msg:
fds print msg:
fds print msg:
fds print msg:
fds_print msg:
fds print msg:
fds print msg:
fds print msg:
fds print msg:

FCPC: len=146
Protocol=2.0

Command=UpdateAPT
Firmware=FGl01lE-FW-6.02-0917
SerialNumber=FG101E4Q17002429

TimeZone=-7

TimeZoneInMin=
Dataltem=Regio
http reqg: len=

-420
n:US
248

POST https://172.16.102.21:443/FCPService HTTP/1.1

User-Agent: Mo
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[81] fds print msg: Host: 172.16.102.21:443
[81] fds print msg: Cache-Control: no-cache
[81] fds print msg: Connection: close
[81] fds _print msg: Content-Type: application/octet-stream
[81] fds print msg: Content-Length: 338
[524] fds https connect: http request to 172.16.102.21: header=248, ext=338.
[257] fds https send: sent 248 bytes: pos=0, len=248
[265] fds https send: 172.16.102.21: sent 248 byte header, now send 338-byte body
[257] fds https send: sent 338 bytes: pos=0, len=338
[273] fds https send: sent the entire request to server: 172.16.102.21:443
[309] fds https recv: read 456 bytes: pos=456, buf len=2048
[332] fds_https recv: received the header from server: 172.16.102.21:443, [HTTP/1.1 200
Content-Type: application/octet-stream
Content-Length: 322
Date: Thu, 20 Jun 2019 16:41:16 GMT
Connection: close]
396] fds https recv: Do memmove buf len=322, pos=322
406] fds https recv: server: 172.16.102.21:443, buf len=322, pos=322
453] fds https recv: received a packet from server-172.16.102.21:443: sz=322, objs=1
194]  ssl data ctx free: Done
839] ssl free: Done
830] ssl disconnect: Shutdown
481] fds https recv: obj-0: type=FCPR, len=130
294] fds svr default on response: server-Cloud-sandbox-controller handles cmd-22
5] fds print msg: fcpr: len=126
81] fds print msg: Protocol=2.0
81] fds print msg: Response=202
81] fds print msg: Responseltem=Serverl:172.16.102.51:514
81] fds print msg: Server2:172.16.102.52:514
81] fds print msg: Contract:20210215
81] fds print msg: NextRequest:86400
615] parse apt contract time str: The APTContract is valid to Mon Feb 15 23:59:59 2021
616] parse apt contract time str: FGT current local time is Thu Jun 20 09:41:16 2019
3289] aptctrl update res: Got rsp: APT=172.16.102.51:514 APTAlter=172.16.102.52:514 next-
upd=86400
[395] fds free tsk: cmd=22; reqg.noreply=1
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Proxy chaining

For the explicit web proxy you can configure web proxy forwarding servers to use proxy chaining to redirect web proxy
sessions to other proxy servers. Proxy chaining can be used to forward web proxy sessions from the FortiGate unit to

one or more other proxy servers on your network or on a remote network. You can use proxy chaining to integrate the

FortiGate explicit web proxy with a web proxy solution that you already have in place.

A FortiGate unit can forward sessions to most web proxy servers including a remote FortiGate unit with the explicit web
proxy enabled. No special configuration of the explicit web proxy on the remote FortiGate unit is required.

You can deploy the explicit web proxy with proxy chaining in an enterprise environment consisting of small satellite
offices and a main office. If each office has a FortiGate unit, users at each of the satellite offices can use their local
FortiGate unit as an explicit web proxy server. The satellite office FortiGate units can forward explicit web proxy sessions
to an explicit web proxy server at the central office. From here the sessions can connect to web servers on the Internet.

FortiGate proxy chaining does not support web proxies in the proxy chain authenticating each other.

The following examples assume explicit web proxy has been enabled.
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To enable explicit web proxy in the GUI:

1. Goto System > Feature Visibility.

2. Inthe Security Features column, enable Explicit Proxy.

3. Configure the explicit web proxy settings. See Explicit web proxy on page 245.

To add a web proxy forwarding server in the GUI:

1. Go to Network > Explicit Proxy. The Explicit Proxy page opens.

2. Inthe Web Proxy Forwarding Servers section, click Create New.

3. Configure the server settings:

Name

Proxy Address Type

Proxy Address
Port

Server Down Action

Health Monitor

Health Check Monitor Site

4. Click OK.

Example

Enter the name of the forwarding server.

Select the type of IP address of the forwarding server. A forwarding server can
have an FQDN or IP address.

Enter the IP address of the forwarding server.

Enter the port number on which the proxy receives connections. Traffic
leaving the FortiGate explicit web proxy for this server has its destination port
number changed to this number.

Select the action the explicit web proxy will take if the forwarding server is
down.

¢ Block: Blocks the traffic if the remote server is down.
e Use Original Server. Forwards the traffic from the FortiGate to its
destination as if no forwarding server is configured.

Select to enable health check monitoring.

Enter the address of a remote site.

The following example adds a web proxy forwarding server named fwd-srv at address proxy.example.comand port

8080.

To add a web proxy forwarding server in the CLI:

config web-proxy forward-server

edit fwd-srv
set addr-type fgdn

set fgdn proxy.example.com

set port 8080
next
end
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Web proxy forwarding server monitoring and health checking

By default, a FortiGate unit monitors a web proxy forwarding server by forwarding a connection to the remote server
every 10 seconds. The remote server is assumed to be down if it does not respond to the connection. FortiGate
continues checking the server. The server is assumed to be back up when the server sends a response. If you enable
health checking, the FortiGate unit attempts to get a response from a web server every 10 seconds by connecting
through the remote forwarding server.

You can configure health checking for each remote server and specify a different website to check for each one.

If the remote server is found to be down you can configure the FortiGate unit to block sessions until the server comes
back up or to allow sessions to connect to their destination, bypassing the remote forwarding server. You cannot
configure the FortiGate unit to fail over to another remote forwarding server.

To configure proxy server monitor and health checking in the GUI:

1. Go to Network > Explicit Proxy. The Explicit Proxy page opens.
2. Inthe Web Proxy Forwarding Servers section, edit a server.
3. Configure the Server Down Action and Health Monitor settings.

Server Down Action Select the action the explicit web proxy will take if the forwarding server is
down.
¢ Block: Blocks the traffic if the remote server is down.
e Use Original Server. Forwards the traffic from the FortiGate to its
destination as if no forwarding server configured.

Health Monitor Select to enable health check monitoring.
Health Check Monitor Site Enter the address of a remote site.

4. Click OK.

Example

The following example enables health checking for a web proxy forwarding server and sets the server down option to
bypass the forwarding server if it is down.

To configure proxy server monitor and health checking in the CLI:

config web-proxy forward-server
edit fwd-srv
set healthcheck enable
set monitor http://example.com
set server-down-option pass
next
end

Grouping forwarding servers and load balancing traffic to the servers

You can add multiple web proxy forwarding servers to a forwarding server group and then add the server group to an
explicit web proxy policy instead of adding a single server. Forwarding server groups are created from the FortiGate CLI
but can be added to policies from the web-based manager (or from the CLI).
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When you create a forwarding server group you can select a load balancing method to control how sessions are load
balanced to the forwarding servers in the server group. Two load balancing methods are available:

» Weighted load balancing sends more sessions to the servers with higher weights. You can configure the weight for
each server when you add it to the group.

» Least-session load balancing sends new sessions to the forwarding server that is processing the fewest sessions.

When you create a forwarding server group you can also enable affinity. Enable affinity to have requests from the same
client processed by the same server. This can reduce delays caused by using multiple servers for a single multi-step
client operation. Affinity takes precedence over load balancing.

You can also configure the behavior of the group if all of the servers in the group are down. You can select to block traffic
or you can select to have the traffic pass through the FortiGate explicit proxy directly to its destination instead of being
sent to one of the forwarding servers.

Example

The following example adds a forwarding server group that uses weighted load balancing to load balance traffic to three
forwarding servers. Server weights are configured to send most traffic to server2. The group has affinity enabled
and blocks traffic if all of the forward servers are down.

To configure load balancing in the CLI:

config web-proxy forward-server
edit server 1
set ip 172.20.120.12
set port 8080
next
edit server 2
set ip 172.20.120.13
set port 8000
next
edit server 3
set ip 172.20.120.14
set port 8090
next
end

config web-proxy forward-server-group
edit New-fwd-group
set affinity enable
set ldb-method weighted
set group-down-option block
config server-list
edit server 1
set weight 10
next
edit server 2
set weight 40
next
edit server 3
set weight 10
next
end
next
end
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Adding proxy chaining to an explicit web proxy policy

You can enable proxy chaining for web proxy sessions by adding a web proxy forwarding server or server group to an
explicit web proxy policy. In a policy you can select one web proxy forwarding server or server group. All explicit web
proxy traffic accepted by this security policy is forwarded to the specified web proxy forwarding server or server group.

To add an explicit web proxy forwarding server in the GUI:

1. Goto Policy & Objects > Proxy Policy and click Create New.

2. Configure the policy settings:

Proxy Type Explicit Web
Outgoing Interface wan1

Source Internal_subnet
Destination all

Schedule always

Service webproxy
Action Accept

3. Enable Web Proxy Forwarding Server and select the forwarding server, (for example,fwd-srv).

4. Click OK.

Example

The following example adds a security policy that allows all users onthe 10.31.101 . 0 subnet to use the explicit web
proxy for connections through the wan1 interface to the Internet. The policy forwards web proxy sessions to a remote

forwarding server named fwd-srv.

To add an explicit web proxy forwarding server in the CLI:

config firewall proxy-policy

edit O
set
set
set
set
set
set
set
set

next

end

proxy explicit-web

dstintf "wanl"

srcaddr "Internal subnet"

dstaddr "all"

service "webproxy"

action accept

schedule "always"
webproxy-forward-server "fwd-srv"

Using TLS 1.3 with web proxy forward servers

A FortiGate can handle TLS 1.3 traffic in both deep and certificate inspection modes.
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Example

The following example demonstrates that the Squid server and the FortiGate can handle TLS 1.3 traffic.

10.1.100.66
' (T {172.16.200.8

TLS 1.3 —_—
connection  Squid server Ihttps://www.Fortinet.com|

The following output from the Squid server demonstrates that the FortiGate supports TLS 1.3 traffic and forwards the
hello retry request back to the client PC. The client PC then sends the client hello again, and the connection is
successfully established.

o Tine Saurce. Destination Protocol Length Info

3 0.000141 1e.1.100.66 13.56.33.144 Tcp 66 58596 + 443 [ACK] Seq=1 Ack=
4 0.006275 10.1.100.66 13.56.33.144 TLSVL.3 583 Client Hello

5 0.006250 13.56.33.144 1o.1.100.66 Tcp 66 443 + 58596 [ACK] Seq-1 Ack=518 Uin=15GL6 Len=0 TSval=34678 TSecr=84354035

6 0.049545 13.56.33.144 10.1.100.65 TLsvi.3

7 0.049696 10.1.100.66 13.56.33.144 Tcp TSval=84354079 TSecr=34682

5 0.050529 10.1.100.66 13.56.33.144 TLSVL.3

9 0.050532 13.56.33.143 10.1.100.66 Tcp val=34683 TSecr=84354250
10 0.077422 13.56.33.144 10.1.100.66 TLSVL.3

11 0.077437 13.56.33.144 1o.1.100.66 TLSVL.3

12 0.077440 13.56.33.144 lo.1.100.66 TLSVL.3

13 0.078252 1o.1.100.66 13.56.33.144 Tcp val=84354108 TSecr=34685
14 0.079669 1e.1.100.66 13.56.33.144 TLSVL.3

15 0.081404 10.1.100.66 13.56.33.144 TLSVL.3

16 0.081410 13.56.33.144 10.1.100.66 Tcp 16640 Len=0 TSval=34686 TSecr=84354109
17 0.101760 13.56.33.143 10.1.100.66 TLSVL.3

15 0.101856 13.56.33.144 10.1.100.66 TLSVL.3

19 0.102090 le.1.100.66 13.56.33.144 Tcp 66 58596 + 443 [ACK] Seq-1218 Ack=4423 Uin=64128 Len=0 TSval=8435413L TSecr=34688
20 0.112950 13.56.33.144 le.1.100.66 TLSVL.3 735 Application Data, Application Data fon Data ication Data

21 0.115588 1o.1.100.66 13.56.33.144 TLSVL.3 90 Application Data

24 0.116046 13.56.33.144 10.1.100.66 Tcp 66 443 + 58596 [ACK] 5eq-5093 Ack=1243 Uin=16640 Len=0 TSval=34689 TSecr=84354145

ontrol Protocol, Src Port: 443, Dst Port: 58896, seq: 1, Ack: 518, Len: 93

ndshake Protocol: Hello Retry Request

< ype: Handshake (22)
Vi TLS 1.2 (exese3)
L 5

v H otocol: Hello Retry Request

Type: Server Hello (2)

LS 1.2 (exe3e3)
Lad 1

1167abbBc5e. (Hel quest magic)

TLS_AES_:

256_GCH_SHA384 (@x1302)
1 (e}

WAN optimization SSL proxy chaining

An SSL server does not need to be defined for WAN optimization (WANOpt) SSL traffic offloading (traffic acceleration).
The server side FortiGate uses an SSL profile to resign the HTTP server's certificate, both with and without an external
proxy, without an SSL server configured. GCM and ChaCha ciphers can also be used in the SSL connection.

Examples

In these examples, HTTPS traffic is accelerated without configuring an SSL server, including with a proxy in between,
and when the GCM or ChaCha ciphers are used.

Example 1

In this example, the server certificate is resigned by the server side FortiGate, and HTTPS traffic is accelerated without
configuring an SSL server.
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HTTPS traffic with the GCM or ChaCha cipher can pass though WANOpt tunnel.

172.16.200.144|_

To configure FGT_A:

1. Configure the hard disk to perform WANOpt:

config system storage
edit "HDD2"
set status enable
set usage wanopt
set wanopt-mode mix
next
end

2. Configure the WANOpt peer and profile:

config wanopt peer
edit "FGT-D"
set ip 120.120.120.172
next
end

config wanopt profile
edit "test"
config http
set status enable
set ssl enable
end
next
end

3. Create an SSL profile with deep inspection on HTTPS port 443:

config firewall ssl-ssh-profile
edit "ssl"
config https
set ports 443
set status deep-inspection
end
next
end

4. Configure a firewall policy in proxy mode with WANOpt enabled and the WANOpt profile selected:

config firewall policy
edit 1
set name "WANOPT-A"
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set srcintf "port2l"
set dstintf "port27"
set action accept
set srcaddr "all"
set dstaddr "all"
set schedule "always"
set service "ALL"
set utm-status enable
set inspection-mode proxy
set profile-protocol-options "protocol"
set ssl-ssh-profile "ssl"
set wanopt enable
set wanopt-profile "test"
set nat enable
next
end

To configure FGT_D:

1. Configure the hard disk to perform WANOpt:

config system storage
edit "HDD2"
set status enable
set usage wanopt
set wanopt-mode mix
next
end

2. Configure the WANOpt peer:

config wanopt peer
edit "FGT-A"
set ip 110.110.110.171
next
end

3. Create an SSL profile with deep inspection on HTTPS port 443. The default Fortinet CA_SSL certificate is used to
resign the server certificate:

config firewall ssl-ssh-profile
edit "ssl"
config https
set ports 443
set status deep-inspection
end
next
end

4. Configure a firewall policy in proxy mode with WANOpt enabled and passive WANOpt detection:

config firewall policy
edit 1
set name "WANOPT-B"
set srcintf "port27"
set dstintf "port23"
set action accept
set srcaddr "all"
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set dstaddr "all"
set schedule "always"
set service "ALL"
set utm-status enable
set inspection-mode proxy
set wanopt enable
set wanopt-detection passive
set nat enable
next
end

5. Configure a proxy policy to apply the SSL profile:

config firewall proxy-policy
edit 100
set proxy wanopt
set dstintf "port23"
set srcaddr "all"
set dstaddr "all"
set service "ALL"
set action accept
set schedule "always"
set utm-status enable
set profile-protocol-options "protocol"
set ssl-ssh-profile "ssl1"
next
end

To confirm that traffic is accelerated:

1. Onthe client PC, curl a 10MB test sample for the first time:

root@client:/tmp# curl -k https://172.16.200.144/test 10M.pdf -0

% Total % Received % Xferd Average Speed Time Time Time
Dload Upload Total Spent Left
100 9865k 100 9865k 0 0 663k 0 0:00:14 0:00:15 --:--:--

It takes 15 seconds to finish the download.
2. OnFGT_A, check the WAD statistics:

# diagnose wad stats worker.tunnel

comp.n in raw bytes 10155840
comp.n_in comp bytes 4548728
comp.n_out raw bytes 29624
comp.n_out comp bytes 31623

# diagnose wad stats worker.protos.http

wan.bytes in 0
wan.bytes out 0
lan.bytes in 760
lan.bytes out 10140606
tunnel.bytes in 4548728
tunnel.bytes out 31623

3. Curl the same test sample a second time:

root@client:/tmp# curl -k https://172.16.200.144/test 10M.pdf -O

Q

% Total % Received % Xferd Average Speed Time Time Time
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Dload Upload Total Spent Left

100 9865k 100 9865k 0 0 663k 0 0:00:01L 0:00:01 --:--:-- 1526k

It now takes less than one second to finish the download.
4. OnFGT_A, check the WAD statistics again:

# diagnose wad stats worker.tunnel

comp.n_in_ raw_bytes 10181157
comp.n_in comp bytes 4570331
comp.n out raw bytes 31627
comp.n out comp bytes 34702

# diagnose wad stats worker.protos.http
wan.bytes in 0
wan.bytes out 0
lan.bytes in 1607
lan.bytes_out 20286841
tunnel.bytes in 4570331
tunnel.bytes out 34702

The tunnel bytes are mostly unchanged, but the LAN bytes are doubled. This means that the bytes of the second

curl come from the cache, showing that the traffic is accelerated.

To confirm that a curl using the GCM cipher is accepted and accelerated:

1. Onthe client PC, curl a 10MB test sample with the GCM cipher:

root@client:/tmp# curl -v -k —--ciphers DHE-RSA-AES128-GCM-SHA256
https://172.16.200.144/test 10M.pdf -0

* Trying 172.16.200.144...

* TCP_NODELAY set

% Total % Received % Xferd Average Speed Time Time Time
Dload Upload Total Spent Left
0 0 0 0 0 0 0 0 ——:t——:1—— ——1—=—:1—— ——i1--:1—-

Connected to 172.16.200.144 (172.16.200.144) port 443 (#0)
* ALPN, offering h2
* ALPN, offering http/1l.1
* Cipher selection: DHE-RSA-AES128-GCM-SHA256
* successfully set certificate verify locations:
CAfile: /etc/ssl/certs/ca-certificates.crt
CApath: none
[5 bytes data]
TLSv1.3 (OUT), TLS handshake, Client hello (1):
[512 bytes datal
TLSv1.3 (IN), TLS handshake, Server hello (2):
[100 bytes datal
TLSv1.2 (IN), TLS handshake, Certificate (11):
[1920 bytes data]
TLSv1.2 (IN), TLS handshake, Server key exchange (12):
[783 bytes datal
TLSv1.2 (IN), TLS handshake, Server finished (14):
[4 bytes data]
TLSv1.2 (OUT), TLS handshake, Client key exchange (16):
[262 bytes datal
TLSv1.2 (OUT), TLS change cipher, Change cipher spec (1):
[1 bytes data]
TLSv1.2 (OUT), TLS handshake, Finished (20):

AU VIl U A UG VA D VA *

*

FortiOS 7.0.17 Administration Guide
Fortinet Inc.

Speed

Current

Speed

296



Network

[16 bytes data]

TLSv1.2 (IN), TLS handshake, Finished (20):

[16 bytes data]

SSL connection using TLSvl1.2 / DHE-RSA-AES128-GCM-SHA256
* ALPN, server accepted to use http/1l.1

Server certificate:

subject: CN=ubuntu

start date: Sep 20 21:38:01 2018 GMT

expire date: Sep 17 21:38:01 2028 GMT

* o e

*

* % X X

CN=Fortinet Untrusted CA; emailAddress=support@fortinet.com
* SSL certificate verify result: self signed certificate in certificate chain
continuing anyway.

[5 bytes data]

GET /test_lOM.pdf HTTP/1.1

Host: 172.16.200.144

User-Agent: curl/7.64.1

Accept: */*

}

>

>

>

>

>

{ [5 bytes datal

< HTTP/1.1 200 OK

< Date: Sat, 12 Jun 2021 00:31:08 GMT
< Server: Apache/2.4.37 (Ubuntu)
< Upgrade: h2,h2c

< Connection: Upgrade

< Last-Modified: Fri, 29 Jan 2021 20:10:25 GMT
< ETag: "9a2572-5ba0£f98404aab"

< Accept-Ranges: bytes

< Content-Length: 10102130

< Content-Type: application/pdf

<

{ [5 bytes data]

100 9865k 100 9865k 0 0 16.7M 0 ——:t=—=:1-= ——i=-=:——= ——:--:-- 16.8M
* Connection #0 to host 172.16.200.144 left intact

* Closing connection 0

To confirm that a curl using the ChaCha cipher is accepted and accelerated:

1.

On the client PC, curl a 10MB test sample with the ChaCha cipher:

root@client:/tmp# curl -v -k --ciphers ECDHE-RSA-CHACHA20-POLY1305
https://172.16.200.144/test.doc -0

* Trying 172.16.200.144...

* TCP_NODELAY set

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
0 0 0 0 0 0 0 0 ——:t——:1—— ——1—=—:1—— ——i1--:1—- 0*

Connected to 172.16.200.144 (172.16.200.144) port 443 (#0)
* ALPN, offering h2
* ALPN, offering http/1l.1
* Cipher selection: ECDHE-RSA-CHACHA20-POLY1305
* successfully set certificate verify locations:
* CAfile: /etc/ssl/certs/ca-certificates.crt
CApath: none
} [5 bytes datal
* TLSv1.3 (OUT), TLS handshake, Client hello (1):
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} [512 bytes datal

* TLSv1.3 (IN), TLS handshake, Server hello (2):

{ [100 bytes datal

* TLSv1l.2 (IN), TLS handshake, Certificate (11):

[1920 bytes data]

TLSv1.2 (IN), TLS handshake, Server key exchange (12):
[300 bytes datal

TLSv1.2 (IN), TLS handshake, Server finished (14):

[4 bytes data]

TLSv1.2 (OUT), TLS handshake, Client key exchange (16):
[37 bytes data]

TLSv1.2 (OUT), TLS change cipher, Change cipher spec (1):
[1 bytes data]

TLSv1.2 (OUT), TLS handshake, Finished (20):

[16 bytes datal]

TLSv1.2 (IN), TLS handshake, Finished (20):

[16 bytes data]

SSL connection using TLSv1.2 / ECDHE-RSA-CHACHA20-POLY1305
ALPN, server accepted to use http/1l.1

e e e T S W e

ok e F

*

Server certificate:

* subject: CN=ubuntu

* start date: Sep 20 21:38:01 2018 GMT
* expire date: Sep 17 21:38:01 2028 GMT

* issuer: C=US; ST=California; L=Sunnyvale; O=Fortinet; OU=Certificate Authority;

CN=Fortinet Untrusted CA; emailAddress=support@fortinet.com

* SSL certificate verify result: self signed certificate in certificate chain

continuing anyway.
[5 bytes data]
GET /test.doc HTTP/1.1
Host: 172.16.200.144
User-Agent: curl/7.64.1
Accept: */*

}

>

>

>

>

>

{ [5 bytes datal

< HTTP/1.1 200 OK

< Date: Sat, 12 Jun 2021 00:32:11 GMT
< Server: Apache/2.4.37 (Ubuntu)
< Upgrade: h2,h2c

< Connection: Upgrade

< Last-Modified: Wed, 05 May 2021 21:59:49 GMT
< ETag: "4c00-5c19c504b63£f4"

< Accept-Ranges: bytes

< Content-Length: 19456

< Content-Type: application/msword

<

{ [5 bytes data]
100 19456 100 19456 0 0 137k 0 ——:1—=:1—= ——i1——1—-= ——i1—-—1—-

* Connection #0 to host 172.16.200.144 left intact
* Closing connection 0

Example 2

In this example, an external proxy is added to the configuration in Example 1.
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100.100.100.174:8080

Client PC

To reconfigure FGT_A:

config firewall profile-protocol-options
edit "protocol"
config http
set ports 80 8080
unset options
unset post-lang
end
next
end

To reconfigure FGT_D:

1. Configure a new firewall policy for traffic passing from port27 to port29:

config firewall policy
edit 1
set name "WANOPT-B"
set srcintf "port27"
set dstintf "port29"
set action accept
set srcaddr "all"
set dstaddr "all"
set schedule "always"
set service "ALL"
set utm-status enable
set inspection-mode proxy
set wanopt enable
set wanopt-detection passive
set nat enable
next
end

2. Configure a proxy policy for traffic on destination interface port29:

config firewall proxy-policy
edit 100

set proxy wanopt
set dstintf "port29"
set srcaddr "all"
set dstaddr "all"
set service "ALL"
set action accept
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set schedule "always"
set profile-protocol-options "protocol"
set ssl-ssh-profile "ssl"
next
end

To confirm that HTTPS traffic is still being accelerated:

1. Onthe client PC, curl the same 10MB test sample through the explicit proxy:

root@client:/tmp# curl -x 100.100.100.174:8080 -v -k https://172.16.200.144/test 10M.pdf

-0
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 9865k 100 9865k 0 0 663k 0 0:00:01L 0:00:01 --:--:-- 1526k

It takes less than a second to finish the download.

Agentless NTLM authentication for web proxy

Agentless Windows NT LAN Manager (NTLM) authentication includes support for the following items:

o Multiple servers
¢ Individual users

You can use multiple domain controller servers for the agentless NTLM. They can be used for load balancing and high
service stability.

You can also use user-based matching in groups for Kerberos and agentless NTLM. In these scenarios, FortiOS
matches the user's group information from an LDAP server.

To support multiple domain controllers for agentless NTLM using the CLI:

1. Configure an LDAP server:

config user ldap
edit "ldap-kerberos"
set server "172.18.62.177"
set cnid "cn"
set dn "dc=fortinetga,dc=local"
set type regular
set username "CN=root,CN=Users,DC=fortinetga,DC=local"
set password *xxx&kokkx
next
end

2. Configure multiple domain controllers:

config user domain-controller
edit "dcl"

set ip-address 172.18.62.177

config extra-server
edit 1

set ip-address 172.18.62.220

next

end
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set ldap-server "ldap-kerberos"
next
end

3. Create an authentication scheme and rule:

config authentication scheme
edit "au-ntlm"
set method ntlm
set domain-controller "dcl"
next
end

config authentication rule
edit "ru-ntlm"
set srcaddr "all"
set ip-based disable
set active-auth-method "au-ntlm"
next
end

4. In the proxy policy, append the user group for authorization:

config firewall proxy-policy
edit 1
set proxy explicit-web
set dstintf "portl"
set srcaddr "all"
set dstaddr "all"
set service "web"
set action accept
set schedule "always"
set groups "ldap-group"
set utm-status enable
set av-profile "av"
set ssl-ssh-profile "deep-custom"
next
end

This configuration uses a round-robin method. When the first user logs in, the FortiGate sends the authentication
request to the first domain controller. Later when another user logs in, the FortiGate sends the authentication
request to another domain controller.

5. Verify the behavior after the user successfully logs in:

# diagnose wad user list
ID: 1825, IP: 10.1.100.71, VDOM: vdoml

user name : testl
duration : 497
auth type : Session
auth method : NTLM
pol id 1 g _id : 5
user based : O e
xpire : 103
LAN:
bytes in=2167 bytes out=7657
WAN :

bytes in=3718 bytes out=270
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To support individual users for agentless NTLM using the CLI:

1. Configure an LDAP server:

config user ldap
edit "ldap-kerberos"
set server "172.18.62.177"
set cnid "cn"
set dn "dc=fortinetga,dc=local"
set type regular

set username "CN=root,CN=Users,DC=fortinetga,DC=local"

set password **FFxFxxx*
next
end

2. Configure the user group and allow user-based matching:

config user group
edit "ldap-group"
set member "ldap" "ldap-kerberos"
config match
edit 1
set server-name "ldap-kerberos"
set group-name "testl"
next
end
next
end

3. Create an authentication scheme and rule:

config authentication scheme
edit "au-ntlm"
set method ntlm
set domain-controller "dcl"
next
end

config authentication rule
edit "ru-ntlm"
set srcaddr "all"
set ip-based disable
set active-auth-method "au-ntlm"
next
end

4. In the proxy policy, append the user group for authorization:

config firewall proxy-policy
edit 1

set proxy explicit-web
set dstintf "portl"
set srcaddr "all"
set dstaddr "all"
set service "web"
set action accept
set schedule "always"
set groups "ldap-group"
set utm-status enable
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set av-profile "av"
set ssl-ssh-profile "deep-custom"
next
end

This implementation lets you configure a single user instead of a whole group. The FortiGate will now allow the user
named test1.

To verify the configuration using the CLI:

diagnose wad user list
ID: 1827, IP: 10.1.15.25, VDOM: vdoml

user name : testl
duration : 161
auth type : Session
auth method : NTLM
pol id 1

g id : 5

user based : O
expire : 439
LAN:

bytes in=1309 bytes out=4410
WAN :
bytes in=2145 bytes out=544

Multiple LDAP servers in Kerberos keytabs and agentless NTLM domain controllers

Multiple LDAP servers can be configured in Kerberos keytabs and agentless NTLM domain controllers for multi-forest
deployments.

To use multiple LDAP servers in Kerberos keytabs and agentless NTLM domain controllers:

1. Add multiple LDAP servers:

config user ldap
edit "ldap-kerberos"
set server "172.16.200.98"
set cnid "cn"
set dn "dc=fortinetga,dc=local"
set type regular
set username "CN=root,CN=Users,DC=fortinetga,DC=local"
set password XXXXXXXXX
next
edit "ldap-two"
set server "172.16.106.128"
set cnid "cn"
set dn "OU=Testing,DC=ad864r2, DC=com"
set type regular
set username "cn=Testadmin, cn=users,dc=AD864R2,dc=com"
set password XXXXXXXXX
next
end

2. Configure a Kerberos keytab entry that uses both LDAP servers:
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config user krb-keytab
edit "http service"
set pac-data disable
set principal "HTTP/FGT.FORTINETQA.LOCALQRFORTINETQA.LOCAL"
set ldap-server "ldap-kerberos" "ldap-two"
set keytab xxxxxxxxx
next
end

3. Configure a domain controller that uses both LDAP servers:

config user domain-controller
edit "dcl"
set ip-address 172.16.200.98
set ldap-server "ldap-two" "ldap-kerberos"
next
end

Learn client IP addresses

Learning the actual client IP addresses is imperative for authorization. This function identifies the real client IP address
when there is a NATing device between the FortiGate and the client.

config web-proxy global

set learn-client-ip {enable | disable}
set learn-client-ip-from-header {true-client-ip | x-real-ip | x-forwarded-for}
set learn-client-ip-srcaddr <address> ... <address>
end
learn-client-ip {enable | Enable/disable learning the client's IP address from headers.
disable}
learn-client-ip-from- Learn client IP addresses from the specified headers.
header {true-client-
ip | x-real-ip | x-
forwarded-for}
learn-client-ip-srcaddr The source address names.
<address>
<address>
Example

In this example, the real client IP address is used to match a policy for FSSO authentication.

To enable learning the client IP address:

config web-proxy global
set proxy-fgdn "default.fgdn"
set webproxy-profile "default"
set learn-client-ip enable
set learn-client-ip-from-header x-forwarded-for
set learn-client-ip-srcaddr "all"
end
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To configure the proxy policy:

config firewall proxy-policy
edit 1
set proxy explicit-web
set dstintf "mgmtl"
set srcaddr "all"
set dstaddr "all"
set service "w"
set action accept
set schedule "always"
set groups "fssol"
set utm-status enable
set av-profile "default"
set dlp-sensor "default"
set profile-protocol-options "default"
set ssl-ssh-profile "deep-inspection"
next
end

To configure the authentication scheme and rule:

config authentication scheme
edit "schemel"
set method fsso
next
end

config authentication rule
edit "rulel"
set srcaddr "all"
set sso-auth-method "schemel"
next
end

Explicit proxy authentication over HTTPS

When a HTTP request requires authentication in an explicit proxy, the authentication can be redirected to a secure
HTTPS captive portal. Once authentication is complete, the client can be redirected back to the original destination over
HTTP.

Example

A user visits a website via HTTP through the explicit web proxy on a FortiGate. The user is required to authenticate by
either basic or form IP-based authentication for the explicit web proxy service. The user credentials need to be
transmitted over the networks in a secured method over HTTPS rather than in plain text. The user credentials are
protected by redirecting the client to a captive portal of the FortiGate over HTTPS for authentication where the user
credentials are encrypted and transmitted over HTTPS.
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Web client
(browser)

FortiGate

Web server

In this example, explicit proxy authentication over HTTPS is configured with form IP-based authentication. Once
configured, you can enable authorization for an explicit web proxy by configuring users or groups in the firewall proxy
policy.

To configure explicit proxy authentication over HTTPS:

1. Configure the authentication settings:

config authentication setting
set captive-portal-type fqgdn
set captive-portal "fgt-cp"
set auth-https enable

end

2. Configure the authentication scheme:

config authentication scheme
edit "form"
set method form
set user-database "local-user-db"
next
end

3. Configure the authentication rule:

config authentication rule
edit "form"
set srcaddr "all"
set active-auth-method "form"
next
end

A\,

S r'd
? If a session-based basic authentication method is used, enable web-auth-cookie.

4. Configure the firewall address:

config firewall address
edit "fgt-cp"
set type fgdn
set fgdn "fgt.fortinetqga.local"
next
end

5. Configure the interface:
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config system interface
edit "portlO"
set ip 10.1.100.1 255.255.255.0
set explicit-web-proxy enable
set proxy-captive-portal enable
next
end

6. Configure a firewall proxy policy with users or groups (see Explicit web proxy on page 245).

Verification

When a client visits a HTTP website, the client will be redirected to the captive portal for authentication by HTTPS. For
example, the client could be redirected to a URL by a HTTP 303 message similar to the following:

HTTP/1.1 303 See Other
Connection: close
Content-Type: text/html
Cache-Control: no-cache

Location:
https.//fgt.fortinetqa.local:7831/XX/YY/ZZ/cpauth?scheme=http&4Tmthd=0&host=172.16.200.46&port=80&rule=75&uri

=/ w==
Content-Length: 0

The captive portal URL used for authentication is https:/fgt.fortinetqa.local:7831/.... Once the authentication is complete
with all user credentials protected by HTTPS, the client is redirected to the original HTTP website they intended to visit.

mTLS client certificate authentication

FortiGate supports client certificate authentication used in mutual Transport Layer Security (mTLS) communication
between a client and server. Clients are issued certificates by the CA, and an access proxy configured on the FortiGate
uses the new certificate method in the authentication scheme to identify and approve the certificate provided by the client
when they try to connect to the access proxy. The FortiGate can also add the HTTP header X-Forwarded-Client-Cert to
forward the certificate information to the server.

Examples

Y

10.1.100.11

Client PC

In these examples, the access proxy VIP IP address is 10.1.100.200.
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Example 1

In this example, clients are issued unique client certificates from your CA. The FortiGate authenticates the clients by their
user certificate before allowing them to connect to the access proxy. The access server acts as a reverse proxy for the
web server that is behind the FortiGate.

This example assumes that you have already obtained the public CA certificate from your CA, the root CA of the client
certificate has been imported (CA_Cert 1), and the client certificate has been distributed to the endpoints.

To configure the FortiGate:

1. Configure user authentication. Both an authentication scheme and rule must be configured, as the authentication is
applied on the access proxy:

config authentication scheme
edit "mtls"
set method cert
set user-cert enable
next
end

config authentication rule
edit "mtls"
set srcintf "port2"
set srcaddr "all"
set dstaddr "all"
set active-auth-method "mtls"
next
end

2. Selectthe CA or CAs used to verify the client certificate:

config authentication setting
set user-cert-ca "CA Cert 1"
end

3. Configure the users. Users can be matched based on either the common-name on the certificate or the trusted
issuer.

» Verify the user based on the common name on the certificate:

config user certificate
edit "single-certificate"
set type single-certificate
set common-name "client.fortinet.com"
next
end

 Verify the user based on the CA issuer:

config user certificate
edit "trusted-issuer"
set type trusted-issuer
set issuer "CA Cert 1"
next
end

4. Configure the access proxy VIP. The SSL certificate is the server certificate that is presented to the user as they
connect:
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config firewall vip
edit "mTLS"

set
set
set
set
set
set
next
end

5. Configure the access proxy policy, including the real server to be mapped. To request the client certificate for
authentication,

type access-proxy

extip 10.1.100.200

extintf "port2"

server-type https

extport 443

ssl-certificate "Fortinet SSL"

client-cert is enabled:

config firewall access-proxy
edit "mTLS-access-proxy"

set
set
set

vip "mTLS"
client-cert enable
empty-cert-action accept

config api-gateway

end
next
end

6. Configure the proxy policy to apply authentication and the security profile, selecting the appropriate user object

edit 1
config realservers
edit 1
set ip 172.16.200.44
next
end
next

depending on the user type:

config firewall proxy-policy

edit 3
set
set
set
set
set
set
set
set
set
set
set

next

end

Proxy access-proxy

access-proxy "mTLS-access-proxy"
srcintf "port2"

srcaddr "all"

dstaddr "all"

action accept

schedule "always"

users {"single-certificate" | "trusted-issuer"}
utm-status enable

ssl-ssh-profile "deep-inspection-clone"
av-profile "av"

To verify the results:

1. Inaweb browser, access the VIP address. This example uses Chrome.

2. When prompted, select the client certificate, then click OK.

FortiOS 7.0.17 Administration Guide

Fortinet Inc.

309



Network

<

C  ® 10.1.100200 *r W&

Select a certificate

Select a certificate to authenticate yourself to 10.1.100.200:443

Subject Issuer Serial

[ client.fortinet.com rega.ftnt.com 03

y

Yo

Certificate information Cancel

PasSworus; measaycs; U Lreurt varasy Lean 1 nure

NET:ERR_CERT_AUTHORITY_INVALID

Hide advanced

This server could not prove that it is 10.1.100.200; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 10.1.100.200 (unsafe)

3. Click Certificate information to view details about the certificate.

& Certificate X

General Details Certification Path

4 Certificate Information

This certificate is intended for the following purpose(s):

+ All application policies

Issued to: dlientfortinet.com

Issued by: reqa.ftnt.com

valid from 11/23/2018 to 11/20/2028

Issuer Statement

4. Onthe FortiGate, check the traffic logs.
« [f client certificate authentication passes:

1: date=2021-06-03 time=15:48:36 eventtime=1622760516866635697 tz="-0700"
1logid="0000000010" type="traffic" subtype="forward" level="notice" vd="vdoml"
srcip=10.1.100.11 srcport=45532 srcintf="port2" srcintfrole="undefined"
dstcountry="Reserved" srccountry="Reserved" dstip=172.16.200.44 dstport=443
dstintf="vdoml" dstintfrole="undefined" sessionid=154900 service="HTTPS"
wanoptapptype="web-proxy" proto=6 action="accept" policyid=3 policytype="proxy-
policy" poluuid="af5e2df2-c321-51eb-7d5d-42fa58868dcb" duration=0 user="single-

certificate" wanin=2550 rcvdbyte=2550 wanout=627 lanin=4113 sentbyte=4113 lanout=2310

appcat="unscanned"

If the CA issuer is used to verify the client:

1: date=2021-06-03 time=15:43:02 eventtime=1622760182384776037 tz="-0700"
logid="0000000010" type="traffic" subtype="forward" level="notice" vd="vdoml"
srcip=10.1.100.11 srcport=45514 srcintf="port2" srcintfrole="undefined"
dstcountry="Reserved" srccountry="Reserved" dstip=10.1.100.200 dstport=443
dstintf="vdoml" dstintfrole="undefined" sessionid=153884 service="HTTPS"
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wanoptapptype="web-proxy" proto=6 action="accept" policyid=3 policytype="proxy-
policy" poluuid="af5e2df2-c321-51eb-7d5d-42fa58868dcb" duration=0 user="trusted-
issuer" wanin=0 rcvdbyte=0 wanout=0 lanin=4089 sentbyte=4089 lanout=7517
appcat="unscanned" utmaction="block" countweb=1 crscore=30 craction=8 utmref=65535-0

« |f the client certificate authentication fails, and the traffic is blocked:

1: date=2021-06-03 time=15:45:53 eventtime=1622760353789703671 tz="-0700"
1logid="0000000013" type="traffic" subtype="forward" level="notice" vd="vdoml"
srcip=10.1.100.11 srcport=45518 srcintf="port2" srcintfrole="undefined"
dstip=172.16.200.44 dstport=443 dstintf="vdoml" dstintfrole="undefined"
srccountry="Reserved" dstcountry="Reserved" sessionid=154431 proto=6 action="deny"
policyid=0 policytype="proxy-policy" user="single-certificate" service="HTTPS"
trandisp="noop" url="https://10.1.100.200/" agent="curl/7.68.0" duration=0 sentbyte=0
rcvdbyte=0 sentpkt=0 rcvdpkt=0 appcat="unscanned" crscore=30 craction=131072
crlevel="high" msg="Traffic denied because of explicit proxy policy"

Example 2

In this example, the same configuration as in Example 1 is used, with a web proxy profile added to enable adding the
client certificate to the HTTP header X-Forwarded-Client-Cert. The header is then forwarded to the server.

To configure the FortiGate:

1. Repeat steps 1 to 6 of Example 1, using the common name on the certificate to verify the user.
2. Configure a web proxy profile that adds the HTTP x-forwarded-client-cert header in forwarded requests:

config web-proxy profile
edit "mtls"

set header-x-forwarded-client-cert add

next
end

3. Configure the proxy policy to apply authentication, the security profile, and web proxy profile:

config firewall proxy-policy

edit 3
set
set
set
set
set
set
set
set
set
set
set
set
set
set

next

end

uuid afb5e2df2-c321-51eb-7d5d-42£a58868dcb

Proxy access-proxy
access-proxy "mTLS-access-proxy"
srcintf "port2"

srcaddr "all"

dstaddr "all"

action accept

schedule "always"
logtraffic all

users "single-certificate"
webproxy-profile "mtls"
utm-status enable

ssl-ssh-profile "deep-inspection-clone"

av-profile "av"
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To verify the results:

The WAD debug shows that the FortiGate adds the client certificate information to the HTTP header. The added header
cannot be checked using the sniffer, because the FortiGate encrypts the HTTP header to forward it to the server.

1. Enable WAD debug on all categories:

# diagnose wad debug enable category all

2. Setthe WAD debug level to verbose:

# diagnose wad debug enable level verbose

3. Enable debug output:
# diagnose debug enable

4. Check the debug output.
* When the FortiGate receives the client HTTP request:

[0x7fc8d4bc4910] Received request from client: 10.1.100.11:45544

GET / HTTP/1.1

Host: 10.1.100.200
User-Agent: curl/7.68.0
Accept: */*

* When the FortiGate adds the client certificate in to the HTTP header and forwards the client HTTP request:

[0x7fc8d4bc4910] Forward request to server:

GET / HTTP/1.1

Host: 172.16.200.44

User-Agent: curl/7.68.0

Accept: */*

X-Forwarded-Client-Cert: ----- BEGIN CERTIFICATE-----
MITFXzCCAOegAwI...aCFHDH1R+wb39s=

CORS protocol in explicit web proxy when using session-based, cookie-enabled,
and captive portal-enabled SAML authentication

The FortiGate explicit web proxy supports the Cross-Origin Resource Sharing (CORS) protocol, which allows the
FortiGate to process a CORS preflight request and an actual CORS request properly, in addition to a simple CORS
request when using session-based, cookie-enabled, and captive portal-enabled SAML authentication. This allows a
FortiGate explicit web proxy user with this specific configuration to properly view a web page requiring CORS with
domains embedded in it other than its own domain.
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SAML IdP server

To configure the FortiGate:

1. Configure the authentication rule:

config authentication rule
edit "saml"
set srcaddr "all"
set ip-based disable
set active-auth-method "saml"
set web-auth-cookie enable
next
end

2. Configure the captive portal:

config authentication setting
set captive-portal "fgt9.mygalab.local"
end

3. Configure the proxy policy

config firewall proxy-policy
edit 3

set proxy explicit-web
set dstintf "port9o"
set srcaddr "all"
set dstaddr "all"
set service "webproxy"
set action accept
set schedule "always"
set logtraffic all
set groups "ldap-group-saml"
set utm-status enable
set profile-protocol-options "protocol"
set ssl-ssh-profile "deep-custom"
set av-profile "av"
set application-list "fff"
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next
end

CORS request scenarios

Preflight CORS request

The client sends the initial CORS preflight request (OPTI0ONS with the origin header) to the web server through
FortiGate's web proxy and receives a CORS 200 OK response (with headers, such as Access-Control-Allow-
Origin). The FortiGate will not redirect the client to the captive capital for authentication:

OPTIONS /bidRequest HTTP/1.1

Host: c2shb.pubgw.yahoo.com

User-Agent: curl/7.61.1

Accept: */*

Access—-Control-Request-Method: GET
Access-Control-Request-Headers: content-type,x-openrtb-version

vV V.V V V V V

Origin: https://www.cnn.com

HTTP/1.1 200 OK

Date: Thu, 19 May 2022 01:49:17 GMT

Content-Length: 0

Server: ATS/9.1.0.46

Access-Control-Allow-Origin: https://www.cnn.com
Access-Control-Allow-Methods: GET, POST,OPTIONS

Access-Control-Allow-Headers: X-Requested-With,Content-Type,X-Openrtb-Version
Access-Control-Allow-Credentials: true

Access-Control-Max-Age: 600

Age: 0

Connection: keep-alive

Set-Cookie: A3=d=AQABBB2ihWICEIUyD Du5018tMdKKWxspR8FEgEBAQHzhmKPYgAAAAAA
eMAAA&S=AQAAALIUOdAheQx6euvcPs8ErK4I; Expires=Fri, 19 May 2023 07:49:17 GMT; Max-
Age=31557600; Domain=.yahoo.com; Path=/; SameSite=None; Secure; HttpOnly

NN AN AN AN ANANANAN A AN AN

Real CORS request

Once the initial preflight request for the client is successful, the client sends the real CORS request (GET request with
origin header) to the FortiGate, The FortiGate then replies with a 30x response to redirect the client to the captive portal.
The 30x response includes CORS headers such as Access-Control-Allow-Origin:

GET /bidRequest HTTP/1.1
Host: c2shb.pubgw.yahoo.com
User-Agent: curl/7.61.1
Accept: */*

Origin: https://www.cnn.com

vV V. V V V

HTTP/1.1 303 See Other

Access-Control-Max-Age: 1

Access-Control-Allow-Origin: https://www.cnn.com

Access-Control-Allow-Credentials: true

Set-Cookie: FTNT-EP-
FG900D3915800054=pgWlpdswdcCnpaWli6oWlpcijEwszGmIbGksbBwWMCVWwCcPBlpKRNMGT152Q0xJeUwYPW18aY1JWL1Tu
UlZWL1JalpQ==; Path=/; Domain=.pubgw.yahoo.com; HttpOnly; SameSite=None; Secure

< Connection: close

< Content-Type: text/html

AN N AN AN A -
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< Cache-Control: no-cache

< Location:
https://fgt9.mygalab.local:7831/test/saml/login/?cptype=ckauth&scheme=https&4Tmthd=0&host=c2
shb.pubgw.yahoo.com&port=443&rule=98&uri=L2JpZFJlcXV1c3Q=&cdata=pqWlpdswdcCnpaWli6WlpcjEwszG
mJIbGksbBwMCVwcPBlpKRNMGT1520xJeUwYPW18aY1JWL1TuUlZWL1JalpQ==

< Content-Length: 0

Redirection to captive portal

Once the client's real CORS request is redirected to the captive portal, the client senda another preflight to the captive
portal. The captive portal then replies with a 20x response, which includes CORS headers such as Access-Control-
Allow-Origin

> OPTIONS
/test/saml/login/?cptype=ckauth&scheme=https&4Tmthd=1&host=ggl.reddit.com&port=443&rule=98s&u
ri=Lw==&cdata=pgqWlpQOM5dcCnpaWliqWlpciEwszGmJIbGksbAkS5WT18aTwJIDGnJ2T152Q0xpHDkYPW18aY1JWL1IuUlZ
WL1JGWpQ== HTTP/1.1

Host: fgt9.mygalab.local:7831

Connection: keep-alive

Accept: */*

Access-Control-Request-Method: GET

Access-Control-Request-Headers: authorization,content-type,x-reddit-compression,x-reddit-

vV V. V V V

loid, x-reddit-session

> Origin: null

> User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/100.0.4896.75 Safari/537.36 Edg/100.0.1185.36

Sec-Fetch-Mode: cors

Sec-Fetch-Site: cross-site

Sec-Fetch-Dest: empty

Referer: https://www.reddit.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;g=0.9

vV V. V V V V

HTTP/1.1 204 No Content

Access-Control-Max-Age: 86400

Access-Control-Allow-Methods: GET

Access-Control-Allow-Headers: authorization,content-type,x-reddit-compression,x-reddit-
loid, x-reddit-session

A ANANVANR

< Access-Control-Allow-Origin: null
< Access-Control-Allow-Credentials: true

Simple CORS request

If a simple CORS request (no preflight request sent before it) is used, when the FortiGate receives the simple request, it
replies with a 30x response that includes CORS headers, such as Access-Control-Allow-Origin:

Host: www.yahoo.com
User-Agent: curl/7.61.1
Accept: */*

Origin: https://www.cnn.com

vV V V V

HTTP/1.1 303 See Other

Access-Control-Max-Age: 1
Access-Control-Allow-Origin: https://www.cnn.com
Access-Control-Allow-Credentials: true
Set-Cookie: FTNT-EP-

AN AN N AN A -
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FG900D3915800000=pgWlpaw7/dcCnpaWli6oWlpcjEwszGmIbGksbAkpOcxMDD1pbGIMST152QwcGecl4PW18aY1JWL1Tu
UlZWL1JalpQ==; Path=/; Domain=.yahoo.com; HttpOnly; SameSite=None; Secure

< Connection: close

< Content-Type: text/html

< Cache-Control: no-cache

< Location:
https://fgt9.mygqalab.local:7831/test/saml/login/?cptype=ckauth&scheme=https&4Tmthd=0&host=ww
w.yahoo.com&port=443&rule=98&uri=Lw==&cdata=pgWlpaw7dcCnpaWli6WlpcjEwszGmIbGksbAkpOcxMDD1pbG
IMST152QwcGcl4PW18aY1JWL1TuUlZWL1JalpQ==

< Content-Length: 0

DHCP servers and relays

A DHCP server dynamically assigns IP addresses to hosts on the network connected to the interface. The host
computers must be configured to obtain their IP addresses using DHCP. You can configure one or more DHCP servers
on any FortiGate interface.

A DHCP server can be in server or relay mode. In server mode, you can define one or more address ranges it assigns
addresses from, and options such as the default gateway, DNS server, lease time, and other advanced options. In relay
mode, the interface forwards DHCP requests from DHCP clients to an external DHCP server and returns the responses
to the DHCP clients. The DHCP server must have appropriate routing so that its response packets to the DHCP clients
arrive at the unit.

If an interface is connected to multiple networks through routers, you can add a DHCP server for each network. The IP
range of each DHCP server must match the network address range. The routers must be configured for DHCP relay.

Default DHCP server for entry-level FortiGates

On entry-level FortiGates, a DHCP server is configured on the internal interface, by default, with the following values:

Field Value

Address Range 192.168.1.110 t0 192.168.1.210
Netmask 255.255.255.0

Default Gateway 192.168.1.99

Lease Time 7 days

DNS Server 1 192.168.1.99

These settings are appropriate for the default internal interface IP address of 192.168.1.99. If you change this address to
a different network, you need to change the DHCP server settings to match.

» Basic configuration on page 317

« DHCP options on page 320

+ DHCP addressing mode on an interface on page 326

¢ Multiple DHCP relay servers on page 329

» FortiGate DHCP works with DDNS to allow FQDN connectivity to leased IP addresses on page 331
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Basic configuration

The following contains information on basic configurations.

Configure a DHCP server on an interface
A DHCP server can be configured on an interface in the GUI from Network > Interfaces.

To configure a DHCP server in the GUI:

1. Go to Network > Interfaces.

2. Editaninterface.

3. Enable the DHCP Server option and configure the settings.
4. Click OK.

Field Description

Address Range By default, the FortiGate unit assigns an address range based on the address of
the interface for the complete scope of the address.

For example, if the interface address is 172.20.120.230, the default range created
is 172.20.120.231 to 172.20.120.254.

Select the range and select Edit to adjust the range or select Create New to add a
different range.

Netmask Enter the netmask of the addresses that the DHCP server assigns.

Default Gateway Select this to use either Same as Interface IP or select Specify and enter the IP
address of the default gateway that the DHCP server assigns to DHCP clients.

DNS Server Select this to use Same as system DNS, Same as Interface IP or select Specify
and enter the IP address of the DNS server.

Mode Select the type of DHCP server FortiGate will be. By default, it is a Server. Select
Relay if needed. When Relay is selected, the above configuration is replaced by a
field to enter the DHCP Server IP address.

DHCP Server IP This appears only when Mode is Relay. Enter the IP address of the DHCP server
where FortiGate obtains the requested IP address.

Type Select this to use the DHCP in Regular or IPsec mode.

Additional DHCP Options Use this to create new DHCP options.

Add from DHCP Client List If the client is currently connected and using an IP address from the DHCP server,

you can select this option to select the client from the list.

To configure a DHCP server in the CLI:

config system dhcp server
edit 1
set dns-service default
set default-gateway 192.168.1.2
set netmask 255.255.255.0
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set interface "portl"

config ip-range
edit 1

end

set start-ip 192.168.1.1
set end-ip 192.168.1.1

next
edit 2

set start-ip 192.168.1.3
set end-ip 192.168.1.254

next

set timezone-option default
set tftp-server "172.16.1.2"

next
end

Configure a DHCP relay on an interface

To configure a DHCP relay in the GUI:

o oN-=

Click OK.

Go to Network > Interfaces.

Edit an interface.

Expand the Advanced section and set Mode to Relay.
Enter the DHCP Server IP.

To configure a DHCP relay in the CLI:

1. Configure the interface, making sure to configure set dhcp-relay-ip:

config system interface
edit "port2"

next
end

Configure a DHCP server and relay on an interface

A FortiGate interface can be configured to work in DHCP server mode to lease out addresses, and at the same time
relay the DHCP packets to another device, such as a FortiNAC to perform device profiling.

The DHCP message to be forwarded to the relay server under the following conditions:

set
set
set
set
set
set
set

vdom "root"

dhcp-relay-service enable

ip 10.1.1.5 255.255.255.0
allowaccess ping https ssh fabric
type physical

snmp-index 4

dhcp-relay-ip "192.168.20.10"

¢ dhcp-relay-request-all-server is enabled

* Message type is either DHCPDISCOVER or DHCPINFORM

» Client IP address in client message is 0

« Server D is NULL in the client message
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« Server address is a broadcast address (255.255.255.255)
e Serveraddressis 0

Al
‘Q' Configuring a DHCP server and relay on the same interface is currently only supported in the
CLL

To configure a DHCP server and relay in the CLI:

1. Configure the interface:

config system interface
edit "port2"
set vdom "root"
set dhcp-relay-service enable
set ip 10.1.1.5 255.255.255.0
set allowaccess ping https ssh fabric
set type physical
set snmp-index 4
set dhcp-relay-ip "192.168.20.10"
set dhcp-relay-request-all-server enable
next
end

2. Configure the DHCP server settings:

config system dhcp server
edit 17
set status enable
set dns-service default
set default-gateway 10.1.1.5
set netmask 255.255.255.0
set interface "port2"
config ip-range
edit 1
set start-ip 10.1.1.6
set end-ip 10.1.1.254
next
end
next
end

Excluding addresses in DHCP

If you have a large address range for the DHCP server, you can block a range of addresses that will not be included in
the available addresses for the connecting users using the config exclude-range subcommand.

To exclude addresses in DHCP:

config system dhcp server
edit <id>
config exclude-range
edit <sequence number>
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set start-ip <address>
set end-ip <address>
next
end
next
end

Viewing information about DHCP server connections

To view information about DHCP server connections, go to Dashboard > Network and expand the DHCP monitor widget.
On this page, you can also add IP addresses to the reserved IP address list.

DHCP options

When adding a DHCP server, you can include DHCP options. The DHCP options are BOOTP vendor information fields
that provide additional vendor-independent configuration parameters to manage the DHCP server. For example, you
might need to configure a FortiGate DHCP server that gives out a separate option as well as an IP address, such as an
environment that needs to support PXE boot with Windows images. The Option code is specific to the application. The
documentation for the application indicates the values to use. The Option code is a value between 1 and 255.

For detailed information about DHCP options, see RFC 2132, DHCP Options and BOOTP Vendor Extensions.

The FortiOS DHCP server supports up to a maximum of 30 options per DHCP server. These optional fields can be set in
either the GUl or CLI.

Ay

S L4
? DHCP server options are not available in transparent mode.

The DHCP options include:

e Common DHCP options on page 320
» Additional DHCP options on page 322
« |P address assignment with relay agent information option on page 324

Common DHCP options

All FortiGate models come with predefined DHCP options. These DHCP options are widely used and required in most
scenarios. The following DHCP options can be set straight from the DHCP server section of the Edit Interface dialog:

Option Code Option Name Purpose
*q Netmask Assign subnet mask to the DHCP client.
*3 Default Gateway Assign default gateway to the DHCP client.
6 DNS server Assign DNS server to the DHCP client.
42 NTP server Assign NTP server to the DHCP client.
*51 Lease time Lease time for the DHCP client.
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Option Code Option Name Purpose
138 Wireless controllers ~ Assign CAPWAP Access Controller addresses to the DHCP client.
150 TFTP server(s) Assign TFTP server to the DHCP client.

The parameter marked with an asterisk (*) are mandatory and must be filled in.

Configuring the lease time

This configuration implements DHCP option code 51. The global lease time (measured in seconds, 300 - 864000)
determines the length of time an IP address remains assigned to a client. Once the lease expires, the address is
released for allocation to the next client that requests an IP address.

To configure the global lease time:

config system dhcp server
edit <id>
set interface <interface>
set netmask <netmask>
set lease-time <integer>
next
end

The default lease time is seven days (604800 seconds). To have an unlimited lease time, set the value to zero.

The lease time can also be configured in the GUI in the Lease time field within the DHCP server section of the Edit
Interface dialog.

Breaking an address lease

If you need to end an IP address lease, you can break the lease. This is useful if you have limited addresses and longer
lease times when some leases are no longer necessary, for example, with corporate visitors.

To break a lease:

# execute dhcp lease-clear <ip address>

To break a lease for all IP addresses for the DHCP servers in the current VDOM:

# execute dhcp lease-clear all

Configuring NTP servers

This configuration implements DHCP option code 42. NTP server can be used by the client to synchronize their time
which is very important as for many features to work, including scheduling, logging, and SSL-dependent features, the
FortiOS system time must be accurate. This option specifies a list of the NTP servers available to the client by IP
address.

To configure NTP servers:

config system dhcp server
edit 2
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set ntp-service {local | default | specify}
set ntp-serverl <class_ ip>
set ntp-server2 <class_ ip>
set ntp-server3 <class_ ip>
next
end

NTP servers can also be configured in the GUI in the NTP server field within the DHCP server > Advanced section of the
Edit Interface dialog.

ntp-service {local | Set the option for assigning NTP servers to DHCP clients:
default | specify} e local:the IP address of the interface that the DHCP server is added to
becomes the client's NTP server IP address.

e default:clients are assigned the FortiGate's configured NTP servers.
e specify: specify up to three NTP servers in the DHCP server configuration.

Configuring TFTP servers

This configuration implements DHCP option code 150. TFTP server are used by VolP phones to obtain the VolP
Configuration. You can configure multiple TFTP servers for a DHCP server. For example, you may want to configure a
main TFTP server and a backup TFTP server.

The tftp-server command allows you to configure the TFTP servers, using either their hostnames or IP addresses.
Separate multiple server entries with spaces.

To configure TFTP servers:

config system dhcp server
edit <id>
set interface <interface>
set netmask <netmask>
set tftp-server <hostname/IP address> <hostname/IP address>
next
end

TFTP servers can also be configured in the GUI in the TFTP server(s) field within the DHCP server > Advanced section
of the Edit Interface dialog.

Additional DHCP options
The FortiGate can be used to provide additional DHCP options that can be useful for different scenarios.

To configure the DHCP options in the GUI:

Go to Network > Interfaces, click Create New or Edit the existing interface.

Enable DHCP Server.

Expand the Advanced section and select Create New under Additional DHCP options.
Select a predefined Option code from the list or select Specify to enter a custom Option code.
Configure the rest of the parameters as required and click OK to save the options.

2

Click OK to save the setting.
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To configure the DHCP options in the CLI:

config system dhcp server
edit <id>
config options
edit <integer>
set code <integer>
set type {hex | string | ip | fqgdn}
set value <string>

next
end
next
end
Variable Description
code <integer> DHCP client option code (0 - 255, default = 0). See Dynamic Host Configuration

Protocol (DHCP) and Bootstrap Protocol (BOOTP) Parameters for a list of
possible options.

type {hex | string | ip DHCP server option type (default = hex).

| fagdn}

value <string> DHCP server option value.

ip <ip address> DHCP server option IP address. This option is only available when type is ip.
Example

To configure option 252 with value http://192.168.1.1/wpad.dat:

config system dhcp server

edit <id>
config options
edit <id>
set code 252
set type hex
set value 687474703a2f2£3139322e3136382e312e312£777061642e646174
next
end
next
end
M, In the example above,
q 687474703a2f2£3139322e3136382e312e312£777061642e646174 is the hexadecimal
- equivalent of the ASClltext http://192.168.1.1/wpad.dat.
Option 82

The DHCP relay agent information option (option 82 in RFC 3046) helps protect the FortiGate against attacks such as
spoofing (forging) of IP addresses and MAC addresses, and DHCP IP address starvation.

This option is disabled by default. However, when dhcp-relay-service is enabled, dhcp-relay-agent-option
becomes enabled.
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To configure the DHCP relay agent option:

config system interface
edit <interface>
set vdom root
set dhcp-relay-service enable
set dhcp-relay-ip <ip>
set dhcp-relay-agent-option enable
set vlanid <id>
next
end

See IP address assignment with relay agent information option on page 324 for an example.

IP address assignment with relay agent information option

Option 82 (DHCP relay information option) helps protect the FortiGate against attacks such as spoofing (or forging) of IP
and MAC addresses, and DHCP IP address starvation.

I _
ﬁ
FortiGate Managed FortiSwitch
(DHCP server) (Option 82 enabled) DHCP client

The following CLI variables are included inthe config system dhcp server >config reserved-address
command:

circuit-id-type {hex | DHCP option type; hex or string (default).
string}
circuit-id <value> Option 82 circuit ID of the client that will get the reserved IP address.

Format: vlan-mod-port
¢ vlan: VLAN ID (2 bytes)
¢ mod: 1 =snoop, 0 =relay (1 byte)
¢ port: port number (1 byte)

remote-id-type {hex | DHCP option type; hex or string (default).
string}
remote-id <value> Option 82 remote ID of the client that will get the reserved IP address.

Format: the MAC address of the client.

type {mac | option82} The DHCP reserved address type; mac (default) or option82.
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To create an IP address assignment rule using option 82 in the GUI:

1. Go to Network > Interfaces.
2. Edit an existing port, or create a new one.

L}
S L4
9 The port Role must be LAN or Undefined.

3. Enable DHCP Server.
4. Configure the address ranges and other settings as needed.
5. Click +to expand the Advanced options.

New Interface

@© DHCP Server
DHCP status [+ A ELECE © Disabled
Address range 192.168.2.100-192.168.2.254 A
o )

Netmask [ 255.255.2554] |
Default gateway Specify () Documentation
DNS server Same as Interface IP | Specify & OnlineHelp (&
Leasetime @ © | 604300 second(s) & Video Tutorials &'
8 Advanced
Mode Relay
Type IPsec
NTP server Local Same as System NTP

©
Wireless controllers Same as Interface IP

o
Time zone Specify
Next bootstrap server 0.0.00
TFTP server(s) [+]
Additional DHCP Options

+ Create New # Edit Delete Search Q
Code Type ¢ Value &

m- ‘ Cancel
6. Inthe IP Address Assignment Rules table, click Create New.
The Create New IP Address Assignment Rule pane opens.
7. Configure the new rule:
a. Forthe Type, select DHCP Relay Agent.
b. Enterthe Circuit ID and Remote ID.
c. Enterthe /P address that will be reserved.
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New Interface Create New |P Address Assignment Rule
1

Type (XN DHCP Relay Agent

- Description | Write a comment.. 4 0/255

Additional DHCH

Match Criteria

CircuitlD | String

Remote ID | String JEEELETE

Action
1P Address Assig|  Action type Blo
+Creatend * 192.168.2.100

= Add from

Type

8. Click OK.

To create an IP address assignment rule using option 82 with the CLI:

config system dhcp server
edit 1
set netmask 255.255.255.0
set interface "port4"
config ip-range
edit 1
set start-ip 192.168.2.100
set end-ip 192.168.2.254
next
end
config reserved-address
edit 1
set type option82
set ip 192.168.2.100
set circuit-id-type hex
set circuit-id "00010102"
set remote-id-type hex
set remote-id "704cab5ed77d6"
next
end
next
end

DHCP addressing mode on an interface

Any FortiGate interface can be configured to obtain an IP address dynamically using DHCP. If you configure DHCP on
an interface on the FortiGate, the FortiGate automatically broadcasts a DHCP request from the interface. The interface
is configured with the IP address, any DNS server addresses, and the default gateway address that the DHCP server
provides.

Configuring an Interface as a DHCP Client

You can configure interface as a DHCP client.
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To configure an interface as a DHCP client in the GUI:

Go to Network > Interfaces.

Edit an interface.

Select the DHCP option in the Addressing mode.
Configure the rest of the setting as required.
Click OK.

o Dd =

The following table describes the DHCP status information when DHCP is configured for an interface.

Field Description

Status Displays DHCP status messages as the interface connects to the DHCP server
and gets addressing information.
Status can be one of the following values:
e |[nitializing: No activity.
e Connecting: Interface attempts to connect to the DHCP server.
e Connected: Interface retrieves an |IP address, netmask, and other settings
from the DHCP server.
 Failed: Interface was unable to retrieve an IP address and other settings from
the DHCP server.

Obtained IP/Netmask The IP address and netmask leased from the DHCP server. This is only displayed
if the Status is Connected.

Renew Select this to renew the DHCP license for this interface. This is only displayed if
the Status is Connected.

Expiry Date The time and date when the leased IP address and netmask is no longer valid for
the interface. The IP address is returned to the pool to be allocated to the next
user request for an IP address. This is only displayed if the Status is Connected.

Default Gateway The IP address of the gateway defined by the DHCP server. This is displayed only
if the Status is Connected, and if Retrieve default gateway from server is enabled.

Acquired DNS The DNS server IP defined by the DHCP server. This is displayed only if the
Status is Connected.

Retrieve default gateway from Enable this to retrieve a default gateway IP address from the DHCP server. The
server default gateway is added to the static routing table.

Distance Enter the administrative distance for the default gateway retrieved from the DHCP
server. The administrative distance is an integer from 1 to 255 that specifies the
relative priority of a route when there are multiple routes to the same destination.
A lower administrative distance indicates a more preferred route.

Override internal DNS Enable this to use the DNS addresses retrieved from the DHCP server instead of

the DNS server IP addresses on the DNS page.

When VDOMs are enabled, you can override the internal DNS only on the
management VDOM.
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To configure an interface as a DHCP client in the CLI:

config system interface
edit <name>
set mode dhcp
set defaultgw {enable | disable}
set distance <integer>
set dns-server-override {enable | disable}
next
end

Configuring the DHCP renew time

You can set a minimum DHCP renew time for an interface acting as a DHCP client. This option is available only when
mode is set to DHCP.

To set the DHCP renew time:

config system interface
edit <name>
set vdom <vdom>
set interface <interface>
set mode dhcp
set dhcp-renew-time <integer>
next
end

The possible values for dhcp-renew-time are 300 to 605800 seconds (five minutes to seven days). To use the renew
time that the server provides, set this entry to 0.

DHCP client options

When an interface is in DHCP addressing mode, DHCP client options can be configured in the CLI. For example, a
vendor class identifier (usually DCHP client option 60) can be specified so that a request can be matched by a specific
DHCP offer.

Multiple options can be configured, but any options not recognized by the DHCP server are discarded.

To configure client option 60 - vendor class identifier:

config system interface
edit portl
set vdom vdoml
set mode dhcp
config client-options
edit 1
set code 60
set type hex
set value aabbccdd
next
end
set type physical
set snmp-index 4
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next
end

Variable Description

code <integer> DHCP client option code (0 - 255, default = 0).
See Dynamic Host Configuration Protocol (DHCP) and Bootstrap Protocol
(BOOTP) Parameters for a list of possible options.

type {hex | string | ip |  DHCP client option type (default = hex).

fgdn}
value <string> DHCP client option value.
ip <ip> DHCP client option IP address. This option is only available when t ype is ip.

Multiple DHCP relay servers

Multiple DHCP relays can be configured on an interface. After receiving a DHCP request from a client, the FortiGate
forwards it to all configured servers simultaneously without waiting for any response. Each server sends back an IP
address for the client, but the client usually uses the IP address from the first response that is receives.

This allows the FortiGate to forward DHCP requests to all configured servers simultaneously, reducing wait times and
potential bottlenecks.

config system interface
edit <name>
set dhcp-relay-service {enable | disable}
set dhcp-relay-ip <ip-address>
next
end

Example

In this example, two DHCP relay servers are configured on port2, with DHCP relay IP addresses 10.1.1.1 and 10.2.2.1.

FortiGate

(DHCP relay) —

port2 m ] port4 —

relay IP: 10.1.1.1 -
Client relayiP:10.2.2.1 port3 -

DHCP Server
= 10221
DHCP Server

10.1.11

To configure the DHCP relay servers:

config system interface
edit "port2"
set dhcp-relay-service enable
set dhcp-relay-ip 10.1.1.1 10.2.2.1
next
end
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To check the debug messages to verify that the DHCP relay is working:

# diagnose debug application dhcprelay -1

Debug messages

# (x1d:d7d00b58)

port2
(xid:d7d00b58)
(xid:d7d00b58)

Insert option(82),

found route to
(xid:d7d00b58)
found route to
(xid:d7d00b58)
(xid:d7d00b58)
(xid:d7d00b58)
(xid:d7d00b58)
(xid:d7d00b58)
port2

(xid:d7d00b58)

Insert option(82),

will be on for 30 minutes.
L2 socket: received request message from 0.0.0.0:68 to 255.255.255.255 at

got a DHCPDISCOVER

Warning! can't get server id from client message

len (7)

10.1.1.1 via 10.1.1.254 iif=6 o0if=9/port3, mode=auto, ifname=
forwarding dhcp request from 10.10.10.12:67 to 10.1.1.1:67
10.2.2.1 via 10.2.2.254 iif=6 oif=11/portd, mode=auto, ifname=
forwarding dhcp request from 10.10.10.12:67 to 10.2.2.1:67

got a DHCPOFFER

from server 10.1.1.1

sending dhcp reply from 10.10.10.12:67 to 255.255.255.255:68
L2 socket: received request message from 0.0.0.0:68 to 255.255.255.255 at

got a DHCPREQUEST
len (7)

10.1.1.1 via 10.1.1.254
forwarding dhcp request

found route to
(xid:d7d00b58)

iif=6 0if=9/port3, mode=auto, ifname=
from 10.10.10.12:67 to 10.1.1.1:67

found route to 10.2.2.1 via 10.2.2.254 iif=6 oif=11/portd4, mode=auto, ifname=
(xid:d7d00b58) forwarding dhcp request from 10.10.10.12:67 to 10.2.2.1:67
(xid:d7d00b58) got a DHCPOFFER

(xid:d7d00b58) from server 10.2.2.1

(x1d:d7d00b58) sending dhcp reply from 10.10.10.12:67 to 255.255.255.255:68
(xid:d7d00b58) got a DHCPACK

(xid:d7d00b58) from server 10.1.1.1

(xid:d7d00b58) sending dhcp reply from 10.10.10.12:67 to 255.255.255.255:68

The debug output shows the following information:

got a DHCPDISCOVER FortiGate received a DHCPDISCOVER message from

forwarding dhcp request from 10.10.10.12:67  the DHCP client and forwarded it to both DHCP servers.
to 10.1.1.1:67
forwarding dhcp request from 10.10.10.12:67
to 10.2.2.1:67
got a DHCPOFFER FortiGate received a DHCPOFFER message from server
from server 10.1.1.1 10.1.11.
got a DHCPREQUEST FortiGate received a DHCPREQUEST message from the
forwarding dhcp request from 10.10.10.12:67  glignt and forwarded it to both servers again.
to 10.1.1.1:67
forwarding dhcp request from 10.10.10.12:67

to 10.2.2.1:67

got a DHCPOFFER
from server 10.2.2.1

FortiGate received another DHCPOFFER message from
server 10.2.2.1.

got a DHCPACK
from server 10.1.1.1

FortiGate received a DHCPACK message from server
10.1.1.1.

Because the DHCP server 10.1.1.1 was the first to send
response, the client accepts the DHCP configuration from
this server.
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FortiGate DHCP works with DDNS to allow FQDN connectivity to leased IP

addresses

As clients are assigned IP addresses, they send back information that would be found in an A record to the FortiGate
DHCP server, which can take this information and pass it back to a corporate DNS server so that even devices using

leased IP address can be reached using FQDNs. You can configure the settings for this feature using the ddns-update

CLI command and some other DDNS related options. Please refer to DDNS update override in the DDNS on page 232

topic for further details.

Static routing

Static routing is one of the foundations of firewall configuration. It is a form of routing in which a device uses manually-
configured routes. In the most basic setup, a firewall will have a default route to its gateway to provide network access. In
a more complex setup with dynamic routing, ADVPN, or SD-WAN involved, you would still likely find static routes being

deployed.

This section explores concepts in using static routing and provides examples in common use cases:

The following topics include additional information about static routes:

Routing concepts on page 332

Policy routes on page 344

Equal cost multi-path on page 346
Dual internet connections on page 350

Deploying the Security Fabric on page 2460

Security Fabric over IPsec VPN on page 2482

Adding a static route on page 606

NAT mode on page 2110

NAT and transparent mode on page 2119

IPsec VPN in an HA environment on page 1580

IPsec VPN to Azure with virtual network gateway on page 1506
FortiGate as dialup client on page 1526

ADVPN with BGP as the routing protocol on page 1648
ADVPN with OSPF as the routing protocol on page 1658
ADVPN with RIP as the routing protocol on page 1667
Basic site-to-site VPN with pre-shared key on page 1472
Site-to-site VPN with digital certificate on page 1477
Site-to-site VPN with overlapping subnets on page 1484
Tunneled Internet browsing on page 1554

Multiple concurrent SDN connectors on page 2662

Packet distribution and redundancy for aggregate IPsec tunnels on page 1586

Using BGP tags with SD-WAN rules on page 717
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Routing concepts

This section contains the following topics:

o Default route on page 332

» Adding or editing a static route on page 332
« Configuring FQDNs as a destination address in static routes on page 333
« Routing table on page 333

» Viewing the routing database on page 336
» Kernel routing table on page 337

» Route cache on page 338

» Route look-up on page 339

« Blackhole routes on page 339

+ Reverse path look-up on page 340

o Asymmetric routing on page 341

« Routing changes on page 343

Default route

The default route has a destinationof 0.0.0.0/0.0.0. 0, representing the least specific route in the routing table. It is
a catch all route in the routing table when traffic cannot match a more specific route. Typically this is configured with a
static route with an administrative distance of 10. In most instances, you will configure the next hop interface and the
gateway address pointing to your next hop. If your FortiGate is sitting at the edge of the network, your next hop will be
your ISP gateway. This provides internet access for your network.

Sometimes the default route is configured through DHCP. On some entry-level models, the WAN interface is
preconfigured in DHCP mode. Once the WAN interface is plugged into the network modem, it will receive an IP address,
default gateway, and DNS server. FortiGate will add this default route to the routing table with a distance of 5, by default.
This will take precedence over any default static route with a distance of 10. Therefore, take caution when you are
configuring an interface in DHCP mode, where Retrieve default gateway from server is enabled. You may disable it
and/or change the distance from the Network > Interfaces page when you edit an interface.

Adding or editing a static route

To add a static route using the GUI:

1. Go to Network > Static Routes and click Create New.
2. Enter the following information:

Dynamic Gateway When enabled, a selected DHCP/PPPoE interface will automatically retrieve
its dynamic gateway.
Destination ¢ Subnet

Enter the destination IP address and netmask. A value of
0.0.0.0/0.0.0.0 creates a default route.

* Named Address
Select an address or address group object. Only addresses with static
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route configuration enabled will appear on the list. This means a
geography type address cannot be used.

¢ [nternet Service

Select an Internet Service. These are known IP addresses of popular
services across the Internet.

Interface Select the name of the interface that the static route will connect through.

Gateway Address Enter the gateway IP address. When selecting an IPsec VPN interface or SD-
WAN creating a blackhole route, the gateway cannot be specified.

Administrative Distance Enter the distance value, which will affect which routes are selected first by
different protocols for route management or load balancing. The defaultis 10.

Advanced Options Optionally, expand Advanced Options and enter a Priority. When two routes
have an equal distance, the route with a lower priority number will take
precedence. The defaultis 1.

3. Click OK.

Configuring FQDNs as a destination address in static routes

You can configure FQDN firewall addresses as destination addresses in a static route, using either the GUI or the CLI.

In the GUI, to add an FQDN firewall address to a static route in the firewall address configuration, enable the Static
Route Configuration option. Then, when you configure the static route, set Destination to Named Address.

To configure an FQDN as a destination address in a static route using the CLI:

config firewall address
edit 'Fortinet-Documentation-Website'
set type fgdn
set fgdn docs.fortinet.com
set allow-routing enable
next
end

config router static
edit O
set dstaddr Fortinet-Documentation-Website

next
end

Routing table

A routing table consists of only the best routes learned from the different routing protocols. The most specific route
always takes precedence. If there is a tie, then the route with a lower administrative distance will be injected into the
routing table. If administrative distances are also equal, then all the routes are injected into the routing table, and Cost
and Periority become the deciding factors on which a route is preferred. If these are also equal, then FortiGate will use
Equal cost multi-path on page 346 to distribute traffic between these routes.
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Viewing the routing table in the GUI

You can view routing tables in the FortiGate GUI under Dashboard > Network > Static & Dynamic Routing by default.
Expand the widget to see the full page. Additionally, if you want to convert the widget into a dashboard, click on the Save
as Monitoricon on the top right of the page.

You can also monitor policy routes by toggling from Static & Dynamic to Policy on the top right corner of the page. The
active policy routes include policy routes that you created, SD-WAN rules, and Internet Service static routes. It also
supports downstream devices in the Security Fabric.

The following figure show an example of the static and dynamic routes in the Routing Monitor:

€ Routing < [ Static&Dynamic v i+
Type ‘{ Interfaces
B BGP T [ VPN_A Tunnel (Branch-..
[ static A [ VPN_B_Tunnel (Branch-...
I Connected 73 I HQMPLS (HQ-MPLS)
' 111111 I ISFW (port3)
' Bl Internet_A (port1)
'/ | I Internet B (port5)
Al
Q RouteLookup | @ View  © Create Address Search Q
Network + Gateway IP Interfaces ¥ Distance Type &
B 1pva
0.0.0.0/0 10.100.64.254 B Internet A (port1) 1 Static
10.0.10.1/32 0.0.0.0 2 VPN_A_Tunnel (Branch-HQ-A) o] Connected
100.10.2/32 10.100.67.5 (2 VPN_A_Tunnel (Branch-HQ-A) 15 Static
10.0.10.3/32 10.100.68.5 2 VPN_A_Tunnel (Branch-HQ-A) 15 Static
100.11.1/32 0000 (2 VPN_B_Tunnel (Branch-HQ-B) 0 Connected
100.11.2/32 10.100.67.13 (2 VPN_B_Tunnel (Branch-HQ-B) 15 Static

0% @B | Updated: 13:00:59 &~

To view more columns, right-click on the column header to select the columns to be displayed:

IP Version Shows whether the route is IPv4 or IPv6.

Network The IP addresses and network masks of destination networks that the FortiGate can reach.
Gateway IP The IP addresses of gateways to the destination networks.

Interfaces The interface through which packets are forwarded to the gateway of the destination network.
Distance The administrative distance associated with the route. A lower value means the route is

preferable compared to other routes to the same destination.

Type The type values assigned to FortiGate routes (Static, Connected, RIP, OSPF, or BGP):

* Connected: All routes associated with direct connections to FortiGate interfaces

« Static: The static routes that have been added to the routing table manually

¢ RIP: All routes learned through RIP

¢ RIPNG: All routes learned through RIP version 6 (which enables the sharing of routes
through IPv6 networks)

e BGP: All routes learned through BGP

e OSPF: All routes learned through OSPF

¢ OSPFG6: All routes learned through OSPF version 6 (which enables the sharing of routes
through IPv6 networks)

e [S-IS: All routes learned through 1S-IS

¢ HA: RIP, OSPF, and BGP routes synchronized between the primary unit and the
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Field Description

subordinate units of a high availability (HA) cluster. HA routes are maintained on
subordinate units and are visible only if you're viewing the router monitor from a virtual
domain that is configured as a subordinate virtual domain in a virtual cluster.

Metric The metric associated with the route type. The metric of a route influences how the FortiGate
dynamically adds it to the routing table. The following are types of metrics and the protocols
they are applied to:

e Hop count: Routes learned through RIP

¢ Relative cost: Routes learned through OSPF

* Multi-Exit Discriminator (MED): Routes learned through BGP. By default, the MED value
associated with a BGP route is zero. However, the MED value can be modified
dynamically. If the value was changed from the default, the Metric column displays a non-
zero value.

Priority In static routes, priorities are 1 by default. When two routes have an equal distance, the route
with the lower priority number will take precedence.

VRF Virtual routing and forwarding (VRF) allows multiple routing table instances to co-exist. VRF
can be assigned to an Interface. Packets are only forwarded between interfaces with the
same VRF.

Up Since The total accumulated amount of time that a route learned through RIP, OSPF, or BGP has

been reachable.

Viewing the routing table in the CLI

Viewing the routing table using the CLI displays the same routes as you would see in the GUI.

If VDOMs are enabled on the FortiGate, all routing-related CLI commands must be run within a VDOM and not in the
global context.

To view the routing table using the CLI:

# get router info routing-table all
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default

Routing table for VRF=0

S* 0.0.0.0/0 [1/0] via 172.31.0.1, MPLS [1/0]via 192.168.2.1, portl [1/0] via
192.168.122.1, port2

S 1.2.3.4/32 [10/0] via 172.16.100.81, VLAN10O

C 10.10.2.0/24 is directly connected, hub

C 10.10.2.1/32 1is directly connected, hub

o} 10.10.10.0/24 [110/101] wvia 192.168.2.1, portl, 01:54:18

C 10.253.240.0/20 is directly connected, wqgt.root

S 110.2.2.122/32 [22/0] via 2.2.2.2, port2, [3/3]

C 172.16.50.0/24 is directly connected, WAN1-VLANS50
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172.16.60.0/24 is directly connected, WAN2-VLANG6O
172.16.100.0/24 is directly connected, VLAN100
172.31.0.0/30 is directly connected, MPLS
172.31.0.2/32 is directly connected, MPLS
192.168.0.0/24 [20/0] via 172.31.0.1, MPLS, 00:31:43
192.168.2.0/24 is directly connected, portl
192.168.20.0/24 is directly connected, port3
192.168.99.0/24 is directly connected, Portl-VLAN99
192.168.122.0/24 is directly connected, port2
Routing table for VRF=10

C 172.16.101.0/24 is directly connected, VLAN101l

QOO0 woaoaaan

Examining an entry:

B 192.168.0.0/24 [20/0] via 172.31.0.1, MPLS, 00:31:43
Value Description
B BGP. The routing protocol used.
192.168.0.0/24 The destination of this route, including netmask.
[20/0] 20 indicates an administrative distance of 20 out of a range of 0 to 255. 0 is an

additional metric associated with this route, such as in OSPF.

172.31.0.1 The gateway or next hop.
MPLS The interface that the route uses.
00:31:43 The age of the route in HH: MM: SS.

Viewing the routing database

The routing database consists of all learned routes from all routing protocols before they are injected into the routing
table. This likely lists more routes than the routing table as it consists of routes to the same destinations with different
distances. Only the best routes are injected into the routing table. However, it is useful to see all learned routes for
troubleshooting purposes.

To view the routing database using the CLI:

# get router info routing-table database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

> - selected route, * - FIB route, p - stale info
Routing table for VREF=0
S *> 0.0.0.0/0 [1/0] via 172.31.0.1, MPLS
*> [1/0] via 192.168.2.1, portl
*> [1/0] via 192.168.122.1, port2
S *> 1.2.3.4/32 [10/0] via 172.16.100.81, VLAN100
C *> 10.10.2.0/24 is directly connected, hub
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x>
x>
*>
*>
*>
*>
*>

10.10.10.0/24 [110/101]
110.2.2.122/32
172.
172.
172.
172.
172.

[22/0] via 2.2.2.2,

31.0.0/30

QOO0 OO0 naoA0n

x>

16.50.0/24 is directly connected,
16.60.0/24 is directly connected,
16.100.0/24 is directly connected, VLAN100
[110/201] via 192.168.2.1,

31.0.0/30 is directly connected, MPLS

10.10.2.1/32 is directly connected, hub
via 192.168.2.1,
10.253.240.0/20 is directly connected,
port2,

portl, 02:10:17
wgt.root

[3/3]
WAN1-VLANS50
WAN2-VLANGO

portl, 00:47:36

Selected routes are marked by the > symbol. In the above example, the OSPF route to destination 172.31.0.0/30is

not selected.

Kernel routing table

The kernel routing table makes up the actual Forwarding Information Base (FIB) that used to make forwarding decisions
for each packet. The routes here are often referred to as kernel routes. Parts of this table are derived from the routing

table that is generated by the routing daemon.

To view the kernel routing table using the CLI:

# get router info kernel

tab=254 vf=0 scope=0 type=1 proto=11l prio=0 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0
gwy=172.31.0.1 flag=04 hops=0 o0if=31 (MPLS)
gwy=192.168.2.1 flag=04 hops=0 o0if=3(portl)
gwy=192.168.122.1 flag=04 hops=0 oif=4 (port2)

tab=254 vf=0
pref=0.0.0.0
tab=254 vf=0
pref=0.0.0.0
tab=254 vf=0

scope=0
gwy=192.168.122.1 dev=4 (port2)
scope=0 type=1l proto=17 prio=0
gwy=172.31.0.1 dev=31 (MPLS)
scope=0 type=1l proto=17 prio=0
pref=0.0.0.0 gwy=192.168.2.1 dev=3(portl)
tab=254 vf=0 scope=0
gwy=172.16.100.81 dev=20 (VLAN100)

tab=254 vf=0 scope=0 type=1 proto=17 prio=0
pref=0.0.0.0 gwy=192.168.122.1 dev=4 (port2)

The kernel routing table entries are:

type=1 proto=11 prio=0 0

type=1 proto=17 prio=0 192.168.122.98/255.255.255.255/0->1.1.1.1/32
172.31.0.2/255.255.255.255/0->1.1.1.1/32
192.168.2.5/255.255.255.255/0->1.1.1.1/32
.0.0.0/0.0.0.0/0->1.2.3.4/32 pref=0.0.0.0

192.168.122.98/255.255.255.255/0->8.8.8.8/32

Value Description

tab

vi

Table number: It will either be 254 (unicast) or 255 (multicast).

Virtual domain of the firewall: It is the VDOM index number. If

VDOMs are not enabled, this numberis 0.

type
L]
L]
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Value Description

¢ 6 -blackhole
e 7 -unreachable
¢ 8 - prohibited

proto Type of installation that indicates where the route came from.
Valid values include:
¢ 0 - unspecific

e 2 -kernel

e 11 -ZebOS routing module

e 14 -FortiOS

e 15-HA

¢ 16 - authentication based

e 17-HA1
prio Priority of the route. Lower priorities are preferred.
->0.0.0.0/0 The IP address and subnet mask of the destination.
(->x.xX.xX.x/mask)
pref Preferred next hop along this route.
gwy Gateway: The address of the gateway this route will use.
dev Outgoing interface index: This number is associated with the

interface for this route. If VDOMs are enabled, the VDOM is
also included here. If an interface alias is set for this interface, it
is also displayed here.

Route cache

The route cache contains recently used routing entries in a table. It is consulted before the routing table to speed up the
route look-up process.

To view the route cache using the CLI:

# diagnose ip rtcache list

family=02 tab=254 vrf=0 vf=0 type=01 tos=0 f£lag=00000200
0.0.0.0@0-&gt;208.91.113.230@3 (portl) gwy=192.168.2.1 prefsrc=192.168.2.5
ci: ref=0 lastused=1l expire=0 err=00000000 used=5 br=0 pmtu=1500

family=02 tab=254 vrf=0 vf=0 type=01 tos=0 £1lag=00000200
192.168.2.500-&gt;8.8.8.8@3 (portl) gwy=192.168.2.1 prefsrc=0.0.0.0
ci: ref=0 lastused=0 expire=0 err=00000000 used=2 br=0 pmtu=1500

family=02 tab=254 vrf=0 vf=0 type=02 tos=8 f£1ag=80000200
8.8.8.8@31 (MPLS)-&gt;172.31.0.2@6(root) gwy=0.0.0.0 prefsrc=172.31.0.2
ci: ref=1 lastused=0 expire=0 err=00000000 used=0 br=0 pmtu=16436

family=02 tab=254 vrf=0 vf=0 type=02 tos=0 £1ag=84000200
192.168.20.6@5 (port3)-6&gt;192.168.20.5Q@6 (root) gwy=0.0.0.0 prefsrc=192.168.20.5
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ci: ref=2 lastused=0 expire=0 err=00000000 used=1 br=0 pmtu=16436

The size of the route cache is calculated by the kernel, but can be modified.

To modify the size of the route cache:

config system global
set max-route-cache-size <number of cache entries>
end

Route look-up

Route look-up typically occurs twice in the life of a session. Once when the first packet is sent by the originator and once
more when the first reply packet is sent from the responder. When a route look-up occurs, the routing information is
written to the session table and the route cache. If routing changes occur during the life of a session, additional routing
look-ups may occur.

FortiGate performs a route look-up in the following order:

Policy-based routes: If a match occurs and the action is to forward, traffic is forwarded based on the policy route.
Route Cache: If there are no matches, FortiGate looks for the route in the route cache.

Forwarding Information Base, otherwise known as the kernel routing table.

If no match occurs, the packet is dropped.

o bN-=

Searching the routing table

When there are many routes in your routing table, you can perform a quick search by using the search bar to specify your
criteria, or apply filters on the column header to display only certain routes. For example, if you want to only display static
routes, you may use "static" as the search term, or filter by the Type field with value Static.

Route look-up on the other hand provides a utility for you to enter criteria such as Destination, Destination Port, Source,
Protocol and/or Source Interface, in order to determine the route that a packet will take. Once you click Search, the
corresponding route will be highlighted.

You can also use the CLI for a route look-up. The CLI provides a basic route look-up tool.

To look-up a route in the CLI:

# get router info routing-table details 4.4.4.4

Routing table for VRF=0

Routing entry for 0.0.0.0/0
Known via "static", distance 1, metric 0, best
* 172.31.0.1, via MPLS distance 0
*192.168.2.1, via portl distance 0
*192.168.122.1, via port2 distance 0

Blackhole routes

Sometimes upon routing table changes, it is not desirable for traffic to be routed to a different gateway. For example, you
may have traffic destined for a remote office routed through your IPsec VPN interface. When the VPN is down, traffic will
try to re-route to another interface. However, this may not be viable and traffic will instead be routed to your default route
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through your WAN, which is not desirable. Traffic may also be routed to another VPN, which you do not want. For such
scenarios, it is good to define a blackhole route so that traffic is dropped when your desired route is down. Upon
reconnection, your desired route is once again added to the routing table and your traffic will resume routing to your
desired interface. For this reason, blackhole routes are created when you configure an IPsec VPN using the IPsec
wizard.

For FortiOS 7.0.1t0 7.0.12, SSL VPN web mode, explicit web proxy, and interface mode IPsec
VPN features will not work with the following configuration:
1. An IP pool with ARP reply enabled is configured.

2. This IP pool is configured as the source IP address in a firewall policy for SSL VPN web
mode, in a proxy policy for explicit web proxy, or as the local gateway in the Phase 1
settings for an interface mode IPsec VPN.
3. A matching blackhole route is configured for IP pool reply traffic.

Configuring an IP pool as the source NAT IP address in a regular firewall policy works as
before.

For details, see Technical Tip: IP pool and virtual IP behaviour changes in FortiOS 6.4, 7.0,
7.2,and 7.4.

To create a blackhole route in the GUI:

Go to Network > Static Routes.

Click Create New. The New Static Route screen appears.
Specify a Destination type.

Select Blackhole from the Interface field.

Type the desired Administrative Distance.

Click OK.

2B

Al
S L4
? Route priority for a Blackhole route can only be configured from the CLI.

Reverse path look-up

Whenever a packet arrives at one of the interfaces on a FortiGate, the FortiGate determines whether the packet was
received on a legitimate interface by doing a reverse look-up using the source IP address in the packet header. This
protects against IP spoofing attacks. If the FortiGate does not have a route to the source IP address through the interface
on which the packet was received, the FortiGate drops the packet as per Reverse Path Forwarding (RPF) check. There
are two modes of RPF — feasible path and strict. The default feasible RPF mode checks only for the existence of at least
one active route back to the source using the incoming interface. The strict RPF check ensures the best route back to the
source is used as the incoming interface.

To configure a strict Reverse Path Forwarding check in the CLI:

config system settings
set strict-src-check enable
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end

You can remove RPF state checks without needing to enable asymmetric routing by disabling state checks for traffic
received on specific interfaces. Disabling state checks makes a FortiGate less secure and should only be done with
caution for troubleshooting purposes.

To remove Reverse Path Forwarding checks from the state evaluation process in the CLI:

config system interface
edit <interface name>
set src-check disable
next
end

Asymmetric routing

Asymmetric routing occurs when request and response packets follow different paths that do not cross the same firewall.

In the following topology, traffic between PC1 and PC2 takes two different paths.

FortiGate

Traffic from PC1 to PC2 goes through the FortiGate, while traffic from PC2 to PC1 does not.

In TCP, if the packets in the request and response directions follow different paths, the FortiGate will block the packets,
since the TCP three-way handshake is not established through the FortiGate.

Scenario 1: PC1 starts a TCP connection with PC2

The TCP SYN is allowed by the FortiGate.

The TCP SYN/ACK bypasses the FortiGate.

The TCP ACK is blocked by the FortiGate.

Subsequent TCP packets are blocked by the FortiGate.

P owbdh-=

Scenario 2: PC2 starts a TCP connection with PC1

1. The TCP SYN bypasses the FortiGate.
2. The TCP SYN/ACK s blocked by the FortiGate.
3. Subsequent TCP packets are blocked by the FortiGate.

In ICMP, consider the following scenarios.

Scenario 1: PC1 pings PC2

1. The ICMP request passes through the FortiGate. A session is created.
2. The ICMP reply bypasses the FortiGate, but reaches PC1. The ping is successful.
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3. The ICMP request passes through the FortiGate, and it matches the previous session.
4. The ICMP reply bypasses the FortiGate, but it reaches PC1. The ping is successful.
5. Subsequent ICMP requests are allowed by the FortiGate.

Scenario 2: PC2 pings PC1

1. The ICMP request bypasses the FortiGate, but it reaches PC1.
2. The ICMP reply passes through the FortiGate. No session is matched, and the packet is dropped.
3. Subsequent ICMP replies are blocked by the FortiGate.

If an ICMP request does not pass through the FortiGate, but the response passes through the FortiGate, then by default
it blocks the packet as invalid.

Permitting asymmetric routing

If required, the FortiGate can be configured to permit asymmetric routing.

To permit asymmetric routing:

config system settings
set asymroute enable
end

This setting should be used only when the asymmetric routing issue cannot be resolved by ensuring both directions of
traffic pass through the FortiGate.

When asymmetric routing is enabled and occurs, the FortiGate cannot inspect all traffic. Potentially malicious traffic may
pass through and compromise the security of the network.

Asymmetric routing behaves as follows when it is permitted by the FortiGate:
TCP packets

Scenario 1: PC1 starts a TCP connection with PC2

1. The TCP SYN is allowed by the FortiGate. The FortiGate creates a session, checks the firewall policies, and applies
the configuration from the matching policy (UTM inspection, NAT, traffic shaping, and so on).

2. The TCP SYN/ACK bypasses the FortiGate.
The TCP ACK is allowed by the FortiGate. The packet matches the previously created session.

4. Subsequent TCP packets are allowed by the FortiGate. The packets in the session can also be offloaded where
applicable.

g

Scenario 2: PC2 starts a TCP connection with PC1

1. The TCP SYN bypasses the FortiGate.

2. The TCP SYN/ACK is allowed by the FortiGate. No session is matched. The packet passes to the CPU and is
forwarded based on the routing table.

3. The TCP ACK bypasses the FortiGate.

4. Subsequent TCP packets are allowed by the FortiGate. The FortiGate acts as a router that only makes routing
decisions. No security inspection is performed.
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ICMP packets

Scenario 1: PC1 pings PC2

1. There is no difference from when asymmetric routing is disabled.

Scenario 2: PC2 pings PC1

1. The ICMP request bypasses the FortiGate, but it reaches PC1.

2. The ICMP reply passes through the FortiGate. No session is matched. The packet passes to the CPU and is
forwarded based on the routing table.

3. Subsequent ICMP replies are allowed by the FortiGate. The FortiGate acts as a router that only makes routing
decisions. No security inspection is performed.

UDP packets

Asymmetric routing does not affect UDP packets. UDP packets are checked by the session table regardless of
asymmetric routing. A policy is required to allow UDP.

Routing changes
When routing changes occur, routing look-up may occur on an existing session depending on certain configurations.

Routing changes without SNAT

When a routing change occurs, FortiGate flushes all routing information from the session table and performs new routing
look-up for all new packets on arrival by default. You can modify the default behavior using the following commands:

config system interface
edit <interface>
set preserve-session-route enable
next
end

By enabling preserve-session-route, the FortiGate marks existing session routing information as persistent.
Therefore, routing look-up only occurs on new sessions.

Routing changes with SNAT

When SNAT is enabled, the default behavior is opposite to that of when SNAT is not enabled. After a routing change
occurs, sessions with SNAT keep using the same outbound interface as long as the old route is still active. This may be
the case if the priority of the static route was changed. You can modify this default behavior using the following
commands:

config system global
set snat-route-change enable
end

By enabling snat-route-change, sessions with SNAT will require new route look-up when a routing change occurs.
This will apply a new SNAT to the session.
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Policy routes

Policy routing allows you to specify an interface to route traffic. This is useful when you need to route certain types of
network traffic differently than you would if you were using the routing table. You can use the incoming traffic's protocol,
source or destination address, source interface, or port number to determine where to send the traffic.

When a packet arrives, the FortiGate starts at the top of the policy route list and attempts to match the packet with a
policy. For a match to be found, the policy must contain enough information to route the packet. At a minimum, this
requires either the outgoing interface to forward the traffic, or the gateway to route the traffic to, or both.

If one or both of these are not specified in the policy route, then the FortiGate searches the routing table to find the best
active route that corresponds to the policy route:

« If only the outgoing interface is specified, FortiGate will look up the routing table to find the gateway, filtered by the
outgoing interface.
« If only the gateway is specified, FortiGate will look up the routing table to find the outgoing interface, filtered by the
gateway
If either of these cannot be found, then the policy route does not match the packet.

When both the outgoing interface and gateway are specified, the FortiGate must still find a route in the routing table
ensuring that the gateway is routable over the outgoing interface. If a route cannot be found, then the policy route again
does not match the packet.

In any of these scenarios, the FortiGate continues down the policy route list until it reaches the end. If no matches are
found, then the FortiGate does a route lookup using the routing table.

A\,

b [ 4
? Policy routes are sometimes referred to as Policy-based routes (PBR).

Configuring a policy route

In this example, a policy route is configured to send all FTP traffic received at port1 out through port4 and to a next hop
router at 172.20.120.23. To route FTP traffic, the protocol is set to TCP (6) and the destination ports are set to 21 (the
FTP port).

To configure a policy route in the GUI:

1. Go to Network > Policy Routes.
2. Click Create New > Policy Route.
3. Configure the following fields:

Incoming interface port1
Source Address 0.0.0.0/0.0.0.0
Destination Address 0.0.0.0/0.0.0.0
Protocol TCP
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Destination ports 21-21

Type of service 0x00

Bit Mask 0x00

Outgoing interface Enable and select port4
Gateway address 172.20.120.23

New Routing Policy

FortiGate

If incoming traffic matches:

5 FGDocs
Incoming interface | port1 x
+ Additional Information
Source Address @ API Preview
IP/Netmask 0.0.0.0/0.0.00
[+] ® Documentation
Addresses + & onlineHelp &'
i als (2
Destination Address L Vs
IP/Netmask 0.0.0.0/0.0.00
©
Addresses pl
Internet service +
Protocol UDP | SCTP  ANY | Specify
Source ports 0 = - 65535
Destination ports 21 s -2
Type of service 0x00 Bit Mask | 0x00
Then:
Action [ZAEIG RGN Stop Policy Routing
Qutgoing interface @ M port4 -
Gateway address 172.20.120.23
Comments Write acomment 0/255
Status [~JE R © Disabled
4. Click OK.

To configure a policy route in the CLI:

config router policy
edit 1
set input-device "portl"
set src "0.0.0.0/0.0.0.0"
set dst "0.0.0.0/0.0.0.0"
set protocol 6
set start-port 21
set end-port 21
set gateway 172.20.120.23
set output-device "portd"
set tos 0x00
set tos-mask 0x00
next
end

Moving a policy route

A routing policy is added to the bottom of the table when it is created. Routing policies can be moved to a different
location in the table to change the order of preference. In this example, routing policy 3 will be moved before routing
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policy 2.

To move a policy route in the GUI:

1. Go to Network > Policy Routes.
2. Inthetable, select the policy route.

# Edit | | @Delete | | [ Search Q
Seq.# Incoming Interface QOutgoing Interface Source Destination Hit Count
1 2) VPN_A_Tunnel (Branch-HQ-A) 21 VPN_A_Tunnel (Branch-HQ-A) 0
2 @ VPN_B_Tunnel (Branch-HQ-B) 2 VPN_B_Tunnel (Branch-HQ-B) 0
3 2 HQ-MPLS (HQ-MPLS) 2 HQ-MPLS (HQ-MPLS) 0

@ |Updated: 13:27:34 | &

3. Drag the selected policy route to the desired position.

# Edit | @Delete | | [ seard Q
Seq# Incoming Interface Qutgoing Interface Source Destination Hit Count
1 @ VPN_A_Tunnel (Branch-HQ-A) 2 VPN_A_Tunnel (Branch-HQ-A) 0
3 @ HQ-MPLS (HQ-MPLS) @ HQ-MPLS (HQ-MPLS)
2 (@ VPN_B_Tunnel (Branch-HQ-B) 2 VPN_B_Tunnel (Branch-HQ-B) 0

@ |Updated: 13:26:38 &

To move a policy route in the CLI:

config router policy
move 3 after 1
end

Equal cost multi-path

Equal cost multi-path (ECMP) is a mechanism that allows a FortiGate to load-balance routed traffic over multiple
gateways. Just like routes in a routing table, ECMP is considered after policy routing, so any matching policy routes will
take precedence over ECMP.

ECMP pre-requisites are as follows:

» Routes must have the same destination and costs. In the case of static routes, costs include distance and priority
« Routes are sourced from the same routing protocol. Supported protocols include static routing, OSPF, and BGP

ECMP and SD-WAN implicit rule

ECMP and SD-WAN implicit rule are essentially similar in the sense that an SD-WAN implicit rule is processed after SD-
WAN service rules are processed. See Implicit rule on page 654 to learn more.

The following table summarizes the different load-balancing algorithms supported by each:
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Description

source-ip-based

weight-based

usage-based

source-dest-ip-
based

Not supported

Source IP

Sessions

Spillover

Source-Destination
P

Volume

source-ip-based

weight-based

usage-based

source-dest-ip-
based

measured-volume—
based

Traffic is divided equally between the
interfaces. Sessions that start at the same
source |IP address use the same path.

This is the default selection.

The workload is distributed based on the
number of sessions that are connected
through the interface.

The weight that you assign to each interface
is used to calculate the percentage of the
total sessions allowed to connect through an
interface, and the sessions are distributed to
the interfaces accordingly.

The interface is used until the traffic
bandwidth exceeds the ingress and egress
thresholds that you set for that interface.
Additional traffic is then sent through the next
interface member.

Traffic is divided equally between the
interfaces. Sessions that start at the same
source |IP address and go to the same
destination IP address use the same path.

This mode is supported in SD-WAN only.
The workload is distributed based on the

number of packets that are going through the
interface.

To configure the ECMP algorithm from the CLI:

o Atthe VDOM level:

config system settings

set vd-ecmp-mode {source-ip-based*
based}
end

| weight-based | usage-based | source-dest-ip-

« If SD-WAN is enabled, the above option is not available and ECMP is configured under the SD-WAN settings:

config system sdwan

set status enable

set load-balance-mode {source-ip-based* | weight-based | usage-based | source-dest-
ip-based | measured-volume-based}

end
For ECMP in IPv6, the mode must also be configured under SD-WAN:

# diagnose sys vd list
system fib version=63
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list virtual firewall info:

name=root/root index=0 enabled fib ver=40 use=168 rt num=46 asym rt=0 sip helper=0, sip nat
trace=1, mc fwd=0, mc_ttl nc=0, tpmc sk pl=0

ecmp=source-ip-based, ecmp6=source-ip-based asym rt6=0 rt6 num=55 strict src check=0 dns_
log=1 ses num=20 ses6 num=0 pkt num=19154477

To change the number of paths allowed by ECMP:

config system settings
set ecmp-max-paths <number of paths>
end

Ay
S L4
q Setting ecmp-max-paths to the lowest value of 1 is equivalent to disabling ECMP.

ECMP configuration examples

Internet

The following examples demonstrate the behavior of ECMP in different scenarios:

o Example 1: Default ECMP on page 348

« Example 2: Same distance, different priority on page 349
o Example 3: Weight-based ECMP on page 349

o Example 4: Load-balancing BGP routes on page 350

Example 1: Default ECMP

config router static
edit 1
set gateway 172.16.151.1
set device "portl"
next
edit 2
set gateway 192.168.2.1
set device "port2"
next
end

# get router info routing-table all
Routing table for VRF=0

S* 0.0.0.0/0 [10/0] wvia 172.16.151.1, portl
[10/0] via 192.168.2.1, port2

C 172.16.151.0/24 is directly connected, portl

C 192.168.2.0/24 is directly connected, port2
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Result:

Both routes are added to the routing table and load-balanced based on the source IP.

Example 2: Same distance, different priority

config router static
edit 1
set gateway 172.16.151.1
set priority 5
set device "portl"
next
edit 2
set gateway 192.168.2.1
set device "port2"
next
end

# get router info routing-table all
Routing table for VREF=0
S* 0.0.0.0/0 [10/0] wvia 192.168.2.1, port2
[10/0] wvia 172.16.151.1, portl, [5/0]

C 172.16.151.0/24 is directly connected, portl
C 192.168.2.0/24 is directly connected, port2
Result:

Both routes are added to the routing table, but traffic is routed to port 2 which has a lower priority value with a default of

0.

Example 3: Weight-based ECMP

config router static
edit 3
set dst 10.10.30.0 255.255.255.0
set weight 80
set device "vpn2HQ1"
next
edit 5
set dst 10.10.30.0 255.255.255.0
set weight 20
set device "vpn2HQ2"
next
end

# get router info routing-table all
Routing table for VRFEF=0

S 10.10.30.0/24 [10/0] is directly connected, vpn2HQl,
[10/0] is directly connected, vpn2HQ2,

C 172.16.151.0/24 is directly connected, portl

C 192.168.0.0/24 is directly connected, port3

C 192.168.2.0/24 is directly connected, port2
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Result:

Both routes are added to the routing table, but 80% of the sessionsto 10.10.30.0/24 are routed to vpn2HQ1, and
20% are routed to vpn2HQ2.

Example 4: Load-balancing BGP routes

config router bgp
set as 64511
set router-id 192.168.2.86
set ebgp-multipath enable
config neighbor
edit "192.168.2.84"
set remote-as 64512
next
edit "192.168.2.87"
set remote-as 64512
next
end
end
# get router info routing-table all
Routing table for VRFEF=0

C 172.16.151.0/24 is directly connected, portl

C 192.168.0.0/24 is directly connected, port3

C 192.168.2.0/24 is directly connected, port2

B 192.168.80.0/24 [20/0] via 192.168.2.84, port2, 00:00:33
[20/0] via 192.168.2.87, port2, 00:00:33

Result:

The network 192.168.80.0/24 is advertised by two BGP neighbors. Both routes are added to the routing table, and
traffic is load-balanced based on Source IP.

For multiple BGP paths to be added to the routing table, you must enable ebgp-multipath for eBGP or ibgp-
multipath foriBGP. These settings are disabled by default.

Dual internet connections

Dual internet connections, also referred to as dual WAN or redundant internet connections, refers to using two FortiGate
interfaces to connect to the Internet. This is generally accomplished with SD-WAN, but this legacy solution provides the
means to configure dual WAN without using SD-WAN. You can use dual internet connections in several ways:

» Link redundancy: If one interface goes down, the second interface automatically becomes the main connection.
o Load sharing: This ensures better throughput.
» Use a combination of link redundancy and load sharing.
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This section describes the following dual internet connection scenarios:

e Scenario 1: Link redundancy and no load-sharing on page 351
» Scenario 2: Load-sharing and no link redundancy on page 353
o Scenario 3: Link redundancy and load-sharing on page 354

Scenario 1: Link redundancy and no load-sharing

Link redundancy ensures that if your Internet access is no longer available through a certain port, the FortiGate uses an
alternate port to connect to the Internet.

In this scenario, two interfaces, WAN1 and WAN2, are connected to the Internet using two different ISPs. WAN1 is the
primary connection. In the event of a failure of WAN1, WAN2 automatically becomes the connection to the Internet. For
this configuration to function correctly, you must configure the following settings:

« Link health monitor on page 351: To determine when the primary interface (WAN1) is down and when the
connection returns.
» Routing on page 352: Configure a default route for each interface.

» Security policies on page 353: Configure security policies to allow traffic through each interface to the internal
network.

Link health monitor

Adding a link health monitor is required for routing failover traffic. A link health monitor confirms the device interface
connectivity by probing a gateway or server at regular intervals to ensure it is online and working. When the server is not
accessible, that interface is marked as down.

Setthe interval (how often to send a ping) and failtime (how many lost pings are considered a failure). A smaller
interval value and smaller number of lost pings results in faster detection, but creates more traffic on your network.

The link health monitor supports both IPv4 and IPv6, and various other protocols including ping, tcp-echo, udp-echo,
http, and twamp.

To add a link health monitor (IPv4) using the CLI:

config system link-monitor
edit <link-monitor-name>
set addr-mode ipv4
set srcintf <interface-name>
set server <server-IP-address>
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set protocol {ping tcp-echo udp-echo http twamp}
set gateway-ip <gateway-IP-address>

set interval <seconds>

set failtime <retry-attempts>

set recoverytime <number-of-successful-responses>
set status enable

next
end
Option Description
set uptate-cescane—dnterizce (ensble | This option is used in conjunction with fail-detect and fail-
CRLEENNI) alert options in interface settings to cascade the link
failure down to another interface. See the Bring other
interfaces down when link monitor fails KB article for
details.
set update-static-route {enable | disable} When the link fails, all static routes associated with the
interface will be removed.
Routing

You must configure a default route for each interface and indicate your preferred route as follows:

» Specify different distances for the two routes. The lower of the two distance values is declared active and placed in
the routing table.

Or

« Specify the same distance for the two routes, but give a higher priority to the route you prefer by defining a lower
value. Both routes will be added to the routing table, but the route with a higher priority will be chosen as the best
route

In the following example, we will use the first method to configure different distances for the two routes. You might not be
able to connect to the backup WAN interface because the FortiGate does not route traffic out of the backup interface.
The FortiGate performs a reverse path look-up to prevent spoofed traffic. If an entry cannot be found in the routing table
that sends the return traffic out through the same interface, the incoming traffic is dropped.

To configure the routing of the two interfaces using the GUI:

1. Go to Network > Static Routes, and click Create New.
2. Enter the following information:

Destination For an IPv4 route, enter a subnetof 0.0.0.0/0.0.0.0.
For an IPv6 route, enter a subnet of : : /0.
Interface Select the primary connection. For example, wan1.

Gateway Address Enter the gateway address.

Administrative Distance Leave as the defaultof 10.

3. Click OK.
4. Repeat the above steps to set Interface to wan2 and Administrative Distance to 20.
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To configure the routing of the two interfaces using the CLI:

config router {static | statico6}
edit 1
set dst 0.0.0.0 0.0.0.0
set device wanl
set gateway <gateway address>
set distance 10
next
edit 2
set dst 0.0.0.0 0.0.0.0
set device wan2
set gateway <gateway address>
set distance 20
next
end

Security policies

When you create security policies, you need to configure duplicate policies to ensure that after traffic fails over WAN1,
regular traffic is allowed to pass through WAN2, as it did with WAN1. This ensures that failover occurs with minimal effect
to users.

Scenario 2: Load-sharing and no link redundancy

Load sharing may be accomplished in a few of the following ways of the many possible ways:
» By defining a preferred route with a lower distance, and specifying policy routes to route certain traffic to the
secondary interface.

« By defining routes with same distance values but different priorities, and specifying policy routes to route certain
traffic to the secondary interface.

» By defining routes with same distance values and priorities, and use equal-cost multi-path (ECMP) routing to
equally distribute traffic between the WAN interfaces.

In our example, we will use the first option for our configuration. In this scenario, because link redundancy is not required,
you do not have to configure a link monitor.

Traffic behaviour without a link monitor is as follows:

. « Ifthe remote gateway is down but the primary WAN interface of a FortiGate is still up, the
\'s

S s FortiGate will continue to route traffic to the primary WAN. This results in traffic
9 interruptions.
- « Ifthe primary WAN interface of a FortiGate is down due to physical link issues, the
FortiGate will remove routes to it and the secondary WAN routes will become active.
Traffic will failover to the secondary WAN.
Routing

Configure routing as you did in Scenario 1: Link redundancy and no load-sharing on page 351 above.
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Policy routes

By configuring policy routes, you can redirect specific traffic to the secondary WAN interface. This works in this case
because policy routes are checked before static routes. Therefore, even though the static route for the secondary WAN
is not in the routing table, traffic can still be routed using the policy route.

In this example, we will create a policy route to route traffic from one address group to the secondary WAN interface.

To configure a policy route from the GUI:

1. Goto Network > Policy Routes, and click Create New.

2. Enter the following information:

Incoming interface

Source Address

Destination Address

Protocol
Action
Outgoing interface

Gateway address

3. Click OK.

Define the source of the traffic. For example, internal.

If we prefer to route traffic only from a group of addresses, define an address or
address group, and add here.

Because we want to route all traffic from the address group here, we do not specify a
destination address.

Specify any protocol.
Forward traffic.
Select the secondary WAN as the outbound interface. For example, wan?2.

Input the gateway address for your secondary WAN.

Because its default route has a higher distance value and is not added to the routing
table, the gateway address must be added here.

To configure a policy route from the CLI:

config router policy
edit 1

set input-device "internal"
set srcaddr "Laptops"

set gateway <gateway address>
set output-device "wan2"

next
end

Security policies

Your security policies should allow all traffic from internal to WAN1. Because link redundancy is not needed, you do
not need to duplicate all WAN1 policies to WAN2. You will only need to define policies used in your policy route.

Scenario 3: Link redundancy and load-sharing

In this scenario, both the links are available to distribute Internet traffic with the primary WAN being preferred more.
Should one of the interfaces fail, the FortiGate will continue to send traffic over the other active interface. The
configuration is a combination of both the link redundancy and the load-sharing scenarios. The main difference is that

FortiOS 7.0.17 Administration Guide

Fortinet Inc.

354



Network

the configured routes have equal distance values, with the route with a higher priority being preferred more. This ensures
both routes are active in the routing table, but the route with a higher priority will be the best route.

Link health monitor

Link monitor must be configured for both the primary and the secondary WAN interfaces. This ensures that if the primary
or the secondary WAN fails, the corresponding route is removed from the routing table and traffic re-routed to the other
WAN interface.

For configuration details, see sample configurations in Scenario 1: Link redundancy and no load-sharing on page 351.

Routing

Both WAN interfaces must have default routes with the same distance. However, preference is given to the primary
WAN by giving it a higher priority.

To configure the routing of the two interfaces using the CLI:

config router {static | statico6}
edit 1
set dst 0.0.0.0 0.0.0.0
set device wanl
set gateway <gateway address>
set distance 10
set priority 1
next
edit 2
set dst 0.0.0.0 0.0.0.0
set device wan2
set gateway <gateway address>
set distance 10
set priority 10
next
end

Policy routes

The policy routes configuration is very similar to that of the policy routes in Scenario 2: Load-sharing and no link
redundancy on page 353, except that the gateway address should not be specified. When a policy route is matched and
the gateway address is not specified, the FortiGate looks at the routing table to obtain the gateway. In case the
secondary WAN fails, traffic may hit the policy route. Because there is no gateway specified and the route to the
secondary WAN is removed by the link monitor, the policy route will by bypassed and traffic will continue through the
primary WAN. This ensures that the policy route is not active when the link is down.

Security policies

When you create security policies, you need to configure duplicate policies to ensure that after traffic fails over WAN1,
regular traffic is allowed to pass through WAN2, as it was with WAN1. This ensures that failover occurs with minimal
effect to users.
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Dynamic routing

Dynamic routing protocols attempt to build a map of the network topology to identify the best routes to reach different
destinations. Instead of manually defining static routes, which is not scalable, dynamic routing typically involves defining
neighbors and peer routers that share their network topology and routing updates with each other. Protocols like
distance vector, link state, and path vector are used by popular routing protocols. FortiGate supports RIP, OSPF, BGP,
and IS-IS, which are interoperable with other vendors. When different dynamic routing protocols are used, the
administrative distance of each protocol helps the FortiGate decide which route to pick.

Al
‘Q' Go to System > Feature Visibility and enable Advanced Routing to configure dynamic routing

options in the GUI. See Feature visibility on page 2303 for more information.

This section includes:

+ RIP on page 357

+ OSPF on page 376

+ BGP on page 388

+ BFDon page 424

« Routing objects on page 433
To view the routing table and perform route look-ups in the GUI, go to Dashboard > Network and expand the Routing
widget.

€ Routing < [Z  Static&Dynamic v i+

Interfaces
B VPN_A Tunnel (Branch-...
[ VPN_B_Tunnel (Branch-..
B HQ-MPLS (HQ-MPLS)

Type

WeGP
@ Static
[l Connected

[ 1SFW (port3)

Il Internet_A (port1)

[ Internet_B (port5)

Q RouteLookup | o Edit =~ © Create Address Searc Q
Network & Gateway IP Distance Type ¢

100.11.2/32 100112 [a] Static
100.11,3/32 100.11.3 (2 VPN_B_Tunnel (Branch-HQ-B) 15 Static
10.0.12.1/32 0.0.00 2 HQ-MPLS (HQ-MPLS) 0 Connected
10.0.12.2/32 10.0.12.2 21 HQ-MPLS (HQ-MPLS) 15 Static
10.0.12.3/32 100.12.3 @ HQ-MPLS (HQ-MPLS) 15 Static
10.1.0.0/24 10.0.10.2 A VPN_A_Tunnel (Branch-HQ-A) 200 BGP
10.1.0.0/24 100.11.2 2 VPN_B_Tunnel (Branch-HQ-B) 200 BGP

12% @ Updated: 08:57:58 &+

To view the routing table in the CLI:

# get router info routing-table all

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default

Routing table for VRF=0

S* 0.0.0.0/0 [5/0] via 192.168.0.1, wanl

C 10.10.10.0/24 is directly connected, internal

C 169.254.2.1/32 is directly connected, Dialup-test
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192

n O 0O OQQ

172.
172.

31.0.0/30 is directly connected, toKVM-MPLS
31.0.1/32 is directly connected, toKVM-MPLS

.168.0.0/24 is directly connected, wanl
192.
192.

168.2.0/24 [110/101] wvia 10.10.10.11, internal, 00:00:26
168.20.0/24 [10/0] via 172.31.0.2, toKVM-MPLS

[10/0] via 10.10.10.11, internal

RIP

Routing Information Protocol (RIP) is a distance-vector routing protocol that is intended for small and relatively
homogeneous networks. It works well when there are minimal redundant paths and limited hop counts. FortiGate
supports RIP version 1 (RFC 1058), RIP version 2 (RFC 2453), and RIPng (RFC 2080).

Basic configuration

To configure the FortiGate to participate in RIP using the most basic configurations in the GUI:

1. Goto Network > RIP.

2. Setthe Version.

3. Add the networks that the FortiGate will advertise in and that will participate in RIP.

4. If the interface settings, such as passive interface, authentication, or enabling send/receive updates, must be
edited, add the interfaces to the Interface table.

5. Click Apply.

To configure the FortiGate to participate in RIP using the most basic configurations in the CLI:

config router rip
config network
edit 1

set prefix <subnet> <netmask>

next

end

config interface
edit <interface>

set receive-version 2
set send-version 2

next

end
end

Default route injection

Enabling Inject default route (default-information-originate)advertises a default route into the FortiGate's

RIP network.

To enable/disable default route injection in the GUI:

1. Go to Network > RIP.
2. Expand the Advanced Options.

FortiOS 7.0.17 Administration Guide

Fortinet Inc.

357


https://datatracker.ietf.org/doc/html/rfc1058
https://datatracker.ietf.org/doc/html/rfc2453
https://datatracker.ietf.org/doc/html/rfc2080

Network

3. Enable/disable Inject Default Route.
4. Click OK.

To enable/disable default route injection in the CLI:

config router rip
set default-information-originate {enable | disable}
end

Default metric

The default metric setting sets the default metric for all redistributed routes. If the default metric is set to five, and static
routes are redistributed, then static routes have a metric of five. This value can be overridden by setting a specific metric
value for a protocol. For example, the static route metric can be set to two, overriding the default metric.

config router rip
set default-metric 5
config redistribute "static"
set status enable
set metric 2
end
end

The default metric is five, but redistributed static routes have a metric of two. So, the default metric is overridden and the
metric for redistributed static routes is two.

Timers

RIP uses the update, timeout, and garbage timers to regulate its performance. The default timer settings are effective in
most configurations. When customizing the settings, you must ensure that the new settings are compatible with your
local routers and access servers.

Go to Network > RIP and expand the Advanced Options to configure the timers in the GUI, or use the CLI:

config router rip
set timeout-timer <seconds>
set update-timer <seconds>
set garbage-timer <seconds>
end

Update timer

The update timer sets the interval between routing updates. The default value is 30 seconds. Randomness is added to
help prevent network congestion due to multiple routers trying to update their neighbors simultaneously. The update
timer must be at least three times shorter than the timeout timer.

If there is significant RIP traffic on the network, you can increase the update timer to send fewer updates. You must apply
the same increase to all routers on the network to avoid timeouts that degrade your network speed.

Timeout timer

The timeout timer is the maximum amount of time that a reachable route is kept in the routing table since its last update.
The default value is 180 seconds. If an update for the route is received before the timeout period elapses, then the timer
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is reset. The timeout timer should be at least three times longer than the update timer.

If routers are not responding to updates in time, increasing the timeout timer can help. A longer timeout timer results in
longer update periods, and the FortiGate could wait a considerable amount of time for all of the timers to expire on an
unresponsive route.

Garbage timer

The garbage timer is the amount of time that the FortiGate advertises a route as unreachable before deleting the route
from the routing table. The default value is 120 seconds.

If the timer is short, older routes are removed from the routing table more quickly, resulting in a smaller routing table. This
can be useful for large networks, or if the network changes frequently.

Authentication and key chain

RIP version 1 (RIPv1) has no authentication. RIP version 2 (RIPv2) uses text passwords or authentication keys to
ensure that the routing information exchanged between routers is reliable. For authentication to work, both the sending
and receiving routers must be set to use authentication and must be configured with the same password or keys. An
authentication key that uses authentication key chains is more secure than a text password because the intervals when
the key is valid can be configured.

A key chain is a list of one or more authentication keys that each have send and receive lifetimes. Keys are used to
authenticate routing packets only during the keys specified lifetimes. The FortiGate migrates from one key to the next
according to the scheduled lifetimes. The sending and receiving routers should have synchronized system dates and
times to ensure that both ends are using the same keys at the same times. You can overlap the key lifetimes to make
sure that a key is always available, even if there is some difference in the system times.

To configure a text password in the GUI:

1. Goto Network > RIP.

2. Inthe Interfaces table, click Create New, or edit an existing interface.
3. Enable Authentication and select Text or MD5.

4. Click Change, and enter the password.

5. Configure the remaining settings as needed.

6. Click OK.

7. Click Apply.

To configure a text password in the CLI:

config router rip
config interface
edit <interface>
set auth-mode {text | mdb5}
set auth-string ***xxxxxkk*
next
end
end
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To configure a key chain with two sequentially valid keys and use it in a RIP interface:

config router key-chain
edit rip key
config key
edit 1
set accept-lifetime 09:00:00 23 02 2020 09:00:00 17 03 2020
set send-lifetime 09:00:00 23 02 2020 09:00:00 17 03 2020
set key-string ****xxx*kx*
next
edit 2
set accept-lifetime 09:01:00 17 03 2020 09:00:00 1 04 2020
set send-lifetime 09:01:00 17 03 2020 09:00:00 1 04 2020
set key-string ****xxxxkx
next
end
next
end

config router rip
config interface
edit portl
set auth-keychain "rip key"
next
end
end

Passive RIP interfaces

By default, an active RIP interface keeps the FortiGate routing table current by periodically asking neighbors for routes
and sending out route updates. This can generate a significant amount of extra traffic in a large network.

A passive RIP interface listens to updates from other routers, but does not send out route updates. This can reduce
network traffic when there are redundant routers in the network that would always send out essentially the same
updates.

This example shows how to configure a passive RIPv2 interface on port1 using MD5 authentication.

To configure a passive RIP interface in the GUI:

Go to Network > RIP.

In the Interfaces table, click Create New.
Set Interface to the required interface.
Enable Passive.

Enable Authentication and set it to MD5.
Click Change and enter a password.
Set Receive Version to 2.

Click OK.

©® No ok wDd-=

To configure a passive RIP interface in the CLI:

config router rip
set passive-interface "portl"
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config interface
edit "portl"
set auth-mode mdb5
set auth-string ***xxxxxkkx
set receive-version 2
set send-version 2
next
end
end

RIP and IPv6

RIP next generation (RIPng) is an extension of RIPv2 that includes support for IPv6. See Basic RIPng example on page
374 and IPv6 tunneling on page 545 for more information.

Basic RIP example

In this example, a medium-sized network is configured using RIPv2.

« Two core routers, RIP Router2 and RIP Router3, connect to the ISP router for two redundant paths to the internet.
« Two other routers, RIP Router1 and RIP Router4, connect to the two core routers and to different local networks.

« The ISP router is using RIP for its connections to the core routers, and redistributes its default route to the network -
that is, default route injection is enabled.

o The ISP router uses NAT and has a static route to the internet. None of the other routers use NAT or static routes.

o == —

RIP Router2
RIP Router1

— e ——— ——

e

RIP Router3

_—— -

% Accounting Network y

e

o = ——
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All of the FortiGate routers are configured as shown, using netmask 255.255.255.0. Firewall policies have been

configured to allow the required traffic to flow across the interfaces.

Router1

Router2

Router3

Router4

ISP Router

After configuring each router, you can check the status of the connections by viewing the RIP database, RIP interfaces,

port1
port2
port3
port1
port2
port3
port4
port1
port2
port3
port4
port1
port2
port3
port1
port2

port3

LoSales
vd12link0
vd13link0
vd23link0
vd12link1
vd42link1
vdr2link1
vd23link1
vd13link1
vd43link1
vdr3link1
LoAccounting
vd42link0
vd43link0
port1
vdr2link0

vdr3link0

and routing table. See Verifying the configuration on page 367.

After the network is configured, you can test it to ensure that when network events occur, such as a downed link, routing
updates are triggered and converge as expected. See Testing the configuration and routing changes on page 371.

ISP router

To configure the ISP Router in the GUI:

1. Go to Network > RIP.
2. Setthe Versionto 2.
3. Under Networks, add two networks:

e 172.20.120.0/255.255.255.0
o 172.20.121.0/255.255.255.0

4. Addthe interfaces:
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10.11.101.101
10.11.201.101
10.11.202.101
10.12.101.102
10.11.201.102
10.14.201.102
172.20.120.102
10.12.101.103
10.11.202.103
10.14.202.103
172.20.121.103
10.14.101.104
10.14.201.104
10.14.202.104
Tointernet
172.20.120.5
172.20.121.5
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In the Interfaces table, click Create New.

Set Interface to port2.

Leave the remaining settings as their default values.
Click OK.

Repeat these steps for port3.

o 20 T 9

5. Under Advanced Options, enable Inject Default Route.
This setting allows the ISP router to share its default 0.0.0.0 routes with other routers in the RIP network.
6. Click Apply.

To configure the ISP Router in the CLI:

config router rip
set default-information-originate enable
config network
edit 1
set prefix 172.20.121.0 255.255.255.0
next
edit 2
set prefix 172.20.120.0 255.255.255.0
next
end
config interface
edit "port2"
set receive-version 2
set send-version 2
next
edit "port3"
set receive-version 2
set send-version 2
next
end
end

Router2 and Router3

Router2 and Router3 RIP configurations have different IP addresses, but are otherwise the same.

To configure Router2 and Router3 in the GUI:

1. Goto Network > RIP.
2. Setthe Versionto 2.
3. Under Networks, add the IP addresses for each port:

10.12.101.0/255.255.255.0

10.11.201.0/255.255.255.0
Router2

10.14.201.0/255.255.255.0

172.20.120.0/255.255.255.0
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Router3

4. Addtheinterfaces:
a. Inthe Interfaces table, click Create New.

2 o000

Set Interface to port1.

10.12.101.0/255.255.255.0
10.11.202.0/255.255.255.0
10.14.202.0/255.255.255.0
172.20.121.0/255.255.255.0

Leave the remaining settings as their default values.
Click OK.

e. Repeat these steps for port2, port3, and port4.
5. Click Apply.

To configure Router2 in the CLI:

config router rip

config network

end

edit 1

set prefix 10.12.10
next
edit 2

set prefix 10.11.20
next
edit 3

set prefix 10.14.20
next
edit 4

set prefix 172.20.1
next

config interface

end
end

edit "portl"
set receive-version
set send-version 2
next
edit "port2"
set receive-version
set send-version 2
next
edit "port3"
set receive-version
set send-version 2
next
edit "portd"
set receive-version
set send-version 2
next

FortiOS 7.0.17 Administration Guide

Fortinet Inc.

1.0 255.255.255.0

1.0 255.255.255.0
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To configure Router3 in the CLI:

config router rip
config network

edit 1

set prefix 10.12.101.0 255.255.255.0
next
edit 2

set prefix 10.11.202.0 255.255.255.0
next
edit 3

set prefix 10.14.202.0 255.255.255.0
next
edit 4

set prefix 172.20.121.0 255.255.255.0
next

end
config interface
edit "portl"
set receive-version 2
set send-version 2
next
edit "port2"
set receive-version 2
set send-version 2
next
edit "port3"
set receive-version 2
set send-version 2
next
edit "portd"
set receive-version 2
set send-version 2
next
end
end

Router1 and Router4

Router1 and Router4 RIP configurations have different IP addresses, but are otherwise the same.

To configure Router1 and Router4 in the GUI:

1. Go to Network > RIP.
2. Setthe Versionto 2.
3. Under Networks, add the IP addresses for each port:

10.11.101.0/255.255.255.0

Router1 10.11.201.0/255.255.255.0
10.11.202.0/255.255.255.0
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10.14.101.0/255.255.255.0
Router4 10.14.201.0/255.255.255.0
10.14.202.0/255.255.255.0

4. Add the interfaces:
a. Inthe Interfaces table, click Create New.

b. Set Interface to port1.

c. Forport1 only, enable Passive.

d. Leave the remaining settings as their default values.

e. Click OK.

f. Repeat these steps for port2 and port3, making sure that Passive is disabled.
5. Click Apply.

To configure Router1 in the CLI:

config router rip
config network
edit 1
set prefix 10.11.101.0 255.255.255.0
next
edit 2
set prefix 10.11.201.0 255.255.255.0
next
edit 3
set prefix 10.11.202.0 255.255.255.0
next
end
set passive-interface "portl"
config interface
edit "portl"
set receive-version 2
set send-version 2
next
edit "port2"
set receive-version 2
set send-version 2
next
edit "port3"
set receive-version 2
set send-version 2
next
end
end

To configure Router4 in the CLI:

config router rip
config network
edit 1
set prefix 10.14.101.0 255.255.255.0
next
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edit 2
set prefix 10.14.201.0 255.255.255.0
next
edit 3
set prefix 10.14.202.0 255.255.255.0
next
end
set passive-interface "portl"
config interface
edit "portl"
set receive-version 2
set send-version 2
next
edit "port2"
set receive-version 2
set send-version 2
next
edit "port3"
set receive-version 2
set send-version 2
next
end
end

Verifying the configuration

The interface's names are shown in the debugs. The same commands should also be run on the other routers.

To verify the configuration after the ISP router, Router2, and Route3 have been configured:

This verification can be done after the ISP router, Router2, and Router3 have been configured. Only Router2's debugs
are shown.

1. Check the RIP interface information:

# get router info rip interface
Router2 is up, line protocol is up
RIP is not enabled on this interface
ssl.Router?2 is up, line protocol is up
RIP is not enabled on this interface
vdr2linkl is up, line protocol is up
Routing Protocol: RIP
Receive RIPv2 packets only
Send RIPv2 packets only
Passive interface: Disabled
Split horizon: Enabled with Poisoned Reversed
IP interface address:
172.20.120.102/24
vdl21linkl is up, line protocol is up
Routing Protocol: RIP
Receive RIPv2 packets only
Send RIPv2 packets only
Passive interface: Disabled
Split horizon: Enabled with Poisoned Reversed
IP interface address:
10.11.201.102/24
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vd421linkl is up, line protocol is up
Routing Protocol: RIP
Receive RIPv2 packets only
Send RIPv2 packets only
Passive interface: Disabled
Split horizon: Enabled with Poisoned Reversed
IP interface address:
10.14.201.102/24
vd231ink0 is up, line protocol is up
Routing Protocol: RIP
Receive RIPv2 packets only
Send RIPv2 packets only
Passive interface: Disabled
Split horizon: Enabled with Poisoned Reversed
IP interface address:
10.12.101.102/24

RIP starts exchanging routes as soon as the networks are added to the Router2 and Router3 configurations
because the RIP interfaces are active by default, and start sending and receiving RIP updates when a matching
interface on the subnet is found. The interface configuration allows the interface settings to be fine tuned, in this
case to specify only RIPv2 support.

2. Check the RIP database:
# get router info rip database
Codes: R - RIP, Rc - RIP connected, Rs - RIP static, K - Kernel,
C - Connected, S - Static, O - OSPF, I - IS-IS, B - BGP
Network Next Hop Metric From If Time
R 0.0.0.0/0 172.20.120.5 2 172.20.120.5 vdr2linkl 02:55
Rc 10.11.201.0/24 1 vdl2linkl
R 10.11.202.0/24 10.12.101.103 2 10.12.101.103 vd231ink0 02:33
Rc 10.12.101.0/24 1 vd231ink0
Rc 10.14.201.0/24 1 vd421linkl
R 10.14.202.0/24 10.12.101.103 2 10.12.101.103 vd231ink0 02:33
Rc 172.20.120.0/24 1 vdr2linkl
R 172.20.121.0/24 10.12.101.103 2 10.12.101.103 vd231ink0 02:33
3. Check the routing table:
# get router info routing-table all
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default
Routing table for VRF=0
R* 0.0.0.0/0 [120/2] via 172.20.120.5, vdr2linkl, 13:37:23
C 10.11.201.0/24 is directly connected, vdl2linkl
R 10.11.202.0/24 [120/2] via 10.12.101.103, vd231inkO, 14:10:01
C 10.12.101.0/24 is directly connected, vd231ink0
C 10.14.201.0/24 is directly connected, vd42linkl
R 10.14.202.0/24 [120/2] via 10.12.101.103, vd231ink0O, 14:10:01
C 172.20.120.0/24 is directly connected, vdr2linkl
R 172.20.121.0/24 [120/2] via 10.12.101.103, vd231ink0, 13:20:36
Router2 has learned the default gateway from the ISP router, and has learned of other networks from Router3.
4. |Iffirewall policies are correctly configured, the outside network can be reached:
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# execute ping-options

# execute ping 8.8.8.8
PING 8.8.8.8

64
64
64
64
64

bytes
bytes
bytes
bytes
bytes

from
from
from
from
from

8.

8
8
8.
8
8

O O 0 0 0

O 0 0 0

.8.

)t

O O 0 0

8:

source 10.11.201.102

56 data bytes
icmp seq=0 ttl=115
icmp seg=1 ttl=115
icmp seqg=2 ttl=115
icmp seqg=3 ttl=115
icmp seg=4 ttl=115

--- 8.8.8.8 ping statistics ---
5 packets transmitted,
round-trip min/avg/max

5 packets received,

=4.1/4.2/4.5 ms

# execute traceroute 8.8.8.8
traceroute to 8.8.8.8 (

1
2
3

To verify the configuration after Router1 and Router4 have also been configured:

This verification can be done after Router1 and Router4 have been configured. Only Router1's debugs are shown.

172.20.120.5
172.16.151.1

*  x K

8.8.8.8), 32 hops max,
0.101 ms 0.030 ms 0.014 ms
0.169 ms 0.144 ms 0.131 ms

1. Check the RIP interface information:

# get router info rip interface
line protocol is up
RIP is not enabled on this interface

Routerl is up,

ssl.Routerl is up,

vdl21ink0 is up,

vdl31link0 is up,

LoSales is up,

line

protocol is up

RIP is not enabled on this interface

Routing Protocol:

RIP

line protocol is up

Receive RIPv2 packets only
Send RIPv2 packets only

Passive interface:
Enabled with Poisoned Reversed

Split horizon:

Disabled

IP interface address:
10.11.201.101/24

Routing Protocol:

RIP

line protocol is up

Receive RIPv2 packets only
Send RIPv2 packets only

Passive interface:
Enabled with Poisoned Reversed

Split horizon:

Disabled

IP interface address:
10.11.202.101/24
line protocol is up

Routing Protocol:

RIP

Receive RIPv2 packets only
Send RIPv2 packets only

Passive interface:
Enabled with Poisoned Reversed

Split horizon:

Enabled

IP interface address:
10.11.101.101/24
127.0.0.1/8

2. Check the RIP database:
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time=4.5 ms
time=4.2 ms
time=4.2 ms
time=4.2 ms
time=4.1 ms

0% packet loss

3 probe packets per hop, 84 byte packets
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# get router info rip database

Codes: R - RIP,
C - Connected,

Network
R 0.0.0.0/0
Rc 10.11.101.0/24
Rc 10.11.201.0/24
Rc 10.11.202.0/24
R 10.12.101.0/24
R 10.14.101.0/24
R 10.14.201.0/24
R 10.14.202.0/24
R 172.20.120.0/24
R 172.20.121.0/24

3. Check the routing table:

Next Hop
10.11.202.103

10.
10.
10.
10.
10.
10.

11

11

11.

11.
11.

11.

202.
.202.
201.
202.
.201.
202.

# get router info routing-table all
K - kernel,
O - OSPF,

Codes:

N1 - OSPF NSSA external type 1,
E1l - OSPF external type 1,

i - Is-1Is,

*

Routing table

R*

o™ ™™™ QO

o

4. Iffirewall policies are correctly configured, the accounting network and the internet are reachable from the sales

network:

0.0.0.
10.11.
10.11.
10.11.
10.12.
10.14.
10.14.
10.14.

for
0/0

201

101.

202.
101.
101.
201.
202.

C - connected,

IA - OSPF inter area

Ll - IS-IS level-1,
- candidate default

172.20.120.0/24
172.20.121.0/24

O - OSPF, I - IS-IS, B - BGP
Metric From If Time
3 10.11.202.103 vdl31link0 02:35
1 LoSales
1 vdl21ink0
1 vd1l31ink0
103 2 10.11.202.103 vdl31ink0 02:35
103 3 10.11.202.103 vdl31ink0 02:35
102 2 10.11.201.102 vdl21ink0 02:30
103 2 10.11.202.103 vdl31link0 02:35
102 2 10.11.201.102 vdl21link0 02:30
103 2 10.11.202.103 vdl31link0 02:35
S - static, R - RIP, B - BGP
N2 - OSPF NSSA external type 2
E2 - OSPF external type 2
L2 - IS-IS level-2, ia - IS-IS inter area

Rc - RIP connected, Rs - RIP static,
S - Static,

K - Kernel,

VRF=0

[120/3] wvia 10.11.202.103, vdl31inkO, 00:09:42

0/24 is directly connected, LoSales

.0/24 is directly connected, vdl21inkO

0/24 is directly connected, vdl131inkO

0/24 [120/2] via 10.11.202.103, vdl31linkO, 00:09:42

0/24 [120/3] via 10.11.202.103, vdl31inkO, 00:09:42

0/24 [120/2] via 10.11.201.102, vdl21inkO, 00:09:42

0/24 [120/2] via 10.11.202.103, vdl131linkO, 00:09:42
[120/2] wvia 10.11.201.102, vdl21inkO, 00:09:42
[120/2] via 10.11.202.103, vdl31link0, 00:09:42

# execute ping-options source 10.11.101.101

# execute ping 10.14.101.104

PING 10.14.101.104
bytes
bytes
bytes
bytes
bytes

64
64
64
64
64

---10.14.101.
5 packets transmitted,

from
from
from
from
from

10.
10.
10.
10.
10.

14

14.
14.
14.
14.

101.
101.
101.
101.

round-trip min/avg/max =

104:
104:
104:
104:
104:

icmp seqg=0
icmp seg=1
icmp seqg=2
icmp seqg=3
icmp seqg=4
104 ping statistics ---

(10.14.101.104) :
.101.

5 packets received,

56 data bytes
time=0.

0.0/0.0/0.1 ms

# execute traceroute 10.14.101.104
traceroute to 10.14.101.104
byte packets
10.11.202.103
10.14.101.104

1
2
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0.079 ms
0.043 ms

(10.14.101.104),

0.029 ms
0.020 ms

ttl=254
ttl=254
ttl=254
ttl=254
ttl=254

32 hops maxk,

0.013 ms
0.010 ms

time=0.

time=0.

time=0.

time=0.

o O O O

0% packet loss

3 probe packets per hop,

84
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# execute ping 8.8.8.8

PING 8.8.8.8 (8.8.8.8): 56 data bytes

64 bytes from 8.8.8.8: icmp segq=0 ttl=114 time=4.3 ms

64 bytes from 8.8.8.8: icmp seg=1 ttl=114 time=4.1 ms

--- 8.8.8.8 ping statistics ---

2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max = 4.1/4.2/4.3 ms

# execute traceroute 8.8.8.8

traceroute to 8.8.8.8 (8.8.8.8), 32 hops max, 3 probe packets per hop, 84 byte packets
1 10.11.202.103 0.094 ms 0.036 ms 0.030 ms
2 172.20.121.5 0.216 ms 0.045 ms 0.038 ms

Testing the configuration and routing changes
After the network is configured, test it to ensure that when network events occur, such as a downed link, routing updates
are triggered and converge as expected.

In the following examples, we disable certain links to simulate network outages, then verify that routing and connectivity
is restored after the updates have converged.

Example 1 - ISP router port3 interface goes down

In this example, a link outage occurs on port3 of the ISP router. Consequently, all routers must use Router2, and not
Router3, to reach the internet. Note the RIP database before and after the link failure, and the time taken for the route
updates to propagate and return to a functioning state.

Router4's debugs are shown.
Before:

# get router info rip database
Codes: R - RIP, Rc - RIP connected, Rs - RIP static, K - Kernel,
C - Connected, S - Static, O - OSPF, I - IS-IS, B - BGP

Network Next Hop Metric From If Time

R 0.0.0.0/0 10.14.202.103 3 10.14.202.103 vd431link0 02:31
R 10.11.101.0/24 10.14.202.103 3 10.14.202.103 vd431link0 02:31
R 10.11.201.0/24 10.14.201.102 2 10.14.201.102 vd421ink0 02:47
R 10.11.202.0/24 10.14.202.103 2 10.14.202.103 vd431link0 02:31
R 10.12.101.0/24 10.14.202.103 2 10.14.202.103 vd431ink0 02:31
Rc 10.14.101.0/24 1 LoAccounting

Rc 10.14.201.0/24 1 vd421ink0

Rc 10.14.202.0/24 1 vd431ink0

R 172.20.120.0/24 10.14.201.102 2 10.14.201.102 vd421ink0 02:47
R 172.20.121.0/24 10.14.202.103 2 10.14.202.103 vd431link0 02:31

# get router info routing-table all
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default
Routing table for VRF=0

R* 0.0.0.0/0 [120/3] wvia 10.14.202.103, vd431link0, 02:45:15
R 10.11.101.0/24 [120/3] via 10.14.202.103, vd431ink0, 02:44:49
R 10.11.201.0/24 [120/2] via 10.14.201.102, vd421ink0, 02:45:15
FortiOS 7.0.17 Administration Guide 371

Fortinet Inc.



Network

WO Qww

10.
10.
10.
10.
10.

11.

12

14.

14

14.

.201

202.
.101.
101.

202.

0/24 [120/2] via
0/24 [120/2]
0/24 is directly

via

.0/24 is directly

172.20.120.0/24
172.20.121.0/24

# execute traceroute 8.8.8.8

traceroute to 8.8.8.8

1 10.14.202.103
2 172.20.121.5

3 *x  x  k

After:

« You might see different routes, and the routes might change, while convergence is occurring. During convergence,

0/24 is directly
[120/2]
[120/2]

10.14.202.103,
10.14.202.103,

connected, LoAccounting
connected, vd421ink0
connected, vd431inkO0

(8.8.8.8), 32 hops max,
0.187 ms 0.054 ms 0.030 ms
0.117 ms 0.062 ms 0.040 ms

the metric for your default route increases to 16.

# get router info rip database

Codes: R - RIP, Rc - RIP connected, Rs - RIP static, K - Kernel,
C - Connected, S - Static, O - OSPF, I - IS-IS, B - BGP
Network Next Hop Metric From If Time
R 0.0.0.0/0 10.14.202.103 16 10.14.202.103 vd431ink0 01:50
» After convergence is complete, the RIP database will look similar to the following:
# get router info rip database
Codes: R - RIP, Rc - RIP connected, Rs - RIP static, K - Kernel,
C - Connected, S - Static, O - OSPF, I - IS-IS, B - BGP
Network Next Hop Metric From If Time
R 0.0.0.0/0 10.14.201.102 3 10.14.201.102 vd421ink0 02:53
R 10.11.101.0/24 10.14.202.103 3 10.14.202.103 vd431ink0 03:00
R 10.11.201.0/24 10.14.201.102 2 10.14.201.102 vd421ink0 02:53
R 10.11.202.0/24 10.14.202.103 2 10.14.202.103 vd431ink0 03:00
R 10.12.101.0/24 10.14.202.103 2 10.14.202.103 vd431ink0 03:00
Rc 10.14.101.0/24 1 LoAccounting
Rc 10.14.201.0/24 1 vd421ink0
Rc 10.14.202.0/24 1 vd431ink0
R 172.20.120.0/24 10.14.201.102 2 10.14.201.102 vd421ink0 02:53
» The default router should point to Router2, with the same number of hops:
# get router info routing-table all
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default
Routing table for VREF=0
R* 0.0.0.0/0 [120/3] via 10.14.201.102, vd421ink0, 00:05:24
R 10.11.101.0/24 [120/3] via 10.14.202.103, vd431ink0O, 02:58:13
R 10.11.201.0/24 [120/2] wvia 10.14.201.102, vd421ink0, 02:58:39
R 10.11.202.0/24 [120/2] wvia 10.14.202.103, vd431ink0O, 02:58:39
R 10.12.101.0/24 [120/2] wvia 10.14.202.103, vd431ink0O, 02:58:39
C 10.14.101.0/24 is directly connected, LoAccounting
C 10.14.201.0/24 is directly connected, vd421ink0
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C 10.14.202.0/24 is directly connected, vd431inkO0
R 172.20.120.0/24 [120/2] wvia 10.14.201.102, vd421ink0, 02:58:39

# execute traceroute 8.8.8.8

traceroute to 8.8.8.8 (8.8.8.8), 32 hops max, 3 probe packets per hop, 84 byte packets
1 10.14.201.102 0.167 ms 0.063 ms 0.029 ms
2 172.20.120.5 0.117 ms 0.073 ms 0.041 ms
3 172.16.151.1 0.303 ms 0.273 ms 0.253 ms

Example 2- Additional link failures on Router2

In addition to the link failure on the ISP router in example, port1 and port3 on Router2 have also failed. This means that
Router4 must go through Router3, Router1, Router2, then the ISP router to reach the internet. Note that, for a period of
time, some routes' metrics increase to 16. If no better routes are found for these networks, then they eventually
disappear.

After the convergence completes, the RIP database and routing table on Router4 should resemble the following:

# get router info rip database
Codes: R - RIP, Rc - RIP connected, Rs - RIP static, K - Kernel,
C - Connected, S - Static, O - OSPF, I - IS-IS, B - BGP

Network Next Hop Metric From If Time

R 0.0.0.0/0 10.14.202.103 5 10.14.202.103 vd431ink0 02:54
R 10.11.101.0/24 10.14.202.103 3 10.14.202.103 vd431ink0 02:54
R 10.11.201.0/24 10.14.202.103 3 10.14.202.103 vd431ink0 02:54
R 10.11.202.0/24 10.14.202.103 2 10.14.202.103 vd431ink0 02:54
Rc 10.14.101.0/24 1 LoAccounting

Rc 10.14.202.0/24 1 vd431ink0

R 172.20.120.0/24 10.14.202.103 4 10.14.202.103 vd431ink0 02:54

# get router info routing-table all
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default
Routing table for VRF=0
R* 0.0.0.0/0 [120/5] via 10.14.202.103, vd431ink0, 00:03:54
10.11.101.0/24 [120/3] via 10.14.202.103, vd431ink0, 03:10:12
10.11.201.0/24 [120/3] via 10.14.202.103, vd431ink0, 00:03:54
10.11.202.0/24 [120/2] via 10.14.202.103, vd431link0, 03:10:38
10.14.101.0/24 is directly connected, LoAccounting
10.14.202.0/24 is directly connected, vd431inkO
172.20.120.0/24 [120/4] via 10.14.202.103, vd431link0, 00:03:54

QW™

Reaching the internet on the default gateway now requires five hops from Router4:

# execute traceroute 8.8.8.8
traceroute to 8.8.8.8 (8.8.8.8), 32 hops max, 3 probe packets per hop, 84 byte packets
1 10.14.202.103 0.087 ms 0.026 ms 0.012 ms
2 10.11.202.101 0.045 ms 0.024 ms 0.025 ms
3 10.11.201.102 0.048 ms 0.024 ms 0.015 ms
4 172.20.120.5 0.050 ms 0.028 ms 0.019 ms
5

* Kk %
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Basic RIPng example

In this example, a small network is configured with RIP next generation (RIPng). Two FortiGates are connected to the
internal network and the ISP, providing some redundancy to help ensure that the internal network can always reach the
internet.

The FortiGates are running in NAT mode with VDOMSs disabled, and firewall policies have already been configured to
allow traffic to flow across the interfaces.

All of the internal computers and other network devices support IPv6 addressing and are running RIPng (where
applicable), so no static routing is required. Internal network devices only need to know the FortiGate's internal interface
network addresses.

RIP Router1

/ Internet

50 ISP Router
2002:AC14:7805::

RIP Router2

Router Interface (alias) IPv6 address

Router1 port1 (internal) 2002:A0B:6565:0:0:0:0:0
port2 (ISP) 2002:AC14:7865:0:0:0:0:0

Router2 port1 (internal) 2002:A0B:6566:0:0:0:0:0
port2 (ISP) 2002:AC14:7866:0:0:0:0:0

On each FortiGate, the interfaces are configured first, and then RIPng. No redistribution or authentication is configured.

In the RIPng configuration, only the interface names are required. The ISP router and the other FortiGate are configured
as neighbors. Declaring the neighbors reduces the discovery traffic when the routers start. There is no specific command
toinclude a subnet in the RIP broadcast, and RIPng can only be configured using the CLI.

To configure Router1:

1. Configure the interfaces:

config system interface
edit portl
set allowaccess ping https ssh
set type physical
set description "Internal RnD network"
set alias "internal"
config ipvé6
set ip6-address 2002:a0b:6565::/0
end
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next

edit port2
set allowaccess ping https ssh
set type physical
set description "ISP and Internet"
set alias "ISP"
config ipvé6

set ip6-address 2002:acl4:7865::/0

end

next

end

2. Configure RIPng:

config router ripng
config neighbor
edit 1
set ip6 2002:a0b:6566::
set interface portl
next
edit 2
set ip6 2002:acl4:7805::
set interface port2
next
end
config interface
edit portl
next
edit port2
next
end
end

To configure Router2:

1. Configure the interfaces:

config system interface

edit portl
set allowaccess ping https ssh
set type physical
set description "Internal RnD network"
set alias "internal"
config ipvé6

set ip6-address 2002:a0b:6566::/0

end

next

edit port2
set allowaccess ping https ssh
set type physical
set description "ISP and Internet"
set alias "ISP"
config ipvé6

set ip6-address 2002:acl4:7866::/0

end

next

end
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2. Configure RIPng:

config router ripng
config neighbor
edit 1
set ip6 2002:a0b:6565::
set interface portl
next
edit 2
set ip6 2002:acl4:7805::
set interface port2
next
end
config interface
edit portl
next
edit port2
next
end
end

Testing the configuration

The following commands can be used to check the RIPng information on the FortiGates, and can help track down
issues:

To view the local scope IPv6 addresses used as next-hops by RIPng on the FortiGate:

# diagnose ipv6 address list

To view IPv6 addresses that are installed in the routing table:

# diagnose ipv6 route list

To view the IPv6 routing table:

# get router info6 routing-table
This information is similar to the diagnose ipv6 route 1listcommand, butitis presented inan easiertoread
format.

To view the brief output on the RIP information for the interface listed:

# get router info6 rip interface external

This includes information such as, if the interface is up or down, what routing protocol is being used, and whether
passive interface or split horizon is enabled.

OSPF

Open Shortest Path First (OSPF) is a link state routing protocol that is commonly used in large enterprise networks with
L3 switches, routers, and firewalls from multiple vendors. It can quickly detect link failures, and converges network traffic
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without networking loops. It also has features to control which routes are propagated, allowing for smaller routing tables,
and provides better load balancing on external links when compared to other routing protocols.

To configure OSPF in the GUI, go to Network > OSPF:

Option Description

Router ID A unique ID to identify your router in the network, typically in the format x.x.x.x.

Areas The areas that the router is part of. For each are area, define the Area ID, Type,
and Authentication method.

Networks The networks that OSPF is enabled in, and the area that they belong to.

Interfaces OSPF interfaces for transmitting and receiving packets. Configure interface
properties, such as Network Type, Cost, Hello interval, and others.

Advanced Options Settings for Inject Default Route, Passive Interfaces, and Redistribute.
Redistribution can be enabled by protocol and the metric for each protocol can be
configured.

This section includes the following topics:

» Basic OSPF example on page 377

Basic OSPF example

In this example, three FortiGate devices are configured in an OSPF network.
» Router1 is the Designated Router (DR). It has the highest priority and the lowest IP address, to ensure that it
becomes the DR.
» Router2 is the Backup Designated Router (BDR). It has a high priority to ensure that it becomes the BDR.

» Router3 is the Autonomous System Border Router (ASBR). It routes all traffic to the ISP BGP router for internet
access. It redistributes routes from BGP and advertises a default route to its neighbors. It can allow different types of
routes, learned outside of OSPF, to be used in OSPF. Different metrics can be assigned to these routes to make
them more or less preferred than regular OSPF routes. Route maps could be used to further control what prefixes
are advertised or received from the ISP.
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5192.168.103.0/24

FortiGate Interface

port1
Router1 (DR) port2
port3
port1
Router2 (BDR) port2
port3
port1
Router3 (ASBR) port2

port3

Router1 (DR)

7| port3 _
1722012038 [~ / Internet

ISP BGP Router
172.20.120.5

IP address
10.11.101.1
10.11.102.1
192.168.102.1
10.11.101.2
10.11.103.2
192.168.103.2
10.11.102.3
10.11.103.3
172.20.120.3

» Firewall policies are already configured to allow unfiltered traffic in both directions between all of the connected

interfaces.

» The interfaces are already configured, and NAT is only used for connections to public networks. The costs for all of

the interfaces is left at 0.

+ The OSPF network belongs to Area 0, and is not connected to any other OSPF networks. All of the routers are part
of the backbone 0.0.0.0 area, so no inter-area communications are needed.

« Router3 redistributes BGP routes into the OSPF AS and peers with the ISP BGP Router over eBGP. For information

about configuring BGP, see BGP on page 388.

e The advertised networks - 10.11.101.0, 10.11.102.0, and 10.11.103.0 - are summarized by 10.11.0.0/16. Additional

networks are advertised individually by the /24 subnet.
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Router1

To configure Router1 in the GUI:

1.

Go to Network > OSPF.

2. SetRouterIDto 10.11.101.1.

3. Inthe Areastable, click Create New and set the following:
Area |ID 0.0.0.0
Type Regular
Authentication None

4. Click OK.

5. Inthe Networks table, click Create New and set the following:
Area 0.0.0.0
IP/Netmask 10.11.0.0 255.255.0.0

6. Click OK.

7. Inthe Networks table, click Create New again and set the following:
Area 0.0.0.0
IP/Netmask 192.168.102.0 255.255.255.0

8. Click OK.

9. Inthe Interfaces table, click Create New and set the following:
Name Router1-Internal-DR
Interface port1
Cost 0
Priority 255
Authentication None
Timers e Hello Interval: 10

» Dead Interval: 40
10. Click OK.
11. In the Interfaces table, click Create New again and set the following:

Name Router1-External
Interface port2

Cost 0

Authentication None

Timers ¢ Hello Interval: 10

¢ Dead Interval: 40
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12. Click OK.
13. Click Apply.

To configure Router1 in the CLI:

config router ospf
set router-id 10.11.101.1
config area
edit 0.0.0.0
next
end
config ospf-interface
edit "Routerl-Internal-DR"
set interface "portl"
set priority 255
set dead-interval 40
set hello-interval 10
next
edit "Routerl-External"
set interface "port2"
set dead-interval 40
set hello-interval 10
next
end
config network
edit 1
set prefix 10.11.0.0 255.255.0.0
next
edit 2
set prefix 192.168.102.0 255.255.255.0
next
end
end

Router2

To configure Router2 in the GUI:

1. Go to Network > OSPF.
Set Router IDto 10.11.101.2.
3. Inthe Areastable, click Create New and set the following:

Area ID 0.0.0.0
Type Regular
Authentication None

4. Click OK.

5. Inthe Networks table, click Create New and set the following:

Area 0.0.0.0
IP/Netmask 10.11.0.0 255.255.0.0
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6. Click OK.
7. Inthe Networks table, click Create New again and set the following:

Area 0.0.0.0
IP/Netmask 192.168.103.0 255.255.255.0
8. Click OK.

9. Inthe Interfaces table, click Create New and set the following:

Name Router2-Internal
Interface port1

Cost 0

Priority 250

Authentication None

Timers ¢ Hello Interval: 10

¢ Dead Interval: 40

10. Click OK.
11. In the Interfaces table, click Create New again and set the following:

Name Router2-External
Interface port2

Cost 0

Authentication None

Timers ¢ Hello Interval: 10

¢ Dead Interval: 40

12. Click OK.
13. Click Apply.

To configure Router2 in the CLI:

config router ospf
set router-id 10.11.101.2
config area
edit 0.0.0.0
next
end
config ospf-interface
edit "Router2-Internal"
set interface "portl"
set priority 250
set dead-interval 40
set hello-interval 10
next
edit "Router2-External"
set interface "port2"
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set dead-interval 40
set hello-interval 10
next
end
config network
edit 1
set prefix 10.11.0.0 255.255.0.0
next
edit 2
set prefix 192.168.103.0 255.255.255.0
next
end
end

Router3

To configure Router3 in the GUI:

1. Goto Network > OSPF.
Set Router IDto 10.11.103.3.
3. Under Default Settings, set Inject default route to Regular Areas.

A default route must be present on Router3 to advertise it to other routers.

4. Enable Redistribute BGP and use the default settings.
5. Inthe Areas table, click Create New and set the following:

Area ID 0.0.0.0

Type Regular

Authentication None
Click OK.

7. Inthe Networks table, click Create New and set the following:

Area 0.0.0.0
IP/Netmask 10.11.0.0 255.255.0.0
8. Click OK.

9. Inthe Interfaces table, click Create New and set the following:

Name Router3-Internal
Interface port1

Cost 0

Authentication None

Timers ¢ Hello Interval: 10

¢ Dead Interval: 40

10. Click OK.
11. Inthe Interfaces table, click Create New again and set the following:
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Name Router3-Internal2
Interface port2

Cost 0

Authentication None

Timers ¢ Hello Interval: 10

¢ Dead Interval: 40

12. Click OK.
13. Click Apply.

To configure Router3 in the CLI:

config router ospf
set default-information-originate enable
set router-id 10.11.103.3
config area
edit 0.0.0.0
next
end
config ospf-interface
edit "Router3-Internal"
set interface "portl"
set dead-interval 40
set hello-interval 10
next
edit "Router3-Internall2"
set interface "port2"
set dead-interval 40
set hello-interval 10
next
end
config network
edit 1
set prefix 10.11.0.0 255.255.0.0
next
end
config redistribute "bgp"
set status enable
end
end

To configure BGP on Router3 in the CLI:

config router bgp
set as 64511
set router-id 1.1.1.1
config neighbor
edit "172.20.120.5"
set remote-as 64512
next
end
config network
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end

For

edit 1
set prefix 172.20.120.0 255.255.255.0
next
end

more information on configuring BGP, see BGP on page 388.

Testing the configuration

Both the network connectivity and OSPF routing are tested. When a link goes down, routes should converge as

expected.

Working state

Router3:

Router3 # get router info ospf neighbor
OSPF process 0, VRF 0:

Neighbor ID Pri State Dead Time Address Interface
10.11.101.1 1 Full/Backup 00:00:34 10.11.102.1 portl
10.11.101.2 1 Full/Backup 00:00:38 10.11.103.2 port2

Router3 # get router info ospf status
Routing Process "ospf 0" with ID 10.11.103.3
Process uptime is 18 hours 52 minutes
Process bound to VRF default
Conforms to RFC2328, and RFC1583Compatibility flag is disabled
Supports only single TOS(TOSO) routes
Supports opaque LSA
Do not support Restarting
This router is an ASBR (injecting external routing information)
SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Refresh timer 10 secs
Number of incomming current DD exchange neighbors 0/5
Number of outgoing current DD exchange neighbors 0/5
Number of external LSA 3. Checksum 0x021B78
Number of opaque AS LSA 0. Checksum 0x000000
Number of non-default external LSA 2
External LSA database is unlimited.
Number of LSA originated 16
Number of LSA received 100
Number of areas attached to this router: 1
Area 0.0.0.0 (BACKBONE)
Number of interfaces in this area is 2(2)
Number of fully adjacent neighbors in this area is 2
Area has no authentication
SPF algorithm last executed 00:37:36.690 ago
SPF algorithm executed 13 times
Number of LSA 6. Checksum 0x03eafa

Router3 # get router info routing-table all

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
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Routing table

B*
0]

WwwoonOnOn

* Router2:

*

- candidate default

0.0
10.

10.
10.
172

192.
192.
192.
192.

.0.0/0 [2

11.101.0/24

11.102.0/24 is directly
11.103.0/24 is directly

for VRF=0

0/01

via 172.20.120.5,

port3,

.20.120.0/24 is directly connected, port3

168.
168.
168.
168.

Router2 # get router info ospf neighbor

OSPF process 0,

Neighbor ID

10.11.101.1
10.11.103.3

Router2 # get router info ospf status
Routing Process "ospf 0" with ID 10.11.101.2
Process uptime is 2 hours 53 minutes
Process bound to VRF default

Conforms to RFC2328,

Supports only single TOS(TOS0) routes

Supports opaque LSA

Do not support Restarting

SPF schedule delay 5 secs,

Refresh timer 10 secs

Number
Number
Number
Number
Number

Number of areas attached to this router:
Area 0.0.0.0

Router2 # get router info routing-table all
C - connected,

Codes:

O*E2

K - kernel,
O - OSPF,

E1l - OSPF external type 1,

i
*

of
of
of
of
of

Number of fully adjacent neighbors in this area is 2

incomming current DD exchange neighbors 0/5

outgoing current DD exchange neighbors 0/5

external LSA 3.
opaque AS LSA 0.

non-default external LSA 2
External LSA database is unlimited.
Number of LSA originated 5

Number of LSA received 128

(BACKBONE)
Number of interfaces in this area is 3(3)

Area has no authentication
SPF algorithm last executed 00:47:49.990 ago
SPF algorithm executed 15 times
Number of LSA 6.

0.0.0.0/0

Checksum 0x03e8fb

IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

Is-Is, L1
- candidate default
Routing table for VRF=0

- IS-IS level-1, L2 -
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[110/10] via 10.11.103.3,

1

Checksum 0x021979
Checksum 0x000000

IS-IS level-2,

port2, 01:03:

01:10:12
[110/2] via 10.11.103.2, port2, 00:39:34
[110/2] via 10.11.102.1, portl, 00:39:34
connected, portl
connected, port2

E2 - OSPF external type 2

102.0/24 [110/2] via 10.11.102.1, portl, 02:24:
103.0/24 [110/2] via 10.11.103.2, port2, 02:14:
160.0/24 [20/0] via 172.20.120.5, port3, 19:08:
170.0/24 [20/0] via 172.20.120.5, port3, 01:10:
VRFEF 0:
Pri State Dead Time Address
255 Full/DR 00:00:35 10.11.101.1

1 Full/DR 00:00:38 10.11.103.3

and RFC1583Compatibility flag is disabled

Hold time between two SPFs 10 secs

S - static, R - RIP, B - BGP

ia -

58

59
32
39
12

Interface
portl
port3

IS-IS inter area
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C 10.11.101.0/24 is directly connected, portl
o} 10.11.102.0/24 [110/2] wvia 10.11.103.3, port2, 00:49:01
[110/2] via 10.11.101.1, portl, 00:49:01

C 10.11.103.0/24 is directly connected, port2

O 192.168.102.0/24 [110/2] via 10.11.101.1, portl, 00:49:01
C 192.168.103.0/24 is directly connected, port3

0 E2 192.168.160.0/24 [110/10] via 10.11.103.3, port2, 01:39:31
0 E2 192.168.170.0/24 [110/10] wvia 10.11.103.3, port2, 01:19:39

The default route advertised by Router3 using default-information-originate is considered an OSPF E2
route. Other routes redistributed from BGP are also E2 routes.

* Router1:

Routerl # get router info ospf neighbor
OSPF process 0, VRF O0:

Neighbor ID Pri State Dead Time Address Interface
10.11.101.2 250 Full/Backup 00:00:36 10.11.101.2 portl
10.11.103.3 1 Full/DR 00:00:37 10.11.102.3 port2

Routerl # get router info ospf status
Routing Process "ospf 0" with ID 10.11.101.1
Process uptime is 3 hours 7 minutes
Process bound to VRF default
Conforms to RFC2328, and RFC1583Compatibility flag is disabled
Supports only single TOS(TOS0) routes
Supports opaque LSA
Do not support Restarting
SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Refresh timer 10 secs
Number of incomming current DD exchange neighbors 0/5
Number of outgoing current DD exchange neighbors 0/5
Number of external LSA 3. Checksum 0x02157B
Number of opaque AS LSA 0. Checksum 0x000000
Number of non-default external LSA 2
External LSA database is unlimited.
Number of LSA originated 2
Number of LSA received 63
Number of areas attached to this router: 1
Area 0.0.0.0 (BACKBONE)
Number of interfaces in this area is 3(3)
Number of fully adjacent neighbors in this area is 2
Area has no authentication
SPF algorithm last executed 00:54:08.160 ago
SPF algorithm executed 11 times
Number of LSA 6. Checksum 0x03e6fc

Routerl # get router info routing-table all
Routing table for VRF=0
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default
O*E2 0.0.0.0/0 [110/10] wvia 10.11.102.3, port2, 01:09:48
C 10.11.101.0/24 is directly connected, portl
C 10.11.102.0/24 is directly connected, port2
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0 10.11.103.0/24 [110/2] wvia 10.11.102.3, port2, 00:54:49
[110/2] wvia 10.11.101.2, portl, 00:54:49

C 192.168.102.0/24 is directly connected, port3

0] 192.168.103.0/24 [110/2] via 10.11.101.2, portl, 00:54:

0 E2 192.168.160.0/24 [110/10] via 10.11.102.3, port2, 01:45

0 E2 192.168.170.0/24 [110/10] via 10.11.102.3, port2, 01:25

Link down state

If port1 is disconnected on Router3:

Router3:

Router3 # get router info routing-table all
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external
El1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-ISs, Ll - IS-IS level-1, L2 - IS-IS level-2, ia -
* - candidate default
Routing table for VREF=0
B* 0.0.0.0/0 [20/0] wvia 172.20.120.5, VLAN20, 01:29:25
10.11.101.0/24 [110/2] wvia 10.11.103.2, port2, 00:00:09
10.11.103.0/24 is directly connected, port2
172.20.120.0/24 is directly connected, port3
192.168.102.0/24 [110/3] via 10.11.103.2, port2, 00:00:
192.168.103.0/24 [110/2] via 10.11.103.2, port2, 02:33:
192.168.160.0/24 [20/0] via 172.20.120.5, port3, 19:27:
192.168.170.0/24 [20/0] via 172.20.120.5, port3, 01:29:

Wwooanno

Router2:

Router2 # get router info routing-table all

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia -

* - candidate default
Routing table for VRF=0
O*E2 0.0.0.0/0 [110/10] wvia 10.11.103.3, port2, 01:16:36
C 10.11.101.0/24 is directly connected, portl
0 10.11.102.0/24 [110/2] via 10.11.101.1, portl, 00:02:27
C 10.11.103.0/24 is directly connected, port2
0 192.168.102.0/24 [110/2] via 10.11.101.1, portl, 01:01:
C 192.168.103.0/24 is directly connected, port3
0 E2 192.168.160.0/24 [110/10] wvia 10.11.103.3, port2, 01:52
0 E2 192.168.170.0/24 [110/10] wvia 10.11.103.3, port2, 01:32
Router1:
Routerl # get router info routing-table all
Routing table for VRF=0
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external

E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia -
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* - candidate default
O*E2 0.0.0.0/0 [110/10] wvia 10.11.101.2, portl, 00:05:14
C 10.11.101.0/24 is directly connected, portl
C 10.11.102.0/24 is directly connected, port2
0] 10.11.103.0/24 [110/2] via 10.11.101.2, portl, 00:05:15
C 192.168.102.0/24 is directly connected, port3
0 192.168.103.0/24 [110/2] via 10.11.101.2, portl, 01:03:50
0 192.168.160.0/24 [110/10] via 10.11.101.2, portl, 00:05:14
0 192.168.170.0/24 [110/10] via 10.11.101.2, portl, 00:05:14

M ™
NN

BGP

Border Gateway Protocol (BGP) is a standardized routing protocol that is used to route traffic across the internet. It
exchanges routing information between Autonomous Systems (AS) on the internet and makes routing decisions based
on path, network policies, and rule sets. BGP contains two distinct subsets: internal BGP (iBGP) and external BGP
(eBGP). iBGP is intended for use within your own networks. eBGP is used to connect different networks together and is
the main routing protocol for the internet backbone.

To configure BGP in the GUI, go to Network > BGP:

Option Description

Local AS The AS number for the local router.
Router ID A unique ID to identify your router in the network, typically in the format x.x.x.x.
Neighbors The neighbors that the FortiGate will be peering with. Configure the remote

router's AS number, any other properties used for peering with the neighbor, and
IPv4 and IPv6 filtering.

Neighbor Groups The neighbor groups that share the same outbound policy configurations.

Neighbor Ranges The source address range of BGP neighbors that will be automatically assigned
to a neighbor group.

IPv4 & IPv6 Networks The networks to be advertised to other BGP routers.

IPv4 & IPv6 Redistribute Enable redistribution by protocol. Specify either All routes, or Filter by route map.
Dampening Enable route flap dampening to reduce the propagation of flapping routes.
Graceful Restart Enable BGP graceful restart, which causes the adjacent routers to keep routes

active while the BGP peering is restarted on the FortiGate. This is useful in HA
instances when failover occurs.

Advanced Options Various advanced settings, such as Local Preference, Distance internal,
Keepalive, Holdtime, and others

Best Path Selection Configure path selection attributes on this router.
\‘ ! 'l
9 Currently, FortiGates do not support BGP graceful restart when peering with neighbor routers
- operating in graceful restart helper-only mode.

This section includes the following topics:
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» Basic BGP example on page 389

« Route filtering with a distribution list on page 398

» Next hop recursive resolution using other BGP routes on page 401
« Next hop recursive resolution using ECMP routes on page 402

» BGP conditional advertisement on page 403

o BGP error handling per RFC 7606 on page 409

o BGP next hop tag-match mode on page 410

o BGP multi-exit discriminator on page 416

o Troubleshooting BGP on page 420

Basic BGP example

In this example, BGP is configured on two FortiGate devices. The FortiGates are geographically separated, and form
iBGP peering over a VPN connection. FGT_A also forms eBGP peering with ISP2.

FGT_A learns routes from ISP2 and redistributes them to FGT_B while preventing any iBGP routes from being
advertised.

The internal networks behind the FortiGates can communicate with each other, and the internal networks behind FGT_B
can traverse FGT_A to reach networks that are advertised by ISP2.

AS 64511
FGT_A (HQ)

ISP 1 AS 64511

FGT_B (Branch)

AS 64512

172.16.201.0/24
172.16.202.0/24
172.16.203.0/24 192.168.88.0/24
172.16.204.0/24

192.168.86.0/24

 FGT_Aand FGT_B have static routes to each other through ISP1. ISP1 does not participate in BGP.

+ The IPsec VPN tunnel between FGT_A and FGT_B is configured with wildcard 0.0.0.0/0 networks for phase2 local
and remote selectors. The VPN interfaces have IP addresses already configured and are used for peering between
FGT_Aand FGT_B.

+ FGT_AIs configure to peer with ISP2 on 10.10.108.86.

» The firewall policies between FGT_A and FGT_B are not NATed. The firewall policies egressing on wan2 are
NATed.

Configuring iBGP peering

To configure FGT_A to establish iBGP peering with FGT_B in the GUI:

Go to Network > BGP.

Set Local AS to 64511

Set RouterIDto 1.1.1.1.

In the Neighbors table, click Create New and set the following:

pPoODbd =
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IP 10.100.201.88
Remote AS 64511
5. Click OK.
6. Under Networks, set IP/Netmask to 192.168.86.0/24.
7. Click Apply.
8. Inthe CLI, set the interface used as the source IP address of the TCP connection (where the BGP session,

TCP/179, is connecting from) for the neighbor (update-source)to toFGTB.

To configure FGT_A to establish iBGP peering with FGT_B in the CLI:

config router bgp
set as 64511
set router-id 1.1.1.1
config neighbor
edit "10.100.201.88"
set remote-as 64511
set update-source "toFGTB"
next
end
config network
edit 1
set prefix 192.168.86.0 255.255.255.0
next
end
end

To configure FGT_B to establish iBGP peering with FGT_A in the GUI:

1. Goto Network > BGP.
2. Setlocal ASto 64511
3. SetRouterIDto2.2.2.2.
4. Inthe Neighbors table, click Create New and set the following:
P 10.100.201.86
Remote AS 64511
5. Click OK.
6. Under Networks, set IP/Netmask to 192.168.88.0/24.
7. Click Apply.
8. Inthe CLI, set the interface used as the source IP address of the TCP connection (where the BGP session,

TCP/179, is connecting from) for the neighbor (update-source)to toFGTA.

To configure FGT_B to establish iBGP peering with FGT_A in the CLI:

config router bgp
set as 64511
set router-id 2.2.2.2
config neighbor
edit "10.100.201.86"
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set remote-as 64511
set update-source "toFGTA"
next
end
config network
edit 1
set prefix 192.168.88.0 255.255.255.0
next
end
end

To check the FGT_A and FGT_B peering:

1. Check the BGP neighbors:
# get router info bgp neighbors

2. Check the networks learned from neighbors:
# get router info bgp network

3. Check that the routes are added to the routing table:
# get router info routing-table all

To see the neighborship status, network, and routing table command outputs for the completed example, see
Troubleshooting and debugging on page 393.

Configuring eBGP peering

By establishing eBGP peering with ISP2, learned routes will have a distance of 20 and will automatically be propagated
to iBGP peers. iBGP peers do not change the next hop when they advertise a route. To make FGT_B receive a route
with FGT_A as the next hop, and not ISP 2's network, Next hop self (next-hop-self)is enabled for routes advertised
to FGT_B.

Additionally, to peer with another router that is multiple hops away, enable ebg-enforce-multihop in the neighbor
configuration.

In this example, the iBGP routes are automatically advertised to the eBGP neighbor, so a route map is created to deny
iBGP routes from being advertised to ISP 2. Prefixes from ISP 2 are advertised to FGT_A and FGT_B, but no prefixes
are advertised from FGT_Ato ISP 2.

To configure FGT_A to establish eBGP peering with ISP 2 in the GUI:

1. Configure a route map to prevent advertisement of iBGP routes to ISP 2:
Go to Network > Routing Objects and click Create New > Route Map.
Set Name to exclude1.
In the Rules table, click Create New.
Set Action to Deny.
Under Other Rule Variables, enable Match origin and set it to IGP.
Click OK.

g. Click OK.
2. Update the BGP configuration:

-~ ® 20 T 9
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Go to Network > BGP.
In the Neighbors table, click Create New and set the following:
IP 10.10.102.87
Remote AS 64512
Route map out exclude1
Click OK.
In the Neighbors table, edit the previously created entry, 10.700.201.88.
Under IPv4 Filtering, select Next hop self.
Click OK.
Click Apply.

To configure FGT_A to establish eBGP peering with ISP 2 in the CLI:

1.

To see the neighborship status, network, and routing table command outputs for the completed example, see

Configure a route map to prevent advertisement of iBGP routes to ISP 2:

config router route-map

end

edit "excludel"
config rule
edit 1
set action deny
set match-origin igp
next
end
next

Update the BGP configuration:

config router bgp

end

config neighbor
edit "10.10.102.87"
set remote-as 64512
set route-map-out "excludel"
next
edit "10.100.201.88"
set next-hop-self enable
next
end

Troubleshooting and debugging on page 393.

Firewall policies

On FGT_A configure the following policies:

» Allow the internal subnet to the VPN interface. Do not enable NAT. Enable security profiles as required.
« Allow the VPN interface to the internal subnet. Do not enable NAT. Enable security profiles as required.
» Allow the internal subnet to wan2. Enable NAT and security profiles as required.

+ Allow VPN traffic from toFGTA to wan2. Enable NAT and security profiles as required.
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On FGT_B configure the following policies:

« Allow the internal subnet to the VPN interface. Do not enable NAT. Enable security profiles as required.
« Allow the VPN interface to the internal subnet. Do not enable NAT. Enable security profiles as required.

To verify that pinging from FGT_B to FGT_A is successful:

FGT B # execute ping-options source 192.168.88.88

FGT B # execute ping 192.168.86.86

PING 192.168.86.86 (192.168.86.86): 56 data bytes

64 bytes from 192.168.86.86: icmp seq=0 ttl=255 time=0.5 ms

---192.168.86.86 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0.3/0.3/0.5 ms

To verify that pinging from FGT_B to a subnet in ISP 2 is successful:

FGT B # execute ping-options source 192.168.88.88

FGT B # execute ping 172.16.201.87

PING 172.16.201.87 (172.16.201.87): 56 data bytes

64 bytes from 172.16.201.87: icmp seg=0 ttl=254 time=0.6 ms

---172.16.201.87 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0.4/0.4/0.6 ms

FGT B # execute traceroute-options source 192.168.88.88
FGT B # execute traceroute 172.16.201.87
traceroute to 172.16.201.87 (172.16.201.87), 32 hops max, 3 probe packets per hop, 84 byte
packets
1 10.100.201.86 0.315ms 0.143 ms 0.110 ms
2 172.16.201.87 0.258 ms 0.144 ms 0.222 ms

Troubleshooting and debugging

When troubleshooting issues, logically step through the debugs. For example, if peering cannot be established between
FGT_Aand FGT_B:

1. Verify the basic connectivity between the FGT_A wan1 interface and the FGT_B port1 interface.

2. Verify that the VPN between FGT_A and FGT_B is established.

3. Verify the connectivity between the VPN interfaces.

4. Check the neighborship status on each peer. Use the BGP state to help determine the possible issue, for example:

Idle state The local FortiGate has not started the BGP process with the neighbor. This could be
because the eBGP peer is multiple hops away, but multihop is not enabled.

Connect The local FortiGate has started the BGP process, but has not initiated a TCP connection,
possibly due to improper routing.

Active The local FortiGate has initiated a TCP connection, but there is no response. This might
indicate issues with the delivery or the response from the remote peer.
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5. Ifthere are issues establishing the TCP connection, use the command diagnose sniffer packet any 'tcp
and port 179' toidentify the problem at the packet level.

The following outputs show instances where all of the configurations are completed, peering has formed, and routes
have been exchanged. The debug output during each configuration step might differ from these outputs. These debug
outputs can be used to help identify what might be missing or misconfigured on your device.

To verify the status of the neighbors:

FGT A # get router info bgp neighbors
VREF 0 neighbor table:
BGP neighbor is 10.10.102.87, remote AS 64512, local AS 64511, external link
BGP version 4, remote router ID 192.168.2.87
BGP state = Established, up for 01:54:37
Last read 00:00:29, hold time is 180, keepalive interval is 60 seconds
Configured hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received (old and new)
Address family IPv4 Unicast: advertised and received
Address family IPv6 Unicast: advertised and received
Received 513 messages, 1 notifications, 0 in queue
Sent 517 messages, 2 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimum time between advertisement runs is 30 seconds
For address family: IPv4 Unicast
BGP table version 5, neighbor version 0
Index 3, Offset 0, Mask 0x8
Community attribute sent to this neighbor (both)
Outbound path policy configured
Route map for outgoing advertisements is *excludelroot
4 accepted prefixes, 4 prefixes in rib
0 announced prefixes
For address family: IPv6 Unicast
BGP table version 1, neighbor version 0
Index 3, Offset 0, Mask 0x8
Community attribute sent to this neighbor (both)
0 accepted prefixes, 0 prefixes in rib
0 announced prefixes
Connections established 4; dropped 3
Local host: 10.10.102.86, Local port: 20364
Foreign host: 10.10.102.87, Foreign port: 179
Nexthop: 10.10.102.86
Nexthop interface: wan2
Nexthop global:
Nexthop local:
BGP connection: non shared network
Last Reset: 01:54:42, due to BGP Notification sent
Notification Error Message: (CeaseUnspecified Error Subcode)
BGP neighbor is 10.100.201.88, remote AS 64511, local AS 64511, internal link
BGP version 4, remote router ID 2.2.2.2
BGP state = Established, up for 01:54:07
Last read 00:00:11, hold time is 180, keepalive interval is 60 seconds
Configured hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received (old and new)
Address family IPv4 Unicast: advertised and received
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Address family IPv6 Unicast: advertised and received
Received 527 messages, 3 notifications, 0 in queue
Sent 543 messages, 8 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimum time between advertisement runs is 30 seconds
Update source is toFGTB

For address family: IPv4 Unicast
BGP table version 5, neighbor version 4
Index 1, Offset 0, Mask 0x2
NEXT HOP is always this router
Community attribute sent to this neighbor (both)
1 accepted prefixes, 1 prefixes in rib
5 announced prefixes
For address family: IPv6 Unicast
BGP table version 1, neighbor version 1
Index 1, Offset 0, Mask 0x2
Community attribute sent to this neighbor (both)
0 accepted prefixes, 0 prefixes in rib
0 announced prefixes
Connections established 7; dropped 6
Local host: 10.100.201.86, Local port: 179
Foreign host: 10.100.201.88, Foreign port: 6245
Nexthop: 10.100.201.86
Nexthop interface: toFGTB
Nexthop global:
Nexthop local:
BGP connection: non shared network
Last Reset: 01:54:12, due to BGP Notification received
Notification Error Message: (CeaseUnspecified Error Subcode)

FGT B # get router info bgp neighbors
VRF 0 neighbor table:
BGP neighbor is 10.100.201.86, remote AS 64511, local AS 64511, internal link
BGP version 4, remote router ID 1.1.1.1
BGP state = Established, up for 01:56:04
Last read 00:00:48, hold time is 180, keepalive interval is 60 seconds
Configured hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received (old and new)
Address family IPv4 Unicast: advertised and received
Address family IPv6 Unicast: advertised and received
Received 532 messages, 3 notifications, 0 in queue
Sent 526 messages, 3 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimum time between advertisement runs is 30 seconds
Update source is toFGTA
For address family: IPv4 Unicast
BGP table version 4, neighbor version 3
Index 1, Offset 0, Mask 0x2
Community attribute sent to this neighbor (both)
5 accepted prefixes, 5 prefixes in rib
1 announced prefixes
For address family: IPv6 Unicast
BGP table version 1, neighbor version 1
Index 1, Offset 0, Mask 0x2
Community attribute sent to this neighbor (both)
0 accepted prefixes, 0 prefixes in rib
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0 announced prefixes
Connections established 7; dropped 6
Local host: 10.100.201.88, Local port: 6245
Foreign host: 10.100.201.86, Foreign port: 179
Nexthop: 10.100.201.88
Nexthop interface: toFGTA
Nexthop global:
Nexthop local:
BGP connection: non shared network
Last Reset: 01:56:09, due to BGP Notification sent
Notification Error Message: (CeaseUnspecified Error Subcode)

# get router info bgp neighbors <neighbor's IP> can also be used to verify the status of a specific
neighbor.

To verify the networks learned from neighbors or a specific network:

FGT A # get router info bgp network
VRF 0 BGP table version is 5, local router ID is 1.1.1.1

Status codes: s suppressed, d damped, h history, * wvalid, > best, i1 - internal,
S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight RouteTag Path
*> 172.16.201.0/24 10.10.102.87 0 0 0 64512 i <-/1>
*> 172.16.202.0/24 10.10.102.87 0 0 0 64512 i <-/1>
*> 172.16.203.0/24 10.10.102.87 0 0 0 64512 i <-/1>
*> 172.16.204.0/24 10.10.102.87 0 0 0 64512 i <-/1>
*> 192.168.86.0 0.0.0.0 100 32768 0 i <=/1>
*>1192.168.88.0 10.100.201.88 0 100 0 0 i <=/1>

Total number of prefixes 6
FGT A # get router info bgp network 172.16.201.0
VRF 0 BGP routing table entry for 172.16.201.0/24
Paths: (1 available, best #1, table Default-IP-Routing-Table)
Advertised to non peer-group peers:
10.100.201.88
Original VRF 0
64512
10.10.102.87 from 10.10.102.87 (192.168.2.87)
Origin IGP metric 0, localpref 100, wvalid, external, best
Last update: Tue Dec 15 22:52:08 2020

FGT A # get router info bgp network 192.168.88.0
VRF 0 BGP routing table entry for 192.168.88.0/24
Paths: (1 available, best #1, table Default-IP-Routing-Table)
Not advertised to any peer
Original VRF 0
Local
10.100.201.88 from 10.100.201.88 (2.2.2.2)
Origin IGP metric 0, localpref 100, wvalid, internal, best
Last update: Tue Dec 15 22:52:39 2020

FGT B # get router info bgp network
VRF 0 BGP table version is 4, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, 1 - internal,
S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight RouteTag Path
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*>1172.
*>1172
*>i172.
*>i172.
*>1192.
*> 192.

16.201.

.16.202.

16.203.
16.204.
168.86.
168.88.
Total number of prefixes 6

0/24
0/24
0/24
0/24
0
0

10.
10.
10.
10.
10.
0.0

100.201.
100.201.
100.201.
100.201.
100.201.

.0.0

86
86
86
86
86

O O O O o

To verify the routing tables on FGT_A and FGT_B:

FGT A # get router info routing-table all

Codes:

K - kernel,
O - OSPF,

i - IS-IS,
* - candidate default
for VRF=0

Routing table

S*

WOQWwWwwoOoonq

0.0.

0.

10.10.
10.10.
10.10.

10.100.
10.100.
l6.
le.
le.
.16.
16.

172.
172.
172.
172
172.
192.
192.
192.

FGT B # get

Codes:

S*

Q

QW WwWwwwwOoa

0/0
101.

102.
103.

201

202.
203.
204.

C - connected,
IA - OSPF inter area
N1 - OSPF NSSA external type 1,
E1l - OSPF external type 1,
L1 - IS-IS level-1,

[10/0
[10/0

0/24
201.
201.
151.

0/24
.0/24
0/24
0/24
0/24

] via 172.16.151.1,
] via 192.168.2.1,

S - static,

0/24 is directly connected,
[10/0] via 10.10.101.84,
0/24 is directly connected,
86/32 is directly connected,

portl,
port2,
0/24 is directly connected,
wan2

100
100
100
100
100
100

R - RIP,

[5/0]
[10/0]
wanl

wanl

toFGTB

toFGTB

is directly connected, portl

[20/0]
[20/0]
[20/0]
[20/0]

via
via
via
via

168.2.0/24 is directly
168.86.0/24 is directly connected,

168.88.0/24

10.10.
10.10.
10.10.
10.10.

102
102.
102.
102.

.87,
87,
87,
87,

wan2,
wan2,
wanz2,
wanz2,

connected, port2
vlan86

[200/0] via 10.100.201.88,

router info routing-table all

K - kernel,
O - OSPF,

i - Is-1IS,
* - candidate default
Routing table for VRF=0
0.0.0.0/0

172
172.
172.
172
192.
192.

.16.
16.
16.
.16.

16
16

.201
.201
201

8.86
8.88

202.
203.
204.

C - connected,
IA - OSPF inter area
N1 - OSPF NSSA external type 1,
E1l - OSPF external type 1,
Ll - IS-IS level-1,

[10/0

.0/24 is directly connected, toFGTA
.88/32 is directly connected, toFGTA
.0/24 [200/0] via 10.100.201.86, toFGTA,
0/24 [200/0] via 10.100.201.86, toFGTA,
0/24 [200/0] via 10.100.201.86, toFGTA,
0/24 [200/0] via 10.100.201.86, toFGTA,
.0/24 [200/0] via 10.100.201.86, toFGTA,
.0/24 is directly connected, vlan88

] via 10.10.103.84,
10.10.103.0/24 is directly connected, portl
10.100
10.100
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S - static,

portl

toFGTB,

R - RIP,

B - BGP

02:
02:
02:
02:

O O O O O O

N2 - OSPF NSSA external type 2
E2 - OSPF external type 2
L2 - IS-IS level-2,

<=/1>
<-/1>
<-/1>
<-/1>

ia - IS-IS inter area

09:
09:
09:
09:

50
50
50
50

02:09:19

B - BGP

L2 - IS-IS level-2,

N2 - OSPF NSSA external type 2
E2 - OSPF external type 2

ia - IS-IS inter area

02:
02:
02:
02:
02:

11

:36
11:
11:
11:
11:

36
36
36
36
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Route filtering with a distribution list

During BGP operations, routes can be propagated between BGP peers and redistributed from other routing protocols. In
some situations, advertising routes from one peer to another might need to be prevented.

The Basic BGP example on page 389 explains using a route map to filter routes that are learned from iBGP to prevent
them from propagating to an eBGP peer. In this example, a distribution list is used to prevent certain routes from one
peer from being advertised to another peer.

_——— e ———

I
|
| I |
|
|
|

Peer 1
172.21.115

|
|
|
|
|
BGP! Peer 2 : AS 65002 |

| [
ASE5001\ _ 112222225 OSPF | it

Area O\ email

« A company has its own web and email servers in an OSPF area, and needs to advertise routes to these resources
to external peers. Users, routers, and other server all reside in the OSPF area.

« The FortiGate acts as the BGP border router, redistributing routes from the company's network to its BGP peers. It
is connected to the OSPF area using its DMZ interface.

+ Two ISP managed BGP peers in an AS (Peer 1 and Peer 2) are used to access the internet, and routes must not to
be advertised from Peer 1 to Peer 2. The manufacturers of these routers, and information about other devices on
the external BGP AS, are not known.

* Routes to the BGP peers are redistributed so that external locations can access the web and email servers in the
OSPF area. The FortiGate device's external interfaces and the BGP peers are in different ASs, and form eBGP
peers.

» Other networking devices must be configured for BGP. The peer routers must be updated with the FortiGate
device's BGP information, including IP addresses, AS number, and any specific capabilities that are used, such as
IPv6, graceful restart, BFD, and so on.

« Itis assumed that security policies have been configured to allow traffic between the networks and NAT is not used.
To tighten security, only the required services should be allowed inbound to the various servers.

« In areal life scenario, public IP addresses would be used in place of private IP addresses.

Configuring BGP

In this example, Peer 1 routes are blocked from being advertised to Peer 2 using an access list. All incoming routes from
Peer 1 are blocked when updates are sent to Peer 2.

Routes learned from OSPF are redistributed into BGP. EBGP multi path is enabled to load-balance traffic between the
peers using ECMP. See Equal cost multi-path on page 346 for more information.
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To configure BGP in the GUI:

1. Configure an access list to block Peer 1 routes:
Go to Network > Routing Objects and click Create New > Access List.
Set Name to block_peer1.
In the Rules table, click Create New.
Set Action to Deny.
Enable Exact Match and specify the prefix 172.21.111.0 255.255.255.0.
Click OK.
. Click OK.
2. Configure BGP:
a. Goto Network > BGP.
b. SetLocal AS to 65001
c. SetRouterIDto 10.11.201.110.
d. Inthe Neighbors table, click Create New and set the following:

- ® 20 T

IP 172.21.111.5
Remote AS 65001
e. Click OK.

In the Neighbors table, click Create New again and set the following:

IP 172.22.222.5

Remote AS 65001

Distribute list out Enable, and select the block_peer1 access list.
g. Click OK.

h. Under IPv4 Redistribute, enable OSPF and select ALL.
i. Expand Best Path Selection and enable EBGP multi path.
j- Click Apply.

To configure BGP in the CLI:

1. Configure an access list to block Peer 1 routes:

config router access-list
edit "block peerl"
config rule
edit 1
set action deny
set prefix 172.21.111.0 255.255.255.0
set exact-match enable
next
end
next
end

2. Configure BGP:
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config router bgp
set as 65001
set router-id 10.11.201.110
set ebgp-multipath enable
config neighbor
edit "172.21.111.5"
set remote-as 65001
next
edit "172.22.222.5"

set distribute-list-out "block peerl"

set remote-as 65001
next
end
config redistribute "ospf"
set status enable
end
end

Configuring OSPF

In this example, all of the traffic is within the one OSPF area, and there are other OSPF routers in the network. When
adjacencies are formed, other routers receive the routes advertised from the FortiGate that are redistributed from BGP.

To configure OSPF in the GUI:

1.
2,
3.

Go to Network > OSPF.
Set Router IDto 10.11.201.110.

In the Areas table, click Create New and set the following:
Area ID 0.0.0.0
Type Regular
Authentication None

Click OK.

In the Networks table, click Create New and set the following:
Area 0.0.0.0
IP/Netmask 10.11.201.0 255.255.255.0

Click OK.

In the Interfaces table, click Create New and set the following:
Name OSPF_dmz_network
Interface dmz

Click OK.

Enable Redistribute BGP and set Metric value to 1.

Click Apply.
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To configure OSPF in the CLI:

config router ospf

set router-id 10.11.201.110

config area
edit 0.0.0.0
next

end

config ospf-interface
edit "OSPF dmz network"

set interface "dmz"

next

end

config network
edit 1

set prefix 10.11.201.0 255.255.255.0

next

end

config redistribute "bgp"
set status enable
set metric 1

end

end

Testing the configuration
To test this configuration, run the standard connectivity checks, and also make sure that routes are being passed
between protocols as expected. Use the following checklist to help verify that the FortiGate is configured successfully:
1. Check that the FortiGate has established peering with BGP Peer 1 and Peer 2:

# get router info bgp summary

# get router info bgp neighbors
2. Check that the FortiGate has formed adjacency with OSPF neighbors:

# get router info ospf status

# get router info ospf neighbors
3. Check the routing table on the FortiGate to make sure that routes from both OSPF and BGP are included:

# get router info routing-table all

4. Check devices in the OSPF network for internet connectivity and to confirm that routes redistributed from BGP are
in their routing tables.

5. Check the routing table on Peer 2 to confirm that no routes from Peer 1 are included.
6. Check that the routes from the internal OSPF network are redistributed to Peer 1 and Peer 2.
7. Verify connectivity to the HTTP and email servers.

Next hop recursive resolution using other BGP routes

By default, BGP routes are not considered when a BGP next hop requires recursive resolution. They are considered
when recursive-next-hop is enabled. Recursive resolution will resolve to one level.
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To consider BGP routes for recursive resolution of next hops:

config router bgp
set recursive-next-hop enable

end

_____________ -
A8200|
|
1?2_16_203_0524|
I
Router 2 |
______________ )
To see the change in the routing table when the option is enabled:
1. Check the BGP routing table:
# get router info routing-table bgp
Routing table for VRF=0
B 10.100.1.4/30 [200/0] wvia 10.100.1.14 (recursive is directly connected, R560),
00:02:06
2. Enable BGP routes for recursive resolution of next hops:
config router bgp
set recursive-next-hop enable
end
3. Check the BGP routing table again:
# get router info routing-table bgp
Routing table for VRF=0
B 10.100.1.4/30 [200/0] via 10.100.1.14 (recursive is directly connected, R560),
00:02:15
B 172.16.203.0/24 [200/0] via 10.100.1.6 (recursive via 10.100.1.14, R560),
00:00:06

The second BGP route's next hop is now recursively resolved by another BGP route.

Next hop recursive resolution using ECMP routes

When there are multiple ECMP routes to a BGP next hop, all of them are considered for the next hop recursive
resolution. This ensures that the outgoing traffic can be load balanced.

To support multipath, either EGBP or IGBP multipath must be enabled:

Ay ,
~ (4 config router bgp
q set ebgp-multipath enable
- set ibgp-multipath enable
end
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\
|
|
|

(
|
g mxﬁp
1010019 10.100.10.0/24|
|
I -~ 10.100.11.0/241
' Router 1
|
|
\ AS 200/

In this example, there are two static routes. The FortiGate has learned two BGP routes from Router 1 that have the same

next hop at 10.100.100.1. The next hop is resolved by the two static routes.

To verify that the routes are added to the BGP routing table:

1. Check the two static routes:

# get router info routing-table static

Routing table for VRF=0

S 10.100.100.0/24 [10/0] via 172.16.200.55, port9
[10/0] wvia 172.16.203.2, aggl

2. Confirm that both routes are in the BGP routing table:

# get router info routing-table bgp
Routing table for VRF=0

B 10.100.10.0/24 [20/200] wvia 10.100.100.1 (recursive
00:00:07

(recursive
00:00:07
B 10.100.11.0/24 [20/200] wvia 10.100.100.1 (recursive
00:00:07

(recursive
00:00:07

BGP conditional advertisement

via

via

via

via

172.

172.

172.

172.

le.

16.

16.

16.

200.

203.

200.

203.

55, port9),

2, aggl),

55, port9),

2, aggl),

BGP conditional advertisement allows the router to advertise a route only when certain conditions are met. Multiple

conditions can be used together, with conditional route map entries treated as an AND operator, and IPv6 is supported.

Multiple conditions example

In this example, the FortiGate only advertises routes to its neighbor 2.2.2.2 if it learns multiple BGP routes defined in its

conditional route map entry. All conditionals must be met.

Router1 ; Router2
FortiGate P

FortiOS 7.0.17 Administration Guide
Fortinet Inc.

403



Network

To configure multiple conditions in BGP conditional advertisements:

1. Configure the IPv4 prefix list:

config router prefix-list
edit "281"
config rule
edit 1
set prefix 172.28.1.0 255.255.255.0
unset ge
unset le
next
end
next
edit "282"
config rule
edit 1
set prefix 172.28.2.0 255.255.255.0
unset ge
unset le
next
end
next
edit "222"
config rule
edit 1
set prefix 172.22.2.0 255.255.255.0
unset ge
unset le
next
end
next
end

2. Configure the IPv4 route maps:

config router route-map
edit "2814"
config rule
edit 1
set match-ip-address "281"
next
end
next
edit "2224"
config rule
edit 1
set match-ip-address "222"
next
end
next
edit "2824"
config rule
edit 1
set match-ip-address "282"
next
end
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next
end

3. Configure the IPv6 prefix list:

config router prefix-1list6
edit "adv-2226"
config rule
edit 1
set prefix6 2003:172:22:1::/64
unset ge
unset le
next
end
next
edit "liste-1"
config rule
edit 1
set prefix6 2003:172:28:1::/64
unset ge
unset le
next
end
next
edit "liste-2"
config rule
edit 1
set prefix6 2003:172:28:2::/64
unset ge
unset le
next
end
next
end

4. Configure the IPv6 route maps:

config router route-map
edit "map-2226"
config rule
edit 1
set match-ip6-address "adv-2226"
next
end
next
edit "map-2816"
config rule
edit 1
set match-ip6-address "listo6-1"
next
end
next
edit "map-2826"
config rule
edit 1
set match-ip6-address "listo6-2"
next
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end
next
end

5. Configure the BGP settings:

config router bgp
config neighbor
edit "2.2.2.2"
config conditional-advertise
edit "2224"
set condition-routemap "2814" "2824"
set condition-type non-exist
next
end
next
edit "2003::2:2:2:2"
config conditional-advertise6
edit "map-2226"
set condition-routemap "map-2816" "map-2826"
next
end
set route-reflector-client6 enable
next
end
end

To verify the IPv4 conditional advertisements:
# get router info bgp neighbors 2.2.2.2
Conditional advertise-map:

Adv-map 2224root 28l4root, cond-state 0-1
2824root, cond-state 0-1

In this output, the condition is that the routes in route maps 2814 and 2824 do not exist. However, routes for 2814 and
2224 exist, so the conditions are not met.

To verify the IPv6 conditional advertisements:
# get router info6 bgp neighbors 2003::2:2:2:2
Conditional advertise-map:

Adv-map map-2226root map-28l6root, cond-state 1-1
map-2826root, cond-state 1-0

In this output, the condition is that the routes in route maps map-2816 and map-2826 exist. However, routes for map-
2816 exist, but map-2826 does not, so the conditions are not met.

To view the conditional route maps:
# diagnose ip router command show-vrf root show running router bgp

neighbor 2.2.2.2 advertise-map 2224root exist-map 28l4root
neighbor 2.2.2.2 advertise-map 2224root exist-map 2824root
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address-family ipv6
neighbor 2003::2:2:2:2 advertise-map map-2226root non-exist-map map-28l6root

neighbor 2003::2:2:2:2 advertise-map map-2226root non-exist-map map-2826root

IPv6 example 1

In this example, the FortiGate advertises its local network to the secondary router when the primary router is down. The
FortiGate detects the primary router is down in the absence of a learned route.

FortiGate

Secondary router
2003::2:2:2:2

Primary router
2003::3:3:3:3

Internal network
. 2003:172:22:1::/64

+ When the FortiGate learns route 2003:172:28:1::/64 from the primary router, it does not advertise its local route

(2003:172:22:1::/64) to the secondary router.
» When the FortiGate does not learn route 2003:17:28:1::/64 from the primary router, advertises its local route

(2003:172:22:1::/64) to the secondary router.
» The BGP conditional advertisement condition is set to be true if the condition route map (2003:172:28:1::/64) is not

matched (non-exist).
To configure BGP conditional advertisement with IPv6:

1. Configure the IPv6 prefix lists:

config router prefix-1listé6
edit "adv-222"
config rule
edit 1
set prefix6 2003:172:22:1::/64
unset ge
unset le
next
end
next
edit "lrn-281"
config rule
edit 1
set prefix6 2003:172:28:1::/64
unset ge
unset le
next
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end
next
end

2. Configure the route maps:

config router route-map
edit "map-221"
config rule
edit 1
set match-ip6-address "adv-222"
next
end
next
edit "map-281"
config rule
edit 1
set match-ip6-address "lrn-281"
next
end
next
end

3. Configure BGP:

config router bgp
set as 65412
set router-id 1.1.1.1
set ibgp-multipath enable
set network-import-check disable
set graceful-restart enable
config neighbor
edit "2003::2:2:2:2"
set soft-reconfiguration6 enable
set remote-as 65412
set update-source "loopbackl"
config conditional-advertise6
edit "map-221"
set condition-routemap "map-281"
set condition-type non-exist
next
end
next
edit "2003::3:3:3:3"
set soft-reconfiguration6é enable
set remote-as 65412
set update-source "loopbackl"
next
end
end

In this configuration, if route map map-281 does not exist, then the FortiGate advertises route map map-221 to

neighbor 2003::2:2:2:2.
4. Verify the routing table:

# get router info6 routing-table bgp
B 2003:172:28:1::/64 [200/0] via 2003::3:3:3:3 (recursive via

****::***:***:****:****’ portg)’ 01:23:45
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When the FortiGate learns 2003:172:28:1::/64, it will not advertise its local route 2003:172:22:1::/64 to neighbor
2003::2:2:2:2. If the FortiGate has not learned 2003:172:28:1::/64, it will advertise its local route 2003:172:22:1::/64 to

B 2003:172:28:2::/64 [200/0] via 2003::3:3:3:3

****::***:***:****:****, port9), 23:09:22

neighbor 2003::2:2:2:2.

IPv6 example 2

With the same IPV6 prefix lists and route maps, when the FortiGate does learn 2003:172:28:1::/64, it advertises local
route 2003:172:22:1::/64 to the secondary router. The BGP conditional advertisement condition is set to be true if the

condition route map is matched (exist).

To configure BGP conditional advertisement with IPv6:

1.

Configure BGP:

config router bgp
config neighbor
edit "2003::2:2:2:2"
config conditional-advertise6
edit "map-221"
set condition-routemap "map-281"
set condition-type exist

(recursive via

next
end
next
end
end

2. Verify the routing table:

# get router info6 routing-table bgp

B 2003:172:28:1::/64 [200/0] via
****::***:***:****:****, port9), 01:23
B 2003:172:28:2::/64 [200/0] via

****::***:***:****:****’ portg)’ 23:09

2003::3:3:3:3 (recursive via
145
2003::3:3:3:3 (recursive via
122

When the FortiGate learns 2003:172:28:1::/64, it will advertise its local route 2003:172:22:1::/64 to neighbor
2003::2:2:2:2. If the FortiGate has not learned route 2003:172:28:1::/64, it will not advertise its local route

2003:172:22:1::/64 to neighbor 2003::2:2:2:2.

BGP error handling per RFC 7606

The FortiGate uses one of the three approaches to handle malformed attributes in BGP UPDATE messages, in order of

decreasing severity:

1. Notification and Session reset
2. Treat-as-withdraw
3. Attribute discard

When a BGP UPDATE message contains multiple malformed attributes, the most severe approach that is triggered by

one of the attributes is followed. See RFC 7606 for more information.

The following table lists the BGP attributes, and how FortiGate handles a malformed attribute in the UPDATE message:
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origin Handled by the treat-as-withdraw approach.
AS path Handled by the treat-as-withdraw approach.
AS 4 path Handled by the attribute discard approach.
aggregator Handled by the attribute discard approach.
aggregator 4 Handled by the attribute discard approach.
next-hop Handled by the treat-as-withdraw approach.
multiple exit discriminator Handled by the treat-as-withdraw approach.
local preference Handled by the treat-as-withdraw approach.
atomic aggregate Handled by the attribute discard approach.
community Handled by the treat-as-withdraw approach.
extended community Handled by the treat-as-withdraw approach.
originator Handled by the treat-as-withdraw approach.
cluster Handled by the treat-as-withdraw approach.
PMSI Handled by the treat-as-withdraw approach.
MP reach Handled by the notification message approach.
MP unreach Handled by the notification message approach.
attribute set Handled by the treat-as-withdraw approach.
AIGP Handled by the treat-as-withdraw approach.
Unknown If the BGP flag does not indicate that this is an optional attribute, this malformed

attribute is handled by the notification message approach.

BGP next hop tag-match mode

Tag-match mode can be configured to increase flexibility when controlling how BGP routes' next hops are resolved:

config router bgp
set tag-resolve-mode {disable | preferred | merge}

end
Best-match (disable) Resolve the BGP route's next hops with best-matched routes. This is the default
setting.
Tag-match (preferred) Resolve the BGP route's next hops with routes that have the same tag. If there
are no results, resolve the next hops with best-matched routes.
Tag-and-best-match (merge) Merge tag-match with best-match if they are using different routes, then let

shortcuts hide their parents. The results exclude the next hops of tag-match
whose interfaces have appeared in best-match.

In these examples:
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PC-3

Each spoke has two IPsec tunnels to each hub, and one BGP peer on loopback interface to each hub (route-
reflector).

The loopbacks are exchanged with IKE between the spokes and hubs. They are installed as static routes that are
used to provide reachability for establishing BGP neighbors.

The summary BGP routes from the loopback IP address ranges that originated on the hubs are advertised to the
spokes for resolving the BGP next hop s on the spokes.

The spokes' PC LAN subnets are reflected by the hubs.

Spoke_1 receives BGP routes (the LAN subnet and loopback IP summary) from Hub_1 with tag 1 and from Hub_2
with tag 2.

SD-WAN is enabled on Spoke_1, and all of the tunnels are SD-WAN members.

Loop A . 'back

172.31.0.1 172.31.0.2

IPsec Tunne

Loopback
172.31.0.66

Loopback
172.31.0.65

Example 1: Connection between Hub and Spoke down

If the connections between Hub_1 and Spoke_2 are down, traffic from PC_3 to PC_4 can still go through Hub_1
because of the best-match resolving on Spoke_1, but packets will be dropped on Hub_1. When tag-match is enabled on
Spoke_1, the spoke will resolve the PC_4 LAN route to Hub2, and traffic will be forwarded to Hub_2 and reach its
destination.

To test the tag-match mode:

1.

View the key routes on Spoke_1:

Spoke 1 (root) # get router info routing-table all
C 10.0.3.0/24 is directly connected, porté
B 10.0.4.0/24 [200/0] wvia 172.31.0.66 [2] (recursive via H1 T11l tunnel
172.31.1.1), 20:09:52
(recursive via H1_T22 tunnel 10.0.0.2), 20:09:52
(recursive via H2_T11 tunnel 172.31.1.101), 20:09:52
(recursive via H2_T22 tunnel 10.0.0.4), 20:09:52
B 172.31.0.0/25 [200/0] via 172.31.0.1 (recursive via H1 T1l tunnel 172.31.1.1),
23:25:37
(recursive via H1 T22 tunnel 10.0.0.2), 23:25:37
[200/0] via 172.31.0.2 (recursive via H2 T11 tunnel 172.31.1.101), 23:25:37
(recursive via H2 T22 tunnel 10.0.0.4), 23:25:37
S 172.31.0.1/32 [15/0] via H1 T11 tunnel 172.31.1.1, [1/0]
[15/0] via H1 T22 tunnel 10.0.0.2, [1/0]
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S 172.31.0.2/32 [15/0] via H2 T11 tunnel 172.31.1.101, [1/0]
[15/0] via H2 T22 tunnel 10.0.0.4, [1/0]
C 172.31.0.65/32 is directly connected, Loopback0

172.31.0.0/25 is the loopback IP summary originated by both Hub_1 and Hub_2. The next hop of the PC_4 LAN
route is resolved to Hub_1 (H1_T11, H1_T22) and Hub_2 (H2_T11, H2_T22) based on the loopback IP summary
route.

When connections between Spoke_2 and Hub_1 fails due to the BGP neighbor, tunnels, or physical ports going
down, the PC_4 LAN route can be still resolved to Hub_1 and Hub_2 because the loopback IP summary can still be
received from both Hub_1 and Hub_2:

Spoke 1 (root) # get router info routing-table all

C 10.0.3.0/24 is directly connected, porté
B 10.0.4.0/24 [200/0] via 172.31.0.66 (recursive via H1_T11l tunnel 172.31.1.1),
00:03:06

(recursive via H1_T22 tunnel 10.0.0.2), 00:03:06

(recursive via H2_T11 tunnel 172.31.1.101), 00:03:06

(recursive via H2_T22 tunnel 10.0.0.4), 00:03:06
B 172.31.0.0/25 [200/0] via 172.31.0.1 (recursive via H1 T1l tunnel 172.31.1.1),
23:55:34

(recursive via H1 T22 tunnel 10.0.0.2), 23:55:34

[200/0] via 172.31.0.2 (recursive via H2 T11 tunnel 172.31.1.101), 23:55:34
(recursive via H2 T22 tunnel 10.0.0.4), 23:55:34

If traffic sent from PC_3 to PC_4 goes through Hub_1, packets are dropped because there is no PC_4 LAN route on
Hub_1:

Spoke 1 (root) # diagnose sniffer packet any 'host 10.0.4.2' 4
interfaces=[any]
filters=[lhost 10.0.4.2]

11.261264 portd4d in 10.0.3.2 -> 10.0.4.2: icmp: echo request
11.261349 H1 T11 out 10.0.3.2 -> 10.0.4.2: icmp: echo request
12.260268 port4d in 10.0.3.2 -> 10.0.4.2: icmp: echo request
12.260291 H1 T11 out 10.0.3.2 -> 10.0.4.2: icmp: echo request

Hub 1 (root) # diagnose sniffer packet any 'host 10.0.4.2' 4
interfaces=[any]

filters=[lhost 10.0.4.2]

6.966064 EDGE T1 in 10.0.3.2 -> 10.0.4.2: icmp: echo request
7.965012 EDGE T1 in 10.0.3.2 -> 10.0.4.2: icmp: echo request

If the tag-match mode is set to tag-match (preferred) on Spoke_1, then the PC_4 LAN route can only be resolved
to Hub_2 because of tag-match checking:

Spoke 1 (root) # get router info routing-table all
C 10.0.3.0/24 is directly connected, porté
B 10.0.4.0/24 [200/0] via 172.31.0.66 tag 2 (recursive via H2 T11l tunnel
172.31.1.101), 00:02:35

(recursive via H2_T22 tunnel 10.0.0.4), 00:02:35
B 172.31.0.0/25 [200/0] via 172.31.0.1 tag 1 (recursive via H1 T1l tunnel
172.31.1.1), 03:18:41

(recursive via H1 T22 tunnel 10.0.0.2), 03:18:41

[200/0] via 172.31.0.2 tag 2 (recursive via H2 T1l tunnel 172.31.1.101),

03:18:41
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(recursive via H2 T22 tunnel 10.0.0.4), 03:18:41

Spoke 1 (root) # get router info routing-table details 10.0.4.0/24

Routing table for VRF=0
Routing entry for 10.0.4.0/24
Known via "bgp", distance 200, metric 0, best
Last update 00:01:11 ago
* 172.31.0.66, tag 2 (recursive via H2 T11l tunnel 172.31.1.101), tag-match
(recursive via H2 T22 tunnel 10.0.0.4), tag-match

5. Iftraffic is again sent from PC_3 to PC_4, it will go through Hub_2 and reach the destination:

Spoke 1 (root) # diagnose sniffer packet any 'host 10.0.4.2"' 4
interfaces=[any]

filters=[lhost 10.0.4.2]

7.216948 portd4 in 10.0.3.2 -> 10.0.4.2: icmp: echo request
7.217035 H2 T11 out 10.0.3.2 -> 10.0.4.2: icmp: echo request
7.217682 H2 T1l in 10.0.4.2 -> 10.0.3.2: icmp: echo reply
7.217729 portd4 out 10.0.4.2 -> 10.0.3.2: icmp: echo reply

Example 2: SD-WAN failover when shortcut down

After the shortcut from Spoke_1 to Spoke_2 is established, Spoke_1 will only resolve the PC_4 LAN route to the
shortcut, because of best-match resolving, prohibiting SD-WAN failover. When tag-and-best-match is enabled on
Spoke_1, the spoke can resolve the PC_4 LAN route to the shortcut and to other alternative tunnels, allowing SD-WAN

failover.

To test the tag-and-best-match mode:

1. Unset tag-resolve-mode and resume the connections between Spoke_2 and Hub_1. The routing table on

Spoke_1 changes to the initial state:

Spoke 1 (root) # get router info routing-table all
C 10.0.3.0/24 is directly connected, porté
B 10.0.4.0/24 [200/0] via 172.31.0.66 [2] (recursive via H1_T11l tunnel
172.31.1.1), 00:01:54
(recursive via H1_T22 tunnel 10.0.0.2), 00:01:54
(recursive via H2_T11 tunnel 172.31.1.101), 00:01:54
(recursive via H2_T22 tunnel 10.0.0.4), 00:01:54

B 172.31.0.0/25 [200/0] wvia 172.31.0.1 (recursive via H1 T11 tunnel 172.31.1.1),

03:30:35
(recursive via H1 T22 tunnel 10.0.0.2), 03:30:35
[200/0] via 172.31.0.2 (recursive via H2 T1l1 tunnel 172.31.1.101),
(recursive via H2 T22 tunnel 10.0.0.4), 03:30:35

S 172.31.0.1/32 [15/0] via H1 T11l tunnel 172.31.1.1, [1/0]
[15/0] via H1 T22 tunnel 10.0.0.2, [1/0]

S 172.31.0.2/32 [15/0] via H2 T11 tunnel 172.31.1.101, [1/0]
[15/0] via H2 T22 tunnel 10.0.0.4, [1/0]

C 172.31.0.65/32 is directly connected, Loopback0

2. Send traffic from PC_3to PC_4.
The shortcut from Spoke_1 0 Spoke_2 is established.
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The PC_4 LAN route is only resolved to the shortcut because of best-match resolving. If the shortcut is out of SLA,
then the traffic cannot switch over to another, alternative tunnel.

Spoke 1 (root) # get router info routing-table all

C 10.0.3.0/24 is directly connected, portéd

B 10.0.4.0/24 [200/0] via 172.31.0.66 [2] (recursive via H1 T11 0 tunnel
10.0.0.40), 00:09:22

B 172.31.0.0/25 [200/0] wvia 172.31.0.1 (recursive via H1 T1l1l tunnel 172.31.1.1),
03:40:12

(recursive via H1 T22 tunnel 10.0.0.2), 03:40:12
[200/0] via 172.31.0.2 (recursive via H2 T11 tunnel 172.31.1.101), 03:40:12
(recursive via H2 T22 tunnel 10.0.0.4), 03:40:12

S 172.31.0.1/32 [15/0] via H1 T11 tunnel 172.31.1.1, [1/0]
[15/0] via H1 T22 tunnel 10.0.0.2, [1/0]

S 172.31.0.2/32 [15/0] via H2 T11 tunnel 172.31.1.101, [1/0]
[15/0] via H2 T22 tunnel 10.0.0.4, [1/0]

C 172.31.0.65/32 is directly connected, Loopback0

S 172.31.0.66/32 [15/0] via H1_T1l1 0 tunnel 10.0.0.40, [1/0]

3. Ifthe tag-match mode is set to tag-and-best-match (merge) on Spoke_1, then the PC_4 LAN route is resolved to
the H1 T11 O shortcut based on best-matchresolving, andtoH1 T11, H1 T22, H2 T1l1l, H2 T22basedon
tag-match resolving. Itis thenresolvedto H1 T11, H1 T22, H2 T11l, H2 T22 afterletting the shortcut hide its
parent tunnel.

Spoke 1 (root) # get router info routing-table all
C 10.0.3.0/24 is directly connected, port4d
B 10.0.4.0/24 [200/0] via 172.31.0.66 tag 1 (recursive via H1_T11 0 tunnel
10.0.0.40), 00:07:36
(recursive via H1_T22 tunnel 10.0.0.2), 00:07:36
[200/0] via 172.31.0.66 tag 2 (recursive via H1_T11 0 tunnel 10.0.0.40),
00:07:36
(recursive via H2_T11 tunnel 172.31.1.101), 00:07:36
(recursive via H2_T22 tunnel 10.0.0.4), 00:07:36
B 172.31.0.0/25 [200/0] via 172.31.0.1 tag 1 (recursive via H1 T1l tunnel
172.31.1.1), 03:48:26
(recursive via H1 T22 tunnel 10.0.0.2), 03:48:26
[200/0] via 172.31.0.2 tag 2 (recursive via H2 T1l tunnel 172.31.1.101),

03:48:26
(recursive via H2 T22 tunnel 10.0.0.4), 03:48:26

S 172.31.0.1/32 [15/0] via H1 T11 tunnel 172.31.1.1, [1/0]
[15/0] via H1 T22 tunnel 10.0.0.2, [1/0]

S 172.31.0.2/32 [15/0] via H2 T11 tunnel 172.31.1.101, [1/0]
[15/0] via H2 T22 tunnel 10.0.0.4, [1/0]

C 172.31.0.65/32 is directly connected, Loopback0

S 172.31.0.66/32 [15/0] via H1_T1l1 0 tunnel 10.0.0.40, [1/0]

Spoke 1 (root) # get router info routing-table details 10.0.4.0/24

Routing table for VRF=0
Routing entry for 10.0.4.0/24
Known via "bgp", distance 200, metric 0, best
Last update 00:01:02 ago
* 172.31.0.66, tag 1 (recursive via H1 T11l O tunnel 10.0.0.42), best-match
(recursive via H1 T22 tunnel 10.0.0.2), tag-match
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* 172.31.0.66, tag 2 (recursive via H1 T11l 0 tunnel 10.0.0.42), best-match
(recursive via H2 T11 tunnel 172.31.1.101), tag-match
(recursive via H2 T22 tunnel 10.0.0.4), tag-match

4. IftheHl T11 0 shortcutgoes outof SLA, traffic will switch to tunnel H1 T22 and shortcut H1 T22 0 is triggered.
The PC_4 LANrouteisresolvedto H1 T11, H1 T22, H2 T11l, H2 T22.

Spoke 1 (root) # get router info routing-table all
C 10.0.3.0/24 is directly connected, portéd
B 10.0.4.0/24 [200/0] via 172.31.0.66 tag 1 (recursive via H1_T11 0 tunnel
10.0.0.40), 00:18:50
(recursive via H1_T22 0 tunnel 10.0.0.41), 00:18:50
[200/0] via 172.31.0.66 tag 2 (recursive via H1_T11 0 tunnel 10.0.0.40),
00:18:50
(recursive via H1_T22 0 tunnel 10.0.0.41), 00:18:50
(recursive via H2_T11 tunnel 172.31.1.101), 00:18:50
(recursive via H2_T22 tunnel 10.0.0.4), 00:18:50
B 172.31.0.0/25 [200/0] via 172.31.0.1 tag 1 (recursive via H1 T1l1l tunnel
172.31.1.1), 03:59:40
(recursive via H1 T22 tunnel 10.0.0.2), 03:59:40
[200/0] via 172.31.0.2 tag 2 (recursive via H2 T11 tunnel 172.31.1.101),

03:59:40
(recursive via H2 T22 tunnel 10.0.0.4), 03:59:40

S 172.31.0.1/32 [15/0] via H1 T11 tunnel 172.31.1.1, [1/0]
[15/0] via H1 T22 tunnel 10.0.0.2, [1/0]

S 172.31.0.2/32 [15/0] via H2 T11 tunnel 172.31.1.101, [1/0]
[15/0] via H2 T22 tunnel 10.0.0.4, [1/0]

C 172.31.0.65/32 is directly connected, Loopback0

S 172.31.0.66/32 [15/0] via H1_T1l 0 tunnel 10.0.0.40, [1/0]

[15/0] via H1_T22 0 tunnel 10.0.0.41, [1/0]

Spoke 1 (root) # get router info routing-table details 10.0.4.0/24

Routing table for VREF=0
Routing entry for 10.0.4.0/24
Known via "bgp", distance 200, metric 0, best
Last update 00:06:40 ago
* 172.31.0.66, tag 1 (recursive via H1 T11l O tunnel 10.0.0.42), best-match
(recursive via H1 T22 O tunnel 10.0.0.43), best-match
* 172.31.0.66, tag 2 (recursive via H1 T11l O tunnel 10.0.0.42), best-match
(recursive via H1 T22 O tunnel 10.0.0.43), best-match
(recursive via H2 T11l tunnel 172.31.1.101), tag-match
(recursive via H2 T22 tunnel 10.0.0.4), tag-match

Spoke 1 (root) # diagnose sys sdwan service

Service(l): Address Mode (IPV4) flags=0x200 use-shortcut-sla
Gen (22), TOS(0x0/0x0), Protocol(0: 1->65535), Mode(sla), sla-compare-order
Member sub interface(4):
1: seq num(l), interface(H1 TI11):
1: H1 T11 0(93)
3: seq num(4), interface(H1l T22):
1: H1 T22 0(94)
Members (4) :
1: Seq num(l H1 T11), alive, sla(0xl), gid(0), cfg order(0), cost(0), selected
2: Seq num(4 H1 T22 0), alive, sla(0xl), gid(0), cfg order(3), cost(0), selected
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3: Seq num(4 H1 T22), alive, sla(0xl), gid(0), cfg order(3), cost(0), selected
4: Seq num(l H1 T11 0), alive, sla(0x0), gid(0), cfg order(0), cost(0), selected
Src address(1l):
10.0.0.0-10.255.255.255
Dst address (1) :
10.0.0.0-10.255.255.255

Service (2) : Address Mode (IPV4) flags=0x200 use-shortcut-sla
Gen (10), TOS(0x0/0x0), Protocol(0: 1->65535), Mode(sla), sla-compare-order
Members (2) :
1: Seq num(6 H2 T11), alive, sla(0xl), gid(0), cfg order(0), cost(0), selected
2: Seqg num(9 H2 T22), alive, sla(0x1l), gid(0), cfg order(3), cost(0), selected
Src address (1) :
10.0.0.0-10.255.255.255
Dst address (1) :
10.0.0.0-10.255.255.255

BGP multi-exit discriminator

Border Gateway Protocol (BGP) is the routing protocol that governs how internet traffic is efficiently routed between
autonomous systems (AS). BGP uses path attributes for its best path calculation to a network.

Multi-Exit Discriminator (MED) is a BGP path attribute that discriminates among multiple exit or entry points to the same
neighboring AS. MED is also known as Optional Non-Transitive path attribute. The lower the MED value, the more
preferred the path is to the receiving router.

MED is typically utilized when an AS has multiple exit points to another AS. In such cases, the AS may want to influence
incoming traffic by advertising different MED values for the same route.

Common use case

A common use case for MED is in the context of a dual-homed AS. In a dual-homed AS scenario, the FortiGate connects
to two different ISPs belonging to the same AS for redundancy and load balancing. By manipulating the MED value, the
AS can direct traffic to one ISP over the other. For instance, if one link is congested, the AS can advertise a higher MED
value for that link, making the other link more suitable to incoming traffic.

neighboring AS. If an administrator has two or more eBGP peering to different AS then the

\‘é’, MED is a BGP path attribute that discriminates among multiple exit or entry points to the same
3 local preference can be used to influence the routing decision.

The following example discusses the use of MED in dual-homed AS network and the configuration of MED Path Attribute
on FortiOS.
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ISP1
AS300
q
port2
13.1.1.0/24
:
- 3
FortiGate-A Network
AS200 port3 11.11.11.0/24
23.1.1.0/24
ISP2
AS300

e

Characteristics of the topology include the following:

» FortiGate-A has two internet service providers: ISP1 and ISP2.

« FortiGate-A belongs to AS 200.

* ISP1 and ISP2 both belong to AS 300.

» FortiGate-A will establish eBGP peering relationships with ISP1 and ISP2.

» Network 11.11.11.0/24 resides on the Internet and is reachable by both ISP1 and ISP2.

« eBGP multipath is enabled on FortiGate-A if FortiGate-A needs to perform equal cost load-balancing of traffic
between both ISP1 and ISP2 to reach to 11.11.11.0/24.
» The network 11.11.11.0/24 on the Internet is being advertised by both ISP1 and ISP2 to FortiGate-A through eBGP.

For this example, the traffic originating from behind the FortiGate-A should prefer ISP1 rather than ISP2 to reach
11.11.11.0/24, and needs to use the BGP MED Path Attribute. This is done by configuring set set-metricinaroute
map configuration and ensuring the MED value of ISP1 is less than that of ISP2.

To configure MED in a dual-homed AS network using the CLI:

1. Configure eBGP peering on FortiGate-A by specifying the BGP neighbors:

config router bgp
set as 200
set router-id 2.2.2.2
config neighbor
edit "13.1.1.1"
set remote-as 300
next
edit "23.1.1.2"
set remote-as 300
next
end
end

2. Configure eBGP on ISP1 and ISP2, and advertise the 11.11.11.0/24 network:

config router bgp
set as 300
set router-id 3.3.3.3
config neighbor
edit "13.1.1.3"
set remote-as 200
next
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end
config network
edit 1
set prefix 11.11.11.0 255.255.255.0
next
end
end

3. Verify the eBGP neighbors on Fortigate-A with ISP1 and ISP2:

# get router info bgp summary

VREF 0 BGP router identifier 2.2.2.2, local AS number 200
BGP table version is 6

1 BGP AS-PATH entries

0 BGP community entries

Neighbor V AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
13.1.1.1 4 300 48 50 0 0 0 00:25:45 1
23.1.1.2 4 300 56 60 6 0 0 00:26:30 1

4. Configure the prefix list to filter and select the 11.11.11.0/24 subnet inside the prefix list:
a. Configure ISP1:

config router prefix-list
edit "ISP1l Prefix List"
config rule
edit 1
set prefix 11.11.11.0 255.255.255.0
next
end
next
end

b. Configure ISP2:

config router prefix-list
edit "ISP2 Prefix List"
config rule
edit 1
set prefix 11.11.11.0 255.255.255.0
next
end
next
end

5. Configure route maps and configure the MED value:
a. Configure ISP1:

config router route-map
edit "MED Route MAP"
config rule
edit 1
set match-ip-address "ISP1 Prefix List"
set set-metric 300
next
end
next
end
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b. Configure ISP2:

config router route-map
edit "MED Route MAP 2"
config rule
edit 1
set match-ip-address "ISP2 Prefix List"
set set-metric 400
next
end
next
end

6. Apply the route map in the outbound direction:

\y

Applying the configuration in the outbound direction ensures that the MED is changed to

S L4
? the respective value for the route 11.11.11.0/24 specified in the prefix list.

a. Configure the ISP1 BGP:

config router bgp
set as 300
set router-id 3.3.3.3
config neighbor
edit "13.1.1.3"
set remote-as 200
set route-map-out "MED Route MAP"
next
end
end

b. Configure the ISP2 BGP:

config router bgp
set as 300
set router-id 4.4.4.4
config neighbor
edit "23.1.1.3"
set remote-as 200
set route-map-out "MED Route MAP 2"
next
end
end

7. Verify that ISP1 is selected as the best path to reach the 11.11.11.0/24 network:

Ay
S L4
q The neighbor that is considered the best, valid route is marked with a *>.

# get router info bgp network
VRF 0 BGP table version is 6, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i1 - internal,
S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
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Network Next Hop Metric LocPrf Weight RouteTag Path
*> 11.11.11.0/24 13.1.1.1 300 0 0 300 i <-/1>
* 23.1.1.2 400 0 0 300 1 <=/->

Total number of prefixes 1

8. Verify the routing table of FortiGate-A:

Al
S L4
? The routing table only contains the best and valid paths.

# get router info routing-table details
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default

Routing table for VRE=0

B 11.11.11.0/24 [20/300] wvia 13.1.1.1, port2, 00:37:47
C 13.1.1.0/24 is directly connected, port2
C 23.1.1.0/24 is directly connected, port3

Troubleshooting BGP

There are some features in BGP that are used to deal with problems that may arise. Typically, the problems with a BGP
network that has been configured involve routes going offline frequently. This is called route flap and causes problems
for the routers using that route.

Clearing routing table entries

To see if a new route is being properly added to the routing table, you can clear all or some BGP neighbor connections
(sessions) using the execute router clear bgp command.

For example, if you have 10 routes in the BGP routing table and you want to clear the specific route to IP address
10.10.10.1, enter the following CLI command:

# execute router clear bgp ip 10.10.10.1
To remove all routes for AS number 650001, enter the following CLI command:

# execute router clear bgp as 650001

Route flap

When routers or hardware along a route go offline and back online that is called a route flap. Flapping is the term that is
used if these outages continue, especially if they occur frequently.

Route flap is a problem in BGP because each time a peer or a route goes down, all the peer routers that are connected to
that out-of-service router advertise the change in their routing tables. This creates a lot of administration traffic on the
network and the same traffic re-occurs when that router comes back online. If the problem is something like a faulty
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network cable that alternates online and offline every 10 seconds, there could easily be an overwhelming amount of
routing updates sent out unnecessarily.

Another possible reason for route flap occurs with multiple FortiGate devices in HA mode. When an HA cluster fails over
to the secondary unit, other routers on the network may see the HA cluster as being offline, resulting in route flap. While
this doesn't occur often, or more than once at a time, it can still result in an interruption in traffic which is disruptive for
network users. The easy solution for this problem is to increase the timers on the HA cluster, such as TTL timers, so they
don't expire during the failover process. Also, configuring graceful restart on the HA cluster helps with a smooth failover.

The first method of dealing with route flap is to check your hardware. If a cable is loose or bad, it can easily be replaced
and eliminate the problem. If an interface on the router is bad, either avoid using that interface or swap in a functioning
router. If the power source is bad on a router, either replace the power supply or use a power conditioning backup power
supply. These quick and easy fixes can save you from configuring more complex BGP options. However, if the route flap
is from another source, configuring BGP to deal with the outages will ensure your network users uninterrupted service.

Some methods of dealing with route flap in BGP include:

+ Holdtime timer on page 421
» Dampening on page 422

» Graceful restart on page 422
« BFD on page 424

Holdtime timer

The first step to troubleshooting a flapping route is the holdtime timer. This timer reduces how frequently a route going
down will cause a routing update to be broadcast.

Once activated, the holdtime timer won't allow the FortiGate to accept any changes to that route for the duration of the
timer. If the route flaps five times during the timer period, only the first outage will be recognized by the FortiGate. For the
duration of the other outages, there won't be changes because the Fortigate is essentially treating this router as down. If
the route is still flapping after the timer expires, it will start again.

If the route isn't flapping (for example, if it goes down, comes up, and stays back up) the timer will still count down and the
route is ignored for the duration of the timer. In this situation, the route is seen as down longer than it really is but there
will be only the one set of route updates. This isn't a problem in normal operation because updates are not frequent.

The potential for a route to be treated as down when it's really up can be viewed as a robustness feature. Typically, you
don't want most of your traffic being routed over an unreliable route. So if there's route flap going on, it's best to avoid that
route if you can. This is enforced by the holdtime timer.

How to configure the holdtime timer

There are three different route flapping situations that can occur: the route goes up and down frequently, the route goes
down and back up once over a long period of time, or the route goes down and stays down for a long period of time.
These can all be handled using the holdtime timer.

For example, your network has two routes that you want to set the timer for. One is your main route (to 10.12.101.4) that
all of your Internet traffic goes through, and it can't be down for long if it's down. The second is a low speed connection to
a custom network that's used infrequently (to 10.13.101.4). The timer for the main route should be fairly short (for
example, 60 seconds). The second route timer can be left at the default, since it's rarely used.

FortiOS 7.0.17 Administration Guide 421
Fortinet Inc.



Network

To configure the BGP holdtime timer:

config router bgp
config neighbor
edit 10.12.101.4
set holdtime-timer 60
set keep-alive-timer 60
next
edit 10.13.101.4
set holdtime-timer 180
set keep-alive-timer 60
next
end
end

Dampening

Dampening is a method that's used to limit the amount of network problems due to flapping routes. With dampening, the
flapping still occurs but the peer routers pay less and less attention to that route as it flaps more often. One flap doesn't
start dampening, but the second flap starts a timer where the router won't use that route because it is considered
unstable. If the route flaps again before the timer expires, the timer continues to increase. There's a period of time called
the reachability half-life, after which a route flap will be suppressed for only half the time. This half-life comes into effect
when a route has been stable for a while but not long enough to clear all the dampening completely. For the flapping
route to be included in the routing table again, the suppression time must expire.

If the route flapping was temporary, you can clear the flapping or dampening from the FortiGate device's cache by using
one of the execute router clear bgp CLIcommands:

# execute router clear bgp dampening {<ip address> | <ip address/netmask>}

or

# execute router clear bgp flap-statistics {<ip address> | <ip address/netmask>}

For example, to remove route flap dampening information for the 10.10.0.0/16 subnet, enter the following CLI command:

# execute router clear bgp dampening 10.10.0.0/16

To configure BGP route dampening:

config router bgp

set dampening {enable | disable}

set dampening-route-map <routemap-name str>
end

Graceful restart

BGP4 has the capability to gracefully restart.

In some situations, route flap is caused by routers that appear to be offline but the hardware portion of the router (control
plane) can continue to function normally. One example of this is when some software is restarting or being upgraded but
the hardware can still function normally.

Graceful restart is best used for these situations where routing won't be interrupted, but the router is unresponsive to
routing update advertisements. Graceful restart doesn't have to be supported by all routers in a network, but the network
will benefit when more routers support it.
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FortiGate HA clusters can benefit from graceful restart. When a failover takes place, the HA cluster advertises that it is
going offline, and will not appear as a route flap. It will also enable the new HA main unit to come online with an updated
and usable routing table. If there is a flap, the HA cluster routing table will be out-of-date.

For example, the FortiGate is one of four BGP routers that send updates to each other. Any of those routers may support
graceful starting. When a router plans to go offline, it sends a message to its neighbors stating how long it expects to be
offline. This way, its neighboring routers don't remove it from their routing tables. However, if that router isn't back online
when expected, the routers will mark it offline. This prevents routing flap and its associated problems.

FortiGate devices support both graceful restart of their own BGP routing software and neighboring BGP routers.

vy
‘?' Currently, FortiGates do not support BGP graceful restart when peering with neighbor routers

operating in graceful restart helper-only mode.

To configure BGP graceful restart:

config router bgp
set graceful-restart {disable | enable}
set graceful-restart-time <seconds_ integer>
set graceful-stalepath-time <seconds_ integer>
set graceful-update-delay <seconds_ integer>
config neighbor
edit 10.12.101.4
set capability-graceful-restart {enable | disable}
next
end
end

Before the restart, the router sends its peers a message to say it's restarting. The peers mark all the restarting router's
routes as stale, but they continue to use the routes. The peers assume the router will restart, check its routes, and take
care of them, if needed, after the restart is complete. The peers also know what services the restarting router can
maintain during its restart. After the router completes the restart, the router sends its peers a message to say it's done
restarting.

To restart the router:

# execute router restart

Scheduled time offline

Graceful restart is a means for a router to advertise that it is going to have a scheduled shutdown for a very short period
of time. When neighboring routers receive this notice, they will not remove that router from their routing table until after a
set time elapses. During that time, if the router comes back online, everything continues to function as normal. If that
router remains offline longer than expected, then the neighboring routers will update their routing tables as they assume
that the router will be offline for a long time.

The following example demonstrates if you want to configure graceful restart on the FortiGate where you expect the
FortiGate to be offline for no more than two minutes, and after three minutes the BGP network should consider the
FortiGate to be offline.
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To configure graceful restart time settings:

config router bgp
set graceful-restart enable
set graceful-restart-time 120
set graceful-stalepath-time 180
end

BFD

Bidirectional Forwarding Detection (BFD) is a protocol that you can use to quickly locate hardware failures in the
network. Routers running BFD communicate with each other and if a timer runs out on a connection then that router is
declared down. BFD then communicates this information to the routing protocol and the routing information is updated.

For more information about BFD, see BFD on page 424.

BGP path selection process

Sometimes the FortiGate may receive multiple BGP paths from neighbors and must decide which is the best path to
take. The following criteria are used to determine the best path.

Consider only routes with no AS loops and a valid next hop, and then:

Prefer the highest weight (this attribute is local to the FortiGate).
Prefer the highest local preference (applicable within AS).

Prefer the route originated by the local router (next hop = 0.0.0.0).
Prefer the shortest AS path.

Prefer the lowest origin code (IGP > EGP > incomplete).

Prefer the lowest MED (exchanged between autonomous systems).
Prefer the EBGP path over IBGP path.

Prefer the path through the closest IGP neighbor.

Prefer the oldest route for EBGP paths.

Prefer the path with the lowest neighbor BGP router ID.

Prefer the path with the lowest neighbor IP address.

mo WX NG RON-=

— -

BFD

Bidirectional Forwarding Detection (BFD) is a protocol that you can use to quickly locate hardware failures in the
network. Routers running BFD send packets to each other at a negotiated rate. If packets from a BFD-enabled router fail
to arrive, that router is declared to be down. BFD communicates this information to the associated routing protocols and
the routing information is updated. It helps detect one way device failure and is used for fast convergence of routing
protocols.

BFD can run on an entire FortiGate, selected interfaces, or on a protocol, such as BGP, for all configured interfaces. The
configuration hierarchy allows each lower level to override the BFD setting of the upper level. For example, if you enable
BFD for an entire FortiGate, you can disable BFD for an interface or for BGP.

Ay
S L4
q Echo mode and authentication are not supported for BFD on the FortiGate.
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BFD can be enabled per device, VDOM, or interface. Once enabled, a BFD neighbor should be defined. Finally, enable
BFD on a route or routing protocol.

To configure BFD for an entire FortiGate:

config system settings

set bfd {enable | disable}

set bfd-desired-min-tx <ms>

set bfd-required-min-rx <ms>

set bfd-detect-mult <multiplier>

set bfd-dont-enforce-src-port {enable | disable}
end

To configure BFD for an interface:

config system interface
edit <interface-name>
set bfd {global | enable | disable}
set bfd-desired-min-tx <ms>
set bfd-required-min-rx <ms>
set bfd-detect-mult <multiplier>
next
end

To configure BFD neighbors:

config router {bfd | bfdo6}
config neighbor
edit <IP-address>
set interface <interface-name>
next
end
end

To show BFD neighbors:

# get router {info | info6} bfd neighbor

To show BFD requests:

# get router {info | info6} bfd requests

BFD and static routes

BFD for static routes allows you to configure routing failover based on remote path failure detection. BFD removes a
static route from the routing table if the FortiGate can't reach the route's destination and returns the route to the routing
table if the route's destination is restored.

For example, you can add two static routes with BFD enabled. If one of the routes has a higher priority, all matching
traffic uses that route. If BFD determines that the link to the gateway of the route with the higher priority is down, the
higher priority route is removed from the routing table and all matching traffic uses the lower priority route. If the link to
the gateway for the higher priority route comes back up, BFD adds the route back into the routing table and all matching
traffic switches to use the higher priority route.
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You can configure BFD for IPv4 and IPv6 static routes.

To configure BFD for static routes:

config router {static | statico6}
edit <sequence-number>
set bfd {enable | disable}
next
end

Example

The following example demonstrates the configuration of static routes between two FortiGates. There is a host behind
FortiGate 2 with an IP address of 1.1.1.1. FortiGate 1 has multiple paths to reach the host.

FortiGate 1 FortiGate 2

port1f,

port1
10.780.4.136/20L8 -

10.180.6.237/20

10.180.2.44/20

To configure static routes:

1. Configure FortiGate 1:

config system interface
edit "portl"
set vdom "root"
set ip 10.180.6.237 255.255.240.0
set allowaccess ping
set bfd enable
next
end
config router bfd
config neighbor
edit 10.180.4.136
set interface "portl"
next
end
end

2. Configure FortiGate 2:

config system interface
edit "portl"
set vdom "root"
set ip 10.180.4.136 255.255.240.0
set allowaccess ping
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set bfd enable
next
end
config router bfd
config neighbor
edit 10.180.6.237
set interface "portl"
next
end
end

3. Configure two static routes:

config router static
edit 2
set dst 1.1.1.1 255.255.255.255
set gateway 10.180.4.136
set device "portl"
set bfd enable
next
edit 3
set dst 1.1.1.1 255.255.255.255
set gateway 10.180.2.44
set distance 20
set device "portl"
next
end

4. Confirm that BFD neighborship is established:

# get router info bfd neighbor
OurAddress NeighAddress State Interface LDesc/RDesc
10.180.6.237 10.180.4.136 Up portl 1/1

5. Review the active route in the routing table:

# get router info routing-table all

S 1.1.1.1/32 [10/0] via 10.180.4.136, portl
C 10.180.0.0/20 is directly connected, portl
Ay
S L4
? The route with the lower distance is preferred in the routing table.

If port1 on FortiGate 2 goes down or FortiGate 1 is unable to reach 10.180.4.126, the BFD neighborship will go down.

# get router info bfd neighbor
OurAddress NeighAddress State Interface LDesc/RDesc
10.180.6.237 10.180.4.136 DOWN portl 1/1

With BFD neighborship down, the FortiGate is unable to reach 1.1.1.1/32 through gateway 10.180.4.136. The routing
table will be updated so that the route through gateway 10.180.2.44 is active in the routing table.

# get router info routing-table all

S 1.1.1.1/32 [20/0] via 10.180.2.44, portl
C 10.180.0.0/20 is directly connected, portl
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BFD removes a static route from the routing table if the FortiGate cannot reach the route's destination. The static route
will be returned to the routing table is the route's destination is restored.

BFD and OSPF

You can configure BFD for Open Shortest Path First (OSPF) on a FortiGate. FortiGate supports BFD for OSPF for both
IPv4 and IPv6. BFD must be configured globally and per interface.

To configure BFD for OSPF:

config router {ospf | ospf6}
set bfd {enable | disable}
end

To enable BFD on a specific OSPF interface:

config router {ospf | ospf6}
set bfd enable
config {ospf-interface | ospfé-interface}
edit <ID>
set bfd {global | enable | disable}
set interface <interface-name>
set area-id <IP address>
next
end
end

If BFD is configured when OSPF is not, no BFD packets will be sent. When both BFD and OSFP are configured, the
neighbors for both will be the same. Use the following commands to confirm that the neighbor IP addresses match:

# get router info ospf neighbor
# get router info bfd neighbor

BFD and BGP

While BGP can detect route failures, BFD can be configured to detect these failures more quickly, which allows for faster
responses and improved convergence. This can be balanced with the bandwidth BFD uses in its frequent route
checking.

The config router bgp commands allow you to set the addresses of the neighbor units that are also running BFD.
Both units must be configured with BFD in order to use it.

To configure BFD for BGP:

config router bgp
config neighbor
edit <neighbor-IP-address>
set bfd {enable | disable}
next
end
end

FortiOS 7.0.17 Administration Guide 428
Fortinet Inc.



Network

BFD for Multihop paths

FortiGate BFD can support neighbors connected over multiple hops. When BFD is down, BGP sessions will be reset and
will try to re-establish neighbor connection immediately. See BFD for multihop path for BGP on page 429 for more
information.

To configure BFD for multihop paths:

config router {bfd | bfdé6}
config multihop-template
edit <ID>
set src <IP address/netmask>
set dst <IP address/netmask>
set bfd-desired-min-tx <integer>
set bfd-required-min-rx <integer>
set bfd-detect-mult <integer>
set auth-mode {none | mdb5}
set md5-key <password>
next
end
end

Troubleshooting BFD

You can troubleshoot BFD using the following commands:

get router {info | info6} bfd neighbor

get router {info | info6} bfd requests

diagnose sniffer packet any <filter> <sniffer count>
diagnose debug application bfdd <debug level>
diagnose debug enable

ERp s

BFD for multihop path for BGP

In BFD, a FortiGate can support neighbors connected over multiple hops. When BFD is down, BGP sessions are reset
and will try to immediately re-establish neighbor connections. Previously, BFD was only supported when two routers or
FortiGates were directly connected on the same network.

config router {bfd | bfdé6}
config multihop-template
edit <ID>
set src <class_IP/netmask>
set dst <class_ IP/netmask>
set bfd-desired-min-tx <integer>
set bfd-required-min-rx <integer>
set bfd-detect-mult <integer>
set auth-mode {none | md5}
set mdS-key <password>
next
end
end
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src <class_IP/netmask> Enter the source prefix.

dst <class_ IP/netmask> Enter the destination prefix.

bfd—des.ired—min—tx Set the BFD desired minimal transmit interval, in milliseconds (100 - 30000,
<integer> default = 250).

bfd—required—min—rx Set the BFD required minimal transmit interval, in milliseconds (100 - 30000,
<integer> default = 250).

bfd-detect-mult <integer>  Setthe BFD detection multiplier (3 - 50, default = 3).

auth-mode {none | md5} Set the authentication mode (none or meticulous MD5).
md5-key <password> Enter the password.
Example

This example includes IPv4 and IPv6 BFD neighbor configurations. The BFD neighbor is also a BGP neighbor thatis in a
different AS.

Hport1
" 172.16.200.1/24 172.16.201.2/24

Forli(?ate Router BFD neighbor
BFD neighbor (or multiple routers) router

To configure BFD with multihop BGP paths:

1. Enable BFD on all interfaces:

config system settings
set bfd enable
end

2. Enable BFD on port1 and ignore the global configuration:

config system interface
edit "portl"
set bfd enable
next
end

3. Configure the BGP neighbors:

config router bgp
set as 65412
set router-id 1.1.1.1
config neighbor
edit "172.16.201.2"
set bfd enable
set ebgp-enforce-multihop enable
set soft-reconfiguration enable
set remote-as 65050
next
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edit "2000:172:16:201::2"
set bfd enable
set ebgp-enforce-multihop enable
set soft-reconfiguration enable
set remote-as 65050

next

end
end

4. Configure the IPv4 BFD:

config router bfd
config multihop-template
edit 1
set src 172.16.200.0 255.255.255.0
set dst 172.16.201.0 255.255.255.0
set auth-mode mdb5
Set md5_key *khkkkhkkkkhkk*k
next
end
end

Configure the IPv6 BFD:

config router bfd6
config multihop-template
edit 1
set src 2000:172:16:200::/64
set dst 2000:172:16:201::/64
next
end
end

Testing the connection

1.

Verify the BFD status for IPv4 and IPv6:

# get router info bfd requests
BFD Peer Requests:
client types(ct in 0x): Ol=external 02=static
04=0ospf 08=bgp 10=pim-sm

src=172.16.200.1 dst=172.16.201.2 ct=08 ifi=9 type=SM

# get router info bfd neighbor

OurAddress NeighAddress State Interface LDesc/RDesc
172.16.200.1 172.16.201.2 UP portl 5/3/M

# get router info6 bfd requests
BFD Peer Requests:
client types(ct in 0Ox): Ol=external 0O2=static
04=o0spf 08=bgp 10=pim-sm
src=2000:172:16:200::1
dst=2000:172:16:201::2
ct=08 ifi=9 type=SM

# get router info6 bfd neighbor

OurAddress: 2000:172:16:200::1

NeighAddress: 2000:172:16:201::2

State: UP Interface: portl Desc: 6/4 Multi-hop
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2. Verify the BGP status and the BGP routing table:

# get router info bgp summary

VRF 0 BGP router identifier 1.1.1.1, local AS number 65412
BGP table version is 11

3 BGP AS-PATH entries

0 BGP community entries

Neighbor Y AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
172.16.201.2 4 65050 185 187 10 0 0 00:54:20 4
2000:172:16:201::2 4 65050 159 160 10 0 0 00:54:24 4

Total number of neighbors 2

# get router info routing-table bgp
Routing table for VRFEF=0

B 172.28.1.0/24 [20/0] via 172.16.201.2 (recursive via 172.16.200.4, portl),
00:54:32
B 172.28.2.0/24 [20/0] via 172.16.201.2 (recursive via 172.16.200.4, portl),
00:54:32
B 172.28.5.0/24 [20/0] via 172.16.201.2 (recursive via 172.16.200.4, portl),
00:54:32
B 172.28.6.0/24 [20/0] via 172.16.201.2 (recursive via 172.16.200.4, portl),
00:54:32

# get router info6 bgp summary

VREF 0 BGP router identifier 1.1.1.1, local AS number 65412
BGP table version is 8

3 BGP AS-PATH entries

0 BGP community entries

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
172.16.201.2 4 65050 185 187 7 0 0 00:54:24 3
2000:172:16:201::2 4 65050 159 160 7 0 0 00:54:28 3

Total number of neighbors 2

# get router info6 routing-table bgp
Routing table for VRF=0

B 2000:172:28:1::/64 [20/0] via 2000:172:16:201::2 (recursive via
2000:172:16:200::4, portl), 00:54:40
B 2000:172:28:2::/64 [20/0] via 2000:172:16:201::2 (recursive via
2000:172:16:200::4, portl), 00:54:40
B 2000:172:28:3::/64 [20/0] via 2000:172:16:201::2 (recursive via

2000:172:16:200::4, portl), 00:54:40
3. Simulate a disruption to the BFD connection. The BFD neighbor is lost:

# get router info bfd neighbor
OurAddress NeighAddress State Interface LDesc/RDesc

# get router info6 bfd neighbor

4. The BGP neighbor is reset, and the FortiGate attempts to re-establish a connection with the neighbor. The timers
are reset once the neighbor connection is re-established:

# get router info bgp summary
VREF 0 BGP router identifier 1.1.1.1, local AS number 65412
BGP table version is 12
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4 BGP AS-PATH entries
0 BGP community entries

Neighbor Y
172.16.201.2 4 65050
2000:172:16:201::2 4 65050

Total number of neighbors 2

# get router info6 bgp summary
VRF 0 BGP router identifier 1.1.
BGP table version is 10

4 BGP AS-PATH entries

0 BGP community entries

Neighbor v
172.16.201.2 4 65050
2000:172:16:201::2 4 65050

Total number of neighbors 2

1.

1,

189
165

AS MsgRcvd MsgSent TblVer

192 11
167 12

InQ OutQ Up/Down

local AS number 65412

189
165

AS MsgRcvd MsgSent TblVer

192 8
167 9

InQ OutQ Up/Down
0 00:00:15
0 00:00:12

0
0

The BGP routes are learned again, and there are new timers in the route tables:

# get router info routing-table bgp

Routing table for VREF=0

B 172.28.1.0/24 [20/0] via
00:00:15
B 172.28.2.0/24 [20/0] via
00:00:15
B 172.28.5.0/24 [20/0] via
00:00:15
B 172.28.6.0/24 [20/0] via
00:00:15

# get router info6 routing-table
Routing table for VREF=0

B 2000:172:28:1::/64 [20/0
B 2000:172:28:2::/64 [20/0

B 2000:172:28:3::/64 [20/0

Routing objects

]

]

]

172.

172.

172.

172.

bgp

16.201

16.201.

16.201.

16.201.

.2 (recursive

2 (recursive

2 (recursive

2 (recursive

via 2000:172:16:201::2
2000:172:16:200::4, portl), 00:00:13
via 2000:172:16:201::2
2000:172:16:200::4, portl), 00:00:13
via 2000:172:16:201::2
2000:172:16:200::4, portl), 00:00:13

via

via

via

via

172.

172.

172.

172.

0 00:00:11
0 00:00:08

16.

l6.

16.

16.

(recursive

(recursive

(recursive

The following objects can be configured from the Network > Routing Objects page:

Route maps on page 434
Access lists on page 436
Prefix lists on page 439

AS path lists on page 441
Community lists on page 442
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via

via

via

State/PfxRcd
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Route maps

Route maps are a powerful tool to apply custom actions to dynamic routing protocols based on specific conditions. They
are used primarily in BGP to manipulate routes advertised by the FortiGate (route-map-out) or received routes from
other BGP routers (route-map-in).

Route maps can be used in OSPF for conditional default-information-originate, filtering external routes, or
matching specific routes for redistribution. Similarly, route maps can be used by RIP to match routes for redistribution.

A route map may have multiple rules that are processed in the ascending order of their rule ID numbers. The rule ID
number determines the order of evaluation, where each rule has an action to permit or deny. If the action is not set, the
default action is to permit.

When new are added to an existing route map, they may be shown at the end of the configuration list, regardless of their
assigned rule ID. This visual arrangement does not impact functionality; FortiOS processes the rules according to their
numerical IDs, and not their position in the route map configuration. For example, if a new rule with ID 15 is added to a
route map that already contains rules with IDs 10, 20, 30, and 40, the new rule might appear at the bottom of the list in
the configuration. Despite this placement, FortiOS will process the rules in the ascending order of Rule ID number: 10,
15, 20, 30, then 40.

To enhance readability and maintain an organized configuration, it is recommended to arrange the rules sequentially by
their IDs. This can be achieved by deleting and re-adding the rules in the desired order during a maintenance window to
avoid traffic disruption. Alternatively, using a text editor to reorder the rules before applying them to the FortiOS
configuration can streamline this process.

The rules have criteria for matching a route based on various attributes, or setting attributes based on a matched route.
For example, a route map can be used to match BGP routes with a certain community string, and then set an AS path to
the matching route. This can be applied to a BGP neighbor by configuring the route map in the settings for that neighbor.

To configure a route map that matches criteria based on other routing objects:

config router route-map
edit <name>
config rule
edit <id>
set action {permit | deny}
set match-as-path <string>
set match-community <string>
set match-ip-address <string>
set match-ip6-address <string>
set match-ip-nexthop <string>
set match-ip6-nexthop <string>
next
end
next
end

match-as-path <string> Match a BGP AS path list.
match-community <string> Match a BGP community list.
match-ip-address <string> Match an |Pv4 address permitted by access-1ist orprefix-1list.

match-ip6-address Match an IPv6 address permitted by access-1ist6 orprefix-1listé.
<string>
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match-ip-nexthop <string>  Match a next hop IPv4 address passed by access-1ist orprefix-1list.

match-ip6-nexthop Match a next hop IPv6 address passed by access-1ist6orprefix-1isté.
<string>

Route maps can be used by various routing protocols, such as RIP, OSPF, and BGP.

To use a route map with RIP:

config router rip
config redistribute
edit <name>
set routemap <string>
next
end
end

To use a route map with OSPF:

config router ospf
set default-information-route-map <string>
set distribute-route-map-in <string>
config redistribute <string>
set routemap <string>

end
end
default-information- Enter the default information route map.
route-map <string>
distribute-route-map-in Enter the route map to filter incoming external routes.
<string>
redistribute <string> Configure the redistribute protocol.

To use a route map with BGP:

config router bgp
config neighbor
edit <ip>
set route-map-in <string>
set route-map-in6 <string>
set route-map-in-vpnv4 <string>
set route-map-out <string>
set route-map-out-preferable <string>
set route-map-out6 <string>
set route-map-out6-preferable <string>
set route-map-out-vpnv4 <string>
set route-map-out-vpnvé4-preferable <string>
next
end
config network
edit <id>
set prefix <IP/netmask>
set route-map <string>
next
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end

config redistribute <string>

set route-map <string>

end
end
route-map-in <string>
route-map-in6 <string>

route-map-in-vpnv4
<string>

route-map-out <string>

route-map-out-preferable
<string>

route-map-out6 <string>

route-map-out6-preferable
<string>

route-map-out-vpnv4
<string>

route-map-out-vpnv4-
preferable <string>

route-map <string>

redistribute <string>

Enter the IPv4 inbound route map filter.
Enter the IPv6 inbound route map filter.

Enter the VPNv4 inbound route map filter.

Enter the IPv4 outbound route map filter.

Enter the IPv4 outbound route map filter if the peer is preferred.

Enter the IPv6 outbound route map filter.

Enter the IPv6 outbound route map filter if the peer is preferred.

Enter the VPNv4 outbound route map filter.

Enter the VPNv4 outbound route map filter if the peer is preferred.

Enter the route map to modify the generated route.

Configure the redistribute protocol.

To use a route map with BGP conditional advertisement:

config router bgp
set as <AS number>
config neighbor
edit <ip>

set remote-as <AS number>

config conditional-advertise

edit <advertise-routemap>

set condition-routemap <namel>,
set condition-type {exist |

next
end
next
end
end

<advertise-routemap>

condition-routemap
<namel>, <name2>,

Access lists

<name?2>,
non-exist}

Edit the advertising route map.

Enter the list of conditional route maps.

Access lists are simple lists used for filtering routes based on a prefix consisting of an IPv4 or IPv6 address and netmask.
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To configure an IPv4 access list:

config router access-list
edit <name>
config rule
edit <id>
set action {permit | deny}
set prefix <IPv4 address>
set wildcard <wildcard filter>
set exact-match {enable | disable}
next
end
next
end

To configure an IPv6 access list:

config router access-1listé6
edit <name>
config rule
edit <id>
set action {permit | deny}
set prefix <IPv6 address>
set exact-match {enable | disable}
next
end
next
end

In RIP, an access list can be used in the distribute-11ist setting to filter received or advertised routes, or in an
offset-1ist to offset the hop count metric for a specific prefix.

To use an access list in RIP:

config router rip
config distribute-list
edit <id>
set direction {in | out}
set listname <string>

next
end
config offset-list
edit <id>
set direction {in | out}
set access-list <string>
set offset <integer>
next
end
end
listname <string> Enter the distribute access or prefix list name.
access-list <string> Enter the access list name.
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In OSPF, an access list can be used inthe distribute-1ist-in setting to act as a filter to prevent a certain route
from being inserted into the routing table. An access list can also be used in the distribute-11ist tofilter the routes
that can be distributed from other protocols.

To use an access list in OSPF:

config router ospf
set distribute-list-in <string>
config distribute-list

edit <id>
set access-list <string>
set protocol {connected | static | rip}
next
end
end
distribute-list-in Enter the filter for incoming routes.
<string>
access-list <string> Enter the access list name.

In BGP, an access list can be used to filter updates from a neighbor or to a neighbor.

To use an access list in BGP:

config router bgp
config neighbor
edit <ip>

set distribute-list-in <string>
set distribute-list-in6 <string>
set distribute-list-in-vpnv4 <string>
set distribute-list-out <string>
set distribute-list-out6 <string>
set distribute-list-out-vpnv4 <string>

next
end
end

distribute-list-in Enter the filter for IPv4 updates from this neighbor.
<string>

distribute-list-in6 Enter the filter for IPv6 updates from this neighbor.
<string>

distribute-list-in-vpnv4 Enter the filter for VPNv4 updates from this neighbor.
<string>

distribute-list-out Enter the filter for IPv4 updates to this neighbor.
<string>

distribute-list-out6 Enter the filter for IPv6 updates to this neighbor.
<string>

distribute-list-out-vpnv4  Enter the filter for VPNv4 updates to this neighbor.
<string>

In a route map, an access list can be used to match IP addresses and next hops.
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To use an access list in a route map:

config router route-map
edit <name>
config rule
edit <id>

set match-ip-address <string>
set match-ip6-address <string>
set match-ip-nexthop <string>

set match-ip6-nexthop <string>

next
end
next
end

match-ip-address <string>

match-ip6-address
<string>

match-ip-nexthop <string>

match-ip6-nexthop
<string>

Prefix lists

Match an IPv4 address permitted by access-1ist orprefix-1list.

Match an IPv6 address permitted by access-1ist6orprefix-1isteé.

Match a next hop IPv4 address passed by access-1ist orprefix-1list.

Match a next hop IPv6 address passed by access-1list60rprefix-1ist6.

Similar to access lists, prefix lists are simple lists used for filtering routes based on a prefix consisting of an IPv4 or IPv6
address and netmask, but they use settings to specify the minimum (ge, greater than or equal) and maximum (1e, less
than or equal) prefix length to be matched. For example, a prefix of 10.0.0.0/8 with a ge of 16 will match anything in the
10.0.0.0/8 network with /16 or above; 10.10.0.0/16 will match, and 10.10.0.0/12 will not match.

To configure an IPv4 prefix list:

config router prefix-list
edit "prefix-listl"
config rule
edit 1

set action {permit | deny}
set prefix <IPv4 address>

set ge <integer>

set le <integer>

next
end
next
end

To configure an IPv6 prefix list:

config router prefix-1ist6

edit "prefix-list-IPvée"

config rule
edit 1

set action {permit | deny}
set prefix6 <IPv6 address>
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set ge <integer>
set le <integer>
next
end
next
end

In RIP, an prefix list can be used in the distribute-1ist setting to filter received or advertised routes.

To use a prefix list in RIP:

config router rip
config distribute-list
edit <id>
set listname <string>
next
end
end

listname <string> Enter the distribute access or prefix list name.

In OSPF, a prefix list can be used inthe distribute-1ist-in setting to act as a filter to prevent a certain route from
being inserted into the routing table.

To use a prefix list in OSPF:

config router ospf
set distribute-list-in <string>
end

distribute-list-in Enter the filter for incoming routes.
<string>

In BGP, a prefix list can be used to filter updates from a neighbor or to a neighbor.

To use a prefix list in BGP:

config router bgp
config neighbor
edit <ip>
set prefix-list-in <string>
set prefix-list-in6 <string>
set prefix-list-in-vpnv4 <string>
set prefix-list-out <string>
set prefix-list-out6 <string>
set prefix-list-out-vpnv4 <string>
next
end
end

prefix-list-in <string> Enter the IPv4 inbound filter for updates from this neighbor.

prefix-list-in6 <string> Enter the IPv6 inbound filter for updates from this neighbor.
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prefix-list-in-vpnv4 Enter the inbound filter for VPNv4 updates from this neighbor.
<string>

prefix-list-out <string> Enter the IPv4 outbound filter for updates to this neighbor.
prefix-list-out6 <string>  Enterthe IPv6 outbound filter for updates to this neighbor.

prefix-list-out-vpnv4 Enter the outbound filter for VPNv4 updates to this neighbor.
<string>

In a route map, a prefix list can be used to match IP addresses and next hops.

To use a prefix list in a route map:

config router route-map
edit <name>
config rule
edit <id>
set match-ip-address <string>
set match-ip6-address <string>
set match-ip-nexthop <string>
set match-ip6-nexthop <string>
next
end
next
end

match-ip-address <string> Match an IPv4 address permitted by access-1ist orprefix-1list.

match-ip6-address Match an IPv6 address permitted by access-1ist6 orprefix-1isté.
<string>

match-ip-nexthop <string>  Match a next hop IPv4 address passed by access-1ist orprefix-list.

match-ip6-nexthop Match a next hop IPv6 address passed by access-1ist60rprefix-1ist6.
<string>

AS path lists

AS path lists use regular expressions to compare and match the AS_PATH attribute for a BGP route. They can be used
to filter inbound or outbound routes from a BGP neighbor, or as matching criteria in a route map to match an AS_PATH in
a BGP route.

To configure an AS path list:

config router aspath-list
edit <name>
config rule
edit <id>
set action {deny | permit}
set regexp <string>
next
end
next
end
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To use an AS path list in BGP:

config router bgp
config neighbor
edit <ip>
set filter-list-in <string>
set filter-list-in6 <string>
set filter-list-out <string>
set filter-list-out6 <string>
next
end
end

filter-list-in <string> Enter the BGP filter for IPv4 inbound routes.
filter-list-in6 <string> Enter the BGP filter for IPv6 inbound routes.
filter-list-out <string> Enter the BGP filter for IPv4 outbound routes.

filter-list-out6 <string> Enterthe BGP filter for IPv6 outbound routes.

To use an AS path list in a route map:

config router route-map
edit <name>
config rule
edit <id>
set match-as-path <string>
next
end
next
end

match-as-path <string> Match a BGP AS path list.

Community lists

Community lists provide a means to filter BGP routes using a community string. They can be applied in a route map to
match routes that have the community string defined in the community list.

To configure a community list:

config router community-list
edit <name>
set type {standard | expanded}
config rule
edit <id>
set action {deny | permit}
set regexp <string>
set match <string>
next
end
next
end
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To use a community list in a route map to match a BGP community:

config router route-map
edit <name>
config rule
edit <id>
set match-community <string>
next
end
next
end

match-community <string> Match a BGP community list.

rules on page 717 and Controlling traffic with BGP route mapping and service rules on page

In an SD-WAN deployment, a remote BGP router or spoke may communicate a preferred
x interface or path to route traffic using a community string. See Using BGP tags with SD-WAN
723 for examples.

Multicast

The following topics include information about multicast:

o Multicast routing and PIM support on page 443
» Configuring multicast forwarding on page 444

Multicast routing and PIM support

Multicasting (also called IP multicasting) consists of using a single multicast source to send data to many receivers.
Multicasting can be used to send data to many receivers simultaneously while conserving bandwidth and reducing
network traffic. Multicasting can be used for one-way delivery of media streams to multiple receivers and for one-way
data transmission for news feeds, financial information, and so on. Many dynamic routing protocols such as RIPv2,
OSPF, and EIGRP use multicasting to share hello packets and routing information.

A FortiGate can operate as a Protocol Independent Multicast (PIM) version 2 router. FortiGates support PIM sparse
mode (RFC 4601) and PIM dense mode (RFC 3973), and can service multicast servers or receivers on the network
segment to which a FortiGate interface is connected. Multicast routing is not supported in transparent mode.

To support PIM communications, the sending and receiving applications, and all connecting PIM routers in between,
must be enabled with PIM version 2. PIM can use static routes, RIP, OSPF, or BGP to forward multicast packets to their
destinations. To enable source-to-destination packet delivery, sparse mode or dense mode must be enabled on the PIM
router interfaces. Sparse mode routers cannot send multicast messages to dense mode routers. If the FortiGate is
located between a source and a PIM router, between two PIM routers, or is connected directly to a receiver, you must
manually create a multicast policy to pass encapsulated (multicast) packets or decapsulated data (IP traffic) between the
source and destination.
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PIM domains

A PIM domain is a logical area comprising a number of contiguous networks. The domain contains at least one bootstrap
router (BSR), and if sparse mode is enabled, a number of rendezvous points (RPs) and designated routers (DRs). When
PIM is enabled, the FortiGate can perform any of these functions at any time as configured.

A PIM domain can be configured in the GUI by going to Network > Multicast, or in the CLI using config router
multicast. Note that PIM version 2 must be enabled on all participating routers between the source and receivers. Use
config router multicast to setthe global operating parameters.

When PIM is enabled, the FortiGate allocates memory to manage mapping information. The FortiGate communicates
with neighboring PIM routers to acquire mapping information and, if required, processes the multicast traffic associated
with specific multicast groups.

Instead of sending multiple copies of generated IP traffic to more than one specific IP destination address, PIM-enabled
routers encapsulate the data and use a Class D multicast group address (224.0.0.0 to 239.255.255.255) to forward
multicast packets to multiple destinations. A single stream of data can be sent because one destination address is used.
Client applications receive multicast data by requesting that the traffic destined for a certain multicast group address be
delivered to them.

Configuring multicast forwarding

There is sometimes confusion between the terms forwarding and routing. These two functions should not take place at
the same time. Multicast forwarding should be enabled when the FortiGate is in NAT mode and you want to forward
multicast packets between multicast routers and receivers. However, this function should not be enabled when the
FortiGate itself is operating as a multicast router, or has an applicable routing protocol that uses multicast.

Multicast forwarding is not supported on enhanced MAC VLAN interfaces. To use multicast with enhanced MAC VLAN
interfaces, use PIM (Multicast routing and PIM support on page 443).

There are two steps to configure multicast forwarding:

1. Enabling multicast forwarding on page 444
2. Configuring multicast policies on page 445

Enabling multicast forwarding

Multicast forwarding is enabled by default. If a FortiGate is operating in transparent mode, adding a multicast policy
enables multicast forwarding. In NAT mode you must use the multicast-forward setting to enable or disable
multicast forwarding.

Multicast forwarding in NAT mode

Whenmulticast-forward is enabled, the FortiGate forwards any multicast IP packets in which the TTL is 2 or higher
to all interfaces and VLAN interfaces, except the receiving interface. The TTL in the IP header will be reduced by 1. Even
though the multicast packets are forwarded to all interfaces, you must add multicast policies to allow multicast packets
through the FortiGate.
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To enable multicast forwarding in NAT mode:

config system settings
set multicast-forward enable
end

Prevent the TTL for forwarded packets from being changed

You can use themulticast-ttl-notchange option so that the FortiGate does notincrease the TTL value for
forwarded multicast packets. Use this option only if packets are expiring before reaching the multicast router.

To prevent the TTL for forwarded packets from being changed:

config system settings
set multicast-ttl-notchange enable
end

Disable multicast traffic from passing through the FortiGate without a policy check in
transparent mode

In transparent mode, the FortiGate does not forward frames with multicast destination addresses. The FortiGate should
not interfere with the multicast traffic used by routing protocols, streaming media, or other multicast communication. To
avoid any issues during transmission, you can disable multicast-skip-policy and configure multicast security
policies.

To disable multicast traffic from passing through the FortiGate without a policy check in transparent
mode:

config system settings
set multicast-skip-policy disable
end

Configuring multicast policies

Multicast packets require multicast policies to allow packets to pass from one interface to another. Similar to firewall
policies, in a multicast policy you specify the source and destination interfaces, and the allowed address ranges for the
source and destination addresses of the packets. You can also use multicast policies to configure source NAT and
destination NAT for multicast packets.

Keep the following in mind when configuring multicast policies:

» The matched forwarded (outgoing) IP multicast source IP address is changed to the configured IP address.
e The snat setting is optional. Use it when SNAT is needed.

Visibility, and enable Multicast Policy and IPv6.

x IPv4 and IPv6 multicast policies can be configured in the GUI. Go to System > Feature
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Sample basic policy

In this basic policy, multicast packets received on an interface are flooded unconditionally to all interfaces on the
forwarding domain, except the incoming interface.

The destination address (dstaddr) is a multicast address object. The al11 option corresponds to all multicast addresses

in the range 224.0.0.0-239.255.255.255.

To configure the multicast policy in the CLI:

config firewall multicast-policy
edit 1
set name "basic"
set srcintf "any"
set dstintf "any"
set srcaddr "all"
set dstaddr "all"
next
end

To configure the multicast policy in the GUI:

1. Goto Policy & Objects > Multicast Policy an click Create New.
2. Enter the required information:

Create New Policy

Name @ basic
Incoming Interface O any -
QOutgoing Interface O any -
Source Address = all *®

+
Destination Address B all x

+
Action @ DENY
Enable SNAT (B
Protocol Any -
Name basic
Incoming Interface any
Outgoing Interface any
Source Address all
Destination Address all

3. Click OK.

Sample policy with specific source and destination interfaces

This multicast policy only applies to the source port wan1 and the destination port internal.
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To configure the multicast policy in the CLI:

config firewall multicast-policy
edit 1
set name "SrcDst"
set srcintf "wanl"
set dstintf "internal"
set srcaddr "all"
set dstaddr "all"
next
end

To configure the multicast policy in the GUI:

1. Goto Policy & Objects > Multicast Policy an click Create New.
2. Enterthe required information:

Create New Policy

Name @ SrcDst
Incoming Interface [ wanl A
Outgoing Interface [ internal -
Source Address = all *®

+
Destination Address B all x

+
Action @ DENY
Enable SNAT (B
Protocol Any -
Name SrcDst
Incoming Interface wan1
Outgoing Interface internal
Source Address all
Destination Address all

3. Click OK.

Sample policy with specific source address object

In this policy, packets are allowed to flow from wan1 to internal, and sourced by the address 172.20.120.129, which is
represented by the example addr-1 address object.

To configure the multicast policy in the CLI:

config firewall multicast-policy
edit 1
set name "SrcAdd"
set srcintf "wanl"
set dstintf "internal"
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set srcaddr "example addr-1"
set dstaddr "all"
next
end

To configure the multicast policy in the GUI:

1. Goto Policy & Objects > Multicast Policy an click Create New.
2. Enter the required information:

Create New Policy

Name @ SrcAdd
Incoming Interface [# wan1 -
QOutgoing Interface [ internal A
Source Address =2 example_addr-1 x

+
Destination Address B all x

+
Action @ DENY
Enable SNAT (B
Protocol Any -
Name SrcAdd
Incoming Interface wan1
Outgoing Interface internal
Source Address example_addr-1
Destination Address all

3. Click OK.

Sample detailed policy

This policy accepts multicast packets that are sent from a PC with IP address 192.168.5.18 to destination address range
239.168.4.0-255. The policy allows the multicast packets to enter the internal interface and then exit the external
interface. When the packets leave the external interface, their source address is translated to 192.168.18.10.

config firewall address
edit "192.168.5.18"
set subnet 192.168.5.18 255.255.255.255
next
end

config firewall multicast-address
edit "239.168.4.0"
set start-ip 239.168.4.0
set end-ip 239.168.4.255
next
end

config firewall multicast-policy
edit 1
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set srcintf "internal"

set dstintf "external"

set srcaddr "192.168.5.18"
set dstaddr "239.168.4.0"
set snat enable

set snat-ip 192.168.18.10

ﬂ To configure multicast policies in the GUI, enable Multicast Policy in System > Feature

0 4 Visibility.

Using multi-VDOM mode

When using multi-VDOM mode, it is important to avoid causing a multicast network loop by creating an all-to-all multicast
policy. By default, on models that support NPU virtual links, changing the vdom-mode to mul ti-vdom will create a pair
of npu0_vlink0 and npu0Q_vlink1 interfaces in the same root VDOM. By virtue of the all-to-all multicast policy and the fact
the npu0_vlink interfaces are virtually connected, it forms a multicast network loop.

Therefore, when using multi-VDOM mode:

1. Ensure there is no existing all-to-all multicast policy before changing to multi-VDOM mode.

2. Ifan all-to-all multicast policy must be defined, ensure that no two connected interfaces (such as npu0_vlinkO and
npuO_vlink1) belong in the same VDOM.

This configuration will result in a multicast loop:

config system global
set vdom-mode multi-vdom

end
config firewall multicast-policy
edit 1
set logtraffic enable
set srcintf "any"
set dstintf "any"
set srcaddr "all"
set dstaddr "all"
next
end

show system interface
config system interface
edit "npuO vlinkO"
set vdom "root"
set type physical
next
edit "npuO vlink1"
set vdom "root"
set type physical
next
end
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FortiExtender

There are two configuration modes available on the FortiGate for FortiExtender integration: WAN extension mode and
LAN extension mode.

Managed) and Admin Guide (Standalone).

x For information about configuring FortiExtender, see the FortiExtender Admin Guide (FGT-

WAN extension mode

In WAN extension mode, the FortiExtender works as an extended WAN interface in IP pass-through mode. The
FortiGate manages FortiExtender over the CAPWAP protocol in IP pass-through mode, and is integrated into FortiOS as
a manageable interface.

11 = LTESG{ Internet )

FortiGate FortiExtender

Sample configurations in WAN extension mode could include connecting a FortiExtender to two FortiGates in HA active-
passive mode, or connecting two FortiExtenders to two FortiGates in HA active-active mode to provide dual active
redundancy for wireless WAN access.

For more information, see FortiExtender and FortiGate integration in the FortiExtender (Managed) Administration Guide.

LAN extension mode

The LAN extension configuration mode allows FortiExtender to provide remote thin edge connectivity back to the
FortiGate over a backhaul connection. A FortiExtender deployed at a remote location will discover the FortiGate access
controller (AC) and form an IPsec tunnel (or multiple tunnels when multiple links exist on the FortiExtender) back to the
FortiGate. A VXLAN is established over the IPsec tunnels to create an L2 network between the FortiGate and the
network behind the remote FortiExtender.

FortiExtender FortiGate

(thin edge) (access controller)
. 1 C >
LAN ports wan Intemet wan -
wan2

IPsec VPN tunnels
p——

. A ! .
N ";‘ - .
LAN extension

LAN VXLAN interface

For more information, see FortiExtender as FortiGate LAN extension in the FortiExtender (Managed) Administration
Guide.
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Adding a FortiExtender

To add a FortiExtender to the FortiGate, create a virtual FortiExtender interface, then add a FortiExtender and assign the

interface to the modem. Like other interface types, the FortiExtender interface can be used in static routes, SD-WAN
(see Manage dual FortiExtender devices), policies, and other functions.

To create a virtual FortiExtender interface in the GUI:

1. Go to Network > Interfaces and click Create New > FortiExtender.

2. Enter a name for the interface.

3. Configure the remaining settings as needed. See Interface settings on page 135 for more details.

New Interface

Name fext
Alias
Type F FortiExtender

Estimated bandwidth @ 1000
500

Address

Retrieve default gateway from server @

Distance 5

Qverride internal DNS ©

Administrative Access

1Pvd Speed Test HTTPS
PING O FMG-Access
O snmp OF™M

— Security Fabric

4. Click OK.

2 | Kbps Upstream

< kbps Downstream

QHTTP ®
O ssH

FortiGate

5 FGDocs

Additional Information

@ API Preview

@ Documentation

& OnlineHelp &'
W Video Tutorials ('

[0 RADIUS Accounting

To add a FortiExtender in the GUI:

1. Go to Network > FortiExtender and click Create New > Extenders.
2. Enteryour FortiExtender's serial number in the Serial number field.
3. Optionally, set an Alias for the FortiExtender.
4. |nthe State section, enable Authorized.
5. Set Interface to the FortiExtender interface.
6.
information.
Create New FortiExtender
Serial number | FX211E0000000000
Alias
ot @ Commecten
Authorized @©
Additional Information
Modem 1 @ API Preview
Interface 3 fext - > EditinCLI
Default SIM Il SIM2  Carrier  Lowest cost @ Documentation
SIM1PIN > & OnlineHelp &
SIM2 PIN » W Video Tutorials
GPS ©
Auto SIM switch (0
Cancel
7. Click OK.
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8. Inthe extenders list, right-click on the FortiExtender and select Diagnostics and Tools to review the modem and SIM

status, and other details about the FortiExtender.

To create a virtual FortiExtender interface in the CLI:

config system interface
edit "fext"

next
end

set
set
set
set
set
set
set
set

vdom "root"

mode dhcp

allowaccess ping https speed-test
type fext-wan

role wan

snmp-index 18
estimated-upstream-bandwidth 1000
estimated-downstream-bandwidth 500

To configure the FortiExtender in the CLI:

config extender-controller extender
edit "FX211E"

next
end

set
set
set
set

authorized enable

device-id 1

extension-type wan-extension
profile <profile>

config wan-extension

end

set modeml-extension <fext>

To verify the modem settings in the CLI:

get extender modem-status FX211E0000000000 1

Modem O:
physical port: 2-1.2
manufacture: Sierra Wireless, Incorporated
product: Sierra Wireless, Incorporated

AR

For information about configuring FortiExtender, see the FortiExtender Admin Guide (FGT-
Managed) and Admin Guide (Standalone).

Direct IP support for LTE/4G

Direct IP is a public IP address that is assigned to a computing device, which allows the device to directly access the

internet.
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When an LTE modem is enabled in FortiOS, a DHCP interface is created. As a result, the FortiGate can acquire direct IP
(which includes IP, DNS, and gateway) from the LTE network carrier.

Since some LTE modems require users to input the access point name (APN) for the LTE network, the LTE modem
configuration allows you to set the APN.

Ay
S L4
q LTE modems can only be enabled by using the CLI.

To enable direct IP support using the CLI:

1. Enable the LTE modem:

config system lte-modem
set status enable
end

2. Check that the LTE interface was created:

config system interface
edit "wwan"
set vdom "root"
set mode dhcp
set status down
set distance 1
set type physical
set snmp-index 23
next
end

Shortly after the LTE modem joins its carrier network, wwan is enabled and granted direct IP:

config system interface
edit wwan

get
name : wwan
ip : 100.112.75.43 255.255.255.248
status oup
defaultgw : enable
DHCP Gateway : 100.112.75.41
Lease Expires : Thu Feb 21 19:33:27 2019
dns-server-override : enable
Acquired DNS1 : 184.151.118.254
Acquired DNS2 : 70.28.245.227

PCs can reach the internet via the following firewall policy:

config firewall policy
edit 5
set name "LTE"
set srcintf "port9o"
set dstintf "wwan"

FortiOS 7.0.17 Administration Guide 453
Fortinet Inc.



Network

set srcaddr "all"
set dstaddr "all"
set action accept
set schedule "always"
set service "ALL"
set utm-status enable
set fsso disable
set nat enable
next
end

Sample LTE interface

When an LTE modem is enabled, you can view the LTE interface in the GUI and check the acquired IP, DNS, and

gateway.

To view the LTE interface in the GUI:

1. Go to Network > Interfaces.

2. Double-click the LTE interface to view the properties.

3. Lookinthe Address section to see the Obtained IP/Netmask, Acquired DNS, and Default Gateway.

@ Dashboard > Edit Interface
XX Security Fabric > Interface Name  wwan (00:A0:C6:00:00:00)
[ FortiView > Alias
 Network v Link Status Up @
% Interfaces P Type Physical Interface

DNS

Tags
Packet Capture

Role @ | Undefined
% SD-WAN

Performance SLA

© Add Tag Category

SD-WAN Rult
vies Address
Static Rout
aticroutes Addressing mode

Policy Routes Status

Rl Obtained IP/Netmask
OSPF
BGP Expiry Date
. Acquired DNS
Multicast
Default Gateway
£ System > .
Retrieve default gateway from server @
B policy & Objects >

Q

4. Click Return.

Manual [slz[eld
@ Connected

100.112.75.43 Renew
255.255.255.248

2019/02/22 12:00:22
184.151.118.254 70.28.245.227
100.112.75.41

[ Return | Cancel

To configure the firewall policy that uses the LTE interface:

Go to Policy & Objects > Firewall Policy.
Edit the LTE policy.

a 0D =

Click OK.
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Limitations

* Most LTE modems have a preset APN in their SIM card. Therefore, the APN does not need to be set in the FortiOS
configuration. In cases where the internet cannot be accessed, consult with your carrier and set the APN in the LTE
modem configuration (for example, inet.bell.ca):

config
set
set

end

+ Some models, such as the FortiGate 30E-3G4G, have built-in LTE modems. In this scenario, the LTE modem is
enabled by default. The firewall policy via the LTE interface is also created by default. Once you plug in a SIM card,
your network devices can connect to the internet.

Sample FortiGate 30E-3G4G default configuration:

config
set
set
set
set
set
set
set
set
set
set
set
set

end

system lte-modem
status enable
apn "inet.bell.ca"

system lte-modem
status enable
extra-init ''
manual-handover disable
force-wireless-profile O
authtype none
apn "'
modem-port 255
network-type auto
auto-connect disable
gpsd-enabled disable
data-usage-tracking disable
gps-port 255

config firewall policy

edit
se
se
se
se
se
se
se
se
next
end

LLDP rec

Device detection can scan LLDP as a source for device identification, but the FortiGate does not read or store the full
information. Enabling LLDP reception allows the FortiGate to receive and store LLDP messages, learn about active
neighbors, and makes the LLDP information available via the CLI, REST API, and SNMP.

FortiOS 7.0.17
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3
t srcintf "internal"
t dstintf "wwan"
t srcaddr "all"
t dstaddr "all"
t action accept
t schedule "always"
t service "ALL"
t nat enable
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You need to enable device-identification atthe interface level, and then 11dp-reception can be enabled on
three levels: globally, per VDOM, or per interface.

To configure device identification on an interface:

config system interface
edit <port>
set device-identification enable
next
end

To configure LLDP reception globally:

config system global
set lldp-reception enable
end

To configure LLDP reception per VDOM:

config system setting
set lldp-reception enable
end

To configure LLDP reception per interface:

config system interface
edit <port>
set lldp-reception enable
next
end

To view the LLDP information in the GUI:

1. Goto Dashboard > Users & Devices.
2. Expand the Device Inventory widget to full screen.

Device Type Status Interfaces
[ Other identified device S @ Online == Oport3

£ Refresh | & Edit Delete | Search Q i}

Status & Device User Address Interfaces 0s

[] @ Other identified device @

© Online. @ artist 172222222 ¥ port3 Artist EOS/4.20.4

To view the received LLDP information in the CLI:

# diagnose user device list
hosts
vd root/0 44:0a:al0:0a:0a:0a gen 3 req S/2
created 10290s gen 1 seen 0s port3 gen 1
ip 172.22.22.22 src 1lldp
type 20 'Other Network Device' src 1lldp id 155 gen 2
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os 'Artist EOS ' version '4.20.4' src 1lldp id 155
host 'artist' src 1lldp

To view additional information about LLDP neighbors and ports:

# diagnose lldprx neighbor {summary | details | clear}

# diagnose lldprx port {details | summary | neighbor | filter}

# diagnose lldprx port neighbor {summary | details}

Note that the port index in the output corresponds to the port index from the following command:

# diagnose netlink interface list port2 port3 | grep index
if=port2 family=00 type=1 index=4 mtu=1500 1link=0 master=0
if=port3 family=00 type=1 index=5 mtu=1500 link=0 master=0

To view the received LLDP information in the REST API:

"http method":"GET",
"results": [
{
"mac":"90:9¢c:9¢c:c9:c9:90",
"chassis id":"90:9C:9C:C9:C9:90",
"port":19,
"port id":"portl2",
"port desc":"portl2",
"system name":"S124DN3wW00000000",
"system desc":"FortiSwitch-124D v3.6.6,build0416,180515 (GA)",
"ttl":120,
"addresses": [
{
"type":"ipv4d",
"address":"192.168.1.99"

}
]l
"vdom" :"root",
"path":"network",
"name":"11dp",
"action":"neighbors",

"status":"success",
"serial":"FG201E4Q00000000",
"version":"v6.2.0",
"build":866

"http method":"GET",
"results": [

{

"name":"portl",
"rx":320,
"neighbors":1
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"vdom":"root",
"path":"network",
"name":"11ldp",
"action":"ports",
"mkey":"portl",

"status":"success",
"serial":"FG201E4Q00000000",
"version":"v6.2.0",
"build":866

Virtual routing and forwarding

Virtual Routing and Forwarding (VRF) is used to divide the FortiGate's routing functionality (layer 3), including interfaces,
routes, and forwarding tables, into separate units. Packets are only forwarded between interfaces that have the same
VRF.

VDOMs divide the FortiGate into two or more complete and independent virtual units that include all FortiGate functions.
VDOMSs can be used for routing segmentation, but that should not be the only reason to implement them when a less
complex solution (VRFs) can be used. VDOMs also support administration boundaries, but VRFs do not.

Up to 32 VRFs can be configured in each VDOM for any device, but only ten VDOMs can be configured by default on a
FortiGate (more VDOMs can be configured on larger devices with additional licenses).

¢ Implementing VRF on page 458

+ VRF routing support on page 459

+ Route leaking between VRFs with BGP on page 465

« Route leaking between multiple VRFs on page 467

* VRF with IPv6 on page 478

e IBGP and EBGP supportin VRF on page 481

» Support cross-VRF local-in and local-out traffic for local services on page 484

Implementing VRF

VRFs are always enabled and, by default, all routing is done in VRF 0. To use additional VRFs, assign a VRF ID to an
interface. All routes relating to that interface are isolated to that VRF specific routing table. Interfaces in one VRF cannot
reach interfaces in a different VRF.

If some traffic does have to pass between VRFs, route leaking can be used. See Route leaking between VRFs with BGP

on page 465.
L}
S L4
9 Enable Advanced Routing in System > Feature Visibility to configure VRFs.
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To configure a VRF ID on an interface in the GUI:

1. Go to Network > Interfaces and click Create New > Interface.
2. Enter avaluein the VRF ID field.
3. Configure the other settings as needed.

New Interface

Name interface42

Alias VLAN103

Type 2B VLAN - Additional Information

Interface [# internal5 v @ API Preview

VLANID 1 ;

VREID © | 14 @ Documentation
& OnlineHelp

Role @ LAN ~ ¢ Video Tutorials (2

Address

Addressing mode m DHCP | Auto-managed by FortilPAM | PPPoE

IP/Netmask 10.1.22.1/24

IPvé addressing mode m DHCP  Delegated

IPvé Address/Prefix /0

Auto configure IPvé address o )
DHCPv6 prefix delegation fo ]

4. Click OK.
5. To add the VRF column in the interface table, click the gear icon, select VRF, and click Apply.

&3 FortiGate 60E INTERMAL
5 WAN1WAN2
| I I HEEEEEE B M W
# Edit @ Delete Integrate Interface Search Q [® Group By Type ~
Name £ Tune = IP/Netmask ¥ Administrative Access ¥ VRF ¥ DHCP Clients + DHCP Ranges +
222 Best Fit All Columns
© Reset Table ace  1.1.1.1/255.255.255.0 0 1 1.1.1.2-1.1.1.254
10.1.22.1/255.255.255.0 PING 14
Select Columns g
HTTPS
Name SSH
+ Type [SNMP|
+ IP/Netmask @®
 Administrative Access ace  192.168.0.120/255.255.25..  PING 0
 VRF HTTPS
SSH
+ DHCP Clients 'SNMP|
+ DHCP Ranges [++]
s Raf
l Apply Cancel 70% €D |Updated: 11:14:07 & ~

To configure a VRF ID on an interface in the CLI:

config system interface
edit interfaced?

set vrf 14
next
end

VRF routing support

VRF supports static routing, OSPF, and BGP. Other routing protocols require using VDOMs.

FortiOS 7.0.17 Administration Guide 459
Fortinet Inc.



Network

VRF 0 VRF 10

(default) Branch 101

port2 port2 N AS 65101
RS

10.101.101.0/24 2
; 192.168.101.0/24

=

VRF 20

\ Branch 102
port3 port2 \\ AS 65102
FortiGate Hub 1) 10.102.102.0/24 2
AS 65000 ; 192.168.102.0/24
BGP

In this example, BGP is used to update the VRF that it is neighbors with.

The hub is configured with two neighbors connected to two interfaces. The branches are configured to match the hub,
with branch networks configured to redistribute into BGP.

Policies must be created on the hub and branches to allow traffic between them.

To configure the hub:

config router bgp
set as 65000
config neighbor
edit "10.101.101.2"
set soft-reconfiguration enable
set interface "port2"
set remote-as 65101
set update-source "port2"
next
edit "10.102.102.2"
set soft-reconfiguration enable
set interface "port3"
set remote-as 65102
set update-source "port3"
next
end
end

To configure branch 101:

config router bgp
set as 65101
config neighbor
edit "10.101.101.1"
set soft-reconfiguration enable
set interface "port2"
set remote-as 65000
set update-source "port2"
next
end
config redistribute connected
set status enable
end
end
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To configure branch 102:

config router bgp
set as 65102
config neighbor
edit "10.102.102.1"
set soft-reconfiguration enable
set interface "port2"
set remote-as 65000
set update-source "port2"
next
end
config redistribute connected
set status enable
end
end

To verify the BGP neighbors and check the routing table on the hub:

# get router info bgp summary

BGP router identifier 192.168.0.1, local AS number 65000
BGP table version is 2

2 BGP AS-PATH entries

0 BGP community entries

Neighbor \Y A