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About FortiConverter

About FortiConverter

This content explains how to install and use FortiConverter.

FortiConverter helps you migrate your network to Fortinet network security solutions, significantly reducing
workload and minimizing errors. FortiConverter translates configuration files from other vendors’ firewall
products into a valid FortiGate or FortiManager configuration file. Because the output uses command line
syntax, it can either be uploaded as a configuration file or piped to the CLI.

For additional assistance, contact fconvert_feedback@fortinet.com.

Supported versions and conversions

FortiConverter can translate configurations from the following vendors and models. Unless noted as an
exception below, conversions only support IPv4 unicast policy.

If FortiConverter cannot properly translate some of the supported configurations listed from below table, please
kindly contact our product support email alias fconvert_feedback@fortinet.com

FortiGate Conversions

Interface (physical, logical,
loopback, PPPoE)
« Addresses & Address Books

ﬁl:::a:s:- Brick CSIJ_ iMS o Partitions
' « Services & Service Books
« Static Routes
o Zone rule set
6.5.10 « Addresses & Address Groups
6.6.4.2 e« P Add
Bluecoat SGOS roxy ress (group)
6.7.4 « Service
7.0 « Proxy Policy
« Interface
o Addresses & Address Groups
SmartCenter NGX R65 o Il:l(;f:?I Users & Groups
CheckPoint onward *

« Negate Cell

« Policies (rulebases.fws/*.csv)
« RADIUS, TACACS+, LDAP

« Rules (rulebases.fws/*.csv)
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About FortiConverter

Vendor

VSX

Provider-1

ASA

FWSM

10S

PIX

Cisco

FTD (LINA)

I0S XR

Nexus

Meraki
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Models

Versions

7.xX
onward

3.x
onward

10.xto
12.x

15.x

5.x
onward

6.X
onward

4.x/5.x/6.x

5.2/6.x/7.x

N/A

Convertible Objects

Schedules

Services & Service Groups

Static Routes

Traditional IPSec sito-to-site VPN
(Support only before R80.10)
Simplified IPSec sito-to-site VPN

ACLs

Addresses & Address Groups
DHCP Servers

DNS Servers

Interface

IP Pools

Local Users & Groups

NAT (Central NAT)
RADIUS, TACACS+, LDAP
Services & Service Groups
Static Routes

VPN

Addresses & Address Groups &
FQDNs

Interface

IPPools

Policies

Services & Service Groups
Static Routes

Addresses & Address Groups
Interfaces

L3 firewall rules

NAT (Central NAT only)



About FortiConverter

Vendor Models Versions
Sidewinder | '
onward
Forcepoint
Stonesoft o
onward
FortiGate FortiOS Foaz
and above
Huawei USG Series
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Convertible Objects
Services & Service Groups

Addresses & Address Groups &
FQDNs

Interfaces

IP Pools

Policies

Services & Service Groups
Static Routes

NAT (Policy NAT only)

Addresses & Address Groups
Interfaces

Policies/ Sub-policy

Alias

Services & Service Groups
Static Routes

NAT

FortiGate configuration can be
converted based on the version of the
target FortiGate device. However, note
that

Older features might be deprecated
and may not be fully converted
over.

The review is necessary. After
importing the converted
configuration, any CLI commands
that have not successfully imported
can be reviewed on the page.

For more details, please see
"FortiGate configuration migration”
section in the admin guide.

Interface

Zone

Addresses & Address Groups
Services & Service Groups
Policy

Route

Zone

IPSec Policy (VPN)
Security Context

Nat Policy (SNAT)

Nat Server (VIP)
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About FortiConverter

Vendor Models Versions
IBM PAM
Ivanti N/A
ScreenOS
SSG/ISG 4.x, 5.x,
6.X
Juniper
JunOS
SRX 10.x
onward
Juno OS
MX 10.xto
12.x
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Convertible Objects

IPS Sensor

Addresses
Services
User groups
Policies

Addresses & Address Groups &
FQDNs

DHCP Servers & Clients & Relays
Interfaces

Static Routes

Services & Service Groups
Policies

VIPs/MIPs

NAT

IP Pools

VPN

Local Users & Groups

RADIUS & LDAP

Zones

Addresses & Address Groups &
FQDNs

DHCP Servers & Client & Relay
Interfaces

IP Pools

Local Users & Groups

NAT

Policies

RADIUS & LDAP

Services & Service Groups
Static Routes

VIPs/MIPs

VPN (IPSec site-to-site)

Zones

Routing-instances (virtual-router)

Addresses & Address Groups &
FQDNs

Interfaces

IP Pools

Policies

Services & Service Groups
Static Routes

11



About FortiConverter

Vendor Models
Open
Systems
Palo Alto
Networks O
PFSense
Snort

. TZ Series

Seliciall NSA Series
Seplies XG Series
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Versions

PAN-OS
1.X
onward

15+

SonicOS

onward

SFOS
17.0-17.5
MR3

Convertible Objects

Addresses & Address Groups
Services & Service Groups

Addresses & Address Groups &
FQDNs

Interfaces

Local Users & Groups

NAT

Policies

Schedules

Static Routes

Services & Service Groups
Zones

VPN (GlobalProtect VPN not
supported)

Panorama

Addresses & Address Groups
Interfaces

NAT (Central NAT only)
Policies

Services & Service Groups
Static routes

IPS rules

Addresses & Address Groups &
FQDNs

DHCP Servers & Clients & Relays
Interfaces

Local Users & Groups

NAT

Policies

Schedules

Services & Service Groups
Static Routes

Zones

VPN (IPSEC site to site)
SSLVPN

Interface

Zone

Addresses & Address Groups
Service & Service Groups
Users & User Groups

Policy

NAT (XG supports traditional
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About FortiConverter

Vendor Models Versions
Cyberoam
Cyberoam 0S10.6.3
onward
SG Series B
onward
IPS 4.5
Tipping
Point
. TOS v6.5x
Firewall
onward
Vytta VyOS 5.2t06.7
Firebox Fireware
WatchGuard | Series 11.3

XTM Series onward

Zscaler N/A

Exception

Convertible Objects

NAT merge and SG model supports

central NAT mode only)

Addresses & Address Groups
Policies
Services & Service Groups

Interfaces and zones
Addresses and Address groups
Services

Policies

Static Routes

DHCP server & Relay
Application-list

Interface

Zone

Addresses & Address Groups
Services & Service Groups
Policy

Route

Interfaces

Addresses & Address Groups
Services & Service Groups
Policies

Static Routes

IPSec VPN

NAT

Addresses & Address Groups
Services

o Check Point to FGT conversion can support IPv4 multicast policy.

o Check Point, Cisco, and Juniper (Junos only) to FGT conversion can support IPv6 unicast policy.
« Bluecoat conversion supports FortiProxy mode which the generated CLI would be slightly different to

FortiGate mode.
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About FortiConverter

FortiADC conversions (Beta feature)

Convertible

Vendor Models Versions Objects

o Interface
Citrix NetScaler MPX/SDX/VPX NS12.1 o Real servers
e« Pools

« Nodes
o Pools
o Virtual
addresses
F5 N/A o Virtual servers

o Server policies
(FortiWeb
only)

o Real servers
o Server groups

Radware Alteon 30.x )
o Virtual servers

General limitations

FortiConverter is a migration tool, not a migration service. It’s designed to be used as part of a properly planned
migration process.

Supported FortiOS conversions

FortiConverter supports conversions from other vendors to FortiOS 6.4, 7.0, 7.2, 7.4 and 7.6.

Creating final configurations

While FortiConverter significantly shortens the conversion process, a final, useable configuration requires you
to review and audit the FortiConverter output conversion. The FortiConverter tuning capability can help with the
review and audit process.

While you can use the FortiConverter tuning capability to review and fix errors in the conversion, it isn't
designed to perform significant reconfiguration.
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About FortiConverter

Incomplete routing information

In some cases, not all routing information that FortiConverter requires to make a decision about a policy
interface is available. In these cases, it uses the any interface.

IPsec support

FortiConverter converts IPsec configurations to route-based or policy-based IPsec depending on which one the
source configuration is closest to. Users can enable Route-based IPSec for Cisco ASA, PIX,FWSM, Juniper and
Check Point conversions.

Licensing

The trial version of FortiConverter, allows you to complete a conversion and view the results in the Tuning
page. CLI output is disabled, but is available in the fully-licensed version.

When you purchase a license, FortiConverter is unlocked and full functionality is enabled for all supported
vendors. Your paid license entitles you to any new versions of FortiConverter that Fortinet releases until the
license expires, as well as direct engineering support.

FortiConverter requires an Internet connection to verify its license. You can use the software for up to 30 days
without validating the license online.

For more information, see Activating the license on page 21.
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What's new

What's new

This release contains the following new features and enhancements:

« Updated the front end which is implemented by React.
« Supported the conversion of Open Systems firewalls.

FortiConverter 7.4.0 Admin Guide
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Installation

Installation

Download the FortiConverter installer from the Fortinet Technical Support website:
https://support.fortinet.com

To install the FortiConverter application

Double-click the FortiConverter installer (.py.exe).
Click Next.
Read the license agreement, select | accept the terms of the License Agreement, then click Next.

PoOobd =

Select settings if needed, and then click Next.

g omeen

Enable Use HTTPS instead of HTTP to communicate between the
HTTPS browser and the FortiConverter application.
Clear all . . . .

. Delete all previous conversions and logs before installation
history

. starts.
conversions

This button has been disabled, which only allows FortiConverter
to be installed at the path C:\Program

Browse Files\Fortinet\FortiConverter. This prevents non-administrator
users modifying files in FortiConverter, which may cause some
security issues.

5. Click Finish to complete and exit the FortiConverter installer.

To completely remove FortiConverter application and data

Uninstalling FortiConverter application from Windows only removes the application itself, it does not remove
the conversion data or database. If you re-install the application later, the data can still be accessed.

To remove all conversion data

1. Stop the FortiConverter application.
2. Restart your local PostgreSQL database service.
a. Open your Services desktop application.
b. Right-click the service name postgres-django, and select Restart.

FortiConverter 7.4.0 Admin Guide
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Installation

Gi Services

File Action View Help
=@ EGL= HE »8anwp

£ Services (Local) . Senvices [Local)

postgres-django Name - Description Status Startup Type Log On As
&,} Microsoft Passport Container  Manages lou., Manual (Trig...  Local Service

?ﬁﬁ:i::i:\:ie »&L‘:Mlcm;nft Software Shadow... Managesso.. Running Manual Local Syste...

Restart the service »S;}MlcmsuftStDrage Spaces 5. Hostservice... Manual Metwork 5...

S i Microsoft Windows SMS Ra... Routes mes.., Manual (Trig...  Local Syste..
\‘,‘-\L_’;anilla Maintenance Service  The Mozilla .. Manual Local Syste...
»&L‘:Net.Ttp Port Sharing Service  Provides abi... Disabled Local Service
».'.‘\} MNetlogon Maintains a... Running  Automatic Local Syste...
&} Network Connected Device..  MNetwork Co.. Manual (Trig...  Local Service

LMetwork Connection Broker  Brokers con..  Running  Manual (Trig...  Local Syste...
»S\L’ENetwork Connections Manages 0.  Running  Manual Local Syste...
Metwork Connectivity Assis... Provides Dir.., Manual (Trig...  Local Syste..

Metwork List Service ldentifies th.. Running  Manual Local Service
\‘,‘-\L_’;Nstwnrk Location Awareness  Collects an..  Running  Automatic Metwaork 5...
»S\L’ Metwork Setup Service The Networ... Manual (Trig... Local Syste...

Metwork Store Interface Ser..  This service... Running  Automatic Local Service
{;};Oﬁ\ceMSource Engine Saves install... Manual Local Syste..
\‘:\L_’,OfﬂinEFiIE; The Offline ... Manual (Trig...  Local Syste...
»&L’eOptlmle drives Helps the c... Manual Local Syste...

/- Peer Name Resolution Prot...  Enables serv... Manual Local Service
% Peer Metworking Grouping Enables mu Manual Local Service
eer Metworking ldentity M... Provides ide... Manual Local Service
erformance Counter DLL ... Enables rem... Manual Local Service
erformance Logs & Alerts  Performanc.. Manual Local Service
hone Service Manages th.. Manual (Trig...  Local Service
\‘;}:Plug and Play Enablesac.. Running Manual Local Syste...
{ELPNRP Machine Mame Publi... This service ... Manual Local Service
! Partable Device Enumerator... Enfarces gr. Manual (Trig...  Local Syste...

Running
: Power Manages p..  Running  Automatic Local Syste...
S5 Print Spooler This service... Running  Automatic Local Syste...

rinter Extensions and Notif.. This service... Manual Local Syste..
roblem Reports and Soluti..  This service .. Manual Local Syste..
rogram Compatibility Assi... This service... Running  Automatic Local Syste...
Quality Windows Audio Vid... Quality Win... Manual Local Service

adio Management Service  Radio Mana.. Running  Manual Local Service

ealtek Audio Service For coopera.. Running  Automatic Local Syste...
»S\L’ERethEAccEss Auto Conne... Creates a co.. Manual Local Syste...
».‘.';L_‘;RethEAccEss Connection... Manages di...  Running  Manual Local Syste...

emote Desktop Configurat.. Remote Des.. Manual Local Syste..
-&\L’ emote Desktop Services Allows user... Manual Metwaork 5...
»5.); Remote Desktop Services U...  Allows ther.. Manual Local Syste...
ﬁ}ﬂemuta Procedure Call (RPC) The RPCSS .. Running  Automatic Metwork 5.
\E'-\L_’;Remuta Procedure Call (RP...  In Windows... Manual Metwork 5.,

3. Install the latest version of pgAdmin 4, which can be downloaded at https://www.pgadmin.org/.
4. Using pgAdmin 4, create a server record.

o Goto Object > Create > Server.
5. Set both the username and password to "postgres".

FortiConverter 7.4.0 Admin Guide
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Installation

£ 0

General Connection S5L  Advanced

Host localhost
name/address

Port 5432
Maintenance postgres
database

Username postgres
Password

Save password? []

Role

6. Open the newly created service record, right-click the database "djangodb", and select Delete/Drop.
Click OK.

8. If you receive the error message: "there is 1 other session xxx", terminate all other existing external
connections, except for the connection from pgAdmin 4.

a. Make sure FortiConverter has been stopped.
b. Click the "djangodb" database.

c. GotoTools > Query Tool, then enter the following PSQL script.

SELECT
pg terminate backend(pid)

FROM
pg _stat activity

WHERE--
don't kill my own connection!
pid <> pg backend pid()
-- don't kill the connections to other databases
AND datname = 'djangodb';

N

d. Click Execute.
9. Restart the pgAdmin 4 tool, and drop "djangodb" again, if available.
10. Re-create a database with the name "djangodb" by going to Object > Create > Database .
11. Click Save.

FortiConverter 7.4.0 Admin Guide
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Installation

E Create - Database

General Definition Security Parameters SQL

Database | djangodh)| |
owner £, postgres v
Cornment

12. Delete all existing conversion folders to avoid a name conflict. Conversions are, by default, stored at
C:\Users\<UserName>\AppData\Roaming\Fortinet\FortiConverte

r\conversions.

13. Uninstall the program.

14. Delete all remaining files and folders in the FortiConverter folder, located at C: \Program
Files\Fortinet\FortiConverter.

System requirements

FortiConverter requires one of the following Microsoft Windows 64-bit platforms:

o Microsoft Windows 11

o Microsoft Windows 10

« Microsoft Windows 8

o Microsoft Windows Server 2022
o Microsoft Windows Server 2019
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Installation

o Microsoft Windows Server 2016
o Microsoft Windows Server 2012

A web browser is required.
An Internet connection is required to periodically verify the software license.

For any questions not covered in this content, contact FortiConverter customer support at fconvert
feedback@fortinet.com.

Activating the license

By default, FortiConverter is installed with a limited trial license. If you have purchased a full license, download
it to unlock the complete feature set.

To purchase a license, use your usual Fortinet sales channel. For other licensing issues, see Licensing for more

information.
\‘ ! 'l
q If you have already activated a license for the legacy FortiConverter application on
- your device, the new application automatically uses that license when it’s installed.

To activate the license

1. Double-click the FortiConverter shortcut.
2. Click License.
3. Copy the Hardware ID value to the clipboard.
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Installation

4.

7.

9.

Ensure you have purchased a license, then sign in to the Fortinet Technical Support web site:
https://support.fortinet.com/
Registration uses a simple, four-step wizard that is commonly used for many Fortinet products.

On the first page of the wizard, enter the registration code you received when you purchased your
FortiConverter product.

Registration

Wizard

n Regrtraticn Cote > 2 > 3 > 4

Specify Registration Code

Enter the Hardware ID you copied earlier, an optional description, and choose your Fortinet partner from
the list.

Contract

stering FortiC

Registration

l.... T
B3 -

n Registration Code > n Registrationbnfo > 3 Agreement > 4 Verfication > 5 Completion

Specify Fortinet Registration Information

Hardw.are 1D

Product Description:

Fartinet Pariner™ ¥

After you agree to the license terms, the final page of the wizard allows you to download the license file
(licfile).

Contract

tiCOrmerTer

Registration

n Registration Code > E Registration Info > u Agregment = n Verification > H Completion

Registration Completed

Thank you for choosing Fominet produdt. Yow registration prodess had sudoessTully completed. Pledse be sware that the registration information may not reflect on your

product immedistely, a delay (Up 10 4 hours) can ooour.

Product Infa

Gereral
Producs Model: FamiComwerter
Serial Number: FCOS0M 000001 0135
Registratbon Date:  2014-01-24
Description: MNAA
Partmer:
License File: License File Download

In FortiConverter, from the License tab, click the icon next to License File, then navigate and select the
icfile.

Click Activate.

FortiConverter validates the license file and changes your Activation Status from Trial to Activate. Your
license is valid for all FortiConverter software updates released until the date specified by License Expiry
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Date.After the license is activated, the expiry information is under the License tab.

Enabling remote connections

FortiConverter is designed as a web application. The application (FortiConverter.py) should be run with
Administrator privileges because it reads and writes data from/to high privilege directories. For security
concerns, the default configuration only allows connections from users on the localhost.

To enable remote access to the web application

1. Run notepad as an administrator and open the start .bat file located in the directory C: \Program
Files\Fortinet\FortiConverter\.

2. Update the value of --host to 0.0.0.0 (the port change is optional).
For example:

call "%$install dir%\Python36\python.exe" start.py --host 0.0.0.0 --port
8000

3. Run notepad.exe as an administrator and open C: \Program
Files\Fortinet\FortiConverter\converter\backend\mysite\mysite\settings.py

4. Add the wildcard IP address "' (match ANY) into allowed ALLOWED_HOSTS.
For example:

ALLOWED HOSTS = [
'localhost','127.0.0.1"',"'*",
]

Run FortiConverter on different Windows users

From FortiConverter v6.0.1, you are able to run the FortiConverter as different Windows users of the same
host.

Each user has an individual conversion list.

As long as a user with administrator privileges on the host installs the FortiConverter tool, all users including the
standard users can run FortiConverter.
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About PostgreSQL Version Upgrade

The FortiConverter version 7.0.6 upgrades from PostgreSQL version 16.2 to 16.4.

Please carefully examine the following before upgrading to FortiConverter 7.0.6 and above or

rollback to an older version:

FortiConverter Installation Direction PostgreSQL Database Data Migration

Upgrading FortiConverter from
version 7.0.5 or above to the current
version

Upgrading FortiConverter from
version 6.0.2 or above to the current
version

Upgrading FortiConverter from
version 6.0.1 or below to the current
version

Downgrade FortiConverter from the
current version to version 7.0.4 or
below

Downgrade FortiConverter from the
current version to version 7.0.5 or
above

The old conversion data will still be preserved and accessible
in the new version's PostgreSQL database.

The old conversion data will be automatically migrated to
the new version's PostgreSQL database.

The old conversion data will not be migrated to the new
version's PostgreSQL database. There are too many
differences between 6.0.1 and 7.0.6 so it would be better to
redo the conversions with the current version. However, if the
old data should be preserved, please first upgrade to a version
between 6.0.2 and 7.0.4, and then upgrade to the current
version.

The new conversion data completed in the current version will
not be migrated back to the older version's PostgreSQL
database

Please first run the uninstaller on the existing build and
then install the older build. The conversions data of the existing
build should still be preserved and accessible in PostgreSQL
database after the installation.

« If you encountered a bug during the data migration, or for some other reason you do not want to

migrate the data, please check the "Clear all history conversion" option during installing. This will skip

the migration process and install a clean database instead.
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If any additional assistance is required, Please contact fconvert
feedback@fortinet.com and send us the log file located in
C:\ProgramData\Fortinet\ForiConverter\temp\install.log

Resolve PostgreSQL CVEs

Background

FortiConverter v7.0.3 GA release comes with PostgreSQL version v12.16, and these CVEs are detected with
PostgresSQL v12.16 by FortiClient:

PostgreSQL CVE-2023-5869 Buffer Overflow Vulnerability
PostgreSQL CVE-2023-5868 Information Disclosure Vulnerability
PostgreSQL CVE-2023-5870 Denial of Service Vulnerability

FortiConverter application uses an embedded version of PostgreSQL.
Data folder: C:\ProgramData\Fortinet\PostgreSQL\12
Binary folder: C:\Program Files\Fortinet\FortiConverter\pgsql12

Precondition

You have FortiConverter v7.0.3 or earlier version installed.

Your FortiClient reported a high CVE risk and requires to upgrade to v12.17 or v15.5.
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Solution 1: Upgrade to PostgreSQL v12.17

Upgrade to FortiConverter v7.0.4 patch release.

Then download and install the latest GA release v7.0.4 from Fortinet support portal.

Solution 2: Upgrade to PostgreSQL v15.5

Currently FortiConverter still comes with PostgreSQL v12.x by default since upgrade to PostgreSQL v15.x

requires data migration process.

If you would like to upgrade to a newer version of PostgreSQ, such as version 15.5, follow the steps below to

complete the transition by installing a standalone version of PostgreSQL.

After the database transition, all previous/historical conversions will disappear.

Step 1 - Stop Postgres Services

1. Goto Windows > Services on your local computer and stop all the Postgres services.
2. The service named "postgres-django" was installed by FortiConverter application. Right click to stop this

service.

Servert
Filg Agbon  Wiew  Help
e | D d = HE B 0w
| 24 Services Aocal | Servess [Lecal)
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L Payreeprity grnd BOFCISE Wan.
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L Peer Metwerdong Groupng
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£ Parfermance Loge & Al
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&8 pritgees-dango
P ——TAT
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Mebweile 5.

After the service "postgres-django" is stopped , delete the binary folder "C: \Program

Files\Fortinet\FortiConverter\pgsqgll2"

Step 3 - Download and Install New PostgreSQL

Download and install PostgreSQL 15.5-1 release from the EDB official site.
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Step 4 - Check New PostgreSQL Status

After the installation, double check if the new version of PostgreSQL v15.5 is running.

Go to Windows > Services again, make sure the service status is Running.

Servioes
Fide Acton Wew Help

-

Sernced (Loca)

Dttty
Prireidhes relatscnal ditabicde Nodige.

Step 5 - Run "pgAdmin4"

L
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Run the "pgAdmin 4" application from your local computer.

-

pgidmn 4
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O poadmin
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' pgadmin 4
¥ poga tour
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Step 6 - Check PostgreSQL Configurations

Connect to the server, right click over PostgreSQL 15 and make sure the configurations as following:
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e username: postgres
« password: postgres
« server listening on localhost 5432

Step 7 - Create An Empty Database

Create an empty database named: djangodb

Ot Explone B = O . Deshrbosrd Fropeles S0L  Jsielics Dependencies  Depencents  Prodetses
w (5N P 1"1.!":‘. (5

= Databad

- = e Podl gl 15 o B
] General  Conngdlioh  Pariiilen  SSHTu!ARE Advenos
p W Catakeg
» [T et Togxan Hioa rames' sl dnes s oo ot

B Exta npang

' h_ Pt R
» B Foregn Date Wrappe
B L] e RAS I EN BN
b i Puleasens A
» Searad U AT pertlgres
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w T psigran Herbens ]

- Bl G
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» W Canaloga Rz
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s Bllabony | W T DR
" P
b Tl £l
- B hoinay Bt (10}

- Fort 8437

WA FTIAATY A FARLAESA S

Step 8 - Correct the Python File Path

Open the windows command prompt.

Enter->cd "C:\Program Files\Fortinet\FortiConverter"
Run -> more migrate.bat to display the migration scripts.

Copy the outputs from the above command and paste into a text editor.

O rODdD-=

Replace the 3rd line with below:
cd "%$install dir%\converter\backend\mysite"

6. Replace the "python.exe"file path:
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2echa on
set install_dirsscds
cd "Sinstall_dicshconverteribackendmysite™

manage.py migrate auth
“&1\PythonI1lhpython.exe™ manage.py migrate contentiypes

"1\ Python31 1 python. exe™ sanage.py migrate bluecoat B812_bowarningtabs_referenced
“1WFythondllhpython. exe™ manage.py migrate checkpolint PR3I3_auto_J9231208_L1738
“w1vPythondllypython. exe™ manage.py migrate cisco @066_ciscosnmpserver

1% Py thon311ypython. cxe® manage.py migrate conversion 8828 _auto_d8230630_02a8

=414 Python311 python. e manage.py migrate converter @196 _prosysdd rgrp_comment

“H 1\ Python3l1ypython manage.py migrate f5 @@81_initial

S 1% Python31 1y python manage.py migrate filevpload 2883_auto_ 20208113 8435

=414 Python3d1l 1 python. axe™ sanage.py migrate forcepoint B812_auto_X8230714_1345

St 1Py thondllypython manage.py migrate fortigate @@@l_initial
“wr1\Python3llhpython.exe® manage.py migrate homepage @801 _initial

"1 Python3l 1 python. exe” sanage.py migrate huswel B8819_hwinterface_eth_trunk

=t 1\Pythondll\python. axe™ sanage.py migrate ibm 2084_ibmrule_is_duplicate
“t1\Pythondllhpython.exe™ manage.py migrate junocs @@25_josifrange_disable

1% Python311vpython. exe® manage.py migrate scresnos BB8E_auto_2@X2@815_1R55

"1 Python311\ python. exe” sanage.py migrate License 8881_initial

“H 1\ Py thon311ypython manage.py migrate lucent 2882 _alter_brickstaticroute_is_walid
“H1%Python311yvpython. e manage.py migrate mcafee B8849_ipsec

- EESEY Sig1" Python3 11 pythan. exe"|
. e Call "%install_dirs\\Python3llivpythen. exe™ :

= Eak Bem @ Far. %ar

Step 9 - Run the Migration Script

1. Paste the rectified batch scripts into a Windows command prompt.
2. These scripts will create data tables for the FortiConverter database "djangodb".

Alternatively, you can also save these scripts into a bat file and run the scripts from the command prompt.
Make sure the execution pathis"C: \Program Files\Fortinet\FortiConverter".

B Command Frompt - call “Ci\Peogrem Filey\Fortinei ot ponerter’ Python 11 Ty pythone ™ mansge py rurasreer —irascene - call “C\Program Filey' Fortine\F oot covertar, o 4
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Step 10 - Update FortiConverter Binaries

After PostgreSQL is updated to version 15.5, the FortiConverter application’s binaries also need to be manually
updated to accommodate the new version.

Copy the binaries below from the newly installed PostgreSQL 15.5 folder:

From folder:

C:\Program Files\PostgreSQL\15\bin

To folder:

C:\Program Files\Fortinet\FortiConverter\converter\backend\mysite\conversion engine
Binary file list:

Libcrypto-3-x64.d11
Libintl1-9.d11
Libpg.dll
Libssl-3-x64.d11
Libwinpthread-1.d11
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Step 11 - Test FortiConverter

Test and run the FortiConverter application from your desktop.
The previous conversions should no longer be there after the migration.

Now your FortiConverter application is running with a standalone PostgreSQL v15.5.

| ‘ﬂ = | bin
_ Home Shane WVigw
- - |
L
Mame Date medified Type Cire
# Cuick sccess Wy epg 1 LSS 1 255 A ApPICENon WD RE
= 3 1178/ 11:33 AM Applicafion exfen... T T34 K
B Deskiop 4 9 igudesTdn 2023 11:33 P T TR
& Doweloads * j suingT.dil 1203 1133 AM Application exten LEM KB
.'11 —— + A icuicET.dil 11/ 872023 11233 AM Application exten.. GOKE
§ 3“\- sewtu Tl TR 11233 AM Apphiatign exfen., LIRKR
= Pctures * ™ - s .
4 euucET.dll 117872023 11233 AM Application exften... 1,280 KE
Bash-scripts W it 118203 11:33 AM Apphostien 150 KE
color aghlighting W asolstiontester 11782023 11:33 AM Application TIKB
COFEITICn_gngine = Eborypte-3akd dil 11782023 11:33 AM Application eafen... 44598
liks 3 Ebeurldll 117872023 1133 AM Aapplicaticn efen MAKE
2.1y y bject File Library 21K
) B8 bourlih 117872023 11233 AM Object F ) 21 KB
& Onelrive - Persanal [ b pcpgdt /872023 11:33 AM Application exten.. 1 kE
B This BC _': Ebecpg_compat.dil 117872023 11233 AM Application exden... I5KB
B 30 Objects i Ebigor 21 TIB/2023 11:33 AM Application exten... 1,508 KB
=1 . " -
4 Whintl-9.dl 117872023 11:33 AM Application exfen.. 455 KB
I Desktop = N TETT . .
. 4 Ehlzd.dil 11/8/3023 11:33 AM Application exden... 116KB
(] Documents L Ebpgtypes.dll 1182023 11:33 AM Application exten TREE
A Downloads i Ebpq.dil 11752003 11:33 AW Application exten... 106 KB
Jr Music W kg pepeline TIR/2023 11233 AM Apphcaticn B KE
= Prctures ' bpq_testclient 11782023 11233 AM Application 47 KB
J Video: W sbpq_ui_regress T18/2023 1133 AM Bpplication Er)
v SR 11 t| A & 3
. Diske £ H:-:-u:l-}xﬂﬂ 117872023 11:33 AN pp'!tl.!tl'l Enfen., TS KE
| hwinpahsead-1.d1 /872023 11:33 AM Application exten... 5248
o Neswork 2 Beemilzdll 117872003 11:33 AM Application exten L150KE
5 Esht il 117872023 11:33 AM Application exten... 159 KB
'-'1\'; b pandldll TR 11233 AM Apphcation eien., £ KR
W oidiname 11/8/2003 11:33 AM Application T5KB
W py_smichedk File defenplion: sidlname - exarmine the e structune | 126 KB
. Company: PostgreS0L Global Develepment Group I
¥ po_srchavecleanup Fibe wersian: 15.0.5 23311 i
w Py basebackisp Date created: 1/21/2024 T35 PM 173KB
W po_checksumns Se 45 KB SKB
LK
' pao_condig 117872023 11233 AM Application T4 KB
W po_controldsts T1/B2003 11:33 AM Apphtaticn KB
' poctl 117872023 11233 AM Application 16KEB

The default data folder is changed to: "C: \Program Files\PostgreSQL\15\data".
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&% AW+ HOE

Backup and Restore History Conversions

Please follow the steps below if you need to back up your history conversions and restore them to another
computer.

Backup

1. Install the latest version of pgAdmin 4, which can be downloaded at https://www.pgadmin.org/.
2. Right click on Servers and select Register > Server to connect to the database of FortiConverter:

W poadmin 4
Browser S B ®E Q, >_ Dashboard Properties
w = Servers I

Deploy Cloud Instance. ..
Create

Refresh...

Remove Server Group

Properties...

3. Input a name the server in tab General, click on tab Connection and input the following information:
a. Host name/address:"127.0.0.1" (or “localhost”)
b. Username: "postgres”
c. Password: "portgres"
d. Click Save.
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4. Open the server, right-click on the database django and select Backup...:

= Register - Server

General Connection 351

Host 127.0.0.1
name/addres

5

Port £432
Maintenande astares
database pasigre
Username postgres
Kerberos

authenticatio »

n?

Password R
Save ‘
password?

Role

Service

o @

W pgadmin 4

2SH Tunnel Advanced

x ciose @ reset | [EY )

EEladmin  Filev Object™ Tools™ Help™

Browser
~ B Servers (1)
~ [EF FortiConverter
w [ Databases ()
w = djangodb
» [ Casts
» ‘9 Catalogs
» T Event Triggers
» ) Extensions
3 = Foseign Data Wr
% Languages
» 5 Publications
w B Schemas (1)
¥ <& public
¥ 10 Subscriptions
» = postgres
y &b, Login/Group Roles
» Tablespaces

E = Q> Deshboard

Create 3

Delete/Drop
Refresh...

Restore..,

CREATE Script

Disconnect from database
Generate ERD
Maintenance..

Grant Wizard

Search Objects..

PSOL Tool

Query Tool

Properties..

5. Select a path in Filename and click Backup:
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6.

Resto

Backup (Database: djangodb) oM
General Data/Objects  Options

Filename CAUsers\YourwindowsAccount\Documents\DjangoDBBackup.sgl O

Format Custom
Compression ratio

Encoding

Number of jobs

Role name

0O © X Close 4% Reset

The backup file, which will be referred as database backup file, would be saved to the specified path.

Go to path and backup all the folders, which will be referred as conversion backup files:
C:\Users\<Windows user

name>\AppData\Roaming\Fortinet\FortiConverter\conversions

re

Move the database backup file and the conversion backup files to the computer you would like to
restore FortiConverter.

Install the same version of FortiConverter as the old computer on the new one. Please do not do
any conversion on FortiConverter before restoring the data.

Follow the same process in the backup steps to install pgAdmin and connect to the database of
FortiConverter.

Open the server, right-click the database djangodb and select "Delete/Drop" to delete djangodb.
Right click on the database server of FortiConverter and select Create > Database.
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EAdmin  File~ Object> Tools~ Help>
Browser & m = Q »_ Dashboard

w 5 Servers (1)

s ¥ FortiConvenes

Database...

= Refresh
¥ E. Loy s i wrup e

) Tablespaces

6. Input "djangodb" as the database name and click Save to recreate it.
= Create - Database o M

General Definition Security Parameters Advanced S0OL

Database [ djangodt]
Owmer 2, postgres
Comment

e a ¥ Close &) Reset m

7. Right click on djangodb, select Restore.
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W pghdmin £
GEladmin Filev Objectv Toolsv Helpv
Browser & @™ ® Q »  Dashboard
w B Servers (1) —
w (¥ Forticonverter g ﬂ
w = Databases (2)
w = djangodh 1
» [ casts Create >y
Catalogs
3 ¥ Catalog Delete/Drop 5
i, Event Triggers
et i Refresh
» ) Extensions ]
PP Resoe..
Backup
» Languages
CREATE Script

¥ % Publications

v W Schemas (1) Disconnect from database
£ -

» = public Genarale ERD
¥ '3 Subseriptions Maintenance
» = postgres Grant Wizard...
» &b Login/Group Roles Search Objects
¥ Tablespaces PSOL Tool
Query Tool
Properties

8. Select the path of the database backup file retrieved from the Backup process above, and click

Restore:

Restore (Database: djangodb) *
General Data/Objects Options

Format Custom or tar

Filename C:\Users\YourWindowsAccount\Documents\DjangoDBBackup.sql |
Mumber of jobs

Role name Select an item

O © Restore

9. Install the version of FortiConverter you want.
10. Gotopath C:\Users\<Windows user

name>\AppData\Roaming\Fortinet\FortiConverter\conversions and copy the

conversion backup files into this folder.
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11. Open FortiConverter, and the backup conversions should be accessible on the conversion page.
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FortiGate Configuration Migration

To perform the FortiGate migration, you need to provide two input configurations: the source, and the default
target device configuration. After running the conversion and proceed to the summary page, you can download
the converted configuration and upload it to the device.

Fortinet Conversion Wizard

1. Start the FortiConverter. When the start-up is complete, a browser window automatically opens to
http://127.0.0.1:8000.

At the top-right corner of the window, click New Conversion.
Enter the name for the conversion configuration.

Select Fortinet block from the below.

Click OK.

o~ OODd

The page turns to the Start page.

Requirements

Configurations that are removed by default

Configurations that may block device-accessing can be removed by FortiConverter, you might need to
configure these settings manually after the configuration restoration. The settings you should check on are:

« The administrator password

o The IP of interface "mgmt"

« The "accprofile" setting of administrators
« The "trusthost" setting of administrators

To preserve the administrator password and trusthosts, please enable the option Preserve default admin
user password and trusthost settings at the start page.
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For FortiGate conversion, the default admin account settings may be overwritten after the configuration
restoration. For example, if the old FortiGate set the default admin access to disabled, you should temporarily
enable this admin access before the restoration.

config system global
set admin-maintainer enable
end

VDOM mode migration

If the source config has VDOM mode enabled, please also enable the VDOM mode on the target device and
create all the user-defined VDOMs which you want to migrate on the target device with the same names. Then
use the config backup as the target default config. As a result, both the source config and the target default
config will contain the titles "config global" and "config vdom".

Transparent mode

#config-version=FGT60E-6.0.10-FW-build0365-200617:opmode=0:vdom=0:user=admin
The "opmode=0"in the configuration header does not affect the setting on the FortiGate.

If you want to change the opmode to transparent mode, you should add the CLI below.

config system settings

set opmode transparent

set manageip 172.23.1.111/255.255.255.0
end

s‘é’, FortiConverter does not change these CLI during the conversion. If

the source configuration has been set to the transparent mode, then,
it'll keep this settings in the configuration after the conversion.

The conversion output consists of two main parts:

1. The first part is the default configuration of the target device.

2. The second part starts with the commented out line "#migrated config starts", and follows with the
migrated source configuration.

If you want to modify the output config manually, we suggest you modify only the second part because the
definition from the first part will be overwritten by the following definition.

Importing output configuration into FortiGate

ﬂ Please follow the steps in this video:
I https://youtu.be/UBjSE-Kb9EM?t=2220

FortiConverter 7.4.0 Admin Guide
Fortinet Inc.


https://youtu.be/UBjSE-Kb9EM?t=2220

FortiGate Configuration Migration

Fortinet Start Options

Setting

Profile

Description

Description

Enter a description of the conversion.

Config mode change

Source Configuration

Target Device Default
Configuration

Migrate SSL VPN to IPsec
VPN

Conversion Options

Enable this option if you only need to convert the config from one mode to
another mode instead of migrating the config into another device. When
this option is enabled, only the source configuration needs to be input.
Currently, 2 kinds of mode conversions are supported:

1. Policy mode to Profile mode conversion.

2. |Interface Split conversion

Select the input configuration file or a device.

FortiConverter needs the default configuration of the target device to
extract interface or other information of the target device. The default
configuration should contain the same VDOM as those in the source
config.

So if the source device contains multiple VDOMs, users should also create
VDOMSs with the same name on the target device before back up the
default configuration.

Enable this option if you need to migrate the source config’'s SSL VPN into
IPsec VPN. When this option is enabled, only the source configuration
needs to be provided.

Append new object to
avoid overwriting existing
one

Migrate device Hostname
and Alias

Discard interfaces with
neither references nor IP

Policy mode to Profile
mode conversion

FortiConverter 7.4.0 Admin Guide
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Enable this option to append configurations such as interface, route,
Central-Nat table, and DHCP Server into the pre-exist configuration on
the device.

Enable this option to migrate your hostname and alias in config system
global setting.

Note that if the hostname in source config is the Serial Number, it’ll be
skipped by converter even if this option is enabled.

When this option is enabled, those interfaces which do not have IPs and
are not referenced anywhere in the config will be discarded directly.

When selected, the config will be converted from FortiOS NGFW Policy
mode to Profile mode, instead of converting to another device.
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Setting Description

Interface Split conversion When this option is enabled, the policies with multiple source or destination
interfaces will be split into equivalent policies with single source and
destination interfaces. After splitting, the "Interface pair view" can be used
in FortiGate GUI.

Preserve default admin By default, FortiConverter removes the password and trusthost settings in
user password and the default admin account to prevent accessing issues. Enable this option
trusthost settings to preserve those settings.

Config Information

Setting Description

Information of The device model name and the firmware build information of the source
Configurations and target devices are shown in this table.

Configuration file names are shown in the table as a link. Click the link to
see the content. The file won’t show if it’s too large.

Managed Device Name The name of the managed device which the converted interface or route
configuration would be imported in FortiManager. (Only available when the
output format is FortiManager)

Detect Messages Some warning or error message detected in the parser would be shown in
this table. If an error message occurs, users would be blocked to process
the conversion further.

Users should fix the problem manually and restart a new conversion.

Source Configuration The number of each type of objects are shown in the preview table.
Preview

Fortinet interface mapping

At the interface mapping step, double-click the table cell from the FortiGate Interface column to modify
interface mapping.

You can either select an existing entry from the name list or manually input a desired interface name to map.

FortiConverter 7.4.0 Admin Guide
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o To select the appropriate FortiGate interface, click the value in the FortiGate Interface column, and then
select a value or enter a custom interface name.

« To edit other values, double-click the proper column. Use the toolbar icon on the right to show and hide
columns. You can also use the Tuning page to create mappings after the conversion is complete.

o Toimport a set of interface mappings from a file, click Import.
« To download the current set of interface mappings, click Export.

« To delete an interface, select the entry and right-click to select Delete Selected. This is useful if your
target FortiGate has fewer interfaces than the source configuration.

FortiConverter v7.03Build0259 (®)

& Start My Conversions | FortiGateConversionDemo » Settings

§ ConfigInformation
E e @ vDOM v Source Interface v FortiGate Interface ¥ Mode/IP-Netmask v Type v Access ¥ VLANID vI|=

I ata Interface Mapping

8 root(5)
dmz dmz 101010125525525. % physical PING HTTPS FGFM
internal lan 1921682254 255255 % physical PING HTTPS SSH
modem modem pppoe % physical FGFM
wan1 portl 72.234200.11255.255.. % physical PING HTTPS SSH
[ ECEEEEN Sl enerew
port2
Export Save Next
Setting Description
VDOM Shows the virtual domains used in the conversion. ("root" by default)
Source The original interface name extracted from the source configuration
Interface file.

e.g. Cisco ASA conversion may display - "GigabitEthernet0/0"
FortiGate conversion may have — "internal1" or "port1"

FortiGate This is the interface name to be mapped into the target FortiGate.
Interface Click to assign a FortiGate port or input the interface name manually
for each interface. (Only available when the output format is
FortiGate)
e.g. Cisco ASA conversion you may map "GigabitEthernet0/0" to
llport1 n
FortiGate conversion you may want to map "internal1" to "port1"
Members Shows any members, if they are set.
IP-Netmask Shows the IP address and netmask of the connection.
Type Shows the type of interface.
Access Shows which protocols has permission to access each interface.
Import Click to load a set of interface mappings from a text file.
Export Saves the current set of interface mappings to a text file.
Delete Click to delete the selected mapping item.
Selected
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Fortinet Conversion Result

Setting Description

Conversion Summary Provides basic information about the conversion.

Device Summary Provides statistics about the detected objects.

To download your finished conversion, click Download Configurations, located in the top-right corner. Your
download conversion is a configuration file.

The conversion output consists of two main parts:

1. The first part is the default configuration of the target device.
2. The second part starts with the commented out line "#migrated config starts", and follows with the
migrated source configuration.

If you want to modify the output config manually, we suggest you to modify only the second part because the
definition from the first part will be overwritten by the following definition.

Migrate SSL VPN to IPsec VPN

This feature allows user to migrate existing SSL VPN configuration into IPsec VPN configuration. To perform
the FortiGate SSL VPN to IPsec VPN migration, only src config is needed. After the migration then proceed to
the summary page to download the migrated configuration. The following changes are made:

1. SSL VPN web portals are migrated into phase1 interfaces (the mapped ippool, user/user group, interface
name can be edited)

2. Adefault phase2 object will also be generated.

3. VPN policies’ source Interface ssl.<vdom_name> are replaced by corresponding migrated phase1-
interface.

Migration process

1. Select the option Migrate SSL VPN to IPsec VPN at the start page and input.
2. Proceed the conversion to the page SSL VPN Information.
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3. Atthe SSL VPN Information page, double-click the web portal table column headers: IP Pools, mapped
User/Group, mapped phase1 name to edit the content.

Setting Description

The selected ip pool will be used in the migrated
IP Pools VPN IPsec phase1 object as either ipv4-start-ip,
ipv4-end-ip or ipv4-start-ip, ipv4-netmask

The selected user/group will be used in the
User/Group migrated VPN IPsec phase1 object as
authusrgrp

The settings define the migrated VPN IPsec
Mapped Phase1 Name phase1 name, the length should be between 1
to 15 characters.

Migrate to IPsec Check to migrate the selected web portal

At the SSL VPN Information page, double-click the web portal table column headers: IP Pools,
Mapped User/Group, Mapped Phase1 Name to edit the content.

FortiConverter ®
& san My Conversions | sshpnripsec
Bl Condginformanion i .
S5L VPN Settings Wi Tt -
e
Pert A Scamen Imeriace I
[ P £ Spaproe Addee
Doty Pornal -
a
B VM - “ i = Twwel Made  ~ el Mede = IPPosh = el Ui oroup 2 Plapoed Phase] Mams  Migeate 10 BPaec =

B sygmt-wdom (]
tull-secann SELVPM_TURMKEL_ADCS e
s e

tunrwl scowia SSLVPM_ TURNEL_ADDE
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Edit “tunnel-access”

Mame

IP Pools

SSLVPN_TUNMNEL_ADDRA

Selected Usar/Group

Mapped Phase1 Name funnel-access

Migrate to IPsec [ ]

FortiConverter

B Comveruon Summany

I & 551 vo IPuec Mapping

M Comersions | sshpieipsec = Tuning B Downicas Corkg
1 i et 5 F—
W | VOOM = = Hame = Tunrsibdode = WebrbMode = Mapped Mussel Hame = Phune IKI Vierskon v

B  mgmt wom |1

Doesebect A

Frugesy wpem pivass 1 CLI
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FortiGate Configuration Obfuscator Tool

This feature can be used to obfuscate |P addresses, object's names, and confidential information for the case
when the configurations cannot be sent without scrubbing.

1. On the left-sidebar, select Obfuscator to enter the page.

FortiConverter

|s] My Conversions

O Trash

All Conversions
o New Folder

&  Obfuscation

— :
— Devices

;) License

© About

2. 2. Select the types you want to obfuscate. Note that if the object name is unselected, the second row will

be disabled.
Configuration Obfuscator Tool
Transforms FortiGate configuration and substitute the confidential information.
Type IPv4 IPv6 IPv6 MAC address Password, Pre-Shared Key SSID Comment, Description Object Name
Object Names Interface Zone Address Address Group IPPool VIP VIP Group Service Service Group VPN Policy

3. 3. Upload the FortiGate configuration and click Obfuscate Config.
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Configuration Obfuscator Tool

Transforms FortiGate configuration and substitute the confidential information.

Type IPv4 IPv6 IPv6 MAC address Password, Pre-Shared Key SSID Comment, Description Object Name

Object Names Interface Zone Address Address Group IPPool VIP VIP Group Service Service Group VPN Policy

Source Configuration FCON_FGT90G_761_22699915_20250104_1

B Obfuscate Config I

4. Options description

IPv4

IPv6
FQDN
MAC Address

Password,
Pre-Shared key

SSID
Comment

Object Name

Object Name

Global find IPv4 addresses include the unicast, multicast, private network,
and address range pattern and substitute.

Global find IPv6 addresses and substitute.

Global find FQDN and Wildcard-FQDN address and substitute.
Global find MAC addresses and substitute.

Global find ENC *** pattern and substitute with the string "012345678".

Global find ssid name and substitute.
Global find set comment|comments and remove the line.

Global find object names according to the selected object name categories

Interface

Zone

Address

Address Group

IPPool

VIP

FortiConverter 7.4.0 Admin Guide
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Find object names under the config system interface and substitute with
INTERFACE INDEX. It won't change the default FortiGate interface
name like "wan1", "port2", "dmz," etc.

Find object names under the config system zone and substitute with
ZONE_ INDEX.

Find object names under the config firewall address and substitute with
ADDR_INDEX.
It won't change the name like "all", "any", etc.

Find object names under the config firewall addrgrp and substitute with
ADDRGrp_ INDEX.

Find object names under the config firewall ippool and substitute with
IPPool _INDEX.

Find object names under the config firewall vip and substitute with VIP
INDEX.
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Object Name

VIP Group Find object names under the config firewall vipgrp and substitute with
VIPGrp_ INDEX.
Service Find object names under the config firewall service custom and

substitute with SERV__INDEX.
It won't change the name like "all", "any", etc.

Service Group Find object names under the config firewall service group and substitute
with SERVGrp INDEX.

VPN Find object names under

config vpn ipsec phase1, config vpn ipsec phase2 config vpn ipsec
phase1-interface, config vpn ipsec phase2-interface and substitute
with VPN _INDEX or VPN INTF INDEX.

Policy Find "set name" under the config firewall policy and substitute with
POLICY_INDEX.

*Note that the text substitution follows the order below.

IP Address > SSID > (substitute object name with the following order) > VPN > Interface > Zone > address and
group > ippool > vip > vip and group > service and group

According to the substitution order above, if the object name contains an address string (commonly used in
IPPool and VIP), it won’t be replaced with the name IPPool_INDEX or VIP_INDEX because the IP address has
higher order.

For example, in the case below, the output replaces the IP string in the object name instead of using IPPool_
INDEX while other objects such as VIP remains the same.

config firewall ippool
edit "ippool-10.161.192.11"
set endip 10.161.192.11
set startip 10.161.192.11
set type overload
next
end

(After run the obfuscator)

config firewall ippool
edit "ippool-10.90.31.207"
set endip 10.90.31.207
set startip 10.90.31.207
set type overload
next
end

FortiConverter 7.4.0 Admin Guide
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3rd Party Security Vendors Conversion

Alcatel-Lucent Conversion

Alcatel-Lucent differences

Conversion support

FortiConverter supports the conversion of the following Alcatel-Lucent Brick features:

« Interfaces

o Host Groups

o Service Groups

« Zone Brick Rulesets

Fortinet plans to support the following Lucent features in a future FortiConverter release:

o NAT

o Schedule

« VPN

« Hosts Behind Zone

Address and address group configuration

« Lucent host addresses are mapped to FortiGate addresses.
« Lucent host groups are mapped to FortiGate address groups.
« Virtual Brick Addresses (VBA) aren't supported.

Interface configuration

« FortiConverter assigns default VLAN configuration directly to physical interfaces.

« FortiConverter considers all VLANs named "*" or "Port Default" to be the default VLAN configuration.

« Domain Addresses aren't supported.

Service and Service Group configuration

o Lucent Service Groups are mapped to FortiGate Service Groups.
o Lucent service ™" maps to FortiGate service "any".

FortiConverter 7.4.0 Admin Guide
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Policy configuration

Lucent Brick Zone Rulesets operate at the zone level, which has no direct equivalent in FortiGate. Zone
rulesets need to be translated into equivalent FortiGate policies.

Lucent Brick FortiGate

Partition1 [ Partition2 vdom1 } vdom?2

Rulesets Policies

FortiConverter translates Lucent Brick rules by separating traffic into two categories: inter-partition and intra-
partition.

« Inter-partition traffic behaves like inter-VDOM traffic, and is simple to convert to FortiGate policies.
« Intra-partition traffic is more complicated to convert because multiple zone rules can be applied.

FortiConverter handles the inter-partition traffic by creating a general policy for each rule.

FortiConverter handles the intra-partition traffic by looking for all matches between two zone rulesets.
FortiConverter looks at 3 fields: source, destination, and service. All 3 fields must overlap for the rules to
match. FortiConverter creates a policy for each match using the intersection of each field.

The action of the rules determines the action of the converted policy, as shown in the following table:

Rule 1 Rule 2 Policy
Pass Pass Accept
Pass Drop Deny
Drop Pass Deny
Drop Drop Deny
FortiConverter 7.4.0 Admin Guide 51
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Inter-partition Deny policies have higher priority than intra-partition policies, while inter-partition Accept policies
have lower priority than intra-partition policies.

Lucent default ruleset "firewall" is currently unsupported.

VDOM configuration
o Lucent partitions map to FortiGate VDOMs.

+ VDOM names are limited to 11 characters. FortiConverter truncates longer names to 11 characters.
o Lucent partition "Default" maps to the FortiGate root VDOM.

Example conversion

The following block diagram and tables illustrates a Lucent configuration with 2 partitions and 3 zones.

lab-hosts office-hosts

Zone ethO Ruleset

Rule Num Direction Destination Service Action
1000 Out 192.168.1.15 172.30.10.1/24 * Drop
1001 Both 192.168.1.0/24 172.30.10.1/24 * Pass

Zone eth1 Ruleset

Rule Num Direction Source Destination Service Action
1000 In * 172.30.10.5-172.30.10.20 TCP Pass
1001 Both 192.168.1.132 172.30.10.9 * Pass

Zone eth2 Ruleset

FortiConverter 7.4.0 Admin Guide
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Rule Num Direction

1000

Source

Both *

Destination

10.10.15.0/24

Service

HTTP

Action

Pass

This Lucent configuration creates the following FortiGate configuration. Inter-partition rules are in bold.

office-hosts

lab-hosts
ethO ethl

VDOM lab-hosts Policies

Policy Src Dst
Num Interface Interface
10000 eth0 any
10001 eth0 eth1
10002 eth0 eth1
10003 eth0 any
10004 any eth0
10005 eth1 eth0
10006 eth1 any
10007 any eth1

VDOM office-hosts Policies

Policy Src Dst

Num Interface Interface
10000 any eth2
10001 eth2 any

eth2

Source

192.168.1.15
192.168.1.0/24

192.168.1.132
192.168.1.0/24
192.168.1.0/24
192.168.1.132
192.168.1.132
192.168.1.132

Source

any

10.10.15.0/24

Destination

172.30.10.1/24

172.30.10.5 -
172.30.10.20

172.30.10.9
172.30.10.1/24
172.30.10.1/24
172.30.10.9
172.30.10.9
172.30.10.9

Destination

10.10.15.0/24

any

Saving the Alcatel-Lucent source configuration file

Overview

Service

Service

HTTP
TCP

Action

Deny
Accept

Accept
Accept
Accept
Accept
Accept
Accept

Action

Accept
Accept

This document provides a step-by-step guide for extracting your Lucent Brick configuration. Fortinet provides a
Perl script, extractConfig.pl that will read the Brick configuration and extract it into a data format that the
FortiConverter can use. FortiConverter can then convert the Brick configuration into its FortiGate equivalent.
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Prerequisites

Perl 5 needs to be installed on the machine for the script to run.
ActivePerl 5.16.3 was used for this example.

The machine also needs to have the Alcatel-Lucent CLI administration tools installed.

ForextractConfig.pl, please download the script from the FortiConverter
application. Click the question mark, a pop-up window will lead you to this instruction
guide. At the same time, click download to get the script file.

?

How to get configuration?

Pheara downioad the sorip and Folow th
vt ien I dtr 5 B L ugent - iCk coniybr st kon

Wi i A o B e - P b e e

This script is also available in the FortiConverter tool’s GitHub:

https://github.com/fortinet/forticonverter-tools/blob/main/extractConfig.pl

Example Procedure

1. In this example, the target configuration is in the "lab" group, as shown in the SMS GUI tool screenshot
below. FortiConverter needs configuration information from the Brick Devices, the Brick Zone Rulesets,
the Host Groups, and the Service Groups.
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 Fila Edit

Monitor Windows WUlilities Help
Security
Alcatel-Lucent @ Management
Server
?EE""" = |[@ Folder: nab
? Devices
£ ericks
‘ o [ Policies

o- (2] Brick Zone Rulesets
o~ () Host Groups
(1 Service Groups
[ Domain Name Groups
(£ Application Filters
5 Dependency Masks
o (C1 VPN
o (2 User Auth

‘|

2. Open acommand terminal.

2] x

Tvpe the name of a program, folder, document, or
Internet resource, and Windows will apen it For you.

Qpen: I crmd

=

ﬁﬁtart' | & J

3. Log on to an SMS administrator account that has access to the target group.
In the command line, type: 1smslogon <admin> <outputDirectory>.

In this example, the admin account is "dunxingzhang". The output directory is

C:\users\dunxingzhang\.
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Apyright 17852083 Microszoft Corp.

C:sDocuments and Settingsdunxingzhang?lsms logon dunxingzhang c:susersdunxingzha

1
Enter your passwvord: _

4. Run the Perl script in the command line by typing: per1 extractConfig.pl <systemGroup> all
In this example, the target group is "1 ab", and the script has been copied to the admin’s home directory,
C:\Documents and Settings\dunxingzhang.

file in the link below: https://github.com/fortinet/forticonverter-

\‘é', For a detailed instruction of the script, please see the README
= tools/blob/main/README.md

e L WINDOWS system3Z) condexe

C:sDocuments and Settingssdunxingzhangiper]l extractConfig.pl lab all

The script will show its progress as it extracts each object and ruleset
e CAWINDOWS system32' crd.exe

entriezs... 9Ixlemzcndi}: [list servicegroup

K

seryicegroupl: 74 entriez... F4xlemzcnd(}: [list servicegroup
LHE Services ]

SERVIGES : 0K

sarvicegroupl: 94 entriez... PSxlemezcmd{}: [lizt zervicegroup

96xlemscrd(): [list servicegroup

LIST SERUICES : 0K
|
Process [ servicegroupl: 94 entries... done

C:sDocuments and Sett ingssdounsxingshang

5. When it is completed, the output will be saved in the output directory designated in step 3. A directory is
created for each category, and each object in a category is saved to its own text file.
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O durangehang
o My Dooumerts
i My raguber
& My Nateork Places
Congratulations!
You have successfully extracted your Lucent Brick configuration.
6. Compress all the directories as a zip file.
Alcatel-Lucent conversion wizard
The administrator password is not set on the new configuration.
For third-party conversions, the trusted host settings are converted. Check the trusted
host settings to ensure they allow management access from the relevant network

interfaces.

To start a new conversion

1. Start FortiConverter.

2. When start-up is complete, a browser window automatically opens to http://127.0.0.1:8000.

3. Click New Conversion, located at the top right corner.

4. Enter a name for the conversion configuration.
5. For Vendor, choose Alcatel-Lucent block.

6. Choose a Model, if applicable.

7. Click OK.

The configuration page opens to the Start page, and you can input your settings.

Alcatel Start options

This table lists the start settings.

FortiConverter 7.4.0 Admin Guide
Fortinet Inc.

57



3rd Party Security Vendors Conversion

Setting Description

Description Enter a description for the configuration.

Output format Select the appropriate output for your target Fortinet device.

FOS version The configuration syntax is slightly different among FortiOS 6.4, 7.0, 7.2,
7.4 and 7.6. Select the version that corresponds to the FortiOS version on
the target.

Source Configuration Select the input file (.zip). Ensure the input configuration is in .zip format.

See Saving the Alcatel-Lucent source configuration file on page 53

Discard unreferenced Specifies whether addresses, schedules, and services that aren't
firewall objects referenced by a policy are saved and added to the output.

This option can be useful if your target device has table size limitations.
You can view the unreferenced objects that FortiConverter removed on the

Tuning page.
Enable host behind zone Specifies whether FortiConverter restricts the destination or source IP
attribute addresses in the firewall policy it generates to the ones specified by the

"host behind zone" settings in the source configuration.

When this option is disabled, FortiConverter ignores the "host behind zone"
settings, and it uses the destination or source IP address specified by the
source rule in the output policy.

Convert Administrative Specifies whether FortiConverter includes the default "administrative zone"
Zone ruleset ruleset in the output configuration.
The "administrative zone" ruleset is designed for device management, in
most cases, it isn't required in the output configuration.

Increase Address and You can customize the maximum table sizes that FortiConverter uses

Service Table Sizes for when "Adjust table sizes" is selected. For more information, see Adjusting

High-End Models table sizes on page 232.

Enable intra-partition zone  Specifies whether FortiConverter creates FortiGate policies for traffic

rule set merge within a partition that the source configuration applies the multiple zone
rulesets to.

For more information on how FortiConverter converts intra-partition zone
rulesets to a FortiGate policy, see Alcatel-Lucent Conversion on page 50.

Include input configuration Specifies whether FortiConverter includes the input configuration lines
lines for each output policy used for each FortiGate policy in the FortiGate configuration as a policy
comment.

Address comment Specifies whether FortiConverter copies the address comment from source
configuration to the converted FortiGate address.

Interface comment Specifies whether FortiConverter copies the interface comment from the
source configuration to the mapped FortiGate interface.

Service comment Specifies whether FortiConverter copies the service comment from the
source configuration to converted FortiGate service.
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Setting Description

Policy index start from 1 When selected, the serial number of firewall policies will start from 1
instead of 10000 instead of 10000.

Target device (optional) Select the model of the target device, or select a device connected to

FortiConverter.

Device selection

Setting Description

Select the firewall to Select a specific firewall to include in the conversion.

convert

Source Configuration The numbers of each type of firewall object are shown in the preview table.
Preview Click the object number to see detailed information on each object. In each

type of object, click the button Export CSV to export the current object
info as CSV file.

Partition & Zone rule selection

Setting Description
Select all partitions Select to select all partitions or clear it to de-select all partitions
Partition selection Select the partition to include the partition to the conversion. Include

the individual zone rules within a partition.

Zone rule selection Select or de-select the zone rule to include in the conversion.

Lucent Interface Mapping

You can manually map the interface.
o To select the appropriate FortiGate interface, click the value in the FortiGate Interface column, and then
select a value or enter a custom interface name.

« To edit other values, double-click the proper column. Use the toolbar icon on the right to show and hide
columns. You can also use the Tuning page to create mappings after the conversion is complete.

o Toimport a set of interface mappings from a file, click Import.
« To download the current set of interface mappings, click Export.

« To delete an interface, select the entries you would like to delete, right click and select Delete
Selected. This is useful if your target FortiGate has fewer interfaces than the source configuration.
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The limit of the length of interface names in FortiOS is 15 characters. Interfaces in the source config which
have longer names should be trimmed to a shorter name. It is recommended to trim the names manually to
ensure readability. But if a quick trimming is needed, please select the entries, right click and select Trim
Interface Name to trim the names into 15 characters automatically.

Setting Description

VDOM Shows the virtual domains used in the conversion. ("root" by default)

Source Shows each interface on the Alcatel-Lucent firewall.

Interface

FortiGate The input field for corresponding FortiGate interface names. Click to

Interface assign a FortiGate port or input the interface name manually for
each interface. (Only available when the output format is FortiGate)

Normalized The input field for corresponding normalized interface names, which

interface would be configured in the ADOM database in FortiManager. Click
to assign a port or input the interface name manually for each
interface. (Only available when the output format is FortiManager)

Device The input field for corresponding interface names in the managed

interface devices in FortiManager. Click to assign a port or input the interface
name manually for each interface. (Only available when the output
format is FortiManager)

Members Shows any members, if they are set.

IP-Netmask Shows the IP address and netmask of the connection.

Type Shows the type of interface.

Access Shows which protocols has permission to access each interface.

Import Click to load a set of interface mappings from a text file.

Export Saves the current set of interface mappings to a text file.

Delete Click to delete the selected mapping item.

Selected

Trim Interface

Name

Trim the interface names which exceed 15 characters into 15
characters automatically.

Lucent Route Information

FortiConverter creates static routes in the output using the static routes it detects in the source configuration

and any routing information you provide.

Double-click an item to edit it.
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New Route Click to add a route.
Edit Click to edit the selected route.
Delete Click to delete the selected route.

Alcatel-Lucent Conversion result

Tab Description

Conversion Summary It provides statistics about the conversion.

Reports Generate PDF reports including converted and unconverted objects list.

VDOM Information It shows how VDMS were mapped from the source device to the new
device.

Interface Mapping It shows how interfaces were mapped for each VDOM from the source
device.

Device Summary It provides statistics about the detected objects.

FortiConverter includes error and warning messages into the conversion when an error

ﬂ oceurs.
% Review the config-all. txt file after each conversion for errors. These errors and
warning messages might cause the import process to fail, if not corrected. See for
more details.
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Bluecoat Conversion

Conversion support

FortiConverter supports the following features:

o Address (group)

o Proxy Address(group)
« Service

« Proxy Policy

Forticonverter supports conversion to either Fortigate or FortiProxy devices. The converted config would be
slightly different in interface and/or Proxy Policy category.”

Saving the Bluecoat source configuration files

Backup Configurations

1. Make sure that the SSH client you are using is set to write the output to a file:

2. Forexample, in PuTTY, select Session > Logging. Ensure that All Session output radio button option is
selected to log all session output.

3. Connect to the Edge SWG CLI via SSH.

4. Enter enable mode.

5. Type the following command: "show configuration expanded noprompts with-keyrings
unencrypted"

Note: If you are running version 7.x, the above command will not work, it has been removed. In version 7.x, the
Workaround is to set security private-key-display unencrypted option in config mode before running show
configuration expanded noprompts command. After set that option you can see configuration output with
keyring information.

Blue Coat#configure terminal

Blue Coat# (config)security private-key-display unencrypted
ok

Blue Coat# (config)exit

Blue Coat#show configuration expanded noprompts

The expanded configuration will be written to the file you specified in step 1; this may take some time
depending on the size of your configuration. This copies the entire configuration as well as the security keyrings
(both private and public keys), unencrypted.

Reference: https://knowledge.broadcom.com/external/article/ 165964
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Bluecoat conversion wizard

To start a new conversion

1. Start FortiConverter.
2. When start-up is complete, a browser window automatically opens to http://127.0.0.1:8000.
3. Click New Conversion, located at the top right corner.

4. Enter a name for the conversion configuration.

5. For Vendor, choose Bluecoat from the drop-down list.

6. Choose a Model, if applicable.

7. Click OK.

The configuration page opens to the Start page, and you can input your settings.

Bluecoat start options

Forticonverter supports conversion to either Fortigate or FortiProxy devices. The converted config would be
slightly different in interface and/or Proxy Policy category.

This table lists the start settings.

Description Enter a description of the configuration.
Output Format Select whether to convert to FortiGate or FortiProxy device.

The configuration syntax is slightly different among FortiOS 6.4, 7.0, 7.2, 7.4
FOS Version and 7.6. Select the version that corresponds to the FortiOS version on the
target.

Source Configuration | Select the input file.

Specifies whether addresses, schedules, and services that are not referenced by
Discard unreferenced a policy are saved and added to the output. This option can be useful if your
firewall objects target device has table size limitations. You can view the unreferenced objects
that FortiConverter removed in the Tuning page.

Increase Address and | You can customize the maximum table sizes that

Service Table Sizes FortiConverter uses when Adjust table sizes is selected. For more information,
for High-End Models see Adjusting table sizes on page 232
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Policy index start from | When selected, the serial number of firewall policies will start from 1 instead of

1 instead of 10000

Convert as custom
local category

Use "webproxy" as
default service

DNS is not in use in
the migrated device

Comment Options

Include input

configuration lines for

each output policy

10000.

Bluecoat custom category URLs & URIs will be converted into FPX custom local
category URLs

When this option is enabled, FortiConverter uses the predefined service
"webproxy" by default as the service of proxy policies when no specific service is
specified.

When this option is disabled, FortiConverter uses service "ALL" by default

This option is for FortiProxy migration only. When the device cannot do DNS

lookup by itself, the conversion result will have the following two differences:

1. FQDN addresses cannot be used, so the web URLs will be converted into
proxy addresses with Regex matching.

2. When aforwarding layer is defined in the Bluecoat device, the forwarding
will not be performed by proxy policies in FortiProxy, but by URL matches
instead.

Specifies whether FortiConverter includes the input configuration lines used for
each FortiGate policy in the FortiGate configuration as a policy comment.

Domain Name
Conversion Options

Convert to FQDN
addresses,

e.g: set fqdn
"domain.name"

Convert to FQDN
addresses with
wildcard prefix "*.",
e.g: set fqdn

"* domain.name"

Convert to host-regex
proxy addresses,

e.g: set host-regex
"domain\.name"

Convert to FQDN
addresses with
wildcard prefix and

"k

suffix "*",
e.g: set fqdn
"*domain.name*"
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Convert the Bluecoat objects which have domain names as contents into FQDN
addresses which start with “*.”.

Convert the Bluecoat objects which have domain names as contents into host-
regex proxy addresses.

Convert the Bluecoat objects which have domain names as contents into FQDN
addresses which start and end with “*”.

64



3rd Party Security Vendors Conversion

Bluecoat Interface Mapping

You can manually map the interface.

o To select the appropriate FortiGate interface, click the value in the FortiGate Interface column, and then

select a value or enter a custom interface name.

« To edit other values, double-click the proper column. Use the toolbar icon on the right to show and hide
columns. You can also use the Tuning page to create mappings after the conversion is complete.

o Toimport a set of interface mappings from a file, click Import.
« To download the current set of interface mappings, click Export.

« To delete an interface, select the entries you would like to delete, right click and select Delete
Selected. This is useful if your target FortiGate has fewer interfaces than the source configuration.

The limit of the length of interface names in FortiOS is 15 characters. Interfaces in the source config which
have longer names should be trimmed to a shorter name. It is recommended to trim the names manually to
ensure readability. But if a quick trimming is needed, please select the entries, right click and select Trim
Interface Name to trim the names into 15 characters automatically.

Setting Description

VDOM

Source
Interface

FortiGate
Interface

Normalized
interface

Device
interface

Members
IP-Netmask
Type
Access
Import
Export

Shows the virtual domains used in the conversion. ("root" by default)

Shows each interface on the Bluecoat firewall.

The input field for corresponding FortiGate interface names. Click to
assign a FortiGate port or input the interface name manually for
each interface. (Only available when the output format is FortiGate)

The input field for corresponding normalized interface names, which
would be configured in the ADOM database in FortiManager. Click
to assign a port or input the interface name manually for each
interface. (Only available when the output format is FortiManager)

The input field for corresponding interface names in the managed
devices in FortiManager. Click to assign a port or input the interface
name manually for each interface. (Only available when the output
format is FortiManager)

Shows any members, if they are set.

Shows the IP address and netmask of the connection.

Shows the type of interface.

Shows which protocols has permission to access each interface.
Click to load a set of interface mappings from a text file.

Saves the current set of interface mappings to a text file.
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Setting Description
Delete Click to delete the selected mapping item.
Selected

Trim Interface Trim the interface names which exceed 15 characters into 15
Name characters automatically.

Bluecoat conversion result

Conversion Summary Provides statistics about the conversion.

Device Summary Provides statistics about the detected objects.

FortiConverter includes error and warning messages into the conversion when an error

ﬂ oceurs.
% Review the config-all. txt file after each conversion for errors. These errors and
warning messages might cause the import process to fail, if not corrected. See for
more details.

Bluecoat Layer Merge

FortiConverter is able to merge SSL intercept layer, authentication layer and forwarding layer in Bluecoat into
the proxy policy list in FortiGate.

In Bluecoat proxy rules are separated into multiple layers, and each layer has different functions such as
authentication, SSL intercept, web access and forwarding. A traffic needs to go through one layer to perform
one function and go through the next layer to perform another function.

In FortiGate, those functions are performed by proxy policies and there is only one proxy policy list. When
converting Bluecoat rules, FortiConverter first converts web access layers into proxy policies, then matches the
proxy policies with other layers and applies the action of those layers into the proxy policies.

Currently FortiConverter supports the layer merge of SSL intercept layer, authentication layer and forwarding
layer.

Specify web access layers by adding key strings on page 66

1. SSL Intercept layer merge on page 67
Authentication layer merge on page 68
Forwarding layer merge on page 70

Eol

The order of layer merge on page 71

Specify web access layers by adding key strings

To perform the layer merge, it is required to add the keyword "Web Access Layer" into the name of web
access layers inside the config file. Since FortiConverter cannot always correctly identify web access layers in
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the config, it is needed to manually specify them in the layer name. For example:
Originally, the definition of web access layer name is:

;; Tab: [User WAL]

Please add the keyword "Web Access Layer" into the layer name:

;; Tab: [User WAL Web Access Layer]

When FortiConverter finds the keyword in the layer name, the layer will be marked as a web access layer.

SSL Intercept layer merge

Currently FortiConverter supports merging the SSL intercept rules with the setting ssl.forward_proxy(no) into
proxy policies, and enable SSL SSH inspection for other policies. For example:

If there is a web access rule:

client.address=1.1.1.0/24 url.domain=" fortinet.com" Allow ; Rule 1

It would be converted into a FortiGate proxy policy like this:

config firewall policy
edit 10001
set type explicit-web
set explicit-web-proxy "web-proxy"
set dstintf "INTERNET"
set srcaddr "n-1.1.1.0 24"
set dstaddr " fortinet.com "
set service "webproxy"
set action accept
set ssl-ssh-profile "deep-inspection"
next
end

The SSL SSH profile will be set to "deep inspection” by default.

SSL Intercept layer merge - Full match

If an SSL intercept rule is defined for domain "fortinet.com":

url.domain=" fortinet.com" ssl.forward proxy(no) ; Rule 1

Then the SSL intercept rule covers the whole web access rule, which is a full match, so no SSL SSH inspection
should be performed on the proxy policy. Hence after merging the SSL intercept rule into the web access rule,
the converted proxy policy will become:

config firewall policy
edit 10001
set type explicit-web
set explicit-web-proxy "web-proxy"
set dstintf "INTERNET"
set srcaddr "h-1.1.1.1"
set dstaddr " fortinet.com "
set service "webproxy"
set action accept
next
end

set ssl-ssh-profile "deep-inspection" would be removed from the proxy policy.
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SSL Intercept layer merge - Partial match

If the SSL intercept rule is defined like this:

client.address=1.1.1.1/32 url.domain=" fortinet.com" ssl.forward proxy(no) ; Rule 1

In the SSL intercept rule, only client host 1.1.1.1 is used, but in the web access layer, the whole subnet
1.1.1.0/24 is used, so this is a partial match. In this case, the original rule would not be changed, but another
proxy policy will be created before the original proxy policy:

config firewall policy
edit 50010001 --- The prefix "5xx" is added for new SSL intercept rules.
set type explicit-web
set explicit-web-proxy "web-proxy"
set dstintf "INTERNET"
set srcaddr "h-1.1.1.1" --- The traffic of the SSL intercept rule.
set dstaddr " fortinet.com "
set service "webproxy"
set action accept
next
edit 10001
set type explicit-web
set explicit-web-proxy "web-proxy"
set dstintf "INTERNET"
set srcaddr "n-1.1.1.0 24"
set dstaddr "fortinet.com "
set service "webproxy"
set action accept
set ssl-ssh-profile '"deep-inspection"
next
end

The first proxy policy is created with no SSL SSH profile because host 1.1.1.1 does not need SSL incept
according to the SSL intercept rule. The second proxy policy is converted from the original web access rule,
which needs to do SSL intercept.

The newly created proxy policies from SSL intercept layer merge would have prefix "56xx". For example, if three
proxy policies from SSL intercept are created for proxy policy 10001, their policy names will be 50010001,
50110001 and 50210001.

Authentication layer merge

For authentication layer, FortiConverter supports merging the authentication rules into proxy policies, and adds
the user group into the matched proxy policies.

The user group mentioned in authentication rule would be converted into a user group with prefix “Domain
Users”.

For example, an authentication rule with:
authenticate(Fortinet) authenticate.force(yes)

will be converted into a user group called “Domain Users Fortinet”. A member “Fortinet” will be added into the
group, but users need to check if the configuration needs to be modified.

FortiConverter 7.4.0 Admin Guide
Fortinet Inc.



3rd Party Security Vendors Conversion

If proxy policy matches with an authentication rule, the proxy policy will use the user group from the
authentication rule. If there is already a user configured in the proxy policy, but it matches with a rule with
authenticate(no), then the users inside the proxy policy will be removed.

An example of authentication layer merge:
For the web access rule (the same as the example in the previous section):
client.address=1.1.1.0/24 url.domain=" fortinet.com" Allow ; Rule 1

There is no user configured in the rule.

Authentication layer merge - Full match

If an authentication rule is defined for domain “fortinet.com”:
url.domain=" fortinet.com" authenticate(Fortinet) authenticate.force(yes) ; Rule 1

Then the authentication rule covers the whole web access rule, which is a full match, so the user group
“Domain Users Fortinet” will be applied on the proxy policy. Hence after merging, the converted proxy policy will
become:

config firewall policy
edit 10001
set type explicit-web
set explicit-web-proxy "web-proxy"
set dstintf "INTERNET"
set srcaddr "h-1.1.1.1"
set dstaddr " fortinet.com "
set service "webproxy"

set groups "Domain Users Fortinet" --- the user group from the authentication rule
set action accept

next

end

Authentication layer merge - Partial match

If the authentication rule is defined like this:

client.address=1.1.1.1/32 url.domain=" fortinet.com" authenticate(Fortinet) authenticate.force(yes) ;
Rule 1

In this rule, only client host 1.1.1.1 is used, but in the web access layer, the whole subnet 1.1.1.0/24 is used, so
this is a partial match. In this case, the original rule would not be changed, but another proxy policy will be
created before the original proxy policy:

config firewall policy

edit 60010001 --- The prefix “6xx” is added for new authentication rules.
set type explicit-web

set explicit-web-proxy "web-proxy"

set dstintf "INTERNET"

set srcaddr "h-1.1.1.1" --- The traffic of the authentication rule.

set dstaddr " fortinet.com "

set service "webproxy"

set groups "Domain Users Fortinet" --- the user group from the authentication rule
set action accept

next

edit 10001

set type explicit-web
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set explicit-web-proxy "web-proxy"
set dstintf "INTERNET"

set srcaddr "n-1.1.1.0 24"

set dstaddr "fortinet.com "

set service "webproxy"

set action acceptnext

end

The first proxy policy is created with the user group because only host 1.1.1.1 needs to authenticate according
to the authentication rule. The second proxy policy is converted from the original web access rule, which does
not need authentication.

The newly created proxy policies from authentication layer merge would have prefix “6xx”. For example, if three
proxy policies from authentication layer merge are created for proxy policy 10001, their policy names will be
60010001, 60110001 and 60210001.

Forwarding layer merge

For forwarding layer, FortiConverter supports merging the forwarding rules into proxy policies, and adds the
forward server into the matched proxy policies.

An example of forwarding layer merge:

For the web access rule (the same as the example in the previous section):

client.address=1.1.1.0/24 url.domain=" fortinet.com" Allow ; Rule 1

There is no forward server configured in the rule.

Forwarding layer merge - Full match

If a forwarding rule is defined for domain “fortinet.com”:

url.domain=" fortinet.com" forward("Fortinet") ; Rule 1

Then the forwarding rule covers the whole web access rule, which is a full match, so the forward server
“Fortinet” will be applied on the proxy policy. Hence after merging, the converted proxy policy will become:

config firewall policy
edit 10001
set type explicit-web
set explicit-web-proxy "web-proxy"
set dstintf "INTERNET"
set srcaddr "h-1.1.1.1"
set dstaddr " fortinet.com "
set service "webproxy"
set webproxy-forward-server "Fortinet" --- the forward server from the forwarding
rule
set action accept
next
end

Forwarding layer merge - Partial match

If the forwarding rule is defined like this:

client.address=1.1.1.1/32 url.domain=" fortinet.com" forward(Fortinet) ; Rule 1
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In this rule, only client host 1.1.1.1 is used, but in the web access layer, the whole subnet 1.1.1.0/24 is used, so
this is a partial match. In this case, the original rule would not be changed, but another proxy policy will be
created before the original proxy policy:

config firewall policy
edit 70010001 --- The prefix “7xx” is added for new forwarding rules.
set type explicit-web
set explicit-web-proxy "web-proxy"
set dstintf "INTERNET"
set srcaddr "h-1.1.1.1" --- The traffic of the forwarding rule.
set dstaddr " fortinet.com "
set service "webproxy"
set webproxy-forward-server "Fortinet" --- the forward server from the forwarding rule
set action accept
next
edit 10001
set type explicit-web
set explicit-web-proxy "web-proxy"
set dstintf "INTERNET"
set srcaddr "n-1.1.1.0 24"
set dstaddr "fortinet.com "
set service "webproxy"
set action acceptnext
end

The first proxy policy is created with the forward server because only host 1.1.1.1 needs to be forward according
to the forwarding rule. The second proxy policy is converted from the original web access rule, which does not
need to be forwarded.

The newly created proxy policies from forwarding layer merge would have prefix “7xx”. For example, if three
proxy policies from forwarding layer merge are created for proxy policy 10001, their policy names will be
70010001, 70110001 and 70210001.

The order of layer merge

The order that FortiConverter merge the layers into proxy policies is: 1. SSL intercept layer, 2. Authentication
layer and 3. Forwarding layer, and the merged policy list of the previous layer would become the input policy list
of the next layer merge.

For example, if a proxy policy 10001 has one partial match to the SSL intercept layer, then the merged policy
list will become:

50010001, 10001

Then this policy list will match with the authentication layer. If it is found that 50010001 has one partial match,
and 10001 has two partial matches, then the created policies will be places just before the merged policies.
The merged policy list will become:

60010001, 50010001, 60110001, 60210001, 10001
50010001 is the proxy policy created from 60010001, and 50110001 and 50210001 are created from 10001.

All these proxy policies will match with the forwarding layer. If there is one match with 5010001 and one match
with 10001, then the merged policy list will become:

60010001, 50010001, , 60110001, 60210001, , 10001
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After the layer merge, the proxy policy list becomes longer, but in this way, it approaches the behavior of the
multi-layer rules configured in Bluecoat.

Check Point Conversions

Check Point system information

Check Point configuration files are exported from Smart Center or Provider-1, Smart Center contains the
configuration of multiple firewalls and policy packages. In the conversion process, FortiConverter requires users
to select the target firewall/firewall cluster and the corresponding policy package. Therefore, please find out the
name of the target firewall/firewall cluster to be converted, and the name of the policy package installed on the
target firewall/firewall cluster to ensure accuracy of the conversion results.

For the Smart Center with version above R80.10, the policy package configurations should be exported via
Smart Console. Please navigate to the desired policy package and export into two CSV format files, saved into
<firewall rules>.csv and <nat rules>.csv. For the steps to save Check Point configuration files, please see
Saving the Check Point source configuration file on page 73.

Check Point differences

General

o TheFortiGate set allowaccess command forinterfaces doesn’t exist on Check Point. Because
FortiGate requires this setting, FortiConverter enables all services for interfaces by default.

« Theinterface Lead to Internet is a default static route on FortiGate.
o FortiConverter supports Traditional Mode and Simplified Mode IPSec.

Schedule configuration

FortiConverter converts "Day in month" time schedules to FortiGate one-time schedules. It converts "Day in
week" and "None" schedules to recurring schedules.

You assign a year range for the "Day in month" schedule. If the specified day doesn't exist for a certain month,
FortiConverter doesn't generate the one-time schedule for that month.

NAT and policy configuration

FortiConverter supports the conversion of the following NAT types:

o Hide NAT
o Static NAT
« Manual NAT
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FortiConverter doesn't convert NAT global properties.

VPN configuration

Both of the Check Point IPSec VPN modes are supported:
- Traditional Mode* (Support only before R80.10)
- Simplified Mode

Check Point doesn't configure VPN within a firewall rule. When FortiConverter converts the configuration to
FortiGate, it generates several VPN policies from non-"Lead to Internet" interfaces to the "Lead to Internet”
(default route) interface.

After FortiConverter converts the VPN configuration, the VPN policy destination interface refers to the "Lead to
Internet” interface. If you changed the default route egress interface, you may need to update the VPN/Policy
configuration manually.

FortiConverter can detect and convert meshed and star VPN topologies in Simplified form.

To convert Traditional Mode policies to Simplified Mode policies, use the Check Point Security Policy Converter
Wizard. This can be found by clicking Policy > Convert to > Simplified VPN from the Check Point
SmartDashboard.

Service objects

Unlike FortiGate service objects, Check Point service objects have a protocol type attribute. FortiGate uses a
session helper object to provide the same functionality as the service objects with a protocol type attribute.

Saving the Check Point source configuration file

Before starting the conversion wizard, save a copy of your Check Point configuration file to the computer where
FortiConverter is installed.

To acquire the configuration, please download the following files from the management system, ensure the
configuration is in a text format. FortiConverter can't take binary files.

Use the following command to find the files:

# find / -name "filename"

Saving the Check Point source configuration file from Provider 1 on page 74
Saving the Check Point source configuration file from Smart Center on page 77

Saving the Check Point source configuration file from VSX Gateway on page 85
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Saving the Check Point source configuration file from Provider 1

1. Provider — 1 to Fortigate conversion on page 74

2. Provider - 1 to FortiManager conversion on page 75

1. Provider — 1 to Fortigate conversion

Usually used while converting a single checkpoint firewall to a Fortigate. In this case chose "Smartcenter”
option while doing the conversion

1.1 Both MDS/CMA & Gateways are on version before R80.10

MDS is running with multiple CMA domains and we need to convert a single CMA to FortiGate, please refer
Section-1 to fetch the files.

1.2 Both MDS/CMA & Gateways are on version R80.10 Or later

MDS is running with multiple CMA domains and we need to convert a single CMA to FortiGate, please refer
Section-2 to fetch the files.

1.3 MDS/CMA is on R80.10 but Gateways running below R80 such as R77

« We can fetch policy and Nat csv files as mentioned above as the management server running with R80.
« Object definitions and user files are available in the below table.

File Path:

File name Location Path or command

Object objects 5 MDS/CMA /opt/CPmds-

definitions 0.C R80/customers/<CMA
(Checkpoint Server>/CPR77CMP-
NG/NGX) R80/conf/

Policy rulebase 5. MDS/CMA /opt/CPmds-

rulebases 0.fws R80/customers/<CMA
B Server>/CPR77CMP-

R80/conf/

name>.W
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File File name Location Path or command

User and user fwauth.NDB MDS/CMA /opt/CPmds-

group file R80/customers/<CMA
Server>/CPR77CMP-
R80/conf/

Identity role identity MDS/CMA /opt/CPmds-

file roles.C R80/customers/<CMA
Server>/CPR77CMP-
R80/conf/

Route NA Gateway netstat -nr

ifconfig file NA Gateway ifconfig -a

DHCP relay NA Gateway show configuration

file bootp

Note: Alternately, you can choose to download Policy and rule definitions file
"rulebases_5 0.fws"from following path if you are interested to cross verify it with
CSVfile: lopt/CPmds-R80/customers/<CMA_Server>/CPR77CMP-R80/conf/

2. Provider - 1 to FortiManager conversion

Usually used while converting a multiple checkpoint firewall configuration to Fortimanager output. In this case
use "Provider-1" option while doing the conversion

« MDS definitions — "mdss.C" This file contains the MDS hierarchy.

« MDS object definitions — "objects 5 0.C" This file contains the definition of domains in each MDS.

« Global object definitions — "objects 5 0.C" This file contains the definition of objects used in global
policies.

« Global policy rule bases - "rulebases_5_0.fws" This file contains the definition of global policies.

« Global policy assignments — "customers.C"

« CMA domain files — Every CMA needs a set of "objects 5 0.C", "rulebases_5 0.fws" and "fwauth.NDB"
(optional) files as the input.

File Path:
File File name Path
MDS definitions mdss.C SMDSDIR/conf/mdsdb
MDS object objects 5 0.C SMDSDIR/conf/mdsdb
definitions
Global object objects 5 0.C SMDSDIR/conf/
definitions
Global policy rule rulebases_5 0.fws SMDSDIR/conf/
bases

FortiConverter 7.4.0 Admin Guide
Fortinet Inc.

75



3rd Party Security Vendors Conversion

File File name Path

Global policy customers.C SMDSDIR/conf/mdsdb

assignments

CMA object objects 5 0.C Path format: "/opt/<mds

definitions name>/customers/<Domain
mgmt. server
name>/<CMA>/<fw
name>/conf"

CMA policy CMA policy rulebases €9+ 0Pt \CPmds- '

rulebases rulebases_ rulebases 5 0.fws R76\customers\domain-1_

5 0.fws Management

- Server\CPsuite-
R76\fwl\conf"

Uploader Icons used in tool:

Input @

MDS Definition File
(rmdss.c)

2j

MDS Object File
(objects_5_0.c)

23

Global Policy Object File
(objects_5_0.c)

2]

Global Policy Rulebase
File
(rulebases_5_0.fws)

2]

Global Policy
Assignment
leustomers,C)

2]
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Saving the Check Point source configuration file from Smart Center

1. Exporting configuration file in JSON format using the "ShowPolicyPackage" tool on page 77
2. Both Checkpoint Smart Center & Gateways with version before R80.10 on page 78
3. Both Checkpoint Smart Center & Gateways are in version R80.10 & Later on page 79

4. Smart Center is on R80.10 and later but Gateways are below R80 such as R77 on page 82

1. Exporting configuration file in JSON format using the "ShowPolicyPackage" tool

WARNING: For Check Point R80-R80.30, please do not use the ShowPolicyPackage

A tool to export the JSON config. Although Check Point R80-R80.30 supports JSON
export, there are some issues in the web API so it could not export complete
configurations

To setup “ShowPolicyPackage” tool:

1. Please navigate to Check Point’s GitHub of "ShowPolicyPackage":
https://github.com/CheckPointSW/ShowPolicyPackage/releases

2. Find the latest version (which is currently v2.0.6) and download the file "web_api_show_package-jar-with-
dependencies.jar".

3. Use a SCP tool you preferred to upload the file "web_api_show_package-jar-with-dependencies.jar" to the
SmartCenter Server where Checkpoint R80 management is running.

Before running the tool, please read the file “README.md” in

https://github.com/CheckPointSW/ShowPolicyPackage to know more about how to run the tool, and please
focus more on the section “Examples”.

To run “ShowPolicyPackage” tool:

1. Please check if the Check Point API is running. Please follow the steps in this article to check the status or
enable the API:

https://community.checkpoint.com/t5/API-CLI-Discussion/Enabling-web-api/td-p/32641
2. Run the tool from CLI as "expert":
java -jar web api show package-jar-with-dependencies.jar -v
This command shows the list of packages which can be exported.
3. Runthe command to export the selected package to JSON:
java -jar web api_show package-jar-with-dependencies.jar -k PACKAGE NAME -d DOMAIN
NAME

("-d DOMAIN_NAME" is needed only when multiple domains exist.)

4. A".tar.gz"file would be generated, which contains the JSON config and can be used as the input of
FortiConverter.
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2. Both Checkpoint Smart Center & Gateways with version before R80.10

Object definitions — "objects_5_0.C" (Check Point NG/NGX) or "objects.C" (Check Point 4.x) contains the

firewall's object definitions.

Policy rulebases — ".w" or "rulebases_5 0.fws". The file name is "<package name>.W" (default
"Standard.W") or "rulebases_5_0.fws".

[Optional] Route information — Helps FortiConverter to correctly interpret the network topology being
converted. To get this data, enter the route print command (for example, "netstat -nr")onthe
firewall node and then copy and paste the output into a plain text file. Codes in the output indicate if the
route is a directly connected interface, a host route, a network route, and so on. The output varies by the
platform.

[Optional] User and user groups file — "fwauth.NDB"

[Optional] Identity role file - Helps FortiConverter to identify the identity role names referenced in
Check Point policies and set them as policy user groups. However, FortiConverter cannot convert the
identity roles themselves into FortiGate objects. Users should configure them manually using FSSO in
FortiGate.

[Optional] ifconfig File (For vlan id consistency) — This file can help the converter to determine the
user-set vlan-id for interfaces, if the information is provided. To get this data, enter the command
"ifconfig -a"then copy and paste the output into a plain text file.

[Optional] DHCP relay file — This file contains the DHCP relay information of interfaces. To get this
data, enter the command "show configuration bootp" then copy and paste the outputintoa
plain text file.

File paths:

File name Location Path or Command

Object objects 5 SmartCenter SFWDIR/conf
definitions 0.C —or—

(Checkpoint SFWDIR/database/
NG/NGX)

objects.C
(Checkpoint
4.x_)

Policy rulebases rulebase 5  SmartCenter S$SFWDIR/conf

0.fws
<package
name>W

User and User fwauth.NDB SmartCenter SFWDIR/conf/

Group file —or—
SFWDIR/database/
Identity role file identity_ Gateway SFWDIR/conf/
roles.C
Route NA Gateway netstat -nr
ifconfig file NA Gateway ifconfig -a
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File File name Location Path or Command

DHCP relay file NA Gateway show
configuration
bootp

Uploader Icons used in tool:

Input @ R80.10or later
Object Definition File m
(objects_5_0.C)
Palicy Information File m
(Standard W or

rulebases_5_0 fws)

[Optional]User & User m
Group File

(fwauth.NDE)

[Optional]ldentity Role m
File

({identity_roles.C)

[Optional)ifeonfig File m
(For vlan id consistency)
[Optional]DHCP relay m
File

(BOOTP)

3. Both Checkpoint Smart Center & Gateways are in version R80.10 & Later

« Object definitions — "objects_5 0.C" (Check Point NG/NGX) or "objects.C" (Check Point 4.x) contains the
firewall's object definitions.

« Rule definitions — "*.csv". The Policy and NAT CSV files can be exported from the Smart Console (refer
screenshot below). Before exporting, please display all the columns of the rule tables to ensure that all
necessary information is exported.

« [Optional] Route information — Helps FortiConverter to correctly interpret the network topology being
converted. To get this data, enter the route print command (for example, "netstat -nr")onthe
firewall node and then copy and paste the output into a plain text file. Codes in the output indicate if the
route is a directly connected interface, a host route, a network route, and so on. The output varies by the
platform.

« [Optional] User and user groups file— "fwauth.NDB"
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« [Optional] Identity role file - Helps FortiConverter to identify the identity role names referenced in Check
Point policies and set them as policy user groups. However, FortiConverter cannot convert the identity
roles themselves into FortiGate objects. Users should configure them manually using FSSO in FortiGate.

« [Optional] ifconfig File (For vlan id consistency) — This file can help the converter to determine the
user-set vlan-id for interfaces, if the information is provided. To get this data, enter the command
"ifconfig -a"then copy and paste the output into a plain text file.

« [Optional] DHCP relay file — This file contains the DHCP relay information of interfaces. To get this
data, enter the command "show configuration bootp" then copy and paste the outputintoa

plain text file.
File Path:
File name Location Path or command
Object objects 5 SmartCenter SFWDIR/conf
definitions 0.C —or—
(Checkpoint SFWDIR/database/
NG/NGX)
objects.C
(Checkpoint
4.x )
Policy and NA SmartConsole Refer to screenshots
NAT files GUI below
User and User  fwauth.NDB SmartCenter = $FWDIR/conf/ —
Group file or—
SFWDIR/database/
Identity Role identity SmartCenter $FWDIR/conf/
file roles.C
Route NA Gateway netstat -nr
ifconfig file NA Gateway ifconfig -a
DHCP relay file NA Gateway show
configuration
bootp
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Export Policy file (CSV Format):

S

Seandard

— 2 him

B MA 1 L
Hat
hory |‘. fip
Imphed Rubs - -
Shared Policies 2 L B RBOdst - L]
u + (D) Gea Polioy 3 Cheanup nae * Ay * Any ® Ay * Amy

A \nEpectian Settings E

Export Nat file (CSV Format)

| PelicyPackageMame |*

= Access Contro

T == |_,".M:'rm;-|\

G Tor Rl

g Policy - Original Source Original Destinati... Original Services 5

Aulomatic Generated Aubes : Machine Slatic NAT (Mo Rules) fport
Automatic Generated Rules ; Machine Hide NAT (No Rules)

Automatic Generated Rules : Address Range Static NAT (Mo Rules)

Automatic Generated Rules ; Network Static NAT (No Rules)

Automatk Gererated Rules : Address Range Hide NAT (No Rules)
* Automatic Generated Rulas : Network Hide MAT (1-2)

1 A CP default Of. A CP_default Officc. # Any = {uiginal = driging

Shared Policies
+ () Geo Policy

F Inspetion Settings ©

2 A CP defoull Of..  # Ay #* Any & 0P _default Offic = Oviging

Manual Loswer Rules (Mo Rules)
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Uploader Icons used in tool:

Input @ @ Rs80.100r later

Object Definition File
(objects_5_0.C)

2J

Policy File (C5V Format)
(RB0.10 or later]

2]

MAT File (C5V Format)
(RE80.10or later)

2] 2

[Optional]User & User
Group File
(fiwauth. NDB)

23

[Optional]ldentity Role
File
(identity_roles.C)

2J

[Optionallifeonfig File
(For vlan id consistency)

[Optional]DHCP relay m
File
(BOCOTP)

Note: Alternately, you can chose to download Policy and rule definitions file
"rulebases 5 0.fws" from following path if you are interested to cross verify it with
CSVfile $FWDIR/conf/rulebase 5 0.fws

4. Smart Center is on R80.10 and later but Gateways are below R80 such as R77

« Object definitions — "objects 5 0.C" (Check Point NG/NGX) or "objects.C" (Check Point 4.x) contains the
firewall's object definitions.

o Policy rulebases — "“.w" or "rulebases_5 0.fws". The file name is "<package name>.W" (default
"Standard.W") or "rulebases_5_0.fws".

« [Optional] Route information — Helps FortiConverter to correctly interpret the network topology being
converted. To get this data, enter the route print command (for example, "netstat -nr") on the firewall node
and then copy and paste the output into a plain text file. Codes in the output indicate if the route is a
directly connected interface, a host route, a network route, and so on. The output varies by the platform.

« [Optional] User and user groups file — "fwauth.NDB"
« [Optional] Identity role file - Helps FortiConverter t

« o identify the identity role names referenced in Check Point policies and set them as policy user groups.
However, FortiConverter cannot convert the identity roles themselves into FortiGate objects. Users should
configure them manually using FSSO in FortiGate.
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« [Optional] ifconfig File (For vlan id consistency) — This file can help the converter to determine the
user-set vlan-id for interfaces, if the information is provided. To get this data, enter the command
"ifconfig -a"then copy and paste the output into a plain text file.

« [Optional] DHCP relay file — This file contains the DHCP relay information of interfaces. To get this
data, enter the command "show configuration bootp" then copy and paste the outputintoa
plain text file.

File Path:

File File name Location Path or command

Object definitions objects 5 SmartCenter /opt/CPR77CMP-

0.C R80/conf
(Checkpoint
NG/NGX)

Policy rulebases rulebase 5 SmartCenter /opt/CPR77CMP-
0.fws R80/conf
<package
name>.W

User and User fwauth.NDB  SmartCenter /opt/CPR77CMP-

Group file R80/conf

Identity role file identity SmartCenter /opt/CPR77CMP-
roles.C R80/conf

Route NA Gateway netstat -nr

ifconfig file NA Gateway ifconfig -a

DHCP relay file NA Gateway show

configuration
bootp
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Input @ @ Rs0.100rlater

Object Definition File
(objects_>_0.C)

2§

Policy File (C5V Format)
(RB0.10 or later)

25

MAT File (C5V Format)
(RB0.100or later)

2] 20

[Optional]User & User
Group File
(fwauth.NDB)

23

[Optional]ldentity Role
File
(identity_roles.C)

25

[Optionallifconfig File
(For vlan id consistency)

[Optional]DHCP relay m
File
(BOCTP)

Note: Alternately, you can choose to download Policy and rule definitions file
"rulebases 5 0.fws" from following path if you are interested to cross verify it with
CSVfile: lopt/CPR77CMP-R80/conf

[Optional] Policy and NAT Rule File with UUIDs

This input file entry accepts an Excel worksheet which contains the UUID of firewall and NAT rules. The format
of this file is as below:

1. The Excel file can contain 2 sheets, one for firewall rules and one for NAT rules. The sheet which contains
the keyword "NAT" in its name is the NAT rule table, and the other is the policy table.

2. There can be multiple columns in the sheets, but FortiConverter needs to read 2 columns inside. The first
one is "Rule #" which shows the rule number in Check Point and this number should be consistent with the
rule number in the CSV files. The second one is "Rule Uid", which shows the UUID of the rules.

3. The number and order of the rules are always the same as the rules in the CSV files so the tool can always
correlate them based on the rule number instead of checking the content.

Please see an example of the file below:
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_ A | B | C . D F
Policy name Rule # Rule Uid
TEST_external-NAT# 1 703aeb97-76a1-49c0-bdcb-bdebd3c986e0
TEST _external-NAT# 2 eB6bbee7-a118-49bd-94f8-c005cebblaad
TEST_external-NAT# 3 5281122e-fc31-deef-af00-e77ad8751321
TEST external-NAT# 4 fff782f0-41f1-45¢8-85f2-2e8fa3895384
TEST _external-NAT# 5 b5b3fabb-b205-4680-ad92-20d97d411ecd
TEST _external-NAT# 6 0adf9312-94ec-4c98-97e8-4ba7277be2a7
TEST _external-NAT# 7 eb3bbB04-abb6-40e2-97b0-3¢c19b48h26de
TEST_external-NAT# 8 912b04b4-b533-470b-a%d-eaa2fdbbb7b1
TEST_external-NAT# 9 c0f99ff8-336d-439d-8fff-beSb7f13cb85
TEST_external-NAT# 10 158a4281-4f97-4f9d-B48a-a879af057d1b
TEST external-NATH 11 9cheelbe-a730-45e0-83602-d7e3178badsf
TEST _external-NAT# 12 2a99580c-6213-4fe5-876f-457204177c30
TEST_external-NAT# 13 8f8a2aa5-bb19-49dc-8fc0-84b97755b601

W00 ) g A L R e

el il sl el il =
(LN TR R -1

BEPA NAT Rules BPA Rules )

Saving the Check Point source configuration file from VSX Gateway

When VSX feature is enabled and multiple Virtual Systems are part of the VSX gateway, FortiConverter
supports migrating multiple Virtual Systems with one conversion.

1. Both Checkpoint Smart Center & VSX Gateways(VS) are in version R80.10 & Later on page 85

2. Both Checkpoint Smart Center & VSX Gateways(VS) with version before R80.10 on page 87

1. Both Checkpoint Smart Center & VSX Gateways(VS) are in version R80.10 & Later

o Rule definitions — "*.csv" or "*.zip". The Policy and NAT CSV files can be exported from the Smart
Console (refer screenshot below). Before exporting, please display all the columns of the rule tables to
ensure that all necessary information is exported.

If only one VSYS needs to be converted, or all VSYS’s share one policy package, input the CSV file
exported from the policy package.

If multiple VSYSs need to be converted in one shot, and they use multiple policy packages, input a ZIP file
which contains multiple CSV files, each one exported from a policy package. Please see Input multiple
CSV files as multiple policy packages on page 87 for more information.

o Object definitions — "objects 5 0.C" (Check Point NG/NGX) or "objects.C" (Check Point 4.x) contains the
firewall's object definitions.

« Route information (optional) — Helps FortiConverter to correctly interpret the network topology being
converted. To get this data, enter the route print command (for example, "netstat -nr") on the firewall node
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and then copy and paste the output into a plain text file. Codes in the output indicate if the route is a
directly connected interface, a host route, a network route, and so on. The output varies by the platform.

« User and user groups file (optional) — "fwauth.NDB"

File Path
File name Location Path or Command
Object objects 5~ SmartCenter SFWDIR/conf
definitions 0.C —or—
(Checkpoint SFWDIR/database/
NG/NGX)
objects.C
(Checkpoint
4.x )
Policy and NA SmartConsole Refer to
NAT files GUI screenshots
below

User and user fwauth.NDB SmartCenter  SFWDIR/conf/

Group file —or—
SFWDIR/database/
Route NA Gateway netstat -nr

Export Policy file (CSV Format):

e g NAT 1 L L - & nitgs
= atbory b #o
Imiplasd Rubes.
Shared Policies 2 L L - & hip
u + (D) Geo Poloy 3 Cheanup nae * Ay ® Asy ® Ay * Amy

A Inspenction Settings
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Export Nat file (CSV Format)

[ = —_— = - z
= = == Actio
g - _-.'_: S 1} ':r: pa— - h HOMS: .!:.'h
y o To Rulbe.
g Policy iginal Sourg Original Destinati... Original Servi T . :
| | ¥ ;. Original rce rigiina ti... Original Services
E oy |
— 5 NAT Automatic Generabid Rubes | Machinge Static NAT (Mo Rules) __" L
e Automatic Generated Rules : Maching Hide MAT (No Rules)
Shared Policies Automatic Generated Rules ; Address Range Static MAT (Mo Rules)
- Automathc Generated Rules : Mebwork Static NAT (No Rules)
~ » () Gao Policy
- » € Automatic Gererated Rules : Addness Range Hide NAT (Mo Bules)
Irspeesction Settangs
' * Automatic Generated Rules : Network Hide MAT (1-2)
1 & CP default OH. & CP_default Officc. #  Any = {wiginal = Origing
o 2 & CP defoull OM_. % Any #  Any & JOP_default Offic. = Oviging

Manual Loswer Rules (Mo Rules)

Input multiple CSV files as multiple policy packages

When multiple Virtual Systems are converted in one shot, and they use multiple policy packages, we need
multiple firewall rule CSV files and multiple NAT rule CSV files. To input multiple CSV files into FortiConverter,
we need to archive the CSV files into ZIP files. Please follow the steps below to prepare the ZIP files:

Firewall rule ZIP file:

1. Export the firewall rules in each package into a CSV file.
2. Use the package name as the file name of each firewall rule CSV file.
3. Archive all the firewall rule CSV files into a ZIP file as the policy file input.

NAT rule ZIP file:

1. Similarly, export the NAT rules in each package into a CSV file.

2. Use the package name as the file name of each NAT rule CSV file.

3. Archive all the NAT rule CSV files into another ZIP file as the NAT file input.

For each firewall rule and NAT rule CSV file, FortiConverter uses its file name as the policy package name of
the rules inside. Therefore, the firewall rule CSV file and NAT rule CSV file from the same policy package

should use the same name. Although they are archived in two separate ZIP files, FortiConverter can recognize
that they belong to the same package after parsing.

For example, if there is a file "package1.csv" in the firewall rule ZIP file, and there is also a file "package1.csv"
in the NAT rule ZIP file, then FortiConverter would categorize those firewall rules and NAT rules into a package
named "package1".

2. Both Checkpoint Smart Center & VSX Gateways(VS) with version before R80.10

« Object definitions — "objects_5_0.C" (Check Point NG/NGX) or "objects.C" (Check Point 4.x) contains the
firewall's object definitions.
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« Policy rulebases — " .w" or "rulebases_5_0.fws". The file name is "<package name>.W" (default
"Standard.W") or "rulebases_5_0.fws".

« Route information (optional) — Helps FortiConverter to correctly interpret the network topology being
converted. To get this data, enter the route print command (for example, "netstat -nr") on the firewall node
and then copy and paste the output into a plain text file. Codes in the output indicate if the route is a
directly connected interface, a host route, a network route, and so on. The output varies by the platform.

« User and user groups file (optional) — "fwauth.NDB"

File paths:

File name Location Path or Command

Object objects 5 SmartCenter SFWDIR/conf
definitions 0.C —or—

(Checkpoint SFWDIR/database/
NG/NGX)

objects.C
(Checkpoint
4.x )

Policy rulebases rulebase 5  SmartCenter SFWDIR/conf
0.fws

<package
name>.W

User and user fwauth.NDB SmartCenter S$SFWDIR/conf/

Group file —or—
SFWDIR/database/
Route NA Gateway netstat -nr

Check Point conversion wizard

The pages that the Check Point conversion wizard shows depend on whether your source configuration is
SmartCenter or Provider-1.

Because Provider-1 uses global and device-level virtual domains that are similar to FortiManager ADOMs, you
convert Provider-1 configurations to policy packages and objects for your source firewalls in the FortiManager
Policy & Objects database. You can only select FortiManager as the output format on the Start options page.

FortiConverter 7.4.0 Admin Guide
Fortinet Inc.

88



3rd Party Security Vendors Conversion

The administrator password is not set on the new configuration.

For third-party conversions, the trusted host settings are converted. Check the trusted
host settings to ensure they allow management access from the relevant network

interfaces.

To start a new conversion

1.

2
3
4.
5
6
7

Start FortiConverter.

. When start-up is complete, a browser window automatically opens to http://127.0.0.1:8000.
. Click New Conversion, located at the top right corner.

Enter a name for the conversion configuration.

. For Vendor, choose Check Point block.

. Choose a Model, if applicable.

. Click OK.

The configuration page opens to the Start page, and you can input your settings.

Check Point Start options

This table lists the start settings.

Setting Description

Profile

Description Enter a description of the configuration.

Output Options

Output Format Select the appropriate output for your target
Fortinet device.

FOS Version The configuration syntax is slightly different
among FortiOS 6.4, 7.0, 7.2, 7.4 and 7.6.
Select the version that corresponds to the
FortiOS version on the target.

Smart Center and VSX Input

Before R80.10 Select this option if the configuration is from a
SmartCenter device with version before
R80.10.

R80.10 or later Select this option if the configuration is from a
SmartCenter with version R80.10 or later
device.
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Setting Description

JSON Export

Object Definition File
(objects_5_0.C)

Policy Information File
(Standard.W or rulebases_5_0.fws)

Policy File (CSV Format)
(R80.10 or later)

NAT File (CSV Format)
(R80.10 or later)

[Optional] User & User Group File(fwauth.NDB)
[Optional] Identity Role File (identity_roles.C)

[Optional] ifconfig File
(For vlan id consistency)

[Optional]DHCP relay File
(BOOTP)

[Optional] Policy and NAT Rule File with UUIDs

Provider-1 Input

Select this option if the configuration is an
archived JSON file exported from the Check
Point “ShowPolicyPackage” tool.

Select the object definition file. This file should
include the definition of firewalls, interfaces
and firewall objects.

Select the policy information file. This file
should include the policy informations and
manual NAT rules in each policy package. This
is only needed for devices with SmartCenter
version before R80.

Select the policy file in CSV format. This is
only needed when "R80.10 or later" is
selected.

Select the NAT rule file in CSV format. This is
only needed when "R80.10 or later" is
selected.

Select the user and user group file.
Select the identity role file.

Select the result text file from linux command
"ifconfig" output.

The file would help to determine the vlan-id of
interfaces if provided. (Smart Center only)

Select the file which contains the DHCP relay
information of interfaces. (Smart Center only)

An Excel file which contains the UUIDs of
policies and NAT rules in Check Point.

MDS Definition File (mdss.c)

MDS Object File (objects_5_0.c)
Global Policy Object File (objects_5_0.c)

Global Policy Rulebase File (rulebases_5_0.fws)

Global Policy Assignment(customer.C)

FortiConverter 7.4.0 Admin Guide
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Select the MDS definition file. This file should
include the MDS hierarchy.

Select the MDS object definition file.

Select the global object definition file. This file
should include the definition of global objects.

Select the global policy information file. This
file should include the information of policies
and manual NAT rules in each global policy
package.

Select the global policy assignment file.
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Setting

Target device (Optional)

Target device

Conversion Options

Description

Select the model of the target device, or select
a device connected to FortiConverter.

Discard unreferenced firewall objects

Automatically generate policy interfaces

Increase Address and Service Table Sizes for High-
End Models

Route-based IPSec

Generate global objects in a separate file

Remove self-traffic addresses and polices

Number of year-long schedules from day in month
schedules

FortiConverter 7.4.0 Admin Guide
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This option can be useful if your target device
has table size limitations.

You can view the unreferenced objects that
FortiConverter removed on the Tuning page.

Specifies whether FortiConverter generates
policy interfaces using a Check Point route file.
(For example, a file you obtained using the
netstat -nr command.) You select the route file
on the Policy package page. Check Point
policies define rules for network-to-network
communication. When you migrate a Check
Point configuration to FortiGate, which uses
policies that define rules for interface-to-
interface communication, you can use the
Check Point router information to determine
which interface a policy uses. If you disable
this option, or router information isn’t
available, FortiConverter uses the "any"
interface. This option is disabled in Provider-1
conversion.

You can customize the maximum table sizes
that FortiConverter uses when Adjust table
sizes is selected. For more information, see
Adjusting table sizes on page 232.

Specifies whether Route-based IPSec is used
for this conversion.

FortiConverter can distinguish global objects in
the configuration and output the converted
global objects into a separated file.

Self-traffic polices should be configured in
Check Point, but they are not necessary in
FortiOS. FortiConverter comments out the
self-traffics policies or remove self-traffic
addresses from policies when this option is
enabled.

Specifies how many years of one-time
schedules to generate. The wizard converts
Check Point "day in month" schedules into
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Setting Description

Policy index start from 1 instead of 10000

Split Address group From VPN Phase2 selector

Get routing info from source configuration file

Add prefix to the address objects which will trigger
VIP/DNAT

NGFW policy-based mode

Enable merging of parent inner layer policy to child
policies

Generate configurations with all VDOMs merged

Use FQDN instead of URI in firewall address

Comment Options

equivalent one-time FortiGate schedules.

When selected, the serial number of firewall
policies will start from 1 instead of 10000.

If the remote side of VPN is not a FortiGate
but a device of other vendor, setting an
address group in the VPN phase2 quick
selector does not work. When this option is
enabled, a VPN phase2 object with an address
group in the selector would be split into
multiple objects with subnet or a range in
selector.

Fet the routing information from the source
configuration file instead from nstats
command

Adds "v-" prefix to the name if an address
would be referenced in a VIP.

When selected, the conversion will be in
NGFW policy-based mode.

"firewall policy"will become
"firewall security-policy"instead,
and "set application 00000"will be
generated in policies, which requires manual
processing. There will also be some other
minor differences adapted for the NGFW
policy-based CLI.

When a policy has action "inner layer", and its
child has src/dst address as "any", the policy’s
address will apply to the child’s.

Select this option if a merged config folder of
all the converted VDOMs is required in the
output config folder. When you migrate a
Check Point configuration to FortiManager.
You can use this option to get a merged folder
including policies and firewall objects.
(SmartCenter and Povider-1 only)

When this option is enabled, the names will be
trimmed from URI to FQDN in firewall address
objects.

Interface Comment
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Setting Description

Address Comment

Service Comment

Policy comment - Add policy package name and rule
number

Policy comment - Preserve the original comment

Policy comment - Preserve UUID from the original
rule

Separate multiple comments into different lines

configuration to the mapped FortiGate
interface.

Specifies whether FortiConverter copies the
address comment from source configuration to
the converted FortiGate address.

Specifies whether FortiConverter copies the
service comment from the source
configuration to converted FortiGate service.

Include policy package name, policy number
and NAT rule number in the comment of
output policy.

Include the original comment in source file in
the comment of the output policy.

Append the policy UUID given in the Check
Point source config as part of policy comments
to make it easier to correlate source and
converted policies .

When a policy is merged from multiple firewall
or NAT rules, the original comments of the
rules would be concatenated directly as the
comment of the new policy. Enable this option
to separate the original comments into
different lines inside the new comment.

NAT Merge Options
Enable Central NAT merge

Ignore firewall policies with all or any addresses
when processing NAT rules

FortiConverter 7.4.0 Admin Guide
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Specifies whether FortiConverter converts
NATSs to FortiGate central NATs instead of
policy-based NATSs.

Specifies whether FortiConverter ignores
firewall policies with an "all" or "any" address
when it merges a NAT rule and a firewall policy
to create a FortiGate NAT policy.
FortiConverter creates new policies in the
output configuration based on where NAT
rules to firewall policies intersect. Because
firewall policies that use "all" or "any" as the
address create many intersections, Fortinet
recommends that you ignore them.
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Setting Description

Convert Static NATs into VIP/source NAT pairs

Disable arp-reply for all IP pools and VIPs

Use translated source addresses in NAT rules as IP
pool names

Generate central NAT rules with "set nat disable" for
destination NAT rules

Enable identity match of NAT policy

When this option is enabled, a static NAT rule
would be converted into a central SNAT rule
and an unidirectional VIP object. Otherwise it
would be converted into a bidirectional VIP
object

Add "set arp-reply disable" for all IPPool and
VIPs

When this option is enabled, IP pool names
will be the translated source address names in
NAT rules instead of their IP values.

If a destination NAT rule in Check Point is only
converted into a VIP in FortiGate, the traffic
may accidentally hit a central NAT rule and its
source address may be translated by mistake.
This is because source and destination NATs
are included in one NAT rule list in Check
Point, but VIP and central NAT are separated
modules in FortiGate.

When this option is enabled, central NAT rules
with "set nat disable" will be generated for
destination NAT rules to prevent unnecessary
source address translation.

Specifies whether FortiConverter converts or
ignores any identity NAT rules in the source
configuration. The "range" and "network"
address objects in a Check point configuration
can include hide NAT and static NAT. Check
Point performs NAT only when a host in the IP
range of the address object communicates
with a host outside that range. To disable NAT
for traffic with both source and destination
inside the address range, Check Point
generates an automatic rule called an "identity
NAT rule". By default, FortiConverter excludes
this type of rule from the conversion because it
performs no NAT after it is converted and
generates redundant policies. You can enable
this option to generate policies based on the
identity NAT rules.

NAT Merge Depth
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Setting Description
Hide NAT Specifies which types of NAT FortiConverter
Static NAT merges with the output firewall policies, or

whether FortiConverter performs NAT merge
based on object names or values.

« Off — FortiConverter converts firewall
policies only and doesn't perform NAT
merge for this type of NAT. This is useful
for performing a quick, initial conversion
to discover any conversion issues.

« Object Names — FortiConverter performs
NAT merge based on matching address
names in firewall policies and NAT rules.

« Object Values — FortiConverter performs
NAT merge based on matching address
values in firewall policies and NAT rules. It
generates the most accurate matching of
NAT rules and policies, but in most cases,
it also generates more NAT policies.

Because it can take FortiConverter several
hours to complete a conversion that include a
large number of NAT rules, Fortinet
recommends that you turn off or limit NAT
merge for your initial conversion. Then, resolve
any issues with the conversion before you run
it again with NAT merge enabled. For more
information, including example matches, see
NAT merge options on page 233.

Rule NAT

MDS selection (Provider-1 only)

Setting Description

Select the MDS to convert Choose the domain to convert.

Global policy collection (Provider-1)

Setting Description
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Standard_Global_Policy Specifies whether FortiConverterconverts the Standard
Global Policy. You can select both Standard Global
Policy and Simple Global Policy.

Simple_Global_Policy Specifies whether FortiConverter converts the Simple
Global Policy.

Check Point Source Configuration (Provider-1)

A Provider-1 configuration contains multiple domains. Input the object definition, policy package information,
and user file in this page.

Ensure the configuration is in a text format. FortiConverter can't use binary files.

See Saving the Check Point source configuration file

Setting Description

Browse Click to navigate to the domain source configuration file. See Saving the
Check Point source configuration file.

Firewall selection

Setting Description

(firewall items) Please select one or more firewalls to convert from the
source configuration.

Information of Configurations Source configuration file names are shown in the table.
Click the file name to see the content. But if the file size
is too large, the file can't be shown.

Mapped VDOM Name The converted VDOM name for the firewall in FortiGate.

Hostname The name of the managed device which the converted
interface or route configuration would be imported in
FortiManager. (Only available when the output format is
FortiManager)
If the hostname is not input, the policy installation and
the dynamic mapping of normalized interfaces in
FortiManager would not be correctly converted.

Manage IP When the firewall is configured in transparent mode, the
management IP needs to be input for the converted
FortiGate VDOM.

Source Configuration Preview The numbers of each kind of firewall objects are shown

in the table above. By clicking the object number, the
detailed information of each object is listed in the table
below. In each type of object, click the button Export
CSV to export the current object info as CSV file.
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Policy collection

Setting Description

(policy collection item) Select the policy collections to convert.

Route File (optional) Select the file of the route information exported from the
selected firewalls using the netstat -nr command. If the format
of the route file is incorrect, there would be a document pop up
and please follow the instruction inside to correct the route
format. If Automatically generate policy interfaces is
selected on the Start options page, the route file would be
required. FortiConverter needs the route information to
correctly calculate the interfaces.

Policy packages viewer Select the policy package name and the detail of each policy in
the package listed in the table.

Check Point Interface mapping

You can manually map the interface.

« To selectthe appropriate FortiGate interface, click the value in the FortiGate Interface column, and then
select a value or enter a custom interface name.

o To edit other values, double-click the proper column. Use the toolbar icon on the right to show and hide
columns. You can also use the Tuning page to create mappings after the conversion is complete.

« Toimport a set of interface mappings from a file, click Import.

« Todownload the current set of interface mappings, click Export.

« To delete an interface, select the entries you would like to delete, right click and select Delete
Selected. This is useful if your target FortiGate has fewer interfaces than the source configuration.

The limit of the length of interface names in FortiOS is 15 characters. Interfaces in the source config which

have longer names should be trimmed to a shorter name. It is recommended to trim the names manually to
ensure readability. But if a quick trimming is needed, please select the entries, right click and select Trim

Interface Name to trim the names into 15 characters automatically.
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Setting Description

VDOM Shows the virtual domains used in the conversion. ("root" by default)
Source Shows each interface on the Check Point firewall.

Interface

FortiGate The input field for corresponding FortiGate interface names. Click to
Interface assign a FortiGate port or input the interface name manually for

each interface. (Only available when the output format is FortiGate)

Normalized The input field for corresponding normalized interface names, which

interface would be configured in the ADOM database in FortiManager. Click
to assign a port or input the interface name manually for each
interface. (Only available when the output format is FortiManager)

Device The input field for corresponding interface names in the managed

interface devices in FortiManager. Click to assign a port or input the interface
name manually for each interface. (Only available when the output
format is FortiManager)

Members Shows any members, if they are set.

IP-Netmask Shows the IP address and netmask of the connection.

Type Shows the type of interface.

Access Shows which protocols has permission to access each interface.
Import Click to load a set of interface mappings from a text file.

Export Saves the current set of interface mappings to a text file.
Delete Click to delete the selected mapping item.

Selected

Trim Interface Trim the interface names which exceed 15 characters into 15
Name characters automatically.

Check Point Route information
FortiConverter creates static routes in the output using the static routes it detects in the source configuration

and any routing information you provide.

Double-click an item to edit it.

Setting Description

New Route Click to add a route.

Delete Selected Click to delete the selected route.
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Check Point Conversion result

Tab Description

Conversion Summary Provides information about the conversion.

Reports Generate PDF reports including converted and unconverted objects list.
VDOM Mapping Shows how VDOMs were mapped from the source device to the new device.
Interface Mapping Shows how interfaces were mapped for each VDOM from the source device.
Device Summary Provides statistics about the objects detected.

For more information, see View Conversion Summary on page 248

FortiConverter includes error and warning messages into the conversion when an error

ﬂ ocaurs.
% Review the config-all. txt file after each conversion for errors. These errors and
warning messages might cause the import process to fail, if not corrected. See for
more details.

Check Point NAT merge examples

For more information on how handles NAT merges, see NAT merge options on page 233.

Host address hides behind gateway

The source configuration hides the host address object Host 172.21.84.202 Hide Gateway behindthe
gateway.

‘ Q‘ Host_172.21.84.202_Hide_Gateway

% Any ‘ * Any ‘QHHUstJ72.21.84.202_H>de_Gataway (Hiding Address) | = Original = Original

It also has a firewall rule that matches the object to source addresses.
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ICE hitp

[ Host_172.21.84.202_Hide Gateway | ] Host Destination ‘ [#] Any
= = TCP hitps

Eiy-acoem ‘

FortiConverter generates the following policy, for which NAT is enabled (set nat enable). However,
because it doesn't specify an IP pool, the source address uses the interface IP address to perform NAT:

edit 10002
set srcintf "port2"
set dstintf "portl"
set srcaddr "Host 172.21.84.202 Hide Gateway"
set dstaddr "Host Destination"
set service "http" "https'"set schedule "always"
set logtraffic allset status enableset action acceptset comments "Example of address
hides behind gateway."
set global-label "FW1"
set nat enable
next

When a policy has NAT enabled, it attempts to match a source address to a VIP object. If it finds a match, it
performs static NAT using the VIP object. If it doesn't find a match, it uses the interface IP address. (See the
next section for an example with a VIP object.)

Address with static NAT matches policy source address

The source configuration static NAT settings translate the IP address of the host address object Host
172.21.84.203 Staticto210.61.82.160.

L Host_172.21.84.203_Static * Any * Any Q.SHDst_‘WZ.m 84.203_Static (Valid Address) = Original Original

X Any Q Host_172.21.84.203_5tatic (Valid Address)| & Any = Original l;|ISHnst_1?2.21 B84.203_Static | = Original

It also has a firewall rule that matches the object to source addresses.

ICR hitp
TCF hitps

E;;-acoem

L] Host_172.21.84.203_Static L] Host_Destination ‘ [%] Any

FortiConverter generates the following VIP object and policy:

edit "vip-Host 172.21.84.203 Static"
set extip 210.61.82.160
set mappedip 172.21.84.203
set extintf portl
set nat-source-vip enable
next

edit 10003
set srcintf "port2"
set dstintf "portl"
set srcaddr "Host 172.21.84.203 Static"
set dstaddr "Host Destination"
set service "http" "https'"set schedule "always"
set logtraffic all
set status enable
set action accept
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set comments "Example of address with static NAT in source address."
set global-label "FW1"
set nat enable

next

When a policy has NAT enabled, it attempts to match a source address to a VIP object. If it finds a match, it
performs static NAT using the VIP object. If it doesn't find a match, it uses the interface IP address. (See Host
address hides behind gateway for an example without a VIP object.)

Address with static NAT matches policy destination address

Like the example where static NAT matches the policy destination address, the source configuration static
NAT settings translate the IP address of the host address object Host 172.21.84.203 Staticto
210.61.82.160.

Q‘ Host_172.21.84.203_Static * Any * Any 1 Host_172.21.84 203_Static (Valid Address) = Original = Original

% Any Q Host_172.21.84.203_Static (Valid Address) | & Any = Original QSHust_172.21 B84.203_Static | = Original

It also has a firewall rule that matches the object to destinations.

TCE hitp
TCE hitps

E Any @ accept

L] Host_Source L] Host_172.21.84203_Static

FortiConverter generates the following VIP object and policy. The policy replaces the destination address with
the VIP object:

edit "vip-Host 172.21.84.203 Static"
set extip 210.61.82.160
set mappedip 172.21.84.203
set extintf portl
set nat-source-vip enable
next

edit 10004
set srcintf "portl"
set dstintf "port2"
set srcaddr "Host Source"
set dstaddr "vip-Host 172.21.84.203 Static"
set service "http" "https"
set schedule "always"
set logtraffic all
set status enable
set action accept
set comments "Example of address with static NAT in destination address."
set global-label "FW1"
next

In this case, the destination address is used directly.

Manual NAT rule matches policy source address with one-to-one mapping

A source configuration has a manual NAT rule that translates a source address:
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HQ' Host_172.21.84.204 [ tost_Destination | * Any |;|.SHnst_21DB1.321ED | = original = Original

It also has the following firewall rule:

TCF hitp

[-S=rE)

ICE https

@ accept

H L] Host_172.21.84.204 L] Host_Destination ‘ [#] Any

This configuration is a one-to-one mapping because both the original address and translated address are host
addresses.

FortiConverter generates the following IP address pool and policy. NAT is enabled for the policy and it uses the
pool to perform NAT:

edit "ippool-210.61.82.160"
set endip 210.61.82.160
set startip 210.61.82.160
set type overload

next

edit 10005

set srcintf "port2"

set dstintf "portl"

set srcaddr "Host 172.21.84.204"

set dstaddr "Host Destination"

set service "http" "https"

set schedule "always"

set logtraffic all

set status enable

set action accept

set comments "Example of one to one source NAT rule

set global-label "FW1"

set nat enable

set poolname "ippool-210.61.82.160"
next

Manual NAT rule matches policy destination address

A source configuration has a manual NAT rule that translates a destination address:

‘Q Host_Source ‘;Il Host_210.61.82.160 ‘ * Any ‘ = Original ‘;I_Sﬁusun.m 34.204 ‘ = Original

It also has the following firewall rule:

TCR hit
[ ] Host_Source [ Host_210.61.82.160 [#] Any | — : ¢y accept
= = TCP https
FortiConverter generates the following VIP object and policy:
edit "vip-Host 210.61.82.160"
set extip 210.61.82.160
set mappedip 172.21.84.204
set extintf any
set nat-source-vip enable
next
edit 10007
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set srcintf "portl"
set dstintf "port2"
set srcaddr "Host Source"
set dstaddr "Host 172.21.84.204"
set service "http" "https"
set schedule "always"
set logtraffic all
set status enable
set action accept
set comments "Example of one to one destination NAT rule
set global-label "FW1"
next

The translated address is used as the destination address because it is in internal network.

NAT rule and policy addresses don't match: Destination address of the policy
contains the NAT object

A source configuration has a host address object Host_172.21.84.203_Static that Static NAT translates to
210.61.82.160.

L Host_172.21.84.203_Static * Any * Any | [ Host_172.21.84.203_Static (Valid Address) = Original Original

% Any Q Host_172.21.84.203_Static (Valid Address] | % Any = Original QsHust_ﬁQ.Z B84.203_Static | = Original

It also has the following firewall rule:

TCF hitp

Q‘ Host Source AddressGroup_Destination E Any | TCE hitps @ accept

AddressGroup_Destination is a group that contains the members Host 172.21.84.203 Static,
Host Member3, and Host Member4.

FortiConverter generates the following VIP object and NAT policy:

edit "vip-Host 172.21.84.203 Static"
set extip 210.61.82.160
set mappedip 172.21.84.203
set extintf portl
set nat-source-vip enable
next

edit 110009
set srcintf "portl"
set dstintf "port2"
set srcaddr "Host Source"
set dstaddr "vip-Host_ 172.21.84.203_Static"
set service "http" "https"
set schedule "always"
set logtraffic all
set status enable
set action accept
set global-label "FW1"
next
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edit 10009
set srcintf "portl"
set dstintf "port2"
set srcaddr "Host Source"
set dstaddr "AddressGroup Destination"
set service "http" "https"
set schedule "always"
set logtraffic all
set status enable
set action accept
set comments "Example of name overlap in destination address."
set global-label "FW1"
next

FortiConverter converts policy 10009 directly from the original firewall rule. Policy 11009 is a copy of policy
10009 with the destination address field changed to vip-Host 172.21.84.203 Static toreflect the
static NAT object conversion.

Unused VIP objects generate policy

In some cases, the final policy in an output configuration is one that FortiConverter generates from VIP objects
that aren't used as a destination address in at least one policy. For example:

edit 001
set srcintf "portl"
set dstintf "any"
set srcaddr "all"
set dstaddr "vip-Host 172.21.84.24" " vip-Host 172.21.84.25" " vip-Host 172.21.84.26"
set service "ALL"
set schedule "always"
set logtraffic all
set status enable
set action deny
set comments "This policy is auto-generated by FortiConverter to activate static-NAT
VIPs that aren't referenced in other policies."
next

This type of policy enables the source static NAT mapping by capturing all the VIP objects that other policies
don't reference.

In some conversions, FortiConverter generates more than one of this kind of policy — one for each external
interface that is referenced by an unreferenced VIP object.

Check Point NAT merge examples with central NAT

From FOS v6.0.0 release, the central NAT feature was enhanced. You don’t need to add a "set nat enable"
clause into each firewall policy command view. This makes the central NAT module run as a separated
functional part.

Host address hides behind IP

The source configuration hides the host address object Host 172.21.84.201 Hide IP behindthe IP
address 210.61.82.1309.
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‘Q. Host_172.21.84.201_Hide_IP * Any ‘ * Any ‘;IHHnsU?z.zmsq.zm_Hue_P (Hiding Address) ‘ = Original ‘ = Original

It also has a firewall rule that matches the object to source addresses.

TCE http
TCE hitps

HI Any

H L] Host_172.21.84.201_Hide_P L] Host_Destination

@ accept ‘

FortiConverter captures the hide NAT IP address 210.61.82.139 in an IP pool:

edit "ippool-210.61.82.139"
set endip 210.61.82.139
set startip 210.61.82.139
set type overload

next

FortiConverter also creates a central NAT object that uses the IP pool:

edit 3
set srcintf "port2" (generated from route information)
set dstintf "portl" (generated from route information)
set orig-addr "Host 172.21.84.201 Hide IP"
set dst-addr "all"
set nat-ippool "ippool-210.61.82.139"

next

FortiConverter converts the Check Point firewall rule into the following policy:

edit 10001
set srcintf "port2" (generated from route information)
set dstintf "portl" (generated from route information)
set srcaddr "Host 172.21.84.201 Hide IP"
set dstaddr "Host Destination"
set service "http" "https"
set schedule "always"
set logtraffic all
set status enable
set action accept
set comments "Example of address hides behind IP."
set global-label "FW1"
next

Manual NAT rule matches policy source address with many-to-one mapping

A source configuration has a manual NAT rule that translates a source address:

‘411- Net_172.21.84.0 ‘Q Host_Destination ‘ * Any ‘QSHDSLZMBHQHD ‘ = Original ‘ = Original

Net 172.21.84.0 isanetwork object with the IP address 172.21.84.0/24.

The configuration also has the following firewall rule, which matches the object to source addresses:

TCP
LL et 172.21.84.0 [ Host_Destination ‘ [*] Any | — hitp ¢y accept
- ICE hitps
FortiConverter converts many-to-one rules to an IP pool.
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For this configuration, FortiConverter generates the following IP pool, central NAT object, and policy:

edit "ippool-210.61.82.130"
set endip 210.61.82.130
set startip 210.61.82.130
set type overload

next

edit 2

set srcintf "port2"

set dstintf "portl"

set orig-addr "Net 172.21.84.0"

set dst-addr "Host Destination"

set nat-ippool "ippool-210.61.82.130"
next

edit 10006
set srcintf "port2"
set dstintf "portl"
set srcaddr "Net 172.21.84.0"
set dstaddr "Host Destination"
set service "http" "https"
set schedule "always"
set logtraffic all
set status enable
set action accept
set comments "Example of one to many source NAT."
set global-label "FW1"
next

Cisco Conversions

Cisco differences

General

+ FortiGate’'s set allowaccess command forinterfaces doesn't exist on Cisco firewalls. Because
FortiGate requires this setting, FortiConverter enables all services for interfaces by default.

« The postfix"_conflict" used for services prevents a service and a service group from having the same
name. It is recommended that you rename these objects.

+ On Cisco IPSec VPNs, Phase 1 (ISAKMP) supports more than two types of authentication methods.
FortiGate supports only two types: pre-share and rsa-sig. Therefore, you must assign methods for
each VPN connection. The wizard converts Cisco EZVPN configuration to FortiGate VPN policies with the
srcintf "<tunnel-interface-name>" (i.e. phase1-interface object name)and dstintf "any".

« FortiConverter doesn't support the following Cisco configuration elements:
« Wild card netmasks for access-1ist and object- group objects

Cisco FTD support

Cisco FTD (Firepower Threat Defense) has two modules and maintain policies on both modules:
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1. LINA (layer 4 only)
2. SNORT (layer 7 inspection)

FortiConverter tool can only support FTD's LINA component but not SNORT IPS engine rules.

NAT support
Software Supported NAT types
PIX Dynamic NAT (NAT exemption, policy dynamic NAT, regular)
FWSM Static NAT (Static NAT, Static PAT, Identity Static NAT)
ASA (8.2 and earlier)
ASA (8.3 and later) Object NAT (Dynamic, Static)
Twice NAT
10S Dynamic NAT
Static NAT
FTD (LINA) Object NAT(Dynamic, Static)
Twice NAT

FortiConverter doesn't support the following NAT features:
o ldentity NAT, and NAT Exemption

To reduce the number of NAT polices a conversion generates, FortiConverter doesn't convert Static NAT rules
in which the source and mapped |Ps are the same.

Saving the Cisco source configuration file

Before starting the conversion wizard:Cisco, save a copy of your configuration file to the computer where
FortiConverter is installed.

To get the configuration, you can use the CLI commands:

terminal length O
show running-config

Copy and paste the outputs into a plain text file.

For more information about Route file, please see Route File on page 243.
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Save the LINA configuration from Cisco FTD

Cisco FTD (Firepower Threat Defence) has two modules and maintain policies on both modules:

1. LINA (layer 4 only)
2. SNORT (layer 7 inspection)

FortiConverter tool can only support FTD's LINA component but not SNORT IPS engine rules.

To extract FTD LINA module configuration, please use the CLI commands:

system support diagnostic-cli
enable (press enter)
show running-config

Copy and paste the outputs into a plain text file.

Saving and naming for multi-context configuration file

If your Cisco device contains multiple contexts, please follow the steps below to prepare the input files of
FortiConverter:

1. Switch to the system execution space using the command:
changeto system
Then use the commands given previously to show the system configuration, and save it into a single file.
2. Switch to each context using the command:
changeto context <context-name>
Save the configuration of each context into a single file separately. It is fine to skip the contexts you don’t
want to convert.
3. Open the system file and find the context definitions inside, and rename the context config file using the
names after keyword config-url disk0:/.
For example, in the screen shot below, the system file contains the definition of context "admin”, "test_
second" and "third". Then according to the definition, rename the config of the context "admin" as
"admin.cfg", context "test_second" as "test_second.cfg", and context "third" as "third.cfg".
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admin-concextc admin

context admin
allacate-interface TestIntfl nutlidﬂ
config-url disk0:/admin.cig

context test_second
allacate-interface TestIntf? Inside
allocate=interface TestIntfl Cutaside
config-url disk(:/tesc_second.cfg

context third

allocate-interface TestIntfd PS-VM-FUB_175
config-url diski:/cthird.cfg

4. Archive all the context config files into a ZIP file.
5. Input the configs as below to do the conversion:

Input @

Security Context
Conversion

System Configuration system.ixt

Context

contexts zip
Configuration(.zip)

EII.

Route File(optional)

Save the configuration from Cisco Meraki

1. Please follow the steps in the Meraki documentation below to generate an API key:

https://documentation.meraki.com/General_Administration/Other_Topics/Cisco_Meraki_Dashboard_
API

2. Fortinet provides a Python script, fcon meraki backup.py, which exports backup config files which
can be converted by FortiConverter. Please download the script from the FortiConverter application:
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This script is also available in the FortiConverter tool’s GitHub:
https://github.com/fortinet/forticonverter-tools/blob/main/fcon_meraki_backup.py

3. Run the script file and select the organization and network you would like to backup.
Example procedure:

(MerakiBackup) C:\=py fcon_meraki_backup.py [API_KEY]
Welcome to Meraki config backup tool for FortiConverter.

The following organizations are fetched by the API key:
1. 1365006: CWP

Only one organization is fetched. Selecting "CWP" automatically.

The following networks are fetched from organization "CwWP":
1. L_376858995U3372581883: nac

Only one network is fetched. Selecting "nac" automatically.

Backup config file is saved as "meraki_backup_CwWP_nac_26231128161249.json".

For a detailed instruction of the script, please see the README file in the link below:
https://github.com/fortinet/forticonverter-tools/blob/main/README.md

Cisco conversion wizard

The administrator password is not set on the new configuration.

For third-party conversions, the trusted host settings are converted. Check the trusted
host settings to ensure they allow management access from the relevant network

interfaces.

To start a new conversion

1. Start FortiConverter.
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2. When start-up is complete, a browser window automatically opens to http://127.0.0.1:8000.

3. Click New Conversion, located at the top right corner.

4. Enter a name for the conversion configuration.

5. For Vendor, choose Cisco block.

6. Choose a Model, if applicable.
7. Click OK.

The configuration page opens to the Start page, and you can input your settings.

Cisco Start options

This table lists the start settings.

Setting

Profile
Description
Output Options
Output Format

FOS Version

Description

Enter a description of the configuration.

Select the appropriate output format for your FortiGate
device.

The configuration syntax is slightly different among FortiOS
6.4,7.0,7.2,7.4 and 7.6. Select the version that corresponds
to the FortiOS version on the target.

Security Context Conversion

Source Configuration

System Configuration

Bulk Conversion

Context Configuration(.zip)
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Enable this option to convert configurations with multiple
security contexts.

Select the input file or files. This option only appears if
Security Context Conversion is disabled.

Select the system configuration file. This file should include
interfaces and config file names for each security context.
This option only appears if Security Context Conversion is
enabled.

If there are many devices to be converted where all of them
are the same model, sharing the same interface mapping
relationship in conversion, then bulk conversion can convert
all of them at once. Collect all the configuration files to be
converted, compress them into a ZIP file and use the ZIP file
as the input.

Select the .zip file containing all the config files. The file name
for each context should match the name given in the system
configuration file. This option only appears if Security Context
Conversion is enabled. Please see example below in Cisco
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Route File (Optional)

Start options on page 111.

Select a route file that FortiConverter uses to determine the
interfaces used in output policies, in addition to routes it
detects in the source configuration. Because Cisco devices
apply access-lists to source interfaces, FortiConverter can
determine the source interfaces for output policies, but not
the destination interfaces. When you specify a route file,
FortiConverter uses the information in the file to determine
the destination interface.

Target device(Optional)

Target device

Conversion Options

Select the model of the target device, or select a device
connected to FortiConverter.

Discard unreferenced firewall objects

Increase Address and Service Table
Sizes for High-End Models

Automatically generate policy
interfaces

Route-based IPSec

Suppress auto grouped items from
Cisco ASDM/CSM

Combine expanded multi-object
policies

Combine policies generated by NAT
merge

FortiConverter 7.4.0 Admin Guide
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Specifies whether addresses, schedules, and services that
aren't referenced by a policy are saved and added to the
output. This option can be useful if your target device has
table size limitations. You can view the unreferenced objects
that FortiConverter removed on the Tuning page.

You can customize the maximum table sizes that
FortiConverter uses when Increase Address and Service
Table Sizes for High-End Models is selected. For more
information, see Adjusting table sizes on page 232

Specifies whether FortiConverter automatically generates
policy interfaces.

Specifies whether Route-based IPSec is used for this
conversion.

When an ACL contains multiple objects in its source address,
destination address or service field, Cisco ASDM and CSM
may automatically group them in to a group object because
Cisco ASA only allows single object in each field. This option
expands the grouped objects after conversion.

When an ACL contains multiple objects in its source address,
destination address or service field, Cisco CSM may expand
the ACL into equivalent multiple ACLs because Cisco ASA
only allows single object in each field. This option combines
those ACLs into the original one automatically.

FortiConverter may generate multiple NAT policies after
merging NAT rules into ACLs. This option combines and
simplifies the output policies.
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Split Address group From VPN Phase2
selector

Add default "accept all" rules from
high to low security level interfaces

Policy index start from 1 instead of
10000

NGFW policy-based mode

Collect unreferenced access lists

Enable send-deny-packet for
resetoutside

Generate SNAT when mapped IP linked
to multiple external IPs in VIP rules

Set extintf to "any" under "config
firewall vip"

Comment Options

Address comment

Interface comment

FortiConverter 7.4.0 Admin Guide
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If the remote side of VPN is not a FortiGate but a device of
other vendor, setting an address group in the VPN phase2
quick selector does not work. When this option is enabled, a
VPN phase2 object with an address group in the selector
would be split into multiple objects with subnet or a range in
selector.

In Cisco firewalls, traffic from high security level interfaces to
lower security level interfaces is allowed by default. Enable
this option to create rules to allow this kind of traffic when no
access list is specified.

When selected, the serial number of firewall policies will start
from 1 instead of 10000.

When selected, the conversion will be in NGFW policy-based
mode.

"firewall policy"willbecome"firewall
security-policy"instead, and"set application
00000" will be generated in policies, which requires manual
processing. There will also be some other minor differences
adapted for the NGFW policy-based CLI.

FortiConverter typically converts those Cisco access lists
which are referenced by access groups into firewall policies.
However, sometimes access lists are configured on the
authentication server side and would not have explicit
reference in the config file, so they would not be converted.
After enabling this option, FortiConverter would collect those
access lists which are not reference by any part of the config,
and list them in the context selection page. Users can select
those access lists and convert them into firewall policies.

When this option is enabled and config line "service
resetoutside"” is present in the config file, the policies with
"deny" will have "send-deny-packet" enabled.

When same mapped IP is repeating in multiple VIP rules, but
the external IP used in those rules are different. If "set nat-
source-vip enable" has been added in those rules. After
enabling this option, FortiConverter would create SNAT rules
from those VIP rules and remove "set nat-source-vip enable".

When selected, all vip extintf value will be set to “any”. Only
available when central NAT mode is enabled.

Specifies whether FortiConverter copies the address
comment from the source configuration to the converted
FortiGate address.

Specifies whether FortiConverter copies the interface
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Service comment

Policy comment - Add policy package
name and rule number

Policy comment - Preserve the original
comment

comment from the source configuration to the converted
FortiGate address.

Specifies whether FortiConverter copies the service comment
from the source configuration to the converted FortiGate
address.

Specifies whether FortiConverter includes the input
configuration lines used for each FortiGate policy in the
FortiGate configuration as a policy comment.

Include the original comment in source file in the comment of
the output policy.

NAT Merge Options

Ignore firewall policies with all or any
addresses when processing NAT rules

Enable central NAT merge

Convert Static NATs into VIP/Central
NAT pairs

Generate central NAT rules with 'set nat
disable' for destination NAT rules

Specifies whether FortiConverter ignores firewall policies with
an "all" or "any" address when it merges a NAT rule and a
firewall policy to create a FortiGate NAT policy.

FortiConverter creates new policies in the output
configuration based on where NAT rules to firewall policies
intersect. Because firewall policies that use "all" or "any" as
the address create many intersections, Fortinet recommends
that you ignore them.

Specifies whether FortiConverter converts NATs to
FortiConverter central NATs instead of policy-based NATSs.

When this option is enabled, a static NAT rule would be
converted into a central SNAT rule and an unidirectional VIP
object. Otherwise it would be converted into a bidirectional
VIP object

If a destination NAT rule in Cisco is only converted into a VIP
in FortiGate, the traffic may accidentally hit a central NAT rule
and its source address may be translated by mistake. This is
because source and destination NATs are included in one
NAT rule list in Cisco, but VIP and central NAT are separated
modules in FortiGate.

When this option is enabled, central NAT rules with "set nat
disable" will be generated for destination NAT rules to prevent
unnecessary source address translation.

NAT Merge Depth

Mode
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Specify the source version number. This option is available
only when Model is ASA.
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NAT exemption Specifies which types of NAT FortiConverter merges with the
output firewall policies, or whether FortiConverter performs
NAT merge based on object names or values.

Dynamic NAT ) .
« Object Name Match — FortiConverter performs
NAT merge based on matching address names in firewall
Static NAT policies and NAT rules.
« Object Content Overlap — FortiConverter performs
Dynamic ACL NAT NAT merge based on matching address values in firewall
policies and NAT rules. It generates the most accurate
matching of NAT rules and policies, but in most cases, it
Static ACL NAT also generates more NAT policies.
Because it can take FortiConverter several hours to complete
Object Dynamic NAT a conversion that include a large number of NAT rules,

Fortinet recommends that you turn off or limit NAT merge for
your initial conversion. Then, resolve any issues with the
conversion before you run it again with NAT merge enabled.
For more information, including sample matches, see NAT

Twice Dynamic NAT merge options on page 233.

Object Static NAT

Twice Static NAT

Static ACL NAT

Context selection

This page shows the source configuration before conversion.
By default, all virtual contexts are mapped to VDOMs with the same name.

Click an option under Source Configuration Preview to view it. Use the search bars to filter the search.

Setting Description

VDOM Select Select/Unselect the VDOM item.
VDOM Rename Rename the VDOM name.
VDOM Mode Change the VDOM mode in the output result.
Information of Configurations Source configuration file names are shown in the table as a
link. Click the link to see the content. The file won’t show if it’s
too large.
FortiConverter 7.4.0 Admin Guide 115
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Unreferenced Access List

Managed Device Name

Manage IP

Target Device Switch Interface -
Interface/Port

Source Configuration Preview

Cisco Interface mapping

You can manually map the interface.

When the option "Collect unreferenced access lists" is
selected, FortiConverter collect access lists which are not
referenced in the configuration. If you need to convert some
of them into firewall policies, please select those access lists
in the table.

The name of the managed device which the converted
interface or route configuration would be imported in
FortiManager. (Only available when the output format is
FortiManager)

When the context is configured in transparent mode, the
management |P needs to be input for the converted
FortiGate VDOM.

If there are virtual switches in the selected target device,
FortiConverter will list the member ports of the virtual
switches. If an interface in the list is going to be used in the
configuration, it should first be detached from the virtual
switch. Click "X" on the interface to detach it. Please note that
a detached interface cannot be re-added later by
FortiConverter.

The numbers of each type of firewall object are shown in the
preview table. Click the object number to see detailed
information on each object. In each type of object, click the
button Export CSV to export the current object info as CSV
file.

« To select the appropriate FortiGate interface, click the value in the FortiGate Interface column, and then
select a value or enter a custom interface name.

« To edit other values, double-click the proper column. Use the toolbar icon on the right to show and hide
columns. You can also use the Tuning page to create mappings after the conversion is complete.

o Toimport a set of interface mappings from a file, click Import.

« To download the current set of interface mappings, click Export.

o Todelete an interface, select the entries you would like to delete, right click and select Delete
Selected. This is useful if your target FortiGate has fewer interfaces than the source configuration.

The limit of the length of interface names in FortiOS is 15 characters. Interfaces in the source config which
have longer names should be trimmed to a shorter name. It is recommended to trim the names manually to
ensure readability. But if a quick trimming is needed, please select the entries, right click and select Trim
Interface Name to trim the names into 15 characters automatically.

Setting Description

VDOM Shows the virtual domains used in the conversion. ("root" by default)

FortiConverter 7.4.0 Admin Guide
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Setting Description

Source Shows each interface on the Cisco firewall.

Interface

FortiGate The input field for corresponding FortiGate interface names. Click to
Interface assign a FortiGate port or input the interface name manually for

each interface. (Only available when the output format is FortiGate)

Normalized The input field for corresponding normalized interface names, which

interface would be configured in the ADOM database in FortiManager. Click
to assign a port or input the interface name manually for each
interface. (Only available when the output format is FortiManager)

Device The input field for corresponding interface names in the managed

interface devices in FortiManager. Click to assign a port or input the interface
name manually for each interface. (Only available when the output
format is FortiManager)

Members Shows any members, if they are set.

IP-Netmask Shows the IP address and netmask of the connection.

Type Shows the type of interface.

Access Shows which protocols has permission to access each interface.
Import Click to load a set of interface mappings from a text file.

Export Saves the current set of interface mappings to a text file.

Delete Click to delete the selected mapping item.

Selected

Trim Interface Trim the interface names which exceed 15 characters into 15
Name characters automatically.

Cisco Routing Information

FortiConverter creates static routes in the output using the static routes it detects in the source configuration
and any routing information you provide.

Double-click an item to edit it.

Setting Description

New Route Click to add a route.

Delete Selected Click to delete the selected route.

Cisco Conversion result

Some columns can be selected, sorted, and filtered.

FortiConverter 7.4.0 Admin Guide
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Tab Description

Conversion Summary  Shows information about the conversion.

Reports Generate PDF reports including converted and unconverted objects list.
VDOM Mapping Shows how VDOMs were mapped from the source device to the new device.
Interface Mapping Shows how interfaces were mapped for each VDOM from the source device.
Device Summary Shows statistics about the objects detected.

For more details on how to fine-tune your conversion, see .

To download your finished conversion, click Download Configurations, located in the top-right corner. Your
downloaded conversion is a .zip file.

FortiConverter includes error and warning messages into the conversion when an error

ﬂ occurs.
l\ Review the config-all. txt file after each conversion for errors. These errors and
warning messages might cause the import process to fail, if not corrected. See for
more details.

Cisco PIX and ASA NAT merge examples

For more information about how FortiConverter handles NAT merges, see NAT merge options on page 233

x For ASA, these examples are valid only for source configurations

created using software versions 8.2.x and earlier.

Identity NAT

Dynamic NAT with ID 0 is the identity NAT and specifies that the address doesn't need to be translated. For
example:

nat (inside) 0 172.17.3.68 255.255.255.255

Currently, because FortiConverter doesn't merge this kind of NAT, it ignores the settings when it converts the
configuration.

Static identity NAT

In the following settings, in the two static NAT settings, the real address and the mapped address are the
same.

static (inside,outside) 200.251.129.33 200.251.129.33 netmask 255.255.255.255
static (inside,outside) 172.17.3.69 access-list inside natO_static

access-list inside nat0O static extended permit ip host 172.17.3.69 object-
group GroupO
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FortiConverter doesn't support this kind of static NAT and it ignores the settings when it converts the

configuration.

Dynamic NAT with NAT IP

A source configuration has the following dynamic NAT settings:

global

(outside)

nat (inside)

1 172.17.3.120 255.255.255.255

It also has the following firewall rule:

access-list acl inside extended permit tcp host 172.17.3.120 object-group

Group_Destination eq http

access-group acl_ inside in interface inside

FortiConverter generates the following IP pool and NAT policy from the source configuration:

edit "ippool-172.31.242.69"
set endip 172.31.242.69
set startip 172.31.242.69
set type one-to-one

next

edit 10001

set
set
set
set
set
set
set
set
set
set
set
set
next

The interface and address of the dynamic NAT matches the firewall rule, so FortiConverter inserts the IP pool

srcintf
dstintf
srcaddr
dstaddr
service

"portl" (corresponds to the interface
"port2" (corresponds to the interface
"h 172.17.3.120"

"Group Destination"

"HTTP"

schedule "always"

logtraffic disable

status enable

action accept

nat enable

ippool enable

poolname "ippool-172.31.242.69"

into policy 10001.

Dynamic NAT with mapped IP is "interface"

A source configuration has the following dynamic NAT settings:

global

nat (i

(outside) 2 interface

nside)

2 172.17.40.73 255.255.255.255

It also has the following firewall rule:

access-list acl inside extended permit tcp host 172.17.40.73 object-group

Group_Destination eq http

access-group acl inside in interface inside

FortiConverter generates the following NAT policy from the source configuration:

FortiConverter 7.4.0 Admin Guide
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1 172.31.242.69 netmask 255.255.255.255

"inside")
"outside")
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edit 10002
set srcintf "portl"
set dstintf "port2"
set srcaddr "h-172.17.40.73"
set dstaddr "Group Destination"
set service "HTTP"
set schedule "always"
set logtraffic disable
set status enable
set action accept
set nat enable
next

The interface and address of the dynamic NAT matches the firewall rule. NAT is enabled for policy 10002, but

because

there is no IP pool specified, the source address uses the interface IP address to perform NAT.

Dynamic policy NAT

A source configuration has the following dynamic NAT settings, which define NAT using an access list:

nat (inside) 1 access-list inside_nat_outboundaccess-list inside_nat_outbound extended permit tcp host
172.17.40.70 host 200.185.36.43 eq httpglobal (outside) 1 172.31.242.69 netmask 255.255.255.255

It also has the following firewall rule, which matches the NAT settings:

access-list acl_inside extended permit tcp host 172.17.40.70 host 200.185.36.43 eq http

access-group acl_inside in interface inside

FortiConverter generates the following IP pool and NAT policy from the source configuration:

edit "ippool-172.31.242.69"

set

set

set
next

endip 172.31.242.69
startip 172.31.242.69
type one-to-one

edit 10003

set
set
set
set
set
set
set
set
set
set
set
set
next

The converted configuration is similar to when the source configuration specifies dynamic NAT with a NAT IP

address.

srcintf "portl"

dstintf "port2"

srcaddr "h-172.17.40.70"
dstaddr "h-200.185.36.43"
service "HTTP"

schedule "always"
logtraffic disable

status enable

action accept

nat enable

ippool enable

poolname "ippool-172.31.242.69"

FortiConverter converts the IP pool based on the dynamic NAT.

Static

NAT matches policy source address

A source configuration has the following static NAT settings:
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static (inside,outside) 200.251.129.95 172.17.60.85 netmask 255.255.255.255

It also has the following firewall rule:

access-list acl inside extended permit ip host 172.17.60.85 object-group
Group_Destination

access-group acl_inside in interface inside

FortiConverter converts the static NAT rule to a VIP object and generates a NAT policy:

edit "vip-200.251.129.95"
set extip 200.251.129.95
set mappedip 172.17.60.85
set extintf port2
set nat-source-vip enable
next

edit 10004
set srcintf "portl"
set dstintf "port2"
set srcaddr "h-172.17.60.85"
set dstaddr "Group Destination"
set service "ALL"
set schedule "always"
set logtraffic disable
set status enable
set action accept
set nat enable
next

The NAT-enabled policy tries to match the source address to a VIP object. If it finds a match, it performs static
NAT as the VIP object specifies. Otherwise, it uses the interface IP for NAT.

Static NAT matches policy destination address

A source configuration has the following static NAT settings (which are the same as the example that matches
by source address):

static (inside,outside) 200.251.129.95 172.17.60.85 netmask 255.255.255.255
It also has the following firewall rule:

access-list acl outside extended permit ip any host 200.251.129.95
access-group acl outside in interface outside

FortiConverter creates the same VIP object it does for the source address example, and the following NAT
policy, which uses the VIP object as a destination address:

edit "vip-200.251.129.95"
set extip 200.251.129.95

set mappedip 172.17.60.85
set extintf port2

set nat-source-vip enable
next

edit 10005

set srcintf "port2"
set dstintf "portl"
set srcaddr "all"
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set dstaddr "vip-200.251.129.95"
set service "ALL"

set schedule "always"

set logtraffic disable

set status enable

set action accept

next

Static NAT that uses access list matches policy source address
A source configuration has the following settings, which define static NAT using an access list:
static (inside,outside) 172.31.242.69 access-list inside_nat static

access-list inside nat static extended permit ip host 10.100.128.97 object-
group Group Destination

It also has the following firewall rule:

access-list acl inside extended permit ip host 10.100.128.97 object-group
Group_Destination

access-group acl_inside in interface inside

FortiConverter converts the static NAT settings to the following VIP object and policies:

edit "vip-172.31.242.69 ip"
set extip 172.31.242.69
set mappedip 10.100.128.97
set extintf port2
set nat-source-vip enable
next

edit 10006
set srcintf "portl"
set dstintf "port2"
set srcaddr "h-10.100.128.97"
set dstaddr "Group Destination"
set service "ALL"
set schedule "always"
set logtraffic disable
set status enable
set action accept
set nat enable
next

The NAT-enabled policy tries to match the source address to a VIP object. If it finds a match, it performs static
NAT as the VIP object specifies. Otherwise, it uses the interface IP for NAT.

Static NAT specified by access list matches policy source address

The following source configuration settings define static NAT using an access list (they are the same as the
example where static policy NAT matches the policy source address):

static (inside,outside) 172.31.242.69 access-list inside nat static

access-list inside nat static extended permit ip host 10.100.128.97 object-
group Group Destination

It also has the following firewall rule, which matches the NAT in source address:

access-list acl_outside extended permit ip object-group Group_Destination host 172.31.242.69

FortiConverter 7.4.0 Admin Guide
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access-group acl_outside in interface outside

FortiConverter creates the same VIP object it does for the source address example, and the following NAT
policy, which uses the VIP object as a destination address:

edit "vip-172.31.242.69 ip"
set extip 172.31.242.69
set mappedip 10.100.128.97
set extintf port2
set nat-source-vip enable
next

edit 110007
set srcintf "por2"
set dstintf "portl"
set srcaddr "Group Destination"
set dstaddr "vip-172.31.242.69 ip"
set service "ALL"
set schedule "always"
set logtraffic disable
set status enable
set action acceptnext edit 10007
set srcintf "port2"
set dstintf "any"
set srcaddr "Group Destination"
set dstaddr "h-172.31.242.69"
set service "ALL"
set schedule "always"
set logtraffic disable
set status enable
set action accept
next

NAT rule and policy addresses don't match exactly

When a NAT rule address doesn't match a policy address exactly, FortiConverter calculates where the
addresses intersect (overlap) and uses the result as the address for the NAT policy it generates.

NAT rule address contains policy address

For example, a source configuration includes the following dynamic NAT configuration:

global (outside) 1 193.205.32.10 netmask 255.255.255.255

nat (inside) 1 10.1.2.0 255.255.255.0

It also contains the following firewall rule:

access-list acl_inside extended permit tcp host 10.1.2.1 host 193.205.23.66 eq smtp
access-group acl_inside in interface inside

The NAT rule address 10.1.2.0 255.255.255.0 contains the firewall rule source address 10.1.2.1.

FortiConverter converts the source NAT and firewall rules to the following IP pool and policies:

edit "ippool-193.205.32.0-193.205.32.255"
set endip 193.205.32.10
set startip 193.205.32.10
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set type one-to-one
next

edit 10001

set srcintf "portl"

set dstintf "port2"

set srcaddr "h-10.1.2.1"

set dstaddr "h-193.205.23.66"

set service "SMTP"

set schedule "always"

set logtraffic disable

set status enable

set action accept

set nat enable

set ippool enable

set poolname "ippool-193.205.32.10"
next

The source address of rule 10001 is the intersection of the NAT rule and original rule, which is "h-
10.1.2.1".

Policy address contains the NAT rule address

A source configuration includes the following NAT settings (which are the same as the example where the NAT
rule address contains the policy address):

global (outside) 1 193.205.32.10 netmask 255.255.255.255
nat (inside) 1 10.1.2.0 255.255.255.0

It also contains the following firewall rule:

access-list acl inside extended permit tcp 10.1.0.0 255.255.0.0 host
193.205.23.66 eqg smtp

access-group acl_ inside in interface inside

The firewall rule source address 10.1.0.0 255.255.0.0 contains the NAT rule address 10.1.2.0
255.255.255.0.

FortiConverter converts the source NAT and firewall rules to the following IP pool and policies:

edit "ippool-193.205.32.0-193.205.32.255"
set endip 193.205.32.10
set startip 193.205.32.10
set type one-to-one

next

edit 110002
set srcintf "portl"
set dstintf "port2"
set srcaddr "n-10.1.2.0 24"
set dstaddr "h-193.205.23.66"
set service "SMTP"
set schedule "always"
set logtraffic disable
set status enable
set action accept
set nat enable
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set
set

next

ippool enable
poolname "ippool-193.205.32

edit 10002

set
set
set
set
set
set
set
set
set
next

The policy 00110002 source address "n-10.1.2.0_24" is the intersection of NAT rule and firewall rule 10002.

NAT rule matches address "all" in policy

A source configuration includes the following NAT settings (which are the same as the example where the NAT

srcintf "portl"

dstintf "any"

srcaddr "n-10.1.2.0 16"
dstaddr "h-193.205.23.66"
service "SMTP"

schedule "always"
logtraffic disable

status enable

action accept

rule address contains the policy address):

global (outside) 1 193.205.32.10 netmask 255.255.255.255

nat (inside) 1 10.1.2.0 255.255.255.0

It also contains the following firewall rule:

access-list acl_inside extended permit tcp any host 193.205.23.66 eq smtp

access-group acl_inside in interface inside

The source address field is "any", which contains the NAT rule.

FortiConverter converts the source NAT and firewall rules to the following IP pool and policies:

edit 110003

set
set
set
set
set
set
set
set
set
set
set

srcintf "portl"

dstintf "port2"

srcaddr "n-10.1.2.0 24"
dstaddr "h-193.205.23.66"
service "SMTP"

schedule "always"
logtraffic disable
status enable

action accept

nat enable

ippool enable

set poolname "ippool-193.205.32
next
edit 10003

set srcintf "portl"

set dstintf "any"

set srcaddr "all"

set dstaddr "h-193.205.23.66"

set service "SMTP"

set schedule "always"
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set logtraffic disable
set status enable
set action accept

next

The policy 110003 source address "n-10.1.2.0_24"is the intersection of NAT and firewall rules.

Static NAT overlaps policy destination address

A source configuration has the following settings, which define static NAT using an access list:

static (inside,outside) 172.31.242.69 access-list inside_nat_static

access-list inside_nat_static extended permit ip host 10.100.128.97 object-group Group_Destination

It also includes the following firewall rule:

access-list acl_outside extended permit ip object-group Group_Destination 172.31.242.0 255.255.255.0
access-group outside in interface outside

The firewall rule destination address 172.31.242.0 255.255.255.0 contains the static NAT mapped IP
172.31.242.69.

FortiConverter generates the following VIP object and policies that use the object as a destination:

edit "vip-172.31.242.69 ip"
set extip 172.31.242.69
set mappedip 10.100.128.97
set extintf port2
set nat-source-vip enable
next

edit 110004
set srcintf "port2"
set dstintf "portl"
set srcaddr "Group_ Destination"
set dstaddr "vip-172.31.242.69 ip"
set service "ALL"
set schedule "always"
set logtraffic disable
set status enable
set action accept
next

edit 10004
set srcintf "port2"
set dstintf "any"
set srcaddr "Group Destination"
set dstaddr "n-172.31.242.0 24"
set service "ALL"
set schedule "always"
set logtraffic disable
set status enable
set action accept
next

Static NAT overlaps address group object
A source configuration has the following settings, which define a static NAT using an access list:

static (inside,outside) 172.31.242.69 access-list inside nat static
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access-list inside nat static extended permit ip host 10.100.128.97 object-
group Group Destination

The access list destination address Group_Destination contains two members:

object-group network Group Destination
network-object 10.255.253.0 255.255.255.0
network-object 10.255.254.0 255.255.255.0

The source configuration also has a firewall rule that matches the static NAT rule and its destination is a
member of the group Group Destination.

access-list acl inside extended permit ip host 10.100.128.97 10.255.253.0 255.255.255.0
access—-group acl inside in interface inside

FortiConverter generates the following NAT policy, which has the destination address 10.255.253.0
255.255.255.0.

edit 10009
set srcintf "portl"
set dstintf "port2"
set srcaddr "h-10.100.128.97"
set dstaddr "n-10.255.253.0 24"
set service "ALL"
set schedule "always"
set logtraffic disable
set status enable
set action accept
set nat enable
next

NAT exemption

NAT exemption is a dynamic policy NAT with ID 0. In most cases, you use NAT exemption to do one of the
following:

« Exempt from NAT an address that is located in a NAT rule address range.

« Inenvironments that use NAT control to block traffic to which no NAT rule applies, to permit this type of
traffic.

Exempt an address from a NAT rule
A source configuration has the following NAT exemption configuration:
nat (inside) 0 access-list inside nat exemption

access-list inside nat exemption extended permit ip host 172.13.100.88
object-group Group Destination
It also has the following dynamic NAT rule:

nat (inside) 4 172.13.100.0 255.255.255.0
global (outside) 4 172.80.80.8 netmask 255.255.255.255

Both the NAT exemption and the dynamic NAT rule match the following firewall rule:

access-list acl inside extended permit ip 172.13.100.0 255.255.255.0 object-group Group
Destination

access—-group acl inside in interface inside
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FortiConverter generates the following policies:

edit 110001
set srcintf "portl"
set dstintf "port2"
set srcaddr "h-172.13.100.88"
set dstaddr "Group Destination"
set service "ALL"
set schedule "always"
set logtraffic disable
set status enable
set action accept
next

edit 10001

set srcintf "portl"

set dstintf "port2"

set srcaddr "n-172.13.100.0 24"

set dstaddr "Group Destination"

set service "ALL"

set schedule "always"

set logtraffic disable

set status enable

set action accept

set nat enable

set ippool enable

set poolname "ippool-172.80.80.8"
next

The NAT exemption configuration generates policy 110001 with no NAT behavior. The dynamic NAT
configuration generates policy 10001, which references an IP pool. Because 00110001 comes first in the
configuration, it applies to address "h-172.13.100.88" before the policy used for address "n-172.13.100.0_24"
(which applies dynamic NAT) is applied.

Allowing traffic without NAT when PIX enables NAT control

When NAT control is enabled in PIX, traffic from an interface with high-level security to an interface with low-
level security isn't allowed if no NAT rule is configured. To allow traffic that doesn't require NAT, a NAT
exemption is required.

The following NAT configuration is a source configuration, which includes NAT control and a NAT exemption:

nat-control
nat (inside) 0 access-list inside nat exemption

access-list inside nat exemption extended permit ip host 172.14.100.88
object-group Group Destination

It also has the following firewall rule:

access-list acl inside extended permit ip 172.14.100.0 255.255.255.0 object-group Group
Destination
access—-group acl inside in interface inside

The interface security level has the following configuration:

nameif ethernet0 outside security0
nameif ethernetl inside securityl00
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FortiConverter generates the following policies:

edit 110002

set
set
set
set
set
set
set
set
set
next

srcintf
dstintf
srcaddr
dstaddr
service

"portl"

"port2"
"h-172.14.100.88"
"Group Destination"
"ALL"

schedule "always"

logtraffic disable

status enable

action accept

edit 10002

set
set
set
set
set
set
set
set
set
set
next

The source interface of the firewall rule is "inside"(port1), which has security level 100. The destination interface

srcintf
dstintf
srcaddr
dstaddr
service

"portl"

"port2"
"n-172.14.100.0_ 24"
"Group Destination”
"ALL"

schedule "always"

logtraffic disable

status disable

action accept

comments "This policy is disabled as not allowed by NAT-Control."

of this firewall rule is calculated to be "outside"(port2), which has security level 0. Since "inside" has a higher
security level than "outside", traffic from "n-172.14.100.0_24" to "Group_Destination" isn't allowed if NAT isn't
configured (even if the firewall rule allows it). Only traffic from "h-172.14.100.88" to "Group_Destination" is
allowed because a NAT exemption is configured for it. Since other traffic isn't allowed, FortiConverter disables
policy 10002, and adds a comment to show the reason.

Unused VIP objects generate policy

In some cases, the final policy in an output configuration is one that FortiConverter generates from VIP objects
that aren't used as a destination address in at least one policy. For example:

edit 001

set
set
set
set
set
set
set
set
set
set

next

srcintf
dstintf
srcaddr
dstaddr
service

"portl"

"any"

"all"

"vip- 172.21.84.24" " vip- 172.21.84.25" " vip- 172.21.84.26"
"ALL"

schedule "always"

logtraffic all

status enable

action deny

comments "This policy is auto-generated by FortiConverter to activate static-NAT
VIPs that aren't referenced in other policies."
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This type of policy enables the source static NAT mapping by capturing all VIP objects that other policies don't
reference.

In some conversions, FortiConverter generates more than one of this kind of policy — one for each external
interface that is referenced by an unreferenced VIP object.

F5 Conversions (Beta feature)

Conversion Support

FortiConverter supports the following features:

« Nodes

« Pools

« Virtual addresses

o Virtual servers

« Server policies (FortiWeb conversions only)

F5 Conversion Wizard

The administrator password is not set on the new configuration.

For third-party conversions, the trusted host settings are converted. Check the trusted
host settings to ensure they allow management access from the relevant network

interfaces.

To start a new conversion

1. Start FortiConverter.
. When start-up is complete, a browser window automatically opens to http://127.0.0.1:8000.

. Click New Conversion, located at the top right corner.

. For Vendor, choose NetScaler block.

2
3
4. Enter a name for the conversion configuration.
5
6. Choose a Model, if applicable.

7

. Click OK.

The configuration page opens to the Start page, and you can input your settings.
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F5 Start Options

This table lists the start settings.

Setting Description

Profile

Description Enter a description of the configuration.

Output Options

Output Format Select the appropriate output for your target Fortinet
device. FortiADC and FortiWeb conversions are available.

FOS Version The configuration syntax of the output. Only v5 is available
currently.

Source Configuration Select the input file

F5 Source Preview

This table shows the information inside the configuration.

Setting Description

File Name Source configuration file names are shown in the table as a link.
Click the link to see the content. The file won't show if it's too large.

Model The model of the configuration.

Source The number of each type of object is shown in the preview table.
Configuration Click the object number to see detailed information about each
Preview object. In each type of object, click the Export CSV button to export

the current object info as a CSV file.
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F5 Conversion Result

Setting Description

Conversion Provides information about the conversion.
Summary

Device Summary Provides statistics about the detected objects.

Forcepoint Conversion

Forcepoint differences

VPNs

StoneSoft VPNs aren’t converted.

Conversion support

FortiConverter supports the following features:

« Interface

« Address (group)

« Service (group)

« Policy/ Sub-Policy
o« NAT

+ Route

Saving the Forcepoint source configuration files

Before starting the conversion wizard, save a copy of your Forcepoint configuration file (XML format) to the
computer where FortiConverter is installed.

Saving the Forcepoint Stonesoft source configuration files on page 133
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Saving the Forcepoint Sidewinder source configuration file on page 133

Saving the Forcepoint Stonesoft source configuration files

Before starting the conversion wizard, save a copy of your Forcepoint Stonesoft configuration file (XML format)
to the computer where FortiConverter is installed.

Saving the Forcepoint Sidewinder source configuration file

Before starting the conversion wizard, save a copy of your configuration file to the computer where
FortiConverter is installed.

The following is for Forcepoint Sidewinder 8. The config is binary therefore the output of the following
commands must be saved to a text file for FortiConverter.
« Interface and Zone (cf interface|zone|zonegroup query)

« Address object and address group object (c £
domain|ipaddr|iprange|subnet | host|geolocation|netgroup query)

« Service object and service group object (cf application|appgroup query)
o NAT objects (cf netmap query)

« Admin users and firewall users & user groups (cf adminuser query, cf udb query, cf
usergroup query)

o Staticroutes (cf route query)
« Firewall Policy (cf policy query)

Syntax difference on Sidewinder's CLI between v7 and v8

Forcepoint Sidewinder Forcepoint Sidewinder

v7 v8

cfinterface query cfinterface query

cf burb query cf zone query

cf burbgroup query cf zonegroup query

cf domain query cf domain query

cfipaddr query cfipaddr query

cfiprange query cfiprange query

cf subnet query cf subnet query

cf host query cf host query

cf geolocation query cf geolocation query

cf netgroup query cf netgroup query
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cf service query cf application query
cf servicegroup query cf appgroup query
cf netmap query cf netmap query
cfadminuser query cfadminuser query
cfudb query cfudb query

cf usergroup query cf usergroup query
cf static query cf route query

cf policy query cf policy query

Sample CLI commands to retrieve configurations from Sidewinder and upload to a SCP

server.

cf
cf
cf
cf
cf
cf
cf
cf
cf
cf
cf
cf
cf
cf
cf
cf
cf
cf
cf

interface query > fc interface.txt

burb query > fc burb.txt

burbgroup query > fc burbgroup.txt
domain query > fc domain.txt

ipaddr query > fc ipaddr.txt

iprange query > fc iprange.txt

subnet query > fc subnet.txt

netgroup query > fc netgroup.txt

service query > fc service.txt
servicegroup query > fc servicegroup.txt
adminuser query > fc adminuser.txt

udb query > fc udb.txt

usergroup query > fc usergroup.txt
static query > fc static.txt

policy query > fc policy.txt

ipsec query show clear passwords=true > fc ipsec.txt
geolocation list > fc geoloc list.txt
geolocation query > fc geoloc query.txt
netmap query > fc netmap.txt

cat fc *.txt > forticonverter.txt
scp -v forticonverter.txt <username>@xxx.XXX.XXX.XXX:/
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Forcepoint Conversion Wizard

The administrator password is not set on the new configuration.

For third-party conversions, the trusted host settings are converted. Check the trusted
host settings to ensure they allow management access from the relevant network

interfaces.

To start a new conversion

1. Start FortiConverter.
. When start-up is complete, a browser window automatically opens to http://127.0.0.1:8000.

. Click BSSa New Conversion, located at the top right corner.

. For Vendor, choose Forcepoint block.

2

3

4. Enter a name for the conversion configuration.

5

6. Choose a Model: Stonesoft, Sidewinder v7 or Sidewinder v8.
7

. Click OK.

The configuration page opens to the Start page, and you can input your settings.

Forcepoint Start options

The following table lists the start settings.

Description

Description Enter a description of the configuration.

Output Format Select the appropriate output for your target Fortinet
device.

FOS Version The configuration syntax is slightly different among

FortiOS 6.4, 7.0, 7.2, 7.4 and 7.6. Select the version that
corresponds to the FortiOS version on the target.

Source Configuration Select the input file.
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Setting

Bulk Conversion

Description

If there are many devices to be converted where all of
them are the same model, sharing the same interface
mapping relationship in conversion, then bulk conversion
can convert all of them at once. Collect all the
configuration files to be converted, compress them into a
ZIP file and use the ZIP file as the input.

Target device (Optional)

Target device

Conversion Options

Select the model of the target device, or select a device
connected to FortiConverter.

Discard unreferenced firewall objects

Increase Address and Service Table Sizes
for High-End Models

Automatically generate policy interfaces
(Stonesoft only)

Policy index start from 1 instead of 10000

Split Address group From VPN Phase2
selector (Sidewinder only)

NGFW policy-based mode

Remove self-traffic addresses and policies

FortiConverter 7.4.0 Admin Guide
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Specifies whether addresses and services that aren't
referenced by a policy are saved and added to the output.
This option can be useful if your target device has table
size limitations. You can view the unreferenced objects
that FortiConverter removed on the Tuning page.

You can customize the maximum table sizes that
FortiConverter uses when Adjust table sizes is selected.
For more information, see Adjusting table sizes on page
232.

Specifies whether FortiConverter automatically generates
policy interfaces.

When selected, the serial number of firewall policies will
start from 1 instead of 10000.

If the remote side of the VPN is not a FortiGate but a
device of another vendor, setting an address group in the
VPN phase2 quick selector does not work. When this
option is enabled, a VPN phase2 object with an address
group in the selector would be split into multiple objects
with a subnet or a range in the selector.

When selected, the conversion will be in NGFW policy-
based mode.

"firewall policy" willbecome"firewall
security-policy"instead, and "set application
00000" will be generated in policies, which requires
manual processing. There will also be some other minor
differences adapted for the NGFW policy-based CLI.

Self-traffic polices, which use the address "Firebox" as
source or destination address, are not necessary in
FortiOS. FortiConverter comments out the self-traffics
policies or remove self-traffic addresses from policies
when this option is enabled.
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Setting

Nat Merge Options (Stonesoft Only)

Ignore firewall policies with all or any
addresses when processing NAT rules

Enable central NAT merge

Comment Options

Description

Specifies whether FortiConverter ignores firewall policies
with an "all" or "any" address when it merges a NAT rule
and a firewall policy to create a FortiGate NAT policy.
FortiConverter creates new policies in the output
configuration based on where NAT rules to firewall policies
intersect. Because firewall policies that use "all" or "any" as
the address create many intersections, Fortinet
recommends that you ignore them.

Specifies whether FortiConverter converts NATs to
FortiGate central NATs instead of policy-based NATs. It is
recommended to enable this option.

Policy comment - Preserve the original
comment

Source Preview

Include the original comment in source file in the
comment of the output policy.

This page shows the information inside the configuration.

Setting Description

Information of Source configuration file names are shown in the table as a

Configurations link. Click the link to see the content. The file won’t show if
it’s too large.

VDOM Select Select/Unselect the VDOM item.

VDOM Rename Rename the VDOM name.

VDOM Mode Change the VDOM mode in the output result.

Source Configuration The numbers of each type of firewall object are shown in

Preview the preview table. Click the object number to see detailed
information on each object. In each type of object, click the
download icon to export the current object info as CSV file.
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Policy Package Assignment (Stonesoft only)

Because a single Stonesoft config could contain multiple configurations for multiple devices, an explicit info of
mapping from firewall names (e.g. <fw_cluster> or <fw_single> or <virtual_fw>) to policy package names (<fw_
policy>) is required. Otherwise, policy packages that are missing mapping information will fail to apply.

There are two ways to specify the mapping:

1. 1. Before the conversion, for each firewall-policy pair, manually modify the config by adding <granted_
policy_ref>tag with the following format to the end of the config.

:fc;:a;;ea_;:1;cr_;gr engine_ref="sssEnter Firewall Hame horetss":
= <linty
€list_entry Type="Iw_policy” value="#+#Enter Happed Policy Fackage Hama haTet®s"/ 3
LiLiats

re/granted policy ref>

<fgeneric impoit_export>

2. If <granted_policy_ref>tags are not found while parsing, it is possible to select them from the dropdown
listin VDOM mapping page. (For <master_engine> tag, just choose "Master Engine" from the dropdown

list.)
VDOM Mapping VDOM Mode @
Target VDOM Source VDOM Folicy Package OF Mode
The first Cluster The first Cluster The first Policy Package
The second Cluster The seeond Cluster The second Policy ... = ]

The second Policy Package

The first Policy Package

baster Engine

Forcepoint Interface mapping

You can manually map the interface.
« To select the appropriate FortiGate interface, click the value in the FortiGate Interface column, and then
select a value or enter a custom interface name.

o To edit other values, double-click the proper column. Use the toolbar icon on the right to show and hide
columns. You can also use the Tuning page to create mappings after the conversion is complete.

« To import a set of interface mappings from a file, click Import.
« Todownload the current set of interface mappings, click Export.

« To delete an interface, select the entries you would like to delete, right click and select Delete
Selected. This is useful if your target FortiGate has fewer interfaces than the source configuration.
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The limit of the length of interface names in FortiOS is 15 characters. Interfaces in the source config which
have longer names should be trimmed to a shorter name. It is recommended to trim the names manually to
ensure readability. But if a quick trimming is needed, please select the entries, right click and select Trim
Interface Name to trim the names into 15 characters automatically.

Setting Description

VDOM

Source
Interface

FortiGate
Interface

Normalized
interface

Device
interface

Members
IP-Netmask
Type
Access
Import
Export

Delete
Selected

Trim Interface

Name

Shows the virtual domains used in the conversion. ("root" by default)

Shows each interface on the Forcepoint firewall.

The input field for corresponding FortiGate interface names. Click to
assign a FortiGate port or input the interface name manually for
each interface. (Only available when the output format is FortiGate)

The input field for corresponding normalized interface names, which
would be configured in the ADOM database in FortiManager. Click
to assign a port or input the interface name manually for each
interface. (Only available when the output format is FortiManager)

The input field for corresponding interface names in the managed
devices in FortiManager. Click to assign a port or input the interface
name manually for each interface. (Only available when the output
format is FortiManager)

Shows any members, if they are set.

Shows the IP address and netmask of the connection.

Shows the type of interface.

Shows which protocols has permission to access each interface.
Click to load a set of interface mappings from a text file.

Saves the current set of interface mappings to a text file.

Click to delete the selected mapping item.

Trim the interface names which exceed 15 characters into 15
characters automatically.

Forcepoint Route Information

FortiConverter creates static routes in the output using the static routes it detects from the source configuration
as well as routing information you provided.

Double-click an item to edit it.

Setting Description

New Route

Delete

Click to add a route.

Click to delete the selected route.
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Forcepoint Conversion result

Tab Description

Conversion Summary Provides statistics about the conversion.

Reports Generate PDF reports including converted and unconverted objects list.

Interface Mapping Shows how interfaces were mapped for each VDOM from the source
device.

Device Summary Provides statistics about the detected objects.

FortiConverter includes error and warning messages into the conversion when an error

ﬂ ocaurs.
% Review the config-all. txt file after each conversion for errors. These errors and
warning messages might cause the import process to fail, if not corrected. See for
more details.

Huawei USG Firewall Conversion

Conversion support

FortiConverter supports the following features:

« Interface

e Zone

o Address (group)
« Service (group)
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« Policy

+ Route

e Zone

o IPSec Policy (VPN)

o Security Context

« Nat Policy (Converted to Fortigate SNAT)
« Nat Server (Converted to Fortigate VIP)

Saving the Huawei source configuration files

Before starting the conversion wizard, save a copy of your Huawei configuration file to the computer where
FortiConverter is installed.

Exporting config through web operation

1. Choose System > Configuration File Management.
2. Click Exportin Current Configuration.
3. Click Save and select a path on the terminal to save the configuration file.

Huawei conversion wizard

To start a new conversion

—

. Start FortiConverter.
. When start-up is complete, a browser window automatically opens to http://127.0.0.1:8000.
. Click B New Conversion, located at the top right corner.

. Enter a name for the conversion configuration.

2
3
4
5. For Vendor, choose Huawei block.
6. Choose a Model, if applicable.

7

. Click OK.

The configuration page opens to the Start page, and you can input your settings.

Huawei Start options

This table lists the start settings.

Description
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Setting

Description

Description
Output Options
Output Format

FOS Version

Enter a description of the configuration.

Select the appropriate output for your target Fortinet
device.

The configuration syntax is slightly different among
FortiOS 6.4, 7.0, 7.2, 7.4 and 7.6. Select the version
that corresponds to the FortiOS version for the target.

Source Configuration

Virtual System Conversion

Root Configuration

Vsys Configuration (.zip)

Bulk conversion

Select the input file.

Enable this option to convert configurations with
multiple virtual systems.

Select the system configuration file. This file should
include interfaces and config file names for each
security context. This option only appears if Virtual
System Conversion is enabled.

Select the .zip file containing all the config files. The
file name for each context should match the name
given in the root configuration file. This option only
appears if Virtual System Conversion is enabled.
Please see example in Input and naming for vsys file on
page 143.

If there are many devices to be converted where all of
them are the same model, sharing the same interface
mapping relationship in conversion, then bulk
conversion can convert all of them at once. Collect all
the configuration files to be converted, compress them
into a ZIP file and use the ZIP file as the input.

Target device (Optional)

Target device

Select the model of the target device, or select a device
connected to FortiConverter.

Discard unreferenced firewall objects
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Specifies whether addresses and services that aren't
referenced by a policy are saved and added to the
output. This option can be useful if your target device
has table size limitations. You can view the
unreferenced objects that FortiConverter removed on
the Tuning page.
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Setting Description

Increase Address and Service Table Sizes for You can customize the maximum table sizes that

High-End Models FortiConverter uses when "Adjust table sizes" is
selected. For more information, see Adjusting table
sizes on page 232.

Route-based IPSec Specifies whether Route-based IPSec is used for this
conversion.
Policy index start from 1 instead of 10000 When selected, the serial number of firewall policies

will start from 1 instead of 10000.

NGFW policy-based mode When selected, the conversion will be in NGFW policy-
based mode.

"firewall policy"willbecome"firewall
security-policy"instead, and "set
application 00000"will be generated in policies,
which requires manual processing. There will also be
some other minor differences adapted for the NGFW
policy-based CLI.

Service Comment Specifies whether FortiConverter copies the service
comment from the source configuration to converted
FortiGate service.

Include input configuration lines for each Specifies whether FortiConverter includes the input
output policy configuration lines used for each FortiGate policy in the
FortiGate configuration as a policy comment.

Address Comment Specifies whether FortiConverter copies the address
comment from source configuration to the converted
FortiGate address.

Service Comment Specifies whether FortiConverter copies the service

comment from the source configuration to the
converted FortiGate service.

Nat Merge Options

Enable central NAT merge Specifies whether FortiConverter converts NATs to
FortiGate central NATs instead of policy-based NATs.
It is recommended to enable this option with FOS 6.0
or later.

Input and naming for vsys file

Here is an example on inputting vsys file and naming convention, please note that the file name should match
the root:
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Input

Virtual System
Corversion

Rooat Configuration

Suppose the root config (test-FW-01) contains the following vsys information:

vsys first 1
assign interface GigabitEtl
assign interface GigabitEtl
F
vay3 testhec 2
aszign interface GigabitEtl
aszign interface GigabitEtl
aszign interface GigabitEtl
F
vays zomething 3
aszign interface GigabitEtl
aszign interface GigabitEtl
aszign interface GigabitEtl

Then test-FW-01.zip should contain config files "test-FW-01-first", "test-FW-0l-test sec",
"test-FW-0l-something".

i.e. vsys filename = root file name and vsys name joined by dash.

The files should not have a filename extension (for example .txt), otherwise the
filename-vsys matching would fail.

VPN Instance

Map the VPN instances in the source configuration to VDOMs in the output configuration.

By default, all VPN instances are mapped to VDOMSs with the same name. You can modify this default
mapping as required by renaming VDOMSs and removing VPN instances from the conversion.

Setting Description

VDOM Select Select/Unselect the VDOM item.
VDOM Rename Rename the VDOM name.
VDOM Mode Change the VDOM mode in the output result.
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Information of Configurations

Managed Device Name

Target Device Switch Interface -
Interface/Port

Source Configuration Preview

Huawei Interface mapping

You can manually map the interface.

Source configuration file names are shown in the table as a
link. Click the link to see the content. The file won’t show if it's
too large.

The name of the managed device which the converted
interface or route configuration would be imported in
FortiManager. (Only available when the output format is
FortiManager)

If there are virtual switches in the selected target device,
FortiConverter will list the member ports of the virtual
switches. If an interface in the list is going to be used in the
configuration, it should first be detached from the virtual
switch. Click "X" on the interface to detach it. Please note that
a detached interface cannot be re-added later by
FortiConverter.

The numbers of each type of firewall object are shown in the
preview table. Click the object number to see detailed
information on each object. In each type of object, click the
button Export CSV to export the current object info as CSV
file.

« To select the appropriate FortiGate interface, click the value in the FortiGate Interface column, and then
select a value or enter a custom interface name.

« To edit other values, double-click the proper column. Use the toolbar icon on the right to show and hide
columns. You can also use the Tuning page to create mappings after the conversion is complete.

o Toimport a set of interface mappings from a file, click Import.
« Todownload the current set of interface mappings, click Export.

o Todelete an interface, select the entries you would like to delete, right click and select Delete
Selected. This is useful if your target FortiGate has fewer interfaces than the source configuration.

The limit of the length of interface names in FortiOS is 15 characters. Interfaces in the source config which
have longer names should be trimmed to a shorter name. It is recommended to trim the names manually to
ensure readability. But if a quick timming is needed, please select the entries, right click and select Trim
Interface Name to trim the names into 15 characters automatically.
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Setting Description

VDOM

Source
Interface

FortiGate
Interface

Normalized
interface

Device
interface

Members
IP-Netmask
Type
Access
Import
Export

Delete
Selected

Shows the virtual domains used in the conversion. ("root" by default)

Shows each interface on the Huawei firewall.

The input field for corresponding FortiGate interface names. Click to
assign a FortiGate port or input the interface name manually for
each interface. (Only available when the output format is FortiGate)

The input field for corresponding normalized interface names, which
would be configured in the ADOM database in FortiManager. Click
to assign a port or input the interface name manually for each
interface. (Only available when the output format is FortiManager)

The input field for corresponding interface names in the managed
devices in FortiManager. Click to assign a port or input the interface
name manually for each interface. (Only available when the output
format is FortiManager)

Shows any members, if they are set.

Shows the IP address and netmask of the connection.

Shows the type of interface.

Shows which protocols has permission to access each interface.
Click to load a set of interface mappings from a text file.

Saves the current set of interface mappings to a text file.

Click to delete the selected mapping item.

Trim Interface Trim the interface names which exceed 15 characters into 15

Name

FortiConverter creates static routes in the output using the static routes it detects in the source configuration

characters automatically.

Huawei Route Information

and any routing information you provide.

Double-click an item to edit it.

New Route

Delete

Click to add a route.

Click to delete the selected route.
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Huawei Conversion result

Conversion Summary Provides statistics about the conversion.

Reports Generate PDF reports including converted and unconverted objects list.
Interface Mapping Shows how interfaces were mapped for each VDOM from the source device.
Device Summary Provides statistics about the detected objects.

FortiConverter includes error and warning messages into the conversion when an error
ﬂ occurs.

Review the config-all. txt file after each conversion for errors. These errors and

warning messages might cause the import process to fail, if not corrected. See for

more details.

IBM IPAM IPS Signature Conversion

IBM Security Event example

<securityEventsList

securityEventID="xxxxxxxx-XXXX-XXXX-XXXX-XXXXXXXXXXXX"' issueID="'XXXXXXX'
Enabled='false' virtualSensor='Extranet' isAttack='Attack' checkName='HTTP
Htaccess' risk='medium' protocol='url' ignore='false' display='WithoutRaw'
block="true' xpu='0.0"'" eventThrottling='0"' checkDate='2/2005"
defaultQuarantine='Block' logEvidence='None' isUserOverride='true'
noDelete='false' ><responses />

</securityEventsList>
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Supported Keywords

IBM Keyword Corresponding Fortigate Field

Enabled set status
risk set severity
block set action
logEvidence set log-packet
display set log
protocol set protocol

Unsupported Keywords

The following keywords are not supported in IBM conversion.

Unsupported Keywords

virtualSensor
checkName
ignore

Xpu
eventThrottling
checkDate

FortiConverter 7.4.0 Admin Guide
Fortinet Inc.

148



3rd Party Security Vendors Conversion

Unsupported Keywords

defaultQuarantine
isUserOverride
noDelete

Xpu
securityEventlD

issuelD

Supported Protocol Types

IBM Conversion supported protocol types:

Supported Protocol Types
bo
capwap
dcerpc
dhcp
dnp3
dns
ftgd

ftp

ftps
h323
http
https
icmp
iec104

im
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Supported Protocol Types

imap
imaps
Idap
misc
modbus
mssql
nbss
nntp
other
pP2p
pop3
pop3s
radius
rawtcp
rdt
rpc
rtcp
rtp
rtsp
sccp
sip
smtp
smtps
snmp
ssh
ssl
tcp
telnet
tfn

udp

FortiConverter 7.4.0 Admin Guide 150
Fortinet Inc.



3rd Party Security Vendors Conversion

Rule Overview

This page shows the information inside the configuration.

Click the "Export CSV" *' button to export the current object info as CSV file.

IBM Conversion Result

Page Tab Description

IBM IPS Sensor Shows the parsed IBM IPS sensors, separated into two tables based on
whether the protocol is supported by Fortigate.

Fortigate IPS Sensor Shows only the supported FGT IPS sensors and the conversion results.
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Ivanti Conversions (Beta feature)

Conversion Support

FortiConverter supports the following features:

o Address

o Services

« Usergroups
« Policies

The conversion result can be output in the format of FortiOS CLI or in the format of FortiSASE API.

Saving the lvanti Source Configuration Files

Before starting the conversion wizard, save a copy of your Ivanti configuration file to the computer where
FortiConverter is installed.

To export an XML configuration file:

1. Select Maintenance > Import/Export > Export XML to display the configuration page.
2. Select the required options on the Export XML File Configuration Page.
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Imipart/Export = Export XML

Export XMl

Configuration User Accounts

¥ Schema Files
Download the Schema files

v Select Settings and Export

XML Import/Export

Expand All Select All Export...

» System Settings... naone selected

» Sign-in Settings... none selected

» Endpoint Security... none selected

¢ Authentication Realms... rone selected

¥ Roles... none selected

» Resource Profiles... none selected

= Resource Policies... none sescted
| Select All Resource Policies

Maobe that respurce policies related to Resource Profiles cannot be exoo
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Web Access Control Caching

Bl Java access comtrol Java code-signing
Selective rewriting Passthrough proxy
Custom Headers S50 Basic Auth/NTLM/Kerberos
Remaote SSO form post Remaote 5SSO headers/cookies
SAML 550 SAML access control
Web proxy Launch 15AM
ActiveX parameter rewriting Compression
HTTP Protocol Web Encoding
Cross Domain Access Cliant Authentication
SAML External Apps 550 Options

Files Windows access control Windows Credentials

LR Windows compression UNIX/NFS access control

UNIX/NFS comprassion Qptions

SAM Applications SAM access control Options

21l | Mone

Telnet/SSH Telnet/S5H access control Options

All | Mona

VPN Tunneling Access control Connection profiles

AT split tunneling networks Bandwidth Management

Terminal Services Terminal Services access control Options

All | Bone

Email Client Email Settings

All | Non=

HTHMLS Access HTMLS Access access control Options

All | Mone

¥ Pulse Secure client... none selected
¢ Enterprise Onboarding... rone selected
¥k Local User Accounts... npone selected

* Maintenance Settings... none selected

3. Click Export to export the selected configuration data to an XML file.

Ivanti Policy Tuning Filter

In the Ivanti policy tuning page, there is a filter titled Advanced Search Type.

My Comesions | pes » Tumng T 8 sslCosly .o . 8 Cuwsbnsd Canly
al = 0, seacn
] 0 &%
0 wvoou i Ihskeiy Has [ Lneic St v T L] [
ook {T8lY)

The Advanced Search Type filter has the options SIA/SPA/all. Choosing any of them and then click Search
on the right will filter out the desired policies to display.
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"SPA" policies are policies that have destination address in private IP range, and "SIA" policies are policies that
have destination address in public IP range, while "all" shows every policy.

Ivanti Conversion Wizard

The administrator password is not set on the new configuration.

For third-party conversions, the trusted host settings are converted. Check the trusted
host settings to ensure they allow management access from the relevant network

interfaces.

To start a new conversion

1. Start FortiConverter.

2. When start-up is complete, a browser window automatically opens to http://127.0.0.1:8000.
3. Click &l New Conversion, located at the top right corner.

4. Enter a name for the conversion configuration.

5. For Vendor, choose Ivanti block.

6. Choose a Model, if applicable.

7. Click OK.

The configuration page opens to the Start page, and you can input your settings.

Ivanti Start Options

This table lists the start settings.

Setting Description

Profile

Description Enter a description of the configuration.

Select the appropriate output for your target Fortinet
device. If FortiGate or FortiManager is selected, the output

Output Format would be in the format of FortiOS CLI. If FortiSASE is
selected, the output would be in the format of JSON
payload of FortiSASE import API.
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Setting Description

FOS Version/ API
Versoin

The configuration syntax is slightly different for FortiOS
6.4,7.0,7.2,7.4 and 7.6. Select the version that
corresponds to the FortiOS version on the target. If
FortiSASE is selected, the selection would become the API
Version of FortiSASE API and "v2" would be the only option
available.

Source Configuration

Select the input file

Conversion Options

Discard unreferenced
firewall objects

Policy index start
from 1 instead of
10000

Public destination
interface name
(FortiOS only)

Private destination
interface name
(FortiOS only)

JSON services per
file (FortiSASE only)

JSON addresses per
file (FortiSASE only)

JSON policies per
file (FortiSASE only)
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Specifies whether addresses, schedules, and services that
aren't referenced by a policy are saved and added to the
output. This option can be useful if your target device has
table size limitations. You can view the unreferenced
objects that FortiConverter removed on the Tuning page.

When selected, the serial number of firewall policies will
start from 1 instead of 10000.

When the destination address of a policy is a public
address, FortiConverter would set the input value as the
destination interface. The default public interface in
FortiSASE is "port2".

When the destination address of a policy is a private
address, FortiConverter would set the input value as the
destination interface.

When the input value is empty, all the services would be
output into one file.

If a number is given, the output file would be split into
multiple files and each file contains the given number of
services.

When the input value is empty, all the addresses would be
output into one file.

If a number is given, the output file would be split into
multiple files and each file contains the given number of
addresses.

When the input value is empty, all the policies would be
output into one file.

If a number is given, the output file would be split into
multiple files and each file contains the given number of
policies.
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Setting Description

When the input value is empty, all the users would be
output into one file.
If a number is given, the output file would be split into

multiple files and each file contains the given number of
users.

JSON users per file
(FortiSASE only)

Profile group name
(FortiSASE only)

Comment Options

Policy comment -
Preserve the original
comment

The profile group name which is needed in FortiSASE API.

Include the original comment in the source file in the
comment of the output policy.

Ivanti Source Preview

This table shows the information inside the configuration.

- =

Source configuration file names are shown in the table as a link.

File Name Click the link to see the content. The file won’t show if it’s too large.
Model The model of the configuration.

The number of each type of object is shown in the preview table.
Source . . - .
Confiquration Click the object number to see detailed information about each
Previgw object. In each type of object, click the Export CSV button to

export the current object info as a CSV file.

Ivanti Conversion Result

Setting Description

e Provides information about the conversion.
Summary
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Setting Description

Device Summary Provides statistics about the detected objects.

Juniper Conversions

Juniper ScreenOS or Junos OS differences

VLAN logical interfaces

FortiConverter recognizes interface names starting with "vlan" as logical interfaces.

Service objects

Junos OS service objects support MS-RPS and SUN-RPC, where program-numbers (SUN) and UUID (MS) are
used instead of ports.

FortiOS supports this configuration using Application Control with an application override.

Example of Junos service object conversion

config application list
edit "MS-ActiveDirectory"
config entries
edit 1
set application 152305667
config parameters
edit 1
set value "45£52c28-7f9f-101a-b52b-08002b2efabe"
next
edit 2
set value "811109bf-adel-11d1-ab54-00a0c91e9b45"
next
end
set action pass
next
end
next
end

edit 10012
set srcintf "trust"
set dstintf "mgn"
set srcaddr "MEI-Novi-172.24.81.0-24" "MEI-Novi-172.24.80.0-24" "MEI-Novi-
172.24.252.112-28"
set dstaddr "MEI-WAN"
set service "MS-ActiveDirectory"
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set schedule "always"

set logtraffic all

set status enable

set action accept

set comments "95"

set application-list "MS-ActiveDirectory"
next

NAT support

For SRX Series gateways, supports the FortiConverter conversion of the following NAT types:

o Destination NAT
o Source NAT
o Static NAT

In ScreenOS, source NAT is implicitly enabled when: the destination zone is in the untrust-vr, the source zone
is trust zone and the destination zone is untrust zone, and both belong to the trust-vr.

Saving the Juniper source configuration file

Before starting the conversion wizard, save a copy of your Juniper configuration file to the computer where
FortiConverter is installed.

To get the configuration, for both ScreenOS and Junos, in the web Ul, go to Configuration> Update
> ConfigFile.

Alternatively, for ScreenOS only, you can use the get conf CLI command and paste the output into a plain
text file.

For Junos, FortiConverter requires the structural configuration file as a valid input. For example:

show configuration
## Last commit: 2013-06-05 11:28:53 CST by master
version 10.2S7;
groups {
node0 {
system {
host-name SRX3400-Active;
backup-router 172.16.1.254 destination 0.0.0.0/0;

interfaces {
fxp0 |
unit 0 {
family inet {
address 172.16.1.1/24;
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Juniper conversion wizard

The administrator password is not set on the new configuration.

For third-party conversions, the trusted host settings are converted. Check the trusted
host settings to ensure they allow management access from the relevant network

interfaces.

To start a new conversion

1. Start FortiConverter.

N O o~ W N

. Click OK.

. Choose a Model, if applicable.

. When start-up is complete, a browser window automatically opens to http://127.0.0.1:8000.
. Click New Conversion, located at the top right corner.
. Enter a name for the conversion configuration.

. For Vendor, choose Juniper block.

The configuration page opens to the Start page, and you can input your settings.

Juniper Start options

This table lists the start settings.

Setting

Output Options

Output Format

FOS Version

Description

Description

Enter a description of the configuration.

Select the appropriate output for your target Fortinet device.

The configuration syntax is slightly different among FortiOS 6.4, 7.0, 7.2,
7.4 and 7.6. Select the version that corresponds to the FortiOS version on
the target.

Source Configuration

Bulk Conversion

Select the input file or files.

If there are many devices to be converted where all of them are the same
model, sharing the same interface mapping relationship in conversion,
then bulk conversion can convert all of them at once. Collect all the
configuration files to be converted, compress them into a ZIP file and use
the ZIP file as the input.

Target device (Optional)
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Target device

Conversion Options

Discard unreferenced
firewall objects

Increase Address and
Service Table Sizes for
High-End Models

Route-based IPSec

Enable consolidated policy
mode

Use Zone name instead of
number to distinguish
duplicate address names
(SRX only)

Enable consolidated policy
mode

Migrate VIP src-filter into
policy src-addr

Set src/dst interfaces to
"any” in policies

Set extintf to "any" under
"config firewall vip"

Select the model of the target device, or select a device connected to
FortiConverter.

Specifies whether addresses, schedules, and services that aren't
referenced by a policy are saved and added to the output. This option can
be useful if your target device has table size limitations. You can view the
unreferenced objects that FortiConverter removed on the Tuning page.

You can customize the maximum table sizes that FortiConverter uses
when Adjust table sizes is selected. For more information, see Adjusting
table sizes on page 232

Specifies whether Route-based IPSec is used for this conversion.

Enable consolidated mode in FortiOS and convert security rules into
consolidated policies which are able to reference both IPv4 and IPv6
addresses in a single policy.

Juniper SRX may have multiple address objects with the same name but
tied to different zones. When this option is enabled, duplicate address
name will be converted to origname zonename. When disabled, they
will be convertedto origname 1, origname 2 ...etc.

(Only available for FortiOS 6.2 conversions) Enable consolidated mode in
FortiOS and convert security rules into consolidated policies which are able
to reference both |IPv4 and IPv6 addresses in a single policy.

When this option is enabled, a policy using VIPs as destinations would use
the source filter of the VIPs as source addresses.

When this option is enabled, the source and destination interfaces of all
the policies would be set to "any".

When selected, all vip extintf value will be set to “any”. Only available when
central NAT mode is enabled.

Merge virtual routers into
the default VRF

Convert virtual routers into
FOS virtual domains

Convert virtual routers into
FOS VRFs

When this option is enabled, all the interfaces and routes assigned to
virtual routers will be converted with no VRF(Virtual Routing and
Forwarding) settings, which means they will all belong to the default VRF.

It is an approach to convert a virtual router into independent VDOMs in
FortiOS. When this option is enabled, each virtual router would be
converted into a VDOM.

When this option is enabled, each virtual router would be converted into a
VREF in FortiOS.

Comment Options

Include input configuration
lines for each output
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Specifies whether FortiConverter includes the input configuration lines
used for each FortiGate policy in the FortiGate configuration as a policy
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policy

Interface Comment
Address Comment
Service Comment

Rule comment

Rule annotated comment
(SRX only)

NAT Merge Options

Ignore firewall policies
with all or any addresses
when processing NAT
rules

(SRX only)

Enable Central NAT merge

Convert Static NATs into
VIP/source NAT pair

NAT Merge Depth (SRX
only)
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comment.

Specifies whether FortiConverter copies the interface comment from the
source configuration to the mapped FortiGate interface.

Specifies whether FortiConverter copies the address comment from source
configuration to the converted FortiGate address.

Specifies whether FortiConverter copies the service comment from the
source configuration to converted FortiGate service.

Specifies whether FortiConverter copies the security rule comment from
the source configuration to converted FortiGate service.

Specifies whether FortiConverter copies the annotated lines in rules from
the source configuration to converted FortiGate policies.

Specifies whether FortiConverter ignores firewall policies with an "all" or
"any" address when it merges a NAT rule and a firewall policy to create a
FortiGate NAT policy.

FortiConverter creates new policies in the output configuration based on
where NAT rules to firewall policies intersect. Because firewall policies that
use "all" or "any" as the address create many intersections, Fortinet
recommends that you ignore them.

Specifies whether FortiConverter converts NATs to FortiGate central NATs
instead of policy-based NATSs.

When this option is enabled (in policy NAT mode only), a static NAT rule
would be converted into a central SNAT rule and an unidirectional VIP
object. Otherwise it would be converted into a bidirectional VIP object
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Specifies which types of NAT FortiConverter merges with the output
firewall policies, or whether FortiConverter performs NAT merge based on
Source NAT object names or values.

« Off — FortiConverter converts firewall policies only and doesn't perform
NAT merge for this type of NAT. This is useful for performing a quick,
initial conversion to discover any conversion issues.

o Object Names — FortiConverter performs NAT merge based on
matching address names in firewall policies and NAT rules.

« Object Values — FortiConverter performs NAT merge based on
matching address values in firewall policies and NAT rules. It
generates the most accurate matching of NAT rules and policies, but
in most cases, it also generates more NAT policies.

Because it can take FortiConverter several hours to complete a conversion

that include a large number of NAT rules, Fortinet recommends that you

turn off or limit NAT merge for your initial conversion. Then, resolve any

Destination NAT issues with the conversion before you run it again with NAT merge
enabled. For more information, including example matches, see NAT
merge options on page 233.

Static NAT

LSYS (Junos OS) or VSYS (ScreenOS) selection

Map the logical or virtual systems in the source configuration to VDOMs in the output configuration.

By default, all logical or virtual systems are mapped to VDOMs with the same name. You can modify this
default mapping as required by renaming VDOMs and removing logical or virtual systems from the conversion.

Setting Description

VDOM Select Select/Unselect the VDOM item.

VDOM Rename Rename the VDOM name.

VDOM Mode Change the VDOM mode in the output result.

Information of Configurations Source configuration file names are shown in the table as a
link. Click the link to see the content. The file won’t show if it’s
too large.

Managed Device Name The name of the managed device which the converted

interface or route configuration would be imported in
FortiManager. (Only available when the output format is
FortiManager)

Target Device Switch Interface - If there are virtual switches in the selected target device,

Interface/Port FortiConverter will list the member ports of the virtual
switches. If an interface in the list is going to be used in the
configuration, it should first be detached from the virtual
switch. Click "X" on the interface to detach it. Please note that
a detached interface cannot be re-added later by
FortiConverter.
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Source Configuration Preview The numbers of each type of firewall object are shown in the
preview table. Click the object number to see detailed
information on each object. In each type of object, click the
button Export CSV to export the current object info as CSV
file.

Juniper Interface mapping

You can manually map the interface.
« To select the appropriate FortiGate interface, click the value in the FortiGate Interface column, and then
select a value or enter a custom interface name.

« To edit other values, double-click the proper column. Use the toolbar icon on the right to show and hide
columns. You can also use the Tuning page to create mappings after the conversion is complete.

o Toimport a set of interface mappings from a file, click Import.
« To download the current set of interface mappings, click Export.

o Todelete an interface, select the entries you would like to delete, right click and select Delete
Selected. This is useful if your target FortiGate has fewer interfaces than the source configuration.

The limit of the length of interface names in FortiOS is 15 characters. Interfaces in the source config which
have longer names should be trimmed to a shorter name. It is recommended to trim the names manually to
ensure readability. But if a quick timming is needed, please select the entries, right click and select Trim
Interface Name to trim the names into 15 characters automatically.

Setting Description

VDOM Shows the virtual domains used in the conversion. ("root" by default)
Source Shows each interface on the Juniper firewall.

Interface

FortiGate The input field for corresponding FortiGate interface names. Click to
Interface assign a FortiGate port or input the interface name manually for

each interface. (Only available when the output format is FortiGate)

Normalized The input field for corresponding normalized interface names, which

interface would be configured in the ADOM database in FortiManager. Click
to assign a port or input the interface name manually for each
interface. (Only available when the output format is FortiManager)

Device The input field for corresponding interface names in the managed

interface devices in FortiManager. Click to assign a port or input the interface
name manually for each interface. (Only available when the output
format is FortiManager)
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Members Shows any members, if they are set.

IP-Netmask Shows the IP address and netmask of the connection.

Type Shows the type of interface.

Access Shows which protocols has permission to access each interface.
Import Click to load a set of interface mappings from a text file.

Export Saves the current set of interface mappings to a text file.
Delete Click to delete the selected mapping item.

Selected

Trim Interface Trim the interface names which exceed 15 characters into 15
Name characters automatically.

Juniper Route Information

FortiConverter creates static routes in the output using the static routes it detects in the source configuration
and any routing information you provide.

Double-click an item to edit it.

Setting Description

New Route Click to add a route.

Delete Click to delete the selected route.

Juniper Conversion result

Tab Description

Conversion Summary Provides statistics about the conversion.

Reports Generate PDF reports including converted and unconverted objects list.
VDOM Mapping Shows how VDMS were mapped from the source device to the new device.
Interface Mapping Shows how interfaces were mapped for each VDOM from the source device.
Device Summary Provides statistics about the detected objects.

FortiConverter includes error and warning messages into the conversion when an error

ﬂ oceurs.
% Review the config-all. txt file after each conversion for errors. These errors and
warning messages might cause the import process to fail, if not corrected. See for
more details.
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NetScaler Conversions (Beta feature)

Conversion Support

FortiConverter supports the following features: (Convertible Objects)

o Interface
« Real servers
« Pools

Saving the NetScaler source configuration files

Before starting the conversion wizard, save a copy of your NetScaler configuration file to the computer where
FortiConverter is installed.

Exporting config through web operation

1. Choose Configurations > System.
2. Click the Save icon (floppy button) on the right-hand side.
3. Click Save and select a path on the terminal to save the configuration file.
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NetScalar Conversion Wizard

The administrator password is not set on the new configuration.

For third-party conversions, the trusted host settings are converted. Check the trusted
host settings to ensure they allow management access from the relevant network

interfaces.

To start a new conversion

1. Start FortiConverter.

2. When start-up is complete, a browser window automatically opens to http://127.0.0.1:8000.
3. Click EZXZ22 New Conversion, located at the top right corner.

4. Enter a name for the conversion configuration.

5. For Vendor, choose NetScaler block.

6. Choose a Model, if applicable.

7. Click OK.

The configuration page opens to the Start page, and you can input your settings.

NetScaler Start Options

This table lists the start settings.

Setting Description

Profile

Description Enter a description for NetScaler

Output Format The output format of the converted configuration. Only

FortiADC is currently available currently.

FOS Version The configuration syntax of the output. Only v5 is available
currently.

Source Configuration Select the input file

FortiConverter 7.4.0 Admin Guide 167
Fortinet Inc.



3rd Party Security Vendors Conversion

NetScaler Source Preview

This table shows the information inside the configuration.

Setting Description

File Name Source configuration file names are shown in the table as a link.
Click the link to see the content. The file won’t show if it's too large.

Model The model of the configuration.

Source The number of each type of object is shown in the preview table.
Configuration Click the object number to see detailed information about each
Preview object. In each type of object, click the Export CSV button to export

the current object info as a CSV file.

NetScaler Conversion Result

Setting Description
Conversion Provides information about the conversion.
Summary

Device Summary Provides statistics about the detected objects.

Open Systems Conversions (Beta feature)

Conversion Support

FortiConverter supports the following features for Open Systems conversions:

o Addresses

« Address groups
« Services

« Service groups
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Open Systems Conversion Wizard

To start a new conversion

1. Start FortiConverter.

. When start-up is complete, a browser window automatically opens to http://127.0.0.1:8000.

X CI|Ck New Conversion

New Conversion, located at the top right corner.

. For Vendor, choose Open Systems block.

. Choose a Model, if applicable.

. Click OK.

2
3
4. Enter a name for the conversion configuration.
5
6
7

The configuration page opens to the Start page, and you can input your settings.

Open Systems Start Options

This table lists the start settings.

Setting

Profile

Description

Output Options

Output Format

Description

Enter a description of the configuration.

Select the appropriate output for your target Fortinet
device.

FOS Version

Source Configuration

Target Device

Target Device (Optional)

The configuration syntax is slightly different for FortiOS
6.4,7.0,7.2, 7.4 and 7.6. Select the version that
corresponds to the FortiOS version on the target.

Select the input file.

Select the model of the target device.

Open Systems Source Preview

This table shows the information inside the configuration.

FortiConverter 7.4.0 Admin Guide
Fortinet Inc.

169



3rd Party Security Vendors Conversion

Setting Description

File Name Click the link to see the content. The file won’t show if it's too large.
Model The model of the configuration.

The number of each type of object is shown in the preview table.
Source . . o :
Confiquration Click the object number to see detailed information about each
Previtfw object. In each type of object, click the Export CSV button to

Source configuration file names are shown in the table as a link.

export the current object info as a CSV file.

Open Systems Conversion Result

Setting Description

Conversion
Summary

Provides information about the conversion.

Device Summary Provides statistics about the detected objects.

Palo Alto Networks Conversion

Conversion support

FortiConverter supports the following features

Interface

Zone

Address(group) (Including IPV6)
Service(group)

Policy

NAT (Rule NAT only)

VPN

Route

Schedule

User
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Saving the PAN source configuration files

Before starting the conversion wizard:Palo Alto, save a copy of your configuration file to the computer where

FortiConverter is installed.

Configuration File from Palo Alto FW (Not Managed by Panorama)

1. Log-in to Palo Alto FW web Ul using super-user account.
2. Inthe web Ul, go to Device > Setup > Operations, then click Export named configuration
snapshot.
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3. Select the running-config.xml from the dropdown menu.

paloalto

Dashboard ACG Manilod Policies Objects Netwark J

bexhaupen - snvid-cusrelg.amd

4. Download the file above and upload to FortiConverter through the source configuration tab and follow the

steps in conversion process.

Configuration File from Palo Alto FW Web Ul (Managed by Panorama)

1. Logintothe Palo Alto FW web Ul using super-user account.

2. Inthe web Ul, go to Device > Support > Tech Support File, then click Generate Tech support File.
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4. Unzip and Untar the file and then navigate to the path \opt\pancfg\mgmt\saved-configs\ to
fetch a file named "merged-running-config.xml".

B merged-rirsing-conligaml
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5. Use the file above to upload to FortiConverter through the source configuration tab and follow the steps in
conversion process.

Configuration File from Palo Alto FW CLI (Managed by Panorama)

1. Log-in to the Palo Alto FW CLI using super-user account.
2. Use these commands to generate or export "tech-support-file" to TFTP server or SCP server:
> tftp export tech-support to <tftp host>
> scp export tech-support to <username@host:path>
3. Unzip and Untar the file and then navigate to path \opt\pancfg\mgmt\saved-configs\ tofetcha
file named ".merged-running-config".
4. Use the file above to upload to FortiConverter through source configuration tab and follow the steps in
conversion process.

Saving the Application Default Services Table

Saving a PAN application name mapping FortiGate service name file which includes the PAN application
names and standard ports information. The mapping can be exported into a csv file from Palo Alto FW. Then
upload the file to FortiConverter through application default services table tab on the start page.

Palo Alto conversion wizard

The administrator password is not set on the new configuration.

For third-party conversions, the trusted host settings are converted. Check the trusted
host settings to ensure they allow management access from the relevant network

interfaces.

To start a new conversion

1. Start FortiConverter.

2. When start-up is complete, a browser window automatically opens to http://127.0.0.1:8000.
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3 X CI | Ck New Conversion

New Conversion, located at the top right corner.

4. Enter a name for the conversion configuration.

5. For Vendor, choose PaloAlto block.

6. Choose a Model, if applicable.
7. Click OK.

The configuration page opens to the Start page, and you can input your settings.

Palo Alto Start options

This table lists the start settings.

Setting

Profile

Description

Output Options

Output Format

Description

Enter a description of the configuration.

Select the appropriate output for your target Fortinet device.

FOS Version

Source Configuration

The configuration syntax is slightly different among FortiOS 6.4,
7.0,7.2,7.4and 7.6. Select the version that corresponds to the
FortiOS version on the target.

Select the input file.

Bulk Conversion

If there are many devices to be converted where all of them are
the same model, sharing the same interface mapping relationship
in conversion, then bulk conversion can convert all of them at
once. Collect all the configuration files to be converted, compress
them into a ZIP file and use the ZIP file as the input.

Panorama Configuration(optional)

Upload the panorama config to be converted together with device
config.

(csv format)
(optional)

Target device (Optional)

Target device

Conversion Options

FortiConverter 7.4.0 Admin Guide
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Select the application default services table in CSV format. This
file should include the PAN application names and standard ports
information. FortiConverter uses the information in the file to
convert PAN application names to FortiGate service names.

Select the model of the target device, or select a device connected
to FortiConverter.
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Discard unreferenced firewall
objects

Increase Address and Service
Table Sizes for High-End Models

Policy index start from 1 instead of
10000

Converted source vendor's
application ID as-is

NGFW policy-based mode

Convert "log-start” or "log-end” to
"set logtraffic-start enable" in
policy

Convert URL filters into FQDNs
and external resources

Set extintf to "any" under "config
firewall vip"

Convert URL category to webfilter
profile

Convert policy tag to global-label

Expand profile group in policies

Specifies whether addresses and services that aren't referenced
by a policy are saved and added to the output. This option can be
useful if your target device has table size limitations. You can view
the unreferenced objects that FortiConverter removed on the
Tuning page.

You can customize the maximum table sizes that FortiConverter
uses when Adjust table sizes is selected. For more information,
see Adjusting table sizes on page 232.

When selected, the serial number of firewall policies will start from
1 instead of 10000.

When selected, the converter will generate "set application
<original app-name as-is>"into firewall policy, if an
application is defined for it. The output still requires manual
processing.

When selected, the conversion will be in NGFW policy-based
mode.

"firewall policy"willbecome"firewall security-
policy"instead, and"set application 00000"will be
generated in policies, which requires manual processing. There
will also be some other minor differences adapted for the NGFW
policy-based CLI.

When a policy has "<log-end>" or "<log-start>", it will be converted
as "set logtraffic-start enable".

When this option is enabled, the URL filters in the Palo Alto
configs would be converted. For those URL categories which only
have domain names, they will be converted into a group
containing FQDN objects. For those URL categories which contain
URL with path, they will be converted into external resources. User
will need to set up a server to maintain the URL list externally.

When selected, all vip extintf value will be set to "any". Only
available when central NAT mode is enabled.

When selected, url categories will be converted to webfilter profile
instead of to address objects/groups.

PaloAlto exclusive option, covert PAN policy’s tag into FGT
policy’s global-label for grouping policies

Replace the profile groups configured in firewall policies into the
individual security profiles in the group.
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When this option is enabled, all the interfaces and routes assigned

Merge virtual routers into the to virtual routers will be converted with no VRF(Virtual Routing and

default VRF Forwarding) settings, which means they will all belong to the
default VRF.

Convert virtual routers into FOS When this option is enabled, each virtual router would be

VRFs converted into a VRF in FortiOS.

Comment Options

Specifies whether FortiConverter includes the input configuration
lines used for each FortiGate policy in the FortiGate configuration
as a policy comment.

Include input configuration lines
for each output policy

Specifies whether FortiConverter copies the interface comment

Interface Comment from the source configuration to the mapped FortiGate interface.

Specifies whether FortiConverter copies the address comment

Address Comment : . .
from source configuration to the converted FortiGate address.

Specifies whether FortiConverter copies the service comment
from the source configuration to converted FortiGate service.

Specifies whether FortiConverter ignores firewall policies with an
"all" or "any" address when it merges a NAT rule and a firewall

Service Comment

Ignore firewall policies policy to create a FortiGate NAT policy. FortiConverter creates
with all or any addresses when new policies in the output configuration based on where NAT rules
processing NAT rules to firewall policies intersect. Because firewall policies that use "all"

or "any" as the address create many intersections, Fortinet
recommends that you ignore them.

Specifies whether FortiConverter converts NATs to FortiGate
Enable central NAT merge central NATs instead of policy-based NATSs. It is recommended to
enable this option with FOS 6.0.

PAN Source Configuration

Source Preview

VDOM Select Select/Unselect the VDOM item.

VDOM Rename Rename the VDOM name.

VDOM Mode Change the VDOM mode in the output result.
Information of Configurations Source configuration file names are shown in

the table as a link. Click the link to see the
content. The file won’t show if it’s too large.
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Managed Device Name

Target Device Switch Interface - Interface/Port

Source Configuration Preview

Palo Alto Interface mapping

You can manually map the interface.

The name of the managed device which the
converted interface or route configuration
would be imported in FortiManager. (Only
available when the output format is
FortiManager)

If there are virtual switches in the selected
target device, FortiConverter will list the
member ports of the virtual switches. If an
interface in the list is going to be used in the
configuration, it should first be detached from
the virtual switch. Click "X" on the interface to
detach it. Please note that a detached interface
cannot be re-added later by FortiConverter.

The numbers of each type of firewall object are
shown in the preview table. Click the object
number to see detailed information on each
object. In each type of object, click the button
Export CSV to export the current object info
as CSVfile.

o To select the appropriate FortiGate interface, click the value in the FortiGate Interface column, and then

select a value or enter a custom interface name.

« To edit other values, double-click the proper column. Use the toolbar icon on the right to show and hide
columns. You can also use the Tuning page to create mappings after the conversion is complete.

o Toimport a set of interface mappings from a file, click Import.
« Todownload the current set of interface mappings, click Export.

o Todelete an interface, select the entries you would like to delete, right click and select Delete
Selected. This is useful if your target FortiGate has fewer interfaces than the source configuration.

The limit of the length of interface names in FortiOS is 15 characters. Interfaces in the source config which
have longer names should be trimmed to a shorter name. It is recommended to trim the names manually to
ensure readability. But if a quick timming is needed, please select the entries, right click and select Trim
Interface Name to trim the names into 15 characters automatically.

Setting Description

VDOM Shows the virtual domains used in the conversion. ("root" by default)
Source Shows each interface on the PaloAlto firewall.

Interface

FortiGate The input field for corresponding FortiGate interface names. Click to
Interface assign a FortiGate port or input the interface name manually for

each interface. (Only available when the output format is FortiGate)
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Setting Description
Normalized The input field for corresponding normalized interface names, which
interface would be configured in the ADOM database in FortiManager. Click

to assign a port or input the interface name manually for each
interface. (Only available when the output format is FortiManager)

Device The input field for corresponding interface names in the managed

interface devices in FortiManager. Click to assign a port or input the interface
name manually for each interface. (Only available when the output
format is FortiManager)

Members Shows any members, if they are set.

IP-Netmask Shows the IP address and netmask of the connection.

Type Shows the type of interface.

Access Shows which protocols has permission to access each interface.
Import Click to load a set of interface mappings from a text file.

Export Saves the current set of interface mappings to a text file.
Delete Click to delete the selected mapping item.

Selected

Trim Interface Trim the interface names which exceed 15 characters into 15
Name characters automatically.

Palo Alto Route Information

FortiConverter creates static routes in the output using the static routes it detects in the source configuration
and any routing information you provide.

Double-click an item to edit it.

Setting Description

New Route Click to add a route.

Delete Click to delete the selected route.

Palo Alto Conversion result

Tab Description

Conversion Summary Provides statistics about the conversion.

Reports Generate PDF reports including converted and unconverted objects list.
Interface Mapping Shows how interfaces were mapped for each VDOM from the source device.
Device Summary Provides statistics about the detected objects.
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FortiConverter includes error and warning messages into the conversion when an error

ﬂ occurs.
I\ Review the config-all. txt file after each conversion for errors. These errors and
warning messages might cause the import process to fail, if not corrected. See for
more details.

Palo Alto Application Mapping

Applications can be configured in Palo Alto policies, and FortiConverter supports converting Palo Alto policies
into FortiGate policies in policy-based mode. The mapping relationship between Palo Alto applications and
FortiGate applications needs to be maintained manually, and FortiConverter automatically applies the
mapping relationship in the policies.

Before setting the application mapping, please extract the definitions of FortiOS applications from the target
FortiGate device. The application definitions are downloaded and updated from FortiGuard every week. It is
highly recommended to connect the target FortiGate device to FortiGuard, install security updates, and import
the updated definitions to FortiConverter before setting the application mapping.

Steps to extract the definitions of FortiOS applications from the target FortiGate device

1. Switch the FortiGate to NGFW policy mode.
2. Connect to the console of the target FortiGate.

3. Input the following commands to show the definitions of FortiOS applications:
config global (only when the device is in multi-vdom mode)
config firewall security-policy
edit 1
set application ?

4. Save the output into a file.

Any type of terminal application is applicable as long as it supports saving the output. The following

screenshot is an example to save the output using the FortiGate CLI console.

BaeL _x

5. Remove irrelevant lines and only keep the lines which starts from "ID / Select application ID". This file can
be imported directly to the application mapping table. Alternatively, the output can be saved into a CSV file
with headers in the first line, ID in the first column, and application name in the second column. The import
result will be the same.
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Steps to convert Palo Alto policies with applications and set application mapping
relationship

1.

2,

Choose the option Converted source vendor's application ID as-is at the start page. This converts
the configuration into policy-based mode in FortiGate.

Proceed the conversion to the tuning page.

Click Application mapping in the left column to show the mapping table then the Palo Alto applications
used in the policies would be listed.

-_
N Corneersic

5 | test = Tuning

&
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|
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Import Dt ion limipot Mappng

Click Import Definition and import the file with the FortiOS applications definitions extracted from the
target FortiGate device. When the dialog window pops up, select whether to save the definition as default
definition.

Please note that the default definitions will only be used in future conversions with the same FortiOS
version because each FortiOS version has a different application list.

For example, if the current conversion uses FortiOS 7.2, and the definitions are saved as default, then the
default definitions will only be applied on 7.2 conversions in the future, not on 7.4 conversions or other
FortiOS versions. (If no definitions are imported, FortiConverter uses its own default definitions from
FortiOS applications. However, this method is not recommended because some of the default definitions
may be obsolete.)
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5. Click on the rows to specify the mapping of the Palo Alto application:

6. Type the FortiGate application name or ID to search the corresponding FortiGate applications.

Palo Alto Application "snmp"

Mame: SIMp
Mo Mapping:
Search: v

FortiGate Application:

Sensor ID Application Mame

Save Close

Palo Alto Application "snmp"

Mame: snmp

No Mapping:

Search: 4 |
156906 - SNMP -

F Appl :
ortiGate Application 16196 - SNMP_V1

15642 - SNMP _Trap
Sensor ID Appl 31613~ SNMP_V2

31618 - SWMP_ V3

34789 - SNMP_GetRequest

34793 - SNMP_SetRequest
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7. Select and add one or more FortiGate applications to the mapping list.

Palo Alto Application "snmp"”

Mame
Mo Mapping
Search L 4

FortiGate Application

Sensor 1D Application Name

14194 SHMP_V1 W
31613 SHMP_ V2 1T}
31418 SHNMP_V3 W

8. If the Palo Alto application is not mapped into any FortiGate applications, please enable No Mapping in
the table. FortiConverter would skip this application in the output config.

Palo Alto Application "snmp"

Mame

Mo Mapping :i

9. Click Save to save the mapping relationship. If Yes is selected, the mapping relationship becomes the
default mapping of Palo Alto conversions, and it will be applied to all Palo Alto conversions directly in the
future.

Please note that the default mapping only applies to Palo Alto conversions with the same FortiOS version
because each FortiOS version has a different application list.

For example, if the current conversion uses FortiOS 7.2, and a default mapping is saved in this conversion,
then the default mapping will only be applied on 7.2 conversions in the future, but not on conversions using
7.4 or other FortiOS versions.

FortiConverter 7.4.0 Admin Guide 182
Fortinet Inc.



3rd Party Security Vendors Conversion

Do you want to save this as a
default mapping?

If “Yes", selected sensor 1D will be assigned to "snmp”
automatically in Palo Alto conversions in the future.

n

10. If there are multiple applications marked as "No Mapping", it is not necessary to click into each application.
It can be done by selecting rows on the table, right click and select Mark as No Mapping.

S0ap 186730 SOAP
sh 16060 SSH

55l 15895 S5L
tacacs plus 15216 TACACS

Select All

Mark s "No Mapping"

11. After setting up the mapping relationships click Download config and review the converted policies, the
FortiGate application IDs specified in the application mapping table would be used in the policies.
However, if the mapping of a Palo Alto application is not specified (just like "radius" in the picture below),
and it is not marked as "No Mapping", then FortiConverter would still use the Palo Alto application name in
the policy with a warning message.
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# Warning: Unmapped application "radius"

edit
set
set
set
set
set
set
set
set
set
set
set
next

10020

name "TEST policy"
srcintf "SrcZone"
dstintf "DstZone"
srcaddr "all"
application "radius" "16906" "16642"
dstaddr "all"
service "ALL"
schedule "always"
logtraffic all
status enable
action accept

"le2le"

12. The mapping can be exported into a CSV file and can be reused in the future Palo Alto Conversion. Please
click Export Mapping and Import Mapping to export and import mapping CSV files.

Please note that it would be better to use the same definition of the FortiOS applications in the
conversions that export and import the mapping. If a different definition was used, some application IDs in
the exported CSV file may not exist in the imported conversion and those mappings would not be applied.

PFSense Conversion

Conversion support

FortiConverter supports the following tag conversions:

system

interface

gateway / staticroutes

dhcpd
alias
nat
filter
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Saving the PFSense Source Config File

1. Loginto PFSense web portal.
2. Click Diagnostics > Backup & Restore

ARP Table
Authentication + ﬂ

Backup & Resices

/00 [l retgate s RE—T—

Status / Dashboard

System Information

Mame router3 localdomain DS Lookup
Uses admin@172.30.184.120 (Local Database)
System Vhiwang Vietusl Maching =
Netgate Device 10: o1b8bbe037 284007 Sedd
Bios Vendor Phosnix Techaclogie LTO
Version: 6.00 uphex> 10160.191.0
Release Date: Tue Apr 5 2016
=T i 10016067152
Wersion 2.4,0-RELEASE (amddt-d)
buil on Mon Jan 31 19:57-53 UTC 2022 oflndo

FreoBSD 12 3-STABLE

Unabde i check for updates

CPUType

Hardware cryplo

Kernel PTI Erabled
MDS Mitigaticn Inactive
Updimae 60 Days 22 Hours 33 Minutes 15 Seconds

Currant date/time Tise Mow 28 18:29:40 C5T 2023

DS server(s) s 127001 Tast Port

Lasi config change Tue Mow 28 18:29:26 C5T 2023

3. Click Download configuration as XML to download the configuration file.

Diagnostics / Backup & Restore / Backup & Restore (7]

Backup & Restore

Backup Configuration

Backup area All e

Shkip packages
Skip RRD data

Include axtra data

Backup S5H keys

Encryplicn

Do not backup package information
Do mot backup RRD data (NOTE: RRD Dats can consume 4+ megabytes of configxml space!

Backup eatrs data

o

Backup S5H keys (otherwise clients would fail to recognize the host keys after restoce)

Encrypt this configuraticn file

& Downlaad configumtion as XML
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PFSense Conversion Wizard

The administrator password is not set on the new configuration.

For third-party conversions, the trusted host settings are converted. Check the trusted
host settings to ensure they allow management access from the relevant network
interfaces.

To start a new conversion

1. Start FortiConverter.

. When start-up is complete, a browser window automatically opens to http://127.0.0.1:8000.

i Cllck New Comversion

New Conversion, located at the top right corner.

. For Vendor, choose PFSense block.

. Choose a Model, if applicable.

. Click OK.

2
3
4. Enter a name for the conversion configuration.
5
6
7

The configuration page opens to the Start page, and you can input your settings.

PFSense start options

This table lists the start settings.

Description

Description

Output Format

Enter a description of the configuration.

The output format of the converted configuration.

FOS Version

Source Configuration Select the input file

The configuration syntax of the output.
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Setting Description

If selected, firewall objects not referenced by any

Discard unreferenced firewall )
policy would be converted as "unreferenced" and

objects not show in downloaded config.
Policy index start from 1 If selected, policy serial number will start from 1
instead of 10000 instead of 10000.

You can customize the maximum table sizes that
FortiConverter uses when Adjust table sizes is
selected. For more information, see Adjusting
table sizes on page 232.

Currently only Central NAT mode is supported for
PFSense. Cannot be disabled.

Increase address and service
group member sizes for
high-end models

Enable Central NAT merge

PFSense Source Preview

This table shows the information inside the configuration.

- =

Source configuration file names are shown in the table as a link.

File Name Click the link to see the content. The file won’t show if it’s too large.
Model The model of the configuration.

The number of each type of object is shown in the preview table.
Source . . - .
Confiquration Click the object number to see detailed information about each
Previgw object. In each type of object, click the Export CSV button to export

the current object info as a CSV file.

PFSense Conversion Result

Setting Description

Conversion Provides information about the conversion.
Summary

Device Summary Provides statistics about the detected objects.
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Radware Conversions (Beta feature)

Conversion support

FortiConverter supports the following features:

+ Real servers
o Server groups
o Virtual servers

Radware Conversion Wizard

The administrator password is not set on the new configuration.

For third-party conversions, the trusted host settings are converted. Check the trusted
host settings to ensure they allow management access from the relevant network

interfaces.

To start a new conversion

1. Start FortiConverter.

2. When start-up is complete, a browser window automatically opens to http://127.0.0.1:8000.
3. Click New Conversion, located at the top right corner.

4. Enter a name for the conversion configuration.

5. For Vendor, choose Radware block.

6. Choose a Model, if applicable.

7. Click OK.

The configuration page opens to the Start page, and you can input your settings.

Radware Start Options

This table lists the start settings.
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Setting Description

Profile

Description Enter a description of the configuration.

Output Options

Output Format The output format of the converted configuration. Only
FortiADC is available currently.

FOS Version The configuration syntax of the output. Only v5 is available
currently.

Source Configuration Select the input file

Radware Source Preview

This table shows the information inside the configuration.

Setting Description

File Name Source configuration file names are shown in the table as a link.
Click the link to see the content. The file won’t show if it's too large.

Model The model of the configuration.

Source The number of each type of object is shown in the preview table.
Configuration Click the object number to see detailed information about each
Preview object. In each type of object, click the Export CSV button to export

the current object info as a CSV file.

Radware Conversion Result

Setting Description

Conversion Provides information about the conversion.
Summary
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Setting Description

Device Summary Provides statistics about the detected objects.

Snort IPS Signature Conversion

Snort conversion wizard

Basic outline of a snort rule

[action] [protocol] [sourcelP] [sourceport] -> [destIP] [destport] ( [Rule options] )
| === Rule Header -----—-—-————-——————————————————- |- Rule Options - |

SNORT rule example

alert tcp SEXTERNAL NET $FILE DATA PORTS -> $HOME NET any (msg:"FILE-FLASH
Adobe Flash Player ActionScript virtual machine opcode verifying code
execution attempt"; flow:to client,established; flowbits:isset,file.swf;

file data; content:"|01 09 OA 2E DO 30 DO 5D 04 4A 04 00 68 01 DO 92 90 4E|";
fast pattern:only; metadata:policy balanced-ips drop, policy connectivity-ips
drop, policy security-ips drop, service ftp; reference:cve,2012-5271;
reference:url, adobe.com/support/security/bulletins/apsbl2-22.html;
classtype:attempted-user; sid:24874; rev:3;)

FGT custom IPS signature

config ips custom
edit "S24874R3"
set signature "F-SBID(--name \"S24874R3\"; --protocol tcp; --service FTP; --flow
from server; --tag test,file.swf; —--pattern \"|01 09 OA 2E DO 30 DO 5D 04 4A
04 00 68 01 DO 92 90 4E[\";)"
set action block
set status enable
set log enable
set comment ''

next
end
Warning: The character "?" is a special character in the interactive console on
FortiGate, so if it's in the pcre of a signature, it won’t be saved. The workaround is to
upload the IPS signature through the web GUI.
"action" field

Supported keyword

alert
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Unsupported keyword

log

"protocol” field

Supported keyword

tcp/udp/ip/icmp/HTTP/FTP/POP3/SMTP/TELNET/SSH/IMAP/SNMP/RADIUS

HTTP/FTP/POP3/SMTP/TELNET/SSH/IMAP ->;

SNMP/RADIUS ->; udp

"sourcelP", "sourceport”, "destIP" and "destport” fields

Supported keyword

Either "any"

or "$xxxx" variable

"Rule options" field

Supported keywords

Option
byte_test
byte_jump
threshold

nocase
isdataat
http_raw_uri

http_raw_
cookie

http_raw_
header

http_stat_
code

http_stat_msg
sip_header
sip_body

id

dsize

ipopts

flags

Test input
byte_test:1,!&,0xF8,2;

byte_jump:4,-10,relative, little;

threshold:type limit, track by_src, count 1,

seconds 60;
nocase;
isdataat:50,relative;
http_raw_uri;

http_raw_cookie;

http_raw_header;

http_stat_code;

http_stat_msg;
sip_header;
sip_body;
id:123456;
dsize:<400;
ipopts:Isrr;

flags:SF,CE;
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Test output

--byte_test 1,~,0xF8,2;
--byte_jump 4,-10,little,relative;
--track SRC_IP; --rate 1,60;

--N0_case;
--data_at 50,relative;
--context uri;

--context header;

--context header;

--context banner;

--context banner;
--context header;
--context body;
-ip_id 123456;
--data_size <400;
--ip_option Isrr;

-tcp_flags SF,CE;
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seq
ack
window
itype
icode
icmp_id
icmp_seq
rpc
sameip

ttl

tos
content
flowbits
flow

pcre

uricontent
ip_proto
depth
offset
within
distance

http_client_
body

http_cookie
http_method
urilen
metadata
sid

rev
byte_extract

rawbytes

3rd Party Security Vendors Conversion

seq:0;

ack:0;

window:55808;

itype:>30;

icode:>30;

icmp_id:0;

icmp_seq:0;

rpc: 100000, *, 3;

sameip;

ttl:<3;

tos:14;

content:"OK LOGIN"
flowbits:set,logged_in; flowbits:noalert;
flow:to_server,established;

pcre:"/*User-Agent\x3A["\r\n]*malware/miH";

uricontent:"testurl";
ip_proto:igmp;
depth:8;

offset:4;

within:10;
distance:4;

http_client_body;

http_cookie;

http_method;

urilen:5;

metadata:impact_flag red, service dns;
sid:19644;

rev:4;

byte_extract:1, 0, str_offset;

rawbytes;
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--seq 0;

--ack 0;

--window_size 55808;
--icmp_type >30;
--icmp_code >30;
--icmp_id 0;

--icmp_seq 0;
--rpc_num 100000, *, 3;
--same_ip;

--ip_ttl <3;

-ip_tos 4;

--pattern \"OK LOGIN\";
--tag set,logged_in; --tag quiet;
--flow from_client;

--pcre \"/*"User-Agent\x3A
[MAn]*malware/mi\";

--pattern "testurl"; --context uri;
--protocol igmp;

--within 8, packet;

--distance 4,packet;

--within 10;

--distance 4;

--context body;

--context header;
--context uri;
--data_size 5,uri;
--service DNS;
--name \"S19644R4\";
--name \"S19644R4\";
—-extract 1,0,%0;

--context packet_origin;
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msg msg:"Bad Stuff detected within field"; et comment "Bad Stuff detected within
field"
file_data file_data; --context file;
pkt_data pkt_data; --context packet;
detection_ detection_filter:track by_src, count 30, seconds --rate 30,60; -track SRC_IP;
filter 60;
Unsupported keywords:
Option Test input
replace

stream_reassemble
stream_size
cvs

ftpbounce
asn1

fragbits
fragoffset
base64 decode
base64_data
sip_method
sip_stat_code
gtp_type
gtp_info
gtp_version
ssl_state
reference
classtype
priority

gid
fast_pattern
logto

session

resp
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react

tag

activites
activites_by
http_encode
count
dce_iface
dce_opnum
dce_stub_data
metadata
protected_content
hash

length
modbus_func

dnp3_ind

Snort Start options

This table lists the start settings.

Setting Description

Profile

Description Enter a description of the configuration.

Snort Rules Select the input file.

Snort Variable Select the file that defines IPS and port files. Undefined

Definition (optional) variables will be converted into "any".

Conversion Options

Add extra backslash FortiConverter adds an extra back slash for special

"\" for special characters in the conversion.
characters
Convert annotated Select to disable rules that are annotated in the source
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rules as status configuration.
disable

NGFW policy-based When selected, the conversion will be in NGFW policy-
mode based mode.

"firewall policy"willbecome"firewall
security-policy"instead, and "set application
00000" will be generated in policies, which requires
manual processing. There will also be some other minor
differences adapted for the NGFW policy-based CLI.

Source Preview

This page shows the information inside the configuration.

Setting Description

IP Variables The definitions of IP variables parsed from the variable definition file.
Port Variables The definitions of port variables parsed from the variable definition file.
Snort IPS Signature IPS signatures parsed from the input Snort rule files.

Snort Conversion result

Tab Description
Snort IPS Signature Shows variable definitions and Snort IPS signature contents.
FortiGate IPS Signature Shows converted FortiGate IPS signatures.

SonicWall Conversion

SonicWall differences

Special characters

FortiGate reserves '# (hash sign), (', and ')’ (open and close curved brackets) as special characters. You can't
use them in the configuration unless an escape sequence precedes them. FortiConverter replaces these
characters with the characters: ™' (star), ' and ' (open and close square brackets).

Examples:
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o The address book "SNWL #1" becomes "SNWL *1".
« The service book "Citrix TCP (Session Reliability)" becomes "Citrix TCP [Session Reliability]".

Address book configuration

« FortiConverter generates two extra address book entries: "Any"and "_Address_Null".
« "Any"is added because it is a default address book in SonicWall.

« FortiConverter generates"_Address_Null" because FortiGate address groups don't allow a group without
any members. Only empty address groups can referto"_Address_Null".

Service book configuration

FortiConverter doesn't migrate SonicWall service objects that are predefined on FortiGate. For example, HTTP
port 80 and HTTPS port 443.

Schedule configuration

« A SonicWall schedule group can contain only one "one-time" schedule and multiple "recur" schedules. The
"one-time" schedule is an implicit object that you can embed in the schedule group. Because FortiGate
defines each schedule group explicitly, FortiConverter automatically generates "one-time" schedules for
the SonicWall implicit schedules.

« FortiGate time schedule configuration doesn't support "24:00" (equal to the next day’s 00:00). It uses
"00:00" instead. When FortiConverter converts a SonicWall "recur" time schedule such as "M 00:00 to
24:00", it sets the end time to "00:00".

Local User and User Group

« Because FortiConverter can't parse the local user’s password string, it sets all passwords to "123456".
« Unlike FortiConverter, SonicWall allows you to nest user groups.

For example, in SonicWall, usergroup1 can be a member of usergroup1. FortiConverter removes any nested
configurations.

Route configuration

« FortiConverter doesn't convert automatically generated routes like connected route and host route.

Saving the SonicWall source configuration file

Before starting the conversion wizard:SonicWall, save a copy of your configuration file to the computer where
FortiConverter is installed.

In the web UI, go to System > Settings > Export Settings to export the settings file.
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SonicWall Conversion Wizard

The administrator password is not set on the new configuration.

For third-party conversions, the trusted host settings are converted. Check the trusted
host settings to ensure they allow management access from the relevant network

interfaces.

To start a new conversion

1. Start FortiConverter.
When start-up is complete, a browser window automatically opens to http://127.0.0.1:8000.

Click New Conversion, located at the top right corner.

For Vendor, choose SonicWall block.

2.
3.
4. Enter a name for the conversion configuration.
5.
6. Choose a Model, if applicable.

7.

Click OK.

The configuration page opens to the Start page, and you can input your settings.

SonicWall Start options

This table lists the start settings.

Setting Description

Profile

Description Enter a description of the configuration.

Output Options

Output Format Select the appropriate output for your target Fortinet device.

FOS Version The configuration syntax is slightly different among FortiOS 6.4, 7.0, 7.2,
7.4 and 7.6. Select the version that corresponds to the FortiOS version on
the target.

I ——

Source Configuration Select the input file.
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Bulk Conversion

Target device (Optional)

If there are many devices to be converted where all of them are the same
model, sharing the same interface mapping relationship in conversion,
then bulk conversion can convert all of them at once. Collect all the
configuration files to be converted, compress them into a ZIP file and use
the ZIP file as the input.

Target device

Conversion Options

Select the model of the target device, or select a device connected to
FortiConverter.

Discard unreferenced
firewall objects

Increase Address and
Service Table Sizes for
High-End Models

Policy index start from 1
instead of 10000

NGFW policy-based mode

Split Address group From
VPN Phase2 selector

Ignore auto-added VPN
access rules

Ignore auto-added NAT
access rules

Keep original policy ID

Replace zone with member
interfaces

FortiConverter 7.4.0 Admin Guide
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Specifies whether addresses, schedules, and services that aren't
referenced by a policy are saved and added to the output.

This option can be useful if your target device has table size limitations.
You can view the unreferenced objects that FortiConverter removed on the
Tuning page.

You can customize the maximum table sizes that FortiConverter uses
when Adjust table sizes is selected. For more information, see Adjusting
table sizes on page 232.

When selected, the serial number of firewall policies will start from 1
instead of 10000.

When selected, the conversion will be in NGFW policy-based mode.
"firewall policy"willbecome"firewall security-policy"
instead, and "set application 00000"will be generated in policies,
which requires manual processing. There will also be some other minor
differences adapted for the NGFW policy-based CLI.

If the remote side of VPN is not a FortiGate but a device of other vendor,
setting an address group in the VPN phase2 quick selector does not work.
When this option is enabled, a VPN phase2 object with an address group in
the selector would be split into multiple objects with subnet or a range in
selector.

Ignore all the Auto-added VPN inbound and outbound rules in conversion.

Ignore Auto NATs generated by SonicWall in conversion.

Use the same policy ID as policies configured in SonicWALL.

When this option is disabled by default, FortiConverter replaces all
interfaces configured in central NAT rules into the zones they belong to.
When this option is enabled, FortiConverter discards all zone objects in
SonicWALL and directly uses interfaces as the source and destination
interface of firewall policies.
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Convert CFS web filters SonicWall exclusive option, when enabled, SonicWall CFS web filters and
CFS polices will be converted into FGT url filters and app polices

Comment Options

Include input configuration Specifics whether FortiConverter uses SW_RULE_|D as policy comment
lines for each output for each FortiGate policy or the original comment from rules in SonicWall
policy configuration.

Policy comment - Preserve  Include the original comment in source file in the comment of the output
the original comment policy.

NAT Merge Options

Ignore firewall policies Specifies whether FortiConverter ignores firewall policies with an "all" or

with all or any addresses "any" address when it merges a NAT rule and a firewall policy to create a
FortiGate NAT policy. FortiConverter creates new policies in the output
configuration based on where NAT rules to firewall policies intersect.
Because firewall policies that use "all" or "any" as the address create many
intersections, Fortinet recommends that you ignore them.

Enable Central NAT merge Specifies whether FortiConverter converts NATs to FortiGate central NATs
instead of policy-based NATs

Nat Merge Depth

Identical NAT Specifies which types of NAT FortiConverter merges with the output
Source NAT firewall policies, or whether FortiConverter performs NAT merge based on
Destination NAT object names or values.

« Off -FortiConverter converts firewall policies only and doesn't perform
NAT merge for this type of NAT. This is useful for performing a quick,
initial conversion to discover any conversion issues.

o Object Names—FortiConverter performs NAT merge based on
matching address names in firewall policies and NAT rules.

« Object Values—FortiConverter performs NAT merge based on
matching address values in firewall policies and NAT rules. It
generates the most accurate matching of NAT rules and policies, but
in most cases, it also generates more NAT policies.

Double NAT

SonicWall Source Configuration

Source Preview

VDOM Select Select/Unselect the VDOM item.

VDOM Rename Rename the VDOM name.

VDOM Mode Change the VDOM mode in the output result.

Information of Configurations Source configuration file names are shown in the
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table.

Managed Device Name The name of the managed device which the converted
interface or route configuration would be imported in
FortiManager. (Only available when the output format
is FortiManager)

Target Device Switch Interface - Interface/Port  If there are virtual switches in the selected target
device, FortiConverter will list the member ports of the
virtual switches. If an interface in the list is going to be
used in the configuration, it should first be detached
from the virtual switch. Click "X" on the interface to
detach it. Please note that a detached interface
cannot be re-added later by FortiConverter.

Source Configuration Preview The number of each type of firewall object are shown
in the preview table. Click the object number to see
detailed information about each object. In each type
of object, click the button Export CSV to export the
current object info as CSV file.

SonicWall Interface mapping

You can manually map the interface.

« To select the appropriate FortiGate interface, click the value in the FortiGate Interface column, and then
select a value or enter a custom interface name.

« To edit other values, double-click the proper column. Use the toolbar icon on the right to show and hide
columns. You can also use the Tuning page to create mappings after the conversion is complete.

o Toimport a set of interface mappings from a file, click Import.
« Todownload the current set of interface mappings, click Export.

o Todelete an interface, select the entries you would like to delete, right click and select Delete
Selected. This is useful if your target FortiGate has fewer interfaces than the source configuration.

The limit of the length of interface names in FortiOS is 15 characters. Interfaces in the source config which
have longer names should be trimmed to a shorter name. It is recommended to trim the names manually to
ensure readability. But if a quick timming is needed, please select the entries, right click and select Trim
Interface Name to trim the names into 15 characters automatically.

Setting Description

VDOM Shows the virtual domains used in the conversion. ("root" by default)
Source Shows each interface on the SonicWall firewall.

Interface

FortiGate The input field for corresponding FortiGate interface names. Click to
Interface assign a FortiGate port or input the interface name manually for

each interface. (Only available when the output format is FortiGate)
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Setting Description
Normalized The input field for corresponding normalized interface names, which
interface would be configured in the ADOM database in FortiManager. Click

to assign a port or input the interface name manually for each
interface. (Only available when the output format is FortiManager)

Device The input field for corresponding interface names in the managed

interface devices in FortiManager. Click to assign a port or input the interface
name manually for each interface. (Only available when the output
format is FortiManager)

Members Shows any members, if they are set.

IP-Netmask Shows the IP address and netmask of the connection.

Type Shows the type of interface.

Access Shows which protocols has permission to access each interface.
Import Click to load a set of interface mappings from a text file.

Export Saves the current set of interface mappings to a text file.
Delete Click to delete the selected mapping item.

Selected

Trim Interface Trim the interface names which exceed 15 characters into 15
Name characters automatically.

SonicWall Route Information

FortiConverter creates static routes in the output using the static routes it detects in the source configuration
and any routing information you provide.

Double-click an item to edit it.

Setting Description

New Route Click to add a route.

Delete Click to delete the selected route.

SonicWall Conversion result

Tab Description

Conversion Summary Provides statistics about the conversion.

Reports Generate PDF reports including converted and unconverted objects list.
VDOM Mapping Shows how VDMS were mapped from the source device to the new device.
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Interface Mapping Shows how interfaces were mapped for each VDOM from the source device.

Device Summary Provides statistics about the detected objects.

FortiConverter includes error and warning messages into the conversion when an error

ﬂ occurs.
I\ Review the config-all. txt file after each conversion for errors. These errors and
warning messages might cause the import process to fail, if not corrected. See for
more details.

Sophos Conversion

Sophos Networks differences

Conversion support

FortiConverter supports the following features:

Interface
Zone

Address
Address group
Service
Service group
User

User group
Policy

Route

FortiConverter 7.4.0 Admin Guide
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VPN and route conversions are not currently supported. NAT rules are not converted, but MASQ in policies can
be converted into SNAT of interface in policies.

Saving the Sophos source configuration files

Before starting the conversion wizard, save a copy of your Sophos configuration file to the computer where
FortiConverter is installed.

Here are the tutorial of the 3 models that you can save Sophos configuration files to:
Saving the source configuration files on SFOS on page 203
Saving the source configuration files on Cyberoam OS on page 203

Saving the source configuration files on SG on page 204

Saving the source configuration files on SFOS

In the web Ul, go to Backup & Firmware.

Click Import Export.

Select Export full configurations in block Export.

Click Export and save the configuration file, which should be XML-formatted.

Please note that after v17.5 MR4, Sophos backups are encrypted. Please reach
out to the Sophos support team to get a decrypted configuration file.

AoODd-=

Saving the source configuration files on Cyberoam OS

1. Inthe web Ul, go to System.
2. Click Maintenance.
3. Click Import Export and save the configuration file, which should be XML-formatted.

FortiConverter 7.4.0 Admin Guide 203
Fortinet Inc.



3rd Party Security Vendors Conversion

Saving the source configuration files on SG

Option 1 (through WinSCP):

1.

o0~ ODd

® N

In Webadmin, open the printable configuration.
SOPHOS oo [B1@Q C i ( I’

Prirdabie Confguraton

3 To pifubd a0 & prntible widiiin Of Tk Qirid é CONBguralion, (ick the
Carrwer st Farpod| Mow {Opens .. -
Reuting b bisman 1o e le

Download a printable configuration from the GUI under Support > Printable Configuration on UTM 9
firewall.

Use WinSCP to connect to the FileSystem of your appliance using SSH.

Navigate to /var/chroot-httpd/var/webadmin

Create a new folder xx on your computer, and store all the necessary files. Create a subdirectory yy
Copy the folder "printable_configuration" into directory xx

On your appliance, move to the subfolder var (/var/chroot-httpd/var/webadmin/var). There
you will find a directory with a cryptic name e.g.[:$]LIHKeS;jlOjzQrjuMESn, double click on it.

Copy all the folders from that directory (downloads,objectcache,uploads,xml) to your local folder yy.

On your computer navigate in the folder ....xx\yy\xmI\

Open webadmin.xml in a browser to access the offline configuration.

(This process contains plain text passwords and pre-shared keys, please be mindful of it)
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¥ [l Sophos Folder
v W -- Folder
v ¥y -- Folder
¥ | XML -- Folder
web-part.xml 278 bytes XML text
wehadmin-part.xml 277 bytes XML text
webadmin.xmi IMB XML text
web_security-part.xml 275 bytes XML text
voip-part.xmil 291 bytes XML text
user_preferences-webadmin-objs.xmil 351 bytes XML text
uplink-part.xml 297 bytes XML text
up2date-part.xml 280 bytes XML text
time-objs.xml 178 bytes XML text
storage, xsl T4KE  Sublim..cumel
stas-part.xml 296 bytes XML text
ssl_vpn-remote_access_profile-objs.xml 332 bytes XML text
ssl_vpn-objs.xml 184 bytes XML text
ssl_s2s-part.xml 299 bytes XML text
55l_ras-part.xml 292 bytes XML text

10. Use the file "webadmin.xml" as the input for the FortiConverter tool.

If you have any question, please kindly contact Sophos customer support.

Reference: https://community.sophos.com/utm-firewall/f/general-discussion/22706/howto-export-complete-

printable-configuration
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Option 2 (through SSH):

1. In Webadmin, open the printable configuration.

-
SOPHOS 2i@ocs | I’
»
Prindable Condguralon
S St ot M = To pifubd a0 & prntible widiiin Of Tk Qirid é CONBguralion, (ick the

bman 10 Tl el

Download a printable configuration from the GUI under Support > Printable Configuration on UTM 9
firewall.

2. Use ssh command to connect to the SG appliance, if the current login user is not "admin”, you may
considertorun"su admin"to obtain file system access permission.

3. Navigateto /var/chroot-httpd/var/webadmin

4. On your appliance, move to the sub folder var (/var/chroot-httpd/var/webadmin/var). There
you will find a directory with a cryptic name e.g.[:$]LIHKeSjlOjzQrjuMESN, double click on it.

5. Run'"cat webadmin.xml", then copy & paste the outputs into a text file.
6. Use the file as an input for the FortiConverter.

If you are using Putty to access the appliance, please enable logging to preserve all the

Y outputs.
‘Q' When you want putty to log all your session output, you have to change the default
|| settings:
- 1. Open putty and go to Session > Logging.
2. Select all session output and specify a log file.
FortiConverter 7.4.0 Admin Guide 206

Fortinet Inc.



3rd Party Security Vendors Conversion

Sophos conversion wizard

To start a new conversion

1. Start FortiConverter.
. When start-up is complete, a browser window automatically opens to http://127.0.0.1:8000.

. Click BESaa8 New Conversion, located at the top right corner.

. For Vendor, choose Sophos block.
. For Model, choose XG or SG.

2
3
4. Enter a name for the conversion configuration.
5
6
7. Click OK.

The configuration page opens to the Start page, and you can input your settings.

Sophos start options

This table lists the start settings.

Setting Description

Profile

Description Enter a description of the configuration.

Output Format Select the appropriate output for your target Fortinet device.
FOS Version The configuration syntax is slightly different among FortiOS

6.4,7.0,7.2, 7.4 and 7.6. Select the version that
corresponds to the FortiOS version on the target.

Source Configuration Select the input file.

Bulk Conversion If there are many devices to be converted where all of them
are the same model, sharing the same interface mapping
relationship in conversion, then bulk conversion can convert
all of them at once. Collect all the configuration files to be
converted, compress them into a ZIP file and use the ZIP file
as the input.

Target device (Optional)

Target device Select the model of the target device, or select a device
connected to FortiConverter.
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Conversion Options

Discard unreferenced firewall objects

Increase Address and Service Table
Sizes for High-End Models

Policy index start from 1 instead of

10000
NGFW policy-based mode

Automatically generate policy interfaces

Comment Options

Specifies whether addresses and services that aren't
referenced by a policy are saved and added to the output.
This option can be useful if your target device has table size
limitations. You can view the unreferenced objects that
FortiConverter removed on the Tuning page.

You can customize the maximum table sizes that
FortiConverter uses when Adjust table sizes is selected. For
more information, see Adjusting table sizes on page 232.

When selected, the serial number of firewall policies will start
from 1 instead of 10000.

When selected, the conversion will be in NGFW policy-based
mode.

"firewall policy"willbecome"firewall
security-policy"instead, and"set application
00000" will be generated in policies, which requires manual
processing. There will also be some other minor differences
adapted for the NGFW policy-based CLI.

Specifies whether FortiConverter automatically generates
policy interfaces.

Service Group Comment

Specifies whether FortiConverter copies the service group
comment from the source configuration to the FortiGate
service group.

Nat Merge Options

Enable central NAT merge

Source preview

Specifies whether FortiConverter converts NATs to FortiGate
central NATs instead of policy-based NATs. Currently only
central NAT mode is supported, and NAT is available only for
the SG model.

This table shows the information inside the configuration.

Description

Setting
VDOM Select
VDOM Rename
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VDOM Mode

Information of Configurations

Managed Device Name

Target Device Switch Interface -
Interface/Port

Source Configuration Preview

Sophos Interface mapping

You can manually map the interface.

Change the VDOM mode in the output result.

Source configuration file names are shown in the table as a
link. Click the link to see the content. The file won’t show if
it’s too large.

The name of the managed device which the converted
interface or route configuration would be imported in
FortiManager. (Only available when the output format is
FortiManager)

If there are virtual switches in the selected target device,
FortiConverter will list the member ports of the virtual
switches. If an interface in the list is going to be used in the
configuration, it should first be detached from the virtual
switch. Click "X" on the interface to detach it. Please note
that a detached interface cannot be re-added later by
FortiConverter.

The number of each type of firewall object are shown in the
preview table. Click the object number to see detailed
information about each object. In each type of object, click
the button Export CSV to export the current object info as
CSV file.

« To select the appropriate FortiGate interface, click the value in the FortiGate Interface column, and then
select a value or enter a custom interface name.

« To edit other values, double-click the proper column. Use the toolbar icon on the right to show and hide
columns. You can also use the Tuning page to create mappings after the conversion is complete.

o Toimport a set of interface mappings from a file, click Import.

« Todownload the current set of interface mappings, click Export.

o Todelete an interface, select the entries you would like to delete, right click and select Delete
Selected. This is useful if your target FortiGate has fewer interfaces than the source configuration.

The limit of the length of interface names in FortiOS is 15 characters. Interfaces in the source config which
have longer names should be trimmed to a shorter name. It is recommended to trim the names manually to
ensure readability. But if a quick trimming is needed, please select the entries, right click and select Trim
Interface Name to trim the names into 15 characters automatically.

Setting Description

VDOM Shows the virtual domains used in the conversion. ("root" by default)
Source Shows each interface on the Sophos firewall.
Interface
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Setting Description
FortiGate The input field for corresponding FortiGate interface names. Click to
Interface assign a FortiGate port or input the interface name manually for

each interface. (Only available when the output format is FortiGate)

Normalized The input field for corresponding normalized interface names, which

interface would be configured in the ADOM database in FortiManager. Click
to assign a port or input the interface name manually for each
interface. (Only available when the output format is FortiManager)

Device The input field for corresponding interface names in the managed

interface devices in FortiManager. Click to assign a port or input the interface
name manually for each interface. (Only available when the output
format is FortiManager)

Members Shows any members, if they are set.

IP-Netmask Shows the IP address and netmask of the connection.

Type Shows the type of interface.

Access Shows which protocols has permission to access each interface.
Import Click to load a set of interface mappings from a text file.

Export Saves the current set of interface mappings to a text file.
Delete Click to delete the selected mapping item.

Selected

Trim Interface Trim the interface names which exceed 15 characters into 15
Name characters automatically.

Sophos Route Information

FortiConverter creates static routes in the output using the static routes it detects in the source configuration
and any routing information you provide.

Double-click an item to edit it.

Setting Description

New Route Click to add a route.

Delete Click to delete the selected route.

Sophos conversion result

Tab

Description

Conversion Summary Provides statistics about the conversion.
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Reports Generate PDF reports including converted and unconverted objects list.
Interface Mapping Shows how interfaces are mapped for each VDOM from the source device.
Device Summary Provides statistics about the detected objects.

FortiConverter includes error and warning messages into the conversion when an error

ﬂ occurs.
I\ Review the config-all. txt file after each conversion for errors. These errors and
warning messages might cause the import process to fail, if not corrected. See for
more details.

Tipping Point Conversion

Tipping Point IPS differences

Interface and schedule conversion

Source interfaces and destination interfaces are set to "any" after conversion.

Schedules are set to "always" in all policies after conversion.

Action Set

If "Block” or "Drop" appears in an action set, the FortiGate policy strAction is set to "deny". Otherwise,
the policy is set to "accept".

If "rsyslog" is found in an action set, the FortiGate policy strLogTraffic is set to "enable". Otherwise,
it is disabled.
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Ignored fields

The following fields are parsed but ignored:

« Zone

« Users

o« Apps

« Security

« Reputation
« Install On

Save the Tipping Point Source Configuration Files

Before starting the conversion wizard, save a copy of your Tipping Point configuration file to the computer
where FortiConverter is installed.

Here are the tutorial of the 2 models that you can save Tipping Point configuration files to:
Saving the source configuration files on IPS on page 212

Saving the source configuration files on Firewall on page 213

Saving the source configuration files on IPS
Make sure the file contents are arranged by the order of "Addresses and Address groups", "Services and
Service groups" and "Policies".

You can use text editor such as Notepad or Notepad++, and only use plain text file as input file for
FortiConverter Tool.

If you encounter problems with your TippingPoint
N - /, configuration file, send it to FortiConverter support
q at fconvert_feedback@fortinet.com. The
- FortiConverter team will help improve your
conversion for you.

Part 1: download Addresses and Address groups

Click the Admin tab, located at the top.

Click Named resources.

Click the address or address group.

Press Ctrl + A to select all.

Copy and paste the selected address or address group to a plain text editor like Notepad, Notepad++, etc.
Repeat for all other addresses or address groups.

o0k~ ON =

FortiConverter 7.4.0 Admin Guide 212
Fortinet Inc.


mailto:fconvert_feedback@fortinet.com

3rd Party Security Vendors Conversion

Part 2: download Service and Service groups

Click the Profile tab, located at the top.

Click Expand profiles.

Click on Shared settings.

Click on the service or service group.

Press Ctrl + Ato select all.

Copy and paste the selected service or service group to the same text file from Part 1.
Repeat for all other services and service groups.

No o s~oDdb=S

Part 3: download Policies

Click the Profile tab, located at the top.

Click Firewall profiles.

Select a policy from the list.

Click on an item.

Press Ctrl + A to select all.

Copy and paste the policy to the same text file from Part 1 and 2.
Repeat for all other policies.

No oo~

Saving the source configuration files on Firewall

If you encounter problems with your TippingPoint
N ! 7, configuration file, send it to FortiConverter support
q at fconvert_feedback@fortinet.com. The
- FortiConverter team will help improve your
conversion for you.

1. Login to Tipping Point Firewall via SSH
2. Runthe command: display config-running
3. Save the config into . txt format on the computer where FortiConverter installed.

Tipping Point IPS Conversion Wizard

To start a new conversion

1. Start FortiConverter.

2. When start-up is complete, a browser window automatically opens to http://127.0.0.1:8000.
3. Click New Conversion, located at the top right corner.

4. Enter a name for the conversion configuration.

5. For Vendor, choose Tipping Point block.

6. Choose a Model, if applicable.
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7. Click OK.

The configuration page opens to the Start page, and you can input your settings.

Tipping Point IPS Start options

This table lists the start settings.

Setting Description

Profile

Description Enter a description of the configuration.

Output Options

Output Format Select the appropriate output for your target Fortinet device.

FOS Version The configuration syntax is slightly different among FortiOS 6.4, 7.0, 7.2,
7.4 and 7.6. Select the version that corresponds to the FortiOS version on
the target.

Source Configuration Select the input file

Bulk Conversion If there are many devices to be converted where all of them are the same
model, sharing the same interface mapping relationship in conversion,
then bulk conversion can convert all of them at once. Collect all the
configuration files to be converted, compress them into a ZIP file and use
the ZIP file as the input.

Target device (Optional)

Target device Select the model of the target device, or select a device connected to
FortiConverter.

Conversion Options

Discard unreferenced Specifies whether addresses, schedules, and services that are not

firewall objects referenced by a policy are saved and added to the output. This option can
be useful if your target device has table size limitations. You can view the
unreferenced objects that FortiConverter removed in the Tuning page.

Increase Address and You can customize the maximum table sizes that

Service Table Sizes for FortiConverter uses when Adjust table sizes is selected. For more
High-End Models information, see Adjusting table sizes on page 232

Policy index start from 1 When selected, the serial number of firewall policies will start from 1
instead of 10000 instead of 10000.

Comment Options
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Setting Description

Include input configuration Specifies whether FortiConverter includes the input configuration lines
lines for each output policy used for each FortiGate policy in the FortiGate configuration as a policy
comment.

Tipping Point IPS Source preview

This table shows the information inside the configuration.

Setting Description

VDOM Select Select/Unselect the VDOM item.

VDOM Rename Rename the VDOM name.

VDOM Mode Change the VDOM mode in the output result.

Information of Configurations Source configuration file names are shown in the table as a
link. Click the link to see the content. The file won’t show if
it's too large.

Source Configuration Preview The number of each type of firewall object are shown in the

preview table. Click the object number to see detailed
information about each object. In each type of object, click
the button Export CSV to export the current object info as
CSVfile.

Tipping Point IPS Conversion result

Tab Description

Conversion Summary Provides statistics about the conversion.

Reports Generate PDF reports including converted and unconverted objects list.
Device Summary Provides statistics about the detected objects.

FortiConverter includes error and warning messages into the conversion when an error

ﬂ oceurs.
% Review the config-all. txt file after each conversion for errors. These errors and
warning messages might cause the import process to fail, if not corrected. See for
more details.
FortiConverter 7.4.0 Admin Guide 215

Fortinet Inc.



3rd Party Security Vendors Conversion

Tipping Point Firewall Conversion Wizard

To start a new conversion

1. Start FortiConverter.

2. When start-up is complete, a browser window automatically opens to http://127.0.0.1:8000.
3. Click New Conversion, located at the top right corner.

4. Enter a name for the conversion configuration.

5. For Vendor, choose Tipping Point block.

6. Choose a Model, if applicable.

7. Click OK.

The configuration page opens to the Start page, and you can input your settings.

Tipping Point Firewall Start Options

Description Enter a description of the configuration..
Output Options
Output Format The output format of the converted configuration

The configuration syntax is slightly different among
FOS Version FortiOS 6.4, 7.0, 7.2, 7.4 and 7.6. Select the version that
corresponds to the FortiOS version on the target

Source Configuration Select the input file
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Tipping Point Firewall Source Preview

This table shows the information inside the configuration.

Setting Descriptions

File Name Source configuration file names are shown in the table as a
link. Click the link to see the content. The file won’t show if
it’s too large.

Model The model of the configuration.

Source Configuration The number of each type of object is shown in the preview

Preview table. Click the object number to see detailed information
about each object. In each type of object, click the Export
CSV button to export the current object info as a CSV file.

Tipping Point Firewall Conversion Result

Setting Description
Conversion Provides information about the conversion.
Summary

Device Summary Provides statistics about the detected objects.

Vyatta Networks Conversion

Vyatta Networks (VyOS) differences

Conversion support

FortiConverter supports the following features:

« Interface

e« Zone

« Address group
« Service group
« Policy

+ Route

NAT and VPN conversions are not currently supported.

FortiConverter 7.4.0 Admin Guide 217
Fortinet Inc.



3rd Party Security Vendors Conversion

Configuration notes

Vyatta does not provide outgoing interface in static route configuration. FortiConverter uses the next-hop
address and the network of each interface to determine the outgoing interface. However, since VPN
conversions are not supported, and tunnel interfaces are not converted, routes to tunnel interfaces cannot be
calculated. The interface fields of those kind of routes are empty in the output field and require you to fill them
manually before the config is imported.

Saving the Vyatta source configuration files

Before starting the conversion wizard, save a copy of your Vyatta configuration file to the computer where
FortiConverter is installed.

1. Use an SSH terminal and connect to the device.

2. Input command "set terminal length 0".

3. Input "show configuration all" and save the output configuration.

Please note that FortiConverter requires the structural configuration file as a valid input. For example:

firewall {

all-ping enable

broadcast-ping disable

config-trap disable

group {

address-group ADDR GRP1 ({
address 10.58.14.15
address 10.58.14.16
address 10.58.14.17

}

address-group ADDR GRPZ {
address 10.58.186.41
address 10.58.186.52

Vyatta conversion wizard

To start a new conversion

1. Start FortiConverter.
. When start-up is complete, a browser window automatically opens to http://127.0.0.1:8000.
. Click New Conversion, located at the top right corner.
. Enter a name for the conversion configuration.

2
3
4
5. For Vendor, choose Vyatta block.
6. Choose a Model, if applicable.

7

. Click OK.

The configuration page opens to the Start page, and you can input your settings.
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Vyatta Start options

This table lists the start settings.

Setting Description

Profile

Description Enter a description of the configuration.

Output Options

Output Format Select the appropriate output for your target Fortinet device.
FOS Version The configuration syntax is slightly different among FortiOS

6.4,7.0,7.2, 7.4 and 7.6. Select the version that
corresponds to the FortiOS version on the target.

Source Configuration Select the input file.

Bulk Conversion If there are many devices to be converted where all of them
are the same model, sharing the same interface mapping
relationship in conversion, then bulk conversion can convert
all of them at once. Collect all the configuration files to be
converted, compress them into a ZIP file and use the ZIP file
as the input.

Target device (Optional)

Target device Select the model of the target device, or select a device
connected to FortiConverter.

Conversion Options

Discard unreferenced firewall objects Specifies whether addresses and services that aren't
referenced by a policy are saved and added to the output.
This option can be useful if your target device has table size
limitations. You can view the unreferenced objects that
FortiConverter removed on the Tuning page.

Increase Address and Service Table You can customize the maximum table sizes that
Sizes for High-End Models FortiConverter uses when Adjust table sizes is selected. For
more information, see Adjusting table sizes on page 232.

Policy index start from 1 instead of When selected, the serial number of firewall policies will start

10000 from 1 instead of 10000.

NGFW policy-based mode When selected, the conversion will be in NGFW policy-based
mode.

"firewall policy" will become "firewall security-policy" instead,
and "set application 00000" will be generated in policies,
which requires manual processing. There will also be some
other minor differences adapted for the NGFW policy-based
CLI.

FortiConverter 7.4.0 Admin Guide 219
Fortinet Inc.



3rd Party Security Vendors Conversion

Source preview

This table shows the information inside the configuration.

Setting Description

VDOM Select Select/Unselect the VDOM item.

VDOM Rename Rename the VDOM name.

VDOM Mode Change the VDOM mode in the output result.
Information of Configurations Source configuration file names are shown in the table as

links. Click the link to see file contents. Files that are too large
are not shown.

Target Device Switch Interface - If there are virtual switches in the selected target device,
Interface/Port FortiConverter will list the member ports of the virtual

switches. If an interface in the list is going to be used in the
configuration, it should first be detached from the virtual
switch. Click "X" on the interface to detach it. Please note that
a detached interface cannot be re-added later by
FortiConverter.

Source Configuration Preview The number of each type of firewall object are shown in the

preview table. Click the object number to see detailed
information about each object. In each type of object, click the
button Export CSV to export the current object info as CSV
file.

Vyatta interface mapping

You can manually map the interface.

To select the appropriate FortiGate interface, click the value in the FortiGate Interface column, and then
select a value or enter a custom interface name.

To edit other values, double-click the proper column. Use the toolbar icon on the right to show and hide
columns. You can also use the Tuning page to create mappings after the conversion is complete.

To import a set of interface mappings from a file, click Import.
To download the current set of interface mappings, click Export.

To delete an interface, select the entries you would like to delete, right click and select Delete
Selected. This is useful if your target FortiGate has fewer interfaces than the source configuration.

The limit of the length of interface names in FortiOS is 15 characters. Interfaces in the source config which
have longer names should be trimmed to a shorter name. It is recommended to trim the names manually to
ensure readability. But if a quick timming is needed, please select the entries, right click and select Trim
Interface Name to trim the names into 15 characters automatically.
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Setting Description

VDOM Shows the virtual domains used in the conversion. ("root" by default)
Source Shows each interface on the Vyatta firewall.

Interface

FortiGate The input field for corresponding FortiGate interface names. Click to
Interface assign a FortiGate port or input the interface name manually for

each interface. (Only available when the output format is FortiGate)

Normalized The input field for corresponding normalized interface names, which

interface would be configured in the ADOM database in FortiManager. Click
to assign a port or input the interface name manually for each
interface. (Only available when the output format is FortiManager)

Device The input field for corresponding interface names in the managed

interface devices in FortiManager. Click to assign a port or input the interface
name manually for each interface. (Only available when the output
format is FortiManager)

Members Shows any members, if they are set.

IP-Netmask Shows the IP address and netmask of the connection.

Type Shows the type of interface.

Access Shows which protocols has permission to access each interface.
Import Click to load a set of interface mappings from a text file.

Export Saves the current set of interface mappings to a text file.
Delete Click to delete the selected mapping item.

Selected

Trim Interface Trim the interface names which exceed 15 characters into 15
Name characters automatically.

Vyatta route information

FortiConverter creates static routes in the output by using the static routes it detects in the source
configuration, and any routing information you provide.

Double-click item to edit it.

Setting Description

New Route Click to add a route.

Delete Click to delete the selected route.

Vyatta conversion result
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Tab Description

Conversion Summary Provides statistics about the conversion.

Reports Generate PDF reports including converted and unconverted objects list.
Interface Mapping Shows how interfaces were mapped for each VDOM from the source device.
Device Summary Provides statistics about the detected objects.

WatchGaurd Conversion

Conversion support

FortiConverter supports the following features:

Interface
Address (group)
Service (group)
Policy

Route

Saving the WatchGuard source configuration files

Before starting the conversion wizard, save a copy of your WatchGuard configuration file (in XML format) to the
computer where FortiConverter is installed.

You can use Policy Manager to download your configuration file.

1.
2

3.

Select File > Save > As File.
Type the name of the file.
Click Save.
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WatchGuard conversion wizard

To start a new conversion

1. Start FortiConverter.
. When start-up is complete, a browser window automatically opens to http://127.0.0.1:8000.

. Click BSSSS New Conversion, located at the top right corner.

. For Vendor, choose WatchGuard block.

2
3
4. Enter a name for the conversion configuration.
5
6. Choose a Model, if applicable.

7

. Click OK.

The configuration page opens to the Start page, and you can input your settings.

WatchGuard Start options

This table lists the start settings.

Setting Description

Profile

Description Enter a description of the configuration.

Output Format Select the appropriate output for your target Fortinet device.
FOS Version The configuration syntax is slightly different among FortiOS

6.4,7.0,7.2,7.4and 7.6. Select the version that corresponds
to the FortiOS version on the target.

Source Configuration Select the input file.

Bulk Conversion If there are many devices to be converted where all of them
are the same model, sharing the same interface mapping
relationship in conversion, then bulk conversion can convert
all of them at once. Collect all the configuration files to be
converted, compress them into a ZIP file and use the ZIP file
as the input.

Target device (Optional)

Target device Select the model of the target device, or select a device
connected to FortiConverter.

Conversion Options
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Discard unreferenced firewall objects Specifies whether addresses and services that aren't
referenced

by a policy are saved and added to the output. This option
can be useful if your target device has table size limitations.
You can view the unreferenced objects that FortiConverter
removed on the Tuning page.

Increase Address and Service Table You can customize the maximum table sizes that
Sizes for High-End Models FortiConverter uses when Adjust table sizes is selected. For
more information, see Adjusting table sizes on page 232.

Policy index start from 1 instead of When selected, the serial number of firewall policies will start

10000 from 1 instead of 10000.

NGFW policy-based mode When selected, the conversion will be in NGFW policy-based
mode.

"firewall policy"willbecome"firewall
security-policy"instead, and"set application
00000" will be generated in policies, which requires manual
processing. There will also be some other minor differences
adapted for the NGFW policy-based CLI.

Source Preview

This page shows the information inside the configuration.

Setting Description

VDOM Select Select/Unselect the VDOM item.

VDOM Rename Rename the VDOM name.

VDOM Mode Change the VDOM mode in the output result.

Information of Configurations Source configuration file names are shown in the table as a link.
Click the link to see the content. The file won’t show if it’s too
large.

Target Device Switch Interface - If there are virtual switches in the selected target device,

Interface/Port FortiConverter will list the member ports of the virtual switches.

If an interface in the list is going to be used in the configuration,
it should first be detached from the virtual switch. Click "X" on
the interface to detach it. Please note that a detached interface
cannot be re-added later by FortiConverter.
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The numbers of each type of firewall object are shown in the
preview table. Click the object number to see detailed
information on each object. In each type of object, click the

button Export CSV to export the current object info as CSV file.

WatchGuard Interface mapping

You can manually map the interface.

o To select the appropriate FortiGate interface, click the value in the FortiGate Interface column, and then
select a value or enter a custom interface name.

« To edit other values, double-click the proper column. Use the toolbar icon on the right to show and hide
columns. You can also use the Tuning page to create mappings after the conversion is complete.

o Toimport a set of interface mappings from a file, click Import.

« Todownload the current set of interface mappings, click Export.

« To delete an interface, select the entries you would like to delete, right click and select Delete
Selected. This is useful if your target FortiGate has fewer interfaces than the source configuration.

The limit of the length of interface names in FortiOS is 15 characters. Interfaces in the source config which
have longer names should be trimmed to a shorter name. It is recommended to trim the names manually to
ensure readability. But if a quick trimming is needed, please select the entries, right click and select Trim
Interface Name to trim the names into 15 characters automatically.

Setting Description

VDOM

Source
Interface

FortiGate
Interface

Normalized
interface

Device
interface

Members

IP-Netmask

Type

Shows the virtual domains used in the conversion. ("root" by default)

Shows each interface on the WatchGuard firewall.

The input field for corresponding FortiGate interface names. Click to
assign a FortiGate port or input the interface name manually for
each interface. (Only available when the output format is FortiGate)

The input field for corresponding normalized interface names, which
would be configured in the ADOM database in FortiManager. Click
to assign a port or input the interface name manually for each
interface. (Only available when the output format is FortiManager)

The input field for corresponding interface names in the managed
devices in FortiManager. Click to assign a port or input the interface
name manually for each interface. (Only available when the output
format is FortiManager)

Shows any members, if they are set.
Shows the IP address and netmask of the connection.

Shows the type of interface.
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Access Shows which protocols has permission to access each interface.
Import Click to load a set of interface mappings from a text file.

Export Saves the current set of interface mappings to a text file.
Delete Click to delete the selected mapping item.

Selected

Trim Interface Trim the interface names which exceed 15 characters into 15
Name characters automatically.

WatchGuard Route Information

FortiConverter creates static routes in the output using the static routes it detects in the source configuration
and any routing information you provide.

Double-click an item to edit it.

Setting Description

New Route Click to add a route.

Delete Click to delete the selected route.

WatchGuard Conversion result

Tag Description

Conversion Summary Provides statistics about the conversion.

Reports Generate PDF reports including converted and unconverted objects list.

Interface Mapping Shows how interfaces were mapped for each VDOM from the source
device.

Device Summary Provides statistics about the detected objects.

FortiConverter includes error and warning messages into the conversion when an error

ﬂ occurs.
I\ Review the config-all. txt file after each conversion for errors. These errors and
warning messages might cause the import process to fail, if not corrected. See for
more details.

FortiConverter 7.4.0 Admin Guide 226
Fortinet Inc.



3rd Party Security Vendors Conversion

Zscaler Conversions (Beta feature)

Conversion Support

FortiConverter supports the following features:

« |P Source Groups

o |IP Destination Groups
o Network Services

o Users

o Groups (user group)

« Firewall Filtering Rules

Saving the Zscaler Source Configuration File

Overview

This document provides a step-by-step guide for dumping the Zscaler configuration file in JSON format.
Fortinet provides a Python script, fcon Zscaler backup.py that downloads the configuration from
Zscaler resource server.

Prerequisites

Python 3.11.6 with requests 2.32.3 needs to be installed on the machine for the script to run.

\ﬂ For fcon Zscaler backup.py, please download the script from the

FortiConverter application. Click the question mark, a pop-up window will lead you to
this instruction guide. At the same time, click download to get the script file.
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How to get configuration?

Plasasa downiload the script and Toliow the instruction for axiracting Z5caler
configuration

Instruction to get ZScaler configuration m = Cancel

Zscaler Conversion Wizard

To start a new conversion

1. Start FortiConverter.
2. When start-up is complete, a browser window automatically opens to http://127.0.0.1:8000.

3. Click I

New Conversion, located at the top right corner.
4. Enter a name for the conversion configuration.

5. For Vendor, choose Zscaler block.

6. Choose a Model, if applicable.

7. Click OK.

The configuration page opens to the Start page, and you can input your settings.

Zscaler Start Options

This table lists the start settings.
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Setting Description

Description Enter a description of the configuration.
Output Options

Select the appropriate output for your target
Output Format Fortinet device. For FortiSASE JSON output,
please choose FortiSASE and API version v2

The configuration syntax is slightly different for
FortiOS 6.4, 7.0, 7.2, 7.4 and 7.6. Select the

FOS Version version that corresponds to the FortiOS version on
the target.
AP Version The section is only applicable to FortiSASE output

and only version 2 is available.

Select the input file of Zscaler JSON configuration
Json Config File file (Zscaler_config.json which can be obtained
from provided script fcon_Zscaler_backup.py)

Target Device Select the model of the target device.

Zscaler Source Preview

This table shows the information inside the configuration.

N I

Source configuration file names are shown in the table as a link.

File Name Click the link to see the content. The file won’t show if it’s too large.
Model The model of the configuration.
The number of each type of object is shown in the preview table.
Source . . - .
Confiauration Click the object number to see detailed information about each
Previgw object. In each type of object, click the Export CSV button to
export the current object info as a CSV file.
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Zscaler Conversion Result

e e

Conversion

Provides information about the conversion.
Summary

Device Summary Provides statistics about the detected objects.
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Conversion General

Compare Two Conversions

This feature can be used to compare two similar conversions from the same vendor/model and show the
differences between them.

To use the feature:

1. Select exactly two conversions to be compared and press the Diff Conversions button.
T e N N

=

1 — Cimon A, B d ] e =eelo B RER T ]

-k ke
E R E X
A

2. By default, the converter assumes the older conversion is the base conversion and the newer one is the
updated conversion. This means that objects that only exists in the updated conversion will be displayed
as Added and the objects that only exists in the older conversion will be displayed as Deleted. Clicking on

—
the button allows the base/updated conversion to be swapped.
Conversion Comparison
Base Comwer shin Lpckatedd correertan
maill = mail2

3. Press Confirm to start the calculation of differences between the two conversions.
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maill mail2
[-] - - SEaln [TEe] [P =
-]
=] il wwrall Policy 4]
[-] W1

Ceenerate Conliyg

4. The diff result would then be generated. A firewall object being marked as Changed means the object
have the same name in both conversions, but its actual content differs. However, for Policy, Central NAT

and static routes, Changed means they have the same relative order to other unchanged (Policy/Central
NAT/static routes), with their actual content differs.

5. You may select the object(s) you want to generate CLI with the Checkbox on the left. After that, press
Generate Config Button to download the desired CLI as . zip file. If no specific object is selected, all
objects' CLI will be generated.

Adjusting table sizes

The conversion wizard Start options page allows you to specify whether FortiConverter allows larger table sizes
and group membership than default in the output configuration.

This is useful when, for example, the source configuration has a large address group and the target
configuration can accommodate the larger group. Otherwise, FortiConverter converts the large address group
into two or more smaller address groups for a single policy.

For example, FortiConverter uses the following default maximum table sizes by default:

« Address groups — 2500
« Addresses per group — 300
o Custom service objects — 1024

When this option is selected, FortiConverter uses the following maximum table sizes:
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« Address groups — 20000
o Addresses per group — 1500
« Custom service objects — 4096

Viewing maximum table sizes for your target device

On your target system, enter the following command:
print tablesize

The maximum table sizes are displayed in a response similar to the following output:

firewall addrgrp: 0 20000 20000
firewall addrgrp: member: 1500 0 O
firewall service custom: 0 4096 O

NAT merge options

For Check Point and Cisco PIX conversions, you can select which types of NAT configuration FortiConverter
uses to generate output firewall policies, or whether FortiConverter derives its NAT-based policies based on
object names or object values.

Because it can take FortiConverter several hours to complete a conversion that includes a large number of NAT
rules, Fortinet recommends that you turn off NAT merge for all types of NAT for your initial conversion. Then,
after you resolve any issues with the conversion, run it again at a convenient time with NAT merge enabled.

NAT merge depth

The FortiConverter NAT merge feature compares the firewall policy source and destination address with
addresses in NAT rules. When these addresses overlap, FortiConverter uses the NAT rules to generate
additional policies in the output configuration.

If a policy has an address with a large range, it can overlap with many NAT rules, which generates many NAT

policies. Because output that includes a large number of NAT policies can be hard to review, FortiConverter
provides NAT merge depth options that can reduce the number of NAT policies.

The merge depth policies control both the type of NAT to merge and the scope of the merge:

« When you select Off for a type of NAT, FortiConverter doesn't perform NAT merge using NAT rules of that
type. Ifit’s turned off for all types, the output conversion contains the converted source configuration
policies only.

« When you select Object Names, FortiConverter generates policies based on NAT rules only where the
address name the rules use is found in a policy. For Cisco PIX, this option can also match NAT rules and
policies if they contain addresses that match exactly. For example, a source configuration NAT rule
dynamically translates the object "address1"(IP 10.10.10.10) to "200.200.200.200". The source
configuration also has three polices:
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o policy1: source address is "address1"
« policy2: source address is "10.10.10.0-10.10.10.255"
o policy3: source address is "all"

Only policy1 matches the NAT rule, because it shares the address object name, and policy2 and policy3
don't match

because they don't reference the name "address1".

Cisco PIX allows you to use an |P address to configure a NAT rule instead of a name. For example, the
NAT rule 10.10.10.10 to 200.200.200.200. When Object Names is selected, this NAT rule matches a
policy with source address 10.10.10.10, even though it doesn't refer to a object name because they have
the exactly the same IP range. This is a useful option if you make use of supernet addresses that would
match many address objects.

« When you select Object Values, FortiConverter generates policies based on NAT rules that have address
values that fall anywhere in the range specified by a policy (overlap).

For the example above, when Object Values is selected, the NAT rule that translates the object
"address1"(IP 10.10.10.10) to "200.200.200.200" matches both policy2 and policy3.

Object Values generates the most accurate matching of NAT rules and policies, but in most cases, it also
generates more NAT policies.

Create new conversion folder

The FortiConverter application allows you to create separate folders for your conversions.

To add a folder

1. Click the New Folder option from the menu on the left.
2. Enter a name for your new folder and press OK.

Your new folder appears in the left menu.

To move conversions to a folder

1. Select a conversion.
2. Clickthe Change Folder button, located at the bottom.
3. Select a folder for your conversion and press OK.

Error Messages

If an error occurs, FortiConverter inserts error messages and warnings into the conversion output file config-
all.txt.

These warnings aren't inserted in any configuration branch files.
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Review the config-all. txt file after each conversion for
I errors. These errors and warning messages might cause the import
process to fail, if not corrected.

Undefined objects

# Error: Undefined interface/address/service/ippool object <NAME>;

This error occurs when an object used in the policy isn't previously defined. Make sure the object name is
correct.

Interface

# Warning: Please input vlan interface

This warning means the physical interface of a vlan interface isn't specified.

Zone

# Warning: Interface exists in other Zone.

This warning means an interface belongs to two zones simultaneously. An interface should not belong to more
than one zone at a time.

Service

# Error: The number of service custom is <NUMBER>, exceed <NUMBER>
limitation.

The number of services exceeds the maximum number supported by the selected FortiGate model.

Service group

# Error: Unconverted members in service group <NAME>

This error occurs when objects in the mentioned service group aren't converted and the service group becomes
empty.
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User

# Warning: can't support radius server group

This warning means the source configuration contains a radius server group. FortiGate doesn't support radius
server groups. This warning only appears in Check Point conversions.

# Warning: can't find out radius server

This warning means the radius server of the user isn't defined in the source configuration. This warning only
appears in Check Point conversions.

# Warning: Please reset the shared secret key.

This warning means the password in the source configuration is encrypted. Reset the shared secret key.

VIP

# Warning: Public IP confliction for below objects.

This warning appears when different VIP objects have the same public IP. Different VIP objects should not
have the same public IP in FortiOS. To fix this issue, add port forwarding or source filter information to the
conflicted VIP object.

VPN phase1

# Warning: <NAME> exceed 35 characters"
This warning means the Phase1 name exceeds 35 characters. Manually fix the name.
# Warning: remote-gw should be IP address, object <NAME> was not defined

This error occurs when the source configuration provides an address name for the remote-gw field. The remote-
gw field should be an IP address.

# Warning: Please reset the pre-shared key.

All pre-shared keys are set to "123456" in the converted VPN object, if the password in source config is
encrypted. Users should reset the pre-shared keys.

VPN phase2

# Warning: <NAME> exceed 35 characters

This warning appears when a Phase2 name exceed 35 characters. To fix this issue, fix the name manually.
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Policy

# set utm-status enable
# set application-list NAME1l NAME2
# Application-list support only one item, please recheck config file.

This error means there are multiple items in the application list. There should be only one item in the
application list. If there are multiple items given in the source configuration, reset the items.

# Warning: Removed self traffic object <NAME> from address list
# Warning: Comment out self traffic policy - object name <NAME>

Check Point policies may contain "self traffic" policies, but those policies aren't needed in FortiOS.
# Warning: Comment out default drop all policy

There may be a "drop all" policy in the end of the policy list for some vendors. But FortiOS has its own "drop all"
policy by default, so the one in source configuration should be commented out.

Route static

# Warning: Please input field <device>

FortiOS requires the "device" (interface) route field.

Snmp sysinfo

# Warning: Community <NAME> has <NUMBER> hosts, beyond the limitation <NUMBER>.

The number of hosts in a community exceeds the maximum number supported by the FortiGate selected
model.

Other warnings

Name length

# Warning: truncate <OBJECT> name <NAME> to <NUMBER> characters
# Warning: Trim <NAME> to <NUMBER> characters

When FortiConverter detects an object name that is longer than the limit given in FortiOS, FortiConverter
renames the object.

Route BGP

# Warning: Please reset the password.

This warning appears when the password of route BGP neighbors in the source configuration is encrypted.
Reset the password of the route BGP neighbors.
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Route OSPF

# Warning: Please reset the md5 key.

This warning appears when the md5 key of the OSPF interface in the source configuration is encrypted.
Reset the md5 key.

VDOM Mapping

During conversion, after the configuration parsing, you can select the VDOMSs that you want to convert and do
VDOM name mapping.

If you unselect a VDOM, FortiConverter will not convert and generate the corresponding configuration in the
output result.
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Information of Configurations

Source device:
Model

Firmware version
Configuration
Target device:
Model

Firmware version

Default Configuration

VDOM Mapping

FortiGate 1000C
5.6.12 build 1701

Demo.conf
FortiGate 1200D

5.6.12 build 1701

Demo-default txt

vDOM Mode (@

(JSelect  TargetVDOM Source VDOM

|root | root

O |.;|E.m | demo

| demo-1 | demol
|demo-2 | demo-2
|demo-3 | demo3

| demo-4 | demo-4

O |dem.5 | demo-5

A | , | demenk

Note: VDOM Mapping does not support adding a new empty VDOM. For 3rd party conversion, an empty

VDOM can add to the tuning page.

VDOM Mode Setting

The VDOM mode switch allows you to enable the VDOM mode or vice versa.
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Example

1. Convert VDOM mode from the source to a target device without VDOM.
a. Select a VDOM you want to upload to the root of the target device

b. Disable the VDOM mode.

c. Continue the conversion and get the converted configuration.

VDOM Mapping

[ Select Target VDOM

| root

[ |+:Ierr'|c:-

J |+:Ierr'|o-1

J |+:Ierr'|c:--2

J |demo-3

J |+:Iemc:--4

J |+:Ierr'|o-5

[ | [ I

VDOM Mode

Source VDOM

root

demo

demo-1

demo-2

demo-3

demo-4

demo-5

A £

Remark: If you want to upload the "demo" of source VDOM to the target

device's root, you can rename the target VDOM to "root" and continue with the

conversion.

2. Convert the source device without VDOM to a target device with VDOM mode.

a. Rename the name of the VDOM to the target device's VDOM you want to import.

b. Enable VDOM Mode.

c. Continue with the conversion and get the converted configuration.
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VDOM Mapping VDOM Mode (@
Select Target VDOM Source VDOM
WVDOM-Demo root

Warning

1. In Fortinet migration, when a target device without VDOM enabled migrates to a specific vdom device with
VDOM mode enabled, it means there have been existing configurations on the target device and
FortiConverter will ignore the global scope of the configuration to avoid overwriting the global settings on
the target device. In the device mode, you can utilize the partial import or push those configurations as you
want.

2. Inthe Fortinet migration, if you enable the vdom mode, the "config system interface" under the global
scope would not import to the device, please make sure to configure the device's interfaces and do the

proper interface mapping before the import process. Otherwise, the object import may fail by the improper
interface setting.

Before Continue,

Why: When a non-wdom configurations migrate to a specific wdom on a multi-wdom device, direct import the global

scope of source configuration may overwrite the configuration on target device.

Action: Before continue, please manually configure interface of wdom on the target device and interface mappings

accordingly to ensure that the configuraticns in the VDOM can be uploaded successfully.
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Policy NAT vs Central NAT mode

There are 2 NAT modes in FortiGate: policy NAT mode and central NAT mode. Policy NAT mode requires
NATSs to be configured inside firewall policies, which is the default mode that FortiGate uses. Central NAT
mode separates NATs and policies into 2 independent modules so policies do not reference NAT objects.

FortiConverter provides the option Enable Central NAT merge to control the NAT modes for the conversion
of some 3rd party vendors, and the recommended mode is different depending on the vendor of the source
configuration. When the recommended mode of each vendor is selected, the NAT conversion is
more straightforward. It means that the NATs would be similar between the source and converted
configuration. Hence, the number of policies and NAT objects do not change a lot, and it would be easier to
review the conversion result.

In Juniper SSG and Forcepoint Sidewinder, NATs are configured inside firewall policies, which is similar to
policy NAT mode. Therefore, the option is disabled by default. WatchGuard allows NATs to be configured both
inside policies and in an independent list at the same time. Currently, FortiConverter only converts it into the
policy NAT mode.

In Cisco, Check Point, Juniper SRX, Palo Alto, SonicWALL, Sophos, Huawei, and Forcepoint
Stonesoft, NATs and policies are configured separately. Therefore, the option is enabled by default. On the
contrary, the number of policies may greatly increase after converting these vendors into the policy mode
because FortiConverter applies the “NAT merge” process to match the traffic of each NAT and each policy. This
may create extra policies to perform the NAT behavior when the traffic overlaps. It is possible to get 2 or 3
times of policies after the NAT merge. For more details about NAT merge, please see the examples in Check
Point and Cisco. In order to prevent users from reviewing a much larger policy list, central NAT
mode should be the first choice.

However, in central NAT mode, FortiGate doesn’t allow dynamic NAT rules to translate a single internal
address into different external addresses based on different services. For example, if there are 2 dynamic NATs
in the source configuration, one translates 10.10.10.1 with HTTP into 20.10.10.1, and the other translates
10.10.10.1 with SMTP into 20.10.10.2, then there is no way to distinguish these NATs under central NAT
mode. If there are many such dynamic NATs in the source configuration, please select policy mode instead.

The following table shows the difference between the 2 NAT modes:

| policy NAT mode S ——

Description NATSs are configured in policies. NATs and policies are separated.
Related categories for config firewall ippool config firewall ippool

dynamic NAT config firewall policy config firewall central-snat-map
Related categories for config firewall vip

. config firewall vi
static NAT config firewall policy 9 P
Cisco, Check Point, Juniper SRX,
Palo Alto, SonicWALL, Sophos,
Huawei, Forcepoint Stonesoft

Juniper SSG, Forcepoint

RESMITEE ] [0 Ve Sidewinder, WatchGuard

Cisco, Check Point, Juniper, Palo Cisco, Check Point, Juniper, Palo
Supported in vendors Alto, SonicWALL, Sophos, Alto, SonicWALL, Sophos, Huawei,
WatchGuard, Forcepoint Forcepoint
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Policy NAT mode Central NAT mode

Allow dynamic NAT based

. Yes No
on services

Yes for Cisco, Check Point, Juniper
May greatly increase the SRX, Palo Alto, SonicWALL,
number of policies Sophos, Huawei and Forcepoint
Stonesoft
For more information about central NAT mode, please refer to the links(in FortiOS 7.2.4) below:
Central SNAT:
https://docs.fortinet.com/document/fortigate/7.2.4/administration-guide/421028/central-snat
Central DNAT:
https://docs.fortinet.com/document/fortigate/7.2.4/administration-guide/448790/central-dnat

Route File

Cisco ASA Routing Table

To display the routing table on a Cisco ASA, the command show route or show ip route canbe used.
These command will show you the current routing information, including static routes, directly connected
routes, and routes learned via dynamic routing protocols. The output will display the destination network,
subnet mask, gateway (next hop), interface, and administrative distance.

Check Point Routing Table

To obtain Check Point routing table, enter the route print command (for example, netstat -nr)onthe
firewall node and then copy and paste the output into a plain text file. Codes in the output indicate if the route is
a directly connected interface, a host route, a network route, and so on. The output varies by the platform.

Route File Remedy Instruction

FortiConverter will make every effort to parse the route file. However, due to variations in output formats across
different operating systems, users may occasionally need to make minor adjustments to ensure successful
conversion.

Please refer to the following 5 formats and perform the fix accordingly.
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Format 1:

Linux/Unix platform's output, use command route ornetstat -rn.

Destination =~ Gateway Netmask Flags Metric Ref Use |face
172.17.24.1 192.168.2.15 255.255.255.255 UGH 1 0 0 ethN18
Format 2:

"Destination"” field with IP/netmask format, and "Gateway" is blank for connected route:

Destination Gateway Flags Refs Use Netif Expire

10.11.11/24 rcGsu 0 0 eth2cQ —-----—-------
=>
10.11.11/24 * rCGSU 0 0 eth2c0
Add a character "*" for the connected route.
Format 3:
0.0.0.0/0192.168.1.1  ------—-——-- Original Line
=>
Destination  Gateway ----—---—---- Add title
0.0.0.0/0 192.168.1.1
Default Normal 10.254.254.24 -------—---- Original Line.
=>
Destination  UnknowOptions Gateway ----------- Add title
Default Normal 10.254.254.24
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Format 4:
172.17.24.1 255.255.255.255 192.168.2.15 ethN18 ------------—- Original Line.
=>
Destination Netmask Gateway Iface -------------- Add title

172.17.24.1  255.255.255.255 192.168.2.15 ethN18

Format 5:

S 0.0.0.0/0 via 172.31.224.19, eth-s1p1cO, cost 0, age 3294754 -------—--- Original line.

C 127.0.0.1/32 isdirectly connected, loopOcO

Flags Destination  Gateway Ifage -------------- Add title and remedy the file line.
S 0.0.0.0/0 172.31.224.19 eth-s1p1c0
C 127.0.0.1/32 * loop0cO

Note: FortiConverter only takes care of these keywords from title line, and parses out the corresponding fields

by the keyword's order.

"Destination"”
"Gateway"
"Genmask"
"Netmask"
"Mask"
"Iface"
"Interface"
"Netif"

© No ok~ ODdD-=

Backup and restore previous conversions

FortiConverter tool provides the capability to backup existing conversions by exporting them to local files.

These conversions can be restored later by importing the backup file. Here are some typical use cases where

backup/restore feature might become handy:

« Installing FortiConverter software to new instances. You can export the conversion history from old
instance and import it to the new instance.

« Backup all the conversions before FortiConverter software upgrade to prevent any possible data loss.
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Backup conversions by export

Select the conversions you want to backup by selecting the check boxes in front of the conversions.

Select "Export" from the dropdown menu on the up-right corner.
If you want to backup all the existing conversions, select "Export All" from the drop down menu.

v5.,6.0 Buildooo1 @

Conversions / My Conversions e
a Expont
Export Al
O rame Source device 05 Migaton Description Suns Created
Import
O ceepeetocts Pals A T4 dom 20250708 140, L7
O  eeepoepstoseit Pako Ao T4 vaom 20250708 140, =

A backup zip will be downloaded.

Please note that only conversions without any problem will
be backed up. If a conversion contains problems like
missing source configuration, the conversion will be skipped

during exporting.

Restore conversions by import

Select "Import" from the drop down menu on the up-right corner
Select a backup zip file that needs to be stored in the popup dialog
Click "OK"

If the name of a restoring conversion conflicts with an
already existing conversion, the restoring conversion will be
renamed by adding a number at the end of the original

name.
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3rd Party Vendor Conversion Tuning

Introduction

Although FortiConverter automatically converts as much of the source configuration as possible, in some
cases, your input is required to complete the conversion. The Tuning page automatically opens when the
conversion is complete. (Currently this feature is available only in the conversion of 3rd party

vendors.)

From the Tuning page, you can:

View Conversion Summary on page 248

Generate reports for 3rd party conversion on page 248
Manage your firewall objects on page 250

Zone Configuration on Tuning Page on page 252
Copy an object to another VDOM on page 255

Copy an object's CLI configuration on page 255
Output an unreferenced object on page 256

Rename an object on page 257

Find and merge duplicate objects on page 258
Interface pair view split for policies on page 266

Add Prefix/Suffix or Replace Object Name on page 268

Find undefined object references that requires manual tuning adjustment on page 270
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View Conversion Summary

The Conversion Summary page displays a summary of the conversion, including VDOM mapping and Interface
mapping, as well as a device summary.

« Tofine-tune the conversion, click FortiGate Configuration from the menu on the left, then select an
option.
« Todownload the final, converted configuration files, click the Download Configurations button, located

i

on the top-right of the conversion page, or the icon in the home page.

Generate reports for 3rd party conversion

Reports can be generated in 3rd party vendor conversions to review the object content. After the conversion is
completed, you are able to see the panel of report generation in the conversion summary page. Currently, the
feature is supported with vendors below:

Alcatel-Lucent, Check Point, Cisco, Forcepoint, Huawei, Juniper, McAfee, Palo Alto, SonicWall,
Sophos, Tipping Point, Vyatta, and WatchGuard.

Reports

Generate Options @® All in One Split Category

Generate Report

Generate Options Description

All in One "All in One" option would generate two PDF reports, converted and
unconverted reports.

Converted Report: lists the objects that are output in the result
configuration.

Unconverted Report: lists the objects that are removed by the feature
"Discard unreferenced firewall objects", which can be enabled at the start

page.
Those objects are removed because they're not referenced by any policies
or NAT rules, and they would not show up in the result configuration.
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Generate Options Description

Split Category

"Split Category" would generate PDF reports individually according to each
object category.

Converted Report: splits into multiple reports.

Unconverted Report: remain the same as in "All in One" option.

Click Generate Report, It’ll start to the generate report of the conversion result.

A\,

Please note that generate PDF reports may take processing time depending on the
number of objects. Generally, it may take a while if it's over a thousand objects in a

The report might be lengthy if there is a large amount of objects in the conversion. It would be easier to use the
bookmarks in the PDF file to jump between different sections of the report.
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Manage your firewall objects

The Tuning page has several features enabling you to view, add, edit, and delete your various firewall objects.

To review the converted objects

1. Inthe upper-left corner, click FortiGate Configuration.

FortiConverter

I Conversion Summary

£+ FortiGate Configuration

A list of object categories loads in the menu bar, and a table of interface is displayed.
2. Select the object category you want to review.
A table containing information about that object category loads.
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B8 | VDOM a ¥ Mamie *  Type *  Datails

2 | AUECKASDWHNOOS [2234)

h10.132.72.31 pnask 10.132.72.31 255.255.255.255
h-10.132.72.32 prnask 10,132.72.32 255.255.255.255
h-10.130.72.56 pimask

h-10.130.72.53 pmask

MET_10.10.204.0_24 pmask

MNET_10.123.80.0_24 pmash

h-10.130.72.54 pmask 10.130.72.54 255255255255
h-100130.72.57 pmask 1013072 57 255255255255
MET_10.12381.0_24 pmask 10123 8102552552550
MET_10.123.84.0_24 pmask 10.123.84.0255.255.255.0
MET_10.127.144.0_21 pmask 10.127.144.0 255 255 2480
MN5IPO1 pmask 10.132 38 240 255 255 255 255

In the address, address group, service, and service group tables, some object rows are highlighted in
yellow. Highlighted rows indicate objects that were automatically created by the FortiConverter tool during
the conversion process. You cannot find the definition for these kinds of objects from the original inputted
configuration files.

To edit an existing object in your configuration

1. Inthe table, double-click the object row you want to edit.
A window containing configurable fields loads.

2. Update the fields as needed.

3. Click Save to save your changes.

To add an object

At the bottom of every object category table is a button that enables you to add a new object. The button's
name is dependent on which object category you want to add to. The directions below outline the steps to add
a new address.

1. At the bottom of the object table, click New Address.

A window loads, enabling you input information about the object you want to add.
2. Complete the fields as needed.
3. Click Save to save your changes.

To delete an object

1. From the table, select the object you want to delete.
2. Right-click to view the context menu.
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Select All
Delete Selected
Move to Converted

Copy CLI
3. Click Delete Selected from the context menu.

A confirmation window loads, asking you to confirm your deletion. If the object you want to delete is
referenced by other objects, the information will be displayed there.

4. Click OK to confirm your deletion.

Zone Configuration on Tuning Page

Switch zone-based and policy-based policies

Fortinet supports both zone-based policies and policy-based policies. If it is required to change a zone-based
policy firewall to an interface-based policy firewall or vice versa, it can be done by deleting or creating zones in
the Tuning page.

Change zone-based policies into interface-based policies

When users delete a zone in the tuning page, FortiConverter would find zone references in the policies, and
change them into the zone member interfaces.

For example, the zones "trust" and "untrust" are configured as the follows:

Mame +  Interface Members =~  Intra-Zone Traffic

trust port1 Deny
untrust port?2 port3 Deny

And there are 2 policies in the converted configuration:
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MName ~ From v | o ~  Source ~  Destination v  Service v Actiox
1 trust untrust Bogon-192.02.0-24  X-195.93.178.4 ALL deny
2 untrust trust X-60.1469.3.16 Bogon-169.25400-16  ALL accept

When "trust" and "untrust" zones are deleted from the zone tuning page, FortiConverter would automatically
replace all "trust" referenced policies into "port1", and replace all "untrust" referenced polices into "port2" and
"port3". Hence the previous policies become:

Mame ~ From ~ To ~  Source ~  Destination ~  Service ~ Actiox
1 portl port2 port3 Bogon-192.0.20-24 X-195.93.178.6 ALL deny
2 port? portd portl X-60.16%.3.15 Bogon-169.254.00-16  ALL accept

Please note that an empty zone cannot be deleted if it is referenced by policies, because deleting an empty
zone may result in policies with no interface and would result in import errors.

Change interface-based policies into zone-based policies

When users create a zone in the tuning page, FortiConverter would find references of the zone member
interfaces in policies, and change them into the zone names.

For example, there are 2 policies in the converted configuration:

Mame ~ From + | To ¥  Source «  Destination «  Service ~ Actiox
1 portl port2 10.1568.1568.27 CTH_DEV ALL accept
2 port3 portl AD-173 101468168 27 ALL deny

A zone for "port1", and another zone for "port2" and "port3" are created in the zone tuning page:
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Mame ~ Interface Members ~ Intra-Zone Traffic

Zonel port1 Deny
Zone2 port2 port3 Deny

FortiConverter would automatically replace all "port1" referenced in policies into "Zone1", and replace all "port2"
and "port3" referenced in polices into "Zone2". Hence the previous policies become:

Mame ~ From ~ To ~  Source ~  Destination v  Service ~  Actiox
1 Zonel Zonel 10.168.168.27 CTH_DEV ALL accept
2 Zone2 Zonel AD-173 10.168.168.27 ALL deny

Please note that deleting a zone after it is created may change some policies permanently.

For example, deleting "Zone1" and "Zone2" above would get the following policies:

Mame ~ From »  To ~  Source ~  Destination »  Service ~ Actiox
1 portl port2 port3 10.168 16827 CTN_DEV ALL accept
2 port? port3 portl AD-173 10.168.168.27 ALL deny

It turns out that the policy interfaces are different from the previous ones. So please be careful while creating
and deleting zones.
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Copy an object to another VDOM

To copy objects to another VDOM

1. Inthe VDOM information section, toggle the Enable VDOM wrapper switch.

Enable VDOM wrapper ([ o

VDOM Information

Source Device Vdom Vdom Mapping
root root
newVDOM newVDOM

Note: In order to enable the VDOM wrapper, the output requires at least two VDOMs. If the original

configuration only has one VDOM, you can manually add a new VDOM.

2. From the table of objects, select the object(s) you want to copy to another VDOM.

3. Right-click to view the context menu.

Select All

Delete Selected

Copy CLI

Copy to VDOM > oot

n-172.16.0.0 146
newVDOM
n-172.16.10_24
4. Expand the Copy to VDOM sub-menu.
Your accessible VDOMs are listed in the sub-menu.

5. Select the VDOM you want to copy to.

ipmask

Ipmask
ipmask

Ipmask

Your selected object(s) will be included in the selected VDOM output.

Copy an object's CLI configuration

To copy the CLI configuration of an object

1. From the list of objects, select the object that you want to copy the CLI from.

2. Right-click to view the context menu.

FortiConverter 7.4.0 Admin Guide
Fortinet Inc.

]
]
+

255



3rd Party Vendor Conversion Tuning

Select All
Delete Selected
Move to Converted

Copy CLI

3. Click Copy CLI.

4. From the prompted window, click Save to save the configuration as a text file, or click Copy to copy the
configuration to the clipboard.

Output an unreferenced object

You can output unreferenced objects from the address, address group, service, and service group categories.
To do so, you must move unreferenced objects from the unreferenced table to the converted objects table.

If you enable the "Discard unreferenced objects" option in the start page, FortiConverter scans each object and
checks whether it is referenced by policies, central NAT rules or other objects.

To output an unreferenced object

1. Select the object category you want to include in your output.

Note: You can only output unreferenced objects from the address, address group, service, and service
group categories.

2. Inthe Table Type field, select "unreferenced".

Table Type:|

2  VDOM a munrefﬂenced v

B unconverted

« converted - Objects are referenced and can be generated to the outputs.
« unreferenced - Objects are not referenced and generally cannot be generated to the outputs.

« unconverted - Objects cannot be converted by FortiConverter tool. They are not supported by
FortiOS, or by FortiConverter.

3. Select the object(s) you want to output.

You can select the entire table by right-clicking and selecting Select All from the context menu.
4. Right-click to view the context menu.
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Select All
Delete Selected
Move to Converted

Copy CLI

5. Select Move to Converted.
FortiConverter moves the selected objects to the converted category.

6. In the upper-right of the page, click Download Configuration.
The configuration of the objects are included in the output.

Rename an object

FortiOS sets different maximum characters length for object names. Object names that exceed the character
limit are known as overlengthed, and must be renamed before they can be uploaded to a FortiGate device. The
tuning summary table displays overlengthed objects numbers in red.

Device Summary

& VDOM « ~ ObjectName ~ Detected ¥ Overlengthed

& root(12)
Interface 5 0
Zone Q Q
Address 198 2
Address Group 28 1
Service 22 0
Service Group 4 1
VIP 14 0

There are two ways see which objects are marked as overlengthed. You can:

FortiConverter 7.4.0 Admin Guide 257
Fortinet Inc.



3rd Party Vendor Conversion Tuning

1. Click the red number from Overlengthed column, or

2. Gotothe table of the object, and click the button Name Overlength.
Overlengthed object names are identified with a red background color.

Once you located the overlengthed objects, there are three ways to rename the object: (1) manually, and (2)
automatically, (3)manually via CSV file export and import.

To manually rename an object

1. Double-click the object row.
2. Inthe prompt window, shorten the object name.
3. Click OK.

To automatically rename an object

1. Select the object row.
2. Right-click to view the context menu.
3. Click Trim Object Name Automatically.

FortiConverter automatically deletes the last few characters from the tail-end of the object name so it falls
under the character limit.

To manually rename an object via CSV file export and import

1. Select the object row.
2. Right-click to view the context menu.
3. Click Export Names to CSV File to download the CSV file of the selected objects’ name.
4. Open the CSV file and only edit the new names in the New Legal Names column.
A B

1 | Old Overlength Names New Legal Names

2 | 0ld Overlength Names 1 MNew Legal Names 1

3 |Old Overlength Names 2 New Legal Names 2

4

5. Save and close the edited CSV file

6. Return to the FortiConverter client, click Import Edited Names from CSV file and select the edited CSV
file to change the names.

Find and merge duplicate objects

This feature helps you to find duplicate addresses, services, and groups which have the same name or content.
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Find and merge duplicate objects in the converted objects on page 259
Find duplicate objects to the connected device on page 260

Find duplicate contents to the connected device on page 264

Find and merge duplicate objects in the converted objects

This feature helps you to find duplicate addresses, services, groups which have the same content, and merge
them into a single object.

To merge duplicate objects:

1. Click Find Duplicate in the tuning page. This feature is available for addresses, address groups, services
and service groups.

2. Duplicate objects would be shown in the pop-out window.

Find Duplicate Addresses
Duplicate Addresses: a J Semich
103521020 ot =

P Mwtrmadi: 1035 300 M0 355 255 I8 355 bharge
Foke i) 1-ragen root
ASG-Carksprra DEECD-VPM-Subrt ol

1P Hwtrmasie: 100133 354 128755 255 205 240 bt g
canberTa-teeod-von-range_28 root
ASG-0N08-SERVER2 -]

1P Hwimask: 3008 25 353 B 55 255 206 255 M pe
il ] oA SLEETOLD L. 28 root
ASG-Perter DEEC D-PN- St oot

P Nwimank: 10130 255 1207085 205 208 280 Merpe
Bsbrithiry-dewcdvprerange 18 =
ASGYPN-RANGLE oot

IPMetmadk: 1033 4 138285 255 255 128 Wrarge
ASGHPH-RANGED 25 -]
Asp-cak-tonty- henthey oot

IPMtrmadk: 10133 1 240,755 255 D0C 355 ey g
Eenthey-Cat- Took rool
DEECD-MNET rit »
Merged Addresses:
B bem [t gl iy Ditaiby
o] 100 A0FT IFMwtrmadi: 10 B0 1077255 255 255 355
EDUDaRST 10109275 1P Metmank- 10 B0 12 TE255 255 255 355
(£ inge iine 10 R0 505 IFMrtmank: 10 00 & 80255 255 255 355
BDiR-oormcle 1035 380133 1P Mwtmadk: 1035 380 135355 358 255 355

Clisg

3. To merge a group of duplicate objects, click Merge in the table.

4. The detail of the duplicate objects would be shown in another pop-out window. All the objects (policies,
groups, NAT rules) that references the duplicate objects in all VDOMs would be listed.
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Merge Duplicate Addresses

Cantrad MAT 10 o - o

Cantral AT 19 erif-adds

Merge all to:

5. There is a droplist in the bottom of the window. Users can either select one of the name of the duplicate
objects, or type a new name in the box.
6. Click Merge, and all the duplicate objects would be unified into the specified name.

7. After the merging is complete, the detail window would be closed and back to the duplicate table window.
The record of this merging would be created and all the merging records would be shown in the merging
history at the bottom.

Find duplicate objects to the connected device

This feature helps you to compare the addresses, services and groups in the converted config with the
FortiGate or FortiManager device connected, then find the objects which have the same name but different
content. You can choose not to import those objects to prevent the objects already on the device being
overwritten after the import.

To use this feature, FortiConverter needs to connect to a FortiGate or FortiManager device via REST API. For
"How to connecting the FortiGate/FortiManager device to FortiConverter", please refer to Connecting
FortiGate devices on page 279.
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After the conversion is completed, go to the conversion tuning page:

If you’re not connect to the device, click Install Config on the right-top side.

1.
= e sl TS Td 5 Tuming
[ ———
™ N Ry et i D F G-V
B aa .
- - B voom . [o—— L —— [—
o
L ! - B okl
2. Select the target device and click Connect.
Install Config
Dk It allstion Lag
Please select a device toinstall the configuration
= Mo Dervioe N = Type ~ Modd = Warshon = Dewics I v Sahmx =
1 FRAG FRIG WSS va &0 17 o
L] 1 FMG-HY FRAG FRIGYIMES-HY  whds 10 =

3. Go to category tuning page.
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FortiConverter

B Conversion Summary My Conversions | 35%dedbbfbaB2aala®57977b575c5d4522 » Tuning
B Obgect Conbguration

s Mormalized Interface

N - o = -

Tabde Type: | comerted - Address Type-  all

& Address Group
BE Servce
i B Global [424)
i Service Group
Ipma
8 Schedule -
[ ] f—
59 Schedule Group
gk
o5 IPPood
[ | P
& er
Ipma
B Server
| ipmuask
& User Group
gk
& VPN Phasel
.
& VPN Phase?
Il prra
I Policy Package .
EE Device Configuration ™ —
S
'}l || prr
Ipmuask
| | ipiradh
rees
m
Ipma
s e
Miw Acdress Mg Chotrlengih Find Duplicate

4. There’s a button called Find Duplicate. In the dropdown menu, you’ll need to select the search strategy.
a. Name on the device (Compare to device objects)
Search the device objects with duplicate names.
(You have to connect FortiConverter with the FortiGate/FortiManager device)
b. Content on the device (Compare to device objects )
Search the device objects with duplicate content.

Note: If the name and content are both duplicate, you should instead do a search by a. Name on the
device to delete the duplicate items.

(The content duplicate search would not search for duplicate name and content items
simultaneously.)

c. Content in the current list (conversion result comparison)
This performs the same feature as Find and merge duplicate objects in the converted objects on page
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10.

259.

Find duplicate

‘ Name on the device V‘

Please select Name on the device and click OK.
It'll search the object name and content, and show the duplicate objects.
The first table shows the objects with the same name but different content.

The second table shows the duplicate objects with the same name and content.

| .
Find Duplicate Addresses to Device
Marme @& Content O a Search
M AR Content Content om devion Dbt =
AryeainS8 57 64 157 Globas £5.87,64.157 255.255.255.255 &B7.6.157 255255 255 255 a8
Aryeait58 57 64 158 Global £5.87.64,.156 255.255.255.255 £8.87.64 16.255.255.255.255 ]
AryeasnS8.57 74 171 Globas £5.87.74,171 255.255.255.255 £8.874.171255.255.255.255 )
MName @ Content &
Hame AL Content Dsbote B
Aryeain58 57 45 171 Globs £5.87 68 171 255.255.255.255 ]
ADP-10 17, 46.80-28 Poerivg 10047 4680255 255 255248
ADP- 135 2516024 [— 124 25 16,0255 255 255.0 ]
ADP-170 144 254 70 [— 170 144 758 70 255 355, 355255
-
L

Select the objects you don’t want to import to the target device, and click Save.

The objects will not be deleted permanently, you can always restore them later.

The deleted object will not be present in the conversion result or be imported to the target device.

If you want to restore the deleted object to the conversion result. You can switch to the deleted table by
selecting Table Type.

Right click the deleted objects and select Move to Converted.

It'll be restored to the converted table.
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I‘ Oibspet Confyur aticn
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Find duplicate contents to the connected device

This feature helps you to compare the addresses, services and groups in the converted config with the
FortiGate or FortiManager device connected, then find the objects which have the same content but different
name. You can choose to merge those objects in the converted config to the object on the device.

1. Follow the steps above to connect to a FortiGate or FortiManager.
2. Click Find Duplicate on the tuning page, select Content on the device and click OK.

3. It'll search the object with the same content and allow you to merge(rename) the object to the existing
object name on the device.

Find Duplicate Addresses Content to Device
Q Search

Mama ADOM Pomition Contnnt Auctiion
5 Lt Tuning
£l G T 1 H Merge
£ G e
i
Pl
F £S5, G LR a Merge
gl
Fa
FIF 55, ¥ 4 - ai Py g
¥
[ [ . ning
sm P Tuning &5 1 g
ke P E e
& Pog ing
cin P ' uning . .
&% o # Merge
L] F 4 LR
] P E ning
b P Tuning " Merge
) P e
&%

4. On each row, you can Merge all the duplicate item(s) on the tuning position to one name.
The best part is we'll find all the places where reference to these objects and update them accordingly.
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ng

Merge Duplicate Addresses

& Saarch
Marree VDOM Where Lsed Fiekd
] H Peering Folicy 1t 66 srcaddr
Policy 1 05 s
c 1 207.188- 189 Pasring Policy 18 97 arcaddr
Merge all to: b

Clide

5. You can select the existing name on the device or create a new name as you merge.
All the objects on the tuning page would be merged to this one name.
Note: The merged object cannot be recovered.

6. The merge record also shows as below.
After the merge, you cannot merge again based on the same content.

17
F ADDRESS,  Feering ce o o Macge
al
Pasring tuning
[’ 231 Pagring tuning & 26 16231 Merge
Peering device
Peering tuning
p [ tuning " = - derge
N Pregring divice
[ Feering tuning
L Peering tuning M et 8 Merge
N » Fairing dirice
&
Merged Addresses:
[——— Merged Hem Details
L] ~13% g 12 )
L3 15 E! 7
3 - = 1 s 1 4
3 023 M : 32 223
L] 13 R i [ 13
n 150-157 In 1 ] 05157
3 12 " 1 |- 12 21
1] S o L] paek
L) [ L5 ] '] T
[ -2 o 21-24 ] 722
Close
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If you want to remove objects with the same content, first go to Find duplicate contents
S - /, to the connected device on page 264, merge the object with the same name to the
q device. Then, turn to Find and merge duplicate objects in the converted objects on
- page 259, it'll list all the objects with the same name and content, select the object and
delete it.

Interface pair view split for policies

There are 2 modes to show policies in FortiOS: "Interface Pair View" and "By Sequence".

"Interface Pair View" categorizes policies by their source and destination interfaces, so it is more straight
forward to manage.

However, "Interface Pair View" can only be used when all the policies contain only one interface in both source
and destination interface fields. If there are multiple interfaces in a converted policy, "Interface Pair View Split"
can split the policy into equivalent policies with single interface.

Please follow the steps below to split the policies:

1. Go to the tuning page of policies.

2. Click Interface Pair View Check to list all the policies which have multiple source or destination
interfaces. (Optional)

3. Select the policies you want to split and right click.
4. Click Interface Pair View Split.
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8 VDOM * Mame ~ From *  To *  Source

10045 port3 a0 port2 70 PrecBack
1006 port3 a0 port2 70 darestisrvios prod
1007 portd B0 port2 70 darestrarvice-prod
10088 port 3 80 port2 10 doousipn-prod
1004 port 3 A0 porid 40 o uisemn: prosd
10050 port3 80 pon2 120 derestsenvie prod
10051 portIan port3. 130 darestisrvice prod

portd B0 R

portd 30 Select Al
10054 portd 30 portd 40 Dielete Sebected
10055 portd 30 porid 50

Move Selected

10056 portd 30 port2
10057 peorta 30 port3 B0 Interface Pair View Splig
10058 port4 30 portl portd 145 portd 40 portd 45 Adminsiet
10059 portd 30 portl portd 145 portd 40 portd 45 Adminshet

5. Select Options:
a. Discard hairpin policies

Hairpin policies refer to policies from and to the same interface.

For example, a policy from port1 to port1 and port2 can be split into 2 policies: one is from port1 to
port1 and the other is from port1 to port2. If this option is enabled, the first policy would be
discarded.

This option is enable by default.

Split interface "any" into multiple policies.

If the source or destination interface of a policy is "any", you can choose to either split "any" into a list
of interfaces, or not split the policy. If you want to split "any" into a list of interfaces, please select the
interface names that represent to "any".

For example, if port1 and port2 are selected, a policy from port1 to any can be split into 2 policies:
one is from port1 to port1 and the other is from port1 to port2. If this option is disabled, the policy
would not be split.

This option is disable by default. Please note that there may be a lot of policies generated if many
interfaces are selected.

6. The selected policies will be split.
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8 VDOM - w

Mame

10049

10050

10051

10052001
10052002
10052003
10052004
10052005
10052004
10052007
10052008
10052009
10053001
10053002
10053003
10053004
10053005
10053004
10053007
10053008

From

port3.80
port3.80
port3.80
port3.80
port3. 80

port3 B0

port4.30
portd 30

port4.30

To

portd 40
port2. 120
port3d. 130
portd. 145
port4.20
portd.40
port4.50
portd.&60
port4.65

portd.30

portd. 9

portd 45
TC-MAP 003
portl

port2 120

port2 70

part3. 10
port3.110
port3.130

Add Prefix/Suffix or Replace Object Name

Add Prefix/Suffix to object(s) name on page 269
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Find and replace the object(s) name on page 269

Add Prefix/Suffix to object(s) name

1. Go to the address (group) or service (group) tuning page.
2. From the table of objects, select the object(s) you want to add the prefix/suffix name.
3. Right-click to view the context menu and select Add Prefix/Suffix.

ipmask
Select All

ipmask
Delete Selected ipmask
iDmask
Address Names > Add Prefiog/Suffix .
Replace By ask
ipmask
Copy CLI
immnacl
4. Enter the Prefix or Suffix string you want to add to the object name, both prefix or suffix addition are
supported.

Add Prefix and/or Suffix

Add a Prefix and/or Suffix to the selected names.

Motice: Reference to the selected object(s) will also get updated.
Prefix: Prefix-

Suffux: -Suffix

5. Click Apply to apply the changes.

Find and replace the object(s) name
1. Got to the address(group) or service(group) tuning page.

2. From the table of objects, select the object(s) you want to replace the name.
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3. Right-click to view the context menu and select Replace By.

Select All

Delete Selected

Address Names > Add Prefix/Suffix .
Replace By sk
ipmask

Copy CLI
BN, inmnask

4. Enter the string pattern and the string you want to replace.
—

Replace By

Replace by a new string with all matches of a pattern.

Motice: Reference to the selected object(s) will also get updated.

Find: pattern

Replace: replaced |

Apply
| ® |

5. Click Apply to apply the changes.

Find undefined object references that requires manual tuning
adjustment

Background
After the conversion, there might be some object references that weren’t defined in the configuration or cannot

be converted. In this case, the summary page would be highlighted to indicate that some object(s) within the
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highlighted category require manual adjustment in the tuning page before the configuration could be properly
imported into a device.

Device Summary

8 VDOM a ~  Object Name ~  Detected ~ Overlength
B root(19)
Interface 7 0
Zone 0 0
Address 201 Qo
Address Group 36 Q
Service 192 Q
Service Group 23 Q
VIP 24 1
VIP Group [#] 4]
Central NAT 34 4]
IP Pool g 1]
Schedule Q 4]
Schedule Group Q 0
Policy 195 0
Route 22 0
User 2 Q0
User Group 5 Q
SSLVPM Portal Q Q
VPN Phase 1 Q Q
VPN Phase 2 Q Q

In each object tuning page, the entries/fields with undefined object references will be highlighted for faster
object tracking experience.

1 VIS - Mprar From Te Sempre e Sorvice
1 st 195
Ly [rhrmat 00 351 n [t R o AL
[ churmas - £ R = B =
=] I 1 - Y { 1 w
) [ AL 51 ey S E '3 Pl
I . 1 ™ By ey £E £ ot
{3 [t 1 > L, WP RAMLE {E . rat- gt
1 4- - b W i I o
(1 - - £ s L1 f - o
H [ {1 — 114 £E £ ——
Ettarm 1 ¥ candsrre vt £E £ £ 1]
14 - - w112 it . o
2 (= - T {r 1) - o
..... Enfuire 1 - Bartiery £ T HEE E - R
. . . R— — B}
[ chubrmas - th DL EC D P8 Sabwr {r 1 T
The downloaded configuration will also provide a commented warning line for undefined objects.
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For this specific example, the configuration of policy 10000 would show:

edit 10000

set srcintf "Ethernet0/0.251"

set dstintf "any"

set srcaddr "canberra-net"

set status enable

set action accept

set comments "access-list NextGen authentication extended permit ip object canberra-

net any" -

set groups "LOCAL"

set dstaddr "all"

set service "ALL"

set schedule "always"

set logtraffic disable

# Error: Undefined srcaddr object "canberra-net"
next

Change Interface Types

For 3rd party conversions, FortiConverter doesn’t allow users to change the interface types in the interface
mapping page, but it can be completed in the tuning page. Various kinds of interface type changes can be
performed. This section shows the way to change a physical interface into an aggregate interface as an
example.

1. Map the interface name in the source configuration into the new interface name ("LAG", as an example)in
the interface mapping page:
FortiConverter doesn’t support changing the interface type in the interface mapping page, so we can only
change the name first.
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FortiConverter

£ Seart My Conversions | test
Bi Firewall Selection

@ | VDOM ¥  Source Intesface % FoatiGate Interface -
Il Folicy Collection
I i Intertace Mapping
B | root (&)
ethd portl
#thl port2
eth2 portd
eth3 portd

eths port5

2. Proceed the conversion to the tuning page, and go the tuning table of interfaces.

3. If the members in the aggregate interface are not in the source configuration and thus not in the table,
please click "New interface" to create them:

Mew Interface

VDDA oot -
Type phesical -
Mapped Interface . port 1]

o [ ot ]
IP Addiess:

Mesmask

Status up -
Al

dredd

Red Comfiguranion

Sarer Close

4. Double click the interface that will be changed to an aggregate interface, change its type into "aggregate"
and add members into it.
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5. FortiConverter will output the aggregate interface and the newly created members as config lines.

Edit Interface: LAG

VDM
Type AEETEFALE

FortiGate Interface

o LMK

1P Ackdress 1111

Metmask 255255255252

Status ug

Aliad

ALTESS

Ref. Configuration Fereswall: cavfgwl
Addrmirdnde: )

i _crveriact: [Falae)
natrnaskod:

naené: [
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Connect FortiGate device via APl Token

FortiConverter can import configurations through REST-API. Each API request can use an API token to be
authenticated.

An API token is generated by creating a new REST API admin on FortiGate GUI.

Create new REST APl admin

Step 1: Create an administrator profile

1. Onthe FortiGate GUI, select System > Admin Profiles > Create New.
2. Create a New Profile.

3. Enter a profile name and enable all the Read/Write permissions. Please note the profile name, it will be
used in Step 2.
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iguration

il Dushizoard

W Saerzr ity Faluic
o Matwork

& Sysiem

Bt wond

Firmware
Settingi
A
MNP
Repla0ement MesLages
FeatiGasard
Feature Vishilty
R Podicy & Oibjacts
& Seourity Profis
o veN

& User & Austhasarication

T WIFLG Switch Controller

il Liog & Report

4. Click OK.

M Adimis Pachile
Mame - profile
Comiments 255

i Perebien
Arress Control Permistions SsfAl~
Sacuricy Fabei @ Morw a8 Resd [P RS REET
Fortiaimay D Mo W Faad m
User 6 Device | @ hese 90 s [

Fireneall @ riove @ Aesd [ © Custom

Lo & Rpenit & borw a0 Resd [P TN O Custem

Wt @ Norw: @ Repd JPGUESRETREN € Custom

Syalem D Mo Resd [Pl O Custem

¥ Custom

Securicy Profile | @ Moes b Resd

EYET e

WIFI & Sadtch @ Morw 3 Resd gl iGRHE

Penmit waage of CLI e
dlagnastic DOmmands

B Creerrice ke Tiemeoist

Step 2: Set up the global scope in the admin profile:

If your device is in multiple VDOM mode, please set the scope of the admin profile into "global":

1. Open the CLI console.

2. Input the following commands:
config global
config system accprofile
edit <your admin profile>
set scope global

next

end

end
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Step 3: Create a REST APl Admin:

1. Onthe FortiGate GUI, select System > Administrators > Create New > REST APl Admin.

@ Dashboard > | 4 Create New~
¥X Security Fabric ® > | Administrator
e
+ Network > _| REST API Admin
£ System « B 550 Admin '
Administrators M & admin
Admin Profiles [] REST API Administ
Firmware admin-api

2. Enter the API-user's name and select the profile name you created from Step 1.

3. The trusted host must be specified to ensure that the machine of your FortiConverter installed can reach
the FortiGate.

i Dikbaprd » | Mew REST AR Admin
24 Sepurity Fabic 1 I
o Network Uarrame api-admin
Mitwd !
Comments
£ System - W55
Adminisirator Profils ap-profile -
PHIGroup »
Adimin Profiles

CORS Allow Ovigin O
Flerrraic s

Settings Besfrict bogin to trusted hostt

= Trnted Hoats 40 | 19202024

Exiap o

Replacement Messages

FertiGusrd

Featuine Vishiity “ ancl

4. Click OK and an API token will be generated.
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New AP key

New API key for api-admin = thz3csybhmzGwGs94Q5NbGz5ytHAS0 | €

This is the only place this key will be provided. Keep this information
© secure. The bearer of this AP| key will be granted all access privileges
assigned to this account.

Close

5. Make a note of the API token as it's only shown once and cannot be retrieved.
6. Click Close to complete creation of the REST APl Admin.

Regenerate an APl token for APl-user:

In FortiGate GUI, go to System > Administrators.

1. Edit your REST API admin user
2. Click Regenerate.

In CLI console, use the CLI command below:

execute api-user generate-key [API user name]

Al
‘9' The steps above must be performed from the FortiGate GUI as an administrator with

the super_admin profile.

Next: Connecting FortiGate devices on page 279
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Connecting FortiGate devices

Before REST API imports, FortiConverter needs to connect to FortiGate devices first. The connected devices
can be used as the source devices of FortiGate migration or the target devices of REST API imports.

Please follow the steps below to connect your devices to FortiConverter.

There’re two ways to authenticate your REST API request:

o Username/Password
o API-Token.

To use API-Token authorization, please follow steps in Create new REST APl admin on page 275.

Ay
‘Q' Please note that the devices with FortiOS v5.2 or older are not valid devices for REST
- API feature because minimium REST APIs are supported in those FortiOS versions.

1. Go to the FortiConverter dashboard and click the tab Device in the left side.

FortiConverter

& My Conversions
@ Trash

i= All Conversions
+ NewFolder
Iﬂ Devices

o' License

O Abour

2. Click the button New Device at the top-right corner.

3. Input the network address and Token authorization information. If the HTTPS port of the device is
changed by the command config system global -> "set admin-sport", pleasefillinthe
field HTTPS port.
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New Device

Ham

Test Davice
Type FaT -
AP Key: (B thrIcsybhmeGwGs*A0 NG SyiHAS0
IF 17223.135.112
HTTPS Port 443
Description

< oo

4. Click Test Connection to see if the device can be connected and authenticated.

5. Click OK to save the device information.

Import config to FortiGate via RESTful APIs

FortiConverter can use REST API provided by FortiOS to import the converted objects from 3rd party vendors
into your FortiGate.

Start Installation

1. Inthe tuning page of the conversion, click Install Config at the top-right corner or Import Configuration
on side bar. This button would exist only when there is at least one connectable device saved in
FortiConverter.
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Conversion
Summary

FortiGate
Configuration

- Import Configuration

2. Select the device to be imported and click Connect.
3. Click One-Click Install to start importing.

o

Please select a device to install the configuration.

Il Columns = Filters = Density &, Export Q

id Device Mame  Type Model Version Device IP - Status
1 Test Device FGT FGT80F V749 10.63.2.8 0
1 row selected Total Rows: 1 Taotal Elements: 1
root ~  Import VDOM @ 'mport To Root

One-Click Install

Multiple VDOM: If there are multiple VDOMs in the converted configuration, users can select the VDOM
to be imported. When selecting to import "All VYDOMSs", all VDOMs would be created in the connected
device, and all objects would be imported.

Single VDOM: When users select a single VDOM, an option "Import To Root" would show up. When this
option is enabled, the objects in the VDOM would be imported to the root VDOM of the connected device.
Otherwise, the VDOM would be created.

Root VDOM: If the converted result has only the root VDOM, the options above would not show up.

Special Case: In Snort conversion, FortiConverter would detect the VDOM in the connected device
automatically, and users can select the IPS custom rules are imported to which VDOM.

View the installation logs and wait for the importing to be completed.
To interrupt the installation, click Stop Importing to stop the installation.

If an object failed to be imported because it contains invalid values, then it can be edited by clicking the
icon Edit.

bortd ﬁ
port2 BE'-'

After editing the object, it can be imported again by clicking the icon Import.
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port1
port2

7. Download Logs can be clicked to download the log file of importing. The CLI of failed objects would be
printed in the file, and user can copy and paste the CLI into the terminal of the device to see what error

occurs.

View Import Result

oG

When the REST API import is finished, the statistic of imported objects would be shown in the table of
conversion summary page.

B WVDOM -

B | root(18)

By clicking the number in the Import Failed column, the failed objects would be listed in a table. In the table of

*  Object Mame

Inerface

Long

Address
Sdcress Group
Service
Service Group
VIR

WIF Group
Cantral MAT

IF Pool
Sthedule
St Gr G
Poldicy

Houte

User

User Group
WP Phase 1

VPN Phase 2

= Detected - Impsor Success = Import Failed

11 11 Q
Q o [n}
845 Bag 1
143 142 1
93 93 0
169 169 0
44 44 0
s J o
7 7 0
1 1 0
L 4 Q
[ v} o
354 353 !

& 24 o
52 52 0
1 1 0
L & 0
Ed Ea i

each kind of object, the import result would be shown in the right column.

B VDOM &

Group Mame

Adrwatch_Remote
DM_INLIME_NETWOREK_%
DM_INLINE_METWORK_F0
Blacklisted_Sites

BranchSupport_PCs
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n-199.106.1400_23 h-20280.1..

h-10.0.98.178 h-10098.85

h-100.24.115 h-10024.116 h-

h-123.11424033 h-60.191.80

h-10.0.98.100 h-10098.134 h-._.

Comments i

Blacklisted_Sites

Import Status

@ © 0 0 @
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Import Individual objects

Users can also import objects individually in the object pages.

1. Select objects to be imported into the FortiGate.
2. Right click and select REST API Import.

It should be reminded that the prerequisite objects should be imported at first.

For example, before importing an address group, all the address objects inside the address group should be
imported.

B VDOM & GroupName *  Members ¥ Comments “  Import Status v

Airwateh_Remote n-199.106.140.0_23 h-20280.1.. @
DM_IMLINE_METWORK 9 h-10098.178 h-10098.85 @
DM_INLINE NETWORK 90  h-100.24.115 h-10.024.116 h- &

Blacklisted Sites h-123114.24033 h-60191801 _ | Blackisted Sites
BranchSupport_PCs h-100.58.100 h-10098134 h-. Select All
CSI-C5M-Serve -DEN1-C5M CSIVALL-CSM
rvers CSI-DEMNI-CSM C Li-C5 Delete Selacted

CSI-NETS-ALL CSI-DEN1 CSI-DEM2 CSI-DEN3
CWVCB-Monitoring CS51-Probe A-100.98.15 h-100

- . )
CVCB-QUEST n-10.2.4.0 24 I REST AP! Import I
CVCB-QUEST-NOC h10058.3 1009831 cvch-o
CVCE_10.0 n-10.000_16 Copy CLI
CloudExchange 1039960 22 n-117.120.16.0 e

Import config to FortiGate by restoring migrated file

This section is only valid for FortiGate to FortiGate
conversion.

Restoring the migrated file

After migrated file from FortiConverter is saved locally, please open the target FortiGate Web GUI and follow
the steps below:

1. Inthe upper-right corner, click admin -> Configuration -> Restore to access Restore System
Configuration.

FortiConverter 7.4.0 Admin Guide 283
Fortinet Inc.



Import Configuration

2.

In Restore System Configuration, click Upload and upload your converted file.

= Q

Restore System Configuration

Restorefrom [QEeilzel USE Disk

© Upload

File

Password

3. Wait for the system to reboot.

CLI debugging

P

(2 ENVAWERS @ admin ~

FortiGate 401F
v7.2.5 build1517 (Feature)

[3 Backup
) Restore

i= Revisions

X Scripts

& System
[@ Configuration

& Change Password
@ Logout

After the system is rebooted, connect to the console and input this CLI command to review the error logs of the
restoration:

diagnose debug config-error-log read

diagnose debug config-error-log rea

d

. SFS  THELT Talp-EEnmorT
»»>» "meg" "dlp-sensor®
»»» "sag® "dlp-senscr®
>»» "asat® "dlp-senacrc®
>»>» "aat" "dlp-ssnaor"
>>>» "set" "dlp-senscr"
>>> "sat" "dlp-sensor”

131333

=

mmmmr&mﬂ‘

7717 :firewall.policy.101000:value
7732 :firewall.policy.102000:value
7747 :firewall.policy.103000:value
7792 :firewall.policy.106000:value
7207 :firewall.policy.107000:value
T824:firewall.policy.l108000:value
T3S :firewall.policy.149000:value

parss
parse
parss
parss
parse
parse
parse

SITOr
EIIOr
BITOr
BrXror
BIIor
eIrror
error

The error logs show the information about the command line, line number, config path, and the error
description.

For example, for this error log:

The error log description is as the following:

>>> "set" "dlp-sensor" "test" @ 7717:firewall.policy.101000:value parse error
(error -3)

Error Log Section

"set" "dIp-sensor"
lltestll

7717

firewall.policy.101000

value parse error
(error -3)

The command line "set dIp-sensor test" is failed to be

imported.

This command line is the 7717th line in the restored

configuration file.

This command is located in the following config path:

config firewall policy
edit 101000

set dlp-sensor "test"

The system returned error description. It is recommend to
input the command again manually in the console for a
more detailed error message.
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{&Xrror
{erroxr
(error
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CLI command again for a more detailed error message. In this example, the error is

' ; .
\‘?’, The error message shown in the error log is usually unclear. Please manually run the
3 generated due to DLP sensors are no longer referenced in the newer version.

Import config to FortiGate by upload CLI scripts file

This section is only valid in 3rd party vendor to FortiGate conversion.

Conversion to FortiGate output

When you convert a source configuration to a FortiGate configuration, the resulting conversion files are placed
into the directory FGT/ folder. File config-all. txt contains all converted CLI configuration, and all kinds
of objects are also output into divided files such as 02-config-system-interface.txt and 04—
config-firewall-address. txt.

Preparing the output configuration file for import

Before you import the output configuration, search the file for any comments that indicate issues that
FortiConverter detected during the conversion (such as missing objects or conflicting object values) and fix
them. To locate these comments, search for lines that start with # (number/hash symbol). You can't
successfully import the configuration if you don't fix these issues.

Importing the configuration file sections

To import the sections of the output configuration file(s), please go to the admin dropdown menu in the top
right corner, and then select Configuration > Scripts > Run Script to upload and run the CLI scripts file

Fortinet also recommends you not to import the file config-all. txt directly, but import each divided
configuration suchas 02-config-system-interface.txt and 04-config-firewall-
address. txt separately instead. This makes troubleshooting easier if an error occurs.

A section of configuration cannot be successfully imported if an object it references doesn't already exist in the
configuration. For example, interfaces, addresses, users, services, |Psec phase1 objects should be imported
before policies being imported. To prevent this kind of failure, please import the configuration sections
following the order given in the script file name. For example, import file 01-config-system-

settings. txt firstlyand import 02-config-system-interface. txt secondly. This order ensures
that all the referenced objects exist when a configuration section is imported.

CLI debugging

To make troubleshooting easier when there are import errors, before you import sections, enable CLI
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debugging.
By default, CLI debugging is level 3. This is the level to use under normal conditions.
You can use this command to view the current debug level:

# diagnose debug info

A response similar to the following appears:

debug output: disable

console timestamp: disable

console no user log message: disable
CLI debug level: 3

For the configuration importing process, the appropriate debug level is 8. Use this command to change the
debug level:

diag debug enable
diag debug CLI 8

When the import process is complete, use this command to return the debug level to the default (3):

diag debug reset

Importing process

Import the sections of the conversion output systematically. For each section you import, check forimport
failures in the web Ul Script Execution History. Use CLI debugging to diagnose and fix any errors. When the
import is successful, continue with to next section of the configuration.

Example import error and troubleshooting

The following simple configuration generates an error because Test3 isn't defined:

config firewall address
edit "Testl"
set subnet 1.1.1.1 255.255.255.255
next
edit "Test2"
set subnet 1.1.1.2 255.255.255.255
next
end
config firewall addrgrp
edit "Test-Addresses"
set member "Testl" "Test2" "Test3"
next
end

When you save this configuration as a file and import it, the Failure status indicator shows:

FortiConverter 7.4.0 Admin Guide 286
Fortinet Inc.



Import Configuration

Script Execution History (past 10 scripts)

MName Type Time Status
test-config.txt Local 2016-03-08 16:03:51 €Failure

The following CLI output captures detailed information about the error:

0: config firewall address
0: edit "Testl"
0: set subnet 1.1.1.1 255.255.255.255
0: next
0: edit "Test2"
0: set subnet 1.1.1.2 255.255.255.255
0: next
0: end
0: config firewall addrgrp
0: edit "Test-Addresses"
: set member "Testl" "Test2" "Test3"

[l |
W

next
0: endwrite config file success, prepare to save in flash

The error code -3 indicates that FortiGate did not find the object and the return code 1 indicates that an error
occurred.

Notice that FortiGate creates the address objects Test1 and Test2. The failure status only relates to the
address group.

When you fix the script by adding the missing Test3 object and import it again, the Success status indicator
shows.

Mame Type Time Status
test-configtxt Local 2016-03-08 16:32:00 @Success
test-config.txt Local 2016-03-08 16:03:51 €Failure

When the configuration is fixed, all return codes in the CLI debugging are 0, indicating no errors.

0: config firewall address

0: edit "Testl"

0: set subnet 1.1.1.1 255.255.255.255

0: next

0: edit "Test2"

0: set subnet 1.1.1.2 255.255.255.255

0: next

0: edit "Test3"

0: set subnet 1.1.1.3 255.255.255.255

0: next

0: end

0: config firewall addrgrp
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: edit "Test-Addresses"
: set member "Testl" "Test2" "Test3"
: next

o O O O

: endwrite config file success, prepare to save in flash

Import config to FortiManager by upload CLI scripts file

e To configure FortiManager on page 288

e The output folder on page 288

« To import policies and objects on page 289
o Import to Global Database on page 289
¢ Import To ADOMS on page 290
o Import To Managed Device on page 291

e To troubleshoot script import and execution errors on page 292

The example in the procedures uses FortiManager 6.4 and global policies and objects. The procedures are
similar for environments that don't use the global feature.

To configure FortiManager

On FortiManager, enable the ADOM feature and create an ADOM for each source domain that you want to
migrate.Ensure that all the ADOMSs (including the global ADOM) use the same version of FortiOS.

Select an ADOM Q
ot [3) My hudoe
FortsGade 4.4 FortiGate &.4

+ Cre

The output folder

The output folder provides a global folder and a folder for each source domain. Both folders contain the
subfolder FMGR\.

Object configuration is located in the FMGR\FWObJject\ folder, which contains the following files:

« Several text and HTML files that are used for reporting. They aren't used to import the configuration.
« Thetextfile config-all, which contains all the CLI commands for the object configuration.

o Text files that duplicate sections of the config-all file: addresses, address groups, services,
schedules, and so on. When there are many objects (for example, most environments have many
firewall address objects), these sections are divided into multiple, indexed files. To make the import
process simpler, Fortinet recommends that you import configurations using the files for individual sections.
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Policy scripts are located in policy package folders in \FMGR\ policy as one or more firewall policy files
(config-firewall-policy-1, config-firewall-policy-2, and so on).These files are the same
content as the conversion output file config-all in smaller, indexed files that are easier to import.

Configuration which relates to interfaces are located in FMGR\DeviceList\ folder, including
interfaces, zones, static routes and dynamic interfaces configuration.

To import policies and objects

Import to Global Database

1. Display the scripts in the panel: from the Policy & Objects page, go to Tools > Display Options > All
On.

2. Gotothe script page: Object Configurations > Script > Scripts.

E7E Policy & Objects Policy Packages  Object Configurations

& ADOM Revisions €3 Tooks

4 Create MNew [ Edit B Delete &) RunSoript 8 Import CLI Seript. £ More ~ 5 Column Settings ~

| O MHame Comments
@ Sty Profios »| O - FMGR s
3 Fabeic Connggions -] O A LA -

0O ° FMGRGlo

& User & Aushentication *| O ! TEsT Glotsl peiicy CU  Policy Packape or ADOM Dtabase
T WAMN Optimize ¥
alh Dyramic Dbgect ¥
B Acvanced ¥
2 O Ondy Dbjects ]
[ Script -

el 4ol |

3. Click Import CLI Script and add a script file in the folder FMGR\ FWObject on the page. Edit the script
name, select Policy Package or ADOM Database for the field Run Script On and then click Import to
save the script.

For more information on the output folders and files, see The output folder on page 288.

4. On the table of scripts, select the imported script and click Run Script. For those object definition scripts,
choose the policy package "default", the imported objects are sharable to all policy packages. Click Run
Now to start running the script file.

5. If the script fails, click View Details to review error messages. For more information, see To troubleshoot
script import and execution errors on page 292

6. Repeat the script import and run process for all scripts in the Global\FMGR\FWObject folder. If there
are many address or service objects, there would be multiple scripts because the address file is split and
indexed to keep the files at a manageable size.Please import the configuration sections following the order
given in the script file name. For example, import file 04-config-firewall-address. txt before
importing 05-config-firewall-addrgrp.txt since addresses would be referenced by address
groups.

7. When all the objects are imported, policy packages can be imported. Use the same procedures to import
and run the policy scripts using files config-global-header-policyand config-global-
footer-policy locatedinthe Global\FMGR\Policy folder, which contains a folder for each policy
package.

8. After the scripts have run successfully, review the policies.
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9. When the policy packages are correct, click Assignment > Add ADOM to assign it to your ADOM. By
default, FortiManager assigns the selected policy package to all policy packages in the ADOM.

Add ADOM to Global Policy Package idefault]

10. To complete the ADOM assignment, on the selected ADOM, click Assign.

B Policy Package ~+ & ADOM Revisions € Tooks ~ & Collapse Al #2 Object Sclector w

lml o) b AddADOM [# Edit ADOM
B 2= default O ADOMs Status ADOM Policy Packages Actions

Firewall Header Policy E root IEP-*m:Il-:: changes All Policy Packages Assign
Firewall Footer Policy

11. Switch to the assigned ADOM and review the assigned global policies.

Import To ADOMS

1. Display the scripts in the panel: on the System Settings page, go to Admin > Admin Settings. Under
Display Options on GUI, select Show Script.

2. Go to the script page: on the Device Manager page, Click on Scripts.

Device & Groups Firmmware License Provisioning Templates Scripts  SD-WAN

+ Creste Hew B B Delete (5 Run Sor & Import CLI Script £ More €5 Column Settings -

B CL Script Group | 0O Hame Type Target Comments

B cu Template O : TEST FMGR dynama: interface =1 Policy Packape or ADOM Database

& cuT " & D TEST FMGR inertace i 1] Do Database

Template Group

0O & TEST FMGR interface add VLA cu Dievice Database
o TEST FMGR policy wath interfaoe cu Pokcy Packape o ADOM Database
O TEEST FRGR route (| Device Database

3. Follow steps 3-6 in Import to Global Database on page 289 to import the firewall object scripts in folder
<domain name>\FMGR\FWObject

4. When all the objects are imported, please check if there are interfaces referenced in the policies. If policy
is needed, please follow the steps in Import To Managed Device on page 291 and import the interface
scripts in folder <domain name>\FMGR\DeviceList.

To create referenced interfaces on the Policy & Objects page, go to Policy & Objects > Object
configurations > Normalized interface > Normalized interface > Create New.

5. When the objects and interfaces are imported, policy packages can be imported. If there are multiple
policy packages to be imported, go to Policy Packages > Policy Package > New to create new policy
packages other than the default one.

6. Use the same procedures to import and run the policy scripts using file config-firewall-policy
located in the <domain name>\FMGR\Policy folder, which contains a folder for each policy package.
Remember to select the corresponding policy package after clicking Run Script. If there are many
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policies, there would be multiple scripts because the policy file is split and indexed to keep the files at a
manageable size.

Run Script - config-firewall-policy

7. If the script fails, click View Details to review error messages. For more information, see To troubleshoot
script import and execution errors on page 292

8. After the scripts have run successfully, review the policies.

Import To Managed Device

1. Follow step 1-2 in Import To ADOMS on page 290 to enter the script page.

2. Click Import CLI Script and add a script file in the folder FMGR\DeviceList on the page. Edit the
script name, select Device Database for the field Run Script On and then click Import to save the
script.

For more information on the output folders and files, see The output folder on page 288.

3. On the table of scripts, select the imported script and click Run Script. Select the device which the script
applies to and click Run Now to start running the script file.

Run Script - TEST FMGR interface

Awailabie Ertries (Z) Sebectod Entries (1)

& FGYMDITMIO0M002S 1Y & FOVIADZT M 20000024

& IPAR-Teat-]

- - -

CF Lhsa Shift by foor' uttiphs: debedtiond sod doubli dlick bor rdning o item

R Bo

4. If the managed device names have been inputted during the conversion, then the dynamic interface
mapping file config-dynamic-interface would be generated. This script maps the interfaces in a
managed device to the normalized interfaces in the ADOM database. If the normalized interfaces have not
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been created in the ADOM database, then this script also creates them.
5. After the scripts have run successfully, review the imported settings.

To troubleshoot script import and execution errors

FortiConverter inserts error messages in output scripts as comments.

In some cases, the script can't run unless you edit it to correct the errors. Double-click the name of the script in
the list of scripts to edit it.

Edit Script

Senpt Mame

Comments

Type CLI Script v
Run script an Policy Package or ADOM Database *
Script details config furewall address

set subnet 192.0.2.2 255,255,255 255

nexct

edit “Amman_Gateway-qfel-172.16.11.17
set subnet 172.16.11.1 255.255.255.255
Mt

edit “Amman_Gateway-qfel-192.02.200

set subnet 192.0.2.20 255.255.255.255
et

edit “Amman_nebwork™

set subnet 172.16.11.0 255.255.255.0

et

edit "Bedin_Gateway-gfed-10.100.102. 254"
set subnet 10.100.102.254 255.255.255.255

et

In the following example, the address objects that generate the errors are assigned using the global objects
and can be ignored.
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next
edit "
set n -

# Error: Undefined address object "

next
edit "g¥
set me

# Error: Undefined address object "ge

next
edit "globa
st memb $

# Error: Undefined address objec

A
next
end

If an error occurs during script execution, on the page System Settings, click Task Monitor to view the error
message and identify the error. Unlike a FortiGate import, which creates an object up to the point of failure,
FortiManager does not create object or policy if the script execution fails.

24 Dashbsaard

& 0l ADOMs
£ Metwork
a4 HA
2 Admin w
Administrators
Profile
Waorkspace
Remate Authentication Sereer
Admin Scttings
SAML S50
@B Certificates v
Local Certificates
CA Certificates
CRL
Remate Certificates
B Event Log
ks Advanced e
SHMP
Mail Scrver
Syslog Server
Meta Fields

Advanced Settings

Double click the records of script failure, and the error message can be found in the column status. For detailed

0O0O0OO0DODOODODODODOOOOOOOOOD

a8

a7

34

a5

33

a2

3l

27

24

25

23

22

21

20

o Delate

Script Execution
Script Execution
Script Emecution
Script Execution
Seript Execution
Serpt Execution
Seript Execution
cript Exccution
Script Emecution
Script Execution
Script Execution
Script Execution
Script Execution
Seript Execution
Serpt Execution
Script Execution
eript Emccution
Script Exccution

Script Emecution

error logs, click View Script Execution History.
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& Show,
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& Success:
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& Error 1
& Error: 1
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@ Success:
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& Success:
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Wiew the o of sonipd TEST FMGR dyromic imlerfade: running o.

Once the cause of the error is identified through the error log, please go back to the script page and fix the
script. If the object which cause the problem is unnecessary, you can delete it or use #(hash) at the start of the
appropriate lines to convert them to comments. Then, try to run the script again. Repeat the troubleshooting
process until the script execution is successful.

If there is no obvious error in the output, try dividing the script into two smaller scripts. If only one script runs
successfully, you have narrowed the focus of your troubleshooting to the content of the failed script. To divide a
script, right-click it and select Clone. Using the policy numbers to determine and keep track of which policies
you delete, edit the files so that they each contain a different section of the script. Then, run both scripts.

Dividing scripts into two or more smaller scripts is also useful if you suspect the length of a script is causing the
execution to fail. Scripts that are too long fail without generating an error message.

In some cases, if a script fails, Fortinet recommends that you create a new script instead of editing or deleting
it, because sometimes files can remain after you delete it. If you preserve the failed script, you can review it
and the error it generates later. In the following example, the following config user server objectstook
several attempts to run successfully.

servicel CLI Policy Package, ADOM Database
service? CLI Policy Package, ADOM Database
sezsion-helper CLI Device Database

user-servera iCLI Policy Package, ADOM Database
user-serverb ZLI Policy Package, ADOM Database
USEr-Serverc CLI Policy Package, ADOM Database

Working with object output in indexed files

In some cases, output files are split into smaller, indexed files to make it easier to import them.
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Device & Groups  Fimmware License Provisloning Templates Scripts  S5D-WAN

4 Create Mew ) Edit = Delets =} F «ript = Import CLI Script 2 Mone I'i.C-:!Iumr-'Snl:l'i'lg-.-

B CL Script Group O aMame Type Target Comments
B CU Template O | config-fircwall-address-1 CLI Policy Package or ADOM Database
& CLI Temgiate Group 0O : conhg-frewall-address-2 CLI Policy Package or ADOM Database

O : config-firewall-address-3 CLI Polcy Package or ADOM Database

O . conhg-frewall-addness-4 CLl Polcy Package or ADOM Database

O  conhig-Arewall-agdress-5 Ll Pokoy Package or ADOM Databas:

If a configuration contains nested groups, script execution can fail because groups defined in one file are
dependent on groups defined in another file.

If a script fails because of a missing dependency, remove the object that causes the failure. When you have
finished importing the scripts for the object type, delete the script you edited and import it again. Then, run the
script without editing it. Because the dependency is now included in the imported configuration, the unedited
script can execute successfully.

Import Config to FortiManager via RESTful APIs

FortiConverter can use REST API to import the converted objects from 3rd party vendors into your
FortiManager.

Before the Installation

1. 1. Please create a new FMG device connection on the Device page.

New Device

Name FMG-VM

Type FMG v
User Name admin

Password sssssssssssnns

Password Confirm srssssrrsssane

IP 192.168,137.11

HTTPS Port 443

Description

2. After creating the necessary device connection, please start a new conversion and select FortiManager as
the output format.
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3. Complete the conversion and enter the conversion summary page.
4. You can choose either to install all config at once or one-by-one on each tuning page.

Please Note:

« REST API Import does not support importing dynamic mapping on normalized interface. Please manually
tune the interface mapping on the FortiManager.

« FortiConverter does not support VPN objects importing or converting to VPN Manager nodes on
FortiManager.

Start Installation

1. On the tuning page of the conversion, click Install Config at the top-right corner. This button would exist
only when there’s at least one connectable device saved in the FortiConverter.

2. Select the FMG device to be imported and click Connect.

v/

The selected device has been
connected!

3. Click One-Click Install to start importing.
4. View the installation logs and wait for the importing to be completed.
5. Tointerrupt the installation, click Stop Importing to stop the installation.
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Install Config

Drevic

ARERREARRATANER |
-

6. Download Logs can be clicked to download the log file of importing. The CLI of failed objects would be
printed in the file, and users can upload the CLI script onto the device to see what error occurs.

View Import result

When the REST API import is finished, the statistics of imported objects would be shown in the conversion

table summary page.

B | VDOM - = Oibgect M ~  Detected
B | lobad (18]
Intaatace o
Zone o
Agdress 423
Addross Group 1%
Sorvice 51

Sorvics Groug
Wig L]
Ceroral BAT [
1P Mzl a
Echedule [
Echedule Croup [+}
Policy s |
Route

Lher

SECET

Ui Gl s

WP Pl 1

- - -

WP Pliass 2

The failed objects would be listed in a table by clicking the Import Failed row. For each object, the import

result would be shown in the right column.
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Import Individual object

4

e 0 00 00O0CO0OO0O0O0COQ

Import Status

w

Users can also import objects individually in each object tuning page.

1. Select objects to be imported into the FortiManager.

2. Right click and select REST API Import.

wulid - -
N vl ] [ Dl
EEmEE = | |
=+ @ EE B
wet| C
vl [ ] [ |
[ B | | W L |

K5
Cogry CLI
Copyin VDA 5

Review on the FortiManager

In the Policy & Objects page, you can see objects and policy packages to be imported onto FortiManager

database.
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For Device Configuration, please go to Device Manager, you can see the device CLI script is listed by
category plus a timestamp.

Device & Groups Firmware License Provisioning Templates Scripts  SD-WAN

“+ 1 More w 15 Column Sethngs -
O Hame Type Target Comments
0 interface-20210317 165709 €Ll Remote FortiGate Directly [via CLI)
0O route-20210317165714 (] Remote FortGate Directly [via CLI)

Config dynamic mapping on normalized interface

Before configuring your dynamic mapping, add your managed device to the Device Manager and
upload the necessary Device CLI via Scripts page.

1. Onthe normalized interface, select the normalized interface you would like to create the dynamic
mapping.
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Policy & Obdects Policy Pacdkages  Obgect Confiygs

& ADOM Bovisioes 06 Tools w

W firmaboed brerinoe [det heorrradered Inberisce
EEEIIT et
Wirtual Wive Paie
Dhestac rip

B Firomasl Objecti >

B Securiny Peofiic >

& Fabric Cornectons 3
Cler B

B Uner & Authenbcston 5

Prr-Plarfie = Prlagoang

+ Create Mew [ Bd @ Dokt 85 Coleme Semings =
o Mama

2. On the Pre-Device Mapping, click on the Create New.
3. Select the mapped device you added on the device manager and mapped interface.

Per-Device Mapping

Mapped Device FGYMO2TM21000995(root)

Mapped Interface Name Wport2

Shaping Profile OFF

4. Click OK to complete the mapping.
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Import config to FortiProxy via RESTful APIs

FortiConverter can use the REST API provided by FortiOS to import the converted objects from Bluecoat
conversions into your FortiProxy.

Start Installation

1. Inthe tuning page of the conversion, click Install Config at the top-right corner. This button would exist
only when there is at least one connectable device saved in FortiConverter.

2. Select the device to be imported and click Connect.
3. Click One-Click Install to start importing.
Please select adevice 1o install the mnhguratmn
i = Fh iy ok Ex =1

[ [ Teest Device FaT FGTBOF wid5 0&52 8 (]

4. View the installation logs and wait for the importing to be completed.

5. Tointerrupt the installation, click Stop Importing to stop the installation.
Install Config

Drevice Installation Logs

& VDOMroot

v config system interface 1/0 ?
" config system zone 1/0 >
« config firewall address 65/0 v

h-10.146.102.204
S EE h-10.146.118.107
LSl h-10.146.118.108
e h-10.146.12.80
h-10.146.12 81
h-10.146.12.82
Lo i h-10.146.12.96

h-10.146.120.68

LT

h-10.14612119

Dowload Logs Close

6. Download Logs can be clicked to download the log file from importing. The CLI of failed objects would
be printed in the file, and the user can copy and paste the CLI into the terminal of the device to see what
error occurs.
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View Import Result

When the REST API import is finished, the statistics of imported objects would be shown in the conversion

summary page.

Connected Device: aerte

B VDM - = Oibject Name ~  Detected w Import Success

8 root(14)
Interface 1 1
Zone 1 1
Address 48% &5
Address Group & 0
Prawy Address 1501 0
Prosry Address Group 24 0
Service 2 0
Service Group 1 o
Schadule 0 0
Schedule Group o )
Proecy Policy 27 0
Usisr o o
Server o 0
Uigr Group o o

By clicking the number in the Import Failed column, the failed objects would be listed in a table. In the table of

each kind of object, the import result would be shown in the right column.

B VDOM & Group Name ~*  Members *  Comments i

Aidrwatch_Remote n-199.106.140.0_23 h-202.80.1
DM_INLINE_NETWORK_9 h=10098.178 h-10098.85

DM_IMLINE_ NETWORK_ 20  h-100.24.115 h-10024116 h-

Blacklisted_Sites h-123114.24033 h-40.19180 Blacklisted_Sites

BranchSupport_PCs h-10.0.98.100 h-10098.134 h-

Import Individual objects

Users can also import objects individually in the object pages.

1. Select objects to be imported into the FortiProxy.
2. Right click and select REST API Import.

It should be reminded that the prerequisite objects should be imported first.

For example, before importing an address group, all the address objects inside the address group should be

imported.
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B | VDOM & Group Name ~*  Members *  Comments = Import Status »
Abrwatch_Remaote n-19%9.1046.140.0_23 h-202.80.1... @
CobA_IMLINE_METWORE_? h-10.0.98178 h-10.0.9885 o
DM_IMLINE_ NETWORK_20 h-100.24.115 h-100.24.115 h- o
Blacklisted Sites h-123114 24033 h-&60191.801 Blacklisted _Sites
BranchSupport PCs h-10.0.98.100 h-10.0.98.134 h- Select All
C5I-C5M-Servers C51-DEN1-C5M CSIVALL-CSM

Delete Selected
CSI-METS-ALL CSI-DEM1 CSI-DEM2 CSI-DEM3..
CWVCB-Monitoring C51-Probe A-100%8.15 h-100_.
CVCB-QUEST n-10.24.0 24 REST API I
CVCB-QUEST-NOC h10.0.98.3 h100.98.31 cucb-o
CVCB_10.0 n-10.00.0_16 SnlEL
CloudExchange n-103.99560 22 n-117.120.160 &

Import Config to FortiSASE with APl User Credentials

For Zscaler conversion, FortiConverter can import the JSON format outputs into FortiSASE instance.

Initiation of Import Job

| rt Confi
1. click D B Import Config

2. Input API user credentials:

from the Conversion Summary page.
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Import FortiSASE Config

[ Username ]

Password

Import Status
Job 1D N/A
Status: No Import Status

X Close
3. Click Import to initialize the import job

View Import Result/Status

Import job status and object importing stats can be checked from the lower section of the Import job popup
window

Import Status

Job 1D: 92963131-befb-44ab-8423-
49f1ccas22i2

Status: in progress

Stats:

- addrgrp: total 3, success 0, failed 3
- svc: total 60, success 4, failed 1

- addr: total 9, success 9, failed 0
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Terminate a Running Import Job

Please click Stop button to terminate the current running job.

Manual Configuration Migration Prerequisite

Some configurations cannot be converted by FortiConverter but need to be configured manually. Please follow
the steps below to import certificates and migrate FortiToken to new device.

Import your Certificate

Before importing the certificate, please prepare either your certificate (.crt) and private key (.key), or the
PKCS#12 certificate (.pfx).

Steps to import the signed certificate into your FortiGate:

1. Login to your FortiGate unit and go to System > Certificates.
If there’s no Certificates, please click Feature Visibility and enable the Certificates.
2. Click Import > Local Certificate.
3. Upload the local certificate file and private key, then click OK.
If you use a password to encrypt the certificate file, please fill the password as well.
. - = | import Certificate

1 Type R Certificate

Certificate file

i.

4. The certificate will be added and the status of the certificate will change from PENDING to OK.

V) FortiGate provides the capability to download the certificate. However, for security
‘Q' reasons, the private key encrypted in FortiGate cannot be accessed. To successfully
|| restore the private key, you need to find the matched origin key to import the certificate

to another FortiGate device.
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Migrate FortiToken

To import the FortiToken Hardware into your FortiGate:

1.

4.

Export the FortiToken config from the old device and import the config to the new device. The config can
be output in the CLI console by the commands:

"config user fortitoken" -> "show".

Remove the FortiTokens from the old device, or block the access of the old device to FortiGuard. This
would prevent the old device from requesting the activation of the tokens after they are reset.

Reset the activation flags for the tokens through FortiCare.

Create a FortiCare ticket on the Support Portal https://support.fortinet.com/, and ask TAC to help you
reset the activation flags of the FortiTokens. The message should include the SN of the old device and the
FortiTokens.
The TAC would reset the activation flag and inform you after it is completed.

Connect the new device to FortiGuard, and the tokens would be activated.

To import the FortiToken into your FortiGate:

1.

Transfer the FortiToken license from the old device SN to the new device SN through FortiCare.

Create a FortiCare ticket on the Support Portal https://support.fortinet.com/, and ask TAC to help you
migrate the FortiTokens from the old device to the new device. The message should include the SN of the
old device, the new device, and the FortiTokens.

The TAC would migrate the token and inform you after the migration is completed.

Activate the FortiToken on the new device.

Go to the page User & Authentication > FortiTokens on the new device. Click Create New and input
the activation code of the FortiTokens. The tokens would be imported into the new device.

Re-provision every user, which means to bind a new token to user's app again.

Configure users on the new device, send the activation code through e-mails or SMS to do re-provision for
all users, and the migration is completed. The seeds on the old device cannot be restored to the new
device. This is designed to prevent possible fraudulent attacks.
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Troubleshooting

For any questions not covered in this content, contact FortiConverter customer support at fconvert
feedback@fortinet.com.

Licensing Issues

FortiConverter is a single-user application. Using more than one user account may invalidate the Hardware ID.
If multiple users require the application, Fortinet recommends that you install it using a single, shared account,
on a remotely accessible host.

« Ahardware layer change generates a new hardware identifier. For a physical host, this could occur when
installing the application on a new laptop, or installing a memory extension or a new network card. For a
virtual host, such as VMware, the hardware identified may change because of an update in the
virtualization software, or because of a change to the virtual hardware configuration for that virtual host.

« Windows updates might affect the hardware 1D, particularly .Net framework updates.

« If your license does change, contact customer services, cs@fortinet.com, include your serial number,
previous hardware identifier, and new hardware identifier. Customer services can update your FortiCare
records and you can then download the replacement license from the support portal.

Accessing conversion logs

In most cases, when FortiConverter has an internal problem, the application displays a message in the web Ul
and adds an error message to a log file.

The logs capture all the conversion steps, including initialization, parsing (two logs), conversion, and reporting.

If the log indicates that FortiConverter encountered an internal error, or for help resolving other errors, contact
the FortiConverter team at fconvert_feedback@fortinet.com.

Conversion Logs

Log location

The log of FortiConverter is stored at the following location ("AppData" is a hidden folder):
C:\Users\<Windows user name>\AppData\Roaming\Fortinet\FortiConverter

Log file "syslog.txt" is the log file of the application.
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Normal log records

[2019-10-23 13:39:00,665] [ INFO] --- - Start new conversion "TEST"---

[2019-10-23 13:39:00,666] [ INFO] --- Vendor: SonicWALL Model:

[2019-10-23 13:39:00,666] [ INFO] --- ---Starting Parse process---

[2019-10-23 13:39:00,815] [ INFO] --- Parsing input configurations

[2019-10-23 13:39:01,294] [ INFO] --- ---Parse completed---

[2019-10-23 13:39:01,298] [ INFO] --- ---Save conversion completed---

[2019-10-23 13:39:11,630] [ INFO] --- ---Starting convert process---

[2019-10-23 13:39:11,631] [ INFO] --- Converting source configuration

[2019-10-23 13:39:11,634] [ INFO] --- Converting domain root

[2019-10-23 13:39:12,247] [ INFO] - Start tuning job...

[2019-10-23 13:39:12,509] [ INFO] --- Start nat tuning job...

[2019-10-23 13:39:12,518] [ INFO] --- Start nat merge...

[2019-10-23 13:39:12,519] [ INFO] --- Start nat merge parallelizer

[2019-10-23 13:39:19,897] [ INFO] --- Nat tuning for policy package: root

[2019-10-23 13:39:21,338] [ INFO] - Merging policies with NAT rules...

[2019-10-23 13:39:24,544] [ INFO] --- Process id 18252 nat merge and optimize all done
[2019-10-23 13:39:24,721] [ INFO] -- Process id 13956 nat merge and optimize all done
[2019-10-23 13:39:24,820] [ INFO] --- Process id 8044 nat merge and optimize all done
[2019-10-23 13:39:28,597] [ INFO] --- Clean up objects by policy reference...
[2019-10-23 13:39:30,498] [ INFO] --- Saving NAT merged policy...

[2019-10-23 13:39:32,782] [ INFO] --- ---Conversion complete---

[2019-10-23 13:39:33,797] [ INFO] --- ---Getting tuning data---

[2019-10-23 13:40:11,105] [ INFO] -— Report: FGT

Log with error

[2019-10-23 13:37:29,963] [ INFO] - - Start new conversion "TEST"---
[2019-10-23 13:37:29,964] [ INFO] --- Vendor: SonicWALL Model:
[2019-10-23 13:37:29,964] [ INFO] --- ---Starting Parse process---
[2019-10-23 13:37:30,045] [ INFO] - Parsing input configurations
[2019-10-23 13:37:30,393] [ INFO] --- Parser failed.

[2019-10-23 13:37:30,398] [ ERROR] --- Parse failed.

Traceback (most recent call last):
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File"C:\Users\<Windows use
name>\Documents\FortiConverter\NewApplication\Django\backend\mysite\applicat
ions\converter\models\convert job.py" line 112, in do_convert_for_first_phase raise Exception
(engine_invoker.get_err_message(result))

Exception: Input Parameter Error

[2019-10-23 13:37:30,407] [ ERROR] -- Parse request failed.
[2019-10-23 13:37:30,408] [ INFO] --- -—-Parse completed---
[2019-10-23 13:37:30,411] [ INFO] --- ---Save conversion completed---

Troubleshooting application crashes

In many cases, disabling NAT merge options can resolve an application crash that occurs during a conversion.

For example, for a Cisco PIX conversion, on the wizard Start Option page, click More, and then for each type of
NAT, select Off.

See the FortiConverter logs for detailed information about the cause of a crash. See Accessing conversion logs
on page 308.
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