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Overview

Overview

FortiSOAR is a centralized hub for all of your security operations. Our platform provides customizable mechanisms for
prevention, detection, and response that work across tools in your environment. The integrations here are intended to
provide a demonstration of how FortiSOAR can enable your security operations from end-to-end.

Use the user guide to understand how to use FortiSOAR, including using modules such as Alerts and Incidents,
importing data, searching within FortiSOAR, and creating your own custom dashboards and templates.

Logging on to FortiSOAR

The FortiSOAR login page displays the version and build number of FortiSOAR installed in your environment. It also
displays the number of the latest security patch (SP), if any SP is available for the FortiSOAR release installed on your
system. For example, if you have FortiSOAR release 7.4.0 installed on your system, which has SP1 available, then the
login page displays 7.4.0-3024 (SP1).

Your administrator will provide you access and credentials to log on to the FortiSOAR application.

complexity of the password assigned to you, by clicking the User Profile icon (E) and then
selecting the Change Password option.

\ﬂ You must change the password when you first log on to FortiSOAR, irrespective of the

Upon accessing the FortiSOAR login screen, enter your login credentials.

(@ FortiSOAR™ ., ..

Login

Username

Welcome to the #1 Security Orchestration,
Automation & Incident Response Solution

your team, processes, and security tools on a single

Learn More About FortiSOAR™

If your administrator has completed the configuration of 2FA for FortiSOAR, either using Google Authenticator or
Telesign authentication methods, then you require to enter the access code in the Access Code field and then log on to
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FortiSOAR:

(@ FortiSOAR™ ., ...

Enter Google Authenticator
verification code

Verification Code

Welcome to the #1 Security Orchestration,
Automation & Incident Response Solution

your team, pr security tools on a single Submit

Learn More About FortiSOAR™

If your organization uses SSO and your administrator has completed the configuration of SSO for FortiSOAR, you can
use Single Sign On (SSO) to log on to FortiSOAR. Log on to FortiSOAR using SSO by clicking the Login with SSO
button that is present on the FortiSOAR login page.

(@ FortiSOAR™ _, .

Login
Username

csadmin

Password

Browse FortiSOAR Content Hub and discover wide
variety of curated out-of-the-box content to meet your

ets and lot more of

Browse FortiSOAR Content Hub

Once you click the Login with SSO button, you are redirected to a third-party identity login page, where you must enter
your credentials and get yourself authenticated. Once you successfully log on to FortiSOAR, your user profile
automatically gets created. Your user profile is created based on the default values, such as your default team and role,
configured by your administrator. You can update your profile by editing your user profile.

When users log in to FortiSOAR they are directed to their home page, which is typically set as the 'Dashboards' page
based on their profile.
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User Profile

All users of the system have a profile. Once you log on to FortiSOAR, you can access your own profile and can update
your information. To access your profile, click the User Profile icon (E) on the top-right bar in FortiSOAR.

3
Test User3

Edit User

& User Profile & Team and Role

@ Remave Image Status Teams

Active

Name =
B Change Image me

Name L1

Test L2

Type
SOC Team Management team
Select

Email
1
abc@example.com
Home

 Save X Cancel

You can view your name, email, username, password, phone numbers, teams and roles to which you are assigned. You
can also view your own audit logs, which display a chronological list of all the actions that you have performed across all

the modules of FortiSOAR.
\‘ ! 'l
9 The Username field is mandatory and case sensitive and it cannot be changed once itis
set.

You can upload your profile picture by clicking Change Image, which opens the Upload a Profile Picture dialog,
where you can drag-and-drop the profile image file, or click the Import icon and browse to the image file to import the
profile image file to FortiSOAR, and then click Save Profile Image to add the profile image. Once the profile image is
added, the same can be removed at anytime by clicking the Remove Image button that appears on the profile image.

You must change your password when you first log on to FortiSOAR. You can also change your password at any time by
clicking the User Profile icon and selecting the Change Password option. Clicking the Change Password option
opens the Change Password dialog in which you enter your old password in the Old Password field, new password in
the New Password field and re-enter the new password in the Confirm Password Field. New passwords that are set
must contain at least 8 characters, one lower-case alphabet, one upper-case alphabet, one digit, and any one of the
following special characters ~ ' @ # $ &~ & * | ?

Click Submit to change your password.

FortiSOAR 7.6.1 User Guide 10
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Change Password

Password must conform the following restrictions:
« Your password must have at least 8 characters
« Password must contain one lower-case alphabet, one upper-case alphabet,
one digit, and any one of these special characters AAEG|?

Old Password
New Password

Confirm Password

MNote: You will be logged out of the current session after a successful password
change.

v Submit X Cancel

M, If you face issues with user preferences such as, applying filters on the grid or column
? formatting within a grid, click the More Options icon (E) and click on the Reset Columns To
- Default option.
Authentication

You can view your user type and username in the Authentication section. Do not change these options

& Authentication

Username

Authentication Type: Native

User Type: Application User

2-Factor

The 2-Factor authentication menu displays the current user preference for the 2-factor method. Currently, FortiSOAR
supports only TeleSign for 2-Factor authentication. Do not change this option.

FortiSOAR 7.6.1 User Guide 1
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Notifications

Notification preferences determine how FortiSOAR notifications get consumed by users. Do not change this option.

Theme Settings

You can update your FortiSOAR theme using the Theme Settings menu onthe Edit User page. There are currently

three theme options, Dark, Light, and Space, with Space being the default. Click Preview Theme to see the Theme as
it would look and save the profile to apply the theme.

Language Settings

You can customize the language for your FortiSOAR instance in your profile. Your preferred language will override the
language set by your administrator. For example, if the administrator has set the FortiSOAR language to 'Korean', but
you prefer 'Japanese’, you can select Japanese in your profile, and the Ul of your FortiSOAR instance will be displayed
in Japanese. To set your language preference, go to the Language Settings section, and select the preferred
language from the Select a Language drop-down list. Click Save to apply the change.

A\,

~ P To customize the language for your FortiSOAR instance, you must be assigned the 'Read’ or
q 'Usage' permission on 'Widgets'. Without this permission, the Ul of your FortiSOAR instance
3 will remain in English, regardless of the language you set in your profile.
Audit Logs

Usethe User Specific Audit Logs panel to view a chronological list of all the actions that you have performed
across all the modules of FortiSOAR. The audit log also displays users' login success or failures and logout events. The
login event includes all three supported login types, which are DB Login, LDAP Login, and SSO Login.

Regenerating your password

In case you forget your FortiSOAR password, use the following procedure to reset or regenerate your password:

FortiSOAR 7.6.1 User Guide
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1. Onyour FortiSOAR login page, click the Forgot Password link.

—

(® FortiSOAR™ .. ...,

Login

Username

Password

Welcome to the #1 Security Orchestration,
Automation & Incident Response Solution

your team, p d security tools on a single

Learn More About FortiSOAR™

2. Onthe Forgot Password screen, enter your username, validate the captcha, and then click Send Reset Link.

)
@ FortiSOAR™ . ...

FORGOT PASSWORD?

sername

. I'm not a robot

Welcome to the #1 Security Orchestration,
Automation & Incident Response Solution

your team, p urity tools gle S GEATHINE

Learn More About FortiSOAR™

Once you click Send Reset Link, an email is sent to the email address associated with the specified username.

Feature Tour

Working in FortiSOAR

The FortiSOAR interface is based around a common navigation bar on the left side of the application, a global search

bar, and filtering within modules. All navigation is built on top of the authorization you are provided according to your
RBAC permissions.

For instance, if you have Read privileges to the Incidents module, you will be able to view all Incidents that are within
your Ownership Sphere.

FortiSOAR 7.6.1 User Guide
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Navigation

The navigation bar provides quick access to the Components and Modules you are authorized to view.

At the highest level, the navigation bar provides Components, which open when you click on the component to reveal a
module menu with all accessible modules. For example, when you click on the Incident Response, its module menu
reveals the Alerts, Incidents, Tasks, Indicators, War Rooms modules. Module links go to the Module's record listing
pages.

Searching

There are three methods of searching within FortiSOAR.

Search Description
Method
Global The Global Search bar at the top of the screen allows you to search for one or more keywords across all
Search records within the system
Table The Table Filter method allows you to search the name field quickly, such as Incidents, within the
Filter context of an individual data column on the table

Column The Column Filter method within tables allows you to search specific records from a module, such as
Filter Incidents, within the context of an individual data column on the table

»

Alerts

Open Alerts By Severity - Alerts by Type

Assigned To: Me | Assigned To: Me |

8ltems © | H-Add e Execute -

Priority Weight ... Assigned To Source Created On Escalated
Search Searcl Seareh ¥ Search Search Search ¥ Search Select v Search ¥
Repeated Login F.. Splunk Brute Force Atte... 04/08/2022 10:.. No Awaiting Action
Repeated Login F.. Splunk Brute Force Atte... 04/08/2022 10:... No Awaiting Action
Repeated Login F... Splunk Brute Force Atte... 04/08/2022 10:... No Awaiting Action
Malware Detecte... Splunk Malware 04/08/2022 10:... No Awaiting Action
Repeated Login F.. Splunk Brute Force Atte... 04/08/2022 10:.. No Awaiting Action
WIN-EP2 - Xml..  Splunk Other / Unknown 04/08/2022 10:... No Awaiting Action

IMAP -WIN-EXC... Splunk - Phishing 04/08/2022 10:... No Awaiting Action

[}
[}
O
[}
[}
[}
O
[}

OutBound Conne... Splunk Policy Vieolation 04/08/2022 10:... No Awaiting Action

30

Global Search

The Global Search mechanism leverages an Elastic Search database to achieve rapid, efficient searches across the
entirety of the record system. All the record data is stored in Elastic Search, including from file attachments, and made
searchable.

FortiSOAR 7.6.1 User Guide
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The Global Search mechanism respects authorization from users to return search results, meaning users without Read
permissions on a Module would not see results returned from that module even if they were found during the search.

Global Search result findings may be exported in the results table to CSV and then stored for future reference if desired.

Viewing Settings and Executed Playbook Logs

The Settings and the Executed Playbook Logs icons appear on the top-right corner of your FortiSOAR screen.

Clicking the Settings icon displays the various administrative settings used to configure and customize FortiSOAR. Your
administrator would already have configured these options, therefore you should not edit these options.

Clicking the Executed Playbook Logs icon displays the results of your playbooks that you have executed.
»

Al‘ X Executed Playbook Logs
Total Playbooks Executed: 135
Open Al¢ P ———— =S < Test - Manual Input Terminate | ¢/ Edit Playbook

Assigned T¢ AWAITING 07/21/2022 11:44:23 AM 95 ms €5 Admin DEBUG

Total Recent Logs: 33

@ Test - Manual Input

9 ltems 04/01/2022 06:27:27 PM e Test Manual Input

‘ @ Find Associated Indicators

Test - Manual Input
04/01/2022 05:45:46 PM |

Test - Manual Input l

04/01/2022 04:35:18 PM
Manual Input Test

04/01/2022 04:25:22 PM |

Approval &
04/01/2022 04:25:22 PM

Approval
04/01/2022 04:25:20 PM

You can also use the executed playbook logs to debug your playbooks. Starting with release 7.6.1, current playbook
logs, i.e., playbooks in the primary storage are displayed as 'Recent Playbook Logs' and playbook logs in the
secondary storage are displayed as 'Historical Playbooks Logs'. For more information on all the Executed Playbook
Logs, see the Debugging and Optimizing Playbooks chapter in the "Playbooks Guide."

Viewing Notifications and Pending Tasks

The Notifications and the Pending Tasks icons appear on the top-right corner of your FortiSOAR screen.

The Notifications icon contains a number in red color that mentions the number of unread notifications. Notifications
include informative information, such as failure of workflows, assignment of user on created and updated alerts,
incidents, tasks, etc., and actions that are pending for some user action. Clicking the Notifications icon displays the
'Notifications Panel":

FortiSOAR 7.6.1 User Guide
Fortinet Inc.



Overview

Alerts Notifications

Q

Open Alerts By Severity Alerts by Type

All Action Required @Mentions Show Only Unread
Assigned To: Me | Assigned To: Me |

Incident
An incident, Password Reset, has been assigned to you!
9ltems | o ||+ Add  [\af Execute -
ess than a minute ago
O i o atus Created|  Incident

- - - An incident, Security Lock Compromise, has been assigned to
Search Searcl Search earch Select VDIJ!
IMAP -WIN-EX... Splunk - IMAP Phishing 10/04/!

Repeated Login ... Splunk Brute Force Att... 10/04/] Incident

An incident, Sensitive Data Breach, has been assigned to you!
OutBound Con.. Splunk Policy Violation 10704/}

Malware Detect... Splunk Malware 10/04/]

Alert
Repeated Login ... Splunk Brute Force Att... 10/04/;
An alert, OutBound Connection - PaloAlto Network Traffic

Alert, has been assigned to you!
WIN-EP2 - Xml... Splunk Other / Unkno... 10/04/]

Repeated Login ... Splunk Brute Force Att... 10/04/;
Incident

Repeated Login ... Splunk Brute Force Att... 10/047:

An incident, Root Level Intrusion on sys03.cs.net, has been

assigned to you!

05 5 T T 8 S

Repeated Login ... Splunk Brute Force Att... 10/04/:

In the Notification Panel, you can use the Search box to search for a particular notification, or filter notifications as
follows:

« Click All to display all the notifications.
» Click Action Required to display only those notifications such as approvals, that are pending for some user action.
Click @Mentions to display a list of comments in which you have been tagged.

Select Show only Unread to display only those notifications that have not been read. Notifications get read once
you click on them opening their corresponding records.

You can also delete notifications from the Notifications Panel or Pending Tasks panel, once you have read them by
clicking the Delete icon. However, you can delete only those notifications that are assigned to you and not those that are
assigned to a team, or any other user, or system (global) notifications such as workflow failures.

Users with a minimum of Update permissions on the Security Module can also click the Purge All icon to display the
Purge Notifications dialog. Click Purge All Notifications to delete all notifications or click Purge All Read
Notifications to delete all read notifications:

This will purge all the notification messages across the system.
The actionable notifications (manual input, approval) in the
pending task panel will be retained. Please confirm.

Purge All Notifications  Purge All Read Notifications  Cancel

The Pending Tasks icon contains a number in red color that mentions the number of pending tasks, both approvals and
manual inputs. Clicking the Pending Tasks icon displays the 'Pending Tasks' panel:

FortiSOAR 7.6.1 User Guide 16
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>

Manual Input (3)

Alerts 9

Sort by: Pending On: All | Me | My Teams

Open Alerts By Severity Alerts by Type

03/25/2022 12:13 PM | Pending On:

Assigned To: | Assigned To: | Indicator_Malicious or not
ALERT

+ Add  «& Execute v
03/25/2022 12:23 PM | Pending On:

Indicator_Malicious or not
Priority Weight ... Severity Assigned To ... e Source Type Status -

ALERT
Search Search ¥ Search ¥
03/25/2022 12:29 PM | Pending On:
Repeated Log... Splunk Brute Force .. Open
test

WIN-EP2 - X... Splunk Other / Unkn... Open ALERT

OutBound Co... Splunk Policy Violati.. Open View More

For more information on the pending tasks panel, manual inputs, and approvals, see the Triggers and Steps chapter in
the "Playbooks Guide."

Adding Records

Add records to a module using the Add button present on top of the grid that lists module records based on RBAC
permissions.

Editing
Record editing within the record detail view can be accomplished via Inline editing, which allows for quick changes to

fields and requires confirmation for all updates.

Additionally, in the detail view of every record is an Edit button on the top right in the breadcrumb bar. This gives you
access to a bulk editing interface for all fields that are allowed within the authorization model of your user.

Modules & Models

One of the primary features of FortiSOAR is the ability to provide a clean interface with customized data models
optimized for tracking day-to-day security data, such as Alerts.

FortiSOAR unifies the data streams to provide a centralized management interface for tracking. This means Incidents
may spend their entire lifecycle rolled up inside of FortiSOAR and working across other related data being tracked, such
as Tasks or Assets.

By providing a single place to view and organize security data, much of the overhead and manual effort of going to
disparate security tools is significantly reduced. Users are enabled to focus on analyzing the data, not collecting the data.

Models within FortiSOAR are easily customizable according to the needs of an organization via API.

Many modules may be accessed through relationships but might not be directly displayed in the interface navigation.
Please see the detailed list of modules provided for more description.

Modules provide access to individual data models within the FortiSOAR database, such as Incidents.

All Module fields are editable and can be customized or extended as needed via API. Models are based on a standard
JSON schema.

FortiSOAR 7.6.1 User Guide
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A\,

We recommend you do not delete the core module fields that are included in your instance
without consulting FortiSOAR Support. Deletion of core module fields may result in upgrade
issues at a future date.

Not all modules will be exposed in the navigation. Some of them are only accessible within the context of other modules.

You can modify the default navigation if you desire to add new modules at any time.

Ay

From release 7.2.0 onwards, the Incident Response modules have been removed from the
FortiSOAR platform and moved to the SOAR Framework Solution Pack (SP). The

SOAR Framework SP is the Foundational Solution Pack that creates the framework,
including modules, dashboard, roles, widgets, etc., required for effective day-to-day
operations of any SOC. As the Incident Response modules, i.e., Alerts, Incidents, Indicators,
and War Rooms are not part of the FortiSOAR platform, it becomes essential for users to
install the SOAR Framework SP to optimally use and experience FortiSOAR'’s incident
response. For detailed information about the SOAR Framework SP, see the

SOAR Framework SP documentation.

From release 7.2.0 onwards, the SOAR Framework Solution Pack is installed by default with
the fresh installations of FortiSOAR.

A brief about the incident response modules follows:

« Alerts: Alerts generally represent records that contain a notice of suspicious activity typically triggered in a SIEM.

« Incidents: Incidents generally represent records of an actual breach of security.

« Indicators: Indicators generally represent records that contain simple identifiable information regarding a threat
such as an IP or URL.

» Tasks: Tasks represent a discrete action taken by either an individual or automated response. Tasks might link to
outside systems, such as ticketing systems, to track specific actions beyond that of your SOC team.

+ War Rooms: War Rooms in FortiSOAR is a collaborative space that enables SOC teams to mitigate a critical cyber
threat scenario or campaign.

NOTE: Playbooks and Reporting do not have any associated Module definition.

Linking

Individual records are easily linked in the FortiSOAR interface to provide context and make it simple to track
relationships. Linking may be contextual or operational.

Operational Links

For instance, an Incident may have multiple Tasks automatically generated based on the type of Incident. These Tasks
stay linked to the Incident throughout the lifecycle and allow for an easy operational overview of where an Incident is
beyond tracking just the Incident phase.

Contextual Links

In contextual situations, linking provides the ability to relate data records together and increase velocity during
Preparation and Analysis activities.

FortiSOAR 7.6.1 User Guide
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For instance, Alerts link to Artifacts which then may be automatically linked to Assets. Artifacts within an Alert from your
SIEM tool may contain information that helps identify and link Asset records making it simple for an Analyst to
understand the potential scope of an Alert. FortiSOAR can find identifiable Asset information and then use that to search
one or more Asset resources, such as a CMDB, local DNS, or DHCP records.

Linking is accomplished within the record detail view.

Automation

FortiSOAR provides a powerful Workflow Engine where machine-to-machine (M2M) automation, policy enforcement,
data enrichment, and notifications, are all available within a simple drag-and-drop interface.

Security Playbooks may be digitized and automated via Workflows. A standard library of Playbooks may be added at the
time of installation to provide a quick level of defaults that may then be customized to match the specific use cases of
your environment.

Access Control

FortiSOAR utilizes a robust security model with Role Based Access Control (RBAC) as well as team ownership.

RBAC provides Create, Read, Update, and Delete (CRUD), permissions on individual models within the platform. Roles
are created by granting CRUD privileges on models within the available models' list.

Teams provide for row-level ownership of records. Teams have an explicit hierarchy model to allow for complex
relationships. The Teams you are a member of and their relationships combined define an Ownership Sphere. An
Ownership Sphere is the full set of records on which you can exercise your permissions.

Live Ul - Web Sockets

Live Ul provides users with many benefits, such as immediate refreshing of records in case of an update by users or
workflow (playbook or API), without the users having to refresh the views to see the updates manually.

When a user or workflow (playbook or API) updates any record that is being displayed in the following Ul components:

» Grid and Relationship grid (view panel)

» Details View Panel

o Collaboration Panel: Comments or Attachments
« Approvals in notification panel

Then these changes are immediately reflected to other users who are active on that FortiSOAR instance.

If your FortiSOAR instance is connected to the web sockets server then a green connection icon is displayed at the top-
middle of the FortiSOAR Ul as shown in the following image:
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Alerts

Open Alerts By Severity

Assigned To: Me |

8ltems © | < Add s Execute »

Priority Weight . Severity

0O OO0 0oao o

Assigned To

Repeated Login F...

Malware Detecte...

WIN-EP2 - Xml...

IMAP -WIN-EXC...

OutBound Conn

Repeated Login F...

Repeated Login F...

Repeated Login F..

Source

Splunk

Splunk

Splunk

Splunk

Splunk

Splunk

Splunk

Splunk

Alerts by Type

Assigned To: Me |

Brute Force Atte...

Malware

Other / Unknown

Phishing

Palicy Violation

Brute Force Att

Brute Force Atte...

Brute Force Atte...

e 4 £ 2

Live sync is active

V4

v

Created On Escalated Response SLA

Select Search ¥

04/08/2022 1

04/08/2022 10:

04/08/2022 1

04/08/2022 1

04/08/2022 1

04/08/2022 10:

04/08/2022 1

04/08/2022 1

If your FortiSOAR instance cannot connect to the web sockets server, due to connectivity or any other issues, then a red

connection icon and a message such as "Live Sync is not active...." is displayed at the top-middle of the FortiSOAR Ul as

shown in the following image:

Alerts

Open Alerts By Severity

Assigned To: Me |

*§ Execute v

Priority Weight ...  Severity

arch ¥

[}
O
[}
[}
[}
[}
O
[}

Name

Repeated Login F...

Malware Detecte...

WIN-EP2 - Xml...

IMAP -WIN-EXC...

OutBound Conne...

Repeated Login F...

Repeated Login F..

Repeated Login F...

Splunk

Splunk

Splunk

Splunk - IMAP

Splunk

Splunk

Splunk

Splunk

Alerts by Type

Assigned T

Brute Force Atte...

Malware

Other / Unknown

Phishing

Policy Violation

Brute Force Atte...

Brute Force Atte...

Brute Force Atte...

Live sync is not active

Created On Escalated Response SLA ...
Select Search ¥
04/08/2022 10:... Awaiting Action
04/08/2022 10:... Awaiting Action
04/08/2022 10:... Awaiting Action
04/08/2022 10: Awaiting Action
04/08/2022 10:... Awaiting Action
04/08/2022 10:... Awaiting Action
04/08/2022 10:... Awaiting Action

04/08/2022 10:... Awaiting Action

In such a case FortiSOAR also displays a message to the users asking users to use manual refresh to update the views.
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Searches and Filters

Search in FortiSOAR is based on an included Elasticsearch database.
FortiSOAR provides you search at the following levels:

» Global Search: Searches for the keywords you have specified across all records in FortiSOAR.
» List Search: Searches for the keywords you have specified in all records in a specific module.

Filters: You can filter records belonging to a module and also save filters for future use.

You cannot search or filter encrypted fields.
< ! - Additionally, it is important to note that all search functions (global search, list search, keyword
? search in filters, etc.) are language-dependent. For instance, if you enter Korean text in the
= search boxes, the results will display Korean content, regardless of the language set on your
FortiSOAR instance.

Global Search

The Global Search box at the top of your FortiSOAR screen can be used to do free text searches. It searches the entire
platform for any words, phrases, or UUIDs, regardless of whether they fall under a certain category or field. This kind of
search is very useful if you require information but are unsure of where to find it in FortiSOAR.

Keyword Search

Global Search searches the titles, descriptions, tags, or UUIDs across all records in FortiSOAR. Global search allows
you to search for playbooks, records, etc., using their UUIDs, making it easier for users to use playbook failure
messages to search for failed playbooks and associated records. You can also search for the name of the file and any
other details that are associated with the file attachment. The file names should be descriptive to ensure that the file can
be found through keyword searches related to the file content.

iy
‘?' From version 7.0.2 onwards, you can perform an 'Exact Text Search' so that the search does

not split up text with spaces, @, etc and the search results contain the complete text.

The Search bar at the top of the FortiSOAR interface allows for fast access to the Global Search feature. Entering any
keyword in the Search bar and hitting Enter begins the search for the keyword.

Using Global Search, you can search for playbooks, templates, etc., based on tags, name, and description. You can
add special characters and spaces in tags; however, the following special characters are not supported intags: ', , , ",
#, 2, and /. For example, if you have added sample as a tag to the playbook and you type sample in Global Search, the
search results will contain the playbook with the samp1e tag. Also, note that records that are in the recycle bin will not be
visible in the Global Search results. For more information on the recycle bin, see the Recycle Bin chapter in the
"Administration Guide."
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If you want to search for tags in custom modules based on Tags, then you must ensure that

ﬂ you assign a minimum of Read permission to the custom module in a role(s) that has
I permissions on the Appliances module. This is required since custom modules require to be
given permission in the playbook appliance for the record to get indexed and be searchable.

Term Matching

The Global Search function accessible from the Search bar uses the full-text match query function within Elasticsearch.

This passes the search string through the standard analyzer, stripping any extra characters to the root term. For
instance, the term 1ogin failure would be searched the same way as theterm "Login Failure!™, for textfields
such as description or name as shown in the following image:

Q LOGIN FAILURE!]

Search Results

Y Filter By () SEARCH FOR | LOGIN FAILURE! %

MODULES 4 RESULTS FOUND
All | Uncheck All

o Agents

o Alerts on Win-EP2...

o Announcements 1 Failures on asset Win-EP2 from&...
o Assets

+ Attachments

+ Comment

o Companies

| Emails
1 Failures on 193.168.50.20 (Internal,...

ogin failures on asset ip_193_168_50...

| Events

| Incidents

1 Failures on 192.168.50.21 (External,...
ogin Failures on asset ip-192-168...

In the case of tags, search results will be displayed only in case of an exact match, without case sensitivity, for example,
if you have added phishing as a tag and you search for phi sh, there will be no search results. However, if you search
for Phishing, you will get a search result:

Q phishing

Search Results

Y Filter By Q SEARCH FOR phishing %

MODULES 2 RESULTS FOUND SEARCH TYPE:
All | Uncheck All

| Alerts

...An Email received to 'Report- Phishing ' mailbox from...

Items Per Page 30 w
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You can search for multiple terms using the search function by adding a term in the Add Search Term field. If multiple
terms are entered, they are searched using the AND operation. FortiSOAR displays the results only when the results

contain all the terms that you have entered.

Global Search also works for stop words such as dots, @, etc. For example, if you are searching for the text google.com,
then the results are displayed for both com and google. If however, you want to search for the complete 'google.com'’
text, you can select the search type as Exact Text Search.

From release 7.4.1 onwards, a Query Based Search option, which is also the default search for global search, is
provided that allows searching using wildcards or operators such as 'NOT', 'AND', 'OR', fuzzy queries, etc. For more
information, see Elastic documentation. Some examples:

» Using the AND operator

If you want to find only records that contain the text 'Outbound Connection' in their name and whose source is set as
'FortiSIEM', then you can type name:"Outbound Connection” AND source:FortiSIEMand inthe Search
Type, select Query Based Search. FortiSOAR returns only those records that fulfills both the conditions:

Search Results

Y Filter By

MODULES
All | Uncheck All

v Agents

v Alerts

v Announcements
v Assets

v Attachments

¥ Campaigns

v Comment

¥ Communications
¥ Companies

v Events

Last 90 Days | Last 30 Days | Last 7 Days

» Using the NOT operator

Q SEARCH FOR

1 RESULT FOUND

... Outbound

Q  name:"Outbound Connection" AND source:FortiSIEM

name:"Outbound Connection" AND source:FortiSIEM

SEARCH TYPE:

Connection - Network Traf

... FOrtiSIEM ...

« < 1of1 >

»

SORT BY:

Query Examples:

= 123.11.22.11 AND
source-FortiSIEM AND
@type-Alert

= name:"Successful VPN Logon™
AND NOT source FortiSIEM

= sourcelP:123.11.22 11 AND
source:(FortiSIEM OR
FortiEDR)

= sourcelP:123.11.22 11 AND
source:Forti*

* (value:10.7.12.94 OR
description-10.7.12.94) AND
@type:Indicator

» createDate:[1684507608000
TO 1684507610000]

Items Per Page 30 ~

For more information refer Search

documentation and Elastic Lucene
Query Syntax.

If you want to find only records that contain the text 'Outbound Connection' in their name and whose source is not

set as 'FortiSIEM', then you can type name :
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Search Type, select Query Based Search. FortiSOAR returns only those records that fulfills this condition:

Q name: "Outbound Connection” NOT source:FortiSIEM

Search Results

Y Filter By Q SEARCH FOR name: "Outbound Connection" NOT source:FortiSIEM

MODULES 2 RESULTS FOUND SEARCH TYPE SORT BY.
All | Uncheck All

v Agents
v Alerts 3
... OutBound Connection - PaloAlto Network Traffic Alert...
¥ Announcements
v Assets
¥ Attachments
¥ Campaigns
¥ Comment
o ... OutBound Connection - PaloAlto Network Traffic Alert...
¥ Communications
¥ Companies

v Events

Items Per Page 30 v

Last 90 Days | Last 30 Days | Last 7 Days
Today.

» Using the OR operator
If you want to find only records that contain the text 'John' or Smith, then you can type John OR Smith and in the
Search Type, select Query Based Search. FortiSOAR returns only those records that fulfills any of the conditions:

Q John OR Smith

Search Results

¥ Filter By Q SEARCH FOR  John OR Smith

MODULES 2 RESULTS FOUND SEARCH TYPE
All' | Uncheck All

V| Agents
¥ Alerts
I
¥ Announcements
¥ Assets
¥ Attachments
Y| Campaigns
¥ Comment
- _..Alert from John ...
¥ Communications
V| Companies

v Events

Items Per Page 30 v

» Using Wildcards
If you want to records using wildcards (?,*,%...), then you can type win* and in the Search Type, select Query
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Based Search. FortiSOAR returns all records that contain win:
»

Search Results

Y Filter By Q SEARCH FOR  |win® x

MODULES 6 RESULTS FOUND  SEARCH TYPE
All | Uncheck All
v Agents

v Alerts

" [ — ..IMAP - WIN -EXCH.cyops.local...
v Assets

v Attachments

/| Campaigns Indicator

¥ Comment

¥ Communications ... Win -EP2...

v Companies

V| Events

...Malware Detected on WIN -EP2...
...Suspicious File (Potentially Malware) Detected on WIN -EP2...

-.. WIN -EP2 - XmIWinEventLog:Microsoft-Windows-Sysmon/Operational...

o Using Fuzzy queries
Fuzzy queries returns records similar to the search term. If you want to use fuzzy queries, then you must use ~ to
search for similar terms and then define the edit distance. For more information, see Fuzzy Query. For example,
type FortiRecon~2, where 2 is the edit distance, and in the Search Type, select Query Based Search.

FortiSOAR returns all records that contain FortiRecon, even those records that have the spelling of FortiRecon:
»

Q FortiRecon~2

Search Results

¥ Filter By Q SEARCH FOR  FortiRecon~2

MODULES 1 RESULT FOUND  SEARCH TYPE
All' | Uncheck All

V| Agents
v Alerts . )
..OutBound Connection - FrtiRcon Network Traffic Alert...
¥ Announcements
v Assets
¥ Attachments
| Campaigns « > Items Per Page 30 v
v Comment

¥ Communications

¥ Companies

v Events

Search Types and Search Results

Search results are returned as a listing with a summary of the record metadata that provides information such as, the
record name, the record type (the model of the record, such as an Incident), the created date and the last modified date
of the record, and a contextual preview of the search term or terms position within the resulting record text.

You can set the Search Type as 'Broad Search', 'Exact Text Search' or 'Query Based Search' (default). An exact text
search does not split up text with spaces, @, etc and the search results contain the complete text. For example, set the
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search type as Exact Text Search, if you want to search for records that contain 'user01@mydomain.local'.
Q user01@mydomain.local| @ L -Q\m i

Search Results

% Filter By Q SEARCH FOR user01@mydomain.local %

MODULES 1 RESULT FOUND  SEARCH TYPE:
All | Uncheck All
4| Agents

o Alerts

Bl Announcamants ...For PaloAlto Network Traffic policy violation from user01 ... @ mydomain.local ...

o | Assets
' Attachments

« Comment Items Per Page 30

+ Communications

However, if you want to search records of that contain any mention of 'user01', then you can set the search type as
Broad Search. If you want to search using wildcards, fuzzy queries, or operators such as 'NOT', 'AND', then you can set
the search type as Query Based Search, examples of which are given in the Term Matching topic.

You can sort the search result by Relevance, which is based on the number of instances of the keyword within the
record body. You can also sort the results by when the record was modified, the Most Recently Modified record or the
Least Recently Modified record. Clicking on a search result displays the record details.

Q phishing

Search Results

¥ Filter By Q SEARCH FOR | phishing %

MODULES 3 RESULTS FOUND SEARCH TYPE:

All' | Uncheck All RELEVANCE
4 Agents = MOST RECENTLY MODIFIED
i LEAST RECENTLY MODIFIED
P

+ Announcements ... Phishing eMail...

7| Assets 5 : email detected on a network computer containing...
 Attachments

| Comment

| Companies

| Emails

+ Events ...An Email received to 'Report- Phishing ' mailbox from...
| Incidents

[ia}
[ia}

vs | Last 30 Days | Last 7 Days

Items Per Page 30 ~

Filter By Pane

Use the Filter By pane to perform additional filtering of the results returned after a Global Search has been performed.
When using the Filter bar, the term being searched on is applied directly to the already returned search results. This
does not repeat the full-text match query from the Global Search function. This feature enables you to filter out a larger
batch of returned results without repeating the search of the entire database.

For example, as shown in the previous image we had searched for the keyword phishing using Global Search, and the
search result had returned 3 results. Now we can perform additional filtering on the search results by adding an
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additional keyword, email. The search records are filtered using the AND operator, and then the search result displays 2
search results as shown in the following image:

>

Q phishing,email

Search Results

57 Filter By Q) SEARCH FOR | phishing x | [ email %

MODULES 2 RESULTS FOUND SEARCH TYPE:
All | Uncheck All

4 Agents Incident

o Alerts

o Announcements i

email detected on a network computer containing...

o Assets

o Attachments

+ Comment

+ Companies

o Emails
...An Email received to 'Report- Phishing ' mailbox from...

+ Events

o Incidents

Items Per Page 30 +

The contextual preview of the term context from the original Global Search function is not updated with applied filters.
The preview remains the same, but the records returned in the table are filtered according to the AND combination of
terms as displayed above in the table.

Filtering Results

You can perform additional filtering in the Fi1ter By pane on the search results based on the Module and Date of the
records. All modules are filterable. The date search uses the Created On date field to filter the records based on the

period you have specified. You can either specify the From and To dates, or select relative dates, such as Last 90 Days,
Last 7 days, Today, etc. These additional filters refine the returned search results to the applied scope.

Authorization

Global Search respects authorization permissions based on the context of the user who is performing the search. This
means that records not owned by the user's teams, any child or sibling teams, or not within the user's role permissions
scope, are not displayed within the results.

Searching Record Contents

All records, such as Incidents, Alerts, and Assets, are included in the Elasticsearch database in addition to Attachments.
The record contents do not store field labels, Picklist values, or model information. This is so that the search results do
not contain results based on the field label values or terms in the model information, which would lead to meaningless
results. For instance, if you perform a Global Search for the keyword Source, the Global Search will not return any result
even though in an Alert record, the term Source, represents a field label in the record. Similarly, Brute Force
Attempt might be set as a picklist value of the Type field in an Alert record, but the Global Search will not return any

FortiSOAR 7.6.1 User Guide 27
Fortinet Inc.



Searches and Filters

matches for Brute Force Attempt even if records existed with that picklist value. However, you could search for the
same using tags, if you have added tags to the record. For example, if you have added a tag BruteForceAttempt or BFA
in the record, then you can search for that record using BFA.

FortiSOAR essentially searches the record content, i.e., text saved into the field values, such as the Name, or
Description and also searches for tag values.

List Search

Keyword Search

List Search searches for data or keywords across a module in FortiSOAR. The search also includes file attachments if
they are part of any record within that module.

For list search, use the Search bar at the top of the record list in a particular module in FortiSOAR. Type any keyword in
the Search bar and hit Enter to begin the search for the keyword.

Term Matching, Authorization, etc., in 'List Search’ works the same way as in 'Global Search.’

Filter Search

Searches for keywords in the search criteria row underneath the column header in the list (grid) view of a module. You
can either specify the keyword or select an option from the picklist or lookup fields.

For example, to search for alerts that have 'repeated' in their name and whose status is set as 'Open’, enter rep in the
name search criteria row underneath the column header and select Open from the 'Status' picklist:

Alerts

Open Alerts By Severity Alerts by Type

Assigned To: Me | Assigned To: Me |

4ltems © | 4 Add | s§ Execute =

Priority Weight ...  Severi

rep searc carch select v
Repeated Login .. Splunk Brute Fo  Status 2/2022 12... o Rwaiting Action||  [[Awaiting Action

Repeated Login ... Splunk Brute Fo| ¥ CheckAll 2/2022 12... o ‘Awaiting Action Awaiting Action
X Uncheck All

Repeated Login ... Splunk Brute Fo 2/2022 12... o Awaiting Action Awaiting Action

Not Set
Repeated Login ... Splunk Brute Fo 2/2022 12... o Awaiting Action Awaiting Action

Open
Investigating 30

Pending

+ Apply

Use the Not Set option to filter data (picklist or lookup fields) that has empty (not set) values in a grid. For example, to
search for alerts whose 'Status’ or 'Type' is not set. You can also filter the grid for values of checkbox fields, i.e., select
the Not Set option to filter records that contains the checkbox fields with value set to 'null’, the True option to filter
records that contains 'selected' checkbox fields, or the True option to filter records that contains 'cleared' checkbox
fields.
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Search Results

Search results are returned in a tabular format as shown in the following image:

>

Q phishing,email

Alerts

Open Alerts By Severity Alerts by Type

Assigned To: Me | Assigned To: Me |

1ltems © [+ Add [e§ Execute = Y Q malware

Export All Columns As CSV
fority Weight ... Severi Type
Export Visible Columns As CSV

Search Search Search ¥

Malware Detect... Splunk Malware

The above image displays the results of a search performed in the Alerts module, with the keywords malware. The
search results are displayed in a tabular form, and you can use the Menu button to specify the visible columns in the
table by selecting or deselecting the columns from the Columns list. You can also choose to export the table results to a

.csvora .pdf file. You can download the search result and store the results for future reference, potentially even as
an attachment within FortiSOAR to a particular record.

FortiSOAR Search Errors

FortiSOAR mightdisplay an Internal Server Error orany of the following errors when you are performing a
search operation in FortiSOAR:
e Search indexing is in progress. Partial results are returned.

e Search indexing has stopped. You must manually rerun indexing (see product
documentation for instructions) or raise support ticket for the same.

e We are sorry, but the server encountered an error while handling your search
request. Please contact your administrator for assistance.

For troubleshooting any errors with FortiSOAR Search, please contact your administrator.

Filtering Records

You can filter records on the listing view by typing the filter term, tag, or selecting the option on which you want to filter
records based on the column headers. You can also specify complex conditional filters on the records in the module
listing page using the 'Advanced Filter'.

Users can quickly and easily switch between saved filters since filters are directly exposed on the grid, making it easy for
you to select and apply available saved filters without having to open the filter editing mode. In the filter editing mode, you
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can easily view and modify the filter definitions of a saved filter, without having to save that particular filter (you can save

the modified filter if you want). You can also easily clear all or a particular filter applied on the grid.

To filter records, you can use two types of filters:

« Simple Filters: Used for filtering of records using a combination of columns.

» Advanced Filters: Used for complex sorting and filtering of records.

Simple Filters

You can use simple filters on the module records grid to filter records based on a combination of columns.

The following example explains how to filter alert records based on Severity, i.e., it only displays records whose Severity
is set to Critical. In this example, you are setting a filter criterion from the Ul, i.e., selecting a column (field) based on

which you are filtering records.

Open the Incidents Response > Alerts. From the Severity column select Critical and click Apply.

Alerts

Open Alerts By Severity

Assigned To: Me |

8ltems © | = Add | e§ Execute =

O Priority Weight ... ~ Severity Assigned To
Search ¥

Severity

+ Check All
X Uncheck All

Minimal
Low
Medium
High
Critical

OO0 0O 0oOo0oogd

Name

Search

Repeated Login ...

Malware Detect...

IMAP -WIN-EX...

OutBound Con...

Repeated Login ...

Repeated Login ...

Repeated Login ...

WIN-EP2 - Xml...

Sear

Splunk

Splunk

Splunk - IMAP

Splunk

Splunk

Splunk

Splunk

Splunk

ch

Alerts by Type

Assigned To: Me |

Type

Search ¥

Brute Force Att...

Malware

Phishing

Policy Violation

Brute Force Att...

Brute Force Att...

Brute Force Att...

Other / Unkno...

Status

Search ¥

Open

Open

Open

Open

Open

Open

Open

Open

Created On

Select =

04/08/2022 10...

04/08/2022 10...

04/08/2022 10...

04/08/2022 10...

04/08/2022 10...

04/08/2022 10...

04/08/2022 10...

04/08/2022 10...

Escalated

Search ¥

vy Q

Ack SLA Response SLA ...

Search ¥ Search ¥

Awaiting Action Awaiting Action

Awaiting Action Awaiting Action

Awaiting Action Awaiting Action

Awaiting Action Awaiting Action

Awaiting Action Awaiting Action

Awaiting Action Awaiting Action

Awaiting Action Awaiting Action

Awaiting Action Awaiting Action

30 v

Once you click Critical as shown in the above image and click Apply, a filter is set on the Severity column, and the
value of the filter is set to Critical. Therefore, based on the set filter criterion, only records whose Severity is
Critical are displayed in the list of records as shown in the following image:

>

Alerts

Open Alerts By Severity

Assigned To: Me |

1ltems © |4 Add | sf Execute =

Priority Weight ...  Severity Assigned To
1Selected ¥ Search ¥

Critical

FortiSOAR 7.6.1 User Guide
Fortinet Inc.

Search

WIN-EP2 - Xml...

Searc]

Splunk

h

Alerts by Type

Assigned To: Me |

Other / Unkno...

® a4 @ a

V4

Q
Ack SLA
Search ¥

Awaiting Action Awaiting Action
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To clear all the filters applied on the grid, click Clear All.

To edit afilter, click the Filter icon to see the filter criteria. You can save the filter for future use by clicking the Save Filter
button. When you click the Save Filter button, the Save New Filter dialogis displayed. In this dialog, type the name
of the filter in the Name field and click Save. For example, type the filter name as Critical Alerts and click Save. If you
are an administrator, then you can also save a filter as a System Filter by clicking Save Filter > Save As System.
System Filters are displayed to all users of the system:

> ) ® = 2@ a

Alerts

Open Alerts By Severity o v Alerts by Type

Assigned To: Me | Assigned To: Me |

lltems @ |+ Add af Execute =

CLEAR FILTER CRITERIA ¥ % Save Filter  ~

ALL OF THE BELOW ARE TRUE (AND) Save As System
Save As
Severity Contains  Critical X

Priority Weight ..  Severity Assigned To Name Source Type Status Created On Escalated Ack SLA Response SLA ...
Search 1Selected ¥ Search ¥ Search Search Search ¥ Search ¥ Select < Search ¥ Search ¥ Search ¥
Critical WIN-EP2 - Xml... Splunk Other / Unkno.. Open 04/08/2022 10... No Awaiting Action Awaiting Action

30 v

In the filter editing mode, you can perform the following operations:

« Save afilter (user-specific or system).

« Edit the name of an existing filter by clicking the Edit Name icon

» Mark an existing filter as a default filter by clicking the Set Default Filter (star) icon.

« Delete an existing filter by clicking the Save Filter drop-down list and selecting the Delete option.
Note: Users can delete configured filters that they have created; however to delete 'System!’ filters, users must be
assigned the 'Delete’ permission on the 'Application' module.

« To remove a particular filter criterion that has been applied to the grid, click the Clear Filter Criteria link.

Click the Filters icon to view a list of all existing filters that have been defined for the grid or record, as shown in the
following image:

>

Alerts

Open Alerts By Severity ey - Alerts by Type

Assigned To: Me | Assigned To: Me |

8ltems © | Add [ Execute =

Critical Alerts
ID Priority Weight ... Severity Assigned To me Status Created On Phishing >
igating Alert
Search ¥ earch Searc Sele 1Selected ¥ Select v

Repeated Login ... Splunk Brute Force Att.. Open 04/08/2022 10... Awaiting Action | Awaiting Action

Repeated Login ... Splunk Brute Force Att.. Open 04/08/2022 10... Awaiting Action | Awaiting Action

Using this filtering option, you can filter records using only the AND condition; for example, you can filter records whose
Type is Phishing AND Status is Investigating. When you apply this filter, in our example, only one record is
displayed, as shown in the following image:
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» Q @ -2 @ a

Alerts ’

Open Alerts By Severity v Alerts by Type

Assigned To: Me | Assigned To: Me |

1ltems © |+ Add | =§ Execute =

Type

Search Search 1 Selected ¥ 1 Selected ¥

IMAP -WIN-EX... Splunk - IMAP Phishing Investigating 04/08/2022 10...

I You cannot use the OR condition to filter records using this method.

You can also filter records displayed in the module's grid while defining the grid (using the 'Grid' widget) in the listing view
using the Nested Filters component. The Nested Filters component allows you to filter group conditions at varying
levels and use AND and OR logical operators. See the Dashboards, Templates, and Widgets chapter for information on
the Grid widget and the Nested Filters component.

Ay
‘9' The filter condition defined on the listing view will override the filter condition defined in the grid
widget.

The filter operator for date fields includes many pre-defined options such as Last Year, Last 7 days, Next 24 hours, etc.,
making it easier for you to filter records for a relative time range of your choice. You can also now specify static custom
date ranges for filters. For information on what defines a time range in a filter, see the Nested Filters section in the
Dashboards, Templates, and Widgets chapter.

For example, if you want to filter alerts that were assigned in the last 24 hours and whose severity is High, do the
following:

Click High in the Severity column and then in the Search box in the Assigned Date column and select Last 24 Hours:
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Alerts

Open Alerts By Severity

Assigned To: Me |

+ Add  »f Execute -

Priority Weight ... Severity Assigned To ...

Search Search Search ¥
High
High
High
Low
Low

Low

Alerts

Open Alerts By Severity

Assigned To: Me |

+ Add =g Execute ~

Priority Weight ... Severity Assigned To
Search 1 Selected ¥ Search ¥
High
High

Name

Search

OutBound Co...

WIN-EP2 - X...

IMAP -WIN-E...

Repeated Logi...

Repeated Logi...

Repeated Logi...

Malware Dete...

Name

Search

OutBound Co...

WIN-EP2 - X...

IMAP -WIN-E...

Source

Search

Splunk

Splunk

Splunk -

Splunk

Splunk

Splunk

Splunk

Source

Search

Splunk

Splunk

Splunk - IMAP

Alerts by Type

Assigned To:

Status

1Selected ¥

Policy Violation Open

Other / Unkn.. Open

Phishing Investigating

Brute Force A.. Open

Brute Force A.. Open

Brute Force A.. Open

Malware Open

Alerts by Type

Assigned To:

Type

1 Selected ¥

Policy Violation

Other / Unkn...

Phishing

Status

1 Selected ¥

Open

Open

Investigating

Escalated

- Assigned Date ...

Escalate

Search

Assigned Date
Last Year

Last 6 Months
Last 3 Months
Last Month
Last 15 Days
Last 7 Days
Last 24 Hours

osilliot Last 24 Hours
04/08/20 Awaiting Action

d - Assigned Date ...

v = v

04/08/2022 ...

04/08/2022 ...

04/08/2022 ...

Ack SLA

Search ¥

3 Action .

3 Action .

3 Action .

3 Action .

- Action .

Ack SLA

Search ¥

Awaiting Action .

Awaiting Action .

Missed

- | Awaiting Action

Response SLA ..

Search ¥

Awaiting Action

Awaiting Action

Awaiting Action

Awaiting Action

Awaiting Action

Awaiting Action

v

Response SLA ...

Search ¥

Awaiting Action

Awaiting Action

Awaiting Action

Created On

Select ¥

. 04/08/2022 1...

. 04/08/2022 1...

. 04/08/2022 1...

. 04/08/2022 1...

. 04/08/2022 1...

. 04/08/2022 1...

. 04/08/2022 1...

—|@ | =

Created On ...

Select ¥

. 04/08/2022 ...

. 04/08/2022 ...

. 04/08/2022 ...

30 v

Select the Custom option to filter records according to custom static date ranges. For example, select Custom, and in
the Define Custom Date Range dialog, from the From date field, select the date and time from the Calendar, from
when you want to filter records, for example, 01/01/2022 02:00 PM, and in the To field, select the date and time till
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when you want to filter records, for example, 04/01/2022 09:00 AM:

Define Custom Date Range

From:

Thit
April 2022

n Tue Wed

06
13
20

27

Today ~Clear

Advanced Filters

You can use the 'Advanced Filter' to apply conditional filters to the grid columns on the module listing page. You can
achieve complex sorting and filtering of records as well as setting a default view per user using the advanced filter.

To create an advanced filter, navigate to the module's listing page, for example, the 'Alerts’ page. Click the Filter icon to
display the 'Create Advanced Filter' button. Click Create Advanced Filter button to display the Created Advanced
Grid Filter dialog, in which you can define complex filter conditions. An example of complex conditions used to filter
alert records on the grid view could be the filtering of 'High' or 'Critical’ alert records whose type is either 'Other /
Unknown' or 'Suspicious Email' and whose status is set to 'Investigating'. To create this filter in the Created Advanced
Grid Filter dialog, enter a name for the filter and the complex conditions as shown in the following image:

Create Advanced Grid Filter

Name:
Filter "Investigation' Alerts

Max C acters allowed: 30
Filter Criteria

ALL OF THE BELOW ARE TRUE (AND) v

Status - Equals Investigating

ANY OF THE BELOW IS TRUE (OR)
Type ~  Equals Other / Unknown

Type -~ Equals Suspicious Email

ANY OF THE BELOW IS TRUE (OR)
everi - Equals High

Severity - Equals Critical

Save As User | Save As System | x Cancel

You can save this filter as a 'User" filter, i.e., this filter will be visible only to that particular user by clicking Save as User.
Or, if you are an administrator, then you can also save this filter as a 'System’ filter, i.e., this filter will be visible to all users
of the system by clicking Save As System. For our example, we have saved the filter as a 'User filter. Once the
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advanced filter is applied, the 'Alerts' page displays a filtered list of alerts in the grid. To clear all the filters applied on the

grid, click Clear All.

If you have refreshed the browser and want to reapply a created filter on the grid, click the 'Filter' drop-down list and then

select the filter that you want to apply, for example, the 'Filter 'Investigation' Alerts' filter. To edit this filter, click Filter

>

Alerts

Open Alerts By Severity

Assigned To: Me |

5items o [SEAdd

“Filter 'Investigation® Alerts" applied. To edit the filter

Critical

Critical

Critical

'Investigation’ Alerts again to display the filter editing mode:

Name

Generate FSR A...

Audit - Script E...

Fw: image 3

Audit - Script E...

Audit - Script E...

a -

Splunk

Splunk

User Reported

Splunk

Splunk

Alerts by Type

Assigned To: Me |

Other / Unkno...
Other / Unkno...
Suspicious Email
Other / Unkno...

Other / Unkno...

In the filter editing mode, you can perform the following operations:

Investigating

Investigating

Investigating

Investigating

Investigating

Created On

08/17/2022 11...

08/17/2022 11...

08/17/2022 11...

08/17/2022 11...

08/17/2022 11...

4

7 Delete Advanced Filter

Awaiting Action

Awaiting Action

Awaiting Action

Awaiting Action

Awaiting Action

Awaiting Action

Awaiting Action

Awaiting Action

Awaiting Action

Awaiting Action

30

« Edit the existing filter, including updating the name and/or conditions of the filter by clicking 'click here' to open the
Update Advanced Grid Filter dialog.
» Mark the existing filter as a default filter by clicking the Set Default Filter (star) icon.
» Delete the existing filter by clicking Delete Advanced Filter.
Note: Users can delete configured filters that they have created; however to delete 'System!’ filters, users must be
assigned the 'Delete’ permission on the 'Application' module.
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You can apply column filters on top of the selected advanced filters. For example, further filtering the records based on

the 'Source column':

Alerts

Assigned To:

"Filter 'Investigation' Alerts" applied. To edit the filter

[ D Priority Weight ... Severity
Search Search Search ¥

Critical

High

Critical

Critical

Assigned To ..

Search

-

Name

Search

Generate FS...

Audit - Script...

Audit - Script...

Audit - Script...

Source

splunk

Splunk

Splunk

Splunk

Splunk

Assigned To:

Type

Search ¥

Other / Unkn...

Other / Unkn...

Other / Unkn...

Other / Unkn...

Status

Search ¥

Investigating

Investigating

Investigating

Investigating

Created On ...

Select ¥

08/17/2022 ...

08/17/2022 ...

08/17/2022 ...

08/17/2022 ...

14

Escalated

Search

No

No

No

No

{J Delete Advanced Filter

Ack SLA

v Search ¥

Awaiting Action

Awaiting Action

Awaiting Action

Awaiting Action

Response SLA

Search ¥

Awaiting Action

Awaiting Action

Awaiting Action

Awaiting Action

However, the column filters do not get appended to the advanced filter, i.e., the applied column filters are not reflected

when you edit the advanced filter.
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Dashboards, Templates, and Widgets

Overview

Dashboards

A Dashboard is generally the default landing and home page for users logging into FortiSOAR.

Y By default, FortiSOAR includes the System Dashboard, which is displayed on all users when
‘9' they log into FortiSOAR for the first time. Only users who have a minimum of Read and
|| Update permission on the Dashboard module and Read permission on the Security and

Application modules can modify the System Dashboard.

Dashboards and reports have good performance since only the required content is loaded and lazy loading of the
content is enabled.

Templates

The FortiSOAR interface is rendered using Templates, which can be modified as needed to suit your specific purposes
better. Currently, Templates are system-wide, meaning everyone will see the same Template on every interface, e.g.,
your Incidents screen would be the same as all others. The system interface is composed of View Templates, which are
JSON definitions of the interface structure composed of widgets.

Widgets

Widgets render information for the visual display inside View Template. Widget types vary such that specific widgets only
correspond to certain view types. For example, the detail view has some exclusive widgets, such as Visual Correlation,
Comments, Timeline, etc.

Al
‘q‘ The People, System Assigned Queues, and Approval modules are not part of

dashboard widgets since these are system modules and used for administration purposes.

Using Dashboards

Dashboards are generally the users' default home page. Users use the dashboard and at one glance see what are the
critical tasks that they need to work on to be effective.
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When an administrator modifies dashboards, those modifications apply to the system and users. Administrators assign
dashboards to users based on their roles. If a non-admin user modifies the dashboard, then changes are applicable only
to that user. However, both types of users can see the Edit Dashboard option.

For Users

You can go to your Dashboard (Home) page and use it to determine "What's important to me right now?" To effectively
accomplish answering this question, you must scope your Home page to match up to your operational goals. For
example, if you are a user who works on alerts, then you can customize your Dashboard to display alerts that are Critical
and High. Using the dashboard, you can then immediately prioritize your work based on the critical and high alerts.

For Administrators

Administrators create dashboards that are applicable throughout the application and are assigned to users based on
their roles. Presented here are some options of how administrators can leverage the Dashboard with a specific widget
set and increase effectiveness across their organization.

Operation focus

For organizations where Task management is a key focus of using the FortiSOAR platform, tailor the Dashboard to
display the user's work.

For example, you can create a dashboard that displays alerts that are Critical and High and then assign them to users
who have a role of handling alerts. Users can prioritize their work looking at their Dashboard, which is displaying the
Critical and High alerts.

Analytics focus

For organizations where analytics is a key focus of using the FortiSOAR platform, tailor the Dashboard to display trends.

For example, you can create a dashboard that displays the number and type of alerts that are created daily, weekly, or
monthly and then assign them to users who have a role of an analyst. Analysts can view and analyze the dashboard and
come up with solutions. If for example, the dashboard displays an increase in the number of instances of alerts of type
Malware over the period of three months, analysts analyze the dashboard and come up with mitigation solutions.

Strategic focus

For organizations where strategizing is a key focus of using the FortiSOAR platform, tailor the Dashboard to display key
performance indicators.

For example, you can create a dashboard that displays the number of incidents in the open state, per region, and
severity for six months and then assign them to users who have a role of an executive. Executives can then view and
analyze the dashboard and come up with solutions on how to optimize operational efficiency. If for example, the
dashboard displays a consistent increase in the number of open incidents over the period of six months, executives can
analyze the dashboard, understand the cause of this trend, such as is it because of inefficiencies or need for automation,
or both and come up with informed solutions.
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Process of creating or editing dashboards

To add or edit an existing dashboard, click the Actions icon (E), which appears at the top-right corner of a page, and
click New Dashboard or Edit Dashboard.

> @ 4 £°@ 2

Dashboard [ Analyst ~ i

G Assign to Role

£

@ Set as default for me

My Alerts By Severity - My Alerts By Type My Tasks By Priority | [Z Edit Dashboard

Assigned To: Me | Assigned To: Me | Assigned Person: Me |

Ed New Dashboard

&S Import Dashboard

E2 Remove Dashboard
Assigned Tasks

Assigned Person: Me |

Brute Force Attempts M Malware M Phishing [l Policy Violation
Low M Medium M High Other / Unknown

© SLAEXPIRING SOON @ Critical Alerts

SLA Expiring In 7 Days

Assigned To: Me |

Templates are JSON definitions of the interface structure composed of widgets. Widgets are configurable interface
elements that are used to represent data, such as charts or lists visually.

\‘é', If you have changed a dashboard that an administrator has assigned to you, then you will not

be able to view the administrator changes to that dashboard. To view the administrator
changes to the report, click Actions > Reset to Original State.

For information on using templates, see the Using Templates section and for information on widgets, see the Using
Template Widgets section.

Permissions required for modifying dashboards

the system and applicable to users, based on their roles.

x Only when an administrator, modifies dashboards, those modifications are applicable across

To view dashboards, you must be assigned a role that has Read permissions on the Application and Dashboard
modules, and the dashboard must be assigned to your role.

If you are assigned a role that does not have any permissions on the Dashboard module, your landing page will appear
as shown in the following image:
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»

Dashboard

Welcome! FortiSOAR™ Dashboards are a great way to understand your overall security automation posture.
Please ask your FortiSOAR™ administrator to grant Dashboard access to your role.

To create and update dashboards, you must be assigned a role that has Read, Create, and Update permissions on the
Dashboard module and Read permissions on the Application module. Additionally, if you also want to delete
dashboards and configurations, you must be assigned a role that has Read, Create, Update, and Delete permissions
on the Dashboard module and Read permissions on the Application module.

For users who should only be able to customize their own dashboards, and whose changes will not be visible to any
other user, a role with, Update and Create permissions on the Dashboard module and Read permission on the
Application module is sufficient. If such a user (a non-admin user) changes the dashboard, then a copy of the original
dashboard is created and those changes are visible to only that particular user and not to other users.

For users who should be able to customize dashboards, and whose changes should be visible to all users who have
access to that dashboard, a role that has Read and Update permissions on the Dashboard module and Read
permissions on the Application and Security modules must be assigned. If you have these permissions, then the
changes are made in the original dashboard and these changes are visible to all the users who have access to the
dashboard.

In addition to the appropriate permissions as mentioned above, users also require to have appropriate rights on the
module for which they want to create or edit dashboards. Since if users do not have Module Read permissions on the
module that they want to consume in the dashboard, then they will not be able to view the details of that module in the
dashboard. For example, if you have Module Read permissions on the Alerts module but not on the Incidents module,
then you can update dashboards that consume Alerts as their data source. However, if you try to update a dashboard
that consumes Incidents as the data source, FortiSOAR displays a message such as You do not have necessary
permissions for Incidents.

Users: Working with dashboards

Administrators assign dashboards to you based on your roles, so that you can have access to multiple dashboards. You
can customize your home page choosing a default dashboard from the dashboards assigned to you.

You can also add, edit, clone, import, export, and remove dashboards that are assigned to you.

FortiSOAR 7.6.1 User Guide
Fortinet Inc.



Dashboards, Templates, and Widgets

dashboard for the changes to apply to all users. Updates, including removal, and additions that

You can create personalized dashboards based on your roles. Customizations that you make
x to your dashboards are visible and applicable only to you. Administrators must update the
administrators make to the dashboards apply to all users.

Customizing your Home page

Administrators assign dashboards to you based on your roles, so that you can have access to multiple dashboards.
When you log on to FortiSOAR to for the first time, by default your home page is set to the System Dashboard. You can
customize your home page by selecting the default dashboard from the dashboards assigned to you, as follows:

1.
2,

Log on to FortiSOAR.

On the Dashboard bar, the dashboards assigned to you are listed as a drop-down in the top bar.
View all the dashboards assigned to you.

Open the dashboard you want to set as your default by selecting the same from the drop-down list present in the

Dashboard bar, and then clicking the Actions icon E) and selecting Set as default for me.
When you log on to FortiSOAR the next time, your home page is set as the selected dashboard.

Customizing your dashboards

To add or edit your dashboards:

1.
2,

Log on to FortiSOAR.

On the Dashboard bar, to add a new dashboard click the Actions icon and select the New Dashboard option. To
edit an existing dashboard, click the Actions icon and select Edit Dashboard.

In the Template Title field, enter the template title.

Click Add Row and structure the row by defining the number and layout of columns from the options displayed in
Define a new structure.

Click Add Widget and select the appropriate widget from the Choose Widget dialog box. You can also search for a
specific widget by typing its name or description in the Search Widget text box and then selecting that widget.

For information on widgets, see the Using Template Widgets section.

The Choose Widget dialog includes the categorization of different types of widgets that you can use to build
dashboards or reports. For example, the Tabs widget is categorized as a Structure and Navigation widget,
and the Richtext Content widget is categorized as a Custom Content widget. Widgets that are installed using
the Content Hub such as the Record Distribution, Incident Correlations, User Tile, etc. are categorized as Widget
Library widget.

Inthe Edit <name of widget> dialog, configure the widget properties, and click Save.

Click Apply Changes.
To revert the changes, you have made to the template, click Revert Changes.

Using dashboards

To clone a dashboard:

1.
2,
3.

Log on to FortiSOAR.
On the Dashboard bar, click the Actions icon and select Clone Template.

Update the template title.
By default, the template title appears as cloned: name of the original template.
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4. Update the template and widgets as required.
5. Click Apply Changes.

To import a dashboard template:

Use the Export and Import Dashboard Template feature to share dashboards across users. If you see a dashboard that
a colleague has created that you feel would be useful to you as well, then instead of you having to recreate the
dashboard, your colleague can export the dashboard, and you can import it and start using the same.

N ! ’, You can only import a valid JSON template. The template that you import is only applicable to
? your dashboard. Administrators must import, update, and assign dashboards for the changes
- to apply to all users.

1. Logonto FortiSOAR.
2. Onthe Dashboard bar, click the Actions icon and select Import Dashboard.

3. Inthe Import Dashboard Template dialog box, drag-and-drop the JSSON template file, or click to browse to the
JSON template file.

4. Click Import.
If the file is in the appropriate JSON format, FortiSOAR displays Template Imported successfully!

To export a dashboard template:

Al
S L4
? Dashboard templates get exported in the JSON template.

1. Logonto FortiSOAR.

2. Onthe Dashboard bar, click the Actions icon and select Export Template.
FortiSOAR downloads the template on your machine in the JSON format.

To remove a dashboard:

Ay
‘Q' You can only remove dashboards that you have added. You cannot remove the System
- Dashboard or any dashboard that is created by the administrator.

1. Logonto FortiSOAR.

2. Open the dashboard you want to remove by selecting the same from the drop-down list present in the Dashboard
bar, and then clicking the Actions icon and selecting Remove Dashboard.

3. Onthe Confirm dialog, select OK.

Administrators: Working with dashboards

Administrators can perform all the tasks users can perform, which include customizing home pages and dashboards.
Administrators also create and edit system-wide dashboards and assign dashboards to roles. To create system-wide
dashboards, click the Actions icon and then select New Dashboard option, and then add the template name and
widgets that you want in the dashboard. After you have completed creating a template, you must remember to assign the
dashboard to the appropriate roles.
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}\ Updates, including removal, and additions that you make to dashboards apply to all users.

Assigning dashboards to roles

appropriate privileges to perform this task.

x You must have a minimum of "Read" permission on the Security module, apart from other

1. Logonto FortiSOAR.
2. Onthe Dashboard bar, select the dashboard that you want to assign to a role.

3. Click the Actions icon and select Assign to Role OR
Click the Actions icon and select Edit Dashboard and then click the Assign To Roles or Number of Roles
Assigned link.
This displays the Assign to Role (s) dialog in which you can select the role(s) to whom you which to assign the
dashboard.
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4. Inthe Assign to Role(s) dialog box, select the role to which you want to assign the dashboard.

Assign to Role(s)

Application Administrator

FortiSOAR Agent

¥ Full App Permissions

Playbook Administrator

Security Administrator

SOC Analyst

« SOC Manager

v OK *® Cancel

You can also search for a role in the Search text box.

5. Click OK.
Users having the role specified will be able to see the dashboard(s) associated with that role the next time they log
on to FortiSOAR.

Input Variables in Dashboards and Reports

You can define variables that you want to use in widgets as filters to consume inputs and create a dashboard or a report
dynamically. Using input variables, you can filter data in a dashboard or report to display a particular set of data without
having to define the same criteria in each widget in the dashboard. Once you configure the variable as a filter in widgets,
the dashboard is displayed according to the filter value you have specified. You can now specify inputs for dashboards or
reports, based on which dashboard or reports are updated dynamically to display the dashboard or report according to
the updated input values.
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Defining Input Variables

This procedure demonstrates how to define an input variable for a dashboard or report to display only those records that
were modified in the last 7 days.

Log on to FortiSOAR.

On the Dashboard bar, click the Actions icon and select Edit Dashboard.

Onthe Template Editing Mode Enabled page, click Configure Inputs.

Inthe Configure Inputs dialog, configure the input variable according to your requirements:

a. (Optional) Select the Enable Auto-Refresh option to automatically refresh your dashboards or reports after
the set time interval.
By default, the time interval is set at 10 minutes. You can modify the time interval according to your
requirements.

b. Click Add New Input.

From the Input Type drop-down list, select the type of field that is going to be applied as the input variable. You
can choose from the following options: Text, Number, Date, Date Range, Picklist, or Lookup.
For our example, select Date Range.

d. Inthe Label field, type the name that describes this variable.
For our example, type Modified On.
The Identifier field gets automatically populated with the identifier based on the "Label" you have specified. In
case of our example, the Identifier field is populated with the modifiedOn variable. The value that is presentin
the Identifier field is the key by which this variable will be identified.

e. (Optional)Inthe Default Vvalue section, choose the value based on which the dashboard will be displayed,
by default. The date ranges are relative, i.e, relative to the current date. You can choose between a Relative
date range or a Custom relative date range.

If you choose Relative, then you get a list of pre-defined relative date ranges such as Last 24 Hours, Last 30

Mins, etc. If you choose Custom, then you can specify a custom date/time range, such as Last 2 Hours. For
more information, see Support for Custom Time Ranges in Filters. For our example, select Relative and then
select Last 7 days.

P obh-=

Configure Inputs

#| Enable Auto-Refresh Every s Minutes

Input Type
Date Range
Label
Modified On
Identifier
modifiedOn
Defa

Last 7 Days -

+ Save X Close

f. (Optional) To make the input field mandatory, click the Required checkbox. If you select the Required
checkbox, then the report or dashboard will not be displayed unless the user provides the input.
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5. (Optional) To define more input variables, click the Add New Input button.
6. Click Save to save the variable(s).

The Date input type enables you to ask a user for a date based on which they want to filter the dashboard or report, using
the Select Date link in the Default Value section. An example of using the Date input type would be to define the
From Date, i.e., the date from when the user wants to view the report:

Configure Inputs

4 Enable Auto-Refresh Every 5 Minutes

Input Type
Date
Label
From Date
Identifier
fromDate

Default Value

Required

The Picklist input enables you to ask a user to select a value of an existing picklist based on which they can filter the
dashboard or report. You can set a default value to filter the dashboard or report, for example, as shown in the following
image, Phishing is selected in the Default Value field. This means that the report or dashboard, by default, will be
filtered to display only those alerts that are of type Phishing.

Configure Inputs

| Enable Auto-Refresh Every 5 Minutes

Input Type

Picklist

AlertType

Label
Type
Identifier
type
Default Value

Phishing

+ Required

~ Save X Close
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The defined input variables can be seen on the Dashboard by clicking the Input button. However, to use the input
variables for filtering the Dashboard, you must also configure them in the appropriate widgets, as specified in the
following Configuring Input Variables section. Users can click Input on the dashboard or report and choose any other
alert type for which they want to see the dashboard or report:

& -2 L[ 4

Y Input o IR

30 Days) Configure Dashboard Inputs

Type
Phishing

Select an Option

Beaconing

Denial of Service

Brute Force Attempts
ity (12 Months) Data Exfiltration

Lost / Stolen

Lateral Movement

Malware

Phishing

Policy Violation

Ransomware

Other / Unknown

Data Leakage

You can also select the Lookup option as an input type. The Lookup input enables you to ask a user to select a value of
an existing lookup based on which they can filter the dashboard or report. For example, filtering an "Incident Summary
Report" based on the user to whom that incident was assigned. You can also set a default value to filter the dashboard or
report, for example, as shown in the following image, CS Admin is selected in the Default Value field. This means that
the report or dashboard, by default, will be filtered to display the summary of the incident that has been assigned to "CS
Admin".

Configure Inputs

Enable Auto-

Input Type

Lookup
People

Label
Assigned To

Identifier

Default Value

T2 Analyst
T1 Analyst

+/ Save X Close
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The defined input variables can be seen on the Report by clicking the Input button. However, to use the input variables
for filtering the Dashboard, you must also configure them in the appropriate widgets, as specified in the following
Configuring Input Variables section. Users can click Input on the dashboard or report and choose any user for who they
want to see the dashboard or report:

Reporting [[F] Incident Summary Report [B Export as PDF  [A Back To Library ¥ Input
-~

Configure Report Inputs

H Assigned T
Incident Summary Report =
i
INCIDENT ID # 01/01/1970 05:30 AM | Generated On 03/13/2020 03:06 PI
people
CS Admin (me)

INCIDENT HIGHLIGHTS
T2 Analyst

T1 Analyst
Name Security Lock Compromise

X Clear

e The physical security breach was found when a lock was tampered with.
Description

Severity High Type Explained Anomaly

Phase Detection Source IP
Incident Lead Source
Status In Progress Modified On  03/13/2020 03:05 PM

Latest 5 Comments

Configuring Input Variables

Once you complete defining the input variables, you must configure them in the widgets that require to consume the
input variables that you have defined.

1. Logonto FortiSOAR.

2. Onthe Dashboard bar, click the Actions icon and select Edit Dashboard.

3. Open the widget that is required to consume this input variable.
For example, in a Grid widget, that displays Alert records, you can add the Modified On filter in the Nested Filters
component in the widget as shown in the following image:
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GRID

Columns
Select a field v Add Column

Name Source Due Date Type Severity Status Assigned To Escalated

Actions
Select a Manual Trigger Playboc v Create Button

1~ Escalate ¥ ~  Resolve Alert

Filter Criteria

ALL OF THE BELOW ARE TRUE (AND) +

Default Sert

Important: "Lookup" Fields must be bound using UUID. For example, in case of the "Incident Summary Report",
where you want to see the summary of the incident which is assigned to a particular user, you would add the filter
suchas UUID Equals Assigned To.Forexample, in a Chart widget, that displays newly added Incident
records, you can add the Assigned To filterin the Nested Filters component in the widget as shown in the

following image:

Edit Chart

Title
New Incidents Added
D:
Incidents
Chart Type
Pie
Only Me | All (field) Select a field v

Filter Criteria
ALL OF THE BELOW ARE TRUE (AN w»
Created On ~ Isinthe v  Relative
Last 7 Days >

v | AsignedTo v | €

Severity

4. Click Save.

Using Input Variables

Once input variables are defined for a dashboard, then you can dynamically specify inputs to the dashboard, which will
then display the dashboard according to the updated input values that the user has specified. Use the Inputs button on
the Dashboard page to change the inputs to the dashboard and update the dashboard dynamically.
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For example, if you want the Grid widget in our dashboard to display only those records that were modified in the last 15
days, instead of the last 7 days, then you click the Input button and in the Configure Dashboard Inputs dialog,in
the Modified By field select Last 15 days and click Apply. This will dynamically update the Grid in the dashboard to
include records that were modified in the last 15 days.

L - e 4 &

Dashboard I8 SOC Admin - ¥ Input

Recent Incidents N Tasks Configure Dashboard Inputs

Incident Lead: | Assigned Person: Modified on

11b3a3b3-0e71-4041-a7e8-73155792e780
Discovered Date
Root Level Intrusion on sys03.cs.net NA- April 2022
Open un n Tue Wed Thu Fri

1d630df8-12ef-4518-919d-79e81d6d55¢c1
Discovered Date

P 06 07 08
Sensitive Data Breach “NA-

In Progress 13 14

eceeec27-c40f-4c2c-b39f-a4552a461304 20
Discovered Date
Phishing eMail e 27

In Progress

92f14384-7259-4f98-b277-bf17c04da093 Today Clear
Discovered Date

Security Lock Compromise NA-
In Progress
43c25144-#471-41d4-9513-64a2437c6574
Discovered Date
Password Reset “NA-

In Progress

Related Records Filter in Widgets

The Nested Filters component is enhanced to have the ability to display fields with many-to-many relationships. Earlier,
only primitive types and one-to-many relationship fields were displayed in the Nested Filters component. For example, if
you require to display alerts associated with a specified incident, which you will specify using the Filters option on the
Reports or Dashboard page, to be displayed in a Grid, then do the following:

1. Add a Grid widget with the Data Source set as Alerts and select the columns to be displayed in the grid.
2. Create an Input Variable called IncidentID with the following properties:

a. Input Type: Number

b. Label: Incident ID

c. lIdentifier: IncidentID
3. Configure the grid to display alerts associated with a specific Incident record as follows:

a. IntheFilter Criteria section, selectthe Incidents module (available underRelated Modules
section).
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b. Addthecriterionas ID Equals Incident ID as afilter and click Save.
This will retrieve all alerts that are associated with the specified Incident ID.

Device UID Name Destination IP Escalation Reason Assigned Date

Due Date

Resolved Date Closure Notes Source Source Data Assigned To Severity

Status Type Escalated D
Actions

Select a Manual Trigger Playboc v Create Button

Filter Criteria

ALL OF THE BELOW ARE TRUE (AND) v
Incidents -

D > Equals ~ | Incident ID

Default Sort

X Close | o Save

4. Click the Input button on the Dashboard page and in the Configure Dashboard Inputs dialogin the Incident
ID field enter the Incident ID based on which you want to filter the grid, for example, 1, and click Apply.

In the Grid, you will see all the alerts that are related to the Incident ID that you have specified, as shown in the
following image:

»

Dashboard [ Incident Analyst ~ Y input

Configure Dashboard Inputs
Alerts related to a particular Incident
Incident ID

1
2ltems & |4 Add SE Execule =

ASSIGNED DATE DUE DATE CLOSURE NOTES SOURCE ASSIGNED TO _ SEVERITY STATUS v

~ Apply X Cancel

Phishing attem..  11/19/2019 12 Phishing

Repeated Lagi. 11/19/2019 12-.. Brute Force Att_

Total Alerts Resolved

Alerts Escalation Ratio

Automated Actions Run

Using Templates

Use the Template Editor to design the way you view FortiSOAR, such that you can change the location, visibility, and
visualization method being used across the application. The system interface is composed of View Templates, which are
JSON definitions of the interface structure composed of widgets. Widgets are configurable interface elements that are

used to represent data, such as charts or lists visually. For information on widgets, see the Using Template Widgets
section.
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Editing Templates

x Administrators should read the Permissions required for modifying dashboards section, as it

explains what roles you must assign to users to edit dashboards.

In FortiSOAR templates can be edited at three levels:

« Dashboard level: Determines the display of dashboards.
« Module Listing level: Determines the display of the modules in the "List" view.

o Module Detail level: Determines the display of the individual records within a module, i.e., determines how the
record is displayed in the "Detail" view.

Template Editing Mode

If you have the appropriate permissions as specified in the Permissions required for modifying dashboards section, you

can edit templates by clicking the Actions icon and selecting the Edit Dashboard option. Clicking Edit Dashboard

opens the Template Editor so that you can modify the interface. Use the Template Editor on any Dashboard or Module
screen.

You know that you have entered the Template Editing mode when Template Editing Mode Enabled is displayed
on the top of the screen.

Template Editing Mode Enabled X Cancel 1 Revert Changes | » Apply Changes

~ Define a new structure — == === === = == Default
A

2 @ Chart Open Alerts By Severity 5 @ Chart: Alerts by Type
Add Widget + Add Widget

== Default

+ Add Widget

Add Row

If you make a mistake during the Template Editing session, you can either Cancel to exit the mode and discard the
changes orRevert Changes to stay in the Template Editing Mode but discard any changes since the last 2pp1ly.

Template Types

Dashboard

The Dashboard is generally the default home page for a user. Administrators can assign multiple dashboards to you,
based on your role. By default, an administrator sets System Dashboard as your home page. You can customize your
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home page, as well as all the dashboards assigned to you. Refer to the Dashboards section for more information
dashboards.

Ay
‘Q' Customizations that you make to your dashboards are visible and applicable only for you.
- Administrators must update the dashboard for the changes to apply to all users.
Modules

The remaining Templates are stored on a per Module basis. There are three types of Templates per Module:

o List
o Detail
e Form

Widget types vary such that specific widgets only correspond to certain view types. Detail views have some exclusive
widgets, such as Comments.

List Views

The List view is the first view that you see when you click on any Module in the main navigation, for example, Incidents.
The List view, by default, has a grid widget that displays all the records matching the filter applied to the grid.

Al
‘Q' Filters are applied per user and can also be modified at a global level for any grid on a Module.

Also, you cannot apply Filters to encrypted fields.

List views can have associated charts, lists, or other widgets contained on their pages. See the Using Template Widgets
section for more information on configuring each widget.

When you create a new Module, using the Application Editor, the default List view is applied, which is a single grid
displaying all records for the Module.

Form Views

The Form view is the interface displayed for an individual record in a form view. This view is generally used when you
want to add a record manually or if you want to edit a complete record.

You can assign a style to "Forms" to make them wider or narrower as per your requirements as shown in the following
image:
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Template Editing Mode Enabled

X Cancel 4 Revert Changes |+ Apply Changes

Style
Wide

Centered
Wide
Full Width

& Form Group: Summary
t [B Form Group: Details

+ Add widget

Add Row

You can choose between the following styles:
« Centered: Using "Centered" makes the add/edit record forms centered on the page. The fields, in this case, appear
in a narrow-centered column.

» Wide: Using "Wide" increases the width of the fields within the add/edit record forms when compared to the width of
the fields using the "Centered" style.

« Full Width: Using "Full Width" increases the width of the fields within the add/edit record forms to cover the
complete page.

Editable Form Group widget: Forms display editable forms for an individual record, in its detail view, in a module. The
form view defines what information users require to add while creating a record. You can modify the form view of each
module independently of other modules.

Editable Form Group

Form Group Title ave Blank For No Title)

display-inline-block

Select a field

FormGroup = == ==

i Assigned To i Source ¢ Due Date

¢ Status 2 Source ID ¢ Assigned Date

i Severity i Escalated i Resolved Date

The following image illustrates how the Editable Form Group widget is displayed in the detail view of the Alerts module:
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Alert: Malware Detected on WIN-EP2

R Alert-4 | Malware Detected on WIN-EP2

Last Modified 11/21/2019 03:06 PM by Playhook

Suspicious File (Potentizlly Malware) Detected on WIN-EP2
L €S Admin Splunk
Open

Medium

Malware

Form Group widget: Use this widget to insert a group of form fields as part of a form. You can use this widget to create a
form that users can use to fill in the details for a record.

Form Group

Farm Group Title (Leave Blank For No Title)
Details
Hide Field Names

Row Style

Select a field

Form Group =— == ===

: Type
¢ Source

3 Assigned To

Close Save

The following image illustrates how the Form Group widget is displayed in the Form view of the Alerts module:

/ Add Alert

Alerts

Create New Alert

Details

Type:
Select

Source:

Assigned To:
Select

Summary

Source I1D:
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Detail Views

The Detail view is the displayed interface for an individual record in a module. When you click an individual record,
FortiSOAR displays the detail view of that record.

You can modify the detail view of each module independently of other modules.

Template Editing Mode Enabled X Cancel  n Revert Changes [IN/UAnply/Changes

Container

i & Primary Detail

Picklist ID Field Title Field Featured Relationship

D Name War Rooms
Color Field Pre-text

Status v Under Investigation In

Sort

Query

ALLOF THE BELOW ARE TRUE (AND) v

@ - Alert Details £ & L I

| Primary Tabs [PINGWTSN & ReorderTabs

Select a Manual Trigger Playh  ~ | Create Button | 1~ Escalate ¥ =~ Resolve Alert B « Create Communication Record (Alert)

v Enable Direct Action Execution Panel Enable Recommendation Panel Open Callaboration Panel On First Load

Using Template Widgets

Use widgets to display information visually in the View Template. The View Template includes embedded configuration
details for widgets and specifies their placement on the screen.

Ay
‘Q' The People, System Assigned Queues, and Approval modules are notincluded as
- dashboard widgets since they are system modules and used for administrative purposes.

The Choose Widget dialog box enables you to select widgets. You can search for a specific widget by typing its name in
the Search Widget text box and then selecting the widget from the search results. Widgets are categorized based on
their usage, as illustrated in the following image:
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x  Choose Widget

Visualization and Monitoring

i

rt

Record Management

Structure and Navigation

For example, the Rows and Tabs widgets falls under the St ructure and Navigation category, the Richtext
Content widget is categorized as a Custom Content widget, and the Chart widget is categorized as a
Visualization and Monitoring widget. Widgets that are installed using the Content Hub such as the Record
Distribution, Incident Correlations, and User Tile, are categorized as Widget Library widget.

Widget types vary such that specific widgets only correspond to certain view types. Some widgets are common to all
types of view such as:

* Rows

o Tabs

o Simple Grid

o Grid

Richtext Content

Some widgets are common to more than one type of view such as, the following widgets are common to Dashboard and
Grid views:

e Chart

o Card List

o Card Count

» Single Line Item
o iFrame

Some widgets are common to more than one type of view, such as, the following widgets are common to Dashboard and
Detail views:

e Summary

Dashboard views have some exclusive widgets, such as:
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Relationship count

» System Monitoring

o Connector Health

o Performance Metrics

Detail views have some exclusive widgets, such as:

« Editable Form

o Editable Form Group
o Uncategorized fields
« Primary Detail

» Record Type

+ Relationships

« Relationships Single Line Card
o Comments

« Visual Correlations
o File Upload

e Timeline

» Executed Playbooks

In the List and Detail views, you can create buttons for commonly used actions by selecting a manual trigger playbook
from the Select a Manual Trigger Playbook list and click Create Button. For details on how to create buttons in the
List view, see the Grid section. In a similar way, you can also add action buttons, such as, Escalate and Resolve, in the
footer section of the detail view of a record as shown in the following image:

Alert: DutBound Connection - PaloAlto Network Traffic_

Low ¥ Alert-10 | OutBound Connection - PaloAlto Network Traffic Alert

Last Modified 11/27/2019 03:35 PM by Playbook

@ Alert Details =& Playbooks @ Audit Log

Splunk Alert For PaloAllo Network Traffic policy violation.
Select - Splunk
Open -

Low -

Policy Violation

T¢ Indicators = Correlations k i Source Data ¥ Access Control @ Audit Log

3items & [+ Add || P Link

> O Value le ags ype Reputation 1]

1 Escalate  + Resolve | & Actions = [ Edit Record 1}, Export Record [ Delete Record

In the above image, you can also see the Actions button, using which users can directly execute connector actions on
the record. You can stop the users from directly executing connector actions by clearing the Enable Direct Action
Execution Panel checkbox (this is checked by default) in the detail view template:
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Template Editing Mode Enabled x Cancel 4 Revert Changes | v Apply Changes

¢ B Primary Detail

Picklist ID Field Title Field Featured Relationship

Severity D Name War Rooms

Read-Onl Read-Onl Color Field Pre-text
Status v Under Investigation In

Sort

Query

ALL OF THE BELOW ARE TRUE (AND) -

@ . Alert Details

Select a Manual Trigger Playbc v | Create Button T - Escalate ¥ + Resolve Alert & - Create Communication Record (Alert)

« Enable Direct Action Execution Panel Enable Recommendation Panel Open Collaboration Panel On First Load

Clearing the Enable Direct Action Execution Panel checkbox will remove the Actions button from the detail view of the
record.

Clicking the Enable Recommendation Panel checkbox (it is cleared by default), enables the Recommendations tab,
by default, ie., it configures Similar Records and Fields Suggestions with default criteria, in the Workspace panel. For
more information on the Recommendations Panel, see the Working with Modules - Alerts & Incidents chapter.

Clicking the Open Collaboration Panel On First Load checkbox (it is cleared by default), ensures that on the first load
of this module's record the collaboration panel is opened and expanded by default. Subsequent expansion/collapse is
determined by the last state of the panel, maintained by each user, i.e.,

« If you have selected the Open Collaboration Panel On First Load option, then the Collaboration Panel by default, will
be opened on record opening, unless a user closes it manually.

« If a user changes it manually that action gets saved as user preference, and user preference gets highest
preference over any other set flags. However, user preferences are applicable only to that particular user. For other
users, the Collaboration Panel loads based on the value set for the Open Collaboration Panel On First Load option
until other it is updated by other users.

You can perform the following actions while working with Widgets, such as Editable Form Groups, Charts, or Grids:

» Edit Widgets: Click the Edit Widget icon to change the fields within the widget or to change the properties of the
widget.
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« Clone Widgets: Click the Clone Widget icon in the row of the widget you want to clone to clone the all the fields and
properties of that widget.

Template Editing Mode Enabled X Cancel 4 Revert Changes [\ Apply Changes

+ Add Widget

Define a new structure == = | Container

¢ [ Editable Form Group [
¢ [ Editable Form Group: Details “ o &
¢ [ Editable Form Group: Closure Details “ 06

Clone Widget

: [ Editable Form Group: Type Details Z Q&

G @

¢ [ Editable Form Group “

¢ [ Editable Form Group: Reporter Details Z oo
: [ Editable Form Group: Email Details Z Q&

i [ Editable Form Group -

+ Add Widget

Select a Manual Trigger Playb« | Create Button | 1 ~  Escalate ¥ ~ Resolve Alert & ~ Create Communication Record (Alert)

/ Enable Direct Action Execution Panel Enable Recommendation Panel Open Collaboration Panel On First Load

» Widget Settings: Use Widget Settings to define the visibility condition for a widget. For more information, see the
Widget Settings topic.
+ Remove Widget: Click the Remove Widget icon to remove the widget.

Starting from release 7.6.1, widgets—such as charts, connector health, system monitoring, IFrame, card count, and
metrics—can be configured to be always expandable in the list view of modules, such as Alerts or Incidents, but this
does not apply to Dashboards or Reports pages. For example, if you have a chart displaying malicious indicators in the
Indicators list view, you can make it always expandable by selecting the Make Widget Always Expanded option in the
widget's configuration dialog. This allows you to quickly view all malicious indicators by type when navigating to the
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Indicators module.

Edit Chart

Malicious Indicators

¥ Make Widget Always Expanded

This will force widget to be:
expanded by default imespective
of user preference

Data Source
Indicators
Chart Type
Pie
Record Assignment (Default Filter) Assignment Field
Only Me
Section Show/Hide
© Always Show @ Hide widget if its output has no records
Tabular Data Show/Hide
@ Show Table Data @ Hide Table Data
Filter Criteria
ALL OF THE BELOW ARE TRUE (AND) v

Reputation ~  Equals v Malicious

Slices

Type

v Save X Close

Starting with release 7.6.1, the 'Grid' widget supports customizable page sizes, both at module and user levels. This
enhancement replaces the previous default of 30 records, allowing users to tailor their viewing experience.

* Module-level Configuration: While configuring the grid for modules (Alerts, Incidents, etc), the number of records
visible per page can be set to one of the following options: 5, 10, 30, 50, 100, or 250. This setting can be selected
from the Limit drop-down list:

Grid

Data Source

3
5
10
30

50
100 Add Column

250 - A
= S __berity Assigned To Source Status
Created On Escalated Ack SLA Response SLA
Row Expansion
Enable Row Expansion

Actions

+ Save X Close

» User-level Configuration: Users can select their preferred default number of records per page (5, 10, 30, 50, 100,
or 250) from the Items Per Page drop-down list:
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»

Alerts

Open Alerts By Severity Alerts by Type

Assigned To: Me | Assigned To: Me |

+ Add =2 Execute v

WIN-EP2 - Xm... McAfee ESM Other / Unkno... en 11/05/2024 0...
OutBound Con... QRadar Ransomware 11/05/20240...
Malware Detec... Splunk Brute Force At... en 11/05/2024 0...
Repeated Logi... adar eaconin; en 11/05/2024 0...

Malware Detec... adar eaconin; en 11/05/20240...

NOTE: The grid on the 'Reports' page has a custom setting with a default of 10 records. Users cannot modify the
number of records displayed on this page.

You can use some common components, such as filter and sort options, and also control the behavior and display of
fields across widgets, to create templates and dashboards suit your requirements. For more information, see Common
components within Widgets and Display Elements.

Widget Settings

You can use Widget Settings to define conditional visibility for widgets. In release 7.4.1, this setting was provided only on
the detail view of records, i.e., the View Panel. In release 7.4.2, we are providing this setting across FortiSOAR, i.e., in
Dashboards, Reports, List Views, etc. However, there is a difference between setting visibility conditions on the View
Panel and on other elements in FortiSOAR such as Dashboards, Reports, etc. Also, in the case of the View Panel, you
do not need to select the module for which you are enabling the visibility condition, as you are already in the context of
the module.

Configuring Conditional Visibility for Widgets in the View Panel

To define the visibility condition of a widget on the View Panel, open the details view of a record, and click Widget
Settings. By selecting the Enable Conditional Visibility checkbox and defining its visibility conditions, you can restrict
the visibility of a widget. In this case, the widget is displayed only if the visibility condition is satisfied; otherwise, it is
hidden.

For example, you can choose that a particular widget, such as the JSON To Grid widget, gets displayed only on a
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specific record and not on all records in the module:

Widget Settings: Json To Grid

Conditional Visibility

limit the widget's visibility, based on which the

ALL OF THE BELOW ARE TRUE (AND)

File Hashes ~ | IsNull

Configuring Conditional Visibility for Widgets in Dashboards, Reports, and across
elements in FortiSOAR

To define the visibility condition of a widget on Dashboards, Reports, etc., you can use various filter criteria such as the
UUID of records or defined input variables. You can also use the "Key Store" module to store data in the key-value pair
format, which can then be used to set the visibility condition for widgets. For example, if you define the "Key as
Environment" and the "Value as Dev" in the Key Store module, you can choose to limit the visibility of a widget to only the
"Dev" environment. Similar to this, you may use the Key Store module to limit the appearance of another widget to only
"Master" nodes in instances where you have specified the "Key as Node" and the "Value as Master."

To illustrate the example of a chart widget that must be displayed on a Dashboard only in the "Dev" environment, click
Resources > Key Store in the FortiSOAR menu. On the Key Store page, click Add to display the Create New Key
page. Enter the key-value pair and optionally the associated tags; for example, set the "Key" as Environment and the
"Value" as Dev, and then click Save:

»

Key Store

1ltems © BSENAdd

06/28/2023 04:07 PM

Open the Dashboard page and click Edit Dashboard on the Dashboard that contains the chart that requires to be
displayed only in the "Dev" environment. On the widget that has to be conditionally visible, click Widget Settings. Select
the Enable Conditional Visibility checkbox, and then in the Data Store field, select Key Store. In the Filter Criteria,
specify the Value as "Dev" and click Save:
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Widget Settings: Dev Alerts By
Severity

Conditional Visibility

You can define the widget visibility condition based on the field values of any existing
module in the system.

¥ Enable Conditional Visibility

Data Source

Key Store

Filter Criteria

ALL OF THE BELOW ARE TRUE (AND)

Value > Equals

v Save X Close

The "Dev Alerts by Severity" chart will now be visible only in "Dev" environments. Visibility conditions can be defined
similarly for Reports, in Form Views, List Views, etc.

Structure

Rows

Rows are the foundation widget for organizing a View Template. Rows are the highest-level widget, meaning all View
Templates start with a Row. You can nest subsequent Row widgets within the following rows.

Template Editing Mode Enabled X Cancel 1 Revert Changes | »* Apply Changes

Define a

¢ B Primary Detail

Picklist ID Field Title Field

Severity 1D Name

Row Layout

Row widgets have different column layout and width options, such as single-column structure, three-column structure,
structures with left or right sidebars etc. You can use any of these options to determine the layout of the row for
subsequent widgets, even other rows.

V) Responsive behavior is built into row layout based on the bootstrap foundation. We
‘Q' recommend viewing the rendered View Template layout across different resolutions after
|| completing to view the behavior corresponds to a desirable method of handling lower
= resolutions.
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Version 7.0.0 introduces the left-hand or right-hand side "Collapsible Sidebar". Using Collapsible Sidebars, you can
expand or collapse the available sidebar space and optimize the available space:

Template Editing Mode Enabled X Cancel + Revert Changes | </ Apply Changes

& Rows
Define Container

Column is Collapsible

+ Add Widget

+ Add Widget

You can enter text that will be visible when the sidebar is collapsed in the Text Visible When Collapsed field, For
example, his row will appear with the collapsed sidebar in the detail view as follows:
Alert: Repeated Login Failures on 192.168.50.21 (Ex...

gl Alert-48 | Repeated Login Failures on 192.168.50.21...

Last Modified 02/24/2021 12:27 PM by Playbook

Repeated Login Failures on 192.168.50.21 (External, Safe)

BMCRemedy

This row will appear with the expanded sidebar in the detail view as follows:

Alert: Repeated Login Failures on 192.168.50.21 (Ex...
Rl Alert-48 | Repeated Login Failures on 192.168.50.21...

Last Modified D2/24/2021 12:27 PM by Playbook

Other / Unknown « Repeated Login Failures on 192.168.50.21 (External, Safe)

BMCRemedy

Following are some more examples of row layouts, such as a row layout with a single-column structure:
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Template Editing Mode Enabled % Cancel +1 Revert Changes | o/ Apply Changes

Define a new structure Container

+ Add Widget

Row layout with a three-column structure:

Template Editing Mode Enabled X Cancel 1 Revert Changes |+ Apply Changes

Define a new structure Container

+ Add Widget + Add Widget + Add Widget

Row layout with a left-hand side static sidebar:

Template Editing Mode Enabled X Cancel + Revert Changes | «# Apply Changes

Define a new structure Container

+ Add Widget + Add Widget

Tabs

Tabs allow for the placement of multiple widgets, including rows, charts, executed playbook logs, etc. Using tabs helps
you organize and categorize dashboards and present different types of information on a single page.

Template Editing Mode Enabled X Cancel  + Revert Changes | v Apply Changes

Sort

Query

ALL OF THE BELOW ARE TRUE (AND) -

L 2] *

£ © o

© ~ | Alert Details &

v Primary Tabs | 4 NewTab | iz Reorder Tabs

2 Rows

FortiSOAR 7.6.1 User Guide
Fortinet Inc.




Dashboards, Templates, and Widgets

The following images illustrate how the Tab and Grid widgets are displayed on the module page:

Alerts

Open Alerts By Severity Alerts by Type

Assigned To: | Assigned To: |

+ Add =& Execute v

Priority Weight . Severity Assigned To ... Name Source Type Status Escalated Assigned Date .. Ack SLA Response SLA ... Created Q
Search Search ¥ Search ¥ Search Search Search ¥ Search ¥ Search ¥ Select ¥ Search ¥

Low Repeated Lo.. Splunk Brute Force ... Open 04/08/2022... | Awaiting Action! | Awaiting Action 04/08/2(

Repeated Lo... Splunk Brute Force ... Open 04/08/2022... [FAWaiting Actionl [FAWaiting Action 04/08/2(

Repeated Lo.. Splunk Brute Force .. Open 04/08/2022... [JAwaitingiAction| [JAwaitingiActon 04/08/2(

Alert: Repeated Login Failures on 193.168.50.20 (Int...
Low = Alert-2 | Repeated Login Failures on 193.168.50.20 (Inte...

Last Modified 04/08/2022 10:31 AM by Playbook

(@ Alert Details

Click New Tab to add a tab and enter the tab title in the Enter tab title field, and click the green checkbox. Select the
Primary Tabs option to mark the tab as a primary tab, which then allows you to add a title in the Enter tab title and
subtitle or description to the tabs in the Enter tab sub-title field. If a tab is not a primary tab then you can enter only the
title of the tab. You can add icons to your tab titles and filter icons based on icon names as shown in the above image.

To render tabs based on specified visibility conditions, click the Settings icon. For example, if you want alerts to display
the 'Audit Log' tab only if the status of the alert is set to 'High' or 'Critical', click the Settings icon on the Audit Log tab, to
display the Tab Settings dialog. Select the Enable Conditional Visibility option, and then define the condition as

'Severity Equals High'or'Severity Equals Critical'and click Save:

Tab Settings

Conditional Visibility

You can define a visibility condition to limit the tab section's visibility, based on which the
tab and it's contents will be shown.

v Enable Conditional Visibility

ANY OF THE BELOW IS TRUE (OR)
Severity -  Equals + High

Severity ~  Equals v  Critical

Vv Save X Close

Now, the 'Audit Log' tab is visible only if the severity of the alert is high or critical:
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Alert: OutBound Connection - PaloAlto Network Tra...
Highi=ll Alert-4 | OutBound Connection - PaloAlto Network Traffi...

Last Modified 06/15/2022 12:54 PM by Playbaok

@ Audit Logs

User Operation

Select User Select Operation

Alert Updated
By Playbook: Alert - [03] Capture Response SLA (Upon Update)
06/15/2022 12:54 PM

Alert Updated
By User: CS Admin 06/15/2022 12:54 PM

Alert Updated
By Playbook: Alert - Set Assigned Date (upon reassignment)
06/15/2022 12:44 PM

& Actions ~ | 2 Execute - | 1 Escalate « Resolve & Send Email [ Edit Record  f, Export Record {7 Delete Record

If the severity of the alert is not high or critical, then the 'Audit Log' tab is not visible:

Alert: WIN-EP2 - XmIWinEventLog:Microsoft-Windo...
oW~ Alert-5 | WIN-EP2 - XmIWinEventLog:Microsoft-Window...

Last Modified 06/15/2022 12:44 PM by Playbook

(@ Alert Details
SLA Details
Time Remaining To Ack
Ack Due Date 06/15/2022 01:43 PM -NA- Ack SLA Awaiting Action 0O days 00 nr SO min 40sec

06/15/2022 01:53
PM

Awaiting Action

Time Remaining To Response

Odays 01 hr OOmin 405&:

Cs Admin Source ArcSight e on Date  06/15/2022 12:43 PM

al126

& Actions ~ | =2 Execute ~ | t Escalate + Resolve & Send Email [ Edit Record (1, Export Record {7 Delete Record

Tabs can also be rendered based on visibility conditions that are specified on relational fields. For example, if you want
alerts to display the 'Tasks' tab only if the status of the task is set to 'On Hold/Blocked', click the Settings icon on the
Tasks tab, to display the Tab Settings dialog. Select the Enable Conditional Visibility option, and then select Task,
which is part of the Related Modules section and then define the condition as 'Severity Equals On Hold/Blocked' and
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click Save:

Tab Settings

Conditional Visibility

You can define a visibility condition to limit the tab section’s visibility, based on which the
tab and it's contents will be shown.

¥ Enable Conditional Visibility

ALL OF THE BELOW ARE TRUE (AND) v

Task -

Status v Equals - On Hold/Blocked ¥

+ Save X Close

Now, the 'Task' tab is visible on alerts only when the status of the tasks linked to the alerts is set to On Hold/Blocked.

Charts and Metrics

Chart

You can represent data using different types of charts, which are Pie, Donut, Average Area, Bar, Timeseries, and Line
charts. Each of these types of charts has separate data requirements.

A bar chart or bar graph is a chart or graph that presents categorical data with rectangular bars with heights or lengths
proportional to the values that they represent. The bars can be plotted Vertically or Horizontally. The Bar chart widget
also allows you to choose all types of fields, such as Lookup or text, for both Categories and Values Axis, enabling
you to display data such as resolved incidents per analyst.

You can select the Record Assignment (Default Filter) as Only Me or All. If you select Only Me, then from the
Assignment Field drop-down list, you must select the assignment on the basis of which you want to filter the dashboard
view.

You can choose to either always display the chart or to display the chart only if there is at least one record present in the
selected module. This option to show/hide charts is present in all types of chart widgets in the Section Show/Hide
section. Select the Always Show option (default) to always display the chart, or select the Hide widget if its output
has no records option to display the chart only if there is at least one record present in the selected module.

The data of the Pie, Bar, Timeseries, and Line charts can also be displayed in a tabular format by selecting the Show
Table Data option inthe Tabular Data Show/Hide section. By default, the Hide Table Data option is selected, i.e.,
meaning that the data in these charts is not shown in a tabular manner.

Charts use picklist values to represent color. If you have defined colors for the picklist values, then those values are
used. In our example, "Severity" determines the colors of the "Slices" of the "Pie," i.e., the values given to picklist items in
the "Severity" picklist determine the colors displayed in the slices. If you have not defined colors for the picklist values,
the system automatically applies a predetermined color scheme to the values to maintain visual coherence.
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Add Chart

Open Alerts By Severity
Data Source

Alerts
Chart Type

Pie

Record Assignment (Default Filter) Assignment Field

Only Me Assigned To

Section Show/Hide
® AlwaysShow @ Hide widget if its output has no records
Tabular Data Show/Hide
© ShowTable Data @ Hide Table Data
Filter Criteria

ALL OF THE BELOW ARE TRUE (AND) v

Status

Slices

Severity

This Pie Chart will be displayed on the Dashboard as follows:

3

Dashboard [E Demo Dashboard ~

Open Alerts By Severity

Assigned To: Me |

As you can see in the sample image, the Pie Chart is followed by a table with data from it, and each portion of the Pie
Chart has a different color depending on the severity of the records. You can click on each section of the chart, for
example, slices in a pie chart, and open the corresponding records in the grid view.

A Donut chart is a unique type of pie chart with an area of the center cut out. You can use the center of the Donut chart to
display information inside the same, making the Donut chart more space efficient. In the case of FortiSOAR, the center
area of the Donut chart displays the total number of filtered records present in the selected module or the total number of
records present in the selected module (if no filter is applied). For example, if you want to display Alert records whose
severity is not critical in a Donut chart, then the center of the donut chart will display the total number of alert records,
which are of High, Medium, Low, or Minimal criticality, and the slices of the Donut chart will display the percentages or
actual number of the alert records based on severity. If there are a total of 6 alert records, out of which 1 is critical, 2 are
high, 2 are medium, and 1 is low, then the center of the donut chart will display 5 alerts, and the slices with discrete colors
for severity will display percentages, e.g., 20% in orange for High alerts, 40% in yellow for Medium alerts, and 40% in
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green for Low alerts. You can also choose to display actual count of records instead of the percentages, by clicking the
Show Actual Number checkbox inthe Edit Chart dialog.

The following image illustrates how the Donut chart is displayed on the Dashboards page, both with numbers and with
percentages, in the dashboard or specific page, after you have selected Assigned To in the Only Me | All (field) drop-
down list:

Open A showmy Severity: Number - Open Alerts By Severity: Percentage

Assigned To: | Assigned To: ]

Low M Medium M High Low M Medium M High

Use the Only Me | All (field) filter, i.e., to toggle the view on dashboards or modules based on this filter, and the Nested
Filters components are applicable to Card List widget.

\‘é', The Only Me | All filter is not applicable to Reports, i.e., on the Reports page, you cannot

toggle the view based on this filter, instead, you must change this in the report template itself
when you are adding or editing the Card List widget.

A Line chart displays quantitative values over a continuous interval or period. Use a line chart to show trends and
analyze how the data has changed over time. You can group data by both picklist and non-picklist values, including
integers as well as other field types (except Many to One and Many to Many) in the Y-Axis (categories) drop-down for
line as well as 'Timeseries' charts.

A Timeseries chart is a line chart of repeated measurements taken over regular time intervals. In the case of the
timeseries chart, time is always shown on the horizontal axis, with data points drawn at regular intervals. The timeseries
charts help to show trends or patterns. You can also choose to view the 'Line' and 'Timeseries' data in a tabular format.
Having the data represented in the tabular format helps you to view the varied information in one go without having to
hover on the line or timeseries chart.

Ay
‘?' Records with a 'null' value in their date field, such as the 'Assigned Date' field, which is used as
- a parameter in the "X" or "Y" axis, are skipped and are not presented in the chart.

To view the data of the line or timeseries chart in the tabular format, in the Edit Chart dialog, select the Show Table
Data option and click Save.
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Edit Chart

Title
Alert (Daily) Severity
Data Source
Alerts
Chart Type
Line
Reco Default Filter)
Only Me Select a field
Sect w/Hide
© Always Show @ Hide widget if its output has no records
Tabular Data Show/Hide
© ShowTable Data @ Hide Table Data
Filter Criteria

ALL OF THE BELOW ARE TRUE (AND)

The following image illustrates how the Timeseries charts are displayed on the Dashboards page when you select the
'Show Table Data' option. As you can see in the image, the data gets displayed both as a line graph and in the tabular
format:

>

Dashboard I8 Chart with Tabular Data Representation +

Alert (Daily) Severity Alert (Month Day) Status Alert (Monthly) Timeseries

4
>
=

QRadar medy M McAfee ESM Bl ArcSight

Pending et Splunk QRadar

The line graph and the table displayed on a 'Dashboard' are of equal height. If there is a
~ P considerable amount of data, then the table on the 'Dashboard' appears with scroll bars.
q However, line graphs and the tables displayed in a 'Report' are dependent on the amount of
- data presented. Since 'Reports’ cannot have a scroll bar, the table following the line graph
displays all the content in a single view.

Relationship Count

The Relationship Count chart is a type of bar chart that displays the count of related data records. For example, this
widget can display how many indicators are related to alerts.

FortiSOAR 7.6.1 User Guide
Fortinet Inc.

72



Dashboards, Templates, and Widgets

To configure a Relationship Count widget that will display indicators related to alerts do the following: Edit the Dashboard
and select the Relationship Count widget. Add the title of the chart and select the Chart Type as Bar. Then, select
Alerts as the data source inthe Primary Data Source Configurations section. You can also specify a label that
will be displayed on the Y axis against the primary data source, in the Custom Label field. For our example, type Alert
Names.

You can select the Record Assignment (Default Filter) as Only Me or All. If you select Only Me, then from the
Assignment Field drop-down list, you must select the assignment on the basis of which you want to filter the dashboard
view.

In the Y-Axis (Categories) field, choose the field that you want to display on the axis of the bar chart, for example Name.
Then select the related data source as Indicators in the Related Data Source Configurations section. Youcan
also specify a label that will be displayed on the X axis against the related data source, in the Custom Label field. For
our example, type Related Indicators. You can define filters for each data source, for example you can filter
indicators based on the type of the indicator.

Edit Relationship Count
Chart Type

Bar

Alerts

Custom Label
Alert Names

Record Assignment (Default Filter) Assignment Field
Only Me

Filter Criteria

ALL OF THE BELOW ARE TRUE (AND) «

X-Axis (Categories)

Name

Indicators

Phishing attempton 192.18609.12 —— — — — — — — ——————————————

Related Indicators

Repeated Login Failures on 192.158.50.19 (External. Malicious)

Use the Only Me | All (field) filter, i.e., to toggle the view on dashboards or modules based on this filter. The Nested
Filters component is also applicable to Card List widget.
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toggle the view based on this filter, instead, you must change this in the report template itself

\‘é’, The Only Me | Allffilter is not applicable to Reports, i.e., on the Reports page, you cannot
3 when you are adding or editing the Card List widget.

Performance Metrics

Use the Performance Metrics widget to measure efficiencies that security operations gain by using automated workflows
and playbooks present in FortiSOAR. The Performance widget is present in the Dashboard and Reports templates.

The following types of metrics are available in the Performance Metrics widget:

« ROI: Displays the return on investment that you gain by using FortiSOAR automation for a specified time period.

« Playbook Action Count: Displays the number of playbook steps executed for a specified time period.

« Time To X: Displays the Mean, Maximum, or Minimum Time To Restore (MTTR) or the Mean, Maximum, or
Minimum Time To Detect (MTTD) taken for a particular activity. For example, you can find out the Mean Time to
Resolution (MTTR) which is the difference between incident creation and incident resolution or MTTD which is
incident discovery and incident creation.

» Aggregate Functions: Displays the minimum, maximum, mean, median, or sum of record fields (integer or float),
for a single record or two records.

« Ratio: Displays the relationship between two values. For example, the ratio between the number of alerts escalated
to incidents versus the total number of alerts created for a specified time period.

« Total Count: Displays the number of records of a specific type on which a specific action is performed for a
specified number of days. For example, display the number of escalated alerts for a specified time period.

ROI

Use the ROI widget to display the return on investment or time saved by using FortiSOAR automation, based on the
parameters you specify. You need to specify the following parameters:

Title: Title of the ROI widget. For example, ROTI for checking IP reputation.

Show ROI Measured As: Choose between Cost Savings or Time Savings. If you choose Cost Savings, then you
have to specify additional parameters:

« Select Currency: From release 7.6.0 onwards, users have the option to choose the currency for displaying cost
saving. For example, '$ US Dollar'.
If the currency you want to display cost savings in is not available in the Select Currency list, select Other and
enter the desired currency in the Custom Currency field. For example, enter "KRW" for South Korean Won.

« $ Value Of Each Hour Of Analyst: Average cost, per hour, for an analyst in your organization, in the selected
currency. For example, 50.
The remaining parameters are the same for both methods of ROl measurements.

Avg. Time For Each Manual Action: Average time, in minutes, that it takes for an analyst to execute one security
investigation action. For example, to check the reputation of IP address in an online tool, such as VirusTotal. For
example, 8 minutes

Include All Playbook Executions: Select this checkbox to determine whether you want to include both the failed and
successful playbook executions (this is the default). Clear this checkbox to include only successful playbook executions.
This is common parameter across Performance Widgets.

Exclude Configuration Actions: Excludes playbook steps that are used for configuration and which do not add any
business value, such as the trigger steps (start), the set variable step, and the steps that are waiting for a decision or
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approval (this is the default). Clear this checkbox to include all playbook steps. This is a common parameter across
Performance Widgets.

Time Range: Specify the time, in days, for which you want to see the ROI. For example, 15 days.

Show Percentage Change: Select this checkbox to show the percentage difference in ROl value between the current
ROI value and the previous ROI value for same time span (this is the default). For example, if you have chosen 4 days as
the time range, then this will show the percentage difference between the ROI value for the last 4 days compared
(example from the 1st to the 4th of June) with the ROI value for the 4 days before this time span (example 28th to 31st
May). Clear this checkbox if you do not want to see the percentage change. This is a common parameter across
Performance Widgets.

Add Performance Metrics

Title

ROI - IP Reputation

Show ROI Measured As

© Cost Savings @@ Time Savings
Configuration

Select Currency

$ US Dollar
$ Value OFf Each Hour Of Analyst

50 $/Hour

Avg. Time For Each Manual Action

8 Min

« Include All Playbook Executions

¢ Exclude Configuration Actions

Time Range

Last 15 Days

v Save X Close

The following image illustrates how the ROI widget is displayed on the Dashboard page, if you have chosen the Dollar
Savings method of ROl measurement:

ROI - IP Reputation

$233..

In Last 15 Days

Playbook Action Count

Use the Playbook Action Count widget to display the number of playbook steps executed for a specified time period. You
need to specify the following parameters, apart from the common parameters of Include All Playbook Execution, Exclude
Configuration Actions and Show Percentage Change:
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Title: Title of the Playbook Action Count widget. For example, Automated Actions Run.

Time Range: Specify the time, in days, for which you want to see the number of playbook steps executed. For example,
5 days.

Edit Performance Metrics

Choose Type OF Metric

Playbook Action Count

Title

Automated Actions Run
Configuration
J Include All Playbook Executions
4 Exclude Configuration Actions

Time Range

Show Percentage Changes

¥ Close " Save

The following image illustrates how the Playbook Action Count widget is displayed on the Dashboard page:

Automated Actions Run

39

In Last 5 Days

Time To X

Use the Time To X widget to display the MTTR or MTTD for a particular activity. You need to specify the following
parameters, apart from the common parameter of Show Percentage Change:
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Title: Title of the Time to X widget. For example, Time to Resolve Incidents - Mean.
In this case, as an example, we are calculating the Time to X between the Resolved Date and the Discovered Date for
Incidents, and we have considered the following types of Time to X, i.e., Mean, Maximum, and Minimum.

Data Source: The module on whose data you want to calculate the MTTR or MTTD. For example, Incidents.

Operation: Select whether you want to calculate the Mean, Median, Maximum, Minimum, or Sum of MTTR or MTTD
time. For example, choose Mean.
For its configuration, specify Resolved Date - Discovered Date.

Filters: (Optional) Specify the filter condition, if you want to apply a filter to the records in the module you have specified.

Time Range: Specify the time, in days, and the field based on which you want to calculate the time.

V) For the Time to X metric, the 'Time Range' and 'Percentage Change' will only be applied if
‘?' fields with the 'DateTime format are not selected in the filter criteria. For example if you select
|| the 'Created On' field in the filter criteria, then the time range and percentage change will not
- be applicable.

For our example, set the time range as 4 days.
Following is an example of the Time To X Mean Template configuration:
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Edit Performance Metrics

Choose Type OFf Metric

Time To X

Title

Time to Resolve Incidents - Mean
Data Source

Incidents
Dperation

MEAMN

Configuration
MEAN { Resolved Date - - Discoversd Date = }

Filter Criteria

ALL OF THE BELOW ARE TRUE (AND) -

Time Range

Where Created On

Show Percentage Changes

¥ Close ~* Save

The following image illustrates how the Time To X widget - Mean is displayed on the Dashboard page:

Time to Resolve Incidents - Mean

lTday 16h

In Last & Days

FortiSOAR 7.6.1 User Guide
Fortinet Inc.



Dashboards, Templates, and Widgets

Following is an example of the Time To X Max Template configuration:

Edit Performance Metrics

Choose Type Of Metric

Time To X

Title

Time to Resolve Incidents - MAX
Data Source

Incidents
Operation

MAX

Configuration
MAX { Resolved Dale Discovered Date - }

Filter Criteria

ALL OF THE BELOW ARE TRUE (AND] -

Time Range

Where Created On

The following image illustrates how the Time To X widget - Max is displayed on the bashboard page:

Time to Resolve Incidents - MAX

2days 21h

In Last & Days

Following is an example of the Time To X Min Template configuration:
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Edit Performance Metrics

Choose Type Of Metric

Time To X

Title

Time to Resolve Incidents - MIN|
Data Source

Incidents
Dperation

MIN

Configuration
MIN { Resolved Dale D red Dale - }

Filter Criteria

ALL OF THE BELOW ARE TRUE (AND] -

Time Range

Where Created On

The following image illustrates how the Time To X widget - Min is displayed on the Dashboard page:

Time to Resolve Incidents - MIN

12h 23m

In Last & Days

Following is an example of the Time To X Sum Template configuration that displays the total time taken to assign
incidents from the time they are created:
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Edit Performance Metrics

Choose Type Of Metric

Time To X

Title

Total time taken to assign incidents
Data Source

Incidents
Operation

SUM

Configuration
SUM { Assigned Date Created On - }

Filter Criteria

ALL OF THE BELOW ARE TRUE |AND) -

Time Range

Where Created On

The following image illustrates how the Time To X - Sum widget will appear on the Dashboards page. This widget
displays the total time taken to assign incidents from the time they are created:

Total time taken to assign incidents

17m 18s

In Last & Days

Following image is an example of the Time To X Median Template configuration that displays the median time to resolve
alerts, i.e., the median time between the time the alerts are created, and the time alerts are resolved:
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Edit Performance Metrics

Choose Type Of Metric

Time To X

Title

Median time taken to resolve alerts
Data Source

Alerts
Dperation

MEDIAN

Configuration
MEDIAN { Rezolved Date Created On - }

Filter Criteria

ALL OF THE BELOW ARE TRUE [AND) -

Time Range

Where Created On

The following image illustrates how the Time To X - Median widget will appear on the Dashboards page. This widget
displays the median time between the time incidents are discovered and the time incidents are resolved:

Median time taken to resolve alerts

Th Tm

In Last & Days

The "Time To X" widget also supports the following:

« Displaying MTTR values as a Bar Chart, both horizontal and vertical. Earlier this widget could only be displayed
using the "Card View".

» Displaying categories within the MTTR view. For example, displaying the time to resolve alerts of different levels of
severity by a specific user.
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Following is an example of how to create a MTTR dashboard using a Bar Chart that displays the mean time taken for a
particular user to resolve alerts of varying severity.

Title: Title of the Time to X widget. For example, Mean time to resolve alerts by user and severity.
Data Source: The module on whose data you want to calculate the MTTR. For example, Alerts.

Layout: Choose the layout of the widget. You can choose between Card View or Bar Chart. For our example, choose
Bar Chart.

If you choose Bar Chart, then in the Chart Type choose between Horizontal or Vertical. For our example, choose
Horizontal.

X-Axis Grouping - 1st Level: Select the field based on which you want to group the records to be displayed in the
dashboard. This will form the primary filter for displaying the dashboard. For our example, we require to display the mean
time taken by a specific user, for example, csadmin, to resolve alerts of varing severity levels. Therefore, for the primary
filter, select Assigned To.

X-Axis Grouping - 2nd Level: Select the field based on which you want to further group the records to be displayed in
the dashboard. This will form the second filter for displaying the dashboard. For our example, select Severity.

We choose Assigned to and Severity as the primary and secondary filter respectively since we want the MTTR
dashboard to display the time taken for resolving alerts grouped the user and severity.

Operation: Select whether you want to calculate the Mean, Median, Maximum, Minimum, or Sum of MTTR or MTTD
time. For our example, choose Mean.
For its configuration, specify Resolved Date - Assigned Date.

Filters: (Optional) Specify the filter condition, if you want to apply a filter to the records in the module you have specified.
In this you can specify the filter Assigned To Equals CS Admin, since we want to display how much time the
csadmin user takes to resolve alerts of varying severity levels.

Time Range: Specify the time, in days, and the field based on which you want to calculate the time. For example,
Resolved Date is in the 6 Days.

Following image is an example of the MTTR Dashboard configuration that displays the mean time to resolve different
types of alerts, i.e., the mean time between the time the alerts are assigned, and the time alerts are resolved:
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Edit Performance Metrics

@® Card View © Bar Chart

Haorizontal

Assigned To

Severity

MEAN

MEAN{ Resolved Date - = Assigned Date = }

ALL OF THE BELOW ARE TRUE (AN +

Assigned To - Equals - C5 Admin

Time Range

re Resolved Date

The following image illustrates how the MTTR Dashboard that displays a bar chart showing the mean time to resolve
alerts by type on the Dashboard page:
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»

Dashboard [[Fl MTTR Dashboard

Mean time to resolve alerts by user and severity

CS Admin
Low 484
Medium 335
M High 241

Critical 8.1
e 40 50 60

Critical M High M Low M Medium

Aggregate Functions

Use the Aggregate Functions widget to calculate and display the minimum, maximum, median, mean, or sum of record
fields (integer/decimal), for a single record or for two records.

You need to specify the following parameters, apart from the common parameter of Show Percentage Change:
Title: Title of the Aggregate Functions widget. For example, Average time in mins to contain incidents.

Data Source: The module on whose data you want to calculate the minimum, maximum, average, or sum of integer or
float fields. For our example, select Incidents.

Operation: Select the operation, which is MEAN that you want to perform on the fields and for this operation and then
select Single Record Field.

Configuration: In the configuration section, select the field on which you want to perform the operation. The fields must
be of type Integer or Decimal. For our example, select Containment Time (minutes).

s‘ ! ’, Itis recommended that when you create an Integer field, you should set its default value as
q "zero" in the module editor. Since if any column specified in the configuration has NULL
= values, then the Aggregate Functions might not show the correct value in the dashboards.

Filters: (Optional) Specify the filter condition, if you want to apply a filter to the records in the module you have specified.

Time Range: Specify the time, in days, and the field based on which you want to calculate the time. For our example, we
want to see results of incidents created in the last 4 days.

NP For the Aggregate Functions metric, the 'Time Range' and 'Percentage Change' will only be
‘Q' applied if fields with the 'DateTime format are not selected in the filter criteria. For example if
- you select the 'Created On' field in the filter criteria, then the time range and percentage

change will not be applicable.
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The following image is an example of the Aggregate Functions widget that has configured according to the above
specifications:

Edit Performance Metrics

Choose Type Of Metric

Aggregate Functions

Title

Average time in mins to contain incidents
Data Source

Incidents
Dperation

MEAN Single Record Field

Configuration
MEAMN { Containment Time [ * }

Filter Criteria

ALL OF THE BELOW ARE TRUE [AND] -

Time Range

Where Created On

The following image illustrates how the Aggregate Functions widget will appear on the Dashboards page. This widget
displays the average time, in minutes that it takes to contain incidents, in the last 5 days:

Average time in mins to contain incidents

11

In Last & Days

Similarly, you can find out maximum, minimum, median, and sum for integer or decimal fields.
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You can also perform an operation that works on two fields and get their maximum, minimum, mean, median, or sum of
the difference or aggregation of these fields.

For example, the average difference between the containment time and the recovery time for incidents. The following
image is an example of the Aggregate Functions widget configured for this example:

Edit Performance Metrics

Choose Type Of Metric

Aggregate Functions

Title

Average time in mins to contain to recover incidents after containment
Data Source

Incidents
Operation

MEAM Difference Of Two Fields

Configuration
MEAM { Recovery Time [(Min » — Containmenl Timea [ +» }

Filter Criteria

ALL OF THE BELOW ARE TRUE [AND) -

Time Range

Where Created On

The following image illustrates how the Aggregate Functions widget will appear on the Dashboards page. This widget
displays the average time, in minutes, to recover after containing incidents, in the last 5 days:

Average time in mins to contain to recove.. .

9

I Last & Days
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Ratio

Use the Ratio widget to display the relationship between two values.
You need to specify the following parameters:
Title: Title of the Ratio widget. For example, Created Alerts v/s Escalated Alerts.

Data Source: The module on whose data you want to calculate the ratio. In the case of the Ratio widget, you must
specify two data sources since you require to compare two values. For our example, select Alerts as both the data

sources.

Filters: (Optional) Specify the filter condition, if you want to apply a filter to the records in the module you have specified.

For our example, in one option you do not require to apply any filter since we are comparing all the alerts created and in
the other option specify a filter such as Escalated Equals Yes.

Time Range: Specify the time, in days, and the field based on which you want to calculate the time.

NP For the Ratio metric, the 'Time Range' will be applied individually to each data source only if
‘?' fields with the 'DateTime format are not selected in the filter criteria, and the 'Percentage
- Change' will be applied only if fields with the 'DateTime format are not selected in the filter
- criteria for both data sources.

For our example, set time range as 3 days.
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Edit Performance Metrics

Choose Type Of Metric

Ratio

Title
Created Alerts v/s Escalated Alerts
Data Source 01

Alerts

Filter Criteria
ALL OF THE BELOW ARE TRUE [AND] -

Escalated Equals

Time Range

Where Created On Is in  Last

Data Source 02
Alerts

Filter Criteria

ALL OF THE BELOW ARE TRUE [AND)

Time Range

Where Created On

Show Percentage Changes

X Close " Save

The following image illustrates how the Ratio widget is displayed on the bashboard page:
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Created Alerts v/s Escalated Alerts

20.0%

In Last 3 Days

Total Count

Use the Total Count widget to display the number of records of a specific type on which a specific action is performed for
a specified number of days. You need to specify the following parameters, apart from the common parameter of Show
Percentage Change:

Title: Title of the Total Count widget. For example, Alerts Resolved.
Data Source: The module on whose data you want to calculate the total count. For example, Alerts.

Filters: (Optional) Specify the filter condition, if you want to apply a filter to the records in the module you have specified.
For example, since we want to get the total count of escalated alerts, specify a filter such as Status Equals Closed.

Time Range: Specify the time, in days, and the field based on which you want to calculate the time.

Y For the Total Count metric, the 'Time Range' and 'Percentage Change' will only be applied if
‘9' fields with the 'DateTime format are not selected in the filter criteria. For example if you select
|| the 'Created On' field in the filter criteria, then the time range and percentage change will not
- be applicable.

For our example set the time range as 2 days.
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Edit Performance Metrics

Choose Type Of Metric

Total Count

Title
Total Alerts Resolved
Data Source
Alerts
Filter Criteria
ANY OF THE BELOW 1S TRUE (OR)

Status Equals - Closed

Time Range

Where Rezolved Date Is In Last 2

4 Show Percentage Changes

¥ Close W Save

The following image illustrates how the Total Count widget is displayed on the Dashboard page:

Total Alerts Resalved

3

In Last 2 Days
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System Monitoring

Use the "System Health Status" Dashboard that is included by default in FortiSOAR to monitor various FortiSOAR
system resources such as CPU, Disk Space and memory utilization, and the statuses of various FortiSOAR services.
The advantage of having the System Health Status Dashboard is that now you do not require to log into the FortiSOAR
server to check the various usage levels and you can also define various thresholds for each system resource and if
these thresholds are breached then you can take some corrective actions.

From version 6.4.3 onwards, you should set up system monitoring for FortiSOAR, both in case of a single node system
and High Availability (HA) clusters on the System Configuration page. To know more about the setting up
thresholds and enabling naotifications, to effectively monitor various FortiSOAR system resources, see the System
Configuration chapter in the "Administration Guide."

For versions prior to 6.4.3, you should set up thresholds, schedules, and natifications for the System Monitoring
playbook that is included by default with FortiSOAR to effectively monitor various FortiSOAR system resources. To know
more about configuring thresholds, schedules, and notifications, see the System Monitoring: Setting up thresholds,
schedules, and notifications article present in the Fortinet Knowledge Base.

The following types of system monitoring are available in the System Monitoring widget:

» CPU Usage: Displays the percentage (%) of overall CPU utilization.
« Virtual Memory Usage: Displays the percentage (%) of overall Virtual Memory utilization.
« Swap Memory Usage: Displays the percentage (%) of overall Swap Memory utilization.
» Disk Space Usage: Displays the percentage (%) of disk space consumption for different partitions.
» Service Status: Displays the status for all FortiSOAR services.
« Playbook Execution Monitoring: Displays details of queued and executed workflows, and also the percentage of
workflows disk space that can be reclaimed.
Following is an image of a sample System Health Status Dashboard:

»

Dash board [E System Health Status ~

CPU Usage pel - Virtual Memory Usage o - Swap Memory Usage

52.0% 0.0%

M Virtual Memory Swap Memary

Disk Space Usage

54.1% ‘5.5% ’35.1% 0.3% 10.1% 0.0%

7 (4.9% GB) B /boot (0.49 GB) M /opt (3.9 GB) fhome (9.99 GB) Jvar (3.99 GB) Jvar/libfelasticsearch (70.56 GB)

Utilization widgets

Use the Utilization widgets to display the utilization of various FortiSOAR system resources. Utilization widgets are: CPU
Utilization, Disk Space Utilization, and Memory Utilization. These widgets can be configured in a similar manner and are
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used to display the utilization of various FortiSOAR system resources.

Title: Title of the Utilization widget. For example, if you are selecting the CPU Utilization widget, you can name this
widgetas CPU usage.

Choose Type of System Monitoring: For utilization, you can choose from, CPU Utilization, Disk Space Utilization, or
Memory Utilization.

Threshold Percentage: Specify the percentage after which you want to take some corrective action. On the dashboard,
the widgets will visually indicate when the threshold is reached or exceeded, in the red color. Similarly, it will display
various colors, green, yellow, amber according to threshold value.

Following is a sample image of a configured CPU Utilization widget:

Edit System Monitoring Metrics

Title
CPU Usage

Choose Type OFf System Monitoring
CPU Utilization

Threshold Percentage

70

¥ Close " Save

Service Status widget

This widget displays the status for all FortiSOAR services. Services that are available are displayed with a green circle. If
any service is down, then that service will be displayed with a red warning symbol, as is the case with the postgresgl-
16 service in the following image:
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Service Status

rabbitmg-server
elasticsearch
postgresqgl-16
nginx
cyops-auth
php-fpm

uwsgi

celeryd
celerybeatd

cyops-tomcat
cyops-search
cyops-postman
cyops-integrations-agent
fsr-workflow
fsr-api-consumer
cyops-ha

The cyops-integrations-agent service is also monitored. The cyops-integrations-agent service supports
running actions on remote FSR agents.

Title: Title of the Service Status widget. For example, Services status.

Choose Type of System Monitoring: Select Service Status.

Playbook Execution Monitoring widget
Use the Playbook Execution Monitoring widget to display details of queued and executed workflows, and also the
percentage of workflows disk space that is marked for clean-up.

Title: Title of the Playbook Execution Monitoring widget. For example, Monitoring Playbook Executions.From
the Choose Type of System Monitoring drop-down list, choose Playbook Execution Monitoring.

To view the currently queued workflow, select the Show Current Playbook Queue Load option.
To view the total executed workflows, select the Show Current Playbook Execution Log Size option
To view the percentage of workflows disk space that is marked for cleanup, and which can be reclaimed, select the
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Show Eligible Database Size To Be Reclaimed option:

Edit System Monitoring Metrics

Title
Monitoring Playbook Executions
Choose Type Of System Monitoring

Playbook Execution Monitoring

¥ | Show Current Playbook Queue Load
¥ Show Current Playbook Execution Log Size

¥ | Show Eligible Database Size To Be Reclaimed

+ Save X Close

Following is a sample image of a configured 'Playbook Execution Monitoring' widget:

Monitoring Playbook Executions

37

Queued Workflows Total Executed Workflows

Workflow Used Disk Space 69 42 Cy
Marked for Cleanup . (o)

Connector Health

Use this widget to track the health of all the configurations of all your configured connectors. Some system connectors
such as BPMN, Report Engine, Utilities, etc. do not require any configuration, therefore this widget does not display the
health of these connectors.

\‘é', The Connector Health widget displays only those configurations that has access to both 'Self'

and 'Agent'. For more information on connectors and their configurations, see the "Connectors
Guide."

You can edit only the Title of this connector and optionally set it to always be expandable, if its on a module listing page.
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Edit Connector Health Tracker

Title

Connector Health Status

* Close + Save

The following image illustrates how the Connector Health widget is displayed on the dashboard page:

Connector Health Status

Anomali ThreatStream

ElasticSearch

Available

Each connector configuration row will display the number of configurations that are being monitored, for example, in the
image above, all the connectors have 1 Configuration Monitored.

If any of the configurations of a connector is unavailable, then the widget will display "Unavailable" in the red color and
the Health Check will be Unavailable. For example, in the above image the configuration of the Anomali ThreatStream
connector is unavailable. To view the details of the configuration being unavailable, click the down arrow on the
connector row, to display the Health Check Status of that configuration. You will see that the Health Check Status of this
configuration is "Disconnected". You can hover on the warning icon to know the reason for the configuration being
disconnected.

If all the configurations of the connector are available, then the widget will display "All Available" in green color and the
Health Check will be "Available". If any configuration is unavailable, then the widget will display "1 Unavailable" in the red
color and when you click the down arrow the Health Check Status will display "Available" for the configurations that are
available, and display "Disconnected" for the configuration that is unavailable.

If any connector is deactivated, then it will appear as "Deactivated" in red color and the Health Check will display as
"Deactivated".
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Record - Card View

Card Lists

Cards are like Single Line widgets, but they are in the form of card list in which you have up to four fields in a row. Using
the Card left border Color Based On drop-down list, you can also choose a color to emphasize fields, such as Type,

Severity, or Status.
You can select the Record Assignment (Default Filter) as Only Me or All. If you select Only Me, then from the
Assignment Field drop-down list, you must select the assignment on the basis of which you want to filter the dashboard

view.

Edit Card Widget

Title

Alerts

Max Record Limit

Only Me

Template O With Border

Alerts Card

Assigned To:
ID
Name

Select a field

Filter Criteria

ALL OF THE BELOW ARE TRUE (AND)

The following image illustrates how the Card List widget is displayed on the module page:
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Alerts Card
Assigned To: |

11
Repeated Login Failures on 193.148.50.20 (Internal, Safe)

Closed

5

WIN-EP2 - XmIWinEventLog:Microsoft-Windows-Sysmon/Operational

Closed

Repeated Login Failures on 193.168.50.20 (Internal, Safe)
Open

1

IMAP -WIN-EXCH_cyops.local

Closed

Use the Only Me | All (field) filter, i.e., to toggle the view on dashboards or modules based on this filter. The Nested
Filters component is also applicable to the Card List widget.

toggle the view based on this filter, instead, you must change this in the report template itself

\‘é’, The Only Me | Allfilter is not applicable to Reports, i.e., on the Reports page, you cannot
3 when you are adding or editing the Card List widget.

Card Count

The Card Count widget is simpler forms of the card widget showing a single number representing the total sum of a field
on a data model based on the filter you have specified. For example, using the Group By field, in the Card Count widget
you can get the total count of records assigned to with specific levels of severity. You can select the maximum number of
records to be fetched, up to the maximum of 250 records (default is set to 10) from the Max Record Limit drop-down list,
so that the widget displays the total count of those many records based on the specified filter.

You can select the Record Assignment (Default Filter) as Only Me or All. If you select Only Me, then from the
Assignment Field drop-down list, you must select the assignment on the basis of which you want to filter the dashboard
view.
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Edit Card Count Widget

Title
Open Alert Count By Severity (Last 7 Days)

Make Widget Always Expanded

Data Source
Alerts
Group By
Severity
Max Record Limit
250 A%
Record Assignment (Default Filter) Assignment Field

Only Me Assigned To

Widget Preview

Open Alert Count By Severity (Last 7 Days)

Assigned To:

0

Filter Criteria

ALL OF THE BELOW ARE TRUE (AND)
Status Equals - Open

Created On Is in the - Relative

Last 7 Days

" Save X Close
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The following image illustrates how the Card Count widget is displayed on a page:
Open Alert Count By Severity (Last 7 Days)

Assigned To:

18 |16 |9 19

MEDIUM

Use the Only Me | All (field) filter, i.e., to toggle the view on dashboards or modules based on this filter. The Nested
Filters component is also applicable to Card Count widget.

\‘é', The Only Me | All filter is not applicable to Reports, i.e., on the Reports page, you cannot

toggle the view based on this filter, instead, you must change this in the report template itself
when you are adding or editing the Card widget.

Record - Listing

You can change the listing page title if you want to name it something other than the plural name of the module. You can
change listing page title of modules in Incident Response (Indicators, Tasks, etc.) and Resources (Attachments, etc).
However, you cannot change the title of modules such as Automation, Reporting, Content Hub, etc.

For example, if you want to change the name of the Alerts module on the Alerts Listing page to Custom Alerts, click
Alerts from the left-navigation to view the alert records listing page. Click the Edit icon on the top left of the Alerts page,
to enter the 'Template Editing’ mode. In the Template Title field, enter the name of the module that you want to display
as the title of the list view. For example, enter Custom Alerts:

Template Editing Mode Enabled X Cancel 4 Revert Changes |/ Apply Changes

Alerts

Template Title

Custom Alerts

% Rows

§ & Chart: Open Alerts By Severity ) § @ Chart: Alerts by Type

Click Apply Change and then click Confirm to view the updated list view title:

@ »

Template Saved! X
Custom Alerts

Open Alerts By Severity v Alerts by Type

Assigned To: Me | Assigned To: Me |

lltems © |+ Add

Awaiting Action

To change the title back to its original, edit the template and clear the text of the Template Title field.
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Single Line Item

The Single Line widget displays records in a single column. You can use this widget to display records, such as tasks,
that are assigned to you and get the complete detail of the tasks in one view.

You can select the Record Assignment (Default Filter) as Only Me or All. If you select Only Me, then from the
Assignment Field drop-down list, you must select the assignment on the basis of which you want to filter the dashboard

view.

Edit Single Line Widget
Title
Alert Details in a Single Line

Make Widget Always Expanded

Data Source
Alerts
Max Record Limit

10

Record Assignment (Default Filter) Assignment Field

Only Me Assigned To

Single Line Item Template

Select a field Add Column

Alert Details in a Single Line

| All(field) :  Select a field

Description Source

The following image illustrates how the Single Line ltem widget is displayed on the module page:

Alert Details in a Single Line
Assigned To: M |

IMAP -WIN-EXCH.cyops.local

Suspicious Login Failures on asset ip-192-1 21 from 113.190.60.128

WIN-EP2 - Xm|WinEventlLog:Microsoft-Windows-Sysmon/Operational

Repeated Login Failures on 193.168.50.20 (Internal, Safe)

Suspicious Login failures on asset ip_193_168_50_20 (Internal, Safe)

Use the Only Me | All (field) filter, i.e., to toggle the view on dashboards or modules based on this filter. The Nested

Filters component is also applicable to Card List widget.
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toggle the view based on this filter, instead, you must change this in the report template itself

\‘é’, The Only Me | Allffilter is not applicable to Reports, i.e., on the Reports page, you cannot
3 when you are adding or editing the Card List widget.

Simple Grid

Use the Simple Grid widget to render data in a tabular form in dashboards and reports or wherever you want to render
data in the grid format. The Simple Grid widget does not provide any option to search or sort columns or apply filters to
records in the List View of the module (as available in the Module List View using the Grid widget). The Simple Grid is a
pure display-only grid that is sorted as per the template specification.

When you are adding or editing the Simple Grid widget in Dashboards or Reports, you must specify the title of the simple
grid and the Data Source that determines the record type displayed in the simple grid. For example, if you select the
Data Source as Alerts, then the widget displays only those records whose type is "Alerts."

Edit Grid Widget

Title
Simple Grid containing brief alert details
Data Source Section Show/Hide

Alerts 0 Always Show ® Hide widget if its output has no records

Max Record Limit

10
Single Line ltem Template

Select a field Add Column ~ Configure Grid Column Width

Simple Grid containing brief alert details

Name Description Source Severity Status

20 9% 40 % 10 % 10 % 10 %

Filter Criteria

Inthe Ssection Show/Hide section, you can choose to either always display this widget, the Always Show option
(default), or you can choose to display this widget only if there is at least one record present in the selected module, the
Hide widget if its output has no records option.

In the Maximum Record Limit field specify the maximum number of records that should be displayed in the widget. You
can specify any number between 1 to 200. By default, it is set to 10.
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In the Columns section, select the columns that will be displayed as part of the grid in the Li st view of the module. To
add the field as a column, select the field to be part of the grid from the Select a Field list and then click Add Column. If
you want to define the width of the columns in the grid, then select the Configure Grid Column Width check box, and
this will display a text box in the columns which you have added in which you can specify the width of the columns in the
percentage (%) format. You can also change the position of how the columns will be displayed in the grid by dragging
and dropping the field, add filters to the grid and sort the grid based on a sorting parameter you specify.

The Simple Grid widget displays the complete text instead of "..." for fields that could contain longer content such as
"Description”. This enhancement ensures that reports do not contain truncated field content and instead contain the
complete content for all fields. In addition, pagination is supported for this widget for easy navigation across records.

For more information on adding filters and sorting records, see Common components within Widgets.
The following image illustrates how the Simple Grid widget is displayed when used in a dashboard or specific page:

Simple Grid containing brief alert details

DESCRIPTION SOURCE SEVERITY S5TATUS

Following Suspicious activities detected
Repeated Login Failure on Win- - ous Login Failures on asset Win-EP2 from 00600000 300 . Brute Force
Investigating
EP2 Attempis
-Suspicious File (Potentially Malware) Detected on WIN-EP2

OutBound Connection N Splunk Alert For PaloAlto Network Traffic policy violation. Splunk P(_)Il'cy_
PaloAlto Network Traffic Alert Violation

An Email received to "Report-Phishing’ mailbox from the

IMAP -WIN-EXCH._cyops. local employee

Splunk Phishing

Repeated Login Failures on Suspicious Login failures on asset ip_193_168_50_20 (Internal,
193.168.50.20 (Internal, Safe) Safe)

Brute Force
Seluk Attempts
Repeated Login Failures on Suspicious Login Failures on asset ip-192-168-50-21 from
192.168.50.21 (External, Safe) 113.190.60.128

Brute Force
il Attempts

WIN-EP2 -
XmIWinEventLog-Microsoft- Alert report by SysMon for host -WIN-EP2 Splunk

Windows-5ysmon/Operational

Other /
Unknown

Malware Detected on WIN-EP2 Suspicious File (Potentially Malware) Detected on WIN-EP2 Splunk Malware

Repeated Login Failures on Suspicious Login Failures on asset ip-192-168-149-25 from Brute Force

192 168.50.19 (External, 43.295.46.25 Splunk

Malicious) Attempts

1-10 of 181

As you can see in the above image, using the Simple Grid you cannot perform any operations, like sorting columns or
filtering records, it is only used to display data in the grid format.

Grid

Grids are tables, with rows representing record instances and columns representing fields.

You can opt for a lighter version of the grid widget to enhance performance and usability. Additionally, from release 7.6.0
onwards, administrator have the option to enable the 'Light Mode' for the 'Grid' widget globally across modules to boost
performance.
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To use the lighter version of the grid widget, click the Enable Light Mode checkbox in the Grid row:

Template Editing Mode Enabled

X Cancel 4 Revert Changes v Apply Changes

Alerts

& Rows

Define a new structure Container

#d Chart: Alerts by Type

°

#f Chart: Open Alerts By Severity H
+ Add Widget

+ Add Widget

Define a new structure Container

v Enable Light Mode [ )

+ Add Widget

Add Row

The performance improvements in the case of the Light Mode are achieved by fetching the total count of records only on
demand when the user clicks Get Total Item Count at the top of the grid. Also, in this case, the pagination options at the
bottom of the grid display the Next and Previous buttons without the total count of pages as shown in the following
image:

Alerts

Assigned To: Assigned To:

Showing 5 Items

Q¥ + Add = Execute v

D Priority Weight . Severity Assigned To ... Name Source Type Status Created On ... Escalated Ack SLA

Search Search Search w Search w Search Search Search w Search w Select w Search w Search

172

147

144

134

111

Low
Critical

High

OutBound C... Splunk

Repeated Lo... Splunk
WIN-EP2 - ... QRadar
Repeated Lo... ArcSight

Repeated Lo... QRadar

Policy Violat...

Lateral Mov...

Policy Violat...

Data Exfiltra...

Lateral Mov...

Open

Closed

Investigating

Open

Investigating

02/10/2022...

02/10/2022...

02/10/2022...

02/10/2022...

02/10/2022...

Awaiting Action

Awaiting Action

Awaiting Action

Awaiting Action

Awaiting Action

In the case of the Light Mode Grid, users can navigate beyond the last page when the page
length and number of records on the last page are equal. For example, the page length is set
to 20 records per page and there are 40 records in all, then users can navigate to the 3rd page,
where they will see 0 records. However, if there are 30 records in all then this issue will not
occur, i.e., the users will be able to navigate only till the 2nd page.
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Performance tests run to ascertain the performance improvements achieved while using the Grid in the Light Mode when
compared to the normal Grid determined that using the Grid in the Light Mode improved the performance by around
35%. Some numbers that we observed while running is the test are:

» For pages containing 30 records per page, a performance improvement of 65% was observed.

» For pages containing 250 records per page, a performance improvement of 17% was observed.
To edit a grid, click the Edit icon in the Grid Widget row. A grid holds records belonging to a single record type based

"Data Source" that you have specified. For example, if you select the Data Source as Alerts, then the widget displays
only those records whose type is "Alerts."

« Enable Horizontal Scroll
Columns

Select a field v Add Column

[»] Severity Assigned To Name Source Type Status Ack Due Date

Escalated

Row Expansion

4| Enable Row Expansion

Select a field v Add Column

Description &% Closure Reason Closure Notes %%

+ Make Fields Editable

Actions

ﬂ Itis recommended that you should use the Simple Grid widget and not use the Grid widget to
l create Reports.

If you want to allow horizontal scrolling in grid views, which provides better usability in scenarios where the data grids
that have a large number of columns, then select the Enable Horizontal Scroll checkbox. If after enabling the horizontal
scroll, you decide that you do not want a horizontal scroll, i.e., you clear the Enable Horizontal Scroll checkbox, then all
the columns of the grid will go back to having equal width.

If you want to display an overview of record in the grid view itself instead of the user having to open the record in the
detail view, then select the Enable Row Expansion checkbox. From the Select a field list, select the fields that will be
displayed as part of the record overview when the user clicks the expand icon (>) in the record row. From version 7.2.0
onwards, you can also choose to edit the fields that are part of the expanded row by selecting the Make Fields Editable
checkbox. This is useful in cases such as, analysts working in the preview mode itself can quickly select the appropriate
closure reason for an alert and add the closure notes to the alert. You can also choose how to render a text field that has
its subtype set to "Rich Text", either Rich Text (Markdown), which is the default or Rich Text (HTML). For example, in the
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« Enable Horizontal Scroll
Columns

Select a field v

ID Severity Assigned To

Escalated

Row Expansion

4| Enable Row Expansion

Select a field ~

Description Markdown (default) v | &%

Markdown (default)
IFrame

¥ Make Fields| |Frame - Sandbox

Actions

Similarly, if you have a text field that has its subtype set to "Rich Text (HTML)", you can choose how you want to render
that field from the following options: HTML (default), iFrame, or iFrame (Sandbox), and if you have a text field that has its
subtype set to "Text Area", you can choose to display it in the JSON format.

The following image illustrates how a record with its row expanded is displayed in the Grid view:

Alerts

+ 0O

port by SysMon for host -WIN-EP2

Write Preview

HB I S=|aizi-xz<€ BE@@ A

This is a duplicate alerll

In the Grid widget in Reports and Dashboards, you will find an additional Limit field, in which you can specify the number
of records that will be displayed on a single page for that module. By default, this is set to 30.

In the Columns section, select the columns that will be displayed as part of the grid in the Li st view of the module. To
add the field as a column, select the field to be part of the grid from the Select a Field list and then click Add Column.
You can add tags, which are very useful in locating records, to records by choosing the Tags field. You can add special
characters and spaces in tags from version 6.4.0 onwards. However, the following special characters are not supported
intags: ', , , ", #, ?,and /. Once you add the Tags column, you can add and search for tags while adding or editing
records. You can also change the position of how the columns will be displayed in the grid by dragging and dropping the
field to the appropriate place on the grid as shown in the following image:
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Data Source

« Enable Horizont: Cro
Columns

Select a field ~ Add Column

[0} Severity _ Name Source Type Status Ack Due Date
0
Escalated
Row Expansion
« Enable Row Expansion

Select a field - Add Column

Description &% Closure Reason Closure Notes %%

+| Make Fields Editable

In the Actions section, you can create buttons for commonly used actions by selecting a manual trigger playbook from
the Select a Manual Trigger Playbook list and click Create Button. You can search and select an icon that that will be
displayed on the action button from the Filter Icons list. If you do not want an icon to be displayed, select None. The
names that are displayed in the Select a Manual Trigger Playbook drop-down list, and therefore the name of the
manual trigger button, are the names that you have specified in the Trigger Label Button field in the playbook.

FortiSOAR 7.6.1 User Guide 107
Fortinet Inc.



Dashboards, Templates, and Widgets

Add Column

Source Description Due Date Type Severity

Assigned To Escalated Tags Source IP Escalation Reason
Created By
Actions

Select a Manual Trigger Playboc ¥ Create Button

E Escalate ¥ ¥  Resolve Alert None ~ feate Demo Records

Filter Criteria

B B B B

ALL OF THE BELOW ARE TRUE (AND) = B Create Record )

Default Sort

You can also define filters for records in the Grid widget itself. The Grid Widget includes the Nested Filters component
that you can use to filter records in the list view using a complex set of conditions, including the OR condition. See the

Nested Filters section for more information.

The following image includes a specific filter criterion for filtering records that have Severity Equal to Critical

ORsStatus Equal to Investigating:
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Actions
Select a Manual Trigger Playboc ¥ Create Button

None ~ sealate ¥ >  Resolve Alert B ~ Create Demo Records

Filter Criteria

ANY OF THE BELOW IS TRUE (OR)

Severily Equals =  Critical

Status Equals - Investigating

Default Sort

Created On © Ascending ® Descending

You can also use Default Sort to specify fields based on which the records in the module will be sorted by default.

Once you have made all the changes to the Grid widget, click Save and Apply Changes to view the updates made to
the List View inthe module.

The following image displays the List view of the module, with a record being expanded, in which the Severity Equal
to Critical ORStatus Equal to Investigating filter has been applied:

Alerts

Alert Grid
4ltems & |4 Add @B Create Demo Records

m| ame ue Date Trpe var Status
Search ¥ Search ¥
IMAP -WIN-EXCH c. Splunk Phishing Investigating 11/22/2019 11:45 _
Description Suspicious Login Failures on asset ip-192.111.11.11 from NN
Source Fortinet
Due Date 01/13/2020 12:00 AM
Type Phishing
Tags fortinet | phishing
Phishing attempt o... Splunk Phishing Investigating 11/22/2019 11:45 .
WIN-EP2 - XmlWin... Malware Open 11/22/2019 11:48 .

OutBound Connecti__ Policy Violation Investigating 11/22/2019 11:48 _
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Summary

Use the summary widget to display multiple editable fields that you can display in the record detail header, with an aim to
summarize the record quickly.

When you are adding or editing the Summary widget in Dashboards and Reports, you must specify the Data Source for
which you want to add the summary, and then select and add fields that you want to include as part of the summary, as
shown in the following image:

Summary

Form Group Title (Leave Blank For No Title)

Incident Summary
Data Source Section Show/Hide

Incidents v © Always Show @ Hide widget if its output has no records
Max Record Limit

10

Page Breaks (PDF Export)

Print each record on new page

Record Title
Bl Richtext Content
0O Card View ® Grid View

Row Style

Select a field

Form Group =— == === === =

Inthe Section Show/Hide section, you can choose to either always display this widget in the dashboard or report, the
Always Show option (default), or you can choose to display this widget only if there is at least one record present in the
selected module, the Hide widget if its output has no records option.

In the Max Record Limit drop-down list, you can also specify the maximum number of records you want to see in the
summary widget, by default, it is set to 10.

From version 7.0.2 onwards, you can choose to add a page break after each iteration of the Summary widget by clicking
the Print each record on new page checkbox. If you select this checkbox, then for example, if you have configured
your Summary widget to display critical alerts with their related incidents, then the summary of each critical alert along
with its associated incidents get displayed in a new page. If you do not select the checkbox, then the critical alerts and
their associated incidents are displayed one after the other without any page breaks.

The Record Title section contains the Richtext Content widget, using which you can define a stylized title for
each looping section within the Summary widget. See the Richtext Content section for more information.

You can choose whether you want to view the Summary in the Card View or the Grid View.
From the Select a Field drop-down list, select the fields that you want to be part of the Summary and click Add.

Inthe Related Records section, you can add the widgets of the linked records belonging to the selected record, i.e.,
you can add related widgets that you require within the Summary widget. For example, if you want to display an incident
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summary along with all its linked alerts, in a single Dashboard or Report, you can use the Summary widget and in the
Related Widgets section, you can add a chart widget that displays linked alerts:

Summary

Select a field

Form Group

¢ Name

¢ Description

¢ Severity

Response Due Date

Add Row

Related Records

Define a new structure — == === z=== —— =—= Default

+ Add Widget

The following image illustrates how the Summary widget that you have defined above will appear in a Dashboard or a
report:

Incident Summary

Name
Policy Violation

Description
The intentional or unintentional release of secure information to an untrusted environment. Other terms for this phenomenon include unintentional information disclosure; data leak and also data spill.

Severity
CRITICAL

Response Due Date
04/08/2022 11:01 AM

Related Alerts

High I Critical

In case of the Detail view, since you are already in a module, you do not need to specify the module. All you need to do is
select and add fields that you want to include as part of the summary, as shown in the following image:
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Summary

Form Group Title (Leave Blank For No Title)

Hide Field Names

Upper Right Title Upper Right Field

Response Due Date

Record Fields

Editable Form and Editable Form Group

Form Group widgets display records as part of an editable form. There are the following types of form widgets:

Editable Form widget: Use this widget to insert a form that contains all the editable fields for the Alerts module. You
cannot choose fields in this widget and all the editable fields of the current module are included.

Define a new structure == == === == = == Default

2 @ Editable Form

The following image illustrates how the Editable Form widget is displayed in the Detail View of a record:

Alert: IMAP -WIN-EXCH.cyops. local

SR Alert-1 | IMAP -WIN-EXCH.cyops.local

Last Madified 11/22/2019 04:06 PM by CS Admin

(D Alert Details =& Playbooks @ Audit Log

IMAP -WIN-EXCH.cyops.local ures on asset ip-192-168-50-21

Editable Form Group widget: Use this widget to insert a group of standalone form fields. You can use this widget to
create a form that users can use to fill in the details for a record:
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If you have a text field that has its sub-type set to "Rich Text (Markdown)" such as the "Description" field, you can choose

Template Editing Mode Enabled

Editable Form Group

Editable Form Group

Editable Form Group

Editable Form Group: Type Details
Editable Form Group: Reporter Details

Editable Form Group: Email Details

Alert: Malware Detected on WIN-EP2

s Alert-4 | Malware Detected on WIN-EP2

Last Modified O8/04/2020 03-00 PM by Playback

(O Alert Details

Suspicious File (Potentially Malware) Detected on WIN-EP2

4 CS Admin Source Splunk
Open XX-YY-ZZ-DEMO

Malware

% Cancel 4 Revert Changes |« Apply Changes

i B editsbler.. [4

+ Add Widget

| Container

G &

how you want to render that field from the following options: Markdown (default), iFrame, or iFrame (Sandbox):
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Editable Form Group

RUW aLyie

display-inline-block

Select a field

Form Group

2 Ack Due Date $ Ack Date 1 AckSLA

3 Response Due Date i Response Date i Response SLA

3 Email Body
HTML View Mode

Markdown (default) +

Markdown (default)
IFrame
IFrame - Sandbox

Clickable Links

Similarly, if you have a text field that has its sub-type set to "Rich Text (HTML)", you can choose how you want to render
that field from the following options: HTML (default), iFrame, or iFrame (Sandbox), and if you have a text field that has its
subtype set to "Text Area", you can choose to display it in the JSON format (See Displaying "Text Area" fields in the
JSON format).

Note: Text fields with sub-type set to Rich Text (HTML) or Rich Text (Markdown) have a Clickable Links checkbox,
which determines if links in the field are clickable (default) or disabled. You can disable links in fields such as 'Email
Body," as you might want to prevent users from clicking on links in phishing emails, etc. Clear the Clickable Links
checkbox to disable links in Rich Text (HTML) or Rich Text (Markdown) fields.

Important: When the sub-type of a field is set as Rich Text (HTML) or Rich Text (Markdown), and this field expects data
to be populated from external data sources using data or email ingestion, then ensure that the System View Template
(SVT) of the field is set to 'iFrame’, i.e., select iFrame as the HTML View Mode of this field to prevent any XSS attack
attempts or overriding of the parent CSS styling.

Uncategorized Fields

Use the Uncategorized Fields widget to display fields that have been newly added or the ones that have not been
explicitly added to the module layout or view template. This widget evaluates missing fields by comparing the fields in the
module mmd with existing fields added in the view panel (module layout) of that module. Similarly, whenever you add
any new fields to a module, those also will be displayed in this widget and you can choose to display those fields in the
view panel.

For example, if you select the Incident Module and add the Uncategorized Fields widget, you will see the fields that are
present in the module but not added in the view panel, which are Source Data, Impact Assessments, System Assigned
Queue, Created By, and Tags. The missing fields are shown in the Excluded Fields section. To choose the fields
that you want to display in the view panel, click the red cross in the row of those fields. These fields will move to the
Included Fields section and will be shown in the view panel. For example, if you do not want to include the Source
Data, Tags, and Created By fields in the view panel, then click the red cross in that row in the Excluded Fields
section, which will then move these fields into the ITncluded Fields section, as shown in the following image:
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Uncategorized fields

Uncategorized Fields Title (Leave Blank For Mo Title)
Fields Newly added to the view template

Row Style

Included Fields

Source Data

Created By

Tags

Excluded Fields

Impact Assessments

System Assigned Queue

The following image illustrates how the Uncategorized Fields widget is displayed in the Detail View of a record:

Summary

Use the summary widget to display multiple editable fields that you can display in the record detail header, with an aim to
summarize the record quickly. For more information, see the Summary section above.
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Header Widgets

Primary Detail

Use the Primary Detail widget to add a Header row that is a top-most field to display a record title. You can choose
whether this field would be editable or not. If you do not want the Header row items to be editable, then click the Read-

Only checkbox for the Picklist and Title Field fields.

You can choose the ID field that will be displayed in the Primary Details row in the Detail View of a record. The ID field
that you can choose is limited to integer fields or text fields. For example, you can choose Source as the ID Field to be
displayed in the Detail View of a record. By default, the system ID is selected in the ID Field drop-down list.

From version 7.0.0 onwards, a new Featured Relationship widget is added to the Primary Detail widget. This widget
displays a single related record, which is usually utilized to show any active war room or other investigation. To configure
this widget, use the Select a field drop-down to select the relationship field you want to display in this record. For
example, select War Rooms. In the Color Field choose the field which will be used to display the color of the indicator
circle. In the Pre-text field, enter the text that should appear before the record ID. To drill down on the specific record that
will be displayed, specify the query filters and sort order. For example, in case of war rooms, this widget gets displayed
only if the "War Room status is set to Live" and it uses the most recent War Room since the sort is set to Created On

(descending order).

Template Editing Mode Enabled

2 B Primary Detail

Picklist ID Field Title Field

Severity Source ~ Name

Select a field

Ack SLA Percentage Missed
Containment Time (Minutes)
Destination IP

Device UID

Dwell Time (Minutes)

File Hash

ID

Metrics

MName

Recipient Email Address
Recovery Time (Minutes)
Response SLA Percentage Missed
Sender Domain

Sender Email Address

Source

Source ID

Source IP

 Enable Direct Action Execution Pan_ Target Asset anel

Select a Manual Trigger Playba v ent Summary Report

X Cancel  + Revert Changes | v Apply Changes

Container

Featured Relationship

War Rooms
Color Field Pre-text

Status Under Investigation In
Sort
@ Ascending

Created On - © Descending

Query
ALL OF THE BELOW ARE TRUE (AND) -

Status -~  Equals

o - Launch War Room - Incidents

Open Collaboration Panel On First Load

This widget adds a row that has a large font-size and no field label. You will also see + Add Tags field in this row using
which you can add tags to the record making it easier for searching and filtering records.

The following image illustrates how the Primary Detail widget is displayed in the Detail View of a record if you have

selected Source as the ID Field, and the incident is part of War Room-1:

incident: Sensitive Data Breach

ritical + Incident-SpIunk Sensitive Data Breach

Last Modified 03/25/2021 D2:44 PM by CS Admin |

Under Investigation In

The following image illustrates how the Primary Detail widget is displayed in the Detail View of a record if ID is retained

as the ID Field, and the incident is part of War Room-1:
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Incident: Sensitive Data Breach

citical +  |ncident-3 | Sensitive Data Breach

Last Modified 03/25/2021 11:13 AM by Playbook | |} Under Investigation In

Record Type

Use the Record Type to add a stylized field in the top left of the record to display the fields such as severity, status, type,
etc of the record.

: = Record Type

Picklist Field
Select a field

Select a field
Severity
Status

Type
Escalated

The following image illustrates how the Record type widget is displayed in the Detail View of a record, when Type is
selected to be displayed:

Alert: Security Lock Compromise

Hish= Alert-8 | Security Lock Compromise

Last Modified 11/25/2019 11:27 AM by CS Admin

(D Alert Details =& Playbooks @ Audit Log

Brute Force Allempls v Ale rt

Type

2l ip-192-168-50-21 from 113.190.60.128

Beaconing

Denial of Service
Brute Force Atternpts
Data Exfiltration

Lost / Stolen

Lateral Movement
Malware

Phishing

Related Record Listing

Relationships

The Relationships widget displays relationships between the current module and other modules. For example, if the
current alert row has a corresponding indicator, then that indicator is displayed as a row, using this widget.

You can select the relationships that you want to include or exclude from the view, i.e. in the Relationships tab of the
current module. By default, Exclude Few, Include Rest option is selected, i.e., by default, a few modules of your choice
are excluded from the view, and all the remaining modules, both current (existing modules) and future (modules that you
might add in the future) are included in the view:
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Relationships

Select Relationships to Include/Exclude In View

Exclude Few, Include Rest

d modules will b ded and all remaining relations (current and future) will be

Only Include Few

Limit to always showing the belov ed related mod

Select Related Module To Exclude

Hunts X Communications X Campaigns X Events X Alerts X
Assets X  Attachments X Comments X Companies X Incidenis X

People X Task X WarRooms X Owners X

Selected relations(1)

Indicators

v Save X Close

The other option is Only Include Few, which limits modules displayed in the view to only those that you explicitly select
in the Selected Relation Modules To Include list. Therefore, in this case newly added modules do not get included in
the view.

The Selected Related Module To Exclude lists the modules that will be excluded from view, you can choose to add
more modules to this list or remove some modules from this list. You can also use the options present in the Quick
Presets section to quickly exclude modules to display in the view. Click Exclude All to exclude all the modules from
the Relationships tab of the current module, or click Exclude Default to exclude default modules, i.e., Comments and
Attachments from the Relationships tab of the current module.

Similarly, if you choose Only Include Few, then from options in the Quick Presets section choose to quickly include
modules to display in the view. Click Include All to include all the modules from the Relationships tab of the current
module, or click Include All (Skip Default) to include all modules except the default modules, i.e., Comments and
Attachments in the Relationships tab of the current module.

You can now set up how the relationships are displayed in the current record by clicking the Settings
row of the relationship you want to edit, for example, in the Indicator row:

i=d) icon in the
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Relationships

Exclude Few, Include Rest

[] odules will be excluded and all remaining rela ; (current and future) will

Only Include Few

Limit to alw

Select Related Module To Exclude

Hunts X Communications X Campaigns X Events X Alerts X
Assets X  Attachments X Comments X Companies X Incidents X

People X Task X WarRooms X Owners X

Quick Presets |

Selected relations(1)
Indicators
Enable Light Mode
Enable Horizontal Scroll
v Enable Row Expansion

Select a field v Add Column

Description Markdown (default) ~ &£ Status
Markdown (default)

|IFrame
IFrame - Sandbox

You can set up the following:

« Enable Light Mode: Select this option to use a lighter version of this widget for better performance and usability.

» Enable Horizontal Scrolling: Select this option to allow a horizontal scroll in the case of a large number of columns

« Enable Row Expansion: Select this option to view details of related records in the grid view of the relationship
widget itself, instead of having to open the related record in a new window to view its details. Select the Enable Row
Expansion checkbox and from the Select a field list, select the fields that will be displayed as part of the record
overview when the user clicks the expand icon (>) in the record row.
You can also choose how to render a text field that has its subtype set to Rich Text (Markdown), which is the default,
or Rich Text (HTML). For example, in the above image, the "Description field" is subtype is set to Rich Text
(Markdown; therefore, you can choose how you want to render the "Description” field, from the following options:
Markdown (default), iFrame, or iFrame (Sandbox). Similarly, if you have a text field that has its subtype set to
"Rich Text (HTML)", you can choose how you want to render that field from the following options: HTML (default),
iFrame, or iFrame (Sandbox), and if you have a text field that has its subtype set to "Text Area", you can choose to
display it in the JSON format.

» Actions section in which you can select a playbook from the Select a Manual Trigger Playbook list and click
Create Button to pin a playbook to the Relationships widget. This is useful for frequently-used playbooks that users
want to display directly on the grid rather than having to choose them from the 'Execute' drop-down list:
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Relationships

Indicators X
|

se|Select a Manual Trigger Playbook
Block Domain
Unblock Domain
Block Email Address
Unblock Email Address
Block File
Block File MD5
Unblock File MDS
Unblock File
Block Host
Isolate Host
Unblock Host
Block IP Address on FortiClient EMS
Block Attacker IP Address
Block IP Address
Unblock IP Address
Block URL
Unblock URL
Add to Exclude List
Disable Specified User

Block Domain v Create Button

The playbooks listed in the Select a Manual Trigger Playbook list are 'Manual Trigger Playbooks' that are
triggered on the module that you are configuring, Indicators in our example. Therefore, in our case, the Select a
Manual Trigger Playbook list contains all manual trigger playbooks that are configured to run on the Indicators
module. Now, if you want to add the Block Domain button on the Relationships grid, then select the Block Domain
playbook and click Create Button. This will add the playbook, and you can then choose to associate an icon with
the button:

REIALIVIISHIPS
Q 1

lations(1]
Indicators
Enable Light Mode
Enable Horizontal Scroll
v Enable Row Expansion
Select a field v Add Column
Description &
Actions

Select aManu v Create Button

&~ |Action - Domain - Block (Indicator)

Once you are done with your changes, click Save.

The following image illustrates how the Relationships widget is displayed in the Indicator tab of the detail view of an alert
record. It also displays the Block Domain button that represents a pinned playbook:
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Alert: Repeated Login Failures on 192.168.50.21 (Ex-.
critical + Alert-1 | Repeated Login Failures on 192.168.50.21 (External, Safe)

Last Modified 04/08/2022 05:53 PM by Playbook

1 Items - 1 selected

_ © Change Expiry Status & Update Reputation | =l Execute = | % Block Domain  $5 Remove Link

File e Reputation

04/08/2022 10:31 .. 04/08/2022 10:31 ... gumblar.cn

Description Aggregate Score 15

Opera domain info The URL domain/host was seen to host badware at some point in time

Alexa domain info

DrWeb category known infection source

Websense ThreatSeeker category malicious web sites. parked domain

Forcepoint ThreatSeeker category malicious web sites. parked domain

BitDefender domain info This URL domain/host was seen to host badware at some point in time
whois Information:

Domain Name: gumblar.cn ROID: 20170715s10001594571999-cn Domain Status: clientTransferProhibited Registrant ID: dytc-175409 Registrant: S Jon Grant Registrant Contact Email:

3xdomains@gmail.com Sponsoring Registrar: DYNADOTCHINA LLC Name Server: ns1.parkingcrew.net Name Server: ns2.parkingcrew.net Registration Time: 2017-07-15 00:44:53 Expiration Time:
2018-07-15 00:44:53 DNSSEC: unsigned

30 v

1

& Actions || =3 Bxecute ~ 1 Escalate « Resolve & Send Email [£ Edit Record  #, Export Record {7 Delete Record

Relationships Single Line Card

The Relationships Single Line Card widget like the Relationship widget displays relationships between the current
module and other modules. However, it displays the related records in a single row and column. You can define the fields
that you would like to see for the related record in a single view.

Version 7.0.0 enhances this widget to make it more intuitive and represent relationships in a user-friendly way. You can
now link new records from the rendered widget, and also display more fields using this widget with greater control over
the layout of the fields.

You can select fields from the Select a field drop-down list, and choose which block you want to display that field. To
add a field in block one, select the field, and select the Add in block 1 checkbox, and then click Add Column. Each field
in Block 1 gets displayed in their own row. To add a field to Block 2, ensure that the Add in block 1 checkbox is cleared
(default). Fields in block 2 get grouped.

For example, in the following image, the Relationships Single Line widget has been defined for alerts with corresponding
incidents. Also, the Name and Severity fields have been added to Block 1, and Status, Phase, and Incident Lead field
have been added to Block 2:
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Edit Single Line Widget for
relationship module

Title
Brief summary of incidents related to this incident
odules
Incidents
d Limit
10 b

Single Line Item Template

Selecta field v Add in black 1

Brief summary of incidents related to this incident

Name

Severity

Status Phase Incident Lead

The following image illustrates how the Relationships Single Line Card widget is displayed in the Detail View of an alert
record that has a related incident record:

Alert: Malware Detected on WIN-EP2

High's| Alert-4 | Malware Detected on WIN-EP2

Last Modified 02/05/2021 12:29 PM by Playbook

Link record

Brief summary of incidents related to this incident £

Sensitive Data Breach

Critical

In Progress Detection

As seen in the above image, the Name and Severity fields have their individual rows, and the Status, Phase, and
Incident Lead fields have been grouped in a single row. Also, you can click the Link Record icon to link new records
from the widget.

Utility Widgets

Comments

Comments are a unique record type that can be associated with any other record and displayed within the record detail
interface. You can place the Comments widget anywhere within a record and comments are added in a rich text format,
using formatting styles. You can also embed hyperlinks and media within comments.
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}\ Clicking the Compact option hides the rich text controls.

Template Editing Mode Enabled x Cancel 4 Revert Changes | o Apply Changes

¢ [ Editable Form Group

+ Add Widget

Container

¢ & Comments

+ Add Widget

The widget displays the chronological history of all comments on that record. Comments, whether they are added using
the comments widget or the collaboration panel, are automatically displayed in the Timeline (Audit Log) of any record.

From version 6.4.3 onwards, you can edit the Contents field in the "Comments" module, and choose how this field
should be rendered, either Rich Text (Markdown), which is the default or as Rich Text (HTML). The following image
illustrates how the Comments widget is displayed in the Detail View of a record, when the "Content" field is set as Rich
Text (HTML):

Highw) Alert-6 | WIN-EP2 - XmIWinEventLog:Microsoft-Windows-Sysmon...

Last Madifled 02/11/2021 05:42 PM by €5 Admin

Comments
o

B I Y & ¥

R Attach File

AL ©sAdmin

Attaching

= Reply

1 Escalate  + Resolve 4 Launch War Room | =ff Execute - | & Actions - [ Edit Record T, Export Record {7 Delete Record

The following image illustrates how the Comments widget is displayed in the Detail View of a record, when the "Content"
field is retained as Rich Text (Markdown):
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Alert: WIN-EP2 - XmIWinEventLog: Microsoft-Windo...
Highi=) Alert-6 | WIN-EP2 - XmIWinEventLog:Microsoft-Windows-Sysmon...

Last Madifled 02/11/2021 05:42 PM by C5 Admin
o

Write Preview

HBISE=S | Gis=» <€ BREQ | »& 5

R Attach File

AL ©sAdmin

Attaching an incident related to this alert from another envi men Mark Comment as Important

* Reply

1 Escalate  + Resolve 4 Launch War Room | =ff Execute - | & Actions - [ Edit Record T, Export Record {7 Delete Record

You can format, add links, and inline images to your comment using the "Styling" toolbar. You can add files orimages by
dragging-and-dropping files or images (these are added as inline images) onto the comments panel, or by clicking the
Attachments button. You can attach a maximum of five files to a single comment. Both Inline images and images that
are attached get appropriately resized within comments. To view the images as per its original size so that it becomes
possible to read the contents of the images, click the attachment name to see the enlarged image. In case of inline
images, clicking the image name downloads the original image.

Click the Inline code or codeBlock buttons to add code to the comment. You can preview the comment by clicking on
the Preview tab and click the Full Screen icon to make the workspace cover the complete screen.

To add tags associated with this comment, add the tag in the + Add Tags field. You can search for comments in the
search using the Search textbox and also filter comments using tags. You can delete or modify your comments based
on the settings assigned by your administrator.

Version 7.0.0 introduces some important enhancements to the comments widget such as:

» Support for message threads (or nested replies), which helps to keep track of conversations and makes it easier to
respond to a specific thread.

« Ability to mark a comment as important.

» Added support for adding mentions or tagging users in comments by typing @, and then selecting the users from the
displayed list.
« Added support for filtering comments based on tags, mentions, and the importance flag.

For details on these enhancements, see the Working with Modules - Alerts & Incidents chapter.

\ﬂ If you select the Press "Enter" to post option, then comments get posted immediately after

the user presses Enter. In this case, if the user wants to add a new line, the user must use
"Shift + Enter."
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Visual Correlation

Use the Visual Correlation widget to visually display the nodes related to a particular record, i.e., to view the visual
relationship in a graph format.

If you are adding Visual Correlation as a tab, then click New Tab and enter the name of the tab, for example, Visual
Correlation, select an icon associated with this tab, and then click the green check mark. Click Add Widget in this tab
and then select Visual Correlation in the Choose Widget dialog to add the visual correlation widget in the detail view
of the record. You can edit this widget to add a title to the Visual Correlation graph, by clicking the Edit icon in the
widget's row, and enter the title in the Visual Correlation Widget Title field, for example, Alerts: Correlated
Records. From version 6.4.0 onwards, you can define the levels at which various nodes will be displayed in the "Tree"
view of the graph. You can change the levels by dragging and dropping the nodes at the level you want to display the
nodes in the "Tree" view of the graph. Click Save to save the changes to the Visual Correlations widget.

Visual Correlation

Visual Correlation Widget Title (Leave Blank For No Title)

Alerts: Correlated Records

Alerts
2 Incidents

¢ Indicators

As shown in the above image, we have set Alerts as Node Level 1, Incidents as Node Level 2 and so on.

Your administrator must configure settings for the correlations for this widget to be displayed in the detail view of the
record. For more information, see the Application Editor chapter in the "Administration Guide."

If the correlations settings are done, then you can see the Visual Correlation widget in the detail view of an "Alert" record
as shown in the images in the following list.

The Correlations Graph also includes the following:

« Alegend that describes the node types of the related records to left of the Correlations Graph.

« The ability to fit the graph on the screen by clicking the Fit in view button and other usability enhancements such as
zoom and pan tools.

» The ability to toggle between the Tree view and the Hub and Spoke view. The "Tree" view, which is the default view
displays the nodes in a hierarchical manner. The hierarchy in which the nodes are displayed is defined when you
add the Visual Correlation widget.

In our case we have defined "Alerts" as Node Level 1, "Incidents" as Node Level 2, "Tasks" as Node Level 3,
"Indicators" as Node Level 4, and so on, as shown in the following image:
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Alert: IMAP “WIN-EXCH cyaps.local

tow | Alert-2 | IMAP -WIN-EXCH.cyops.local

Last Modified 03/27/2020 03-32 PM by Playbook

7 Indicators = Correlations = k B Source Data ¥ Access Contral Visual Correlations

1 Escalate Resolve | = Execute - | & Actions = [ Edit Record T, Export Record [ Delete Record

Alert: IMAP “WIN-EXCH cyaps.local

tow | Alert-2 | IMAP -WIN-EXCH.cyops.local

Last Modified 03/27/2020 03-32 PM by Playbook

1r Indicators = Cormrelations ks i Source Data € Access Control Visual Correlations ® Audit Log

& (| = SO

1 Escalate Resolve | = Execute - | & Actions [ Edit Record T, Export Record [ Delete Record

« A'"context menu" to the related nodes that contains options to open the related record as shown in the following
image:
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Alert: IMAP “WIN-EXCH cyaps.local

tow | Alert-2 | IMAP -WIN-EXCH.cyops.local

Last Modified 03/27/2020 03-32 PM by Playbook

7 Indicators = Correlations B Tasks B Source Data ¥ Access Contral Visual Correlations ® Audit Log

S O

Security Lock Compromise

Open Record
¥ Open Record in New Tab

1 Escalate Resolve | = Execute - | & Actions = [ Edit Record T, Export Record [ Delete Record

You can choose to open the record in the current tab itself by clicking the Open Record option in the context menu
or you can open the record in the new tab by clicking the Open Record in New Tab option. This is especially useful
in cases you want to perform certain actions on the related record, such as blocking an indicator without losing the
context of the main record. The main node does not have the context menu since the main record is already open.

You can view the Visual Correlations graph in the full-screen by clicking the Full-screen Mode button. To exit the full
screen, press ESC.

File Upload

Use the File Upload widget to provide users with an area to attach file records. You can upload files to this area by either
dragging and dropping files or by clicking and browsing to a file.

L}
S L4
9 All files uploaded are referenced in Attachments using the File API.

In the File Upload widget, you can specify the module in which you want the files to be saved in the Attachments
Module field. By default, this is set as Attachments, i.e., when you upload files, using the File Upload widget, the files
become part of the Attachments record. Retain the values of the File Field and Name Field as default:

File Upload

Attachments Module

Attachments

File Field

File
Name Field

Name

X Close
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The following image illustrates how the File Upload widget is displayed in the Detail View of a record:

Alert: Security Lock Compromise

JEERSN Alert-8 | Security Lock Compromise

Last Moified 11/25/2019 11:27 AM by CS Admin

(D Alert Details =£ Playbooks @ Audit Log

Suspicious Login Failures on asset ip-192-168-50-21 frem 113.190.60.128

A €S Admin

Open

High

Brute Force Attempls »

Note: You can also edit the template of the add/edit form for any module and add the File Upload widget to that form.
This is useful when you want to create a record with attachments without having to create a many-to-many relationship
between the record and the attachments.

Timeline

The Timeline widget inserts a historical timeline for the current record. The Timeline widget is added by default for
records created in modules which are installed when you deploy FortiSOAR. If a user creates a new module and
publishes that in FortiSOAR, then the Timeline widget is not present. Users must edit the record template for the newly
created module and add this widget so that the timeline for records is available. You cannot edit the Timeline widget.

Template Editing Mode Enabled X Cancel 1 Revert Changes |+ Apply Changes.

Define a new structure =— == =

§ < Timeline

4 Add Widget

The Timeline widget appears in the Audit Log tab for records created in modules which are installed when you deploy
FortiSOAR. The following image illustrates how the Timeline widget is displayed in the Detail View of a record:
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Alert: Malware Detected on WIN-EP2

_ Alert-39 | Malware Detected on WIN-EP?2

Last Modified 01/21/2020 03:38 PM by Playbook

@ Audit Log

Select User Select Operation

Alert Updated
By Playbock: Alert > Set Assigned Date (upon

reassignment) 01/21/2020 03:38 PM

Assigned Date: 01-21-2020 10-08 AM UTC
12262619 056-08-AMUTE

Alert Updated
By User: CS Admin 01/21/2020 03:38 PM

Assigned To: Master User

Task Linked
By Playbook: Create Tacks  (01/21/2020 1139 AM

1 Escalate  « Resolve | @ Actions = [ Edit Record  f, Export Record [ Delete Record

W If you link a record that contains Unicode or non-English characters, then in the Timeline

‘Q' widget, you will not see that event (the link event), or you will not be able to see the details of
- that event. If you link a record with only English characters, the Timeline widget displays
- correctly.

You can toggle between the timeline view, grid view, and full-screen view of the of the audit log tab. To move to a full
screen view of the audit log, click the Full-screen Mode icon, which opens the audit log in the full screen as shown in the

following image:
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Select User Select Operation

Alert Updated
By Playbook: Alert > Set Assigned Date (upon
reassignment) 01/21/2020 03:38 PM

Assigned Date: 01-21-2020 10:08 AM UTC

Alert Updated
By User: C5 Admin 01/21/2020 03:38 PM

Assigned To: Master User

Task Linked
By Playbook: Create Tacks  (OL/21/2020 1159 AN

Task: Lloyds Test Ticket

Indicator Linked
By Playbook: Create Indicators
01/21/2020 11:39 AM

Incident Linked
By Playbook: Create Incidents
01/21/2020 11:39 AM

Alert Created
By Playbook: Create Alerts  (08/21/2020 11:38 AM

Name: "Malware Detected on WIN-EP2”
Type: "Denial of Service”

You can click the side arrows to view details of the event as shown in the above image. To exit the full screen, press ESC,
or click the Exit full-screen mode button.

Executed Playbooks

Use the Executed Playbooks widget to view the executed playbook logs associated with the current record or entity. The
Executed Playbooks widget is added by default for records created in modules which are installed when you deploy
FortiSOAR. If a user creates a new module and publishes that in FortiSOAR, then the Executed Playbooks widget is not
present. Users must edit the record template for the newly created module and add this widget if they want to view the
executed playbooks logs associated with the current entity. You cannot edit the Executed Playbooks widget.
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Template Editing Mode Enabled X Cancel 4+ Revert Changes [\~ Apply Changes

& Editable Form Group

& Timeline

+ Add Widget

Define a new structure Container

o~ v a Playbooks
N B -
Primary Tabs | + NewTab | iz Reorder Tabs

3 Executed Playbooks

Select a Manual Trigger Playbc v | Create Button T - Escalate ¥ + Resolve Alert & - Create Communication Record (Alert)

« Enable Direct Action Execution Panel Enable Recommendation Panel Open Collaboration Panel On First Load

The Executed Playbooks widget appears in the Playbooks tab for records created in modules which are installed when
you deploy FortiSOAR. The following image illustrates how the Executed Playbooks widget is displayed in the Detail
View of a record:

Alert: Repeated Login Failures on 192.168.50.21 (Ex...
low 1 Alert-1 | Repeated Login Failures on 192.168.50.21 (Exte...

Last Modified 04/01/2022 03:51 PM by Playbook

=2 Playbooks
@ -

» Test - Manual Input 2 Edit Playbook

FINISHED 0

e Test Manual Input —

‘. @ Find Associated Indicators

!

Manual Input Test

\
|

Sent Email Notification

& Actions = | = Execute ~ 1 Escalate « Resolve & Send Email [4 Edit Record 1, Export Record {7 Delete Record

Recommendation Settings

You can add the Recommendation Settings widget in the detail view of a record to display similar records and predict
values of fields. You can turn this widget on or off as per your requirement and also configure the settings for displaying
similar records and predicting values of fields. For more information on how to configure this widget, see the Working
with Modules - Alerts & Incidents chapter.
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Custom Content

iFrame

You can use the iFrame widget to display any external HTML page inside an HTML iFrame component. The iFrame
widget is present in the Dashboard and List Views templates.

Use the iFrame widget responsibly. FortiSOAR has no control over and assumes no
responsibility for, the content, privacy policies, or practices of any third-party websites. Ensure

all external HTML pages are verified and approved by your organization's Legal and IT teams.

EDIT IFRAME WIDGET

Title
Splunk Alerts
URL
https://www.splunk.com|
Height

200

X Close " Save

dashboard page can lead to recursive calls to other pages, which could cause the iFrame to

\‘é', You should not add a Dashboard page as a URL in the iFrame Widget, since adding a
- respond very slowly and FortiSOAR to become unresponsive.

An example of how you can use iFrame widgets would be that you could embed URLSs of external cyber security tools
(e.g., hex to ascii or url decoding services) that you often use within this widget. Then, when an alert comes into the
system, you can gather the data from the alert and paste it into the iFrame and quickly get analysis for the same, instead
of having to jump back and forth between tabs or windows. In some cases, it also helps to avoid using the API route,
which has its own limits.

ﬂ The iFrame Widget supports websites that have CORS enabled. If FortiSOAR displays a blank
I frame or an error in the iFrame then check the browser developer tools for more information.

Richtext Content

Use the Richtext Content widget to include formatted content, including lists and tables, images, and source code in your
Dashboard, List Views, and Details View templates.

The Richtext Content widget contains a "HTML WYSIWYG" editor for rendering rich text. An "HTML WYSIWYG" editor is
extremely easy to use and it renders the content in HTML and therefore can be used easily at places where HTML needs
to be rendered, for example, in an email, without the need for users to write code.
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You can add styles such as headings, bold, italics, add lists, tables, and insert links, media, etc. using the "Styling"
toolbar provided in the widget. To get help on what an icon in the styling toolbar represents, hover your mouse over that
icon. Click the Full Screen icon to move to the full screen view of the widget.

Richtext Content

Headingi EEEEEEEEEE R
L= B e 3 =

[Column Heading Column Heading
est

~/ Save X Close

Click the Source code button to view the HTML source for the above content:
Source Code

<h1>Heading 1</h1>

<table style="border-collapse: collapse; width: 96.816%:" border="1">
<tbody>

<ir>

<td style="width: 49.9391%:" >Column Heading 1</td>
<td style="width: 49.9391%:;” >Column Heading 2</td>
<ftr>

<tr>

<td style="width: 49.9391%:":

<td style="width: 49.9391%;">

< ftr>

</tbody>
</table>

If you want to add a button that launches a widget on pages such as the Dashboard, View Panel, Listing, etc., that guides
users through some configuration activities, then in the Richtext Content widget, click the Source code button and add
the following code:

<button id="launchWidget-<name-of-widget>-<version-of-widget>">Button Display
Name</button>

where, <name-of-widget>, must match the name (case-sensitive) of the widget that requires to be launched.

For example, <button id="launchWidget-demo-1.0.0">Launch CI/CD Config</button>

You can then format the button by changing its font, color, etc. as per your requirements:
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Richtext Content

Editor Type

Richtext (HTML)

X'  Parag.. v L

& =

Launch CI/CD Config

~/ Save ® Close

The Launch CI/CD Config button will then be displayed on the page where it has been added. Users can click it to
display the widget and perform the activities as defined in the widget.

If you want to add a button that triggers a Manual Trigger or Reference Playbook on pages such as the Dashboard, View
Panel, Listing, etc. to perform some operations, then in the Richtext Content widget, click the Source code button and
add the following code:

"<button id="triggerPlaybook-[PLAYBOOK UUID]" class="btn-primary">[BUTTON
TITLE]</button>

where, <PLAYBOOK_UUID>, is the UUID of the playbook (manual trigger or reference) that you want to trigger, and
BUTTON TITLE is the actual name of the button.

For example, <button id="triggerPlaybook-cc52222e-ca87-4blb-be9f-6ca064f1424d" class="btn-
primary">Trigger IP Enrichment Playbook</button>:

Source Code X

[<p> <button class="btn-primary" id="triggerPlaybook-cc52222e-ea87-4b1b-bedf-6ca064f1424d"> Trigger IP Enrichment Playbook</button> </p>

Save Cancel

You can then format the button (Trigger IP Enrichment Playbook) by changing its font, color, etc. as per your
requirements. .
The Trigger IP Enrichment Playbook button will then be displayed on the page where it has been added. Users can
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click the button and trigger the configured playbook:

>

Dashboard | @ anast -
ALERTS

Trigger IP Enrichment Playbook N Ne——
My Alerts By Severity

Assi d P H
+  MyAlerts By Type ssigned Person: e |

Assigned To: Me | Assigned To: Me |

Assigned Tasks

Assigned Person: Me |
Low  100% (1)

Brute Force Attempts ~ 100% (1)

100% w0

Low Brute Force Attempts

@ SLAEXPIRING SOON ® Critical Alerts

SLA Expiring In 7 Days

Assigned To: Me |

Repeated Login Failures on 192.168.50.21 (External, Safe)
Ack Due Date
fow 03/07/2023 12:53 PM

To add a button to launch a playbook in a widget, then you need to update that widget as described in the Adding a

button that triggers a Manual Trigger or Reference Playbook in a widget topic of the Widgets
Library chapter.

Example of using Richtext Content Widget

In our example, we have arranged alerts according to their source, for example, alerts that are from Splunk in one
category and alerts from another source in another category as shown in the following image:

Template Editing Mode Enabled X Cancel 1 Revert Changes | + Apply Changes

Alerts

Define a new structure =— = = Default

2 [E Richtext Content

Richtext Content

+ Add Widget

Add Rew

The Alerts Details Listing view will appear as follows, based on the template you have defined:
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»

Alerts
Alerts Listing by Source

Alerts whose source is not Splunk

20tem= o [ 4 Add | == Execuie =

O s D

rch v

O Repeated Log... 5 7 - FortiSIEM e Brute Force .
D IMAP -WIN-__ 7 7/ ~ Splunk - IMAP e Phishing

30 v

Alerts whose source is Splunk

6ltems o |4 Add | =& Execuie -

O w - o

O Repeated Login Fail.. 1 Splunk Brute Force Attempts  Open
O OutBound Connect... 8 Splunk Policy Viclation Open

[0 WIN-EP2 - XmIWin.. & Splunk Other / Unknown Open

In the context of Dashboards or Reports, you can also use the identifiers defined in the input variables as part of the
Richtext Content. For more information, see the Input Variables in Dashboards and Reports section.

For example, if you are creating a dashboard or a report for a particular Incident ID, then you can add the identifier
({{identifier}})forthe Incident ID that you have defined as the input variable to the Richtext content as Incident
Id: {{identifier}}.Based on the value you have specified in Inputs (for example 62 6), the Richtext content will
display Incident ID: 626 on the report or dashboard you are creating. For more information, see the Related Records
Filter in Widgets section. Similarly, you can also use { { todayDate} } to display the current date in a dashboard or
report.

In the context of Dashboards or Reports, you can also choose the dynamic fields that you want to display in the Richtext
Content, making it simpler and efficient for you to add dynamic fields to the Richtext Content.

Do the following, if for example, you want to add a Richtext Content widget, in the Incident Summary Report, which
contains the following fields: name of the incident and the date the incident was created on.

1. Click the Add Dynamic Fields link that appears at the top of the RichText Content Widget.

2. From the Field Type drop-list, select the type of dynamic field you want to add. You can choose from Record Fields,
Configured Input Fields, or Utility Fields.
Record Fields are fields that are part of the module that you select from the Data Source drop-down list. Based on
the module that you select and the provided record ID, using either a specific record ID or a pre-defined configured
input variable, you can add fields from the records.
Configured Input Fields are fields that you have defined earlier as input variables (see Input variables). These
fields allow you to add defined report input fields, and pull the value dynamically based on the input parameters
specified at the time of running the report.
Utility Fields are dynamic fields commonly used to add dynamic content, such as todayDate and timezone.

3. Forour example, we need to add the name of the incident and the date the incident was created on. To add the
Name and Created on fields in the Richtext Content widget, do the following:
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a. From the Field Type drop-down list, select Record Fields.

b. From the Data Source drop-down list, select Incidents.
Once you click Incidents, the Incidents ID field is displayed. The Incidents ID field is the <Module ID> field
that specifies the ID of the record from which you want to pick up the content of the dynamic field. You can
either provide a unique ID (i.e., the ID of a particular incident like 62 6) or select an ID dynamically from the list
of input parameters you have configured. In case of our example, an identifier, IncidentID, has been defined as
an input variable. Therefore, in our example, the Incidents ID field is displayed with 1D selected. You should
click the Add Custom Expression button and from the Select variable drop-down list, select IncidentID. This
means that users will provide the Incident ID ({ { incidentID} }) at the time they run the Incident Summary
Report.

c. Toadd the Name field, from the Field drop-down list, select Name and then click Add Field.
This will paste the jinja value of the Name field, i.e., { {name} } in the Richtext Content widget on the location
where your cursor is placed.

d. Toaddthe Created On field, from the Field drop-down list, select Created On and then click Add Field.
This will paste the jinja value of the Created On field, i.e., { {createDate} } in the Richtext Content widget on
the location where your cursor is placed.

Richtext Content

Dynamic Fields
Field Type

Record Fields

Data Source

Incidents

Incidents ID Field

IncidentiD o Created On Add Field

I S X Parag... ¥ L 14px

Incident Summary Report

“Incident ID" - {{incidentID}}, "Name" - {{name}}, “Created On" [{createDate}}

+ Save X Close

Important Points:

« Once you add a dynamic field to the Richtext Content widget, you cannot edit this field, also when you hover on the
added field, you will see the context of field. In the above image, the Incident ID is undefined since we have used an
input variable in the Incident ID field, which means that the user running the record will require to provide the
Incident ID at the time of running the report by clicking Input and entering the Incident ID.

« Incase of Record Fields, you must add dynamic fields for a single module, for example the name and description
of an incident record. If you add dynamic fields for multiple modules, the dynamic fields for the last specified module
are considered.

For example, if you have added the name field for the incident module and then you add the name field for the alert
module, the Richtext Content widget will display the name only of the alert record and not of the incident record.

Widget Library

You can add widgets such as Access Control, Task Management, etc from the widget library to the detail view of a
record. For more information, see the Widget Library chapter.
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Common components within Widgets

You can use common components that are part of widgets in the same way across Dashboards and Templates. Some of
the common items are:

« Default Sort
o Nested Filters

Default Sort

Default sort is part of the Grids, Card Lists, and Single Line Items widgets. Use Default Sort to specify fields based
on which the records in the module will be sorted by default.

Following example describes how to use default sort in a Grid widget:

Inthe Default Sort section, you can specify fields based on which the records in the module will be sorted by default.
Click the Add Sorting Parameter link to get a drop-list of all fields for that module. Select the field based on which you
want to sort the records, for example, Due Date, and then select whether you want the records to sort in the Ascending
or Descending order.

SELECT @ 1ELD

Name Source Due Date e Severity Status Assigned To Escalated

Tenant
Actions

Select a Manual Trigger Playboc v Create Button

1~ Escalate ¥ = Resolve Alert

Filter Criteria

ALL OF THE BELOW ARE TRUE (AND) w

Default Sort

Due Date v © Ascending ® Descending

X Close + Save

Nested Filters
Nested Filters is part of all the widgets, except the Custom Content and Structure Widgets. Use Nested filters to filter

records using a complex set of conditions. Nested filters group conditions at varying levels and use AND and OR logical
operators so that you can filter down to the exact records you require.

\ﬂ You cannot search or filter encrypted fields. Also, if you want to apply a filter with an Equals or

Not Equals logical operator to a richtext content field, such as Description, you must
enclose the content you want to filter in <p>. . . </p> tags.
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The Nested Filters component also has the ability to display fields with many-to-many relationships. Earlier, only
primitive types and one-to-many relationship fields were displayed in the Nested Filters component. For example, now
you can use this component to display all alerts that are associated with a specified Incident ID. An example of this is
included in the Related Records Filter in Widgets section. The Select a field drop-down listin Filters now also
categorizes fields into Primary Fields and Related Modules making it easier for you to understand whether a
field is a field of that module or a field of a related module. For example, for the Incidents Module, Assigned To and
Created On would be listed inthe Primary Fields section, and Alerts and Assets would be listed in the Related
Modules section.

Following example describes how to use Nested Filters in a Chart widget:

Inthe Filters section, you can add conditions by clicking the Add Condition link or add a condition group by clicking
the Add Conditions Group link.

For example, if you want to display alerts in a chart that have been created in the last calendar year and whose severity
is critical and whose status is open or investigating, you would create a filter as shown in the following image:

Edit Chart

Alerts

Section Show/Hide

© Always Show @ Hide widget if its output has no records

Only Me | All {field) - Select a field v

Filter Criteria
ALL OF THE BELOW ARE TRUE (AND) +
Created On - Isinthe v  Relative
Last Year -
Severity -  Equals v Critical
ALL OF THE BELOW ARE TRUE (AND)
Status ~  Equals v Open

Status - Equals w»  Investigating

To create nested filters based on the example, perform the following steps:

1. Forthe first condition group, click Add Condition Group, and then do the following:

a. Inthe Filters section, select the logical operator, either All of the below are True (AND), or Any of the
below is True (OR). For our example, we require the AND operator, since we want alerts that were created in
the last year, and whose severity is critical, so select All of the below are True (AND) option.

b. Click the Add Condition link and create a filter for alerts that have been created in the last year.

Fromthe Select a fielddrop-down, select Created On, from the Operator drop-down list select Is in
the, select Relative and then from the Created On drop-down list select Last Year. For more information on
date/time ranges, see Support for Custom Time Ranges in Filters.

c. Click the Add Condition link and create another filter for alerts whose severity is critical.

Fromthe Sselect a fielddrop-down, select Severity, from the Operator drop-down list select Equals
and, in the severity drop-down list select Critical.
2. Create the second condition group for the status condition, since you require to choose between two conditions in

Status.
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a. Click the Add Conditions Group link and select the logical operator. For our example, we require the OR
operator, since we want alerts whose status is Open or Investigating, so select Any of the below is True
(OR).

b. Click the Add Condition link and create a filter for alerts whose Status is Open.

Fromthe Select a fielddrop-down, select Status, from the Operator drop-down list select Equals and,
in the Status drop-down list select Open.

c. Click the Add Condition link and create a filter for alerts whose Status is Investigating.
Fromthe Sselect a fielddrop-down, select Status, from the Operator drop-down list select Equals and,
in the Status drop-down list select Investigating.

3. Click Save to save the filter.

Nested filters display logical operators depending on the type of field selected as a filter. For example, if you select a
Date/Time field, then you will see the following operators:

e Isinthe

e Is Null

« Equals

« Not Equals
» Before

» On or Before
o After

e Onor After

Similarly, if you select a field of type Integer you will see the following logical operators:

« Equals

« Not Equals

e Less Than

e Less ThanorEqual To

o Greater Than

o Greater Than or Equal To
e IsNull

Or, if you select a field of type Pick1list or Lookup you will see the following logical operators:

» Equals

e NotEquals
e IsiInList

e IsNotIn List
e Is Null

Or, if you select a field of type Text you will see the following logical operators:

« Equals

« Not Equals

« Contains

» Does not Contain

o Matches Pattern

o Does Not Match Pattern
e IsInList

e IsNotIn List

o Is Null
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The Matches Pattern and Does Not Match Pattern operators allow you to use basic pattern matching in conditional
statements using the percent (%) or underscore () wildcards. The % sign represents zero, one, or multiple numbers or

characters. The _sign represents a single number or character.

Support for Custom Time Ranges in Filters

You can define a date range, for Date/Time fields, using the operators mentioned earlier and filter records using the
following types of filters:

« Relative Date Ranges, A custom relative date, or a relative date range. A relative date is a date that is relative to
the current date. In case of a custom relative date range you define your own relative date range, for example,
filtering records in the last 4 days. In case of the relative date range, you can choose from a list of predefined options
such as, Last Year.

« Today, i.e., 00:00 hours of the current day to 23:59 hours of the current day.

» Static Date Ranges, For example, filtering records for December 2018, i.e., from 1st December 2018 00:00 hours
to 1st January 00:00 hours.

Definitions of time ranges while usingthe Is in the operator:

« Years and Months: Is the calendar year or months. This filter considers the current year and month, and then
applies the filter. For example, if you apply the Last Year filter on 1st February 2023 09:00 hours, then it would be to
filter records from 1st January 2022 00:00 hours to 1st February 2023 09:00 hours.

If you apply the Last Month filter on 15th February 2023 09:00 hours, then it would filter records from 1st January
2023 00:00 hours to 15th February 2023 09:00 hours.

Applying the Last Calendar Month filter returns results from the beginning of the last month to the end of the last
month. For example, if you apply the Last Calendar Month filter on 15th February 2023 09:00 hours, then it would
filter records from 1st January 2023 00:00 hours to 1st February 2023 00:00 hours.

Applying the Last 30 days filter returns results from the beginning of the last month to the end of the last month. For
example, if you apply the Last 30 days filter on 31st January 2023 09:00 hours, then it would filter records from 1st
January 2023 00:00 hours to 31st January 2023 09:00 hours.

« Days: Is the number of days for applying the filter. This filter considers the current day and time and then applies the
filter. For example, if you apply the Last 7 Days filter on 4th February 2019 09:00 hours, then records from 29th
January 2019 00:00hrs to 4th February 2019 09:00 hours will be considered.

» Hours (and Minutes): Is the hours and minutes for applying the filter. This filter considers the current hour and
minute and then applies the filter. For example, if you are applying the Last 24 Hours filter on 5th February 2019
15:30 hours, then records from 4th February 2019 15:00 hours to 5th February 2019 15:30 hours will be considered.

Important: The definition of the relative date time ranges has been simplified and changed in version 6.4.3 to include the
current unit of time, for example in case of last x years/months/days/hours/minutes, etc. Earlier the definition used to
exclude the current unit of time, for example, the filter would exclude the current hour in case the Last 24 Hours filter
was applied. Due to this change if you have used the Is in the operator and you have upgraded your environment
from a version prior to 6.4.3, then data will differ after the upgrade.

Forthe Is in The operator you can choose a relative date or a custom date to filter records. For example, if you have a
chart that displays alerts according to the created date, theninthe Filter Criteria section when you selectthe
Created On field and the Is in the operator, you will see Relative and Custom options:
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Edit Chart

Title

Alerts by Creation Date
Data

Alerts

Chart Type

© Always Show @ Hide widget if its output has no records
Only Me | Al (field):  Select a field v
Filter Criteria
ALL OF THE BELOW ARE TRUE (AND) v
Created On - Is in the - Relative

Creat, oSt
34 custom

Select an option

If you want to filter records based on a relative date and time, i.e, date and time relative to today, for example, you want
the dashboard or report to display all the alerts that were created in the last six months, then click Relative and then

select the Last 6 Months option.

Edit Chart

Title
Alerts by Creation Date
Dat:

Alerts

Chart Type Created On
- e Last Year
Last 6 Months
U Ser Last 3 Months
. = Last Month
Section Show/Hide Last 15 Days
: ; Last 7 Days
O Always Show @ Hide widget if its out Last 24 Hours
Last Hour
Only Me | All (field) : Select a field v =530 Min
This Year)
This Month
Today
Next Year

ALL OF THE BELOW ARE TRUE (AND) w || Next15Days
Next 7 Days

Filter Criteria

: Next 24 Hours
Created On - Isinthe Next & Hours

Created On - 1]

egories)

Select an option

Based on this filter the dashboard will display a timeseries of all alerts that were created in the last 6 months. For
example, Last 6 Months would be 1st July 2019 00:00 hours to 1st January 2019 09:00 hours, if you are applying this
filter on 1st January 2020 09:00 hours.

If you want to filter records on a custom relative date, i.e., if the datetime for which you want to filter records is not present
in the predefined list of relative dates, then you can choose the Custom option and specify the relative datetime. For
example, if you want the dashboard or report to display all the alerts that were created in the last nine months, then click
Custom and then select Last, type 9 in the next text box, and then select Months.
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Edit Chart

Title
Alerts by Creation Date
Data &
Alerts
Chart Type
ese
Section Show/Hide

© Always Show @ Hide widget if its output has no records
Only Me | Al (field) :  Salact a field v
Filter Criteria

ALL OF THE BELOW ARE TRUE (AND)

Created On - Is in the -

Last v 9

tegories)

Select an option

Based on this filter the dashboard will display a timeseries of all alerts that were created in the last 9 months. For
example, Last 9 Months would be 1st April 2019 00:00 hours to 1st January 2020 09:00 hours, if you are applying this
filter on 1st January 2020 09:00 hours.

When you are usingthe Is in the operator and you specify a Custom filter with the same

NP time range as the options present in the Relative filters, then after you save the filter, the filter
‘Q' changes from Custom to Relative. This does not impact any functionality. For example, if you
- have specified a Customfilteras Is in the Last 1 hour, then after saving this filter

when you reopen the template you will observe that the filter has changed to a relative filter
since the Last 1 hour option is present in the pre-defined list of Relative filters.

Forthe Before,On or Before, After,0rOn or After operators you can also choose a static date or a relative
date based on which you can filter records.

In case you have upgraded to a version later than 5.0.0, then you will have to reselect your
datetime filters, since the new datetime filters are not backward compatible. You will be able to
ﬂ see the older applied datetime filter in the FortiSOAR reports and dashboards. However, if you
\ want to edit these filters, then you will have to reselect all the datetime filters in that dashboard
I or report. Similarly, if you import a report or dashboard into version 5.0.0 or later, it will work
fine. However, if you want to edit the datetime filter, you will have to reselect all the filters in
that datetime dashboard or report.

You can also use variables that you have defined in the Input variables in the Nested Filter component. To use defined
input variables, click the Add Custom Expression icon and select the defined input variable. For example, if you have
defined the From Date input variable to be used in Dashboards or Reports, select this variable, as shown in the following
image:
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Edit Chart

Title

Section Show/Hide
O Always Show @ Hide widget if its output has no records

Only Me | All {field) :  Select a field v

Select variable v €

Select variable
From Date

Behavior of Nested Filters in case of records that have 'null’ value

x Records that have a 'null' value in a field are not displayed when you filter records using the

Not Equals operator.

Example:

If you want to define a filter that will retrieve all records whose severity is not equal to critical, you must add the following
two conditions to ensure you retrieve all records: Severity Not Equals Critical, and Severity Is Null True. If you add
only the Severity Not Equals Critical condition, then records that do not have any Severity assigned to them (null
records) will not be retrieved.

Display Elements

Use display elements within widgets to control the behavior and display of fields within widgets

All Inline or Inline Editor

Selecting the All Inline or Inline Editor checkbox treats all the fields within the widget as inline fields. Inline fields are
editable by clicking the fields. If a field is not inline then to edit that field, you must click the Edit button that appears
alongside the field.

Read-Only

Selecting the Read-Only checkbox treats all the fields within the widget as read-only fields, irrespective of the
permissions assigned.
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Container

Selecting the Container checkbox arranges and styles the widget, which it contains appropriately such that they appear
as one cohesive unit.

Insert Row Above

Click the Insert Row Above link to insert a blank row, wherever required.

Displaying "Text Area" fields in the JSON format

You can use the "JSON field" type to store data in the JSON format directly for fields such as Source Data that
commonly store data in the JSON format.

The Editable Form Group widget provide you with the ability to display JSON data in the JSON format for fields that
have their field type set as Text Area. For example, if alert data is forwarded from a SIEM to FortiSOAR in the JSON
format, you can change the Editable Form Group widget to display this data in the JSON format in a JSON viewer
instead of the string format.

To enable the option for the JSON viewer in case of Editable Form Group widget:

1. Navigate to the module where you want the data to be displayed in JSON format, for example, 2lerts and click a
record in this module to open the Detail view of this module.

2. Click the Edit Template icon to open the Template Editor and modify the interface.

3. Click Editinthe Editable Form Group and modify the field, whose field type is set as Text Area, for example,
Source Data, for which you want to display the data in the JSON format.
Click the vicon in the Source Data field to display more options and from the Text Editor drop-down list select
JSON:

Editable Form Group

Form oup Title (Leave Blank For No Title

Select a field

Form Group

3 Source Data

Text Editor

Widget Height
Read-Only
Infine Editor

Clickable Links

In the Widget Height field, you can define the height, in pixels, of the JSON editor.
4. Click Save and Apply Changes.

5. Opentherecordin the Detail view; you will see the field that you have modified is displayed in the JSON viewer as
shown in the following image:
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“"Error message”

"Result™

You can edit the JSON directly in the JSON viewer, and if you have made any errors while editing the JSON, the
JSON viewer will display a red cross on that line.
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FortiSOAR release 7.2.0 introduces the 'Content Hub' using which you can find, view, install, create, out-of-the-box
reference material and product add-ons such as connectors, widgets, and solution packs.

Use the Content Hub from within FortiSOAR to seamlessly browse, build, install, create, and support upgrades for the
Solution Packs, Connectors, and Widgets. Prior to release 7.2.0, connectors and widgets used to be managed using
different stores, and there was no management of Solution Packs. Now, the 'Content Hub' provides a consolidated place
for managing all types of product add-ons.

The Content Hub is also available publicly at: https://fortisoar.contenthub.fortinet.com/, which also provides users with a
consolidated view of all the listings of all FortiSOAR add-ons and reference information helping users leverage all that
FortiSOAR has to offer more effectively by increasing the utilization of FortiSOAR.

The Content Hub data gets synchronized from the FortiSOAR repository, currently, at the
thirtieth minute of every hour (for example, 1:30, 2:30), so that the content displayed in the
S - /, content hub is always up-to-date.
? You must ensure that repo.fortisoar.fortinet.com is reachable from your FortiSOAR instance.
- Otherwise, you will see a blank page when you click Content Hub in the left navigation. If
FortiSOAR is deployed using offline repo, you must ensure that your repo is synchronized with
repo.fortisoar.fortinet.com.

Permissions required for using Content Hub

« To view the Content Hub and changes made in the Content Hub, you must be assigned a role that has a minimum of
Read permission on the Content Hub and Applications modules, and a minimum of Create, Read, Update
permissions on the Solution Packs module. If users do not have Read permission on the Content Hub
module, then such users cannot view the Content Hub and it will not be available in the left navigation.

» To view the content, i.e., the widgets and connectors that are part of the Content Hub, you must be assigned a role
that has a minimum of Read permission on the Content Hub, Solution Pack,Widgets/Connectors, and
Applications modules. Apart from this if you need to work (create, edit, delete) with the content, then you need
appropriate permissions on the respective modules.

» Toinstall content from the Content Hub or to or upload content to the Content Hub you must be assigned a role that
has a minimum of Read permission on the Security module.

assigned to the 'Playbook Appliance'. Therefore, if you remove the FSR Content Hub role from

\‘é', By default, for fresh installations of FortiSOAR the FSR Content Hub role is added and
3 the playbook appliance, then you must add relevant permissions to the playbook appliance.
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Content Hub

Click Content Hub in the FortiSOAR left navigation to display the Content Hub page, which contains a Filter panel on
the left and the Discover, Manage, and Create tabs. To view the complete description of a solution pack, widget, or
connector, hover your mouse over the description present on the contents' card:

Content Hub / Discover

Content Hub

Filters Manage Create
Find Content That Meets Your Need Manage Installed Content Create Solution Pacl

o Q Search

Showing 30 results out of 519 total results Sort: A-Z v
Sort: AZ
Sort: By Date

# SOLUTION PACK # SOLUTION PACK # CONNECTOR 8 WIDGET
Phishing Email Threat Intel AbuselPDB Access Control
Response Management 200 210

101 1.1.0

By: Fortinet P By: Fortinet
Yes tified: Yes

By: Fortinet P By: Fortinet
C¢ Phishing Email Response Solution
Packis designed o provide aset | U8
of investigation and utilty
playbooks to respond to
suspicous emails. These emails
are typically reported by
employees in the organization
(sent to a SOC common email
inbox)

#| CONNECTOR #| CONNECTOR @ CONNECTOR ¥ CONNECTOR

Active Directory AirWatch AlienVault-OTX AlienVault USM

You can use the Search box to search across all the tabs and sort the content alphabetically (A-Z) or by date.

Using the Filters panel, you can filter the content displayed in all the tabs. To clear all your filters, click Clear All. To
clear filters for a particular category, click the Clear button in that category. You can use the Search box in each of the
filter criteria to search for content in that particular filter criterion. You can collapse or expand the Filters panel, by
clicking the << arrows. If you have filtered the content based on any criteria, then you can view the filters that you have
added in the Filtered by list.

You can filter content (add-ons) based on the following:

« Content Type: Filter the content based on the type of content with which you want to work, by selecting the required
add-ons from the listed content types. Currently, Connectors, Solution Packs, and Widgets are the add-on content
types present in FortiSOAR.

« Category: Filter the content based on the categorization of the content. Content is categorized based on the type of
operations that the add-ons can perform. Examples of categories are Enrichment, Endpoint Management, Malware
Analysis, etc.

« Publisher: Filter the content based on who is the publisher of the add-on. The add-ons can be developed and
published by Fortinet or Community (anonymous) or by various contributors such as Bay Dynamic, Eclecticiq, etc.

» Tags: Filter the content based on the tags (exact match) associated with the content.

If you apply the same filter, for example, 'Enrichment,' to both 'Category' and 'Tags', then FortiSOAR distinguishes the
presentation of "Enrichment" as a tag and "Enrichment" as a category in the "Filtered By" section on the Content Hub
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page:

Content Hub

Filters Clearan &

Manage Installed Content
Upload &

Filtered by: Enrichment x Enrichment x

Showing 1 results out of 1 total results

#| SOLUTION PACK

Malware Incident
Management Dev

The Content Hub page contains the following tabs:

» Discover: Displays all the add-ons that are available in the Content Hub.
« Manage: Displays all of your content, i.e., all the add-ons that you have installed on the FortiSOAR instance.

« Create: Displays the add-ons that you are creating or editing, i.e., it displays the add-ons that you are working on
and which are yet not published.

Discover tab

The Discover tab displays all the add-ons that are available in the Content Hub. Click on a tile to open the add-on's
dialog, which displays the information about the add-on and using which you can install and export connectors, solution
packs, or widgets.

NP Users who are upgrading to release 7.2.0 or later from a release prior to 7.2.0, will observe that
‘Q' connectors that they had installed prior to the upgrade are missing from the Content Hub. To
- resolve this issue, users have to assign appropriate permissions on the Solution Packs

module to the 'Playbook Appliance'. For more information, see the "Upgrade Guide."

Manage tab

The Manage tab displays all of your content, i.e., all the add-ons that you have installed on the FortiSOAR instance. It
also contains upgrade notifications for any of the add-ons that you have installed. You can search for an add-on by its
name in the Search box and sort the add-ons either alphabetically or by date. Similarly, you can filter the installed add-
ons that have an upgraded version, by selecting Update Available from the drop-down list.
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To upload a custom add-on, connector, widget, or solution pack, click Upload and then select the type of add-on you
want to upload:

ontent Hub / Manage

Content Hub

Filters Discover Create

Find Content That Meets Your Need Manage Installed Content Create Solution Packs, Connectors, Widgets

o Q search Upload &

@& Upload Solution Pack

Connectors Showing 30 results out of 41 total results

& Upload Connector
Solutio

Widgets () @ Upload Widget

$®  WIDGET & CONNECTOR # CONNECTOR

Access Control Active Directory AlienVault-OTX

ersion: 2.1.0 ersion: 2.2.0 ersion: 1.0.1
ublished By: Fortinet > ed By: Fortinet b By: Fortinet
ed: Yes Certified: Yes Certified: Yes
agement

and SIEM

agement

ment
Authentication

Automation controller

Clicking Upload > Upload <ContentType> opens the Upload <ContentType> dialog, where you can drag-and-drop the

.tgz or zip file of the add-on or browse to the .tgz or zip file to add the add-on in FortiSOAR. If you have an existing
version of the connector, widget, or solution pack on your system, then you can click the Replace existing version
checkbox to replace that version of the connector, widget, or solution pack.

S ! ’, Ensure that all the dependencies for the add-on gets installed. If the dependencies are not
q installed for connectors, then you can install them using the CLI. In the case of Solution Packs
= and widgets you can try to install them using the UI.

Click on a tile to open the add-on's dialog, which displays the information about the add-on, and using which you can
perform various actions such as editing, cloning, exporting, uninstalling (or deleting) the add-ons.
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Create tab

The Create tab displays the add-ons on which you are currently working and which have not been published:

Content Hub

: e & .
Filters Clear All Discover Manage

Find Content That M ee Manage Installed Content Create Solution Packs, Connectors, Widgets
v

@ Q Searc Create »

# New Solution Pack
Showing 3 results out of 3 total results
# New Connector

New Widget
#| CONNECTOR #| CONNECTOR # SOLUTION PACK ¢ &

Code Snippet Demo Rootkit Intrusion

* Publisher

> Search By Tags

You can perform the following operations from the add-on card in the Create tab:

« Edit: This allows you to edit the add-on, which in the case of connectors and widgets opens the code editor interface
and in case of solution packs opensthe Edit Solution Pack wizard.

« Add Version: This allows you to add a version for the add-on, which in the case of connectors and widgets opens
the Clone <add-on> dialog and in the case of solution packs opens the Clone Solution Pack wizard.

» Delete: This allows you to delete the add-on.

You can also create new add-ons by clicking Create New and then selecting the type of add-on you want to create.
Clicking Create New > New <ContentType> opens the wizard for that particular add-on using which you can create the
add-on.

For more information on Widgets and Solution Packs, see the Widgets and Solution Packs chapters respectively, and for
Connectors, see the "Connectors Guide."

Content Hub Portal

The Content Hub is also available publicly at: https://fortisoar.contenthub.fortinet.com/, to view out-of-the-box reference
material and product add-ons like connectors, playbooks, solution-packs, widgets, etc.

The Content Hub portal displays FortiSOAR highlights, such as featured solution packs, curated solutions, information
about FortiSOAR community, its forums, etc. It also contains a Search box (minimum three characters are required to
search) using which users can search through the complete Content Hub portal.

The Content Hub portal contains all reference material and add-ons offered by FortiSOAR, including connectors,
solution packs, widgets, how to's, etc. The Content Hub portal allows you to search and filter content using various
criteria such as the content type (connectors, solution packs, how-tos, etc.), category of the content. On the listing page
for a particular content type, you can click a card to displays the detailed page for that content. For example, clickingon a
connector card, for example, Fortinet FortiSIEM opens a page containing a brief introduction about the connector, the
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release highlights for that particular version of the connector, etc. It also contains a drop-down list of the previous
versions for that connector. Clicking on a previous version opens a page containing information for that version of the
connector.

You can also experience the Content Hub portal on your mobile and with the same pages, listings, and details as is
presentin a browser

Troubleshooting Tips

Unable to see updates for your entities in Content Hub

If you are unable to see updates for your entities such as connectors, widgets, etc. in Content Hub, it could be because
the Content Hub data is not synced with the FortiSOAR repository.

Resolution

To resolve this issue, you can wait for the next synchronization cycle between Content Hub and the FortiSOAR
repository. The Content Hub data gets synchronized from the FortiSOAR repository, currently, at the thirtieth minute of
every hour (for example, 1:30, 2:30).

Or, you can manually force the synchronization using the following command:
sudo -u nginx php /opt/cyops-api/bin/console app:contenthub:sync --force
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Solution Packs

FortiSOAR is built using modular architecture and solution packs are the implementation of best practices to configure
and optimally use FortiSOAR. The solution packs also contain a lot of sample/simulation/training data that enables you
to experience FortiSOAR without having all the devices. FortiSOAR provides several out-of-the-box (OOB) solution
packs to facilitate users to get started easily and effectively.

Only certified Solution Packs are eligible for support. Support is limited to only the pack
functionality in ideal environments and does not apply to any resolving system conflicts or
N - /, changes that might have taken place due to the pack installation. Since a solution pack can
q require changes in system configurations and views, we strongly recommend that before you
- install a solution pack, you should review the solution packs and their dependencies before
installation, take system backups, and test the solution pack in staging/development
environments.

Some of the out-of-the-box (OOB) solution packs include:

+ SOAR Framework: Enables users to experience the power of FortiSOAR incident response. This Solution Pack
(SP) is the Foundational Solution Pack that creates the framework, including modules, dashboard, roles, widgets,
etc., required for effective day-to-day operations of any SOC. As the Incident Response modules, i.e., Alerts,
Incidents, Indicators, and War Rooms are not part of the FortiSOAR platform, it becomes essential for users to
install the SOAR Framework SP to optimally use and experience FortiSOAR'’s incident response. For detailed
information about the SOAR Framework SP, see the SOAR Framework SP documentation.

Note: From release 7.2.0 onwards, the SOAR Framework Solution Pack (SP) is installed by default with the fresh
installations of FortiSOAR. If you have upgraded your FortiSOAR system from release 7.2.0 to a release later than
7.2.0, for example, 7.2.1, and if the SOAR Framework SP has an updated release, for example 1.0.1, then in the
Manage tab, an Update Available link is visible on the SOAR Framework SP's card. Similarly, if you have a freshly
installed FortiSOAR release 7.2.1 system, then by default release 1.0.1 of the SOAR Framework SP is installed.

o Multi Tenancy: Enables users to experience the power and capability of FortiSOAR incident response in a multi-
tenant architecture.

« MITRE ATTACK Enrichment Framework: Enables users to use the information and knowledge base that’s
provided by the MITRE ATTACK Framework to its full extent.

» Knowledge Base: Enables users to configure and optimally use FortiSOAR based on best practices. It provides
users with information about different things like (triage processes, tools, etc.) used in a SOAR.

Many more out-of-the-box (OOB) solution packs are included with FortiSOAR and documentation comes bundled with
each solution pack.

Content Hub contains the complete listing of all the solution packs. FortiSOAR allows users to edit out-of-the-box (OOB)
solution packs if users want to customize a solution pack to suit their requirements and even build new packs for custom
use cases.

Permissions required for using Solution Packs

Following are the permissions that you must be assigned to perform operations on solution packs:

e Toinstall a solution pack from the Content Hub, you must be assigned a role that has a minimum of Create, Read,
and Update permissions on the Security module, Create and Read permissions on the Solution Packs
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module, and Read permission on the Applicationand Content Hub modules.

« Toimport a solution pack, you must be assigned a role that has a minimum of Create, Read, and Update
permissions on the Application and Security modules, Create and Read permissions onthe Solution
Packs module, and Read permission on the Content Hub module.

» To create a new solution pack, you must be assigned a role that has a minimum of Create and Read permissions
onthe Securityandthe Solution Packs modules, and Read permission onthe Applicationand Content
Hub modules.

o To edit Solution Packs, i.e., view the solution packs listed in the Content Hub and changes made to the Content
Hub, you must be assigned a role that has a minimum of Read permission on the Applicationand Content
Hub modules, a minimum of Create, Read, and Update permissions on the Security module, and Update and
Read permissions on the Solution Packs module.

« To clone Solution Packs, you must be assigned a role that has a minimum of Read permission on the
Application, Security, and Content Hub modules, and a minimum of Create, Read, Update permissions
onthe Solution Packs module.

» To export Solution Packs and download the zip file of solution packs, you must be assigned a role that has a
minimum of Read and Update permissions on the Application and Security modules, a minimum of Read
permission onthe Solution Packs, Content Hub, and File modules.

« To delete Solution Packs, you must be assigned a role that has a minimum of Read permission on the
Applicationand Content Hub, and a minimum of Read and Delete permissions on the Solution
Packsand, Security modules.

Apart from above permissions you also must have appropriate permissions for all the entities, i.e., modules, connector,
widgets, dashboards, etc. that are used in solution packs. If you do not have the appropriate permissions then those
entities (modules, connectors, widgets, etc) are skipped while working (cloning, editing, creating, etc) with the solution
packs. If you do not have appropriate permissions for all the entities, then you will be unable to import and install solution
packs.

You must ensure that repo.fortisoar.fortinet.com is reachable from your FortiSOAR instance.
Otherwise, you will see a blank page when you click Content Hub in the left navigation.

Viewing Solution Packs in Content Hub

To view solution packs, on the FortiSOAR left navigation, click Content Hub. On the Content Hub page, from the
Filter panel choose Solution Packs to view the list of all currently available solution packs:
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tent Hub / Discover

Content Hub

Filters clearan K

Find Content That Meets Your Need
Clear

© Q Search

Filtered by: Solution Packs x

Showing 25 results out of 25 total results Sort: A-Z -

Sort: AZ
Sort: By Date

# SOLUTION PACK . # SOLUTION PACK ® SOLUTION PACK

SOAR Framework Threat Intel Brute Force Attack

00 Management Response
shed By: Fortinet

fied: Yes on: 1.0.0 Version: 1.0.0

Fortinet blished By: Fortinet
Certified: Yes

You can search for a solution pack using the Search field and sort the solution pack alphabetically (A-Z) or by date.
Using the Filters panel, you can filter the solution packs displayed in all the tabs based on varied criteria. Solution packs
that are installed appear with a tick on their card, for example the SOAR Framework solution pack in the above image.
Some Solution Packs (SP) have an orange icon, which signifies a 'Featured' SP, for example the SOAR Framework SP.
Featured SPs are those SPs that are significant to SOAR operations and therefore have been highlighted. Similarly,
some SPs have a 'Preview' ribbon which signifies that these SPs are being released like a "BETA" version with more
enhancements being planned for subsequent releases to make them more comprehensive and robust, for example the
Threat Intel Management SP. For more information on Content Hub, see the Content Hub chapter.

Working with Solution Packs

Click Content Hub > Discover to view a list of available SPs. To view the details of the solution pack and to perform
actions on the solution pack, click the card of the solution pack. The solution pack popup contains a Summary tab and a
Contents tab. The Summary tab contains a brief description of the solution pack, additional information such as the
category of the solution pack and support contact information, and instructions on what steps must be performed for the
solution pack to work. It also contains a Prerequisites section that contains the list of solution packs that must be
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installed as well a list of dependencies that must be fulfilled that are installed when you install the solution pack:

X ®| SOLUTION PACK

Malware Response Using SIEM & EDR Sol... O  ® Documentation

Version 1.0.0-1011
Certified: No
Publisher: Fortinet

Summary

This solution pack deals with containment and investigation procedures for Malware detected on assets using the SIEM and EDR Solutions.
Few important integrations used in the solution pack are Fortinet FortiEDR, Splunk, IBM QRadar, Elasticsearch, Microsoft Active Directory

and VMware vSphere

- Solution Pack Dependencies

SOAR Framework - View contents 7

SOC Simulator - View contents [

- Instructions

Investigate Malware Response (Splunk/QRadar/FortiEDR)
- Configure the Splunk Connector
« Configure the IBM QRadar Connector
- Configure the Fortinet FortiEDR Connector

& Install

If there is a solution pack that has a dependency on a particular version of another solution pack, and you have a lower
version of that solution pack installed, then the Ssummary page displays Update Available for that solution pack. For
example, as shown in the following image, the 'OT - Asset Management Solution Pack' is dependent on a higher version
of the SOAR Framework solution pack (v2.1.0) than what is installed on your system (v2.0.0), and therefore Update
Available is displayed. When you click Install in this case, all the dependent solution packs get installed, and the SOAR
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Framework solution pack also gets updated to v2.1.0:

X #® SOLUTION PACK

OT - Asset Management " € @ Documentation

Version 2.0.0-1002
Certified: No
Publisher: Fortinet

Summary

DESCRIPTION

OT Asset Management solution pack manages assets in both the operational technology (OT) and information and technology (IT) domains.
It provides a method for dealing with asset baseline changes.

PREREQUISITES

s Solution Pack Dependencies
tion pack in ation, all dependancies that have an updat ailable will be updated to their lates E v on and any mis
ill

SOAR Framework - 2.0.0 View contents [ Update Available
SOC Simulator - 1.0.2 View contents (7
MITRE ATT&CK Enrichment Framework - 2.2.c View contents [

Vulnerability Management - 2.0.3 View contents [} Not Installed

SUPPORT CONTACT

support@fortinet.com

CATEGORY

‘ & Install ‘

Click View Contents to open the SP in the new window and install that SP or view its contents.
The Contents tab lists the contents of the solution pack, i.e., it displays the list of modules schemas, record sets, roles,
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playbook collections, widgets, connectors etc. that are part of that solution pack:

X ®| SOLUTION PACK

Malware Response Using SIEM & EDR Sol... ©  © Documentation

Version 1.0.0-1011
Certified: No
Publisher: Fortinet

Contents

02 - Use Case - Malware Response Using SIEM and EDR Solutions

Active Directory ElasticSearch Fortinet FortiEDR IBM QRadar Splunk VMware vSphere

cenario

& Install

To install a solution pack, click Content Hub > Discover and then click on the card of the solution pack that you want to
install to open that solution pack's popup, and then click Install.

Other ways that you can install a Solution Pack are:

o Import (Upload) a Solution Pack (.zip file) on the Content Hub > Manage tab. The process of the same is explained
later in this topic.

« Import the Solution Pack using the Import Wizard. The process of importing and exporting entities is explained in the
Application Editor chapter in the "Administration Guide."
Note: It is not recommended to import a Solution Pack using the Import Wizard, since only the Solution Pack data
gets imported into the system, but the Solution Pack template is not created and the Solution Pack does not get
created in the Content Hub. Therefore, in this case, you can only use the imported entities (widget, connectors,
reports, etc), but not the Solution Pack template.

Before you install a Solution pack, consider the following:

» Solution packs that contain "Module Schema(s)" (SP dialog > Contents) replace the settings and views of the
following in your existing system:
« 'System View Template' including the view of the specified schema
« 'Action Buttons' displayed on top of the grids
« 'Recommendations Settings' that provide the similarity suggestion

« Install Solution packs in test environments and take system backups before installing a solution pack - Since
solution packs can potentially alter your existing configurations and views, it is recommended to install Solution
Packs in test environments and have system backups in place, such as backing up your System View Templates
using the Import Wizard before installing a solution pack to avoid rework on manual adjustment of the settings to
meet your requirements.

« Some solution packs might need a 'System Publish' activity, causing the system to be unavailable for as long as a
few minutes, and all the users will need to wait for this process to complete before resuming usage.

Once installed the solution packs appear in the Manage tab.
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On the Manage tab, you can view the content that is installed, in our example, you can view the installed solution packs:

(@ P Content Hub / Manage

Content Hub

Filters cearan & Discover Create
Find Content That Meets Your Need Manage Installed Content Create Solution Packs, Connectors, Widgets

o Q Search Upload &

Filtered by: Solution Packs x

Showing 2 results out of 2 total results Y All - Sort: A-Z -

All
Update Available

#® SOLUTION PACK . # SOLUTION PACK

Knowledge Base SOAR Framework

ion: 1.0.0

Authentication

Automation controller

You can search for a SP by its name in the Search box and sort the SPs either alphabetically or by date. Similarly, you
can filter the installed SPs that have an upgraded version, by selecting Update Available from the drop-down list. On
the SP's card, you can also see if any SP that is installed on your system has an upgraded version. For example, if you
have installed the Knowledge Base v1.0.1 solution pack on your system and v1.1.0 is available, you will see an Update
Available link, which you can click to open the solution pack's popup. On the solution pack's popup, you will see an
Update to <version number> button, clicking which upgrades the solution pack to the newer version.

In releases FortiSOAR 7.4.0 and later, upgrading a solution pack, overwrites the 'Rules’

NP existing on your system. In releases prior to FortiSOAR 7.4.0, when you upgraded a solution
‘Q' pack, the 'Rules' existing on your system were not getting overwritten.
- Additionally, starting with release 7.6.1, playbooks that are part of a solution pack are no

longer overwritten during solution pack upgrades. For more information, see the Introduction
to Playbooks chapter in the "Playbooks Guide."

To upload a custom solution pack (.zip) that you have already created, click Upload > Upload Solution Pack. This
opens the Upload Solution Pack popup where you can drag-and-drop the .zip file of the solution pack or browse to
the .zip file to add the solution pack in FortiSOAR. If you have an existing version of the solution pack on your system,
then you can click the Replace existing version checkbox to replace that version of the solution pack.

Notes:
¢ Playbooks imported as part of an uploaded solution pack are all marked as non-editable.

« Ifthere is any dependency associated with the custom solution pack, the you must install that dependency before
importing the solution pack.

« If your custom solution pack has a dependency on a solution pack that is part of the repository, for example, MITRE
Framework, then the repo solution pack gets installed (if not already installed) when the custom solution pack is
installed.

« If you are exported a repository solution pack, for example MITRE Framework SP, and imported the same to
another system, then that imported solution pack is considered as local custom solution pack and you will not get
further updates to that solution pack.

You can perform the following actions on the popup of an installed SP:
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« Edit: To edit an installed repository solution pack to suit your requirements, click Edit, to open the confirmation
dialog for creating a local copy of that solution pack. Clicking Add Version opens the Clone Solution Pack Editor.
For details on editing solution packs, see Editing an existing Solution Pack. In the case of custom (local) solution
pack, you can click Edit to edit the solution pack; or click Add Version to add a new version of the solution pack;
however in this case a local copy does not get created.

« Export: To export a solution pack in the . z1ip format so that it can be used in another environment, click the Export
button. Once the solution packis savedasa . zip file, you canimport the same using Upload > Upload Solution
Pack.

» Delete: To delete an installed solution pack, click Delete Template which displays a Confirmation dialog. Click
Confirm on the dialog to uninstall the solution pack. When you perform the delete operation, the the solution pack
template gets deleted, and data associated with the installed solution pack, such as the data of the associated
connectors, widgets, etc, are retained on your system.

Apart from this, the solution pack also contains a link to its Documentation and its GIT repository, if that solution pack is
part of the public GIT repository. When you hover on the GIT icon you can see the ratings of that solution pack and the
number of forks that have been created from that solution pack.

Creating Solution Packs

Use the Solution Pack Building Wizard to efficiently create new Solution Packs.
To create a new Solution Pack, do the following:

1. Onthe FortiSOAR left-navigation, click Content Hub > Create.
2. Onthe Create tab, click Create > New Solution Pack, which displays the Create New Solution Pack Wizard.

X Create New Solution Pack

>

Solution Pack Wizard

This wizard enables you to efficiently build soultion packs.
The wizard contains templates based on solution pack types
and also provides you with a guided path for creating a
solution pack structure using which you can develop a well-
defined solution pack.

You can install the solution pack as per your requirements
and run your security protocols.

Let's start by defining a solution pack »

3. Click Let's start by defining a solution pack to open the About Solution Pack screen where you can provide the
metadata for the solution pack such as the title, version, etc.
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Create New Solution Pack

> =}

Start About Solution Pack

Provide the basic details about the solution pack like name, d . in the sections below.

Upload Logo Solution Pack Name API Identifier

Rootkit Intrusion
Version Publisher
(100 X 100 pixel) Compatibility
731
Description
This solution pack provides you with tools and processes required to investigate Rootkit Intrusion
Help Link

https://www.techtarget.com/searchsecurity/definition/rootkit

Support Info

admin@example.com

Category

Threat Hunting and Search X  Threat Detection X

Continue »

Details that you can provide are:

a.
b.

Upload a logo for the solution pack.

In the Solution Pack Name field, enter an appropriate title for your Solution Pack.

Note: Supported characters for the title, alphanumeric characters, spaces, colon, hyphen, ampersand (&), or
underscores. Also, the value that you enter in this field must not match the name of any other Solution Pack
that is available in the Content Hub. For example, you cannot enter SOAR Framework in this field, since the
SOAR Framework Solution Pack is available in the Content Hub.

In the API Identifier field contains an auto-populated name based on the name that you specify for the solution
pack. The API Identifies is used as a variable in the Solution Pack code to reference this Solution Pack

In the Version field, enter the version of the Solution Pack in the x.y.z format. For example, 1.0. 0. As a good
practice, you should always increase the version number before making changes to an installed solution pack.
(Optional) In the Publisher field, enter the name of your organization as the publisher of this Solution Pack.
The publisher of the Solution Pack is responsible for maintaining and supporting the Solution Pack.

If you want to keep the Solution Pack anonymous, then you can add the "Community" keyword. If this field is
left blank, again the Solution Pack's publisher is automatically set to "Community".

Note: Do not enter "Fortinet" in this field.

(Optional) In the Compatibility field, enter the minimum FortiSOAR version, in the x.y.z format, with which the
Solution Pack that you are creating is compatible.

(Optional) In the Description field, enter information for the Solution Pack that you are creating. The
Description is displayed on the Solution Pack card on the Content Hub listing page and enables users to
understand more about the Solution Pack.

(Optional) In the Help Link field, you can enter the links of the web pages that contain the details of the solution
pack.

(Optional) In the Support Info field, you can enter support email IDs that users can contact if they have any
issues with the solution pack.

(Optional) From the Category list, select the categories in which you want to place this solution pack. For
example, Authentication, Centralized Security Management, Threat Intelligence, Threat Detection, etc.
(Optional) In the Tags field, enter the keywords that you want to associate with the Solution Pack. Tags make it
easier to search and filter solution packs.
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I. (Optional) To launch a widget that guides users with some configuration and activities post-installation of the
solution pack, select the Configure post-install action checkbox.

i. From the Select Widget drop-down list, select the widget to be launched after the solution pack is
installed.

ii. Inthe Button Label field, enter the name of the button to be displayed on the solution pack once itis
installed, and using which users can launch the widget.

iii. Select the Launch automatically the first time checkbox, to automatically launch the widget once the
solution pack is installed.

If you do not select this checkbox, then you can launch the widget by clicking the button on the solution
pack with the name you have specified in the Button Label field.

Create New Solution Pack

> -]

About Solution Pack

FREa
Description
This solution pack provides you with tools and processes required to investigate Rootkit Intrusion

Help Link

https:/www.techtarget.com/searchsecurity/definition/rootkit

Support Info

admin@example.com

Category
Threat Hunting and Search X Threat Detection X

Tags

| Configure post-install action

Button Label

Demo (1.0.0) - Launch Wizard

¢ Launch automatically the first time

Continue »

For infomation on creating widgets, see the Widgets Library chapter.
m. Click Continue once you have completed entering the details.

4. Onthe Prerequisites screen, add the dependencies and other prerequisites that are required to install the solution
pack:

a. From the Select Solution Pack list, select the solution packs that must be installed by users on their system
before installing this solution pack, and then click Add as Dependency.

b. Inthe Prerequisites section, click + Add Instruction to add instructions that require to be followed by users
for the solution pack to work, and then click Continue. Examples of this could be simple code snippets or
commands that users need to run after installation of the solution pack, or a list of steps users should follow
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after installing the solution pack. You can add multiple instructions for a solution pack.

Create New Solution Pack

-
> S 5]
Start About Solution Pack Prerequisites

Select the pack dependencies and other prerequisites required to install the solution pack.

Add Solution Pack Dependencies

Add Solution Pack Dependencies

If the , i wi system.
To ed, Y versio ment to force an update of the installed dependent pack, in case a lower version might be
available.

No dependency to choose + Add As Dependency

# SOAR Framework

Prerequisities

+ Add Instruction

Continue »

5. Onthe Choose Entities screen, select the entities such as modules, playbooks, playbook blocks, connectors,
administrative and security settings, etc., that you want to bundle with the solution pack, and then click Continue.

Create New Solution Pack

> 8]

Start About Solution Pack Prerequisites Choose Entities

Select the entities that you want to bundle in the Solution Pack.

Select Configurations

Select All

Modules

Export module metadata, field definitions, picklists, relationships, emplates, and record data

Reports

Export report templates along with role assign

Dashboards

Export dashboard templates al

Playbooks

Export playbook collections an al variables

Continue »

a. Onthe Filter Data screen, you can choose the granular details of the entities that you want to include in the
solution pack and then click Continue. The entities displayed on this screen are dependent on the entities that
you have selected on the Choose Entities screen. For example, if you only want a specific set of modules to
be part of the solution pack, then you can select only those modules, such as Alerts, Approvals, Incidents,
Tasks, etc. You can also choose the fields that you want to include in a selected module by clicking Review. To
include record sets, click Records, and to include their correlations, click Correlations.

The Filter Data screen is the same as is present in the Export Wizard:
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Create New Solution Pack

> S| Y
Start About Solution Pack Prerequisites Choose Entities Filter Data

Include Everything au 0 T 4 Auto-Select Required Picklists

Modules (4/25) © When exporting module records, encrypted fields are exported in plaintext. This means that anyone with access to the exported file will be able to access the
unencrypted data.

Picklists (0/1)

Roles (0/6)

Teams (0/1) Agents Export List View Detail View Records

Playbook Collections
(0/46) Alerts Export Schema = Review ~ List View Detail View Add View Records (0)  Correlations

Global Variables (0/14)

Announcements Export Schema List View Detail View Records
Connectors (0/34)

Widgets (0/7) Appliances Export List View Detail View Records

System Views (0/1)
Approvals Export List View Detail View Add View Records

Continue »

From release 7.6.1 onwards, you can choose to customize the navigation structure. To view the items included
in the navigation, click the Review button. By default, all navigation items are selected. To select items
individually, deselect the Export All checkbox. Additionally, you can choose to either Merge (Default) or
Replace the navigation items. The Merge option appends changes, while Replace overwrites all the
navigation items. You can also choose to Merge or Replace selected navigation items:

Create New Solution Pack

> S| & Y

Start About Solution Pack Prerequisites Choose Entities Filter Data
Include Everything s to Export < Auto-Select Required Picklists

Modules (4/25) Views Name

Picklists (0/1) Navigation Structure Review =

Roles (0/6) Merge

Select Bulk Action
Teams (0/1) Dashboard Merge
Replace

Playbook Collections Queue & Shift Management e

(0746)

Global Variables (0/14) e lent? (R Merge

Connectors (0/34) Automation Replace

Widgets (0/7) Resources Merge

System Views (1/2)
Reports Replace

Widget Library Merge
Continue »

IMPORTANT: When a Solution Pack containing playbooks is created and exported, all playbooks in the
Solution Pack will be marked as non-editable in the exported ZIP file. Playbooks imported as part of an
uploaded Solution Pack are also marked as non-editable.
For details on the Filter Data screen, see the Export and Import Wizards topic of the Application Editor
chapter in the "Administration Guide".
6. Onthe Create Solution Pack screen, you can review the solution pack contents and details of the solution. Click
Create a Draft To Workspace saves the solution pack in the Create tab where you can continue to refine the
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solution pack. Solution Packs that are in the 'Draft' state are not available for local users to include in their solution
packs, i.e., they cannot be included in any other solution pack as a dependency; though they can make edits to the
solution pack in the Create tab. Click Save and Publish to publish the solution pack and add this solution pack in
the Manage tab. Publishing makes the solution pack available to other users who are local to your FortiSOAR
environment, i.e., users who are locally present in your FortiSOAR environment can select the solution pack as a
dependency for their solution packs.

Create New Solution Pack

= ™
> S 5] Y &
Start About Solution Pack Prerequisites Choose Entities Filter Data Create Solution Pack

Review the solution pack details and choose to publish or save a draft.

Review Solution pack

1 Dependency(s)
« SOAR Framework

:G 4 Module Schema(s)

) ) 1 Picklist(s)
Rootkit Intrusion
Version: 1.0.0 3 Playbook Collection(s)

Description: Rootkit Intrusion Investigation
14 Global Variable(s)
2 Connector(s)

3 Widget(s)

1 System View(s)

Save As Draft To Workspace Save and Publish

7. Forour example, we clicked Create As Draft To Workspace, which displays a screen mentioning the next steps
that you can perform with the solution pack. You can also click Download Solution Pack File to download a zip file
of your solution pack.

Create New Solution Pack

> 5] Y &

About Solution Pack Prerequisites Choose Entities Filter Data Create Solution Pack

Solution Pack Successfully Saved To Your Workspace!

Your solution pack will now be available in your workspace, allowing you to work on it and publish it
a later

As next steps you can -

. . « Keep enhancing and updating your solution pack
Rootkit Intrusion The solutlon pack Is now avallable In your for future reference and further enhancements.
Version: 1.0.0
Description: Rootkit Intrusion

Investigation « Publish it locally and make it accessible to users local to your FortiSOAR environment

Once suitable, you can choose te publish the solution pack, such that it becomes accessible to all the users
local to your FortiSOAR environment.

« Download pack and contribute it to the FortiSOAR public Content Hub
For the benifit of the larger community, you can choose to contribute your solution pack to the FortiSOAR
Content Hub, where it will be listed and available to the wider community. You can get more details about the
contribution process

Download Solution Pack File

The next steps that you can perform are:
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« Keep enhancing and updating the solution pack in your WorkSpace tab.
» Publish the solution pack and make it accessible to users local to your FortiSOAR environment.

« Download the solution pack and contribute it to the FortiSOAR public Content Hub. This option contains a link
that opens a GIT repository that contains instructions on how a user can contribute to the public Content Hub.

Launching a widget from the FortiSOAR Ul

You can launch a widget that guides users through some configuration and activities post-installation of a solution pack.
Widgets can also be added to pages such as the Dashboards, View Panel, Listings, etc., that guide users through some
configuration or post-installation activities.

For example, you might want to create an on-boarding experience for a custom solution pack 'Malware' you have
created that requires users to install certain connectors or provide their credentials for post-installation activities
immediately after they install this 'Malware' solution pack. To create this experience, you can do the following:

» While creating the 'Malware' solution pack, on the About Solution Pack screen, ensure that you have selected the
Configure post-install action checkbox and provided the necessary details. For more information, see the Creating

Solution Packs topic. The following sample image contains a Launch Wizard button that would open the widget that
you have created for the on-boarding experience:

X # | SOLUTION PACK

Malware

Summary

+ No Solution Pack Dependencies

& Export | {J Delete Template

« Create or edit the widget that you want to launch from the Solution Pack. Ensure that the widget's Placement is set
as Launched through a button. For more information, see the Creating Widgets topic in the Widgets Library
chapter.

If you want the widget that guides users through some configuration o be launched from some page, for example, the
Dashboard page, then ensure that widget's Placement is set to To be placed inline. For more information, see the
Creating Widgets topic in the Widgets Library chapter. You also require to add a button to that respective page in a
Richtext Content widget. For more information, see the Richtext Content widget topic in the Dashboards, Templates, and
Widgets chapter.
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Editing an existing Solution Pack

To edit a solution pack that is in your local environment (and not published), go to the Create tab, and click edit on the
solution pack card to open the Edit Solution Pack wizard. You can also create a new version of the solution pack by
clicking Add Version on the solution pack card. This opens the Clone Solution Pack wizard, where you can add a new
version of the SP and continue to edit the SP as per your requirements:

Clone Solution Pack

>

Start About Solution Pack

Provide the basic details about the solution pack like name, description, version etc. in the sections below.

Upload Logo Solution Pack Name API Identifier

SOAR Framework Dev

Version Publisher

Description

The SOAR Framework Solution Pack enables users to experience the power of FortiSOAR incident response.

Help Link
Support Info
sadr

Category

Select Category

Continue »

To edit a solution pack from the repository to suit your requirements, do the following:

1. Onthe FortiSOAR left-navigation, click Content Hub > Manage.

2. Onthe Manage tab, click the card of the solution pack that you want to edit to open the solution pack popup, and
then click Edit. When you click Edit, FortiSOAR displays a confirmation dialog box to get a confirmation on creating
a local copy of the solution pack that you can edit, so that you can edit an existing solution pack without impacting
the original one:

To edit this Solution Pack you need to make a local copy of the
pack.
N pack for which yo

Cancel | Add Version

3. Click Add Version to open the Clone Solution Pack wizard.

4. Edit the solution pack as required and then either save the solution pack as a draft in the Create tab or publish the
solution pack. The Clone Solution Pack wizard contains the same screens and fields as the Create New Solution
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Pack wizard. For more information on the screens and field, see the Creating Solution Packs topic.
Note: It is recommended that you increase the version number before making changes to an installed solution pack.
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Widgets Library

FortiSOAR allows users to edit out-of-the-box (OOB) widgets and build new widgets for custom use cases. FortiSOAR
provides many OOB widgets for graphs, charts, utilities, etc., however, there are always customizations and new use
cases that are required to meet the user expectations. This feature provides more control to users and allows them to
shape the widget based on their available data. For more information on the OOB widgets available in FortiSOAR, see
the Dashboards, Templates, and Widgets chapter.

If you have upgraded your instance to FortiSOAR 6.4.1 or later from a version earlier than
ﬂ 6.4.1, then you will not be able to view widgets, due to missing permissions on the Widgets
I module. Administrators require to assign appropriate permissions to users according to the
operations using the widgets.

From release 7.2.0 onwards, you can use the Widget Library or Content Hub to view, search, install, upgrade, and
uninstall widgets that are part of the FortiSOAR OOB widget library.

Al
‘Q' In Release 7.2.0, the Widget Library navigation take you to the Content Hub with the relevant
'Widgets' filter selected for browsing ease.

Permissions required for using Widgets

Following are the permissions that you must be assigned to perform operations on widgets:

« To work with widgets, i.e., view the widgets listed in the Content Hub and changes made to the Content Hub, you
must be assigned a role that has a minimum of Read access on the Application, Widgets, and Content Hub
modules, a minimum of Create, Read, Update permissions onthe Solution Packs module.

« Toinstall a widget from the Content Hub or to or to upload a widget to the Content Hub you must be assigned a role
that has a minimum of Read permission on the Security module.

» Apart from the above, to work with widgets, you need appropriate permissions on the Widgets module, such as to
install a widget or create a new custom widget, you must be assigned a role that has a minimum of Create, Read,
Update permissions on the Widgets module, or to upgrade and configure a widget, you must be assigned a role
that has a minimum of Update and Read access on the Widgets module, etc.

Once you create a new widget or edit an existing OOB widget, and you want to display that widget in dashboards,
reports, view panel, listings, etc., you also require appropriate permissions to the FortiSOAR page in which you want to

display the widget.
O ! ’, You must ensure that repo.fortisoar.fortinet.com is reachable from your FortiSOAR instance.
? Otherwise, you will see a blank page when you click Content Hub or Widget Library in the left
- navigation.
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Viewing Widgets

To view widgets, on the FortiSOAR left navigation, click Content Hub or Widget Library. The Widget Library is filtered
to display only widgets, whereas the Content Hub displays all the out-of-the-box reference material and product add-
ons such as connectors, widgets, and solution packs. In this chapter the screenshots included are from the Content
Hub page; similar screens are displayed in the Widget Library page. On the Content Hub page, from the Filter panel
choose Widgets to view the list of all currently available widgets:

@ » Content Hub / Discover

Content Hub

Filters clearan & Manage Create

Find Content That Meets Your Need Manage Installed Content Create Solution Packs, Connectors, Widgets
o Q Search

Filtered by: Widgets x

Showing 12 results out of 12 total results Sort:A-Z -

Sort: AZ
Sort: By Date

§ WiDGET ° §| WIDGET §] WiDGET

Access Control Card Tiles Feed Configuration
on: 2.1.0 ersion: 1.0.0 Settings

shed By: Fortinet U ed By: Fortinet

Certified: Yes Certified: Yes L0l

u By: Fortinet
tified: Yes

Automation controller

You can search for a widget using the Search field and sort the widgets alphabetically (A-Z) or by date. Using the Filters
panel, you can filter the widgets displayed in all the tabs based on varied criteria. Widgets that are installed appear with a
tick on their card, for example, the Access Control widget in the above image. For more information on Content Hub, see
the Content Hub chapter.

Working with Widgets

To install a widget, click Content Hub > Discover or Widget Library > Discover. Click on the card of the widget that
you want to install to open that widget's dialog, and then click Install. Once installed the widgets appear in the Manage
tab.
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On the Manage tab, you can view the content that is installed, in our example, you can view the installed widgets:

Content Hub

Filters clearan & Discover Create
Find Content That Meets Your Need Manage Installed Content Create Solution Packs, Connectors, Widgets

v Clear
o Q Search Upload &
4 Upload Solution Pack
Filtered by: Widgets x
& Upload Connector

Showing 7 results out of 7 total results -
¥ Widgets & YAl @ Upload Widget

§ WIDGET ° § WIDGET ° § WIDGET

Access Control Incident Correlations Mobile Settings

on: 2.1.0 ersion: 2.0.0
Fortinet B

tified: Yes

You can search for a widget by its name in the Search box and sort the widgets either alphabetically or by date.
Similarly, you can filter the installed widgets that have an upgraded version, by selecting Update Available from the
drop-down list. On the widget's card, you can also see if any widget that is installed on your system has an upgraded

version. For example, if you have installed the Access Control v2.0.0 widget on your system and v2.1.0 is available, you
will see an Update Available link, which you can click to open the widget's dialog. On the widget's dialog, you will see an

Update to <version number> button, clicking which upgrades the widget to the newer version.

Ay
S L4
q After upgrading a widget, reload your browser to see the latest changes in the FortiSOAR Ul.

To upload a custom widget (.tgz) that you have already created, click Upload > Upload Widget. This opens the Upload

Widget dialog where you can drag-and-drop the .tgz file of the widget or browse to the .tgz file to add the widget in
FortiSOAR. If you have an existing version of the widget on your system, then you can click the Replace existing
version checkbox to replace this version of the connectors.
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To view the details of a widget and to perform actions on the widget, click the card of the widget:

X # WIDGET

Task Management

Version 2.0.0
Certified: Yes
Publisher: Fortinet

P Preview  [4 Edit

Summary

A comprehensive task management widget that allows users to manage tasks and get visibility into the current task board.

&, Export TJ Uninstall

The Summary tab contains a brief description of the widget, its compatibility information, information on which
FortiSOAR pages, such as dashboards, add forms, etc., on which the widget will be displayed, and an example of the
widget usage along with a sample screenshot of the widget. The Contents tab contains the feature list for the widget.
You can perform the following actions on the widgets dialog:

« Edit: To edit a widget to suit your requirements, click Edit, which displays an Edit Widget dialog where you can
choose Edit or Add Version. Clicking Edit directly edits the widget, i.e., opens the code editor interface. Clicking
Add Version displays the Clone Widget dialog, where users can specify the version, etc. of the widget, and then
click Create. This then clones the widget, opens the code editor interface with the specified version, and also saves
the widget with the specified version in the Create tab. For details on editing widgets, see Editing an existing widget.

» Preview: Some fields of the widget such as its title, the fields based on which the widget content is filtered or
grouped, etc are editable based on the configuration of that widget. To view such editable fields, click the Preview
button.

NOTE: Preview of a widget will not work on function on releases before 7.4.1 if your widget is localized.

« Export: To export a widget in the . tgz format so that it can be used in another environment, click the Export
button. Once the widget is saved as a . tgz file, you can import the same using the Upload > Upload Widget
button.

Important: If the Data Import JSON file contains a version of the widget that is not available in the FortiSOAR
repository, then the latest available version of that widget gets installed. For example, if you are trying to import the
JSON file that contains userAssignments 1.0.0 widget that is not available in the FortiSOAR repository; but, version
1.1.0 is available, then version 1.1.0 of the userAssignments widget gets installed.

Note: If you export a widget from the 'Managed' tab, i.e., an installed widget, and you import that widget, then such
widgets get directly installed, i.e., they appear in the Discover tab; however, if you export a widget that has not been
published , i.e., from the 'Create' tab, then such widgets are added to the 'Create' tab.

« Uninstall: To uninstall an installed widget click Uninstall which displays a Confirmation dialog. Click Confirm
on the dialog to uninstall the widget.

vy
‘?' You cannot uninstall system widgets such as the Mobile Settings widget or the Task
|| Management widget.
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You can add the installed widgets to FortiSOAR pages, such as reports, view panel, etc., based on the widget
configuration specified.

S ! ’, To learn about Widget Dependencies, the common Ul components, filters, and examples of
q creating different types of widgets etc. see the "Widget Development" Guide that is present in
- the FortiSOAR Product Documentation.

Editing an existing widget

To edit a widget from the repository to suit your requirements, do the following:

1. Onthe FortiSOAR left-navigation, click Content Hub > Manage or Widget Library > Manage.

2. Onthe Manage tab, click the card of the widget that you want to edit to open the widget's dialog, and then click Edit.

When you click Edit, FortiSOAR displays a confirmation dialog box that lets you choose whether you want to edit
this widget or add a new version for the widget:

Do you want to edit this widget or add new version?

Cancel | Edit | Add Version

a. Click Edit to open the widget in the code editor interface where you can edit the widget as per your
requirement:

instaiied’] Access Control v2.1.0

& Export

AR ‘' =Format 07 Fullscreen

accessControl-2.1.0 v

info.json X
Binfo.json

Form View | JSON View
Bview.html

Bedit.html
<J> view.controller.js
</> edit.controller.js Title
Access Control
images
AP Identifier

widgetAssets

release_notes.md Subtitle

Change which teams/users have access to records

Ve

Publisher
Fortinet

Description

> Access Control Feature List

v Save Changes  [3 Publish Widget

The directory structure for widgets is explained in the Directory structure and contents for widgets section.
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b. Click Add Version to display the Clone Widget dialog, where you can enter details such as the title, version,
unique API Identifier of the widget that you want to edit, and then click Create. Clicking Create, clones the
widget, opens the code editor interface with the specified version, and also saves the widget with the specified
version in the Create tab.

Clone Widget

Widget Title
User Tile

API Identifier
userAssignments

Version
2.1.1]

Forked From

+ Create X Close

3. Edit the existing widget as required. For details on the fields in the wizard, see the Creating Widgets topic.
Note: You cannot change the 'Title', 'API identifier', and 'Version' of a widget once it is set.
You can click the Form View button to edit the info. json file in a Form view, instead of editing the file in the raw
JSON format:

Access Control (Dev) v2.1.1 &, Export » Preview

EXPLORER 4

[E Format [ Fullscreen
accessControlDe... A4
info.json * X

Binfo.json
Form View | JSON View

Bview.html
Bedit.html

«/>view.controller.js
<I>edit.controller.js i

Access Control (Dev)
images
API Identifier
widgetAssets

release_notes.md Subtitle

Using this widget you |

Version

Publisher

Fortinet

' Save Changes B3 Publish Widget {7 Delete Widget

Once you have completed making the changes click Save Changes.

Also note, that if you are creating or editing a widget that gets launched after the solution pack is installed, then for
closing such a type of widget you must add the code such as <button data-ng-click="close () ">Close
</button>tothe view.html file of the widget. For information on configuring solution packs with such widgets,
see the Solution Packs chapter.

Once you have completed editing the widget, click Save Changes.

You can also perform the following operations on the code editor interface:

« Code Formatting: To lint your code automatically and make the code more human-readable and error-free
(syntax and programming errors), select the entire code in the editor and click the Format button.

« Full Screen: To get a better working view and make the editor go full-screen, click the Fullscreen button. To
exit the full screen, press ESC.
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« Export: To export the widget as a . tgz file, click the Export button. You might want to import the exported
widget's . tgz file into another system.

« Preview: To preview the widget development progress, at any time during the development, so that it becomes
easier to make changes, click the Preview button.
NOTE: Preview of a widget will not work on function on releases before 7.4.1 if your widget is localized.

« Delete Widget or Uninstall Widget: To delete a widget that is not installed or uninstall a widget that is
installed. Clicking Delete Widget or Uninstall Widget displays a Confirmation dialog, and you can click
Confirm to delete or uninstall the widget.

4. Once you have completed making the changes, click Publish Widget.

X

Publishing the widget will make it available to all system users. All other
users, will need to refresh their user interface to reflect the changes.
Please confirm if you would like to go ahead and publish the widget?

Delete all existing versions

Cancel | Publish

Click Publish to publish the widget and make it available on the Discover tab for all the users of the system and
enables usage of this widget on the pages as specified in the widget configuration. However, a working copy for the
same is also maintained in the Create tab.

To delete all existing versions of the widget from your system, select the Delete all existing versions checkbox.
After you have published the widget, you will also see a Revert To Last Publish button on the code editor
interface. Clicking Revert To Last Publish clears any changes made to the widget code since the last Publish
event.

You can also view the widgets that are currently in development by clicking Content Hub > Create:

ib / Create

Content Hub

Filters Clearan & Discover Manage
Find Content That Meets Your Need Manage Installed Content Create Solution Packs, Connectors, Widgets
Clear
Lo Q Searc Create ¥

#® New Solution Pack

Filtered by: Widgets x
& New Connector

Showing 3 results out of 3 total results @ New Widget

§ WiDGET § WIDGET § WIDGET

Access Control (Dev) Record Summary User Tile

To edit a widget, click Edit on that widget's card, which opens the code editor interface. To add a new version for a
widget click Add Version, which displays the Clone Widget dialog. To delete a widget, click the Delete icon.
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Creating Widgets

Use the Widget Building Wizard to efficiently create new widgets.

To create a new widget, do the following:

1. Onthe FortiSOAR left-navigation, click Content Hub > Create or Widget Library > Create.

2. Onthe Create tab, click Create > New Widget, which displays the Create New Widget Wizard.

Create New Widget

Widget Building Wizard

This wizard enables you to efficiently build widget.
You can then edit the widget code as per your requirements
and publish the widget for use by all users.

Let's start by defining a widget >

Prior to version 7.0.2, the code editor interface with the contents of the default "Hello World v1.0.0" widget would be

displayed.

3. Click Let's start by defining a widget and to open the About Widget screen where you can provide the metadata
of the widget such as the title, version, etc., and then click Create Widget.
Create New Widget

>

Start About Widget

Provide the basic details about the widget like name, description, version etc. in the sections below.

Title
Demo
API Identifier
demo
Subtitle
Version
1.0.0
Publisher
Add publisher here

Description

Create Widget >

Details that you can provide are:
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a. Inthe Title field, enter the title of your widget.

b. Inthe API Identifier field, enter a name that would be used as a variable in the widget code to reference this
widget. The variable that you use here can be alphanumeric; however, it should not contain any special
characters and it must not start with a number.

Also, note that the value that you enter in this field must not match the name of any other widget that is
available in the Content Hub. For example, you cannot enter mobilesettingdev in this field, since the
Mobile Settings widget is available in the Content Hub.

c. Inthe Subtitle field, enter the subtitle of your widget.
In the Version field, enter the version of the widget in the x.y.z format. For example, 1.0. 0.

e. (Optional) In the Publisher field, enter the name of your organization that you want to assign as the publisher
of this widget. The publisher of the widget is responsible for maintaining and supporting the widget.
If you want to keep the widget anonymous, then you can add the "Community" keyword. If this field is left blank,
again the widget's publisher is automatically set to "Community".
Note: Do not enter "Fortinet" in this field.

f. (Optional) In the Description field, enter information for the widget that you are creating, including a short
feature list. The Description is displayed on the Widget card on the Widget Library listing pages and enables
users to understand more about the Widget.

g. From the Widget Usage options, select between To be placed inline or To be launched through a button.
If you want the widget to be placed inline, i.e., always display the widgets on the specified pages, then select
the To be placed inline option, and from the Pages list, select the pages in FortiSOAR such as Dashboard,
Listing, Add Form, etc., on which you want to display this widget.

To display the widget once users have clicked a button, select the To be launched through a button, and
from the Widget Container Window drop-down list, select how the widget should be launched. You can
choose from the following options:

Pop-Up: Opens the widget as a pop-up window.

Half Width: Opens the widget as a half-width flyout.

Full Width: Opens the widget as a full-width flyout.

Create New Widget

>

Start About Widget
Version
1.0.0
Publisher
Add publisher here

Description

This widget guides you through configuration and other activities to be performed after you

have installed the Malware Solution Pack. @
4

Placement

@ To be placed inline @ Launched through a button
Widget Container Window

Select an Option

cd Select an Option
Pop-Up
Half Width
Full Width

Certified Yes

€ BACK Create Widget »

h. From the Category list, select the categories in which you want to place this connector. For example, Asset
Management, Data Enrichment & Threat Intelligence, Identity Management, etc.

i. Inthe Compatibility field, select or enter the FortiSOAR version, in the x.y.z format, with which this widget is
compatible.
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j- Toggle Certified to Yes or No, depending on whether you want to publish the widget as certified or uncertified.

4. Once you click Create Widget, the widgets open in the code editor interface and you can edit the widget as per your
requirements. For details of the directory structure of the code editor interface, see the Directory structure and
contents for widgets. Details on editing widgets are present in the Editing an existing widget section.

5. (Optional) If you are creating a widget that gets launched after the solution pack is installed, then for closing such a
type of widget you must add the code such as <button data-ng-click="close()">Close </button>to
the view.html file of the widget. For information on configuring solution packs with such widgets, see the Solution
Packs chapter.

Once you have completed editing the widget, click Save Changes.

6. Once you have completed making the changes, click Publish Widget.

Click Publish to publish the widget and make it available on the Discover tab for all the users of the system and
enables usage of this widget on the pages as specified in the widget configuration. However, a working copy for the
same is also maintained in the Create tab.

Directory structure and contents for widgets

widgetname folder

--+ info.json

--+ view.html

--+ edit.html

--+ viewController.js
--+ editController.js
--+ images

---+ imagefiles

--+ WidgetAssets

--—+ Js

----+ widgetUtility.service.js
---+ locales

--—-—-+ en.json

--—-—-+ ja.json

--—-—+ ko.json

---—-+ zh cn.json

Controller and view files

The controller and view files are used to define and stylize the widget. The view.html and viewController.js
define the output of the widget, i.e., how the widget will be displayed on the specified FortiSOAR pages. The edit.html
and editController.js define the settings of the widget.

You can also include CDNs (Content Delivery Networks) in edit.html and view.html by using standard link syntax.
Additionally, the following copyright should be included in the widget's html, css, and js files:

MIT License
Copyright (c) <copyright year> Fortinet Inc

For example,

MIT License
Copyright (c) 2024 Fortinet Inc
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Images

The images folder contains any image that is associated with the widget. For example, sample screenshots of how the
widget will be displayed on FortiSOAR pages.

info.json

The info. json file contains information about the name, title, subtitle that represents a brief description of the widget
and the version of the widget. In its metadata section, it contains a comma-separated list of FortiSOAR pages, such as
dashboards, view panels, etc., in which you can add and display the widget. For example:
"pages": [

"Dashboard",

"View Panel"

]
It also contains the following information for the widget:

o The certified parameter contains information on whether the widget has been certified by FortiSOAR.
» The snapshots parameter contains the path of the screenshots that are part of the widget.

o The description parameter contains the feature list of the widget.

« Thehelp online parameter contains the link to the widget documentation in the HTML format.

e The compatibility parameter contains a comma-separated list of FortiSOAR versions with which the widget is
compatible.

Widget Assets

Use the "Widget Assets" folder to create or import external assets that can be leveraged to build widgets, which enables
you to create complex widgets and expands the capabilities of the "Widget Library." You can also create your own library
and from version 7.0.2 onwards, you can create new files or folders in the root folder itself. To use an uploaded or
created JS library, right-click the respective file, select the Copy Path item, and then include the path in the "src" of the
scripttaginedit.html or view.html according to your requirement.

This folder gets created by default from release 7.5.0 onwards and contains s and 1ocales subfolders. The 'js'
subfolder contains the widgetUtilityService. js file that contains functions for checking if translation services are
present on the FortiSOAR system and functions for translating FortiSOARcontent. The 1ocales subfolder contains the
supported language files, by default en . §son is included. You can create or import files such as external JS files
(external libraries), image files, etc. directly to any folder or sub-folder.

Actions that can be performed in the code editor interface

From release 7.6.0 onwards, IntelliSense support has been integrated into the editor used for developing connectors
and widgets. For details see the Code Editor with IntelliSense support topic. Additionally, you can perform various
actions such as creating or importing files or folders in the code editor.

« Create File - Creates a file in the root (widgetname) folder or in the folder you have selected. For example, if you
have selected the Widgets Assets folder then this action creates the file in the selected folder. All the actions work in
a similar way.

« Create Folder - Creates a folder in the root folder or in the folder you have selected.
» Upload File - Imports a file to the root folder or in the folder you have selected.
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« Delete File or Folder - Deletes the selected file or folder. If you have selected a folder, and you click the Delete

button, then this action will delete all files within the selected folder.

Important: The root folder and the info.json, view.html, edit.html, view.controller.js, and edit.controller.js files
cannot be deleted.

+ Rename or Copy the Path of a File or folder - Right-click a file or folder to rename the file or folder or copy its

path.

Task Management (Dev) v2.0.1

EXPLORER
taskManagement...
Hinfo.json
Bview.html
Bedit.html
<>view.controller.js
>edit.controller.js
images
widgetAssets
css

html

BlnewTaskCard.htm  Rename
Copy Path

BtaskCard.html

js

+/ Save Changes B3 Publish Widget

<

[= Format L3 Fullscreen

info.json X
Form View | JSON View

1 {

&, Export [ B Preview

TJ Delete Widget

Once you have created or imported the required files you can use them in the widget. You can also edit the imported files
in the code editor interface and can perform all the operations such as formatting the code, previewing the code, etc. as

described in the Editing an existing widget section.

Code Editor with IntelliSense support

IntelliSense aids in code or text completion, offering features such as listing members, providing information about
parameters, completing words, and keeping track of the parameters users are typing. From release 7.6.0 onwards,
IntelliSense support has been added for multiple languages, including JavaScript, Python, JSON, CSS, and HTML. This
enhancement improves the user experience by providing a more intuitive and responsive interface for coding.

IntelliSense support is available in the following areas:

« Inthe editor used for developing connectors and widgets.
« In code snippet connectors within playbooks when entering Python code.
« In the editor for JavaScript files, IntelliSense for FortiSOAR Ul services is added.
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IntelliSense functionality is visible in editors on the FortiSOAR Ul, which includes a minimap on the right side, language-

' Save Changes

EXPLORER
taskManagement

Binfo.json

Bview.html

Bedit.html

<>view.controller.js

<M>edit.controller.js
images
widgetAssets

css

html

BnewTaskCard.html

BtaskCard.html

js

&3 Publish Widget

3 Fullscreen

view.html * x

rel=" " type
src="
class="w
data-ng-model-"t
data-ng-show
data-ng-hide-"(
class="
class
class="pull-lef
class="form-gr

aria-Bolindex
aria-Bolspan
aria-Bontrols
aria-Burrent
data-[hange-method
data-Bolumnindex
data-fs-field

specific IntelliSense support, syntax error highlighting, and search in documents functionality:

Task Management (Dev) v2.0.1

d" class

-25" data-ng-repeat="fil
md”

}}" class=" 1-

data-field-options="

IntelliSense also displays function descriptions on cursor movements:
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EXPLORER
taskManagement
Binfo.json
Bview.html
Bedit.html
<pview.controller.js
<M>edit.controller.js
images
widgetAssets
css
html
BInewTaskCard.html
BtaskCard.html

is

B3 Publish Widget

[= Format

taskManagemen

3 Fullscreen

view.controller.js * X

tr

angular

.module

.controller s

task A numeric expression.

modalin
subscri
h.fLoor{())
config = config;
ocessin
loading H
isconfigUndefined =

argument.

saveTaskCard = saveTaskcCar

showFilters 5
filterParams =
editProcessing -

.selectedModul eCanCreate

$scope.$on(

initwWebsocket

currentPermis:

Returns the greatest integer less than or equal to its numeric

"ma

d) |1 p
m" data-ng-if:

ilterfField tr

ifilterField.title }}-
d " data-ng-model="

& Export | B Preview

" data-ng-click="r

eft-1g" data-ng-click="a

" data-ng-click="3

urce’, ‘API',

)">Apply

T Delete Widget

&, Export [ B Preview

, StatusCodeService, toaster

currentPermissionsService.availablePermission(config. selectedModule,
.selectedModuleCanRead = currentPermissionsService. availablepermission(confi
.selectedModul ecanupdate

selectedModule,
ionsService.availablePermission(config.selectedModule,
.selectedModuleCandelete = currentPermissionsService.availablePermission(config.selectedModule,

{j Delete Widget
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Additionally, right-click options are enabled for formatting the document, performing cut, copy, and paste operations,
changing occurrences in the document, and viewing the command palette:

Task Management (Dev)

A&, Export > Preview
EXPLORER Format {J Fullscreen
taskManagement

edit.controller.js X
Binfo.json

Bview.html angular

.module
-controller 1', editTaskManagementDev201DevCtrl);
e editTaskManagementDev261DevCtrl.$inject = , 'S a

Bedit.html

Modal Tnstan, config', "Entity', 'app! .
editTaskManagementDev2@1DevCtrl($scope, $uibModalInstance, config, y, appModulesServi taskManagem
<> edit.controller.js
$scope.cancel = cancel;
N . Go to Definiti Ctrl+F12
—_— save 0 to Definition rl+

Go to References Shift+F12
widgetAssets s skMo echanged = taskModuleChanged;

$scope.taskThemeColor = taskManagementService.getThemeColors($rootScope.theme); Cole kel CELSRIED
Peek

css

apphodulesservice. load (true).then( (modules) {
$scope.modulesList = modules; Rename Symbol F2
$scope.config. selectedvodule = *
TaskCard.html
S il taskodulechanged() ;
BtaskCard.html )

html

Change All Occurrences Ctrl+F2

Format Document Shift+Alt+F

is taskModulechanged() { cut
entity = Entity($scope.config.selectedModule); Copy

$scope.userField = [

$scope.picklistField

$scope.dateField = [

entity.loadFields().then(
entity.fields) {
fields[key].type

Paste

Command Palette

Vv Save Changes &3 Publish Widget =

T Delete Widget

You can use the command palette for quick access to operations such as navigating to specific lines, columns, or
symbols, as well as displaying and executing commands:

Task Management (Dev) 2, Export P Preview

EXPLORER

Format (] Fullscreen

taskManagemen!

edit.controller.js X
Hinfo.json

Blview.html angular

.module ;
.controller i Cirl + €
editTaskManagementDe Ctrl + Shift + O
editTaskMan

Show all Quick Access Providers
Bedit.html

<>view.controller.js

taskManagem

<pedit.controller.js
.cancel = cancel;
images .save = save;

widgetAssets .taskM e ged = taskModuleChanged;
$scope.taskThemeColor = taskManagementService.getThemeColors($rootScope.theme);
css
appModulessService. load( ).then( (modules) {
$scope.modulesList = modules;
BnewTaskCard.html $scope.config.selectedvodule =
‘taskModulechanged();

html

BtaskCard.html

is taskModulechanged() {
entity - Entity($scope.config. selectedModule);
$scope.userField = [
$scope.picklistField
$scope.dateField = [
entity.loadFields().then(
4 key entity.fields) {
fields[key].typ

+/ Save Changes B3 Publish Widget

T Delete Widget
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IntelliSense, including syntax error highlighting, is also added for FortiSOAR Ul services JavaScript files, including
syntax error highlighting:

X instalied’| Custom Picklist Message v1.1.2

Export | B Preview

“«
LRI [= Format 77 Fullscreen
customPicklistMessage-... -

view.controller.js * X
Finfo.json ( 0

0 custonPicklistMessagel12DevCtrl($scope, $state, $interval, Modules, config, websocketService, $rootscope,
view.html

eklistCondition()f]
Bedit.html
e: $state. params.module,
state.parans. id,
__selectFields: config.picklistItem

<> view.controller.js

<b>edit.controller.js
).$pronise. then result

foundPickListvalue = _.find($scope.config.picklits_mapping.options, t item.picklistvalue === result[config.picklistIt

(foundPickListvalue) {

$scope.title = foundPickListvalue. picklistLoadingTitle

icklistMessageIcon = foundPickListvalue, elcon;
_-has foundPickListvalue, 7 foundPickListValue. showspinner
kListvalue. showIcon

images
widgetAssets

release_notes.md

$scope. Loading

} {
$scope.title =
$scope.picklistt

$scope. loading =

¥

appiodulesService.

b (method) appModulesService.getQueuedo X

dules(): Promise<any>
$scope. Son(* sdestroy’,

widgetsubscription) { @ FTHQueueModules

Returns a promise that is resolved with queue
websocketService.unsu & fIstate

module metadata.

$interval.cancel($scope. timeinterval);

$scope. $on( "webso ect',

widgetwssubscribe();

widgetwssubscribe() {
websacketService.subscribe ($state.parans.module+' /' +$state.parans. id, result

S/ Save Changes| & Publish Widget 1 Revert To Last Publish W Uninstall Widget

Using a widget in FortiSOAR pages

To use a FortiSOAR OOB widget or to use a custom widget that you have created, click the FortiSOAR page in which
you want to add the widget. Then in the edit view of that page, add and configure the widget.

Let us take the example of the "User Tile" widget, which is used to view the logged-in user's assigned records across
multiple modules along with the user's avatar. It also supports the filtering of records. If you want to add this widget to
your dashboard, then do the following:

1. Click Dashboard and to edit an existing dashboard, click the Actions icon (E), and then click Edit Dashboard.
2. Click Add Widget and from the Widget Library section, click User Tile.

3. Edit the configuration of the widget as per the settings defined in the widget configuration. Details on editing widgets
are present in the Editing an existing widget section.
In the case of the "User Tile" widget, you need to provide the widget with a title, then choose the modules for whose
records you want to view and you can also define filter criteria for filtering records of the selected module. For
example, if you want to display Alerts and Incidents that are assigned to you, whose severity is set to "High" or
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"Critical", then you can edit the configuration of the User Tile widget as follows:

Edit Configuration

Title
Critical or High Alerts or Incidents Assigned
ecord Modules
Alerts Incidents
Filter Criteria - Alerts
ANY OF THE BELOW IS TRUE (OR)
Severity -~  Equals Critical

Severity ~  Equals High

Filter Criteria - Incidents
ANY OF THE BELOW IS TRUE (OR)
Severity ~  Equals Critical

Severity ~  Equals High

4. Click Save and Apply Changes.
The widget will appear in the dashboard as displayed in the following image:

@

s Dashboard I8 My Dashboard ~

Critical or High Alerts or Incidents Assigned

Incidents
3

Important: To view the custom widgets that are part of FortiSOAR pages such as Dashboards and Reports you
must be assigned a role that has a minimum of Usage access on the Widgets module.

Adding a button that triggers a Manual Trigger or Reference Playbook in a widget

You can add a button that triggers a Manual Trigger or Reference Playbook to a widget, by editing the controller.js
and htm1 files of that widget:

1. Define the buttoninthe controller. jsfiles, eitherthe edit.controller.jsorview.controller. s file,
using a variable:
function [WIDGET NAME]Ctrl (Sscope) {Sscope.richtextContent="<button class='btn-
primary' id='triggerPlaybook-[PLAYBOOK UUID]'>[BUTTON TITLE]</button>";
where, WIDGET NAME is the name of the widget in which you want to add the button, <PLAYBOOK UUID>,is the
UUID of the playbook (manual trigger or reference) that you want to trigger, and BUTTON TITLE is the actual name
of the button.
For example, function demoWidgetCtrl ($scope) {$scope.richtextContent="<button
class="btn-primary' id='triggerPlaybook-cc52222e-ea87-4blb-be9f-
6cal64f1424d'>Reference PB</button>";
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2. Use the defined variable in the HTML files, either edit . htm1, if you have defined the variable in
edit.controller.jsorview.html, if you have defined the variable in view.controller. js as follows:
<div data-cs-markdown-editor data-ng-model="richtextContent" data-
mode=""view'"></div>

If you want to add a button that triggers a Manual Trigger or Reference Playbook on pages such as the Dashboard, View
Panel, Listing, etc to perform some operations, then in the Richtext Content widget, you can make the changes as
described inthe Richtext Content topic of the Dashboards, Templates, and Widgets chapter.
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Modules

Modules provide access to individual data models within the FortiSOAR database, such as Incidents.

Default Modules

You will see the following default modules in case of a fresh install of FortiSOAR and if you have installed the
SOAR Framework Solution Pack.

Ay
‘Q' From release 7.2.0 onwards, the SOAR Framework Solution Pack is installed by default with
- the fresh installations of FortiSOAR

The SOAR Framework SP is the Foundational Solution Pack that creates the framework, including modules,
dashboard, roles, widgets, etc., required for effective day-to-day operations of any SOC. As the Incident Response
modules, i.e., Alerts, Incidents, Indicators, and War Rooms are not part of the FortiSOAR platform, it becomes essential
for users to install the SOAR Framework SP to optimally use and experience FortiSOAR’s incident response. For
detailed information about the SOAR Framework SP, see the SOAR Framework SP documentation.

In FortiSOAR, the left navigation bar categorizes the modules as follows:

» Dashboard
* Queue & Shift Management

¢ Incident Response
Alerts
Incidents
Tasks
Indicators
Campaigns
Communications
War Rooms

o Automation
Playbooks
Connectors
Data Ingestion
Schedules

+ Resources
Attachments
Email Templates
Key Store
Assets

* Reports

« Widget Library

o Content Hub

e Help
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Dashboard

Dashboards are generally the users' default home page. Administrators create dashboards that are applicable
throughout the application and are assigned to users based on their roles. For more information, see the Dashboards,
Templates, and Widgets chapter.

Queue & Shift Management

Queue & Shift Management enables you to automatically assign records to users within a queue using queues and
shifts. For more information, see the Queue, Shift, and Leave Management chapter.

Incident Response

The Incident Response Component is a collection of all modules typically related to Security Incidents. You might work
on the entire Incident lifecycle from within this component.

This component underpins the operational side of your SOC. The standard flow starts within the Alerts module.

Alerts

Alerts in FortiSOAR are essentially notifications indicating that an attack has been directed at an organization's
systems. Alerts are related to events and often contain essential information for addressing the attack by including
vulnerabilities and exploits being leveraged by the potential attack.

Incidents

Incidents represent a collection of information discovered during an Incident Response investigation. Incidents are
triggered based on the suspicion or confirmation of a security breach. Incidents can be related to cyber or physical
security.

Tasks

Tasks represent a discrete action taken by either an individual or automated response. Tasks might link to outside
systems, such as ticketing systems, to track specific actions beyond that of your SOC team.

Tasks might also be created to represent actions taken automatically as a part of a response policy enacted by a
Workflow. This requires that the Workflow must have a step to insert a Task as a record of an action undertaken by an
external system, such as adding an IP address to the denylist in the firewall ruleset.

Indicators

Indicators contain details of all the data that is collected from system log entries or files, which identify potentially
malicious activity on a system or network. It contains records of identifiable information regarding a threat, such as an IP
or URL.

FortiSOAR 7.6.1 User Guide 187
Fortinet Inc.



Modules

Once an alert is created FortiSOAR extracts the metadata from the raw alert data and creates indicators, with details
such as type of indicator, i.e. IP address, URL, attachment, domain, etc., the value of the indicator, such as the IP
address number, the domain name, whether this indicator has been sighted any other alerts, and what is the 10C status
of that indicator.

Campaigns
Campaigns represent a collection of Incidents that can be tied to a single Threat Actor. Seemingly disparate Incidents
might be related attempts from a malicious attacker attempting to probe and gain access to your network.

It is generally difficult to determine if Incidents themselves are related and roll them into a Campaign. Typically, they
would be linked by a known, single threat actor based upon some uniquely identifiable piece of information that ties the
Actor across multiple Incidents. Note that Campaigns are not part of default modules.

Communications

Communications enables users to communicate with external entities such as tenant contacts and other SOC teams
using email, instant messaging (IM), etc. directly from an alert generated in FortiSOAR. To facilitate this, it utilizes IMAP
and Exchange connectors.

War Rooms

War Rooms in FortiSOAR is a collaborative space that enables SOC teams to mitigate a critical cyber threat scenario or
campaign. FortiSOAR makes it easy for analysts to quickly and easily provision a War Room that allows participation of
all stakeholders to analyze and collaborate to quickly mitigate the threat and restore the services. For more information,
see the War Rooms chapter.

Automation

The Automation Component is a collection of modules that you can use to automate your security operations.

Playbooks

Playbooks in FortiSOAR allows you to automate your security processes across external systems while respecting the
business process required for your organization to function. For more information, see the Playbooks Guide.

Connectors

Connectors provide you with the ability to retrieve data from custom sources and perform automated operations.
FortiSOAR has already developed a number of connectors and also provides you with a Connector Building wizard
using which you can develop custom connectors that can retrieve data from custom sources. For more information, see
Connectors Guide.
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Data Ingestion

Data Ingestion enables you to use the FortiSOAR Data Ingestion Wizard to ingest data from external SIEM solutions and
other third-party sources like threat intelligence platforms, email solutions, etc. The wizard also takes care of the
scheduling of data ingestion into FortiSOAR, if the connector is enabled for scheduling. For more information, see
Connectors Guide.

Schedules

Schedules in FortiSOAR allow you to schedule playbooks to run at regular intervals. For more information, see the
Schedules chapter.

Ay
‘Q' Schedules as a module is removed, i.e., you will not find schedules on the Modules page and
- you cannot modify the mmd of the schedules using the Application Editor.
Resources

The Resources Component is a collection of all modules typically related to components stored in FortiSOAR such as
attachments and templates.

Attachments

Attachments represent files that are uploaded and stored in FortiSOAR. You submit files that are available in the
FortiSOAR Attachments module to 3rd-party tools to scan and analyze suspicious files and retrieve reports for the
submitted samples.

I\ You can add a file up to the maximum file size of 100 MB in the Attachments module.

Email Templates

Email Templates represent templates that are stored in FortiSOAR that you can use when you want to send emails
from FortiSOAR. For example, if you have created a rule that requires FortiSOAR to send an email automatically if a
particular condition is met, then you must create a template for the email and save that email in the Email Templates
module.

Email Templates contain a set of standard templates included with FortiSOAR. Standard templates include emails that
are sent by FortiSOAR when a new user is added in FortiSOAR or an email that is sent to users when they forget their
passwords and send a request to reset the FortiSOAR password.

You can use email templates to send notification emails to users. In email templates you can define Jinja variables
whose values are updated during playbook execution. Currently, Ansible filters do not work with email templates, hence
use only Jinja expressions.
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An example would be to create a customized email template that would send notifications to users when the severity of
an alertis changed. To create an email template, on the FortiSOAR Ul click Resources > Email Templates > Add. In
the Create New Email Template form create a new template for our example as follows:

1. Inthe Name field, enter the title of the email such as Notify change of severity.
2. Inthe Subject field, enter the subject of the email suchas Alert Severity Changed.

3. Inthe Content field, enter the body of the email such as, Severity for alert {{vars.input.records
[0] .name}} changed to {{vars.input.records[0].severity.itemValue}}:

x Email Template: Notify Change of Severity

Notify Change of Severity
Subjec

Alert Severity Changed

rs.input.records[0].name}} changed to {{vars.input.records[0].severity.itemValue}}

Regards,
FortiSOAR™ Admin.

4. Click Save to save the email template.

Now, you can use this email template in playbooks that contain the 'Send Email’ step. For our example, create a
playbook that uses the 'On Update' trigger on the Alerts module, and with the Trigger condition defined as Severity
Is Changed. Nextadd the 'Send Email' step that uses the SMTP connector, and enter the required details, including
selecting the Body Type as Email Template and Email Template as Notify change of severity. For more information
on playbook triggers and the 'Send Email' step see the "Playbooks Guide."

Key Store

Key Store is a module that stores data in key-value pair format. You can then use the key-value pair for various
purposes in FortiSOAR such as its utilization in defining visibility condition for widgets. For more information, see the
Dashboards, Templates, and Widgets chapter.

Assets

Assets represent a unique piece of hardware and any information known about that hardware, such as MAC address,
hostname, or IP address. Assets preferably have a unique identifier. The Assets module helps add devices within
FortiSOAR for use by the SOC team. Computers typically represent the assets of your organization.

Assets typically are only stored within FortiSOAR as records related to Incidents, Alerts, or Vulnerabilities. Asset
information may be pulled from a CMDB or other resource available with knowledge of the asset characteristics, such as
an ARP table or DHCP records.

In the case of large networks, Asset tracking is often a complicated process and plagued with limitations. We
recommend that Asset creation involve corroboration between multiple unique sources of data that build a level of
confidence in the accuracy of the Asset information, as single sources can be unreliable with respect to data integrity and
accuracy.
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Reports

Reports represent FortiSOAR Reports that you should use for your reporting purposes. You can easily create rich
reports and dashboards in FortiSOAR. You can also schedule reports, view historical reports and also search for text in
the report PDF, which is in the text PDF format. For more information, see the Reports chapter.

Widget Library

Widgets allow users to edit out-of-the-box (OOB) widgets and build new widgets for custom use cases. Users can use
the widget library to customize existing widgets or build new widgets as per their requirements. For more information,
see the Widgets Library chapter.

Content Hub

Content-Hub contains out-of-the-box reference material and product add-ons like solution packs, connectors, widgets,
etc.

Solution Packs are the implementation of best practices to configure and optimally use FortiSOAR enabling users to
get started easily and effectively. The solution packs contain a lot of sample/simulation/training data that enables you to
experience FortiSOAR without having all the devices.

Connectors provide you with the ability to retrieve data from custom sources and perform automated operations. For
more information, see Connectors Guide.

Widgets allow users to edit out-of-the-box (OOB) widgets and build new widgets for custom use cases. For more
information, see the Widgets Library chapter.

Help

The Help component contains the Knowledge Base, which is the FortiSOAR Product documentation, along with small
tutorials and examples, to help you work effectively with FortiSOAR.

Additional Modules

In addition to the default modules, the installation of solution packs (SP) provides you with corresponding modules. For
example, if you install the Vulnerability Management SP, the Vulnerability Management modules get installed or if you
install the SOC Simulator SP, the Scenarios/Simulations module gets installed. Detailed documentation comes bundled
with each solution pack.

Vulnerability Management

Vulnerability Management is a collection of all modules typically related to vulnerabilities that exist in your system. For
more information, see the Vulnerability Management Solution Pack documentation.
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Vulnerabilities

Vulnerabilities represent a collection of weaknesses in your systems that can lead to security concerns. You can
configure vulnerability scans to run periodically on your network, creating an inventory of the vulnerabilities for your
specific assets.

Scans
Scans contain the details of all the scans that you run on your systems. It contains records of a bulk scan from scanners.

CVEs

CVEs lists the CVEs details

Scenarios

The Scenarios record set allows you to run various Simulations. It contains simulation data and utilities that demonstrate
FortiSOAR capabilities around several important SOC use-cases without the need to integrate with actual device
endpoints.

SLA Management

The SLA Management Solution Pack automates and streamlines the tracking and managing the SLA for alerts and
incidents in FortiSOAR. For more information, see the SLA Management Solution Pack documentation.

SLA Templates

SLA Templates in FortiSOAR can be used to create an in-built SLA management for incidents and alerts.
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Working with Modules - Alerts & Incidents

Alerts

Alerts in FortiSOAR are essentially notifications indicating that an attack has been directed at an organization's
systems. Alerts are related to events and often contain essential information for addressing the attack by including
vulnerabilities and exploits being leveraged by the potential attack.

Alerts Dashboard

The Alerts Dashboard is a collection of graphs and charts showing visual representations of specific incident activity in
the module. An example of the collection of graphs and charts that the system can display by default can be Open Alerts
By Severity and Alerts By Type as shown in the following image:

> ) @ -2 g a

Alerts s

Open Alerts By Severity - Alerts by Type e -

Assigned To: ¢ | Assigned To: Me |

ute Force Attempts

Low M Medium

ns  © | 4 Add | =4 Execute ~

Priority Weight ... Severi

Repeated Logi... Splunk .. |AwaitngAcion)). AREEnEACan). 04/08/2022 .

You can customize the graph and chart display to meet your individual team or organization's needs. For more
information on Dashboards, see the Dashboard, Template, and Widgets chapter.

Incidents

Incidents represent a collection of information discovered during an Incident Response investigation. Incidents are
triggered based on the suspicion or confirmation of a security breach. Incidents may be cyber or physical security
related.

Incidents in FortiSOAR document vital information related to cybersecurity violations and attacks that threaten the
integrity of your systems and/or data. Critical information such as origin points, severity, and source allow SOC users to
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assess the scope and reliability of breach while tracking various data such as containment and recovery times help
teams identify efficiency trends and gaps in efficiency.

Incidents Dashboard

The Incidents Dashboard is a collection of graphs and charts showing visual representations of specific incident activity
in the module. An example of the collection of graphs and charts that the system can display by default can be Open
Incidents By Severity and Unresolved Incidents By Severity By Type as shown in the following image:

Incidents

Open Incidents By Severity B Unresolved Incidents By Severity By Type

4 5 6 7 8
Explained Anomaly M Phishing M Policy Violation ™ Root Level

Root Level Intrusi... Root Level Intrusi... Detection 04/08/2022 10:3... [JAWaiting Action Awaiting Action

You can customize the graph and chart display to meet your individual team or organization's needs. For more
information on Dashboards, see the Dashboard, Template, and Widgets chapter.

Working with Alerts and Incidents

In FortiSOAR, modules haveaList ViewandaDetail View as described in the following sections. Modules that
are used for automation, such as P1aybooks and Schedules have been described in the other chapters in this guide.

Ay
‘Q' In this chapter, we have taken the example of the 'Alerts' Module and described how you could
- work with alerts. You can work the same way with other modules such as 'Incidents.’

Alerts List View

The Alerts List View shows the user all the existing alerts the current user's teams own and high-level detail about each
alert.
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To add an alert in FortiSOAR, click Add Alert in the top bar of the Alerts Module to openthe Create New Alert
form. Fill in the required details the Create New Alert form and click Save to create an alert. If your administrator has
configured default values for any fields, then that default value will be displayed in the Create New Alert form. For
example, if your administrator has set the default value of the Status field as Open, then when you create a new alert, by
default, the Status field is already set as Open.

The Alerts List View displays records that are sorted by modified date/time with the most recently created/edited alert
first. You can change the sort order by clicking on the column headers and specifying the sort criterion. For example, you
can sortthe Created On column to display either the oldest or the most recent created alerts first. Your administrator
can also specify fields based on which the records in the module will be sorted by default. For more information on
Default Sort, seethe Dashboards, Templates, and Widgets chapter.

From release 7.2.0 onwards, DateTime fields, such as 'Created On', 'Modified On', etc are
stored with milliseconds precision (earlier it was seconds). Advantages of having a more
precise time include the ability to accurately sequence comments that have been
N - /, simultaneously written, correctly paginate records when records are created or updated at a
q very high frequency, etc.

- If you have upgraded to 7.2.0, and users add new values to any existing DateTime fields,
then those are stored with milliseconds precision; however, values in the DateTime fields that
were present before the upgrade would yet be present in the old format, i.e., stored with the
seconds precision.

You can right-click an alert in the grid view to display the new context menu options that have been added that enable
you to copy record details to the clipboard. Copy Row To Clipboard, Copy Column Data To Clipboard and Copy
Cell Value To Clipboard are the context menu options that you can use to copy data for a single row, single column,
and single cell respectively. These options do not copy a blank row, a blank column, or a blank cell.

»

Alerts

Open Alerts By Severity Alerts by Type

Assigned To: | Assigned To: |

212 Items - 1 selected

Change Email Classification 4 Reassign @ Change Severity & Change Status % Change Queue »f Execute ~ | I Escalate # Resolve 0 O

O Priority Weight . Severity Assigned To ... Name Queue Source Type Status a Created On ... Escalated Ack SLA

Search w Search w Search Search w Search Search w Search w Select W Search w Search

High OutBound C... Splunk Lateral Mov... 01/10/2022... No Met
Open
uspicious E... McAfee ESM  Denial of Se... 01/09/2022... No Met
Open in new tab

epeated Lo... QRadar Malware 01/11/2022... Met
Copy Row To Clipboard
Copy Column Data To Clipboard lalware De... BMCRemedy Denial of Se... 01/12/2022... Met

Copy Cell Value To Clipboard .
epeated Lo... QRadar Phishing 01/08/2022... Met

lalware De... QRadar Phishing 01/09/2022... Met

The Copy Row To Clipboard option copies the data only for the visible columns of the selected row to the clipboard in
the JSON format. JSON format makes it very easy for you to understand the field name and its value. If you want to copy
data other than those of the visible columns, then you must make those columns visible by adding them to the grid in the
Ul. Use the More Options icon (E) to the right of the table header to hide and unhide columns. Visible columns appear
with a green tick icon and hidden columns appear with a red cross icon.
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The Copy Column Data To Clipboard option copies the data of the selected column to the clipboard in the newline-
separated format.

The Copy Cell Value Clipboard option copies the data of the selected cell to the clipboard.

You can add tags while creating records, enabling you to search for records in FortiSOAR using tags, making tags very
useful in searching and filtering records. You can create tags that have a minimum of three characters. You can add
special characters and spaces in tags from version 6.4.0 onwards. However, the following special characters are not
supportedintags: ',, , ", #, 2, and /. The Tag field gets auto populated based on tags that are already created. Tags
are case insensitive; however, if you create two tags with different case, for example, BFA and bfa, FortiSOAR will
display results containing both "BFA" and "bfa".

Administrators can also configure grid and relationships templates so that horizontal scrolling in grid views gets enabled,
which provides better usability to users in scenarios where the data grids that have a large number of columns. For more
information on how to configure templates, see the Dashboards, Templates, and Widgets chapter.

To edit the template for any module, including Alerts, click the Edit Template icon that is present in the upper right-
hand corner. For more information on Templates, see Dashboards, Templates, and Widgets chapter.

Searching and Filtering Alerts

Users can search for a specific alerts within the list (grid) view using the following:

» List View Search - enter text in the search field and click on the search icon to search every column in the list view
for the data criteria.

« Filter Search - enter text in the search criteria row underneath the column header or select one or more options
from the picklist under the column header.
To filter the grid for lookup or pickup fields that are not set or empty, you can select the Not Set option from the
picklist under the column header. For example, to search for alerts whose 'Status’ or 'Type' is not set:

Alerts

Reporting Alerts

Open Alerts By Severity v Alerts by Type

Assigned To: Me | Assigned To: Me |

3ltems © | 4 Add | e Execute -

Priority Weight ... Severity

Repeated Logi.. ArcSight 01/10/2023 0...
OutBound Co.. BMCRemedy en 01/10/2023 0... o Awaiting Action . Awaiting Action .

OutBound Co... McAfee ESM en 01/10/20230... o Awaiting Action . Awaiting Action .

30 v

To filter the grid for checkbox fields to view the records according to their checkbox selection values, from the list
option under the column header, select the checkbox value. For example, select the Not Set option to filter records
with the value of the 'Reviewed By Analyst' checkbox set to 'null’, the True option to filter records with the 'Reviewed
By Analyst' checkbox selected, or the False option to filter records that have the 'Reviewed By Analyst' checkbox
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cleared:
»

Alerts

Reporting Alerts

Open Alerts By Severity - Alerts by Type

Assigned To: Me | Assigned To: Me |

4ltems © | 4 Add | e Execute -

O Priority Weight ... Severity Assigned To ame Reviewed By Analy Created On
earch Search v Search v Search Search Search v Search v True - Select v Search ¥
Critical Repeated Logi.. QRadar Lateral Move.. Open 01/10/2023 0... No Awaiting Action . Awaiting Action .
High Malware Dete... Splunk Brute Force At... Investigating 01/10/2023 0... No Met Met
Critical WIN-EP2 - X.. ArcSight Other / Unkn... Open 01/10/2023 0... No Awaiting Action . Awaiting Action .

w OutBound Co... BMCRemedy Malware Open 01/10/2023 0... No Awaiting Action . Awaiting Action .

30 v

I You cannot search or filter encrypted fields.

You can also customize or select system filters by clicking the Filter icon next to the list view search field. Then either
enter a filter criterion or select a filter from the drop-down menu from the search criteria row underneath the column
header or select column filters to customize a view and click the Save Filter button. Clicking Save Filter opens a Save
New Filter Dialogin which you must assign a name to the newly created filter.

For example, in the following image, a filter is being created for alerts whose Severity is Critical.

Alerts

Open Alerts By Severity o - Alerts by Type

Assigned To: Me | Assigned To: Me |

1ltems © | 4 Add | s§ Execute =

CLEAR FILTER CRITERIA Ps

“ Save Filter  ~

ALL OF THE BELOW ARE TRUE (AND) Save As System

Save As

Severity Contains  Critical X

Priority Weight ...  Severity Assigned To e Created On
1 Selected ¥ Search ¥ Search Search

Critical WIN-EP2 - Xml... Splunk Other / Unkno.. Open 04/08/2022 10... Awaiting Action Awaiting Action

Click Clear All to remove the filter.

You can also define filters for records in the Grid Widget itself. The Grid Widget includes the Nested Filters component
that you can use to filter records in the list view using a complex set of conditions, including the OR condition.

See the Searches and Filters and Dashboards, Templates, and Widgets chapters for more information on searching and
filtering records.
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Exporting Records from the List view

To export records using the grid view, click the More Options icon (E) to the right of the table header:

>

Alerts

Open Alerts By Severity ey v Alerts by Type

Assigned To: Me | Assigned To: Me |

14 ltems + Add  =j Execute ~

Priority Weight ...  Severity o lame Source Type Status Created On

Search Search ¥ Search Search Search ¥ Search ¥ Select v Se:
X e Columns As PDF

WIN-EP2 - Xml... ArcSight Policy Violation  Investigating 06/17/2022 10... Reset Columns To Default

Low Malware Detect... ArcSight Lateral Movem... Closed 06/17/2022 10... Columns:
1D
High WIN-EP2 - Xml.. QRadar Malware Investigating 06/17/2022 10...
Priority Weight
Critical OutBound Con.. QRadar Policy Violation ~ Closed 06/17/2022 10...
Severity

Low OutBound Con... McAfee ESM Other / Unkno... Open 06/17/2022 10... "
Assigned To

NP From release 7.5.0 onwards, users need to have the 'Execute’ permission on the "Playbooks
‘?' module to perform "Export All Columns as CSV" or "Export Visible Columns as CSV"
- operations from a module's grid. This permission is required because the export functionality
- utilizes playbooks to export records.

o Export All Columns as CSV: Use this option to export data from all columns, i.e., data from both visible and
hidden columns matching the currently set filter (if any) from the alerts grid get exported to a . csv file. Also, if you
have applied any saved filters then they also get applied while exporting the records. Selecting this option displays
the Export All Columns As CSV dialog, where you can choose to limit the record data being exported.

Export All Columns As CSV

Record Limit

@ All records in current page

© All records across all pages

¥| Neutralize CSV

& Download File | Close

Select the All records in current page to export data from the records on the current page, or select All records
across all pages, to export all the record data. The maximum number of records that can be exported in the

CSV format is limited by a global variable; the value of which can be changed by your administrator.

Important: If you select the All records across all pages option, you must have Create and Read permissions

on the Files module and Execute and Read permissions on the P1aybooks module.

Additionally, you can select the Neutralize CSV checkbox, if you want to make the formulas contained in the CSV
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file that you want to export ineffective. This helps protect the exported data from any malicious code that makes use
of CSV injections (embedding untrusted input inside CSV files).

Click Download File to download the CSV file containing the exported records.

NOTE: The date/time fields in the exported CSV or PDF file are displayed according to the datetime format selected
on the FortiSOAR UL.

« Export Visible Columns as CSV: Use this option to export visible columns of the alert record to a . csv file. The
visible columns appear with a green tick icon. Selecting this option displays the Export Visible Columns as
csv dialog, which is similar to the Export A1l Columns as CSVdialog in which you can opt to select the
Neutralize CSV checkbox, if you want to make the formulas contained in the CSV file that you want to export
ineffective.

Note: You can hide columns by deselecting a column from the list of columns present within the More Options
menu. The hidden columns appear with a red cross.

« Export Visible Columns as PDF: Use this option to export visible columns of the alert records to a . pdf file.
Note: If you want to export records from the record's grid and view panel that contain unsupported character sets
such as Korean or Chinese, then your administrators requires to perform additional configurations. For more
information, see the 'Configurations required for exporting of records with unsupported character sets in the PDF
format' topic in the Debugging, Troubleshooting, and optimizing FortiSOAR chapter of the "Administration Guide."
IMPORTANT: If you have selected a language other than English in your FortiSOAR system (see the "Language
Settings" topic in the Overview chapter), the content in the CSV file remains in English, except for audit logs and the
playbooks listing page if you choose the "All records in current page" option.

» Reset Columns To Default: Use this option to reset the alert record fields to the default fields specified for the alert
module.

The following additional options are visible if you select the row(s) in the grid:

« Export Selected Rows as CSV: Use this option to export selected rows in the alerts grid to a . csv file. Selecting
this option displays the Export Selected Rows as CSV dialog, in which you can opt to select the Neutralize
CSV checkbox if you want to make the formulas contained in the CSV file that you want to export ineffective:

Export Selected Rows As CSV

Do you want to download neutralize CSV ?

Neutralize CSV

A total of 1 Alert(s) being exported

& Download File Close

« Export Selected Rows as PDF: Use this option to export selected rows in the alerts grid to a . pdf file.

Editing a record in the List view

Select a record in the list view to delete, clone, perform bulk and automated actions, on that record as shown in the
following image:
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@ 2 2@

Alerts

Open Alerts By Severity Alerts by Type

Assigned To: Me | Assigned To: Me |

8 Items - 1 selected

@ Reassign @ ChangeSeverity @ ChangeStatus @ Change Queue | 8 Execute ~ 1 Escalate  « Resolve [

Priority Weight ... Severity Assigned To Name Playbooks scalates ssigned Date .. Created On ...
Search Search ¥ Search ¥ Search || PEE Select ¥ Search ¥ Search ¥ Sele.. ¥
Indicator Evaluation
Low Repeated | Demo 04/08/2022 ... |Awaiting Action |. | Awaiting Action |. 04/08/2022 ...
Pause SLA
Low Repeated | 06 - IRP - Case M 04/08/2022 ... [NAWaiting Action . NAWaiting Action . 04/08/2022 ...
06 - IRP - Case Managemen
Low Repeated | Send Email 04/08/2022 ... FAWaingAction". NAWAIRgAcion . 04/08/2022 ...
06 - IRP - Communications Tracking

High OutBound Co... Splunk Policy Violation Open 04/08/2022 ... | Awaiting Action . | Awaiting Action . 04/08/2022 ...

[ Mediom | Malware Dete... Splunk Malware Open 04/08/2022 ... |JAwaitngActon)). [JAWaitngActon]). 04/08/2022 ...

To reassign a record to another user(s), select the record(s) and click the Reassign button. Clicking the Reassign
button displays the Assigned To list. Select the user to whom you want to reassign the record(s) and click Reassign.

To delete a record, select the record and then click the Delete button.

L}
‘9' Deleting a record deletes the data and the relationships to the record, but not the entities to
|| which the record is related.

To clone arecord, select the record and then click the Clone button, which opens a Clone Records dialog. In the
Clone Records dialog choose whether you want to clone only the record, or also the related records for that record; if
you want to also clone the related records, select the Include Relationships checkbox and click Confirm. Once you
clone arecord, you can edit it as per your requirements. FortiSOAR names the cloned record as Copy of <content
of the Name field>.In case the record does not have the Name field in its MMD, then FortiSOAR picks up the
value of the first field that is of text format. For example, in the case of the Indicator module, Value is the first field that
is of text format. So, if you clone an indicator record, the cloned record will be named as Copy of <content of the
Value field>.

YL
‘9' You can clone only up to 100 records in a single selection. Select 100 records or less to
- perform the clone operation.

Executing default actions on records in bulk

If your administrator has configured bulk edit on a field in a particular module, then you can modify those records in bulk.
The Change Email Classification (introduced in 7.2.0), Reassign, Change Severity, Change Status, Change
Queue (introduced in 7.2.0), Execute, Escalate, and Resolve buttons are bulk operation buttons, which are included by
defaultin FortiSOAR. For example, you can update the email classification of records to Phishing or Non Phishing, by
selecting the records and clicking Change Email Classification, and then selecting Phishing or Non Phishing. Or,
you can change the queue to which the records are assigned by selecting the records and clicking Change Queue and
then selecting the queue to which you want to assign the records.

Your administrator can also configure the bulk edit operation on any other field, such as Type, in the Alerts module,
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then you can select multiple records and perform a bulk change on that field. Administrators can refer to the Application

Editor chapter in the "Administration Guide" for the process of configuring Bulk Edit.

Example of the working of Change Severity: In case of Change Severity, you can select multiple records and change

their severity to the same particular severity level. Select multiple records and click the Change Severity button,
which displays a Severity dialog box. The Severity dialog box contains the severity options configured, for example,
Critical, High, Medium, etc. Select the severity level that you want to set for the multiple records, for example, select

High.

Alerts

Open Alerts By Severity

Assigned To: Me |

8 Items - 3 selected

& Reassign

o | Severity
Minimal
T Low
Medium
High
Critical High

X Clear

© Change Severity

& Change Status

verity
Search ¥
Low
Low
Low
High
EZER
High

Low

& Change Queue

Assigned To

Search ¥

Name

Search

Repeated Logi...

Repeated Logi...

Repeated Logi...

OutBound Co...

Malware Dete...

IMAP -WIN-E...

Repeated Logi...

=Z Execute ~

Source

Search

Splunk

Splunk

Splunk

Splunk

Splunk

Splunk - IMAP

Splunk

1 Escalate

Alerts by Type

Assigned To:

v Resolve

Type

Search ¥

Brute Force At...

Brute Force At...

Brute Force At...

Policy Violation

Malware

Phishing

Brute Force At...

= IS

Status

Search ¥

Open

Open

Open

Open

Open

Investigating

Open

Escalated

Search ¥

No

No

No

No

No

No

No

Assigned Date ...

Select ¥

04/08/2022 ...

04/08/2022 ...

04/08/2022 ...

04/08/2022 ...

04/08/2022 ...

04/08/2022 ...

04/08/2022 ...

Ack SLA

Search ¥

Awaiting Action .

Awaiting Action .

Awaiting Action .

Awaiting Action .

Awaiting Action .

Missed

Awaiting Action .

@ = 00

Response SLA ...

Search

Awaiting Action

Awaiting Action

Awaiting Action

Awaiting Action

Awaiting Action

Awaiting Action

Awaiting Action

Created On ...

Sele.. ¥

. 04/08/2022 ...

. 04/08/2022 ...

. 04/08/2022 ...

. 04/08/2022 ...

. 04/08/2022 ...

. 04/08/2022 ...

. 04/08/2022 ...

Once you click the severity that you want to set for the records, you will see a Success message, and see that the
Severity level of the selected records has all been modified to High, as shown in the following image:

Alerts

Open Alerts By Severity

Assigned To: Me |

8ltems © [SAdd

O Priority Weight ...

o Execute ~

Severity
Search ¥
Low
High
Low
High
[REETE}

High

Assigned To

Search ¥

Name

h

Repeated Logi...

Repeated Logi...

Repeated Logi...

OutBound Co...

Malware Dete...

IMAP -WIN-E...

Successfully updated 3 records

Source

Splunk

Splunk

Splunk

Splunk

Splunk

Splunk - IMAP

x

Alerts by Type

Assigned To:

Type

Search ¥

Brute Force At...

Brute Force At...

Brute Force At...

Policy Violation

Malware

Phishing

Status

Search ¥

Open

Open

Open

Open

Open

Investigating

Escalated

Search ¥

No

No

No

No

Assigned Date ...

Select ¥

04/08/2022 ...

04/08/2022 ...

04/08/2022 ...

04/08/2022 ...

04/08/2022 ...

04/08/2022 ...

Ack SLA

Search ¥

Awaiting Action .

Awaiting Action .

Awaiting Action .

Awaiting Action .

Awaiting Action .

Missed

v

Response SLA ...

Search ¥

Awaiting Action

Awaiting Action

Awaiting Action

Awaiting Action

Awaiting Action

Awaiting Action

Created On ...

Sele.. ¥

. 04/08/2022 ...

. 04/08/2022 ...

. 04/08/2022 ...

. 04/08/2022 ...

. 04/08/2022 ...

. 04/08/2022 ...
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You can also change the status of multiple records to the same particular status level in the same way and also perform
a bulk reassign to records to a particular person. You can also close multiple records in bulk by selecting multiple records
and then clicking the Resolve button. Once you click the Resolve button FortiSOAR displays a Resolve dialog in which
you are required to add the reason for closing the alerts in the Closing Reason field and click the Execute button. This
reason that you add for closing the alert is included in the Closure Notes fields, and the status of the records is changed
to Closed.
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Example of escalating an alert to an incident: When your administrator is editing the template for a module, the
administrator can create buttons for commonly used actions on that module. For more information on editing templates,
see the Dashboard, Templates, and Widgets chapter. For example, the Escalate button for the Escalate manual trigger
on the Alerts module, which escalates alerts to incidents is included by default in FortiSOAR.

You can select an alert record or records in the grid view and click the Escalate button to create a new incident based on
the provided inputs, links the alert(s) to this newly created incident as well as links the newly created incident to the alert

Alerts

Open Alerts By Severity 2} - Alerts by Type

Assigned To: Me | Assigned To: Me |

8 Items - 1 selected
& Reassign @ Change Severity & Change Status § Change Queue | » Execute ~ || t Escalate | ¢ Resolve 0 [

Creates a new incident with the given inputs and links the alert(s) to the newly created Incident. - 06 - IRP - Case

ID Priority Weight ... Severity Assigned To me Source Management

Search Search ¥ Se h Searcl Selec hd Search ¥
Repeated Logi... Splunk Brute Force At.. Open 04/08/2022 ... [JAwaitingAction)). [JAwaitingAction]). 04/08/2022 .
Repeated Logi... Splunk Brute Force At.. Open 04/08/2022 ... |JANEGACIoR)). [PAVEEREACIGR]). 04/08/2022 ...

Repeated Logi... Splunk Brute Force At.. Open 04/08/2022 ... |JRwAingACGoR)). [AWEHEACHGR]). 04/08/2022 .

For example, if you want to escalate a Critical alertto an incident, you must select that record from the grid and then
click the Escalate button. This triggers the Escalate playbook and based on the configuration of this playbook; you must
specify the value of specific fields, such specifying the name and severity (default set to "Medium") of the incident that
will be created by the playbook, the person to whom this incident will be assigned, and the reason for escalation (default
set to "Alert needs to be investigated.").

Escalate

Incident Name

Escalating a Critical Alert to an incident
Severity

High
Incident Lead

€S Admin (me)
Escalation Reason

Alert needs to be investigated.

Incident Type

Brute Force Attempts

Closure Reason

Escalated to Incident «

Escalate Cancel

Click Escalate to run the playbook and based on whether the playbook runs successfully or not, you will get an
appropriate message, success in our example, as shown in the following image:
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® 4 @ a

“Alert > Escalate To Incident” X
executed successfully on 1

Alerts record.

Open Alerts By Severity Alerts by Type

Assigned To: Me | Assigned To: Me |

8ltems © |+ Add | s Execute =

D ID Priority Weight ... Severity Assigned To Name Source Type s Escalated Assigned Date ... Ack SLA Response SLA ...

Search earch Searcl Search Search Search ¥ Search Search ¥ Select hd Search ¥ Search ¥
Repeated Logi... Splunk Brute Force At.. Open No 04/08/2022 ... [JRNSEIgACEoR). [AUSERgRERR). 04/08/2022 ...
Repeated Logi... Splunk Brute Force At.. Open No 04/08/2022 ... [JRNSEIgACEoR). [AUSERgRERR). 04/08/2022 ...
Repeated Logi... Splunk Brute Force At.. Open No 04/08/2022 ... [JANSGAgACEoR). [JAVSRGAEIER]. 04/08/2022 ...
Malware Dete... Splunk Malware Open No 04/08/2022 ... [JRNSEIgACEoR). [AUSERgRERR). 04/08/2022 ...
Repeated Logi... Splunk Brute Force At.. Open No 04/08/2022 ... [JRNSEIgACEoR). [AUSERgRERR). 04/08/2022 ...
WIN-EP2 - X..  Splunk Other / Unkn... Open No 04/08/2022 ... [JRNSEIgACEoR). [AUSERgRERR). 04/08/2022 ...

IMAP -WIN-E... Splunk - Phishing Investigating No 04/08/2022 ... Missed JAWaiting Action . 04/08/2022 ...

O 00 0O0oogaod

OutBound Co... Splunk Policy Violation Open No 04/08/2022 ... |[NAWaiting Action . [NAWaitingAction | 04/08/2022 ...

30 v

You will see Yes in the Escalated column in the row of the alert that you have escalated. You can see that an incident

is created based on your inputs by either clicking the Go to result link as shown in the previous image or by opening the
Incidents module. In our example, we named the incidentas Escalating a Critical Alert to an Incident,

and the following image displays this newly created incident:

Incidents

Open Incidents By Severity Unresolved Incidents By Severity By Type

6ltems O NSENAdd v Q =

ID Severity Name Type Phase Status Incident Lead Created On Ack SLA Response SLA ...
Search Search Search ¥ Search ¥ Search ¥ Search elec Search ¥
Escalating a Criti... Brute Force Atte... Detection 04/08/2022 04:5... |JAWAIGREACHSH Awaiting Action

Root Level Intrusi... Root Level Intrusi... Detection 04/08/2022 10:3... [ANSIGAEASHER Awaiting Action

Executing playbook actions on a record

If you have registered any manual triggers on the module, in this case, the Alerts module, and you select a record,
then you can see those actions listed in the Execute drop-down list. If you want to run any action against the selected
record, then click Execute and select the action that you want to execute.
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Alerts

Open Alerts By Severity Alerts by Type

Assigned To: Me | Assigned To: Me |

212 Items - 1 selected

Change Email Classification 48 Reassign @ Change Severity © Change Status 4 Change Queue o Execute » | 1 Escalate « Resolve

Playbooks Ack SLA

Priority Weight . Severity Assigned To ... Name Queue Source Tyl Response

ch Playbooks

Search Search w Search w Search Search w Search 9 Search w Search ¥
Indicator Evaluation

Send using S... Email Server {  DemoNew Awaiting Action  Awaiting /

Investigate Brute Force
Information... Email Server ' 04-Investigate Awaiting Action | Awaiting /

Investigate} T .
1 Investigate Login Failures and also identify other impacted assets (04 - Investigate

Major updat... Email Server
Undeliverabl... Email Server 1 Investigate Compliance Alert Awaiting Action = Awaiting /
04 - Investigate

Repeated|Lo— QRadan § Investigate DNS Exfiltration L LS

04 - Investigate
FW: Daily sc... User Report... Awaiting Action | Awaiting /

The names that are displayed in the Execute drop-down list are the names that you have specified as the playbook
name or the name that you have specified in the Trigger Label Button field in a manual trigger playbook. If you have
specified both, then the name you have specified in the in the Trigger Label Button field will be displayed in the
Execute drop-down list. For more information about playbooks and triggers, see the Triggers & Steps chapter in the
"Playbooks Guide."

For example, if you want to investigate a repeated login failure then select the alert for which you want to run the
investigation and click the Investigate Brute Force option from the Execute drop-down list. This will run the
Investigate Brute Force playbook as shown in the following image:

Triggered action "Investigate
Brute Force Attempt” on 1

AI e rtS record.

Open Alerts By Severity Alerts by Type

Assigned To: | Assigned To: |

212 ltems © [ 5 Add || s# Execute =
[} Priority Weight . Severity Assigned To ... Name Queue Source Type Status Created On ... Escalated Ack SLA Response §
Search Search Search ¥ Search v Search Search v Search Search Search v Select v Search v Search v Search v

200 Send using S... Email Server  Suspicious E... Open 01/15/2022... No Awaiting Action ~ Awaiting /

198 Information... Email Server  Suspicious E... Open 01/17/2022... No Awaiting Action  Awaiting /

215 Major updat... Email Server  Suspicious E-.. 01/17/2022... No Awalting Action  Awaiting /

209 Undeliverabl... Email Server  Suspicious E... 01/15/2022... No Awaiting Action  Awaiting /

Repeated Lo... QRadar Malware 01/11/2022... Met Met

FW: Daily sc... User Report... Brute Force ... 01/17/2022... Awaiting Action | Awaiting /

Important: FortiSOAR implements RBAC for playbooks, including the ability to define the ownership, Public or Private,
for playbooks. A "Private" playbook is one that can be executed only by those teams to which it is assigned. A "Public"
playbook is one that can be executed by all (if they have other appropriate rights). Execute actions include actions such
as Escalate, Resolve, or any actions that appear in the Execute drop-down list on module records are shown based on
ownership. For example, if you have created a Private playbook with a Manual Trigger on the Alerts module, and if
you go to the alerts module and select the record, then the Execute drop-down list will contain only those playbooks that

FortiSOAR 7.6.1 User Guide 204
Fortinet Inc.



Working with Modules - Alerts & Incidents

belong to your team(s). Also, you can only execute playbooks, if your administrator has assigned you a role that has the
Execute permission selected for the Playbooks module.

Using Row Expansion in Grids

Administrators can also configure your template to display the overview for records, such as incident or alert records,
without having to open that record in the detail view. For more information on how to configure the template, see the
Dashboards, Templates, and Widgets chapter. If the template is configured for grid expansion, then you can click
expand icon (>) in the record row to display the details for that record. The fields that are displayed here is dependent on
what your administrator has configured in the template.

The following image illustrates how FortiSOAR displays the detail view of an alert whose template has been configured
for grid expansion:

> ) & 4 2@ a

Alerts

Open Alerts By Severity A Alerts by Type

Assigned To: Me | Assigned To: Me |

8ltems © | S Add | =§ Execute ~

04/08/2022 1... |JAWaitingActiony (WAWSIRgACHonN 04/08/2022 1...

Name

Repeated Login Failures on 192.168.50.21 (External, Safe)

Splunk

Type

Brute Force Attempts v

04/08/2022 1... [JAWaitingAction) WAWSiGRgACHonl 04/08/2022 1...

Alert Details View

When you click an alert in the list view, it opens the alertin the Detail view. You can view in-depth information about the
alert as well as review comment activity and any records related to the alert (attachments, tasks, etc.). The details of the
alert such as Severity, ID, Name, and the DateTime when the alert was last modified. You can also add or view tags
associated with the record in the detail view. You can click icons that appear on the top right of the detail view to perform
various actions:

* Click the Executed Playbook Logs icon (E) to view the logs and results of playbooks that have been executed
on that alert record in the flowchart format. You can toggle between Current Record and All. The 'Current Record'
view displays only the logs of the playbooks that are executed on that particular record whereas, the 'All' view
displays logs for all the playbooks that are executed on the FortiSOAR system.
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Alert: Repeated Login Failures on 192.168.50.21 (Ex...

High'=] Alert-5 | Repeated Login Failures on 192.168.50.21 (External, Safe)

Executed Playbook Logs Al «@

Recent Playbook Log v Test - Manual Inpu
FINISHED
Total Recent Logs: 3
Test - Manual Input
06/03/2022 02:32:05 PM e Test Manual Input

Sent Email Notification

You can also purge Executed Playbook Logs for a particular alert by clicking the Settings icon on the top-right of the
Executed Playbook Logs dialog in the Detail view of that alert, and then selecting the Purge Logs option,
which displays the Purge Playbook Execution Logs dialog. Inthe Purge Playbook Execution Logs
dialog, select the time frame (using the calendar widget) before which you want to clear all the executed playbook
logs. For more information on all the Executed Playbook Logs, see the Debugging and Optimizing Playbooks
chapter in the "Playbooks Guide."

» Click the Edit Template icon to design the detail view using templates. For more information on templates, see the
Dashboards, Templates, and Widgets chapter.

A
Click the Copy Record Link icon ( ) to copy the record link to the clipboard and share the record. The record link
gets copied to the clipboard as follows: https://{*Your FortiSOAR IP*} /modules/{*module name*}
/{*record ID*}.Forexample, https://xx.xx.xx.xxx/modules/alerts/5£213267-8683-43c4-
8560-b45edad13145.

The Details view by default has the following tabs:
» The Alert Details tab displays details of the alert such as to whom the alert is assigned, the status, severity, type,

source, etc of the alert. The Alerts Details tab contains the following tabs:

« The Indicators tab displays the indicators such as URLs and IP addresses, which are linked to that alert
record.

« The Correlations tab displays subtabs that display the entities to which the alert is actively related.

« The Tasks tab displays the tasks that are linked to that alert record.

« The Source Data tab displays the raw data of that alert record.

« The External Communications tab displays any external communication associated with that alert record.
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« The Access Control tab displays the owners of that alert record.

% Alert: Repeated Login Failures on 192.168.50.21 (Ex...

critical + Alert-1 | Repeated Login Failures on 192.168.50.21 (External, Safe)

Last Modified 04/08/2022 04:50 PM by Playbook

Suspicious Login Failures on asset ip-192-168-50-21 from 113.190.60.128
Detai

CS Admin Splunk 04/08/2022 10:31 AM

XX-YY-ZZ-DEMO
Open

Yes

Brute Force Attempts ¥

¥ Indicators ]

litems © [+ Add | oPLink s Execute =

> [ Lestseen First Seen

Select - Select v

> [J 04/08/202210:31.. 04/08/2022 10:31.. TBD 1P Address

113.190.60.128

& Actions ~ || s Execute ~ | 1 Escalate v Resolve & Send Email

[ EditRecord 2, Export Record  {J Delete Record

o The Playbooks tab displays the logs and results of playbooks that have been executed on that alert in the flowchart
format, as is displayed in the Executed Playbook Logs. This makes it easier for users to view the flow of
playbooks, especially useful for viewing the parallel execution paths in playbooks. The same view can be seen
when you click the Executed Playbook Logs icon on the top right of the Detail view.

For more information on all the Executed Playbook Logs and the details of the playbooks tab, see the Debugging
and Optimizing Playbooks chapter in the "Playbooks Guide."

Alert: Malware Detected on WIN-EP2

IEEEREN Alert-6 | Malware Detected on WIN-EP2

Last Modified 03/23/2020 03:32 PM by Playbook

f& Workspace m
Comments Recommendations

@) ==

= Playbooks
Al =@ &~

» Alert > Set Metrics (Upon Close) # Edit Playbook
FINISHED

ENV

Get Queved Time Get Resolution Time @ Time Difference

A PLAYBOOK
The Alert status is updated to Closed

Write Preview

HB I S

1 Escalate <& Execute a (& Actions a [# Edit Record |t Export Record {J Delete Record

« The Audit Log tab displays the historical timeline, in a graphical format, for the current record. Click the Full-screen
Mode button to view the audit log in the full-screen mode. You can expand and collapse the entries in the timeline
(audit log) to view the details of the changes. For more information on Time1line, see the Dashboards, Templates,
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and Widgets chapter.

to Network Traffi_ & Workspace

OutBound Connection - PaloAlto Network Traffic Alert = ] [ Recommendations

Last Madified 12/18/2018 D2:38 PM by Playbook Q

policyViolation X  paloAlto X

® Audit Log

Select User Select Operation

Alert Updated
By User: GS Admin 12/18/2019 03:39 PH >

Alert Updated
By User: CS Admin 12/18/2018 03:38 PH 1 PLAYBDOK

This alert has be scalated to an incident (#)

Alert Updated
By User: CS Admin 12/18/2019 03:38 PM >
Write Preview

HBISE
Alert Updated vy
By User: CS Admin 12/18/2018 03:38 PH

[ Edit Record (1, Export Record (7 Delete Record

Editing a record in the Alert Details tab

Overview
To edit the template for any module, including 21erts, click the Edit Template button. For more information on
Templates, see the Dashboards, Templates, and Widgets chapter.

You can run actions on the record, such as escalating an alert to an incident by clicking the Escalate button. Or, you can
resolve an alert by clicking the Resolve button. The Escalate and Resolve buttons have been explained inthe Alerts
List View section.

Click the Delete Record button to delete the alert record from the Details page.

\ L}
‘?' Deleting an alert record deletes the alert data and the relationships to the record, but not the

entities to which the alert is related.

You can export the detailed information of the alertin the . csv and . pdf formats, by clicking the Export Record button.

If you want to export records from the record's grid and view panel that contain unsupported
) ! /, character sets such as Korean or Chinese, then your administrators require to perform
? additional configurations. For more information, see the 'Configurations required for exporting
= of records with unsupported character sets in the PDF format' topic in the Debugging,
Troubleshooting, and optimizing FortiSOAR chapter of the "Administration Guide."

If the SLA Management Solution Pack is installed on your system and SLA management is configured, you will see fields
related to SLA management in your alert or incident records. These fields include Ack Due Date, Ack Date, Ack SLA,
Response Due Date, etc., enabling you to monitor SLA compliance. For more information see the SLA Management
Solution Pack documentation.
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You can execute a playbook on the record by clicking the Execute button and selecting the playbook that you want to
run on the record. You can also search through the list of playbooks by typing the search keywords in Search Playbook.

Alert: Repeated Login on 192.168.50.21 (Ex...

citical v Alert-1 | Repeated Login Failures on 192.168.50.21 (External, Safe)

Last Modified 04/08/2022 04:50 PM by Playbook

@ Alert Details

Time Remaining To Ack

03/23/2022 04:42 PM Ack Date 03/23/2022 04:23 PM Ack SLA Met Odays 00nr 00 min 00 sec

03/23/2022 04:53 e Date -NA- /. Awaiting Action
" PM Time Remaining To Response

Odays 00nr 00 min 00sec

Suspicious Login Failures on asset ip-192-168-50-21 from 113.190.60.128

Details

Assignec ¢ Playbooks Splunk Detection Date 04/08/2022 10:31 AM

3 P Source ID XX-YY-ZZ-DEMO
oy

Indicator Evaluation
Yes

Demo
Pause SLA Export as CSV
06 - IRP- Export as PDF

& Actions ~ = Execute - I Escalate « Resolve (& Send Email [% Edit Record | (*, Export Record | {7 Delete Record

Click the Workspace icon (E) to view the Workspace panel, which appears on the right side of the Detail view of a
record and consists of the Comments tab and the Recommendations tab. You can use the Comments tab of the
Workspace to add comments and attachments to the record. The Recommendations tab of the Workspace provides
you with a list of similar records, providing suggestions for values of fields, and providing playbook suggestions.

In the Comments tab, you can add comments and attachments to the record. Use the "Styling" toolbar to apply some
formatting, such as bold, italics, underline, and strikethrough to the content that you add as a comment. You can also
copy-paste an excel table into 'Comments’. Pasting the table into a comment retains it in the table format, and also adds
it as an image:

Alert: OutBound Connection - PaloAlto Network Tra... » & Workspace

citical +  Alert-5 | OutBound Connection - PaloAlto Network Traff... — Recommendations

Last Modified 01/19/2023 03:05 PM by Playbook Qs

and
Escalate

(@ Alert Details Map
Historic T
alAlerts "

maliciou

s

[J) Alertis Resolved. Indicato

rs

Find and
Find Relate
Similar  Similar  Find
Alerts  Alerts -

ML

SLA Not Applicable

SLA Not Applicable
Sr NPlaybook |Descriptid Action

1|Update Al|Update Al|Alert Seve
2|Prioritize APrioritize APrioritize
3|Flag Linke¢Flag Indici Flag Indicd
4|Map HistaMap HistdMap
5/Find SimiliFind and fFind

BMCRemedy Dets Jate  01/19/2023 03:05 PM

& Actions » | »f Execute » 1 Escalate [ Send Email [ Edit Record 2, Export Record T Delete Record
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You can edit the Contents field in the "Comments" module, and choose how this field should be rendered, either Rich

Text (Markdown), which is the default or as Rich Text (HTML).

The following image illustrates how the Comments widget is displayed in the Detail View of a record, when the "Content"

field is set as Rich Text (HTML):

Alert: WIN-EP2 - XmIWinEventLog:Microsaft-Windo...

wighs) Alert-6 ‘ WIN-EP2 - XmIWinEventLog:Microsoft-Windows...

Last Modified 02/11/2021 05:42 PM by C5 Admin

O Technique ID Technique

Comments

% Attach File

1 CS Admin

Attaching an incident related to this alert from another environment

1 Escalate  + Resolve o Launch War Room | = Execute = | & Actions =

i& Workspace

Comments Recommendations

Qs

A €S Admin

The following image illustrates how the Comments widget is displayed in the Detail View of a record, when the "Content"

field is retained as Rich Text (Markdown):

Alert: WIN-EP2 - XmIWinEventLog:Microsaft-Windo...

Hghis) Alert-6 ‘ WIN-EP2 - XmIWinEventLog:Microsoft-Windows...

Last Modified 02/11/2021 12:23 PM by Playbook

(O Alert Details

Alert report by SysMon for host -WIN-EP2

Select 5 Splunk

Open 5 D XX-YY-ZZ-DEMO

Other / Unknown

= Correlations

ATT&CK Techniques 0

1 Escalate  « Resolve #f Launch War Room | =f Execute = | & Actions =

i& Workspace

Comments Recommendations

Q-

A CSAdmin

Write Preview

HB I SZ

You can mark a comment as important by clicking the Mark Comment as Important icon. To do this, you need to have

the 'Update' permission on the Comment module.

You can search for comments and filter them based on tags, mentions, and the importance flag.
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You can add mentions or tag users in comments. Typing @ in the comments displays the list of active users, with their
first and last names highlighted in blue. Select the user who you want to tag from the list, which results in the IRI of the
user being linked to that comment. Users who are tagged get notified of their mentions by email.

Message Threads or Nested Replies are supported in comments to help in keeping track of conversations and making it
easier to respond to a specific thread. When users reply to a comment, the reply will be displayed as an indented (only a
single level indent) comment. which helps in clear identification of replies to a comment and a new comment thread as
seen in the above image. The first comment contains a message thread whose entire conversation you can view by
clicking Show all <number of replies> replies. You can reply to the conversation by clicking Reply:

Alert: WIN-EP2 - XmIWinEventLog:Microsoft-Windo... & Workspace
wghw) Alert-6 ‘ WIN-EP2 - XmlWinEventLog:Microsoft-Windows...

Last Madifled 02/11/2021 05:42 PM by C5 Admin

Comments Recommendations

Qs

@ Alert Details A €S Admin

Alert report by SysMon for host -WIN-EP2

Splunk

XX-YY-ZZ-DEMO

Other / Unknown

= Correlations Write Preview

HB I SZ

Please look into the indicators also @|
Test analyst |

ATT&CK Techniques 0 Alerts 0

€s Admin

1 Escalate  + Resolve 4 Launch War Room | =ff Execute - | & Actions - [# Edit Record T, Export Record {7 Delete Record

Similarly, based on how playbooks are configured, all automation comments from a playbook can be added to a single
thread as shown in the following image:

Indicator: gumblar.cn » f&@ Workspace
reputation ~ |ndicator-7 | gumblar.cn

Last Modified 01/19/2023 04:36 PM by Playbook

Comments Recommendations

Q Searc

Domain [ n 01/19/2023 04:35 PM xpires On 02/08/2023 04:35 PM

fé) Playbook
01/19/2023 04:35 PM No ! 10 minutes ago

No integration available for enrichment

01/19/2023 04:35 PM (1 “ Reply

Pt Playbook
Q)

8 minutes ago

Enriching the extracted Indicator

® Sightings &2 Source Data W Access Control @ Audit Log

@ I

Campaigns 0 Hunts O  Events 0 Alerts 0  Assets O Incidents 0 Indicators O Tasks O War Rooms O e By AN HS T

Oltems © |4 Add P Link

O Attack Vector Campaign Name Malware Employed Threat Actor

of Execute « [ Edit Record 1, Export Record  {j Delete Record + New Comment

If you have large files or images to be added to comments, you can add them as attachments to the comments. Add files
or images by dragging-and-dropping files or images (these are added as inline images) onto the comments panel, or by
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clicking the Attachments button. You can attach a maximum of five files to a single comment. Both Inline images and
images that are attached get appropriately resized within comments. To view the images as per its original size so that it
becomes possible to read the contents of the images, click the attachment name to see the enlarged image. In case of
inline images, clicking the image name downloads the original image.

You can preview the comment by clicking on the Preview tab and click the Full Screen icon to make the workspace
cover the complete screen. Press Enter or click the Post Comment icon to add the comment to the collaboration
panel. Press sShift + Enter toaddanewline.

You can increase the width of the workspace panel by clicking the Expand icon (:| I). The Comments panel displays the
latest 30 comments, and if you want to view older comments, then click the View More link that at the top of the
Comments panel.

You can edit and delete your own comments if your administrator has enabled the settings for comment modification and
if you have appropriate CRUD permissions on the Comments module. You can edit or delete your comments within the
time duration that your administrator has set, by default this is set to "5 minutes". This means that you can edit and delete
your comments within 5 minutes of adding the comment.

If you want to edit a comment, click the Edit icon within the comment, make the necessary modifications to the comment
and press Enter. The Collaboration Panel would now display the modified comment with the Modified <time when
the comment was modified>,forexample,Modified less than a minute ago, contentappearing under
the modified comment, as shown in the following image:

Nlert: WIN-£F2 - XaWinEventlog Microsof-Windo.. RN WoriEpac

Highis) Alert-6 | WIN-EP2 - XmIWinEventLog:Microsoft-Windows... H§ 7 = Comments Recommendations

Last Modifled 02/11/2021 06:11 PM by Playboak Qs

(D Alert Details

Summary of the alert

Alert report by SysMon for host -WIN-EP2
= Reply

Select 5 Splunk Dat o 4 Playbook

Open S C XX-YY-ZZ-DEMO . s is a has been escalated to an

Yes

1 C5Admin ]

Escalated this alert o an incident

Other / Unknown 2 e SL = Reply

Write Preview

HBISZE

= Correlations

ncidents 1 ATT&CK Techniques 0

% Escalate  + Resolve 4 Launch War Room | «ff Execute = & Actions = [# Edit Record 1, Export Record {7 Delete Record

If you want to delete a comment, click the Delete icon within the comment and in the Confirmation dialog, click Confirm.
Then Collaboration Panel would display the commentas - Comment Deleted - underthe username, as shownin
the following image:
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Alert: WIN-EP2 - XmlWinEventLog:Micrasaft-Windo... & Workspace

Highi=) Alert-6 | WIN-EP2 - XmIWinEventLog:Microsoft-Windows...

Last Modifled 02/11/2021 06:11 PM by Playbaok

Qs

D Alert Details

Comments Recommendations

for similarities.
Summary of the afert

* Reply

& Playbook

Alert report by SysMon for host -WIN-EP2
Th

Splunk t 2 Reply

XX-YY-ZZ-DEMO

t has b calated to an

‘_ CS Admin

Escalated this alert to an incident

Yes
= Reply

‘- €S Admin

Other / Unknown

# Correlations Write
HBI

s 1 ATT&CK Techniques 0

1 Escalate + Resolve 4 Launch War Room | =ff Execute -~ | & Actions - [ Edit Record T, Export Record {7 Delete Record

Preview

s &

You will observe the same behavior in case the Comments widget has been added in the detail view of the record.

Related records permissions are defined by the parent record, and therefore comments are associated with the record
instead of the module. Therefore, anybody who can see the record as per ownership or team hierarchy can see all the

comments added to that record irrespective of who added the comments to that particular record.

From version 6.4.0 onwards, the table view has been enhanced to allow for editing a table in the Collaboration Panel by
clicking the Edit icon and also for viewing the table in the full screen by clicking the Full-Screen icon as shown in the

following image:

Alert: WIN-EP2 - XmIWinEventLog-Microsoft-Windo_ & Workspace

= Alert-6 | WIN-EP2 - XmIWinEventLog:Microsoft-Windows...

Last Madified 04/13/2020 10:34 AM by Playbook

Comments Recommendations

Q sea
(@ Alert Details

Alert report by SysMon for host -WIN-EP2

A Playbook
Source Splunk
Select plun

Open Source ID XX-YY-ZZ-DEMO : | PhishingAlert
Outbound connection,
PhishingAlert
PhishingAlert
PhishingAlert ishi ; AdminMail

Other / Unknown

Write Preview
HB I SZ

| Fullscreen

+ Resolve  =E Execute « & Actions « [ Edit Record

Clicking the Full-Screen icon opens the table in the full screen as shown in the following image:
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Comment | 4 Playbook 25m

Name

PhishingAlert
QOutbound r,onnection__:
PhishingAlert
PhishingAlert
PhishingAlert
PhishingAlert
PhishingAlert
PhishingAlert
PhishingAlert
PhishingAlert
PhishingAlert
PhishingAlert

PhishingAlert

This enhancement makes it easier for you to view and edit large tables in the Collaboration Panel, especially those that
have been converted from JSON to HTML using the "Util: Convert JSON into an HTML Table" action of the "Utilities"
connector and added into the alert using a playbook as shown in the above image. In the full-screen mode also you can
edit the table and you can export the table in the . csv format by clicking the Export Table as CSV link. Also, if there are
more than "5" rows in the table then a Show More link will be displayed, clicking which you can view all the rows of the

table.

Editing Records

Editing the complete record

To edit the complete record, click the Edit Record button, which opens the Edit Alert dialog that contains the details

. Type

Phishing

. Phishing

_ Phishing

. Phishing

. Phishing

. Phishing

. Phishing

Phishing

Beaconing

Phishing

Phishing

Phishing

Phishing

.. Description

AdminMail

. AdminMail

_ AdminMail

_ AdminMail

. AdminMail

. AdminMail

. AdminMail

AdminMail

Outbound connection

AdminMail

AdminMail

AdminMail

AdminMail

. Comments

MoneyCredited

. MoneyCredited

_ MoneyCredited

. MoneyCredited

. MoneyCredited

. MoneyCredited

. MoneyCredited

MoneyCredited

Outbound Connection Unauthorized

MoneyCredited

MoneyCredited

MoneyCredited

MoneyCredited

. Namel

Policy Vic

Phishing#

Phishing?

Phishing#

. Phishing#

Phishing?

_ Phishing?

. Phishing?

Phishing?

. Phishing2

. Phishing?

Phishing?

. Phishing#

of the alert in a form. You can edit multiple fields at one time for the record and then click Save to save the changes to the

record.
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Alert-1

Last Modified 04/08/2022 04:50 PM by Playbook

Edit Alert

Summary

Repeated Login Failures on 192.168.50.21 (External, Safe)
Descriptio

Write Preview

H B |G i==r € | BRQ |8

<p>Suspicious Login Failures on asset&nbsp;ip-192-168-50-21 from 113.190.60.128</p>

Editing Fields

To edit any fields in the record, go to that field, and if that field is an editable field then you can click and change the value
of that field either by typing content in the text field or by selecting a value from a drop-down list.

The alerts detail view contains a Description field that provides the description of the alert and it is generally a "Rich
Text" field. Rich Text fields allow you to apply formatting to the content entered in this field. Rich Text fields can either
have a "Markdown" editor or an "HTML WY SIWYG" editor, based on the sub-type that is set for this text field. The default
editor is set as "Markdown" for all modules, which can be changed to the "HTML" editor using 'Module Editor".

You can add styles such as headings, bold, italics, add lists, tables, and insert links, images, attachments etc. using the
"Styling" toolbar provided in the rich text field in both the Markdown and HTML editors. Note that video is not supported in
the "Markdown" editor.

In case of the Markdown editor, you can write in markdown in the "Write" mode and click Preview to view how your
content will be displayed. The following image displays content in the "Write" mode:

Alert: Repeated Login Failure an Win-EP2

ww v Alert-5 | Repeated Login Failure on Win-EP2

Last Modified 05/05/2020 11:53 AM by Playbook

(0 Alert Details

Write Preview
HBIS=E|wmiE-yxm<€ BE2 | »=H

it Suspicious Login Failures on asset Win-EP2

=192 3 30 00 ™ from **11.11.11.

*192 o 00 00t from **44.11.41.
;#1920 300300 from **11.11.11.

The following image displays content in the "Preview" mode:
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Alert: Repeated Login Failure on Win-EP2
ow v Alert-5 | Repeated Login Failure on Win-EP2

Last Modified 05/05/2020 11:53 AM by Playbook

(0 Alert Details

Write Preview

Suspicious Login Failures on asset Win-EP2

00000 from 11.11.11.111
2000000 from 11.11.11.111
o0o0ox from 11.11.11.111

ed To 4 C5 Admin Source Splunk

Open - Source 1D XX-YY-ZZ-DEMO

1 Escalate  « Resolve | = Execute = || & Actions « [ Edit Record T, Export Record [ Delete Record

You can also add an inline css or add inline styles such as "style="color:blue; "" to your contentin the Rich Text
field.

(Markdown) field and the Richtext Content widget. If you want to use these tags or attributes,

Some tags such as script, iFrame, textarea, form, select, meta, style, link, title, embed, object,
x details, and summary and some attributes such as onLoad are not supported in the Rich Text
contact FortiSOAR support.

The following image displays editing of content of a rich text field using the HTML editor:

Alert: Malware Detected on WIN-EP2

RSl Alert-22 | Malware Detected on WIN-EP2

Last Modified 09/09/2020 11:42 AM by Playbook

(D Alert Details

Parag.. ¥~ L 10pt v

Suspicious File {Potentially Malware) Detected on WIN-EP2|

Select

gned To 4 CS Admin Source Splunk

If the editor of the "Rich Text" field is changed from Markdown to HTML or vice-versa, note the following:

« Ifthe content was in the HTML format and you change the format to Markdown, then the Markdown editor will
display the HTML code in "Write" mode and the "Preview" will work fine.

« Ifthe content was in Markdown format and you change the format to HTML, then the HTML editor will show the
Markdown code in the source code mode; however, the content will not get rendered. You must convert the
markdown code to HTML code for the content to correctly render the content.

Editing picklists or lookups
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To change a value of a picklist or a lookup, select the required value from their respective drop-down list as shown in the
following image:
Alert: Repeated Login Failures on 192.168.50.21 (Ex...

citical v Alert-1 | Repeated Login Failures on 192.168.50.21 (External, Safe)

Last Modified 04/08/2022 04:50 PM by Playbook

@ Alert Details

Time Remaining To Ack
Awaiting Action Odays 00nr 00 min 00 sec

Awaiting Action

e 04/08/2022 10:41 AM

Jue Date  04/08/2022 10:51 AM

Time Remaining To Response

Status Odays 00nr 00 min 00sec

Open
Investigating
Pending
Closed
Re-Opened

Suspicious -50-21 from 113.190.60.128

Details

Assignec X Clear Source Splunk Detection Date  04/08/2022 10:31 AM
XX-YY-ZZ-DEMO

Yes

& Actions ~ | = Execufe - | I Escalate « Resolve & Send Email [ Edit Record (1, Export Record {7 Delete Record

N ! /, By default, 1ookup fields in FortiSOAR display only the first 30 items. To search for more than
9 30 items, use the Search text box. For example, the Status list in the above image will
3 display only the first 30 users.

The 1lookup fields for the People module, such as Assigned To or Incident Lead, also contains a View button.
Clicking the View button opens the User Profile page for that user.

FortiSOAR also supports a special type of picklist, called "Multiselect Picklist". You can use the multiselect picklist for
fields that can contain more than one value. For example, you can have an alert be assigned more than one "Type", i.e.,
an alert can be of type Brute Force Alert and Malware. If your administrator has assigned "Multiselect Picklist" field type
to any picklist, then you can assign more than one value to that field as shown in the following image:

Alert: Repeated Login Failures on 192.168.50.19 (Ex...
Highsl Alert-3 | Repeated Login Failures on 192.168.50.19 (External, Malicious)

Last Modified 04/08/2022 04:35 PM by Playbook

CS Admin source Splunk Detection Date  04/08/2022 10:31 AM

Open

Malware X Ransomware X

Domain User Created

& Indicator: | 5teral Movement

Firewall Configuration Change

2ltems G
Phishing
Improper Disposal Reputation Sources Country
Data Leakage

Policy Violation
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Working with Related Records

Clicking the Correlations tab displays subtabs that contain the entities, such as incidents or emails or events, to which

the alert is actively related.

Alert: Repeated Login Failures on 192.168.50.19 (Ex...

Highisy Alert-3 | Repeated Login Failures on 192.168.50.19 (External, Malicious)

Last Modified 04/08/2022 04:35 PM by Playbook

Malware Ransomware

= Correlations

Incidents 2 Assets 0 Alerts 0

O +Add | o Link

Name Discovered Date

Select

Security Lock Compromise Detection

Sensitive Data Breach Detection

1

& Actions ~ || =f Execute ~ 1 Escalate + Resolve & Send Email

In Progress

In Progress

Severity

Search ¥

Critical

Incident Lead

Explained Anomaly

Palicy Violation

[4 Edit Record 1, ExportRecord T Delete Record

Clicking the <icon collapses the subtabs and displays entities to which the alert has an active relationship and clicking >

icon expands the subtabs displaying all the entities.

If you want to add relationships to any other entity, click that entity and then click the Link {Entity} button. For example,
to link an incident to an alert click Incidents and then click the Link Incidents button. This displays the Change
Relationship dialog which displays the list of Incidents. Click the incident that you want to link to the alert and then
click Save Relationship to add the incident as a related record to the alert.

Link Incidents

6 Items - 1 selected

04/08/2022...
04/08/2022...
04/08/2022...
04/08/2022...
04/08/2022...

04/08/2022...

1

Save Relationship  Cancel

Escalating a ...

Root Level I...

Security Loc...

Password Re...

Sensitive Da...

Phishing eM...

Detection

Detection

Detection

Detection

Detection

[

You can perform update field operations on the related item, such as change status, change severity and change lead,
by clicking the respective buttons. The operation of these fields is similar to Executing default actions on records in bulk.
To remove a relationship, select the related item and click Remove Link.
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Alert: Repeated Login Failures on 192.168.50.19 (Ex...
High'=) Alert-3 | Repeated Login Failures on 192.168.50.19 (External, Malicious)

Last Modified 04/08/2022 05:44 PM by CS Admin

Malware Ransomware

& Correlations

Incidents 3 Alerts 0 Assets 0 Atta

3 ltems - 1 selected

@ Changelead ¢ Change Severity Change Status 4 Change Queue | = Execute ~ | S5 Remove Link
(] Name Discovered Date ase Status pe Incident Lead
Select Seare Search ¥ Seare Search ¥
Security Lock Compromise Detection In Progress Explained Anomaly
Password Reset Detection In Progress Policy Violation
Sensitive Data Breach Detection In Progress Policy Violation

1 > > 30 -«

& Actions ~ | w Execute - | 1 Escalate v Resolve & Send Email [% EditRecord (1, Export Record {7 Delete Record

Related records permissions are defined by the parent record. For example, if there is an alert record that contains a
related incident record to which you do not have permissions, you will be able to view that incident record (read-only
permissions) in the Related Records tab.

You can also view the relationships of a particular record in a graphical format, by adding the Visual Correlation widget to
the detail view of the records. For more information, see the Dashboards, Templates, and Widgets chapter.

Viewing Breadcrumbs

FortiSOAR displays breadcrumbs in the top bar of a record so that you can view your navigational trail and immediately
know your location within FortiSOAR. Using the breadcrumbs, you can navigate easily through several related records
and come back to your original record.

For example, click a record in a module, for example, Alerts, then click the Related Records tab, click the Incidents
subtab, select the related incident. You will see the breadcrumbs in the top bar of the record, as shown in the following
image:

ows! Incident-4 | Password Reset

Last Modified 04/08/2022 10:31 AM by Playbook

@ Incidents Details

aphic SLA Not Applicable

Detection Identification Confirmation Containment Eradication Recovery

SLA Not Applicable

Aftermath

User reset password after an incorrect attempt.
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Using Grid Expansion in Relationships

If your administrator has configured your template to display the overview of related records in the detail view of the
record itself without having to open the related record in a new window. For example, you can view the details of an
incident related to an alert in the alert detail view itself, without having to open the incident record in a new window. For
more information on how to configure the template, see the Dashboards, Templates, and Widgets chapter. If the
template is configured for grid expansion, then you can click expand icon (>) in the related record row to display the
details for that record. The fields that are displayed here is dependent on what your administrator has configured in the

template.

The following image illustrates how FortiSOAR displays the detail view of an alert and its Related Records tab, with the
Incidents tab selected. The Incidents records have been configured for grid expansion:

Alert: Repeated Login Failures on 192.168.50.21 (Ex-.
critical + Alert-1 | Repeated Login Failures on 192.168.50.21 (External, Safe)

Last Modified 04/08/2022 05:53 PM by Playbook

1 Items - 1 selected
_ © Change Expiry Status & Update Reputation | =l Execute = | % Block Domain  $5 Remove Link

~ Last Seen en Status File Type Rej d s Country

v 04/08/2022 10:31 .. 04/08/2022 10:31 .. TBD gumblar.cn

Description Aggregate Score 15

Opera domain info The URL domain/host was seen to host badware at some point in time

Alexa domain info
DrWeb category known infection source
Websense ThreatSeeker category malicious web sites. parked domain
Forcepoint ThreatSeeker category malicious web sites. parked domain
BitDefender domain info This URL domain/host was seen to host badware at some point in time

whois Information:
Domain Name: gumblar.cn ROID: 20170715s10001594571999-cn Domain Status: clientTransferProhibited Registrant ID: dytc-175409 Registrant: S Jon Grant Registrant Contact Email:

3xdomains@gmail.com Sponsoring Registrar: DYNADOTCHINA LLC Name Server: ns1.parkingcrew.net Name Server: ns2.parkingcrew.net Registration Time: 2017-07-15 00:44:53 Expiration Time:
2018-07-15 00:44:53 DNSSEC: unsigned

1 30 v

& Actions || =3 Bxecute ~ 1 Escalate « Resolve & Send Email [£ Edit Record  #, Export Record {7 Delete Record

Applying different default filters for each relationship grid

You can apply different default filters for each relationship grid widget. For example, if in the alert details, you want one
relationship grid to display only "Suspicious" Indicators and another to display only "Malicious" Indicators, this can be

achieved as follows:

1. Inthe alerts detail view, add a relationship grid for Indicators, named "Suspicious Indicators" as follows:
a. Open an alertin the detail view and click Edit Template.
b. Inthe Template Editing Mode, go towards the end of the template, where various tabs for related records are
present, and click New Tab, and enter the title as Suspicious Indicators and click the green checkbox.
Then, click Add Widget in the Suspicious Indicators tab and optionally add an icon for this tab. From the

Choose Widget dialog, select Relationships. Click Edit in the Relationships grid, and in the
Relationships dialog, click Only Include Few and then from the Select Related Modules To Include

drop-down list, select Indicators, and click Save.
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o - [

Primary Tabs |+ NewTab iz Reorder Tabs

Select a Manual Trigger Playbi ~ | Create Button | 1 «  Escalate

/| Enable Direct Action Execution Panel

x Alert: Repeated Lo res on 193.168.50.20 (Int.

Enable Recommendation Panel

This creates a tab called Suspicious Indicators in the Related Records section in the alert details page.

Template Editing Mode Enabled X Cancel ¢ Revert Changes |+ Apply Changes

Container

None ~  Suspicious Indicators

+ Add Widget

+ Add Widget

Add Row

+ Add Widget

Add Row

¥ = Resolve Alert & ~ Notify > Email

Open Collaboration Panel On First Load

ow ) Alert-2 | Repeated Login Failures on 193.168.50.20 (Internal, Safe)

ified 04/08/2022 10:31 AM by Playbook

Suspicious Login failures on asset ip_193_168_50_20 (Internal, Safe)

€S Admin

Open

O +Add & Link  +d Execute v

Time Remaining To Response

0days 00hr 00min 00sec

Splunk 04/08/2022 10:31 AM
XX-YY-ZZ-DEMO

Suspicious Indicators.

4 Edit Record 1, Exg

Similarly, perform the above steps for creating the Malicious Indicators tab.
2. Inthe Suspicious Indicators tab, create a filter for "Reputation = Suspicious" as follows:
a. Click Filters and from the Reputation drop-down list select Suspicious and click Apply. This creates a filter

as shown in the following image:
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193.168.50.20 (it
ow =~ Aler Repeated Login Failures on 193.168.50.20 (Internal, Safe)

Last Modified 04/08/2022 06:10 PM by Playbook

Suspicious Login failures on asset ip_193_168_50_20 (Internal, Safe)

€5 Admin Splunk 04/08/2022 10:31 AM

XX-YY-ZZ-DEMO
Open

Suspicious Indicators

O +Add £ Link  +d Execute v

CLEAR FILTER CRITERIA Save Filter  ~

ALL OF THE BELOW ARE TRUE (AND) Save As System

Reputation Contains  suspicious X

O u First Seen Status ile yoe Value Sources Country [}

& Actions + |« Execute » | 1 Escalate end Email [ EditRecord 1, Export Record  {J Delete Record

b. Click the Save Filter drop-down list as select the Save as System option (if you want this filter to be applicable
to all users) which opens the Save As System Filter dialog, in which enter the name of the filter such as,
Reputation is Suspicious,and click Save.

c. Click the star icon to save this filter as the default filter to be applied to this gird and click Save Filter.

I3

—=1mr R
= Alert-2 | Repeated Login Failures on 193.168.50.20 (Internal, Safe)

Last Modified 04/08/2022 06:10 PM by Playbook

Splunk 04/08/2022 10:31 AM
XX-YY-ZZ-DEMO

No

Suspicious Indicators

©  +Add P lLink o Execute v

CLEAR FILTER CRITERIA Save Filter  ~

ALL OF THE BELOW ARE TRUE (AND) Set Default Filter

Reputation Contains  suspicious X

& Actions »  + Execute 1 Escalate v Resolve [ Send Email [ Edit Record 1, Export Record (7 Delete Record
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d. Perform steps similar to the above steps for creating the Reputation is Malicious filter.

Ale 168.50.20 (Int
Repeated Login Failures on 193.168.50.20 (Internal, Safe)

Last Modified 04/08/2022 06:10 PM by Playbook

€5 Admin Splunk 04/08/2022 10:31 AM
XX-YY-2Z-DEMO
Open

Malicious Indicators

O +Add & Link 3 Execute v

CLEAR FILTER CRITERIA

ALL OF THE BELOW ARE TRUE (AND)

Reputation Contains Malicious X

& Actions + | Execute 4 | 1 Escalate end Email [ EditRecord 1, Export Record  (J Delete Record

Once you have added these default filters, you will observe that the relationship grid in the Suspicious Indicators tab will
contain only those indicators whose reputation is suspicious.

x Alert: Repeated Loy

Highw) Alert-5 | Repeated Login Failure on Win-EP2

Last Modified 04/08/2022 06:21 PM by Playbaok

Uaays Uunr vumin uu sec

Suspicious Login Failures on asset Win-EP2 from 192.168.60.143

€S Admin So Splunk Detection Date  04/08/2022 10:31 AM
XX-YY-ZZ-DEMO
Open

Suspicious Indicators

3 4 Add | P lLink 4 Execute +
First Seen e ype Reputation
select -
04/08/2022 10:31 AM  04/08/2022 10:31 AM 1P Address 43.225.46.25

04/08/2022 10:31 AM  04/08/2022 10:31 AM 1P Address 113.190.60.128

Similarly, you will observe that the relationship grid in the Malicious Indicators tab will contain only those indicators
whose reputation is malicious.
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wighi=) Alert-5 | Repeated Login Failure on Win-EP2

Splunk Detection Date 04/08/2022 10:31 AM
D XX-YY-ZZ-DEMO

No

Malicious Indicators

[] 04/08/202210:31AM  04/08/2022 10:31 AM  TBD FileHash-SHA256 alicious bb672942b459ded7f6...

1

) Actions ~ |« Execute 1 Escalate v Resolve 1 Send Email [ Edit Record 1, Export Record  {J Delete Record

Invoking connector actions directly on a record

You can invoke connector actions directly in the detail view of a record and investigate the alert without the need of
writing a playbook.

NP To run connector actions on the record, you must be assigned a role that contains Read and
‘Q' Execute permissions on the "Connectors" module. Also, if the connector action has roles
- defined for its execution, then the roles of the logged in user will be matched against the roles

permitted for the action, and if the roles match, then the user can execute that particular action.

For example, if want to retrieve the reputation of a source IP address in an alert from a threat intelligence tool such as
VirusTotal, you can do the following:

1. Open the detail view of the alert record on which you want to run the connector action.

2. Click the Actions button.
You will see the Actions button, if the Show Action Execution Panel checkbox is selected, which is the default
option. For more information, see the Dashboard, Template, and Widgets chapter.
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Alert: Repeated Login Failure on Win-EP2

Highs] Alert-5 | Repeated Login Failure on Win-EP2

Last Modified 04/08/2022 06:21 PM by Playbook

@ Alert Details
SLA Details
Ack Due Date  04/08/2022 10:51 AM

te 04/08/2022 11:01 AM

Actions

g Fortinet Web Fitter Lookup 10.0

URLScan.io 1.1.0
S
I ’ URLVoid 1.1.0
. VirusTotal 2.2.0

. Whois RDAP 1.0.0

Awaiting Action

Awaiting Action

168.60.143

Splunk
XX-YY-ZZ-DEMO

No

& Actions ~ | o Execute ~ | T Escalate v Resolve [ Send Email

Note: The Actions list only displays the active and installed connectors.
3. Search for actions that you want to perform using the Search Action box. For example, if you want to search for a

reputation of an IP address, then you can type 1P in the Search Action box, and the connectors that have any

action related to an IP address will be displayed:

Alert: Repeated Login Failure on Win-EP2

High'=| Alert-5 | Repeated Login Failure on Win-EP2

Last Modified 04/08/2022 06:21 PM by Playbook

@ Alert Details

SLA Details
Ack Due Date 04/08/2022 10:51 AM

te 04/08/2022 11:01 AM

Actions

ip
ﬁ ThreatQ 1.0.1
3]
IBM XForce 1.0.1
. B4
: URLScan.io 1.1.0
. VirusTotal 2.2.0

. ‘Whois RDAP 1.0.0

Awaiting Action

Awaiting Action

168.60.143

Splunk
XX-YY-ZZ-DEMO

No

) Actions ~ | »j Execute ~ 1 Escalate « Resolve [ Send Email

Time Remaining To Ack

0Odays 00 hr 00 min 00sec

Time Remaining To Response

0Odays 00 hr 00 min 00sec

ate 04/08/2022 10:31 AM

[4 EditRecord 1, Export Record  {J Delete Record

Time Remaining To Ack

0Odays 00 hr 00 min 00 sec

Time Remaining To Response

Odays 00 nr 00 min 00 sec

ate 04/08/2022 10:31 AM

[ Edit Record 1, Export Record {7 Delete Record

As shown in the above image, VirusTotal, IBM XForce, URL Scan.io, etc connectors have "IP" in their actions. Click
the down arrow to view the actions associated with IP for each connector. For example, if you click VirusTotal, you
will see the "Get IP Reputation” action:
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Alert: Repeated Login Failure on Win-EP2
High'=| Alert-5 | Repeated Login Failure on Win-EP2

Last Modified 04/08/2022 06:21 PM by Playbook

@ Alert Details

Time Remaining To Ack
AWaTIREACHON; 0days 00 nr 00 min 00 sec

Awaiting Action

04/08/2022 10:51 AM

04/08/2022 11:01 AM

Time Remaining To Response

Odays 00 hr 00 min 00 sec

IBM XForce 1.0.1

s URLScan.io 1.1.0 168.60.143

L
. VirusTotal 2.2.0

Get IP Reputation

Splunk Jetection Date  04/08/2022 10:31 AM

: ) XXYY-ZZ-DEMO
. Whois RDAP 1.0.0 scalatex No

& Actions = || =§ Execute « 1 Escalate v Resolve [ Send Email [ Edit Record

(&, Export Record {7 Delete Record

You can also clear the filter and view all the actions associated with a connector by clicking the connector and
viewing its actions:

Alert: Repeated Login Failure on Win-EP2
High'=! Alert-5 | Repeated Login Failure on Win-EP2

Last Modified 04/08/2022 06:21 PM by Playbook

@ Alert Details

SLA Details
Time Remaining To Ack

Awaiting Action 0days 00nr 00 min 00 sec

Awaiting Action

ck Due Date  04/08/2022 10:51 AM
ate  04/08/2022 11:01 AM

Time Remaining To Response

Odays 00 hr 00 min 00sec

. VirusTotal 2.2.0

Submit File 168.60.143

Submit URL for scanning

Get IP Reputation
Splunk Dete ate 04/08/2022 10:31 AM
Get Domain Reputation
XX-YY-ZZ-DEMO
Get URL Reputation
No
Get File Reputation

& Actions ~ | »F Execute a I Escalate v Resolve = Send Email [ Edit Record

&, Export Record [ Delete Record

4. Click the action that you want to perform on the alert. For our example, click Get IP Reputation (associated with
VirusTotal), which displays the VirusTotal dialog. From version 6.4.1 onwards, you are required to specify whether
you want to run the direct connector action on the current FortiSOAR node or remotely on the FSR agent node by
clicking the Self or Agent buttons besides Target. By default, Self is selected, which means that the connector
action will run on the current FortiSOAR node, then you must select the configuration using which you want to run
the connector action since the FortiSOAR node can have multiple configurations. If you click Agent, then you can
select the FSR agent on which you want to run the connector action and you must also select the configuration
using which you want to run the connector action since FSR agents can have multiple configurations. For more
information on FSR agents and how to run direct connector actions using FSR agents, see the Segmented Network
support in FortiSOAR chapter in the "Administration Guide." For our example, we have chosen Self.
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Alert: Repeated Login Failure on Win-EP2

Highisll Alert-5 | Repeated Login Failure on Win-EP2

Last Modified 04/08/2022 06:21 PM by Playbook

VirusTotal

3] Connector Version 2.2.0
Ui Time Remaining To Ack
Publisher: Fortinet

Agent
AwaltinglAiction Odays 00hr 00 min 00 sec
Action: Get IP Reputation | Configuration: Default Awaiting Action

Input Time Remaining To Response

0 days 00 nr 00 min 00 sec

Select one or more options

Comments

Historical SSL Certificates

Graphs

Historical Whois

- - = e 04/08/2022 10:31 AM

Execute Action X Cancel

& Actions ~ || #§ Execute ~ 1 Escalaste v Resolve [ Send Email [ Edit Record 1, Export Record  {J Delete Record

Next, in the Input tab, in the IP field, either enter an IP address or use the value of a record field. For our example,
we will use the value of the IP address that is present in the Source IP field. To input the value from a record field, in
the Input tab, click the IP field, which displays an Expression Builder dialog. Onthe Record Fields tab,
select or search for the record field, using the Search Fields box, that you want to add as the input to the connector
action. For our example, select Source IP:

Alert: Repeated Login Failure on Win-EP2
High'=) Alert-5 | Repeated Login Failure on Win-EP2

Last Modified 04/08/2022 06:21 PM by Playbook

Expression Builder

maining To Ack

00+hr 00 min 00sec

Record Fields Past Action Outputs

Action: Get IP Reputation | Configuration: Default o

Source

Input maining To Response
Source Data

Source ID 00hr 00 min 00sec
Source IP

Source Port
Relationships to lude: Source Process
Select one or more options
Comments
Historical SSL Certificates ST
raphs

Source Tool

Historical Whois

e 04/08/2022 10:31 AM

Execute Action X Cancel

& Actions ~ | »f Execute ~ 1 Escalate + Resolve = Send Email

[ Edit Record &, Export Record {7 Delete Record

From the Relationships to Include list, you can also select the relationships such as Comments, Graphs, etc that
you want to include in the output.
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5. To runthe connector action, click Execute Action.

Alert: Repeated Login Failure on Win-EP2
High'=) Alert-5 | Repeated Login Failure on Win-EP2

Last Modified 04/08/2022 06:21 PM by Playbook

VirusTotal
3] virusTotal

Awaiting Action

Action: Get IP Reputation | Configuration: Default Awaiting Action

Input Time Remai g To Response

Odays 00 hr 00 min 00 sec

42.225.46.25

Select one or more options
Comments

Historical SSL Certificates
Graphs

Historical Whois

ate 04/08/2022 10:31 AM

Execute Action X Cancel

& Actions = | s Execute a I Escalate v Resolve & Send Email 4 Edit Record 1, Export Record  {J Delete Record

6. Once the connector action is executed, you can see the formatted output of the action, in a tabular format, as shown
in the following image:

Alert: Repeated Login Failure on Win-EP2
High'=) Alert-5 | Repeated Login Failure on Win-EP2

Last Modified 04/08/2022 06:21 PM by Playbook

VirusTotal
PANIREE]  Connector Version 22.0
Certified: Yes

Time Remaining To Ack
Publisher: Fortinet

Awaiting Action Odays 00nr 00 min
— Formatted | JSON
Inpt Smats Awaiting Action

administrator\naddress: FLAT C 9/F WINNING HOUSE NO.72-74, WING LOK ST SHEUNG WAN, HONG Time Remaining To Response
KONG, HongKong HongKong\ncountry: HK\nphone: +852-55379995\nfax-no: +852-55379995\ne-

mail: abuse@hupohost.com\nadmin-c: HLA6-AP\ntech-c: HLA6-AP\nnic-hdl: HLAG-AP\nmnt-by: Odays 00 hr 00 min 00 sec
MATINT-HUPOLIMITED-HK\nlast-modified: 2019-84-19T@6:58:557\nsource: APNIC\nroute:

43.225.46.0/24\ndescr: WINNET TELECOM GROUP LIMITED - Internet Service Provider\norigin:

AS58985\nmnt-by: MAINT-HK-FHNC\nlast-modified: 2017-11-23T06:38:217\nsource: APNIC\n" ] }

3}

ip_address

43.225.46.25
04/08/2022 10:31 AM

https: / /. virustotal.com/gui/ip-address/43.225.46.25" }
 Save selected output keys  x Close

& Actions = | s Execute » 1 Escalaste v Resolve & Send Email {4 Edit Record 1, Export Record {7 Delete Record

You can also view the output and in the JSON format:
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Alert: Repeated Login Failure on Win-EP2

High'=) Alert-5 | Repeated Login Failure on Win-EP2

Last Modified 04/08/2022 06:21 PM by Playbook

VirusTotal

E W] Connector Version 22.0
Certified: Yes
Publisher: Fortinet

Output Input B | Formatted [JSON

attributes {14
regional_internet_registry : APNIC
network

tags [0}

country : HK

v Save selected output keys X Close

@ Actions ~ | =3 Execute = I Escalate « Resolve & Send Email

You can also copy the output to the clipboard.

Awaiting Action

Time Remaining To Ack

0days 00 nr 00 min 00 sec

Ausiting Action
Copy 'OUTPUT" to Clipboard

Time Remaining To Response

0days 00 nr 00 min 00 sec

te 04/08/2022 10:31 AM

[ Edit Record 1, Export Record  {J Delete Record

Select the output keys that you want to save, for example attributes. You can also add tags such as Evidence to
the results making it easy for you to search for and filter the outputs. For example, you can add atag ipRepFromVT
to mark that the reputation of the specified IP address is got from VirusTotal, and also mark this action log as

Alert: Repeated Login Failure on Win-EP2

High=) Alert-5 | Repeated Login Failure on Win-EP2

Last Modified 04/08/2022 06:21 PM by Playbook

VirusTotal
Connector Version 2.2.0
Certified: Yes

Publisher: Fortinet

Output Input Formatted JSON

administrator\naddress: FLAT C 9/F WINNING HOUSE NO.72-74, WING LOK ST SHEUNG WAN, HONG
KONG, HongKong HongKong\ncountry: HK\nphone: +852-55379995\nfax-no: +852-55379995\ne-
mail: abuse@hupohost.com\nadmin-c: HLAG-AP\ntech-c: HLA6-AP\nnic-hdl: HLAG6-AP\nmnt-by:

MAINT-HUPOLIMITED-HK\nlast-modified: 2019-84-19T06:58:55Z\nsource: APNIC\nroute:
43.225.46.0/24\ndescr: WINNET TELECOM GROUP LIMITED - Internet Service Provider\norigin:
AS58985\nmnt -by: MAINT-HK-FHNC\nlast-modified: 2017-11-23T@6:38:21Z\nsource: APNIC\n" ]

}

ip_address

43.225.46.25

“: “https://www.virustotal.com/gui/ip-address/43.225.46.25" }

ipRepFromVT x  Evidence x v Save selected output keys x Close

(& Actions ~ | = Execute ~ 1 Escalate <+ Resolve [ Send Email

'Evidence' by adding the Evidence tag, and then click Save selected output keys.

Time Remaining To Ack

0Odays 00 hr 00 min 00sec

Awaiting Action

Awaiting Action

Time Remaining To Response

0days 00 hr 00 min 00sec

e 04/08/2022 10:31 AM

[4 Edit Record 1, Export Record  {j Delete Record

The output keys get saved as Action Log in the Comments tab in the Workspace section:
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Alert: Repeated Login Failure on Win-EP2

High'=l Alert-5 | Repeated Login Failure on Win-EP2

Last Modified 04/08/2022 06:21 PM by Playbook

(D Alert Details
SLA Details
Time Remaining To Ack

04/08/2022 10:51 -NA- ck SL Awaiting Action 0 days 00 hr 00 min 00 sec
AM

Resnonse ¢ Awaiting
04/08/2022 - o Action

11:01 AM Time Remaining To Response

0days 00 hr 00 min 00 sec

Suspicious Login Failures on asset Win-EP2 from 192.168.60.143

Details
€S Admin Source Splunk e Date 04/08/2022 10:31 AM
XX-YY-ZZ-DEMO
Open

No

& Actions ~ | = Execute -~ 1 Escalate « Resolve & Send Email [4 Edit Record (&, ExportRecord  {J Delete Record

Also, since we also added a tag to the output, you can see the ipRepFromVT and Evidence tags added to the entry

in the Comments tab.
When you click View Details, you can see the output that has been saved:

Get IP Reputation
VirusTotal

Formatted JSON
Output

attributes
“APNIC", "network

nderCloud Limited”,
@, "suspicious”: @, "undetected”
": 1627836288, "last_analysis resul
"result”: "clean”, “metho
"Snort IP sample lis

" }, "Comodo Valkyrie Verdic
lacklist”, "engine_nam

You can also consume the saved output for past connector actions as an input to another connector action within the
record. For example, you want to get the reputation of a filehash using the Anomali ThreatStream connector, which
supports only the MD5 as a filehash value and you have only the SHA256 value. In this case, you can extract and save

the MD5 value from a filehash using the Get File Reputation action in VirusTotal:
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» f&@ Workspace

Comments Recommendations

Qs

Playbook
about 17 hours ago

everity updated to | Critical | due to
ndicator

Ky €S Admin

less than a minute ago
Output Added

Get IP Reputation
VirusTotal | At 04/09/2022 11:22 AM

Evidence  Actionlog  ipRepFromVT

+ New Comment

X
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Alert: Repeated Login Failure on Win-EP2 » (& Workspace

High'=! Alert-5 ‘ Repeated Login Failure on Win-EP2

Comments Recommendations

Q s

. ,a) Playbook
VirusTotal B Lbout 17 hours ago
] Connector Version 2.2.0 Alert severity updated to | Critical due to
Certified: Yes Time Remaining To Ack malicious indicator

Publisher: Fortinet
0 days 00 1r 00 min 00 sec

Output Input B Formatted [JSON 3 €S Admin

19 minutes ago

Last Modified 04/08/2022 06:21 PM by Playbook

« Reply

Output Added
Get IP Reputation
Odays 00 hr OOmin OOSEC VirusTotal | At 04/09/2022 11:22 AM

Evidence  Actionlog  ipRepFromVT

+ ¥ View 1 result O md5 va [Time Remaining To Response

mdS |: c1d4542482813dc758334909daa3a10c
sha1 : 819b67d317c9b0895b5c78e348e8dd7b2a72534
magic : Zip archive data, at least v2.0 to extract
last_analysis_stats (8]

harmless

type-unsupported

suspicious

04/08/2022 10:31 AM

confirmed-timeout

+ Save selected output keys x Close

& Actions = =3 Execute » 1 Escalate + Resolve = Send Email & Edit Record 1, Export Record J Delete Record + New Comment

Then, you can use the saved MD5 value to get the reputation of this filehash from Anomali ThreatStream, by clicking the
Actions button and selecting the Get File Reputation action from the Anomali ThreatStream. In the Input tab, click the
Filehash field, which displays the Expression Builder. Click the Past Action Outputs tab, where you can view the
saved output of the past 10 actions. Select the action whose output you want to consume, in our example, choose the
Get File Reputation action (from VirusTotal) and select or search for the parameter ("md5") that you add to the field:

Alert: Repeated Login Failure on Win-EP2 » f& Workspace
High'sl Alert-5 | Repeated Login Failure on Win-EP2

Comments Recommendations

Qs

Last Modified 04/08/2022 06:21 PM by Playbook

(a) Playbook
. < about 17 hours ago
Anomali ThreatStream

Connector Version 2.2.1 Expression Builder
Certified: Yes
Publisher: Fortinet

Werity updated to (Critical | due to
dicator

Record Fields Past Action Outputs
Showing last 10 past action outputs. i
Action: Get File Reputation | Configuration: Default P
Get File Reputation | VirusTot e
Input 04/09/2022 11:41 AM | CS Admin utation
At 04/09/2022 11:22 AM

Q mds| Actionlog  ipRepFromvT

unique_sources: 5
first_submission_date: 1385566516
ssdeep:
6144:5h2G2t)yYts1hrN7n7/nimDuos80iLZEPhKoOc dmin
[IEE: c1d454a482813dc758a34909daa3a10c prosE
shal: I

819b67d317c9b0895b5c978348e8dd7h2a72534 [putation
At 04/09/2022 11:41 AM

Number of Records to Return magic: Zip archive data, at least v2.0 to extract
Fetch Limited Records v

Execute Action X Cancel * Reply

& Actions a  =F Execute = 1 Escalate « Resolve B Send Email [ Edit Record 1, Export Record U Delete Record + New Comment

To run the action on the record and retrieve the reputation of the MD5 filehash from Anomali ThreatStream, click
Execute Action:
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Alert: Repeated Login Failure on Win-EP2
High'sl Alert-5 | Repeated Login Failure on Win-EP2

Last Modified 04/08/2022 06:21 PM by Playbook

» ‘& Workspace

Comments Recommendations

Q s

724\ Playbook
®

about 17 hours ago

Anomali ThreatStream -
Alert severity updated to (Critical! due to
’:\{NDM [l Connector Version 2.2.1 malicious indicator
(TR Time Remaining To Ack )
Publisher: Fortinet LY

Agent
0days 00nr 00 min 00sec ;
* CS Admin
21 minutes ago

Action: Get File Reputation | Configuration: Default
Output Added

Get IP Reputation
VirusTotal | At 04/09/2022 11:22 AM

Input [Time Remaining To Response

0days 00nr 00 min 00sec

Evidence ~ Actionlog  ipRepFromVT

c1d454a482813dc758a34909daa3a10d

« Reply

€S Admin

Qutput Added

Get File Reput: n

{umber of Records fo Retum VirusTotal | At 04/09

04/08/2022 10:31 AM

Fetch Limited Records + ActionLog

Execute Action X Cancel « Reply

& Actions ~ | s Execute ~ 1 Escalate « Resolve & Send Email [ Edit Record 1, Export Record {7 Delete Record + New Comment

You can then check the output of the connector action and further perform actions as described earlier, including adding
output keys to the action log and adding tags for future processing.

Using record similarity

FortiSOAR displays records that are similar to the record on which you are working. For example, FortiSOAR will display
alerts that contain similar file hashes, source IP, domains, etc. based on the defined similarity criteria.

A scenario where analysts can use this feature would be the case of a Phishing alert being created in FortiSOAR from
your Email Gateway. Users might click the URLs, which in turn will create multiple Malware alerts from your SIEM (or
Endpoint Detection Response tools). Therefore, a single event, i.e., a Phishing email generates alerts of different types
(Malware, Policy Violation, Suspicious Email, etc) in FortiSOAR. Since FortiSOAR displays similar alerts to the alert an
analyst is working on, it provides the analyst the complete picture of the event and makes it easier for the analyst to take
remedial action.

The Recommendation Panel can be enabled and configured with default criteria if the Enable
Recommendation Panel checkbox is checked in the template of a module. For more
information, see the Dashboards, Templates, and Widgets chapter

From version 7.0.0 onwards, two strategies are supported by FortiSOAR: Elasticsearch Based
Text Classification (default) and Machine Learning Based Clustering for the similarity feature.

W For more information on these strategies, see the 'Recommendation Engine' topic in the
‘?' Application Editor chapter in the "Administration Guide."
- Also, note soft-deleted records, i.e., records in the recycle bin, will not be visible in the

similarity results; immediately in the case of Elasticsearch Based Text Classification and after
re-training the data in case of Machine Learning Based Clustering. For more information on
the recycle bin, see the Recycle Bin chapter in the "Administration Guide."
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Administrators define the similarity criteria based on which the Recommendations pane displays similar alerts. For
more information, see the Application Editor chapter in the "Administration Guide." For example, administrators can
define similarity criteria is based on the source and indicators of the alert. Therefore, alerts whose source or indicators,
such as domains, IP addresses, URLs, etc., match the source or indicators of the alert record on which you are working
get displayed in the Recommendations pane > Records tab inthe Similar Records list:

Alert: Malware Detected on WIN-EP2 » f@ Workspace m

Gitical v Alert-25 | Malware Detected on WIN-EP2

Comments Recommendations <

Last Modified 02/15/2023 02:25 PM by Playbook
Records Fields Playbooks

) Includes the current shown record
Similar Records (6) with the selected similar records,

S asan to the triggered
@ Alert Details SRS playbook

Selectall ¥ Include this record

SLA Details

Repeated Login Failures on 192.168.50.21 (Exter...

Type Status Assigned To
Phishing Investigating €S Admin

OutBound Connection - PaloAlto Network Traffu...

Type Status Assigned To
Phishing Open CS Admin

OutBound Connection - PaloAlto Network Traffi...

Type Status
Phishing Investigating

BMCRemedy vetection Date  02/15/2023 02:22 PM

Suspicious Email: Urgent: Requesting CEO Level ...

Type
Phishing

Malware Detected on WIN-EP2

& Actions - || «f Execute -~ 1 Escalate & Send Email [% Edit Record 1, Export Record {7 Delete Record e Status Assigned To

As seen in the image, the alerts that match the "Type" criteria are displayed first and then the alerts that match the
"Source" criteria (which is BMCRemedy), since the settings are such that the type criteria have been given greater
weight than the source criteria.

The Playbooks drop-down list displays the list of playbooks that you had specified while configuring the
recommendation settings. In our example, we had selected the ITndicator EvaluationandLink Similar
Alerts playbooks, which gets displayed in the Playbooks drop-down list. You can select a similar record or click Select
All to select all the similar records, and then select Indicator Evaluation from the Playbooks drop-down list to execute
the playbook on that record(s). To execute the Indicator Evaluation playbook on the current (parent) record also,
i.e.,,Alert 25... inthe above image, selectInclude this record checkbox. Therefore, you can choose to execute the
selected playbook on the current record as well as the selected similar record(s).

You might also want to perform an action, for example, Resolve, on similar alerts (records) but you do not want to resolve
the current (parent) record. However, you do want to link the similar records to the parent record, then in the Resolve
Alert playbook, which is present in Playbooks > 06 - IRP - Case Management playbook collection, open the "Update
Record" step and in the Alerts field (in the Correlations tab), enter vars.request.data. parentId. Thisis
also useful if you want to resolve duplicate records and keep only the parent record open.

Suggesting values of field values in a record

FortiSOAR suggests values of fields of your choice within a record from the values of fields of existing records based on
the defined criteria, making it easier for analysts to make informed decisions.

A scenario where analysts can use this feature would be the case of an alert, where you want FortiSOAR to predict the
severity and assign the alert to a particular user, based on matching the alert's indicators and type.
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From version 7.0.0 onwards, two recommendation strategies are supported by FortiSOAR:
Elasticsearch Based Text Classification (default) and Machine Learning Based Clustering. For

NP more information on these strategies, see the 'Recommendation Engine' topic in the
‘Q' Application Editor chapter in the "Administration Guide."
- Also, note that the recycle bin data is not visible in the results displayed by the

recommendation engines; immediately in case of Elasticsearch Based Text Classification and
after re-training the data in case of Machine Learning Based Clustering. For more information
on the recycle bin, see the Recycle Bin chapter in the "Administration Guide."

Administrators define the field suggestions criteria based on which the Recommendation pane displays suggestions for
field values. For more information, see the Application Editor chapter in the "Administration Guide." For example,
administrators can define that the Severity and Assigned To fields can be predicted from the Type and Indicators fields.
Based on the suggestion criteria that has been defined, the Recommendations pane > Fields tab can display field
value suggestions as follows:

% Alert: OutBound Co  PaloAlto Network Tra... » & Workspace

High'=1 Ale OutBound Connection - PaloAlto Network Traff...

Last Modified 05/05/2023 12:20 PM by Playbook

Comments Recommendations

Records Fields Playbooks
Suggestions (2)

@ Alert Details Severity

SLA Paused

05/05/2023 12:17 Ack Date - Ack SLA IOdavs 00nr 00 min 00sec
PM .

A
05/05/2023

12:27 PM SLA Paused

|odav5 00 06min 5556

Select ource Splunk

Pending 689

Actions ~ Execute « | 1 Escalate end Email 4 Edit Record  t, Export Record  [J Delete Record
= il =53 g

As shown in the image, FortiSOAR recommends that the severity of the record should be set to "Critical" and the record
be assigned to "T1 Analyst". FortiSOAR makes these suggestions based on the criteria that the administrators have set,
and the ranking that is given to matching records.

If you agree to the suggestions and want to make the change in the record, click the green checkbox in the row of the
field, which in turn will update or add the field value in the record. For example, if you want to update the value of the
severity of the record to match the suggested similarity, then click the green checkbox in the severity row:
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Alert: OutBound Connection - PaloAlto Network Tra...

Alert-4 | OutBound Connection - PaloAlto™*

Critical v

Severity updated successfully!
Last Medified 05/05/2023 12:20 PM by Playbook

(@ Alert Details

Details

05/05/2023 12:17
PM

05/05/2023
12:27 PM

Select Splunk

Pending Lkt

No

& Actions - || «f Execute - | I Escalate + Resolve & Send Email £ Edit Record

%

SLA Paused

|0d.avs 00 00 min 00 s0c

SLA Paused

|odays 00 r 06 min 55 s0c

2, Export Record {7 Delete Record

» f& Workspace

Comments Recommendations

Records Fields Playbooks

Suggestions (2)

Severity
Critical

Assigned To

T1 Analyst

As shown in the above image, once you click the green checkbox, the value of the severity field changes from High to

Critical as per the predicted field value.

Similarly, you can also add 'T1 Analyst' to the 'Assigned To' field:

Alert: OutBound Connection - PaloAlto Network Tra...

Alert-4 | OutBound Connection - PaloAlto™
Assigned To updated
successfully!

Critical - ff

Last Modified 05/05/2023 02:48 PM by Playbook

(@ Alert Details

05/05/2023 12:17
PM

05/05/2023
12:27 PM

T1 Analyst Splunk

689
Pending

No

& Actions - || «§ Execute ~ 1% Escalate + Resolve & Send Email [4 Edit Record

Using playbook suggestions

SLA Paused

| 0.cays 00 00 mn 00

SLA Paused

|odavs 00 06:min 55 sec

&, Export Record {7 Delete Record

» f&@ Workspace

Comments Recommendations

Records Fields Playbooks

Suggestions (2)

ty
al

Assigned To

T1 Analyst

FortiSOAR displays a 'Playbooks' tab section in the 'Recommendations' pane of the detail view of a record so that you
can view the workflow that is most likely to be executed on a given record in a particular order based on the previous
actions on related records. This helps you quickly become familiar with the many workflow processes that the

organization uses for a particular record, for example, an alert record.
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NP For viewing and executing playbooks suggestions, users must have a minimum of Read and
‘Q' Execute permissions on the P1aybooks module (apart from other required permissions).
- Users must also have requisite permissions on similar records otherwise, playbooks executed

on similar records (on which users do not have permissions) will not be suggested.

Administrators define the similarity criteria based on which the Recommendations pane displays the suggested
playbooks. For more information, see the Application Editor chapter in the "Administration Guide." For example, if an
alert is of type 'Phishing', then the most likely playbook that you would run, would be the 'Indicator Evaluation' playbook,

followed by the 'Escalate’ playbook, based on the defined similarity criteria:

Alert: OutBound Connection - PaloAlto Network Tra...
Gitical v Alert-4 | OutBound Connection - PaloAlto Network Traff...

Last Modified 05/05/2023 02:51 PM by CS Admin

(D Alert Details

SLA Details
SLA Paused

05/05/2023 12:17 - ck S I 0days 00 nr 00 min 00 sec

PM
P Pca |

05/05/2023

12:27 PM SLA Paused

|odav5 00 06min 5556

T1 Analyst Splunk

: 689
Pending

No

& Actions = | s Execute | I Escalate v Resolve & Send Email [ Edit Record 2, Export Record T Delete Record

» ‘& Workspace

Comments Recommendations

Records Fields Playbooks

Suggested Playbooks (3)

1. Indicator Evaluation

2. Escalate

Create:

3. Pause SLA

Paus alert's a

Based on the playbook suggestions, you can choose to execute or re-execute the playbook on the record by clicking the
Execute or Re-Execute link, respectively. Re-Execute is displayed if the playbook has already been run on the record.

You can also open the playbook, in a new tab, by clicking on the Preview Playbook icon.

Viewing Suggestions for Phishing Classifications

From release 7.2.0 onwards, if your administrator has set up the 'Phishing Classification' feature, then in the
Recommendation pane > Fields tab of the Workspace panel, you can also see suggestions on whether or not an alert

record can be classified as a 'Phishing' record as shown in the following image:
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Alert: Repeated Login Failures on 192.168.50.21 (Ex... » ‘@ Workspace

low v Alert-19 | Repeated Login Failures on 192.168.50.21 (Exte...

Last Modified 02/20/2023 07:19 PM by CS Admin

Comments Recommendations

Records Fields Playbooks
Suggestions (2)

is this Phishing?
Yes | 84% Confidence

(@ Alert Details

Severity

etails Medium

02/15/2023 03:23 Ack Date - Ack SLA Awaiting Action
PM

. Awaiting
02/15/2023 i Action

03:33 PM

userl Me : BMCRemedy Date  02/15/2023 02:23 PM

Open

& Actions ~ | = Execute ~ | 1 Escalate « Resolve = Send Email [ Edit Record 1, Export Record  (j Delete Record

You will see a Suggestion section with containsthe Is this Phishing? question followed by the answer to that
question and the corresponding confidence level. For example, in the above image, the answertothe Is this
Phishing? question is Yes, with 84% confidence that it is a phishing email (record). You will also see that the Email
Classification drop-down list has been set to 'Phishing'. Using this suggestion and its corresponding confidence value it
becomes easy for you to classify records into 'Phishing' and 'Non Phishing' and accordingly proceed with the
investigation process.

NP If you have installed and configured the Phishing Classifier connector on an agent node, and
‘Q' not on the FortiSOAR (base) node, then suggestions are not displayed in the
- Recommendations tab on the Workspace pane; however, you can use the agent

configuration in connector actions in playbooks to get suggestions.
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Queue, Shift, and Leave Management

Queues provide managers a view that answers questions like, "what are my resources working on currently?", "how
many tasks are pending?", and "do any tasks require reallocation?". Queues provide users a view that answers
questions like "what is my work?", "how much of my work is pending?", and "what is the priority of my tasks?".

Using Queues and Shifts you can automatically assign records to users within a particular queue. For assignment
automation, queues and shifts can be explained as follows:

Queues:

» Alist of records assigned using the criteria you have defined.
* When arecord is added to a queue, it is also assigned to a user based on the criteria that you have set for
assignment of records.
Shifts:

» A set of users available for assignment at certain times of the day and certain days of the week.

» Records are not assigned to a shift rather, they are assigned to individual users using queues but, with the
requirement that the users must be on shift.

NP Itis highly recommended that you use the 'Assignment’ feature in place of queue
‘Q' management, which has been deprecated from release 7.2.0. The legacy queue management
- page has been deprecated as automated record assignments were not supported in Queue
- Management.

Automation is the central function of queue and shift management to include the ability to auto-assign the following:

+ New records to queue based on custom filters such as type, severity, etc you have defined.
» Records to individual users within a queue using methods such as round-robin or to queue or shift leaders.

+ Records to new assignees based on shift changes (shift handover) or other criteria such as how long the record has
remained open, etc.

active user, even those who do not have permissions on queues and shifts, can be added as

] . . .
s‘q', A queue leader is any active user or queue member to whom records can assign records. Any
- queue members or queue leaders for default assignment of records.

Leaves

Use the Leave Management feature in Queue and Shift Management to prevent assignment of records to users who are
on leave or paid time off (PTO). Using Leave Management, users who are on leave are excluded, and records are not
assigned to them for the duration of their leave.

Permissions required for working with queues and shifts

» To manage with queues and shifts you must have Create, Read, Update, and Delete permissions on the
Queues and Shifts modules, and Read permission on the People module.
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» To view queues and shifts you must have Read permission on the Queues, Shifts, and People modules.

« Anyteam that is added as an owner of the queue, must be linked to appliance "Playbook”. If not, queue assignment
will not work for that team.

Prerequisites to automating assignments

Before you can automate assignments and use queue and shift management, you must ensure that the module whose
records you want to auto-assign using queues is 'Queueable’, i.e., while creating or configuring queues, the module must
be displayed as an option for auto-assignment.

Ay
S L4
q By default, the 'Alerts’, 'Incidents’, and 'Task' modules are 'Queueable’.

To use queue and shift management, follow the given steps to make a module 'Queueable’. In the following example, we
are making the 'Events' module 'Queueable’

1. User must be assigned the role that has Create, Read, Update, and Delete (CRUD)permissions onthe
Application module.
2. Click Settings and click Modules in the Application Editor section, to open the Module Editor.

3. OntheModules > Summary page, from the Select a module to edit or create a new module drop-down list,
select the module that you want to make queueable.
For example, select Events.

4. Inthe Additional Setting section, select Queueable.

5. Click Save and Publish the module.
Once the module has been published, you can associate records of the Events module with queues.

Creating Queues

To automate assignments, you have to create queues and generate shifts.

Permissions required

» User must be assigned the role that has Create, Read, Update, and Delete (CRUD) permissions on the Queues
module and at the minimum Read permissions on the Applications module.

» Appropriate permissions to any module whose records you want to associate with queue must be added to the
'Playbook’ appliance for queues to work on that module. For example, if you have a custom module, 'CustModule?’,
then ensure that you assign a role with appropriate permissions on 'CustModule1’ to the 'Playbook Appliance'.

 In addition to the above permissions, it is also good to have Read permissions on the Security module as then it
becomes possible to add teams as queue owners, and then add the whole team as a shift or queue member all at
once.

To create queues, do the following:
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1. Click Queues & Shift Management in the left navigation bar to open the Queue & Shift Management page.
2. Tocreate a new queue, click Create New Queue to open the Create New Queue Wizard.
3. IntheCreate New Queue Wizard, onthe Queue Definition screen, definethe queue:

a. Tocreate the queue in the 'Active’ state, ensure that Active is selected for Queue Status.

b. Inthe Queue Name field, enter a name that describes the queue. For example, if you are creating a queue for
automatic assignment of alert records, then you can name the queue as 'Alerts Queue.'
Note: By default, you must specify a unique name for each queue as a uniqueness constraint has been defined
on the 'Name' field of the "Queues” module, if your system is a fresh installation of FortiSOAR release 7.4.0 or
later. For a system that has been upgraded to FortiSOAR release 7.4.0 or later, first the system is checked for
queues with duplicate names, and if duplicate names are present then the uniqueness constraint is not added;
else it will be added. According to their needs, administrators can modify or remove the "Record Uniqueness”
for a specific module. For more information, see the 'Module Editor' topic in the Application Editor chapter
"Administration Guide."

c. Inthe Queue Description field, enter the description of the queue. For our example, you can enter Queue
for automatically assigning alerts.

d. From the Module Types list, select the modules whose records you want to associate with this queue.
Note: Only modules that are marked as Queueable will be listed in this drop-down list. By default, the 'Alerts’,
'Incidents’, and 'Tasks' are marked as 'Queueable.’
For our example, select Alerts and then click Add:

X

Create New Queue: Alerts Queue

2

Define Queue

details

Queue for automatically assigning alerts
Module Types

Select modules...

Alerts X

Next: Define Rules 3

e. Once you have completed providing the basic details for the queue, click Next: Define Rules.

4. Onthe Define Queue Rules screen, define the rules for adding records to this queue.
To add a rule, click Add Rule, which displays a Rule Block:

a. Inthe Rule Name field, enter a name that describes the rule. For example, if you want to assign only High and
Critical alerts to this queue, then you can name the rule as'Rule for High and Critical Alerts.'

b. From When Record Type list, select the record type to associate with the queue. For our example, since we
have chosen only the 'Alerts' module, only 'Alerts' is present in the When Record Type list.
By default, rules are added for the 'Creation’ action, i.e., when the selected record type, 'Alert’ is 'Created’,
they are assigned to the queue.

c. Define additional criteria to the default rule. For example, if you want to assign only High or Critical Alerts to the
queue, then you can define the criteria as:

i. From the Logical Operation drop-down list, select the Any of the below is True (OR) operator.

ii. Click Add Condition and then add the following conditions:
Severity Equals High
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Severity Equals Critical
Edit Queue: Alerts Queue

& 5

Queue Definition Queue Rules Queue Members User Assignment
+ Add Rule

Rule Name

Alert Creation

When Record Type Alert v s Created ~

ANY OF THE BELOW IS TRUE (OR) -
Severity -~ Equals

Severity ~  Equals

Set Priority For When Multiple Queues Match Their Conditions

+ Very Low Low Medium High Very High

Next: Define Members >

d. Fromthe Set Priority For When Multiple Queues Match Their Conditions list, selectthe
priority of this queue. By default, it is set to Very Low. Priority for queues is useful when a record matches rules
of multiple queues, in which case it will be added to queue with highest priority.

e. You can also add more rules for the assignment of records to the queue by clicking Add Rule to display a new
Rule Block. For example, if you want to assign alerts to this queue when particular fields are updated, do the
following:

i. Inthe Rule Name field, enter a name that describes the rule. For example, 'Rule for Updated
Alerts.'

ii. From When Record Type list, select the record type to associate with the queue. For our example, since
we have chosen only the 'Alerts' module, only 'Alerts' is present in the When Record Type list, and select
the action as Updated option.

iii. From the Select Record Fields to Monitor For Updates list, select the fields, which when updated,
should move the records to the queue. For example, select Severity, Type, and Response Due Date.

iv. Define the criteria for the assignment of alerts to this queue. For example, if you want to move alerts to this
queue only if their severity is updated to high critical or if their response due date is in 4 hours, then add the
following criteria:

i. From the Logical Operation drop-down list, select the Any of the below is True (OR) operator.
ii. Click Add Condition and then add the following conditions:

Severity Equals High

Severity Equals Critical
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Vi.

Response Due Date On
Edit Queue: Alerts Queue

[

Queue Definition

or Before 4 hours From now

oq
Lo
Queue Rules Queue Members

Rule Name

Rule for Updated Alerts

When Record Type  Alert v is  Updated v

Select Record Fields To Monitor For Updates

Severity X Type X Response Due Date X

ANY OF THE BELOW IS TRUE (OR) -

Severity ~  Equals High

Severity v  Equals Critical
Custom =

Response Due Date ~  On or Before

4 Hours Fromnow v

User Assignment

Next: Define Members >

v. Fromthe Set Priority For When Multiple Queues Match Their Conditions list, select
the priority of this queue. By default, it is set to Very Low. Priority for queues is useful when a record
matches rules of multiple queues, in which case it will be added to queue with highest priority.

Similarly, you can define additional rules for the assignment of alerts or other record types such as

Incidents to the queue.

Once you have completed defining rules you can click Next: Define Members.

5. Onthe Queue Members screen, selectthe members and optionally the queue leader of the queue as follows:

a. Inthe Queue Members and Ownership section, you can choose to add members of the queue as individual

Users or add a Team. If you choose to add a team, then all users who are part of that team get added as
members of the queue. To add queue members from the Add records by drop-down list, select Users or

Teams. Based on your choice, a list of users or teams gets populated in the Select users or Select teams list.

Select the users or teams that you want to add as members to this queue and click Add.
Note: The Select users and Select teams lists display only active users.

To remove users, select the users that you want to remove and click Remove.

b. Optionally, from the Queue Leader list, you can select the user who you want to assign as a queue leader.
Note: The queue leader can also be a queue member. To change the queue leader, from the Queue Leader
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drop-down list select another user, or to remove the queue leader, click Clear.
Edit Queue: Alerts Queue

(] W p-

Queue Definition Queue Rules Queue Members User Assignment

Add records by Queue Leader

Teams v Analysts Team X Analyst Lead1

2ltems  ©

O First Name ~ Last Name =

Search Search

Il Analyst

Il Analyst

> »

Queue Owners
Select teams
Analysts Team X

Update Record Ownership To Match Queue

Next: Configure User Assignment >

c. Optionally, from the Queue Owners list, you can select the teams that you want to assign as the owners of the
queue and click Add.

d. Selectthe Update Record Ownership To Match Queue checkbox to add the teams who are associated with
the queue as owners of the record, when the record moves to this queue. This ensures that team members can
view the records that are assigned to the queue.

Once you have defined queue membership, click Next: Configure User Assignment.

6. Onthe User Assignment screen, define how records are to be individually assigned to users. In the User
Assignment Preferences section, define the following:

a. From the Assignment Method drop-down list, choose the method of assignment. You can choose between
Assign to Queue Lead, Round Robin, or Assign to Nobody.
Assign to Nobody: Records user assignment field is left blank.
Assign to Queue Lead: Records get assigned to the Queue Lead.
Note: Select the Enable Shift-Based Round Robin Assignment checkbox to ensure that records get
assigned only to members who are currently on shift. If you select the Enable Shift-Based Assignment
checkbox, then select the user who would be assigned records if the queue lead is not on shift. You can select
between Nobody (leave blank) or Current Shift Lead.
Round Robin: Each new record in the queue is automatically assigned to different queue members
sequentially until the last queue member is reached, and then it restarts with the first member.
Note: Select the Enable Shift-Based Assignment checkbox to ensure that records get assigned only to
members who are currently on shift. If you select the Enable Shift-Based Assignment checkbox, then select
the user who would be assigned records if queue members are not on shift. You can select between Nobody
(leave blank), Queue Lead, or Current Shift Lead.
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Edit Queue: Alerts Queue

>

Queue Definition Queue Rules Queue Members User Assignment

User Assignment Preferences

Choose s e individually as
Select Assignment Method
Assign to Nobody Assign to Queue Lead + Round Robin

h n record in the queue i:
til the last queu

| Enable Shift-Based A: ent

This el that u nment only happens to users who are currently on shift.
If no queue members are on shift, assign to

Queue Lead v

Nobody (leave blank)
Queue Lead
Current Shift Lead

+ Save and Close

Once you have completed defining how records are to be individually assigned to users click Save and Close
to complete creating the queue. This adds the newly created queue to the Queue Management page:
Queue & Shift Management

17 Queue Management
Queues
2 Items © |+ Create New Queue

D Name. Description a Members Status

2 Alerts Queue Queue for automatically assigni... 13 users Published

1 Default All new alerts, incidents, and ta... 1 user Published

Onthe Queue Management page, you can view existing queues and also click the Settings icon to view or change the
queue management settings. You can perform various actions in the queue's record such as:

» To view the details of the queue, including the records assigned to that queue, members of the queue, etc., click the
View icon.

« To change or edit an existing queue, click the Edit icon.

o Todelete the queue, click the Delete icon.

Queue Management Settings

You can define various settings for queue management including, defining the global criteria for the removal of records

from all the queues and how records are displayed in all the queues. To edit queue management settings, do the
following:

1. Onthe Queue Management page, click the Settings icon (@) todisplay the Queue Management Settings
dialog.

2. Click the Assignment Fields tab to view or change the field that is used for the assignment of records for each
queueable module. By default, the 'Alerts’, 'Incidents' and 'Tasks' modules are visible. For example, if in case of
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alerts you have defined two fields that are used for assigning records to users Assigned To (default) and User
Assignment, then you can select either one of them as the assignee field for the record:

Queue Management Settings

28 Assignment Fields

Change the individual assignee fields for each queueable module.

> ALERTS

Record Assignee Field

Assigned To

User Assignment
Assigned To
> INCIDENTS

> TASKS

Save and Close Discard Changes

3. Onthe Automatic Queue Exit Criteria tab, you will see the modules whose records you can auto-assign using
queues. By default, the 'Alerts’, 'Incidents' and 'Tasks' modules are visible. Use this tab to define the criteria for the
removal of records from all the queues of the modules. For our example, we will define the criteria for removing
'Alert' records:

a. Inthe Alerts section, select the Enable Automatic Queue Exit checkbox.

b. Inthe Define how Alerts will be removed from a queue section, inthe Select record fields to
monitor for updates field, select the fields, which when updated would remove the alert records from all the
queues. For example, select Status and Severity.

c. Inthe set Conditions section, add the conditions which when met would automatically remove the record
from queues. For example, if you also want to remove alert records from all queues when the Status of the Alert
is closed or when their severity is 'Minimal', do the following:

i. From the Logical Operation drop-down list, retain the selection of Any of the below is True (OR)
operator.

ii. Click Add Condition and add the following condition:
Status Equals Closed
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Severity Equals Minimal

Queue Management Settings

Automatic Queue Exit Criteria

Change the criteria that determines when the system will clear a record's queue.

| Enable Automatic Queue Exit

Select record fields to monitor for updates
Severity X Status X
Set conditions

ANY OF THE BELOW IS TRUE (OR)

> INCIDENTS

Save and Close

4. Click the Grid Display Settings tab to define how the card for records is displayed in all the queues. For our
example, we will define how cards for 'Alert' records are displayed in queues. From the Column list select the fields
that you should be added to the alert card in the queue and then click Add. For example, select and add fields such
as ID, Name, Type, Created On, Source, etc.:

Queue Management Settings
22 Grid Display Settings

Change the record grid display settings for queue records.

Columns

Select a field Add Column

ID Name Created On Source

> INCIDENTS

> TASKS

Save and Close Discard Changes

5. Once you have completed updating the queue management settings, click Save and Close.
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Working with Queues

On the Queue Management page, you can see existing queues. To view details of the queue such as records that are
assigned to the queue, members of the queue, etc., click the View icon in a queue record. In the following image the
Alerts Queue is the active queue whose details, i.e., records assigned to the queue and members of the queues are
displayed:

Queue Detail: Alerts Queue

Alerts Queue Analyst Lead1 & €5 Admin 03/04/2022 12:07 PM

Queue for automatically assigning alerts Analysts Team 03/04/2022 12:53 PM &2 CS Admin

Queue Records

Alerts (5)

Name Assigned To .. EventTime .. Severity Source Status Type

Search Search ¥ Search Search ¥ Search Search ¥ Search ¥
Malware Detected on WIN-EP2 High Splunk (o] 1] Brute Force ...
OutBound Connection - PaloAlto Network Traffic Alert Critical QRadar Closed Ransomware
OutBound Connection - PaloAlto Network Traffic Alert High QRadar Open Malware
OutBound Connection - PaloAlto Network Traffic Alert Critical McAfee ESM Investigating Denial of Se...

WIN-EP2 - XmIWinEventLog:Microsoft-Windows-Sysmon/Operational High QRadar Open Malware

The list of alert records that are assigned to this queue is displayed in the Queue Records tab. Each alert record in the
list is displayed as defined in Queue Management Settings, i.e., these settings define which fields are displayed in the
alert record and how they are displayed. Also, as defined in the queue rules (in our example), alerts that are created are
assigned to users who are part of the queue and are in that shift using the round-robin assignment method.

To view the details of a record, or to reassign a record, click the alert record in the alerts list grid, which opens the detail
view of the record in which you can manually assign records to individual users or queues. For more information on the
detail and list view of records, see the Working with Modules - Alerts & Incidents chapter.

To delete records from the queue, select that record and click Remove Link.
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To view the members of the active queue, click the Queue Members tab:
Queue Detail: Alerts Queue

Alerts Queue Analyst Lead1 2 CS Admin 03/04/2022 12:07 PM

Queue for automatically assigning alerts 03/04/2022 12:53 PM 28 CS Admin

Analysts Team

22 Queue Members

13 ltems ©

First Name & Last Name & User Id Active
Search Search Search Al

Analyst 95cd115f-f549-4c3d-9c59-8e98c324313d

Analyst 1fd6050f-b70e-4ca5-9c?0-e7f968e420cf

Analyst 079bfd2f-f732-4872-814d-c8599bff1c72

Analyst 04bfa24e-50ff-4cel1-8d82-826eae49de8?

Analyst €c663514-f499-41d5-941e-c650a5f6905f

Analyst 7e45a71e-b350-4362-8829-10b0db4cceda

Analyst a6bb6e85¢c-d181-42aa-9554-ace3alf3bccd

Analyst 1bOea87c-707d-423f-bf1f-11f9dcedc717

You can also perform operations on the records from their respective views. For example, to manually reassign an alert
record to another user or queue, you can click the alert record, and update the Assigned To or Queue fields. Similarly,
to bulk assign records to different queues, click the Change Queue option in the record list view as shown in the
following image:

® a o f

Alerts Vs

Open Alerts By Severity Alerts by Type

Assigned To: Me | Assigned To: Me |

21 Items - 5 selected
& Reassign @ ChangeSeverity @& Change Status @ Change Queue | =3 Execute = | 1 Escalate =
ID Priority Weight ... Severity Source Status Created On Escalated Ack SLA Response SLA ...
Search Search Search ¥ Search earcl Search ¥ Select v Search ¥ Search ¥ Search ¥
23 Critical N 3 Radar Open 03/04/2022 03... No Awaiting Action Awaiting Action
24 Critical 2d Login ... BMCRemedy Other / Unkno... Investigating 03/04/2022 03... No Awaiting Action Awaiting Action
25 [ Medium | OutBound Con.. BMCRemedy Ransomware Investigating 03/04/2022 03... No Awaiting Action Awaiting Action
26 Critical WIN-EP2 - Xml... Splunk Data Exfiltration Closed 03/04/2022 03... No Awaiting Action Awaiting Action
27 [ vediom | Malware Detect... McAfee ESM Denial of Service Open 03/04/2022 03... No Awaiting Action Awaiting Action
28 High Suspicious Emai... ArcSight Beaconing Open 03/04/2022 03... No Awaiting Action Awaiting Action

29 Critical WIN-EP2 - Xml... ArcSight Data Exfiltration Open 03/04/2022 03... No Awaiting Action Awaiting Action

g 00 8O- O &

Low Repeated Login ... QRadar Beaconing Closed 03/04/2022 03... No Awaiting Action | Awaiting Action

g

High WIN-EP2 - Xml.. QRadar Malware Open 03/04/2022 02... No Awaiting Action Awaiting Action

As shown in the above image, the records have been assigned to the 'Alerts Queue'; however, if you want to assign
some records to another queue, for example, 'Alerts Assignments New', then you can select the records, click Change
Queue, and select the Alerts Assignment New queue. The selected records then move to the 'Alerts Assignments
New' queue. For more information on the detail and list view of records, see the Working with Modules - Alerts &
Incidents chapter.
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You can export or import Queues and Shifts using the FortiSOAR Export and Import Wizards.

NP Queues and Shifts are exported as records and the configuration of the Queue Management
‘Q' page is exported using the System View Template. While exporting Queues or Shifts, ensure
- that you select Queues and Shifts modules as well as their records in the Export Wizard. For

more information on the Export and Import Wizards see the Application Editor chapter in the
"Administration Guide."

Working with Shifts

Permissions required

» To generate and delete shifts, the user must be assigned the role that has Create, Read, Update, and Delete
(CRUD) permissions on the shi fts module and at the minimum Read permissions on the Applications
module.

» Toview the shift roaster, you need Read permissions on the shi fts module and at the minimum Read
permissions on the Applications module.

Generating Shifts

Queues and Shifts work together for the assignment of records.

N ! ’, When multiple queues have matching conditions and overlapping shifts, records may not be
? distributed equally among users when applying the Round Robin method. To ensure equitable
- distribution, it is recommended to create queues with unique conditions.

To create shifts, do the following:

1. Click Queues & Shift Management in the left navigation bar, then click the Shift Management tab.
2. Toadd shifts, onthe shift Management page, click Generate Shifts.
3. Inthe Generate Shifts dialog add the following:

a.

In the Shift Name field, add the name of the shift. For example, Morning Shift.

Note: It is recommended that you specify a unique name for each shift. Fields that specify the "Record
Uniqueness" for a particular module can be added by administrators. For example, the "Name" field could be
specified as the uniqueness constraint for the "Shifts" module. If you specify record uniqueness on the "Name"
field, then weekday shifts that have the same name are not created. For more information, see the 'Module
Editor' topic in the Application Editor chapter "Administration Guide.

In the Start Time field, select the time (in the 24-hour format) from when the shift will start. For example, 5:00
(for 5 am).

From the Timezone field, search and select the time zone in which you want to apply the generated shift times.
In the Duration (Hours) field, enter the duration of the shift in hours. You can enter the minutes in the Duration
(Minutes) field. For example, if the shift is 8 hours, enter 8 in the Duration (Hours) field and 0 in the Duration
(Minutes) field. However, if the shift is of 8 hours 30 minutes, then enter 8 in the Duration (Hours) field and 30 in
the Duration (Minutes) field.
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e. IntheDays Of The Week section, select the workweek, i.e., the days of the week for your organization. By
default, Monday to Friday are selected. However, you can select the workdays according to the region as well,
for example, Sunday to Thursday is the workweek in some Middle Eastern countries.

From the Starting On date field, select the date from when you want to start the shift.

g. Inthe # Of Weeks To Generate field, enter the number of weeks for which you want to generate this shift. For
example, you might want to generate a shift for 6 months, in regions where daylight saving is applicable. Since
you will need to change the shift timings every 6 months. To generate the shift for 6 months, enter 26 weeks.

h. Fromthe Add shift Members By section, you can choose to add individual users or teams to the shift. If
you choose to add a team, then all users who are part of that team get added to the shift. To add users to the
shift from the Users drop-down list, select Users or Teams. Based on your choice, a list of users or teams gets
populated in the Select users or Select teams list. Select the users or teams that you want to add as members
to this queue and click Add.

Note: The Select users and Select teams lists display only active users.

i. From the Shift Leader drop-list, select the user who is assigned as the leader of this shift.
Click Generate to generate this shift (Morning Shift).

Generate Shifts

St

Days Of The Week
Sunday | Monday Tuesday Wednesday Thursday Friday Saturday

Starting On

# Of Weeks rate
26

Add Shift Members By
Users v

Select users... +Add

Analyst A X Analyst D X Analyst G X Analyst Lead1 X Analyst Manager X CS Admin X

Shift Leader

Analyst Manager

+ Generate  Cancel
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This adds the shift roster on the shift Management page:

Queue & Shift Management

10 Shift Management

o + Generate Shifts {J Delete Shifts @ Initiate Shift Handover View Shifts From

Shift Name Shift Timing Shift Lead Shift Members March 2022
Mon Tue Wed Thu
Thursday, March 03 2022 01 02 03
1 08 10

Morning Shift 5:00 AM - 1:00 PM Analyst Manager Analyst Manager, Ana
15 17
Friday, March 04 2022 22 24
13 29 31

Morning Shift 5:00 AM - 1:00 PM Analyst Manager Analyst Manager, Ana

14

General Shift 12:30 PM - 9:30 PM Analyst Manager Analyst Manager, Ana
Today Clear
Evening Shift 9:00 PM - 5:30 AM (Sat, 03 Analyst Manager Analyst Manager, Analyst Lead3,
Monday, March 07 2022
Morning Shift 5:00 AM - 1:00 PM Analyst Manager Analyst Manager, Analyst Lead1,

General Shift 12:30 PM - 9:30 PM Analyst Manager Analyst Manager, Analyst Lead2,

Evening Shift 9:00 PM - 5:30 AM (Tue, 03/08) Analyst Manager Analyst Manager, Analyst Lead3,

To view shifts older or historical shifts, click View Shifts From and select a date on the calendar.
To view the list of users that are part of a shift, click the Edit icon on the shift record to open its detail view. In the
Related Records section, onthe Users tab, you can view the list of users who are part of that particular shift:

Shift: General Shift

Shift-131

Last Madified 03/04/2022 01:37 PM by €S Admin

Analyst Manager Name General Shift

03/04/2022 01:37 PM

03/04/2022 01:37 PM

Related Records

8ltems O | o Link

O First Name Last Name = Email Work Phone Company Access Type

Search Search Search Search Search ¥ Search

Analyst example@exampl... Concurrent
Analyst example@exampl... Concurrent
Analyst example@exampl... Concurrent
Analyst example@exampl... Concurrent

[4 Edit Record T, Export Record {7 Delete Record

To add existing users to the shift, click Link, to open the Link People dialog, in which you can select users to add to
the shift, and then click Save Relationship. Similarly, to remove users from the shift, select the users and then click
Remove Link.

To delete a record for a particular shift, either click the Delete icon on the grid view of the record or click the Delete
Record button on the detail view of the record and click OK on the confirmation dialog. To export a shift record in the
CSV or PDF format, click the Export Record button in the details view of the shift record.

You can also edit some details of the shift by clicking the Edit Record button in the details view of the shift record.
Details of the shift that you can change are the leader of the shift, the name of the shift, the starting and ending date and

FortiSOAR 7.6.1 User Guide 251
Fortinet Inc.



Queue, Shift, and Leave Management

time of the shift, and you also can optionally add tags for the shift:

= Edit Shift: General Shift

Shift-131

Last Modified 03/04/2022 01:37 PM by CS Admin

Edit Shift

Name:
General Shift

Start Date

Deleting Shifts in bulk

To delete shifts in bulk and based on some condition, click the Delete Shifts button. Inthe Delete Shifts By
Condition dialog, enter the criteria based on which you want to delete the shifts. By default, a condition for deleting
shifts that existed in the past is added. In addition to the same, if for example, your organization has removed the
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Evening Shift, then you can add a condition such as Name Equals Evening Shift and click Delete:

Delete Shifts By Condition

Shifts that match the following filters will be deleted:

ALL OF THE BELOW ARE TRUE (AND) -

End Date - On or After - Static

Evening Shifi

L E Cancel

Click Confirm on the confirmation dialog to delete all the records associated with the 'Evening Shift.'

Initiating Shift Handovers

You can also define rules for shift handovers, i.e., based on the specified criteria, the filtered items would be handed over
or reassigned to the members of the next shift.

For example, a queue leader is working in the 'General Shift' might want to reassign all Alerts whose status is not
'Closed' and whose Severity is 'Critical' or whose 'Response Due Date' is in or less than 6 hours to members of the
'Evening Shift'. To initiate shift handovers:

1. Click Queues & Shift Management in the left navigation bar, then click the Shift Management tab.
2. Click Initiate Shift Handover.
3. Inthe shift Handover slider, define the rules for shift handover:

a. From the Select Which Shift To Reassign Records From drop-down list, select the shift whose records you
want to hand over. For example, Morning Shift (ended about 3 hours ago).

b. Fromthe Reassign Records To This Shift drop-down list, select Evening Shift (starts in about 5 hours from
now)

c. Fromthe Assign Records To list, select to whom you want to assign the records. You can choose to assign
the records to the manager of the shift to which you are handing over the records, Shift Manager or assign the
records in the Round Robin method, or choose to not assign the records to anyone, Nobody (leave blank).

4. TheDefine criteria to limit records to assign section displays all the modules whose records you

can auto-assign using queues. For our example, click the down (v) arrow in the Alerts row, and define the criteria as
follows:
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a. Click the Include in handover checkbox to include the records in the handover based on the defined
conditions.
b. Add the conditions based on which you want to assign records to members of the selected shift. For our
example, click Add Condition and then enter the condition Status Not Equals Closed.
Next, click Add Conditions Group, select the OR operator and add the following conditions:
Severity Equals Critical
Response Due Date On or Before 6 hours from now
Similarly, you can define criteria for other modules whose records you can auto-assign using queues.
5. From the Only Include Records Created In The field, choose Relative or Custom and then select the number of
days to be considered for alert creation while handing over alerts to different shifts.
6. Inthe Add Comment To Reassigned Records, you can add a note, for example, Reassigned via shift
handover that gets added as a comment in the records.
> Shift Handover

ing Shift (ended about 4 hours ago)

ing Shift (starts about 4 hours from now) v Round Robin (6 users)

ALL OF THE BELOW ARE TRUE (AND) -
Status
ALLOF THE BELOW ARE TRUE (AND) v
Severity

Response Due Date

+ Initiate Shift Handover

7. Toinitiate the shift handover, click Initiate Shift Handover.
This begins the process of reassigning records to the shift and FortiSOAR displays a toaster message containing
the number of records that were reassigned to the specified shift. When you open the detail view of records that
were re-assigned using shift handover, you will see the comment, for example, Reassigned via shift
handover added to the record.

Managing Leaves

Leave management provides the ability to exclude users who are on leave or paid time off (PTO) from being assigned
records while using the Queue and Shift Management feature.

Ay
S L4
9 Leave Management works with the 'Round Robin' method of user assignment.
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Permissions required

» Toview leaves, you must have Read permission on the Leave Schedules module.

o To add or edit leaves you must have Create, Read, and Update permission on the Leave Schedules module.
For fresh installations of FortiSOAR 7.4.1 or later, Create, Read, and Update permissions on the Leave
Schedules module are already assigned to the Full App Permissions Role. In cases where you have upgraded
FortiSOAR to 7.4.1 or later from a release prior to 7.4.1, you require to assign Create, Read, and Update
permission on the Leave Schedules module to users who would be handling leaves. To delete leaves, you must
have Delete permission on the Leave Schedules module.

Adding Leaves

Users with appropriate permissions requires to add leaves for themselves or other users so that they get excluded, and
record are not assigned to them for the duration of their leave. To add leaves do the following:

1. Click Queues & Shift Management in the left navigation bar, then click the Leave Management tab.
2. Toadd leaves, onthe Leave Management page, click Add Leave Schedule.
3. Inthe Add New Leave Schedule dialog add the following:
a. From the Analyst drop-down list, select the user for whom you are applying for leave.
From the From Date field, select the date and time from when the user will be on leave.
From the To Date field, select the date and time till when the user will be on leave.
In the Additional Information field, optionally enter the reason for the leave.

In the Tags field, optionally enter the tag that you want to associate with this leave schedule, for example
generalShift:

o ao0vUT

Add New Leave Schedule

Analyst:
Analyst 4

From Date
To Date

Additional Information:
Taking a Vacation

Tags:

generalShift x |

Create Cancel
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f. Click Create to add the leave schedule record:

Leave Schedule-1

Last Modified 06/01/2023 02:25 PM by CS Admin
generalShift x
t
Analyst 4

Taking a Vacation

[ Edit Record 1, Export Record  {Jj Delete Record

In our example, we have added the leave schedule for user 'Analyst 4', so when we view the details of the Alerts Queue,
you will see that no record is assigned to 'Analyst 4"
X Queue Detail: Alerts Queue

Alerts Queue General Manager 22 CS Admin 06/01/2023 02:13 PM

General Shift 06/01/2023 02:42 PM 52 CS Admin

Queue Records

Alerts (14)

14 ltems ©

Name Status Assigned To Created On

Search Search ¥ Search ¥ Select

WIN-EP2 - XmIWinEventLog:Mi... Closed 06/01/2023 02:50 PM

OutBound Connection - PaloAlt.. Open 06/01/2023 02:50 PM
WIN-EP2 - XmIWinEventLog:Mi.. Open 06/01/2023 02:50 PM

Suspicious Email: Urgent: Requ... Investigating 06/01/2023 02:50 PM

Editing, Exporting, Cloning, or Deleting Leaves

To edit or delete a particular leave, click Queues & Shift Management in the left navigation bar, then click the Leave
Management tab to view the .Leave Schedules page:
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Queue & Shift Management
B Leave Management
Leave Schedules

3 Items - 1 selected

S| T

D m Analyst From Date To Date Additional Information

Search Search ¥ Select Select Search

06/12/2023 09:00 AM 06/13/2023 09:00 AM Personal Leave

06/06/2023 09:00 AM 06/07/2023 09:00 PM Need to visit doctor

06/02/2023 09:00 AM 06/06/2023 09:00 AM Taking a Vacation

Click the Clone icon to clone a particular leave record, or click the Delete icon to delete a leave record.

To edit, export, or delete a leave record, on the Leave Schedules page, open the specific record:
Leave Schedule:

Leave Schedule-2

Last Modified 06/01/2023 02:59 PM by CS Admin

Analyst 1

Addit

Need to

Export as CSV
Export as PDF

[ Edit Record | 1, Export Record | {j Delete Record

To export a leave record as a .csv or .pdf file, click Export Record and then select Export as CSV or Export as PDF.
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Click Edit Record to display the Edit Leave Schedule dialog, where the required changes to the leave such as,
changing the duration of the leave, etc., can be made and then click Save to update the leave record.

—  Edit Leave Schedule:

Leave Schedule-2

Last Modified 06/01/2023 02:59 PM by CS Admin

Edit Leave Schedule

Additional Information
Need to visit doctor

+ Save X Cancel { Delete Record

To delete a leave, you can click the Delete icon on the Leave Schedules page, or click Delete Record on the leave
schedule record detail page or in the Edit Leave Schedule dialog. Clicking any of these options, displays a confirmation
dialog, where you can click Confirm to delete the record.
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Reports in FortiSOAR

You should use FortiSOAR Reports for your reporting purposes since you can easily create rich reports and dashboards
in FortiSOAR. You can also schedule reports, view historical reports and also search for text in the report PDF, which is
in the text PDF format.

You can design your report to include a date or date range as an input parameter to a report; i.e. define a date range,
date, or filter criterion in the template for reports. Similarly, users of the report can also specify a date range and filter
data in the report whose template have the date or filter parameter defined. For information on how you can define and

use dates or date ranges to filter data in the reports, see the Dashboards, Templates, and Widgets chapter. You can also

specify the timezone in which you want to export your reports.

Dashboards and reports have good performance since only the required content is loaded and lazy loading of the
content is enabled.

Click Reports in the FortiSOAR left navigation to display the Reporting page, which the following tabs:

« Library: Centralized repository of all reports. The Library page displays a list of reports and its associated
schedules. To see the details of schedules associated with a report, you can click the down arrow in the reports row.
You can also view the generated reports from this page and also see the roles that have been assigned to a
particular report. You can create new reports, edit and manage reports, and search for reports on this page. You
can also import a valid JSON report template on this page.

» Schedules: Lists all the created schedules on this page. You can click View Details in a schedule row to view the
detail schedule record page. Using the schedule detail record page, you can view the logs of the playbooks (by
clicking the View Executed Playbooks) that were executed using this schedule, and also perform actions such as
stopping, updating, or starting the schedule using this page. You can also search for schedules by schedule name,
and filter schedules by status and report on this page.

» History: Lists all created (historical) reports on this page. You can search for report using its historical name and
filter reports and schedules by various criteria. You can also download a pdf version of the historical report from this

page.

Reporting / Library

Reporting

mn Library

&, Import Report | 4 Create New Report

1 items

Schedule Name Timezone Timing Last Run At Total Run Count

Schedule for Weekly Alert Report Asia/Kolkata At 09-00 AM, only on Monday 0 =+

1 ltems Per Page 10 ¥

Weekly I0C Report View & v
Incident Summary Report View & v
Weekly Incident Report View & v

Items Per Page 10 ¥
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Pagination is enabled on all pages within Reporting, i.e., on the Library, Schedules, and History pages for better
navigation and also on the item rows within the report rows, for example, the schedule entries within a report row.

Permissions required for working with reports

Al
‘Q' Only when an administrator modifies reports, those modifications are applicable across the

system and applicable to users, based on their roles.

» To view reports, you must be assigned a role that has Read permissions on the Application and Reporting
modules, and the report must be assigned to your role.

» To create and edit reports, you must be assigned a role that has Read, Create, and Update permissions on the
Reporting module and Read permission on the Application module. Additionally, if you also want to delete
reports and configurations, you must be assigned a role that has Read, Create, Update, and Delete permissions
on the Reporting module and Read permissions on the Application module.

« To customize only your own reports, i.e., the changes made in the reports would not be visible to any other user, a
role with Read, Update and Create permission on the Reporting module and Read permission on the
Application module is sufficient. If such a user (a non-admin user) changes the dashboard, then a copy of the
original dashboard is created and those changes are visible to only that particular user and not to other users.

« To customize reports, i.e., the changes made in the reports would be visible to all users who have access to that
report, arole that has Read and Update permissions on the Reporting module and Read permissions on the
Application and Security modules must be assigned. If you have these permissions, then the changes are
made in the original dashboard and these changes are visible to all the users who have access to the dashboard.

« To create a schedule, you must be assigned a role that has Read, Create, and Update permissions on the
Schedules and Read and Create permissions on the P1aybooks module. To delete schedules, you must be
assigned a role with Delete permissions on the Schedules module.

« To view saved reports, you must be assigned a role that has Read, Create, and Update permissions on the
Saved Reports module. To delete saved reports, you must be assigned a role with Delete permissions on the
Saved Reports module.

» To export your reports as a PDF file, you must be assigned a role that has Read permissions on the Application
and Reporting modules, Create, Read, and Update permissions on the Saved Reports modules, Read and
Execute permissions on the Playbooks module, and Create and Read permissions on the Files module.

In addition to the appropriate permissions mentioned above, users also require to have appropriate rights on the module
for which they want to create or edit reports. Since if users do not have Module Read permissions on the module that
they want to consume in the report, then they will not be able to view the details of that module in the report. For example
if you have Module Read permissions on the Alerts module but not on the Incidents module, then you can update
reports that consume Alerts as their data source. However, if you try to update a report that consumes Incidents as the
data source, FortiSOAR displays a message such as You do not have necessary permissions for
Incidents.
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Working with reports

To create a new report, click Reports in the FortiSOAR left navigation, which displays the Library tab on the
Reporting page, and click the + Create New Report button.

The Library tab contains a list of reports that have been created. You can search for reports by report name using the
Search box and refresh the Library page using the Refresh icon. You can also edit existing reports and perform other
operations from this page.

To view the details of the schedules associated with a report, click the down arrow in the report row whose associated
schedules you want to view or modify, and then click on the schedule row. This will display the Schedule Details
dialog, using which you can view or modify the schedule. One report can have multiple schedules, but one schedule can
only be associated with a single report.

Importing a report template:

Use the export and import template feature to share reports across users. If you see a report that a colleague has
created that you feel would be useful to you as well, then instead of you having to recreate the report, your colleague can
export the report, and you can import it and start using the same.

s‘é’, You can only import a valid JSON template. The template that you import is only applicable to

your report. Administrators must import, update, and assign reports for the changes to apply to
all users.

1. Logon to FortiSOAR and click Reports in the left navigation.
2. Onthe Library page, click Import Report.

3. Inthe Import Report Template dialog box, drag-and-drop the JSON template file, or click to browse to the
JSON template file.

4. Click Import.
If the file is in the appropriate JSON format, FortiSOAR displays Template Imported successfully!

Based on the permissions that are set for you, you can perform the following operations on the Library page:

Adding or Editing Reports on the Library page

1. Logonto FortiSOAR and click Reports in the left navigation.
2. Tocreate a new report, click the + Create New Report button on the L.ibrary page. To edit an existing report,
click the Actions (E) icon, in the row of the report that you want to edit, and click Edit Template.
Templates are JSON definitions of the interface structure composed of widgets. Widgets are configurable interface
elements that are used to represent data, such as charts or lists visually. For more information on Templates and
Widgets, see the Dashboards, Templates, and Widgets chapter.
From version 6.4.4 onward, reports are enhanced to support page breaks, by providing a Page Break option on the
Edit Template page. Toinsert page breaks for reports (rows in report), you can choose from the following
options:
» Not Specified: In this case, page breaks are not added, i.e., this option allows page breaks within rows.
« Avoid Page Breaks: In this case, page breaks are avoided, i.e., if a page break occurs within a row in a report,
then the row automatically gets printed on a new page.

« Print On New Page: In this case, page breaks are added between rows, i.e., each row of a report is printed on
anew page.
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Template Editing Mode Enabled X Cancel + Revert Changes |+ Apply Changes

Reporting

Template Title Incident Summary Report Configure Inputs  Assign to roles

Define a new structure — S tow Above  Page Break (SVALLEEECUL Container
Avoid Page Breaks
Print On New Page

i [E Richtext Content G &

+ Add Widget

Note: If you have changed a report that an administrator has assigned to you, then you will not be able to view the
administrator changes to that report. To reset the administrator changes to the report, click Actions > Reset to
Original State, i.e., the changes that the administrator made will be visible and your changes will be lost.

3. Inthe Template Title field, enter the template title.

4. Click Add Row and structure the row by defining the number and layout of columns from the options displayed in
Define a new structure.

5. Click Add Widget and select the appropriate widget from the Choose Widget dialog box. You can also search for a
specific widget by typing its name in the Search Widget text box and then selecting that widget.
You can also define the visibility conditions on widgets in reports using Widget Settings. For more information on
Templates and Widgets, see the Dashboards, Templates, and Widgets chapter.

6. Click Edit Widget to configure or reconfigure the widget properties and click Save.
Note: The Only Me | All filter is not applicable to Reports, i.e., on the Reports page, you cannot toggle the view
based on this filter, instead, you must change this in the report template itself when you are adding or editing a
widget. For more information on Widgets, see the Dashboards, Templates, and Widgets chapter.

7. Click Apply Changes.
To revert the changes, you have made to the template, click Revert Changes.

To add a report heading, you can use the Richtext Content widget. You can also add fields
ﬂ (choose fields) from modules that you want to display in the Richtext Content widget making it
I simpler and efficient for you to add fields in the Richtext format. For more information on the
Richtext Content widget, see the Dashboards, Templates, and Widgets chapter.

To clone a report template:

1. Logonto FortiSOAR and click Reports in the left navigation.

2. Onthe Library page, click the Actions icon, in the row of the report that you want to edit, and click Clone
Template.

3. Update the template title.
By default, the template title appears as cloned: name of the original template.

4. Update the template and widgets as required.
5. Click Apply Changes.

To export a report template:

Ay
b ] L4
? Report templates get exported as a JSON template.

1. Logonto FortiSOAR and click Reports in the left navigation.
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2. Onthe Library page, click the Actions icon, in the row of the report that you want to edit, and click Export

Template.
FortiSOAR downloads the template on your machine in the JSON format.

To remove a report template:

Ay
‘?' You can only remove reports that you have added. You cannot remove reports created by an

administrator or by any other user.

1. Logonto FortiSOAR and click Reports in the left navigation.

2. Onthe Library page, click the Actions icon, in the row of the report that you want to remove, and click Remove
Template.

3. Onthe Confirm dialog, select Confirm.

To assign roles to reports

Ay
‘?' You must have a minimum of Read permission on the "Security" module, apart from other

appropriate privileges to perform this task.

1. Logonto FortiSOAR and click Reports in the left navigation.
2. Onthe Library page, click the Actions icon, in the row of the report to which you want to assign a role, and click
Assign to Role.

This displays the Assign to Role (s) dialog in which you can select the role(s) to which you want to assign the report.
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3. Inthe Assign to Role(s) dialog box, select the role to which you want to assign the report.

Assign to Role(s)

Application Administrator

FortiSOAR Agent

¥ Full App Permissions

Playbook Administrator

Security Administrator

SOC Analyst

« SOC Manager

v OK *® Cancel

4. Click OK.
Users having the role specified will be able to see the report(s) associated with that role the next time they log on to
FortiSOAR.

Performing operations on the Report Page

To view the generated report

To view the generated report, on the Library page, click View in the row of the report that you want to view. This
displays the Report Page. You can also perform the Assign to Role (if you have administrative privileges), Edit Report,
New Report, Clone Report, Export Report, in the JSON format, and Remove Report operations by clicking the Actions (

E) icon on the Report Page. In addition to these operations, you can export a report as a pdf.
To go back to the Library page, click Back to Library.

To export a report as a PDF
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On the Report Page, you can download the reportin a . pdf format by clicking the Export As PDF button. The report is
exported in text PDF format, which enables you to search text in the report PDF and also reduces the file size of your
report as compared to an image PDF.

The PDF report that you export might not exactly match with the report view that you see on

NP the FortiSOAR UI. This happens if the data that is used to create the report gets updated from
‘Q' the time you have viewed the report till the time the report is exported. Also, note that reports
- are exported as per the visibility conditions evaluated in the report view. You can define

visibility conditions on widgets in reports using Widget Settings. For more information, see
the Dashboards, Templates, and Widgets chapter.

By default, reports are exported in the light theme. This report gets downloaded on your machine. This report also gets
saved and is available in the Hi story page (Reports > History).

You can export a FortiSOAR report that contains more than one page in the PDF format, i.e.,
\ﬂ the exported report PDF can consist of multiple pages. However, note that report pages are
splitinto multiple pages based on the height of the report. Therefore, you must arrange your
I widgets, especially widgets in the Chart category, in the report in such a way that widgets are
not placed between two pages, else the data of that widget will get split into two parts.

If you have manually exported the report, i.e, by clicking the Export As PDF button on the Reports page, then the report
is generated by default in the timezone that is set by your administrator. If the administrator has not set any timezone,
then the report is generated in the timezone of the user's browser. Administrators can define a timezone that will be used
by default for exporting reports. This timezone will be applied by default to all reports that you export from the Reports
page. For more information, see the System Configuration chapter in the "Administration Guide."

If your administrator has set the default timezone in which to export reports, then that timezone is displayed when you
click the Export As PDF option. The default timezone set will be displayed in the Timezones dialog:

Timezones

Cancel  Export Repart by selected Timezone

Either retain the default timezone or change the timezone using the Timezone drop-down list, and then click the Export
Report By Selected Timezone button in the Timezones dialog. For our example we have retained the default
timezone. Therefore, the report will be exported in the default timezone (America/Los_Angeles), which is visible on the
exported report as shown in the following image, if you have added timezone as part of the report. For more information
see Displaying of timezone within exported reports.
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WeeklyAlertReport2019-11-26_07_13_02.pdf

Weekly Alert Report F:Z=RTINET

Summary of Alerts created in past 7 days

New Alerts Added - Alerts Resolved

If you want to export the report in the timezone other than the default timezone, then in the Timezones dialog that
appears when you click the Export As PDF option, choose the required timezone. In the Timezones dialog, you can
search and select the timezone in which you want to export the report. For our example the default timezone is set as
America/Los_Angeles and if for example, you want to export the report in the Asia/Kolkata timezone, then type ko1l in
the search box below the Timezone field to find the correct timezone, as shown in the following image:

Timezones
Timi

kal|

Select

Asia/Kolkata
(UTC+05:30,

Cancel Export Report by selected Timezone

Now, click the Export Report By Selected Timezone button. This will export the report and you will be able to see this
timezone (Asia/Calcutta) on the exported report as shown in the following image, if you have added timezone as part of
the report. For more information see Displaying of timezone within exported reports.

WeeklyAlertReport2019-11-26__07_13_02.pdf

Weekly Alert Report FEEERATINET

Summary of Alerts created in past 7 days

New Alerts Added - Alerts Resolved

Input Variables in Dashboards and Reports

You can define variables that you can use in widgets as filters to consume inputs and create a dashboard or a report
dynamically. Using input variables, you can filter data in a dashboard or report to display a particular set of data without
having to define the same criteria in each widget in the dashboard or report. Once you configure the variable as a filter in
widgets, the dashboard or report is displayed according to the filter value you have specified. You can also specify inputs
for dashboards or reports, based on which dashboard or reports are updated dynamically to display the dashboard or
report according to the updated input values.

For more information and examples of input variables, see the Dashboards, Templates, and Widgets chapter.
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From version 6.4.0 onwards, the user experience of working with reports that need input to load has been improved. If a
report, for example, Incident Summary Report was configured such that no default incident ID was specified and
required the user to provide the incident ID before the report could be displayed, then earlier FortiSOAR would display
messages suchWidget not configured properly. Now, FortiSOAR displays a message such as Please
provide required input to load the report and prompts you to enter the Incident ID in the Configure
Reports Inputs dialog, as shown in the following image:

@ = 0fE 2

Rep()rti ng [[F] Incident Summary Report New [BExportas POF  [ABack To Library ¥ nput O 5%
-~

Configure Report Inputs

Incident ID

v Ok X Ignore and load

Please provide required inputs to load the report

Displaying of timezone within exported reports

If you want to display the timezone in which the report (.pdf) has been exported, do the following steps in the template of
the report in which you want to display the timezone:

1. Onthe Reports page, in the report row in which you want to display the timezone, click the Actions icon, and then
select Edit Template.
Generally, you will find that the heading of the report is displayed using the Richtext Content widget.

2. Inthe Richtext Content widget row, click the Edit icon.

3. Inthe Richtext Content widget, click the Add Dynamic Fields link.
For more information on templates and widgets, see the Dashboards, Templates, and Widgets chapter.

4. From the Field Type drop-down list, select Utility Fields.

5. From the Field drop-down list, select Timezone, and click Add Field.
This will paste the jinja value of the Timezone field, i.e., { {timezone} } in the Richtext Content widget on the
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location where your cursor is placed as shown in the following image:

Richtext Content

Dynamic Fields
Field Type

Utility Fields

Field

Timezone

{[timezone}}

Weekly Alert Report F::ERTINET

Summary of Alerts created in past 7 days

6. Click Save to save the updates to the reports template.

If your report has been scheduled using the timezone as Asia/Kolkata, then you will be able to see this timezone
(Asia/Calcutta) on the exported report as shown in the following image:

WeeklyAlertRepori2019-11-26_07_13_02.pdf

Weekly Alert Report Fz:RATINET
Summary of Alerts created in past 7 days
New Alerts Added - Alerts Resolved
Open Alerts By Type
+
BENIAL OF SERVICE | BRUTE FORCE ATTEMPTS ‘ MALWARE PHISHING ‘ POLICY VIDLATION | DATA LEAKAGE

Scheduling Reports

You can schedule reports to run automatically at specific times and also automatically send reports to the relevant users.
For example, you can schedule a report that contains Critical Open Alerts to be sent out to, for example, managersin a
SOC team, at 8 am in the morning on Mondays.

FortiSOAR 7.6.1 User Guide 268
Fortinet Inc.



Reports in FortiSOAR

}\ You can create multiple schedules for a single report.

When you click Reports in the left navigation, the Reporting page with the Library tab selected is displayed.

Onthe Library page, you can see the list of reports and its associated schedules. You can also add new schedules to
a report or modify existing schedules on this page.

Al
‘Q' To schedule a report you must be assigned with the appropriate role associated with that

report, and also appropriate permissions on the Schedules and Saved Reports modules.

To add a new schedule, do the following:

1. Onthe Library page, in the report row for which you want to add a new schedule, click the Actions icon, and then
select Schedule Report.

2. Inthe Schedule Details dialog, configure the following parameters

a. Incase of a report that takes input variables, you must specify the required inputs in the Report Inputs
section.
For example, if a report requires the incident id as an input parameter, then you must enter the Incident ID in
the Report Inputs section.
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Schedule Details

Schedule Properties

Name:

1

Start Schedule

Schedule Frequency

“AL 09:00 AM, only on Monday
Timezone:
Select
Limit execution to one active instance at a time

Start Time: 11727 19 09:00 Ak End Time:(i) --

Notification

b. Inthe Schedule Name field, enter the name of the schedule.

c. Ifyou want to start the schedule immediately after creating the schedule, click the Start Schedule checkbox.

d. Inthe Schedule Frequency section, add a valid cron expression to schedule the report.
Cron expression is a string consisting of up to five subexpressions (fields) that describe individual details of the
schedule.
In the Cron Expression section, you can click the Hourly, Daily, Weekly, Monthly or Yearly links in the By row to
schedule your report and define the schedule for your report. For example, to schedule a report to run weekly at
9:00 am in the morning every Monday, click the Weekly link and in the hour box type 9, in the minute box type
0, and in the day of the week type 1 (0-Sunday, 1-Monday, 2-Tuesday...6-Saturday) as shown in the above
image. A short description of the schedule also appears below the cron expression box, in our example, it
appearsas At 9:00 AM, only on Monday, which means the report will run every Monday at 9 am as
shown in the above image.
NOTE: The days of the week are represented by integers from 0 to 6, with 0 representing Sunday and 6
representing Saturday. Therefore the day of week field accepts * or [0-6] characters. Also, the schedule runs
as per the timezone selected in the Timezone drop-down list.

e. From the Timezone drop-down list, search for and select the timezone in which you want to export the report.
For example, if you want to search for the timezone of London, you can type 1on in the search box below the
Timezone field to find the correct timezone.
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Timezone:

Select

l';'.1|1|

Europe/lersey
(UTC) Edinburgh, London

Europe/London
(UTC) Edinburgh, London

Europe/isle_of_Man

(UTC+01:00) Edinburgh, Londah

Europe/Guernsey
(UTC+01:00) Edinburgh, London

The time that is displayed in the generated reports, i.e., reports that are present in the History tab, will be
based on the timezone you have selected.
If you do not select any timezone, then by default, the timezone is setas UTC.

f. If you want to ensure that you do not rerun the workflow, if previous scheduled instance of the report is yet
running, then click Limit execution to one active instance at a time.

d. (Optional) In the Start Time field, you can specify the date and time from when the schedule will start running.

h. (Optional) In the End Time field, you can specify the date and time after which the schedule will not run, i.e.,
the date and time to stop the schedule.
Note: Once a schedule reaches the specified end time, then the schedule displays Yes in the Expired column
on the schedules listing page. It is recommended that you should make the expired schedules "Inactive".

i. Inthe Email Address field, enter a semicolon-separated list of email IDs to whom you want to send this
scheduled report.
Note: Ensure you provide valid email addresses.

j- Click Save to save this schedule.
You can also choose to immediately run and display the report, i.e., run the report schedule immediately
(outside of its scheduled time) by clicking the Run Schedule Now button.
The schedule is saved in the Inactive state if you have not selected the Start Schedule checkbox. In our
example we have not selected this checkbox.

Reporting
s Library

&, Import Report | 4 Create New Report

1items

Schedule Name imezone Timing

Schedule for Weekly Alert Report At 09:00 AM, only on Monday -

1 Items Per Page 10 ¥

Weekly IOC Report View & v

Incident Summary Report View & v

‘Weekly Incident Report View & v

Items Per Page 10 ¥
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To start your newly created schedule, click the Start Schedule button in the schedule row:

! Library

Reporting

W\ Library Schedules D) History

&, Import Report | 4 Create New Report

4 items

Weekly 10C Report

Assigned 1o Roles: Full App Permi aybook A s ity Administrator

Rales: Application Administrator. Full App Permissions. Administralor, Security Administrator
1 items
Schedule Name Timezone Timing Last Run At Total Run Count

Schedule for Inci S ummary Eur ndon Al 09:00 AM, only on Monday 0 & =

Start Schedule

\‘Nsekl_v Incident Report View @

Assigned 1o Reles: Application Administrator, Full App Per ns, Playback Administratar, Security Administrator, T2 Analyst

To perform other actions, on the Library page, do the following:

« To view schedules associated with reports and the details of the schedule, click the down arrow in the report row
whose associated schedules you want to view as shown in the following image:

I Library

Reporting
W\ Library Schedules {0 History

& Import Repart | 4 Create New Repart

4 items
Weekly 10C Report
d o Roles: Full App Perm
istrator, Full App Per

plication Administrator, Full App Per

oles: Application Administrator. Full App Permissions, Playbook Administrator, Securily Administrator. T1 Analyst, T2 Analyst
items

Schedule Name Timezone Timing Last Run At Total Run Count

Schedule for Weekly Alerts Repart Asia/Kolkata Every minute / 0 Pl 34

The schedule details include information such as, the name of the schedule, the schedule timezone, the timing of
the schedule, the last run of the schedule, and the total run count of the schedule. You can also stop a running
schedule using the Stop Schedule button; similarly, you can also start a stopped schedule using the Start
Schedule button. If you want to immediately view a report (outside of its scheduled time), click the Trigger
Schedule Now icon, which immediately triggers the schedule associated with the report.

Note: When you stop a schedule the value, i.e., datetime of the Last Run At field becomes blank.

» To modify a schedule, click the down arrow in the report row whose associated schedules you want to modify, and
then click on the schedules row. This will display the Schedule Details dialog, using which you modify an
existing schedule.

Click the Schedules tab, to do the following:

« View allist of all the schedules associated with reports, i.e., all schedules that have been created for reports are
visible on this tab.

» Search for schedules by schedule name.
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« Filter schedules by Status and Report name. Filtering by Report name will display the schedule associated with the
report. One report can have multiple schedules, but one schedule can only be associated with a single report.

» Refresh the Schedules page using the Refresh icon.

» Perform the following actions in a particular schedule row: Stop a running schedule using the Stop button in the
schedule row; similarly, you can also start a stopped schedule using the Start button. Update a schedule, by
clicking the Edit icon. Clicking the Edit button, displays the Schedule Details dialog, using which you can
update the schedule. Delete a schedule by clicking the Delete icon. To run a schedule immediately (outside of its
scheduled time), click the Trigger Schedule Now button.

» / Scheduling

Reporting

W\ Library Schedules {0 History

By Schedule Name By Report

All Report

Items Per Page 10 ¥

» View brief details of the reports associated with the schedule by clicking the down arrow in the row of the schedule
whose report details you want to view.
The report details include information such as, name of the playbook that ran for the schedule, a link to the PDF
version of the report, the name of the report, the date on which the schedule was created, and the name of the user
who created the schedule. Clicking the report link in the Fi1e column downloads the PDF version of the historical
report associated with the schedule.

Historical Reports

Click the History tab to view a list and details of all created (historical) reports on this page, as shown in the following
image:

Reporting

s Library Schedules O History

Report Schedule Ref Created On Created By

Weekly Alert Repar

Weekly Alert Repar

Weekly Alert Repar

The historical report details include the name of the playbook that ran for the schedule, a link to the PDF version of the
report, the report name, a link to the Schedule Details dialog using which you can update the schedule of the report,
the datetime when the historical report was created, and the name of the user who created the report. Clicking the report
link in the File column downloads the PDF version of the historical report.
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You can refresh the History page using the Refresh icon. To delete a historical report click the Delete icon in the row
of the historical report you want to delete.

You can search for historical reports by the report's historical name and also filter reports and schedules on this page
based on the following criterion:

By Report Name: Enter the name of the saved report that you want search.
By Report: Select the name of the report from this drop-down list to filter reports.
By Schedule: Select the name of the schedule from this drop-down list to filter reports.

Created On: Select the relative date range within which you want to search for created reports, for example, all
reports created in the Last 30 Mins.

Created By: Select the user from this drop-down list to filter reports based on the user who has created the reports.
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War Rooms

Overview

War rooms enable SOC teams to get into a collaborative space to mitigate a critical cyber threat scenario or campaign.
FortiSOAR makes it easy for analysts to quickly provision a War Room and ensures that the task force is well-equipped
to handle and coordinate all aspects of critical situations. FortiSOAR enables stakeholders to analyze and collaborate to
quickly mitigate the threat.

To effectively run a war room, you must be able to communicate effectively to both internal and external stakeholders.
You must also be able to coordinate between teams, investigate the root cause, and resolve the problem by allocating
tasks to specialists, agreeing on milestones, taking notes of technical analysis and solution proposals, and getting
feedback on all points. It is also important to be able to escalate issues to executive management so that the
management team can decide on the next course of action.

FortiSOAR provides you with the war room framework and allows you to define policies to achieve the functionality
required to effectively run the war room. This ensures that members of your SOC team can handle major incidents or
threats faster.

The process that is generally followed for threat mitigation is as follows:

1. Create a Response Team who will be owners of the threat and responsible to respond to the threat. In a FortiSOAR
War Room record, using the Dashboard screen, you can create a response team easily and add or remove users
and/or teams. For more information, see the Gather a response team section.

2. Assign Tasks: Create a task list of all activities that are generally required to respond to a threat and assign those to
appropriate members of the response team. You can easily achieve this using the Task Management tab in the war
room record.

3. Investigate the incident: Investigate the threat or incident to find out the root cause and provide the mitigation for the
threat. Using the Investigate tab, you can look at related incidents, alerts, indicators, and the assets involved in the
investigation. This enables you to look at the bigger picture and assist in investigating and mitigating the threat.

4. Reporting: Timely threat reporting to stakeholders is of utmost importance. You can use the Communication tab in a
war room record to view the summary and current status of this threat, send email updates, and also specify the
next steps and notes for activities undertaken.

Communication is the key that ties all the above steps mentioned and it is essential for effective mitigation of threats. You
should be able to share information and send updates to all the stakeholders with ease. This includes recording and
coordinating all activities, such as the context of the issue, the timeline to fix the issue, and the overview of the impact. In
this way, when any new team members join the war room, they can quickly be brought up to speed and become an
active contributor. Use the Workspace panel to collaborate among stakeholders by adding comments, tagging users,
and adding attachments. You can also convey messages and announcements related to the threat to all the
stakeholders using the Communication tab, and view the chronological history of all the activities that were performed in
the war room using the Timeline tab.

The below sections define how to setup this general flow; however, this flow can be customized to include your changes
or additions. You can also customize the War Room module as per your requirements by adding, removing, or modifying
fields, picklists, widgets, etc.

You can also repurpose war rooms to set up processes for Business continuity planning (BCP).
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Permissions required

War rooms have their own RBAC settings. To create and use War Rooms, you require CRUD permissions on the War
Room module. Teams that have access to War Rooms depend on the team that sets up the war room. Also, in case of
War Rooms, you can have user-based ownership in addition to team-based ownership.

) ! /. In case of a fresh installation of FortiSOAR, the default roles are given access to the War
q Room module. In case of a FortiSOAR upgrade, users have to enable access to the War
- Room module.

Launching War Rooms

1. Tolaunch a war room, open an incident record, and click Set up War Room.

Incident: Sensitive Data Breach

critical »  |ncident-3 | Sensitive Data Breach

Last Modified 03/25/2021 11:13 AM by Playbook

The intentional or unintentional release of secure information to an untrusted environment. Other terms for this phenomenon include unintentional information disclosure; data leak

and also data spill.

03/25/2021 11:13
In Progress - o B AM

Detection
Palicy Violation -
@ Ack SL. Select

&% Generate Incident Summary Report o Setup War Room | @ Actions = [ EditRecord 1, Export Record {7 Delete Record

2. Inthe Set upWar Room dialog, enter an appropriate name and description for the war room. Also, ensure that the
Include all analysts involved with this incident as War Room responders checkbox is selected (default) to
include all the users who are part of the team that owns this incident, and then click Execute to create a war room in
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the Draft (default) state.

Set up War Room

Status
Draft
War Room Title
Sensitive Data Breach
Description
Preview
e BEA Q| ez

=p=The intentional or unintentional release of secure information to an
unirusted environment. Other terms for this phenomenen include unintentional
information disclosure, data leak and also data spill. </p>

Include all analysts invol with this incident as War Room responders

¥

Execute Cancel

3. Toopen the War Room record either click on the link that appears on the incident once the war room is created or
click Incident Response > War Rooms and click the created War Room record:

War Room: Sensitive Data Breach

P&l War Room-1 | Sensitive Data Breach

Last Modified 04/05/2021 03:14 PM by CS Admin

» & Workspace

S sl Dashboard

ime Elapsed Assets Artifacts Threat Types

Impacted Analyzed L threats
d is Ar i d

0

%:  SOC Team The intentional or unintentional release of secure information to an untrusted environment. Other terms for

this phenomenon include unintentional information disclosure; data leak and also data spill.

Announcements

24 Golive |# Generale Report [ Send Email Update | & Actions ~ [# Edit Record 1, Export Record [ Delete Record

A link to the war room record is also added to the Workspace of incident.

4. The war room record opens at the Dashboard tab which contains the summary of the incident. It is also the place
where you can create the response team and assign ownership of this incident to particular users or teams. The war
room record also contains other tabs - these are explained in the Setting Up War Rooms section.

Once you have completed setting up the war room, you can begin sending notifications to all the stakeholders, click
the Go Live button. Apart from this you can edit, export or delete the record. You can also leverage
FortiSOAR'playbook/connector framework to rapidly mitigate and contain the threat by directly running playbooks
using the Execute button. Similarly, you can run connector actions directly on the incident by clicking the Actions
button. For more information all these operations, see the Working with Modules - Alerts & Incidents chapter.
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Once you click Go Live, the Go Live dialog is displayed. You can add an external collaboration link to collaborate with
stakeholders that are not part of FortiSOAR and then click Go Live. Once you click Go Live, the status of the war room
turns from "Draft" to "Active", notifications are sent to all the members of the war room, and the incidents that are linked

to the war room display the active War Room in the header widget.

incident: Sensitive Data Breach

citical v |ncident-3 | Sensitive Data Breach

Last Modifled 03/25/2021 11:13 AM by Playbook | # Under Investigation In

Setting up War Rooms

You can begin setting war rooms by adding team members, assigning tasks, collaborating between the teams,
investigating the incident, etc. To facilitate these activities, the war room record contains the Dashboard, Task
Management, Investigate, Communication, and Timeline tabs. It also includes a Workspace panel that helps in
collaboration. Details of each tab follow:

Dashboard

The Dashboard tab contains details of the incident such as the description and current status of the incident, time
elapsed since the time of the incident, assets impacted by the incident, etc. It also contains the incidents, alerts,
indicators, and artifacts that are related to this incident, etc. You can link records to this incident by clicking the Link
record icon in the Incidents, Indicators, Assets & Other Artifacts Involved section.

by
‘?' All modules whose records are related to the war room must be made 'User Ownable'. This is
- required if you want the records to be viewed by all the responders of the war room.

In the footer of the War Room Record, you can use the following buttons to perform operations:

» Generate Report: Click to generate reports and metrics for this threat. When a report is generated, a Report field is
added to the Info Center and the playbook responsible for generating the report also adds a comment in the
Workspace. You can download the generated report, in the PDF format, from the link in the Report field or by using
the Download File link the Workspace:
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War Room: Phishing eMail » ‘& Workspace

[EEEEl War Room-2 | Phishing eMail Qs

Last Modified 04/05/2021 03:24 PM by Playbaok

P Playbook
@

<
|s#d Dashboard War Room Summary Report available for download
Summary

ypes
ats

Time Elapsed reat T

e th Var Room ¥ r

1 Malicious

Phishing email detected on a network computer containing malicious code.

22 50C Team
Announcements

2¢ Go Live ¥ Generate Report [ Send Email Update | & Actions = [ Edit Record 1, Export Record {7 Delete Record

» Execute: Click to execute playbook actions on the record.

» Actions: Click to execute connector actions directly on the record. You can also add tags to the result of the action
making it easier to filter the action logs. You can also add the Evidence tag, to mark the result as evidence, which
then gets added to the Evidences tab within Investigate.
To know more about the Execute and Action buttons and operations, see the Working with Modules - Alerts &
Incidents chapter.

« Edit Record: Click to edit the war room record in the Form format.

« Export Record: Click to export the war room record in the CSV or PDF format.

« Delete Record: Click to delete the war room record.

Gathering a response team

The Info Center panel is a collapsible panel on the left side of the detail view, and it contains information such as who
has launched or set up the war room, from when the war room has been active, and the conference bridge and
collaboration details.

Itis also where you can find the details of the response team, i.e., the teams and users who are owners of this war room
and are responsible to provide a response to this incident. You can assign both teams and users, for example, you have
a SOC team that is part of the response team, but you also want Analyst A (who is not part of the SOC) to be an
individual owner, then you click the Users field and select Analyst A from the drop-down list.

FortiSOAR 7.6.1 User Guide 279
Fortinet Inc.



War Rooms

War Room: Sensitive Data Breach

BE@E War Room-1 | Sensitive Data Breach

Last Madified 04/05/2021 03:14 PM by CS Admin

» & Workspace
@ Qs

|l Dashboard

Summary

Time Elapsed Assets Artifacts Threat Types
Since the War Room Impacted Analyzed Type of threats

was setup How widespread is Malicious Artifacts involved

54 the threat Traced 0
22 Assign Team O 0

& Assign User

SOC Team The intentional or unintentional release of secure information to an untrusted environment. Other terms for

this ph include uni; i information disclosure; data leak and also data spill.

Analyst A

Announcements

24 Golive ¥ Generate Report % Send Email Update | & Actions - [ Edit Record  t, Export Record {7 Delete Record

You can edit the form to add or remove fields and widgets to the War Room record as per your requirements. You can
add fields to the War Room module, using the Module Editor, for example, you can add a field name 'Impact on BCP' and

add this field to the War Room template. You will then be able to see the 'Impact on BCP' field in the war room record, as
showing in the following image:

War Room: Sensitive Data Breach

EE@EE War Room-1 | Sensitive Data Breach

Last Modifled 04/05/2021 03:14 PM by CS Admin

» & Workspace
= Q s

S |l Dashboard

Summary

Time Elapsed Assets Artifacts Threat Types
Since the War Room Impacted Analyzed Type of threats

MRS S BT E How widespread is Malicious Artifacts involved

1h 4m 0 0 0]

SOC T The intentional or unintentional release of secure information to an untrusted environment. Other terms for
eam

this ph include unil i information disclosure; data leak and also data spill.

Announcements
Analvst A

2 Golive | Generate Report B Send Email Update | & Actions = [# Edit Record t, Export Record {7 Delete Record

For information on the Module Editor, see the Application Editor chapter in the "Administration Guide" For information on
editing SVT and widgets, see the Dashboards, Templates, and Widgets chapter.
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Workspace - Enabling Communication

The Workspace panel is a collapsible panel on the right side of the detail view, using which collaboration can be easily
achieved between various stakeholders by adding comments to the record. This enables participation of various
stakeholders and team members across the organization. FortiSOAR supports message threads, which helps in
keeping track of conversations and makes it easier to respond to a specific thread. You can add mentions or tagging
users in comments by typing @, and then selecting the users from the displayed list, and can also mark a comment as
important. Users who are tagged get notified of their mentions by email.

War Room: Sensitive Data Breach

EE@E War Room-1 | Sensitive Data Breach

Last Modifled 04/05/2021 03:14 PM by CS Admin

f& Workspace

= |l Dashboard

Summary

‘ Analyst A
: Yes | will add Tim. Thanks

L CSAdmin

Time Elapsed Assets Artifacts Threat Types

the

Impacted ype of threats : similar
H 41 —

th4m L T

he above

= Reply
SOC Team The intentional or unintentional release of secure information to an untrusted environment. Other terms for

this phenomenon include unintentional information disclosure; data leak and also data spill. L CS Admin

Announcements

Analyst A

24 Golive ¥ Generate Report @& Send Emaill Update | & Actions o [# Edit Record 1, Export Record {7 Delete Record

For more information on how comments work in a record, see the Working with Modules - Alerts & Incidents chapter.

Task Management

Use the Task Manager tab to manage all tasks related to the war room. This is where you can create a task list and
manage task assignments and track tasks till their completion. The Task Manager contains various task that are grouped
by fields such as the Status of the task. As shown in the following image, task cards are grouped together based on the
status of the task, which are In progress, On Hold/Blocked, and Completed:
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War Room: Sensitive Data Breach

&R War Room-1 | Sensitive Data Breach

Last Modified 04/05/2021 03:14 PM by CS Admin

= Task Management

Task List (2)

Generate Report for War
Room Progress

S0OC Team

Assignments & Monitoring

In progress (2)

Inform SOC Manager about
progress

High

Inform Legal Team

On Hold/Blocked (0)

Empty

+

Completed (2)

Urgent

Attach all latest logs from
FortiSIEM

High

Email status update to

Executives
Update progress of war

room to all the
takehnld,

2 CSAdmin

= Go Live k¥ Generate Report B Send Email Update | ¢ Actions = [# Edit Record T, Export Record ] Delete Record

Tasks are grouped by Status by default, however you can change the grouping as per your requirements, for example,
group by Type, and can also choose the fields that you want to display on the card, by editing the 'Task Management'
widget in the war room record template. For information on editing templates and widgets, see the Dashboards,
Templates, and Widgets chapter. FortiSOAR also contains a "Widget Library" that allows you to edit out-of-the-box
(OOB) widgets such as the "Task Management' widget, and build new widgets for custom use cases.

You can create a task list of activities for mitigating the threat and assign it to various members of the team. To create
task, click + (Add new tasks) in the card group/bucket in which you want to create the task:

Add Task

Name:

Indicate Impacted Assets

Due By:

Priority:
High

Status:

In progress

Assigned Person:

Analyst A
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In the Add Task form fill in the fields such as name of the task, its due date, priority, and status, and select the person to
whom you want to assign the task. You can also leave the task unassigned and assign it to a team member at a later
time. Click Save to add the card to the task list in the bucket specified by the status you have selected. For example, in
the above image the created task will be added to the In Progess bucket and the user to whom it is assigned, i.e.,
Analyst A will receive an email notification of the task assignment.

You can also drag and drop cards from one bucket to another to quickly change the task states.

Investigate

Use the Investigate tab to investigate the incident and perform root cause analysis. It contains all the records and
evidence linked to that particular incident, giving you a complete picture of all the events that lead to the security thread.

It displays an Artifacts tab that contains a graphical representation of all the records that are linked to this incident as
shown in the following image:

War Room: Sensitive Data Breach
EE@E War Room-1 | Sensitive Data Breach

Last Modifled D4/05/2021 03:14 PM by €5 Admin

= Investigate

Root Cause Analysis

% Artifacts

[ Edit Record * Export Record 1 Delete Record

= Golive |2 Generate Report B Send Email Update | & Actions =

It also contains an Evidence tab, where you can view all evidence related to this threat. You can investigate the war
room by executing playbooks or connector actions directly on the war room record. For example, you could directly run a
'Get Domain Reputation' action that belongs to the VirusTotal connector on this record, and if the result of the action has
an impact on this threat, you can tag the result of the action as Evidence, which then gets added to the Evidences tab.
You can also manually upload evidences in this screen, by dragging or dropping the evidence file, or browsing to the
evidence file. For more information on action logs and marking an action log as evidence, see the Working with Modules
- Alerts & Incidents chapter.
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War Room: Sensitive Data Breach
=R War Room-1 | Sensitive Data Breach

Last Modified 04/05/2021 03:14 PM by CS Admin

B Investigate

Root Cause Analysis

Evidences

Manually Upload Evidences
L x

Action Logs Marked As Evidence

02/14/2021 12:26 AM

ActionLog
Output of action "Get Domain Reputation - VirusTotal" added to workspace by CS Admin at
02/14/2021 12:26 AM.

02/14/2021 12:15 AM

ActionLog Evidence
Output of action "Get URL Reputation - VirusTotal" added to workspace by CS Admin at
02/14/2021 12:14 AM.

z Golive |2 Generate Report B Send Email Update | & Actions = [ Edit Record T, Export Record {7 Delete Record

Communication

Use the Communication tab to view the summary of the incident, attach or send announcements associated with this

threat, and define next steps for the threat. The Communication tab also contains a summary of the threat and its current
status.

In the Next Steps section, you can add a list of pending tasks, or add notes for the activities undertaken.

War Room: Sensitive Data Breach
IBE@EE War Room-1 | Sensitive Data Breach

Last Modified D4/05/2021 03:05 PM by Playbook
ol Communication

Report & Next Steps

Reported Status Fields

The intentional or unintentional release of secure information to an untrusted environment. Other terms for this phenomenon include unintentional information disclosure; data leak and also data spill.

1. Email status to the executives. 1. Indicate Impacted Assets

2. Attached the latest log files from FortiSIEM. 2. Assign tasks to Responders and inform Legal Team

Announcements

1ltems © | < Add | 4 Link

O Criticality Title Announcement Type

Search w Search Search w Search

O e Current status of the incident Information

4 Golive | Generate Report [ Send Email Update | & Actions = [# Edit Record T, Export Record {7 Delete Record
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You can also link or send announcements to all the members of the response team. To add an announcement, click the
Add button, to display the Add New Announcement dialog. Select the announcement type, criticality of the
announcement, and then enter the title and description for the announcement. Announcement Types can be Meeting,
Information, or Generic, and its Criticality can be Generic or Important. If you also want to notify the responders by
email, then select the Notify Responders On Email checkbox:

Add New Announcement

Announcement Type:

Information
Criticality:

Generic
Criticality
Generic
Important

Motify Responders On Email:

Create Cancel

Timeline

The Timeline tab displays a historical timeline for the current war room, i.e., it displays the chronological history of all the
activities that were performed in the war room:

War Room: Sensitive Data Breach

BBl War Room-1 | Sensitive Data Breach

Last Modified 04/05/2021 03:14 PM by CS Admin

= Timeline

War Room Audit Trail

Select User Select Operation

War Room Updated
By User: CS Admin 02/10/2021 05:01 PM

Report: [object Object]
Indicator Linked
By User: CS Admin 02/10/2021 03:36 PM

Indicator: 43.225.46.25

2 Golive L2 Generate Report [ Send Email Update | & Actions = [ Edit Record f, Export Record {7 Delete Record
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Detailed information of the Timeline widget is present in the Dashboards, Templates, and Widgets chapter.
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Schedules

FortiSOAR provides you with a Schedules module that allows you to schedule playbooks to run at regular intervals.

Permissions required for working with Schedules

¢ To access the Schedules page, you must be assigned a role with minimum Read permission on the P1laybooks
module, which means that this permission must be assigned to users who require to perform any operations such
as view, create or update schedules.

» To create and update schedules; you must be assigned a role with a minimum of Create, Read, and Update
permission on the Schedules module. To modify schedules, you must be assigned a role with a minimum of Read
and Update permission on the Schedules module. To view the existing schedules, you must be assigned a role
with @ minimum of Read permission on the Schedules module. To create and delete schedules, you must be
assigned a role with a minimum of Create, Read, Update, and Delete permission on the Schedules module.

Working with Schedules

1. Click Automation > Schedules in the left navigation bar.
On the schedules page you can see the list of schedules created. You can also filter schedules by schedule name
and/or By Status (Active/lnactive):

Schedules

By Sch.

+ Create New Schedule

Scheduled

ecuted Playbook Logs At 12:00 AM

aim Disk Space (Playbook Lo... At 02:01 AM, only on Su.

Recycle Bin Cleanup At 11:00 PM

Archive Data At 01:01 AM

Purge Integration Action Logs Every hour 06/14/2022 08:00 AM

1

2. Todefine a new schedule for a periodic playbook, on the Schedules page, click Create New Schedule.
3. Inthe Schedule Details dialog, enter the following details:
a. Inthe Name field, add the name of the schedule.

Note: Schedule names must be unique and comprehensive. You should be able to understand what the
purpose of the schedule is by reading the name of the schedule. For example, if you want a playbook to run
every day and connect to your SIEM, for example, FortiSIEM, and gather incidents from FortiSIEM, and then
make the corresponding updates in the FortiSOAR Alerts module, you can name such a schedule as
Schedule PB to run daily for FortiSIEM Updates.
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b. If you want to start the schedule immediately after creating the schedule, click the Start Schedule checkbox.
c. From the Playbook drop-down list, select the playbook that you want to schedule.

d. Inthe Schedule Frequency field, add a valid cron expression.
Cron expression is a string consisting of six or seven subexpressions (fields) that describe individual details of
the schedule.
In the Cron Expression section, you can click the Every X minute, Hourly, Daily, Weekly, Monthly, or Yearly
links in the By row to add a schedule.
IMPORTANT: The days of the week are represented by integers from 0 to 6, with O representing Sunday and 6
representing Saturday. Therefore the day of week field accepts * or [0-6] characters.
For example, to schedule a report to run daily at 9:00 am in the morning, click the Daily link and in the Minute
box type 0 and in the Hour box, type 9, as shown in the following image. A short description of the schedule
also appears below the cron expression box, in our example, it appears as At 9:00 AM, which means the
report will run daily at 9 am.

Schedule Details

Schedule Properties
Name

Schedule PB to run daily for FortiSIEM Updates

2/15/2022 12:00 PM

e. From the Timezone drop-down list, search for and select the timezone in which you want to export the report

associated with this schedule. By default, the timezone is set as UTC. You can search for a timezone in the

Search box as shown in the following image:
Timezone:

Europe/lersey

(UTC) Edinburgh, London

Europe/London
(UTC) Edinburgh, London

Europe/lsle_of_Man

(UTC+01:00) Edinburgh, Londah

Europe/Guernsey

(UTC+01:00) Edinburgh, London

f. If you want to ensure that you do not rerun the workflow, if previous scheduled instance of the schedule is yet
running, then click Limit execution to one active instance at a time.

d. (Optional) In the Start Time field, you can specify the date and time from when the schedule will start running.
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h. (Optional) In the End Time field, you can specify the date and time after which the schedule will not run, i.e.,
the date and time to stop the schedule.
Note: Once a schedule reaches the specified end time, then the schedule displays Yes in the Expired column
on the schedules listing page. It is recommended that you should make the expired schedules "Inactive".

i. Click Save to save the schedule.
To run the schedule immediately, click the Run Schedule Now button.

4. Once you create a schedule, if you have not selected the Start Schedule checkbox, then the schedule remains in
the Inactive state until the schedule starts at the date and time you have specified in the Start Time field. You can
also manually start the schedule by clicking the Start Schedule icon (green play icon) in the Actions column.

To stop an Active schedule, click the Stop Schedule icon (red stop icon) in the Actions column.

Note: When you stop a schedule the value, i.e., datetime of the Last Run At field becomes blank.

To edit a schedule click the Editicon in the Actions column, which will display the Schedule Details dialogin
which you can edit the schedule properties.

To delete a schedule click the Delete icon in the Actions column, which will display the Confirmation dialog
and once you click OKin it the schedule gets deleted.

If you want to delete multiple schedules, then select the schedules in the grid view and click Delete.

Schedules

By Schedule Name

+ Create New Schedule

5 Items - 2 selected

@ Delete

Name Scheduled

Purge Executed Playbook Logs At 12:00 AM

Reclaim Disk Space (Playbook Lo... At 02:01 AM, only on Su...

At 11:00 PM

At01:01 AM

06/14/2022 08:00 AM

To run an active schedule immediately (outside of its scheduled time), click the Trigger Schedule Now icon in the
Actions column.

On the Sschedules page, you will see a schedule named "Integration Action Log Purge" active on the Schedules page
by default, which is scheduled to run every hour and purge action integration logs. When any interaction is performed
using an FSR Agent, for example, invoking a direct connector action using an FSR agents, such requests are first stored
inthe connector executeaction database table in the base FortiSOAR node with its state set as "In Progress".
Once the response is received from the FSR agent then the state of this entry is updated to "Finished". The "Integration
Action Log Purge" schedule clears these logs since they tend to grow after some time. Note that this action log is an
event details store in the database and not a log file in the system. This schedule is associated with the "Purge
Integration Logs" playbook that is part of the System Fixtures (Settings > System Configuration > System Fixtures >
Schedule Management Playbooks).
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Tutorial: Creating an Incident Form for the Phishing Type of
Incident

Purpose

This tutorial aims at walking you through the steps you require to create Incident forms for various types of incidents,
such as Phishing, using FortiSOAR.

Incidents represent a collection of information discovered during an Incident Response investigation. Incidents are
triggered based on the suspicion or confirmation of a security breach. Incidents can be cyber or physical security related.

This document assumes that you have completed the installation and configuration of your FortiSOAR instance and now
you are ready to create records in FortiSOAR.

Phishing Type of Incident should have the following additional fields, apart from the general fields of the Incident Record:

e Host Name
« Number of Hosts Affected

The Phishing Type of Incident Record without the above fields is displayed as follows:

X Incident: Phishing eMail

figh'=l| Incident-1 | Phishing eMail

Last Modified 04/08/2022 10:31 AM by Playbook

(@ Incidents Details
R EgEiE SLA Not Applicable
Detection Identification Confirmation Containment Eradication Recovery
SLA Not Applicable

Aftermath

Phishing email detected on a network computer containing malicious code.

The Phishing Type of Incident Record with the above fields will be displayed as follows:
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X Incident: Phishing eMail
High'=) Incident-1 | Phishing eMail

Last Modified 04/08/2022 10:31 AM by Playbook

@ Incidents Details

ase Infographics SLA Not Applicable

Detection

SLA Not Applicable
Aftermath

Phishing email detected on a network computer containing malicious code.

These records will only be displayed in forms when the Incident Type is set to "Phishing."
To achieve this, we will have to perform the following steps:

1. Add the required fields to the Incident of type "Phishing" using the Module Editor.
2. Publish the Incidents module.
3. Update the System-View Templates (SVT) for the Incidents module.

Adding required fields to the Incident of type "Phishing" using the
Module Editor

Use the Module Editor in FortiSOAR to add new modules, add new fields, and edit existing fields within a module. In our
case, we assume that the Incident Module is already created with default fields and we require to add specific fields for

the Phishing Type Incident. See the Application Editor chapter in the "Administration Guide" for information on how to
add modules.

1. Logon to FortiSOAR using your credentials.
2. Click the Settings (@) icon that appears on the top-right corner in FortiSOAR and in the Application Editor
section, click Modules to open the Modules page.

3. To add fields to the Incidents module, select Incidents from the Modules drop-down list, click the Fields Editor tab
on the Modules page and click the Add (+) icon beside Fields.
4. To add the Host Name field, configure the following properties for the field:

a. Field Type: The type of field; it specifies the type of form used to render this attribute. For example, a
checkbox, a picklist, or a Text field.
For the Host Name field, select Text Field.

b. Sub-Type: This is the sub-type of the Field Type that narrows down the input format to any specific type such
as Text Field, Phone Field, Email Field etc. For the Host Name field, select Text Field.

c. Field Title: A short display name describing the field.
For the Host Name field, type Host Name.

d. Editable: Selecting this option allows you to modify the field after the creation of a module record. If this option
is not selected, then you cannot modify the initial value after the record is created.
For the Host Name field, ensure that the Editable checkbox is selected.
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Searchable: Selecting this option makes this field searchable in the grid view.

Check the Searchable option for the Host Name field. For the Host Name field, ensure that the Searchable
checkbox is selected.

Default Grid Column: Selecting this option makes the field appear as a column by default in the grid view.

For the Host Name field, ensure that the Default Grid Column checkbox is cleared.

Encrypted: Selecting this option enables encrypting of field values before storing in the database for enhanced
security.

For the Host Name field, ensure that the Encrypted checkbox is cleared.

Required: Specifies whether the field is a required field.

Select Not Required for the Host Name field.

Visibility: Specifies whether the field is visible or not. For the Host Name field, select Visible (by Condition).
In the condition builder select Type Equals Phishing.

Visibility

® Hidden
® Visible
© Visible (by Condition)

ALL OF THE BELOW ARE TRUE {AND) -

Type - Phishing

This means that the Host Name field will only be visible when the Incident type is set as Phishing. Note that the
IncidentType is a Picklist type of field and using FortiSOAR you can define your incident types by editing this
picklist or creating new picklists.

See the Application Editor topic in the "Administration" guide for information on how to create picklists and use
condition builder and also for detailed explanations on fields and their properties.

Default Value, Tooltip, and Length Constraints: For the Host Name field, for the purpose of this example,
leave these field blank.

Allow Bulk Edit: Selecting this option allows the bulk edit operation on the selected field, this means that you
can select multiple records in the Incidents grid view and change the value of this field in a single click.

For the Host Name field, for the purpose of this example, do not select this option.

Click Apply to add the Host Name field to the Incidents module.

5. Click Add Field to add the Number of Hosts Affected field and configure similar properties for these fields:

a.
b.
c.

d.

Field Type: select Integer.
Field Title: type Number of Hosts Affected.

Configure the remaining properties for the Number of Hosts Affected field, similar to that of the Host Name field,
including setting the Visibility of these fields to Visible (by Condition) and in the condition builder select Type
Equals Phishing, to ensure that these fields are also only visible if the Incident Type is Phishing.

Click Apply to add the Number of Hosts Affected field to the Incidents module.

6. Click Save to save the changes to the Incidents module.
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Publishing the Incidents Module

Whenever you change a field or a module and click Save, the change is staged but is not yet live in the system. You must
perform a Publish to ensure that the changes are made in the system.

You initiate a publish action by clicking the Publish All Modules button at the top-right of the Module Editor page.
Publishing pushes the changes that you have made to fields and modules to the database. Up until the Publish point, all
changes to the data model in the Module Editor are saved as metadata, which is information that describes the structure
of other information.

Confirm

Updating the System View Templates (SVTs)

The FortiSOAR interface is rendered using Templates, which can be modified as needed to suit your specific purposes
better. You can structure and style forms with varied types of fields by modifying templates according to your
requirements. The system interface is composed of View Templates, which are JSON definitions of the interface

structure composed of widgets. Widgets are configurable interface elements that are used to represent data, such as
charts or lists visually.

Widgets are used to render information for visual display inside View Template. Widget types vary such that specific
widgets only correspond to certain view types. For example, detail view has some exclusive widgets.

See the Dashboards, Templates, and Widgets chapter, for a detailed explanation on how to use templates and widgets.

Editing the Detail view of the Incidents Module

To view the Sender Domain, Sender Email Address, and Recipient Email Address fields that we have added using the
Fields editor on the FortiSOAR Ul we have to add these fields to the Detailed view of incident records by updating the
SVT for the Incident Module.

1. Logon to FortiSOAR using your credentials.

2. Click Incident Response > Incidents in the left-navigation to open the Incidents module in the list view.
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3. Click on arecord to open the detailed view of an incident record and click the Edit Template icon in that record.

High' = Incident-1 | Phishing eMail 7] [N

Last Modified 04/08/2022 10:31 AM by Playbook Edit Template

@ Incidents Details

hase Infogra

SLA Not Applicable

Detection Identification Confirmation Containment Eradication Recovery
SLA Not Applicable

Aftermath

Phishing email detected on a network computer containing malicious code.

ncident Lead CS Admin Status In Progress Source - _ on 04/08/2022 10:31
- : AM

Identification

pe Phishing

& Actions ~ | s Execute ~ | L Generate Incident Summary Report  # Set up War Room [ EditRecord 1, Export Record  [J Delete Record

Template Editing Mode Enabled X Cancel ) Revert Changes |+ Apply Changes

% Rows

. —
Define a new structure = == Z== I | I Container

&l Primary Detail

Picklist ID Field Title Field Featured Relationship
Severity D Name War Rooms
Onl n Clickable s Color Field Pre-text
Status Under Investigation In

Sort

Query

ALL OF THE BELOW ARE TRUE (AND)

Select a Manual Trigger Playbc ~ | Create Butfon ¥ = Generate Incident Summary Report o ~ Setup War Room from Incidents

¢ Enable Direct Action Execution Panel Enable Recommendation Panel Open Collaboration Panel On First Load

Now you can begin editing the template using Widgets.

4. Inour example, we want a row to be added in which we can add the information for the Host Name and Number of
Hosts Affected fields.
To achieve this, click the Insert Row Above link or Add Row button, depending on where you want to place these
fields in the template. This will add a row and within this row, click Add Widget.

5. Fromthe Choose Widget dialog, select Editable Form Group widget. This opens the Editable Form Group
template for configuration. You can also click on the Edit Widget icon in this row to modify the widget later.

6. Configure the Editable Form Group as follows:

a. TypeAffected Hosts inthe Form Group Title field and type display-inline-block in the Row Style
field.
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b. Then from the Select a Field drop-down list, select Host Name and click Add to add this field to the Editable

Form Group.

Editable Form Group

Form Group Title (Leave Blank For No Title)
Affected Hosts

Hide Field Names

Row Style

display-inline-block

Host Name

Assigned Date
Business Impact
Command And Control Server
Confirmation Date
Containment Date
Containment Time (Minutes)
Created By
Created On
Date of Incident
| Delivery Vector
Description
Destination IP
Device UID
Discovered Date
DLL Name
Dwell Time (Minutes)
Eradication Date
File Hash
File Name
Host Name

c. Similarly, select the Number of Hosts Affected field and then click Add to add in the widget.
This adds both the Host Name and Number of Hosts Affected fields to the Editable Form Group as shown in the

following image, and click Save to save the widget configuration:

Editable Form Group

Form Group Title (Leave Blank For No Title)
Affected Hosts

Hide Field

display-inline-block

Select a field

i Number Of Hosts Affected

7. Onthe template editing page, click Apply Changes to save changes to your template.
Now, you can see the fields that you have defined to be displayed in the detailed view of an incident record that has
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the type "Phishing."

High'=! Incident-1 | Phishing eMail

Last Modified 04/08/2022 10:31 AM by Playbook

@ Incidents Details

ase Infographics

SLA Not Applicable
Detection Identification Confirmation Containment Eradication Recovery

SLA Not Applicable
Aftermath

Phishing email detected on a network computer containing malicious code-

Conclusion

This tutorial demonstrates the flexibility that FortiSOAR provides for incident response.

Using this flexibility, you can create very customized forms for various types of records, each catering to your specific
requirements. Fields can be customized at a very granular level using properties that can be conditional, such as the
Required By condition.
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