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1 ABOUT THIS GUIDE

This guide details the steps required to configure the FortiADC AD FS Proxy function. The AD FS Proxy is
a service that brokers a connection between external users and your internal AD FS server. It acts as a
reverse proxy and typically resides in your organization’s perimeter network (aka DMZ). As far as the
user is concerned, they do not know they are talking to an AD FS proxy server, as the federation
services are accessed by the same URLs.

This guide describes the configuration for AD FS Proxy authentication in each scenario, whether for
Office365 or Exchange.

When the FortiADC works through AD FS Proxy, it is quite similar to how the WAP works. Both WAP
and ADC support two preauthentication methods: besides AD FS, there is pass-through.

In the pass-through method, (1) no preauthentication is performed by AD FS Proxy, all requests are
forwarded to the backend server. In AD FS(Active Directory Federation Services) method, (2) all
unauthenticated client requests are redirected to the federation server. After successful authentication
by AD FS, client requests are forwarded to the backend server.

Lastly, the FortiADC supports Office365 service in its pass-through method, since Office356 lies in the
external web and the AD FS server in the internal web.

2 AD FS PROXY SCENARIO OVERVIEW

2.1 Scenario 1: Office365 in Pass Through Method

When the FortiADC devices are configured as AD FS proxy, FortiADC acts as the AD FS proxy between
office365 and AD FS server. Client and office365 are both in the external web, while AD FS server is in
the internal network. When client visits the office365 service, the request will be redirected to AD FS
server to perform the authentication.

| Azure AD
Connect Tool

Office 365

Convert Domain

AD FS Server

AD FS Farm FADC Client

AD FS Server

The chart above is the office365 in pass-through mode deployment. Normally, FortiADC receive the
request from client to AD FS server, and load balances requests to the internal ADFS server.

The following is the traffic flow for this scenario.

Client accesses the Office 365 cloud service;

Client is redirected to FADC, FADC delivers the request to an AD FS server in the AD FS Farm;
The AD FS server returns a web page and request username/password;

Client posts user name and password to AD FS Server;

After authentication, AD FS server sets cookie to client;

Client accesses AD FS server with cookie;

ounsEwNE
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7. AD FS Server returns SAML token to client;
8. Client accesses office 365 with SAML token.

2.2 Scenario 2: Exchange in Pass Through Method

In this method, exchange server and AD FS server are both in the internal network, and when the client
visits the exchange service, no preauthentication is performed by FortiADC; all requests are forwarded
to the backend exchange server, and then the exchange server will redirect the request to the AD FS
server.

AD FS Server

AD FS Server |

AD DC FADC Client

Exchange Server

Exchange Server
pool

Exchange Server

In this scenario, the traffic flow is same as the office365 scenario.

The following is the traffic flow for this scenario:

1. Client sends request to the exchange service (owa or ecp);

2. FADC forwards the request to the backend exchange server directly;

3. The exchange server receives the request and checks “not authenticated,” redirecting it to AD FS
server;

Client requests that AD FS server perform the authentication. FADC delivers the request to an AD
FS server in the AD FS Farm;

AD FS server returns a web page and request username/password;

Client posts user name and password to AD FS Server;

After authentication, the AD FS server sets cookie to client;

Client accesses AD FS server with cookie;

AD FS Server returns the SAML token to the client;

10 Client accesses exchange service with SAML token.

&

© 0N

2.3 Scenario 3: Exchange in AD FS Method

In this method, exchange server and AD FS server are both in the internal network. All unauthenticated
client requests are redirected to the federation server. After successful authentication by AD FS, client
requests are forwarded to the backend exchange server.

FORTIADC 5
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AD FS Server

AD FS Farm

AD FS Server

AD DC FADC Client

Exchange Server

Exchange Server
pool

Exchange Server

The following is the traffic flow for this scenario.

1. Client sends request to FADC;

2. FADC redirects the request to AD FS Server;

3. AD FS Server sends response to client, and asks for the user name and password;
4. Client posts user name and password to AD FS Server;

5. After authentication, AD FS Server sets cookie to client;

6. AD FS Server redirects client’s request to Exchange server with an authToken;
7. Client sends new GET request to Exchange server;

8. Exchange server sets cookie to client, and redirects client to AD FS Server;

9. AD FS Server returns SAML authentication message to client;

10. Client will POST SAML authentication message to Exchange Server;

11. After authentication, Exchange Server sets cookie to client;

12. Client accesses Exchange Server with cookie.

3 AD FS PROXY DEPLOYMENT CONFIGURATION

3.1 Deploy AD FS Proxy for office365

There are two methods to config AD FS Proxy for office365 scenario. The first method is to use AD FS
publish service. The second is to use scripting and content routing. Here’s how to configure the two
methods.

3.1.1 Use AD FS publish service to deploy

1) It is recommended that the virtual server use AD FS publish service when office365 mode is
deployed, because when the virtual server uses AD FS publish service, FortiADC will generate a script;
in this script, some variables are set according to the AD FS publish service. The customer can also use
the scripting and content routing to deploy office365 in chapter 3.1.2

Steps:
(1) Add AD FS server pool
Pay attention:

S server uses https (443) to connect. The AD FS server pool must use the 443 port; in order to
make it work, it must set the real-server-ssl-profile. For real-server-ssl-profile, a local cert must
be used, and the ssl-sni-forward must be set.
config load-balance real-server-ssl-profile]

edit "adfs1"
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set local-cert Factory|

=Ea

Name

adfs1

SSL

Customized SSL Ciphers Flag

SSL Cipher Suite List
ECDHE-ECDSA

L
e L
o A e
A

AES128-5HA
RC4-SHA
ECDHE-RSA-DE

¥ AES128-5HA256
ECDHE-RSA-RCA-SHA
S-CEC3-SHA

« EDH-RSA-DES-CBC3-SHA «# DES-CBC3

eNULL

HA

Allow SSL Versions

W ssiv3 @ tsv1.0 ) tsvld @) tlsvl2

Certificate Verify

Click to select v

Local Certificate

Factory -

SNI Forward Flag

m cance

FORTIADC 7
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== Real Server

Name

adfs37

Status

Enable Maintain |

Address

10.0.58.37

Addresse

== Real Server Pool

Name

adfs37

Address Type
(- 3

Health Check

Real Server SSL Profile

adfs] v

Member
Y Add Filter
1D “ Name Address Health Check Port 3
adfs37 10.0.58.37 443 # x
Showing 1to 1 of 1 entries Show |10 ¥ | entries Previous 1 Next

(2) Add AD FS proxy
FortiADC adds an adfs-proxy for registering to AD FS server. The configuration should be set

according to AD FS server; the fqdn is the same as AD FS federation service; the username should

be the local administrator account on the AD FS server.
config user adfs-prox
edit "0365"
set fqgdn adfs.adfsfortiadc.com
set load-balance-method LB_METHOD_ROUND_ROBIN

set username "adfs37\\Administrator"
set password ENC

4qGv4L/nLdQhtj26FsgdvsoxoWSvu8x+Al1l
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» Hame “ Federation Service Name Status. Availability AD FS Server Pool

stem > adfs adfsfortiadc com Enable adfs3

& @& A& F D

L

ication Relay

[oero ]

Name

adfs37

Status
Cowe JEED
Method

| None LB METHOD ROUND ROBIN

AD FS Server Pool

adfs37 b

Federation Service Name

adfs.adfsfartiadc.com

User Name

adfs3MAdministrator

Password

Caruar Canfimurarian | indata Inraneal

m cance'

(3) Add AD FS publish

In office365 scenario, the method uses pass-through. The external-url should be same as it is in AD
FS server.
config user adfs-publish
edit "0365"

FORTIADC 9
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£33 ForiADC-VM

(<]

oot v

F B

& ® A&

I © &

VRRP (Working)

WA

Availability Preauthentication Methad

Name

office365

Status

AD FS Proxy

adfs37

Preauthentication Method
pass Through [N

External URL

https

fs adfsfortiadc com/adfs/

-//certauth.o365.com/ow

va.

Cance!

(4) Set AD FS publish service to virtual server
As AD FS server uses the https(443) connection, the office365 virtual server must configure

LB_PROF_HTTPS profile and the port must use 443.

config load-balance virtual-server

edit "0365"

set interface portl
setip 10.0.58.39

set load-balance-profile LB_PROF_HTTPS|

set client-ssl-profile LB_CLIENT_SSL_PROF_DEFAULT|
set load-balance-method LB_METHOD_ROUND_ROBIN
set load-balance-pool adfs37

set traffic-group default

set adfs-published-service office365

10
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== virtual Server

Baslc General Securlty SSL Traffic Mirror Application Optimization Monltoring

Configuration

Address Port

10.0.58.39 443

Default: 80 Range: 0 or 1+
Ze5 separate

. You can specify up to eight ports or port
0 100. Valid values are from 0 to

65535, with 0 for j‘,‘er-i virtual servers only.
Connection Limit Interface
1] portl v
Default: 0 Range: 0-100000000 concurrent connections
Public IP Type Public 1Pv4
Example: 192.0.2.1
Resources
Profile Client SSL Profile
LB_PROF_HTTPS - LB_CLIENT_SSL_PROF_DEFAULT -
Persistence Method
Click to select. v LE_METHOD_ROUND_ROBIN v
Real Server Pool Clone Pool
adfs37 v Click to select v
Auth Policy Scripting
Click to select v

To use scripts to manipulate compressed HTTP/HTTPS data body, you
must have decompression rules configured first

AD FS Published Service

office365 v

m Cancel

2) Configure adfs proxy advance option
As AD FS proxy will register to AD FS server, in the register connection, customer can configure
some timeout to adapt to the AD FS server.
In “User Authentication->AD FS Proxy->Proxy” page:

VRRP Warking) WA
a User authardication 4D £ Prox
e [
) ¥ i Firer
» Name “ Federation Service Name status Availability AD F Server Pool

fo 38 » Enabie adfs3?
Y snown

& Heworking s

@ ServerloadBalance 5

d Balance y
oad Balance »

lication

Open the proxy and configure the timeout as customer needed:

FORTIADC | 11
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£ Proxy
adrs3AAdministrator

Password

Register Timeout

12

Default: 12 Range: 1-3600

onnect Timeout

V‘I

Default: 5 Range: 1-3600

Response Timeout

&

Default: 6 Range: 1-3600

Keepalive Timeout

300

Default: 300 Range: 1-3600

m Cancel

3.1.2 Configure office365 scenario using scripting
As configuration in 3.1.1, when the virtual server uses the AD FS publish service, FortiADC will
generate a script at the same time. You can see it in “Server Load Balance->Scripting” page:

(<] VRRP (Working) NiA
a Server Load Balance
root v & import & export T Add Filter
N Name B -
s ADFS_0365_office365_20130103133401 s %@
N AES_DIGEST_SIGN_2F_COMMANDS )
N AUTH_COOKIE &
@
@
)
Eal
CONTENT_ROUTING_by_X_FORWARDED_FOR n
COOKIE_COMMANDS ™

S5L-FP Resources COOKIE_COMMANDS_USAGE

The script is named ADFS_VIRTUAL SERVERNAME_PUBLISHNAME_timestamp. This script
defines the action that office365 scenario requires. When the virtual server unsets AD FS
publish service, FortiADC will delete this script at the same time.
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IH%%IHHiHHHHE!IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Name

ADFS_0365_office365_20190103133401

when

}

when

LR T R T

23}

Customer can use s
Steps:

RULE_INIT{

--should be replaced according to the publish settings
pub_uri ="/adfs/"
external_host = "adfs.adfsfortiadc.com™

HTTP_REQUEST{

uri = HTTP:uri_get()

host = HTTP:header_get_value("Host")
path = HTTP:path_get()

if host:find(external_host) and uri:starts_with({pub_uri) then
--insert ADFS header
--HTTP:header_insert(header_name, value)
cip = IP:client_addr() -- get client ip address
HTTP:header_insert("X-MS-Endpoint-Absolute-Path”, path)
HTTP:header_insert("X-MS-Forwarded-Client-IP", cip)
HTTP:header_insert("X-MS-Proxy", "FortiaDC")
else
HTTP:close()
debug("no matches domain for host: ¥s and uri ¥s\n", host, uri)
end

m Cance

cripting instead of AD FS publish service.

(1) Copy this script.

Server Load Balance Scriptin
Q

root v X import & Export Y Add Filter

@ Dashboard

Name

’ ADFS_0365

I Fortview

£+ sysem s ADFS_0365_office365_20190103133401

o8 Shared Resources s AES_DIGEST_SIGN_2F_COMMANDS

® Newworking N AUTH_COOKIE_BAKE

W@ ServerLoadBalance AUTH_EVENTS_n_COMMANDS
Virtual Server CLASS_SEARCH_n_MATCH
Application Resources COMPARE._IP_ADDR_2_ADDR_GROUP_DEMO
Application Optimization

CONTENT_ROUTING_by_URI

CONTENT_ROUTING_by_X_FORWARDED_FOR

SSL-FP Resources COOCKIE_COMMANDS

(2) Invirtuals

erver, unset AD FS publish service

FORTIADC | 13
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= Virtual Server

Public IP Type Public IPv4
PG ‘ 0000
ample: 1 2
Resources

Profile Client SSL Profile

LB_PROF_HTTPS - LB_CLIENT_SSL_PROF_DEFAULT -
Persistence Method

Click to select. v LB_METHOD_ROUND_ROBIN v
Real Server Pool Clone Pool

adfs37 v Click to select v
Auth Policy Scripting

Click to select v

AD FS Published Service

Click to select v

m Cance

(3) Set script copied in (1) to virtual server
config load-balance virtual-server
edit "0365"
set type |7-load-balance
set interface portl
set ip 10.0.58.39

set load-balance-profile LB_PROF_HTTPS
set client-ssl-profile LB_CLIENT_SSL_PROF_DEFAULT]
set load-balance-method LB_METHOD_ROUND_ROBIN

set scripting-flag enable
set scripting-list ADFS_0365
set traffic-group default

LB_PROF_HTTPS - LB_CLIENT_S5L_PROF_DEFAULT - -
Persistence Method

Click to select. A LE_METHOD_ROUND_ROEIN v
Real Server Pool Clone Pool

adfs37 v Click to select v
Auth Policy scripting

Click to select hd

AD FS Published service

Click to select v

< HTTP 2 HTTBS REDIREC
TION

> HTTP_2_HTTPS_REDIREC
TION FULL URL A

select. Drag Double-click to select

m Cance

Note:
(1) When configure AD FS publish service to virtual server, FortiADC generates a script. This
script will be deleted by FortiADC when virtual server unsets AD FS publish service.
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(2) As AD FS publish uses the adfs federation service, the client should configure the mapping
between adfs federation service and virtual server ip address, such as:
adfs.adfsfortiadc.com 10.0.58.39 (10.0.58.39 is virtual server ip)
When client requests office365 service, like https://portal.microsoft.com, the request will
be redirected to FADC(10.0.58.39) to perform authentication.
(3) AD FS publish cannot configure disabled AD FS proxy
(4) Virtual server cannot configure disabled AD FS publish

3.2 Deploy AD FS Proxy for Exchange in pass through mode

In this scenario, as the AD FS server and exchange server are both in the internal network, FortiADC
should add two pools for AD FS server and exchange server.

3.2.1 use AD FS publish service to deploy
1) config Steps:
(1) Add AD FS server pool
Pay attention:
As AD FS server uses https(443) to connect, the AD FS server pool must use 443 port and set real-
server-ssl-profile. In real-server-ssl-profile, a local cert must be used, and the ssl-sni-forward must
be set.
config load-balance real-server-ssl-profile
edit "adfs"

set ssl-sni-forward enable
set local-cert Factory

FORTIADC | 15


https://portal.microsoft.com/

=:RATINET

FAST. SECURE. GLOBAL

= Server SSL

Name

adfs

SSL

Customized SSL Ciphers Flag

SSL Cipher Suite List
ECDHE-ECDSA-AES256-GCM-5HA384
ECDHE-ECDSA-AES256-5HA
ECDHE-ECDSA-AES128-5HA256
ECDHE-ECDSA-DES-CBC3-SHA
ECDHE-RSA-AES256-GCM-SHAZB4
ECDHE-RSA-AES256-SHA
DHE-RSA-AES256-5SHA256

| AES236-GCM-SHAZS4

| AES236-SHA
ECDHE-RSA-AES128-5HA256
DHE-RSA-AES128-GCM-SHA236
DHE-RSA-AES128-SHA

¥ AES12B-SHA256
ECDHE-RSA-RC4A-5HA

v RC4-MD5
EDH-RSA-DES-CBC3-5HA
eNULL

Allow SSL Versions

o sshv3 o) tsvl 0 o) tsvll fe) tlsvi 2

Certificate Verify

Click to select

Local Certificate

Factory

SNI Forward Flag

A & &

LY

ECDHE-ECDSA-AES256-5HAZE4
ECDHE-ECDSA-AEST128-GCM-5HAZ256
ECDHE-ECDSA-AEST28-5HA
ECDHE-ECDSA-RCA-SHA
ECDHE-RSA-AES256-5HA3E4
{ES256-GCM-5HAZE4
DHE-RSA-AES256-5HA
AES256-5HA256
ECDHE-RSA-AEST28-GCM-SHA256
ECDHE-RSA-AEST28-5HA
DHE-RSA-AEST28-5HAZ56
AES128-GCM-SHA256
AES128-5HA

RC4A-GHA
ECDHE-RSA-DES-CBC3-SHA
DES-CBC3-SHA

m cancel

== Real Server

Name

adfs103

Status

e R

Address

10.58.0.103

Addressé

16
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== Real Server Pool

Name

adfs103

Address Type
P |

Health Check

Real Server SSL Profile

adfs -
Member
ID “ Name Address Health Check Port L&
adfs103 10580103 inherited 443 & x @
Showing 11to 1 of 1 entries Show | 10 ¥ | entries Previous 1 Next

(2) Add AD FS proxy
FortiADC adds an adfs-proxy for registering to AD FS server. So, the configuration should be set
according to AD FS server; the fqdn is the same as it is for AD FS federation service; the username
should be the local administrator account on the AD FS server.
config user adfs-proxy
edit "register_58_110"
set fqdn adfs.adfsfortiadc.com
set load-balance-method LB_METHOD_ROUND_ROBIN

Q User Authentication
vl v puslih
@& Dashboard > \(FESIFE
|da Fortiview > Name “ Federation Service Name Status Availability AD Fs Server Pool
£ system > register_58_110 adfs adfsfortiadc.com Enable adfs103

«§ shared Resources > Showing 110 10f 1 e how (10 v ] entries
@ neworking >
@ server Load Balance >
Qg Link Load Balance >
@ Global Load Balance >

& web Application Firewall 5

& | User Authentication ~

Authentication Policy
User Group

Local User

Remote Server
Authentication Relay

SAML

FORTIADC | 17
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Name

register_58_110

Status
Method

| Nane LB METHOD ROUND ROBIN

AD FS Server Pool

adfs103 v

Federation Service Name

adfs.adfsfortiadc.com

User Name

adfs103\Administrator

Password

Carvar Canfimuratinn Lindate Intanial

(3) Add AD FS publish
In this scenario, the method uses pass-through.
config user adfs-publish
edit "passthrough-owa"

= Proxy Name Status Availability

Preauthentication Method

18
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Name

passthrough-owa

Status

AD FS Proxy

register_58_110 v

Preauthentication Method
Pass Through IS

External URL

https://mail.adfsfortiadc.com/sowa/

= Real Server

Name

exchange102

Status

Enable Maintain |

Address

10.58.0.102

Addressé

FORTIADC | 19
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== Real Server Pool

Name

exchange102

Address Type
-

Health Check

Real Server SSL Profile

adfs v

Member
Y Add Fileer
ID “ Name Address Health Check Port e )
exchange102 10.58.0.102 mm- & x (7

Showing 11to 1 of 1 entries Show |10 ¥ | entries Previous 1 Next

(5) Add virtual server, set AD FS publish service to virtual server
endconfig load-balance virtual-server|
edit "passthrough_owa"
set type |7-load-balance
set interface port2
set ip 10.58.1.102

set load-balance-profile LB_PROF_HTTPS

set client-ssl-profile LB_CLIENT_SSL_PROF_DEFAULT
set load-balance-method LB_METHOD_ROUND_ROBIN
set load-balance-pool exchange102

set traffic-group default|

set adfs-published-service passthrough-owa

20 | FORTIADC



RTINET

FAST. SECURE

. GLOBAL

= Virtual Server

Basic General

Configuration

Securlty

SSL Traffic Mirror

Application Optimization

Monitoring

Address

10.58.1.102

Example: 192021

Connection Limit

0

Default: 0 Range: 0-100000000 concurrent connections

Public IP Type

- B

Resources

442

Default: 80 Range: 0 or 1-65535. You can specify up to eight ports or port

ranges separated by space, e g,

Interface

port2

Public IPv4

0000

Example: 192.0.2.1

90 100. Valid values are from O to
65535, with 0 for Layer-4 virtual servers only

Profile

LB_PROF_HTTPS

Persistence

Click to select.

Real Server Pool

exchange102

Auth Palicy

Click ta select

AD FS Published Service

passthrough-owa

2) Configure adfs proxy advance option
AD FS proxy will register to the AD FS server. In the register connection, the customer can configure the
timeouts to adapt to the AD FS server.
In “User Authentication->AD FS Proxy->Proxy” page:

Client SSL Profile

LB_CLIENT_SSL_PROF_DEFAULT

Method

LB_METHOD_ROUND_ROBIN

Clone Pool

Click to select

Scripting

To use scripts to manipulate compressed HTTRP/HTTPS data bady, you

must have decompression rules configured first

Cancel

FortiADC-VM (] VRRP (Working)
a User Authentication
val v Pusish li'
3 T Add Filter
> Name
L syseem > register_58_110
> Showing 110 1 of 1 entries
>
>
>
>
ol Web Application Firewall >
& User Authentication ~

Authentication Policy

User Group

Lacal User

Federation Service Name

adfs.adfsfortiadc.com

status

Enable

Open the proxy and configure the timeout as customer needed:

Availanility

AD Fs Server Paol

adfs103

FORTIADC
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= Proxy x

adfs103vAdministrator

Password

Server Configuration Update Interval
300

Default: 300 Range: 1-8640000

Register Timeout
12

Default: 12 Range: 1-3600

Connect Timeout

5

Default: 5 Range- 1-3600

Response Timeout

6

Default: 6 Range: 1-3600

Keepalive Timeout

300

Default: 300 Range: 1-3600

m Cancel

3.2.2 Configure scripting and content routing

As shown in 3.2.1, when configuring AD FS publish service to the virtual server, a script is generated
automatically. Customer can use scripting instead of AD FS publish service.

In “Server Load Balance->Scripting” page:

[<] VRRP (Working) NiA
a Server Load Balance
vdl v X import & Export Y Add Filter

oard s Name -
s rough_ecp 7 % @
» # % 7
urces > 20190 & £ %@
> & x @
dBslance v £ %@

AES_DIGEST_SIGN_2F_COMMAND: )

AUTH_COOKIE_BAKE @

AUTH_EVENTS_n_COMMANDS )

CLASS_SEARCH_N_MATCH <4}

SSL.FP Resaurces COMPARE_IP_ADDR_2_ADDR_GROUP_DEMO )

Opening this script, you can get the action that FortiADC will then operate. In this script, FortiADC will
forward requests to different backend server pools, by using content routing. So the customer should
add content routings that as the same as those used in scripting.
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= Scripting x

Name
ADFS_passthrough_owa_passthrough-owa_20190103131208

1 fhen RULE_INIT{

2 pub_uri ="/owa/"

3 external_host = "mail.adfsfortiadc.com”

4 adfs_server_domain = "adfs.adfsfortiadc.com”

5 1

6

7 when HTTP_REQUEST{

g uri = HTTP:uri_get()

= host = HTTP:header_get value("Host")

18 path = HTTP:path_get()

11

12 --content-routing

13 --"msapp” "adfsserver” should have created in content-routing module
14 if host:find(external_host) and uri:starts_with(pub_uri) then
15 LB:routing( "exchange102")

16 elseif host:find(adfs_server_domain) then

17 LB:routing( "adfs_1@3")

18 else

19 debug(“no matches domain for host: ¥s and uri ¥s\n", host, uri)
20 HTTP:close()

21 end

22 1}

Customer can use scripting and content routing instead of AD FS publish service.
Steps:
(1) Copy this scripting.

a Server Load Balance
vl v & import & Export ¥ Add Filter

@ Dashboard > Name

I8 Fortiview N adfs_passthrough_ecp

£F system y
«& Shared Resources N sthrough_owa_passthrough-owa_20180103142030
® nNeworking y adfs_publish_ecp
; . adfs_publish_owa
Virtual Server AES_DIGEST_SIGN_2F_COMMANDS

Application Resources AUTH COOKIE BAKE

Application Optimization
AUTH_EVENTS_n_COMMANDS

rver Pool
CLASS_SEARCH_N_MATCH

SSL-FP Resources COMPARE_IP_ADDR_2_ADDR_GROUP_DEMO

(2) Invirtual server, unset AD FS publish service

(3) Add content routing
It is the same as that used in the scripting, like in the previous example, content routing
“exchange102” using real-server-pool “
real-server-pool “adfs103”
config load-balance content-routing]
edit "exchange102"
set load-balance-pool exchange102
config match-condition

exchange102”, and content routing “adfs103” using

FORTIADC

23



=:RTINET
-
1 1 ® FAST. SECURE. GLOBAL

Name

adfs103

Type

General

Server Load Balance

¥ Add Filter
Name “ Type Real Server Match Candition Count

A atior
£ Content Routing

Schedule Pool

Real Server Pool

adfs103

Persistence

Click to select

Method

- W Inherit

- W Inherit

£ Content Routing

Name

exchange102

Ty’pE

General

Schedule Pool

Real Server Pool

exchangel02

Persistence

Click 1o select

Method

4 W Inherit

v W Inherit

(4) For scripting copied in step 1 and content routing in step 3, set them to the virtual server.

config load-balance virtual-server
edit "passthrough_owa"
set type |7-load-balance

set interface port2
set ip 10.58.1.102

set load-balance-profile LB_PROF_HTTPS|

set client-ssl-profile LB_CLIENT_SSL_PROF_DEFAULT
set content-routing enable

set content-routing-list adfs103 exchange102

set load-balance-method LB_METHOD_ROUND_ROBIN
set scripting-flag enable
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General Securlty S5L Traffic Mirror Application Optimization Monltering
Name Type
passthrough_owa Layer 7 Layer 2 |
Status Address Type

| Disable IH: :I’ Maintain ‘ M|

Traffic Group

default hd
Specifics
Content ROUIIHg Content Routlng List
Selected ltems Available ltems
exchangel102 < adfs_al
>
Double-click to deselect. Drag Double-click to select.

10 reorder.

= Virwual Server

Basic General Securlty SSL Traffic Mirror Application Optimization Monitoring

Configuration

Address Port
10.58.1.102 443
Example: 192.0.2.1 Default: 80 Range: 0 or 5. You can specify up to eight ports or port

d values are from 0 to

Connection Limit

Interface
0 port2 v
Default: 0 Range: 0-100000000 concurrent connections
Public IP Type Public 1Pv4
s | 0000
Example: 192.0.2.1
Resources
Profile Client SSL Profile
LB_PROF_HTTPS hd LB_CLIENT_S5L_PROF_DEFAULT hd
Persistence Method
Click to select. hd LB_METHOD_ROUMND_ROBIN hd
Clone Pool Auth Policy
Click 1o select - Click 1o select -

scripting

0 manipulate compressed HTTP/HTTPS data body, you
ompression rules configured first

Scripting List

ltems Available [tems
Create New

< HTTE 2 HTTBS REDIREC
TION

= HTTP_2_HTTPS_REDIREC

TION FULL URL h
Double-click to deselect. Drag Double-click to select
to reorder.

Note:

(1) Upon configuring AD FS publish service to virtual server, FortiADC generates a script. This script
will be deleted by FortiADC when virtual server unsets AD FS publish service.
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(2) Since AD FS publish uses adfs federation service, the client should configure the mapping between
adfs federation service and VIRTUAL SERVER ip address, such as:
adfs.adfsfortiadc.com 10.58.1.102(virtual server ip)
mail.adfsfortiadc.com 10.58.1.102
Then client requests exchange service: https://mail.adfsfortiadc.com/owa/
(3) AD FS publish cannot configure disabled AD FS proxy
(4) Virtual server cannot configure disabled AD FS publish

3.3 Deploy AD FS Proxy for Exchange in ADFS mode

3.3.1 use AD FS publish service to deploy

It is recommended that the virtual server use AD FS publish service when exchange mode is deployed.
When virtual server uses AD FS publish service, FortiADC will generate a script; in this script, some
variables are set according to the AD FS publish service. The customer can also use scripting and
content routing to deploy exchange-ADFS.

Steps:
(1) Add AD FS server pool
Since the AD FS server uses https(443) to connect, the AD FS server pool must use 443 port and set
real-server-ssl-profile. In real-server-ssl-profile, a local cert must be used, and the ssl-sni-forward
must be set.
config load-balance real-server-ssl-profile
edit "adfs"

set ssl enable

set ssl-sni-forward enable

set local-cert Factory
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= Server SSL

Name

adfs

SSL

Customized SSL Ciphers Flag

SSL Cipher Suite List
ECDHE-ECDSA-AES256-GCM-5HA384
ECDHE-ECDSA-AES256-5HA
ECDHE-ECDSA-AES128-5HA256
ECDHE-ECDSA-DES-CBC3-SHA
ECDHE-RSA-AES256-GCM-SHAZB4
ECDHE-RSA-AES256-SHA
DHE-RSA-AES256-5SHA256

| AES236-GCM-SHAZS4

| AES236-SHA
ECDHE-RSA-AES128-5HA256
DHE-RSA-AES128-GCM-SHA236
DHE-RSA-AES128-SHA

¥ AES12B-SHA256
ECDHE-RSA-RC4A-5HA

v RC4-MD5
EDH-RSA-DES-CBC3-5HA
eNULL

Allow SSL Versions

o sshv3 o) tsvl 0 o) tsvll fe) tlsvi 2

Certificate Verify

Click to select

Local Certificate

Factory

SNI Forward Flag

A & &

LY

ECDHE-ECDSA-AES256-5HAZE4
ECDHE-ECDSA-AEST128-GCM-5HAZ256
ECDHE-ECDSA-AEST28-5HA
ECDHE-ECDSA-RCA-SHA
ECDHE-RSA-AES256-5HA3E4
{ES256-GCM-5HAZE4
DHE-RSA-AES256-5HA
AES256-5HA256
ECDHE-RSA-AEST28-GCM-SHA256
ECDHE-RSA-AEST28-5HA
DHE-RSA-AEST28-5HAZ56
AES128-GCM-SHA256
AES128-5HA

RC4A-GHA
ECDHE-RSA-DES-CBC3-SHA
DES-CBC3-SHA

m cancel

== Real Server

Name

adfs103

Status

e R

Address

10.58.0.103

Addressé

FORTIADC
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== Real Server Pool

Name

adfs103

Address Type
P |

Health Check

Real Server SSL Profile

adfs -
Member
ID “ Name Address Health Check Port L&
adfs103 10580103 inherited 443 & x @
Showing 11to 1 of 1 entries Show | 10 ¥ | entries Previous 1 Next

(2) Add AD FS proxy
FortiADC add an adfs-proxy for registering to AD FS server. So, the configuration should set
according to AD FS server, the fqdn same as AD FS federation service, username should can login
to the AD FS service.
config user adfs-prox
edit "register_58_110"
set fqdn adfs.adfsfortiadc.com
set load-balance-method LB_METHOD_ROUND_ROBIN

Q User Authentication
vl v puslih
@& Dashboard > \(FESIFE
|da Fortiview > Name “ Federation Service Name Status Availability AD Fs Server Pool
£ system > register_58_110 adfs adfsfortiadc.com Enable adfs103

«§ shared Resources > Showing 110 10f 1 e how (10 v ] entries
@ neworking >
@ server Load Balance >
Qg Link Load Balance >
@ Global Load Balance >

& web Application Firewall 5

& | User Authentication ~

Authentication Policy
User Group

Local User

Remote Server
Authentication Relay

SAML
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Name

register_58_110

Status
Method

| Nane LB METHOD ROUND ROBIN

AD FS Server Pool

adfs103 v

Federation Service Name

adfs.adfsfortiadc.com

User Name

adfs103\Administrator

Password

Carvar Canfimuratinn Lindate Intanial

(3) After theh AD FS proxy registers successfully in AD FS server, FortiADC will get all the
relyingpartytrust from AD FS server. For example, in my test environment, the relypartytrust is
Device Registration Service, ExchangeOWA, ExchangeECP. Then FortiADC will save them as
shown below, and in FADC, relyparttrust should not be edited, as they are required from AD
FS server after AD FS Proxy in FADC registers successfully.
config user adfs-relying-party

edit "register_58 110-Device_Registration_Service-1545054427"
set proxy register_58 110
set relying-party-trust "Device Registration Service"

(4) Add AD FS publish
In this scenario, the method uses ADFS. The backend-server-url should be same as in AD FS server.
The external-url is the url that client will visit.

That is to say, in my example, customer request exchange service via:
https://100.adfsfortiadc.com/owa/

edit "publish-owa"
set adfs-proxy register_58_110
set pre-auth ADFS

set relying-party register_58 110-ExchangeOWA-1545054427
set external-url https://100.adfsfortiadc.com/owa/
set backend-server-url https://mail.adfsfortiadc.com/owa/
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vl v

Name = Proxy Name Status Availability Preauthentication Method

riO L FDABED

foseo ]

MName

publish-owa

Status

AD FS Proxy

register_58_110 v

Preauthentication Method
| Pass Through l:a

Relying Party

register_58_110-ExchangeOWA-15435054427 b

External URL

m Cance

(5) Add exchange server pool and virtual server, set AD FS publish service to virtual server.
config load-balance virtual-server
edit "publish_owa"
set type |7-load-balance
set interface port2
setip 10.58.1.100]

set load-balance-profile LB_PROF_HTTPS

set client-ssl-profile LB_CLIENT_SSL_PROF_DEFAULT]
set load-balance-method LB_METHOD_ROUND_ROBIN
set load-balance-pool exchange102

set traffic-group default]

set adfs-published-service publish-owa
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== Virtual Server

Basic General Securlty SSL Traffic Mirror

Configuration

Application Optimization

Monltoring

Address

10.58.1.100

Example: 192.0.2.1

Connection Limit

o

Default: 0 Range: 0-100000000 concurrent connections

Public IP Type

-

Resources

Port

443

Default: 80 Range: 0 or 1
ranges separated by spa
65535, with O for Layer-4 v

can specify up to eight ports or port
100. Valid values are from 0 to

Interface

port2 v

Public IPv4

0.0.0.0

Example: 192.0.2.1

Profile

LB_PROF_HTTPS

Persistence

Click to select.

Real Server Pool

exchange102

Auth Policy

Click to select

AD FS Published Service

publish-owa

Client SSL Profile

LB_CLIENT_SSL_PROF_DEFAULT -
Method

LB_METHOD_ROUND_ROBIN v
Clone Pool

Click ta select v
Scripting

To use scripts o manipulate compressed HTTP/HTTPS data body, you
must have decompression rules configured first

Cancel

2) Configure adfs proxy advance option
AD FS proxy will register to AD FS server, and in the register connection, the customer can
configure some timeouts to adapt to the AD FS server.

In “User Authentication->AD FS Proxy->Proxy” page:

] FortiADC-VM [ <] VRRP (Working) NA
a User Authentication
el v Pusizn m
@ Dasnboard N Y o Filar
W Foruview > Name
8 syzem )

® neo >
& Server Load Balance >
Gy Link Load Balance >
@ Global Load B 3
iy vieb Application N
& User Authentication ~

Authentication Policy
Jser Groug

scal User
Remote Server
Authentication Relay
SAML

> Snowing 110 1 0f 1 encries  Snow (10 7 entres

~ Federation Service Name

adfs. adfsfortiadc.com

Status Availability AD Fs Server Pool

Enable adfs103

Open the proxy and configure the timeout as customer needed:
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= Proxy x

adfs103vAdministrator

Password

Server Configuration Update Interval
300

Default: 300 Range: 1-8640000

Register Timeout
12

Default: 12 Range: 1-3600

Connect Timeout

5

Default: 5 Range- 1-3600

Response Timeout

6

Default: 6 Range: 1-3600

Keepalive Timeout

300

Default: 300 Range: 1-3600

m Cancel

3.3.2 Configure using scripting
As shown in 3.3.1, when the virtual server uses the AD FS publish service, FortiADC will
generate a script at the same time. You can see it in “Server Load Balance->Scripting” page:

VM Build

val v & mport & Export W Add Filer
Name .

adfs_passthrough_ecp

x
&

s adfs_passthrough_owa

x
[

& &

x
&

*®
=

B % % % % % % 8

AUTH_COO

o

AUTH_EVENTS_f_COMMANDS

@

SSL-FP Resources CLASS_SEARCH_n_MATCH

&

Upon opening this script, you can get the action that FortiADC will operate. In this script,
FortiADC will send the packets to a different backend server pool, which uses content routing.
So the customer should add content routings that are the same as the script it is using.
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Name

ADF5_publish_owa_publish-owa_20190103143701

1
2
3
4
5
6
7
a
9
e

1
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
3e
31
32
33
34
35
36
37
38
39
49
41
a2
43

85

G 00 o GO
00~ G

oo
BURNE®

0 W00 o0 W W0 o
G~ o

=]

[y
© oo
[~}

183

when RULE_INIT{

}

cookie_name = "EdgeAccessCookie”

cockie_value "ADFSPROXYCOOKIE"

target_cookie = string.format("%s=", cookie_name)

pub_uri ="/owa/"

external_host = "18@.adfsfortiadc.com”

internal_uri = "/owa/"

internal_domain = "mail.adfsfortiadc.com”

adfs_server_domain = "adfs.adfsfortiadc.com”
url_redirect="/adfs/1ls?version=1.08&action=signin&realm=upn%3AAppProxy%3Acom&appRealm=2a879bbc-d7ca-e811-86b7-08

vihen HTTP_REQUEST{

}

uri = HTTP:uri_get()
host = HTTP:header_get_value("Host")
path = HTTP:path_get()

--content-routing
--"msapp" "adfsserver” should have created in content-routing meodule
if host:find(external_host) and uri:starts_with(pub_uri) then
--redirect
cookie_found = @
t={};
t["name” ]=cookie_name
t["parameter”
t["action™]="
ret = HTTP:cookie(t)
if ret then
if cookie_value == ret then
cookie_found = 1

end
--REMOVE this cookie
t["parameter”]="cookis"
t["action"]="remove"
ret = HTTP:coockie(t)
if ret then
debug(“"remove cookie succeed Fs\n", ret);
else
debug("remove cookie failed\n™);

end
end
return_url = string.format(“https://%s¥%s", host, uri)
return_url = url_enc(return_url)
redirect_url = string.format("https://¥s¥s", adfs_server_domain, url_redirect)
auth_token_invalid = @
if uri:find("authToken=") then
--auth_token = get_uri_param(uri, "authToken™)
--if auth_token_verify(auth_token) then
auth_token_invalid = 1
--end
HTTP:uri_set(path)
--REMOVE all cookies
ret = HTTP:cookie_list()
for k,v in pairs(ret) do
t["name” ]=k
t["parameter”]="cookie"
t["action"]="remove"
ret = HTTP:cookie(t)

if ret then
debug(“remove cookie succeed %s\n”, ret);
else
debug(“remove cookie failed\n™);
end
end
end
if cookie_found == @ and auth_token_invalid == @ then
t={}
t["code™] = 387;
t["url”] = string.format("%s%s", redirect_url, return_url)
HTTP:redirect_t(t);
end

HTTP:header_replace("Host", internal_domain)
LB:routing(“exchangel82")
elseif host:find(adfs_server_domain) then
--insert ADFS header
cip = IP:client_addr() -- get client ip address
HTTP:header_insert("X-MS-Endpoint-Absolute-Path”, path)
HTTP:header_insert("X-Ms-Forwarded-Client-IP", cip)
HTTP:header_insert("X-M5-Proxy", "FortiADC™")
LB:routing(“adfs183")
else
debug("no matches domain for host: ¥s and uri %s\n", host, uri)
HTTP:close()
end

when HTTP_RESPONSE{

}

location_header = “Location”
if HTTP:header_exists(location_header) then
location = HTTP:header_get_value(location_header)
location_prefix = string.format("https://%s%s", adfs_server_domain, "/adfs/ls/")
if location:starts_with(location_prefix) then
signout = string.format("%s?wa=wsignout", lecation_prefix)
if location:starts_with(signout) then
insert_cookie = targst_cookie
else
insert_cookie = string.format("¥si¥s", target_cookie, cookie_value)

end
cookie = string.format("¥%s; Path=%s; Secure; HttpOnly", insert_cookie, pub_uri)
HTTP:header_insert("Set-Cockie"”, cookie)
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Customer can use scripting and content routing instead of AD FS publish service.

Steps:
(1) Copy this script.
Q Server Load Balance
vl v 2 import & Export Y Add Filter

& Dashboard > Name

s Fortiview y adfs_passthrough_ecp

-ﬁ- System y adfs_passthrough_owa

c¢ Shared Resources y ADFS_passthrough_owa_passthrough-owa_20190103142030

@ Networking > adfs_publish_ecp

ié Server Load Balance ~

virtual server AES_DIGEST_SIGN_2F_COMMANDS

Application Resources AUTH_COOKIE_BAKE

Application Optimization
AUTH_EVENTS_n_COMMANDS

CLASS_SEARCH_N_MATCH
SSL-FP Resources COMPARE_IP_ADDR_2_ADDR_GROUP_DEMO

(2) Invirtual server, unset AD FS publish service

(3) Add content routing
It is the same as that used in the script, like in my example, content-routing “exchange102”
using real-server-pool “exchange102”, and content-routing “adfs103” using real-server-pool
“adfs103”
config load-balance content-routing
edit "exchange102"
set load-balance-pool exchange102
config match-condition

Q
@ oo 1 N ¥ ckd Fi
[ > “ Type Real Server Match Candition Count
@ >
g shar " »
B ne )
i ser - "
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£ Content Routing

Name

adfs103

Type

General

Schedule Pool

Real Server Pool

adfs103

Persistence

Click to select

Method

- W Inherit

- W Inherit

£ Content Routing

Name

exchange102

Ty’pE

General

Schedule Pool

Real Server Pool

exchangel02

Persistence

Click 1o select

Method

4 W Inherit

v W Inherit

(4) Set the script that was copied in step 1 and in content routing in step 3; set it to the virtual

server

config load-balance virtual-server

edit "publish_owa"

set type |7-load-balance

set interface port2
set ip 10.58.1.102

set load-balance-profile LB_PROF_HTTPS
set client-ssl-profile LB_CLIENT_SSL_PROF_DEFAULT]

set content-routing enable

set content-routing-list adfs103 exchange102

set load-balance-method LB_METHOD_ROUND_ROBIN
set scripting-flag enable|

set scripting-list ADFS_publish_owa

set traffic-group default|
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£ Virtual Server

Baslc General Security

Name

passthrough_owa

Status
| Disable Iﬂ:’ Maintain ‘

Traffic Group

default

Specifics

SSL Traffic Mirror Application Optimization

Menitoring

Type

Layer 7 Layer 2 |
Address Type

-

Content Routing

Selected ltems

Content Routing List

adfs103

exchangel02

Double-lick to deselect. Drag

10 reorder.

== Virtual Server

Available ltems

< adfs_all

Double-click to select.

Baslc General Securlty SSL Traffic Mirror

Configuration

Application OptimIization

Monitoring

Address
10.58.1.100

Example: 192.0.2.1

Port
442

Default: 80 Range: 0 or
ranges separated by spac

63535, with 0 for Layer-4 virtual servers only.

Connection Limit Interface
0 port2 v
Default: 0 Range: 0-100000000 concurrent connections
Public IP Type Public IPv4
Pvs | 0000
Example: 192.02.1
Resources
Profile Client SSL Profile
LB_PROF_HTTPS v LB_CLIENT_SSL_PROF_DEFAULT v
Persistence Method
Click to select v LBE_METHOD_ROUND_ROBIN v
Clene Pool Auth Policy
Click to select v Click to select v
scripting,

To use scripts to manipulate compressed HTTP/HTTPS data body, you
must have decompression rules configured first

scripting List
Selecte

Items Available Items

adfs_passthrough_ecp
adfs_passthrough_owa
adfs_publish_ecp
passthrough_ecp -

Double-click to deselect. Drag
to reorder.

Double-click to select

Cancel

Note:

(1) When configuring AD FS publish service to the virtual server, FortiADC generates a script.
This script will be deleted by the FortiADC when the virtual server unsets AD FS publish

service.

(2)

Since AD FS publish uses adfs federation service, the client should configure the mapping

between adfs federation service and virtual server ip address, between the external host

and the virtual server ip address, such as:

adfs.adfsfortiadc.com 10.58.1.102(virtual server ip)
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100.adfsfortiadc.com 10.58.1.102(virtual server ip)
Then client requests exchange service: https://100.adfsfortiadc.com/owa/
(3) AD FS publish cannot configure disabled AD FS proxy
(4) Virtual server cannot configure disabled AD FS publish

4 AD FS PROXY DEBUG

4.1 Enable AD FS Proxy debug
1) Enable system debug

FortiADC-VM # diagnose debug enable|

2) Enable AD FS debug

FortiADC-VM # diagnose debug module adfs set

4.2 Get AD FS proxy and publish status
1) Get adfs proxy status

FortiADC-VM # execute adfs-proxy get status register103
Avaliable

2) List adfs relyingparty of adfs-proxy

FortiADC-VM # execute adfs-proxy get relying-party register103
{"RelyingParty":["Device Registration Service","ExchangeOWA","ExchangeECP"]}

3) get adfs publish status
FortiADC-VM # execute adfs-publish get status passthrough-owa proxy register103

5 AD FS PROXY TROUBLESHOOTING

5.1 Server Configuration Update Interval

In order to decrease the request to AD FS server when getting an AD FS proxy, or getting publish and
relyingpartytrust, a update interval can be configured in AD FS proxy.
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= Proxy

adrsTuzahAdministratar

Password

Server Configuration Update Interval

300
Default: 300 Range: 1-8640000
Register Timeout

12
Default: 12 Range: 1-3600
Connect Timeout

5
Default: 5 Range: 1-3600
Response Timeout

]
Default: 6 Range: 1-3600
Keepalive Timeout

300

Default: 300 Range: 1-3600

Once AD FS proxy is registered to ADFS server and published successfully, FortiADC will cache
relyingpartytrust and the status of proxy and publish. During the update interval, even though the
customer can receive relyingpartytrust or status, FortiADC will not send requests to AD FS server until
update interval timeout.

5.2 AD FS Proxy configuration sync in ha environment

If using AD FS publish service in an HA environment, the configuration and status of AD FS proxy and
publish can sync to HA peers. The relyingpartyingtrust can also sync to HA peers.
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