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Change Log

Date Change Description

2022-12-16 Initial release.

2022-12-24 Updated Create an image with the image file on page 9.
2022-05-31 Updated Create a FortiDeceptor instance on page 14.
2022-09-15 Added Configure client on page 20.

2023-01-12 Updated Configure client on page 20.

2023-01-13 Updated FortiDeceptor Cloud topology on page 6.
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About FortiDeceptor VM on GCP

About FortiDeceptor VM on GCP

FortiDeceptorVM is a 64-bit virtual appliance version of FortiDeceptor. It is deployed in a virtual machine environment.
Once the virtual appliance is deployed and set up, you can manage FortiDeceptor VM via its GUI in a web browser on
your management computer.

This document provides information about deploying a FortiDeceptor VM in the Google Cloud Platform (GCP). This
includes how to configure the virtual hardware settings of the virtual appliance. This guide presumes that the reader has
a thorough understanding of virtualization servers.

This document does not cover configuration and operation of the virtual appliance after it has been successfully
installedand started. For that information, see the FortiDeceptor Administration Guide in the Fortinet Document Library.

Licensing

Fortinet offers the FortiDeceptor in a stackable license model. This model allows you to expand your VM solution as your
environment expands. For information on purchasing a FortiDeceptor license, contact your Fortinet Authorized Reseller,
or visit https://www.fortinet.com/how_to_buy/.

When configuring your FortiDeceptor, ensure that you configure hardware settings as outlined in the following table and
consider future expansion. Contact your Fortinet Authorized Reseller for more information.

Technical Specification Details

GCP Support e2-medium for 2 nics
n1-standard-8 v2 for 6 nics

Virtual CPUs (min / max) 4/ Unlimited*

Virtual Network Interfaces 2-6

Virtual Memory (min / max) 8GB / Unlimited**
Virtual Storage (min / max) HDD 50GB / 16 TB***

For more information, see the FortiDeceptor product data sheet available on the Fortinet web site,
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiDeceptor.pdf.

After placing an order for FortiDeceptor, a license registration code is sent to the email address used in the order form.
Use the license registration code provided to register the FortiDeceptor with Customer Service & Support at
https://support.fortinet.com.

Upon registration, you can download the license file. You will need this file to activate your FortiDeceptor. You can
configure basic network settings from the CLI to complete the deployment. Once the license file is uploaded and
validated, the CLI and GUI will be fully functional.
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About FortiDeceptor VM on GCP

FortiDeceptor Cloud topology

The cloud appliance is deployed over the public infrastructure but uses a different method for decoy deployment. This
new method requires less HW requirements for the cloud appliance itself.

On-Premise Cloud
Subnet

LB} @

...... Secure

port2 —
o e s [r] &
G g B B B

- oA Server Server Decoy
FortiDeceptor FortiDeceptor VM (Virtual)
Manager (Azure/AWS/GCP)

The cloud decoy deployment method is as folows:

« The cloud appliance will be deployed over the cloud infrastructure.
« Anon-premise FortiDeceptor Manager will manage the cloud appliance over a propriety network tunnel.

« The propriety network tunnel allows managing the cloud appliance and decoy deployment provisioning over layer2
tunnel communication over layer3.

» The cloud appliance network interfaces will hold IP addresses in the cloud segment. Each IP address represents a
network decoy.

o The network decoy will run on the on-premise FortiDeceptor Manager and use the same IP address as the cloud
appliance network interfaces.

» The cloud IP address will tunnel over Layer2 to the IP address on the on-premise FortiDeceptor Manager.

o Theideais torun a light appliance in the cloud while running the actual network decoys inside the on-premise
FortiDeceptor Manager in a sandbox mode. The cloud network is isolated from the rest of the decoys, the on-
premise networks.

While the cloud appliance uses different hardware requirements, the on-premise FortiDeceptor Manager HW
requirements that should serve the cloud appliance decoys is the same concept as today.
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Deploying FortiDeceptor on GCP

Deploying FortiDeceptor on GCP

To deploy FortiDeceptor on Google the Cloud Platform, first you will create and upload a FortiDeceptor image file. Next
you will create a VPC network and subnets, and then configure a firewall policy to access FortiDeceptor. Lastly, you will
create a FortiDeceptor instance and add it to a new deployment network.

To deploy FortiDeceptor on Google Cloud Platform:

Prepare the FortiDeceptor image.

Create a bucket and upload the image file.
Create an image with the image file.
Create VPC networks.

Create firewall policies.

Create a FortiDeceptor instance.

Check the FortiDeceptor output.

No o bkowobh-=

Prepare the FortiDeceptor image for GCP

Download the image archive file for Google Cloud Platform from FortiCloud.

To download the FortiDeceptor image:

Log in to FortiCloud.

In the banner, click Support > Downloads > Firmware Download. The Download/Firmware Images page opens.
From the Select Product dropdown, click FortiDeceptor.
Click the Download tab.

In the Image File Path section, click the image folder until you reach the image page.

o o0N-=
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Deploying FortiDeceptor on GCP

6. Click FDC_VM-vx.x.x-buildxxxx-FORTINET.out.gcp.tar.gz to save the file to your device.
Forticloud oy @ Q 4

Download / Firmware Images Account Name/ID: ~ Fortinet

Firmware
Images

Fortinet Firmware Images And Software Releases

Welcome to the Firmware Images download center for Fortinet's extensive line of security solutions.

Select Product

FortiDeceptor ~

Image File Path

/ FortiDeceptor/ v4.00/ 4.1/ 4.1.0/

s
Image Folders/Files
Up to higher level directory
Name Size (KB) Date Created Date Modified
FDC_1000F-400-build0128-FORTINET.out 200,705 2021-12-16 16:12:30 2021-12-16 16:12:59 HTTPS Checksum
FDC_1000G-v400-build0128-FORTINET.out 200,705 2021-12-16 16:12:37 2021-12-16 16:12:26 HTTPS Checksum
FDC_VM-v400-build0128-FORTINET.out 200,705 2021-12-16 16:12:48 2021-12-16 16:12:29 HTTPS Checksum
FDC_VM-v400-build0122-FORTINET.cut.aws.zip 128,782 2021-12-16 1€:12:16 2021-12-16 16:12:37 HTTPS Checksum
FDC_VM-v400-build01 28-FORTINET.out.azure.zip 128,580 2021-12-16 16:12:23 2021-12-16 16:12:03 HTTPS Checksum
FDC_VM-v400-build0128-FORTINET.cut.gcp.tar.gz 128,587 2021-12-16 16:12:29 2021-12-16 16:12:58 HTTPS Checksum
FDC_VM-v400-build0128-FORTINET.out.kvm.zip 127,648 2021-12-16 16:12:59 2021-12-16 16:12:15 HTTPS Checksum
FDC_VM-v400-build0122-FORTINET.cut.ovf.esx.zip 127,500 2021-12-161€:12:17 2021-12-16 16:12:48 HTTPS Checksum
FDC_VM-v400-build0128-FORTINET.out.vmware.zip 127,661 2021-12-16 16:12:51 2021-12-16 16:12:17 HTTPS Checksum

Create a bucket and upload the image file

To create a bucket and upload the image file:

1. Log in to your Google Cloud account.
2. Goto Storage > Cloud Storage and click Create bucket. The Create Bucket page opens.

= Google Cloud Platform & PMProject v Q,  Search products and res:
5 Cloud Storage Browser W DELETE  C REFRESH
T Filter Filter buckets

&  Browser

D Name Created Location type Location Default storage class @
@i Monitoring
No rows to display

@t  Settings

3. Inthe Name your bucketfield, enter a name for the bucket.

4. Click Choose where to store your data. Under Location type, click Region and select an option from the Location
dropdown.

FortiDeceptor 4.2.0 GCP Deployment Guide
Fortinet Inc.



Deploying FortiDeceptor on GCP

* Choose where to store your data

This permanent choice defines the geographic placement of your data and affects
cost, performance, and availability. Learn more

Location type

O Multi-region

Highest availability across largest area
(© Dual-region

High availability and low latency across 2 regions
(@® Region

Lowest |atency within a single region

Location

[ us-west1 (Oregon) - ]

CONTINUE

5. Click Create. The Bucket Details window opens.

6. Inthe Objects tab, click Upload Files and upload the image file you downloaded from FortiCloud. See Prepare the
FortiDeceptor image for GCP on page 7.

Google Cloud Platform & PMProject v Q  Search products and resources
B8 Cloud Storage & Bucket details C/REFRESH  [EJ HELP ASSISTANT  ®1LEARN
Browser
o fdcforaws
fi  Monitoring Location Storageclass ~ Publicaccess  Protection
us-westl (Oregon)  Standard Not public None
& Setiings

OBJECTS CONFIGURATION PERMISSIONS PROTECTION LIFECYCLE

Buckets > fdcforaws [

UPLOAD FILES | UPLOADFOLDER ~ CREATEFOLDER  MANAGEHOLDS ~ DOWNLOAD  DELETE

Filter by name prefixonly v = Filter Filte i folders I showdeleteddata [l

O Name Size Type Created @ Storageclass  Lastmodified Publicaccess @  Version history @ Encryption @ Retention expirationdate @ Holds @

O |8 FoC.VM-v400-build0128-FORTINET out 256MB  application/x-gzip  Jan5,2022, 2 Standard Jan’5,2022, 2 Not public - Googlemanagedkey  — None ¥

Create an image with the image file

To create an image with an image file:

1. Inthe Google Cloud platform, go to storage > Cloud Storage > Browser.
2. Open the bucket you created. See, Create a bucket and upload the image file on page 8.

= Google Cloud Platform 3= PMProject v Q  Search products and resources
B8 Cloud Storage Browser CREATEBUCKET ~ § DELETE ! REFRESH [E] HELP ASSISTANT  SHOW INFO PANEL
= = Filter Filter buckets ] m
o O Name Created Location type. Location Default storage class @ Lastmodified @ Public access @ Access control @ Protection @ Lifecycle
@ Monitoring
[m] Jan 5,2022, 251:50PM  Region us-west1 (Ore. standard Jan’5,2022,25150PM Nt public Uniform None None
& Settings
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Deploying FortiDeceptor on GCP

3. Click the xxx.gcp.tar.gz image you uploaded to the bucket. The Object details page opens.
OBJECTS CONFIGURATION PERMISSIONS PROTECTION LIFECYCLE
Buckets » fdcforaws 0
UPLOAD FILES UPLOAD FOLDER CREATE FOLDER MANAGE HOLDS DOWNLOAD

Filter by name prefix only = = Filter Filter cbjects and folders

D Name Size Type

|:| |E FDC_VM-v400-build0128-FORTINET.out.gcp.tar.gz

25.6 MB application/x-gzip

4. Click the Activate Cloud Shellicon & to prepare the image.
a. Click @ to copy the gsutil URI.

b. Ensure Your Cloud Platform project in this sessions is set to the correct project.

= Google Cloud Platform & = = Q  Search products and resources

< Object details [E) HELP ASSISTANT ~ ®1 LEARN

Buckets » fdcforaws » FDC_VM-400-build0128-FORTINET.out.gep targz If)

a o [

LIVE OBJECT VERSION HISTORY

&+

¥ DOWNLOAD #' EDIT METADATA 2% EDIT ACCESS W DELETE

Overview
Type
size
Created
Last modified
Storage class
Custom time

Public URL @
URL @

gsutil URI @

E’: Permissions

Public access Not public
> Protection

Hold status None &

CLOUD SHELL

= Terminal ( x + - # Open Editor FJ - R R T B x

Welcome to Cloud Shell! Type "help”™ to get started.

Your Cloud Platform project in this session is set tag 1

Use “gcloud config set project [PROJECT ID]” to change ©o & OITTErent Project.
tcorreia@clondshell:~ ( 15 ]

5. To prepare the image, run the following command:
gcloud compute images create <image name> --source-uri <gsutil URI> --guest-os-
features MULTI IP SUBNET - a
» <image name> is the name of the new image.
e <gsutil URI> isthe gsutil URIyou copied in the previous step.

e to a different pro:
- )§ ac ute images create
Created [https://www.googleapis.com/compute/vl/projects/.
HAME: fdcforaws

- /FDC_VM-v200-build0128-FORTINET . out .gcp.tar.gz ——guest-os—features MULTI IP_SUBNET
/global/image:

3cloudshell:~ (10 o

6. To verify the image is ready, run the following command:
gcloud compute images describe <image name>

Ensure the image type supports MULTI IP SUBNET.
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CLOUD SHELL
= Terminal (pm-project-167318) X + ~

/global/images/fdcforaus

@cloudshell:~ (

Create VPC networks

To create a new VPC network:

1. In Google Cloud, go to VPC network > VPC networks.
2. Inthe banner, click Create VPC Network. The VPC network details page opens.

= Google Cloud Platform 3 = = ~

VPC networks
= Region Subnets MTU @ Mode

[} External IP addresses 29 460 Auto

us-centrall default

3. Create several subnets in the VPC for FortiDeceptor management and deployment.

¢ You may need to deploy decoys on some FortiDeceptor ports.
¢ Ensure the ports are in the same subnet with the endpoints.

New subnet ~

numbers, hyphens allowed

Description

CREATE SECONDARY IP RANGE

Private Google Access @

CANCEL DONE

ADD SUBNET

FortiDeceptor 4.2.0 GCP Deployment Guide
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Deploying FortiDeceptor on GCP

4. Afterthe VPC is created, open it to verify the netmask in the /P address ranges column is correct.

ADD SUBNET FLOWLOGS ~

= Filter Enter property name or value
D Name “ Region IP address ranges Gateway Private Google Access Flow logs o

O suio us-west
O  sub2o us-west

off off
10.10.20.1 off off

Create a firewall policy

To access FortiDeceptor, you need to enable HTTPS (port 443) in a firewall. To manage the FortiDeceptor cloud
appliances, you need to enable port 8443.

To set up lure services with decoys, enable the relevant ports between the endpoints and the FortiDeceptor ports.

Example:

To enable SSH service on a decoy, create a firewall to enable port 22 in the subnet and attach this firewall to both the
endpoint and the FortiDeceptor port.

You will use target tags to create the FortiDeceptor instance and attach it to the network. When this is complete, the
newly created firewall will go into effect.

To create a firewall policy in Google Cloud:

1. Goto VPC Network > Firewall.
2. Inthetoolbar, click Create Firewall Rule. The Create a firewall rule page opens.

FortiDeceptor 4.2.0 GCP Deployment Guide
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Deploying FortiDeceptor on GCP

3. Configure the following settings and then click Create.

Name Enter a name for the firewall rule.
Network Set to default.

Target Tags Enter a new tag, for example gcp-fdc.
Protocols and ports 1. Enable Specified protocols and ports.

2. Select tcp and enter the port number.
* Toenable for HTTPS enter 443.

¢ To manage the cloud 8443.

FortiDeceptor 4.2.0 GCP Deployment Guide
Fortinet Inc.
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Deploying FortiDeceptor on GCP

::: & Create a firewall rule

= Firewall rules control incoming or outgoing traffic to an instance. By default, incoming
traffic from outside your network is blocked. Learn more

-
& ' e

Lowercase |etters, numbers, hyphens allowed

Description

Logs
Turning on firewall logs can generate a large number of logs which can increase costs in Cloud
Logging. Learn more

O on
@ off

o

i

Network *

[de{au\t - @ ]

Priority *
[ 1000 CHECK PRIORITY OF OTHER FIREWALL RULES @ ]

Priority can be 0 - 65535

Direction of traffic @

@ Ingress

) Egress

Action on match @
@ Allow

QO Deny

Targets
[Spec'\ﬁedtarge{tags ~ @ ]

Target tags *
[ gep-fde @ ]

Source filter

{Idemnges - @ ]

Source IPv4 ranges * 2] ]

Second source filter

[ None - o

Protocols and ports @

O Allow all

(® specified protocols and ports

top: 4438443

O udp: a
[J other protocols

protocols, comma separated, e.g. ah, sctp

W DISABLE RULE

CANCEL

Create a FortiDeceptor instance

Use the prepared image as the boot disk to create cloud FortiDeceptor and configure the interfaces.

FortiDeceptor 4.2.0 GCP Deployment Guide
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Creating a VM instance

To create a VM instance in Google Cloud:

1. Inthe Google Cloud, go to Virtual Machines > VM Instances.
2. Inthe toolbar, click Create Instance. The Create an instance page opens.

= Google Cloud Platform & PMProject +
{# VM instances & IMPORT VM

3. Enter a name for the instance.

To create a VM instance, select one of the opticns:

Name *
[ fdc-aws-multi-ip (]
New VM instance I
Creats le VM inst: fi itch
reate a single instance from scratc Labels 9
New VM instance from template + ADD LABELS
Create a single VM instance from an existing
template Region * Zone *
[ us-centrall (lowa) - @ ] [ us-centrall-a - @
[E] New VM instance from machine image

Create a single VM instance from an existing
machine image

Region is permanent

Zone is permanent

W Marketplace Machine configuration

Deploy a ready-to-go solution onto a VM instance Machine family

GENERAL-PURPOSE

4. Change the boot disk.

COMPUTE-OPTIMIZED ~ MEMORY-OPTIMIZED  GPU

a. Scroll down to the Book disk section, and click the Change button. The Book disk pane opens.

b. Click the Custom Images tab.

c. Click Select a Project and select the image you prepared in the Google Cloud console. See Create an image

with the image file on page 9.

d. Click Select.

FortiDeceptor 4.2.0 GCP Deployment Guide
Fortinet Inc.

Select an image or snapshot to create a boot disk; or attach an existing disk. Can't find
what you're looking for? Explore hundreds of VM solutions in Marketplace

PUBLIC IMAGES CUSTOM IMAGES SNAPSHOTS EXISTING DISKS

SELECT A PROJECT

Show images from: PM Project

[[] show deprecated images

Image *
[ fdcforaws - ]

Boot disk type * Size (GB) *
[ Balanced persistent disk - [ 10

v SHOW ADVANCED CONFIGURATION

SELECT CANCEL
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Deploying FortiDeceptor on GCP

5. Scroll down to Firewall, select All HTTPS traffic.

Firewall @

Add tags and firewall rules to allow specific network traffic from the Internet
[] Allow HTTP traffic

Allow HTTPS fraffic

¥ NETWORKING, DISKS, SECURITY, MANAGEMENT, SOLE-TENANCY

6. Click Networking, Disks, Management, Sole-Tenancy and add a new disk and set up the network.
a. Under Disks, click Add New Disk. The Add New Disk pane opens.
b. From the Size dropdown, set the size to 50GB or more and click Save.

Add new disk X

= o

Name is permanent

Description

Source

Create a blank disk, apply & baotabie disk image, or restore & snapshot of another disk in this
project

L -]

Disk settings

Disk type *
{Eihv\cw persistent disk - @ l

COMPARE DISK TYPES

[;:J GE 0]

10 a0 65 536 G8

Snapshot schedule (Recommended)

Uss snapshiot schedules to automate disk backups. Leam more

Select  snapshot schedule - ]

Encryption
Data is encrypted automaticaly, Select an encryption key management solstion.

7. Add the interfaces.

Adding a deployment network

You must configure a minimum of two ports and maximum of six ports. You will also add some secondary IPs to the
ports. Later, when you deploy decoys, you will assign these IPs to the decoys.

The number of virtual network interfaces scales with the number of vCPUs with a minimum of two and a maximum of
eight.

Use the following table to determine how many network interfaces can be attached to an instance:

Number of vCPU Number of vNICs
2 orless 2
2to 8 2t08
8 or more 8
FortiDeceptor 4.2.0 GCP Deployment Guide 16
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Deploying FortiDeceptor on GCP

For more information, see Creating instances with multiple network interfaces.

To add a deployment network:

1. Select a machine type based on how many networks you need to deploy.
a. Gotothe Create an instance page in the Google Cloud console.
b. Click New VM instance and enter a name for the instance.
c. Inthe Machine configuration area, click the Machine type dropdown and select the machine type.
Machine configuration

Machine family

GENERAL-PURPOSE COMPUTE-OPTIMIZED MEMORY-OPTIMIZED GPU
Machine types for common workloads, optimized for cost and flexibility

- Series

= ol
CPU platform selection based on availability
Machine type
| e2-highcpu-4 (4 vCPU, 4 GB memory) - ‘
T vCPU Memory

]

“?y 4 108

2. Configure the firewalls with networks.
a. Inthe Firewall section, select Allow HTTPS traffic. This allows you to access FortiDeceptor with a web browser.
b. Click Networking, Disks, Management, Sole-Tenancy
c. Inthe Networking section, in the Network tags area, enter the network tags.
« Afirewall in the default network attaches to tag (such as gcp-fdc) opens 8443 on port1.
« Afirewall attached to tag (such as gcp-fdc-ep) opens all ports between port2/3/4/5/6 and the endpoints.

Firewall @

Add tags and firewall rules to allow specific network traffic from the Internet
[ Allow HTTP traffic

Allow HTTPS traffic

Networking ~
Hostname and network interfaces

Network tags
[ gep-fdc @  gep-fdcep @ | (2] ]
‘ Hostname [>] ‘

Set a custom hostname for this instance or leave it default. Chaice is permanent

For more information about firewalls and networks, see Create VPC networks on page 11 and Create a firewall
policy on page 12.

Ay
S L4
q The firewall fcp-fdc-ep™ should be crated in the same VPC of each FortiDeceptor port.
FortiDeceptor 4.2.0 GCP Deployment Guide 17
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Deploying FortiDeceptor on GCP

3. Inthe Network Interfaces area, click Add Network Interface, make the following configurations:

Network Select the VPC you created for port2
Subnetwork Select the proper subnet within the VPC region.
Subnet range Enter the secondary IPs.

External IP None

4. Click Create.

Check the FortiDeceptor output

To check the VM image output:

1. Inthe Google Cloud Console, go to the VM instances page.
2. Click the instance you want to connect to.
3. Under Remote Access, select SSH and click Connect to Serial Console.

< fdc-aws-multi-ip-tc Z e U RESET CREATE MA(
DETAILS OBSERVABILITY 08 INFO SCREENSHOT

SSH - CONNECT TO SERIAL CONSOLE -

nabled @

The response should look like this:

Starting FortiDeceptor

Initializing core components
Initializing network
Initializing raid
Initializing hard drives
Initializing file system

]

Initializing 0S database

assigned by Google Cloud network. The license should be generated based on this IP.

x The FortiDeceptor on Google Cloud Platform can automatically get the port1 IP, which is

FortiDeceptor 4.2.0 GCP Deployment Guide
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Configuring FortiDeceptor Manager and GCP Client

After FortiDeceptor is deployed, get the appliance authorization key and configure FortiDeceptor Manager. After
FortiDeceptor is configured, you can deploy the decoys and endpoints.

To configure FortiDeceptor:

o kN -=

Get the authentication key.
Configure client on page 20.
Configure FortiDeceptor manager.
Deploy the decoys.

Deploy the endpoints.

Get the authentication key

Access the GCP client via the public IP to upload a valid license and get the authentication key for deployment.

To get the authentication key:

1.
2,

Log in to the GCP client via the public IP.

Upload the FortiDeceptor license.

a. Goto Dashboard > System Information widget.

b. Inthe Firmware License field, click Upload License.

Change the password.

a. Inthe top-right of the page, click the Account menu (Admin), then click Change Password.
b. Complete the fields In the Edit Administrator page and click OK.

Get the authorization key.

a. Goto Dashboard > System Information widget.

b. Inthe Appliance Auth Key field and record authorization key.

I\ Alternatively, you can get the authorization key with the CLI command cm -p.

FortiDeceptor 4.2.0 GCP Deployment Guide 19
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Configuring FortiDeceptor Manager and GCP Client

Configure client

To configure the GCP client:

1. Login to the Azure client with the public IP address. By default, the admin user account has no password.

2. Afterlogging in, the FortiDeceptor instance prompts you to upload the license file. Click Choose File to navigate to
the file and click Submit. After the file submitted, FortiDeceptor will reboot.

Firmware License Upload

| © Note: The FortiDeceptor will reboot after the license fileis installed.

Upload Firmware License File: Browse... | No file selected.

3. After the instance reboots, you are prompted to change the password and log in again.

Edit Administrator

ﬂ Your password has been changed suctessiully, you will be lopout automatically. Please re-hogin with vour new passwor
Administrator:

MWew Password:

Confirm Password:

Ok Cancel

4. Afteryou login, you are prompted to configure the timezone and time.

Time Settings Required X

Please configure your time zone or set up NTP server in System
Time.

5. Inthe banner, click your username and select Change Password, then change the password.

6. Change the Host Name.
a. Goto Dashboard > System information > Host Name and click Change. The Edit Host Name field opens.
b. Inthe New Name field, enter a the new Host Name.
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7. Getthe appliance key with the GUI or CLI.
* GUI: Go to Dashboard > System Information widget and locate the Appliance Auth Key.

¥ Dashboard

System Information F o X

Appliance Mode Cloud Client
Appliance CM 5tatus

Appliance CM LiveTime 0. - . __ ... . _

wh 1p

Appliance Auth Key GalerateT

e CLl:cm -p

cm -p

"version":"20210901",
"'C'[:]"EIE" : IIDII ,
"type":"Cloud Client"”,
"hame": """~ = -

(=3 (1 1]

"auth":"|xwﬁ47mjxﬁwrxhgﬁthgnﬂh?Eck?amrhc".

"r"'ElriI:]'uu B Py Fl P I r

B Vo e e ]

"mgrsn":
"mgrauth":
"mgrname":

Configure FortiDeceptor Manager

Use the authorizing key you generated in the previous section to add GCP FortiDeceptor as a cloud appliance. After the
appliance is added, configure the deployment network.

Adding and deleting a cloud appliances

To add the GCP FortiDeceptor as a cloud appliance:

1. In FortiDeceptor, go to Central Management > Appliances.
2. Click Add Cloud Appliance. The Add Cloud Appliance dialog opens.
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3. Configure the following settings:

Appliance IP Enter the cloud client's public IP address.
Auth Key Enter Appliance Authorization Key. See, Get the authentication key on page
19.

4. Click Test. You should see the message, Successfully communicated with the cloud appliance.
5. Click Add to add this cloud appliance.

I\ Delete the previous client and add the client with new public IP once the public IP is changed.

To delete a cloud appliances:

1. Goto Central Management > Appliances.
2. Inthe Action column, click the Trash icon.

Configuring the deployment network

To configure the deployment network:

1. Go to Deception > Deployment Network.
2. Click Add New Vian/Subnet. The Add New Vlan/Subnet dialog opens.
3. Configure the network settings and click Save.

Deploy decoys

To deploy the decoys:

1. Inthe GCP Cloud FortiDeceptor, get the MAC address of the cloud FortiDeceptor ports with the CLI command
show.

> show

Configured parameters:
Port 1 IPv4 IP: 10.138.0.38/20 MAC: 42:01:0A:8A:00:26
Port 2 IPv4 IP: 192.168.1.99/24 MAC: 42:01:0A:0A:14:04

Port 3 IPv4 IP: 192.168.2.99/24 oA 2 :01:0A:0A:28:03
IPv4 Default Gateway: 10.138.0.1

2. In Google Cloud Console go to Virtual Machines > VM Instances and select the VM. In the Details tab, under
Network Interfaces, record the IPs in the Alias IP ranges column. See, Create a FortiDeceptor instance on page 14.
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QE]E Compute Engine < Z eoim ) RESET
Virtual machines ~
DETAILS OBSERVABILITY SCREENSHOT
A VMinstances Public DNS PTR Record None
Total egress bandwidth tier —_
B Instance templates
NIC type -
2] Sole-tenant nodes
Firewalls
B Machine images
HTTP traffic off
= TPUs HTTPS traffic Off
Committed use discounts
Network tags
Q,  Migrate for Compute Engi... gep-fde gep-fdc-ep
Storage ~ .
Network interfaces
B Disks Name 4 Network Subnetwork Primary internal IP
Snapshots nic0 default default 10.138.0.38
= Images
nicl sub20 10.10.20.4
Instance groups ~
a nic2 sub40 10.10.40.3
o Instance groups
#  Health checks

3. Setup the decoy networks.
4. Click Done.

To set up the decoy networks in FortiDeceptor:

1. Go to Deception > Deployment Wizard.

CREATE MACHINE IMAGE

Alias IP ranges

10.10.20.21/32
10.10.20.22/32

10.10.40.41/32
10.10.40.42/32

K CREATE SIMILAR W STOP

External IP Network tier @
35.203.182.196 Premium
(Ephemeral)

None

None

11 SUSPEND

IP forwarding

off

off

off

2. Complete Step 1 Template and step 2 Configuration. For more information, see Deploy Decoy VMs with the
Deployment Wizard.

« Enter the Gateway address from the Vlan you created when you configured the deployment network. See,
Configure FortiDeceptor Manager on page 21.
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« Enterthe MAC address you copied in Step 1 of To deploy the decoys: on page 22

Add Network for Deployment X

Appliance GCP_FDC-VMGDPO000038

Deploy Network * port3: subnet 10.10.40.76/24 X v ©

Addressing Mode *

Network Mask * 255.255.255.0

Gateway * 10.10.40.1 ]

MAC Address 42:01:0A:0A:28:03 V]

IP Count * 1 o
1]

Min 10.10.40.1

Max 10.10.40.255

IP Ranges * (1) 10.10.40.41

® cance

Deploy endpoints

To deploy the endpoints:

1. Inthe Google Cloud Console, go to the VM instances page.
2. Open the FortiDeceptor instance.
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3. Under network interfaces, configure the endpoints so they are on the subnets as FortiDeceptor.
4. Attack the decoys through the endpoints.
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