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Change Log

Change Log

Date Change Description

2019-07-19 Initial release.
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Introduction

Introduction

FortiADC SLB supports Lua scripts to perform actions that are not currently supported by the built-in feature
set. Scripts enable you to use predefined script commands and variables to manipulate the HTTP
request/response or select a content route. The multi-script support feature enables you to use multiple scripts
by setting their sequence of execution.
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Definition of terms

Definition of terms

Frontend, backend:

When visiting the virtual server service, the client will create a connection with FortiADC. On the connection,
source |P address is client address, and destination address is virtual server address. After FortiADC receives
the request from the client, FortiADC will load balance the request back to the real servers. This time, FortiADC
will create a connection with the real server; on this connection, source IP address is FortiADC’s out interface |IP
address, and destination address is the real server address.

The connection between the client and virtual server is considered frontend.

The connection between FortiADC and real server is considered backend.
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Configuration overview

Configuration overview

You can use scripts to perform actions that are not currently supported by the built-in feature set. Scripts enable
you to use predefined script commands and variables to manipulate the HTTP request/response or select a
content route, or get SSL info.

You can type or paste the script content into the configuration page.
Before you begin:

« Create a script.
« You must have Read-Write permission for Server Load Balance settings.

After you have created a script configuration object, you can specify it in the virtual server configuration.
To create a script configuration object:

1. Go to Server Load Balance > Scripts.

2. Click Create New to display the configuration editor.
3. Complete the configuration as shown.

4. Save the configuration.

Settings Guidelines

Name Unique group name. No spaces or special characters.
After you initially save the configuration, you cannot edit the name.

Input Type or paste the script.
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Script reference

Script reference

o Control structures on page 8

+ Operators on page 8

o String Library on page 9

« Multiple Scripting Usage on page 10

« Dynamic scripting configuration change on page 10
« Function on page 10

« Eventsonpage 12

« Examples of built-in predefined scripts on page 101

Control structures

The table below lists Lua control structures.
if then else if conditionl then
glseif condition2 then
;lse
end

for Fetch all values of table 't'
for k, v in pairs(t) do

end

Operators

The table below lists Lua operators.

Type List

Relational operators <> <=>===~=

Logic operators not, and, or

test=str:sub(2,5)

debug ("return: %s \n", test)
log ("record a log")

result: “bcde”

For a tutorial on scripting with the Lua string library, see http://lua-users.org/wiki/StringLibrary Tutorial.
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Script reference
String Library

The FortiADC OS supports only the Lua string library. All other libraries are disabled. The string library includes
the following string-manipulation functions:

« String.byte(s, i)

« String.char(i1,i2...)

* String.dump(function)
* String.find(s, pattern)
« String.format

» String.gmatch

« String.gsub

« String.len

* String.lower

« String.match

* String.rep

* String.reverse

* String.sub

« String.upper

« String.starts_with

* String.end_with

« String.format

Like:

a=12
b=string.format (

- {s:byte(1,-1)}
Like:

str = “abc\1\2\0”
t={str:byte(1l,-1)}

wo

%$s, pi=%.4f”, a, 3.14);

t is a table like an array to store the string.
t[1]is 97, t[2] is 98, t[3] is 99, t[4] is 1, t[5] is 2, t[6] is O.
*{s:sub(1, 3)}

str="abcdefg"
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Multiple Scripting Usage

* FortiADC supports using multiple scriptings in one VS.
« Different scripts can contain the same event.

* Priority information can be specified for each event in each script file to control the order of each event if
multiple scripts have been executed.

» The smaller the priority value, the higher the priority. Priority starts from digital number 1.

* Otherwise, the original order (created when the script was added to the VS script list) is used.
* When multiple script call function of redirect()/routing()/close(), the final one prevails.

* The the user can enable/disable events by using command set_event().

In the case of multiple scripts, the user might want to disable processing the rest of the scripts in certain cases,
or might completely disable respond processing.

* The user can enable/disable event automatic by useing command set_auto().

Enabling behavior: in the case of http keep-alive mode, by default FortiADC will re-enable HTTP REQUEST
and HTTP RESPONSE processing for the next transaction (even if the user disables this event in the current
transaction using command set_event()). FortiADC allows the user to disable/enable this automatic enabling
behavior.

Dynamic scripting configuration change

When changing an in-use script, FortiADC supports dynamic reloading of the new scripting configuration.

Function

FortiADC supports the basic commands. If the user want more functions, the user can implement functions to
define more with the basic commands.

Syntax
function function name (parameter)

end

Examples: cookie command usage

FortiADC supports two cookie commands: cookie_list() and cookie(t) with t as a table input

when HTTP REQUEST {

ret=HTTP:cookie list()

for k,v in pairs(ret) do

debug ("----- cookie name %s, value %s----- \n", k,v);
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GET value of cookie "test"

value = get cookie value (HTTP, "test") --the return value is either boolean false or its
value if exists.
debug ("----- get cookie value return %s----- \n", value);

GET attribute path of cookie "test", can be used to get other attributes too

case flag = 0; -- or 1

ret = get cookie attribute (HTTP, "test", "path", case flag);--return value is either
boolean false or its value if exists B

debug ("----- get cookie path return %$s----- \n", ret);

SET value of cookie "test"

ret = set cookie value (HTTP, "test", "newvalue")--return value is boolean
debug ("-—-—--- set cookie value return %$s----- \n", ret);

REMOVE a whole cookie

ret = remove_whole_cookie(HTTP, "test")--return value is boolean

debug ("----- remove cookie return %$s----- \n", ret);

INSERT a new cookie.

You need to make sure the cookie was not first created by the GET command.
Otherwise, by design FortiADC shall use SET command to change its value or
attributes.

In HTTP REQUEST, use $Path, $Domain, $Port, $Version; in HTTP RESPONSE, use Path, Domain, Port,

Version, etc.

ret = insert cookie (HTTP, "test", "abc.d; $Path=/; SDomain=www.example.com, ")--return
value is boolean

debug ("----- insert cookie return %$s----- \n", ret);

}

function get cookie value (HTTP, cookiename)
local t={};

t ["name" ]=cookiename

t["parameter"]="value";
t["action"]="get"
return HTTP:cookie(t)
end

attrname can be path, domain, expires, secure, maxage, max-age, httponly, version, port.

case_flag: If you use zero, FortiADC looks for default attributes named Path, Domain, Expires, Secure, Max-
Age, HttpOnly, Version, Port. By setting this to 1, you can specify the case sensitive attribute name to look for
in t["parameter"”] which could be PAth, DOmaln, MAX-AGE, EXpires, secuRE, HTTPONLy, VerSion, Port, etc.

function get cookie attribute (HTTP, cookiename, attrname, case flag)
local t={};

t ["name" ]=cookiename

t["parameter"]=attrname;

t["case sensitive"] = case flag;

t["action"]="get"

return HTTP:cookie (t)

end

function set cookie value (HTTP, cookiename, newvalue)
local t={};

t ["name" ]=cookiename
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t["value"]=newvalue

t["parameter"]="value";

t["action"]="set"

return HTTP:cookie (t)

end

function remove_whole_cookie(HTTP, cookiename)
local t={};

t ["name" ]=cookiename

t ["parameter"]="cookie";

t["action"]="remove"

return HTTP:cookie (t)

end

function insert cookie (HTTP, cookiename, value)
local t={};

t ["name" ]=cookiename

t["value"]=value;

t ["parameter"]="cookie";
t["action"]="insert"
return HTTP:cookie (t)
end
Events
Event Name Description Available Version
RULE_INIT When initializing the script. V5.2 and earlier
VS_LISTENER_BIND When a VS tries to bind. V5.2
Right now, allows the user to set tcp options,
later can be used to config VS.
TCP:sockopt() and MGM:set_event(“vs_
listener_bind”) are available.
TCP_ACCEPTED When a TCP connection from a client is V5.0
accepted.
TCP_CLOSED When a TCP connection from a client is to be V5.0
closed.
HTTP_REQUEST When a HTTP request comes from a client. V4.3
HTTP_DATA REQUEST Allows the user to manipulate http request V4.8 and later
data.
SERVER_BEFORE_ When connecting to the backend real server. V5.2
CONNECT TCP:sockopt() and management commands
are available.
IP:client_port()/client_addr()/client_ip_ver() are
available.
SERVER_CONNECTED When Httproxy deems that the backend real V5.2

server is connected.
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Event Name

HTTP_RESPONSE

HTTP_DATA RESPONSE

SERVER_CLOSED

CLIENTSSL_HANDSHAKE

CLIENTSSL_
RENEGOTIATE

SERVERSSL _
HANDSHAKE

SERVERSSL _
RENEGOTIATE

AUTH_RESULT

Description Available Version

TCP:sockopt() and management commands
are available.

Server-side IP functions are available.

When a HTTP response comes from real V4.3
server.

Alllows the user to manipulate http response V4.8 and later
data.

When Httproxy is going to terminate the V5.2
backend real server connection.

When a client-side SSL handshake is V5.0
completed.

When a client-side SSL renegotiation is V5.0
completed. It's recommended not to use it as

it’s not safe

When a server-side SSL handshake is V5.0
completed.

When a server-side SSL renegotiation is V5.0
completed. It's recommended not to use it as

it’s not safe.

When authentication(HTML Form / HTTP- V5.2

basic) is done. If auth event detect, it still
trigger the AUTH_RESULT.

LB:routing, ip commands, management
commands and AUTH:commands can be used
in AUTH_RESULT event.

The following commands are support in AUTH_
RESULT.

HTTP:"uri_get path_get method_get query
getll
LB:"routing"

AUTH:"result success gen_renew_cookie flags
need_renew_cookie clear_renew_cookie on_
off clt_meth form_based method auth_flags
author_type sso_group relay_type sess__
timeout set_timeout the user pass realm the
usergroup host uri sso_domain domain_prefix
logoff"

IP:"client_port local_port remote_port client_
addr local_addr remote_addr client_ip_ver"
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Event Name Description

MGM:"rand_id get_session_id disable_event
enable_event set_event set_auto disable_auto
enable_auto"

COOKIE_BAKE When FortiADC is done baking an
authentication cookie.
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Predefined commands

Predefined commands

« Management commands on page 15
« |IP commands on page 17

« TCP commands on page 21

« HTTP commands on page 24

+« HTTP DATA commands on page 45
« Cookie commands on page 50

o Authentication commands on page 52
+ SSL commands on page 57

o GEO IP commands on page 64

+ RAM cache commands on page 65

« PROXY commands on page 71

o LB commands on page 72

o Global commands on page 72

Management commands

MGM:get_session_id()

Returns the session id.
Syntax
MGM:get_session_id();
Arguments: N/A

Examples

when HTTP_REQUEST {
sid = MGM:get session id()
debug (“session id: %$s\n”, sid)

}
FortiADC version: V5.0
Used in events:

Used in all events except VS_LISTENER_BIND.

MGM:rand_id()

Returns a 32-long string of HEX symbols.
Syntax

MGM:rand_id();

Arguments: N/A
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Predefined commands

Examples

when HTTP REQUEST {
rid = MGM:rand id()
debug (“rand id is %s\n”, rid)

}
FortiADC version: V5.0

Used in events:

Used in all events except VS_LISTENER_BIND.

MGM:set_event(t)

Allows the user to disable/enable the rest of the events from executing by disabling this event.
Syntax
MGM:set_event(t);

Arguments

Name Description

t A table which specifies the event and operation.

Examples

when HTTP REQUEST {

t={};

t["event"]="req"; -- can be "req", "res", "data req", "data res", "ssl client", "ssl
server", "tcp accept", "tcp close", "ssl renego client", "ssl renego server",
"server connected", "server close", "server before connect", "vs listener bind",
"auth result", "cookie bake"

t["operation"]="disable"; -- can be "enable", and "disable"

MGM:set event (t);
debug ("disable rest of the HTTP_ REQUEST events\n") ;

}
FortiADC version: V5.0
Used in events: ALL

MGM:set_auto(t)

In the case of keep-alive, all events will be re-enabled automatically even though they are disabled in previous
TRANSACTION using the HTTP:set_event(t) command. To disable this automatic re-enabling behavior, you
can call HTTP:set_auto(t).

Syntax
MGM:set_auto(t);

Arguments
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Name Description

t A table which specifies the event and operation to enable or disable.

Examples

when HTTP REQUEST {

t={};

t["event"]="req";

t["operation"]="disable";

MGM:set auto(t);

debug ("disable automatic re-enabling of the HTTP REQUEST events\n") ;
}

Note: Event can be "req", "res", "data_req", "data_res", "ssl_server", "ss|_renego_server", "

"server_close", "server_before_connect." Operation can be "enable", and "disable."

server_connected",

FortiADC version: V5.0

Used in events: ALL

IP commands

IP:Client_addr()

Returns the client |IP address of a connection; for frontend it will return source address, while for back end, it will
return destination address.

Syntax
cip=IP:client_addr()
Arguments: N/A

Examples:

when SERVERSSL HANDSHAKE {

cip=IP:client addr()

lip=IP:local addr()

sip=IP:server addr ()

rip=IP:remote addr ()

cp=IP:client port()

1p=IP:local port()

sp=IP:server port ()

rp=IP:remote port ()

sipv=IP:server ip ver();

cipv=IP:client ip ver();

debug ("in server ssl with remote addr %s:%s client %s:%s, local %s:%s, server %s:%s, ip
version %s:%s\n", rip, rp, cip, cp, lip,lp, sip, sp, sipv, cipv)

b}
FortiADC version: V5.0
Used in events:

All event except VS_LISTENER_BIND
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Predefined commands

IP:server_addr()

Returns the IP address of the server in backend.
Syntax

sip=IP:server_addr()

Arguments: N/A

Examples:

Please refer to IP:client_addr() example.
FortiADC version: V5.0

Used in events:

Server-side event(include HTTP_RESPONSE/HTTP_DATA_RESPONSE/...)

IP:local_addr()

For frontend, returns the IP address of the virtual server that client is connected to. For backend, returns the
incoming interface |P address of return packet.

Syntax

sip=IP:local_addr()

Arguments: N/A

Examples:

Please refer to IP:client_addr() example.
FortiADC version: V5.0

Used in events:

All events except VS_LISTENER_BIND / SERVER_BEFORE_CONNECT

IP:remote_addr()

Returns the IP address of the host on the far end of the connection.
Syntax

sip=IP:remote_addr()

Arguments: N/A

Examples:

Please refer to IP:client_addr() example.

FortiADC version: V5.0

Used in events:

All events except VS_LISTENER_BIND / SERVER_BEFORE_CONNECT

FortiADC 5.4.0 Script Reference Guide
Fortinet Technologies Inc.



Predefined commands

IP:client_port()

Returns the local port number. In frontend, local port is virtual server port. In backend, local port is gateway's
port which used to connect.

Syntax

cp=IP:client_port()

Arguments: N/A

Examples:

Please refer to IP:client_addr() example.
FortiADC version: V5.0

Used in events:

All event except VS_LISTENER_BIND

IP:server_port()

Returns the server port number. It is a real server port.
Syntax

sp=IP:server_port()

Arguments: N/A

Examples:

Please refer to IP:client_addr() example.

FortiADC version: V5.0

Used in events:

Server-side event(include HTTP_RESPONSE/HTTP_DATA_ RESPONSE/...)

IP:local_port()

Returns the local port number. In frontend, local port is virtual server port. In backend, local port is gateway's
port which used to connect.

Syntax

sp=IP:local_port()

Arguments: N/A

Examples:

Please refer to IP:client_addr() example.
FortiADC version: V5.0

Used in events:

All events except VS_LISTENER_BIND / SERVER_BEFORE_CONNECT
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IP:remote_port()

Returns the remote port number. In frontend, remote_port is client port. In backend, remote_port is real server
port.

Syntax

rp=IP:remote_port()

Arguments: N/A

Examples:

Please refer to IP:client_addr() example.
FortiADC version: V5.0

Used in events:

All events except VS_LISTENER_BIND / SERVER_BEFORE_CONNECT

IP:client_ip_ver()

Returns the current client ip version number of the connection, either 4 or 6.
Syntax

cv=IP:client_ip_ver ()

Arguments: N/A

Examples:

Please refer to IP:client_addr() example.

FortiADC version: V5.0

Used in events:

All events except VS_LISTENER_BIND

IP:server_ip_ver()

Returns the current server ip version number of the connection, either 4 or 6.
Syntax

cv=IP:server_ip_ver ()

Arguments: N/A

Examples:

Please refer to IP:client_addr() example.

FortiADC version: V5.0

Used in events:

server-side event
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TCP commands

TCP:reject()

Allows the user to reject a TCP connection from a client.
Syntax

TCP:reject();

Arguments: N/A

Examples

when TCP_ACCEPTED {
--check if the st is true or false;
If st then

TCP:reject();

end

}

FortiADC version: V5.0

Used in events:

Used in TCP_ACCEPTED

TCP:set_snat_ip(str)

Allows the user to set the backend TCP connection’s source address and port.
Syntax
TCP:set_snat_ip(str);

Note: to use set_snat_ip() you need to make sure the flag SOURCE ADDRESS is selected in the HTTP or
HTTPS type of profile.

Arguments

Name Description

str A string which specifies the ip address.
Examples

when TCP_ ACCEPTED({

addr group = “172.24.172.60/24"
client ip = IP:client addr()

matched = cmp addr(client ip, addr group)
if matched then

if TCP:set snat ip(“10.106.3.124") then
debug (“set SNAT ip to 10.106.3.124\n”)
end

end
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}
Note: vs must config client-address enable in the profile

config load-balance profile

edit "http"

set type http

set client-address enable

next

end

FortiADC version: V5.2

Used in events:

Used in TCP_ACCEPTED / HTTP REQUEST / HTTP_ DATA REQUEST / CLIENTSSL HANDSHAKE

TCP:clear_snat_ip()

Allows the user to clear whatever customized ip the user set with set_snat_ip().
Syntax
TCP:clear_snat_ip();

Arguments

Name Description

str A string which will be calculated.

Examples

when HTTP REQUEST {

if TCP:clear snat ip() then

debug (“clear SNAT ip!\n”)

}

FortiADC version: V5.0

Used in events: ALL

Used in TCP_ACCEPTED / HTTP REQUEST / HTTP DATA REQUEST / CLIENTSSL HANDSHAKE

TCP:sockopt(t)

Allows the user to customize the send buffer and receive buffer size. Can set or get various socket/ip/tcp
operations, such as buffer size, timeout, MSS, etc. Right now, only supports snd_buf and rcv_buf buffer size.

For client-side events, it applies to client-side socket; for server-side events, it applies to server-side socket.
Syntax
TCP:sockopt(t);

Arguments

Name Description

t A table which specifies the event and operation, variable.
Examples

when RULE INIT ({

FortiADC 5.4.0 Script Reference Guide
Fortinet Technologies Inc.



Predefined commands

debug (" ======== RULE INIT ========\n") ;
-— access to https://notes.shichao.io/unp/ch7/ for more details.
tcp message = {};

tcp message|

1]="snd buf"; --int
tcp message[2]
{}

="rcv_buf"; --int
setIntMsg = ;

setIntMsg[1l]="snd buf"; --int

setIntMsg[2]="rcv buf"; --int
setIntValue = {};
setIntValue[l] = 111222;
setIntValue[2] = 111222;

}

when VS LISTENER BIND({

--when a VS tries to bind.

debug (" ======== VS _LISTENER BIND ========\n");
for k,v in pairs(tcp message) do

t={};

t["op"] = "get"

t["message"]=v

if TCP:sockopt(t) then

debug ("%s value is %d\n",v, TCP:sockopt (t));

else

debug ("get %s status %s\n",v,TCP:sockopt (t));
end

end

debug (" ==== set ==== \n");

for k,v in pairs(setIntMsg) do
s = {};

S["Op"] — "Set"; —-—-0or "Set"
s["message"] = v
s["value"] = setIntValuel[k]; -- for integer value

result = TCP:sockopt(s);

debug ("setting %$s to %s return %$s\n",v,setIntValuel[k], result);
end

debug (" ==== End set ==== \n");

for k,v in pairs(tcp message) do

t =1}

t["op"] = "get"

t["message"]=v

if TCP:sockopt(t) then

debug ("%s value is %d\n",v, TCP:sockopt(t));

else
debug ("get %s status %$s\n",v,TCP:sockopt (t));
end
end

}

when HTTP_RESPONSE {

debug (" ======== HTTP RESPONSE ========\n");
t={}

t["size"] = 100;

HTTP:collect (t)

debug (" ==== set ==== \n");

for k,v in pairs(setIntMsg) do

s = {};

S["Op"] — "Set"; —--0or "Set"
s["message"] = v
s["value"] = setIntValuelk]; -- for integer value
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result = TCP:sockopt(s);

debug ("setting %s to %s return %$s\n",v,setIntValuel[k], result);
end

debug (" ==== End set ==== \n");

for k,v in pairs(tcp message) do

t = {};

t["op"] = "get"

t["message"]=v

if TCP:sockopt(t) then

debug ("%$s value is %d\n",v, TCP:sockopt(t));

else

debug ("get %s status %$s\n",v,TCP:sockopt (t));

end

end

}

when HTTP DATA RESPONSE {

debug (" ======== HTTP_ DATA RESPONSE ========\n");
debug (" ==== set ==== \n");

for k,v in pairs(setIntMsg) do

s = {};

S['Op"] — "Set",' —-—-0or "Set"
s["message"] = v
s["value"] = setIntValuelk]; -- for integer value

result = TCP:sockopt(s);

debug ("setting %$s to %s return %$s\n",v,setIntValuel[k], result);
end

debug (" ==== End set ==== \n");

for k,v in pairs(tcp message) do

t =1}

t["op"] = "get"

t["message"]=v

if TCP:sockopt(t) then

debug ("%s value is %d\n",v, TCP:sockopt(t));
else

debug ("get %s status %$s\n",v,TCP:sockopt (t));
end

end

}
FortiADC version: V5.0
Used in events:

Used in client-side events, including TCP_BIND, TCP_ACCEPTED, HTTP_REQUEST, HTTP_DATA _
REQUEST

Used in server-side events, including HTTP_RESPONSE, HTTP_DATA_RESPONSE, BEFORE_CONNECT,
SERVER_CONNECTED.

HTTP commands

HTTP:header_get_names()
Returns a list of all the headers present in the request or response.

Syntax
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HTTP:header_get_names();
Arguments: N/A

Examples

when HTTP_ REQUEST {

--use header and value

headers = HTTP:header get names ()

for k, v in pairs(headers) do

debug ("The value of header %s is %s.\n", k, v)

end

--only use the header name

for name in pairs(headers) do

debug ("The request/response includes header %s.\n",name)
end

}
FortiADC version: V4.3
Used in events:

HTTP_REQUEST / HTTP_RESPONSE

HTTP:header_get_values(header_name)

Returns a list of value(s) of the HTTP header named <header_name>, with a count for each value. Note that
the command returns all the values in the headers as a list if there are multiple headers with the same name.

Syntax

HTTP:header_get_values(header_name);

Arguments

Name Description

Header_name A string which specifies the header name.
Examples

when HTTP_ REQUEST {
cookies=HTTP:header get values ("Cookie")

for k, cnt in pairs(cookies) do

debug ("initially include cookie %s cnt %d\n", %k, v)
end

}
FortiADC version: V4.3
Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE / AUTH_RESULT

HTTP:header_get_value(header_name)

Returns the value of the HTTP header named<header_name>.
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Returns false if the HTTP header named <header_name> does not exist. The command operates on the value
of the last head if there are multiple headers with the same name.

Syntax

HTTP:header_get_value(header_name);

Arguments

Name Description

Header_name A string which specifies the header name.
Examples

when HTTP_ REQUEST {

host = HTTP:header get value("Host");
debug ("host is %s\n", host);

}

FortiADC version: V4.3
Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE

HTTP:header_remove(header_name)

Removes all headers named with the name <header_name>.
Syntax

HTTP:header_remove(header_name);

Arguments

Name Description

Header_name A string which specifies the header name.
Examples

when HTTP_REQUEST {
HTTP:header remove (“Cookie”);

}
FortiADC version: V4.3
Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE

HTTP:header_remove2(header_name, countid)

Header_get_values() returns a count ID for each item. This count ID can be used in both header_remove2()
and header_replace2() to remove and replace a certain header of a given name referenced by the count ID.

Syntax
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HTTP:header_remove2(header_name, countid);

Arguments

Name Description

Header_name A string which specifies the header name.

Countid A integer which specifies the header_name serial number
Examples

when HTTP_RESPONSE {
cookies=HTTP:header get values ("Set-Cookie")
for k, v in pairs(cookies) do

debug ("include cookie %s cnt %d\n", k, v)
end

if HTTP:header remove?2 ("Set-Cookie", 1) then
debug ("remove 1lst cookie\n")

end

}
FortiADC version: V4.8
Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE

HTTP:header_insert(header_name, value)

Inserts the header <header_name> with value <value> into the end of the HTTP request or response.
Syntax

HTTP:header_insert(header_name, value);

Arguments

Name Description

Header_name A string which specifies the header name.

Value A string which specifies the value of the header<header_name>.
Examples

when HTTP REQUEST {
HTTP:header insert (“Cookie”, “insert cookie=serverl”)

}
FortiADC version: V4.3
Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE

HTTP:header_replace(header_name, value)

Replaces the occurrence value of header <header_name> with value <value>.
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Syntax

HTTP:header_replace(header_name, value);

Arguments

Name Description

Header_name A string which specifies the header name.

Value A string which specifies the value of the header<header_name>.
Examples

when HTTP_REQUEST {
HTTP:header replace(“Host”, “www.fortinet.com”)

}
FortiADC version: V4.8
Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE

HTTP:header_replace2(header_name, value, countid)

Header_get_values() returns a count ID for each item. This count ID can be used in both header_remove2()
and header_replace2() to remove and replace a certain header of a given name referenced by the count ID.

Syntax

HTTP:header_replace2(header_name, value, countid);

Arguments
Name Description
Value A string which specifies the value of the header<header_name>.
Header_name A string which specifies the header name.
Countid A integer which specifies the header_name serial number
Examples

when HTTP REQUEST {

cookies=HTTP:header get values ("Cookie")

for k, v in pairs(cookies) do

debug ("include cookie %s cnt %d\n", k, v)

end

if HTTP:header replace2("Cookie", “new value”, 1) then
debug ("replace 1lst cookie\n")

end

}
FortiADC version: V4.8
Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE
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HTTP:header_exists(header_name)

Returns true when the header <header_name> exists and false when not exists
Syntax

HTTP:header_exists(header_name);

Arguments

Name Description

Header_name A string which specifies the header name.
Examples

when HTTP REQUEST ({
if HTTP:header exists(“Cookie”) then

end

}
FortiADC version: V4.3

Used in events:

Used in HTTP_REQUEST / RESPONSE

HTTP:header_count(header_name)

Returns the integer counter of the header <header_name>.
Syntax

HTTP:header_count(header_name);

Arguments

Name Description

Header_name A string which specifies the header name.
Examples

when HTTP REQUEST {
count = HTTP:header_count(“Cookie”);

}
FortiADC version: V4.3

Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE

HTTP:method_get()

Returns the string of the HTTP request method.
Syntax
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HTTP:method_get();
Arguments: N/A

Examples

when HTTP REQUEST ({
method = HTTP:method get();
}

FortiADC version: V4.3
Used in events:

Used in HTTP_REQUEST / AUTH_RESULT

HTTP:method_set(value)

Sets the HTTP request method to the string <value>.
Syntax
HTTP:method_set(value);

Arguments

Name Description

str A string which specifies the method.
Examples

when HTTP_REQUEST {
HTTP:method set (“POST”)
}

FortiADC version: V4.3
Used in events:

Used in HTTP_REQUEST

HTTP:path_get()

Returns the string of the HTTP request path.
Syntax

HTTP:path_get();

Arguments: N/A

Examples

when HTTP REQUEST {
path = HTTP:path get();
}

FortiADC version: V4.3

Used in events:
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Used in HTTP_REQUEST / AUTH_RESULT

HTTP:path_set(value)

Sets HTTP request path to the strng <value>.
Syntax
HTTP:path_set(value);

Arguments

Name Description

Value A string which specifies the path.
Examples

when HTTP_REQUEST {
HTTP:path set (“/other.html”);
}

FortiADC version: V4.3
Used in events:

Used in HTTP_REQUEST

HTTP:uri_get()

Returns the string of the HTTP request URI.
Syntax

HTTP:uri_get();

Arguments: N/A

Examples

when HTTP REQUEST {
uri = HTTP:uri get();
}

FortiADC version: V4.3
Used in events:

Used in HTTP_REQUEST / AUTH_RESULT

HTTP:uri_set(value)

Sets HTTP request URI to the string <value>.
Syntax
HTTP:uri_set(value);

Arguments

FortiADC 5.4.0 Script Reference Guide
Fortinet Technologies Inc.



Predefined commands

Name Description

value a string which specifices the uri.

Examples

when HTTP_ REQUEST {
HTTP:uri set (“/index.html?para=xxxx”);

}
FortiADC version: V4.3
Used in events:

Used in HTTP_REQUEST

HTTP:query_get()

Returns the string of the HTTP request query.
Syntax

HTTP:query_get();

Arguments: N/A

Examples

when HTTP REQUEST {
query = HTTP:query get();
}

FortiADC version: V4.3
Used in events:

Used in HTTP_REQUEST / AUTH_RESULT

HTTP:query_set(value)

Sets HTTP request query to the string <value>.
Syntax
HTTP:query_set(value);

Arguments

Name Description

value A string which specifies the uri.

Examples

when HTTP REQUEST {
HTTP:query set (“queryl=valuel”);
}

FortiADC version: V4.3
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Used in events:

Used in HTTP_REQUEST / AUTH_RESULT

HTTP:redirect(“url”, ...)

Redirects an HTTP request or response to the specified URL.
Syntax
HTTP:redirect(“url”, ...);

Arguments

Name Description

url A string which specifies the redirect url.
Examples

when HTTP_ REQUEST {

Host = HTTP:header get value ("host")

Path = HTTP:path get()

HTTP:redirect ("https://%$s%s", Host, Path);
}

FortiADC version: V4.3

Used in events:

HTTP_REQUEST / HTTP_DATA_REQUEST / HTTP_RESPONSE
Cannot use in HTTP_DATA RESPONSE

HTTP:redirect_with_cookie(url, cookie)

Redirects an HTTP request or response to the specified url with cookie.
Support multiple redirect
Syntax

HTTP:redirect_with_cookie(url, cookie);

Arguments
Name Description
url A string which specifies the redirect url.
cookie A string as cookie.
Examples
HTTP:redirect with cookie ("www.example.com", "server=nginx")
HTTP:redirect with cookie ("www.abc.com", "server=nginx")
Note:

: it was finally redirected to www.abc.com with the cookie "server=nginx"
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FortiADC version: V4.8

Used in events:

HTTP_REQUEST / HTTP_DATA_REQUEST / HTTP_RESPONSE
Can not use in HTTP_DATA_RESPONSE

HTTP:redirect_t(t)

Redirects an HTTP request or response to the URL specified in the table.
Supports multiple redirect, same as HT TP:redirect_with_cookie().
Syntax

HTTP:redirect_t(t);

Arguments

Name Description

t A table that defines the code, redirect url, and cookie.

Examples

when HTTP RESPONSE{

a={} —--initialize a table
al["code"]=303;
a["url"]="www.example.com"
a["cookie"]="test:server"
HTTP:redirect t(a)

debug ("redirected\n")

}

Note:

if code not set, default code in http redirect response is 302

if URL is missing in the input table, then a log will be generated!
FortiADC version: V4.8

Used in events:

HTTP_REQUEST / HTTP_DATA_REQUEST / HTTP_RESPONSE
Can not use in HTTP_DATA_RESPONSE

HTTP:version_get()

Returns the HTTP version of the request of response.
Syntax

HTTP:version_get();

Arguments: N/A

Examples
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when HTTP REQUEST {
v = HTTP:version get();

}

FortiADC version: V5.8

Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE
HTTP:version_set(value)

Sets HTTP request or response version to the string <value>
Syntax

HTTP:version_set(value);

Arguments

Name Description

value A string which specifies the version.
Examples

when HTTP_REQUEST {
HTTP:version set (“HTTP2.0");
}

FortiADC version: V4.8
Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE

HTTP:status_code_get()

Returns the response status code output as string.
Syntax

HTTP:status_code_get();

Arguments: N/A

Examples

when HTTP RESPONSE {
code = HTTP:status code get();
}

FortiADC version: V4.8
Used in events:

Used in HTTP_RESPONSE

HTTP:status_code_set(value)

Sets the HTTP response status code.
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Syntax

HTTP:status_code_set(value);

Arguments

Name Description

value A string which specifies the status code.
Examples

when HTTP RESPONSE {
HTTP:status_code set (“304”);
}

FortiADC version: V4.8
Used in events:

Used in HTTP_RESPONSE

HTTP:code_get()

Returns the response status code, out put as integer.
Syntax

HTTP:code_get();

Arguments: N/A

Examples

when HTTP_ REQUEST {
code = HTTP:code get();
}

FortiADC version: V4.8

Used in events:

Used in HTTP_RESPONSE
HTTP:code_set(integer)

Sets the response status code.
Syntax
HTTP:code_set(integer);

Arguments

Name Description

integer A Integer which specifies the status code.

Examples

when HTTP REQUEST {
HTTP:coe_ set (503);
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}
FortiADC version: V4.8
Used in events:

Used in HTTP_RESPONSE

HTTP:reason_get()

Returns the response reason.
Syntax

HTTP:reason_get();
Arguments: N/A

Examples

when HTTP RESPONSE {
reason = HTTP:reason_get();

}

FortiADC version: V4.8
Used in events:

Used in HTTP_RESPONSE
HTTP:reason_set(value)
Sets the response reason.
Syntax

HTTP:reason_set(value);

Arguments

Name Description

value A string which specifies the response reason.
Examples

when HTTP RESPONSE {
HTTP:reason_set (“Not exist !”);

}
FortiADC version: V4.8

Used in events:

Used in HTTP_RESPONSE

HTTP:client_addr()

Returns the client |P address of a connection

for HTTP_REQUEST packet, it's source address
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for HTTP_RESPONSE packet, it's destination address
Syntax

HTTP:client_addr();

Arguments: N/A

Examples

when HTTP_REQUEST priority 100 {
cip=HTTP:client addr ()
}

FortiADC version: V4.6
Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE

HTTP:local_addr()

For HTTP_REQUEST, return the ip address of the virtual server the client is connected to;
for HTTP_RESPONSE, return the incoming interface ip address of the return packet.
Syntax

HTTP:local_addr();

Arguments: N/A

Examples

when HTTP REQUEST {
lip = HTTP:local addr()
}

FortiADC version: V4.6
Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE

HTTP:server_addr()

Returns the ip address of the serverin HTTP_RESPONSE.
Syntax

HTTP:server_addr();

Arguments: N/A

Examples

when HTTP_ RESPONSE {
sip = HTTP:server addr ()
}

FortiADC version: V4.6

Used in events:
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Used in HTTP_RESPONSE

HTTP:remote_addr()

Returns the ip address of the host on the far end of the connection
Syntax

HTTP:remote_addr();

Arguments: N/A

Examples

when HTTP REQUEST {
rip = HTTP:remote addr ()
}

FortiADC version: V4.6
Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE

HTTP:client_port()

Returns real client port number in a string format.
Syntax

HTTP:client_port();

Arguments: N/A

Examples

when HTTP REQUEST {
stringl=HTTP:client port ()
string2=HTTP:local port ()
string3=HTTP:remote port ()

debug ("result client port: %s \n",stringl)
debug ("result local port: %s \n",string2)
debug ("result remote port: %s \n",string3)
}

when HTTP RESPONSE {

debug ("SERVER _side: \n")
string4=HTTP:server port ()

debug ("result server port: %s \n",string4)
string5=HTTP:client port ()
string6=HTTP:local port ()
string7=HTTP:remote port ()

debug ("result client port: %s \n",string5)
debug ("result local port: %s \n",string6)
debug ("result remote port: $%$s \n",string7)

}
FortiADC version: V4.8

Used in events:
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Used in HTTP_REQUEST / HTTP_RESPONSE / HTTP_DATA REQUEST / HTTP_DATA RESPONSE

HTTP:local_port()

Returns the local port number in a string format.

In HTTP_REQUEST, local_port is virtual server port.

In HTTP_RESPONSE, local_port is gateway’s port which used to connect
Syntax

HTTP:local_port();

Arguments: N/A

Examples

when HTTP REQUEST {
stringl=HTTP:client port ()
string2=HTTP:local port ()
string3=HTTP:remote port ()

debug ("result client port: %s \n",stringl)
debug ("result local port: %s \n",string2)
debug ("result remote port: %s \n",string3)

}
FortiADC version: V4.8
Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE / HTTP_DATA_REQUEST / HTTP_DATA_RESPONSE

HTTP:remote_port()

Returns the remote port number in a string format.

In HTTP_REQUEST, remote_port is client port.

In HTTP_RESPONSE, remote_port is real server port.
Syntax

HTTP:remote_port();

Arguments: N/A

Examples

when HTTP REQUEST {
stringl=HTTP:client port()
string2=HTTP:local port ()
string3=HTTP:remote port ()

debug ("result client port: %s \n",stringl)
debug ("result local port: %s \n",string2)
debug ("result remote port: %s \n",string3)

}
FortiADC version: V4.8

Used in events:

FortiADC 5.4.0 Script Reference Guide
Fortinet Technologies Inc.



Predefined commands
Used in HTTP_REQUEST / HTTP_RESPONSE / HTTP_DATA REQUEST / HTTP_DATA RESPONSE

HTTP:server_port()

Returns the server port number in a string format. It’s real server port
Syntax

HTTP:server_port();

Arguments: N/A

Examples

when HTTP RESPONSE {

debug ("SERVER_side: \n")
string4=HTTP:server port ()

debug ("result server port: %s \n",string4)
string5=HTTP:client port()
string6=HTTP:local port ()
string7=HTTP:remote port ()

debug ("result client port: %s \n",string5)
debug ("result local port: %s \n",string6)
debug ("result remote port: %s \n",string7)

}
FortiADC version:; V4.8
Used in events:

Only used in HTTP_RESPONSE / HTTP_DATA_RESPONSE

HTTP:client_ip_ver()

Returns the client ip version number, can use to get ipv4 or ipv6 version
Syntax

HTTP:client_ip_ver();

Arguments: N/A

Examples

when HTTP REQUEST {
string=HTTP:client ip ver()
debug ("\nresult: %s \n",string)
}

when HTTP_ RESPONSE {
string=HTTP:client ip ver ()
debug ("\nresult: %s \n",string)

}
FortiADC version: V4.8
Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE / HTTP_DATA_REQUEST / HTTP_DATA_RESPONSE
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HTTP:server_ip_ver()

Returns the server ip version number, can use to get ipv4 or ipv6 version
Syntax

HTTP:server_ip_ver();

Arguments: N/A

Examples

when HTTP_REQUEST ({
string=HTTP:server ip ver ()
debug ("\nresult: %s \n",string)

}
FortiADC version: V4.8
Used in events:

Only used in HTTP_RESPONSE / HTTP_DATA_RESPONSE

HTTP:close()

Close an HTTP connection, default using code 503, or you can specify a code.
Can support multiple close call.

Syntax

HTTP:close();

Arguments: N/A

Examples

when HTTP REQUEST {

Examplel:

HTTP:close in script 1

HTTP:close in script 2

ps: it will send the close message to client correctly

Example2:

HTTP:close ()

HTTP:redirect with cookie ("www.example.com","server=nginx")

ps:the client get the redirect message, the close message is overwritten
HTTP:close () --close http connection using code 503

HTTP:close (200) --close http connection using code 200

FortiADC version: V4.6
Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE

HTTP:respond(t)

Allows you to return a customized page, send out HTTP response directly from FortiADC.

Syntax
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HTTP:respond(t);

Arguments

Name Description

t A table which will give the response code and content.
Examples
when HTTP REQUEST {
tt={}
tt["code"] = 200;
tt["content"] = "XXXXX Test Page XXXXXXX\r\n\r\n";

status = HTTP:respond(tt);
debug ("HTTP_ respond() status: %$s\n", status);
}

FortiADC version: V5.2
Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE / HTTP_DATA_REQUEST

HTTP:get_session_id()

FortiADC will assign each session an unique id and allow the user to get this unique id through this function.

With this unique id, the user can play with Lua script to capture request headers, store them into a global

variable indexed by this unique id and then index a global variable using this unique id to extract its own request

header info in the HTTP request event
Syntax

HTTP:get_session_id();

Arguments: N/A

Examples

When RULE_INIT {

Env={}

}

when HTTP REQUEST({

id=HTTP:get session_ id()

debug ("session id %d\n", id);

env([id]=nil

regq={}

req["url"]=HTTP:uri get ()
req["method"]=HTTP:method get ()

env[id]=req

}

when HTTP RESPONSE{

id=1

request=env[id]

if req then

debug ("session id %d and url %s\n", id,request["url"]);
debug ("session id %d and method %s\n", id,request["method"]);
end
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}

Output:

session id 1

session id 1 and url /index.html
session id 1 and method GET

FortiADC version: V4.8
Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE / HTTP_DATA_REQUEST / HTTP_DATA_RESPONSE

HTTP:rand_id()

Returns a random string of 32-long in hex format.
Syntax

HTTP:rand_id();

Arguments: N/A

Examples

when HTTPiREQUEST {
id = HTTP:rand id();
debug (“random id: $%$s\n”, id)

}
FortiADC version: V4.8

Used in events: ALL

HTTP:set_event(t)

Sets a request or response event enable or disable.
Syntax
HTTP:set_event(t);

Arguments

Name Description

t Atable when to specify enable/disable an event.

Examples

when HTTP REQUEST {

t={1};

t["event"] = "data res";
t["operation"] = "disable";
HTTP:set event (t);

}

Note:

Event can be "req", "res", "data_req", "data_res

FortiADC 5.4.0 Script Reference Guide
Fortinet Technologies Inc.



Predefined commands

And operation can be "enable" and "disable"

This command will genarate a log if the event or operation is wrong
FortiADC version: V4.8

Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE

HTTP:set_auto()

Sets an automatic request or response event.

In http keep-alive mode, by default FortiADC will automatically re-enable both HTTP_REQUEST and HTTP_
RESPONSE event processes, for next transaction even if they have been disabled in the current transaction.
User can disable/enable this automatic behavior using this facility.

Syntax
HTTP:set_auto(t);

Arguments

Name Description

t A table which specifies the event and operation.

Examples

when HTTP REQUEST {

t={};

t["event"] = "data req";
t["operation"] = "enable";
HTTP:set auto(t);

}

Note:

Event can be "req", "res", "data_req", "data_res"

And operation can be "enable" and "disable."

This command will genarate a log if the event or operation is wrong
FortiADC version: V4.8

Used in events:

Used in HTTP_REQUEST or HTTP_RESPONSE

HTTP DATA commands

Note:

FortiADC buffer size is 1.25M, this is FortiADC harm limit. If http data exceed 1.25M, FortiADC only collect
1.25M data, the left will be forwarded directly.
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HTTP:collect()

Collects body data from http request or response. You may specify a specific amount using the length
argument.

Syntax
HTTP:collect(t);

Arguments

Name Description

t A table which specifies the data size to collect.
Examples

when HTTP_RESPONSE{
debug ("Start\n")

t={}

t["size"]=10
HTTP:collect (t)

debug ("Done\n")

}

when HTTP_DATA_RESPONSE{
table={}
table["operation"]="size"
ret=HTTP:payload (table)
debug ("Size: %d \n",ret)
}

Note:

Size: means httproxy a block size, limited by FortiADC HARD LIMIT
FortiADC version: V4.8

Used in events:

HTTP_REQUEST / HTTP_RESPONSE

HTTP:payload(size)
Returns the size of the buffered content. Returns value is an integer. Used in HTTP_DATA_REQUEST or
HTTP_DATA RESPONSE

Syntax
HTTP:payload(t);

Arguments
Name Description
t A table which specifies the operation-size doing to the request/response
data.
Examples
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when HTTP DATA RESPONSE {

tl={}

tl["operation"]="size"

sz=HTTP:payload(tl)

debug ("----response data size: %d-----\n", sz)}

FortiADC version: V4.8
Used in events:

HTTP_DATA REQUEST / HTTP_DATA_RESPONSE

HTTP:payload(content)

Returns the buffered content in a string.
Syntax
HTTP:payload(t);

Arguments
Name Description
str A string which will be calculated.
Examples
when HTTP DATA REQUEST {
t={};
t[“operation”]="content”; --return the buffered content

t[Noffset”]1=12;
t[“size”]=20;
ct = HTTP:payload(t); --return value is a string containing the buffered content

}

Note:

the “offset” and “size” fields are optional.

If “offset” field is missing, zero is assumed.

If “size” field is missing, it will operate on the whole buffered data.
FortiADC version: V4.8

Used in events:

Used in HTTP_DATA_REQUEST or HTTP_DATA_RESPONSE

HTTP:payload(set)

Insert the specified data at the specified location.
Syntax
HTTP:pyaload(t);

Arguments
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Name Description

t A table which will give the parameter: offset, size, data to set.
Examples

when HTTP DATA REQUEST {

t={};

t[“operation”]="set” --replace the buffered content by new data

t[“offset”]1=12;
t[“size”]=20;

t[“data”]= “new data to insert”;

ret = HTTP:payload(t); --return value is boolean: false if fail, true if succeed
}

Note:

the “offset” and “size” fields are optional.

If “offset” field is missing, zero is assumed.

If “size” field is missing, it will operate on the whole buffered data.
FortiADC version: V4.8

Used in events:

Used in HTTP_DATA_REQUEST or HTTP_DATA_RESPONSE

HTTP:payload(find)

Searches for a particular string or a regular expression on the buffered data.
Syntax
HTTP:payload(t);

Arguments
Name Description
t A table which will give the parameter: data, offset, size, scope.
Examples
when HTTP DATA REQUEST {
t={};
t[Yoperation”]="find”
t[“data”]="sth”; -- can be a regular expression, like (s.h)

[
t[Noffset”]=12;
t[“size”]=20;
t[“scope”]="first” -- the scope field can be either “first” or “all”
ct = HTTP:payload(t); —--return value is a boolean false if operation fail or the number
of occurrences found;

}
Note:

« The “offset” and “size” fields are optional.
« If “offset” field is missing, zero is assumed.
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o If “size” field is missing, it will operate on the whole buffered data.
« “scope” field can be either “first” or “all”

FortiADC version: V4.8
Used in events:

Used in HTTP_DATA_REQUEST or HTTP_DATA_RESPONSE

HTTP:payload(remove)

Removes a particular string or a regular expression from the buffered data.
Syntax
HTTP:payload(t);

Arguments

Name Description

t Atable which will give the parameter: data to remove, offset, size, scope.
Examples
when HTTP DATA REQUEST {

t={};

t[“operation”]="remove”

t[“data”]="sth”; -- can be a regular expression, like (s.h)

t[Noffset”]1=12;

t[“size”]=20;

t[“scope”]="first” --"first" or “all”

ct = HTTP:payload(t); --return value is a boolean false if operation fail or the number

of occurrences removed

}
FortiADC version: V4.8

Used in events:

Used in HTTP_DATA_REQUEST or HTTP_DATA_RESPONSE

HTTP:payload(replace)

Replaces a particular string or regular expression with a new string.
Syntax
HTTP:payload(t);

Arguments
Name Description
t Atable which will give the parameter: data to replace, new_data, offset,
size, scope.
Examples
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when HTTP DATA REQUEST {

t={};

t[“operation”]="replace”

t[“data”]="sth”; -- can be a regular expression, like (s.h)

t[“new data”]="sth new”; --“new data” field is needed for the “replace” operation.
t[Noffset”]1=12;

t[“size”]=20;

t[“scope”]="first” -- or “all”

t

ct = HTTP:payload(t); --return value is a boolean false if operation fail or the number

of occurrences replaced

}
FortiADC version: V4.8
Used in events:

Used in HTTP_DATA_REQUEST or HTTP_DATA_RESPONSE

Cookie commands

HTTP:cookie_list()

Returns a list of cookies: their names and values.
Syntax

HTTP:cookie_list();

Arguments: N/A

Examples

when HTTP_REQUEST ({

ret=HTTP:cookie list()

for k,v in pairs(ret) do

debug ("cookie name %s, value %$s\n", k,v);
end

}
FortiADC version: before V5.0
Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE

HTTP:cookie(t)

Allows you to GET/SET cookie value and cookie attribute, REMOVE a whole cookie, GET the whole cookie in
HTTP RESPONSE, and INSERT a new cookie.

Syntax

HTTP:cookie(t);

t=0

t[*name”] =“name”

FortiADC 5.4.0 Script Reference Guide
Fortinet Technologies Inc.

50



Predefined commands

t[“parameter’] = {can be value, cookie, path, domain, expires, secure, maxage, max-age, httponly, version,
port, attrname }

t[*value”] = value
t[“case_sensitive”] ={0 or 1}
t[“action”] ={can be get, set, remove, insert}

ret = HTTP:cookie(t) --return is true if succeed or false if failed

Arguments
Name Description
t A table which specifies cookie name, parameter, action.
Examples
when HTTP REQUEST {
t={};
t["name"]="test"
t["parameter"]="value";--value, cookie, path, domain, expires, secure, maxage, max-age,
httponly, version, port, attrname,
t["action"]="get"--get, set, remove, insert

ret = HTTP:cookie (t)

if ret then

debug ("get cookie value succeed %s\n",ret);
else

debug ("get cookie value failed\n");

end

}
Note:

name: specify cookie name

parameter: specify cookie value and attribute, including value, cookie, path, domain, expires, secure, maxage,
max-age, httponly, version, port

action: can be get, set, remove, insert
FortiADC version: before V5.0
Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE

HTTP:cookie_crypto(t)

The provided function response_encrypt_cookie can be used to perform cookie encryption in HTTP
RESPONSE and request_decrypt_cookie can be used to perform cookie decryption in HTP_REQUEST.
Syntax

HTTP:cookie_crypto(t);

Arguments
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Name Description

t A table which specifies cookie name, parameter, action.

Examples

when HTTP_REQUEST {
-—encrypt cookie "test" in HTTP REQUEST before forwarding to real servers

local t={};

t["name"]="cookiename"
t["action"]="encrypt" --encrypt, or decrypt
t["key"]="0123456789ABCDEF";
t["prefix"]="XXXX";

t["size"]=size-- 128, 192, or 256, the corresponding key length is 16, 24, and 32
if HTTP:cookie crypto(t) then

debug ("Encrypt cookie succeed\n");

else

debug ("Encrypt cookie failed\n");

end

}
Note:

« name: specify cookie name
« action: can be encrypt, or decrypt
« Size: can be 128, 192, or 256, the corresponding key length is 16, 24, and 32

FortiADC version: before V5.2
Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE

Authentication commands

AUTH:get_baked_cookie()

Allow you to retrieve the baked cookie.
Syntax

AUTH:get_baked_cookie();
Arguments: N/A

Examples
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Wk Rathentication

D : -I ;IEJ |
i &

Client
1. GET FortiADC RS

when COOKIE BAKE {

cookie = AUTH:get baked cookie ()

debug (“Get cookie: %$s\r\n”, cookie)

}

Result:

Get cookie: Set-Cookie:
FortiADCauthSI=1fGnC2gsl7xsbAg4JFs94e4CJIJfFXaP3U5z26QHv0o7n08cCoT5MdtQog2lmcizPo3aRiB
HY/RThhocgG+DdnvsCLFJh3nBUoLeuYjGK91Y5L4=|W86hXGyg; expires=Tue 23 Oct 2018
04:19:45 GMT; domain=10.1.0.99; path=/

FortiADC version: V5.2
Used in events:

Used in AUTH_RESULT

AUTH:set_baked_cookie(cookie)

Allow you to customize cookie attribute the baked cookie.
Syntax
AUTH:set_baked_cookie(cookie);

Arguments
Name Description
cookie A string which specifies the baked cookie.
Examples
= =n =
- - -@=
ien
1.GET FortiADC RS
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when COOKIE BAED {

cookie = AUTH:get baked cookie ()

new cookie = cookie..”; Mick-Test:123444444"
status = AUTH:set baked cookie (new cookie)
debug (“Set baked cookie, status: %$s\n”, status)

}
Result:
Set baked cookie, status: true

FortiADC version: V5.2
Used in events:

Used in AUTH_RESULT

AUTH:on_off()

Returns the authentication whether required or not.
Syntax

AUTH:on_off();

Arguments: N/A

Examples
¥ =~ i O

4. Response — 3. Response =
ien
1. GET FortiADC 2. GET RS

when AUTH RESULT ({

on off = AUTH:on off()

succ = AUTH:success ()

fm = AUTH:form based()

user = AUTH:user ()

pass = AUTH:pass ()

userg = AUTH:usergroup ()

realm = AUTH:realm()

host = AUTH:host ()

debug (“authentication form based %s, on off %s, success %s, the user %s, pass %s, realm
%s, the usergroup %s, host %s\n”,_%m, on off, succ, the user, pass, realm, the
userg, host) B

}

Result:
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authtication form based true, on off true, success true, the user test, pass test, realm
Form333333, the userg test, host 10.1.0.99

FortiADC version: V5.2
Used in events:

Used in AUTH_RESULT / HTTP_REQUEST / HTTP_DATA_REQUEST / HTTP_RESPONSE / HTTP_DATA _
RESPONSE

AUTH:success()

Returns the authentication is successful or not
Syntax

AUTH:success();

Arguments: N/A

Examples

Please refer to command AUTH:on_off() example.
FortiADC version: V5.2

Used in events:

Used in AUTH_RESULT / HTTP_REQUEST / HTTP_DATA_REQUEST / HTTP_RESPONSE / HTTP_DATA _
RESPONSE

AUTH:form_based()

Returns the authentication is HTTP form based or not
Syntax

AUTH:form_based();

Arguments: N/A

Examples

Please refer to command AUTH:on_off() example.
FortiADC version: V5.2

Used in events:

Used in AUTH_RESULT / HTTP_REQUEST / HTTP_DATA _REQUEST / HTTP_RESPONSE / HTTP_DATA _
RESPONSE

AUTH:user()

Returns the user name in authentication
Syntax

AUTH:user();

Arguments: N/A

Examples
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Please refer to command AUTH:on_off() example.
FortiADC version: V5.2
Used in events:

Used in AUTH_RESULT / HTTP_REQUEST / HTTP_DATA_REQUEST / HTTP_RESPONSE / HTTP_DATA _
RESPONSE

AUTH:pass()

Returns the password in authentication

Syntax

AUTH:pass();

Arguments: N/A

Examples

Please refer to command AUTH:on_off() example.
FortiADC version: V5.2

Used in events:

Used in AUTH_RESULT / HTTP_REQUEST / HTTP_DATA_REQUEST / HTTP_RESPONSE / HTTP_DATA _
RESPONSE

AUTH:usergroup()

Returns the usergroup which the user belong to
Syntax

AUTH:usergroup();

Arguments: N/A

Examples

Please refer to command AUTH:on_off() example.
FortiADC version: V5.2

Used in events:

Used in AUTH_RESULT / HTTP_REQUEST / HTTP_DATA_REQUEST / HTTP_RESPONSE / HTTP_DATA _
RESPONSE

AUTH:realm()

Returns the realm in authentication
Syntax

AUTH:realm();

Arguments: N/A.

Examples
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Please refer to command AUTH:on_off() example.
FortiADC version: V5.2
Used in events:

Used in AUTH_RESULT / HTTP_REQUEST / HTTP_DATA_REQUEST / HTTP_RESPONSE / HTTP_DATA _
RESPONSE

AUTH:host()

Returns the host in the authentication

Syntax

AUTH:host();

Arguments: N/A.

Examples

Please refer to command AUTH:on_off() example.
FortiADC version: V5.2

Used in events:

Used in AUTH_RESULT / HTTP_REQUEST / HTTP_DATA_REQUEST / HTTP_RESPONSE / HTTP_DATA _
RESPONSE

SSL commands

SSL:cipher()

Returns the cipher in handshake..
Syntax

SSL:cipher();

Arguments: N/A

Examples

when CLIENTSSL_HZ—\NDSHAKE{

debug ("client handshake\n")

ci=SSL:cipher () ;

debug ("Cipher: %s \n",ci);

}

Result: (if client send https request with cipher ECDHE-RSA-DES-CBC3-SHA)
Cipher: ECDHE-RSA-DES-CBC3-SHA

FortiADC version: V5.0
Used in events:

Used in CLIENTSSL_HANDSHAKE / SERVERSSL_HANDSHAKE
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SSL:version()

Returns the SSL version in handshake.
Syntax

SSL:version();

Arguments: N/A

Examples

when CLIENTSSL_HANDSHAKE{

debug ("client handshake\n")
ver=SSL:version () ;

debug ("SSL Version: %s \n",ver);
}

Result: (client send https request with various version)
client handshake

SSL Version: TLSvl

or

client handshake

SSL Version: TLSvl1.1

or

client handshake

SSL Version: TLSv1.2

or

client handshake

SSL Version: SSLv3
FortiADC version: V5.0
Used in events:

Used in CLIENTSSL_HANDSHAKE / SERVERSSL_HANDSHAKE

SSL:alg_keysize()

Returns the SSL encryption keysize in handshake..
Syntax

SSL:alg_keysize();

Arguments: N/A

Examples

when CLIENTSSL_HANDSHAKE{

debug ("client handshake\n")
ci=SSL:cipher () ;

key=SSL:alg keysize();

debug ("Cipher: %s\n",ci)

debug ("Alg key size: %$s \n", key);
}

Result: (client send https request with various ciphers)
client handshake

Cipher: ECDHE-RSA-RC4-SHA

Alg key size: 128
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or
client handshake

Cipher: ECDHE-RSA-DES-CBC3-SHA

Alg key size: 168

or

client handshake

Cipher: EDH-RSA-DES-CBC-SHA

Alg key size: 56

or

client handshake

Cipher: ECDHE-RSA-AES256-GCM-SHA384
Alg key size: 256

FortiADC version: V5.0
Used in events:

Used in CLIENTSSL_HANDSHAKE / SERVERSSL_HANDSHAKE

SSL:client_cert()

Returns the status of client-certificate-verify, whether or not it is enabled.
Syntax

SSL:client_cert();

Arguments: N/A

Examples

when CLIENTSSL_HANDSHAKE{

debug ("client handshake\n")
cc=SSL:client cert();

debug ("Client cert: %s \n",cc);

}

Result:

1. If not verify certificate is not set.

Debug output:
client handshake
Client cert: false

2. If enabled verify in client-ssl-profile.

config system certificate certificate verify
edit "verify"

config group member

edit 2

set ca-certificate ca6

next

end

next

end

config load-balance client-ssl-profile
edit "csp"

set client-certificate-verify verify
next

end
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debug output:
client handshake
Client cert: true

FortiADC version: V5.0
Used in events:

Used in CLIENTSSL_HANDSHAKE / SERVERSSL_HANDSHAKE / CLIENTSSL_RENEGOTIATE/
SERVERSSL_RENEGOTIATE

SSL:sni()

Returns the SNI or false(if no).
Syntax

SSL:sni();

Arguments: N/A

Examples

when CLIENTSSL HANDSHAKE {

debug ("client handshake\n")
cc=SSL:sni();

debug ("SNI: %s \n",cc);

}

Result:

Enable sni in client-ssl-profile

config load-balance client-ssl-profile
edit "csp"

set client-sni-required enable

next

end

l.client send https request without sni
[root@NxLinux certs]# openssl s client -connect 5.1.1.100:443
Debug output:

Client handshake

SNI: false

2. client send https request with sni
openssl s client -connect 5.1.1.100:443 -servername 4096-rootca-rsa-serverl
debug output :

client handshake

SNI: 4096-rootca-rsa-serverl

FortiADC version: V5.0
Used in events:

Used in CLIENTSSL_HANDSHAKE / SERVERSSL_HANDSHAKE / CLIENTSSL_RENEGOTIATE/
SERVERSSL_RENEGOTIATE

SSL:npn()

Returns the next protocol negotiation strig or false(if no).

Syntax

FortiADC 5.4.0 Script Reference Guide
Fortinet Technologies Inc.



Predefined commands

SSL:npn();
Arguments: N/A

Examples

when CLIENTSSL_HZ—\NDSHAKE {
npn = SSL:npn ()
}

FortiADC version: V5.0
Used in events:

Used in CLIENTSSL_HANDSHAKE / SERVERSSL_HANDSHAKE / CLIENTSSL_RENEGOTIATE/
SERVERSSL_RENEGOTIATE

SSL:alpn()

Allow you to get the SSL ALPN extension.
Syntax

SSL:alpn();

Arguments: N/A

Examples

when CLIENTSSL HANDSHAKE {
alpn = SSL:alpn()
}

FortiADC version: V5.0
Used in events:

Used in CLIENTSSL_HANDSHAKE / SERVERSSL_HANDSHAKE / CLIENTSSL_RENEGOTIATE/
SERVERSSL_RENEGOTIATE

SSL:session(t)

Allows you to get SSL session id / reused / remove from cache.
Syntax
SSL:session(t);

Arguments
Name Description
t A table which specifies the operation to the session.
Examples
when CLIENTSSL HANDSHAKE {
t={}
t[“operation”] = “get id”; --can be “get id” or “remove” or “reused”

sess Id = SSL:session(t)

FortiADC 5.4.0 Script Reference Guide
Fortinet Technologies Inc.



Predefined commands

if sess_id then

id = to HEX(sess_ id)

debug (“client sess id %s\n”, id)
else

sess_id = “FALSE”

end

}
FortiADC version: V5.0

Used in events:

Used in CLIENTSSL_HANDSHAKE / SERVERSSL_HANDSHAKE / CLIENTSSL_RENEGOTIATE/
SERVERSSL_RENEGOTIATE

SSL:cert(t)

Allow you to get the cert info between local or remote

Syntax
SSL:cert(t);
Arguments
Name Description
t A table which specifies the cert direction, and operation.
Examples

when CLIENTSSL HANDSHAKE{
debug ("client handshake\n")

t={}
t["direction"]="remote";
t["operation"]="index";
t["idx"]=0;
t["type"]="info";

cert=SSL:cert (t)

if cert then

debug ("client has cert\n")

end

for k,v in pairs(cert) do

if k=="serial number" or k=="digest" then
debug ("cert info name %s, value in HEX %s\n", k, to HEX(v));
else

debug ("cert info name %s, value %$s\n", k, v);
end

end

}
Note:

direction: local and remote. In CLIENTSSL_HANDSHAKE, local means FortiADC's cert, remote means client's
cert.

operation: index, count, issuer

type: info, der, (pem)
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this command return a table, it contains all info in the cert.

in the return, contain: key_algorithm, hash, serial_number, not Before, not After, signature_algorithm, version,
digest, issuer_name, subject_name, old_hash, pin-sha256, finger_print.

FortiADC version: V5.0
Used in events:

Used in CLIENTSSL_HANDSHAKE / SERVERSSL_HANDSHAKE / CLIENTSSL_RENEGOTIATE/
SERVERSSL_RENEGOTIATE

SSL:cert_der()

Retun the der certificate when client enable verify certificate.
Syntax

SSL:cert_der();

Arguments: N/A

Examples

when CLIENTSSL_HANDSHAKE{

debug ("client handshake\n")

cder=SSL:cert der();

--debug ("cder in HEX $%$s\n", to HEX(cder));
if cder then

cder hex=b64 enc_str (cder);

debug ("whole cert : %s\n", cder hex);

end

}
FortiADC version: V5.0
Used in events:

Used in CLIENTSSL_HANDSHAKE / CLIENTSSL_RENEGOTIATE

SSL:peer_cert(str)

Returns the peer certificate
Syntax
SSL:peer_cert(str);

Arguments

Name Description

str A string which specifies the cert format.
Examples

when CLIENTSSL HANDSHAKE {

cder = SSL:peer cert(“der”); --for remote leaf certificate, the input parameter can be
“info” or “der” or “pem”

if cder then
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hash = shal hex str(cder)
debug (“whole cert shal hash is: %s\n”, hash)
end

}
FortiADC version: V5.0

Used in events:

Used in CLIENTSSL_HANDSHAKE / SERVERSSL_HANDSHAKE / CLIENTSSL_RENEGOTIATE/
SERVERSSL_RENEGOTIATE

GEO IP commands

ip2country_name(ip)

Returns the GEO information (country name) of an IP address
Syntax
Ip2country_name(ip);

Arguments

Name Description

ip A string which specifies the ip address.
Examples

when HTTP REQUEST {

cip = IP:client addr()
cnm = ip2country name (cip)
debug (“cname %$s\n”, cnm)

}
FortiADC version: V5.2

Used in events: ALL

Ip2countryProv_name(ip)

Returns the GEO information (country name + possible province name) of an IP address.
Syntax

ip2countryProv_name(ip);

Arguments

Name Description

ip A string which specifies the ip address.
Examples

when HTTP REQUEST {
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cip
cnm

= IP:client addr()
= ip2countryProv_name (cip)

debug (“cname %s\n”, cnm)

}

FortiADC version: V5.2

Used in events: ALL

RAM cache commands

Note:

FortiADC can be configured to do RAM caching.

Certain URI can be excluded from caching.

Further, FortiADC supports dynamic caching in which certain URIs are cached for a specified period of
time and accessing some other URIs will invalidate their caching.

Note that dynamic caching is identified by a configured ID.

FortiADC script allows the user to control these behaviors and check the caching status.

Allows you to disable caching (both cache hit and cache store).

Allows you to disable exclude URI check.

Allows you to disable dynamic cache check.

Allows you to disable dynamic cache invalid check.

Allows you to directly enable dynamic caching with a given ID and age.

Allows you to invalidate a given dynamic cache indexed by its ID

Allows you to check whether a response is from cache or not, if yes, regular cache or dynamic cache
Allows you to check whether a response is been caching or not, if yes, regular cache or dynamic cache
Allows you to replace the default key (the URI) with any customized key

Allows you to drop an ongoing caching operation

Allows you to check its cache status for a given URI key: its cache ID and hit counts .

Please make sure RAM caching configuration is selected in the HTTP or HT TPs profile.

HTTP:exclude_check_disable()

Used to disable the exclude URI check.

Syntax

HTTP:exclude_check_disable();

Arguments: N/A

Examples

when HTTP REQUEST {

if HTTP:exclude check disable() then

debug ("set HTTP:exclude_check_disable: true\n") ;
else

debug ("set HTTP:exclude check disable: Fail");

end

}

FortiADC version: V5.3
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Used in events:

Only used in HTTP_REQUEST

HTTP: cache_disable()

Used to disable caching(both cache hit and cache store).
Syntax

HTTP: cache_disable();

Arguments: N/A

Examples

when HTTP REQUEST {
HTTP:cache disable ()
}

FortiADC version: V5.3
Used in events:

Only used in HTTP_REQUEST

HTTP: dyn_check_disable()

Used to disable dynamic caching check.
Syntax

HTTP: dyn_check_disable();
Arguments: N/A

Examples

when HTTP REQUEST {
HTTP:dyn check disable
}

FortiADC version: V5.3
Used in events:

Only used in HTTP_REQUEST

HTTP: dyn_invalid_check_disable()

Used to disable dynamic invalid check caching.
Syntax

HTTP:dyn_invalid_check_disable();
Arguments: N/A

Examples

when HTTP_REQUEST ({
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HTTP:dyn invalid check disable ()
}

FortiADC version: V5.3
Used in events:

Only used in HTTP_REQUEST

HTTP: dyn_cache_enable(t)

Used to enable dynamic caching directly.
Syntax
HTTP:dyn_cache_enable(t);

Arguments

Name Description

t A table which specifies the id an age of caching.

Examples

when HTTP REQUEST ({

t={}

t["id"] = 1;

t["age"] = 20; --in seconds
ret=HTTP:dyn cache enable (t)
}

FortiADC version: V5.3
Used in events:

Only used in HTTP_REQUEST

HTTP: cache_user_key(t)

Used to set customized key to replace the default used key.

Syntax
HTTP: cache_user_key(t);
Arguments
Name Description
t A table which specifies the caching uri.
Examples

when HTTP REQUEST {

url = HTTP:uri get()

new url = url.."external";
t={};

t["uri"] = new url
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HTTP:cache user key(t)
}

FortiADC version: V5.3
Used in events:

Only used in HTTP_REQUEST

HTTP: dyn_cache_invalid(t)

Used to invalid a certain dynamic cache given by id.
Syntax
HTTP: dyn_cache_invalid(t);

Arguments
Name Description
t A table which specifies the cache id.
Examples
when HTTP REQUEST ({
t={}
t["id"] = 1 --between 1 and 1023

ret = HTTP:dyn cache invalid(t);
}

FortiADC version: V5.3
Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE

HTTP: cache_check(t)

Used to check whether cached or not for a certain URI.
Syntax
HTTP: cache_check(t);

Arguments

Name Description

t A table which specifies the cache uri.

Examples

when HTTP REQUEST {

t={}

t["uri"] = "/3.htm";
ret=HTTP:cached check(t)

if ret then

debug ("cached with id %s\n", ret);
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else
debug ("not cached\n") ;
end

}
FortiADC version: V5.3

Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE

HTTP: cache_hits(t)

Used to check the cache hit count for a certain URI.
Syntax
HTTP: cache_hits(t);

Arguments

Name Description

t A table which specifies the cache uri.

Examples

when HTTP REQUEST {

t={}

t["uri"] = "/3.htm";

ret=HTTP:cache hits(t)

if ret then

debug ("cache hit count %s\n", ret);
else

debug ("not cached\n") ;

end

}
FortiADC version: V5.3

Used in events:

Used in HTTP_REQUEST / HTTP_RESPONSE

HTTP: res_caching()

Used to check whether the response is been caching.
Syntax

HTTP: res_caching();

Arguments: N/A

Examples

when HTTP_RESPONSE {

id = HTTP:res_caching();

if id then

debug ("HTTP:res caching() response caching with id %s !!!!\n", id);
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else
debug ("HTTP:res_caching() response NOT caching\n");
end

}
FortiADC version: V5.3

Used in events:

Only used in HTTP_RESPONSE

HTTP:res_cached()

Used to check whether the response is from cache or not.
Syntax

HTTP: res_cached();

Arguments: N/A

Examples

when HTTP RESPONSE {
ret = HTTP:res cached();
if ret then

debug ("HTTP:res cached() response from cache !!!!\n");
else
debug ("HTTP:res cached() response NOT from cache\n") ;
end

}
FortiADC version: V5.3
Used in events:

Only used in HTTP_RESPONSE

HTTP:caching_drop()

Used to drop the ongoing caching.
Syntax

HTTP:caching_drop();
Arguments: N/A

Examples

when HTTP RESPONSE {
ret=HTTP:caching drop ()

if ret then

debug ("script dropping caching: True\n")
else

debug ("script dropping caching: False\n");
end

}
FortiADC version: V5.3
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Used in events:

Only used in HTTP_RESPONSE

PROXY commands

PROXY:set_auth_key(value)

Customize the crypto key FortiADC used for encrypt/decrypt authentication cookie name "FortiADCauthSI."
This will increase your FortiADC's security so that others cannot forge this authentication cookie.

Syntax

PROXY:set_auth_key(value);

Arguments

Name Description

value A string which will be used to encrypt/decrypt authentication cookie.

Examples

when VS LISTENER BIND {

AUTH KEY = “0123456789ABCDEF0123456789ABCDEF”
result = PROXY:set auth key(AUTH KEY)

If result then

Debug (“set auth key succeed\n”)

end

}
FortiADC version: V5.2
Used in events:

Used in VS_LISTENER_BIND / TCP_BIND

PROXY:clear_auth_key(value)

clear whatever customized authentication key you might have set before, then the default key is used.
Syntax
PROXY:clear_auth_key(value);

Arguments

Name Description

value A string which will be used to encrypt/decrypt authentication cookie.
Examples

when TCP BIND {
result = PROXY:clear auth key()
}
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FortiADC version: V5.2
Used in events:

Used in VS_LISTENER_BIND / TCP_BIND

LB commands

LB:routing(value)

Route the request to the content routing server.
Syntax

LB:routing(value);

Arguments

Name Description

value A string which specifies the content routing to route.
Examples

when HTTP REQUEST {
LB:routing (“content routingl”);

}
--supports multiple routing

LB:routing (“crl”)
LB:routing (“cr2”)

--It will be routed to cr2; the final one prevails.
Note:

When a VS enable both content-routing and scripting, then will perform cross check, check the content-routing
used in scripting is used to the vs.

FortiADC version: V4.3
Used in events:

Used in HTTP_REQUEST / HTTP_DATA_REQUEST

Global commands

Crc32(str)

Returns the crc32 check value of the string, or O if it is an empty string.
Syntax
crc32(str);

Arguments
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Name Description

str A string which will be calculated.
Examples
when HTTP REQUEST {
str = "any string for crc32 calculation"
crc = crc32(str);

debug ("crc is %d\n", crc);

}
FortiADC version: V5.2

Used in events: ALL

Key_gen(str_pass, str_salt, iter_num, len_num)

Create an AES key to encrypt/decrypt data, either generated by password or user defined.
Syntax

key_gen(str_pass, str_salt, iter_num, len_num);

Arguments
Name Description
str_pass The password string.
str_salt The salt string.
iter_num The number of iterations.
len_num The key length.
Examples

when HTTP REQUEST {

new key = key gen("pass", "salt", 32, 32); -- first parameter is the password string,
" second the salt string, third the number of iterations, fourth the key length

debug ("new key in hex is %s\n", to HEX(new key));

}
FortiADC version: V5.2

Used in events: ALL

Aes_enc(t)

encrypt the data using the previously-created AES key
Syntax
Aes_enc(t);

Arguments
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Name Description

t A table which specifies the message, key, size that used to encrypt.
Examples

when HTTP REQUEST {

t={};

t["message"] = "MICK-TEST";

t["key"] = "aaaaaaaaaabbbbbb" --16bit

t["size"]= 128 -- 128, 192, or 256, the corresponding key length is 16, 24, and 32

enc = aes_enc(t)
debug ("The aes_enc output to HEX\n %$s\n",to HEX(enc));
}

Note:

o Message: a string which will be encrypted
« Key: astring to encrypt str
« Size: must be 128, 192, or 256, the corresponding key length is 16, 24, and 32.

FortiADC version: V5.2
Used in events: ALL

aes_dec(t)

decrypt the data using the previously-created AES key
Syntax
Aes_dec(t);

Arguments

Name Description

t A table which specifies the message, key, size that used to decrypt.

Examples

when HTTP REQUEST {

t={};

t["message"] = "MICK-TEST";

t["key"] = "aaaaaaaaaabbbbbb"

t["size"]= 128 -- 128, 192, or 256, the corresponding key length is 16, 24, and 32
enc = aes_enc(t)

-—aes decryption

a={};

a["message"] = enc;

a["key"] = "aaaaaaaaaabbbbbb"
a["size"]= 128;

dec = aes dec(a);
debug ("key length %s decrypted is %s\n",”128” ,dec);
}

Note:
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« Message: a string which will be decrypted
« Key: astring to decrypt str
« Size: must be 128, 192, or 256, the corresponding key length is 16, 24, and 32

FortiADC version: V5.2

Used in events: ALL

EVP_Digest(alg, str)

EVP_Digest for oneshot digest calculation.
Syntax
EVP_Digest(alg, str);

Arguments

Name Description

alg A string which specifies the algorithm.
str A string which will be EVP_Digested.
Examples

when HTTP REQUEST {

alg = "MD5"; -- or "SHAL", "SHA256", "SHA384", "SHA512"
data = "your data"

re = EVP Digest(alg, data);
debug ("the digest in hex is $%$s\n", to HEX(re));
}

Note:
Alg: type of hashing algorithms to use, must be MD5, SHA1, SHA256, SHA384, SHA512
FortiADC version: V5.2

Used in events: ALL

HMAC (alg, str, key)

HMAC message authentication code.
Syntax
HMAC(alg, str, key);

Arguments
Name Description
alg A string which specifies the algorithm.
str A string which will be calculated.
key A string which is a secret key.
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Examples

when HTTP REQUEST {

alg = "MD5"; -- or "SHAL", "SHA256", "SHA384", "SHA512"

data = "your data"

key = "123456789ABCDEF0123456789ABCDEF\121"; -- or you can generate a key using key gen

re = HMAC(alg, data, key);
debug ("the HMAC in hex is %s\n", to HEX(re));
}

Note:

Alg: type of hashing algorithms to use, must be MD5, SHA1, SHA256, SHA384, SHA512
FortiADC version: V5.2

Used in events: ALL

HMAC _verify(alg, data, key, verify)

Check if the signature is same as the current digest.
Syntax
HMAC_verify(alg, data, key verify);

Arguments
Name Description
alg A string which specifies the algorithm.
key A string which is a secret key.
data A string which will be calculated.
verify A signature to compare the current digest against.
Examples
when HTTP REQUEST {
alg = "MD5"; -- or "SHA1", "SHA256", "SHA384", "SHA512"
data = "your data"
verify = "your result to compare"
key = "123456789ABCDEF0123456789ABCDEF\121"; —-- or you can generate a key using key gen

re = HMAC verify(alg, data, key, verify);
if re then

debug ("verified\n")

else

debug ("not verified\n")

end

}

Note:

Alg: type of hashing algorithms to use, must be MD5, SHA1, SHA256, SHA384, SHA512
FortiADC version: V5.2

Used in events: ALL
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G2F(alg, key)

Returns a G2F random value.
Syntax
G2F(alg, key);

Arguments

Name Description

alg A string which specifies the algorithm.

key A string which is a secret key.

Examples

when HTTP REQUEST {

alg = "MD5"; -- or "SHA1", "SHA256", "SHA384", "SHA512"

key = "123456789ABCDEF0123456789ABCDEF\121"; -- or you can generate a key using key gen

re = G2F(alg, key);
debug ("the G2F value is %d\n", re);
}

Note:
Alg: type of hashing algorithms to use, must be MD5, SHA1, SHA256, SHA384, SHA512
FortiADC version: V5.2

Used in events: ALL

Class_match(str, method, list)

Used to match the string against an element.
Syntax

Class_match(str, method, list);

Arguments
Name Description
str A string which will be matched.
method A string which specifies the match method
list A list which specifies the match target.
Examples
when HTTP REQUEST {
url list = %7
url = HTTP:uri get ()
status, count, t = class match(url, "starts with", url list); --or "ends with",
"equals", "contains"

debug ("status %s, count %s\n", status, count);
for k,v in pairs(t) do
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debug ("index %s, value %s\n", k,v);
end

}
Note:

Method: must be “starts_with”, “equals”, “contains”, “end_with”

This command return three parameter, first “status”: true or false means if match or not; second “count”: return
the number of times matches; third “t”: return matched index and matched value in the list.

FortiADC version: V5.2

Used in events: ALL

Class_search(list, method, str)

Used to search an element in the list against a string.
Syntax

Class_search(list, method, str);

Arguments
Name Description
str A string which will be calculated.
list A string which will be matched.
method A string which specifies the match method.
Examples
when HTTP_REQUEST {
status, count, t = class search(url list, "starts with", url); --or "ends with",
"equals", "contains"

for k,v in pairs(t) do
debug ("index %s, value %s\n", k,v);
end

}
Note:

Method: , must be “starts_with”, “equals”, “contains”, “end_with”
FortiADC version: V5.2

Used in events: ALL

Cmp_addr()

Used to match one IP address against a group of |IP addresses.

It can automatically detect IPv4 and IPv6 and can be used to compare IPv4 addresses with IPv6 addresses
Syntax

Cmp_addr(client_Ip, addr_group );
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Arguments
Name Description
Client_ip For an IPv4 ip_addr/[mask], the mask can be a number between 0 and 32
or a dotted format like 255.255.255.0
For an IPv6 ip_addr/[mask], the mask can be a number between 0 and
128.
Addr_group A group of IP address.
addr_group ="192.168.1.0/24" --first network address
addr_group = addr_group..",::ffff:172.30.1.0/120" --second
network address
Examples

when RULE INIT{
—-initialize the address group here
--for IPv4 address, mask can be a number between 0 to 32 or a dotted format

--support both IPv4 and IPv6, for IPv6, the mask is a number between 0 and 128

addr group = "192.168.1.0/24"
addr group = addr_group..",172.30.1.0/255.255.0.0"
addr group = addr_group..",::ffff:172.40.1.0/120"

}

when HTTP REQUEST {

client ip = HTTP:client addr ()

matched = cmp addr(client ip, addr group)

if matched then

debug ("client ip found in address group\n");
else

debug ("client ip not in address group\n");
end

}
FortiADC version: V4.8
Used in events: ALL

url_enc(str)

converted the url info a valid ASCII format
Syntax

url_enc(str);

Arguments

Name Description

str A string which will be converted.
Examples

FortiADC 5.4.0 Script Reference Guide
Fortinet Technologies Inc.



Predefined commands

when HTTP REQUEST {
url list =https://abc.www.123.bbEEE.com/?5331=212&qel=222
debug ("Ori= %s \nencodeed= %s\n", url list,url enc(url 1list));

}
FortiADC version: V5.2

Used in events: ALL

url_dec(str)

converted the encoding-url into a original url.

Syntax
url_dec(str);
Arguments
Name Description
str A string which will be converted.
Examples

when HTTP REQUEST {
str = "http%$3A%2F%2Fwww.example.com$3A890%2Furl%2Fpath%2Fdata%3Fname%$3Dforest%$23nose™
debug ("String= %$s\ndecoded= %s\n", str,url dec(str));

}
FortiADC version: V5.2
Used in events: ALL

url_parser(str)

Parse a url, return a table contains host, port, path, query, fragment, the username, password etc from the url.
Syntax

url_parser(str);

Arguments

Name Description

str A url which will be parser.
Examples

when HTTP REQUEST {

url list="http://foo:bar@wl.superman.com/very/long/path.html?pl=vl&p2=v2#more-details"”

purl = url parser(url list);

debug ("parsed url scheme %s host %s\n port %s path %s query %s\n fragment %s, the
username %$s\n passowrd %$s\n", purl["scheme"], purl["host"], purl["port"],purl
["path"], purl["query"], purl["fragment"], purl["username"], purl["password"]);

}
FortiADC version: V5.2
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Used in events: ALL

url_compare(url1, uri2)

Compare two url string, return true if they are the same.
Syntax

url_compare(url1, url2);

Arguments

Name Description

url1, url2 Two urls which will be compared.
Examples

when HTTP_REQUEST {
url list={};
url 1ist[1]="http://10.10.10.10:80/"

url list[2]="http://10.10.10.10/"

url list[3]="https://5.5.5.5:443/"
url list[4]="https://5.5.5.5/"

url list[5]="http://[2001::1]:80"

url list[6]="http://[2001::1]"

url list[7]="https://[2001:99:1]:443"

url list[8]="https://[2001:99:1]1"

for 1 = 1,8,2 do

if url compare(url list[i],url list[i+1]) then
debug ("URL List %d %d Match !\n",1i,i+1);

else

debug ("URL_List %d %d NOT Match !\n",i,i+l1);
end

end

}
FortiADC version: V5.2

Used in events: ALL

Rand()

Generate a random number. Returns is a integer number. After FAD reboot, the random number will be
different.

Syntax
rand();
Arguments: N/A

Examples

when HTTP REQUEST {
a = rand()
debug (“a =
}

%d\n”, a)
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FortiADC version: V5.2
Used in events: ALL

srand(str)

Set the random seed.
Syntax
srand(str);

Arguments

Name Description

str A string which specifies the seed.

Examples

when HTTP REQUEST {
srand (1111)

a = rand()

debug (“a = %d\n”, a)
}

FortiADC version: V5.2

Used in events: ALL

Rand_hex(int)

Generate a random number in HEX. Returns is a string, length is the <int>.
Syntax
Rand_hex(int);

Arguments

Name Description

Int An integer which specifies the length of the returned string.
Examples

when HTTP REQUEST {
b = rand hex(15)
debug ("----- rand_hex b = %$s-—----\n", b)

Result:
————— rand hex b = 43474FB47A8A8C4-----

FortiADC version: V5.2
Used in events: ALL
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Rand_alphanum(int)

Generate a random alphabet+number sequence. Returns is a string, length is the <int>.
Syntax

Random_alphanum(int);

Arguments

Name Description

Int An integer which specifies the length of the returned string.
Examples

when HTTP_REQUEST {
¢ = rand alphanum(17)
debug ("----- rand alphanum c¢ = $s-----\n", c)

}
Result:

————— rand alphanum c = XTHQpbé6ngabMgH7nx-----
FortiADC version: V5.2

Used in events: ALL

Rand_seq(int)

Generate a random in sequence. Returns is a string, length is the <int>.
Syntax
Rand_seq(int);

Arguments

Name Description

Int An integer which specifies the length of the returned string.
Examples

when HTTP_ REQUEST {

d = rand seq(18)

debug ("----- rand seq d = %$s-----\n", d)
}

Result:

FortiADC version: V5.2

Used in events: ALL

Time()

Returns the current time in a number which is the time since the Epoch measured in seconds.

Syntax
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time();

Arguments: N/A

Examples

when HTTP REQUEST {

t = time ()

debug (“"-—--- time: t %$s----—- \n”, t)
}

Result:

————— time: t 1561424783-———-
FortiADC version: V4.8

Used in events: ALL

Ctime()

Returns a string descripting the current time like “Tue Jun 25 14:11:01 2019”.
Syntax
ctime();

Arguments: N/A

Examples

when HTTP REQUEST ({

ct = ctime ()

debug (“----- ctime: ct %$s----- \n”, ct)
}

Result:

————— ctime: ct Mon Jun 24 18:06:23 2019-----
FortiADC version: V4.8

Used in events: ALL

gmtime()

Returns the GMT time like “Thu 27 Jun 2019 18:27:42 GMT".
Syntax

gmtime();

Arguments: N/A

Examples

when HTTP REQUEST {
gt = gmtime ()
debug (“----- gmtime: gt $s----- \n”, gt)

Result:
————— gmtime: gt Thu 27 Jun 2019 18:27:42 GMT -----

FortiADC version: V5.3
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Used in events: ALL

Md5(str)

Rreturn the MD5 calculated for the string provided.
Syntax
Md5(str);

Arguments

Name Description

str A string which will be calculated.

Examples

when HTTP REQUEST {

strl = “abc”

md5 = md5(strl)

str = “test string”

a=12

md = md5(“%s,123%d”,str,a)
}

FortiADC version: V4.8
Used in events: ALL

Md5_hex(str)

Returns the md>5 value in hex to the string
Syntax
Md5_hex(str);

Arguments

Name Description

str A string which will be calculated.
Examples

when HTTP_ REQUEST {
strl = “abc”

str2 = md5 hex(strl)
}

FortiADC version: V4.8
Used in events: ALL
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Md5_str(str)

Calculate the MD5 of a string input and stores the results in an intermediate variable, in some cases you need a
version to deal with it.

Syntax
Md5_str(str);

Arguments

Name Description

str A string which will be calculated.
Examples

when HTTP_REQUEST {
md5 = md5 str(input); --input can be a cert in DER format

}
FortiADC version: V4.8

Used in events: ALL

Md5_hex_str(str)

Calculate the MD5 of a string input of a string input and outputs the results in HEX format, in some cases you
need a version to deal with it.

Syntax
Md5_hex_str(str);

Arguments

Name Description

str A string which will be calculated.
Examples

when HTTP_REQUEST {
md = md5 hex str(input); --input can be a cert in DER format

}
FortiADC version: V4.8

Used in events: ALL

Sha1(str)

Returns the sha1 calculated for the string provided.
Syntax
Sha1(str);
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Arguments

Name Description

str A string which will be calculated.
Examples

when HTTP REQUEST {
result = shal (input)
}

FortiADC version: V4.8
Used in events: ALL

Sha1_hex(str)

Returns the sha1 calculated for the string in hex.
Syntax
Sha1_hex(str);

Arguments

Name Description

str A string which will be calculated.

Examples

when HTTP REQUEST {
strl = “123456789”
shal = shal hex(strl)

FortiADC version: V4.8
Used in events: ALL

Sha1_str(str)

Calculate the SHA1 of a string input and stores the results in an intermediate variable, in some cases you need
a version to deal with it.

Syntax
Sha1_str(str);

Arguments

Name Description

str A string which will be calculated.
Examples
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when HTTP REQUEST {
result = shal str(input); --input can be a cert in DER format

}
FortiADC version: V4.8

Used in events: ALL

Sha1_hex_str(str)

Calculate the SHA1 of a string input and output the results in HEX format, in some cases you need a version to
deal with it.

Syntax

Sha1_hex_str(str);

Arguments

Name Description

str A string which will be calculated.
Examples

when HTTP REQUEST {
result = shal hex str(input); -- input can be a cert in DER format

}
FortiADC version: V4.8

Used in events: ALL

Sha256(str)

Calculates the SHA256 of a string input and store the result in an intermediate variable.
Syntax
Sha256(str);

Arguments

Name Description

str A string which will be calculated.

Examples

when HTTP REQUEST {
strl = “abc”
str2 = sha256(strl)

FortiADC version: V4.8
Used in events: ALL
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Sha256_hex(str)

Calculate the SHA256 of a string input and output the result in an intermediate variable. In some cases you
need a version to deal with it.

Syntax
Sha256_hex(str);

Arguments

Name Description

str A string which will be calculated.
Examples

when HTTP REQUEST ({

strl = “abc”

sha256 = sha256 hex(str)
}

FortiADC version: V4.8

Used in events: ALL

Sha256_str(str)

Calculate the SHA256 of a string input and restore the result in an intermediate variable. In some cases you
need a version to deal with it.

Syntax
Sha256_str(str);

Arguments

Name Description

str A string which will be calculated.
Examples

when HTTP_REQUEST {
result = sha256 str(input); --input can be a cert in DER format

}
FortiADC version: V4.8

Used in events: ALL

Sha256_hex_str(str)

Calculate the SHA256 of a string input and restore the result in an intermediate variable. In some case you
need a version to deal with it.

Syntax
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Sha256_hex_str(str);

Arguments

Name Description

str A string which will be calculated.
Examples

when HTTP REQUEST {
result = sha256 hex str(input); --input can be a cert in DER format

}
FortiADC version: V4.8

Used in events: ALL

Sha384(str)

Calculates the SHA384 of a string input and store the result in an intermediate variable.
Syntax
Sha384(str);

Arguments

Name Description

str A string which will be calculated.

Examples

when HTTP REQUEST {
strl = “abc”

str2 = sha384 (strl)
}

FortiADC version: V4.8
Used in events: ALL

Sha384_hex(str)

Calculate the SHA384 of a string input and output the result in an intermediate variable. In some cases you
need a version to deal with it.

Syntax
Sha384_hex(str);
Arguments
Name Description
str A string which will be calculated.
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Examples

when HTTP REQUEST ({

strl = “abc”

sha384 = sha384 hex(str)
}

FortiADC version: V4.8

Used in events: ALL

Sha384_str(str)

Calculate the SHA384 of a string input and restore the result in an intermediate variable. In some cases you
need a version to deal with it.

Syntax
Sha384_str(str);

Arguments

Name Description

str A string which will be calculated.
Examples

when HTTP REQUEST {
result = sha384 str(input); --input can be a cert in DER format

}
FortiADC version: V4.8

Used in events: ALL

Sha384_hex_str(str)

Calculate the SHA384 of a string input and restore the result in an intermediate variable. In some case you
need a version to deal with it.

Syntax
Sha384 _hex_str(str);

Arguments

Name Description

str A string which will be calculated.
Examples

when HTTP REQUEST {
result = sha384 hex str(input); --input can be a cert in DER format

}
FortiADC version: V4.8
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Used in events: ALL

Sha512(str)

Calculates the SHA512 of a string input and store the result in an intermediate variable.
Syntax
Sha512(str);

Arguments

Name Description

str A string which will be calculated.

Examples

when HTTP_REQUEST {
strl = “abc”

str2 = shab5l12(strl)
}

FortiADC version: V4.8

Used in events: ALL

Sha512_hex(str)

Calculate the SHA512 of a string input and output the result in an intermediate variable. In some cases you
need a version to deal with it.

Syntax
Sha512_hex(str);

Arguments

Name Description

str A string which will be calculated.
Examples

when HTTP_REQUEST {

strl = “abc”

sha512 = shab512 hex(str)
}

FortiADC version: V4.8

Used in events: ALL
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Sha512_str(str)

Calculate the SHA512 of a string input and restore the result in an intermediate variable. In some cases you
need a version to deal with it.

Syntax
Sha512_str(str);

Arguments

Name Description

str A string which will be calculated.
Examples

when HTTP_REQUEST {
result = sha5l2 str(input); --input can be a cert in DER format

}
FortiADC version: V4.8

Used in events: ALL

Sha512_hex_str(str)

Calculate the SHA512 of a string input and restore the result in an intermediate variable. In some case you
need a version to deal with it.

Syntax
Sha512_hex_str(str);

Arguments

Name Description

str A string which will be calculated.
Examples

when HTTP_REQUEST {
result = sha5l2 hex str(input); --input can be a cert in DER format

}
FortiADC version: V4.8

Used in events: ALL

b32_enc(str)

encode a string input in base32 and output the result in string format.
Syntax
B32_enc(str);
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Arguments

Name Description

str A string which will be calculated.
Examples

when HTTP REQUEST {
str = “abc
en = b32 enc(str)

}
FortiADC version: V5.2

”

Used in events: ALL

B32_enc_str(str)

Encode a string input in base32 and output the result in string format. In some cases you need a version to deal
with it.

Syntax
B32_enc_str(str);

Arguments

Name Description

str A string which will be calculated.

Examples

when HTTP REQUEST {
result = b32 enc str(input); --input can be a cert in DER format

}
FortiADC version: V5.2
Used in events: ALL

B32_dec(str)

Decode a base32 encoded string input and output the result in string format
Syntax
B32_dec(str);

Arguments

Name Description

str A string which will be calculated.
Examples
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when HTTP REQUEST {
str = “abc
dec = b32 dec(str)

}
FortiADC version: V5.2

”

Used in events: ALL

B32_dec_str(str)

Decode a base32 encoded string input and output the result in string format. In some cases you need a version
to deal with it.

Syntax
B32_dec_str(str);

Arguments

Name Description

str A string which will be calculated.
Examples

when HTTP REQUEST {
result = b32 dec_str(input); --input can be a cert in DER format
}

FortiADC version: V5.2
Used in events: ALL

B64_enc(str)

Returns base64 encryption of string
Syntax
B64_enc(str);

Arguments

Name Description

str A string which will be calculated.

Examples

when HTTP REQUEST {

result = b64 enc(input);
--Input can be general format:
str="test string”

a=12

en=b64 enc (

}
FortiADC version: V4.8

“%s, 123 %d”, str, a);
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Used in events: ALL

B64_dec(str)

Returns base64 decryption of string
Syntax
B64_dec(str);

Arguments

Name Description

str A string which will be calculated.
Examples

when HTTP_REQUEST {

result = b64 dec(input);
str="test string”

a=12

de=b64 dec(“%s, 123 %d”, str, a);
}

FortiADC version: V4.8
Used in events: ALL

Get_pid()

Returns the PID value of the VS process.
Syntax

Get_pid();

Arguments: N/A

Examples

when HTTP_REQUEST {

pid = get pid();

debug (“WS PID is : %d\n”, pid)
}

FortiADC version: V5.2

Used in events: ALL

table_to_string(t)

Returns the table in a string.
Syntax
Table_to_string(t);

Arguments
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Name Description

t A table which specifies the info.
Examples

when HTTP REQUEST {

t={};

t[11=97;

t[2]=98

t[31=99;

t[41=1;

str = table to string(t);
debug (“str is %s\n”, str)
}

Result:

str is abc

FortiADC version: V4.8
Used in events: ALL

Htonl(int)

Convert a 32 bit long integer from host byte order to network byte order
Syntax
htonl(int);

Arguments

Name Description

int An integer which will be calculated.

Examples

when HTTP REQUEST {
str="0x12345678"

test=htonl (str)

debug ("return : %$x \n", test)

}
Result:
return: 78563412

FortiADC version: V4.8
Used in events: ALL

Ntohs(int)

Convert a 16 bit short integer from network byte order to host byte order
Syntax
ntohs(int);
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Arguments

Name Description

int An integer which will be calculated.
Examples

when HTTP REQUEST {
str="0x12345678"

test=ntohs (str)

debug ("return : %$x \n", test)

}
Result:
Return: 7856

FortiADC version: V4.8

Used in events: ALL

htons(int)

Convert a 16 bit short integer from host byte order to network byte order
Syntax
htons(int);

Arguments

Name Description

int An integer which will be calculated.

Examples

when HTTP_REQUEST {
str="0x12345678"

test=htons (str)

debug ("return : %$x \n", test)

}
Result
Return: 7856

FortiADC version: V4.8
Used in events: ALL

Ntohli(int)

When receive some long integrates in HTTP response from the network, convert a 32 bit long integer from
network byte order to host byte order.

Syntax
ntohl(int);

Arguments
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Name Description

int An integer which will be calculated.

Examples

when HTTP_ REQUEST {
str="0x12345678"

test=ntohl (str)

debug ("return : %$x \n", test)
log("record a log: %$x \n", test)

}
Result:
return: 78563412

FortiADC version: V4.8
Used in events: ALL

to_HEX(str)

Returns the HEX calculate of the string.
Syntax
To_HEX(str);

Arguments

Name Description

str A string which will be calculated.
Examples

when HTTP_ REQUEST {

str = “\0\123\3”

hex to HEX(str)

debug (“this str in hex is: %s\n”, hex)

}
FortiADC version: V4.8

Used in events: ALL

Debug(str)

Prints debug info when vs using scripting.

Syntax
debug(str);
Arguments
Name Description
str A string which will be printed.
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Examples

when HTTP_REQUEST {
debug (“http request method is %s.\n”, HTTP:method get())
}

FortiADC version: V4.3

Used in events: ALL

Log(str)

Prints the scripting running info in log format. When using this command, you should enable scripting log.
Syntax
log(str);

Arguments

Name Description

str A string which will be logged.

Examples

when HTTP REQUEST {
log (“http request method is %s.\n”, HTTP:method get())
}

FortiADC version: V4.8

Used in events: ALL

File_open(path, str)

Opens afile, returns a file object.
Syntax
File_open(path, str);

Arguments
Name Description
str A string which specifies the method to open the file.
Path A string which specifies the file path.

Examples

when HTTP REQUEST {

filepath = "/etc/resolv.conf";
fp = file open(filepath,"r");
if not fp then

debug ("file open failed\n");
end

repeat

FortiADC 5.4.0 Script Reference Guide 100
Fortinet Technologies Inc.



Predefined commands

line = file gets(fp, 256);

if line then

debug ("line %s", line);

end

until not line
file close(fp);
}

FortiADC version: V5.2
Used in events: ALL

File_get(file, size)

Returns the file content.
Syntax
File_get(file, size);

Arguments

Name

Afile object that get from file_open()

file

Examples
FortiADC version: V5.2
Used in events: ALL

File_close(file)

Closes afile.
Syntax
File_close(file);

Arguments

Name

Afile object which will be closed.

file

Examples
FortiADC version: V5.2

Used in events: ALL

Examples of built-in predefined scripts

As of V5.3.0, FortiADC has the following built-in scripts; the user can refer to these examples to finish their

scripting as needed.
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Predefined script Description

IP_COMMANDS Used to get various types IP Address and port number between client and
server side.
SNAT_COMMANDS Allows you to overwrite client source address to a specific IP for certain

clients, also support |IPv4tolPv6 or IPv6tolPv4 type.

Note: Make sure the flag SOURCE ADDRESS is selected in the HTTP or
HTTPS type of profile.

SOCKOPT_COMMAND _ Allows the user to customize the TCP_send buffer and TCP_receive buffer

USAGE size.

TCP_EVENTS n_ Demonstrates how to reject a TCP connection from a client in TCP_

COMMANDS ACCEPTED event.

GEOIP_UTILITY Used to fetch the GEO information country and possible province name of
an IP address.

CONTENT_ROUTING_by Routes to a pool member based on URI string matches. You should not

URI use this script as is. Instead, copy it and customize the URI string matches

and pool member names.

CONTENT_ROUTING by X  Routes to a pool member based on IP address in the X-Forwarded-For
FORWARDED_FOR header. You should not use this script as is. Instead, copy it and customize
the X-Fowarded-For header values and pool member names.

GENERAL_REDIRECT _ Redirects requests to a URL with the user-defined code and cookie.

DEMO Note: Do NOT use this script "as is". Instead, copy and customize the code,
URL, and cookie.

HTTP_2 HTTPS Redirects requests to the HTTPS site. You can use this script without
REDIRECTION changes
HTTP_2 HTTPS_ Redirects requests to the specified HTTPS URL.

REDIRECTION_FULL_URL  Note: This script can be used directly, without making any change.

REDIRECTION_by STATUS_ Redirects requests based on the status code of server HTTP response (for

CODE example, a redirect to the mobile version of a site). Do NOT use this script
"as is". Instead, copy it and customize the condition in the server HTTP
response status code and the URL values.

REDIRECTION_by USER _ Redirects requests based on User Agent (for example, a redirect to the
AGENT mobile version of a site). You should not use this script as is. Instead, copy
it and customize the User Agent and URL values

REWRITE_HOST n_PATH Rewrites the host and path in the HTTP request, for example, if the site is
reorganized. You should not use this script as is. Instead, copy

REWRITE _HTTP_2 HTTPS_ Rewrites HTTP location to HTTPS, for example, rewrite
in_LOCATION “Location:http://www.example.com” to
“Location:https://www.example.com”
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Predefined script Description

Note: You can use the script directly, without making any change

REWRITE_HTTP_2 HTTPS_ Rewrites HTTP referer to HTTPS, for example, rewrite
in_REFERER “Referer: http://www.example.com” to

“Referer: https://www.example.com”.

Note: You can use the script directly, without making any change.

REWRITE_HTTPS 2 HTTP_  Rewrites HTTPS location to HTTP, for example, rewrite
in_LOCATION “Location:https://www.example.com” to
“Location:http://www.example.com”.
Note: You can use the script directly, without making any change.

REWRITE_HTTPS_2 HTTP_  Rewrites HTTPS referer to HTTP, for example, rewrite
in_REFERER “Referer: https://www.example.com” to

“Referer: http://www.example.com”.

Note: You can use the script directly, without making any change

HTTP_DATA FETCH_SET _ Collects data in HTTP request body or HTTP response body. In HTTP_

DEMO REQUEST or HTTP_RESPONSE, you could collect specified size data with
“size” in collect().In HTTP_DATA_ REQUEST or HTTP_DATA_RESPONSE.
You could print the data use “content”, calculate data length with “size”,
and rewrite the data with “set”.

Note: Do NOT use this script "as is". Instead, copy it and manipulate the
collected data.

HTTP_DATA_FIND_ Finds a specified string, removes a specified string, or replaces a specified
REMOVE_REPLACE_DEMO  string to new content in HTTP data.

Note: Do NOT use this script "as is". Instead, copy it and manipulate the
collected data.

URL_UTILITY_COMMANDS Demonstrate how to use those url tools to encode/decode/parser/compare

USE_REQUEST_HEADERS  Stores a request header value in an event and uses it in other events. For
in_OTHER_EVENTS example, you can store a URL in a request event, and use it in a response
event.

Note: Do NOT use this script "as is". Instead, copy it and customize the
content you want to store, use collect() in HTTP_REQUEST to trigger
HTTP_DATA REQUEST,or use collect() in HTTP_ RESPONSE to trigger
HTTP_DATA RESPONSE.

SSL_EVENTS n_ Demonstrate how to fetch the SSL certificate information and some of the
COMMANDS SSL connection parameters between server and client side.
AUTH_COOKIE_BAKE Allows you to retrieve the baked cookie and edit the cookie content.
AUTH_EVENTS n_ Used to get the information from authentication process.
COMMANDS
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Predefined script Description

OPTIONAL_CLIENT _ Performs optional client authentication.

AUTHENTICATION Note: Before using this script, you must have the following four parameters
configured in the client-ssl-profile:

| client-certificate-verify—Set to the verify you'd like to use to verify the
client certificate.

| client-certificate-verify-option—Set to optional
| ssl-session-cache-flag—Disable.

| use-tls-tickets—Disable.

I

CUSTOMIZE_AUTH_KEY Demonstrate how to customize the crypto key for authentication cookie.

COOKIE_COMMANDS Demonstrate the cookie command to get the whole cookie in a table and
how to remove/insert/set the cookie attribute.

COOKIE_COMMANDS _ Demonstrate the sub-function to handle the cookie attribute "SameSite"

USAGE and others.

COOKIE_CRYPTO_ Used to perform cookie encryption/decryption on behalf of the real server.

COMMANDS

AES DIGEST_SIGN_2F _ Demonstrate how to use AES to encryption/decryption data and some tools

COMMANDS to generate the digest.

CLASS_SEARCH_n_MATCH Demonstrates how to use the class_match and class_search utility
function.

COMPARE_IP_ADDR_2_ Compares an IP address to an address group to determine if the IP address

ADDR_GROUP_DEMO is included in the specified IP group. For example ,192.168.1.2 is included

192.168.1.0/24.

Note: Do NOT use this script "as is". Instead, copy it and customize the IP
address and the IP address group.

INSERT_RANDOM_ Inserts a 32-bit hex string into the HTTP header with a parameter
MESSAGE_ID_DEMO “Message-ID”.

Note: You can use the script directly, without making any change.

MANAGEMENT_ Allow you to disable/enable rest of the events from executing.
COMMANDS
UTILITY_FUNCTIONS Demonstrates how to use the basic string operations and random
DEMO number/alphabet, time, MD5, SHA1, SHA2, BASE64, BASE32, table to
string conversion, network to host conversion utility function.
SPECIAL_CHARACTERS _ Shows how to use those "magic characters" which have special meanings
HANDLING_DEMO when used in a certain pattern. The magic charactersare (). % +-*?[14
$
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Predefined script Description
MULTIPLE_SCRIPT _ Uses demo_1 and demo_2 script to show how multiple scripts work.
CONTROL_DEMO _1 Demo_1 with priority 12 has a higher priority.

Note: You could enable or disable other events. Do NOT use this script "as
is". Instead, copy it and customize the operation.

MULTIPLE_SCRIPT_ Uses demo_1 and demo_2 script to show how multiple scripts work.
CONTROL_DEMO_2 Demo_2 with priority 24 has a lower priority.

Note: You could enable or disable other events. Do NOT use this script "as
is". Instead, copy it and customize the operation
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