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Change Log

Date Change Description

2023-06-01 Updated Throughput utilization billing reporting 6.4.3 on page 133.

2022-07-05 Added Support for cloud-init service for KVM, Azure, and AWS 6.4.1 on page 18.

2022-01-17 Added FortiGuard outbreak and alert service 6.4.6 on page 97.

2021-06-01 Initial release of FortiAnalyzer 6.4.6.

2021-05-19 Updated information in Online update and verification for third-party certificates (OCSP stapling)
on page 158.

2021-01-28 Updated information in Throughput utilization billing reporting 6.4.3 on page 133.

2020-12-16 Initial release of FortiAnalyzer 6.4.4.

2020-11-27 Added Connector's health check 6.4.3 on page 96.

2020-10-22 Initial release of FortiAnalyzer 6.4.3.

2020-09-24 Added FortiMail connector 6.4.2 on page 85.

2020-09-14 Added Asset tags on page 118.

2020-08-31 Added Secure SD-WAN assessment report 6.4.2 on page 14.

2020-08-20 Added:

¢ Incidents with multiple endpoints and users 6.4.2 on page 66
¢ Vulnerabilities and software inventory data from EMS connector 6.4.2 on page 81

2020-08-13 Added:
» SOC subscription license 6.4.1 on page 77
e Try it Out feature for FortiSoC 6.4.2 on page 79

2020-08-10 Added Unique count for event handler 6.4.2 on page 107.
2020-08-06 Initial release of FortiAnalyzer 6.4.2.
2020-07-20 Added Zoom function in FortiRecorder 6.4.1 on page 149 .
2020-06-26 Added Facial Recognition 6.4.1 on page 143.
2020-06-23 Added Sankey Chart on page 120.
2020-06-15 Initial release of FortiAnalyzer 6.4.1.
2020-05-04 Added Normalized Fabric logs on page 62.
2020-05-01 Added EMS Connector on page 56
Added FortiCare license for AWS PAYG instances on page 17
2020-04-17 Added FortiDeceptor logging on page 105.
2020-04-09 Initial release of FortiAnalyzer 6.4.0.
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Security-driven Networking

Security-driven Networking

This section lists the new features added to FortiAnalyzer for Security-driven Networking. They are organized into the
following sections:

e SD-WAN on page 6
o FortiAnalyzer SD-WAN Monitoring Dashboard on page 6
« Enhanced SD-WAN Report on page 12
o Secure SD-WAN assessment report 6.4.2 on page 14

SD-WAN

This section lists the new features added to FortiAnalyzer for SD-WAN.

List of new features:

« FortiAnalyzer SD-WAN Monitoring Dashboard on page 6
« Enhanced SD-WAN Report on page 12
e Secure SD-WAN assessment report 6.4.2 on page 14

FortiAnalyzer SD-WAN Monitoring Dashboard

Charts similar to those available in the Secure SD-WAN Report can be found as widgets in the default SD-WAN
dashboard of FortiView.

The Monitors window in FortiView has a predefined Secure SD-WAN Monitor pane with eight SD-WAN widgets.
A ninth widget, SD-WAN Rules Utilization, can be added to the dashboard.

To view the SD-WAN widgets:

1. Goto FortiView > Monitors.

2. Inthe tree menu, select Secure SD-WAN Monitor.
The Secure SD-WAN Monitor pane displays the SD-WAN widgets.

Default SD-WAN Widgets:
1. SD-WAN Performance Status: It gives the status of individual links and the SD-WAN enhancements after the SD-

WAN implementation.
Hover over a bar to see its link status, date, and time in the tooltip.
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Security-driven Networking

SD-WAN Performance Status
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2. Jitter. The Jitter widget shows a line chart of the jitter data for each SD-WAN link across the selected time period.

Hover over the line chart to see date, time, and jitter data in the tooltip.

Jitter
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3. Latency: The Latency widget shows a line chart of the latency data for each SD-WAN link across the selected time

period.
Hover over the line chart to see date, time, and latency data in the tooltip.
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Security-driven Networking
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4. Packet Loss:The Packet Loss widget shows a line chart of the packet loss data for each SD-WAN link across the
selected time period.

Hover over the line chart to see date, time, and packet loss data in the tooltip.

Packet Loss 22
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10% %
89
6%
4%
Mar 20 12:00
wan1:6.78
wan2 : 6.25
29
% ' T T T=0 T T T g
Mar 19 12:00 Mar 20 04:00 Mar 20 20:00 Mar 21 12:00 Mar 22 04:00 Mar 22 20:00 Mar 23 12:00 Mar 24 04:00 Mar 24 20:00 Mar 25 12:00 Mar 26 04:00

5. SD-WAN Utilization by Application:1t shows a bar chart of the top 10, 20, or 30 applications on each SD-WAN link
across the selected time period.

Hover over the bar chart to see application name and the utilization on each link in the tooltip.
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SD-WAN Utilization by Application
Sort By: Bandwidth v
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6. Bandwidth Utilization by SD-WAN Rules:1t shows a donut chart of SD-WAN rules utilization across the selected
time period.
Hover over the donut chart to see the rule name and utilization (percentage) in the tooltip.

Bandwidth Utilization by SD-WAN Rules

to exit full screen Sort By: Bandwidth

@ Skype
@ Microsoft-Outlook
@ Google-Gmail
@ Skype.Portals
DNS
@ Fortinet-FortiGuard
@ Microsoft.Portal
WeChat

— Skype: 67.7M(42.12)

Microsoft-Outlook: 63.2M(39.37)

»

I You can see the total utilization for all rules at the center of the donut chart.

7. SD-WAN Link Utilization: It shows a donut chart of utilization for each SD-WAN link across the selected time period.
Hover over the donut chart to see link name and utilization (percentage) in the tooltip.
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Security-driven Networking

SD-WAN Link Utilization e

Sort By: Bandwidth

wan2: 79.0M(49.19)
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»

You can see the total utilization for all links at the center of the donut chart.

8. SD-WAN High and Critical Events: It shows a donut chart of events across the selected time period.

Hover over the donut chart to see the event name and number (percentage) in the tooltip.

SD-WAN High and Critical Events ¢ :

Sort By: # of events.

notice: 1.9k(4.22)

@ information
@ notice

warning

»

You can see the total number of events at the center of the donut chart.

FortiAnalyzer 6.4.0 New Features Guide
Fortinet Inc.

10



Security-driven Networking

To add the SD-WAN Rules Utilization widget:

1. Go to FortiView > Monitors > Secure SD-WAN Monitor, and click Edit Dashboard.

2. Click the plus icon and select the SD-WAN Rules Utilization widget to add it to the dashboard, then click Done.
The SD-WAN Rules Utilization widget includes two sankey diagrams. Toggle between the displayed diagrams by
selecting a display type in the By: dropdown.

o SD-WAN Rules Utilization by Application: SD-WAN rules are displayed connected to SD-WAN member
interfaces and applications.

SD-WAN Rules Utilization Top: 10 B G
By: Application

3 Google Services

Rule:Google-Gmail

SD-WAN Rules Utilization

I Rule:DNS

o SD-WAN Rules Utilization by Interface: SD-WAN rules are displayed connected to SD-WAN member
interfaces.

SD-WAN Rules Utilization

3 Google.Push.Notification

<& DNs

Z
3
®

Rule:Skype.Portals

Rule:Google-Gmail

Rule:Fortinet-FortiGuard

SD-WAN Rules Utilization

Rule:Skype
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Security-driven Networking

Enhanced SD-WAN Report

This report leverages enhanced FortiGate SD-Wan logs to display SD-Wan utilization by different rules, links,
applications a users as well as link SLA, performance and quality KPIs such as Latency, Packet Loss and Jitter changes
over time.

The enhanced report includes the following:

» Improved report cover page.

FEERTINET

Secure SD-WAN Report

+ Added Sankey chart type for better visualization.

Application usage should have a strong influence on your network architecture. Understanding which types of
applications are used and specifically business application performance can improve user experience and
productivity. Following chart illustrates a breakout of applications specific to your network as ranked by traffic
volume. These applications can be prioritized by leveraging SD-WAN application steering strategies and Service
Level Agreements (SLAS) in order to engineer their optimal path to the Internet.

I oxs
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I viecht
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Security-driven Networking

» Added horizontal bar chart: SD-WAN Availability.

LERTINET

SD-WAN Performance

Multi-path technology can automatically fail over to the best available link when the primary WAN path degrades.
This automation is built into the FortiGate, which reduces complexity for end-users while improving their experience
and productivity.

Overview of Device - FWF61ETK18005359
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« Added Sankey chart for device drilldown.
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SD-WAN Device Traffic Distribution by Interface and Application
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Security-driven Networking

o Added horizontal bar chart: SD-WAN Users.

SD-WAN Users

By looking at source traffic, we can determine the originating source of any particular traffic. Certain botnets,
command and control functions, and even remote access can be session heavy and indicative of targeted attacks or
persistent threats. Following charts representative of source traffic activity that may need further investigation.
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SD-WAN Top Source by Application and Traffic Volume

# User(ortP) Application Bandwidth % of Subtotal

1 wahu Siype 12351 MB ar67%
NS 3468 MB 1339%
Microsoft.Outlook. 2558 MB 987%
Others 75.32M8 2007%

To view the full sample report, go to Reports > Templates and select HTML or PDF for Template - Secure SD-
WAN Report.

Secure SD-WAN assessment report -6.4.2

This new report on FortiAnalyzer will be consistent with CTAP Secure SD-WAN report that we already provide to
prospective customers via the CTAP program.

To view the Secure SD-WAN assessment report:

1. InFortiAnalyzer, go to Reports > Templates and view Template - Secure SD-WAN Assessment Report.

] Reports v ADOM:root {1 ® >~ Q3 : admin v

BY Generated Reports =+ CreateNew © View Til Delete % Clone B Create Report & Install Template Pack Q

A Preview "

B3 Report Definitions v Title Language Description Category

B All Reports

O ETemplate - SaaS 3 e 3 )
o . Summarizes the usage of SaaS apps compared to all applications, Sanctioned vs Unsancationed o HTML
B Templates Application Usage English L . . . Application
Saa$ applications, and total bandwidth by SaaS Sanctioned and Unsanctioned apps. PDF

Report

|ul Chart Library @

% Macro Library EdTemplate - Secure

SD-WAN Assessment  English Secure SD-WAN Assessment Report. System

§= Datasets @

Report
£ Advanced ~| O [ETemplate - Secure ' HTML
English Secure SD-WAN Report. System
|N Language SD-WAN Report PDF
[® Output Profile =] Security Analysis of traffic, application, user, destination, bandwidth and sessions. DHCP, Wifi,
[ Template - Securit: traffic history. Web usage by users, categories and sites. Top email by senders, recipients. HTML
Report Calendar p v English w K g v X g X 4 v i p Security
Analysis Malware, botnet, intrusion detections, victims and sources. VPN usage. Admin Login and system PDF
events.
O [Template - Security —
Events and Incidents ~ English Present a brief summary of the events/Incidents collected. Security PDF
Summary
O [Template - Self-
HTML
Harm and Risk English Self-Harm and Risk Indicators Report. Application CBE
Indicators Report
] . . Provide awareness of your current security posture, and allow for a better understanding of the
[ETemplate - Situation . o o . N . HTML
English 'big picture’ which will help anticipate what may happen to networks and systems enabling the Security
Awareness Report . . ) . . PDF o

The report is also available in All Reports.
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Reports v ADOM:root 1 ® > Q3 z admin v

BS Generated Reports = Create New [# Edit

A Title

T Delete " Clone ® RunReport BEFolder~ 3 Morev (O Show Scheduled Only

B Report Definitions ~ Language Cache Status Time Period Devices Schedule Report Owner

B All Reports

& Templates
|ul Chart Library @
|® Macro Library

§= Datasets @

£¥ Advanced ~

|N Language
[® Output Profile

Report Calendar

Below is a sample of the Secure SD-WAN assessment report.

<} 0O 00O0COo

0OO0OO0OO0DO0OO0ODO0COOCOOO

O

B3 GTP Report

B5 High Bandwidth Application Usage Report

B IPS Report
BS PCI-DSS Compliance Review

B SaaS Application Usage Report

B Secure SD-WAN Assessment Report
BS Secure SD-WAN Report

B Security Analysis

B Security Events and Incidents Summary
B Self-Harm and Risk Indicators Report
B Situation Awareness Report

B Social Media Usage Report

B Threat Report

BS User Security Analysis

B5 VPN Report

B Web Usage Report

B What is New Report

B WiFi Network Summary

B Wireless PCI Compliance
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Security-driven Networking

LATINET

Executive Summary

We aggregated key findings from our Secure 5D-WAN assessment within the Executive Summary below. While the
highlights are listed below, a more detailed view of each section follows. Be sure to review the Recommended
Actions page at the end of this report as well for actionable steps your organization can take to optimize your
network for Direct Internet Access, protect your organization from external/branch office threats, and ultimately
SAVE MONey.

Application
261 72.70 GB 435.84 GB

External (Potential ﬁ Total Cloud IT Total VolP/Audio
DIA) Applications Traffic Video Traffic

Application usage should have a strong influence on your network architecture. Understanding which types of
applications are used and specifically business application performance can improve user experience and
productivity.

Security
' 74 359 69
Application Malware and/or High Risk
Vulnerability _ Botnet Detected Applications
Attacks Detected Detected

Maintaining a full security stack at the WAN edge is critical in any 5D-WAN deployment where public Internet circuits
are leveraged. Mote that any threats observed within this report have effectively bypassed your existing network
security gateway, so they should be considered active and may lead to increased risk (such as a data breach).

Utilization
55.69 TB 1.11TB lﬁ 5.67TB
u Total Bandwidth Total Non- - — Total S5L
Used Business Traffic Encrypted Traffic

In addition to individual applications, understanding owverall utilization can help with capacity planning, drcuit
selection, and streamlining network traffic over time. This awareness can also help reduce operational costs
associated with backhauling traffic over more expensive WAN links (such as MPLS).

Secure SD-WAN Assessment Report (by admin) - FortiAnakyzer Host Mame: FAZ3000F page 2 of 12
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Dynamic Cloud Security

Dynamic Cloud Security

This section lists the new features added to FortiAnalyzer for Dynamic Cloud Security. They are organized into the
following sections

o Public cloud on page 17

» FortiCare license for AWS PAYG instances on page 17
» Application security on page 24

» FortiWeb Pcap Support on page 24

Public cloud

This section lists the new features added to FortiAnalyzer for public cloud.
List of new features:

« FortiCare license for AWS PAYG instances on page 17
o Support for cloud-init service for KVM, Azure, and AWS 6.4.1 on page 18

FortiCare license for AWS PAYG instances

FortiAnalyzer instances on AWS (PAYG) obtain FortiCare-generated licenses automatically.

When logging into a FortiAnalyzerAWS On Demand instance for the first time, a pre-login disclaimer page is displayed.

Pre-login Disclaimer

Please read the following agreement carefully.

Please login with username=admin and password=[instance-id]

After successful login, the FAZ-AWS instance retrieves the license from the FortiCare server. This license includes a
certificate that uses the serial number as the CN name.

The following is a comparison between the local certificate in a FortiAnalyzer 6.2.3 and 6.4.0 AWS On Demand instance.

FortiAnalyzer 6.4.0 New Features Guide 17
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Dynamic Cloud Security

o FortiAnalyzer-AWS On Demand 6.2.3

& Dashboard * | View Local Certificate
& Logging Topology Certificate Name ~ Fortinet_Local
& All ADOMs Issuer C = US, ST = Callifornia, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = fortinet-subca2001, emailAddress = support@fortinet.com
© Storage Info Subject € =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiAnalyzer, CN = FAZ-VMO000000001, emailAddress = support@fortinet.com
. Valid From 2017-08-30 23:03:13 GMT
& Network
Valid To 2056-01-19 03:14:07 GMT
& HA
Version 3
a Admi ~
& fdmn Serial Number ~ 38:f9
Administrators Extension Name: X509v3 Subject Key Identifier
Profile Critical: no
Content:

Remote Authentication Server EC:F5:B8:1A:C2:24:2C:2F:C1:25:8D:0F :5F:44:84:Co:66-A5AC:94
Admin Settings

Name: X509v3 Authority Key Identifier
SAML SSO

Critical: no
EB Certificates ~ Content:
keyid:98:2B:25:3C:30:CA:2C:2B:56:E7:DB:FC:59:33:83:DC:3D:5B:6A:D7 DirName:/C=US/5T=California/L=Sunnyvale/O=Fortinet/OU=Certificate
Authority/ CN=fortinet-ca2/emailAddress=support@fortinet.com serial:20:01
CA Certificates
Name: X509v3 Basic Constraints
CRL Critical: yes
Remote Certificates Content:
CA:FALSE
& Log Forwarding
[EH Fetcher Management Name: X509v3 Key Usage
Critical: yes
K Event Log Content:
[2 Task Monitor Digital Signature

o FortiAnalyzer-AWS On Demand 6.4.0

€2 Dashboard * | View Local Certificate
=% Logging Topology Certificate Name ~ Fortinet_Local
& All ADOMs Issuer C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = fortinet-subca2001, emailAddress = support@fortinet.com
© Storage Info Subject C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiAnalyzer, CN = FAZAWSTA20000050, emailAddress = support@fortinet.com
. Valid From 2020-04-08 19:15:59 GMT
€ Network
Valid To 2056-01-19 03:14:07 GMT
& HA
Version 3
2 Admin ~

Serial Number 0f:3d:10

Administrators Extension Name: X509v3 Subject Key Identifier

Profile Critical: no
Content:

Remote Authentication Server 12,CD:40:C8:D1:18:E8:8F:1F FE:DD:C2:8E:0F:AB:3E:3F-0C.E:BC
Admin Settings

Name: X509v3 Authority Key Identifier
SAMLSSO

Critical: no
EH Certificates ~ Content:
keyid:98:2B:25:3C:30:CA:2C:2B:56:E7:DB:FC:59:33:B3:DC:3D:5B:6A:D7 DirName:/C=US/ST=California/L=Sunnyvale/O=Fortinet/OU=Certificate
Authority/CN=fortinet-ca2/emailAddress=support@fortinet.com serial:20:01
CA Certificates
Name: X509v3 Basic Constraints
CRL Critical: yes
Remote Certificates Content:
CA:FALSE
#* Log Forwarding
[ Fetcher Management Name: X509v3 Key Usage
Critical: yes
Iz Event Log Content:
[@ Task Monitor Digital Signature

Support for cloud-init service for KVM, Azure, and AWS -6.4.1

You can use the cloud-init service for customizing a prepared image of a virtual installation. The cloud-init service is built
into the virtual instances of FortiAnalyzer-VM found on the support site so that you can use them on a VM platform that
supports the use of the service. To customize the installation of a new FortiAnalyzer-VM instance, you must combine the
seed image from the support site with user data information customized for each new installation.

Hypervisor platforms such as QEMU/KVM support the use of this service on most major Linux distributions, as well as
BSD and Hyper-V. A number of cloud-based environments, such as VMware and AWS also support it.

You can use the cloud-init service to help install different instances based on a common seed image by assigning
hostnames, adding SSH keys, and settings particular to the specific installation. You can add other more general
customizations, such as the running of post install scripts.

FortiAnalyzer 6.4.0 New Features Guide
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Dynamic Cloud Security

While cloud-init is the service used to accomplish the customized installations of VMs, various other programs,
depending on the platform, are used to create the customized ISOs used to create the images that will build the
FortiAnalyzer-VM.

Al
‘Q' Although this feature supports FortiAnalyzer, this topic only includes examples for
- FortiManager.

This topic includes the following sections:

 KVMon page 19
 AWS on page 21
o Microsoft Azure on page 22

KVM

To configure on KVM:

1. On the host server (Ubuntu), start service 1ibvirtd.
2. Prepare the FortiAnalyzer configuration and license file.
This license is named 0000, without any extension.

The folder structure should be as follows:

<holding folder>
/openstack
/content

0000

/latest

user data

For example:

config system global
set hostname fmg-boot-strap
end

3. Convert the folder to an ISO image using the mkisofs utility.
Following is the syntax of the command:

mkisofs [options] [-o <filename of new ISO> pathspec [pathspec...]

4. Create a FortiAnalyzer instance, attach a virtual CDROM, which is based on fmg-config-lic-bootstap.iso.
The following command sets up a virtual CDROM drive as if it were on an IDE bus holding a virtual CD in it with no
cache, and the data is in RAW format.

disk /home/username/test/fmg-config-lic-
bootstap.iso,device=cdrom, bus=ide, format=raw, cache=none -

FortiAnalyzer 6.4.0 New Features Guide
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fmg-lic on QEMU/KVM X

File Virtual Machine View Send Key
Bi= | @
= overview Details
B 55 information -
= Virtual Disk

¢ Performance
é‘:} CPUS Source path: Ihomelqafl5offmg-cenﬁg-llc-boetstapJse\ Ql Browse
== Memory Device type: IDE CDROM 1

J} Boot Options Storage size: 1.45 MiB

Readonly:
[B) 1DE Disk 1 v 4

Shareable:
@© IDE CDROM 1

@ Virtlo Disk 1 ~ Advanced options

NIC :c4:4d:ea Disk bus: IDE -
NIC :95:f9:21 Serial number:
NIC H1cic1:61 Storage format: gy
NIC :65:59:8¢c
|#] Tablet » Performance options
"9" Mouse
B Keyboard

D Display Spice
E'E Sound ich6
=5 Serial 1

=5 Channel spice
M vidan A

Add Hardware Remove

5. Boot up the FortiAnalyzer KVM virtual machine.
In the following example for FortiManager, the configuration and license upload to the FortiManager KVM virtual
machine.
fmg-lic on QEMU/KVM x
File Virtual Machine View Send Key
- = O - =

y.

Serial number :FMG-UMTMZ0002974

fmg-boot-strap login: _

bash# cat vmd.log.l
[186] cdrom mounted
[186] /cdrom/openstack/content/0000: size=9171:

QAAAAKgh6/7exA+Da/9%ho2iypIYLIYKx+VFPBYd6cR6X1TqlWFz95Fz+blnlsa20PL1deC5h5sgh
CZMEcGUczbnSZMcQGgAAMC/mTe8EPRK/ARkMpi8Av3IIIcm7Irgds8xk+cgeMpZTMBtg2FrXsAmr
yErFgUgYmouRu9VMtInJ1lndnnFRXZzsBez/Xa7XeBBUeHuULuxAiHyI2rIUfXQOPeIgV06eLrFLdu
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UpD1EgadFK3eDDoMX4wEFzLHIbbBr jErWKvu2Cf94sEDsavOmI/Cv5n0Zd9rQgR2TdxQ06Y025dr
cRuhoxA/nY4 fvgwOcHbhUYpafF2NDeKiXzDVS1iRun5Z2YFcCuIOTkGr2AQb5zx6Md1Qgc+k8boI0

JAyUBCgENbH++ClFTDAG61znT68KcZDF71coAr56+p70JXBEZrwUEFVVIVACWCtEntGlv7uE9Po0P
9PZyNgupz£f71stWtYDfrgSZO

[186] /cdrom/openstack/latest/user data: size=438:
config system global

set hostname fmg-boot-strap
end

AWS

To configure on AWS:

1. Go to the AWS marketplace, and follow the procedure to launch a FortiAnalyzer AZURE virtual machine.
2. Onthe 3. Configure Instance page, select the VPC subnet and the IAM role.

When selecting the VPC subnet, select the IAM role that was created, and specify information about the license file
and configuration file from the AWS S3 bucket that was previously configured under Advanced Settings. In this
example, the IAM role name is fmgrole.

aws i - -
> Services Resource Groups *
1.Choose AMI 2 Choosenstance Type  3.Configure Instance 4 Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing. assign an access management role to the instance, and more

Number of instances (i 1 Launch into Auto Scaling Group (i
Purchasing option (i [CRequest Spot instances
Network (j VpC-0dd6i0a8 | my-vpe | C createnewvrc
Subnet (j subnet-31b2c146 | Public subnet-1a | us-east-1a 0 Create new subnet

218 IP Addresses available

Auto-assign Public IP (j Enable
Placement group (i [JAdd instance to placement group
Capacity Reservation (i Open v) C Create new Capacity Reservation
1AM role (i mgrole i) C create new 1AM role
Shutdown behavier (i Stop
Stop - Hibernate behavior (j [JEnable hibernation as an additional stop behavior

Enable terminatien protection

Monitoring

[IProtect against accidental termination

[CJEnable CloudWatch detailed monitoring
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3. Expand Advanced Details, and set User data to As text, for example:

.a'W% Services v
~
1.Choose AMI 2. Choose Instance Type

3. Configure Instance

Resource Groups v %

4. Add Storage 5. Add Tags

Step 3: Configure Instance Details

Elastic Inference (i)

T2iT3 Unlimited  (j

File systems (]

~ Network interfaces

Device  Network Interface

etho New network interface

Subnet

Add Device

~ Advanced Details
Metadata accessible (]
Metadata version (j
Metadata token response hop limit  (j

Userdata (j

subnet-31b2c14€

Additional charges will apply for dedicated tenancy.

[JAdd an Elastic Inference accelerator
Additional charges apply.

CJEnable
Additional charges may apply

C create new file system

Primary IP

Auto-assign Add IP
Enabled :
V1 and V2 (token optional) :
1 v

@ As text O asfile [Jinput is already base64 encoded

i

"bucket” | "imgs3",

"region" : "us-east-1"

"license” - "/FMG-VMTM19003983 |ic"
"config” - "/img-nosiname-config "
Y

1

4. Go to the FortiAnalyzer GUI, and log in.

5. InFortiAnalyzer, go to System Settings > Dashboard.

6. Configure Security Group

Secondary IP addresses

7. Review

IPVE IPs

Add IP

Cancel Previous Review and Launch Next: Add Storage

In the following example for FortiManager, the System Information widget displays the specified hostname, and the

License Information widget displays the activated license.

2 Toggle Widgets v

& Al ADOMs
System Information

<% Network

B HA Host Name

2 Admin v Serial Number
Administrators Platform Type
Profile HA Status
Workspace System Time

Remote Authentication Server Firmware Version

Admin Settings System Configuration

SAMLSSO Current Administrators
BB Certificate v

erncates Up Time
Local Certificates
‘Administrative Domain
CA Certificates
FortiAnalyzer Features
cRL

Remote Certificates

System Resources

Microsoft Azure

bootstrap-hostname
FMG-VMTM19003983
FMG-VM64-AWS
Standalone
Sun May 17 17:36:36 2020 PDT
¥6.4.0-build2002 200408 (GA)
Last Backup : N/A
admin /1 in total
3 minutes 17 seconds

oF

oFF

To configure on Microsoft Azure:

4 % License Information ox
s’ VM License Type Valid UUG 2
& FortiCloud  Registered
8 FortiGuard VM Meter Service No License -
Server Location &5 Servers located in US only /7
v [2 Management Devices/VDOMs 00f 10,000
& J Update Server AntiVirus and IPS 96.45.33.88 (&5 United States)
£ Web and Email Filter 209.222.147.36 (@5 United States)
= FortiClient Update 96.45.33.106 (&5 United States)
Unit Operation 2%

FORTINET
s EalEaE e

1. Use PowerShell to deploy the FortiAnalyzer Azure VM with user data.

2. Create a MIME text file named azureinit.conf inlocal PC C:\Azure\misc directory.
You can change the directory path and file name using the ScustomdataFile =
C:\Azure\misc\azureinit.conf parameterinthe psi file. The azureinit.conf is the textfile in
MIME format that includes both FortiGate CLI commands and license file content.
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Content-Type:

MIME-Version: 1.0

-- 0740947994048919689==

Content-Type: text/plain;
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

Content-Disposition:

config system admin setting
set idle timeout 480
set shell-access enable
end

--= 0740947994048919689==

Content-Type: text/plain;
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

Content-Disposition:

multipart/mixed; boundary="

attachment;

attachment;

————— 0740947994048919689==""

charset="us-ascii"

charset="us-ascii"

filename="config"

filename="1license"

I0b6sMYu8MnmDPAJLgygex1BdImccRI3pe+E9ZgT5tAu7gBVhDa5Bo/kf3T1dJO0RAxvEXcUGCO+k
4TgteYmIRKTESCOZGVOAGOn2zTmwaFxF9J22R68tkI3fGbhGbAfjcPN5SIAACT TwHWY JWE0Oqy 80/
TI9WReuzEIWC3SrWtgpgfMNM527h4RQrLXBIJPOVOmM+C4ZHkedrbBy 7gqFQWhHC+Lps8rsPh/Qj 1PN

Ii6kVnHrAgf9dI7C4IAMEKI1Q

- —=============== 0740947994048919689==--

After FortiAnalyzer Azure VM is created, the FortiAnalyzer license and configuration are uploaded.

3. Goto FortiAnalyzer GUI, and login.

4. Goto System Settings > Dashboard. In the following example, the System Information widget displays the serial

number.

S"2  System Settings v

€ Dashboard
@ AllADOMs

2 Toggle Widgets v

£0* Network System Information

&HA Host Name fmg1307

2 Admin v Serial Number FMG-VMTM19003983

Administrators Platform Type FMG-VM64-AZURE

Profile HA Status Standalone

Remote Authentication Server System Time Sun May 17 22:29:17 2020 PDT

Admin Settings Firmware Version v6.2.5-build 1307 200515 (GA)

SAMLSSO

System Configuration Last Backup : N/A

BB Certificates ~

Current Administrators fmgazure /1 in total

Local Certificate
-ocal Cerincates Up Time 26 minutes 13 seconds

CA Certificates
Administrative Domain oF

CRL
FortiAnalyzer Features oFf

Remote Certificates
& Event Log System Resources.
[R Task Monitor

F: Advanced ~ \

NP 0% 17%

Mail Server

Syslog Server

Meta Fields Average CPU Usage Memory Usage

FortiAnalyzer 6.4.0 New Features Guide
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Disk Usage

[
Wi e (oS

SRS

Unit Operation o%
FortiManager-VMé4-AZURE
G Restart

Alert Message Console EHOX
Time Message

May 17, 22:18:38 Login from ssh: Failed for invalid user supervisor from 130.105.122.21 port 56777

May 17, 22:07:22 Login from ssh: Failed for invalid user root from 115.79.37.77 port 63928
License Information o %
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5. Goto System Settings > Admin > Admin Settings.
The following example displays the Administration Settings:

E:E System Settings

) Dashboard Admin Settings
& All ADOMs
Administration Settings
<* Network
HTTP Port 80 : Redirects to HTTPS

& A HTTPS Port 443 :
3 i ~
< Admin HTTPS & Web Service | @ server.crt

Administrators Certificate

Profile Idle Timeout 480 s (1-480 Minutes)

Remote Authentication Server View Settings

3 n La v

- o

EE Certificates ~
ot
Local Certificates —
| |
CA Certificates
Space CallaLily  J| Binary Tunnel Diving
CRL R >
Remote Certificat
emote bermeates Dreamy Technology Landscape
E2 Event Log i,
e <¢ 4]

[ Task Monitor Canyon Northern Light | Astronomy Fish
Mail Server s ~n
Syslog Server
Meta Fields 0

Advanced Settings Password Policy s

Display Options on GUI >

Application security

This section lists the new features added to FortiAnalyzer for application security.
List of new features:

o FortiWeb Pcap Support on page 24

FortiWeb Pcap Support

The FortiWeb attack log provides a deep analysis tool that allows customers to understand why a particular request was
flagged as a violation. It gives detailed information in a 'Wireshark' like visual separating the HTTP requests into
headers, cookies, parameters, and the HTTP body, highlighting the pattern that triggered the violation.

This enhancement in FortiAnalyzer allow users to view FortiWeb packet logs with additional HTTP request information
included.

To view FortiWeb packet logs:

1. GotoLog View.

2. Inthe tree menu, select Application Attack Prevention.
The Application Attack Prevention pane opens.

FortiAnalyzer 6.4.0 New Features Guide
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ADOM:FortiWeb 2 @ >~ A admin v

& Event B AllDevices~  ® Last NDays~ N [EEJJl] Dec 11 2019 To Mar 102020
Example: SICIp=172.16.86.11 service=HTTP.

= Traffic # ¥ Date/Time Device ID Source Name Destination Policy Action HTTP URL HTTP Host Message Data

2 Custom View HA 0110 14:59 FVVM020000194963 103120254 10312061 = Alert / 1721878239 ClatomAcces i (e rukIEa]

Lo Browse 2 01-1014:59 FVVM020000194963 103120254 10312061 @ Alert / 1721878239 Custom Access ule(st._faz_cus_rule. | &

Htog Grouw 3 01-10 1459 FVVM020000194963 103120254 10312061 @ Alert / 1721878239 Custom Access rule (tst_faz_cus rule.} &
4 01-10 1459 FVVM020000194963 103120254 10312061 @ Alert 17218.78.239 Custom Access rule (tst_faz_cus_rule. | &
5 0110 14:59 FVVM020000194963 103120254 10312061 @ Alert / 1721878239 Custom Access rule (tst_faz_cus.rule. § &
s 0110 14:59 FVVM020000194963 103120254 10312061 @ Alert 17218.78.239 Custom Access rule (tt_faz_cus_rule. | &
7 0110 14:59 FVVM020000194963 103120254 10312061 @ Alert / 1721878239 Custom Access rule (st_faz._cus_rule. § &
8 0110 14:59 FVVM020000194963 103120254 10312061 @ Alert 1721878239 Custom Access rule tst_faz_cus_rule. | &
9 01-10 1459 FVVM020000194963 103120254 10312061 @ Alert / 1721878239 Custom Access rule (tst_faz_cus rule.} &
10 01-10 1459 FVVM020000194963 103120254 103.12061 @ Alert 17218.78.239 Custom Access rule(tst_faz_cus_rule. | &

In the Application Attack Prevention pane, FortiWeb packets appear in the far right-side under Data.

Ay
‘9' By default, Data is not visible in the log view. You can enable it from the settings on the far-
right side.

FortiWeb packets also appear in the log detail panel.

ADOM: FortiWeb 2 @ >- A admin v

B All Devices ~

© LastNDays~ N S 2 Custom View

| Aug 23 2019 To Mar 10 2020

= Traffic

2 Custom View > FVVMO020000194963 10312061 1721878239 & logDetails
01-1014:59 FVVM020000194963 103120254 103.12061 a Alert / 17218.78239 Action
01-1014:59 FVVM020000194963 103120254 10312061 @ Aert / 1721878239 Back End Service

#
1

B Log Browse 2

3

4 01-10 1459 FVVMO20000194963 103120254 10312061 @ Alert 1721878239

5

6

7

8

9

[ Log Group

ClepiDovice D
01101459 FVVM020000194963 103120254 10312061 « Alert 1721878239 o
01101459 FVVM020000194963 103120254 10312061 @ Aert 1721878239 R
01101459 FVVM020000194963 103120254 10312061 @ Aert / 1721878209 overe
etision
Destination EndUser 1D
Destination Endoint 1D

01-1014:59 FVVM020000194963  103.120254 10312061 @ Alert / 172.1878.239
/

01-10 1459 FVVM020000194963  103.120254 10312061 @ Alert / 172.1878.239
10 01-10 14:59 FVVM020000194963  103.120254 10312061 @ Alert / 172.18.78.239

HTTP Content Routing nore
HTTP Host 1721878239

HITP Version 1x

Historical Threat Weight o
20000021

Level aert
MLARGID o
ML Allowed Method nore
ML Argument Length
ML Domain Index
MLHMM Probabilty

‘ B ML Mean of Sample Argume.

£= Total logs for analytics: 60 days 9 hours. 1000 + | items per page n ML Mean of Sample Probabil.

3. Click on the packet icon to view the packet details.
The View Attack Content dialog appears. It shows packet details using the same design as IPS Archive.
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View Attack Content

Packet Header

GET / HTTP/1.1
User-Agent:python-requests/2.18.4
Accept-Encoding:gzip, deflate

Accept:®/*

Connection:keep-alive

Host:172.18.78.239

Content-Length:48
Content-Type:application/x-www-form-urlencoded

Packet Body

para_limit7=select+user+from+sysibm.sysdummy1%3E

arguments
Name Value

para_limit7 select user from sysibm.sysdummy1;

FortiAnalyzer 6.4.0 New Features Guide
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Zero Trust Network Access

This section lists the new features added to FortiAnalyzer for Zero Trust Network Access.

List of new features:

o NAC on page 27

» FortiNAC Report on page 27
« |AM on page 28

e SAML Fabric SSO on page 28

NAC

This section lists the new features added to FortiAnalyzer for NAC.

List of new features:

» FortiNAC Report on page 27

FortiNAC Report

A default FortiAnalyzer report template has been added for endpoints and networks detected by FortiNAC.

To view the FortiNAC report template:

1. Goto Reports > Templates.
The Template - FortiNAC Endpoints and Network Report is available.

22 Reports v

ADOM:FNAC I @ > (§ admin

+ CreateNew @ View il Delete % Clone B3 Create Report & Install Template Pack [ Q]
Language  Description

B All Reports BaTemplate - FortiNAC Endpoints and Network Report English

& Templates

[ul Chart Library @

18 Macro Library

B Generated Reports

B Report Definitions

FortiNAC Endpoints and Network Report. FortiNAC  HTML PDF

£ Datasets @

£ Advanced v
IN Language
= Output Profile

Report Calendar

FortiAnalyzer 6.4.0 New Features Guide
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2. View a sample report by clicking HTML or PDF.

_ FortiNAC Endpoints and Network Report

Executive Summary
1.Endpoint
1.1 Endpoint Distribution

Endpoint Distribution By
Type

Endpoint Distribution By
Operating System

Endpoint Distribution By
Vendor

Endpoint Distribution By
Location And Type

Endpoint Distribution By
Location And Type (Exact
Count)

1.2 Endpoint Inventory
Details

Endpoint Inventory
2. Network

2.1 Network Inventory
Summary

Natwarl Tnsantan:

Report Date: March 30, 2020 20:00
Data Range: 2020-03-05 00:00:00 2020-03-10 00:00:00PDT (FAZ local)

Executive Summary

Explosive device and evolving threats have kept endpoints a top target for cyberattacks. With
the cost of an endpoint-based breach reaching into the millions of dollars per event, i is critical for an organization to understand and
improve visibility into the network. This report provides summary and detail distrivution of endpoints and inventory of endpoints and

the network devices connected in the environment.

1.Endpoint

The below chart illustrate the endpoiat overview by the fotal number of rogue and fotal mumber of registered endpoints. A registered
endpoint is a device requiring nefwork services that is displayed in the FortiNAC host view and has an ID. Registered ednpoints have
a record in the FortiNAC database and are known entities. Rogue endpoints do not have a record and are unknown entities. Rogue
endpoints expose further risk to an organzition as these unidentified device are under the radar

The chart below summarize the total mumber of Rogue and Registered Endpoints

Total number of Registered Endpoints

3. Inthe layout editor, you can customize the report.

Reports v

B Generated Reports

B Report Definitions

& Templates

Il Chart Library @
£ Macro Library
£ Datasets @
£ Advanced v
IN Language
= Output Profile

Report Calendar

IAM

ADOM:FNAC I @ > (§ admin

View Report  Settings Edit: ForiNAC Endpoints and Network Report

ldhinsert chart @ nsertiacro Ed Fl S = e W BE & Qb3 (@ saveas Template
Format - Font - se - BIUSX XX A B =:= El === L
Executive Summary
Explosive device and ly evolving threats have kept endpoints a top target for cyberattacks. With the cost of an endpoint-based breach

reaching into the millions of dollars per event, it is critical for an organization to understand and improve visibility into the network. This report provides summary and
detail distrivution of endpoints and inventory of endpoints and the nefwork devices connected in the environment.

1.Endpoint

The below chart illustrate the endpoint overview by the total number of rogue and total mumber of registered endpoints. A registered endpoint is a device requiring nefwork
services that is displayed in the FortiNAC host view and has an ID. Registered ednpoints have a record in the FortiNAC database and are known entities. Rogue endpoints
do not have a record and are unknown entities. Rogue endpoints expose further risk to an organzition as these unidentified device are under the radar.

The chart below summarize the total mumber of Rogue and Registered Endpoints

‘Total mumber of Registered Endpoints
|2 Total Number of Rogue | 2] Total Number of Registered Host

T v
Apply

This section lists the new features added to FortiAnalyzer for IAM.

List of new features:

o SAML Fabric SSO on page 28

SAML Fabric SSO

FortiAnalyzer supports SAML SSO as part of one or more Security Fabrics.

To enable SAML Fabric SSO on FortiAnalyzer:

1. On the root FortiGate of the Security Fabric, enable SAML Single Sign-On, and configure FortiAnalyzer logging by

inputting the IP address of FortiAnalyzer.

FortiAnalyzer 6.4.0 New
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interim build1

@& Dashbeoard » | Security Fabric Settings
Sk Security Fabric v Security Fabric role FENCE ey Join Existing Fabric
Physical Topology Fabric name FabricA
Logical Topalogy Topology % FGYMO2TM20000893-212 {Fabric Raot)
Security Rating I= FortiGatevM213
Automation
! Allow other Fabric Devices to join @O portl »®

+

Fabric Connectors Pre-authorized Devices 1Connected /1 Total & Edit
i FortiView 3 SAML Single Sign-On @ | &
& Network ) Made Identity Provider (1dF)
£+ System > Management IPFQDN @ Use WAN [P
B Policy & Objects > 10.290.212
Use Admi i
& Security Profiles 5 Management Port Specify
VPN N IdP certificate Fortinet_Factory -
User & Devi & Download
& User & Device ’ & Advanced Options
= WiFi & Switch Controller ¥
|l Log & Report > Fortidnalyzer Logging
& Monitor > Ipaddress 102.90.216

2. On FortiAnalyzer, authorize FortiGate to an ADOM (or the root ADOM).

0 Devices
Unauthorized

2 Devices
Total

=+ I Column 5
O aDevice Name IP Address Platform

O > = FabricA

Logs

«

3 Amazon Web Services Marketplace

0 Dvices
Log Status Down

Average Log Rate{logs/Sec)

‘ admin~

A Microsoft Azure Marketplace

& Google Cloud Platform Marketplace G

Cuides

& Introduction to Fortidnalyzer '

& About Fortifnalyzer for AWS &

& Configure Multiple Fortidnalyzers on a Multi-vDOM
FortiGate '

B FortiSandbayx

Clowd Solutions

5 Amazon Web Services Marketplace £

Guides

& Introduction to FortiSandbox [

WM Configure FortiSandbox in AWS (£

& Use FortiSandbox Appliance with Antivirus G
&' Use FortiSandbox Cloud with AntiVirus G

@ FortiClient

& Download FortiClient (!

e

& Introduction to FortiClient and FortiClient EMS [
B How to Setup FortiClient EMS

ADOM:root I

D - . admin v

0% Storage Wsed
Total 50.0GE
Q|
Device Storage Descriptior

»

3. On FortiAnalyzer, go to System Setting >SAML SSO >Fabric SP. Input the FortiAnalyzer SP IP address, choose an

existing admin profile as default profile for SSO admin users, and click Apply.

After a short wait (approximately 5 minutes), check the Fabric IdPs table on the Fabric SP page. Information about
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Fabric IdPs is displayed.

= System Settings

L 'admin e

£ Dashboard " Single Sign-On Settings

¥ Logging Topology
Single Sign-On Mode Disabled  Identity Provider (IdP)  Service Pravider (SP) [zl

& All ADOMs
¢ Storage Info In Fabric SP mode, an 550 administrator is created for each Security Fabric. When a user
) logs in via Fabric S50, the Fabric IdP provides the user's profile name. If this system has a
€ Network prafile with the matching name, the profile is assigned to the user. Otherwise, the profile of
A HA the S5O administrator is assigned to the user by default.
A& Admin w
Administrators 5P Address 10.290.216
Profile Default Admin Profile @ Restricted User .
Remate Authentication Server Fabric IdPs

Admin Settings

: ql
T O reoeevice ADOM Name Staus e Setings

BB Certificates ~ Entity 1D: hitp:10.2.90.212 /saml-idp/esf j7mi%ojzey lglwuzpeSpox
Local Certificat O  FGVMO2TM20000893 root Enabled Login URL: https:#10.2.90.212 fsaml-idp/esf_jTmiSojacy 1g0wuzpeSp
ocal Lerincates Logout URL: https:#/10.2.90.212 fsaml-idp/esf j7migojacylgOwuzpes
CA Certificates Entity ID: hitp:/10.2.90.215/saml-idp/esf_wi5j3jgxvg70wtvhnS03vh
CRL O  FGVYMO2TM20000899 fabricB Enabled Login URL: https:/10.2.90.215 fsaml-idp/esf_wi5j3jgxva7Owtvhn503:

Logout URL: hitps:/10.2.90 215/ /saml-idp/esf_wiSj3jgnve70wtvhn50
Remate Certificates

#* Log Forwarding

[ Feteher Management m

B Fuent | no

4. Loginusing Fabric SSO from the FortiAnalyzer login page.
When logging in with Fabric SSO, each Fabric IdP registered on FortiAnalyzer is displayed. Choose an IdP to log in
to using the SSO admin user account.
Each SAML Fabric SSO is bound to the ADOM to which it was authorized, and the SSO admin only has access this
specific ADOM on FortiAnalyzer.

Select Fabric IdP

o FabricA oy FabricB
Ex k<3
root (2) all fabricB (1)

From the top-right corner menu on FortiAnalyzer, a Fabric tree including all FortiGates in the Fabric is displayed.
Click a Fabric device to access that device through the SSO admin user.
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Device Name
Serial Mumber
Model FortiGate-Viig4

‘Wersion

Management IP/FODN 10.2.80.212

FGWYMOZTM 20000883

FGVMOZTM20000883-212

. FortiGate-WM213

¥6.4.0 build1557 {Interim)

Device Manager

"

Incidents & Events

f.JLE]fJ
Reports FortisoC

FabricA v o

5350

= FGVMOZTMZ0000893-212 (Fabric Root)

Fabric View

¥

System Settings

From the root FortiGate of the Security Fabric, administrators can view the Fabric tree in the top-left corner of the

i

Sta = FortiGate-VYM213

D00893-212
Top Usage LAN/DMZ

screen. Click a Fabric device to access that device through the SSO admin user.

interim bui

Licenses (=1 173.243.140.6) o i

@ FortiCare Support

Management IRRFQDN 10.2.90.216

O FAZVME4
FAZAVMTM19009499

5 FAZVM64
Tl T o FSVTPIZTT O

Security ) | Fortifnalyzer
% Security Fabric 5 Firrmware w6 A.0build155 Serial Number
s FortiView 5 Mocle MNAT
+ MNetworlk 3 System Time  2020/03/12 11: * Login
& System ¥ || Uptime 02:21:18:39
&, Policy & Objects > WANIP I*1 208.91.114.4
& Security Profiles >
DWVPN 3

FartiGate Cloud i

& User & Device 3
= WiFi & Switch Controller » SEEE 4 Mot Activated
L Log & Report >
& Monitor >

FortiToken 0/2
Security Fabric: FabricA, iv
% @

% FGYMO2TM20000893-212 [Fabric Reot)
& FortiGate-VM213

Virtual Machine iv
@ FGWMO2 License
Allocated vCPLUs 272

2GiB

Allocated RAM

Current~> i~

Security Posture

No Data

5. Additional Security Fabric IdPs can be registered by authorizing the root Fabric device onto a different

FortiAnalyzer ADOM and repeating the steps above.

To configure Fabric SAML SSO in the FortiAnalyzer CLI:

FAZVM64 # config sys saml

(saml) # show

config system saml
set status enable
set role FAB-SP
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set server-address "10.2.90.216"
set default-profile "SSO RW"
config fabric-idp
edit "FGVM02TM20000893"
set idp-cert "csf-FGVM02TM20000893"
set idp-entity-id "http://10.2.90.212/saml-idp/csf
j7mi9ojacylgOwuzpebpox8l7zgg3cs/metadata/"
set idp-single-logout-url "https://10.2.90.212/saml-idp/csf
J7mi9ojacylgOwuzpe5pox817zggq3cs/logout/"
set idp-single-sign-on-url "https://10.2.90.212/saml-idp/csf
J7mi9ojacylgOwuzpebpox817zgg3cs/login/"
set idp-status enable
next
edit "FGVM02TM20000899"
set idp-cert "csf-FGVM02TM20000899"
set idp-entity-id "http://10.2.90.215/saml-idp/csf
wl533jgxvg70wtvhn503vbu7fetths5/metadata/"
set idp-single-logout-url "https://10.2.90.215/saml-idp/csf
w1l5j3jgxvg70wtvhn503vbu7fetths5/logout/"
set idp-single-sign-on-url "https://10.2.90.215/saml-idp/csf
wl573jgxvg70wtvhn503vbu7fetths5/login/"
set idp-status enable
next
end
end

FortiAnalyzer 6.4.0 New Features Guide
Fortinet Inc.



Al-driven Security Operations

Al-driven Security Operations

This section lists the new features added to FortiAnalyzer for Al-driven Security Operations.

List of new features:

o SOC automation on page 34

Attach reports to incidents on page 34

Automation Playbooks on page 38

Add comments to incidents on page 45

Expanded incident analysis page on page 47

FortiSOC dashboards on page 51

FortiOS Connector on page 52

EMS Connector on page 56

Normalized Fabric logs on page 62

Incidents with multiple endpoints and users 6.4.2 on page 66
Default playbook template improvements 6.4.1 on page 67
Incident page improvement 6.4.1 on page 70

Filters for local report action 6.4.2 on page 76

SOC subscription license 6.4.1 on page 77

Try it Out feature for FortiSoC 6.4.2 on page 79
Vulnerabilities and software inventory data from EMS connector 6.4.2 on page 81
FortiMail connector 6.4.2 on page 85

Alerts on normalized logs 6.4.3 on page 88

Normalized logs for reports 6.4.3 on page 91

FortiGuard connector 6.4.3 on page 93

Connector's health check 6.4.3 on page 96

» Advanced threat protection on page 101

loC re-scan events on page 101

FortiDeceptor logging on page 105

Unique count for event handler 6.4.2 on page 107
FortiGate C&C Detection in SOC View 6.4.3 on page 108
FortiADC logging 6.4.3 on page 111

» Dashboard/widgets/reports on page 113

FortiView custom widgets 6.4.1 on page 114

Extra caching for SOC reports 6.4.1 on page 117

Asset tags on page 118

Sankey Chart on page 120

FortiPortal user summary report 6.4.2 on page 121
FortiSandbox default report improvement 6.4.2 on page 123
Improved SOC incident report 6.4.2 on page 124

Add stackbar chart in FortiView 6.4.2 on page 126

Interface bandwidth widgets 6.4.2 on page 128

EMS classification tag 6.4.3 on page 130
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o Throughput utilization billing reporting 6.4.3 on page 133
« Subnet list for reports 6.4.3 on page 135
o Cyber-Physical Security on page 143
» Facial Recognition 6.4.1 on page 143
o Zoom function in FortiRecorder 6.4.1 on page 149

SOC automation

This section lists the new features added to FortiAnalyzer for SOC automation.
List of new features:

» Attach reports to incidents on page 34

« Automation Playbooks on page 38

o Add comments to incidents on page 45

» Expanded incident analysis page on page 47

o FortiSOC dashboards on page 51

o FortiOS Connector on page 52

o EMS Connector on page 56

+ Normalized Fabric logs on page 62

« Incidents with multiple endpoints and users 6.4.2 on page 66
» Default playbook template improvements 6.4.1 on page 67
« Incident page improvement 6.4.1 on page 70

« Filters for local report action 6.4.2 on page 76

e SOC subscription license 6.4.1 on page 77

e Try it Out feature for FortiSoC 6.4.2 on page 79

» Vulnerabilities and software inventory data from EMS connector 6.4.2 on page 81
o FortiMail connector 6.4.2 on page 85

o Alerts on normalized logs 6.4.3 on page 88

» Normalized logs for reports 6.4.3 on page 91

» FortiGuard connector 6.4.3 on page 93

o Connector's health check 6.4.3 on page 96

o FortiGuard outbreak and alert service 6.4.6 on page 97

Attach reports to incidents

You can attach reports to incidents to add historical data in addition to real-time events through one of the following
methods:

o Manually added by an admin after incident creation.
» Automatically added by SOC automation playbooks. SOC automation is a licensed feature.

Two views are available in the Incident Analysis page:

» Closed view showing attached reports.
» Open view showing the content of the report.
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To attach reports from Generated Reports:

1. Goto Reports > Generated Reports.
Select the report(s) to be attached, right-click on a selected report, and click Attach to Incident.

B Generated Reports

Order by Time' Order by Name

BS Report Definitions
B All Reports
& Templates
[ul Chart Library @
[% Macro Library
£ Datasets @

{¥ Advanced
IN Language
= Output Profile

Report Calendar

W Delete @ Last7 Days v
O Report Name Format
Y Today (198)
O Client Reputation-2020-03-10-1442_6907 HTML PDF XML CSV
@] Cyber Threat Assessment-2020-03-10-1441_6905 HTML PDF XML CSV

Cyber Threat

0 0O0OO0OO0OO0OO0OOOOODOD0-G OO

Client Reputatiot

Client Reputatior

& Refresh
T Delete

As¢ @ Attach to Incident

Client Reputation-2020-03-10-1421_6893

Client Reputation-2020-03-10-1406_6883

Client Reputation-2020-03-10-1401_6881

The Select an Incident window appears.

0 © N o b~ w WS~ 3

10

Select an Incident

Incident Number
INO0003452

IN00003450
IN0O0003449
IN00003448
IN0O0003447
IN00003446
IN0O0003445
IN00003444
IN0O0003443

¥ Incident Date / Time
2020-03-10 14:42:18

2020-03-10 14:36:18
2020-03-10 14:36:03
2020-03-10 14:31:54
2020-03-10 14:31:35
2020-03-10 14:26:24
2020-03-10 14:21:32
2020-03-10 14:21:12
2020-03-10 14:16:32

Retrieve Diagnostic

6897

Cyber Threat Assessment-2020-03-10-1426_6895

Cyber Threat Assessment-2020-03-10-1421_6891
Cyber Threat Assessment-2020-03-10-1416_6889
Cyber Threat Assessment-2020-03-10-1411_6887

Cyber Threat Assessment-2020-03-10-1406_6885

Cyber Threat Assessment-2020-03-10-1401_6879

Cyber Threat Assessment-2020-03-10-1356_6877

HTML PDF XML CSV

HTML PDF XML CSV

HTML PDF XML CSV

HTML PDF XML CSV

HTML PDF XML CSV

HTML PDF XML CSV

HTML PDF XML CSV

HTML PDF XML CSV

HTML PDF XML CSV

HTML PDF XML CSV

HTML PDF XML CSV

HTML PDF XML CSV

HTML PDF XML CSV

HTML PDF XML CSV

Time Range Devices
2020/03/08 - 2020/03/10 >3 Devices
2020/03/03 - 2020/03/09 fabric

2020/03/03 - 2020/03,

2020/03/08 - 2020/03/10 >3 Devices
2020/03/08 - 2020/03/10 >3 Devices
2020/03/03 - 2020/03/09 fabric
2020/03/03 - 2020/03/09 fabric
2020/03/08 - 2020/03/10 >3 Devices
2020/03/03 - 2020/03/09 fabric
2020/03/03 - 2020/03/09 fabric
2020/03/03 - 2020/03/09 fabric
2020/03/03 - 2020/03/09 fabric
2020/03/08 - 2020/03/10 >3 Devices
2020/03/08 - 2020/03/10 >3 Devices
2020/03/03 - 2020/03/09 fabric
2020/03/03 - 2020/03/09 fabric

Incident Repo Incident Catey Severit Statu Affected Endp Description

Demo Playboi Malicious Coc High

Demo Playboi Uncategorize¢ High
Demo Playboi Malicious Coc High
Demo Playboi Malicious Coc High
Demo Playboi Uncategorizec High
Demo Playboi Uncategorize¢ High
Demo Playboi Malicious Coc High

Demo Playboi Uncategorize¢ High

Demo Playboi Uncategorize¢ High

2. Select an incident and click Add to this incident.

To attach reports from the Incident Analysis page:

1. Goto Incidents & Events/FortiSoC > Incidents and double-click on an incident to view the Incident Analysis page.

2. Onthe bottom of the page, click the Report tab.
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Analy Alder
Anal ;Alder
Analy Alder
Analy Alder
Analy Alder
Analy Alder
Analy Alder
Analy Alder
Analy Alder
Analy Alder

IPS incident created for endpoint
loC incident created for endp:

loC incident created for endpoint
IPS incident created for endpoint
IPS incident created for endpoint
loC incident created for endpoint
loC incident created for endpoint
IPS incident created for endpoint
loC incident created for endpoint

loC incident created for endpoint

Status

7s

13s

7s
9s
15s
13s
9s
16s
13s
13s
14s
7s
7s
15s

13s

4
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3. Click Add.
The Attach Report window appears with a list of generated reports available for selection.

Attach Report

Last 7 Days v Orderby Time| Order by Name

O Report Name Format Time Range Devices Status. =
Y Today (198)

Client Reputation-2020-03-10-1451_6915 L PDF XML CSV/ 2020/03/08 - 2020/03/10 >3 Devices
Cyber Threat Assessment-2020-03-10-1451_6913 HTML PDF XML CSV 2020/03/03 - 2020/03/09 fabric
Cyber Threat Assessment-2020-03-10-1446_6911 HTML PDF XML CSV 2020/03/03 - 2020/03/09 fabric

Client Reputation-2020-03-10-1446_6909 HTML PDF XML CSV 2020/03/08 - 2020/03/10 >3 Devices
Client Reputation-2020-03-10-1442_6907 HTML PDF XML CSV 2020/03/08 - 2020/03/10 >3 Devices
Cyber Threat Assessment-2020-03-10-1441_6905 HTML PDF XML CSV 2020/03/03 - 2020/03/09 fabric
Cyber Threat Assessment-2020-03-10-1436_6903 HTML PDF XML CSV 2020/03/03 - 2020/03/09 fabric

Client Reputation-2020-03-10-1436_6901 HTML PDF XML CSV 2020/03/08 - 2020/03/10 >3 Devices
Client Reputation-2020-03-10-1431_6899 HTML PDF XML CSV 2020/03/08 - 2020/03/10 >3 Devices

0O0O0OO0OO0ODOOO0OOo

Cvher Threat Assessment-2020-02-10-1431 AR97 HTMI PDF XMI CSV 2020/02/02 - 2020/02/09 fabric

4. Select one or more reports and click OK.
The reports are added to incident as an attachment.

To view reports in the Incident Analysis page:

1. Inthe Incident Analysis page, click the Reports tab.
The list of attached reports is shown and displays basic report information.

2 Dashboards
3 q q Created on: 2020-03-10T14:41:27-07:00
1oC incident created for endpoint [ Edit
% Playbools . INOOOO3451  IoCincident created forendpoint ~Uncategorized Not Assigned  Analysis oot e e AR LG [ Edi
@ Incidents & Refresh
B Events . o
Affected Endpoint/User Executed Playbooks Audit History
<€ Automation v
A Connectors TamiGerber from FortiClient PLAYBOOK STATUS NOW . Expand All
% Playbook Demo Playbook- Get Software Inventory © Success
i A 4 Report Attached
& Playbook Monitor S— Dl C s © Success to 'I)ncid ont O
G2 Event Monitor ~ | Topology
Demo Playbook- Run Vuln Scan © Success By: admin >
& Al Events )
) Addresses Incident
42 By Endpoint > IP: 10.100.91.100/32 o Attachment
® By Threat > | Operating System indows Microsoft Windows Deleted
¥ System Events N 8.1 Enterprise Edition, 64-bit By: admin >
(build 9600)
2, Custom View > Report Attached
to Incident ()
jandlers - — i
& Vulnerabilities > By: admin >

=L . = ioeEeEs > Note Attached
@ Software Inventory > . to Incident

By Playbook: Demo
Playbook- Get Process

Comments  Events  Reports List >
+Add  TiDelete Note Attached

to Incident
( Report Name Format Time Range Devices Status )

By Playbook: Demo
) CyberThreatAssessm... PDF 2020/03/03 - 2020/0... 1 Devices 13s Playbook- Get Software

Inventory >

Note Attached

tn Incident =
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2. Click a format type in the Format column to launch a new tab showing the report's content.

FZ:RTINET

Cyber Threat Assessment

Report Date: March 10, 2020 14:41
Data Range: 2020-03-03 00:00:00 2020-03-09 23:59:59PDT (FAZ local)

To delete reports from the Incident Analysis page:

1. Inthe Incident Analysis page, click the Reports tab.

2. Select the report(s) to be deleted, and click Delete.
A confirmation dialog appears.

Confirm Deletion

Are you sure you want to delete the selected item(s)?

3. Click OK.
The selected reports are deleted from incident.
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Automation Playbooks

A sequence of one or more actions offered by SOC connectors can be defined in playbooks and executed manually or
automatically.

Playbooks consist of a trigger and multiple actions from configured connectors.

» Playbook triggers include:
« Incident
o Event
» On Schedule
e OnDemand
« Playbook actions:
» This is the automated action taken by the playbook at any step.
« Actions can be configured with default input values or take inputs from the trigger or preceding actions.
« Actions be selected from the local FortiAnalyzer or a configured connector's list of actions.

Connectors

To view FortiSoC connectors:

1. View the connector list from FortiSoC > Automation > Connectors.

E-E FortiSoC v ADOM:SOAR (I ® >- .iadminv

€3 Dashboards M EMS connectors

% Playbooks @ EMS - EMS Connector FortiDemo > @ EMS - EMS Connector Lab >

&l Incidents
FOS connectors

FOS - FortiOS Connector

LOCALHOST connectors

B Events

< Automation

“ Connectors

% Playbook

FAZ - Local Connector >

C3 Playbook Monitor
G2 Event Monitor M
€3 All Events
18 By Endpoint

‘® By Threat

i System Events

voovov v

= Handlers

&l Incidents

2. Click on a connector to view its details.
The actions available with each connector are displayed, including the action name, and the action's parameters
used in the playbook.
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e EMS connectors:

FortiSoC v ADOM:SOAR [ @ »>- ‘iadminv

€3 Dashboards M EMS connectors

%« Playbooks

EMS - EMS Connector FortiDemo v EMS - EMS Connector Lab >
@ Incidents
B Events Actions
< Automation v Name Description Parameter Status
AV Full Scan run full av scan on epid® or fctuid*  Enabled
% Playbook endpoints
Playbook Monit:
& Playbook Monitor AV Quick run quick av scan on epid® or fctuid®*  Enabled
G2 Event Monitor M Scan endpoints
& All Events Get retrieve list of endpoints epid Enabled
i Endpoint: d all of the related
18 By Endpoint > ndpoints and all of the relate fctuid
information to enrich
® By Threat e fortianalyzer asset and
¥ System Events > identity views

andlers > Get Process retrieve list of running epid® or fctuid®  Enabled
& Incidents List process on endpoints os start_timestamp
limit

offset

Get Software  retrieve list of software and  epid* or fctuid®  Enabled
Inventory apps installed on endpoint
to enrich fortianalyzer asset

« FOS connectors:

FortiSoC v

ADOM:SOAR [ @ >- ‘iadminv

€ Dashboards M EMS connectors

% Playbooks

@ EMS - EMS Connector FortiDemo >

EMS - EMS Connector Lab >

& Incidents
FOS connectors
B Events
< Automation FOS - FortiOS Connector v
W Connectors R
Actions
% Playbook
[ Playbook Monitor FGVM04TM19002537
C2 Event Monitor v Automation Rule Automation Action(s) Parameters
G All Events activate_strict_ips activate_strict_ips policyid
18 By Endpoint >
® By Threat > add_cnc_to_blacklist add_cnc_to_blacklist cncip
i System Events
FGVM02TM19002716
andlers
Incidents Automation Rule Automation Action(s) Parameters
activate_strict_ips activate_strict_ips policyid
add_cnc_to_blacklist add_cnc_to_blacklist cncip

LOCALHOST connectors

FAZ - Local Connector >
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e Local connectors:

€3 Dashboards v
% Playbooks
& Incidents
B Events
< Automation v
% Playbook

G Playbook Monitor

G2 Event Monitor M
€3 All Events
28 By Endpoint >
‘® By Threat >
i System Events >

andlers >

&l Incidents

Playbooks

To create a playbook:

FAZ - Local Connector v
Actions
Name Description Parameter Status
Update Asset and update asset and ems_endpoints Enabled
Identity identity
Get Events get events time_range Enabled
filter
detail_level
Attach Data to attach data to attach_type* Enabled
Incident incident
ncident inciden incident_id*
attach_data®
tags
user_tags
Run Report run report schedule_name*  Enabled
Get Endpoint get endpoint epid*® Enabled
Vulnerabilities vulnerabilities
Create Incident create incident reporter Enabled

1. Click Create New from the Playbook list, and select a template.
You can also select New Playbook created from scratch to start with a blank playbook.

FortiSoC v

€3 Dashboards

% Playbooks
&l Incidents
B Events
< Automation v

 Connectors

% Playbook

C3 Playbook Monitor

G2 Event Monitor M
€3 All Events
18 By Endpoint >
‘® By Threat >
i System Events >

Handlers >

&l Incidents

0000000000000 O0O0O0O0O0O0O0O0O0DOo

=4 Create New ® Run

Name

[ Edit

Playbook Critical_Intrusion_Inc:
Shawn - On Schedule - Cron - %
Playbook EMS Connector Test
New Playbook created from sct
gifan-Playbook EMS Get_Endpi
Playbook Compromised_Host_¢
Shawn - On Schedule - Days
Shawn - Incident Trigger
Shawn - On-Demand Get Vuln¢
New Playbook created from sct
Playbook EMS Quarantine_End
Demo Playbook Activate_Strict
Shawn - Add_CnC_To_Blacklist.
MZHAO Test EMS

Playbook EMS Run_Vulnerabilit
Shawn - EMS Run_Vulnerability
Playbook Add_CnC_To_Blacklis
New Playbook created from sct
Shawn - Update Incident
Playbook Add_CnC_To_Blacklis
Demo: EMS Quarantine_Endpa
Playbook FAZ Run_Report - 20
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Description

T Delete

#% Column Settings v

Status
Playbook to report and contain @ Enabled
Custom build playbook to get s @ Enabled
@ Disabled
Custom build playbook to get s @ Enabled
@ Disabled
@ Disabled
Custom build playbook to get s @ Enabled
Custom build playbook to get s @ Enabled
Custom build playbook to get s @ Enabled
Custom build playbook to get s @ Enabled
Playbook to quarantine endpoi: @ Enabled
@ Disabled
@ Enabled
Custom build playbook to get s @ Enabled
Playbook to run Vulnerability s¢ @ Enabled

@ Enabled
@ Disabled
Custom build playbook to get s @ Enabled
Update Incident @ Enabled

Playbook to add CnC IP to blac @ Enabled
@ Enabled
@ Disabled

Choose from Playbook Templates

© @t ©t @ @ @ @ @

ADOM: SOAR

New Playbook created from scratch
Custom build playbook to get started

Playbook Critical_Intrusion_Incident
Playbook to report and contain critical intrusion incident

Playbook EMS Run_AV_Scan
Playbook to run AV scan on endpoint

Playbook EMS Quarantine_Endpoint
Playbook to quarantine endpoint

Playbook FAZ Run_Report
Playbook to run FortiAnalyzer report

Playbook Activate_Strict_IPS |
Playbook to activate strict IPS profile on Firewall policies |

Playbook Compromised_Host_Containment
Playbook to report and contain compromised host incident

Playbook EMS Get_Endpoint_Processes
Playbook to get process list from endpoint
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2. Provide a name and description for the playbook, and set it to Enabled if you want to use it immediately after saving

the playbook.

S22  FortiSoC v

ADOM: SOAR

0@ - .iadminv

€3 Dashboards M

‘Demo Critical_Intrusion_Incident]

% Playbooks

@ Enabled

Incidents Playbook to report and contain critical intrusion incident

B Events
< Automation v

 Connectors

EVENT_TRIGGER

% Playbook P

P

C3 Playbook Monitor :
STARTER
C2 Event Monitor v —
€3 All Events
18 By Endpoint >
‘® By Threat >
¥ System Events >
i= Handlers > CREATE_INCIDENT

Create Incident
Incidents

h VULN_SCAN 3
- R - ’

L

+.

3. Ifapredefined template is selected, check each trigger and task configuration, and update them as need by clicking

the edit icon.

FortiSoC v

€3 Dashboards v .y . .
Demo Critical_Intrusion_Incident
% Playbooks
&l Incidents Playbook to report and contain critical intrusion incident

STARTER
2 Event Monitor ~

Al Events
18 By Endpoint >
® By Threat >

B System Events >

CREATE_INCIDENT

18 Handlers >
Create Incident

T

Incidents

B Events
<€ Automation “
 Connectors
a -
3 Playbook Monitor EVENT_TRIGGER =@
' |

VULN_SCAN
Run Vulnerability Scan on Endpoint

E=aass
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4. Ifaplaybook is created from scratch, select trigger and trigger filter conditions.

FortiSoC v ADOM:SOAR 3 @ >- .admin v
€ Dashboards ~ ©
. Demo Playbook from Scratch
9% Playbooks
& Incidents Custom build playbook to get started
B Events
< Automation ~ TASKS x

* Connectors

% Playbook @ Add a Trigger to start the playbook

G Playbook Monitor F==1 NEWTASK 1

LA TRIGGERS
. Fo= SelectaSte

G2 Event Monitor v i g i

D All Events E EVENT_TRIGGER

i >

Ay Encpeint E INCIDENT TRIGGER

® By Threat >

¥ System Events > E ON_SCHEDULE
18 Handlers >

E ON_DEMAND

& Incidents

[ s roccor [NEEI i

5. Add a task by clicking the connector point of a parent task or trigger and dragging-and-dropping a new task onto the
playbook.
a. Selectthe Connectortype.
b. Enter a name, description, and the ID for the task.

c. Select a connector and action, and enter the action's required parameters. The parameter may come from any
parent task/trigger output or be a fixed value.

d. Click OKto save your changes.

S.% FortiSoCv ADOM:SOAR [ @ »>- .admin v
3 Dashboards ~ L. . .
Demo Critical_Intrusion_Incident ©Enabled
% Playbooks - -
& Incidents Playbook to report and contain critical intrusion incident

B Events

< Automation v RUN_REPORT EMS
- e
“ Connectors Run Report Name Virus Scan

2 Playbook Monitor [f._.' Select a Step eSCTIPHON | Execute Virus Scan
2 Event Monitor v @ virus_scan
@Al Events
2 By Endpoint > Connector EMS Connector Lab
® By Threat > h EVENT_TRIGGER — Action AV Quick Scan
¥ System Events > STARTER |
\ 4
18 Handlers > enid® T
@ Incidents fetuid @
CREATE_INCIDENT t
Create Incident ‘F ’

Coroos | e
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6. Save the playbook once finished and the playbook will appear in the playbook list.

FortiSoC v

2 Dashboards
9% Playbooks
@ Incidents
B Events
<€ Automation
“ Connectors
% Playbook
CJ Playbook Monitor
2 Event Monitor
& Al Events
28 By Endpoint
® By Threat
¥ System Events

Handlers

Incidents

<] 0

0000000000000 0000000000000

+ Create New

® Run

Name

Demo Critical_Intrusion_Incident
New Playbook created from scratch - 21
New Playbook created from scratch - 21
Playbook Critical_Intrusion_Incident - 2
New Playbook created from scratch - 21
Playbook Critical_Intrusion_Incident - 2
MZIIAO Test CMS

Playbook Compromised_Host_Containr
Playbook Compromised_Host_Containr
Shawn - On schedule - Cron - evry Frid
Shawn - On Schedule - Cron - 7:00,11:C
Shawn - On Schedule - Days

Shawn - On Schedule - Hours

Shawn - On Schedule - minutes

Shawn - On Schedule - Seconds

New Playbook created from scratch - 21
Playbook EMS Run_Vulnerability_Scan
Mar-3 New Playbook created from scra
Playbook EMS Run_Vulnerability_Scan
Playbook Add_CnC_To_Blacklist - 2020
Playbook EMS Get_Endpoint_Processes
Playbook Compromised_Host_Containr
Playbook Activate_Strict_IPS - 2020-03
Playbook FAZ Run_Report - 2020-03-0
Playbook EMS Run_AV_Scan - 2020-02
Playbook EMS Quarantine_Endpoint - 2
Playbook EMS Quarantine_Endpoint - 2

Girvmrras = [l B st bt

To run an on-demand playbook:

[ Edit 1 Delete % Column Settings ~

Description Status

Playbook to report and contain critical i~ Enabled
Custom build playbook to get started @ Enabled
Custom build playbook to get started € Enabled
Playbook to report and contain critical i @ Enabled
Custom build playbook to get started € Enabled
Playbook to report and contain critical i @ Enabled
Custom build playbook to get started @ Cnabled
Playbook to report and contain compro @ Enabled
Playbook to report and contain compro @ Enabled
Custom build playbook to get started @ Enabled
Custom build playbook to get started € Enabled
Custom build playbook to get started @ Enabled
Custom build playbook to get started € Enabled
Custom build playbook to get started @ Enabled
Custom build playbook to get started € Enabled
Custom build playbook to get started @ Enabled
Playbook to run Vulnerability scan on et @ Enabled
Custom build playbook to get started @ Enabled
Playbook to run Vulnerability scan on et @ Enabled
Playbook to add CnC IP to blacklist on ¢ @ Enabled
Playbook to get process list from endpc @ Enabled
Playbook to report and contain compro @ Enabled
Playbook to activate strict IPS profile ot @ Enabled
Playbook to run FortiAnalyzer report @ Enabled
Playbook to run AV scan on endpoint @ Enabled

Playbook to quarantine endpoint @ Enabled
Playbook to quarantine endpoint © Enabled
1inAd~ta Incidant M Conhlad

1. Goto FortiSoC > Automation > Playbooks.
2. Select a playbook configured with an On_Demand trigger.
3. Click Runin the toolbar or through the context menu of the selected playbook.
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¥ Created Time
Today at 3:27 PM
Today at 3:01 PM
Today at 2:03 PM
Today at 2:03 PM
Today at 1:49 PM
Today at 12:14 PM
Yesterday at 9:07 AM

Last Wednesday at 12:42 PM
Last Wednesday at 12:42 PM
Last Tuesday at 5:01 PM

Last Tuesday at 4:58 PM

Last Tuesday at 4:57 PM

Last Tuesday at 4:47 PM

Last Tuesday at 4:45 PM

Last Tuesday at 4:44 PM

Last Tuesday at 4:40 PM

Last Tuesday at 4:25 PM

Last Tuesday at 11:24 AM
Last Monday at 10:44 AM
Last Monday at 10:44 AM
Last Monday at 10:43 AM
Last Monday at 10:42 AM
Last Monday at 10:42 AM
Last Monday at 10:41 AM
Last Monday at 10:40 AM
Last Monday at 10:40 AM
02/28/2020

0219419000

ADOM:SOAR {3 @ >- .adminv

Modified Time

Today at 3:43 PM
Today at 3:01 PM
Today at 2:16 PM
Today at 2:03 PM
Today at 1:49 PM
Today at 12:14 PM
Yesterday at 9:09 AM

Last Wednesday at 12:42 PM
Last Wednesday at 12:42 PM
Last Wednesday at 12:00 PM
Last Wednesday at 10:34 AM
Last Wednesday at 10:01 AM
Last Wednesday at 10:01 AM
Last Wednesday at 9:39 AM
Last Wednesday at 10:04 AM
Last Tuesday at 4:41 PM

Last Tuesday at 4:25 PM

Last Tuesday at 11:42 AM
Last Monday at 10:44 AM
Last Monday at 10:44 AM
Last Monday at 10:43 AM
Last Wednesday at 9:32 AM
Last Monday at 10:42 AM
Last Monday at 10:41 AM
Last Monday at 10:40 AM
Last Monday at 10:40 AM
02/28/2020

n2/9415090
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4. Inputthe desired parameters if prompted.

S25  FortiSoC v ADOM:SOAR £2 @ > ‘adminv

& Dashboards M+ CreateNew ® Run [ Edit B Delete ¥ Column Settings~

o1, Playbooks O Neme Description Status Created Time Modified Time
B Incidents O  Demo Critical_Intrusion_Incident Playbook to report and contain critical i @ Enabled Today at 3:27 PM Today at 3:43 PM
5 Euents O Demo Playbook Activate_Strict_IPS @ Disabled 02/13/2020 Today at 4:35 PM
[] T Enabled 02/13/2020 02/19/2020
€ Automation Y[ 'O Demo: FAZRun Repc T Create New @ Disabled 02/13/2020 02/13/2020
 Connectors O Demo-OnDemand- ®Run n build playbook to get started @ Enabled 02/14/2020 Today at 4:19 PM
[ Edit
Delet:
[ Playbook Monitor H Delete
2 Event Monitor ~
@Al Events
18 By Endpoint >
® By Threat >
¥ System Events >
12 Handlers >
Incidents

Manually Run Playbook

Demo: EMS Quarantine_Endpoint

Endpoint

incid ‘ | Q ‘
[ sivsocsrry B
Burp-Scanner (17174)
ALICE-DESKTOP-B (17175)
WinServer_2012 (17176)
Shawn-Autorun-Win10 (17177)
Alice-Desktop-BK (17178)
192.168.125.201 (17179)

Playbooks with an Incident, Event, or On_Schedule trigger run automatically once the trigger's filter is matched.

Playbook Monitor

To view the Playbook Monitor:

1. Goto FortiSoC > Automation > Playbook Monitor.
All playbook jobs that are running or have been run are displayed.

FortiAnalyzer 6.4.0 New Features Guide
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2 Dashboards ~ =
% Playbooks @]
@ Incidents
B Events

<€ Automation ~

 Connectors

% Playbook

2 Event Monitor ~
& Al Events
28 By Endpoint >
® By Threat >
¥ System Events >

landlers >

Incidents

000000000 OCOO0OOCOCOO0OO0O0O0OO0OO0O0OCOCBoOoo

Refresh

2020-03-06 16:34:01-08
2020-03-06 16:31:01.402591-08
2020-03-06 16:31:01.369082-08
2020-03-06 16:31:01.351865-08
2020-03-06 16:31:01.336097-08
2020-03-06 16:31:01.317748-08
2020-03-06 16:31:01.299068-08
2020-03-06 16:31:01.277038-08
2020-03-06 16:31:01.258213-08
2020-03-06 16:31:01.237178-08
2020-03-06 16:31:01.196981-08
2020-03-06 16:20:33.527576-08
2020-03-06 16:30:17.784103-08
2020-03-06 16:30:17.751177-08
2020-03-06 16:30:17.751016-08
2020-03-06 16:30:17.717608-08
2020-03-06 16:30:17.717697-08
2020-03-06 16:30:17.685005-08
2020-03-06 16:30:17.680101-08
2020-03-06 16:30:17.652048-08
2020-03-06 16:30:17.644339-08
2020-03-06 16:30:17.62037-08
2020-03-06 16:25:36.511726-08
2020-03-06 16:25:36.480822-08
2020-03-06 16:25:36.45478-08
2020-03-06 16:25:36.449897-08
2020-03-06 16:25:36.422202-08
2020-03-06 16:25:36.419556-08

Playbook
Demo: EMS Quarantine_Endpoint
Shawn - Event - Critical_Intrusion_
Demo Critical_Intrusion_Incident
Shawn - Event - Critical_Intrusion_
Playbook Critical_Intrusion_Inciden
Demo Critical_Intrusion_Incident
Playbook Critical_Intrusion_Inciden
Playbook Critical_Intrusion_Inciden
Playbook Critical_Intrusion_Inciden
Playbook Critical_Intrusion_Inciden
Playbook Critical_Intrusion_Inciden
Shawn - On Schedule - Seconds
Shawn - Event - Critical_Intrusion_
Demo Critical_Intrusion_Incident
Shawn - Event - Critical_Intrusion_
Demo Critical_Intrusion_Incident
Playbook Critical_Intrusion_Inciden
Playbook Critical_Intrusion_Inciden
Playbook Critical_Intrusion_Inciden
Playbook Critical_Intrusion_Inciden
Playbook Critical_Intrusion_Inciden
Playbook Critical_Intrusion_Inciden
Shawn - Event - Critical_Intrusion_
Demo Critical_Intrusion_Incident
Shawn - Event - Critical_Intrusion_
Playbook Critical_Intrusion_Inciden
Demo Critical_Intrusion_Incident

Playbook Critical_Intrusion_Inciden

Started By Started On

Ended On

ADOM:SOAR {3 @ >- .adminv

Status

2020-03-06 16:31:01
2020-03-06 16:31:01
2020-03-06 16:31:01
2020-03-06 16:31:01
2020-03-06 16:31:01
2020-03-06 16:31:01
2020-03-06 16:31:01
2020-03-06 16:31:01
2020-03-06 16:31:01
2020-03-06 16:31:01
2020-03-06 16:30:57
2020-03-06 16:30:17
2020-03-06 16:30:17
2020-03-06 16:30:17
2020-03-06 16:30:17 -
2020-03-06 16:30:17 -
2020-03-06 16:30:17 -
2020-03-06 16:30:17 -
2020-03-06 16:30:17 -
2020-03-06 16:30:17 -
2020-03-06 16:30:17 -
2020-03-06 16:25:36 -
2020-03-06 16:25:36 -
2020-03-06 16:25:36 -
2020-03-06 16:25:36 -
2020-03-06 16:25:36 -
2020-03-06 16:25:36 -

2020-03-06 16:34:01 -0800
-0800
-0800
-0800
-0800
-0800
-0800
-0800
-0800
-0800
-0800
-0800
-0800
-0800
-0800

0800
0800
0800
0800
0800
0800
0800
0800
0800
0800
0800
0800
0800

2020-03-06 16:33:32

2020-03-06 16:33:32

2020-03-06 16:34:05

2020-03-06 16:34:03
2020-03-06 16:34:03

2020-03-06 16:29:39
2020-03-06 16:28:29
2020-03-06 16:29:08 -
2020-03-06 16:27:48 -
2020-03-06 16:28:29

-0800

-0800

-0800

-0800
-0800

-0800

-0800
0800
-0800
0800

ZRunning
£Running
SRunning
£Running
OFiled
£Running
SRunning
OFailed
SRunning
£Running
SRunning
@success
SRunning
£Running
SRunning
£Running
OFiled
OFailed
SRunning
£Running
SRunning
£Running
OFiled
OFailed
OFiled
OFailed
OFiled

SRunning

2. Double-click ajob or click the details icon in the status column to view the playbook status details.

Playbook Tasks

O TaskID

O  faz_attach_action_status_to_incident

O  ems_quarantine_endpoint

Task

Add comments to incidents

This feature introduces Comments to the Incident Analysis pane. It allows comments by admins with their names and

timestamps displayed.

To post a comment:

1. Goto FortiSoC.
2.

In the tree menu, select Incidents.

The Incidents pane opens.

FortiAnalyzer 6.4.0 New Features Guide
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Started On
Attach action status to incident

Quarantine Endpoint

Ended On

Status

Scheduled

0000000000000 agaaooo00aaaaapl
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© Dashboards Created on: 2020-03-10T15:51:42-07:00
. o q A : : < — -
5 Playbooks . INOOOQ3477  IoCincident created for endpoint  Uncategorized Not Assigned  Analysis e e e ORI & Refresh
8 Incidents a ——
Affected Endpoint/User Executed Playbooks Audit History
B Events R
< Automation . from FortiClient PLAYBOOK STATUS Now @ 2 Expand Al
 Connectors Demo Playbook- Get Software Inventory © Success
. Note Attached to
9 Playbook | Demo Playbook- Get Process List © Success Incident °
i Topolo B FGVMO01TM19006251
2 Playbook Monitor pology e Demo Playbook- Run Vuln Scan © Success By: admin >
& Event Monitor “|  Addresses MAC: Note Attached to
@ Al Events [ e Incident
18 By Endpoint >| Operating System 8 Windows Microsoft Windows 8.1 By Playbook: Demo Playbook:
Enterprise Edition, 64-bit (build 9600) Gt Process List
® By Threat >
LE E Note Attached to
ystem Events >l Incident
& Vulnerabilities > (]
& Custom View > - By Playbook: Demo Playbook-
R Processes > Get Software Inventory >
2 >
@ Software Inventory = = Note Attached to
Incident
()
q - By Playbook: Demo Playbook:
Incident Timeline £ Vol Scor
From 2020-03-09 15:55:54 To 2020-03-10 15:51:10 (Total 458 Events) m Events Attached to
Incident
()
20 1500 180 2100 Tue 10 0300 0500 ) 200 1500 1800 2100 By Playbook: Demo Playbook:
L - - L - 5 . - . . t Compromised Host Incident >
Comments ~ Events  Reports Report Attached to
Incident
2 ()
@ As first review, the incident is related compromised host, will check with user to fix with system patch] By Playbook: Demo Playbook-
Compromised Host Incdent >
New Incident
o admin Please follow-up the incident and take action to prevent further outbreak. EE Created °
LR By Playbook: Demo Playbook-
15:54:45
- Compromised Host Incident > >

3. Inthe Incidents pane, enter your comment in the comment box under Incident Timeline and select Post.
Comments show up next to admins who posted them, with the latest at the top.

4. Click on the editicon next to your comment to modify it when needed.

Dashboards
. " A Created on: 2020-03-10T15:51:42-07:00
inci i & Edi =4
5 Flybooks . INOOOO3477  IoCincident created forendpoint  Uncategorized ~Not Assigned  Analysis e O R Refresh
@ incidents o -
Affected Endpoint/User Executed Playbooks Audit History

B Events.
£ Automation . from FortiClient PLAYBOOK STATUS Now @ 3 Expand All

* Connectors Demo Playbook- Get Software Inventory O success

. Note Attached to

% Playbook Demo Playbook- Get Process List © success Incident o

Playbook Monitor Topology B FGVMO1TM19006251

e Alder Demo Playbook- Run Vun Scan O success By: SOAR-Acdnin >
et venter 7| Addresses MAC: Note Attached to

Al Events IP: ® Incident

1.8y Endpoint >|  Operating System 58 Windows Microsoft Windows 8.1 Enterprise By acmin >

@ By Threat > CHERE LA Note Attached to

- Incident
B System Events > .
2 Custom Vi 5| # Vulnerabilities > By Playbook: Demo Playbook- Get
sstom View Process List
,| = Processes >
ndlers Note Attached to

e 2 Software Inventory > _ o Incident

By Playbook: Demo Playbook- Get
Incident Timeline Software Inventory
Note Attached to

From 2020-03-09 15:55:54 To 2020-03-10 15:51:10 (Total 458 Events) Incident o
Incident
L]

Compromised Host Incident

© ‘ = Report Attached to

Incident
L]
! 5y Pvbook Do Plybook
@) SONAIN s i, e ridrt e ebtedcomramised s il ek et o it i e St ek
2020030155701 | Updated: 2020-03-10,the patch was nsaled
New Incident Created
o
i [ ——
@ = inc acton o p outbresk 1] PN
2200310155445 Compromised Host ncdent

To delete a comment:

1. Click on delete nextto your comment to delete the comment.
The Confirmation Deletion dialog opens.

Confirm Deletion

Are you sure you want to delete the selected item(s)?

From the Confirmation Deletion dialog box, click OK to delete your comment.

FortiAnalyzer 6.4.0 New Features Guide
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Changes in comments are logged in the Audit History on right, with the latest at the top.

2 @ - B soAR-Admin

@ Dashboards v
T o . 7 Created on: 2020-03-10T15:51:42-07:00
o€ incident created for endpoint @ 2 Refresh
s Playbools - IN00003477 t creat point - Uncategorized Not Assigned ~ Analysis e e
& incidents A —y
Affected Endpoint/User Executed Playbooks Audit History
B Events
P . from FortiClient PLAYBOOK STATUS Now @ Expand All
* Connectors Demo Playbook- Get Software Inventory © success
Incident Attachment
% Playbook Demo Playbook- Get Process List O success Deleted o
Playbook M Topology M FGVMO1TM19006251
9 Playbook Monitor Alder Demo Playbook- Run Vuln Scan © Success By: SOAR-Admin >
8 et Monior 7| Addresses MAC: [Note Attached to
@ Al Events 1P: incident]
18 By Endpoint >|  Operating System 22 Windows Microsoft Windows 8.1 Enterprise: By: SOAR-Admin ~
® By Threst N Edition, 64-bit (build 9600) °
¥ System Events > Note attached to incident
& Custom View >| @ Vulnerabilities > IN00003477.
£ Handlers »| ||@iBrocessesi> 2020-03-10 15:59:53

" @ Software Inventory > Incident Attachment
Updated

. 3 By: SOAR Admin v
Incident Timeline
°
From 2020-03-09 15:55:54 To 2020-03-10 15:51:10 (Total 458 Events) Attachment 1755786 has been
updated for incident
120 150 1800 2100 eto @ w0 ) 20 1500 1800 210 IN00003477.
Incident Attachment |
Comments | Events  Reports ®  Updated
= By: SOAR-Adimin >
® [Eosn) Note Attached to
2 Incident o
Admi By: SOAR-Acnin >
‘9 SOAR-Admin As first review, the incident s related compromised host, will check with user to fix with system patch. (4]
2020031055701 Updated: 2020-03-10, the patch was installed Note Attached to
® Incident
e Note Attached to
*  Incident =

Expanded incident analysis page

The incident analysis page has been expanded and redesigned to integrate with SOC playbooks and accommodate
more evidence and notes for SOC analysis.

The expanded incident analysis page includes the following new and enhanced features:

« The incident headline bar provides basic information about the incident.

« Basic information includes severity, incident number, incident description, category, assigned to, and incident
create/modify time.

o Click Edit to edit the incident information.

« Click Refresh to update all incident information, including executed playbooks, audit history, and retrieved
endpoint information. All incident analysis page content is updated.

FortiSoC v
€ Dashboards v o
. A . reated on: 2020-03-12T14:41:30-07:00
. . @ Edi o
9 Playbooks - INO0004371  IoC incident created for endpoint  Uncategorized Not Assigned ~ Analysis Last Modified on: 2020-03.12T14:41:30-07:00 A Edit & Refresh
@ Incidents q -
! Affected Endpoint/User Executed Playbooks Audit History
B Events ated ilabl N
© Avtomation . No related user available. PLAYBOOK STATUS Now @ 2 Expand Al
w Connectors Demo Playbook- Get Software Inventory © Success
o Playbook Demo Playbook- Get Process List © Success mgitgeﬁt[t“hed fo
i Topolo = FGVMO1TM19006251 (]
£ Playbook Monitor ey e Demo Playbook- Run Vuln Scan © Success By Playbook: Demo Playbook
Event Monitor ~ Get Software Inventory >
2 Addresses MAC:
€D All Events IP: Note Attached to
q . . . Incident
18 By Endpoint >| Operating System 0 Windows Microsoft Windows 8.1 °
Enterprise Edition, 64-bit (build 9600) By Playbook: Demo Playbook
@ ByThreat > Run Vuln Scan >
 syem vt ’ © Vulnerabilities > Note Attached to
2 Custom View > Incident ®
@ Processes > laybook Demo Playbook
1 Handlers > faybook: Demo Playbool
@ Software Inventory > et Pr ¢ >
dmmm ] (]
Report Attached to
° Incident
InCIdent Tlmellne By Playbook: Demo Playbook-
From 2020-03-11 14:41:30 To 2020-03-12 14:40:54 (Total 461 Events) -nz Compromised Host Incident >
Events Attached to
Comments  Events  Reports Incident °
By Playbook: Demo Playbook
Compromised Host Incident >
e m New Incident
Created
(]
By Playbook: Demo Playbook
Compromised Host Incident >
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« The incident analysis page provides more information about affected endpoints.

& Dashboards Created on: 2020-03-12T14:41:30-07:00
- . o q q : :41:30-07: i Y
2. Playbooks . INOO004371  loC incident created forendpoint  Uncategorized Not Assigned ~ Analysis g ey R L LEC L & Refresh
& Incidents . _
Affected Endpoint/User Executed Playbooks Audit History
B Events No related ilabl
o related user available. PLAYBOOK STATUS - -
€ Automation ~ Now @ Expand All
W Connectors E Y Demo Playbook- Get Software Inventory O Success
-
2% Playbook Demo Playbook- Get Process List © Success Il\rl‘czitgeA"tttached fo
i Topolog &= FGVMO1TM19006251 (]
I Playbook Monitor =y o Demo Playbook- Run Vuln Scan © Success By Playbook: Demo Playbook-
C2 Event Monitor ~ Get Software Inventory >
Addresses MAC:
& All Events 1P: Note Attached to
q n 0 2 Incident
18 By Endpoint > | | Operating System Ml Windows Microsoft Windows 8.1 ®
Enterprise Edition, 64-bit (build 9600) By Playbook: Demo Playbook-
® By Threat > Run Vuln Sean
B System Events > neratil Note Attached to
© Vulnerabilities > ;
& Custom View > Incident °
Handlers || @ Processes > By Playbook: Demo Playbook-
& Software Inventory > Get Process List >
et
Report Attached to
° Incident
IrICIdent Tlme“ne By Playbook: Demo Playbook-
From 2020-03-11 14:41:30 To 2020-03-12 14:40:54 (Total 461 Events) etz Compromised Host Incident >
Events Attached to
Comments ~ Events  Reports Incident °
By Playbook: Demo Playbook-
[ ‘Compromised Host Incident >
(-] ) New Icident
- & Created
()
By Playbook: Demo Playbook-
Compromised Host Incident >

« The incident analysis page provides automation (playbook) execution from within incidents.

@ Dashboards Created on: 2020-03-12T14:41:30-07:00
. . 3 A A : :41:30-07: - -
o Playbooks . INOOOO4371  leCincident created forendpoint  Uncategorized ~Not Assigned ~ Analysis ey e ey L Z 0L & Refresh
& Incidents q —
Affected Endpoint/User Executed Playbooks Audit History
B Events
No related user available. PLAYBOOK STATUS =
< Automation v Now @ Expand Al
w Connectors E ) Demo Playbook- Get Software Inventory © Success
-
%% Playbook Demo Playbook- Get Process List © Success m‘c’itgeAntttaChed fo
i Topolog FGVMO1TM19006251 (]
2 Playbook Monitor =y i Demo Playbook- Run Vuln Scan © Success By Playbook: Demo Playbook-
Event Monitor ~ Get Software Inventory >
2 Addresses MAC:
3 All Events 1P: Note Attached to
q . . . Incident
18 By Endpoint >| Operating System 1 Windows Microsoft Windows 8.1 °
Enterprise Edition, 64-bit (build 9600) By Playbook: Demo Playbook-
@ By Threat > Run Vuln Scan
I System Events > erah Note Attached to
Vulnerabilities > -
2 Custom View > Incident °
Handlers > | D —— By Playbook: Demo Playbook-
@ Software Inventory > Get Process List
S p——
Report Attached to
° Incident
IrICIdent Tlme“ne By Playbook: Demo Playbook-
From 2020-03-11 14:41:30 To 2020-03-12 14:40:54 (Total 461 Events) —— Compromised Host Incident >
Events Attached to
Comments ~ Events  Reports Incident °
By Playbook: Demo Playbook-
( Compromised Host Incident. >
(-] )
- - Created
()
By Playbook: Demo Playbook-
Compromised Host Incident >
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« Incident timelines show the timeline of events added to the incident.

€3 Dashboards

Created on: 2020-03-12T14:41:30-07:00

[# Edit £
Last Modified on: 2020-03-12T14:41:30-07:00 A EAt fefresh

o4 Playbooks - INOOO04371  IoCincident created forendpoint  Uncategorized ~ Not Assigned  Analysis

& Incidents . A
Affected Endpoint/User Executed Playbooks Audit History
B Events No related ilabl
< mutomaton . o related user available. PLAYBOOK STATUS ow @ —
. Connectors Demo Playbook- Get Software Inventory © Success
. Note Attached to
% Playbook Demo Playbook- Get Process List © Success Incident
(]
2 Playbook Monitor Topology M FGVMO1TM19006251
Alder Demo Playbook- Run Vuln Scan © Success By Playbook: Demo Playbook- Get
S Event Monitor ~ Software Inventory
Addresses MAC:
@ All Events IP: Note Attached to
Incident
18 By Endpoint >|  Operating System Windows Microsoft Windows 8.1 Enterprise o
Edition, 64-bit (build 9600) By Playbook: Demo Playbook- Run
® By Threat ’ Vuln Scan
E System Events > N Note Attached to
2 Custom View o Vulnerabilities > Incident J
andlers »| o Processes > By Playbook: Demo Playbook- Get
2 = Process List >
@ Software Inventory _EP
Report Attached to
° Incident
Incident Timeline By Playbook: Demo Playbook-
Compromised Host Incident >
From 2020-03-11 14:41:30 To 2020-03-12 14:40:54 (Total 461 Events) z
Events Attached to
Incident
1200 1500 €00 2100 That2 00 020 te00 1200 1500 1800 °
By Playbook: Demo Playbook-
New Incident Created
Comments Events Reports °

8y Playbook: Demo Playbook-

Compromised Host Incident >

starT @

« Multiple incident attachments are supported and can be viewed from the attachment area.
« Comments

€3 Dashboards

. . . Created 020-03-12T14:41:30-(
. & Edi =
s Playbooks . INOOOO4371  IoCincident created forendpoint  Uncategorized ~Not Assigned ~ Analysis ey ey L Refresh
& Incidents . A
Affected Endpoint/User Executed Playbooks Audit History
B events Narelated ilabl
< mutomaton . o related user available. PLAYBOOK STATUS ow @ —
. Connectors Demo Playbook- Get Software Inventory © Success
. Note Attached to
% Playbook Demo Playbook- Get Process List © Success Incident
Playbook Monitor Topology W FGVMO01TM19006251 °
=rey LAlder Demo Playbook- Run Vuln Scan © Success By Playbook: Demo Playbook- Get
S Event Monitor ~ Software Inventory >
Addresses MAC:
@ All Events IP: Note Attached to
Incident
18 By Endpoint >|  Operating System Windows Microsoft Windows 8.1 Enterprise o
Edition, 64-bit (build 9600) By Playbook: Demo Playbook- Run
® By Threat ’ Vuln Scan >
2 System Events > N Note Attached to
2 Custom View o @ Vulnerabilities > Incident J
andlers »| o Processes > By Playbook: Demo Playbook- Get
2 > Process List >
@ Software Inventory _EP
Report Attached to
° Incident
Incident Timeline By Playbook: Demo Playbook-
Compromised Host Incident >
From 2020-03-11 14:41:30 To 2020-03-12 14:40:54 (Total 461 Events) z
Events Attached to
Incident
1200 1500 €00 2100 That2 00 020 te00 1200 1500 1800 °
By Playbook: Demo Playbook-
New Incident Created
Comments Events Reports °
By Playbook: Demo Playbook-
o ‘ m - Compromised Host Incident >
4
starT @
o admin i, please investigate the incident and follow-up for fix action. Ea

2020-03-12 14:57:23
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e Events

€3 Dashboards
A q o Created on: 2020-03-12T14:41:30-07:00
f =
% Playbooks - INOOO04371  loCincident created forendpoint  Uncategorized ~Not Assigned  Analysis ey L Refresh
& Incidents A -
Affected Endpoint/User Executed Playbooks Audit History
B Events .
< o B No related user available. TR TS O —
 Connectors Demo Playbook- Get Software Inventory © Success
. . Note Attached to
% Playbook Demo Playbook- Get Process List © Success Incident °
QI Playbook Monitor Topology ™ FGVMO1TM19006251
Alder Demo Playbook- Run Vuln Scan © Success By: admin >
G Event Monitor | pdresses vac. Note Attached to
@ All Events 1P e [ncident
18 By Endpoint >|  Operating System 22 Windows Microsoft Windows 8.1 Enterprise By Playbook: Demo Playbook- Get
Edition, 64-bit (build 9600) Software Inventory >
@ By Threat >
Note Attached to
& System Events > Incident
L]
2 Custom View > By Playbook: Demo Playbook- Run
andlers >| === Viln Scan >
@ Software Inventory > _EF Note Attached to
° Incident
3 - By Playbook: Demo Playbook- Get
Incident Timeline A K
From 2020-03-11 14:41:30 To 2020-03-12 14:40:54 (Total 461 Events) z Report Attached to
Incident
o
20 150 €00 2100 Thatz a0 o500 00 200 1500 1899 By Playbook: Demo Playbook-
Compromised Host Incident >
Events Attached to
Incident
Comments  Events | Reports O
By Playbook: Demo Playbook
B Delety ::: Compromised Host Incident >
#  Event EventStatus Event Type Coui Severity  First Occurrence Last Update Additional In Handler  Tags Device Name New Incident Created
1 endpoint 1 critical 2020-03-1114:41:30  2020-03-1114:41:30  {"type”:"... Intrusion Enterprise_Fi... * By Playbook: Demo Playbook- °
2 Compromi... undefined 2 critical 2020-03-1114:45:56  2020-03-11 14:45:57  infected-d... Compromi... | C&C |..  Enterprise_Fi Compromised Host Incident >
3 Compromi. undefined 2 critical 2020-03-1114:50:54  2020-03-1114:50:56  infected-d... Compromi... [ C&C ...  Enterprise C...
4 endpoint 1 critical 2020-03-1114:55:52  2020-03-1114:55:52  {“type”:"... Intrusion.. Enterprise_Fi. st O
5 Compromi.. undefined 2 citical 2020-03-1114:55:53  2020-03-1114:55:53  infected-d... Compromi... [ C&C ...  Enterprise_Fi.

3 Dashboards ~
. : . Created on: 2020-03-12T14:41:30-07:00
i i e e
5 Playbooks - INOO004371  IoCincident created forendpoint -~ Uncategorized ~ Not Assigned  Analysis R ety iy S L4 i Refresh
&l Incidents - 9 ”
Affected Endpoint/User Executed Playbooks Audit History
B Events No related ilabl
< mutometon . o related user available. PLAYBOOK STATUS Now @ Expand Al
A Connectors Demo Playbook- Get Software Inventory © Success
. - Note Attached to
% Playbook Demo Playbook- Get Process List © Success Incident °
2 Playbook Monitor Topology M FGVMO1TM19006251
Alder Demo Playbook- Run Vuln Scan © Success By: admin >
G Event Monitor 1 Adresses - Note Attached to
@ All Events IP: o Incident
18 By Endpoint >| Operating System 28 Windows Microsoft Windows 8.1 Enterprise By Playbook: Demo Playbook- Get
® By Theeat R Edition, 64-bit (build 9600) Software Inventory >
S Note Attached to
¥ System Events > T Incident s
. @ Vulnerabilities >
2 Custom View > By Playbook: Demo Playbook- Run
Handlers 5| © Processes > Vol Seom N
e 2 Software Inventory > - Note Attached to
Incident
()
g — By Playbook: Demo Playbook- Get
Incident Timeline A v R
From 2020-03-11 14:41:30 To 2020-03-12 14:40:54 (Total 461 Events) z Report Attached to
Incident
°
120 1500 1800 2100 Thatz a0 o080 w00 200 1500 1800 By Playbook: Demo Playbook:
Compromised Host Incident >
Events Attached to
Incident
Comments  Events  Reports O
By Playbook: Demo Playbook
+Add  EDelete Compromised Host Incident >
(I Report Name Format ‘Time Range Devices Status New Incident Created
[ Cyber Threat Assessment-2020-03-12-1441_8747 PDF 2020/03/05 - 2020/03/11 1 Devices 16s By Playbook: Demo Playbook- O
Compromised Host Incident >
starT @
\,

« Incident audit history shows the history of changes to the incident. Click the toggle icon in the top-right corner to
hide/display the audit history panel.
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2 Dashboards ~
“ . . . Created on: 2020-03-12T14:41:30-07:00
; = o
o Playbooks High| INOOOO4371 IoCincident created forendpoint Uncategorized Not Assigned Analysis ey ey L L 1 & Refresh
&l Incident: . . .
ncidents Affected Endpoint/User Executed Playbooks Audit History
B Events N o
o related user available. PLAYBOOK STATUS -

€ Automation v Now & Expand All

“ Connectors Demo Playbook- Get Software Inventory

% Playbook Demo Playbook- Get Process List

Topolo; = FGVMO1TM19006251
& Playbook Monitor ey e Demo Playbook- Run Vuln Scan
G Event Monitor v
Addresses MAC:
€3 All Events IP:
18 By Endpoint >| Operating System 1 Windows Microsoft Windows 8.1
Enterprise Edition, 64-bit (build 9600)
® By Threat >
B System Events >
Vulnerabilities >
2 Custom View >
< Processes >
£2 Handlers >

@ Software Inventory >

Incident Timeline

From 2020-03-11 14:41:30 To 2020-03-12 14:40:54 (Total 461 Events) ‘ ‘

Comments Events  Reports

@ =

Note Attached to
Incident

Note Attached to
Incident

Demo Playbook

3y >

By P
Run

Note Attached to
Incident

By

k: Demo

Report Attached to
Incident

Events Attached to
Incident

By Playbook: Demo Playbook:

Compromised Host Incident >

New Incident

Created

FortiSOC dashboards

FortiSOC dashboards display events, incidents, and SOC playbook trends and breakdowns.

FortiSOC dashboards include the following:

« Playbook dashboard displays:
« Total playbooks/actions (task) executed.
» Total playbook executed by playbook.
« Total playbooks/actions (task) executed by day trend.

et FortisoCw

@ Dashboards

A Incid
B Ineigens Total Playbooks Executed
B Events

£ Automation

S 280
= Playbook 2 8 0

G Playbock Moniter
= Playbooks Executed
G Event Manitor

@ Al Bvents Total Playbock Actions Executed
8 By Endpoint 6 2 3

W By Threat

W System Events

= Handlers

B Incidents

Total Executed Playbooks and Actions

« Incident dashboard displays:
« Total incidents by status.
« Total unresolved (not closed) incidents by severity.
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« Total incidents breakdown by category trend by day.

228 ForlisoC

@l (?-.)adminv

@ Dashboards -
=4, Playbooks
B Events
< Autsmation >
“ Connectors = New

o, Playbook = Analysis 2 2 8

& Playbaok Monitar . = Response
Total Incidents

G Event Monit: Unsolved Incidents
vent Monitor v

» Closed: Remediated
@ Al Bvents
48 By Endpaint
@ By Threat

W System Events

2 Handlers

& Incidents

« Events dashboard displays:
« Total events by Generated/Mitigated/Unhandled.
» Total events by severity.
« Total events breakdown by type.
« Total events breakdown by event handler

278 FortiSoC

ADOM s I3 @ 81 ()admin

(@ Dashboards v

o, Flaybooks Top Events by Type

Total Events Generated I I
& Incidents

& Auromation v

~ Connectors

=&, Playbosk
L Playbook Manitor TR S
G Event Moniter v 7
@ Al Events Web Filter
By Endacine Total Events
@ By Threat

W System Events

0

Top Events by Handler
& Incidents

= Handlers

2 9 9 N Default FOS System Events

Events by Severity,

FortiOS Connector

The FortiOS connector on FortiAnalyzer now allows SOC playbooks to use FortiOS automation rules as actions.
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To create a FortiSoC connector:

1. Goto FortiSoC > Automation > Connectors.
The Connectors pane opens.

€3 Dashboards Y EMS connectors

2 Playbooks

@ EMS - EMS Connector >
& Incidents

B Events

FOS - FortiOS Connector v

Actions

€ Automation

% Connectors

# Playbook

I Playbook Monitor LOCALHOST connectors.

3 Event Monitor v @ FAZ - Local Connector >
€5 All Everts
8 By Endpoint >
® By Threat >
System Events >
S5 Handlers >
B Incidents

There are no FortiOS connectors available at this time. FortiOS connector is created once FortiAnalyzer has the first
FortiGate prompted.

2. Goto Security Fabric > Automation to create an incoming webhook stitch on FortiGate.
The Automation pane is displayed.

="= FortiGate VM64 Fy interim build15 DO 00 @ admin-
.2
@ Dasfiboard 4 # Edt | @ Delte || Search [a’
X Security Fabric v
MNarme % FortiGate & Action & Status & Last Trigger Time %

Physical Topology
Logical Topology

Security Rating =
W activate_strict_ips =5 All FortiGates: >_ CLI Script @ Enabled

Fabric Connectors ardd_cnc_to_blacklist = All FortiGates >_ CLI Script & Enabled
External Connectors
b Netwark
£ Systermn

B Policy & Objects
& Security Profiles
8 VPN

& User & Authentication
= MIFT & Switch Cantroller
Ll Log & Repart >
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3.

In the Automation pane, select Edit to edit automation stitch.

@ Dashboard > EdnAutum_auun Stitch
=) (% )( = w ) (@) B

I.\','_\‘ Security Fabric ~

Physical Topology

Logical Topology

CLI Script Ernail FortiExplorer  Access Layer  Quarantine  Assign Vidware IP Ban AWS Larmbda Azure Function Google Cloud
Security Rating Notification  Quarantine FortiClient  NSX Security Function
Tag
Fahric Connectors
External Connectors
b Netwark >
AliCloud Slack Webhook
& System > Functian Notification
B Policy & Objects >
Minimurmn interval (seconds) ‘ 0
& Security Profiles >
=i >
VRN CLI Script
& User &Authentication > TstAction
A \WIFI & Switch Controller > Mame | activate_strict_ips_shawn ‘
Ll | og & Report > Script | config firewall policy %

edit %%log.policyid% ¥

set ips-sensor high_security
end

& Upload

>_ Recordin CU console M

4

Click OK.
Now, go to FortiSoC > Automation > Connectors.
You will see that the connector shows up in FortiOS Connector.

ADOM:Lab I3 @ > (@ admin v

€% Dashboards EMS connectors

% Playbooks G2 EMS - EMS Connector >

&l Incidents

FOS connectors

FOS - FortiOS Connestor v

& Events

€ Automation

W Connectors

Actions.
2 Playbook
O Plyionk Monitor FGYMO2TM19002716
TE Event Monitor - ion Rule ion Action(s) Parameters
& All Events activate_strictips activate_strict_ips_shawn policyid
12 By Endpoint >
® By Threat >| sdd_enc_to_blacklist add_cnc_to_blackist cncip
I System Events >
LOCALHOST connectors
andlers >
JE— @ FAZ - Local Connector >
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To deploy FortiOS connector action:

1. Goto FortiSoC > Automation > Playbooks.
2. Customize the playbook task to use FortiOS connector action.

€% Dashboards ~ . .
Activate_Strict_IPS S
o Playbooks - -
8 Incidents Playbook to activate strict IPS profile on Firswall policies
E Events
< Automation v FOS_ WEBHOOK
* Connectors
Name Activate Strict IPS
% Playbook Descripti
escription | i ;
J Playbook Maniter ON_DEMAND B WEBHOOK ’ Activate StCtIPS
-
G Event Monitor . STARTER Activate Strict s 1D activate_strict_ips
& All Events
12 By Encpoint > Connectar | Fortios Connector v
@ By Threat > Action | activate_strict_ips v
B System Events >
= > -
2 Handlers dewid $(trimger.devid]
& Incidents o
policyid l 3 I

o | e
‘

Click Save Playbook.

To run a playbook:

1. Goto FortiSoC > Automation > Playbooks.

2. Select a playbook and click Run from the toolbar or right click on the playbook and select Run to automatically direct
request to the FortiGate with the specified device.

Manually Run Playbook

Activate_Strict_|PS

Device

PW-93-FCT [FGYMO2TM20001966)

Shawn-EMS (FCTEMS0000100197)
GYMO2TM19002716)
50_to_60_62_64 (FGYMO4TIM19002537)

CSF device request is handled by the CSF root and dispatched to the specified device.

FortiAnalyzer 6.4.0 New Features Guide
Fortinet Inc.



Al-driven Security Operations

FortiGate YM64 F\

@ Dashboard 4 # Edit W Delete Q, Policy Lookup | | Search Q | Interface Pair View

S Security Fabric >
To Source Destination Schedule Service Action NAT Security Profiles Log Bytes
b Network >
 System o [ ab tunnet-184) 2l =l always ACCEPT Disabled no-inspection Al 0B
B Policy & Objects v | aRack(po2) Hal Bl Iways + ACCEPT € Disabled no-inspection @ 1913268
1 2al 2 al always + ACCEFT € Disabled no-inspection @ Al B3.72GB
Authentication Rules 1 2l I8 93-lab always ACCEPT Disabled no-inspection All 0B

FortiGate YM64 F

@ Dashboard 4 # Edit [ Delete Q Policy Lookup | | Search Q

Security Fabric >

& To Source Destination Schedule Service Action NAT Security Profiles Log Bytes

MNetwork >

£ System s tolab (nnel-184) & all = all 6 always W ALL ACCEPT Digahled no-inspection All 0B

B Policy & Objects - I Lab-Rack (port2) 12 all Bal 6 always WAL « ACCEPT  © Disabled 191.33GB
Authentication Rules t12) M portt = al o al [@ abways AL ' ACCEPT € Disabled no-ingpection @ Al 6372GB
IPvd Do Policy 84) jport1 = al 1D 93-lab [6 atwvays W ALL ACCEPT Disabled no-inspection Al e

EMS Connector

EMS connector on FortiAnalyzer allows automation playbooks to reach out to endpoints and collect information or take
containment actions.

To configure an EMS connector for use in FortiSoC playbooks:

1. Configure a FortiClient EMS 6.4.0 server which supports the FortiAnalyzer EMS connector feature.

nt Endpcint Management Server

@ Dashboard v

0 1 2 0
Vulnerable Endpoints Infected Endpoints Web Filter Detections Sandbox Detections Que

Vulngrability Scan

Ld Endpoints >

System Informatian x License Information x
/g Quarantine Management >
Hostname DESKTOP-21354PH Wi Serial Number FCTEMS 1975003231
& Software Inventory > Version 4.0 build 8247 (Interim) © FortiCloud Account Add
B& Endpoint Policy abnse Backup Restore © Fabric Agent with Endpoint Protection Expiring
L8 Endpoint Profiles > ystem Time 2020-04-14 02:52:14 PM » Sandbox Cloud Expiring
Uptime 1:22:21:67 iCli
& Manage nstalers N P FortiClient Licenses Used | 2 outof 300 Renew
Ghromebook Expiring
E& Policy Components >
Chromebook Licenses Used 0out of 400 Renew
L8 Telemetry Server Lists >
B Compliance Verification >
Endpaint Connection x Endpaint Management
& Administration >
& System Settings >

2 2

Total Total

2 2
Online Managed
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2. Register FortiClient to the EMS server. In the example below, two FortiClients have been registered.

£-% FortiClient Endpoint Management Server

@ Dashboard >
0 0 0 1
LG Endpaints v Mot Installed Not Registered Out-Of-Syne Security Risk
=
WETEED CamEms B DESKTOP-6FPNHI? o EE 172183273 = Policy | Default @ EMS
Daomains > O All Groups/Other Endpoints
Workgroups 2 EY DESKTOP-E1ATTU ol vang 172.18.32.72 ©3 Palicy | Default @ EMS

51 All Groups/Other Endpoints
Group Assignment Rules

A Quarantine Management  »

& Software Inventory >

B e tos P .

3. InFortiClient EMS System Settings, configure FortiClient EMS to send logs to FortiAnalyzer.

FortiClient Endpaint Management Server

# Dashiooard > Profile Name | SendToFAz24
L0 Endpoints >
¢ Deployment o | 3k Matware o | @6 Sandbox + | (B web Fitter Frewall » | ) vPn « | @ vurerabilty Scan
A Quarantine Management >
& Software Inventory > SyStem Settings
B Endpoint Policy > ul
L8 Endpoint Profiles v Require Password to Disconnect From EMS
Manage Profiles Do Mot Allow User ta Back up Configuration
Import from FortiGate/Forti
& anage Installers > Log
E& Palicy Components > @ client-Based Logging When Or-Net @
(8 Telemetry Server Lists > @ Upload Logs to Fortisnalyzer/FartiManager €
G Compliance verification 3 & Upioad UTH Logs
aF Administration > @ Upioas Vulnerability Logs
# System Settings > i)
@ Upload Event Logs
IF Address/Hostname 172.18.32.27 i}
Upload Schedule 3 minutes
Log Generation Timeout 60 sECONGS

4. In FortiAnalyzer, register the EMS device to a Fabric ADOM.

Device Manager ~

0 pevices
Log Status Down

O aDevice Name IP Address Platform Logs Average Log Rate(logs/Sec) Device Storage HA Status
O @FCTEMS19750053251 0000 FortiClient-EMS #® Real Time NAA (0.01%) [RFLY
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5. Inthe Fabric ADOM, go to Fabric View > Fabric Connectors. Click Create New, and select FortiClient EMS.

Create New Fabric Connector

Please choose a connector type.

ITSM (2) v
now csb
ServiceNow ‘Webhook
Storage (3) v
e
o1
Amazon $3 Azure Blob Google
Security Fabric {1) v

hd
FortiClient

Configure the EMS connector, and click OK.

Create New Fabric Connector @ FortiClient EMS

Configuration Actions

Name EMS Connector John2

Description Connectar to execute remate EMS operations

42/2564
IPFQDN 172183274

Username admin

Password soosbbbLEs

Status m

6. Goto FortiSoC > Automation > Connectors. Here you can view the actions FortiAnalyzer can take on endpoints
using the EMS connector.
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FortiSoC ~

£33 Dashboards
o, Playbooks
ElIncidents
B Events

£ Automation

2 Playbook

LI Playbook Monitar
C& Event Meniter

&l Events

28 By Endpoint.

& By Threat

1 System Events

Handlers

& Incidents

EMS connecters

Actions
Name

AW Full Sean

AW Quick Scan

Get Endpoints

Get Process List

Get Software

Inwentory

Quarantine

Unquarantine

Wulnerability Scan

EMS - EMS5 Cennecter John

Description

run full av scan on endpeints

run guick av scan cn endpeints

retrieve list of endpoints and all of the related information to
enrich forfianalyzer asset and identity views

retrieve list of running process on endpeints os

retrieve list of software and apps installed en endpeint to

enrich forfianalyzer asset view

quarartines endpoints

unquarantines endpoints

runvulnerability scan on endpeints

FOS - Forti05 Cennector

LOCALHOST connectors

@ FAZ - Local Cennecter

Parameter

Endpoint 10 (epid)* er
ForfiClient 1D fctuid)*

Endpeint 10 (epidy” or
FortiClient 1D fctuid)*

Endpoint 1D (epid)
FortiClient 10 fictuid)

Endpeint 10 (epidy” or
FortiClient 1D fctuid)*

Endpeint 10 (epidy” or
FortiClient 1D fctuid)*

Endpoint 10 (epid)* ar
FortiClient 1D fctuid)*

Endpoint 10 (epid)* er
ForfiClient 1D fctuid)*

Endpeint 10 (epidy” or
FortiClient 1D fctuid)*

Output

N/A

N/A

ems_endpoints

processes

softwares

N/A

N/A

N/A

Playbook EMS connector examples

Below are two examples of how the FortiClient EMS connector enables actions in FortiSoC playbooks:
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To create a playbook from a template:

1. Goto FortiSoC > Automation > Playbook, and click Create New.

FortiSoC

£ Dashboards + Create New & Run [# Edit il Delste % Column Setti

9% Playbooks. 0O Name Description Status
& Incidents No record found.
B Events

€ Automation v

* Connectors

% Pl

3 Playbook Monitor

& Event Monitor v
& All Bvents
22 By Encpoint >
® By Threat >
System Events >

£ Handlers >

5 Incidents

@bl

2. From the list of templates, select Playbook EMS Run_Vulnerability Scan.
This template will run a vulnerability scan on an endpoint. Save the playbook.

FortiSoC ~v

% Dashboards

< o Playbhook EMS Run_Vulnerahility_Scan - 2020-04-14T22:10:50.0117

& Incidents Playbook to run Yulnerability scan on endpoint
4
< Automation ~

“» Connectors

L Playbook Monitor h ON_DEMAND VULN_5CAN
3 Event Monitar ~ STARTER h Run Vulnerability Scan on E... h

% All Events
22 By Endpoint M
® By Threat >
System Events >
andlers >
& Incidents

FortiAnalyzer 6.4.0 New Features Guide
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Choose from Playbook Templates

New Playbook created from scratch
Custom build playbook to get started

Playbook Critical_Intrusion_Incident
Playbook to report and contain eritical intrusion incident

Playbook EMS Run_AV_Scan
Playbook to run AY scan on endpoint

Playbook EMS Quarantine_Endpoint
Playbook to quarantine endpoint

Playbook FAZ Run_Report
Playbook to run FortiAnalyzer report

Playbook Activate_Strict_IPS
Playbook to activate strict IPS profile on Firewall policies

Playbook Compromised_Hest_Containment
Playbook to report and contain compromised host incident

Playbook EMS Get_Endpoint_Processes
Flaybook to get process list from endpoint

Playbook Add_CnC_To_Blacklist
Playbook to add CnC IPto blacklist on edge Firewals

Playbook EMS Run_Vulnerability_Scan
Playbook to run Yulnerability scan on endpoint

ATTACH_DATA_TO_INCIDENT

Attach action status to incid...

ADOM: Fab_FCT_only
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3. From the Playbook menu, run the playbook.

Manually Run Playbook

Playbook EMS Run_Vulnerability_Scan - 2020-04-14T22:10:50.0117

Endpoint | DESKTOP-6FPNHI7 (1532)

Tncid INOODD000T

.

P

A prompt appears to select the endpoint on which to perform the vulnerability scan.
4. Goto FortiSoC > Automation > Playbook Monitor to view the running status of the playbook job.

Playbook Tasks

O Taskip Task Start Time End Time Status

O attach_action_status_to incident ttach action status toincidert. 2020-04-14 15:29.07 0700 2020-04-14 15:29:08 -0700 Suceess
O ems_run_vuln_scan Run Vulnerability Sean on Endpoint. 2020-04-14 1528:35 -0700 2020-04-14 15:28:38 -0700 Success

To create a playbook from scratch

1. Goto FortiSoC > Automation > Playbook, and click Create New.
From the list of templates, select New Playbook created from scratch.

ADOM: Fab_FCT (3 @ » (&) adm|

 Dashboards v
o Playbooks New Playbook created from scratch - 2020-04-14T22:34:36.260Z QEnal
@lincidents Custom build playbook to get started
BlEvents

EMS
W Conngctors

Name Get endpoints
% Playbook .-
DPlaybook Monitor h ON_DEMAND

& Event Menitor v STARTER

@Al Events Connecter | EMS ConnectorJohn
ven
Meyend > Action [ Get Endpoines
&y Endpoint
@By Threst H —
W System Events > Endpoint 1D [ Playbook Starter - | $itricgerepid)
= Handlers > FortiClient 1D @ NoData  Edit
HIncidents

2. Configure the playbook:
a. Selectthe On Demand trigger.
b. Add atask with the EMS connector Get Endpoints action.
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c. Add atask with the Local connector Update Asset and Identity action.

o8 FortiSoC v ADOM: Fab_FCT 3 @ » (@) admi
3 Dashboards v
s ritonke New Playbook created from scratch - 2020-04-14T22:34:36.260Z
Sincidents Custom build playbook to get started
B events
 Automation . LOCALHOST
@ Comectors
Name Update Assets
Description
& Playbook Menitor ON_DEMAND
P EMS_GET_ENDPOINTS . S
£ Evert Monitor - L ]
Gex endpoints " H Connector Local Cennector
& All Events | les e e e i 2
Action Unpdate Asset and | dentity
2R 8y Endpoint. >
® By Threat >
¥ System Events > Endpoint. Get endpeints (id_098_.. | ems_endpeints
EHandlers >

T incidents

3. Click Save Playbook.
4. Run the playbook, and go to Fabric View > Assets to view the collected endpoint information.

E=%  Fabric View v Fabric Connectors Identity Center Assets

ADOM:Fab FCT  [1 @ >

2
Total Endpoints

1 new users discovered 2new endpoints discovered
Endpoint. Tags User MAC Address IP Address FortiCllent UUID Hardware /05 Yulnerabilites Network Location Last Update
DESKTOP-6FPNHI7
ivang 000629:54:53:ca 172183273 BODS555BE675443CB8711951608 WINGA 2020-04-14 15:59:40
SESKTOP-IELAT7U
ivang 000629:55:17:de 172.18.32.72 24ER4676018FAA6388873385C92 WINGD 2020-04-14 15:59:40

Normalized Fabric logs

All logs from different Fabric devices are normalized and available for search in Log View under the Fabric section.
e InFortiAnalyzer 6.4.0, SIEM features are available with all VM models and most hardware models (FortiAnalyzer
400E and above).

« When one or more devices are added or promoted to a Fabric ADOM and logs are being sent to FortiAnalyzer, a
SIEM database (siemdb) is automatically created for the ADOM. All logs are inserted into the siemdb and displayed
in Log View > Fabric > All.

» SIEM databases are created based on ADOMs. If there are multiple Fabric ADOMs with logs, the same number of
SIEM databases are automatically created.
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To create a Fabric ADOM and view normalized Fabric logs:

1. Go to System Settings > All ADOMs and create a Fabric ADOM. For example, Fabric ADOM1.

E:E System Settings ~

€% Dashboard “ | Create New ADOM
E6 Logeing Topology
Name Fabric_ADCM1
€ All ADOMs. ————————
Type Fabric v
€ Storage Info
= Comments
4 Network
hHA O/i2e
2 Admin vl pevices

Administrators

Profile Name IP Address Platform

Remate Authentication Server No Device.
Admin Settings
SAMLSSO Data Palicy
Keep Logs for Analytics 60 = [} v
[E Certificates - & o ‘Ll
Keep Logs for Archive 365 — v
Local Certificates E e e ‘Ll
Disk Utilization
CA Certificates —
Allocated 100 E ‘ B . | Maximum Available: 758.0 MB
CRL ——————
Analytics : Archive FO% v 30% CIModify
Remate Certificates ———
Alert and Delete When Usage | 50% v|
# Log Forwarding Reaches —
[ Fetcher Management I analytic or archive log usages exceed the configured disk quota before the retention period

expires, the oldest logs will be deleted.
& Event Log

[3 Task Manitar

K Advanced ~

SNMP

2. Configure a FortiGate to send logs to FortiAnalyzer, and promote the FortiGate device to the Fabric ADOM.

Authorize Device

Add the following device(s) to ADOM: Fabric_ADOM1

Device Name Assign New Device Name

FG1KSD3I14803379 FG1KED3114803379

3. From the CLI, confirm the siemdb has been created properly for the Fabric ADOM1 ADOM.

FAZVM64 # dziagnose test application siemdbd 6
ADOM Fabric ADOM1[150] : part-days=1 rows=33 bytes=21.4KB time=[2020-04-27
15:40:_17, 2020-04-27 15:40:17] duration=ls
*** Total tracked ADOMs: 1, Time to refresh: 27 (sec)
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4. Goto Log View > Fabric > All. Normalized logs from FortiGate are automatically displayed in the siemdb format.

% Fabric

15 FortiGate
= Traffic
& Security
Application Control
‘Web Filter

%, Custom View

Log Browse
Log Group

ADO abric_ADO
® 3
Add Filter
#* ¥ Date/Time Data Source ID Event Message Event Type Event Severity Source IP Destination IP Host Name User ID
1 12:40:17 FG1K5D3114803379 traffic netice 10.62.1.143 192.168.10.92
2 12:40:17 FG1KED3114803379 traffic netice 10.62.1.51 192.168.10.92
3 15:40:17 FG1K5D3I114803379 traffic notice 10.462.1.58 192.168.10.92
4 15:40:17 FG1K5D3I14803579 traffic notice 10421110 192.168.10.92
5 15:40:17 FG1K5D3I114803579 traffic notice 10.42.1.182 192.168.10.92
& 15:40:17 FG1K5D3I14803579 traffic notice 10.42.1.92 192.168.10.92
7 15:40:17 FG1K5D3I114803579 traffic notice 10.462.1.207 192.168.10.92
8 15:40:17 FG1K5D3I14803579 traffic nofice 10421133 192.168.10.92
9 15:40:17 FG1K5D 3114803379 traffic notice 10.62.1.202 192.168.10.92
10 15:40:17 FG1K5D 3114803379 traffic notice 10.62.1.55 192.168.10.92
11 15:40:17 FG1K5D 3114803379 traffic notice 10.62.1.134 192.168.10.92
12 15:40:17 FG1K5D 3114803379 traffic notice 10.62.1.181 192.168.10.92
13 15:40:17 FG1K5D 3114803379 traffic notice 10.62.1.129 192.168.10.92
14 15:40:17 FG1K5D 3114803379 traffic notice 10.62.1.60 192.168.10.92
15 15:40:17 FG1K5D 3114803379 traffic notice 10.62.1.159 192.168.10.92
16 15:40:17 FG1K5D 3114803379 traffic notice 10.62.1.12 192.168.10.92
17 15:40:17 FG1K5D 3114803379 traffic notice 10.62.140 192.168.10.92
18 15:40:17 FG1K5D 3114803379 traffic notice 10.62.1.14 192.168.10.92
19 15:40:17 FG1K5D 3114803379 traffic notice 10.62.1.93 192.168.10.92
20 12:40:17 FG1KED3114803379 traffic netice 10.62.1.204 192.168.10.92
21 12:40:17 FG1K5D3114803379 traffic netice 10.62.1.14 192.168.10.92
" 154017 ErRtKEnAr ARG o o neman 107 148 1097

When other types of devices such as FortiMail and FortiWeb are added to the Fabric ADOM, their logs are also

displayed.

# Fabric

B FortiGate

B FortiMall

& Fortivweb

2 Custom View
EJ Log Browse
Log Group

ADO bric_AD

®

Add Filter

# ¥ Date/Time Data Source ID Event Message Event Type Event Severity Source IP Destination IP Host Name Us
1 15:50:44 FE-2KB3RO9600010  MNewsletter: score =0 spam informafion 13.13.13.13

2 15:50:43 FE-2KB3R09600010  Mewsletter: score =0 spam information 13.13.13.13

3 15:50:42 FE-2KB3R09400010  URI lookup: http:fb.. spam informafion 13.13.13.13

4 15:50:41 FE-2KB3RO9600010  DKIM Check Failed. .. spam informafion 13.13.13.13

5 15:50:40 FE-2KB3RO9600010  FortiGuard 5pam ou.. 5pam informafion 12.12.12.12

& 15:50:39 FE-2KB3R09600010  SPF=SOFTFAIL: (he... spam Information 13.13.13.13

7 15:50:38 FE-2KB3R0O94600010 Newsletter: score =2 spam informafion 13.13.13.13

8 15:50:37 FE-2KB3RO9600010  SPF=SOFTFAIL: [he.. spam informafion 13.13.13.13

9 15:47:268 FY400C3M12000023 [Signatures name: &).. attack Medium 61.14%.143.226 116.213.69.32
10 15:47:27 F¥400C3M12000023 [Signatures name: al. attack High 61.149.143.22¢ 116.213.69.32
11 15:47:26 FY400C3M12000023 [Signatures name: &)... attack Medium 61.149.143.22¢ 116.213.69.32
12 15:47:25 FY400C3M12000023 [Signatures name: gl. attack High 61.149.143.22¢ 116.213.69.32
13 15:47:24 FY400C3M12000023 [Signatures name: &).. attack Medium 61.14%.143.226 116.213.69.32
14 15:47:23 Fv400C3M12000023 [Signatures name: attack Medium 61.149.143.22¢ 116.213.69.32
15 15:47:22 FY400C3M12000023 [Signatures name: &)... attack Medium 61.149.143.22¢ 116.213.69.32
16 15:47:21 FY400C3M12000023 [Signatures name: gl. attack High 61.149.143.22¢ 116.213.69.32
17 15:40:17 FG1K5D23114803379 traffic notice 10.62.1.143 192.168.10.92
18 15:40:17 FG1KSD3114803379 traffic notice 1062151 192.168.10.92
19 15:40:17 FG1K5D3114803379 traffic notice 10.62.1.58 192.168.10.92
20 15:40:17 FG1KSD3114803379 traffic notice 10421110 192.168.10.92
21 15:40:17 FG1K5D23114803379 traffic notice 10.62.1.182 192.168.10.92
22 15:40:17 FG1KSD3114803379 traffic notice 10.62.1.92 192.168.10.92
23 15:40:17 FG1K5D3114803379 traffic notice 10.62.1.207 192.168.10.92
24 15:40:17 FG1KSD3114803379 traffic notice 10621133 192.168.10.92
25 15:40:17 FG1K5D23114803379 traffic notice 10.62.1.202 192.168.10.92

Click Column Settings to change the columns that are displayed.
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Calumn Settings

Search..
[ Net Direction
[CINet Name
[CINet Pavioad ID
[JNet Protocol
et Received Bytes
[INet Recefved Packets
[INetssID
[INet Sent Bytes
[INet Sent Packets
[INet Session Duration

[ Net Session 1D

Save a5 Default

Double click on an individual log to view its details. Details are displayed according to groups.

o e ADOM: Fabric_ADO @~ 0 ad
% Fabric M © %
Add Filter [YRl-q ©
B FortiGate 4 ¥ Date/Time Data Source ID Event Message Event Type Event Severity Source IP Destination IP Host M - Dog
8 FortiMal > (1 15:50:44 FE-2KB3ROFE00010  Newslstter scors = 0 spam information 13131319 - ADOM OID 150 £
@ FortiWeb 2 15:50:43 FE-2KB3ROSG00010 Newsletter: score =0 spam information 1313.13.13 Data Parser Name FortiGate parser
Data Source ID FGIKS03114803379
i 3 15:50:42 FE-2KBIROF600010  URI lookup: http:fb.. spam information 13131515
% Custom View > Data Source Name FGT_16000 pertd.
4 15:50:4 FE-2KB3RO600010  IKIM Check Falled. .. spam information JERERERE Data Source Type Eotitoate taffc
Lo Browse 5 15:50:40 FE-2KB3ROS600010  FortiGuard spam ou... spam information 1212.12.12 Data Timestamp o
HLog Group 3 15:50:39 FE-2KB3ROFE00010  SPF-SOFTFAIL: [he... spam information 13131313 DatefTime 154017
7 15:50:38 FE-2KB3ROP600010  Newsletter: score =2 spam information 13131313 End User I o
Endpoint IDx @
8 15:50:37 FE-2KB3ROF600010  SPF=SOFTFAIL: (ne... spam nformation 131313.18 i
Log User ID 6820524962173419551
g 15:47:28 FY400C3M12000023 [Signatures mame: al... attack Medium 61.149.143.226 116213.69.32 = Time Stamp 0300487 15407
10 15:47:27 FY400CIM12000023  [Signatures mame: @l attack High 61.149.143.22¢ 116.213.69.32 <) Bvent
11 FV400C3M12000023  [Signatures name: al.. attack Medium 61.149.143.226 116.213.69.32 Event Action close
12 FV400C3M12000023  [Signatures name: al... attack High 61.149.143.226 116.213.69.32 Event 1D 8
N Event Severity notice
13 15:47:24 FV400C3M12000023  [Signatures mame: al.. attack Medium 61.149.143.226 116213.69.32
Event Sub Type forward
14 15:47:23 FY400C3M12000023  [Signatures mame: al... attack Medium 61.149.143.226 116213.69.32 Event Type e
15 15: FY400C3M12000023  [Signatures mame: .. attack Medium 61.149.143.226 116.213.69.32 < Host :
16 15: FVA0DC3M12000023  [Signatures name: al... attack High 61149143226 116.213.69.32 Host IP 1062458
17 FG1K5D3114803379 traffic 1062.1.143 192.168.10.92 Il Host Locatian Resereed
< Application
Application Name unscanned
FG1KSD3I14803379 traffic 1062.1.56 192.168.10.92 Application Service e
20 FG1KS 3114603379 traffic 10621110 1921681092 < Network
21 FG1K5:3114603379 traffic 10421182 192.168.10.92 Destination Geo Reseried
2 FG1K5D8114808379 traffic 1062.1.92 192.168.10.92 Destination IP 1921681092
Destination Interface perfds_(r
2 FG1KSD3I14803379 traffic 10621207 192.168.10.92 o oo o
24 FG1KSD3I14603379 traffic 10621133 192.168.10.92 Net Protocol B
25 FG1KSD3114803379 traffic 1062.1.202 192.168.10.92 Net Receiverl Bytes 561
2% FG1KSD:311460337% traffic 1062155 192.166.10.92 Net Received Packets s
27 FG1K5D3I14803379 traffic 10621184 192.168.10.92 Net Sent Bytes “31
Net Sent Packets &
28 FG1K5D3114803379 traffic 10621181 192.168.10.92 Nt Senston Dot .
29 15:40:17 FG1KSD3114803379 traffic 10621129 192.168.10.92 & Source Geo R U
B m B
I [ I Source IP 1062161
%= Total logs for analytics: 1 hour. [50 .+ |Mems per page En ~ 031 Second P e

SIEM log display can be filtered based on SIEM fields.

FortiAnalyzer 6.4.0 New Features Guide
Fortinet Inc.



Al-driven Security Operations

’ DO b DO
% Fabric M © %
Event Type = "traffic"  adut Filter
# FortiGate s ¥ Date/Time: Data Source I Event Message Event Type Event Severity Source IP Destination IP Host Name User ID
8 FortiMall > |1 15:40:17 FG1K5D3I1480337% traffic netice 1062.1.143 192.168.10.92
@ Fortiweb 5|2 15:40:17 FG1K5D3114803379 traffic netice 1062151 192.168.10.92
% Custam View Nk 15:40:17 FG1K5D3I1480637% traffic notice 1062.1.58 192.168.10.92
4 15:40:17 FG1KSD311480337% traffic netice 1042.1.110 192.168.10.92
& Log Browse 5 15:40:17 FG1K5D3I14803379 traffic netice 10.62.1.182 192.168.1092
] Log Group & 15:40:17 FG1KSD3I1480337% traffic netice 1062.1.92 192.168.10.92
7 15:40:17 FG1KSD3I114803379 traffic notice 10.62.1.207 192.168.10.92
8 15:40:17 FG1K5D3I1480337% traffic netice 1062.1.133 192.168.10.92
9 15:40:17 FG1K5D3114803379 traffic netice 1062.1.202 192.168.10.92
10 15:40:17 FG1K5D3I1480637% traffic notice 1062155 192.168.10.92
11 15:40:17 FG1KSD3I1480337% traffic netice 1062.1.134 192.168.10.92
12 15:40:17 FG1KSD3I1480337% traffic notice 1062.1.181 192.168.10.92
13 15:40:17 FG1K5D3I14803379 traffic netice 1062.1.129 192.168.10.92
14 15:40:17 FG1KSD3I1480337% traffic notice 10.62.1.60 192.168.10.92
15 15:40:17 FG1K5D3I1480337% traffic netice 1062.1.159 192.168.10.92
16 15:40:17 FG1K5D311480337% traffic netice 1062112 192.168.10.92
17 15:40:17 FG1K5D3I1480637% traffic notice 10.62.1.40 192.168.10.92
18 15:40:17 FG1KSD3I1480337% traffic netice 1062.1.14 192.168.10.92

Incidents with multiple endpoints and users -6.4.2
This is an enhancement to the FortiSOC module supporting multiple endpoints and users for incidents.

To view incidents with multiple endpoints/users:

1. Inthe Event Monitor, you can raise or add events with multiple endpoints and users to an incident.

When endpoint/users are manually raised/added to an incident, only the first endpoint will
N - /, be displayed when the incident is raised and there is an approximate five second delay to
9 show multiple endpoint/user information on the incident analysis page. When a playbook
= runs a task using the local connector to create an incident, there is an approximate 20
second delay to display all information.

ortiSo ADOM: roo @ > 4 A ad
€ Dashboards v All Devices+ @ A pand All ) Show Acknowledged Refre % Custo
o1, Playbooks Add Filter v
Bl Incidents O #  Event EventID  AEventStat EventTy Count Severity First Occurrence Last Update Additional Info Ha
O 1 7 system ume moanied (2 Sev o vieatuim 15 days ago 12 uays ago .
B Events - o= .
O 11 >8172161986(1) 2020070.. Mitigated  £¥SSL 90 Low 5 hours ago 10 minutes ago Server certifi...
& Automation Yl o 12 >232320042(1) 2020070.. Mitigated  £SSL 1 Low 5 hours ago 5 hours ago Server certifi...
w Connectors O 13  >ET0021B7D74755 (1) 2020070.. Mitigated LSSL 3 Low 5 hours ago 5 minutes ago Server certifi...
% Playbook O 14 >52205565(1) 2020070.. Mitigated £FSSL 1 Low 5 hours ago 5 hours ago Server certifi...
& Playbook Monitor O 15  >4069.216.129(8) Mitigated £¥SSL 22 Low 5 hours ago An hour ago Server certifi...
G Event Monitor v O 16 >4070229.150(30) Mitigated  £3SSL 70 Low 5 hours ago 7 minutes ago Server certifi...
O 17 >debian(1) 2020070.. Mitigated  £¥SSL 3 Low 5 hours ago 2 hours ago Server certifi...
18 By Endpoint >| O 18 >52201183.155(1) 2020070.. Mitigated  £¥SSL 3 Low 5 hours ago 2 hours ago Server certifi...
® By Threat >| O 19 VATHFLOORLAB-JAM (1)
B System Events NE= Insecure SSL connection blocked 2020070.. Mitigated  £FSSL 4 Low 2020-07-08 09:21:47 2020-07-08 13:21:45 Server certifi...
andlers VVAN-906511-ZYAN (1)
Incidents BESPLLEEENTE () Acknowledge
O 21 >213155156180(1 [ Comment BssL 1 Low 5 hours ago 5 hours ago Server certifi...
O 22 >12172301.239 (13 BSSL 1333 ®low 5 hours ago 2 minutes ago Server certifi...
O 23 > _§VAN-201657-PC BssL 14 Low 5 hours ago 16 minutes ago Server certifi...
O 24 >21313667.12(1) & Create New Incident BssL 2 Low 5 hours ago 5 hours ago Server certifi...
O 25  >6870200128(1) 2 Add to Existing Incident BssL 6 Low 5 hours ago 5 hours ago O
MEE NG il @ scarch "Endpoint-VAN-906511-ZYAN"
2 LSRRl @ Search "Endpoint!=VAN-906511-ZYAN"
O 27 >Teamviewer (74) wugaea— 0 Ap... 14318 Medium 5 hours ago 2 minutes ago
O 28 >_§VAN-200557-PC2 (1) 2020070.. Mitigated D Ap... 6 Low 5 hours ago 9 minutes ago AppID:1479...
‘ ,

2. Ontheincident analysis page, information about multiple endpoint/users is available in the Affected Assets tab.
You can also click the navigation arrows in the Affected Endpoint/User widget to show additional users and
endpoints.
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ADOM:root 2 @ >- QL1 A adminv
3 Dashboards. - )-07-( 1:32:57-07:
Medium  INOOOOOQ16  demo for muitiple endpoint and userincident  Improper Usage ~ Assigned to: admin  New Creaiedon 202007 08T 520 070

% Playbooks Last Modified on: 2020-07-08T14:32:58-07:00

[ Edit & Refresh
&l Incidents .
Affected Endpoint/User (2) Executed Playbooks
B Events
< Automation o PLAYBOOK STATUS
 Connectors
% Playbook No related user available.
&I Playbook Monitor

G5 Event Monitor ~

Last Seen 2020-07-08 14:33:07
& All Events Topology n <
28 By Endpoint >
MAC:

@ 5y Thest N Addresses =z

& System Events ’ Operating System 22 Windows
= Handlers >
Incidents

@0

Execute Playbook

Incident Timeline
From 2020-07-08 09:22:02 To 2020-07-08 14:29:41 (Total 4 Events)

Reset Zoom
(= 00 0805 o210 oe5 0820 0825 030 os3s os40 s 0850 oass 1000 1005 1010 1015 1020
Comments  Events  Reports  AffectedAssets | Processes  Software  Vulnerabilities
Host User 1P Address MAC Address

VAN-906511-ZYAN 8cecidbid2eaich

172.16.199.199 4 glivo1

Click a user in the Affected Assets list to see additional endpoint information in a dialog window.

Endpoint Information

’ gliu01

Topology 172.16.199.199

Addresses 1P: 172.16.199.199/32

Default playbook template improvements -6.4.1

The list of default Playbook templates has been updated.

FAZ Compromised Host Incident
Localhost Critical Intrusion Incident
Attach Endpoint Vulnerability list to Incident

FortiOS Quarantine Endpoint by FortiOS

FortiAnalyzer 6.4.0 New Features Guide
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EMS Update Asset and Identity Database
Run AV Scan on Endpoint
Run Vulnerability Scan on Endpoint
Quarantine Endpoint by EMS
Unquarantine Endpoint by EMS
Enrich Incident with Process List

Enrich Incident with Vulnerability List

Enrich Incident with Software Inventory

ADOM:root (3 @ - Lz (@ admin v

@ Dashboards M+ CresteNew ® Run [4 Edit [ Delete 4% Column Settings ~ Choose from Playbook Templates b

% Playbooks O Neme Description Statu New Playbook created from scratch
&l Incidents No record found. Custom build playbook to get started
B Events
Enrich Incident with Vulnerability List
< Autornation v

Playbook to collect the list of endpoint vulnerabilities from logs and attach to incident.

“ Connectors.

% Playbook

L Playbook Monitor

Compromised Host Incident
Playbook to create Incident on FortiAnalyzer for detected compromised hosts by loC

feature.
F2 Event Monitor v Run Vulnerability Scan an Endpoint
@ All Events Playbook o run vulnerabllfty scan on endpoint.
R By Endpoint >
Update Asset and Identity Database
@ By Threat > Playbook to automatically update FortiAnalyzer Asset and Identity database with endpoint
W System Events > and user information from EMS

Quarantine Endpoint by EMS
Playbook to quarantine endpoint by EMS connector

landlers >

&l Incidents

Enrich Incident with Software Inventory

Playbook to get software inventory from endpoint by EMS Connector and attach to
incident.

Quarantine Endpoint by ForiOS

Playbook to quarantine endpoint by FOS connector providing MAC address or FortiClient
U

Enrich Incident with Pracess List

Playbook o get running processes on endpoint by EMS connector and attach 1o incident.

Run AV Scan on Endpoint
Playbook to run AY scan on Endpoint by EMS Connector

Unquarantine Endpaint by EMS
Playbook to unquarantine endpoint by EMS comnector

Critical Intrusion Incident.
Playbook to create incident on FortiAnalyzer for detected critical intrusions by IPS

Attach Endpoint Vulnerability list to incident.
Playbook to collect the list of endpoint vulnerabilities from logs and attach to incident.

bbb bbbl
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Example of the

Operations

updated Compromised Host Incident template:

€ Dashboards
4 Playbooks
@1 Incidents
B Events

€ Autornation

. Connectors

% Playbook

L Playbook Moritor

L2 Event Monitor v

& Al Events

18 By Endpoint

® By Threat

¥ System Events
1= Handlers

&l Incidents

FortiSoC v

@ Dashboards

% Playbooks
Incidents
B Events

< Automation v
“ Connectors

9% Playbook

L1 Playbook Monitor

[2 Event Monitor v
€ All Events
4 By Endpoint >
® By Threat >
W System Events >
= Handlers >
@ Incidents

" | Compromised Host Incident - 2020-06-02T22:09:35.4047

Playbook to create incident on FortiAnalyzer for detected compromised hosts by 10C feature.

GET_EVENTS
= i

Get Events

N EVENT_TRIGGER B g CREATEINCIDENT
STARTER —_ Croate Incident
RUN_REFORT
= i
RunReport

”| Enrich Incident with Vulnerability List - 2020-06-02T22:10:47.060Z

Playbook to collect the |ist of endpoint vulnerabilities from |ogs and attach to Incident.

INCIDENT_TRKGGER
STARTER

GET_VULNERABILITIES

- b e

Get Vulnerabllities

FortiAnalyzer 6.4.0 New Features Guide
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Save Playbook ‘

ADOM: root.

DO - A2

& adminv
@ Enabled

ATTACH_DATA TO_INCIDENT
Attach Events

ATTACH_DATA_TO_INCIDENT
Attach Report

Save Playbook \

Example of the updated Enrich Incident with Vulnerability List template:

ADOM:root (3 @ >~ L2

z admin v
@ Enablad

ATTACH_DATA TO_INCIDENT

Attach Vulnerabilities
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Incident page improvement -6.4.1

This is an enhancement to the incident analysis page that offers a more useful view for users by introducing Processes,
Software and Vulnerabilities tabs. These tabs include endpoint information that attaches to incidents.

To view the incident page improvements:

1. Goto FortiSOC > Incidents, and select an incident to view the Incident Analysis page.
« Incident attachment for endpoint processes:

« Click the table view icon in the top-right corner in the attachment section to view endpoint processes in a
table format.

ADOM: SOARZ 11
@ Dashvesrds v Created on: 2020-05-15TOLSEA5-07.00
. . -
. Playbooks High| [NOQDO2710 IoCincident created for endpeint  Uncategorized Not Assigned News ot Moo o 20300545701 spp.orey AR Refresh
& Incidents .
Affected Endpoint/User Executed Playbooks

B Events
< Autemation . PLAYBOGK STATUS

. Connectors

=k Playbook

I Plsybosk Monitor Topology I FGVMOZTM20001986

WinServer 2012

HL Event Meniter 7| Addresses MAC: 0002923 5c 60

G All Events 1P 192.166.22.6/32

18 By Endpoint Gperating System WINGA Migrosoft Windows Server 2012 Datacenter Edition, 64-bit {build

#2001
W By Threat

»

>
V& System Events »
>

£ Handlers

Incident Tirneline

From 2820-05-14 01:56:04 To 2030-03-14 15:11:28 {Total B2 Events]

Tt mm =m =m 2m 5m Bm 2

Comments  Events  Reports  Frocesses  Software  Vulnerabilities

2020-05-15 QLSH2L-0700 . | Search ®s
AProcess (D Process Path Netwark Connection

“»FortiClient FCTAONZIBOPE4133 (6]

40 CAindowssystem3Zieonhost exe

326 “\SystemRootiSystema2ismss exe

380 suchost ese

412 suehast ese

464 esres eve

532 esres ave

540 CAindos 53 tem3Zwininit exe -

« Click the raw data icon in the top-right corner in the attachment section to view endpoint process
information as raw data.
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W Windows 8.1

Cperating System By Playbook: Endpoint Info ¥
File Attached to
Incident
iy Playbook: Endpoint Info >
Report Attached to
Incident
:} By Playbook: Everttrigger >
Events Attached to
Incident Timeline Incident
By Playbook: Event trigger 3
From 2020-05-19 0B00:39 To 2020-05-17 09:07:46 [Total 7 Events .
e b :} File Attached to
Incident
07245 oe:00 0815 08220 D645 0800 0915 08:30 045 1000
I L L I L L L f L I By Playbook: Event trigger
File Attached to
Incident
Cemments  Events  Reports  Processes  Software  Vulnerabilities By Blaybook: Event rigger
2020-05-1709:25:32 -0700 - | Tack =) ) File Attached to
0.8 Incident
B infe:{1) By Playbock: Event trigger 3
e 27 New Incident Created
B 15:{2)
path : CYWindows\system32\taskhostex.exe By Playbook: Euent rigger
B 55:42)
path : CXWindowshsystem32itaskens exe ST
= 1:48)
B info:{1)
B procinfolist ; [38]
B 24:42)
path : CAWindows\system32\taskhostex.exe
B 35:42)
path : CAWindows\system32\taskhost. exe
B 28
B infe:{1)
B procinfelist : [45]
« Select a time from the snapshots dropdown to view different snapshots.
q q ” Created on: 2020-05-17T0%:08:00-07.00 5
) o
High INODOD2448 incident created forendpoint  Uncategorized  Not Assigned  New T g o [t R - 1 7 Refresh
Affected Endpoint/User Executed Playbooks Audit History
No related user available. PLAYBOOK STATUS 2020-05-19 09:26:38  NOW [ Expand All
Endpoint Info O success
File Attached to
Incident
Topology GVMO2TM20001786
: BURP-SCANNER By Playbook: Endpoint Info 3
Addresses MAC: 00:0e:2%:2d b6 Ta File Attached to
IF; 192.168.22.4/32 Incident
Operating System I Windows 8.1 By Playbook: Endpoint Info ¥
File Attached to
Incident
8y Playbeck: Endpoint Infe 3
Report Attached to
Incident
:} By Playpook Eventingger >
Events Attached to
Incident Timeline Incident
8y Playbook: Eventtrigger ¥
From 2020-05-1 08:00:37 To 2020-05-17 07:0745 (Total 7 Events; §
e ! [:} File Attached to
Incident
07:45 0800 0#:15 0830 0845 09:00 09:15 09:30 00:45 10:00
. h L : . h A : . h By Playbook: Eventtrigger >
File Attached to
Incident
Comments Events Reports Processes Seftware Wulnerabilities By Playbock: Event trigger 3
2020-05-19 09.25:32 -0700 4 | S2arch.. ®= File Attached to
Process Path Netwark Connection Incident
2020-05-17 07.08:32 0700 B [45) By Playbook: Event trigger >

SystemRoot\System32ismss.exe

CAWiIndows\syster32\taskeng.exe

New Incident Created

By Playbook: Event trigger 3

« Enter search keywords in the search field to view filtered records which match the keyword. Matching

keywords are highlighted in the results.
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Operating System W Windows 8.1 By Playbook: Endpoint Info ¥

File Attached to
Incident

By Playbook: Endpoint Info >

Report Attached to
Incident
:] By Playsook Eventigger >
Events Attached to
Incident Timeline Incident
By Playbook: Event trigger >
From 2020-05-19 0B:00:39 To 2020-05-19 09:07:44 (Total 7 Events) N
File Attached to
Incident
07:45 o8:00 08:18 o820 08:45 o0:00 08:18 00:30 00:45 1000
L i i h i i L ! . | By Playbook: Event trigger >
File Attached to
Incident
Cemments Events Reparts Processes Software Vulnerabilitias By Playbook: Event trigeer 3
2020-05-19 09:25:32 -0700 -+ | Task ®= File Attached to
A Process ID Process Path Netwark Connection Incident
~FortiClient FCT8004234043193 (3) By Playbook: Event trigger >
260 Chwindews\systam3z2itaskens. exe New Incident Created
1184 C*Windowslsystem32'\taskhost exe By Playbook: Eventtrigger
3400 CAWindows\system32'taskeng.exe
START

> FortiClient FCT8002380964133 (2)
> FortiClient FCT8002828241805 (2)

« Incident attachment for installed software.
« Click the table view in the top-right corner in the attachment section to view installed software in a table

Operating System W windows 8.1 - By Playbook: Endpoint Info 3
File Attached to
Incident
By Playbosk: Endpoint Info 3
Report Attached to
Incident
:} By Playbook: Event tigger
Events Attached to
Incident Timeline Incident
By Playbook: Eventtrigger
From 2020-05-1% 08:00:39 To 2020-05-19 09:07:46 (Total 7 Events) "
File Attached to
Incident
0746 080 08:15 e 0845 oa0 0915 a0 0845 10:00
. . L . . L L . . L By Playbook: Eventtrigger
File Attached to
Incident
Comments  Events  Reports  Processes  Software  Wulnerabilities By Playbesk: Event trigger
. =] File Attached to
Installation Fath Installation Time Incident
FortiCliant C:A\Pregram Files) Fortinat\ Ford Client), 2020-05-07 By Playbook: Event trigger >
Google Chrome C\Program Files (xB61\GooglehChromeh Application 2020-05-07 New Incident Created
Google Update Helper 2020-03-20 By Playbock: Event trigger 3
Java & Update 45 (64-bit) 2015-06-17
Jawa Auto Updater 2015-06-17 START
Mozilla Firefox 51.0.1 (86 en-US) C:\Program Files (<3 6]\Mozilla Firefox 2017-01-25
Mozilla Maintanance Service 2017-02-08
NURit 2.6.3 2015-08-12

« Click the raw data icon in the top-right corner in the attachment section to view installed software
information as raw data.
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Cperating System W Windows 8.1

Incident Timeline

From 2020-05-1% 0B:00:32 Te 2020-05-19 02:07 46 (Total 7 Events)

07:45 08:00 08:15 0230 08:45 0300 09:18 0a:30
I L L L L N

Cemments Ewvents Reports Frocesses Software Vulnerabilities

2020-05-19 0%:25:32 -0700 -+ | Chrome
B forticlients :{1]

B 7F034735BAD04?0FPB7EE2PD43E5FEAS : [B]

273
install_dir : C:\Program Files (x36)\Googley Chromeh Application

B soitware :{8]

B 232.(6)

preduct_name ; Google Chreme

« Select a time from the snapshots dropdown to view different snapshots.

Cperating System Wl Windows 8.1

Incident Timeline

From 2020-05-1% 08:00:32 To 2020-05-1% 0707:46 (Total 7 Events)

0745 03:00 03:15 08:30 0345 000 00:15 09:30
I I L I L L I

n®

Comments Events Reports Processes Seftware Wulnerabilities

2020-05-17 09:25:32 -0700 & | Search..

Installation Path Installation Time

2020-05-1% 09:08:34 -0700 C\Program Files' ForfinethForfiClient?, 2020-05-07
Geegle Chrome Co\Pregram Files (26]\Gooslel ChremetApplication 2020-05-07
Gongle Update Helper 2020-03-20
Java 8 Updats 45 [54-bit) 2015-06-17
Java AutoUpdater 2015-06-17
Mozilla Firefox 51.0.1 (X26 en-US) CiProgram Files (x86fMozilla Firefox 2017-01-25
Mozilla Maintenanee Service 2017-02-08
NUnit 2.6.3 2015-08-12

« Enter search keywords in the search field to view filtered records which match the keyword. Matching

keywords are highlighted in the results.
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File Attached to
Incident

By Playbook: Endpoint Info >

Events Attached to

Incident

By Playbook: Event trigger

File Attached to
Incident

By Playbook: Event trigger

-~

~

New Incident Created

By Playbook: Event trigger >

File Attached to
Incident

By Playbock: Endpoint Infe

Events Attached to
Incident

By Playbook: Event trigger

File Attached to
Incident

By Playbook: Event trigger

START

New Incident Created

By Playbook: Event trigger

¥

START

By Playbook: Endpeint Info.

Report Attached to
Incident

By Playbook: Event trigger

File Attached to
Incident

By Playbook: Event trigger

File Attached to
Incident

By Playbook: Event trigger

By Playbook: Endpoint Info

Report Attached to
Incident

By Playbook: Event trigger

File Attached to
Incident

By Playbook: Event trigger

File Attached to
Incident

By Playbook: Event trigger

~

~

~
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~
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Operating System W Windows 8.1 By Playbook: Endpoint Info ¥

File Attached to
Incident

By Playbook: Endpoint Info >

Report Attached to
Incident
:} By Playbooke Event trigeer >
Events Attached to
Incident Timeline Incident
By Playbook: Event trigger 3
From 2020-05-17 0B:00:39 To 2020-05-17 09 07:46 (Total 7 Events) N
File Attached to
Incident
s 000 0g:15 om0 s 0300 o315 w0 06 1000
L i I | I I L | I L By Playbock: Event trigger >
File Attached to
Incident
Comments  Evenfs  Reports  Processes | Software | Vulnerabilities By Playbook: Event trigger ¥
2020-05-19 09:25:32 -0700 + ®= File Attached to
Asoftware Installation Path Installation Time Incident
GoogleChrome Ci\Program Files (<84)\ Googleh Chrome'Application 2020-05-07 By Playbook: Evenc trigeer

New Incident Created

By Playbook: Event trigger >

START

« Incident attachment for endpoint vulnerabilities.
o Click the table view icon in the top-right corner in the attachment section to view endpoint vulnerabilities in

a table format.
Cperating System W Windows 8.1 " By Playbook: Endpoint Info > -
File Attached to
Incident
By Playbook: Endpoint Infe
Report Attached to
Incident
:} By Playpook Eventingger >
Events Attached to
Incident Timeline Incident
By Playbook: Event trigger %
From 2020-056-1% 08:00:32 To 2020-05-17 070744 [Total 7 Events) [:} File Attached to
Incident
ores 050 015 o 005 o320 osi1s oss ost5 0o o Plavbot, Everttrsser
File Attached to
Incident
Comments  Events  Reports  Processes  Soitware  Vulnerabilities By Playbook: Event trigger 3
2020-05-17 09:25:32 0700 + . =] File Attached to
AVulherability ID Viulnerability Name Severity Category Incident
24087 Vulnerability in NET Framewerk Could Alle! Lew Operating System By Playbook: Event trigger >
25918 Security Update for Volume Manager Drive Medium Operafing System New Incident Created
35447 Security vulnerabilities fixed in Firefex 52 Critical Web Client By Playbook: Event trigger ¥
35604 integer overflow in createlmageBitmap)  Critical Web Client
15808 Security vulnerabilities fixed in Firefex 53 Critical Web Client SR
35918 Use after frae in ANGLE High Web Client.
35288 Security vulnerabilities fixed in Firefox 54 Critical Web Client
36587 Security vulnerabilities fixed in Firefox 55  Critical Web Client
35713 Security vulnerabilities fixed in Firefox 56 Critical Web Client
41048 Security vulnerabilities fixed in Firefex 57 Critical Web Client
41110 Security vulnerabilities fixed in Firefox 57.0 High Web Client
41157 Security vulnerabilities fixed in Firefex 57.0 High Web Client
41158 Wicrosoit: Windows RRAS Service Remete Mediurn Operating System
javaseriptyoid(t) Wlirreengt- Serinfine Fheine Memnans Corr Hich Wweh rliant

o Click the raw data icon in the top-right corner in the attachment section to view endpoint process
information as raw data.
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Cperating System W Windows 8.1

Incident Timeline

From 2020-05-1% 0B:00:32 Te 2020-05-19 02:07 46 (Total 7 Events)

07:45 08:00 08:15 0230 08:45 0300 09:18 0a:30
I L L L L N

09:46

10:00
L

Cemments Ewvents Reports Frocesses Software Vulnerabilities

2020-05-19 09:25:32 -0700 +

B vulns :{101]
B 55618:(5)
vuln_name : Microsoft: Direct® Elevation of Privilege Vulnerability
B 55627:(5]
vuln_name : Microsoft: Direct® Elevation of Privilege Vulnerability
B 55629:(5]
vuln_name : Micres oft: DirectX |nformation Disclesure Vulnerability

« Select a time from the snapshots dropdown to view different snapshots.

Cperating System W windows 8.1

Incident Timeline

From 2020-05-1% 08:00:39 To 2020-05-19 09:07:46 (Total 7 Events)

n®

. o7 osm 08218 e oso oa:00 o515 oe:30 oso 10
Comments Events Reports Processes Software Wulnerabilities

2020-05-17 09:25:32 -0700 & | Search.. .

AVulnerability Name Severlty Category

2020-05-1% 09:08:34 -0700 Arbitrary code execufion through unsanifize Critical Wekb Client.

61720 Firefox Vulnerability CVE-2017-53%7 Criical Web Client.

61856 Firefox Vulnerability CVE-2017-5452 Nedium Web Client.

61866 Firefox Vulnerability CVE-2017-7771 High Web Client,

61867 Firefox Vulnerability CVE-2017-7772 High Wekb Client.

51868 Firefox Vulnerability CVE-2017-7773 High Web Client.

61721 Firefox Vulnerability CVE-2017-7774 Crifical Wekb Client.

61867 Firefox Vulnerability CVE-2017-7776 High Web Client,

61870 Firefox Vulnerability CVE-2017-7777 High Wekb Client.

61861 Firefox Vulnerability CVE-2018-1849% Nedium Web Client.

61862 Firefox Vulnerability CVE-2018-18510 Medium Web Client.

61863 Firefox Vulnerability CVE-2018-5124 Nedium Web Client.

61871 Firefox Vulnerability CVE-2018-517%9 High Wekb Client.

1740 Intarpt Fenlneer Infnmmatinn Diseinene W Madiom Wah Clisnt
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File Attached to
Incident [ ]

By Playbook: Endpoint Info >

(]
Events Attached to
Incident ()
By Playbook: Bvent trigger ¥

[}
File Attached to
Incident [ ]
By Playbook: Event trigger

[}
New Incident Created
By Playbook: Bvent trigger ¥

starT @

File Attached to
Incident [ ]
By Playbook: Endpoint Info

()
Events Attached to
Incident ()
By Playbook: Eventtrigger

[}
File Attached to
Incident ()
By Playbook: Event trigeer 3

()
New Incident Created
By Playbosk: Bvent trigger 3

starr @

By Playbook: Endpeint Info.

Report Attached to
Incident

By Playbook: Event trigger

File Attached to
Incident

By Playbook: Event trigger

File Attached to
Incident

By Playbook: Event trigger

By Playbook: Endpaint Ino

Report Attached to
Incident

By Playbook: Event trigger

File Attached to
Incident

By Playbook: Event trigger

File Attached to
Incident

By Playbook: Event trigger

~

~

~

~
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« Enter search keywords in the search field to view filtered records which match the keyword. Matching
keywords are highlighted in the results.

Operating Systsm W Windows 8.1 = By Playbook: Endpoint Info ¥ “
File Attached to
Incident ()
By Playbook: Endpoint Infe
Report Attached to
® Incident
By Playbook: Eventtrigger >
Events Attached to
Incident Timeline Incident O
By Playbosk: Bvent trigger 3
From 2020-05-1% 08:00:39 To 2020-05-19 09:07:46 (Total 7 Events) File Attached to
® Incident
. ores 050 015 o 005 o320 osi1s oss ost5 0o o Plavbot, Everttrsser
File Attached to
Incident [ ]
Comments  Events  Reports  Processes  Software  Vulnerabilities By Flaybock: Event trigeer 3
2020-05-19 09:25:32 0700~ ®& File Attached to
Vulnerability 1D A Vulnerabllity Name Severlty Category ®  Incident
41752 Arbitrary code execution through unsanitize Critical Web Client. + By Playbook: Event trigger >
61720 Firefox Vulnerability CVE-2017-5397  Critical Wb Clignt New Incident Created 0
61721 Firefox Wulnerability CVE-2017-7774 Critical Web Client. By Playbook: Event trigger 3
55617 Wicrosoft: Windows Deployment Services - Critical Operating System
48953 Out ef bounds memory write while process Critical Web Client starr @
62143 Security Vulnerabilities ficed in Firefox 72,0 Critical Web Client
35447 Security vulnerabilities fixed in Firefox 52 Critical Web Client.
33808 Security vulnerabilities fixed in Firefox 53 Critical Web Client.
35288 Security vulnerabilities fixed in Firefox 54 Critical Web Client.
36587 Security vulnerabilities fixed in Firefex 55 Critical Web Client
35713 Security vulnerabilities fixed in Firefox 56 Critical Web Client.
41048 Security vulnerabilities fixed in Firefex 57 Critical Web Client
41634 Security vulnerabilities fixed in Firefox 58 Critical Web Client.
arRa? SaenrifvnilnerahiliFes fued in Firafee 52 Crideal Wb Clisnt s

Filters for local report action -6.4.2

This is an enhancement to the existing feature to address limitations on resources and timeline by offering filter, time
range and log field selection for the local report playbook action.

To view report options for local report actions in playbooks:

1. Reports with the Extended Log Filtering option enabled are supported in the local connector's Run Report action.
@ >~ 03 (§ adminv

€ Dashboards v . . .
Critical Intrusion Incident - 2020-07-31 14:10:46
Sk Playbooks
S Incidents Playbook to create incident on FortiAnalyzer for detected critical intrusions by IPS
Bl Events
<€ Automation ~ LOCALHOST_RUN_REPORT
RUN_REPORT
w | S EE——
Connectors Run Report Name Run Report
EA G Description
&2 Playbook Monitor
3 Event Monitor v
(Conoeiony Local Connector v
3 Al Events GET_EVENTS
Action Run Report .
18 By Endpoint > Get Events
® By Threat > P EVENT_TRIGGER ] Oniy reports with Auto Cache and
E Report (D Extended Log Fitering enabled This selection cannot be empty
STARTER -
B System Events > can be used in Playbook. T
ndlers R Time Perioq Other B
Hincidents Start Time > © Hin
'CREATE_INCIDENT End Time Y DD © HH:N
Create Incident (ALl Ne Data.  Edit

Devices B All Devices ~
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BS Generated Reports

£ Report Definitions

B Templates
ul Chart Library @

£ Macro Library

f=Datasets @
£3 Advanced
N Language
[= Output Profile
Report Calendar

View Report |01 Layout

Name

Time Period

Devices

Type

OEnable Schedule
O Enable Notification
Enable Auto-cache @

[Blextended Log Fittering @
Fiters >

Advanced Settings >

Application Risk and Control
Last 7 Days

OAll Devices @ Specify
& All FortiGate

@single Report  OMultiple Reports

[ s J Reun
2. Reports support custom time ranges, device filters, and log filters in the playbook task.

Edit: Application Risk and Control

a. Time range - Select a time range from the dropdown list or enter a custom time range.
b. Filter - Select the filters to apply to the report.

c. Devices - Select the devices to be included in the report, or choose Playbook Starter to use a dynamic device
input from the trigger.

(3 Dashboards
9 Playbooks
& Incidents
B Events
< Automation
 Connectors
9 Playbook
3 Playbook Monitor
E5 Event Monitor
@ All Events
18 By Endpoint
@ By Threat
B System Events
= Handlers

Incidents

EVENT_TRIGGER
STARTER

“| Critical Intrusion Incident - 2020-07-31 14:10:46

Playbook to create incident on FortiAnalyzer for detected critical intrusions by IPS

—F
S

SOC subscription license -6.4.1

RUN_REPORT

Run Report

GET_EVENTS

Get Events

CREATE_INCIDENT

Create Incident

AADOM: root

2@ 03 (§ adminy

LOCALHOST_RUN_REPORT

_ Name

Description

Connector
| Action
Report @
Time Period

Filter

Devices

Run Report

| Local Connector

| Run Report
| Application Risk and Control «|T
| Last 7 Days
Log messages that @Al OAny of the Following Conditions.
match
Log Field Match Criteria Value @
Source IP (srcip) v | Equal To « [sttriggerepip) |+ B

B Playbook Starter v

FortiSOC features in FortiAnalyzer are enabled through a SOC subscription license. The SOC subscription license
includes features such as playbooks, connecting to third-party feeds, and incident investigation.
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To view the SOC subscription license in FortiAnalyzer:

1. The SOC subscription license can be viewed in System Settings > Dashboard in the License Information widget.
You can also check the license through the CLI using the diagnose license 1ist command.

System Settings v

ADOM:root 23 @ >- Q2 (@) adminv

2 Toggle Widgets v CLI Console E x
= Logging Topology
i 3 o
& All ADOMs License Information B -uto-delete Automatic deletion.
cdb Cdb.
© Storage Info EBVM License Type Valid 10K-UG 1 oo Pebug.
. dlp-archives DLP archives.
& Network & FortiCloud © Not Registered Register Now ]} © % =~ b container.
P 5 dvm DVM..
#HA ® FortiGuard Indicators of Licensed (Expires 2030-01-04) Eometwork Diagnose network.
2 Admin v Compromise Service ® Global Servers Pl fmupdate FortiGuard update.
fortilogd Fortilogd daemon.
Administrators Server Location o —— Firmware Manager.
ha HA.
Profile © Security Operations 3¢ el Licensed (Expires 2030-01-04) Hardware test/info.
Remote Authentication Server [ Logging Devices/VDOMs I 66 of 10,000 (0.
Admin Settings GB/Day 0.1 0f 1000, = Policy manager datab:
SAML SSO VM Storage Unlimited report
B8 Certificates v & Storage Connector  Cloud No License -
Local Certificates anilEE
CA Certificates Q Update Server AntiVirus and IPS 192.168.100.105
Diagnose VEN IPsec.
CRL FortiClient Update 192.168.100.207
il se
Remote Certificates List FortiAnalyzer license

System Information

Q

Update FortiAnalyzer license.

& Log Forwarding
Host Name FAZVMé4 - g% di license list
[ Fetcher Management L Statue ——

P Event Log Serial Number FAZ-VMTM20007144
= post breach detection
[@ Task Monitor Platform Type FAZVMé4 i 0 cloud storage ser

o
SOBR and SIEM bundle service

s Advanced v HA Status Standalone
SNMP System Time FriJul 10 16:52:39 2020 PDT 7
Mail Server Firmware Version v6.4.0-build2097 200709 (Interim) &
Syslog Server System Configuration Last Backup : N/A 2 A
Meta Fields Current Administrators admin /3 in total =
Device Log Settings v Un Time 7 hours 4 minutes 4 seconds

2. With a valid license, FortiSoC features are fully available.

ADOM:root  £3 @ >- Q2 (§)admin v

A Status Created Time Modified Time
al arantine endpoint Q@ Disabled 05/26/2020 05/26/2020

Bt  Device Manager FortiView Log View Fabric View

=]
GEvwe FortiSoC Reports System Settings

[y —

18 By Endpoint >

® By Threat >

¥ System Events >

2 Custom View >

EJ Incidents

3. When the license is expired or there is no valid license, FortiSoC includes a try-it-out mode with a maximum of five
playbooks run per day.
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£ Toggle Widgets v CLI Console

= Logging Topology
& Al ADOMs License Information o
C Storage Info & FortiCloud
B/rRAD 8 FortiGuard Licensed (Expires 2030-01-04
& Network Service Server Location m Servers located in US only s
& HA © Security Operations = [ xpired] -
2 Admin v & Logging Devices/VDOMs L} 4.5

A GB/Day [ =

Profil & Storage Connector Service  Cloud No License -

Remote Authentication Server 2 Update Server AntiVirus and IPS 192.168.100.105

Admin Settings FortiClient Update 96.45.33.106 (88 Sunnyvale, California, United States)

SAMLSSO
@ Cortireates System Information )

Local Certificates Host Name FAZ3000F ’

CA Certificates Serial Number FL-3KF3R16000119

CRL HA Status Standalone

Remote Certificates System Time Fri Jul 10 16:53:19 2020 PDT ’
2 Log Forwarding Firmware Version v6.4.0-build2097 200710 (Interim) &
[l Fetcher Management System Configuration Last Backup : N/A 2 a
& Event Log Current Administrators admin /5 in total =
[@Tesk Monitor Up Time 1 hour 2 minutes 40 seconds
B Advanced v Administrative Domain [on ]

NP Operation Mode Collector

Mail Server

Syslog Server System Resources 8o %

Meta Fields

Device Log Settings

;““' " 8% 6% 4%

dv

D@01 A adminv

EY fon Status Created Time

Mo ime
&l build playbook to g d ©Enzbled 06/25/2020 06/25/2020
build playbook to get started © Enabled 06/04/2020 06/04/2020
BIl  Device Manager FortiView Log View Fabric View
ng new new new @ Enabled 01/30/2020 01/30/2020
A build playbook to get started © Enabled 06/25/2020 06/25/2020
we build playbook to g d ©Enzbled 06/24/2020 06/24/2020
K to run vulnerability scan on endpoint. @ Disabled 06/03/2020 06/03/2020
o build playb d ©Enzbled 06/25/2020 06/25/2020
aed — Reports Systern Settings build pl © Enabled 06/25/2020 06/25/2020
2 build playbook to g ©Enzbled 06/25/2020 06/25/2020
@ An

28 By Endpoint
® By Threat

E System Events

= Handlers

Bl Incidents

s running in a limite

‘equired to run at fu

Hm:hase License

Try it Out feature for FortiSoC -6.4.2

This new feature allows customers to access the FortiSoC module and try SOC automation features with some
restrictions. Without a SOC subscription license, SOC automation will run in limited capacity with restricted number of
playbooks to be executed per day.

To use the Try it Out feature for FortiSoC:

1. Navigate to the FortiSoC module in FortiAnalyzer.
When viewing FortiSoC without a SOC subscription license, a warning message and Purchase License option
appears at the bottom of the page.
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ADOM:root 2 @ >- Q1 A adminv

Bl Device Manager FortiView Log View Fabric View ‘
< Aut
w
skl
() (] Ty
=l
.5

G FortiSoC Reports System Settings Playbooks Executed
3
@ hncvens -
Total Playbook Actions Executed On_demand_run

18 By Endpoint
® By Threat 1 1 0

B System Events

£5 Handlers

Bl Incidents

Total Executed Playbooks and Actions Trend

SOC automation s running ina imited capacity of up o 5 playbooks per day. An SOC subscription i required to run at full capacity. Dismiss

Without a license, up to five playbooks can be run per day. Additional playbooks will fail with a warning, and a local
application log will be generated.

Invalid params: Playbool annot be launched, due to number of playbooks run has exceeded SOC license daily I

Manually Run Playbook

Shawn-2

No configurable parameters.

SOC automation is running in a limited capacity of up to 5 playbooks per day. An SOC subscription is required to run at full capacity. Dismiss [ZUEEEY

ADOM:SOAR I @ >~ A admin v

% Fabric 2 CustomView H~ £~
Al

B FortiGate Device ID User Sub Type Event Type Action Description LogID Level

® FortiClient 16:46:16 FL-3KF3R16000119  system playbook run-stat Endpoints Re... 110100 notice & 2 |ogDetails

@ FortiAnalyzer -B FL-3KF3R16000119 Action cancelled
3 164511 FL-3KF3R16000119 system playbook run-stat Looking Up Ev... 110254 notice Date/Time 16:45:51
Application Description SOC License Checked
4 164447 FL-3KF3R16000119 system playbook run-stat Looking Up Ev... 110254 notice §
2 Custom View Device ID FL3KFIR16000119
o 5 164436 FL-3KF3R16000119 system playbook run-stat Endpoints Re... 110100 notice oo Narme o e ot s
6 16:43:06 FL-3KF3R16000119  system playbook run-stat Endpoints Re... 110100 notice, Device Time 2020-07-08 16:45:51
7 163959 FL-3KF3R16000119 system playbook run-stat Looking Up Ev... 110254 notice Event Type run-stat
8 163956 FL-3KF3R16000119 system playbook run-stat Endpoints Re... 110100 notice Level waring
9 163858 FL-3KF3R16000119 system playbook run-stat Endpoints Re... 110100 notice tos 0 110030
Message Playbook ‘Shawn-2 cannot be aunched, due to number of playbooks run has ex
10 163654 FL-3KF3R16000119  system playbook run-stat Endpoints Re... 110100 notice cemded SOC lcense daily it
1 163455 FL-3KF3R16000119 system playbook run-stat Looking Up Ev... 110254 notice Playbook Name Shawn-2
12 163449 FL-3KF3R16000119 system playbook run-stat Looking Up Ev... 110254 notice Stabiss success
SubType faybool
13 16:3445 FL-3KF3R16000119 system playbook run-stat Endpoints Re... 110100 notice ubTvp playbook
Time Stamp 2020.07-08 16:45:51
14 163213 FL-3KF3R16000119 system playbook run-stat Endpoints Re... 110100 notice Type S
15 16:30:40 FL-3KF3R16000119 system playbook run-stat Endpoints Re... 110100 notice User admin
16 163006 FL-3KF3R16000119 system playbook run-stat Looking Up Ev... 110254 notice User From GUI10.4129.1)
17 16:30:06 FL-3KF3R16000119 system playbook run-stat EndpointsRe.. 110100 notice Virtual Domain SOAR
idses 55638169
18 162502 FL-3KF3R16000119 system playbook run-stat Looking Up Ev... 110254 notice N HdsrnseElns
19 162457 FL-3KF3R16000119 system playbook run-stat Endpoints Re... 110100 notice
20 162456 FL-3KF3R16000119 system playbook run-stat Endpoints Re... 110100 notice
21 162456 FL-3KF3R16000119 system playbook run-stat Looking Up Ev... 110254 notice
2 162456 FL-3KF3R16000119 system playbook run-stat Endpoints Re... 110100 notice
23 161944 FL-3KF3R16000119 system playbook run-stat Looking Up Ev... 110254 notice
2 161942 FL-3KF3R16000119 system playbook run-stat Endpoints Re... 110100 notice
25 161839 FL-3KF3R16000119 system playbook run-stat Endpoints Re... 110100 notice
2 161813 FL-3KF3R16000119 system playbook run-stat Endpoints Re... 110100 notice
27 161510 FL-3KF3R16000119 system playbook run-stat Looking Up Ev... 110254 notice
FOI‘tIAna| zer 6 4 0 N éW 1F§btu EégRﬁm Q{W playbook run-stat Looking Up Ev... 110254 notice
Y. S pLE LSAPR 2 playbook run-stat Endpoints Re... 110100 notice
30 161302 FL-3KF3R16000119  system playbook run-stat Endpoints Re.. 110100 notice

Fortlnet Inc a1 azanco 1 suesnszannaaa

SOC automation is running in a limited capacity of up to 5 playbooks per day. An SOC subscription is required to run at full capacity. Dismiss [ZUEEEY
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Vulnerabilities and software inventory data from EMS connector -6.4.2

This new feature helps FortiAnalyzer to get more information, vulnerabilities and software inventory, from the FortiClient
EMS server directly.

To get endpoint data from an EMS connector:

1. In Fabric View > Fabric Connectors, click Create New and select FortiClient EMS.
Configure the connector details for FortiClient EMS and click OK.

Edit FAZ Connectors ity Fabric

ecurd
FortiClient EMS

Connector to execute remote EMS operations

4
427256
IP/FQDN 172476039

Username

Status

2. Goto FortiSoC > Automation > Playbook and create a new playbook.

Administrators can use wildcards to get all endpoints registered on the EMS server and then create another task to
update Fabric View > Assets.

FortiAnalyzer 6.4.0 New Features Guide
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€% Dashboards

Getendpoints_39

% Playbooks

& Incidents Custom bulld playbook to get started

& Events
€ Automation v EMS_GET_ENDPOINTS

w Connectors oo Ee

[ Description
2 Playbook Monitar h ON_DEMAND
. STARTER GET_ENDPOINTS
CE Event Menitor v uPD2
Get_Endpaints Coprectoy | EMS Connector 39 v
@ Al Events e ————— Updat
18 By Endpoint N [Acticy | Get Endpoints. v
' Endpoin
® By Threat >
B System Events > Endpoint ID No Data.  Edit
- 5 .

£ Handlers > FortiClient ID No Data.  Edit
EY Incidents

€% Dashboards

Getendpoints_39

& Incidents Custom build playbook to get started

% Playbooks

& Events
€ Automation v LOCALHOST_UPDATE_ASSET_AND_IDENTITY

% Connectors

Name Update_Assets

- Description
&I Playbook Moniter h ON_DEMAND

GET_ENDPOINTS —

G Event Monitor - STARTER A oo

Get_Endpaints Coprectoy | Local Connector v
@ Al Events Updat
3By End > — cti0D | Update Asset and Identity .

 Endpoint

® By Threat >
¥ System Events ’ i@ | Get_Endpoints (id b2 d... ~ | ems_endpoints BE

jandlers >

EJ Incidents

[ sorparecoc |
Run the playbook, then go to Fabric View > Assets. The retrieved endpoints in the EMS server are displayed.

FabricView v Fabric Connectors  Identity Center Assets ADOM:root (I @ > A adminv

s~ (@ Last 60 Days ~ Jun 13 2020 - Aug 12 2020 B Column Settings ~

2
Total Endpoints

1new users discovered ~— 2new endpoints discovered
Endpoint Togs User MAC Address 1P Address FortiClient UUID Hardware / Software ¥ Vulnerabiliies  Network Location Last Update
DESKTOP-30B270R
L Details 2020-08-12 10:24:13
DESKTOP-MA4HATA!
Lo 17247.605 WING4  Detslls 2020-08-12 10:40:03
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To get vulnerability information from an EMS connector:

1. With a configured FortiClient EMS connector, create a playbook with an action to Get Vulnerabilities.

@ A aminy

€3 Dashboards. v
GetVuln22

% Playbooks

& Incidents Custom build playbook to get started
€ Automation EMS_GET_VULNERABILITIES
w Connectors Nome s
R Description
0 Playbook Monitor ON_DEMAND
% Event Monitor . STARTER GET_VULNERABILITIES
@ak Getvuin2 Connector | EMS Connector 39 8|
vents
2By End > Setic | Get Vuinerabilties .
 Endpoint
® By Threat >
B System Events > Endpoint ID | Piaybook starter v | epid T
= FortiClient ID No Data.  Edit
32 Handlers >

EJ Incidents

Ce= |
Run the playbook. In this example, the user selects a specific endpoint to get its vulnerabilities.

hitps://11218.3224/p/app/

Manually Run Playbook

Get_Vuln

Endpoint DESKTOP-M4H4T41 (1027)

Confirm that the
playbook has run successfully in FortiSoC > Automation > Playbook Monitor.

3. Goto Fabric View > Assets, and check the Vulnerabilities column. The number of Critical and High level
vulnerabilities are displayed. Click on a number to view additional details. You can further drill-down on an individual
vulnerability to see its details.

FabricView v Fabric Connectors Identity Center Assets ADOM:root (1 @ >~ A adminv

® Last 60 Days + Jun 15 2020 - Aug 12 2020 Column Settings +

S\

Vulnerability Name Category

WARNING: Safari s na lnger supparted by the vendar  Applications
WARNING: Wireshark versions 2.2.15 and earlier are no

Applcations
AP longer supported by the vendor
Security Vuinerabilty CVE-2016-0686 in Oracle JOK  Applications
Endpoint Tags User MAC Address 1P Address FortiClient UUID Hardware / Software ¥ Vulnera
Security Vuinerabilty CVE-2016-0687 in Oracle JOK  Applications
IDESKTOP-M4H41
& Low 7217605 WiNes Security Vuinerabilty CVE-2016-3427 in Oracle JOK Applications
Security Vuinerabilty CVE-2016-3443 in Oracle JOK  Applications
DESKTOP-30B270R Security Vuinerabilty CVE-2016-3587 in Oracle JOK  Applications
L Bizls Security Vulnerability CVE-2016-3598 in Oracle JOK Applications
Security Vuinerabilty CVE-2016-3606 in Oracle JOK  Applications
Security Vuinerabilty CVE-2016-3610 in Oracle JOK  Applications
Security Vuinerabilty CVE-2016-3587 in Oracle JOK Applications
Security Vunerabilty CVE-2016-3598 in Oracle JOK  Applications ~

FortiAnalyzer 6.4.0 New Features Guide
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To get software information from an EMS connector:

1. With a configured FortiClient EMS connector, create a playbook with an action to Get Software Inventory.

® [jz::vz:; ’ Get_Software_Inventory
&l Incidents Custom build playbook to get started
& Events

< Automation v EMS_GET_SOFTWARE_INVENTORY

% Connectors

Name GetSoftwarelnventory
% Playbook -
Description
. ON_DEMAND
&I Playbook Moniter -
GET_SOFTWARE_INVENTORY
& Event Monitor v STARTER _ i
Connector | EMS Connector 39
€ All Events 3
Action | Get Software Inventory
22 By Endpoint >
® By Threat >
B System Events > e | Playbook Starter « | epid T
i 5 "
i Handlers > FortiClient ID No Data.  Edit
incidents

:

Run the playbook. In this example, the admin selects a specific endpoint to get its software inventory.

ttps://172.18.32.24/p/app/#lfadom/horme

Manually Run Playbook

Get_Software

Endpoint DESKTOP-M4H4T41 (1027)

Confirm that the playbook has run successfully in FortiSoC > Automation > Playbook Monitor.

FortiAnalyzer 6.4.0 New Features Guide
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3. Goto Fabric View > Assets, and check the Software column. Click on Details to display the software inventory

retrieved from FortiClient EMS.

Software

ASoftware Publisher Version

Add Folder Suggestions dialo Microsoft Corporation  10.0.18362.449
App Installer Microsoft Corporation  1.0.329120
Apple Application Support (¢ Apple Inc. 313

Apple Mobile Device Suppor Apple Inc. 90026

Apple Software Update  Apple Inc. 214151
Assigned Access Lockapp  Microsoft Corporation  1000.18362.449.0
AsyncTextService Microsoft Corporation  10.0.18362.449
Bonjour Apple Inc. 50010

Candy Crush Saga King.com 1180010
Candy Crush Soda Sega kingcom 11724000
Captive Portal Flow Microsoft Corporation  10.0.18362.449
CapturePicker Microsoft Corporation  100.18362.449
Connect Microsoft Corporation  10.0.18362.449

Cortana Microsoft Corporation  1.13.0.1

Installation Path Installation Date
CWindows\SystemApps\Micros 2020-05-18
CA\Program FilesWindowsAppsh! 2020-02-06
CA\Program Files [x86)\Common | 2018-11-10
CA\Program Files [x86)\Common | 2018-11-10
C:\Program Files [x86]\Apple Soft 2018-11-10
CWindows\SystemApps\Micros 2020-05-18
CWindows\SystemApps\Micros 2020-05-18
CA\Program Files [x86)\Bonjour\  2018-11-10
CA\Program FilesWindowsAppsi 2020-07-31
CA\Program FilesWindowsAppsi 2020-07-31
CWindows\SystemApps\Micros 2020-05-18
CWindows\SystemApps\Micros 2020-05-18
CWindows\SystemApps\Micros 2020-05-18
cawi icros 2020-05-18

Credential Dialog Microsoft Corporation  10.0.18362.449
Dolby Access Dolby Laboratories 342490
Email and accounts Microsoft Corporation  10.0.18362.449
Eye Control Microsoft Corporation  100.18362.449
Feedback Hub Microsoft Corporation  1.1907.3152.0

Films & TV Microsoft Corporation  10.20032.16211.0
‘

FortiMail connector -6.4.2

FortiMail connector on FortiAnalyzer allows playbooks to collect information from FortiMail and take containment action.

To configure a FortiMail connector:

CWindows\SystemAppsimicros 2020-05-18
CA\Program FilesWindowsAppsil 2020-07-31
CWindows\SystemApps\Micros 2020-05-18
CWindows\SystemApps\Micros 2020-05-18
CA\Program FilesWindowsAppsh! 2020-02-06
CA\Program FilesWindowsApps\lt 2020-07-31

1. Install a FortiMail device with the latest release.
2. In FortiMail, create a domain and some users.

3. InFortiAnalyzer, go to Fabric View > Fabric Connectors and create a FortiMail Connector.

Edit FAZ Connectors

Name

Description

IP/FQDN

Username
Password

Status

4. Goto FortiSoC > Automation > Connectors to view the actions available with the FortiMail connector. This

connector supports three actions:
« Get Email Statistics
« Get Sender Reputation

FortiAnalyzer 6.4.0 New Features Guide
Fortinet Inc.

FML Connector Demo

FML Connector

172.18.32.33
admin
eescscee

on

Actions

First Seen Last Seen
2020-08-12T14:00:57-07:( 2020-08-12T14:00:57-07:( ~
2020-08-12T14:00:57-07:( 2020-08-12T14:00:57-07:
2020-08-12T14:00:57-07:( 2020-08-12T14:00:57-07:C
2020-08-12T14:00:57-07:( 2020-08-12T14:00:57-07:
2020-08-12T14:00:57-07:( 2020-08-12T14:00:57-07:C
2020-08-12T14:00:57-07:( 2020-08-12T14:00:57-07:C
2020-08-12T14:00:57-07:( 2020-08-12T14:00:57-07:C
2020-08-12T14:00:57-07:( 2020-08-12T14:00:57-07:C
2020-08-12T14:00:57-07:( 2020-08-12T14:00:57-07:C
2020-08-12T14:00:57-07:( 2020-08-12T14:00:57-07:C
2020-08-12T14:00:57-07:( 2020-08-12T14:00:57-07:C
2020-08-12T14:00:57-07:( 2020-08-12T14:00:57-07:C
2020-08-12T14:00:57-07:( 2020-08-12T14:00:57-07:C
2020-08-12T14:00:57-07:( 2020-08-12T14:00:57-07:C
2020-08-12T14:00:57-07:( 2020-08-12T14:00:57-07:C
2020-08-12T14:00:57-07:( 2020-08-12T14:00:57-07:C
2020-08-12T14:00:57-07:( 2020-08-12T14:00:57-07:C
2020-08-12T14:00:57-07:( 2020-08-12T14:00:57-07:C
2020-08-12T14:00:57-07:( 2020-08-12T14:00:57-07:C

2020-08-12T14:00:57-07:( 2020-08-12T14:00:57-07:C
»

Security Fabric
FortiMail
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« Add Sender to Blocklist

£33 FortiSoCv ADOM:root 12 @ >~ Q1 () admin v
@ Dashboards + EMS connectors
o4 Playbooks T Eems- & -
(€2 £Ms- EMS Connector 2 > (€2 £Ms - EMS Connector >
& Incidents
FOS connectors
B Events
< Automation ~ FOS - FortiOS Connector >
“ Connectors LOCALHOST connectors
& Playbook [€) 22- ocatcon N
2 Playbook Monitor
FGD connectors
2 Event Monitor v
€ All Events FGD - FortiGuard Connector >
18 By Endpoint > FML connectors
® ByThreat > =1 FvL-pm . “
8 System Events >
f=Handlers > Actions
Incidents Name . o
Get Email Statistics query a given email address email (email)* statistics
Time Range (time_range)*
Get Sender Reputation query a given sender reputation info ip (ip)* reputation
Add Sender to Blocklist  update system and domain level block list email (emaill* N/A
domain_name (domain_name)*

The following examples demonstrate how to create a FortiSoC playbook using FortiMail connector actions.

To create a playbook using the Get Email Statistics action:

1. Goto FortiSoC > Automation > Playbook and create a new playbook from scratch.

2. Create a task with the action to Get Email Statistics using the FortiMail connector. This example gets email statistics
foruseru2@testl.com.

D@~ A admin~

% Dashboards.

v - - Enabled
54 Poybooks GetMailStats ”

& Incidents Custom build playbook to get started
B Evens
€ Automation - FML_GET_EMAIL_STATISTICS

w0 te
onnectors Name GetMallStats.

o Playbook

Description

& Piaybook Manitar h ON.DEMAND - GET_EMAIL_STATISTICS
, STARTER S
L Event Monitor . GetMailStats i
- Connector | FIvIL Connector Demo «

€ All Events. .
" Bctiol | Get Email Statistics v
® By Threat >
B System Events > emall u2@testl.com o
> fnelBanee This Wesk B

52 Handlers.

El Incidents

:

FortiAnalyzer 6.4.0 New Features Guide
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3. Create a second task with the action Attach Data to Incident using the local connector, and enter an incident

number.

€% Dashboards

 Playbooks

& Incidents Custom build playbook to get started
E Events
< Autemation v LOCALHOST_ATTACH_DATA_TO_INCIDENT
"
Connectors Name sttaceh_to_incident
3 Playbook Description
& Playbook Monitor h ONDEMAND GET_EMAIL_STATISTICS
) STARTER - -
C& Event Monitor v GelMailStats c
o onnector Local Connector
All Events
wem Action Attach Data to Incident
12 By Endpoint >
@ By Threat >
Syt bvonts N Incident ID (@ INODOOD0OT Y]
5 Aftachment GetMailStats (id_9cb_73.. | statistics ks

3 Incidents

" GetMailStats

Save Playbook

@ Enabled

4. Save and run the playbook, and check the Playbook Monitor to confirm the playbook was run successfully.
5. Goto FortiSoC > Incidents and open the incident. The recently run playbook is displayed in Executed Playbooks.

ADOM:root 03 @ >~ A admin v
& Dashboards v Crested on: 2020-07-21T12:34:10-07:00 .
. q o : :34:10-07: . -
% Playbioks Medum  |NOOCOOOO1  Uncategorized Not Assigned New L M o ot G 10T 7 Ab s 0700 BFAE & Refresh
&1 Incidents . -
neeen Affected Endpoint/User Executed Playbooks Audit History
B Events
< Automation - No related user available. BLAECOR SIS 2020-08-11 10:153:48 Now (@ B Expand Al
W Connectors GethviallStats O Success
. Comment Attached
% Playbook to Incident
& Playbook Monitor By Playhonk: GetMailStats >
b Comment Attached
€D All Events ® tolncident
28 By Endpaint > By Playbook: GethailStats >
‘® By Threat > New Incident
Created ®
System Events >
By: admin >
1= Handlers >
sTarT @ 20200721 12:3410
Comments | Events  Reports  Indicators  Affected Assets  Processes  Software  Vulnerabilities
0
)

To create a playbook using the Add Sender to Blocklist action:

1. Goto FortiSoC > Automation > Playbook, and create a new playbook from scratch.
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2. Create atask with the action Add Sender to Blocklist using the FortiMail connector. This example adds user
user4@testl.comto the blocklist.

£7%  FortiSoCv

€% Dashboards ~ .

1 Plavbosks FML_SendToBlockList D

% Playbool -

& Incidents Custom bulld playbook to get started

Bl Events
€ Autometion v FML

w Co ke

e Narme: SendToBlockList
9% Playbook .
Description
[ Playbook Monitor h ON_DEMAND al a
- NEWTASK |
£ Event Monitor v STARTER $ !
=" Seclecta Sten | Connector | FML Connector Demo
& All Events D R N | '
" N Actio] | Add Sender to Blockiist
By Endpoint
® By Threat >
il @

B System Events > email userd@testl.com (Y]

32 Handlers > domain_name @ N Data. Edit

:
3. Save and run the playbook, and check the Playbook Monitorto confirm the playbook was run successfully.

4. In FortiMail, go to Security > Block/Safe List > System > Block List. user4@testl.com hasbeen added to the
block list.

List Setting of System (Block List)

Block List: Email received from these addresses / domains / IPs will be discarded

& dNew. FiDelete Search: | Total4/4096

abc@test.com -
test1@abe.com
test2@abe.com

userd@testl.com

Backup  Restore

Alerts on normalized logs -6.4.3

Event handler support for SIEM normalized logs.
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To create an event handler for SIEM normalized logs:

1. On FortiAnalyzer, go to FortiSoC > Handlers > Event Handler List, and create a new event handler.
2. Select SIEMin the Log Device Type, and complete the other settings like a normal FortiGate log based handler

definition.
ADOM:root  ©3 @ > () admin v
€ Dashboards Edit Handler: SIEM
% Playbooks a
@ Incidents
& Events Fiter 1 [ v
< Automation Log Device Type [siEm .
“ Connectors Log Type | SIEM Log ‘)
% Playbook Group By | Endpoint o+
2 Playbook Monitor | Event Action (event _action) - |
G2 Event Monitor Logs match @Al OAny of the following conditions
& All Events Log Field Match Criteria Value
By Encpaint > B | Event Type (event_type) | [ EqualTo v | lum | 4+ @
® By Threat >
B System Events > Bl | Event Severity (event_severity) | | Greater Thanor EqualTo + | |infor| = @

iSHandlers v

#=Fvent Handler List Generic Text Filter @

#=FortiGate Event Handlers 0/ i

2 Subnet List

Incidents Generate Alert When  Atleast | 3 Distinct v
[ Destination IP (dst_ip) + | matches occurred
overaperiod of 30 | minutes
Event Message @ this is a test for $groupby2 from $groupby1, end
Event Status v

3 Allow FortiAnalyzer to choose

o |
Device and subnet filters are also supported for SIEM log handlers.
Click OK to save the event handler.

ADOM:root  ©3 @ > () admin v

€ Dashboards Edit Handler: SIEM
% Playbooks =
Status [ o |
@ Incidents
Name SIEM
B Events
Description
<€ Automation )
Devices OAIl Devices @Specify OLocal Device
 Connectors = o
9% Playbook a Q
3 Playbook Monitor @ Q
G Event Monitor = e
B (<}
& All Events
Subnet:
18 By Endpoint > ubnets OAIl Subnets  ® Specify
Include Subnet
® By Threat > neude subnets [® |
» Blab-endpoint x
¥ System Event:
® System Events > 1 Entry Selected
iSHandlers v Exclude Subnets ® ‘
#=Event Handler List BAlice x
#=FortiGate Event Handlers 1 Entry Selected
2 Subnet List
Filters (2)
Incidents iters (2) +

Fiter 1 [ v

Log Device Type | siEMm

Log Type | SIEM Log v
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3. Goto FortiSoC > Event Monitor > All Events to check the event list for events generated by SIEM logs.

ADOM:root  ©3 @ > () admin v

B All Devices ~ @ Last 30 Minutes~ 2 Collapse All ZRefresh ~ & CustomView B~ &

) Dashboards v

Show Acknowledged

9% Playbooks Handler ="SIEM" ' Add Filter ]
@ Incidents O #  Event Event ID Event Status Event Type Count Severity  VFirst Occurrence  Last Update Additional Info  Handler Tags De
£ Events [ 1  vNetworkService (2)
< Automation ~ v app_cat:Network Service en...  2020090110000... 2020-09-01 15:30:28  2020-09-01 15:40:28
A Connectors ) app_cat:Network.Service en...  2020090110000... 13 Others 6 Medium 2020-09-01 15:00:28 2020-09-01 15:26:42 SIEM Fv
9% Playbook O 2 V192168226 (4)
2 Playbook Monitor ) this is a test for pass from, e... 2020090110000... 13 Others a5 Medium 2020-09-0115:30:18 2020-09-01 15:42:35 extra-info: SSL... SIEM | SIEM FV
G Event Monitor ~ ) this is a test for detected fro... 2020090110000... £ Others 34 Medium 2020-09-01 15:30:11 2020-09-01 15:42:53  extra-info: {}; fr.. SIEM | SIEM FV
) this is a test for pass from, e... 2020090110000... 3 Others 86 Medium 2020-09-0115:00:13 2020-09-01 15:29:37 extra-info: SSL... SIEM | SIEM Fv
) this is a test for detected fro... 2020090110000... £ Others 84 Medium 2020-09-01 15:00:11 2020-09-01 15:29:49  extra-info: {} fr.. SIEM | SIEV FV
4 By Endpoint > O 3 vunscanned (8)
@ ByThreat > ) app_cat:unscanned endpoint:  2020090110000... 1 Others 1 Medium 2020-09-01 15:35:18  2020-09-01 15:35:18 SIEM Fv
¥ System Events > =] app_cat:unscanned endpoint:  2020090110000... £ Others 1 Medium 2020-09-01 15:34:18  2020-09-01 15:34:18 SIEM Fv
landlers ~ ) app_cat:unscanned endpoint... 2020090110000... 1 Others 1 Medium 2020-09-0115:34:17 2020-09-01 15:34:17 SIEM Fv
iSEvent Handler List (m] app_cat:unscanned endpoint... 2020090110000... 3 Others 224 Medium 2020-09-01 15:30:01  2020-09-01 15:42:52 SIEM Fv
iSFortiGate Event Handlers ) app_cat:unscanned endpoint:  2020090110000... £ Others 2 Medium 2020-09-0115:04:33  2020-09-01 15:22:43 SIEM Fv
2 Subnet List 0 app_cat:unscanned endpoint: ~ 2020090110000... 13 Others 2 Medium 2020-09-0115:03:43 2020-09-01 15:19:08 SIEM Fv
Incidents ) app_cat:unscanned endpoint... 2020090110000... 1 Others 2 Medium 2020-09-0115:03:42 2020-09-01 15:19:07 SIEM Fv
) app_cat:unscanned endpoint... 2020090110000... 3 Others 794 Medium 2020-09-0115:00:02 2020-09-01 15:29:59 SIEM Fv

Double-click a log to see related logs, or right click the log and select View Log from the context menu.

FortiSoC v ADOM:root  ©3 @ > (@) admin v

€ Dashboards v

% Playbooks Add Filter

& Incidents # 'V Date/Time

Data Source ID  Event Message  Event Type

£ Events FGVMO2TM2.
€ Automation v
“ Connectors
% Playbook “« >
O Playbook Monitor 1000 v -
G Event Monitor v ox o
Data Parser Name FortiGate parser Event Action ip-conn
A By Endpoint > Data Source ID Event ID 1
® By Threat > Data Source Name FW-93 root Event Severity warning
. Data Source Type FortiGate Event Sub Type forward
¥ System Events > Data Timestamp 2020-09-01 15:30:31 Event Type traffic
i8Handlers v Date/Time 15:30:28 =)-Host
) Time Stamp 2020-09-01 15:30:28 Host Hardware Vendor Fortinet
Event Handler List = Threat Host IP #£:192.168.22.6
FortiGate Event Handlers Threat Action others Host Location Reserved
. Threat Severity low Host MAC 00:0¢:29:9b:d7:80
= Subnet List Threat Type Reconnaissance Host OS Family FortiGate
Incidents =-User Host OS Name Fortios
UEBA User ID 3 Host Type Router
= Network UEBA Endpoint ID 1042
Destination Geo Reserved =)-Application
Destination IP fff£:10.2.125.18 Application Category Network Service
Destination Interface port2(lan) Application ID 41540
Destination MAC 08:5b:0e:72:30:£2 Application Name SSL_TLSv1.2
Destination Port 10 Application Service tep/514
Net Protocol 6 +)-Others
Net Session ID 7191260 7

In the context menu, select Search in Log View to see all logs associated with the event.

ADOM:root  ©3 @ > () admin v

B Al Devices @ Last 30 Minutes~  # Collapse Al ZRefresh ~ & CustomView B~ &

) Dashboards v

Show Acknowledged

9% Playbooks Handler ="SIEM" ' Add Filter ]

Bl Incidents O #  Event Event ID Event Status Event Type Count Severity  VFirst Occurrence  Last Update Additional Info ~ Handler Tags De
£ Events 0 1  vNetworkService (2)
< Automation v v app_cat:NetwarkService o 2020-09-01 15:30:28  2020-09-01 15:40:28
. Connectors | app_cat:Netw .(?AC‘“WW‘“EE s 6 Medium 2020-09-01 15:00:28 2020-09-01 15:26:42 SIEM Fv
O 2 v192168226( EComment
9 Playbook S Viewlo
. =] thisisatestfi © o rs 45 Medium 2020-09-0115:30:18 2020-09-0115:42:35 extra-info: SSL... SEM | SIEV FV
& Playbook Monitor £ Searchin Log View
o this s a test fi rs 34 Medium 2020-09-0115:30:11 2020-09-0115:42:53  extra-info: () fr.. SIEM | SIEM FV
G2 Event Monitor v &8l Create New Incident
o this is a test i o rs 86 Medium 2020-09-0115:00:13 2020-09-0115:29:37 extra-info: SSL... SIEM | SIEM FV
@ All Events 81 Add to Existing Incident
o this s a test fi rs 84 Medium 2020-09-0115:00:11 2020-09-0115:29:49 extra-info: () fr.. SIEM | SIEM FV
18 By Endpoint > )
0 3  wvunscanned(8) @ Search"Endpoint=192.168.22.6"
® By Threat > o app_catunsc: @ Search "Endpoint!=192.168.22.6" s 1 Medium  2020-09-01 15:35:18  2020-09-01 15:35:18 SIEM Fv
¥ System Events > O app_catunsc: @ Search "Group=Network Service" s 1 Medium 2020-09-01 15:34:18  2020-09-01 15:34:18 SIEM Fv
landlers =) app_catunsc: @ Search "Group!=Network Service" rs 1 Medium 2020-09-01 15:34:17 2020-09-01 15:34:17 SIEM FV
Sevent Handler List &) app_catunsc; & Search "Event=app_cat:Network Service endpoint” ¢ 224 Medium 2020-09-0115:30:01 2020-09-01 15:42:52 SIEM Fv
Eventie ; e
#SFortiGate Event Handlers =] app_catiunsc: | Search "Eventi=app_cat:Network Service endpoint:* 2 Medium 2020-09-01 15:04:33 2020-09-01 15:22:43 SIEM Fv
B Subnet List o app_cat:unscanned endpoint:  2020090110000... £ Others 2 Medium  2020-09-01 15:03:43  2020-09-01 15:19:08 SIEM Fv
Incidents o app_cat:unscanned endpoint... 2020090110000.. £ Others 2 Medium  2020-09-01 15:03:42  2020-09-01 15:19:07 SIEM Fv
o app_cat:unscanned endpoint... 2020090110000... £ Others 794 Medium 2020-09-0115:00:02 2020-09-01 15:29:59 SIEM Fv
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Normalized logs for reports -6.4.3

Normalized logs are supported in the report module.

To create reports using normalized logs:

1. Goto Reports > Report Definitions > Datasets, and edit a dataset.

= Reports v

BS Generated Reports

B5 Report Definitions v
B5 All Reports
B Templates
[ul Chart Library@
[% Macro Library
{¥ Advanced v
IN Language
= Output Profile

Report Calendar

Edit Dataset

Dataset
Name
Log Type

Query

Variables

The Normalized log type is available under the SIEM category in the Log Type dropdown.

siem-top-source-by-count

Normalized A

FortiNAC
Asset
Event
FortiDeceptor
Event

SIEM

Normalized -

ADOM: Corp_Logs

HEGI .adminv

Test query with specified devices and time period
Test

Time Last 7 Days v
Period

Devices @ All Devices O Specify

Test Result

2. Click Testto test the dataset and view the results. Click OK to save the dataset.

BS Generated Reports
B5 Report Definitions v
B5 All Reports
B Templates
[ul Chart Library@
[% Macro Library
{¥ Advanced v
IN Language
= Output Profile

Report Calendar

Edit Dataset

Dataset
Name
Log Type

Query

Variables

siem-top-source-by-count
Normalized v

select data_sourceid, count(*) as total from $log
where $filter group by data_sourceid order by
total desc

4
6383

Variable Expression Description

Click here to add a new entry. + &'

ADOM: Corp_Logs

HHN O i .adminv

Test query with specified devices and time period
Test

Time Last N Hours v

Period
erio N 2

Devices @ All Devices O Specify
Test Result

data_sourceid total
615361
309994
83717
20433
4661

79

Charts including normalized log data can be created using the newly created dataset.
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ADOM: Corp_logs [l

B Generated Reports Edit Chart
B Report Definitions v ~
Name SIEM Top Source by Count
B All Reports
Description
& Templates
Dataset ‘ siem-top-source-by-count M ‘
|ul Chart Libr:
Resolve ‘ Inherit M ‘
[ Macro Library Hostname
£ Datasets@ Chart Type ‘ Table v ‘
£} Advanced v Data Table Type
N Language Bindings @®Regular ORanked O Drilldown
Columns

B Output Profile
Click to add Column

Report Calendar

Title data_sourceid Title total
Width 0 % (0 for Auto) Width 0 % (0 for Auto)
Data Binding Format Data Binding Format
| data_sourceid v | | Default 4| total v | | Counter (K/M/G) o+
(JOrder By
Show Top (O for all 0 -

Once created, the chart can be inserted into report layouts.

ADOM: Corp_Logs {3

BS Generated Reports View Report  Settings | )12 Edit: SIEM
B Report Definitions v [ah|Insert Chart | [&] Insert Macro [ R : T EEE « Q b3 (@ saveas Template
B All Reports Nomal - Fot - Sze - B I U S X, x A-@- = #»nBlz==s 1

& Templates
[ul Chart Library@
|® Macro Library

SIEM Top Source by Count

£= Datasets@
£¥ Advanced v ——

N Language

B Output Profile

Report Calendar

After the report has been run, you can view normalized log data in the report output.
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SIEM Top Source by Count

# data_sourceid total

1 Van_Office_FW1_Master( : J ) 832,920,593
2 Van_Office_[FW2 386,010,947
3 Van_Office_FW1_Master( s J ) 374,522,855
4 Van_Office_Floor_1 138,982,273
5 New_Van_Office_Wifi 42,759,205
6 Van_Office_Floor_2 5,722,905
7 Van_Office_[FW1_Master( 3 ) 14,036

FortiGuard connector -6.4.3

The FortiGuard connector on FortiAnalyzer allows SOC playbooks to look up indicators and get threat intelligence
information.

To use the FortiGuard connector:

1. Goto FortiSoC > Automation > Connectors to view the FortiGuard connector.
The FortiGuard connector is automatically installed with default actions. The FortiGuard connector is connected and
ready for use when the status icon is green.

Quick Access ~» ADOM:root [ @ > Q1 g admin

€5 Dashiboards ~
% Playbooks
& Incidents (&) Fos- Fortios Comnector >

B Events

4§ Automation v
® [ raz- Local Connector

%, Playbook

2 Playbook Maniter ) @ FGD - FortiGuard Connector sV
G Event Monitor

Actions

£ All Events

8By Encpoint > MName Description Parameter

@ ByThreat > Lockup Indicator lookup indicator Indicator Type (indicator._typel®

& Sysiem Events » Indicator Value (indicator_value)®
IEHandlers >
& Incidents FML connectors

2. Goto FortiSoc > Automation > Playbook, and create a new playbook.
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3. Create a task to perform a FortiGuard indicator lookup. Select the FortiGuard Connector type and the Lookup
Indicator action. You can choose the indicator type based on your requirements (e.g. IP/URL/Domain).

Quick Access ~  ADOM:root [1 @ > 011 : admi

£ Dashboards .
. Plvbooks Indicator check created from scratch - 2020-10-13 10:49:47 m
1 Incidents. Custom build playbook to get started
B Events
€ Automation v FGD
oo Name lookup indicator
Description
@ Plybiok Moritor h ONDEMAND
@& Event Monitor ~ STRITER
£33 All Event: Connector FortiGuard Connector
3 Al vents
Action Lookup Indicator
18 By Endpoint >
® ByThreat >
B System Events > Indlicater Type IP/URL/ Domain
=Handlers > Indicator Value @ Playbook Starter « | indicator_value
B Incidents

4. Create another task to attach data to an incident. Select the Local Connector type and Attach Data to Incident
action. Enter an Incident ID and then save the playbook.

£ FortiSoCwv QuickAccess v ADOM:root 03 @ >— Q1 (§) admin

& shboards "
o Indicator check created from scratch - 2020-10-13 11:42:55
— Gostom b playbock to gt trsed
i Events.

< hutomaton LOCALHOST

* Connectors
Name attached result

ocsapton

Q Playbook Monitor ON_DEMAND

I
£ Event Manitar ~ STARTER FGO_LOOKUP_INDICATOR
£ All Events loakup indicator

" Connector Local Connector
Action Attach Data to Incident
18 By Endpoint >
® By Threat >
M, Incident 1D &) INDODO00D4] |@
- Attachment @ lookup indicator (id_a3c_.. + | indicators ML)
@ Incidents
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5. Manually run the playbook. You will see a prompt to input the value of an indicator according to the configured
indicator type.

Manually Run Playbook

Indicator check created from scratch - 2020-10-13 11:42:55

indicator_value (180250197188
{Type: IP/URL/Domain)

Lo |
.

6. Goto FortiSoc > Automation > Playbook Monitor to confirm that the playbook has run successfully. Once complete,
go to FortiSoC > Incidents to view the incident you configured in the playbook. The FortiSoC indicators are attached
to the incident in the Indicators tab.

E—— QuickAccess v ADOMirost 02 @ >- 01 (§) admin

€2 Dashboards ~ Created on: 2020-10-13T11:42:45-07:00

Medum  INOOOO0004 Uncategorized Not Assigned New & Edit 2 Refresh

ok Playbooks Last Modified on: 2020-10-13T15:00:35-07:00
& Incident: " T 1
negents Affected Endpoint/User Executed Playbooks Audit History |—
& Events
No related user available.
£ Avtemation + PLAYBOOK STATUS TRIGGER 2020-10-13 16:57:09 NOW (@) 1 Expand All
* Cannectors
Comment Attached to
% Playback Incident
& Playbook Monitor By Playbookc Indcator check created.
G Event Monitor ~ from scratch - 2020-10-13 114255
>
& All Events.
Comment Attached to
18 8y Endpoint > Incident
By Threat > Comments  Events  Reports  Indicators  AffectedAssets  Processes  Software  Vulnerabilities 0 L JA
B System Events >
Time Stamp Type Value Result
iSHandlers v 2020-10-13 15:00:35 ThreatiD 430025 Detail Comment Attached to
ivent Handler List 2020-10-13 14:45:32 1P/URL/Domain idmdfufcmneirti.ac Detail Incident
iFFortiGate Event Handlers 2020-10-13 14:41:54 IP/URL/Domain eqedhceaxfeapstenox Detail By Playbocic Indcstor checkccrested
2 Subnet List 2020-10-13 14:37:46 IP/URL/Domain https: fjsblom.com Detail o sl BRI AS Las

>

2020-10-13 12:11:01 IP/URL/Domain 180.250.197.188 Detail

Comment Attached to

Incident

Comment Attached to

Incident
By Piayboskc Inicstorcheck ceated. 0
rom sccatch - 202011013 11:42:55
O New Incident Created

By: atmin 3

sTART @ 2020-10-13 11:42:45
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Click Detail to drilldown for additional information about the indicator.

Information

Mame
W32/Buzus AEW!tr
Action
FortiGate Systems.
« Check the main screen using the web interface for your FortiGate unit to ensure that

the latest AV/NIDS database has been dewnleaded and instalied en your system - if
required, enable the "Allow Push Update” option.

FortiClient Systems

files that are i viith clean backup

copics,
Analysis
'W32/Buzus AEW!tr is classified as a Trojan.
Trojan has the capabilitics to remote access connection handling, perform Denial of Service

{DoS) or Distributed DoS {DDoS). capture keyboard inputs, delete file or abject, or terminate
process

The Fartinet Anti-Virus Analyst Team is currently in the process of creating a detailed
description for this virus,

Miscellaneous

o 430025

Discovered Feb 12, 2008

Created Feb 12, 2008

Updated Feb 12, 2008

)

Connector's health check -6.4.3
This enhanced feature provides visibility on the status of connectors.

To view the status of FortiSoC connectors:

1. Goto FortiSoC > Automation > Connectors.
You can see health status and refresh icons for each connector.

S5 FortiSoC v % Security Fabric Demo 22 @ >— () admin v
2 Dashboards EMS connectors
9 Playbooks o G EMS - EMS Connector FortiDemo o>
& Incidents
FOS connectors
B8 Events
< Avtomation ~ FOS - Fortios Connector >
. Connectors LOCALHOST connectors
Sk Playbook ® [©] raz-Local Comector >
3 Playbook Monitor
FGD connectors
2 Event Monitor v
© Al Events ° FGD - FortiGuard Connector s>
18 By Endpoint > FML connectors
@ ByThreat > ©® [=] FML-FML Connector =)

& System Events >
2, Custom View >
iSHandlers >

Incidents

Click the refresh icon to refresh the status of a connector. Mouse over the health status icon to view detailed status
information, including when the connector status was last updated.
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22 FortiSoC v % Security Fabric Demo £3 @ >~ (&) admin v
) Dashboards v EMS connectors
% Playbooks ) EMS - EMS Connector FortiDemo @ D
& Incidents E Lot hecked 1 2020/11/05 1125061
FOS connectol
B8 Events
< Automation ~ FOS - Fortios Connector >
. Connectors LOCALHOST connectors
% Playbook ® [©] raz-Local Comector >
T Playbook Monitor
FGD connectors
2 Event Monitor v
© All Events ° FGD - FortiGuard Connector o >
18 By Endpoint > FML connectors
@ ByThreat > © [=] FML-FML Connector o

& System Events >

2, Custom View >
iSHandlers >
Incidents

When a connector is down, mouse over the health status icon to view additional information about why the
connector is unavailable.

S5  FortiSoC v 2@ - (§adminv
€ Dashboards EMS connectors

9 Playbooks o G EMS - EMS Connector FortiDemo o>

@ Incidents

FOS connectors

B8 Events
< Avtomation ~ FOS - FortiOS Connector >

. Connectors LOCALHOST connectors

Sk Playbook ® [©] raz-Local Comector >

3 Playbook Monitor

FGD connectors
2 Event Monitor v
© All Events ° FGD - FortiGuard Connector o>
18 By Endpoint > FML connectors
@ ByThreat > @ [ FML-FML Connector o
¥ System Events > [e1co . (Last Checked at 2020/11/05 11:1843)

2, Custom View >
iSHandlers >
Incidents

FortiGuard outbreak and alert service -6.4.6

The FortiGuard Outbreak Alert Service is available with a valid FOAS license to protect customers' networks against
malware outbreaks. The Outbreak Alert content package consists of a FortiGuard Report for the outbreak, an Event
Handler, and a Report Template to detect the outbreak.
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To view outbreak alerts, reports, and event handlers:

1. Goto FortiSoC > Outbreak Alerts. Available outbreak alerts are displayed and can be browsed in all ADOMs.

& Dashboards. v DearCry = MicrosoftExchange  SolarWinds ~ BigP  DarkSide  REVl  Microsoft PrintNightmare  Kaseya  VMware

% Playbooks
8 ncidents Fortinet Dutbreak Alert

B Events

€ Automation

— DearCry Ransomware

% Playbook

& Playbook Maniter Targeting the MS Exchange Exploit

G Event Monitor https://twitter.com/MsftSecintel/status/1370236539427459076
@ All Events Following initial compromise of the MS Exchange system, the attacker can execute the primary
18 By Endpoint > objective. From monitoring these incidents, a new family of ransomware has been detected. The
® ByThreat > threat is known as DoejoCrypt or DearCry.

E2 System Events >

ndlers
. January 6, 2021 Earfiest Vulnerability Detection

Earliest detection of the MS Exchange vulnerability is covered in the Outbreak report:
https://fndn_fortinet.net/FortiGuard-Alert-Outbreaks/Hafnium-full

March 11, 2021 MSFT Annoucement

On March 11, Microsoft released the following announcement referring to the ransomware:
https://twitter. com/MsftSecintel/status/1370236539427459076

March 12, 2021 Latest Developments

FortiGuard Labs released the Threat Signal report:

https:/iwww fortiguard. com/threat-signal-report/3885/observed-in-the-wild-campaigns-leveraging-recent-microsoft-
exchange-server-vulnerabilities-to-install-doejocrypt-dearcry-ransomware

2. Goto FortiSoC > Handlers > Event Handler List. Corresponding outbreak alert event handlers are installed and
listed in related ADOMs automatically. The events can be triggered by logs which satisfy the event handlers' filter
conditions.

€3 Dashboards v + CreateNew [ Edit § Delete % Clone £ More v

% Playbooks O | v Status Name Filters Devices Send Alert to Events Included Subnets Excluded Subnets
& Incidents O ©  LocalDevice Event > 1Filter Local Device 1

B Events o @  Default-Botnet-Communication-Detection-By-Threat > 9 Filters All Devices
% Outbreak Alerts O  ©  Default-Compromised Host-Detection-IOC-By-Threat > 3Filters Al Devices
< Automation v O  ©  Default-Malicious-Code-Detection- By-Threat > 8Filters All Devices
“+ Connectors O  ©  Default-Risky-Destination-Detection-By-Threat > 15 Filters Al Devices
o1, Playbook O  ©  Default-Risky-App-Detection-By-Threat > 2Filters Al Devices
Q0 Playbook Moniter O  ©  Default-Malicious-File- Detection-By-Threat > 8Filters Al Devices
G Event Monitor ~ O  ©  Default-Risky-App-Detection-By-Endpoint > 4Filters Al Devices
& All Events O  ©  Default-Malicious-File- Detection-By-Endpoint > 24 Filters Al Devices
18 By Endpoint > O  ©  Default-Malicious-Code-Detection-By-Endpoint > 8Filters All Devices
@ By Thest > 0 o o Detec poi > 14 Filters Al Devices
& System Events > O ©  Default-Compromised Host-Detection-IOC-By-Endpoint > 3Filters Al Devices
EHandlers ~ O @  Default-Botnet-Communication-Detection-By-Endpoint > 9 Filters All Devices
O  ©  Outbreak Alert - VMwarexCenter Vulnerability Detection > 2Filters Al Devices
iGate Event Handlers O ©  Outbreak Alert - DarkSide Ransomware Detection > 11 Filters All Devices
= Subnet List O  ©  Outbreak Alert - Kaseya VSA Vulnerability for CVE-2021-30116 > 3Filters Al Devices
Incidents O  ©  Outbreak Alert - Big-IP Attack Detection > 2Filters Al Devices
O  ©  Outbreak Alert - REvil Ransomware Detection > 3Filters Al Devices
O  ©  Outbreak Alert - DearCry Ransomware Detection > 3Filters Al Devices
O  ©  Outbreak Alert - SolarWinds Compromised Host Detection > 18 Filters Al Devices
O  ©  Outbreak Alert- PrintNightmare Vulnerability Detection > 2Filters All Devices
O @  Outbreak Alert - MS.Exchange-HAFNIUM Attack Detection > 5Filters Al Devices
0 ©  Default FFW System Events > B Filters "All Devices
O @  Default-FFW-Compromised Host-Detection-IOC-By-Threat > 3 Filters All Devices
O @  Default-FFW-Risky-Destination-Detection-By-Threat > 10 Filkers Al Devices
O @  Default-FFW-Risky-Destination-Detection-By-Endpoint > 10Filters Al Devices

3. Goto Reports > Report Definitions > All Reports.
A new Outbreak Alert Reports folder is available in all ADOMs. All outbreak reports are stored in this folder.
Right click a report to run the report. Reports can be generated in HTML, PDF, XML, and CSV formats.
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& Generated Reports

& Report Definitions -
B All Reports
B Templates
[l Chart Library@
18 Macro Library

[Jlo o oo

£3 Advanced v
IN Language
B Output Profile

Report Calendar

+ CreateNew [ Edit

A Title

» B FortiClient Report
v I Outbreak Alert Reports

» B Application

» B Detailed User Report

B Delete % Clone ®RunReport BaFolder~  More v

O Show Scheduled Only

Below is an example of the Hafnium M.S.Exchange Attack Detection Report.

FortiAnalyzer 6.4.0 New Features Guide
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Summary

This report displays the findings on attack attempts to exploit MS. Exchange vulnerabilities from Fortigate.

This table shows detections by FortiGate IPS:

FortiGate IPS Detection

# Device Source Destination Attack

Wan_Office_FW1_ 172.16.68.2 111.206.21 HTTP.Unknown.Tunnelling

Master 21 0.75
2 Van_Office FW1_ 172.18.34.2 74.125.124. TCP.PORTO
Master 35 94
3 Van_Office FW1_ 172.16.197. 1050.00 TCP.PORTD
Master 102
4 Van_Office FW1_ 172.16.171. 172.18.22.4 MS.Exchange Server.UM.Core Remote.Co 3
Master 64 8 de.Execution
5 FGT91E4Q160005 172.16.68.2 111.206.21 HTTP.Unknown.Tunnelling
34 21 0.75
6 FGTI1E4Q160005 172.16.171. 172.18.22.4 MS.Exchange Server.UM.Core Remote.Co 1
34 64 8 de Exacution
7 FGT91E4Q160005 172.18.34.2 74.125.124. TCP.PORTOD
34 35 94
8 FGT91E4Q160005 172.16.197.10.50.0.0 TCP.PORTO

34 102

This table shows detections by FortiGate AV:

FortiGate AV Detection

# Device Source Destination  Virus
1 Van_Office FW1_Master 10.2.60.143 10.2.175.110 HTMU/Agent A121kr 1
2 Van_Office FW1_Master 10.2.60.143 10.2.175.110 ASP/WebShell.clitr

Total Count First Seen
2021-04-13 20:44:55 2021-04-13 20:
2021-04-13 20:44:55 2021-04-13 20:44:55

First Seen

2021-04-1318:
12:50

2021-04-1318:

12:50
2021-04-1318:
12:50

2021-04-1318:

12:50
2021-04-1318:
1519

2021-04-1318:

15:19
2021-04-1318:
15:19

2021-04-1318:

1519

Last Seen

2021-04-13 20:

4444

2021-04-13 20:

4444

2021-04-13 20

44:44

2021-04-13 20

44:44

2021-04-1318:

15:19

2021-04-1318:

15:19

2021-04-1318:

15:19

2021-04-1318:

15:19

Last Seen

55

O & Outbreak Alert - DarkSide Ransomware Detection Report English

O & Outbreak Alert - DearCry Ransomware Detection Report English

O & Outbreak Alert - F5 Big-IP Attack Detection Report English

O B Outbreak Alert - Kaseya VSA Vulnerability for CVE-2021-30116 Report English This Week All_Device
O & Outbreak Alert - MS.Exchange-HAFNIUM Attack Detection Report English This Week All Device
O & Outbreak Alert - PrintNightmare Vulnerabilty for CVE-2021-34527 Report English

O B Outbreak Alert - REVil Ransomware Detection Report English

O & Outbreak Alert - SolarWinds Compromised Host Detection Report English

O & Outbreak Alert - VMwareCenter Vulnerability Report English

O » Bwed

O & 360 Protection Report English

O B 360-Degree Security Review English

O & Admin and System Events Report English

O & Application Risk and Control English Last 7 Days Al FortiGate
O & Bandwidth and Applications Report English

O & Client Reputation English

O & Cyber Threat Assessment English Last 7 Days Al FortiGate
O & Cyber-Bullying Indicators Report English

O & Data Loss Prevention Detailed Report English

O & Detailed Application Usage and Risk English

O & DNSReport English

O & Email Report English

O & Endpoint Sandbox Detections Report English

O & FortiCache Default Report English
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4,

When FortiAnalyzer does not have a valid FOAS license, a default Fortinet Outbreak Alert page is displayed with a

warning that the service is not available in this ADOM yet.

ADOM:root > @ >~ Q1 (§ admin
3 Dashboards

% Playbooks Fortinet Outbreak Alert A Outbreak alert service is not available in this ADOM yet. 'ﬁj FE:RTINET.

SolarWinds

In the Wild since March/2020

https://us-cert.cisa.gov/ncas/alerts/aa20-352a

B Events
4 Outbreak Alerts
€ Automation ~

* Connectors

9k Playbook
&3 Playbook Monitor

GZ Event Monitor v
€ All Events

28 By Endpoint >

By Th N
® Byt > https://www.solarwinds.com/securityadvisory/faq
& System Events >

=Handlers >

Solarwinds [signed] software containing a planted vulnerability released in March 2020 as
a regular (trusted) software patch. The backdoor was not discovered until the FireEye
breach became public 9 months later.

Pre-March/2020 upply Chain Atta

SolarWinds was the victim of a complex & targeted supply chain cyber attack, with the primary
goal of inserting a malicious backdoor into trusted (signed) software, which could later be exploited
in end-customer installations of the SolarWinds Orion platform. As reported by SolarWinds, the
earliest visible account of the attacker shows test code inserted in the October, 2019 software
release.

Incidents

https://www.solarwinds.com/securityadvisory

Go to FortiSoC > Handlers > Event Handler List.
Without a valid license, no outbreak related event handlers are available.

€ Dashboards ~

% Playbooks Q| ¥ Status Name Filters Devices Send Alert to Events Included Subnets Excluded Subnets
& Incidents O  ©  Local Device Event > 1 Filter Local Device 1802

B Events 0 © o otnet- Detect > 9 Filters All Devices
# Outbreak Alerts O ©  Default-Compromised Host-Detection-IOC-By-Threat > 3 Filters All Devices
< Automation v O @  Default-Malicious-Code-Detection-By-Threat > 8 Filters Al Devices
4 Connectors O @  Default-Risky-Destination-Detection-By-Threat > 15 Filters All Devices
2 Playbook o] ©  Default-Risky-App-Detection-By-Threat > 2Filters All Devices
2 Playbook Monitor O  ©  Default-Malicious-File-Detection-By-Threat > 8 Filters All Devices
@ Event Monitor ~ O ©  Default-Risky-App-Detection-By-Endpoint > 4 Filters All Devices
& All Events O  ©  Default-Malicious-File-Detection-By-Endpoint > 24 Filters All Devices
18 By Endpoint > O  ©  Default-Malicious-Code-Detection-By-Endpoint > 8 Filters All Devices
@ By Threat > O ©  Default-Risky-Destination-Detection-By-Endpoint > 14 Fiters All Devices
B System Events > O  ©  Default-Compromised Host-Detection-IOC-By-Endpoint > 3 Filters All Devices
ndlers ~ o © D otnet- Detect i > 9 Filters All Devices
O @  Default FFW System Events > 8 Filters All Devices
FGate Event Handlers O @  Default-FFW-Compromised Host-Detection-IOC-By-Threat > 3 Filters All Devices
= Subnet List O @  Default-FFW-Risky-Destination-Detection-By-Threat > 10 Fiters All Devices
Incidents 0 @ D Destination-Detec p > 10 Filters All Devices
O @  Default-FFW-Compromised Host-Detection-IOC-By-Endpoint > 2 Filters All Devices
0 @ D -Detec p > 1 Filter All Devices
O @  Default-FWB-Threat-Detection-By-Hostname > 4 Filters All Devices
O @  Default-FCT-Threat-Detection-By-Threat > 2 Filters All Devices
O @  Default-FCT-Threat-Detection-By-Endpoint > 3 Filters All Devices
O @  Default-FSA-Malware-Handler-By-Threat > 6 Filters All Devices
O @  Default-FSA-Malware-Handler-By-Endpoint > 4 Filters All Devices
O @  Default-FsA-System-Handler > 3 Filters All Devices
O @  Default-FML-Threat-Detection-By-Email > 11 Filters All Devices
O @  Default FOS System Events > 8 Filters All Devices
8 O @  Default-Data-Leak-Detection-By-Threat > 2 Filters All Devices
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6. Go to Reports > Report Definitions > All Reports.
Without a valid license, the Outbreak Alerts Reports folder is displayed, but no reports are assigned to it.

ADOM:root > @ >~ Q1 (§ adminv

% Clone ®RunReport BFolder~,  iMore~ ([ Show Scheduled Only

+ CreateNew [# Edit B Delete

BS Generated Reports

Schedule

Cache Status Time Period Report Owner

B Report Definitions v 0| A Title

O » W Application

& Templates O b I Detailed User Report
[ul Chart Library@ 1 O > B FortiClient Report
& Macro Library O ~ I Outbreak Alert Reports I
£ Datoscts@ O) Ewed
£ Advanced ~ O B 00 Secure SD-WAN Assessment Report English Last 30 Days All Device admin
N Language 0 &1 English This Week All_Device admin
I Output Profile O B 360 Protection Report English
Report Calendar O B 360-Degree Security Review English
O B Admin and System Events Report English
O B Application Risk and Control English Last 7 Days All_FortiGate
O B Bandwidth and Applications Report English
O & Client Reputation English

Advanced threat protection

This section lists the new features added to FortiAnalyzer for advanced threat protection.
List of new features:

« |oC re-scan events on page 101

o FortiDeceptor logging on page 105

» Unique count for event handler 6.4.2 on page 107

o FortiGate C&C Detection in SOC View 6.4.3 on page 108
o FortiADC logging 6.4.3 on page 111

loC re-scan events
Event Handlers can generate events for compromised hosts detected by the 1oC rescan feature.

Example of viewing loC re-scanned events:

1. Goto FortiView > FortiView > Threats > Compromised Hosts, and click the settings icon to configure global and
ADOM rescan settings.
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FortivView v FortiView Monitors

@ Threats
Top Threats
Threat Map
Compromised Hosts:
FortiSandbox Detection
Top Threats(FortiClient)
= Traffic
2 Applications & Websites
& VPN

L3 System

C Reset Dashboard
Compromised Hosts
Chart Type

Show Top

Show Acknowledged
Only Show Rescan

B csfv60 ~

Compromised Hosts Rescan Global Settings

Enable Global Compromised Hosts Rescan

Running at

Compromised Hosts Rescan Current ADOM Settings

Enable Current ADOM Compromised Hosts Rescan

Log Type Filters

Last N Days (Recommended Maximum Days: 30)

Rescan tasks

Start Time

Apr 03 19:00:01
Apr 02 19:0001
Apr 02 11:00:01

Status
complete
complete

complete

© Last 12 Days ~ Apr 01 2020 - Apr 13 2020

table B usersIOC [ bubble

(200 -]

1

>

DNS logs
Web filter logs
Traffic logs

Percentage End Time Threat Count Log Count

T A 03 19:12:51 357921983
T /02 19:11:48 362000899
T A 02 11:10:46 350958060

ADOM: Fabric 22 @ >- (@) admin v

Top: 100 - E@® O

Package Update Time. Blacklist Count
Apr 02 22:49:47 32344

Apr02 18:15:31 1

Apr 01 13:54:57 41807

2. Inthe rescan task list, select a task and click on a threat count (red circle) to view the rescan result.
Threat 1.169.112.88 was found on the endpoint 172.718.4.116 and VAN-200289-PC2.

@ Threats
Top Threats
Threat Map
Compromised Hosts:
FortiSandbox Detection
Top Threats(FortiClient)
= Traffic
2 Applications & Websites
& VPN

L3 System

&°%  Fortiviewv  FortiView Monitors

B¢

Compromised Hosts

R Rescan Blackiistv €@

foc-rescan-time = 1585876531 ioc-logtype-mask =7 | Add Filter

ADOM: Fabric 22 @ >- (@) admin v

Summary

Package Update Time
Blacklist

Apr 02 19:00:01
complete

100
Apr0219:11:48
6

342000899
Apr 02 18:15:31
1

#
1

Detect Pattern
1.169.112.88

Threat Type

Malware

Threat Name
cnc

3. Goto FortiView > FortiView > Threats > Compromised Hosts.
For the end user faz-test(10.2.60.145) on endpoint VAN-200289-PC2, a rescan icon is displayed in the Last
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Detected column to indicate that there were threats found during rescan.

822 FortiView v

@ Threats
Top Threats
Threat Map
Compromised Hosts
FortiSandbox Detection

Top Threats(FortiClient)

FortiView Monitors

C Reset Dashboard
B¢
Compromised Hosts

Add Filter

ADOM: Fabric 22 @ >- (@) admin v
B csf-v60~ O Last 12 Days v Apr 01 2020 - Apr 13 2020

Top: 100

#  EndUser

1 Jfartest(102.60.145)

Last Detected ¥ Verdict #of Threats Acknowledge

[ ] 2 =

Host Name 0s

2020-04-02 19:11 1 VAN-200289-PC2 22 Windows FGT91E4Q16000534

= Trathic
# Applications & Websites >
& VPN >

£ System >

4. Go to the drilldown view for the end user to view the detected threat patterns.
For end user faz-test(10.2.60.145) there are two threat patterns: 1.163.763. 199 was found by real-time logs, and
1.169.112.88 was found during rescan.

S22 Fortiview v

FortiView Monitors ADOM: Fabric 22 @ >- (@) admin v

@ Threats ~
Top Thveats &< oo ©
Threat Map epid =1756 | Ad Filter
Compromised Hosts

Summary

FortiSandbox Detection

Top Threats(FortiClient)

eoztest{ 10260.145)
202004021941 1Y

00289-PC2
= Traffic >
2 Applications & Websites >
aveN > Acknowledge

Device Name FGT91£4Q1600053¢
£3 System >

#of Threats

1

Detect Pattern
1163163.199
1.163.163.199
1.169.112.88
1.169.112.88

Threat Type
Malware
Malware
Malware

Malware

Threat Name

Category Detect Method
Spyware and Malwarc infected-ip
Spyware and Malwarc infected-ip
Spyware and Malwarc infected-ip

Spyware and Malwarc infected-ip

5. Goto FortiSoC > Handlers > Event Handler List.
The ioc_rescan tag is added in all filters for the following default event handlers: Default-Compromised Host-
Detection-IOC-By-Endpoint and Default-Compromised Host-Detection-IOC-By-Threat.
For comparison, there is no ioc_rescan tag for any filters in the custom event handlers: Copy of Default-
Compromised Host-Detection-IOC-By-Endpoint and Copy of Default-Compromised Host-Detection-/OC-By-
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#of Events
3

1
3
1

Security Action
close

blocked

close

blocked

Log Type
traffic
webfiter
traffic

webfilter

Device Name.
FGT91E4Q16000534
FGT91E4Q16000534
FGT91E4Q16000534
FGT91E4Q16000534

AScan Time
2020-04-02 18:05:00
2020-04-02 18:05:00
2020-04-02 18:15:31
2020-04-02 18:15:31
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7.

Threat.

€3 Dashboards + CreateNew [

% Playbooks QO ¥ Status Name Filters Devices Send Alert to Events  °
&l Incidents o ~ 3Filters
& Events Filter 1 (Default By_Threat IP.C&Cloc_Rescan)

tdtype~infected
©  Default-Compromised Host-Detection-IOC-By-Threat Filter 2 (Default,By_Threat C&C,URL loc_Rescan) Al Devices 13248

< Automation ~

“
Connectors tdtype~infected

2 Playbook Filter 3 (Default,By_Threat C&C,Domainloc_Rescan)
&I Playbook Monitor tdtype~infected
3 Event Monitor ~|0 ~ 3 Filters
B All Events Filter 1 (Default By_EndpointIPC&Cloc_Rescan)
12 By Endpoint > tdtype-infected
ooy N ©  Default-Compromised Host-Detection-IOC-By-Endpoint Filter 2 (Default By_Endpoint.C&C URL loc_Rescan) Al Devices 756
y Threat
tdtype-infected
B System Events > )
Filter 3 (Default By_Endpoint,C&C,Domain,loc_Rescan)
£= Handlers ~ tdtype-infected
Event Handler List o ~ 3 Filters
FortiGate Event Handlers Filter 1(IPC&C)
= Subnet List tdtype-infected
S Incidents ©  Copy of Default-Compromised Host-Detection-IOC-By-Endpoint Filter 2 (CSC.URL) All Devices 112
ncidents

tdtype-infected
Filter 3 (C&C,Domain)
tdtype-infected
o ~ 3 Filters
Filter 1(IPC&C)
tdtype-infected
©  Copyof Default-Compromised Host-Detection-IOC-By-Threat Filter 2 (CSCURL) Al Devices 2222
tdtype-infected
Filter 3 (C&C,Domain)
tdtype-infected

O @  Default-FWB-Threat-Detection-By-Hostname > 4 Filters All Devices
O @  Default-FCT-Threat-Detection-By-Threat > 2 Filters Al Devices
O @  Default-FCT-Threat-Detection-By-Endpoint > 3 Filters All Devices
O @  Default-FSA-Malware-Handler-By-Threat > 6 Filters Al Devices -

Go to FortiSoC > Event Monitor > All Events and view alerts for the Default-Compromised Host-Detection-IOC-By-
Threat handler.

The ioc_rescan tag exists for threat 1.769.712.88 because they are generated by rescan logs. There is no ioc_
rescan tag for threat 1.163.163.199 because they are generated by real-time logs.

ortiSo ADOM: Fabs @ ad
@ Dashboards ~ 60~ O Da 12 pand All € Show Acknowledged R % Custo
9% Playbooks Handler = "Default-Compromised Host-Detection-IOC-By-Threat" | Add Fiter o
B Incidents #  Event Event Status Event Type Count Severity  First Occurrence Last Update Additional Info Handler Tags ¥ Device Name
& Events 1 v1169.11288(2)
< Automation - Traffic to C&C from VAN... Unhandied 4% Traffic 3 @Critical 2020-04-0218:10:45 2020-04-02 18:10:50  Traffic to C&C:1.16... Default-Compromised H... | 1P [ C&C || loc Rescan HA91E FGTI1E

* Connectors Web traffic to C&C from... Unhandled @ Web Filter 1 ®Critical  2020-04-02 18:10:43  2020-04-02 18:10:43  Traffic to C&C:1.16... Default-Compromised H... | C&C || URL || loc_Rescan HA91E_FGT91E
9% Playbook 2 V1163163199 (2)

QI Playbook Monitor Traffic to C&C from VAN. Unhandled  &¥ Traffic 3 @Critical  2020-04-02 18:05:34  2020-04-02 18:05:39  Traffic to C&C:1.16... Default-Compromised H... | IP | C&C HA91E_FGT91E
G Event Monitor o Web traffic to C&C from Unhandled @ Web Filter 1 @Critical  2020-04-02 18:05:32  2020-04-02 18:05:32  Traffic to C&C:1.16... Default-Compromised H... | C&C | URL HA91E_FGT91E
28 By Endpoint >
® By Threat >
B System Events. >
= Handlers >
&l Incidents

View alerts for the Copy of Default-Compromised Host-Detection-IOC-By-Threat handler.
There are no alerts for threat 1.169.112.88 because the handler does not process rescan logs. There are alerts
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without the ioc_rescan tag for threat 1.7163.7163.199 because the handler still processes real-time logs.

ADOM: Fabs @
€ Dashboards ~ 60~ @ Last N Da 12 pand All [ Show Acknowledged
9% Playbooks Handler = "Copy of Default-Compromised Host-Detection-IOC-By-Threat" | Add Filter
B Incidents #  Event Event Status Event Type Count Severity  First Occurrence Last Update Additional Info Handler Tags ¥ Device Name
& Events 1 V1163163199 (2)
< Automation - Traffic to C&C from VAN... Unhandied % Traffic 3 @Critical 2020-04-0218:05:34  2020-04-02 18:05:39 Traffic to C&C:1.16... Copy of Default-Compro... | IP |[ C&C HA91E_FGT91E
Web traffic to CSC from .. Unhandled @ WebFilter 1 @Critical  2020-04-0218:05:32 2020-04-0218:05:32 Traffic to C&C:1.16... Copy of Default-Compro... | C&C || URL HA91E_FGT91E

 Connectors
9k Playbook
&I Playbook Monitor
G5 Event Monitor ~
28 By Endpoint
® By Threat

E System Events

= Handlers

&l Incidents

FortiDeceptor logging
FortiDeceptor logs are supported on FortiAnalyzer.

To view FortiDeceptor logs on FortiAnalyzer:

1. On FortiDeceptor, go to Log > Log Servers, and click Create New to create a new remote log server.
£ FortiDeceptor VM

Q
-
&

[

Crvers

‘What are you looking for? Q NewRemote Log Server

@& Dashioard
Name: To_Test_FAZ

¥ Deception -
Type: FortiAnalyzer :

Customization

Log Server Address: 172.18.32.65
Deception OS

Port: 514
Deployment Network

Status: @ Enable © Disable

Deployment Wizard
Alert Logs

Decoy & Lure Status
Critical Logs
D M
scay Map Error Logs
Whitelist Warning Logs
B Incident ~ Information Logs
&2 Fabric ~ Debug Logs
@ Network ~ oK Cancel
£ System A
|® e .
All Events

Log Servers

2. Configure the following details:
« Enter a name for the remote log server. For example: To Test FAZ.
« Select FortiAnalyzer as the server Type.
« Keep the default settings for all other options.
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3. On FortiAnalyzer, go to Device Manager > Unauthorized.
FortiDeceptor appears in the unregistered devices table.

Device Manager

* Return [ Authorize @ Hide 0§ O O Display Hidd

O Device Name Model Serial Number Connecting IP
B ®@FOC-YMODDOD0000D FortiDeceptar-YM FDC-VIMO000000000 172.18.32.64

4. Authorize the FortiDeceptor device to an ADOM, for example the root which is a Fabric ADOM.

Authorize Device

Add the following device(s) to ADCM:

Device Name Assign New Device Name

FL:C-YIMIOO00000000 FDC-VMOO00000000

All logs sent by FortiDeceptor are stored in the root ADOM and displayed in Log View.

# Fabric - 0 0
Al Add Fiter

U FortiGate s ¥Date/Time Device ID Sub Type User Message

B FortiSandbox >l 17:45:87 FD:C-YMOO00000000 system admin Administrator

@ FortiAnalyzer NH 17:45:35 FDC-YMOGD0000000 system ertwert Administrator

@ FortiDeceptor ME 17:45:35 FDC-VMOO00000000 system system Administrator
4 17:45:32 FDC-VIMIOOD0000000 system admin Administrator

5 17:45:05 FD.C-YMOOD0000000 system sdmin Administrator

& Custom View >l 17:45:08 FDC-VIMIOOD0000000 system asdfa Administrator

3 Log Browse 7 17:45:08 FDC-VMOO00000000 system system Administrator

Loz Grou 8 17:45:01 FDC-VIMIOOD0000000 system 3dmin Administrator

Below are sample raw logs from FortiDeceptor:

date=2020-03-12 time=16:54:01 1d=6861604606372216836 itime=2020-08-16 08:30:17 euid=1
epid=1 dsteuid=1 dstepid=1 devhost=FDC-VM0000000552 tz=PDT logid=0106000001
type=event subtype=system level=information user=admin ui=GUI action=Logout
status=Success msg=Administrator admin logged out website successfully from
172.18.32.10 devid=FDC-VM0000000353 dtime=2020-03-12 16:54:01 itime t=1597591817
devname=FDC-VM0000000353

date=2020-03-12 time=16:49:16 1d=6861604602077249536 itime=2020-08-16 08:30:16 euid=1l
epid=1 dsteuid=1 dstepid=1 devhost=FDC-VM0000000552 tz=PDT logid=0106000001
type=event subtype=system level=information user=admin ui=GUI action=Login
status=Success msg=Administrator admin logged into website successfully from
172.18.32.10 devid=FDC-VM0000000353 dtime=2020-03-12 16:49:16 itime t=1597591816
devname=FDC-VM0000000353
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Unique count for event handler -6.4.2

This is an enhancement to the Generate Alert threshold section of the event handlers which provides additional criteria
(Distinct field value) for triggering events.

To configure unique count in an event handler:

1. When editing an event handler, there are two new options available in the Generate Alert When section:
o Exact. The legacy function. An event is triggered when the set number of logs meet the general condition

defined in the event log filter.

€ Dashboards N
ok Playbooks
& Incidents
& Events.

€ Automation v
 Connectors
ok Playbook
3 Playbook Monitor

E5 Event Monitor ~
S All Events
12 By Endpoint
® By Threat

¥ System Events

< v v

= Handlers

rtiGate Event Handlers

2 Subnet List

[ Incidents.

Edit Handler: IPS.

Fiter 1 (B
Log Device Type
Log Type

Group By

Logs match
Log Field

Click to add

Generic Text Filter @

Generate Alert When
Event Message @

Event Status

Event Severity
Tags

Additional Info
®Use system default

OUse custom message @

Notifications

« Distinct: An event is triggered when there are a set number of distinct values from the chosen log field, and the

FortiGate
1PS (ips)
Source Endpoint (endpoint)
Attack Name (attack)
OAll @Any of the following conditions

Match Criteria Value

Atleast| 1 Exact  + | matches occurred over a period of [ 30
(Blank)
OAllow FortiAnalyzer to choose

Critical

OSend Alert through Fabric Connectors

conditions of the general event log filter are met.

In the example below, five distinct attacks within 30 minutes from the same endpoint will generate an event,

allowing for strict criteria for an IPS event definition.

€ Dashboards ~
% Playbooks
& Incidents
K Events.

€ Automation v
 Connectors
% Playbook
&3 Playbook Monitor

E5 Event Monitor v
S All Events
22 By Endpoint

>
® By Threat >
B System Events >

15 Handlers

rtiGate Event Handlers
2 Subnet List

[ Incidents.

Edit Handler: IPS.

Fiter 1 (B
Log Device Type
Log Type
Group By
Logs match

Log Field

Click to add

Generic Text Filter @

Generate Alert When

Event Message @

Event Status

Event Severity

Tags

Additional Info
®Use system default

OUse custom message @

Notifications

FortiGate

1PS (ips)

AADOM: root

minutes

S@®-43 ‘adminv

ADOM:root 3 @ >~ Q3 (§ adminv

Source Endpoint (endpoint)

OAIl @Any of the following conditions

Match Criteria Value
Atleast 5 Distinct v || Attack Name (attack)
occurred over a period of | 30 minutes
(Blank)

OAllow FortiAnalyzer to choose

Critical

Osend Alert through Fabric Connectors

it Mot £t
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2,

Generated events with associated first and last logs from before the trigger event is recorded are consolidated into
the same event to a maximum of 50 logs. For a full log list, use Search in Log View from the event context menu.

ADOM:root I3 @ >- Q3 (§ admin

2 Dashboards. Bl B AllDevices v O Last 30 Minutes ~ ,” Expand All

% Playbooks

Show Acknowledged

 Refresh ~

2 Custom View H ~

&

& Incidents Event Status Event Type Count Severity  First Occurrence Additional Info
B Events v ~192.168.125.63 (1)
< Automation v endpoint:192.168.125.63 2020-07-3117:04:39  2020-07-3117:12:44  Permission/Priviledge/Ac...
‘w Connectors O 2  >MSSMB2Negotiation Handler.Code Executi... Mitigated @ IPS 3 ®Critical  In2 hours In 2 hours Resource Management E... IPS - Critical Severity-ren. FW-93
5 Playhook O 3 >Mip_src_session (4) o iPs 90  @Critical Inanhour In 2 hours General 1PS - Critical Severity-ren.
D Playbook Monitor O 4  >tcp port scan(4) o IPs 16 @Critical Inanhour In2 hours General 1PS - Critical Severity-ren.
O 5 >Mip_dstsession(4) o iPs 10 @Critical  Inanhour In 2 hours General 1PS - Critical Severity-ren.
G5 Event Monitor ~
S All Events
28 By Endpoint >
® By Threat >
B System Events >
andlers >
Incidents
ortiSo ADOM: roof a ad
(3 Dashboards ~
% Playbooks Example: srcip=172.16.86.11 service= T a K
& Incidents #  vDate/Tme  DeviceID Severity Source AttackName  Destination IP. Action Service User Count
B Events 1 17:0439 FGVMO2TM20003... critical 192.168.125.63 MSSMB2Ne.. 19216822.6 dropped NBSS
2 171244 FGVMO2TM20003... low 192.168.125.63 LDAPInvalid... 192.168.22.6 detected LDaAP
< Automation ~
 Connectors
ok Playbook
&I Playbook Monitor
G5 Event Monitor ~
S All Events
28 By Endpoint >
® By Threat >
B System Events >
Handlers >
Incidents
og Vie oo o) ad
3% Fabric B & Al Fortica O Custo 0200 04:39 To 2020-0 a4 e
v 1d=1066 ) AND ( - - ) % - ) - ) B 8
6 FortiGate [0 ( epid-1060 ) AND ( ( type="utm" and subtype="ips" ) or ( type="anomaly” and subtyp subtype="anomaly” ) or type="ips" ) T a K
= Traffic # v Date/Time Device ID Severity Source Attack Name Destination IP Action Service User Count
© Security e 17:12:44 FGVMO2TM20003628  low 192.168.125.63 LDAPInvalid.Encod... 192.168.22.6 detected LDAP
Antivirus 2 17:12:29 FGVMO2TM20003628  critical 192.168.125.63 MS.SMB2Negotia... 192.168.22.6 dropped NBSS
3 17:11:49 FGVMO2TM20003628  low 192.168.125.63 Walksam AdminSc... 192.168.22.6 detected NBSS
4 17:11:44 FGVMO2TM20003628  low 192.168.125.63 NBSS.Invalid.Fragm... 192.168.22.6 detected NBSS
Application Control 5 17:11:44 FGVMO02TM20003628  low 192.168.125.63 NBSS.Invalid Fragm... 192.168.22.6 detected NBSS
Web Filter 6 17:11:44 FGVMO2TM20003628  low 192.168.125.63 NBSS.Invalid.Fragm... 192.168.22.6 detected NBSS
DS 7 17:11:44 FGVMO2TM20003628  low 192.168.125.63 NBSS.Invalid Fragm... 192.168.22.6 detected NBSS
8 17:11:44 FGVMO2TM20003628  low 192.168.125.63 NBSS.Invalid.Fragm... 192.168.22.6 detected NBSS
Data Leak Prevention
9 17:11:44 FGVMO2TM20003628  low 192.168.125.63 NBSS.Invalid Fragm... 192.168.22.6 detected NBSS
Email Filter 10 17:11:34 FGVMO02TM20003628  low 192.168.125.63 NBSS.Invalid Fragm... 192.168.22.6 detected NBSS
ssH 1 17:11:34 FGVMO2TM20003628  low 192.168.125.63 NBSS.Invalid Fragm... 192.168.22.6 detected NBSS
VolP 12 17:11:29 FGVMO2TM20003628  low 192.168.125.63 NBSS.Invalid.Fragm... 192.168.22.6 detected NBSS
- 13 17:11:29 FGVMO2TM20003628  low 192.168.125.63 NBSS.Invalid Fragm... 192.168.22.6 detected NBSS
14 17:11:24 FGVMO2TM20003628 info 192.168.125.63 DNSUndersized M... 192.168.22.6 detected DNs
B Event > |15 17:11:24 FGVMO2TM20003628  low 192.168.125.63 TCPPORTO 192168226 detected NONE
@ FortiAnalyzer >|16 17:11:19 FGVMO2TM20003628  low 192.168.125.63 NBSS.Invalid.Fragm... 192.168.22.6 detected NBSS
2 Custom View 5|17 17:11:19 FGVMO2TM20003628  low 192.168.125.63 NBSS.Invalid Fragm... 192.168.22.6 detected NBSS
18 17:04:39 FGVMO2TM20003628  critical 192.168.125.63 MS.SMB2Negotia... 192.168.22.6 dropped NBSS
B Log Browse

FortiGate C&C Detection in SOC View -6.4.3

The IOC scan feature has been enhanced to allow FortiAnalyzer to include FortiGate C&C detection in Compromised

Hosts in the SOC View.
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To view C&C attack logs:

1. Goto FortiView > Compromised Hosts.
2. Under Verdict, click Infected.

FortiView v FortiView Monitors

ADOM: Lab FGT 11 @ > eadmin

® Threats ~ B @ csfve2 - © Today ~ Sep 18 2020 - Sep 18 2020
Top Threats
Compromised Hosts Top: 100
Threat Map
Add Filter
#  EndUser Last Detected Host Name os #0f Threats
FortiSandbox Detection
ot 1 10.2.60.111 2020-09-18 15:35 10.2.60.111 Hlinux (Infected | FG101E4Q17003922
= Traffic >
2 172.17.148.100 2020-09-18 12:13 172.17.148.100 [ Infected | FG101E4Q17003922
pplications & Websites >
& VPN >
£ System >

The C&C events have a Detect Method of detected-by-fgt and Log Type of attack.

FortiView v Fortiview Monitors. ADOM: Lab_FGT I3 @ > adminv
® Threats ~ [:: 18
Threat Map epid = 3695 | Add Filter
Compromised Hosts
Summary
FortiSandbox Detection End User: 10260111
> Taffc > Last Detected: 2020.09-18 15:35
eations & Websit Host Name: 10260111
pplications & Websites > os i
& VPN > Verdict:  Infected

& System > Acknovledge:
Devie Name: Fa101£4Q17003522
#otTeats: :

Detect Pattern Threat Type Threat Name Category Detect Method #of Events Security Action Device Name Scan Time

184.86.200.197 Malware Asprox Botnet Not Rated detected-by-fgt dropped FG101E4Q17003922  2020-09-18 15:35:00
222734 Malware Asprox.Botnet Not Rated detected-by-fgt dropped FG101E4Q17003922  2020-09-18 14:35:00
13.5633.144 Malware AsproxBotnet Not Rated detected-by-fgt dropped FG101E4Q17003922  2020-09-18 11:35:00
2227414 Malware Asprox.Botnet Not Rated detected-by-fgt dropped FG101E4Q17003922  2020-09-18 07:05:00

216.58.193.68 Malware Asprox Botnet Not Rated detected-by-fgt dropped FG101E4Q17003922  2020-09-18 04:35:00

172.217.14.228 Malware Asprox.Botnet Not Rated detected-by-fgt dropped FG101E4Q17003922  2020-09-18 12:35:00
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3. Drilldown to view the log details. C&C logs will have an Attack Name matching * . Botnet.

FortiView v
® Threats v
Top Threats
Threat Map
‘Compromised Hosts.
FortiSandbox Detection

2 Traffic >

& VPN >

£3 System >

FortiView Monitors

Compromised Hosts

Blocklisty

Summary.
End User:
Last Detected:
Host Name:
os:

Applications & Websites > Verdict:

Acknowledge:
Device Name:
# of Threats:

10260111
2020-09-1815:35
10260111

Ainux

FG101E4Q17003922
1

ADOM: Lab_FGT

O eadminv

tdthreatname = '20025'

epid ='3695' | Add Filter

¥ Date/Time
15:35:02
15:05:03
14:35:11
14:05:05
13:35:04
12:35:04
12:05:04
11:35:05
11:05:16
10:35:02
10:05:03
09:35:08
08:35:05
08:05:01
07:35:03
07:05:03
06:35:05
06:05:01

Device ID
FG101E4Q17003922
FG101E4Q17003922
FG101E4Q17003922
FG101E4Q17003922
FG101E4Q17003922
FG101E4Q17003922
FG101E4Q17003922
FG101E4Q17003922
FG101E4Q17003922
FG101E4Q17003922
FG101E4Q17003922
FG101E4Q17003922
FG101E4Q17003922
FG101E4Q17003922
FG101E4Q17003922
FG101E4Q17003922
FG101E4Q17003922
FG101E4017003922

= Total logs for analytics: 60 days 22 hours.

To view C&C message logs:

Severity
critical
critical
critical
critical
critical
critical
critical
critical
critical
critical
critical
critical
critical
critical
critical
critical
critical

critical

1. Goto FortiView > Compromised Hosts.
2. Under Verdict, click Infected. The C&C events have a Detect Method of detected-by-fgt and Log Type of

attack.

FortiView v
® Threats v
Top Threats
Threat Map
‘Compromised Hosts.

FortiSandbox Detection

2 Traffic >

& VPN >

£3 System >

pplications & Websites >

FortiView Monitors

B¢

epid = 1468755 | Add Filter

Source
10.2.60.111
10.2.60.111
10.2.60.111
10.2.60.111
10.2.60.111
10.2.60.111
10.2.60.111
10.2.60.111
10.2.60.111
10.2.60.111
10.2.60.111
10.2.60.111
10.2.60.111
10.2.60.111
10.2.60.111
10.2.60.111
10.2.60.111
10.2.60.111

Destination IP.
E5184.86.200197
E5184.86.200.197
1222734
E5184.86.200.197
EE184.86.200197
mE172.217.14.228
1222734
EE13.56.33.144
E184.86.200197
E5184.86.200.197
mE13.56.33.144
1222734
mE13.56.33.144
mE172.217.14.228
mE13.56.33.144
12227414
12227414
112.22.734

Action

dropped
dropped
dropped
dropped
dropped
dropped
dropped
dropped
dropped
dropped
dropped
dropped
dropped
dropped
dropped
dropped
dropped
droooed

ems per page

Message
backdoor: Asprox Botnet,
backdoor: Asprox Botnet
backdoor: Asprox Botnet,
backdoor: Asprox Botnet
backdoor: Asprox Botnet,
backdoor: Asprox Botnet
backdoor: Asprox Botnet,
backdoor: Asprox Botnet
backdoor: Asprox Botnet,
backdoor: Asprox Botnet
backdoor: Asprox Botnet,
backdoor: Asprox Botnet
backdoor: Asprox Botnet,
backdoor: Asprox Botnet
backdoor: Asprox Botnet,
backdoor: Asprox Botnet
backdoor: Asprox Botnet,
backdoor: Asorox Botnet.
A 0,009 Second

Attack Name

Asprox Botnet
Asprox Botnet
Asprox Botnet
Asprox Botnet
Asprox Botnet
Asprox Botnet
Asprox Botnet
Asprox Botnet
Asprox Botnet
Asprox Botnet
Asprox Botnet
Asprox Botnet
Asprox Botnet
Asprox Botnet
Asprox Botnet
Asprox Botnet
Asprox Botnet
AsoroxBotnet

ADOM: Lab_FGT

Summary
End User:
Last Detected:
Host Name:
os:
Verdict:
Acknowledge:
Device Name:
# of Threats:

17217148100
2020-09-18 1213
172.17.148.100

FG101€4Q17003922
1

Detect Pattern
141.255.150.0

Threat Type

Malware

FortiAnalyzer 6.4.0 New Features Guide
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Category
Not Rated

Detect Method
detected-by-fgt

#of Events

1

Security Action

dropped

Device Name

FG101E4Q17003922

Scan Time
2020-09-18 12:12:00
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3. Drilldown to see the log details. The C&C logs appear under Message as Botnet C&C.

£2 FortiViewv  Fortiview Monitors ADOM: Lab_FGT I @ »>- eadmin v
® Threats v
Top Threats P Biockiist~
Threat Map Summary
‘Compromised Hosts End User: 172.17.148.100
Fortisandbox Detection Lost Detectet 2020.09-18 12:3
17217148100
2 Traffic >
£ Applications & Websites > i (nfected |
& VPN >
FG101E4Q17003922
£3 System > 3 1

tdthreatname ='20652' © epid ='1468755' | Add Filter

# VDate/Time  Device ID Severity Source Destination IP Action Message Attack Name
1 12:12:48 FG101E4Q17003922 critical 172.17.148.100 =141.2551500  dropped Botnet C&C Communication.  Njrat

= Total logs for analytics: 60 days 22 hours. 50+ |items per page A 0,003 Second

FortiADC logging -6.4.3
FortiADC logs are supported on FortiAnalyzer.

To enable FortiADC logging:

1. OnFortiADC, goto Logs & Report > Log Setting and click the Syslog Server tab.

£22 FortiADC FortiADC-VM HA:Standalone ~ V60O0Buildo02s~ Q >- © ® L & admin~

& Dashboard > Local Log Fast Stats
¥ Security Fabric 4 @ Delete 4 CreateNew | | @ AddFilter x
& Fortiview >
P R O | ID = status Address Port Log Level Y
ystem
[Py R a 1 Enable 172.16.200.16 514 Information P Nl
& Network N [m] 2 Enable 172182841 514 Information PR il
Server Load Balance > | Showing 1to20f 2 entries  Show 25| entries Previous ‘ 1 ‘ Next
% Link Load Balance > o
@ Global Load Balance >
 Web Application Firewall >
U Network Security >
& Do Protection >
& User Authentication >
I Ll Log &Report v

Log Browsing

Log Setting

Report Email
Report Config
Report

2. Click Create New to create a remote log server. In the Proto field select UDP. FortiADC currently only supports this
protocol. Click Save once complete.

FortiAnalyzer 6.4.0 New Features Guide
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&

Dashboard

¥5 Security Fabric

13

Fortiview
System
Shared Resources

Network

B4 A8

Server Load Balance

Link Load Balance

© &

Global Load Balance

]

‘Web Application Firewall
Network Security

Dos Protection

- 0 a

User Authentication

E

Log &Report

Log Browsing

Al-driven Security Operations

, | SyslogServer
> | Status ©
1721620015
> Address ‘ ‘
N Example: 192.0.2.1 2001:0db8:1
514
| | |
Range: 0-65535
> Proto
> | LogLevel [ information -
> s o]
> | Facility [ kern -
> | Event ©
> Configuration @ Admin @ System () User € Health Check () SLB () LLB
, | EventCategory () GLB () Firewall ) Enable All
Required. Please select at least one category.
> | Traific ©
Y| Trafic Category SLB € GLB @ LLB & Enable All

Log Setting Security

Report Email
Report Config
Report

Once the remote log server is created and logs are generated on the FortiADC, the logs are sent to FortiAnalyzer.

Device Manager v

e @ Hide F D

O Device Name

O ®mFADV040000002384

Security Category

Model
FortiADC-VM

to Fabric ADOMs.

After the FortiADC device is registered in the Device Manager, the FortiADC's logs can be stored and displayed in

Log View.

3 Fabric v
= Al
5 FortiGate >
& FortiProxy >
FortiAnalyzer >
@ FortiaDC v
W Event.

W Intrusion Prevention

2, Custom View »

B Log Browse
[ Log Group

Fortinet Inc.

Required. Please select at least one category.

©

DDoS @ IPReputation @ WAF € GEO @ AV @ IPS @ FwW @ Enable All

Required. Please select at least one category.

Save

O Display Hidden Dey

Serial Number Connecting IP

17216811

Authorize Device

) Deviee Authorization

Total 1/1, @ Success: 1. 4 Warning: 0. @ Error: 0 &)

Time Used  Status
FADV040000002384 <1s

Cancel

Initializing configuration database

Hide Details

ADOM: root.

@ - A1 (§ admin v

3. On FortiAnalyzer, go to the Device Manager and click the Unauthorized view to see the FortiADC device.
Promote the FortiADC device to a Fabric ADOM, for example the root ADOM. FortiADC devices can only be added

®

Add Filter Y ©
* ¥ Date/Time Device ID Type Sub Type D Virtual Domaln Protocol Source Name Destination
1 161734 FADV0A0000002384 traffic slb_layerd, 0100008000 reot 6 202001 20200100
2 1617:33 FADVDA0000002384  traffic slo_layerd 0100008000 oot 6 202001 20200100
3 161732 FADV040000002384 traffic slo_layerd, 0100008000 oot 6 202001 20200100
a 161731 FADV0A0000002384  traffic slb_layerd 0100008000 oot 6 202001 20200100
5 16:17:30 FADV040000002384 traffic slo_layerd, 0100008000 reot 6 202001 20200100
5 1617:29 FADV0A0000002384  traffic slo_layerd 0100008000 oot 6 202001 20200100
7 161728 FADV040000002384 traffic slo_layerd, 0100008000 reot 6 202001 20200100
8 161727 FADV0A0000002384  traffic slo_layerd 0100008000 oot 6 202001 20200100
9 161726 FADV040000002384  traffic slo_layerd, 0100008000 reot 6 202001 20200100
10 161725 FADV0A0000002384  traffic slo_layerd 0100008000 oot 6 202001 20200100
1 161724 FADV040000002384  traffic slo_layerd, 0100008000 reot 6 202001 20200100
12 161714 FADV0A0000002384  traffic slo_layerd 0100008000 oot 6 202001 20200100

e Total logs for analyties: 6 hours.

FortiAnalyzer 6.4.0 New Features Guide
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Sample FortiADC Logs:

Traffic log:

1d=6878052772042768384 itime=2020-09-29 16:17:34 euid=1 epid=1 dsteuid=1 dstepid=1l
date=2020-08-19 time=17:13:37 type=traffic subtype=slb layer4 log id=0100008000
pri=information msg 1d=8891139290341374 proto=6 src=20.20.0.1 src port=55442
dst=20.20.0.100 dst port=80 policy=VSl action=none srccountry=United dstcountry=United
duration=3 ibytes=398 obytes=1075 service=tcp trans_src=20.20.0.1 trans_src port=55442
trans dst=20.20.2.3 trans dst port=80 real server=pooll-3 device id=FADV040000002384
vd=root dtime=2020-08-19 17:13:37 itime t=1601421454 devname=FADV040000002384

Security Log:

1d=6878052935251525632 i1itime=2020-09-29 16:18:12 euid=1 epid=1 dsteuid=1 dstepid=l1l
date=2020-08-19 time=15:04:13 type=attack subtype=ip reputation log id=0200006001
pri=warning msg id=8891139290340651 count=1 severity=high proto=6 service=http
src=20.20.0.1 src port=55194 dst=20.20.0.100 dst port=80 policy=VS1l action=deny
srccountry=United dstcountry=United msg=IP Reputation Violation: Botnet was detected.
device 1d=FADV040000002384 vd=root dtime=2020-08-19 15:04:13 itime t=1601421492
devname=FADV(040000002384

Event Log:

d=6878052845057212416 itime=2020-09-29 16:17:51 euid=1 epid=1 dsteuid=1 dstepid=1
date=2020-08-19 time=16:32:11 type=event subtype=config log id=0000000100
pri=information msg 1d=8891139290341031 user=admin ui=telnet(10.106.3.210) action=add
logdesc=Change msg=added cfgpath=system cfgobj=name cfgattr=HC dnsv6 device
id=FADV040000002384 vd=root dtime=2020-08-19 16:32:11 itime t=1601421471
devname=FADV040000002384

Dashboard/widgets/reports

This section lists the new features added to FortiAnalyzer for dashboards, widgets and reports.
List of new features:

» FortiView custom widgets 6.4.1 on page 114

» Extra caching for SOC reports 6.4.1 on page 117

o Assettags on page 118

o Sankey Chart on page 120

o FortiPortal user summary report 6.4.2 on page 121

» FortiSandbox default report improvement 6.4.2 on page 123
o Improved SOC incident report 6.4.2 on page 124

o Add stackbar chart in FortiView 6.4.2 on page 126

« Interface bandwidth widgets 6.4.2 on page 128

» EMS classification tag 6.4.3 on page 130

o Throughput utilization billing reporting 6.4.3 on page 133
o Subnet list for reports 6.4.3 on page 135

o Asset & Identity View Improvement 6.4.3 on page 138
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FortiView custom widgets -6.4.1
Custom widgets can be created from predefined Data sources and added to new dashboards in FortiView.

To create a custom widget in FortiView Monitors:

1. Go to FortiView > Monitors and select or create a custom dashboard.
2. Inthe Add Widget window, select the plus icon next to Custom Widgets to create a new widget.

=.2 FortiView~  FortiView Monitors ADOM:root 3 @ >~ Q1 1 admin v
® Threats == Add Widget

2 Traffic B¢ « A (oo

£ Applications & Websites

28 Compromised Hosts x

FortiSandbox Detections number of widgets: 0
CJEndpoints Search.

& Fabric State of Security Custom Widgets +
OVPN [ custom-widget1 ==
B WiFi [
@ FortiClient Software Inventory Threats

*# Threat (FortiClient)
(i Threat Map 4 1rf Top Threat Destinations 4+

£ Applications & Websites

(FortiClient) [l Top Threats == [ Top Threats by Weight & Count =+

G2 Endpoints (FortiClient)

[Z Top Virus Incidents over Time 4=
2 Traffic (FortiDDoS)

2% Local System Performance
Traffic
%" Global Threat Research

€3 Secure SD-WAN Monitor i Top Sources =+ % Top Country/Region 4+

Demo [ Top Policy Hits + () Top Destinations ++
& Archi _> [&Z Traffic Over Time By Sessions 4=
& Archive

3. Inthe custom widget dashboard, enter the name of the custom widget, then select the Data Source, Chart Type,
X Axis or Category field, and Y Axis or Value field.

a. For Data Source, one of four pre-defined data sources can be selected for a widget: soc-sources, soc-
destinations, soc-threats, and soc-sdwan-stats.

FortiView v FortiView Monitors

ADOM:root 2 @ >- Q1 (&) adminv

Custom Widget Dashboard X

® Threats

2 Traffic

£ Applications & Websites Name custom-widget2 |

#8 Compromised Hosts

FortiSandbox Detections Data Source soc-sources .
Dencpoints Time Frame ==
@ Fabric State of Security soc-destinations
VPN soc-threats

Chart Type wan-stat
i soc-sdwan-stats

Category ource

@ FortiClient Software Inventory

Value Sessions

% Threat (FortiClient)
Show Top 20
8 Applications & Websites B
(FortiClient) Click to Preview
C2 Endpoints (FortiClient)

2 Traffic (FortiDDoS)

4 Local System Performance
% Global Threat Research

& Secure SD-WAN Monitor

Demo
& Archive >
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b. For Chart Type, one of four chart types can be selected for a widget: Bar Chart, Line Chart, Pie Chart, and
Donut Chart.

FortiView v

FortiView Monitors ADOM:root £ @ >~ Q1 (& adminv

® Threats Custom Widget Dashboard X

2 Traffic

£ Applications & Websites Name custom-widget2 |

#= Compromised Hosts
FortiSandbox Detections Data Source soc-sources

&= Endpoints Time Frame © Last 1 Hour » | 20:09 - 21:09

4@ Fabric State of Security

S VPN

Chart Type Donut Chart
B WiFi

Category Bar Chart
@ FortiClient Software Invent
@ FortiClient Software Inventory Value Line Chart
% Threat (FortiClient) Show Top Pie Chart

£ Applications & Websites o e
(FortiClient) Click to Preview

G Endpoints (FortiClient)

2 Traffic (FortiDDoS)

% Local System Performance
% Global Threat Research
€ Secure SD-WAN Monitor

Demo
& Archive >

BRI

c. The fields available in the X Axis and Y Axis or Category and Value fields vary depending on the data source
selected.
For example, when the data-source is soc-sources, fields in the X Axis include Device ID, Date/Time, User,
Source, Source Interface, Device Source, Device Type, MAC Address, and the fields in the Y Axis include
Threat Score, Threat Block, Threat Pass, Bandwidth, Traffic In, Traffic Out, Sessions, Session Block, and
Session Pass.

S22 Fortiviewv  FortiView Monitors ADOM:root 2 @ >- Q1 (&) adminv

® Threats Custom Widget Dashboard X

2 Traffic

£ Applications & Websites Name custom-widget2 |

18 Compromised Hosts
FortiSandbox Detections Data Source soc-sources

G Endpoints Time Frame 2009 - 21:09
@ Fabric State of Security
S VPN

Chart Type Line Chart
= WiFi )

X Axis Source

FortiClient Software Inventor

“ I " " Y Axis Q
'# Threat (FortiClient)

Show Top Device ID
£ Applications & Websites . . )
(FortiClient) Click to Preview Date/Time

User

G Endpoints (FortiClient)
2 Traffic (FortiDDoS)
Source Interface

1% Local System Performance Device Source

*$" Global Threat Research

Device Type
€3 Secure SD-WAN Monitor [Ny e -
Demo

& Archive >

T T |

d. For Bar Chart and Line Chart, X Axis is the name field and Y Axis is the value field. For Pie Chart and Donut
Chart, Category is the name field and Value is the value field.
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4. Before creating the widget, you can specify the Time Frame and Show Top, then click the Preview button to view the
widget.

S.5 FortiViewv  FortiView Monitors ADOM:root 3 @ >~ Q1 () admin v

® Threats
2 Traffic

Custom Widget Dashboard X

Applications & Websites Name custom-widget1 |

£8 Compromised Hosts
172.16.67.48 —

FortiSandbox Detections 172.16.199.110 — “ Data Source soc-sources

172.189.17 Time Frame @ Last 4 Hours ~ | 17:04 - 21:04

CJEndpoints

& Fabric State of Security

S VPN
Chart Type Donut Chart
= WiFi
Category Source
& FortiClient Software Inventory
Value Sessions
% Threat (FortiClient)
Show Top 20

£ Applications & Websites
(FortiClient)

G Endpoints (FortiClient) |
3 Traffic (FortiDDoS)

% Local System Performance

% Global Threat Research

€ Secure SD-WAN Monitor 172.19.235.53 -
Demo
& Archive >

T

5. Click Create to create the widget or click Cancel to discard the widget. After the widget has been created, it will be
listed in the Add Widget window under the Custom Widgets category.
Widgets can be edited or deleted by right clicking them from the Add Widget window and clicking Edit or Delete.

&8 Fortiviewv  FortiView Monitors ADOM:root 12 @ - Q1 () adminv

® Threats 4+ Add Widget

2 Traffic B¢ @« A  Done
£ Applications & Websites

2 Compromised Hosts x

FortiSandbox Detections number of widgets: 0

©JEndpoints Search.

@ Fabric State of Security Custom Widgets +

QVPN 3 custom-widget2 4= [ custom-widget1 4+
= WiFi FiEdit

@ FortiClient Software Inventory s & Delete

* Threat (FortiClient) =+ Create New

- 1fi Threat Map =+ 1) Top Threat Destinations =1~
222 Applications & Websites

(FortiClient) ul Top Threats 4 % Top Threats by Weight & Count =+
G2 Endpoints (FortiClient)

[Z] Top Virus Incidents over Time 4=
2 Traffic (FortiDDoS)

2% Local System Performance
Traffic

% Global Threat Research
€3 Secure SD-WAN Monitor i Top Sources + R Top Country/Region +

Demo B Top Policy Hits + B Top Destinations 4
EZ o e v e By S

@ Archive >

After adding a widget to a custom dashboard, you can select the device, time period, and top results to display from
the widget's toolbar.
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S°%  FortiView v  FortiView Monitors ADOM:root 02 @ >- Q1 ‘ admin v
® Threats 4+ Add Widget
= Traffic B¢ editDashboard  MAll Devices+ @ Last 1 Hour v 20:24 - 21:24

£ Applications & Websites

5 Compromised Hosts

FortiSandbox Detections

D Endpoints Sessions
600.0k

@ Fabric State of Security

S VPN

= WiFi

@ FortiClient Software Inventory

'$ Threat (FortiClient)

i Applications & Websites
(FortiClient)

G Endpoints (FortiClient)

2 Traffic (FortiDDoS)

2% Local System Performance
% Global Threat Research
€2 Secure SD-WAN Monitor

Demo
& Archive >

S28  Fortiviewv  FortiView Monitors ADOM:root 13 @ >- Q1 () adminv
® Threats + Add Widget

# Traffic B¢ BEditDashboard M All Devices~  ® Last 1 Hour + 20:24 - 21:24
£ Applications & Websites

35 Compromised Hosts
FortiSandbox Detections Chart Type
D Endpoints Show Top

@ Fabric State of Security Refresh Interval

@ VPN

Wi Every 1 Minute

@ FortiClient Software Inventory Every 3 Minutes

% Threat (FortiClient)
4 Applications & Websites Every 10 Minutes
(FortiClient) Every 15 Minutes
G2 Endpoints (FortiClient) Every 30 Minutes

2 Traffic (FortiDDoS)

2% Local System Performance
% Global Threat Research
€% Secure SD-WAN Monitor

Demo
& Archive >

Extra caching for SOC reports -6.4.1

Caching can be enabled for common log fields used for extended log filtering in reports. This feature is an enhancement
for current report Auto Cache and report group function. After enabling this option, the following fields are added to each
running report query:

o Device ID

o VDOM name

« Source Endpoint ID

» Source Enduser ID

FortiAnalyzer 6.4.0 New Features Guide
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e Source IP
o Destination IP

To enable extended log filtering:

1. Goto Reports > All Reports and select a report.
2. Click the Settings tab.
3. Click Enable Auto-cache.

The option to enable Extended Log Filtering is now available.

4. Enable Extended Log Filtering, and click Apply.

BS Generated Reports

B Report Definitions

B Templates
lul Chart Library @
18 Macro Library
£ Datasets @

£3 Advanced
| Language
[= Output Profile

Report Calendar

View Report Layout

Name
Time Period

Devices

Type

Enable Schedule
Enable Notification
Enable Auto-cache @

@Extended Log Filtering @

Filters >

Advanced Settings >

Security Events and Incidents Summary

This Week

All Devices @ Specify
All_Device

@ Single Report Multiple Reports

Common log fields (Device ID
Source Endpoint ID, Source IP
Source User ID, Destination IP)
would be cached for faster
filtering

Edit: Security Events and Incidents Summary

After it has been enabled, run the report and debug. You can see that devid, vd, srcip, dstip, epid, and euid
are added to each report query.

Asset tags

Asset tags from EMS and FortiNAC is available in FortiAnalyzer Assets view.
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To view asset tags in FortiAnalyzer:

1. Inthe FortiClient EMS Server, go to Compliance Verification > Compliance Verification Rules, and create a new
rule.
In this example, the tag "QA Windows 10 Workstation" was created for OS Version: Windows 10.

&2% FortiClient Endpoint Management Server

@ Dashboard > A Only one rule per rule set is supported for FortiClient version 6 2.1 and below.
£3 Endpoints > Compliance Verification Rule Set
4 Quarantine Management >
Name Rulet
@ Software Inventary >
E& Encipoint Policy > TagEndpointAs @ QA Windows 10 Workstation -
(8 Endpoint Profiles >
Enabled (o)
& Manage Installers >
B Policy Companents > Optional
Comments
L8 Telemetry Server Lists >

& Compliance Verffication v

+ Add Rule

Complance Verifcation Rules pu . Value

Fabric Device Monitar 08 Version windows 10
& Administration >

o amn] >

Once saved, go to Compliance Verification > Host Tag Monitor to confirm the presence of the tag.
Below, the two endpoints using Windows 10 operating systems are tagged with QA Windows 10 Workstation.

&7% FortiClient Endpoint Management Server @ 2o

@ Dashboard >
@ Engpoints 5  Endpoint User os [ Tagged on
 Quarantine Management > =

DESKTOP-6FPNHIT Q Microsoft Windows 10 Professional Ecition, 64-bit... 172.18.32.73 2020-04-15 17:39:28
& Software Inventary >
E& Endpoint Palicy 5  DESKTOP-E1ATTU Microsoft Windows 10 Professional Edition, 64-bit . 172,16 32.72 2020-04-15 17:38:49
[8 Endpaint Profiles >
& Manage Installers >
B Policy Components >
[8 Telemetry Server Lists >

& Compliance Verffication v

Compliance Verification Rules

Fabric Device Monitor

On FortiAnalyzer, go to Fabric View > Fabric Connectors, and create a new FortiClient EMS Connector.

abric View ~  Fabric Connectors | Identity Center Assets

+
Security Fabric (1)

[E2 FortiCient EMS - EMS Connector John B &

Actions
Name EMS Connector John
Description Connector to exacute remote EMS operations
a0

1P/FODN 172183274

Username admin

Pasword  [eewssees

staus a

3. Goto FortiSoC > Automation > Playbook and create a new customized playbook with a task using the action
Update Asset and Identity, and save the playbook.

7% FortisoC v ADOM: Fab FCT [

@ Dashboards
# Playbooks
Sincdents Custom buld playbook to get started

| New Playbook created from scratch - 2020-04-14T722:34:36.260Z

EEvents
% Automation v LOCALHOST_UPDATE_ASSET_AND_IDENTITY

" Connectors

Narne Update Assets

Description

CIPlaybook Monitor P ON_DEMAND GET_ENDPOINTS
G Event Monitor v STARTER - UPDATE_ASSET_AND_IDENT.
Get endpoints Connector Local Connector
Al Events Update Assets.

18y Endpoint. Action Update Asset and Identity
sy Endpoin

@ ByThreat

¥ System Events Endpoint Get endpoints (d_098_.. | ems_endpoints T
= Handlers

Sincidents
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4. Run the playbook and go to Playbook Monitor to confirm that the playbook was run successfully.

TS FortiSoC v

BDashboards

@

Refresh

ADOM: Fab_FCT

# Playbooks O JebiD Playbook User Start Time End Time Status Details
Elincidents 0O 2020-04-16 11:21:39-07 New Playbook created from scratch - 2020-04-14T22:34:36.260: user admin) 2020-04-16 11:21:39 -0700 2020-04-16 1122:42 -0700 @5uccess G
EEvents 0O 2020-04-16 11:00:26-07 New Playbook created from scratch - 2020-04-14T22:34:36.260: user (admir) 2020-04-16 11:00:26 -0700 2020-04-16 11:01:58 -0700 @success &I
O 2020-04-151009:09-07 Playbook EMS Run_AY_FULL_Scan user fadmin2) 2020-04-15 1009.09 0700 2020-04-15 10:10:37 0700 Qsucress &
£ hutomadon O 2020-04-15100225-07 New Playbook created from scrach - 2020-04-14T22:34:36.2607 user (admin2) 2020-04-15 100225 0700 2020-04-15 100344 -0700 Qsucress
. Connectors 0O 2020-04-1509:49:47-07 Get software inventory. user fadmir) 2020-04-15 09:49:47 -0700 2020-04-15 09:51:16 -0700 @Failed =)
2. Playbook. 0O 2020-04-1509:46:29-07 Get software inventory user fadmin) 2020-04-1509:46:29 -0700 2020-04-1509:47:38 -0700 OFailed =)
0O 2020-04-1509:43:52-07 Get software inventory. user fadmir) 2020-04-15 09:43:52 -0700 2020-04-15 09:45:03 -0700 @Failed =)
0O 2020-04-1509:38:38-07 Playbook EMS Run_AV_FULL_Scan user (admir) 2020-04-15 09:38:38 -0700 2020-04-15 09:40:02-0700 @success &I
AEvent Moritor O 2020-04-1509:3353-07 Get software inventory user (admir) 2020-04-1509:33:53 0700 2020-04-1509:36:13-0700 OFaled I
@Al Events O 2020-04-1509:29:33-07 New Playbook created from scratch - 2020-04-14T22:34:36.260: user (admir) 2020-04-15 09:29:33 -0700 2020-04-15 09:31:35 -0700 @success &I
228y Endpoint. 0O 2020-04-14 16:24:40-07 New Playbook created from scratch - 2020-04-14T22:34:36.260: user admin) 2020-04-14 16:24:40 0700 2020-04-14 16:25:48 -0700 @success G
@By Threst O 2020-04-14 16:24:10-07 New Playbook created from scratch - 2020-04-14T22:34:36.260: user (admir) 2020-04-14 16:24:10 -0700 2020-04-14 16:25:17 -0700 @success &I
0O 2020-04-14 15:49:51-07 New Playbook created from scratch - 2020-04-14T22:34:36.260: user (admir) 2020-04-14 15:49:51 -0700 2020-04-14 15:51:18 -0700 @success &I
FaSystem Events O 2020-04-1415:4514-07 New Playbook created from scratch - 2020-04-14T22:34:36,2602 user fadrir) 2020-04-14 15:45:14 0700 2020-04-14 15:46:38 0700 Osuccess
EHandlers 0O 2020-04-14 15:42:51-07 New Playbook created from scratch - 2020-04-14T22:34:36.260: user (admir) 2020-04-14 15:42:51 -0700 2020-04-14 15:44:02 -0700 @Failed =)
Fincidents O 2020-04-14 15:2825-07 Playbook EMS Run_Vulnerability_Scan user (admir) 2020-04-14 15:28:25 -0700 2020-04-14 15:29:35 -0700 @success I Afte ra feW

moments, go to Fabric View > Assets. Tags are now displayed in the Tags column. In this example, the two
Windows 10 endpoints are displayed in the table with the tag "QA Windows 10 Workstation".

2%  Fabric View v Fabric Connectors Identity Center Assets ADOM; Fab_FCT

®Last 60 Days - Feb 16 2020 - Apr 16 2020 B Column Settings -

2
Total Endpoints

1 new users discovered 2new endpoints discovered

Endpoint. Tags User MAC Address 1P Address FortiClient UUID Hardware / 05 YVulnerabilities Netwaork Location Last Update
DESKTOP-6FPNHI7
vang 172183273 WIN64 2020-04-16 11:28:48
DESKTOP-IEIAT7U
172183272 WING4 2020-04-16 11:28:48

Sankey Chart

The Sankey Chart type is now available in FortiAnalyzer reports.

To use a Sankey Chart in FortiAnalyzer reports:

1. Goto Reports > Report Definitions > Chart Library.
2. Click Create New to create a new sankey chart or select an existing sankey chart to edit.
3. Inthe Chart Type field, select Sankey. Configure the remaining settings for your chart and click OK.

BS Generated Reports Edit Chart
B Report Definitions ~
Name SD-WAN Top Applications by Bandwidth Sankey_sdwan-Top-App-By-Bandwidth-Sankey
B All Reports
Description SD-WAN Top Application by bandwidth Sankey
@ Templates
Dataset sdwan-Top-App-By-Bandwidth-Sankey

Resolve Hostname | Inherit
[# Macro Library
_ Chart Type Sankey ’
£ Datasets @
Data Bindings Flow Columns
£3 Advanced e Click to add Col
N Language Column1 B Column2 W Column3 o8 Columnj
[ Output Profile Data Binding Format Data Binding Format Data Binding Format Data Bi
Report Calendar
summary Default + & app_group Default kB devid Default + o interf:
Flow Value
Data Binding bandwidth v

Show Top (O for all results) 20 =
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Run the report to view the generated sankey chart.

GoogleServices

wan2
Google Play
SD-WAN Utilization FGTH1E
Grmail
. GoogleAccounts
. DNS
wanl

. 5L

B GoogleHangouts

= GooglaPush Notification
= Slype.bortals

= "BROWSER

FortiPortal user summary report -6.4.2

Existing customers can generate the same report "Default FortiPortal User Summary report" for deployments without
collectors using FortiAnalyzer.

To view the FortiPortal User Summary report:

1. Go to Reports > Report Definitions > Templates.
The Template - FortiPortal User Summary Report is displayed.

D@ Q1

A admin v

Reports v

B Generated Reports 4+ CreateNew © View il Delete % Clone BS Create Report

0 Title Language Description Category A Preview "
Vulnerability Scan Report ¥ ¥ PDF
O FgTemplate - FortiDDos HTML

English  Attacks and attackers by time period. Top 20 attacks, attack types, destinations and destinations by type. FortiDDoS
Default Report PDF

& Install Template Pack

B Report Definitions ~
B5 All Reports
(& Templates

ul Chart Librai
) 0 O [Template - FortiGate e
% Macro Library Performance Statistics English  FortiGate Performance Statistics Report. System ooF
£ Datasets @ Report
£¥ Advanced ~| O ETemplate - FortiMail TN Statistics for Avg and Total mail size, number of mails and connections, delays, ip policies, recipient policies, top access list. Incoming filters for — HTML
nglis| ortiMai
Analysis Report top spammed domains and users, classifiers by hour and disposition, and top subjects. PDF
|™ Language
O ETemplate - FortiMail HTML
= Output Profile English  Top 10 client IP, senders, virus senders, local users, recipients and virus recipients FortiMail
Default Report PDF
Report Calendar
O FTemplate - FortiNAC —
Endpoints and Network English  FortiNAC Endpoints and Network Report. ForiNAC
Report
FTemplate - FortiPortal . .
FortiPortal User Summ 2 Fabric
User Summary Report
O [iTemplate - FortiProxy Bl Global bandwidth savings, cache rate, traffic and request timeline. Top 20 websites by bandwidth, bandwidth savings, cache rate, response time Fortip HTML
nglist ortiPro;
Default Report 8 improvement. =) PDF
O FTemplate - FortiProxy HTML
) 5 English  User Security Analysis FortiProxy
Security Analysis PDF
O ETemplate - FortiPro HTML
p = English  Web Usage Summary FortiProxy
Web Usage Report PDF
O [Template - FortiSandbox ish Threat rating distribution, job severity timeline, malware severity of targeted hosts, top 20 targeted hosts, top 20 malware, top 50 file type and b HTML
Englist FortiSandbox
Default Report brief job list PDF
O FgTemplate - Fortiweb i X . L L i HEML
English Top sources, sources of attacks, event categories, login events by user, top destinations, attack destinations and event types Fortiweb
Default Report P

2. Goto All Reports.
The FortiPortal User Summary Report. is available.
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Reports v ADOM:new {2 ® >~ A admin+v

BS Generated Reports + CreateNew [# Edit

B Delete

% Clone @ Run Report I Folder ~

tMore~ [ Show Scheduled Only

B Report Definitions v| O aTitle Language Cache Status Time Period Devices Schedule Report Owner 2
B3 All Reports O B FortiCache Security Analysis English
B Templates O B FortiCache Web Usage Report English
ul Chart Library @ O B FortiDDos Default Report English Last 7 Days All_FortiDDoS
£ Macro Library O B FortiGate Performance Statistics Report English
= Datasets @ O B FortiMail Analysis Report English
£3 Advanced .| O B FortiMail Default Report English
O B FortiNAC Endpoints and Network Report English
IN Language
O B Fortinet Email Risk Assessment. English
= Output Profile
ortiPortal User Summary Report English
(E) Report Calendar
O B FortiProxy Default Report English
O B FortiProxy Security Analysis English
O B FortiProxy Web Usage Report English
O B FortiSandbox Default Report English
O B Fortiweb Default Report English
O B Fortiweb Web Application Analysis Report English
O B GTPReport English
O B High Bandwidth Application Usage Report English
O B IPS Report English
O B PCI-DSS Compliance Review English
O B SaaS Application Usage Report English
O B Secure SD-WAN Report English Last 7 Days All_FortiGate
O B Security Analysis English
O B Security Events and Incidents Summary English .
Highlight Al Match Case  Match Diacritics  WholeWords  More than 1000 matches x

The FortiPortal User Summary Report includes the following table of contents.

Table of Contents

1. Bandwidth and Application
Top Hostname by Traffic
Top Application Category by Count
Top Region Names by Traffic
Top Application by Traffic Chart
Top Protocols by Traffic
Bandwidth Summary

Wwwrre N

2. Web Usage
Top Websites by Count

S

3. Threats
Top Attacks by Count
Top Spams by Count
Top Viruses by Count
Antivirus Inspections

oo U

4.DLP
Top DLP by Count

~ o~

5. Wireless
Top FAPs(Wireless) by Max Client Count
Top FAPs(Wireless) by Max Bandwidth
Top SSIDs(Wireless) by Max Traffic

oo co oo CO

6. Sandbox
FortiSandbox-Sandbox Scanning Statistics
FortiSandbox-Top Sandbox Hosts
FortiSandbox-Top Sandbox Malware

v w v o

Appendix A 10

Devices 10
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FortiSandbox default report improvement -6.4.2

This report is an improved version of the "FortiSandbox Default Report" that provides more visibility on file submission to
FSA, performance statistics and threat rating statistics.

To view the improved FortiSandbox default report:

1. Goto Reports > Report Definitions > All Reports.
The FortiSandbox Default Report is available.

ADOM: FortiSandbox-Corp £ @ > (&) admin v

B5 Generated Reports + CreateNew [ Edit [ Delete % Clone ®RunReport BEFolder~ §More~ O Show Scheduled Only Y
B Report Definitions v|o aTite Language Cache Status Time Period Devices Schedule Report Owner

O B Endpoint Sandbox Detections Report English (G This Month All_Device admin
B Templates O B Fortisandbox Default Report English (GO This Week All_Device admin
[ul Chart Library @
[ Macro Library

£ Datasets @

£} Advanced ~
|N Language
= Output Profile

Report Calendar

dtime A [ v | Highlight Al Match Case  Match Diacritics Whole Words  More than 1000 matches

2. Inthe Layout Editor, you can view the following new charts:

» FortiSandbox - File Submission Information
« File Type Summary Submitted to FSA by VM Module
« File Type Breakdown Submitted to FSA by VM Module
o File Type Summary Submitted to FSA
» File Type Breakdown Submitted to FSA

» FortiSandbox - Performance Statistics
e Threat Rating Summary by VM Module
« Threat Rating Breakdown by VM Module
« Threat Rating Breakdown by File Type and VM Module
« Threat Rating Breakdown by Time and VM Module
« Average Threat Rating Duration by VM Module
« Average Threat Rating Duration by Time and VM Module
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Reports v ADOM: FortiSandbox-Corp £ ® > z admin v
B Generated Reports Edit Template
B5 Report Definitions ~
Name Template - FortiSandbox Default Report
B All Reports .
Description Threat rating distribution, job severity timeline, malware severity of targe
= Templates
Category FortiSandbox N
lul Chart Library @
Language English v
[® Macro Library
- i Q
£= Datasets @
£¥ Advanced ~ - -
IN Language

FortiSandbox - File Submission Information
= Output Profile

Report Calendar

The following charts show the file type details submitted to FortiSandbox.

FortiSandbox-File Type Summary Submitted to FSA by VM Module

FortiSandbox-File Type Breakdown Submitted to FSA by VM Module

Improved SOC incident report -6.4.2

The SOC incident report has been added to the list of predefined report templates. This summary report will provide
statistics on SOC incidents by their status, severity and category.

To view the SOC incident report:

1. Go to Reports > Report Definitions > Templates.
You can see the Template - SOC Incident Report in the template library.

B Generated Reports 4+ Create New © View il Delete % Clone B Create Report & Install Template Pack

B5 Report Definitions v | O Title Language Description Category A Preview "
B All Reports O ETemplate - IPS i Intrusions detected by type, severity, victims, sources, blocked, monitored, attacks over http- 3 ity HTML
nglis| ecuri
Report E https. PDF

@ Templates
m PY O ETemplate - PCI-DSS Enclish Summaries for PCI DSS Compliance and Regulatory Requirements, Related Best Security s . HTML

ul Chart Libi . . nglis! . ) ; ecurity

: art Library Compliance Review Practices, PCI DSS 3.1 Regulation Details. PDF

[ Macro Library E#Template - SOC

. English
Incident Report

Present a brief summary of SOC Incidents. Security

£ Datasets @

£¥ Advanced ~| O [EgTemplate - SaaS . o . .
_ . Summarizes the usage of SaaS apps compared to all applications, Sanctioned vs Unsancationed o HTML
IN Language Application Usage English _ X A X Application
R N Saa$ applications, and total bandwidth by Saa$ Sanctioned and Unsanctioned apps. PDF
epor
B Output Profile P
O ETemplate - Secure . HTML
Report Calendar English Secure SD-WAN Report. System
SD-WAN Report PDF
] Security Analysis of traffic, application, user, destination, bandwidth and sessions. DHCP, Wifi,
ETemplate - Security Enalish traffic history. Web usage by users, categories and sites. Top email by senders, recipients. S ity HTML
nglis! ecuri
Analysis Malware, botnet, intrusion detections, victims and sources. VPN usage. Admin Login and system PDF
events.
O [ETemplate - Security L
Events and Incidents  English Present a brief summary of the events/Incidents collected. Security -
Summary
O EgTemplate - Self- b
Harm and Risk English Self-Harm and Risk Indicators Report. Application PM
Indicators Renort v
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2. Onthe All Reports page, you can view the SOC Incident Report.

B Generated Reports

= Create New [# Edit Wi Delete

% Clone ®RunReport BEFolder~ iMoresv (O Show Scheduled Only

Q

Cache Status Time Period Devices Schedule

BS Report Definitions v | O ATitle Language

U B GTP Report English
B All Reports s P 8

O B High Bandwidth Application Usage Report English

& Templates
O B8 IPS Report English
|ul Chart Library @
. O B PCI-DSS Compliance Review English
8 Macro Library 0O Bysaas Application Usage Report English
£ Datasets @ O BS Secure SD-WAN Report English Last 7 Days All_FortiGate
¥ Advanced Yo B Security Analysis English
N Language O B security Events and Incidents Summary English
[ Output Profile O B3 Self-Harm and Risk Indicators Report English
Report Calendar O B situation Awareness Report English
BS SOC Incident Report English Last 7 Days All_FortiGate
O B3 Social Media Usage Report English
O B Threat Report English
O B User Security Analysis English
O B3 VPN Report English
O B Web Usage Report English
O BY what is New Report English
O B3 WiFi Network Summary English
O B wireless PCI Compliance English

The SOC Incident Report contains new charts, including Incidents by Severity, Incidents by Status, Unresolved
Incidents by Category, and Unresolved Incidents by Severity.

ERTINET

Report Owner

SOC Incident Report

This report provides a summary of the SOC incidents between 2020-07-02 14:00:00 and 2020-07-03 13:59:59.

Incidents by Severity Incidents by Status

® 3 Response

9 6 Medium 9 2 New
Total Incidents @ 3 High Total Incidents ® 2 Analysis
2 Others
Unresolved Incidents by Category Unresolved Incidents by Severity

Q - ® 4 Improper Usage

FortiAnalyzer 6.4.0 New Features Guide
Fortinet Inc.

125



Al-driven Security Operations

Add stackbar chart in FortiView -6.4.2

A new chart type, stack bar chart, is added to the Top Application widget under the Applications & Websites dashboard
in FortiView to show the total bandwidth/session stacked by each application over time.

To view the stackbar chart in FortiView:

1. Go to FortiView > Monitors > Applications & Websites > Top Applications and select the settings icon.
The stackbar chart type is displayed in the Chart Type list.

o

icai

Top: 10 - @E® D

Refresh Interval

The stackbar chart shows stacked bars for the top 5/10 applications as well as other applications over the specified
time period. The Y axis can be set as Bandwidth or Sessions. Each color in the stacked bar chart represents a
different application.
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Top Applications Top: 10 - & @ B &®
Sort By: Bandwidth
. @ Others VNC @ HTTPS @ HTTPSBROWSER () SYSLOG (N SSH (N TCP29418 ROP @ TCP-514 @ HTTP (@ tcp/9000
andwidtl
1500.08

120008

o F ® 2
o2 o oo ot
o O @O g

Top Applications Top: 10 - & @ B ®

SortBy: Sessions
(@ ONS () TCP-514 [ Others (@ udp-53 () SSL () HTTPS.BROWSER () HTTPS tcp/8013 [l netbios forward () tep/514 () HTTP.BROWSER

Sessions
35M

-III |
e e T T e e e e e

w® o o ® e oo P o W Ta® Tl
o o © 2 o a® @ ™ a® a® o

ey 0
6 <
o o a®
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2. Mouse over a bar in the chart to show details of the related application in a tooltip.

Top Applications Top: 10 - I @B ® i

TCP-514 [ Others @ udp-53 @ SSL @ HTTPS.BROWSER () HTTPS tcp/8013 netbios forward (i) tcp/514 () HTTP.8BROWSER

o
g @ e e e et o EE LIS LR o R o a a o @0 ot

Interface bandwidth widgets -6.4.2

Two new widgets, Top Interface of Sent Bit Rate and Top Interface of Received Bit Rate, were added to FortiView under
the Traffic category to provide bandwidth visibility on different interfaces over time.

To add interface bandwidth widgets in the GUI:

1. Go to FortiView > Monitors, and click the Traffic category in the tree menu.
2. Inthe toolbar, click Edit Dashboard and then click the add icon.
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3. Add the Top Interface of Sent Bit Rate and Top Interface of Received Bit Rate widgets, and click Done.

aterface of Sent Bit Rate
*
Number of widgets: 2

® Threats nl Top Sources
B Top Country/Region
ications & Websites.
[@ Top Policy Hits
(@ Top Destinations
[ Traffic Over Time By Sessions
@ Fabric State of Security

& VPN

&2 Policy Hits Over Time by Bandwidth

B User Data Flow
= WiFi

+ o+ o+ o+ o+ + o+

2 FortiClient Software Inventory PEREES

)

' Threat

ications & Websites

®©

e FW1_Masterport17 -@- Van Office FW1_Masterport? Van_Of 1 Master803-QASYS-hzh -@- Van Office_Floor 2:xternal Van_Offiee_Floor_2portA

Custom Widgets

The Top Interface of Sent Bit Rate widget shows line charts for top 10 sent bit rate of interfaces during the specified
time period.

The Top Interface of Received Bit Rate widget shows line charts for top 10 received bit rate of interfaces during the
specified time period.
Different colors represent the different interfaces in both of the line charts.

Top Interface of Sent Bit Rate

Van_Office FW1_} 7 v e FW1_Mastersslroot ~@- Van Offi 5-hal Van_Office FW1_Master:78- Van_Office FW1_Master:67-soft-app

Top Interface of Received Bit Rate
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4. Hover your mouse over the line charts to display a tooltip that shows the bit rate for each interface.

Top Interface of Sent Bit Rate

Van_Office_FW1_Master:825-JasonXUE Van_Office FW1_Master:port17 @~ Van_Office FW1

sterport7 ~@- Van_Office FW1_Master803-QASYS-hzh ~@- Van_Office_Floor_2Exten

nal Van_Office_Floor_2;porth

EMS classification tag -6.4.3

This is an enhancement to the Asset and Identity View enriching endpoints information with classification tags from
EMS.

To view EMS classification tags in Assets:

1. On the FortiClient EMS Server, go to Endpoints > All Endpoints, and select an endpoint.
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2. Inthe Summary tab in the Classification Tabs category, click Add and add a tag. In this example, the Critical tag is
added.

FortiClient Endpoint Management Server

Dashboard
@ Dashboar > ' 0 &‘ 0 s 0 @ 0 ﬁ 0
L0 Endpoints v U Not Installed Not Registered o Out-Of-Sync Security Risk Quarantined
[ ]

All Endpoints Endpoints @ Scan v /& Patch v ¥ Action v (SRl Scarch Al Fields == Filters

Manage Domains (5 Other Endpoints — 0
Domains > BUIGERE Vulnerability Events — System Events
Workgroups >
- test Connection Status
Group Assignment Rules :
No User Managed by EMS ® Managed ~
4 Quarantine Management > p—— No Email
@ Software Inven N =——— @ O Other Endpoints Configuration Features
oftware Inventory
. o o ivirus i -
& Endpont ol N Device Shawn-Autorun-Win10 N Policy Default Ak Antivirus installed
Y - = o :
os E¥ Microsoft Windows 10 Enterpri... Profile Default Sandbox installed
L8 Endpoint Profiles > P 192.168.125.22 Off-net Profile Not assigned <> Sandbox Cloud not installed
Installer Not assigned Web Filter installed
® Deployment > MAC ve e .
- Unknown FortiClient Version 6.4.0.1437 RjApelcationisasibstaled
& Manage Installers > o — FortiClient Serial Number O Remote Access configured
B Policy Components > @ Vulnerability Scan enabled v
e i Mgt
Location On-Fabric Classification Tags 2 SSOMA installed
B, Telemetry Server Lists > Hardware Model VMware Virtual Platform
i
B Compliance Verification > Vendor VMware, Inc.
CPU Intel(R) Xeon(R) Silver 4...
& Administration > RPCERY + Add
RAM 12288 MB
£+ System Settings >

3. On FortiAnalyzer, go to Fabric View > Fabric Connector, and create a new FortiClient EMS Connector.

Edit FAZ Connectors 2\ Security Fabric

FortiClient EMS

Configuration Actions

Name EMS Connector Demo]

Description Connector to execute remote EMS operations

IP/FQDN 10.2.125.23

Username admin

Password esccccce

Status [ on |

4. Goto FortiSoC > Playbooks, and create a customized playbook with a task to Get Endpoints, and a second task to
Update Asset and Identity.
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’ admin ~

€ Dashboards

. Playbooks GetEndpoints_Demo
Bl Incidents Custom build playbook to get started
B Events
£ Automation v EMS_GET_ENDPOINTS
o Name Get_Endpoints

%% Playbook Description

G Playbook Monitor ON.DEMAND GET_ENDPOINTS
STARTER -
G2 Event Monitor .
Get_Endj
_Endpoints Connector | EMS Connector Demo -

@ All Events )

18 By End) Action | Get Endpoints .
y Endpoint >

® By Threat >

¥ System Events > Endpoint ID @ No Data.  Edit

2, Custom View > FortiClient ID @ No Data. ~ Edit

i=Handlers >
Incidents

€ Dashboards

. Playbooks GetEndpoints_Demo
Bl Incidents Custom build playbook to get started
B Events
€ Automation ~ LOCALHOST_UPDATE_ASSET_AND_IDENTITY
o Name Update_Assets

% Playbook

Description
2 Playbook Monitor ON_DEMAND GET ENDPOINTS
G Event Moni STARTER -
G2 Event Monitor v Get_Endpoints. C t
onnector | Local Connector

& All Events .
Action | Update Asset and Identity v
18 By Endpoint >
® By Threat >
¥ System Events > Endpoint @ [ Get_Endpoints (id_c7b_b... ~ | ems_endpoints BE

2, Custom View >
i=Handlers >
Incidents

Lo [N
‘

Save and run the playbook, and check the Playbook Monitor to confirm the playbook was run successfully.
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Playbook Tasks

0O TaskID Task Start Time End Time Status
O id_6aa_9dc_0d2_bcO Update_Assets 2020-09-18 11:53:44 -0700 2020-09-18 11:53:44 -0700 Success
O id_c7b_b58_35d_33c Get_Endpoints 2020-09-18 11:53:14 -0700 2020-09-18 11:53:19 -0700 Success

Go to Fabric View > Assets to check the endpoints. The applied tag (Critical) has been applied to the endpoint.

Fabric Connectors Identity Center Assets 3 2O >~ N1 ‘ admin v

B All Devices ~  ® Last 60 Days ~ Jul 20 2020 - Sep 18 2020 A Column Settings ~

3 new endpoints discovered

2 14
Total Users Total Endpoints,

~—— 2 new users discovered

Endpoint ¥ Tags User MAC Address 1P Address FortiClient UUID Hardware Software Vulnerabilities  Network Location Last
Alice-Desktop-BK ~
@ Low,all_registered_Clients 192.168.22.5 WINé4  Details 2
WinServer_2012
€ Lowall_registered_clients 2 Frank 192168226 WINé4  Details 2
Shawn-Autorun-Win10
[€ Critical,all_registered_clients | 2 test 192.168.125.22 {WIN64  Details
[10.2.60.64
10.2.60.64 FG101E-PF170/wanl
10.2.90.63
10.2.90.63 Details FG101E-PF170/wanl
10.2.90.64
10.2.90.64 Details FG101E-PF170/wanl 2

Throughput utilization billing reporting -6.4.3

This report enables users to generate the throughput consumption reporting for the billing purposes through utilizing

interface bandwidth consumption information logged by FortiGate. You must also enable the "billing-report” option under

interface-stats in the FortiAnalyzer CLI in order to use this report.

Dependencies

o The FortiGate must be connected directly to the FortiAnalyzer.
» The FortiGate must have at least one interface configured with the WAN role.
» Before running this report, billing must be enabled for 24 hours or longer.
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To setup the FortiGate device and FortiAnalyzer:

1. Inthe FortiAnalyzer CLlI, enter the following command to enable billing report config:
config system log interface-stats
set billing-report enable
end
2. Inthe FortiGate device's CLI, enter the following command to connect the device to the FortiAnalyzer:
config log fortianalyzer setting
set upload-option realtime
set reliable enable
set serial <FAZ-SN>
end

If you do not enter the FortiAnalyzer serial number in the above steps, you must configure the following in the
FortiAnalyzer GUI:

1. Go to Device Manager, select the FortiGate device, and click Edit.
2. Setthe Admin User and Password fields correctly for the device.
3. Click OK.

To view the Throughput Utilization Billing Report:

1. On FortiAnalyzer, go to Reports > Templates.
You can see the Template - Throughput Utilization Billing Report in the list of report templates.

ann 2@ - Q2 ‘ admin v

B Generated Reports + CreateNew © View [ Delete % Clone BS Create Report & Install Template Pack

A Preview ~
PUr

O Title

B Report Definitions v Language Description Category
Indicators Report

O ETemplate -

B All Reports

-  Provide awareness of your current security posture, and allow for a better understanding of the 'big picture’ which will help anticipate what ) HTML
; Situation Awareness English ° ) _ ) - ) Security
ul Chart Library@® ot may happen to networks and systems enabling the security team to provide corrective measures avoiding costly breaches or mishaps. PDF
epor
% Macro Libran
& Y O Blemplate-Sodial L e Revort poptication ML
= nglish  Social Media Usage Report. jcation
& Datasets@® Media Usage Report Be e oP PDF
£¥ Advanced v O EBTemplate - Threat i . . . - y HTML
English  Malware, Botnets - detected, victims and sources. Intrusions detected, sources, blocked severity and timeline. Security
IN Language Report PDF
2 Output Profile EgTemplate -
Throughput _ e
Report Calendar e English  Interface Throughput Utilization Billing Report.
Utilization Billing
Report
O E&Template - Top 20
Categories and ) ) o ) o HTML
= English  Top 20 Categories and Applications (Bandwidth) Application
Applications PDF
(Bandwidth)
O EsTemplate - Top 20
i i HTML
Categories and English  Top 20 Categories and Applications (Session) Application -~
Applications (Session)
O E&Template - Top 20 L
Category and English  Top 20 Category and Websites (Bandwidth) Web oor
Websites (Bandwidth)
O EsTemplate - Top 20
i i HTML

Category and English  Top 20 Category and Websites (Session) Web

2. Goto Reports > All Reports.
You can see the Throughput Utilization Billing Report in the list of reports.
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B5 Generated Reports 4+ CreateNew [# Edit T Delete % Clone ®RunReport BEFolder v :Morev (O Show Scheduled Only

B8 Report Definitions v Language Cache Status Time Period Devices Schedule

(]

B8 All Reports O B FortiProxy Web Usage Report English
(& Templates O B FortiSandbox Default Report English
[l Chart Library@ O B FortiWeb Default Report English
% Macro Library O B FortiWeb Web Application Analysis Report English
= Datasets@ O B GTP Report English
£ Advanced v O B High Bandwidth Application Usage Report English
N Language O B IPS Report English
B Output Profe O B PCI-DSS Compliance Review English
O B SaaS Application Usage Report English
Report Calendar
O B Secure SD-WAN Report English Last 7 Days All_Device admin
O B Security Analysis English
O B Security Events and Incidents Summary English
O B Situation Awareness Report English This Week All_Device
O B Social Media Usage Report English
O & Threat Report English
ation Billing Report English
O B User Security Analysis English
O B VPN Report English
O B Web Usage Report English
O B Whatis New Report English
O B WiFi Network Summary English
O B Wireless PCl Compliance English .

In the report's Settings tab you can select the interface from Physical Ports or VLAN.

®>- Q2 (§ adminv

B Generated Reports View Report |- " Layout Edit: Throughput Utilization Billing Report
B Report Definitions v

Name Throughput Utilization Billing Report
& All Reports ighp! g Rep

Time Period This Week v
@ Templates 15 Wee
lul Chart Library@® Devices OAIl Devices @ Specify
@ i Device Interface
% Macro Library mBranch_Office_01 Click here to select Select Entries (Total: 14) x
£ Datasets@ mBranch_Office_02 | Click here to select | (o +
£3 Advanced v DEnterprise_Core | Click here to select | .
~| @ PHYSICAL PORTS (7)
N Language Select Device Cportd
[Z Output Profile Type @®single Report  OMultiple Reports (port2
Report Calendar [Cport3
Clportd
(JEnable Schedule
Cports
(JEnable Notification porté
(JEnable Auto-cache @ Cport7
B VLAN(7)
Filters > [JFNAC_Isolation
[Donboarding
Mo smrant VRN -
Advanced Settings > ® © ER concel
Apply. ‘

Subnet list for reports -6.4.3

This new feature offers flexibility of filtering where specific subnets need to be included/excluded from reports.
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To configure subnet list for reports in the GUI:

1. Goto FortiSoC > Handlers > Subnet List and click Create New. Create a new Subnet and Subnet Group:

&%  FortiSoC v

€ Dashboards v +CreateNew v [ Edit % Clone

% Playbooks = Subnet Details
8 Incidents = Subnet Group
& Events O =5ub2 111.160-11.11.254
€ Automation [m] SSub3, 162.1250.0/16
A Connectors [m] Emarketing, 10.100.91.100-10.100.91.100

EGroupl
&I Playbook Monitor d

G2 Event Monitor
 All Events
12 By Endpoint >
® ByThreat >
B System Events >
2 Custom View >

=Handlers v

ZEvent Handler List

£=FortiGate Event Handlers

Incidents.

a. Tocreate a subnet, click Subnet, enter a name, and select a Type. Subnet Notation, IP Range, and Batch Add
are supported.

£2%  FortiSoCv

€ Dashboards v New Subnet
% Playbooks
Name Sub1
8 Incidents
- Type Subnet Notation :
& Events
Automation ~
€ Automation P Range
 Connectors Batch Add

9% Playbook

&I Playbook Monitor
G2 Event Monitor

 All Events

12 By Endpoint >

® ByThreat >

B System Events >

2 Custom View >
=Handlers v

ZEvent Handler List

£=FortiGate Event Handlers

Incidents.

b. To create a subnet group, click Subnet Group, enter a name, and select the subnet entries.

&%  FortiSoC v

€ Dashboards New Subnet Group
% Playbooks
Name Groupt
8 Incidents
Subnets. Click here to select ] Select Entries (Total: 4) x
& Events
[0
< Automation ~

[4Sub1 (10.100.94.10-10.100.94.20)
[HSub2 (11.1.1.60-11.1.1.254)

[ASub3 (162.125.0.0/16)

[marketing (10.100.91.100-10.100.91.100)

=) EQ | Cancel

* Connectors
9% Playbook

&I Playbook Monitor

G2 Event Monitor

 All Events

12 By Endpoint >
® ByThreat >

B System Events >
2 Custom View >

=Handlers v

£SFortiGate Event Handlers

Incidents.

2. Goto Reports > All Reports, select a report, and click Edit.
On the Settings tab you can see the Subnets setting which includes the options for All Subnets and Specify.

« When All Subnets is selected, subnet and subnet groups are not specified and there is no filtering on srcip or
dstip log fields based on subnets.
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853 Reportsw

BS Generated Reports

B Report Definitions v

B Templates
ul Chart Library@®
[# Macro Library

£ Datasets@

£¥ Advanced v
N Language
[® Output Profile

Report Calendar

« When Specify is selected, the Include Subnets and Exclude Subnets options become available. You can
specify which subnets and/or subnet groups are included and/or excluded from the list of available entries.

853 Reportsw

BS Generated Reports

B Report Definitions v

B Templates
ul Chart Library@®
[# Macro Library

£ Datasets@

£¥ Advanced v
N Language
[® Output Profile

Report Calendar

3. After the report settings are defined, run the report and check the results.
Any logs with a srcip or dstip within the specified subnets are checked as analytical data for this report.
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Name

Time Period

Devices

Subnets

Type

(OJEnable Schedule
(OJEnable Notification

[DEnable Auto-cache @

Filters >

Advanced Settings >

Name

Time Period

Devices

Subnets
Include Subnets
Exclude Subnets

Type

(OJEnable Schedule
(OJEnable Notification
[DEnable Auto-cache @

Filters >

Advanced Settings >

11cr_test1
Last N Days

N 500

OAIl Devices @ Specify
@ All_Device

@Al Subnets O Specify

@single Report O Multiple Reports

11cr_test1
Last N Days

N 500

OAIl Devices @ Specify
@ All_Device

OAIl Subnets @ Specify

(

Click here to select |

Click here to select

@single Report O Multiple Reports

Select Entries (Total: 5)

g

© SUBNETS (4)
[J=marketing
M=subl

M=sub2

[J=sub3

© SUBNET GROUPS (1)
[=Group1

® 0

B3 cancel
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Copy of Top Destinations by Bandwidth

# Hostname(or IF)
1 dropbox.com

2 dropboxapi.com
3 162.125.34.129
4 162.125.19.13
3 162.125.18.133
& dropboxstatic.com
7 16212513

8 162.125.1.

9 162.125.36.1
10 162.125.35.135
11 162.125.71

12 getdropbox.com
13 162.1251.7

14 162.125.4.1

15 162.125.68.1

16 162.125.3.1

17 162.125.64.1

1B 162.125.66.1

15 162.125.67.1
20 162.125.2.1

21 182.125.70.1
22 162.125.71.1
23 182.125.72.1
24 162.125.80.1
25 162.125.81.1
26 162.125.82.1
27 162.125.9.1

28 162.125.5.1

29 162.125.6.1

30 162.125.65.1

31 162.125.69.1
32162125111

33 162.125.831
34 162.125.8.1

35 162.125.35.134
36 162.125.7.13
37 162.125.19.9
38 162.125.2.7

39 162.125.19.130
40 162.125.2.13

Sent | Received
48.21 MB
1.48 MB
501.84 KB
188.14 KB
60.71 KB
51.18 KB
41.11 KB
11.76 KB
Q49 KB
B53 KB
TA2 KB
TA12KB
709 KB
493 KB
493 KB
488 KB
4.838 KB
488 KB
488 KB
488 KB
488 KB
488 KB
488 KB
488 KB
488 KB
488 KB
488 KB
4.88 KB
488 KB
485 KB
484 KB
484 KB
484 KB
484 KB
239 KB
203 KB
JOEB
416 B
A6E
416 B

Bandwidth

Defined subnet information for included and excluded subnets is displayed in the report as Appendix B.

Asset & Identity View Improvement -6.4.3

These improvements offer more flexibility to the asset and identity views and address SOC operations limitations

Appendix B

Subnets
# Include

1162.125.0.0-16

Exclude
162.125.192.0-18

identified in the Asset and Identity center.
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To view the improvements in the Identity center:

1.

Go to Fabric View > Identity Center. Pagination is supported and new columns such as VPN IP were added.

Fabric View v

%% Fabric © Last 1 Day v Oct 13 2020 - Oct 14 2020

A Connectors. Add Filter

#2 Identity Center ~

ADOM: root

@ - , admin v

|- A

2 Custom View

57 new users discovered

N ~

2 Custom View v
43 Assets v 359 2658
Total Users Total Endpoints
All
& Custom View v
Userld User Name User Group Endpoints Social VPN IP Identification Time Last Seen
1025 ksedghisigarchi FAC_Group VAN-911226-PCO 172.16.199.7 2020-10-08 11:32:39
VAN-911226-PC
1026 yeungw VPN_Corp VAN-912133-PC3 172.16.199.36  2020-10-08 11:32:40
iPhone
1028 shuang FAC_Group VAN-400834-PC1 172.16.199.172  2020-10-08 11:32:40
stanleyiiPhone8
50 « |Items per page . 2 3 4 5 5 »

2. Click the column display dropdown to add or remove columns in the view.

Fabric View v

% Fabric v © Last 1 Day ~ Oct 13 2020 - Oct 14 2020

“A Connectors Add Filter

42 Identity Center v

. 148 n
2, Custom View v
53 Assets v 359 2658
Total Users Total Endpoints;
All
2 Custom View v
User Id User Name User Group Endpoints Social VPN IP Identification Time Last Seen
1025 ksedghisigarchi = FAC_Group VAN-911226-PCO 172.16.199.7 2020-10-08 11:32:39
VAN-911226-PC
1026 ‘yeungw VPN_Corp VAN-912133-PC3 172.16.199.36 2020-10-08 11:32:40
iPhone
1028 shuang FAC_Group VAN-400834-PC1 172.16.199.172 2020-10-08 11:32:40
stanleyiiPhone8
50 + |ltems per page . 2 3 4 5 » »

ADOM: root

— 148 new endpoints discovered

Last Update

2020-10-14 22:11:8 2020-10-12 20:59:17

2020-10-13 10:18:C 2020-10-14 01:33:50

2020-10-14 22:11:5 2020-10-14 14:45:17

@ >

’ admin v

B- A

2 Custom View

+ User Id
 User Name i
+ User Group

v Endpoints

+ Social

v VPN IP

Vv Identification Time

+ Last Seen

 Last Update

C Reset to Default

2020-10-14 22:11:3 2020-10-12 20:59:17

2020-10-13 10:18:C 2020-10-14 01:33:50

2020-10-14 22:11:5 2020-10-14 14:45:17
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3. Click Add Filterin the toolbar to apply a custom filter.

Fabric View v

% Fabric v

A Connectors

® Last 1 Day v Oct 13 2020 - Oct 14 2020

User Group =VVPN_Corp  Add Filter

ADOM:root ©3 @ >- (8 admin v

2 Custom View

42 Identity Center v

& Custom View v
I Assets v
All

& Custom View v

User Id

1026

1031

1038

User Name

‘L yeungw

“ nfekri

2 welli

The filter is applied to the view

Fabric View v

3% Fabric v

4 Connectors

® Last 1 Day ~ Oct 13 2020 - Oct 14 2020

User Group ="VPN_Corp" Add Filter

~— 57 new users discovered

\

359
Total Users

User Group

VPN_Corp
VPN_Corp

VPN_Corp

Endpoints Social

VAN-912133-PC3
iPhone
CIP-SERVER
Galaxy-5$10
VAN-912799-LTO
VAN-912799-LT0

| 50+ |Items per page

VPN IP

172.16.199.36

172.16.199.109

172.16.199.10

_— 148 new endpoints discovered

2658
Total Endpoints;

Identification Time

2020-10-08 11:32:40

2020-10-08 11:32:43

2020-10-08 11:32:42

Last Seen

Last Update

2020-10-13 10:18:C 2020-10-14 01:33:50

2020-10-14 22:01:5 2020-10-14 12:37:27

2020-10-14 17:59:5 2020-10-12 14:47:12

ADOM:root 3 @ >- , admin v

2 Custom View  H~

7 Identity Center ~
All

User Id

2 Custom View v 1026

2 Assets v
All

2 Custom View 1031

1038

1040

1048
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User Name

‘L yeungw

W nfekri

l weili

A chenh

2 wing

User Group

VPN_Corp

VPN_Corp

VPN_Corp

VPN_Corp

VPN_Corp

Endpoints Social

VAN-912133-PC3

iPhone

CIP-SERVER

Galaxy-510

VAN-912799-LTO

VAN-912799-LTO

haodeMBP

Galaxy-510

VAN-912386-PCO

| 50+ |Items per page

VPN IP

172.16.199.36

Identification Time

2020-10-08 11:32:40

172.16.199.109 2020-10-08 11:32:43

172.16.199.10

172.16.199.60

172.16.199.66

.2 ' B

2020-10-08 11:32:42

2020-10-08 11:32:42.

2020-10-08 11:32:43

Last Seen

2020-10-13 10:18:

2020-10-14 22:01:

2020-10-14 17:59:

2020-10-13 14:39:

2020-10-13 14:39:

Last Update

2020-10-14 01:33:50

2020-10-14 12:37:27

2020-10-12 14:47:12

2020-10-14 21:30:39

2020-10-12 18:16:44

|- A
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4. Click Custom View to save the current view.

Save as New Custom View

Name VPN_Corp
Time Period Last 1 Day
Search eugroup="VPN_Corp"

5. Click OK.The view is added to Custom View in the tree menu.

% Fabric v O® Last 60 D: Aug 020 - O 42020

A Connectors Add Filter -

72 Identity Center ~
All

2, Custom View v

VPN_Corp 468 3408
Total Users Total Endpoints,
42 Assets v
2 Custom View v 468 new users discovered 3408 new endpoints discovered
Endpoint Id Endpoint Name User MAC Address IP Address FortiClient UUID Source Hardware / ( Last Seen
1030 Leis-iPhone 9c:e3:3f:2f:40:d9 172.17.240.32 New_Van_Office_ @ iOS 2020-10-13 14:40:09
1031 Galaxy-A50 b0:6f:e0:61:72:f4 172.17.240.255 New_Van_Office_ i Android  2020-10-14 09:33:08
1032 iPhone 74:1b:b2:43:61:93 172.17.241.41 New_Van_Office_ & iOS 2020-10-14 10:31:46
1033 meow-phone 8:95:ea:17:bd:af 172.17.241.35 New_Van_Office_ & iOS 2020-10-14 10:15:53
1034 iCharing 36:2b:32:02:ac:8d 172.17.240.162 New_Van_Office_' & iOS 2020-10-13 14:36:39
1035 Miphone 7e:74:d7:29:43:f8 172.17.240.24 New_Van_Office_' ¢ iOS 2020-10-13 14:37:13

|50 + | items per page .2 3 4 5 5 »
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To view Assets improvements:

1. Go to Fabric View > Assets. More options have been added to the column display dropdown.

ab e ADOM: roo ® ad
3k Fabric v O® Last 60 Aug 020 - O 020 o o
A Connectors A Fitter + Endpoint Id -
42 Identity Center v Endpoint
All + Endpoint Name
& Custom View v Tags
VPN_Corp 468 3408 ~ User
Total Users Total Endpoints 8 ., MAC Address
72 Assets
v IP Address
I "
2 Custom View ¥ 468 new users discovered + Source
EndpointId Endpoint Name User MAC Address IP Address FortiClient UUID Source Har¢  +/ Hardware / OS
Software
1026 Bruce-iPhone 96:98:€€:94:73:80 172.17.240.93 New_Van_Office_ @ i _
Vulnerabilities
Identification method
1027 VAN-911226-PC 4 ksedghisigarchi d8:3b:bf:c6:0c:c3 172.17.24045 FFB022F026104E669E1DF New_Van_Office |dentification time
 Last Seen
1028 VAN-912133-PC3 2L veungw 7c:b2:7d:6d:0f:ab 172.17.240.166 31ECE30059DC4FD7A8A7 New_Van_Office Last Undate
C Reset to Default
1029 MiMIX3-JohnMix3 a4:50:46:4d:0e:dd 172.17.241.32 New_Van_Office_ 4 Android 2020-10-08 11:32:40
1030 Leis-iPhone 9c:e3:3f:2f:40:d9 172.17.240.32 New_Van_Office_ & iOS 2020-10-13 14:40:09
1031 Galaxy-A50 b0:6f:e0:61:72:f4 172.17.240.255 New_Van_Office_’ %" Android 2020-10-14 09:33:08
| 50+ |Items per page 2 3 4 5  »

Click Add Filter in the toolbar, and select a value from the list.

3% Fabric v

* Connectors

2 Identity Center v
Al
2 Custom View v
VPN_Corp
42 Assets v

2 Custom View v

DOM: roo ® d
® Aug 020 - O 42020 o o
Hardware / OS | > NOT ~ | AddFilter 9

ios r

Windows

Android

3408

macos Total Endpoints,

FortiAnalyzer OS

Ubuntu

EOS overed 3408 new endpoints discovered
Endpoint Id Endp ™% 1P Address FortiClient UUID Source Hardware / C Last Seen

FortiWeb OS
1026 Bruct FortiAP OS 80 172.17.240.93 New_Van_Office_’ & iOS 2020-10-13 14:42:50

Debian
1027 VAN FortiManager OS 3 172.17.240.45 FFB022F026104E669E1DF New_Van_Office_’ 8 Windows 2020-10-12 10:03:27

FortiSandbox OS

FortiMail OS _
1028 VAN 12155 PCs X veungw 17217240166 31ECE30059DCAFD7ABA7 New_Van_Office_ 88 Windows 2020-10-13 10:18:09
1029 MiMIX3-JohnMix3 34:50:46:4:0e:dd 172.17.241.32 New_Van_Office_' %+ Android 2020-10-08 11:32:40
1030 Leis-iPhone 9c:e3:3f:2:40:d9 172.17.240.32 New_Van_Office_’ & iOS 2020-10-13 14:40:09
1031 Galaxy-A50 bO:6f:e0:61:72:4 172.17.240.255 New_Van_Office_' 4+ Android  2020-10-14 09:33:08
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3. Click Tools > Download, to export entries as CSV file.

ADO 00 ©)
% Fabric v © Last 60 Da Aug 020 - Oct 14 2020 o
“ Connectors Add Filter & Download
42 Identity Center v 8 User Display Preferences
All
2, Custom View v
VPN_Corp 468 3408
Total Users Total Endpoints
42 Assets v
2, Custom View v 468 new users discovered 3408 new endpoints discovered
Android Devices Endpoint Id  Endpoint Name User MAC Address IP Address FortiClient UUID Source Hardware / C Last Seen
1026 Bruce-iPhone 96:98:e€:94:73:80 172.17.240.93 New_Van_Office_' & iOS 2020-10-13 14:42:50
1027 VAN-911226-PC - d8:3b:bf:cé6:0c:c3 172.17.24045 FFBO22F026104E669E1DI ' 2020-10-12 10:03:27
1028 VAN-912133-PC3 L veungw 7c:b2:7d:6d:0f:ab 172.17.240.166 31ECE30059DC4FD7A8A7 New_Van_Office_' & Windows 2020-10-13 10:18:09
1029 MiMIX3-JohnMix3 24:50:46:4d:0e:dd 172.17.241.32 New_Van_Office_' % Android 2020-10-08 11:32:40
1030 Leis-iPhone 9c:e3:3f:2f:40:d9 172.17.240.32 New_Van_Office_' ¢ iOS 2020-10-13 14:40:09
| 50+ |Items per page 2 3 4 5

adom_root_assets_.csv A Showall | X

Cyber-Physical Security

This section lists the new features added to FortiAnalyzer for cyber-physical security.

List of new features:

« Facial Recognition 6.4.1 on page 143
o Zoom function in FortiRecorder 6.4.1 on page 149

Facial Recognition -6.4.1

A new Al engine has been added to the FortiRecorder module to identify a person by analyzing patterns in the person's
facial features. Faces detected by the camera can be used to enrich the Assets and Identity feature for UEBA
correlation. The facial recognition feature allows SOC to easily perform video surveillance for its physical security from a
single FortiAnalyzer console.
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GUI

To enable face recognition in the GUI:

1. Goto FortiRecorder > Camera Manager.

2. Inthe tree menu, click Camera and select a managed camera in the pane.
a. Enable Face Recognition.
b. Click the AFicon to focus the camera.

E:E FortiRecorder v Camera Manager Monitor Face Recognition

ADOM:root I3 @ >~ Q3 A adminv
@ Camera Edit Camera Device
[= Camera Profile
[= Video Profile Name FCM-OB30-74aa
@ Schedule Location
Model FCM-0B30

Profile HighQualityContMotion ot E
Face Recognition

@ @ aF
Network ¥
Infrared ¥
Video ¥
Audio »
[ o |
3. Toview faces detected by the camera, go to FortiRecorder > Face Recognition, and click New Face Detected in the

tree menu.
« Similar faces are organized into clusters.
« Each cluster represents a different user.
« You can delete a face from a cluster or merge faces in a cluster.
« Click the image in a cluster to watch a video of the user event.
« Clusters can be ordered by count or time.
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2.2 FortiRecorder v+ Camera Manager Monitor Face Recognition ADOM:root 12 ® >- QL3 A adminv

48 Face Cluster v @ AllCameras~ @ Today ~ _l Order by Count | O Show Unrecognizable
28 Known Faces device :

B Activity Report ~
28 Guests

& Internal Users

) System Status one user cluster

a.

4. Use the profile pane at the right side of the page to link faces to user profiles.
New faces can be linked to following profile types:

« UEBA : The user has an existing endpoint entry within FortiAnalyzer, and has information retrieved from
FortiClient and FortiGate.

« Non-UEBA Staff: The user does not have an endpoint entry in FortiAnalyzer, but is employed by your
organization. For example, a maintenance person.

o Guest: Someone who is not employed by your organization.

FortiRecorder v Camera Manager Monitor Face Recognition ADOM:root 3 @ >~ Q3 A adminv

4 Face Cluster @ AllCameras~ ® Toda O Show Unrecognizable

28 Known Faces

B Activity Report ~
28 Guests

& Internal Users

€3 System Status

. . . g Sk = v . o
face detection event, click can play the video Tl FESST (1ot o il s X

Detected at 2020-06-16
14:51:43 @ FCM-
FD20B-0746

d Linkto UEBA > | jiny 1o UEBA user

28 Link to Non-UEBA Staff 3

link to non-UEBA user

28 Link to Guest > | link to guest

2 B A
e B

5. Inthe tree menu, click Known Faces to view faces that are linked to a user profile.
« New events detected by the camera events are saved to the related known faces cluster.
« You can delete events from a cluster.
» Click the image to view a video of the event.
« You can order the clusters by count, or by the image time stamp.
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Camera Manager Monitor Face Recognition ADOM:root 2 @ >~ L3 A adminv

B Activity Report ~

|

28 Guests

H

& Internal Users 3 aliol

T
-
wn
()
=

€3 System Status

(D

D - % B

B-E-WEH
| @ i

3% dongx 3 shi 3% Jfan 3 hfinley

;
R

=

1139

,
i
z

10
i
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FEBGOSABIAL 115 33
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e
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b ’ « Y 5 % -
e
il
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To view activity reports in the GUI:

1. Inthe tree menu, go to Activity Report > Guests.
The report pane displays the user events.

a. Hover an eventin the time line to view when the event was detected and the camera that detected it.
b. Click an eventin the time line to watch a video of the event.

c. Use your scroll wheel to adjust the time frame.

d. Click Reset Zoom to reset the time line.

FortiRecorder v Camera Manager Monitor Face Recognition ADOM:root £2 @ >~ L3 A adminv
2 Face Cluster ~ -
From 2020-04-14 09:26:57 To 2020-06-16 13:06:38 (Total 227 Events)
28 Known Faces
8 New Face Detected Apr 12 Apr 19 Apr 26 May 03 May 10 May 17 May 24 May 31 Jun 07 Jun 14 Jun21
9 ! 1 L 1 1 1 1 1 . h h

B Activity Report ~

28 Guests

& Internal Users

€2 System Status

. From 2020-04-14 17:15:01 To 2020-06-15 23:32:33 (Total 156 Events)

Apr 12 Apr19 Apr2s May 03 May 10 May 17 May 24 May 31 Jun 07 Jun 14 Jun
2 il . L 1 1 1 1 I . L I

e From 2020-04-14 10:11:00 To 2020-06-16 11:02:02 (Total 145 Events)

Apr 12 Apr1g Apr2s May 03 May 10 May 17 May 24 May 31 Jun 07 Jun 14 Jun2
4 L I 1 I I I L I I ! I

2. Inthe tree menu, go to Activity Report > Internal Users.
Click a heading to sort a column in ascending or descending order. The following information is displayed:
o User Name: The internal user name.
« Bandwidth (Sent/Received): The bandwidth sent and received from the camera in bytes.

FortiAnalyzer 6.4.0 New Features Guide 146
Fortinet Inc.



Al-driven Security Operations

o Captured Times: The number of times the camera captured an image of the user.
3. Inthe toolbar, click the time frame dropdown to specify the time period.

FortiRecorder v+ Camera Manager Monitor Face Recognition ADOM:root 2 @ >- L3 A adminv

42 Face Cluster © Last 30 Days ~ May 17 2020 - Jun 16 2020 O Show Al
28 Known Faces User Name Bandwidth(' Sent/m Received) 'V Captured Times
128 New Face Detected jeraig 0.0KB/0.0 KB 25

B Activity Report | dongx 461.0MB/6.5GB
18 Guests lliao 00 KB/0.0 KB

rbose 0.0KB/0.0 KB

£ System Status xsun01 10.8 GB/5.2 GB -

jolson 0.0 KB/0.0 KB

fhuang 6.8 MB/90.2 MB ||

jfan 0.0 KB/0.0 KB

jibinthomas 28.9 GB/30.0 GB I

7
-]
5
3
hfinley 0.0 KB/0.0 KB 2
2
1
1
1
vvenkatesan 807.2 MB/1.5 GB ] 1

CLI

To enable and disable the Al module in the CLI:

config system global
# set disable-module

A\,
S r'd
q The disable-module command enables all of the Al modules.

To set the database and disk quota in the CLI:

1. Setdisk quota for Al.
config system global
set ai-disk-quota value <disk limit in GB>

If the configuration is successful, the remaining available hard disk space shall be deducted accordingly.

2. Setdatabase table item count limit.
execute face-recognition setting event item count max <limit>

3. The aisched daemon cleans up the database and disk used by Al approximately once a day.
CPU usage
CPU usage is managed by nice. The Al module has three daemons:

aid Pre-processes videos with deep learning algorithms, which consumes lots of computational
resources. The niceness is set to 19 (lowest priority).
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aiclusterd Requires limited CPU/memory resource and is responsible for user interfaces. The niceness
is set to default value 0.

aisched Performs routine tasks,such as daily database clean up and requires very limited
CPU/memory sources. The niceness is set to default value 0.

Memory usage

Memory usage of daemon aid is controlled by Cgroup. If the limit is violated, daemon aid will be killed by Linux kernel.

The following CLI is used to update the maximum memory limitation. The default value is 4096.

config system global
set ai-memory-quota <limit in MB>
end

Face Recognition

Face recognition related CLIs have been added under the execute face-recognitioncommand:

execute face-recognition

backup backup AI infos

log AI log

process process specific videos
restore restore AI infos

setting Show/Modify AI configuration

To back up an Al user's personal information in the CLI:

execute face-recognition backup <ip:port> <filename><username><password>

Now we support restore from FTP server only.

Ay
S L4
q Restoring an Al user's information is supported in the FTP server only.

To insert a specific camera's into the Al database in the CLI:

execute face-recognition process <camera name>

To configure Al specific settings in the CLI:

Show all Al setting parameters:

execute face-recognition setting

Show a specific key value:

execute face-recognition setting <key>
Modify a specific key value:

execute face-recognition setting <key> <key value>
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Event logs

Three log types have been added to the current log system:
LOG_EVENT_AID_STATUS

LOG_EVENT_AID_CONFIG

LOG_EVENT_AID_UI

Zoom function in FortiRecorder -6.4.1

Zoom and auto focusing functions were added to the FortiRecorder module in FortiAnalyzer to improve the recorded
video quality without manually focusing the cameras.

To use the zoom and auto-focus functions in the GUI:

1. Goto FortiRecorder > Camera Manager.

2. Inthe tree menu, click Camera, and select an authorized camera from the list. Three new icons appear below the

preview image: Zoom In, Zoom Out, and Auto-Focus.

E:E FortiRecorder v Camera Manager Monitor Face Recognition

ADOM:root 2 @ >~ L3 A adminv
1B Camera Edit Camera Device
[= Camera Profile
= Video Profile Name FCM-FD40-9d4c
© Schedule Location
Model FCM-FD40 )
Profile H265 L+ ®

Face Recognition m

Network

Infrared

Video »

Audio ¥

3. Tozoomin, click the Zoom In icon several times, and then click the Auto-Focus icon. Wait several seconds for the
camera to zoom in and auto-focus.
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='E FortiRecorder v

- Camera Manager Monitor Face Recognition

183 Camera Edit Camera Device

= Camera Profile

[= Video Profile Name FCM-FD40-9ddc
O Schedule Location
Model FCM-FD40
Profile 11265

Face Recognition  [E§]

Network 9
Infrared »
Video ¥

Audio ¥

ADOM:root 2 @ >~ L3 A adminv

4. Tozoom out, click the Zoom Out icon several times, and then click the Auto-Focus icon. Wait several seconds for

the camera to zoom out and auto-focus.

<« C A Notsecure | 172.30.144.92/p/app/#/adom/fortirecorder/manager/camera/edit/FCM-FD40-9d4c

i3 Apps €25 oriole &3 Mants @ POC -y Google Search Ope.. [@] HCM @ ADP payroll

&8  FortiRecorder v CameraManager Monitor Face Recognition

@ Camera

Edit Camera Device
= Camera Profile

[= Video Profile Name FCM-FD40-9d4c
© Schedule Location
Model FCM-FD40
Profile 1265

Face Recognition  [E§]

Network
Infrared »
Video »

Audio ¥

[@ Telo G windows kuaijiejian... @) Fortinet 42§ The Fortinet Cookb..

)

% R

B2 Charles Schwab Cli.. () & Query: Advance.

®a= @O

© Frortinet »

ADOM:root (3 @ >~ Q3 A adminv
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5. Click Monitor to view the changes you made to the camera settings.

FortiRecorder v Camera Manager Monitor Face Recognition ADOM:root 3 @ >~ Q3 A adminv

=+ Add Widget

[ FeM-FD40-9d4c

FCM=FE40=add e /GUT =0700./ 2020/07/06 15:00:58

Fapdosdde |01 1 | [ eI [ 11 [ (1 W EE TEEEI WL T @

15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:.00 00:00 01:00 0200 03:00 04:00 0500 06:00 07:00 08:00 0900 10:00 11:00 1200 13:00 14:00 1
Sun 5 July Mon 6 July
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Fabric Management Platform

This section lists the new features added to FortiAnalyzer for Fabric Management Platform.
List of new features:

 Single pane on page 152
o Prompt admin to register FortiAnalyzer with FortiCloud on page 152
« FortiManager support for FortiAnalyzer HA on page 158
« Online update and verification for third-party certificates (OCSP stapling) on page 158
« FortiAnalyzer firmware upgrade from FortiGuard servers on page 160

Single pane

This section lists the new features added to FortiAnalyzer for single pane.
List of new features:

o Prompt admin to register FortiAnalyzer with FortiCloud on page 152

» FortiManager support for FortiAnalyzer HA on page 158

» Online update and verification for third-party certificates (OCSP stapling) on page 158
o FortiAnalyzer firmware upgrade from FortiGuard servers on page 160

o FortiAnalyzer GUI accessibility improvements 6.4.4 on page 161

Prompt admin to register FortiAnalyzer with FortiCloud

FortiAnalyzer VM users are now required to register their VM license or get a free trial license. You can register a
hardware device directly from the System Settings > Dashboard pane with FortiCloud.

This topic contains the following section:

o Registering a VM license on page 152

o Getting a trial VM license on page 153

« Registering a hardware device on page 155

« Viewing license information with the CLI on page 157

Registering a VM license

>ﬂ To download a VM license file, log in to FortiCloud, and click Asset > Manage/View Products.

Select a device from the list, and click the link in the License File field.
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To register a VM license:

1. Go to the FortiAnalyzer VM login page.
2. Click Upload License, and take one of the following actions:

« Drag and drop the license file onto the field.

« Click Browse to navigate to the location of your license file on your computer.
3. Click Upload.

FortiManager-VMé64

This product requires a valid license. If you already purchased

the license, please upload it now. If you want to evaluate this

product, please log in your FortiCloud account to start the free
trial.

CJUTEEIEESE & Login with FortiCloud

Upload file by drag & drop here nr‘ ‘

Upload

Getting a trial VM license

If a VM license is not associated with your FortiCloud account, you can get a free trial license for up to three devices.
Trial licenses do not expire.

To get a trial VM license:

1. Go to the FortiAnalyzer VM login page.
2. Click Login with FortiCloud.

3. Enteryour FortiCloud account credentials, and click Login. If you do not have a FortiCloud account, click Create
Account.

FortiManager-VMé64

This product requires a valid license. If you already purchased
the license, please upload it now. If you want to evaluate this
product, please log in your FortiCloud account to start the free
trial.

[-QVALELIRCLEC @ Login with FortiCloud

u test5018@qatest.com ‘
u [—— |

Create Account  Forgot Password

FortiAnalyzer VM connects to FortiCloud to get the trial license, and the system reboots.
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4. Logback into FortiAnalyzer VM.

FortiAnalyzer 6.4.0 New Features Guide

FortiManager-VMé64

You have logged in successfully to FortiCloud. The system is
restarting to apply the trial license. Please wait for a few
moments.

FortiManager-VMé4

Administrators
Profile
Remote Authentication Server
Admin Settings
SAML SSO
EB Certificates
Local Certificates
CA Certificates
CRL
Remote Certificates
& Event Log
[T Task Monitor
B Advanced
SNMP
Mail Server

Syslog Server

Fortinet Inc.

System Information
Host Name
Serial Number
Platform Type
HA Status
System Time
Firmware Version
System Configuration
Current Administrators
Up Time

Administrative Domain

System Resources

\

21%

Average CPU Usage

[Multi-Core Details]

147-FortiCloud-Demo
FMG-VMTM20090011
FMG-VM64

Standalone

Fri Feb 21 14:50:08 2020 PST
v6.4.0-build1961 200220 (Interim)
Last Backup : N/A

admin /1 in total

12 minutes 6 seconds

oFF
w
26% 6%
Memory Usage Disk Usage

2 % License Information

re & FortiCloud
EEVM License
[@ Management
FortiGuard

e

& Q Update Server

a

Unit Operation

FORTINET

FortiManager-VMé64

@ Registered

Type
Devices/VDOMs
VM Meter Service
Server Location
AntiVirus and IPS
Web and Email Filter

FortiClient Update

C Restart

Alert Message Console

Time Message

test5018@qatest.com

Trial License

No License

& Global Servers
192.168.100.205
192.168.100.206

192.168.100.207

0of3

’ admin v
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6. To view your trial license in FortiCloud, log in to your account, and click Asset > Manage/View Products.

« C @ support-dev.corpfortinet.com/product/viewproducts.aspx

* O
FortiCloud tests018@qatest.com &8+
Customer Service & Support Home Assistance Download Feedback 934510 Fortinet &

View Total Records : 3

Products Filter: Off @

€ Advanced Search Please enter product SN or description... Q

Serial Number a Description$

Ship Date® Registration Date$
FCTEMSTA19090045 FortiClient EMS Cloud 2019-12-12
FG6HOES819900779 2019-07-12 2019-11-21
FMG-VMTM20090011 2020-02-21

Registering a hardware device

To register a hardware device:

1. To verify the license is not registered, log in to FortiCloud, and click the Assets tab. If you do not see your device,
then it is not registered.

Foﬂicf(;l\:l kylezhang@fortinet.com &8 v
Customer Service & Support Home Assistance Download Feedback —.

View

About To Expire

© Aavanced e Plsse et procuct SN or dscpln.. Q

Products

Serial Number a

Description$ Ship Date® Registration Date$
FACY FAC 2019-12:03
FGTE0D4614007595 2014-08-04 2014-09-03
FGYMO1TM19000854 2019-02-06
FGVIMO1TM19000944 2013-03-11
FGVMO1TM 19001008 2019-03-15
FMG3HE3R15000001 @ 20191223 20191223
FMGAWSTM 18000045 oieeroh

Corporate How to Buy Products Services & Support £3FortinetBlog £ W & in

S

2. In FortiAnalyzer, go to System Settings > Dashboard.
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3. Inthe License Information widget, click Register Now.

3 Dashboard
& All ADOMs

&8 RAID Management

© Network

& HA

2 Admin
Administrators
Profile
Remote Authentication Server
Admin Settings
SAML SSO

&8 Certificates
Local Certificates
CA Certificates
CRL
Remote Certificates

¥ Event Log.

(@ Task Monitor

B Advanced
SNMP
Mail Server
Syslog Server
Meta Fields
Advanced Settings

System Information
Host Name
Serial Number
HA Status
System Time
Firmware Version
System Configuration
Current Administrators
Up Time
Administrative Domain

FortiAnalyzer Features

System Resources
L 4

7%

Average CPU Usage
[Multi-Core Details)

FMG1000D

FMG1KD3A15000085

Standalone

Fri Jan 10 14:22:41 2020 PST

v6.4.0-build5522 200109 (Interim)

Last Backup : N/A

admin /1 in total

4 hours 15 minutes 37 seconds
OFF

OFF

9% 1%

Memory Usage Disk Usage

s

o N,

License Information

& FortiCloud Status

[ Management Devices/VDOMs
FortiGates/Logging
Devices

& FortiGuard Server Location

2 Update Server AntiVirus and IPS
Web and Email Filter

FortiClient Update

Unit Operation

FORTINET

FortiManager-1000D

C Restart
Alert Message Console
Time  Message
lan 10 Notwerlk Intorface nart? ic iin

o x
© Not Registered Register Now
10f 1,000
1
=5 Servers located in US only Vd

96.45.33.84 (@& Sunnyvale, California, United
States)
96.45.33.65 (@ Sunnyvale, California, United
States)
96.45.33.98 (@ Sunnyvale, California, United
States)

4. Enteryour device information in the FortiCloud window, and click OK. FortiAnalyzer sends the information to

FortiCloud.

N\
FortiCloud

FM3K9E3M15000018

Serial Number

Account ID/Email | kylezhang@fortinet.com

Password
Register
Country/Region

Reseller

| canada

Forgot your password?

After the information is synchronized, the Status changes to Registered.
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System Settings v S oo Q1§ adminv
€ Dashboard 1 Toggle Widgets v
& All ADOMs =
z o < . P
% RAID Management System Information 2 % License Information oox
O Network Host Name FMG1000D rd & FortiCloud Status  Registered
& HA Serial Number FMG1KD3A15000085 Account ID kylezhang@fortinet.com
2 Admin v HA Status Standalone Company Fortinet
Administrators System Time Tue Jan 14 17:03:07 2020 PST Ve Support Contract ~ Hardware + Return to factory (Expires 2021-01-12)
Profile Firmware Version v6.4.0-build5522 200109 (Interim) & Firmware & General v Web/Online Support (Expires 2021-01-12)
Remote Authentication Server System Configuration Last Backup : N/A Al Updates
Admin Settings CoetAdminGiios /A = Enhanced Support 8x5 Support (Expires 2021-01-12)
SAML SSO Up Time 16 minutes 15 seconds [@ Management Devices/VDOMs 10f1,000
e Y| Administrative Domain o FortiGates/Logging 1
Local Certificates i
FortiAnalyzer Features OFF Devices
CACertinicates 8 FortiGuard Server Location © Global Servers a
CRL System Resources Hox Q Update Server AntiVirus and IPS 192.168.100.220
Re ifi
EmoEe Certicates B n 1 Web and Email Filter  192.168.100.171
& Event Log —
FortiClient Update 192.168.100.207
Task Monitor 0, 0, 0,
5 5% 8% 1%
B: Advanced o7 Unit Operation oox
SNMP
Mail Server Average CPU Usage Memory Usage Disk Usage
bt FORTINET
Syslog Server
Meta Fields
FortiManager-1000D
Advanced Settings
C Restart o)

5. Go back to the Assets page in FortiCloud to verify the device is registered.

Forticﬁ ylezhang@fortinet.com 838 v
Customer Service & Support Home Assistance Download Feedback 297299 Fortinet ==
View Total Records : 8 e R
Products Filter: OFf @ 3
Prease et prodct st o eserplon. @
Serial Number « Description® Ship Dates Registration Date s
FACMTM19001045 FAC 20191203
FGT60D4614007595 20140804 201400:03
FGVMO1TM19000854 201903.06
FGVMOTTM19000944 20190311
FGVMO1TM19001008 20190315
FMGIKD3AT5000085 20150527 20200203
FMG3HESR15000001 20101223 20191223
FMGAWSTM18000045 201807-26

Corporate How to Buy Products Services & Support

Viewing license information with the CLI
You can view the license status and information by using the CLI.

To view the license status in the CLI:

get system status

To view the license information in the CLI:

diagnose debug vminfo
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To connect the VM to FortiCloud when you set up the device:

diagnose debug enable
diagnose debug application vmd <integer>

Online update and verification for third-party certificates (OCSP stapling)

You can enable Anycast to optimize the routing performance to FortiGuard servers. Relying on Fortinet DNS servers,
FortiAnalyzer obtains a single IP address for the domain name of each FortiGuard service. BGP routing optimization is
transparent to FortiAnalyzer. The domain name of each FortiGuard service is the common name in that service's
certificate. The certificate is signed by a third-party intermediate CA. The FortiGuard server uses the Online Certificate
Status Protocol (OCSP) stapling technique, enabling FortiAnalyzer to always validate the FortiGuard server certificate
efficiently.

This feature focuses on the Anycast option and TLS handshake using OCSP stapling when connecting to the FortiGuard
server.

To enable online update and verification for third party certificates:

1. Enable Anycast support:
config fmupdate fds-setting
set fortiguard-anycast enable
set fortiguard-anycast-source {aws | fortinet}
end

When Anycast is enabled, FortiAnalyzer only completes the TLS handshake with a FortiGuard server that provides a
good OCSP status for its certificate. Any other status will result in a failed SSL connection. Also, FortiGuard enforces
connection only over port 443.

FortiAnalyzer connecting to FortiGuard:

FortiAnalyzer embeds CA bundle that includes third party intermediate CA and the root CA.
FortiAnalyzer finds FortiGuard IP address from the DNS.

FortiAnalyzer initiates TLS handshake with the FortiGuard IP address.

FortiGuard servers provide certificates with its OCSP status: good, revoked, or unknown.
FortiAnalyzer verifies CA against the root CA within the CA bundle.

FortiAnalyzer then verifies the intermediate CA's revoke status against the root CA's CRL.
Finally, FortiAnalyzer verifies the FortiGuard certificate OCSP status.

Nooaobkobh-=

OCSP stapling is reflected on the signature interval (currently, 24 hours), and good means that the certificate is not
revoked at that timestamp. The FortiGuard servers query the CA's OCSP responder every four hours and updates its
OCSP status. If the FortiGuard server is unable to reach the OCSP responder, it keeps the last known OCSP status for
seven days. This cached OCSP status is immediately sent out when a client connection request is made, which
optimizes the response time.

FortiManager support for FortiAnalyzer HA

You can manage FortiAnalyzer HA via FortiManager. FortiManager retrieves the cluster member list and updates the
information whenever it changes, including FortiAnalyzer HA failover or a change in members.
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To enable support for FortiAnalyzer HA:

1. Go to Device Manager > Device and Groups.
2. Click the down arrow next to Add Devices. Select Add FortiAnalyzer.
The Add FortiAnalyzer dialog opens.

Add FortiAnalyzer

(® Discover

Device will be probed using a provided IP address and credentials to determine model
type and other important information

=) 03121202 |
B admin |
u ] ®|

Next >

3. From the Add FortiAnalyzer box, add FortiAnalyzer HA to FortiManager DVM by HA cluster's VIP, and click Next.
The FortiAnalyzer HA is discovered with its HA status information. Click Next to continue.

Add FortiAnalyzer

The following information has been discovered from the device:

IP Address 10.3.121.202

Host Name FAZVM6&4-HA

SN FAZ-VMTM20001379
Model FortiAnalyzer-VMé4
Firmware Version 6.4.0, build5792 (GA)
HA Status Active - Passive
Administrator admin

Please input the following information to complete addition of the device:

Name FAZVMé&4-HA|

Description Description

Next >

4

FortiAnalyzer HA is added successfully. Click Finish.

Add FortiAnalyzer

Status:
o FortiAnalyzer Added Successfully

Finish

4. Inthe tree menu, select Managed FortiAnalyzer. The device status icon is shown as the HA cluster and the SN is
shown as the primary SN.

E25  DeviceManager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM:FAZHA 03 @ >- Q1 (@) admin v

ice %5 Column Settings ~
1P Address Platform
| O wrazvmes 10.3.121.202 FortiAnalyzer-VM64 FortiAnalyzer 6.4.0,build5792 (Interim) FAZ-VMTM20001379

SN

Firmware Version

FortiManager DVM gets an update after the failover on FortiAnalyzer in 300 seconds. Here, the previous primary

"FAZ-VMTM20001379" becomes the secondary, and the new primary is "FAZ-VMTM20001378".
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-2 DeviceManager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM:FAZHA 1 @ >- Q1 (§) adminv

SN
O  &FAZVMé4 10.3.121.166 FortiAnalyzer-VMé4

FAZ-VMTM20001378

‘Q' You can get the HA status update immediately, select the FortiAnalyzer device and either
- click Refresh Device from the toolbar, or right-click and select Refresh.

To check the DVM device list in the CLI:

1. View the DVM device list once FortiAnalyzer HA is added to FortiManager:
diagnose dvm device list

It will have correct HA cluster information, including member list and role.

2. View the DVM device list after the failover on FortiAnalyzer:
diagnose dvm device list

It will have the updated HA cluster information. The previous primary changes to secondary and vice versa.

FortiAnalyzer firmware upgrade from FortiGuard servers

You can upgrade FortiAnalyzer firmware by using images available on FortiGuard servers. A green checkmark beside
the available firmware images indicates the recommended FortiAnalyzer upgrade path. You can also upgrade to a
firmware image that is not recommended if desired.

To upgrade FortiAnalyzer firmware in the GUI:

1. Go to System Settings.

2. Inthe System Information widget, beside Firmware Version, click Update Firmware.
The Firmware Management dialog box opens.

Firmware Management

Current Version v6.4.0-build5663 200210 (Interim)

Upload Firmware
Upload file by drag & drop here or

FortiGuard Firmware 6.2.2(1183)

&

3. From the FortiGuard Firmware box, select the version of FortiAnalyzer for the upgrade, and click OK.

The FortiGuard Firmware box displays all FortiAnalyzer firmware images available for upgrade. A green checkmark
displays beside the recommended image for FortiAnalyzer upgrade.
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Firmware Management

Current Version v6.4.0-build5663 200210 (Interim)

Upload Firmware
Upload file by drag & drop here or

FortiGuard Firmware 6.2.2(1183) &
6.2.1(1121)
6.2.0 (1050)

Al
‘Q' Because this image was captured before the release of FortiAnalyzer 6.4.0, a green
- checkmark is not yet available.

If you select an image without a green checkmark, a confirmation dialog box is displayed. Click OK to continue.

Firmware Download

Upgrade to selected firmware version is not recommended, would you like to continue?

o

FortiAnalyzer downloads the firmware image from FortiGuard.

Firmware Management

Downloading the selected image file...

Total: 1/1, @ Pending: 1, <* In Progress: 0, @
Completed: 0

I afi

Index Name Status Time Used History

&

FortiAnalyzer uses the downloaded image to update its firmware, and then restarts.

Firmware Management

4.> The image has been uploaded successfully and the system is restarting. Please wait for a
few moments.

&

After FortiAnalyzer restarts, the upgrade is complete.

FortiAnalyzer GUI accessibility improvements -6.4.4

FortiAnalyzer now implements a high contrast dark theme in order to make the FortiAnalyzer GUI more accessible, and
to aid people with visual disability in using the FortiAnalyzer GUI.
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Device Manager

-

Y

FortiGuard

- J

(&

Login

Policy & Objects

-

Y

FortiSwitch Manager

-

AP Manager

-

Y

FortiView

-

HA Primary o ADOM:root = Lock

VPN Manager

-

Y

System Settings

-

Fabric View
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= = AP Manager v

M Save Install Wizard

AP Profile

SSID

WIDS Profile
Bluetooth Profile
QoS Profile

Bonjour Profile

Managed APs Monitor Map View WiFi Profiles

Create New SSID Profile

Interface Name
Alias

Traffic Mode
Address
IP/Network Mask
IPvé6 Address

Administrative Access

IPv6 Administrative Access

DHCP Server
Networked Devices
Device Detection
WiFi Settings

SSID

HAPrimary ' & ADOM:root Unlock [ ® >- (A )admin v

G2 Central Management

SSID-Guest

0.0.0.0/0.0.0.0

EAHTTPS EPING E2ssH
Osnmp @uTTP OTELNET
OFMG-Access OAuto-Ipsec [ORADIUS Accounting

EHTTPS EPING EassH
OsNmP G@HTTP OTELNET
OAny OFMG-Access

0 -
fortinet

To change the currently active theme to the High Contrast Dark theme:

1. Goto System Settings > Admin > Admin Settings.
2. Scroll to View Settings > Theme.
3. Select the High Contrast Dark theme tile from the available theme tiles.
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4. Click Apply.
Admin Settings
View Settings

Language ‘ Auto Detect

Theme Blueberry ‘ Kiwi ‘ ‘ Cherry ‘ ‘ Plum ‘
Spring . Summer | ‘ Autumn ‘ lnter
‘ Space ‘ . Callalily | Lily Blnary Tunnel ‘ D|V|ng ‘

Dreamy H Technology H Landscape
‘ Canyon J Northern Light Astronomy H FISh ‘

Pengum ‘ Mountaln ‘ Polar Bear ‘ Parrot

‘ Cave ‘ ‘ ngh Contrast

o
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This section lists the other new features added to FortiAnalyzer.
List of new features:

o FortiAnalyzer Application logs on page 165

FortiAnalyzer Application logs

FortiAnalyzer applications such as incident management and automation playbooks generate local audit logs,
accessible in LogView under each ADOM.

og Vie ADO OAR © B o
 FortiGate v All Device ® La Da ar 03 To Mar 10 A o <
* Traffic Add Filter YW ©
9 Security Y # V¥ Date/Time  Device ID User Sub Type EventType  Action Description Message
Antivirus 1 03-03 17:52 incident attachment add Note Attached to Incident Softwar:
Intrusion Prevention 2 03-03 17:52 system  playbook run-stat Incident Attachment Added Task 'At
Application Control 3 03-03 17:52 incident config add New Incident Created Inciden
4 03-03 17:52 incident config add New Incident Created Inciden
Web Filter 5 03-03 17:52 system  playbook run-stat Incident Created Task 'Cr
DNS 6 03-0317:52 system  playbook run-stat Incident Created Task 'Cr
VolP 7 03-03 17:52 system  playbook run-stat Looking Up Events Task 'G¢
FortiClient o 8 03-03 17:52 system  playbook trigger triggered : Playbook Triggered by Incident Playboc
9 03-03 17:52 system  playbook trigger triggered : Playbook Triggered by Incident Playboc
Event 10 03-03 17:52 system  playbook trigger triggered : Playbook Triggered by Incident Playboc
SSL 11 03-03 17:52 system  playbook trigger triggered  Playbook Triggered by Incident Playboc
¥ Event >|12 03-03 17:52 system  playbook run-stat Report Scheduled Task 'Rt
. 13 03-03 17:52 system  playbook run-stat Endpoint Vulnerability Scan Requested Task 'Rt
FortiClient >
14 03-03 17:52 system  playbook run-stat Endpoint AV Quick Scan Requested Task 'A\
FortiAnalyzer MEE] 03-03 17:52 system  playbook run-stat Endpoint Software Inventory Requested Task 'Ge
16 03-03 17:52 incident attachment add Note Attached to Incident Note at
2, Custom View > |17 03-03 17:52 system  playbook run-stat Incident Attachment Added Task 'At
18 03-03 17:52 system  playbook run-stat Looking Up Events Task 'Ge
B Log Browse
19 03-03 17:52 incident attachment add Report Attached to Incident Report
[B] Log Group - S
E< Total logs for analytics: 56 days 6 hours. 50 v |ltems per page 2 3 4 5 »  ~0.008Second

In the root ADOM, administrators can view the local event logs and the application logs of the root ADOM.
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FortiAnalyzer

2, Custom View
B3 Log Browse

[ Log Group

A 900 oca © Da 0 o 0 ® (o) €
Add Filter 0| Q K2
# ¥ Date/Time Device ID Sub Type User Message
1 03-0316:59 logfile system Rolled log file tlog.1583283537.log of device ...
2 03-03 16:59 report system Start generating SQL report [S-10007_t1000...
3 03-0316:59 report system Report [S-10007_t10007-IPS Report-2020-0...
4 03-03 16:59 report system report[S-10007_t10007-IPS Report-2020-03.
5 03-03 17:00 report system Start generating SQL report [S-10025_t1002...
6 03-03 17:00 report system Report [S-10025_t10025-Cyber Threat Asses...
7 03-03 17:00 report system report[S-10025_t10025-Cyber Threat Assess...
8 03-03 17:00 logfile system Rolled log file tlog.1583283608.log of device ...
9 03-03 17:00 report system Start generating SQL report [S-10007_t1000...
10 03-03 17:00 report system Report [S-10007_t10007-IPS Report-2020-0...
11 03-03 17:00 report system report[S-10007_t10007-IPS Report-2020-03...
12 03-0317:01 report system Start generating SQL report [S-10007_t1000...
13 03-0317:01 report system Start generating SQL report [S-10007_t1000...
14 03-0317:01 report system Report [S-10007_t10007-IPS Report-2020-0...
15 03-0317:01 report system report[S-10007_t10007-IPS Report-2020-03...
16 03-0317:01 report system report[S-10007_t10007-IPS Report-2020-03...
17 03-0317:01 report system Report [S-10007_t10007-IPS Report-2020-0.
18 03-0317:01 logfile system Rolled log file tlog.1583283684.log of device ...
19 03-03 17:02 report system Start generating SQL report [S-10007_t1000...
20 03-03 17:02 report system Report [S-10007_t10007-IPS Report-2020-0...
21 03-03 17:02 report system report[S-10007_t10007-IPS Report-2020-03...
22 03-03 17:02 report system Start generating SQL report [S-10007_t1000...
23 03-03 17:02 report system Report [S-10007_t10007-IPS Report-2020-0...
24 03-03 17:02 report system report[S-10007_t10007-IPS Report-2020-03...

£= Total logs for analytics: 60 days 13 hours.

n2.n217.00

Use Log Browse to find application log files.

 FortiGate
2 Traffic
@ Security
Antivirus
Intrusion Prevention
Application Control
Web Filter
DNS
VolP
FortiClient
Event
ssL
B Event
FortiClient

FortiAnalyzer

Application

2 Custom View

Add Filter
( # Device Name Serial Number VDOM
C 1 self SOAR
C 2 .self SOAR

[ Log Group
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E—

ribin

50 -+ |ltems per page 2 3
200 ®OLla Da
Type File Name
App Events rlog.1583790046.log.gz
App Events rlog.log

e ot b B el A P s bt et s

~ 0.002 Second

To Size

2020-03-09 14:40:¢ 2020-03-10 14:3 1.3M
2020-03-10 14:40:1 2020-03-10 16:5 3.5M
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