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Change Log

Date Change Description

2023-12-11 Initial release.

2023-12-20 Updated Configuring authentication for administrators on page 15.
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About this guide

About this guide

The purpose of this guide is to aid in the configuration of two-factor authentication (2FA) using FortiAuthenticator for
Fortinet solutions and other third party products.

Testing was performed with the following product versions:

» FortiAuthenticator 6.3.0
o FortiGate 7.0.0

» FortiManager 7.0.0

o FortiAnalyzer 7.0.0

« FortiWeb 6.4.0

o FortiMail 6.4.5
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FortiAuthenticator setup

FortiAuthenticator setup

This section includes configuration information for the FortiAuthenticator. Any deviations from this configuration will be
detailed in the relevant section. For more information on the setup and configuration of the FortiAuthenticator, see the
Administration Guide.

This section includes the following information:

« Initial setup on page 7

« System settings on page 8

» Creating a test user and token on page 8

» Configuring RADIUS settings on page 10

o Optional: Enabling FortiToken Mobile push notifications on page 12

Initial setup

Upon initial deployment, the FortiAuthenticator is configured to the following default settings:

Port 1 IP: 192.168.1.99
Port 1 Netmask: 255.255.255.0
Default Gateway: 192.168.1.1

These settings can be modified by configuring a PC to an address on the same subnet and accessing the GUI via
https://192.168.1.99/. Alternatively, you can configure these settings using the CLI.

To configure basic settings using the CLI:

1. Connect the management computer to the FortiAuthenticator using the supplied console cable.

2. Loginto the FortiAuthenticator unit using the default credentials below:
Username: admin
Password: <blank>

You will be prompted to change and confirm your new password.

3. Configure the network settings as required, for example:
config system interface
edit portl
set ip <ip-address>/<netmask>
set allowaccess https-gui https-api ssh
next
end
config router static
edit 0O
set device portl
set dst 0.0.0.0/0
set gateway <ip-gateway>
next
end
Substitute your own desired FortiAuthenticator IP address and default gateway. This will give you access to the GUI

through the specified IP address.
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FortiAuthenticator setup

For more information on FortiAuthenticator initial setup, see the FortiAuthenticator Administration Guide in the Fortinet
Document Library.

System settings

Once the initial setup of the FortiAuthenticator is complete, further configuration can be performed through the GUI.

DNS

To enable resolution of the FortiGuard network and other systems such as NTP servers, set your DNS to your local or
ISP nameserver configuration via Network > DNS.

Time synchronization

FortiToken two-factor authentication uses a time-based algorithm to generate token PINs for use in the authentication
process. It is essential that the time is accurate on the FortiAuthenticator system, therefore, NTP time synchronization is
recommended. Change your settings to a local NTP server for accurate timing by going to Dashboard > Status and
clicking the Edit button next to System Time in the System Information widget.

&1 FortiAuthenticator VM FAC-VM0000000000

~ | Edit Time Setting

Current time: Wed Oct 30 17:22:43 2019
Time zone: (GMT-8:00) Pacific Time (US & Canada)
> | Change Date And Time

> Date: (20191030 | oday )
> | Time: 172245 now ©

> | @NTP enabled

Fortinet SSO Methods

Monitor

Certificate Management
NTP server 2:

Loggin;
sene O Enable authentication

Creating a test user and token

Registering FortiToken

In order to test two-factor authentication, a token is required. The configuration instructions included in this guide use

FortiToken.
) ! 7, For security reasons, a token can only be automatically registered from the FortiGuard
q network a single time. If you need to register it a subsequent time, please contact Fortinet
= support.
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FortiAuthenticator setup

To register a FortiToken:

1. Go to Authentication > User Management > FortiTokens, and select Create New.

2. Selectthe Token type and enter the FortiToken Serial number or Activation code. Click OK.
Once registered, tokens will be displayed with an Available status.

&1 FortiAuthenticator VM FAC-VM0000000000

loggedinasadmin 3 @ @ <EF
System Create New FortiToken

>
Authentication v
>

Token type: Rl FortiToken Mobile
& User Account Policies C® Add all FortiTokens from the same Purchase Order
& User Management v
vl numbers
Local Users
RIS YYou can also import multiple FortiTokens simultaneously from a file.
[import Multiple]
Remote User Sync Rules
Social Login Users “ Cancel
Guest Users.

User Groups
Usage Profile
Organizations
Realms
FortiTokens
MAC Devices

Creating a test user

Create a single test user with RADIUS authentication and FortiToken two-factor authentication enabled.
To create the user:

1. Go to Authentication > User Management > Local Users, and click Create New.
2. Enter a username and password for the local user.

The configuration instructions included in this guide use the username John.Doe.
3. Enable Allow RADIUS authentication, and click OK to access additional settings.

Create New Local User
Username: John.Doe
Password creation Specify a password -
Password: ~ esesssss
Password confirmation:  sssesees
@ Allow RADIUS authentication
Force password change on next logon
Role

Role:

@ Full permission
1AM

Account: [Please Select | v

“ e

4. Enable Token-based authentication and choose Deliver the token code by FortiToken.
Select the FortiToken added earlier from the relevant dropdown menu.

5. Setthe Delivery method to Email. This will automatically open the User Information section where you can enter the
user email address in the field provided.
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FortiAuthenticator setup

6. Click OKto save changes to the local user.

Edit Local User

The local user ‘john.doe" was added successfully. You may edit it again below.

Username: john.doe
Disabled
Password-based authentication | change passuora

@ Token-based authentication

Deliver token code by: Email | SMS

rarcvare [T Clows

Token: [ Please Select | v
Activation delivery method: ([Tl sms
Temporary token

© Allow RADIUS authentication
Force password change on next logon
© Syncin HA Load Balancing mode
User Role
Role: Sponsor | User
© Full permission
Web service access
Restrict admin login from trusted management subnets only
User Information
First name:
Email
Mobile number

Street address:

City:
Country:

Language: Use default v
FortiToken Logo: [ Please Select] v

© Alternative Email Addresses
Password Recovery Options
Groups

Usage Information

Email Routing

£ TACACS+ Authorization
RADIUS Attributes
Certificate Bindings

Devices

Configuring RADIUS settings

Before any device can connect to the FortiAuthenticator, it must be configured as a RADIUS client and assigned to a
RADIUS policy. Until this is done, FortiAuthenticator will ignore authentication requests. You must repeat this process for
each device that you wish to authenticate against the FortiAuthenticator.

Dual (Email & SMS) Test Token

Last name:
Phone number:

SMS gateway: Use default

State/Province:

Adding the RADIUS client

To configure the RADIUS client:

1. In Authentication > RADIUS Service > Clients, click Create New.

2. Enter a unique name for the RADIUS client and the IP from which it will be connecting.
This is the IP address of the RADIUS client itself, e.g., a FortiGate, not the IP address of the end-user's device.

3. Enter a password for Secret.

The secret is a pre-shared secure password that the device, e.g., FortiGate, uses to authenticate to

FortiAuthenticator.

FortiAuthenticator 6.6.0 RADIUS 2FA Interoperability Guide
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FortiAuthenticator setup

4. Click OKto save changes to the RADIUS client.

&1 FortiAuthenticator VM FAC-VM0000000000

Logged in a5 admin

0O 0 & <u

System

> | Create New Authentication Client

Authenicaton < | Name: [—
& User Account Policies > | Client address: ® IP/Hostname O Subnet O Range
& User Management >
& Self-service Portal > | Secret:
& Portals > | C Accept RADIUS accounting messages for usage enforcement
3 Remote Auth. Servers >

QB Support RADIUS Disconnect messages

& RADIUS Service v

Policies “ cancel
Clients
EAP

Services

Custom Dictionaries

Creating the RADIUS policy

To create the RADIUS policy:

1. In Authentication > RADIUS Service > Policies, click Create New.

2. For RADIUS clients, enter an identifiable policy name and description, and add the newly created RADIUS client to
the policy. Click Next.

== FortiAuthenticator VM FAC-VMO0000000000

Logged in a5 admin

0O 0 & <%

System

>
Authentication . RADIUS clients RADIUS attribute criteria Authentication type Identity source Authentication factors RADIUS response
& User Account Policies >
Policy name: FortiGate
& User Management >
X Policy description: FortiGate RADIUS Policy
& Self-service Portal >
I Portals R RADIUS clients: Available RADIUS Clients @ Chosen RADIUS Clients @
= Filte FortiGate (172.27.2.247)
52 Remote Auth. Servers > Q

& RADIUS Service v

Policies
Clients
EAP
Services
Custom Dictionaries
& LDAP Service
& OAuth Service
B saMmLIdP
28 FAC Agent.
Fortinet SSO Methods

Choose all Remove all

Monitor

Certificate Management

Logging

3. For RADIUS attribute criteria, no settings are required. Click Next.
4. For Authentication type, select Password/OTP authentication, and click Next.
5. For Identity source, choose a username format, and select the local realm. Click Next.

== FortiAuthenticator VM FAC-VMO0000000000

pr— o S

Logged in a5 admin

0O 0 & <%

System

Authentication factors RADIUS response

Authentication

& User Account Policies
& User Management

& Self-service Portal

Username format:

@ username@realm
O realm\username
O realm/username

v v v v v &y

& Portals Default @ Realm Allow Local Users To Override Remote Users | Use Windows AD Domain Authentication Groups @ Delete
3 Remote Auth. S [
cmote Ay crvers O] local | Local users v @ @ Qrilter: (4]
& RADIUS Service v
Policies | [+s0aream |
Clients

Services

Custom Dictionaries
& LDAP Service

& OAuth Service

B saMmLIdP

28 FAC Agent.

6. For Authentication factors, select Every configured password and OTP factors, and click Next.
In this menu you can also enable the option to Allow FortiToken Mobile push notifications.

7. For RADIUS response, review the policy, and click Save and exit.
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Optional: Enabling FortiToken Mobile push notifications

When push notifications are enabled, users can accept or deny authentication requests directly from a notification on
their device.

To configure FTM push on FortiAuthenticator:

1. Before push notifications can be enabled, a Public IP/FQDN for FortiToken Mobile must be configured in System
> Administration > System Access.
If the FortiAuthenticator is behind a firewall, the public IP/FQDN will be an IP/port forwarding rule directed to one of
the FortiAuthenticator interfaces.

System ~ | Edit System Access Settings
& Dashboard >
Administrative Access
Network
© R > | © Require strong cryptography.
TR RS Ml O Enable pre-authentication warning message.
System Access
CLI Access
High Availability
Iidle timeout o
Firmware Upgrade CHdie timeout °
Config Auto-backup GUI Access
SNMP Site title:
Features GUIide timeout:
Licensing, Maximum HTTP header length
FortiGuard HTTPS Certificate: Defaut-Sen ate alforna, L-Sunnyvale, O-Fortigt, OU-Fortauthenicator, (CN-Defaul-Server-Certihcate 3755077 v
RS B HTTP Strict Transport Security (HSTS) Expiry 180
b Certificate authority type: Lol CA
Admin Profiles

CA certificate that issued the server certificate: | Fortinet_CA1_Root | C-US, ST-Calforns, L-Sunnyvale, O-Fortinet, U Cerificate Authority, CN-support, emaiAddress- support@fortinet com v
NetHSMs == Y e CTomp e

TS  Allow all hosts/domain names
Additional allowed hosts/domain names:
4 Messaging

Authentication
Fortinet SSO Methods

Monitor

Certificate Management

Logging Public IP/FQDN for FortiToken Mobile:

Self-Service Portal Access Control Settings

Username input format: ® usemame@realm
O realm\username
O realm/username
 Use default realm when user-provided realm is different from all configured realms
Realms;

Default @ Realm Allow Local Users To Override Remote Users Groups © Delete
®

loca | Local users v

» Filter: o ‘

+ Ads s reaim |

REST API
Restrict number of requests to: 360
For duration: £

The interface that receives the approve/deny FTM push responses must have the FortiToken Mobile API service
enabled.

FortiAuthenticator 6.6.0 RADIUS 2FA Interoperability Guide
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FortiAuthenticator VM FAC-VM0000000000

System ~ | Edit Network Interface
€D erifieed] > | Interface Status
nertace: port
Interfaces
Status: °
DNS
Static Routing 1P Address / Netmask
Packet Capture 1Pva: 17227.2246/255.255.2550
& Administration > | pve:
A Messaging > | Access Rights
Authentication > | Admin access: P Telnet
Fortinet SSO Methods > ©ssH
Monitor > ©nrres
© G (flogin)
Certificate Management > B REST API (/api)
Logging > O Fabric (/api/v1/fabric)
O HTTP (GUN
P sNMP
Services: ©HrPS
© seif-service Portal (/login)
© Guest Portals (/guests)
© SAML IdP (/saml-idp)
© SAMLSP S50 (/saml-sp, /login/saml-auth)
© Kerberos S50 (/login/kerb-auth)
© SCEP (/cert/scep)
€ CRL Downloads (/cert/crl)
© FortiToken Mobile AP (/api/v1 Japi/v1/transfertoken) |
 OAuth Service API (/api/v1/oauth)
©ure
© SCEP (/cert/scep)
© CRL Downloads (/cert/cr)
P RADIUS Accounting Monitor
© RADIUS Auth
© RADIUS Accounting SSO
©\1pap
©1paps
© FortiGate FSSO
©ocsp
© FortiClient FSSO
© Hierarchical FSSO
© DC/TS Agent FSSO
D sysiog

2. Once configured, FTM push notifications can be enabled for clients through the RADIUS policy in the Authentication
factors > Advanced options setting.

System >
T | O o

& UserAccount Policies > | 5 Mandatory two-factor authentication
a8 UserMaragement 5 | @ Verify all configured authentication factors
Password-only authentication
& Portals > Token-only authentication
B2 Remote Auth. Servers > | RADIUS attribute for user IP [Default]
» Adaptive Authentication
Clients © Device authorization
Policies © Advanced options
Certificates © Allow FortiToken Mobile push notifications
Services Application name for FTM
push notification:
Dictionarles O Resolve user geolocation from their IP address
& TACACS Service >  Reject usernames containing uppercase letters
& LDAP Service >
A e . T - I
B samLidp >
FAC Agent >
Fortinet SO Methods >
Monitor >
Certificate Management >
Logging >

FortiAuthenticator 6.6.0 RADIUS 2FA Interoperability Guide
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FortiGate

FortiAuthenticator. See System settings on page 8.

x Before proceeding, ensure that you have configured the RADIUS client and policy on

The FortiGate appliance is the Gateway to your network, therefore, securing remote access, whether to the appliance
itself (administration) or the network behind it (VPN), is critical.

FortiOS supports native two factor authentication using FortiToken, however, to use two-factor authentication on
multiple FortiGate devices, you should use a FortiAuthenticator to enable strong authentication.

To configure two-factor authentication using FortiAuthenticator:

1. Configure FortiAuthenticator local users, RADIUS client, and RADIUS policy:
» Creating a test user and token on page 8
« Configuring RADIUS settings on page 10
2. Configure the RADIUS server on your FortiGate:
« Configuring the RADIUS server on page 14
3. Set up authentication using one or more of the following configurations:
» Configuring authentication for administrators on page 15
« Configuring authentication for SSL-VPN users on page 19
4. Optional: Configure timeout settings on the FortiGate when using FortiToken Mobile push.
» Configuring FortiToken Mobile push on FortiGate on page 21
5. Optional: Validate the configuration.
« Verifying logs on page 21

Configuring the RADIUS server

To configure the FortiGate authentication settings:

1. Goto User & Authentication > RADIUS Servers, and click Create New.
2. Configure the details of the FortiAuthenticator.
3. Enter the shared Secret key, and click OK.

FortiAuthenticator 6.6.0 RADIUS 2FA Interoperability Guide
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4. Click Test Connectivity to test the connection to the server, and ensure that Connection status is Successful.
5. Optionally, click Test User Credentials to test user credentials and validate the group name returned for this user.

To configure the RADIUS server from the CLI:

Edit RADIUS Server

Name FortiAuthenticator

Authentication method [BLEVIE Specify
NASIP

Include in every user group (I

Primary Server

IP/Name 10.100.88.9

Secret sssssens

Connection status @ Successful
Test Connectivity

Test User Credentials

Secondary Server

IP/Name

Secret

config user radius

Configuring authentication for administrators

To configure authentication for administrators with RADIUS 2FA from FortiAuthenticator, you will first need to create a
user group and administrator profile on the FortiGate. The administrator profile should match a user account on the

edit "FortiAuthenticator"
set server "10.100.88.9"

set secret mysecret

next
end

FortiAuthenticator.

Creating user groups

To create a user group:

A owbdhd-=

FortiAuthenticator 6.6.0 RADIUS 2FA Interoperability Guide

Go to User & Authentication > User Groups, and select Create New.
Enter a name for the user group, for example RADIUS _Admins.

Select Firewall as the type.
Under Remote Groups, click Add, and select the FortiAuthenticator RADIUS server from the dropdown list. Click

Fortinet Inc.

15



FortiGate

OK.

iy
‘?' Do not add any local users to this policy in Members as this will cause

RADIUS authentication to fail.

Edit User Group

Name RADIUS_Admins
Type Firewall

Members +

Remote Groups

Remote Server Group Name

& FortiAuthenticator

FortiAuthenticator also supports sending group membership as an AVP. For example, when users configured in the
FortiAuthenticator group FGT_Admins authenticate, the AVP Fortinet-Group-Name=FGT_Admins will be sent in the
Authentication-Accept packet. This can be used to authorize the user onto the FortiGate by allowing only members of
that group.

To create a user group from the CLI:

config user group
edit "RADIUS Admins"
set member "FortiAuthenticator"
next
end

To specify group membership:

1. Inthe FortiGate user group:
a. Double-click on the FortiAuthenticator Remote Group.
b. Select Specify, and enter a RADIUS attribute group name (example: FGT Admins).

FortiAuthenticator 6.6.0 RADIUS 2FA Interoperability Guide 16
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c. Click OK.

Add Group Match

Remote Server o FortiAuthenticator -

Groups Any

FGT_Admins L]

Alternatively, in the FortiGate user group, select Edit in CLI and then enter the following commands to specify
group membership:

config match
edit 1

set server-name "FortiAuthenticator"
set group-name "FGT Admins"
next
end

2. On FortiAuthenticator, go to Authentication > User Management > User Groups.
3. Create or edit a Local user group, and add the administrator(s).
4. Click Add Attribute to add a RADIUS AVP with the following details:

a. Vendor: Fortinet

b. Attribute ID: Fortinet-Group-Name

c. Value: The RADIUS attribute group name (example: FGT Admins).

Edit User Group RADIUS Attribute
Vendor
Attribute ID:
Type:

Value:

d. Click OK.
5. Click OK.

RADIUS attributes can also be added directly to user profiles by going to Authentication > User Management > Local
Users, selecting a user, and clicking Add Attributes in the RADIUS Attributes menu.

N ! /., For administrator and sponsor user roles, the RADIUS Attributes field is available only when
? Sync in HA Load Balancing mode is enabled in Authentication > User Management > Local
3 Users.

FortiAuthenticator 6.6.0 RADIUS 2FA Interoperability Guide
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Creating administrators

To create a RADIUS administrator with 2FA:

1. In System > Administrators, click Create New and select Administrator from the dropdown.
2. Inthe New Administrator page, enter the following, then click OK.

a. Username: Enter the administrator's username (example: johndoe).

b. Type: Match a user on a remote server group.

c. Backup Password: Enter a backup password which can be used in the event that the RADIUS authentication is
unavailable.
d. Administration Profile: super_admin.

e. Remote User Group: Select the previously created RADIUS user group (example: RADIUS_Admins).

Edit Administrator

Username

@& Change Backup Password

0/255

@ Two-factor Authentication
QP Restrict login to trusted hosts
OB Restrict admin to guest account provisioning only

Do not select two-factor authentication at this point. The two factor authentication is
performed external to the FortiGate.

Creating a wildcard administrator account

Wildcard accounts can also be used in order to avoid specifying each user locally. When this option is enabled, any user
included in the remote user group will be able to authenticate as an administrator on the FortiGate.

In order for wildcard authentication to function, the selected remote user group must correspond with a user group on the
FortiAuthenticator. User groups can be created in the FortiAuthenticator GUI by going to Authentication > User
Management > User Groups.

To create a wildcard administrator account:

1. In System > Administrators, click Create New and select Administrator from the dropdown.
2. Create a new administrator with a descriptive name.
The name is for internal purposes only and is not used during authentication.

3. Select Match all users in a remote server group as the administrator Type.
4. Select an Administrator profile.

FortiAuthenticator 6.6.0 RADIUS 2FA Interoperability Guide
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5. Choose the Remote User Group previously created, and click OK.

Edit Administrator

Username WildcardRADIUSAdministrators

£.0/255

Remote User Group & RADIUS_ Admins -

® Restrict login to trusted hosts

Q@ Restrict admin to guest account provisioning only

Once you have created the user group and administrator, log into the FortiGate GUI with the newly created
RADIUS administrator credentials.

After you have entered your username and password, you will be prompted to add the two-factor authentication PIN from
FortiToken. Successful authentication will provide the user with access to the FortiGate, and will generate a login event
on the FortiAuthenticator.

To create a wildcard administrator from the CLI:

config system admin
edit "WildcardRADIUSAdministrators"
set remote-auth enable
set accprofile "super admin"
set wildcard enable
set remote-group "RADIUS Admins"
next
end

Configuring authentication for SSL-VPN users

The process described in this guide is for enabling secure authentication through FortiAuthenticator. It does not include
full configuration instructions for enabling SSL-VPN. For more information on configuring SSL-VPN, please see the
FortiGate Cookbook on the Fortinet Documentation Library.

In order to set up authentication for SSL-VPN users, you must first create a new user group.

To create a user group:

Go to User & Authentication > User Groups, and select Create New.

Enter a name for the user group, for example: SSL-VPN Group.

Select Firewall as the type.

Under Remote Groups, click Add, and select the FortiAuthenticator RADIUS server from the dropdown menu. Click

Ao bdh-=

FortiAuthenticator 6.6.0 RADIUS 2FA Interoperability Guide
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OK.

Edit User Group

Name SSL-VPN Group
Type Firewall

Members +

Remote Groups

Remote Server Group Name

& FortiAuthenticator

You can now create a firewall policy which enables SSL-VPN access into your chosen network.

To configure the SSL-VPN settings:

1. Configure the SSL VPN web portal.
a. Goto VPN > SSL-VPN Portals to edit the full-access portal.
b. Disable Enable Split Tunneling so that all SSL VPN traffic goes through the FortiGate.
2. Configure the SSL VPN settings.
a. Goto VPN > SSL-VPN Settings.
Select the Listen on Interface(s).
Set Listen on Portto 10443.
Set Service Certificate to the authentication certificate.

Under Authentication/Portal Mapping, select the full-access portal for the SSL-VPN group, and choose a portal
for All Other Users/Groups.

3. Configure the SSL VPN Firewall policy.
a. Goto Policy & Objects > Firewall Policy, select IPv4 from the dropdown on the right, and select Create New.

L S Y

Fill'in the firewall policy name.
Set the Incoming Interface to the SSL-VPN tunnel interface(ssl.root).
Set the Source to all and Source Userto the SSL-VPN group.

Set the Outgoing Interface to the local network interface so that the remote user can access the internal
network.

Set the Destination to the internal protected subnet.

Set the Schedule to always, Service to ALL, and Actionto ACCEPT.
Enable NAT.

Configure any remaining firewall and security options as desired.

j. Click OK.

200U

5 Q -
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Open a new browser and navigate to the SSL VPN web portal identified when you set up the SSL-VPN settings
(example: 172.27.2.247:10443). Enter a valid username and password, and select Login, and you will be prompted
to enter a FortiToken PIN. Once entered, you will have access to the SSL VPN tunnel.

Configuring FortiToken Mobile push on FortiGate

By default, the RADIUS servers on FortiGate are configured with a short timeout (5 seconds), which is not long enough
when using FTM push. The timeout must be long enough to allow for:

1. Sending the notification.
2. The end-user to pick up their mobile device and navigate to the FTM app.
3. The end-user to decide whether to approve or deny the request.

The FortiGate also has a short global authentication timeout (5 seconds). When larger than the RADIUS server timeout,

it allows for one or more retries before the FortiGate gives up. This timeout must be at least as long as the
RADIUS server timeout.

Both settings can only be configured using the CLI.

To configure the RADIUS server timeout:

config user radius
edit <RADIUS server name>
set timeout <value, e.g. 30>
end

To configure the global authentication timeout:

config system global
set remoteauthtimeout <value, e.g. 60>
end

For FortiGate SSL-VPN configurations using 2FA, depending on the version of FOS, the push natification is either
automatically triggered after first factor is validated, or when the end user submits the string push in the VPN client.

Ay
‘Q' For instructions on enabling FortiToken Mobile push notifications on FortiAuthenticator, see:
- Optional: Enabling FortiToken Mobile push notifications on page 12.

Verifying logs

You can use the Logging menu tree in FortiAuthenticator to validate the two-factor authentication configuration that you
have set up.
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To verify the two-factor authentication configuration:

1. Login as the remote admin.
2. Goto Logging > Log Access > Logs.

3. From the log list, select the authentication log whose details you need to view by clicking anywhere within the log’s
row.

The Log Details pane will open on the right side of the window.
4. After viewing the log details, select the close icon in the top right corner of the pane to close the Log Details pane.
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FortiManager

FortiAuthenticator. See System settings on page 8.

x Before proceeding, ensure that you have configured the RADIUS client and policy on

To configure two-factor authentication using FortiAuthenticator:

1. Configuring the RADIUS server on page 23
2. Creating an admin user on page 23

Configuring the RADIUS server

To configure the RADIUS server:

1. InFortiManager, go to System Settings > Admin > Remote Authentication Server.
2. Click Create New, and choose RADIUS Server from the dropdown menu.
3. Enter the details of the remote FortiAuthenticator, including the Shared Secret, and click OK.

S.5  System Settings v

€ Dashboard Edit RADIUS Server

& All ADOMs
Name FortiAuthenticator RADIUS
£ Network
Server Name/IP 172.27.2.245
&HA
Port 1812
2 Admin ~

Administrators Connection Status @ Successful
Profile

i A S Sy Secondary Server Name/IP

Admin Settings

Test Connectivity || Test User Credentials

Secondary Server Secret
SAML SSO Test Connectivity | Test User Credentials
B Certificates ~| Authentication Type ANY

Local Certificates Advanced Options >

CA Certificates

CRL

Remote Certificates

B Event Log

Creating an admin user

To create a RADIUS administrator with 2FA:

1. InFortiManager, go to System Settings > Admin > Administrators, and click Create New.
2. Enter a user name for the administrator.
3. Choose RADIUS as the Admin Type, and select the RADIUS Server created in the previous step.
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4. Enter and confirm the administrator's password, and click OK.

S.5  System Settings v ZAORS10.2 ‘ smn
€ Dashboard New Administrator
& All ADOMs
User Name John.Doe
£ Network
Avatar o + Change Photo | = Remove Photo
&HA
Comments
2 Admin
Profile
Admin Type RADIUS

Remote Authentication Server

RADIUS Server FortiAuthenticator RADIUS
Admin Settings
OMatch all users on remote server

SAML S5O
New Password ®
8 Certificates
Confirm Password ®
Local Certificates
CA Certificates Admin Profile: Restricted_User -
L Administrative Domain PG Al ADOMs except specified ones | Specify
Remote Certificates Policy Package Access All Packages [ESSeS
& Event Log JSON API Access None
[@Tesk Monitor Trusted Hosts s
B Advanced ~| Meta Fields >
SNMP Advanced Options >
Mail Server

Syslog Server
Meta Fields

Advanced Settings

Once completed, log into the FortiManager GUI with the newly created RADIUS administrator credentials.

After you have entered your username and password, you will be prompted to add the two-factor authentication PIN from
FortiToken. Successful authentication will provide the user with access to the FortiManager, and will generate a login
event on the FortiAuthenticator.

Creating a wildcard administrator account

Wildcard accounts can also be used in order to avoid specifying each user locally. When this option is enabled, users
included on the RADIUS server will be able to authenticate as an administrator on the FortiManager.

To create a wildcard administrator account:

1. Create a new administrator profile with a descriptive name.
The name is for internal purposes only and is not used during authentication.

2. Select Match all users in a remote server group as the administrator Admin Type.
3. Choose the RADIUS Server previously created.
4. Select an Admin Profile, and click OK.

E25  System Settings v 2 @> A2 (§ adminv
€ Dashboard New Administrator
& All ADOMs
User Name FAC_RADIUS_Admins
£ Network
Avatar G 4 Change Photo | = Remove Photo
&HA
Comments
2 Admin ~
Profile
Admin Type RADIUS
Remote Authentication Server
RADIUS Server FortiAuthenticator RADIUS

Admin Settings
@ Match all users on remote server

SAMLSSO
8 Certificates ~ | Admin Profile Super_User -
Local Certificates Administrative Domain All ADOMs except specified ones | Specify
CA Certificates Policy Package Access Specify
CRL JSON APl Access None
Remote Certificates Trusted Hosts orr
& Event Log Meta Fields >
[ Task Monitor Advanced Options >
s Advanced ~
SNMP
Meail Server

Syslog Server
Meta Fields

Advanced Settings
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FortiAnalyzer

FortiAuthenticator. See System settings on page 8.

x Before proceeding, ensure that you have configured the RADIUS client and policy on

To configure two-factor authentication using FortiAuthenticator:

1. Configuring the RADIUS server on page 25
2. Creating an admin user on page 25

Configuring the RADIUS server

To configure the RADIUS server:

1. InFortiAnalyzer, go to System Settings > Admin > Remote Authentication Server.
2. Click Create New, and choose RADIUS Server from the dropdown menu.
3. Enter the details of the remote FortiAuthenticator, including the Shared Secret, and click OK.

S.5  System Settings v

€ Dashboard New RADIUS Server
& Logging Topology
& All ADOMs

Name FortiAuthenticator

Server Name/IP 17227.2.245
S storage Info
©C storag Port 1812
< Network

& HA Connection Status @ Successful

2 Admin ~ Test Connectivity || Test User Credentials

Administrators Secondary Server Name/IP
Profile Secondary Server Secret sesessee

Test Connectivity || Test User Credentials
Admin Settings Authentication Type ANY -
SAML SSO Advanced Options >

B Certificates ~
Local Certificates
CA Certificates
CRL

Remote Certificates

Creating an admin user

To create a RADIUS administrator with 2FA:

1. InFortiAnalyzer, go to System Settings > Admin > Administrators, and click Create New.
2. Enter a user name for the administrator.
3. Choose RADIUS as the Admin Type, and select the RADIUS Server created in the previous step.
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4. Enter and confirm the administrator's password, and click OK.

S25  System Settings v © 002 (g aminv
€ Dashboard New Administrator
& Logging Topology
User Name John.Doe
& All ADOMs
Avatar o + Change Photo | = Remove Photo
© storage Info
. Comments
£ Network
&HA

2 Admin
Admin Type RADIUS

Administrators

Profile
OMatch all users on remote server
Remote Authentication Server

New Password esecsee

®
Admin Settings
Confirm Password . ®
SAMLSSO
@ Certificates. | Admin Profile Super_User
Administrative Domain EIETINEY Al ADOMs except specified ones | Specify
CA Certificates JSON API Access None
CRL Trusted Hosts. ore
Remote Certificates Meta Fields >
22 Log Forwarding Advanced Options >

Fetcher Management

B Event Log

[2 Task Monitor

Once completed, log into the FortiAnalyzer GUI with the newly created RADIUS administrator credentials.

After you have entered your username and password, you will be prompted to add the two-factor authentication PIN from
FortiToken. Successful authentication will provide the user with access to the FortiAnalyzer, and will generate a login
event on the FortiAuthenticator.

Creating a wildcard administrator account

Wildcard accounts can also be used in order to avoid specifying each user locally. When this option is enabled, users
included on the RADIUS server will be able to authenticate as an administrator on the FortiAnalyzer.

To create a wildcard administrator account:

1. Create a new administrator profile with a descriptive name.
The name is for internal purposes only and is not used during authentication.

2. Select Match all users in a remote server group as the administrator Admin Type.
3. Choose the RADIUS Server previously created.
4. Select an Admin Profile, and click OK.

E25  System Settings v 2 @> N2 (§ adminv

€ Dashboard New Administrator

& Logging Topology
& All ADOMs

User Name. FAC_RADIUS_Admins

O storage I o G 4 Change Photo | = Remove Photo
HHA
2 Admin

Admin Type RADIUS

Administrators

Profile
@ Match all users on remote server
Remote Authentication Server

Admin Settings Admin Profile Super_User

SAML SSO Administrative Domain PRSI ! ADOMs except specified ones | Specify
@B Certificates >| JSONAPI Access None
#* Log Forwarding Trusted Hosts ore
Fetcher Management Meta Fields >
B Event Log Advanced Options >

[2 Task Monitor

E: Advanced >
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FortiWeb

FortiAuthenticator. See System settings on page 8.

x Before proceeding, ensure that you have configured the RADIUS client and policy on

To configure two-factor authentication using FortiAuthenticator:

1. Configuring the RADIUS server on page 27
2. Creating an admin group on page 27
3. Creating an admin user on page 28

Configuring the RADIUS server

To configure the RADIUS server:

1. InFortiWeb, go to User > Remote Server, select the RADIUS Server tab, and click Create New.
2. Enter the details of the remote FortiAuthenticator, including the shared Server Secret.
3. Select OKto create the RADIUS server.

S22 FortiWebVM FortiWeb

& System > | LDAPServer [VNSIVEITIVETE NTLM Server | KDCServer | SAML Server | TACACS+ Server
| FortiView > | Create New RADIUS Server
>

| & user
User Group FortiAuthenticator
Local User
:
PKI User e
B, policy

5 Server Objects

172.27.2.245
1812

Secondary Server Port 1812

Secondary Server Secret

« Application Delivery
& Web Protection

Authentication Scheme DEFAULT v
NASIP 0.0.00

TestRadivs [ ~ Concel

= Machine Learning

@ Web Vulnerability Scan
|l Log&Report

& Monitor

Creating an admin group

To create an admin group with RADIUS authentication:

1. InFortiWeb, go to User > User Group > Admin Group, select Create New.
2. Enter a name for the admin group, and click OK.
3. Click Create New, choose RADIUS User as the User Type, and select the FortiAuthenticator RADIUS server
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created in the previous step.

£33 FortiWeb-VM FortiWeb

£ System >
@ FortiView
| & user

User Group

< <y

User Group
Local User
Remote Server
PKI User
B Policy
5 Server Objects
« Application Delivery
& Web Protection
2 Bot Mitigation
2 AP Protection
10 DoS Protection
M, 1P Protection
0 Tracking
= Machine Learning
@ Web Vulnerability Scan
|l Log&Report
@ Monitor

Edit Admin User Group
Name FAC_Admins
T Cancel
CreateNew | [#Edit | [l Delete | Inser s
D User Type Name
1 RADIUS User FortiAuthenticator

Creating an admin user

To create a RADIUS administrator with 2FA:

o wDb =

S22 FortiWeb-VM FortiWeb

In FortiWeb, go to System > Admin > Administrators, and from the Create New dropdown select Administrator.
Enter a username and password for the administrator.

Select Remote User as the Type.

Choose the previously created Admin User Group.

Select the Access Profile for the administrator, and click OK.

£ System v
Status >
Network >
Firewall
Config >
High Availability >
Admin v

Profiles
Settings
Certificates
Certificates
Maintenance
& FortiView
& User

Once completed, log into the FortiWeb GUI with the newly created RADIUS administrator credentials. Enter the token

when prompted.

Edit Administrator

Administrator
Type

Admin User Group
Wildcard

1Pva Trusted Host #1
1Pva Trusted Host #2
1Pva Trusted Host #3
1Pv6 Trusted Host #1
1Pv6 Trusted Host #2
1Pv6 Trusted Host #3

Access Profile

John.Doe
Remote User -
FAC_Admins -
@
0.0.00/0
0.0.00/0
0.0.00/0

prof_admin -

Cancel

Successful authentication will provide the user with access to the FortiWeb, and will generate a login event on the

FortiAuthenticator.

Creating a wildcard administrator account

Wildcard accounts can also be used in order to avoid specifying each user locally. When this option is enabled, any user

included on the RADIUS server associated with the selected Admin User Group will be able to authenticate as an
administrator on the FortiWeb.
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To create a wildcard administrator account:

Create a new administrator profile with a descriptive name.

The name is for internal purposes only and is not used during authentication.

Choose Remote User as the Type, and enable Wildcard.
Choose the RADIUS Admin User Group previously created.

Select an Access Profile, and click OK.

FortiWeb-VM FortiWeb

£ System v
Status >
Network >
Firewall
Config >
High Availability >
Admin v

Profiles
Settings
Certificates
Certificates >
Maintenance >
& FortiView >
& User >

Edit Administrator

Administrator

Type

Admin User Group
Wildcard

1Pva Trusted Host #1
1Pva Trusted Host #2
1Pva Trusted Host #3
1Pv6 Trusted Host #1
1Pv6 Trusted Host #2
1Pv6 Trusted Host #3

Access Profile

Wildcard Admins
Remote User
FAC_Admins

©

0.0.00/0

0.0.00/0

0.0.00/0

/0

/0

/0

prof_admin
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FortiMalil

FortiAuthenticator. See System settings on page 8.

x Before proceeding, ensure that you have configured the RADIUS client and policy on

To configure two-factor authentication using FortiAuthenticator:

1. Configuring the RADIUS server on page 30
2. Creating an admin user on page 31

Configuring the RADIUS server

To configure the RADIUS server:

1. InFortiMail, go to Profile > Authentication, select the RADIUS tab, and click New.
2. Enter the details of the remote FortiAuthenticator:

« In the Profile name field, enter a profile name.

« Inthe Server name/IP field, enter the fully qualified name (FQDN) or IP address of a server that will be queried
to authenticate email users if they authenticate to send email, or when they are accessing their personal
quarantine.

» Inthe Server portfield, enter the port number on which the authentication server listens. For a RADIUS server,
the port numberis 1812.

 Inthe Protocol dropdown, select an authentication scheme. Here, Password Authentication is selected.

» Inthe Server secretfield, enter the secret required by the RADIUS server.

Ay
‘Q' The secret is identical to the secret configured on the RADIUS server. Here,

FortiAuthenticator.
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3. Click Create to create the RADIUS server authentication profile.

FortiAuthenticator
172.27.2.245
1812

Password Authentication

Creating an admin user

To create a RADIUS administrator with 2FA:

In FortiMail, go to System > Administrator, and click New.
Choose an Admin profile.

Select RADIUS as the Authentication type.
Select the RADIUS profile created in the previous step, and click Create.

e

Access level:
Admin profile:
Access mode: ©Ocu ©Ocul © ResTAPI
Authentication type: | RADIUS -
RADIUS profile [FortiAuthenticator |
Trusted hosts: [o000 /[0 4=
[= /fo |-

Language: English -

Theme: [ Green -

Once completed, log into the FortiMail GUI with the newly created RADIUS administrator credentials.

After you have entered your username and password, you will be prompted to add the two-factor authentication PIN from

FortiToken. Successful authentication will provide the user with access to the FortiMail admin GUI, and will generate a
login event on the FortiAuthenticator.

Creating a wildcard administrator account

Wildcard accounts can also be used in order to avoid specifying each user locally. When this option is enabled, any user
included on the RADIUS server will be able to authenticate as an administrator on the FortiMail.
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To create a wildcard administrator account:

1. Enable the remote_wildcard account.

a. In FortiMail, enter Advanced View from the Simple/Advanced View dropdown on the top right.

b. Go to System > Administrator, and enable the remote_wildcard account.
2. Configure the administrator profile.

a. Editthe remote_wildcard account.

b. Selectan Admin profile.

c. Select RADIUS as the Authentication type, and choose the RADIUS profile. Click OK.

in_prof v| +New.. | BEdit..
© cu © ResTAPI

RADIUS profile [ FortiAuthenticator

Trusted hosts:

Language:
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Third-party RADIUS clients

After completing FortiAuthenticator setup on page 7, please consult the vendor's documentation for information about
configuring your third-party device as a RADIUS client.

Most third-party RADIUS client configurations require the following information obtained from the FortiAuthenticator:

o The name for the RADIUS auth server.

» The IP/FQDN for the RADIUS auth server.

» The port for the RADIUS auth server — the default is port number is 1872.

o The RADIUS secret. This is the same as what is configured on the RADIUS auth server on FortiAuthenticator.

FortiAuthenticator 6.6.0 RADIUS 2FA Interoperability Guide
Fortinet Inc.

33



Troubleshooting

Troubleshooting

Logging
If authentication fails, you can check the FortiAuthenticator log files for additional information.

To debug a bad password:

If the user insists that they have the correct credentials, try resetting the password.

If authentication continues to fail, verify that you have entered the correct shared Secret on both the client and
FortiAuthenticator.

To debug a bad token code:

This issue may be due to a user error (entering the incorrect Token), or caused by a timing issue.
To troubleshoot this issue, verify the following:

« The user is not attempting to use a previously used PIN. You cannot log in twice with the same token PIN.
» The time and time zone on the FortiAuthenticator is correct, and preferably synchronized using NTP.
o The token is correctly synched with FortiAuthenticator.

To debug when nothing is logged:

If the logs do not include either a failure or a successful authentication logged, it is likely due to one of the following:

» The request is not reaching the FortiAuthenticator.

« Verify that any intervening firewalls are permitting the required traffic through the network. RADIUS
authentication traffic requires UDP Port 1812 to be open to the FortiAuthenticator and that pseudo-stateful
responses are allowed to return.

« Therequestis reaching the FortiAuthenticator but is being ignored.

« Iftraffic is seen reaching the FortiAuthenticator (e.g. by packet sniffing) but is being ignored, it is likely that the
requesting client is not configured in the FortiAuthenticator.

« Verify that the client is sending the traffic from the expected IP address and not from a secondary IP address or
alternative interface. The FortiAuthenticator RADIUS server will not respond to requests from an unknown
client for security reasons.

Extended logging

The logs found at Logging > Log Access > Logs provide a summary of events occurring on the system, particularly the
information required for audit purposes (e.g. who logged in and where from). When a more detailed view is required in
order to troubleshoot issues, detailed system application logs can be found by navigating to

https://<FAC IP>/debug.

RADIUS authentication debugging mode can be accessed to debug RADIUS authentication issues.
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From the Service dropdown menu, select RADIUS Authentication, and click Enter debug mode from the toolbar.

Enter the username and password and select OK to test the RADIUS authentication and view the authentication
response and returned attributes.

Traffic sniffing

Wireshark can be used to monitor traffic being sent and received to the FortiAuthenticator by setting it to capture traffic
on UDP port 1812.

RADIUS packet generation

Testing authentication directly without the use of a NAS device is useful to rule out issues with the client. This is most
easily achieved using a tool such as NTRADPing on Windows or radclient on Linux.
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Appendix A - Supported two-factor authentication methods

Appendix A - Supported two-factor authentication methods

Product Version in  Authentication Token- Token- Wildcard
guide type appended challenge authentication
FortiGate 7.0.0 Web management Yes Yes Yes
CLI based Yes Yes Yes
management
SSL-VPN (Web) Yes Yes Yes
SSL-VPN Yes Yes Yes
(FortiClient)
Identity based policy Yes Yes Yes
FortiManager 7.0.0 Web based Yes Yes Yes
management
CLI based Yes Yes Yes
management
FortiAnalyzer 7.0.0 Web based Yes Yes Yes
management
CLI based Yes Yes Yes
management
FortiWeb 6.4.0 Web management Yes Yes
CLI based Yes Yes
management
FortiMail 6.4.5 Web based Yes Yes Yes
management
CLI based Yes Yes Yes
management
Cisco Switch 10S 121 Web based Yes
(13) management
CLI based Yes
management
Citrix Access 5.0 Web based Yes Yes Yes
Gateway management
CLI based Yes Yes Yes
management
Linux OpenSSH 5.8p1 SSH Login Yes Yes Yes
Apache 2217 Web Authentication Yes Yes Yes
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Appendix B - Synchronizing FortiTokens

Under normal circumstances, it is not necessary to synchronize FortiToken unless the time on the host
FortiAuthenticator system has been allowed to deviate from the correct time. It is essential that the time is accurate in
order to prevent synchronization issues from occurring, therefore configuration of an NTP server is recommended.

The natural drift time of the FortiToken is accounted for automatically by the FortiAuthenticator. Every time a user logs in,
the FortiAuthenticator calculates the drift, and if it is within +/- 1 (where 1 is a token cycle of 60 seconds), the drift is
adjusted accordingly. Should the drift deviate by greater than 1 (i.e. the clock is more than 60 seconds out) since the last
login, a manual synchronization is required.

x If manual synchronization is required for multiple tokens, this could be a sign that the

FortiAuthenticator time is inaccurate. Verify the current time and the NTP settings.

Administrator synchronization

Itis possible for the administrator to synchronize a token for use on the FortiAuthenticator. This can be useful when new
tokens have been issued which have been held in storage for an extended period of time or are being reissued to a new
user.

To perform a drift adjustment on a FortiToken:

1. Inabrowser, go to:
https://<FortiAuthenticator-IP-Address>/admin/fortitoken/fortitokendrift/

2. Selectthe FortiToken to adjust, then select Adjust Drift.
The Adjust Token Drift window opens.

3. Enter the required Time adjustment in minutes.
Make sure to include a minus sign (-) for a negative value, but don’t use a plus sign (+) for a positive value.

4. Select OKto adjust the token drift.
Key points to note during the synchronization process are:

« Ensure that the FortiAuthenticator time is accurate before proceeding.
« Ensure that the serial of the token you are synchronizing matches that on the reverse of the token.

« Ensure that the token has not been used in the proceeding 60 seconds. All tokens are one-time passwords and
cannot therefore be used to authenticate (successful or otherwise) and synchronize.

» Once successfully synchronized, wait a further 60 seconds before attempting to log in. A token used to synchronize
cannot be re-used to authenticate.
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User synchronization

Should it be required, FortiAuthenticator provides a mechanism allowing the user to perform their own manual
synchronization. The user should be allowed to access the FortiAuthenticator GUI (https://<FAC IP>/login/).

Upon logging into the FortiAuthenticator, the user will be prompted to enter their token PIN. If the token PIN is out of
sync, they will be prompted to enter two consecutive PINs. If the user does not receive the prompt, the token is already
correctly synchronized.
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