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Change Log

Change Log

Date Change description

2025-03-28 FortiDevSec version 25.1.0 release document.
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Introduction

Introduction

FortiDevSec is a cloud-based automated application security tool that performs intensive and comprehensive
scans for an accurate vulnerability assessment of your application. It integrates continuous application security
testing into major DevOps Continuous Integration (Cl) Continuous Deployment (CD) environments, embedding
itself into the process of developing and deploying applications to evaluate and detect security gaps that you
can mitigate/remediate in the course of the Software Development LifeCycle (SDLC). The automated scanning
process resides in your CI/CD pipeline and allows you to scan your applications without manual intervention
and is completely non-intrusive with no disruptions to your setup. The easy-to-understand application security
assessment approach of FortiDevSec allows you to build secure applications and involves a simple 3-step
procedure that facilitates application scanning with minimal know-how of the application security domain. For
detailed product overview, configuration, and usage procedures see the FortiDevSec User Guide.
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What's New

What's New

This release of FortiDevSec includes the following new features.

Note: Scanner docker images must be updated using docker pull <image>command to the latest version
to use the new features.

Feature Description

Analytics Reports The following new features are added.
¢ You can now export application level PDF reports.
* Revamped organization level PDF reports now offer enhanced
readability and detail.

Al
‘9' Stay on the Analytics > Application Level page during report generation to ensure

accurate and complete reports.
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Product Integration and Support

Product Integration and Support

The following table lists the latest supported/tested web browsers for FortiDevSec version 25.1.0:

Item Supported version

Web browser * Microsoft Edge version 122.0.2365.92 (Official build) (64-bit)
* Mozilla Firefox version 124.0 (64-bit)
» Google Chrome version 122.0.6261.129 (Official Build) (64-bit)

¢ Apple Safari version 17.4
Other web browsers may work correctly but Fortinet does not support them.
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Resolved Issues

Resolved Issues

The following issues have been resolved inFortiDevSec version 25.1.0.

Issue ID Description

1095898 The Accept and Decline links in the request email do not redirect to the
Group Request page.

1120867 The scan freezes when the update app APl is used during a scan.

1117747 False Positive | Risk Accepted vulnerabilities are included in Risk Rating
calculations, causing pipeline failures when fail pipeline is enabled
with a threshold.

891704 Scans initiated from the master user account on sub user's account fails if

the sub user has not logged in to FortiDevSec GUI at least once.
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Known Issues

Known Issues

The following are known issues in FortiDevSec version 25.1.0.

Issue ID Description

1083257 The Vulnerability Catalog page may experience slow loading times when
displaying vulnerabilities.

1083256 The file path, outbreak alert links, and similar occurrence data are missing
in the report exported from Vulnerability Catalog page.

1076581 The consolidated scan results APl may generate incomplete data in the
result.csv file when the group instances field exceeds 32,760 characters.

1012904 JFrog Cl integration with GitHub/GitLab is not populating Branch ID and
Commit ID.
1049531 Inconsistent vulnerability count in Analytics >Organization Level >Top

Vulnerable Apps section for demo accounts.
1093537 Users with read permission are able to perform SAST and DAST scans.

1099238 Accept and Reject links in the notification email for shared group join
request are not redirecting to the Group Requests page.

1083255 Vulnerabilities widget in App Directory > Application page displays
incorrect vulnerability counts by severity.

1050034 Vulnerability Compliance chart missing in organization level PDF report for
some users.

1139229 The Application Risk Rating and Scan Comparison charts render incorrectly

in the downloaded PDF report when zoom level is not 100%.

1139223 PDF reports generated are sent to the master user's email address instead
of the logged-in user's email.

1131953 Old Jira API token is used even after token is updated, causing project fetch
failures.
1127401 The Average Window of Exposure graph displays incorrect legends until

mouse hover.

1136085 Created applications may not appear during application group creation.
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