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Overview

Overview

This document provides steps to configure the following features using Microsoft Entra ID. Note these features
are independent of each other.

Microsoft Entra ID Authentication using 802.1x with TTLS-PAP - Enables FortiNAC to automatically
register clients with a Microsoft Entra ID account based upon the RADIUS supplicant information.

Microsoft Entra ID Authentication using Captive Portal - Use Entra ID as the Authentication source for end
users registering through the FortiNAC captive portal.

Microsoft Entra ID Authentication using TLS Certificate - Enables FortiNAC to automatically register
clients with a Microsoft Entra ID account based upon the TLS certificate information.

Remote Group- Allows FortiNAC to sync groups of users from Microsoft Entra ID. These groups of users can
constantly be polled and updated automatically or manually through FortiNAC service connector. Allows
FortiNAC users to see the list of users authenticated by FortiNAC through Microsoft Entra ID authentication as a
group in System > Groups > Remote Groups.
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Requirements

Requirements

The requirement for conducting this use case is as the following:

Device Version

FortiNAC 7.6.5 or later
FortiGate

FortiSwitch

FortiAP

Windows Client

Wireless adapter
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Microsoft Entra ID Authentication using 802.1x with TTLS-PAP

Microsoft Entra ID Authentication using 802.1x with
TTLS-PAP

Caution: EAP-TTLS PAP with Entra ID does NOT support MFA (Multi-Factor
Authentication). See https://learn.microsoft.com/en-us/entra/identity-platform/v2-

oauth-ropc

802.1Xis a network authentication protocol that gives device access to the protected network after
authentication. The verification is done through identifying the opened port through RADIUS server. Microsoft

Entra ID Authentication intended to authenticate the 802.1X network protocol through the use of Microsoft Entra
ID account.

Prerequisite

Before proceeding with Microsoft Entra ID Authentication, please configure TLS Service configuration in 2.
FortiNAC Local RADIUS TLS Service Configuration on page 42.

Here is the use case diagram of the this authentication using 802.1x with TTLS-PAP:
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Microsoft Entra ID Authentication using 802.1x with TTLS-PAP
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1. Create and Register FortiNAC Application in Microsoft Entra
ID

1. Log into Microsoft Entra ID, go to App Registration.
2. Fillinaname and choose a supported account types and click Register.
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Microsoft Entra ID Authentication using 802.1x with TTLS-PAP

Home > App registrations

Register an application

* Mame

The user-facing display name for this application (this can be changed later).

Supported account types

Wha can use this application or access this AFI?

®) Accounts in this crganizational directory only (Fortinet_nc only - Single tenant)

()} Ageounts in any organizational directory (Ary Micrasolt Entra 1D tenant - Multiténant)

} Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant} and personal Microsoft accounts (e.g. Skype,
Xbaox)

Personal Microsoft accounts only

Register

3. Afterthe app is created, go to the app > Manage > API Permission.

4. Click +Add a Permission to grant permission of the following: (all types should be Application)
a. DeviceManagementManagedDevices.Read.All

Group.Read.All

User.Read.All

GroupMember.Read.All

Directory.Read.All

User.Read

User.Read.Al

= e ——— Tl & ® o © 5 cwomiomio o

2 | APl permissions

Q@ -0 20T

Ackmin corment g Sertus

5. Goto Certificate $ Secrets, and generate Client Secrets or Certificate.

| Certificates & secrets =

Seceet 1D

6. After the FortiNAC app is created. In the FortiNAC app, go to Manage > Authentication.

7. Inthe Advanced Settings > Allow public client flows section, click Yes to enable the following mobile
and desktop flows.

8. Goto Manage > Authentication, click Yes to enable mobile and desktop flows in.
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Microsoft Entra ID Authentication using 802.1x with TTLS-PAP
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2. FortiGate Configuration

In order to prepare FortiGate for dot1x authentication, security policy needs to be configured on the FortiSwitch
port (port 2) which 802.1x windows client is connected.

1. Go to Wifi &Switch Controller > FortiSwitch Ports, then apply 802.1.x security polic

y on port 2.

s

s Ly

2. Hereis an example of a 802.1x security policy:
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Microsoft Entra ID Authentication using 802.1x with TTLS-PAP

Edit FortiSwitch Security Policy

Mame 302X _MAC

Security mode r AC-hased

User groups &= RADIUS x
-

Guest VLAN >

Guest authentication delay 30 second(s)

Authentication fail vLAM - O
MAC authentication bypass O
EAP pass-through €O
Owerride RADIUS timeout O

3. After the FortiSwitch configuration, Radius that connects to FortiNAC also needs to be configured. Go to
User & Authentication > RADIUS server, select PAP method. Then click Test Connectivity to test the
connectivity to the Radius Server. Make sure the Connection status is "Successful".

© A FortiGate in the fabric is subject to a critical severity vulnerability. Inmediate upgrade is recommend

] Edit RADIUS Server
<
» Name FAC_RADIUS
a Authentication method Default
PAP -

o

NAS IP
[
-

Include in every user group

Primary Server

st Management IP/Name 192.1682.2
LDAP Servers Secret sesssnee
RADIUS Servers Connection status @ Successful

Single Sign-On Test Connectivity

Authentication Settings

Test User Credentials

ntroller Secondary Server

IP/Name

Secret
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Microsoft Entra ID Authentication using 802.1x with TTLS-PAP

3. FortiNAC Configuration

Before proceeding the steps below, first go to Users & Hosts > Hosts and make sure the host that is going to
be authenticated by Microsoft Entra ID is not in the Hosts table.

@ Dashboard >

+ CreateNew | # Edic [ Delst= | ShowAdsprers | Import | | By Export = | | Client Filters | | Quick Search + Q Search
& Users & Hosts v

CAT e Status Host Name Registered To & Logged On User & HostRole & Operating System & Criticality # Persistent Agent
Guests & Contractors Netvork Misc/PXE bact
icconat Eegaees DESKTOR-J7CES00 Windows 10
Registration Requests

User Accounts

Hosts i
Adapters

Appiications

Endpoint Fingerprints

Profiled Devices

Device Profiling Rules

Network Sessions

Locate Hosts

Manage Hosts and Parts

Send Messags

e . R S108DVVFNXUMEWSS Network FortiSwitch
letword

B policy & Objecss N S108DVIFNVIBEEAS Networik FortiSwitch
B Portal > Linux Debian

2 E EEEEEREREREEREEEER
») OO0 0 000O0CO0DO0DO0ODO0O0ODO0OO0

Service Connectors Configuration

1. Goto Network > Service Connectors and create a new Microsoft Entra ID Authentication Source.
2. Inthis example, "FortiNAC-app" is used as the name of the service connector.

3. Fillin all the Microsoft Entra ID information. For Authentication Type, there are two options, either fill in the
application secret created in the Microsoft Entra ID environment.

@ Dashboard > Edit Service Connector
& Users & Hosts > Authentication Sources
| st Network v

Inventory IAQ

Logical Networks
HADIE Microsoft

CLI Configuration

L2 Polling Name @ | FortiNACapp
L3 Polling Tenant ID © falbabde-8e28-
Network Events ClientID ©  4fab92c0-5(69-¢
Port Changes Authentication Type @ WAWAIEIRAa(=8 Certificate
B Policy & Objects s> ApplicationSecret @ essssses Change
Ec Portal >
L logs > Cancel
@ System >
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Microsoft Entra ID Authentication using 802.1x with TTLS-PAP

Alternatively to fill in variables for Certificate type authentication, follow the steps in Generate Certificate for
Microsoft Entra ID in FortiNAC Service Connector (Optional) on page 16. Only one authentication type is
required.

Microsoft Entra ID Mappings Configuration

2,

Go to Network > RADIUS > Virtual Servers, then create a new Microsoft Entra ID Mapping which uses
the Authentication Source named "FortiNAC-app" created above.

£22 FortiNAC

7-2nacqatest A ~ © - & admin~

@ Dashboard > Configuration R TRERTEA Attribute Groups  Winbind

o

& Users& Hosts Virtual Servers

| % Network <
+ CreateNew &' Edit @ Delete  MTLS Details

Inventory

Logical Networks Name & TLS Service Configuration 4 EAP Types Winbind Domains Proxy Servers

RADIUS v

Service Connectors

Proxy Pool Type &
DefaultConfig RADIUS EAP PEAPMDS,GTC,MSCHAPV2 A

N/A N/A
TLSTTLS Al N/A N/A
FNAC_App_Radius FNAC App_TLS TLSTTLS None N/A N/A

CLI Configuration
L2 Polling
L3 Polling
Network Events
Port Changes

M Policy & Objects

B Portal

L Logs

£ System

v v v v

3|Updated: 15:51:25

Domain Mappings Proxy Domain Server Mappings [l e

+ CreateNew |l Delete

Domain Microsoft Entra ID Application

binxufortinetonmicrosoft.com FortiNAC-app

Edit the RADIUS Servers Configuration Details and Authentication source of the virtual servers and enable
TLS and TTLS in Supported EAP Types.
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Microsoft Entra ID Authentication using 802.1x with TTLS-PAP

RADIUS Server Configuration Details

Name (2] |DefauItConﬁé
Type © Local v
TLS Configuration © | RADIUS EAP 2b308bdf-4fbb-4béc-9f3e- +
+ & 0
Supported EAP Types (2] TLS
TTLS
PEAP
TEAP
MD5
GTC
MSCHAPv2
FAST
Winbind Domain(s) © © AlowAny
mylab
nacga
OCSP Enabled e O
Authentication Source (2] daiweitest x
+
Client Certificate Attribute @ @
Rank Attribute
1 Common Name
2 SAN-UPN
3 SAN-DNS
4 SAN-EMAI 4| Updated: 15:38:43 <

3. Enable Winbind Domains by turning the toggle switch button "Allow Any".

FortiGate VDOM configuration

1. Goto Network > Inventory > FGT > Virtualized Devices > root > Model Configuration to configure the
logical network configuration for Production networks.

2. Fillin IP address for the source IP address of the FortiGate interface for which FortiNAC is connected to.
Make sure to test connectivity and credentials on the FortiGate and the result is successful.

3. Please make sure the correct RADIUS is used in the VDOM.
4. Configure Production VLAN is set to production vlan.
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Microsoft Entra ID Authentication using 802.1x with TTLS-PAP

&2 FortiNAC 72nacqatest M -~ @ - & admin

@ Dashboard
& Users &Hosts
& Network

Confirm

Domain Configuration
SSOAddresses @ = SSOGRP:FGVMOATM23010645:r00t
Inventory VPN Addresses @ | VPNGRP:FGVMO4TM23010645:r00t v

Logical Networks
RADIUS RADIUS
Service Connectors RADIUS Secret © sovcvens Change

CLI Configuration SourceIP Address @  192.1682.1

L2 Polling Server Configuration @  FNAC_App_Radius v

L3 Polling AttributeGroup @ RFC_Vlan -

Network Events RFC5176Mode @ Custom

Port Changes
B Policy & Objects > Logical Network Configuration
Eo Portal > + CreateNew | #'Edit 1B Copy M Delete
L Logs k4 N N N N o

Logical Network & Add’I| RADIUS Attribute Group Network Access Firewall Tags & Send Groups to Firewall $

& System >

Remediation 11 None

Registration 11 None
Dead End Deny None

hoangt-production-net... 12 None

=

FortiSwitch Port Configuration

Follow these steps to enable dot1x on port 2:

1. Go to Network > Inventory > FortiSwitch port 2
2. Inthe Port Properties window, click on On radio button to enable Dot1x Auto Registration.

=az FOrtiNAC hoa 7-2nacga.test a4 - e - % admin ~
@ Dashboard
& Users &Hosts

& Network

Inventory

Port Properties [x]
Logical Networks
Name: FGVMO4TM23010645:ro0t S108DVDYQ2CSKSCE-por |
RADIUS Interface ID: -1509240848
. 1P Address 192.168.2.1
Service Connectors Physical Address: 00:50:56:B5:72:A9
CLI Configuration Admin Status: @®on Oor
. Connection State: Not Connected
L2 Polling Uplink Mode: @® Dynamic () Clear
L3 Polling O Always Uplink
Network Events © Never plink
Corent AN
Port Changes Defan VLA I
BB Policy & Objects > Current CLI Configuration:
Part Mode: NORMAL () Clear
B Portal > Dotix Auto Registration: ~ ® on O Off
114 Logs > Note: ‘
¥
® System > Port Changes 82 port changes within the past year
Group Membership
Cancel
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Microsoft Entra ID Authentication using 802.1x with TTLS-PAP

3. Click Group Membership button, and check Role Based Access button.
| Reset Forced Default

_| Reset Forced Registration
) Roaming Guest Interfaces
= Rale Based Aocess

O Sy=tem DHCP Port

| Ternporary Port Exceplion Group

Creaie Group Collagse Al

O Cance|

Generate Certificate for Microsoft Entra ID in FortiNAC Service
Connector (Optional)

This section will generate the certificate for Microsoft Entra ID in FortiNAC service Connector

Edit Service Connector
Authentication Sources

Microsoft

EntralD
Name (7]
Tenant 1D ©  falbabde-Be28-46fb-a400-7138 1baYbcea
Client I ©  84613511-397d-4699-babT-Bre b TeeTab
Authentication Type @  Application Secret
Certificate @ Remote AP1[Azure csr]

OK Cancel

Step 1 - Generate new CSR on FortiNAC

1. Goto System > Certificate Management, and generate a new CSR.
2. For Certificate Target, choose New Remote Target, and for RSA key length, fill in 2048.
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222 FortiNAC

@ Dashboard Generate CSR

>
& Users & Hosts H
o Metwork R Specify the information to use for your Certificate Signing Request. This
o will gererate and store a private key (in a tempaorary location) for use
B Policy & Objects 1 when uploading the new certificate files. Any certificates currently in
B Portal R placewill be unaffected.
rtal
>
v

12 Logs Certificate Target ©  NewRemote APl Target -

& System

Mew Target Alias [+]

Certificate Management
Use Result as Self-Signed Certificate g O
Config Wizard
RSA Key Length 2048 -
Groups
Feature Visibility Common Name @
Scheduler Subject Alternative Names @ +
Tasks Organization [7]
Settings Organizational Unit 7]
Locality (City) 17}
State/ Province (2]
2-Letter Country Code (7]

Step 2 - Submit Certificate Request on Microsoft Active Directory

Use

1.

the CSR generated in Step 1 to submit a request for certificate in Microsoft Active Directory

Open a browser to connect to Microsoft Active Directory Certificate Services, then click Request a
certificate

G 2 hipe// sdinacqatest/cersny 2= @G B Micresoht Active Dissctory ..

2,

FortiNAC F
Fortinet Inc.

Microsoft Active Directory Cerlificate Sendces — nacga-ADJX-CA-M

Welcome

Use this Web site to request a certificate for your Web browser, e-mail chent, or other program. By using a cerlificate, you can
request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list
For more information about Active Directory Certificate Senvices, sea Active Directory Certificate Services Documentation,
Select a task:

Request a certificate 4""’"-";

View the status of a pending certificate request
Download a CA certificate, cerificate chain, or CRL

In Request a Certificate page, click advanced certificate request.

7.6.5 Microsoft Entra ID Authentication Cookbook
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e 2 hitps//adponacqa.test/ certsry/ certrgqus. asp 2= @G Microsoft Active Directory .. %
Microsoft Active Directory Cerificate Services — nacga-ADJ-CA-M
Request a Certificate
Select the ca_rliﬁcata type:

User Cerificate /
Or, submit an advanced cedificate request.

3. In Advanced Certificate Request page, click Submit a certificate request by using a base 64
encoded CM.

4. Paste the CSR generated from FortiNAC in Base-64-encoded certificate. In Certificate Template, select
Web Server, and click Submit.

e B hitps// sdp.nacqatest/certary/ certrget bip P ac 2 Microsoft Active Directory ... *

Microsoft Active Directory Centificate Sendces — nacga-ADJD-CA-M

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base.64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal reques
Saved Reguest:

B4/ 391 IXANAT sREvI+Ah+pIWLdoHViN/ 6 TW/ Rneal
Base-Gd-egcoded |[HEaHI+ZcUnSviyiNeNdSooeT++CEBE ILABHET 903 "™
cortificate gequest leTacAyLOtHITZIEWSIFz+nijelaF Iz IndW2 IRYeR

(CMC or EGZ43lg6zPRenrqe TV WVOgF YV zEhEIgnad 7 ZECO PR
PKCS wjor emrSpdNxReOhlyTec Ol enpBCE A kXbT QAReBE DV W,
PKCS WT) ~===-END CERTIFICATE REQUEST-----|
< >
Certificate Tenyplrtes
[Web Server w
Additional Attributes:
Antributes:

5. When the certificate is issued, download the certificate to the local machine.
Step 3 - Upload the certificate onto FortiNAC
1. Log back onto FortiNAC, go to System > Certificate Mangement.

2. Click Upload Certificate and select "Remote API Target".
3. Browse and upload the certificate downloaded from Step 2, and click OK.

FortiNAC F 7.6.5 Microsoft Entra ID Authentication Cookbook
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Upload Certificate

® Browseto any files which need to be added

Select Target @ | Remote API[Azure] -
Private Key @ Use Private Key from Last Generated CSF +
Details

Certificate(s) @ € Browse X

Cancel

4. Restart the service for the certificate to take into effect.

Step 4 - Upload the Certificate back to Microsoft Entra ID App Registration

1. Log into Microsoft Entra ID, and go to App Registration.

daiweiazurenac | Certificates & secrets =

Start dste Expires Cartificats 1D

2. Upload the Certificate to complete.

4. Windows Client

1. Log into the Windows client host.
2. Search for "Services", and go to Services client, and start the Wired AutoConfig service.

FortiNAC F 7.6.5 Microsoft Entra ID Authentication Cookbook
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Microsoft Entra ID Authentication using 802.1x with TTLS-PAP

4 Services

File Action View Help
=% @ = Hm »enp

.’4 Services (Local)

[ semiessowy

Wired AutoConfig

Stop the service
Restart the service

Description:

The Wired AutoConfig (DOT3SVC)
service is responsible for performing
IEEE 802.1X authentication on
Ethernet interfaces. If your current
wired network deployment enforces
802.1X authentication, the DOT3SVC
service should be configured to run
for establishing Layer 2 connectivity
and/or providing access to network
resources. Wired networks that do
not enforce 802,1X authentication are
unaffected by the DOT3SVC service.

~
Name Description Status

:‘.‘-),Winduws Modules Installer  Enables inst...
'\Q;Windows Perception Service  Enables spa...
&) Windows Perception Simul... Enables spa...
@,!,Windows Push Notification... This service ... Running
&), Windows Push Notification... This service .. Running
-';‘%Windows PushTolnstall Serv... Provides inf...
&), Windows Remote Manage... Windows R...

@;,Windows Search Provides co... Running
&), Windows Security Service Windows Se... Running
-';Q}Winduws Time Maintains d... Running
&) Windows Update Enables the ... Running

'\Q;Windows Update Medic Ser... Enables rem...
Q WinHTTP Web Proxy Auto-Discovery Service i Running

ﬂ,Wired AutoConfig The Wired A... Running
£}, WLAN AutoConfig The WLANS...
QWMI Performance Adapter  Provides pe...
Q,Wurk Folders This service ...
@;&Work':tation Creates and... Running

Startup Type
Manual
Manual (Trig...
Manual
Automatic
Automatic
Manual (Trig...
Manual
Automatic (...
Manual
Automatic (...
Manual (Trig...
Manual
Manual
Manual
Manual
Manual
Manual
Automatic

Log On As
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Network S...
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Syste...
Local Service
Network S...

Extended /'\Standard/

3. Open Network Connections and open the Ethernet Properties > Authentication.
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Microsoft Entra ID Authentication using 802.1x with TTLS-PAP

P

4 Ethernet0 Properties X
C Networking Authentication

‘ Select this option to provide authenticated network access for
this Ethemet adapter.

[7] Enable IEEE 802.1X authentication

Choose a network authentication method:
Microsoft: EAP-TTLS o Settings
[] Remember my credentials for this connection each

time I'm logged on

[+] Falback to unauthorized network access

1 Cancel

4. Enable IEEE 802.1X authentication.

5. Click network authentication method drop down menu and choose Microsoft: EAP-TTLS, and click on
Settings.

6. Inthe TTLS Properties, configure the AD and Trusted Root Certification Authorities for your
environment. The image below is served as an example.

FortiNAC F 7.6.5 Microsoft Entra ID Authentication Cookbook
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Microsoft Entra ID Authentication using 802.1x with TTLS-PAP

< 2> C © Not secure  hHps//10.43.72.31/ui/#/console/45
-
£ TTLS Properties
(" ~ol
[[] Enable identity privacy
€ Networking Authentication tiol
Server certificate validation
Select this option to provide authenticated network access for Connedl 1o these "
this Ethemet adapter — serves
ad10nacqga Jhoangt f -7- X
(7] Enable IEEE B02. 1X authentication (#d10necqa test otinac-72nacqatet ey
Trusted Root Certification Authortties
Choose a network authenttication method [C] Microsoft Time Stamp Root Centfficate Authorty 2014
Microsoft: EAP-TTLS ~ Settings E-] nacga-AD10-CA
'<= ] nacoa-ADJX-CA-M
[C] Symantec Entempnse Mobile Roct for Microsoft
[[] Remember my credentials for this connection each
time I'm logged on < >
[ Fallback to unauthonzed network access [[] Don' prompt user i unabile to authorize server
1 Chient authentication
(@) Select a non-EAP method for authentication
i Unencrypted password (PAP) wei——y ~
Automatically use my Windows account name and
password (and domain. f any)
() Select an EAP method for authentication
Microsoft: Smart Card or other certificate
oK Canced in
Configure

7. Go back to Authentication tab, click Additional Settings, click Specify authentication mode, and select User
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authentication.

E‘-’ Network Connections
| @ Ethernet Properties

# Networking Authentication

Select this option to provide autherticated network access for
this Ethemet adapter.

[+4] Enable IEEE 802.1X authentication

Choose a network authentication method:

Microsoft: EAP-TTLS ~ Settings

[[] Remember my credentials for this connection each
time I'm logged on

[] Fallback to unauthorized network access

| Additional Settings... |

1! | OK

be authenticated and authorized.

Cancel

8. On Windows Client, disable the Ethernet card and then enable it. The windows client adapter should now

Wi
Advanced settings X

802, 1X settings

[ Specify authentication mode

|User authentication V| Replace credentials |

[Jpelete credentials for all users

[C]Enable single sign on for this network

Perform immediately before user logon
Perform immediately after user logon
Maximum delay (seconds): 10 -

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

[ oc | cnel

Ci



Microsoft Entra ID Authentication using 802.1x with TTLS-PAP

9. Openup

C:\Users

Windows Command Line Prompt, and verify settings type: ipconfig/all
0 fall

winl@ onfig

L Gigabit Netw

1D

10. After the window client host is successfully authenticated, validate the client IP address is moved to
production network. Open up Windows Command Line Prompt, and verify settings by typing:
ipconfig/all

11. In FortiNAC, the Windows machine should now appeared as one of the hosts in Hosts viewn with user
registered to and logged on user attached.

€« G © Notsec //10.43.77.43:8443, w * [Cln) @ :
£33 FortiNAC 72nacqatest A v @ v & admin-
@ Dashboard > 4 CreateNew Import | BeExport~  ClientFilters | QuickSearch v | Q Search
& Users & Hosts v
YIS Status Host Name Registered To Logged On User Host Role Operating System Criticality Persistent Agent Host Created
Guests & Contractors @ DESKTOP-SHARED-W. Windows 10 ) 2025/01/2415:05:12
Account Requests 2 NAC-Default ) 2025/01/24 15:01:50
Registration Requests z o 2025/01/241501:47
User Ac it
serAccounts @ o 2025/01/24 15:01:14
2 ) 2025/01/24 15:01:08
Adapters
) 2 ) 2025/01/24 15:0055
Applications
Endpoint Fingerprints 2 [x} 2025/01/24 15:00:52
Profiled Devices & [} 2025/01/24 15:00:34

12. From the inventory page. You can view the protocol detail. Inner EAP type is None is expected behavior
since PAP is not an EAP type protocol.
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F OV TS 00500 port F OBV S 00000 1ot 5 WV T PWEAC porta | $0,95.35.151 z & Up
POV TMISO0A08 pont OO TIDSOC000 oot  10BTVIEMT rWEAC port1 908834 1y Lanrrad Upien 1 1 On Link Up Uranforead
L]
paschaes
Exper o
adaghers - Tatal |
Locancn Canractes Conturar Ew Nama [ RADHIS dth Typar Dctar BAR Typa ot AR Typa AsoaEs Vs, oo Nama  Lachrs AUTARLIESS  |MAY AUTARRCIn0N
POV 28008008 oot B0V TA- . "
T IR et demw LA Tl reE ] Vb e @ bl
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Microsoft Entra ID Authentication using Captive Portal

Captive Portal is FortiNAC's authentication protocol to grant device access to protected network. Microsoft
Entra ID Authentication integrates the Captive Portal to streamline the authentication process. The Microsoft
Entra ID users will be able to gain access promptly through the Microsoft Entra ID admin users when using
Microsoft Entra ID Authentication with Captive Portal. This method is the quick and secure method to grant
access to other device users within the protected network.

This is the use case diagram for the Microsoft Entra ID Authentication using Captive Portal:

L3 Mode T
'rf Lab

- 17230154254 D
T

. pd
no
: . p 172.30.154.2
A 182.186.10.1 forward nac mgmi to
18R == 17230.1543
DHCP il
101011 50-250 | FortiGate
etn1 3
- 2 10.12.11.1 viant1 DHCP refay fo 192.163.20.2
ap 122.166.20.1 10.10.12.1 vian12 seff DHCP
192.156.20.2

10010131 vian13 seif DHCP

FortiLink

FortiSwitch

Fartsp

Cllent

cllent Client

WH ZSID
10.10.21.1 vian11 DHCP relay to 192.168.20.2
10.10.22.1 viani2 self DHCP
10.10.22.50-250

10.10.11.50 10.10.21.50
vian11 wianl 10.10.22.50 10.10.13.50
wiani2 wiani3
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1. Microsoft Entra ID, FortiGate, FortiNAC, and FortiSwitch
Configuration

Step 1 - Microsoft Entra ID Configuration

Follow the link to register FortiNAC application in Microsoft Entra ID Configuration.

Step 2 - FortiGate Configuration

Follow the link to configure FortiGate: Firewall Configuration

The FortiSwitch Port connecting to FortiNAC should not have security policy applied like 802.1.x.

=~ WIFi & Switch
* Controller

+ Create New~

Port

B 5108DVDYQ2CSKSCs @

Q port2

Q@ port3

© port4

@ port5

Q@ porté

@ port?

Q port8

&

Mode

Static

Static

Static

Static

Static

Static

Static

Enabled Features

© Edge Port
@ Spanning Tree Protocol
Edge Port
@ Spanning Tree Protocal
© Edge Port
& Spanning Tree Protocol
© EdgePort
© Spanning Tree Protocol

© Edge Port
@ Spanning Tree Protocol

Edge Port
@ Spanning Tree Protocol

© Edge Port
] Spanning Tree Protocol

Q

Native VLAN

% FGVMO4TM24007098

*E vian11 (isolation)

= vlan11 (isolation)

ff _default fortilink (_default)

i _default.fortilink (_default)

xE _defaultfortilink [ default)

= _defaultfortilink (_default)

ff _default fortilink (_default)

© A FortiGate in the fabric is subject to a critical severity vulnerability. Inmediate upgrade is recommended. [ View Vulnerability

Allowed VLANs

= All

= Al

=4 Al

= All

=E Al

=& All

=4 Al

B2 rrunk | Faceplate

Dynamic VLAN PoE | Device Informa

= linux

For Radius, make sure the test connectivity is successful. In the example below, 192.168.2.2 is the IP address
of the interface on FortiNAC.
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Microsoft Entra ID Authentication using Captive Portal

Policy

Security Profiles

VPN
User & Authentication

User Definition

RADIUS Servers
Single Sign-On

Authentication Settings

O A FortiGate in the fabricis subject to a critical severity vulnerability. Inmediate upgrade is recommended

Edit RADIUS Server

Name

Authentication method

NAS IP

Include in every user group

Primary Server

IP/Name

Secret

Connection status
Test Connectivity

Test User Credentials

FAC_RADIUS

Default

PAP
10.255.1.2

192.168.2.2

@ Successful

b3

Secondary Server

IP/Name

Secret

Cancel

Step 3 - FortiNAC configuration

Follow the link below to configure FortiNAC overall configuration: FortiNAC Configuration

Note: Delete the client host under test in Users & Hostst > Hosts to have successful test run.

| @ Dszhiboard >

+ CresteNew | # Edit import || BeExport = || ClientFilters | Quick Search Q, Search

& Users &Hosts )

Administrators Status Host Mame ¥ Registered To % Logged On User 5 Host Rale ¥ Operating System ¥ Criticality % Persistent Agent

Guests & Contractors Network Misc/PXE boot

Account Requests

DESKTOP-J7CBSQ0 ‘Windows 10

Registration Requests
User Accounts

Hasts i
Adapters

Applications

Endpoint Fingerprints
Profiled Devices

Device Profiling Rules
Network Sessions
Locate Hosts

Manage Hosts and Ports

Send Message
S108DVVFNXUMEW3S Network FortiSwitch
i Metwork >

5108DVIFNVIBEEAS Network FortiSwitch

B Policy & Objects >
B Portl >

Linux Debian

I EEEEEEEEEEEEEER
» OO0 000000000 O0CO0OO0

1. Goto Policy & Objects > Authentications, enable Enable Authentication but don’t enable
Authentication Method.
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Microsoft Entra ID Authentication using Captive Portal

2. For RADIUS configuration: go to Network > Inventory, in our example, make sure the connection to
FortiGate is successful, and remediation/registration is set to enforce and vian 11. Lastly, Production vlan
is setto 12.

Step 4 - FortiSwitch Port Configuration

1. Goto Network > Inventory > FortiSwitch port 2.
2. Click Off radio button to disable Dot1x Auto Registration.

Port Properties %]
Mame: [FGVMOd TMZ301 062 5rontS 10B0VD YO 2C SKS Cl.por |
Intesface 1D: -1508240848
F Address: 192 168.2.1
Physical Address: 00:50:58:B5: T2 AL
Admin Stabus: Won O ofF
Conneclion Stale: Mat Connected
Uplink Mode: 8! Dynamic [ Clear

() Alwearys Updiri

) K Ui
Current VLAN: [11 |
Default VLAN: [11 |
Current CLI Canfiguraian:
Parl Mode: HORMAL [ Clear
Dotz Auto Registraion: () gn, @ of
Mot

e
75 part hanges wittin the st year
oK -
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3.

Click Group Membership, and check the following in Group Membership.
| Reset Forced Default

_| Reset Forced Registration

) Roaming Guest Interfaces

= Rale Based Aocess

O Sy=tem DHCP Port

| Ternporary Port Exceplion Group

Creaie Group Collagse Al

O Cance|

Step 5 - Service Connectors Configuration

1.

2,

Go to Network > Service Connectors and create a new Authentication Source. In this example, it will be
called "portal"

Authentication Sources

o
{ Ae;

\___/
Microsoft

Entra D

Name © portal

Tenant ID © falbabde-8e28-

Client 1D © 1c481e57-del5-

Authentication Type ©  Application Secret [ gai e
Certificate © Remote APl [azurenew] - ,

Import Groups From Microsoft Entra D »
Sync Groups Automatically (& ]

Delete Users No Longer Found on Sync @

Fill in all the information of the Microsoft Entra ID environment: Microsoft Entra ID information and

Application Secret.
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Step 7 - Portal Configuration

Go to Portal > Portal Configuration > Configuration > Global > Global Properties > Settings, and enable
Microsoft Entra ID Auth and select the Microsoft Entra ID service connector created earlier, in this example, it

will be "portal", and create a client Login text.

B Policy & Objects 3

B commen User Logged Into Social Text @

E: Portal ~
@ Global Properties -
Portal Configuration [~]
Request Processing Rules Login Type Options

Common Text

Portal S5L Standard User Login Type @
- Error Message
1 Logs 4 ; Custom Login Type @
Failure Information
R System _
B Host Inventory » | GameConsole Registration Login Type @
@ Policy Failure >

Enhancement Options

Mobile Enhancements @

Use JavaScript Ul Enhancements @

Sodial Media Auth
Facebook Auth @

Google Auth @

Gocgle Client ID @

Google Client Secret @

Linkedin Auth @

Outiook Auth @

Loggedinas

Social -

LDAP -

Microsoft Entra 1D Auth @

@
Google Client Login Text @ Sign inwith Google
[s ]
s ]
©
Microsoft Entra ID Application @ binsu-azure-2pp -

Microsoft Entra ID Client Login Text @

Binxu Sign in with Azure AD

Continue to 2. Windows Client Configuration on page 31 to finish up with the rest of the configurations.
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2. Windows Client Configuration

Step 1 - Disable dot1x on Host

Log into the Windows client machine.

Go to Network Connections and open Ethernet Properties > Authentication.
Deselect Enable IEEE 802.1X authentication to disable dot1x on the host
Search for "Services", and go to Services client.

Stop the Wired AutoConfig service if it is running.

o oN-=

Step 2 - Connect to the Network

Before configure windows on the client machine, delete all the cache and history to have a smooth test run.

1. Goto Network and Internet > Network and Sharing Center > View Network and click on Change
adapter settings.

2. Disable and enable the Ethernet card to trigger the authentication using Captive Portal.
3. Open abrowser, and click Connect.

[  Connectto a network x4+

@] A Notsecure | bitpsy// -7-2.nacga.test/isolation

Connect to a network

The network you're using may require you to go to its sign-in page.

4. The browser would state the connection is not private, then click Advanced.
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C © MNotsecure | bipsy) . -fortinac-7-2.nacqa.test/isolation

Your connection isn't private

Attackers might be trying to steal your information from hoangt-fortinac-7-2.nacqa.test (for

example, passwords, messages, or credit cards). Learn more about this warning

MET=ERR_CERT_AUTHORITY_INVALID

Ad v nCEd m

5. Then click the Continue link to trigger the Captive Portal.

(5 © Notsecure | hitps// fortinac-7-2.nacqga.test/isclation

Your connection isn't private

Attackers might be trying to steal your information from hoangt-fortinac-7-2.nacqa.test (for

example, passwords, messages, or credit cards). Learn more about this warning

MET:ERR_CERT_AUTHORITY_INVALID

This server couldn't prove that it's hoangt-fortinac-7-2.nacqa.test; its security certificate
is not trusted by your computer's operating system. This may be caused by a
misconfiguration or an attacker intercepting your connection.

Continue to fortinac-7-2.nacqa.test (unsafe)

6. Wait until the Captive Portal show up, then click User.
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(im] ‘ Connect to a network X [ MNetwork Access Control z Welcor X -+ = (] X

C © Not secure Hps/) -fortinac-7-2.nacqa.test/registration/index-registration.jsp Al hrg = 1]

F:RTINET.

Network Access Control

Welcome

To gain network access users are required to adhere to our established registration policies.
Select one of the following:

.
[ ]
fol=
[ (]
@ + GUEST SELF REGISTRATION
&0
GAMING DEVICE

CUSTOM

If you need assistance, contact the Help Desk.

7. Then click the Microsoft Entra ID signin button, in this example, customer can sing in with the Azure AD

account.
onnect to a networl x etwork Access Control = Registr X a
C (3 M ke A C | :: Regi (] X
G ©® Not secure hitps/) -fortinac-7-2.nacqga.test/registration,/Validl A Ll f‘; Ty

F::=RTINET.

Network Access Control

User Registration
Each user is required to verify that their PC will meet established network policies prior to connecling to the network.
‘You must already have an active account in order to register

« Ifyou know your usemame and password fill out the form below and click the downioad button.
« [fyou do not kmow your usermname and password, contact the Help Desk_

‘When you have filled out the form, you may be prompted to download and run a security scan to verify that your PC will meet these
policies. The process will take approximately one to two minutes. Do not interrupt this process while it is running.

Enter your usemname and password. Then click the Continue button.

i

(8 saninwith Google |

= | Binxu Sign in with Azure AD |

If you need assistance, contact the Help Desk.

8. A Login windows would popup, login with the Microsoft Entra ID account.
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im} ‘ Connect to a network X D Network Access Control = Registr X =4

C © Notsecure | bips// -fortinac-7-2.nacqa.test/registration/Validl

B Sign in to your account - Profile 1 - Microsoft Edge

F H I ' | I %] https:/login.microsoftonline.com/fal6abde
®

B® Microsoft
Network Access Control

User Registration

Each user is required to verify that their PC will meet established nef

k | Can't access your account?
‘You must already have an active account in order to register.

= Ifyou know your username and password fill out the form beloy
s [fyou do not know your username and password, contact the H

When you have filled out the form, you may be prompted to downio
policies. The process will take approximately one to two minutes. Dy

Enter your username and password. Then click the Confinue button)

i

Q Sign-in options
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Microsoft Entra ID Authentication using TLS Certificate

Overview

Digital Certificate authentication ensure that only trusted devices and users can connect to their network as well
as confirm the authenticity of a website to a web browser, also known as SSL certificate. Digital certificate
requires a copy of a public key from the certificate holder, which needs to be matched the a corresponding
private key to verify its identity. A public key certificate should be issued by the certificate authority(CA) to verify
the identity.

1. Generate TLS certificate for Microsoft Entra ID to do
authentication

There are multiple ways to generate TLS certificate for Microsoft Entra ID to do the authentication.

Method 1:

Users can generate the CSR by themselves and configure the value of CN/SAN-DNS/SAN-UPN/SAN-Email as
the UPN(User Principal Name) of the Microsoft Entra ID user account.

Here is the UPN of the Microsoft Entra ID user account.

Overview Monitoring Properties

Basic info

Member

User principal name damwei@| Ej Group memberships 10
Object ID 9ca253a6-75f2-442b-babs-e2cdbT00b30e ._': )

Applications 9
Created date time Aug 27, 2020, 4:20 PM

Assigned roles
User type Member
Identities binxufortinet.onmicrosoft.com Assigned licenses 2
Agent ID
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n | Certificate >

General Details  Certification Path

Show: | <All= w

Field Value 2
BSEriaI number Se00000af7787c1f086457 7 1e. ..
BSignature algorithm sha25aR5A

BSignaturE hash algarithm sha256

mIssuer nacga-AD10-CA, nacga, test
L__|'I.-'alid fram Friday, September 5, 2025 3i...
B'I.-'alid to Saturday, September 5, 2026 ...

=] Subject daivvei@l

|-_']D| thlir kew BSA MN4R Ritel e
CM = daiwei@

Edit Properties... Copy to File...
Method 2:

The second method is using Microsoft Intune to generate TLS certificate. Here are some reference links from
Microsoft Official site:

Use a PKCS certificate profile to provision devices with certificates in Microsoft Intune
Install the Certificate Connector for Microsoft Intune

Troubleshoot use of PKCS certificate profiles to provision certificates with Microsoft Intune

Step 1 - Configure Trust Certificate Profile

1. Go to Microsoft Intune Admin Center
2. Goto Device > Configurartion
3. Under Profile tab, click Create and select New Policy.
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Microactt infune scirmin cenber

L = Devices | Configuration
L Baghed
Al Ty
Poliches oot AN
B e A8 vy { Conatn Ptk fopen
W inoint ey B wcrnsr
T - A ey
- F— _— 53 Sken
u -
- -
BB Groggs Pty marrer Patizare
B o
Z¥ et ety
=P
A, Trabiauhcotng » woport Dot Aclera poliacy bos FIRL

Liitias Upsjrinde Policy Wi 10 it e

1 Compuranon

PR Y vk

4. SetPlatform as “Windows 10 and later”, profile type as “Template”, and Template name as ” Trusted

certificate”.
Create a profile X
Platform
Windows 10 and later A

Frofile Type

Templates 4

Termplates contain groups of settings, organized by functionality. Uise a template when you
don't want to build policies manually or want to configure devices to access corporate
networks, such as configuring WiFi or VPM. Learn more

trust

Template name

Trusted certificate ()

5. Select the root certificate you exported from CA.
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Microsolt Intune admin center

el e atiee gaal Trushedd Cadtafas gt
# = Trusted certificate
@ B @ Configuation settings
y abe bhe ™
m
- =
" Laba ALorE Sl o 4% L.
&
i
e
&
e NI

Step 2 - Configure PKCS certificate profile

1. Inthe PKCS Certificate profile, go to the Basics tab.

Home > Dewvices | Configuration > Daiweitest
PKCS certificate

Windows 10 and lster

0 Basics

Name * Daiweitest

Description

Platform

Profile type

2. In Configuration settings, set CN/SAN-DNS/SAN-Email/SAN-UPN format as
{{UserPrincipleName}}
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“Home > Devices | Configuration > Daiweitest > -
PKCS certificate
Windows 10 and later
W Lonhguration sethngs
Renewal threshold (%) * @ | 20 |
Certificate validity period * & | vears 1 |
Key storage provider (KSF) = (& | Enroll to Trusted Platform Module (TPM) KSP if present, otherwise Software K. |
Certification authority * (O | |
Certification authority name * (O | |
Certificate template name * | TESTPKCS ‘
Certificate type * | User R |
Subject name format * (0 | CN={{UserPrincipalName}} |
Subject alternative name (0
Attribute Value
Loy il PeTRT a1 T @ win
DS l{Deviceld}] w -
User principal name (UPN) [iUserPrincipalMamel} El b
Email address [{UserPrincipalNameal) W ==

i Mot configured

Extended key usage (0

Hame Object Identifier Predefined values
Client Authentication 136155732 Client Authentication (1.36.1.5.57... [&] *»+
[ Mot configured [ Mot configured Mot configured e
[ oo e
Step 3 - Install the Certificate Connector for Microsoft Intune
Please refer to tutorial from Install the Certificate Connector for Microsoft Intune.
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Configuration on Windows Client Side

1. Login your Windows Client.
2. Open Setting, select Accounts and choose Access Work or School.

& -

R cal Acrent OraDirer Windows Update
g v il Lk B

g yvtem E s M Phone @ Metwore & irtemaes
— - ) Aecouss M T )
Apgri Actinumti e & Linguage Gaming
= H e L i
/‘::1 Learch a Prraasy T Updte & Secunty

3. Click Connect to enter the account you used to login, make sure it has permissions in to allow users to

enroll device.
“ Settings
@ Home Access work or school
Find a setting Get access to resources ke emadl, apps. and the network. Connecting

means your work or school might control some things on this device,

Ac = such as which settings you can change. For specific info about this, ask
them.

RS Yourinfo Connect

_+_

E Emaul & accounts

€y,  Sign-in options

B2 Access werk of school

R Farnily & other users

» Windows backup

4. Enterthe work or school account, and then click Next, sign in with your account password, then it will
register the device with your organization.
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5. Once itis completed, the account should appear as one of the access to work or school.

- Settings

A Home

Find a setting *

Accounts

i

Your info

Email & accounts

Sign-in options

Access work or school

» B 2 0O

Family & other users

Q

Windows backup

Access work or school

et access to resources like email, apps. and the network. Connecting
means your work or school might control some things on this device,
such as which settings you can change. For specific info about this. ask
therm.

Conmect
.|.

.. Work or school account

Marage your sccount

Result - TLS Certificate added in Client

In Windows Client, go to Current User > Personal > Certificates, a user TLS certificate should now be added

as aresult.
@& Conzolel - [Conscle Root\Centificates - Current User Personal Certificates) - o
B File Action View Fovortes Window Help _ =
=m0 == BT
Conscle Root Issued To ) Issued By Certficate Tem.. A tions
w [gf Centificates - C =
- | Personal Certificates
. Certific More Acti...
) Tusted Rod| o dhbs e e o == —
Lol 5-1-5-21- 3244807045 12388604 .. 5-1-5-21-324880T045- 32 IRB60L61 ...
1 Erterprise
| Interrmeda
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2. FortiNAC Local RADIUS TLS Service Configuration

Step 1 - Generate Certificate Signing Request (CSR)

Certificate Signing Request (CSR) is an encoded file that contains the public key for requesting certificate from
Certificate Authority(CA).

1. Go to Certificate Management, click + Generate CSR.
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2. Fillin the Certificate Target or the new local radius server target (EAP), new Target Alias, RSA Key Length,
and Common name information.
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Microsoft Entra ID Authentication using TLS Certificate

Step 2 - Submit Certificate Request on Microsoft Active Directory

Use the CSR generated in Step 1 to submit a request for certificate in Microsoft Active Directory

1. Open a browser to connect to Microsoft Active Directory Certificate Services, then click Request a
certificate

G B https// sdjx nacqatest/certsry 2= @G B Micresoft Active Disectory .. *

Microsoft Active Directory Cerlificate Sendces — nacga-ADJX-CA-M

Welcome

Use this Web site to request a certificate for your Web browser, e-mail chent, or other program. By using a cerlificate, you can
request, perform other security tasks

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list
For more information about Active Directory Certificate Senvices, see Active Directory Cerfificate Services Documentation.

Select a task: .
Request a certificate 4""',";

View the status of a pending certificate request
Download a CA certificate, cerificate chain, or CRL

2. InRequest a Certificate page, click advanced certificate request.

e 2 https//adpnacqaest/certsnv/ certrgus.asp 2= @< [ Microsoft Active Directory ..

Microsoft Active Directory Cerfificate Services — nacga-ADJX-CA-M

Request a Certificate

Select the certificate type:

User Cerfificate /
Or, submit an advanced cerificate request.

3. In Advanced Certificate Request page, click Submit a certificate request by using a base 64
encoded CM..

4. Paste the CSR generated from FortiNAC in Base-64-encoded certificate. In Certificate Template, select
Web Server, and click Submit.
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Microsoft Entra ID Authentication using TLS Certificate

e B hitps:/adpnscqatest/ certsry/ certrgit.aip £ - @& G| & Microsoft Active Directory ...

vt Directory Cerificate S

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 cerificate request or PKCS #7 renewal reques

Saved Request:

B4/ 391 £XANAL SRKV I +AN+PINL1doHVIN/ 6TW/ Rneat
Base-G4-agcoded |HEaHI+ZcUnvilyiNeNdSGoeT++CEBEIDABHET 03 ™
cortificate gequest leTacAyLOtHITZIEWSIFz+nijelaF Iz IndW2 IRYeR

(CMC ar BEI430g6zPieaege TV OgFYVEbhETgmead 7 ZBCOFR:
PKCS 10jor emrSpAX=ReOhlylec+pOlempBCE o kb gERaB S Inriw
PKCS WT) ~===-END CERTIFICATE REQUEST-----|
< >
Cartificate Tenyphrte:
[Web Server w|
Additional Atiributes:
Altributes:

5. When the certificate is issued, download the certificate to the local machine.

Step 3 - Upload the certificate onto FortiNAC

1. Log back onto FortiNAC, go to System > Certificate Mangement.
2. Click Upload Certificate.
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O snempany [ dormeer [ ool 03 osiedge [ e don [ reewcs [0 sk = Mo Bepostonr [ g 03 owp O3 coedy I 50000208 Devca s ([ 0 BN Piersal

7% rontiMAC

& Dashboans ¥ | GenerateC5R X Upicad Certificate | MDetails CopyCeriifcate ¥ Restari Service
B Uhers & Host £
Certificabe Tanget £ Alax 3 Isgued T 2

i Nefwork 3
B Pelicy & Dbjects 3 Agmin L tomcat CM=1FL14RLT
B Poctal 3 Local RADHUS Server (EAR) [radius| radius L TH
L Logi 3 Local RADHLIS Serewr (AP [oert] furert Chagh Lnscna begt
0 System v Liocal RADHLS Server (EAR) [ad 10] 2 10 CMeibl 2 nacgatest

Lol RADHLES Sprwr (EARY (14 2 teat] 18 2 A b CRinnh] 2 beaL
Conhg Wizerd Poria portsl CMeports
Gepupn FPersisbent Agent agent Che*nacgatesi
ey Lacal RADHLIS Siarvesr (EAPY [adbe-teas] sdx-tet J Chmpcifa-beat
Sehachler
Tasks
Seltings

3. Click Select Target, and select "Local RADIUS Server (EAP)", then browse and upload the new
RADIUS server EAP certificate downloaded from Step 2, and click OK.
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Microsoft Entra ID Authentication using TLS Certificate

Upload Certificate
© Browseto any files which need to be added

Select Target @  Local RADIUS Server (EAP) [csr] -
Private Key @ Use Private Key from Last Generated CSF +
Details

Certificate(s) @ @ Browse
+

o e

4. Restart the service for the certificate to take into effect.
5. Goto Network > RADIUS, click DefaultConfig and select Edit, configure the TLS configuration Details
by selecting "LOCAL RADIUS Server (EAP) [csr]" as the Certificate Alias, and click OK.
- A 1- @ - 8 admin ~

TLS Service Configuration Details X

Name © RADIUS EAP 2b308hdf-4fbb-4b6c-9f3e-7a2f2fe93b65

Certificate Alias ©  Local RADIUS Server (EAP) [csr]
Auto Update Ciphers/Pratocols @ @©
TLS Protocol(s) @ TL513TLS1.2

@ TLS_AES_256_GCM_SHA384TLS_AES_128_GCM_SHA256TLS_CH/

oo e

Ciphers

FortiNAC F 7.6.5 Microsoft Entra ID Authentication Cookbook

Fortinet Inc.

45



Microsoft Entra ID Authentication using TLS Certificate

Step 4 - Define Microsoft Entra ID Mappings and Authentication source in
virtual server configuration

1. Under Domain Mappings, go to Microsoft Entra ID Mapping tab, add domain and Microsoft Entra ID

Application.
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2. Inside Virtual servers, for Authentication source, select the Microsoft Entra ID from the dropdown list.

Step 5 - Define certificate attribute selection ranking in virtual server

configuration

1. InFortiNAC, go to Network > Radius > Virtual Server, select one of the servers and double click that, a
window will pop up.

RADIUS Server Configuration Details

Name @  DefaultConfig
Type @ Local -
TLS Configuration ©  RADIUS EAP 2b308bdf-4fbb-4bbe-Ffle-
+ /@
Supported EAP Types 7] TS
TTLS
PEAP
TEAP
MD5
GTC
MSCHAPv2
FAST
Winbind Domain(s) © © AllowAny
mylaby
nacga
OCSP Enabled e o
Authentication Source @  daiweitest ®
+
Client Certificate Attribute @ D
Rank Adtribute
1 Commaon Mame
2 SAN-UPN
3 SAN-DNS
4 SAN-EMAIL
Cancel
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Microsoft Entra ID Authentication using TLS Certificate

1. In Support EAP Types, select TLS and Client Certificate Attribute will appear.

2. Enable the toggle switch button, and configure the ranking in which the attribute can be used to retrieve the
username. Currently, 4 values are supported: SAN-UPN,SAN-DNS,SAN-EMAIL, CN.

3. FortiNAC will retrieve the username from these attributes according to the ranking configured.

For example, in the screenshot above, FortiNAC will check if there is any common name existing in the
certificate and the format is UPN, then the common name can be used to retrieve username and authentication
is successful, then it will skip the rest of attributes. Otherwise, it will check SAN-UPN etc. If none of these
attributes is existing in the certificate or username that retrieved from these attributes cannot finish
authentication process, as a result authentication will failed.

3. Configuration on Client Side

Follow these steps to configure Client Certificate:

Step 1 - Export root CA from Active Directory Certificate Services

1. Inroot CA, click search and run on the command "mmc".
2. When the Console window opened, go to File > Add/Remove Snap-in from menu.

Consolel - [Console Root]

E File Action View Favortes Window Help

<3 Mew Ctrl+M
3 Open... Ctrl+0 Name
Save Ctrl+5
Save As...
Add/Remaove Snap-in... Ctrl+M
Options...
1 certsrv

2 compmgmt
3 eventvwr
4 certtrmpl

Exit

3. Inavailable snap-ins, select Certificates to add, and click Ok.
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@ Consolel - [Console Root]

I File Action View Favorites Window Help
LA Al aliER 7)o

| Console Root Name

There are no items to show in
Add or Remove Snap-ing ¥

You can select snap-ins for this console from those avalable on your computer and configure the selected set of snap-ins. For
extensble snap-ns, you can configure which extensions are enablad,

Available ap-ns: Selected snap-ins:

Vendar ” [E] console Root Edit Extensions. ..
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsofft Cor... Maove Lip
Microsoft Cor...
P f o, - - Mave Down
. Micresoft Cer... L )

Micresoft Cor...
Microsaft and...
Mecresoft Cor...
Micresoft Cor...
Miresoft Cor...

. Migosoft Cor... Advanced. ..

Remave

Desaiption:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

[oc ][ con

4. In Certificate snap-in window, choose Computer account, and click Next.
5. Select Local Computer as where the snap-in will be managed, and click Finish.
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Select Computer

Select the computer you want this snap-n to manage.

This snap-n will always manage:

(®)Local computer: fthe computer this console is unning onf

() Ancther computer;

[ ] Mlow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

<Back |

Finish

Cancel

6. Go back to Console, Go to Trusted Root Certification Authorities > Certificates, select nacqa-ADJX-
CA-M, right click, click All Tasks > Export.
i Consobel - [Consode Rool, Certilicstes (Lol Computer] Trusted Root Ceificsten Mbb' Certaliaie]
B Pl Action Wiew Feoctes Window Help

7.

s aE fRXE0E B

| Console Root
w L Cotificates (Locs Compuber)

e

| Parnoeal
Leddicates

£

1 Toused Foot Cemfecation Suthonties

| A

_ Esterpnse Trust

7 Intermediate Certdfesation Suthaities
7 Teuimed Publishens

7 Urarusted Conificated

| Thitd-Party Bect Cetfuation Authaitied
_ Tnnted People

o Cliert Aathenticgtion lrpsers

1 Preview Budd Roctr

1 Locel Horiemovstle Certificates

1 Remacie Deldop

1 Certafcgte Erepliment Reguests

2 St Card Trasbed Boots

1 Tormed Deaces

7 Web Hesting

7] Windews Lve 1D Tolen lsver

Henspd T

ol ARA Certificate Services

gl Bahtimane CylerTrust Reet

ol CBss 3 Pubdic Primaey Certificat..
S Copyright (c) 1997 Microachs €.

o DnyeC it Aasuned 10 Rven C&

o DigiCiert Mssured 1 Root C&

o DigiC et Globial Rt CA

o) DugiCient Global Bet G2

o Digit et Global Rost 51

o DigiC ot High Assurance EY Ro..

) GlobalZagn

) (obalSign Roct Ci

L) Ge Daddy Clads I Cetification _

g Microgaft Authenbioodsitm) oo
o Micronsht Root Authorty

gl Micreselt Reot Cerilicate Mtk
g Microsoft Root Cerificate duth...
CalMicroach Reot Contificate Auth

o MO LLABILITY ACCERTED. ()87 -
o Searfield Clans I Covtification A
ol Symantec Enterprise Mobde Ro_.
o Thaswte Timestamping T
CalVeriSign Clatt 3 Publis: Primany ..
CelvenSign Uneersall Roea Cermibar_

i

[
Adui, Certeficate Senices

Baitimane CyberTruat Roet

Chiea 3 Publc Primasy Cestificaba..
Copryrightt (<} 1997 Micreachs Corp,
Degel et Aaguied ID ot CA
Digiert Assured 10 oot €4
Dogrl et Global Roct CA

DegiCient Global Bt G2

DigiCiert Global Root 63

DagiCant High Aviurancs BV Root .
GlobalSegn

Gichaliegn Rock T

G Dadehy Cliand 2 Comificatasn Au_
Mhicrodalt Authenboodsitm) Root..
Microacht Root Authorty
Mlicredolt Rzt Cemilicate Aothed..
Mlicresoft Root Centificate duthon...
Micredcfs Reot Cantilicats Authen
neoga-A010-CA

nacqa-a0-Ca

nasgqa=ADNKCA

M LLABILITY SCCERTED, (T )
Searfild Clans I Cevtification Aut
Symmantec Enterprse Mobde Roo
Thawte Timestamping i
VieriSign Clagt 3 Publs; Primany C
Venhgh Uinssersal Root Cemdeal

In Certificate Export Wizard, click Next to continue.
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Microsoft Entra ID Authentication using TLS Certificate
8. Click DER encoded binary X.509 (.CER) and click Next.

= & Certificate Export Wizard

Expart Fils Format
Certificates can be exported in a variety of fle formats.

Select the format you want to use:
(W)DER encoded binary X509 (.CER)
() Bage-54 encoded X. 509 (.CER)
() Cryptographic Message Syntax Standard - PECS 27 Certificates (P7E)

9. Browse to the file you want to export, and click Finish to finish exporting the file.

s‘é’, Before proceeding, generate a client

certificate and place it in a personal folder
under the Certificate's current user.

Step 2 - Import Root CA into Client Trust Root Certificates

1. Inclient machine, click search and run on the command "mmc".
2. In Add or Remove Snap-ins, select Certificates.
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Add or Remove Snap-ins W

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:
Snap-n vendar ~ [5] Console Root Edit Extensions...
T "
= | ActiveX Control Microsoft Cor... Remove

E.ﬁuﬂ'ﬁoﬂ:ﬁﬁmmger Microsoft Cor...

= 1 certificates | Microsoft Cor...

. Component Services  Microsoft Cor... P
& Computer Managem.., Microsoft Cor...
& Device Manager Microsoft Cor... add > Move Down
= Disk Management Microsoft and... =

[2] event viewer Microsoft Cor...

| Folder Microsoft Cor...

\=[ Group Policy Object ... Mirosoft Cor...
B, 1P security Monitor  Microsoft Cor....
# P security Policy M. Microsoft Cor...
;ertoWebAddr_ess !*!a'muﬂl‘.‘ar." . Advanced...

Deseription:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

[oc ] conce

3. InCertificates snap-in, select My user account, and click Finish

Certificates snap-in >

This snap-n will always manage cerificates for:

() Service account

() Computer account

< Back Fish | = Cancel

4. .Rightclick on Trusted Root Certification Authorities, and select Certificates.

FortiNAC F 7.6.5 Microsoft Entra ID Authentication Cookbook
Fortinet Inc.



Microsoft Entra ID Authentication using TLS Certificate

Add or Remove Snap-ins x

You can select snap-ins for this console from those avaiable on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-in Vendor " [] console Root | Edit Extensions...
- ActiveX Control Microsoft Cor... l Certificates - Current User

[Edauthorization Manager  Micrasoft Cor... &

W Certificates Microsoft Cor...

. Component Services  Microsoft Cor.... Move Lp
&Cmmtuﬂmagem... Micrasaft Cor...

& Device Manager Micrasoft Cor... Move Down
= Disk Management Microsoft and...

{2 Event viewer Microsoft Cor...

| Folder Microsoft Cor...

.iJ Group Policy Object ... Microsoft Cor...,

® 1r Seaurity Monitor  Microsoft Cor...

&, 1P Security Policy M...  Micrasoft Cor...

| Link to Web Address  Microsoft Cor...

— ph g w | Adyanced...
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

o ]1 concd

5. Select All Tasks > Import

E Coraclel - |Coraole Roof Certificates - Curent Uer\ Trusted Root Cotificafion Authoetier Certificates] = (m] k4
W Efe  fcson Miew  Favgrites ffedow e
o nm 0| = Bm

- F X

2 Conole Root Hued To trued By Espiration Dste  btended Purposes = | Actions
v G Certificates - Current User o Rattimore Cybesust Root Battimare {yberTrust Root S5 Client Authenticati..
: - mhm&na i fush o) Claia 3 Publie Primnasy Contificat. Class 3 Publis Prmary Cetificatio_. 212028 Chient Authpnticati More Act ¥
- = il . ol Copprigha (c) 1957 Micresaft . Copyright (c) 1997 Meorosoft Carp. 1273001599 Time Stamping
+ B 'EMP'MM :..?MNMIDM(I DrigiCert Sanured 1D Root CA A Client dugthenticati..
s @ & Cortification Al | o DiiCen Glabal Rect C& DigrCiert Gkl Roed CA& w2031 Chient Authpnticati
P ———— DigiCiert Gkl Root G2 115208 Chient duthenticats..
s [ Trusted Publichars o) DigiCiert Global Rost 63 DigiCert Global Root GF V1N20H Chient duthenticati..
3 [ Untrusted Cotificabes o) DigiC ot Trutted Root G4 DigiCert Trusted Root G4 11572033 Clhient Authpnticati
3+ [ Third-Party Roct Certification . | —af DST Root CA 3 DT Rovat CA X3 SRR Cheeril et
3 [ Trusted People 3 Hotspot 10 Trust ok C - 03 bobipot 110 Trest Root C4 - 0 TR0 Chent fgthenticsti..
3 [ Chent Authentication lnsers | | CBRG Reot X1 1SRG Rzt X1 SIS Chant Authanticati.
¥ [ Locsl NanRemevable Cortifica | Ll Micreanlt Binthenteredeltm] R, Mesotsh Authentcode(tn] Rest. 123071599 Gecure Emad, Code
+ [Z] Cenificate Enrcliment Reguest | 05 Microsoft ECC Proskact oot Ce.. Microsoft BOC Product Root Ceti, 2772043 < &lly
» (2 Semart Card Tusted Rects ColMicroaelt ECC TS Root Cartifich. Mironcl ECC TS Root Cenificate . 2/27/2043 <Al
Lol Micregalt Intune Root Cenificsl. Merosei intuese Foot Cemfiostio.. 20172004 Chent Luthenticatsn
Sl Microsolt Root dathosity Moot Boot Authority TRB0 <Al
Tl Micreast Roct Cantificats Auth_.  Micropol Rect Conificats Suthor—. 552001 <&l
g Micredolt Root Cemificate Auth.. Mool Roct Cemdacate Authon..  &2372035 <Al
Co Micresoft Root Certificate Asth., Mioosoft Root Certificate Suthon..  L222005 «&ls
S Microaolt RSA Root Cotificate . Miceouolt R5A Root Cetificate du . THIB/2042 Chont Athenticati..
[ > »

Trusted Root Cenification Autheetaes shore conaing 27 conilicates.

6. Select Root CA file.
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|«
Trusted Root Certification Suthonities sboee contans 27 certificates.

FortiNAC F 7.6.5 Microsoft Entra ID Authentication Cookbook

*
i
L& b8 Certificate Import Wizard
File to Import
Specify the file you want to import.
File name:
“ | | Browse..,
Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.F12)
Cryptographic Message Syntax Standard- PECS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store ((55T)
| Mext I | Cancel
7. After the file is imported, the Root CA can be located in the list.
& Contclel - [Conscle Roof\ Certificate: - Curment UserTrusted Rost Certification A s\ Contificates)
R Fide  Acties  Yiew Feopstes  Windew  Help
= @ 4 EXEE B
| Console Rest | pe— - bsued By Expesbon Date  Inbended Purposes [T astions
- I !:.!r:;aum-ﬁw U CalDhgiCart Trusted Root G4 DigiCert Trunted Roct G4 V1038 Clapet Authartscati Cetificates &
: - B '_.JDSTF.DMEAIJ 5T Rzt TA X3 73020 Ol Authertsat._ Bcen At
b ‘“ﬂm"ﬂ““m Calbotipot 20 TustRoot CA- 01 Moupot 20TusRoot Ca-03 122043 Client duthenticati. B
» [ Enberprise Tt LSRG et 1 ERG Rect X1 S35 Ot it i | AARRC A,
. '“ Ceni Bt _,J!.-I-uﬂehm::nuwﬂa. Magiesolt Suthenbeadeitm) Root.. 1273171559 Severe Ermad, Code Pgee Autipere
+ ] Active Disectory Lies Obyoct | LaIMbcroscft ECE Product Root Ceu. Micrasaft ECC Praduct oot Cert 22772043 <l
4 ] Trusted Publishers CalMicronc®t ECC T5 Root Certifica. Microsolt ECC TS5 Roct Cartificate .. M/Z7/2043 Al
5 B Ustrusted Canificats CelMronch Inburet Rioct Certfucat Microsolt Intune Root Centficatss_ BI112026 Chora Authestcation
| Third-Party Roct Certification )| el Mirosoft Root Autharity Microsoft Root duthenty 12200 <dll>
1 Trusted Pecple CalMicroncht Rock Cerificate Auth... Microsolt Root Cenificate Authori.. /W21 Al
] Chent Aughentication lsveers ;.Jmmmcm-cmhm_ Wheensolt Root Conilicate Athen.. 57232035 <Al
1 Local MoaBemovsble Certifics | gl Miceopoft Root Centificate Auth..  Microsoft Root Centificste fathoei..  R2I2036 ey
» [Z] Certificate Envclimend Request | T5] Misronof BSA Root Certificate . Microsolt REA Root Certificate Su..  T/ILM2 e Authersscati.
» (2] Senart Card Trusted Roots LolMisersett Tirne Seamp Rest Cer.. Micnsaolt Tive Staep Aot Cend.. 1002272039 <l
._.qu.-.-.mu-ca. nacga-A00-CA SPHE <Al
_.JFI}LIM\'&ECEPT!D. (3T — WO LIABILITY ACCEPTED, (g]97 We—  1/T/2004 Tt Stafnpatey
Ll %Starfield Root Cetificate dutho... Stadield Book Certificate Authont.. 1273172007 e Susthasiecati..
L Symantes Enterprine Mckile Bo.,  Symnantes Enberprive Motsle Root . 242032 Code Signing
Lol Thawte Temestarmgang C& Thanite Timestamping CA 1273172020 Tne Stamping
€ ¥
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Step 3 - Upload AD Root Certificate to FortiNAC

1. Log into FortiNAC, and go to System > Certificate management.

2. Select Trusted Certificates tab and click on Upload Certificate.

| 2 System ¥ General Trusted CA
General Trosted CA

Config Wizard

General Trusted CA
[ f

General Trusted CA
Fewture Visibility

Scheduler General Trsted TA

&

Certificate Target &

E28 Fortiac = q
B Dt ¥ LupkadCertibcate (D)

& Users B Hosts ¥

e Netveork N

B Policy & Objects 5 RADIUS Endpoing Trust [RadSac)
B Portal 3 General Trusted CA

1 Logs ¥ | General Trusted CA

B Export = Server Certihoates m

b To §
Chmrathiee -
LH=XRamp Global Certécation duthority. D=XRamp Security Services Inc, Ol =w. l
CH=USERTra RSA Certifation Authority, 0= The LISERTRUST Network, L= berie
CN=USERTnat ECC Contifcation Autkeity, O=Tha USERTRLUIST Metwark, L= lrsn
CN=UCA Glohsl G2 Root. O=UniTrust, C=CH
CTH=UCA Extended Validation Root, O=UniTruse, C=0N

CH=TWCA Root Certification Authority. 0= Root CA. O TAIWAN-CA C-Tw

CN=TWLA Global Root CA. OU=Root A0 =TARVAN CA. C=TW

3. Click on Browse to add the AD root certificate to the FNAC

23 FortivacC

Ganeral Trusted CA
ll General Trusted CA
Ganeral Trusted CA.

Ganeral Trusted CA

Feature Visibility

Ganeral Truated CA

Schedider
Taiki Ganeral Trusted CA
Sattings Ganeral Trusted CA

Ganeral Trusted CA

Ganaral Trusted CA

Certificate Target

B Qoo ? | RuploadCertibcate [ Deta
& Users & Hosts ¥

dh Metwork E

B Policy  Objecty » PADIUS Endpoint Trust (RadSec)
B Fortal 3 General Trusted CA

& Logs *  Ganersl Trusted CA

Updoad Certifeate x
@ Browse to sy fikes which need te be added

Select Target @ =

Conitemaly @ Br o x

[ oc [
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4. Use the TLS certificate to initiate authentication

1. Log into the Windows host. Go to Services, and start Wired Autoconfig Service.
4 Senices - o X
File Action View Help
oo | mEDc= Hm »unp
., Services (Local) :& Services (Local)
Wired Autalonfig . MNamie : Deseription  Status Stamup Type  Log OnAs =
S Windaws Secunity Service Windows Se... Running  Manusl Lescal Syste...
\":',W-\dam‘l'-nt Maintains d.. Running  Automatic (..  Lecal Senvice

Emables the .. Running Manual (Trig... Lecal Syste..

. Enablesrem... Running  Manual Local Syste...

Stop the service
Eestart the service

Description: : Running  Manual Local Service

The Wired AuteConfig (BOTISVE) ”

senice i responsible for perferming -

IEEE B0Z.1X authentication on h Manual Local Syste...

Ethernet interfaces. If your current S WMI Pesformance Adepter  Provides pe... Manual Local Syste...

wired network deployment enforces 3

BO2.1% authentication, the DOTISVC :4' W.arklolﬂer; This service ... Manual Local Senvice

senvice showld be configured to run ..!;Wnrlmmnn Creates and..  Running  Automatic Network 5.

for establishing Layer 2 conmectivaty  Cab WWAN AutoConfig Thils sanvice ... Manusl Lo<al Syste...

and/or providing access to network () Mbox Accessory Managerne... This senice .. Manual (Trig...  Le<al Syste..

resources. Wired networks that do =)

ot enforce 802 1X authentication are :.;iqu L:-vt Auth Manager Pu:nmles .. Manual ) Local Syste...

umaffected by the DOTISVC senvce. s Xbox Live Game Save This service ... Manual (Trig... Local Syste...
G Mbox Live Networking Senvice This service ... Manual Loscal Syste..

\ Extended | Standard |/

2. Goto Control Panel > Network Connections, right click on the network adapter, and click Properties.

3. Click on Authentication tab, and enable IEEE 802.1X authentication. For network authentication
method, select EAP-TTLS.

¥ EthernetD Properties *

Metworking  Authentication  Sharing

Select this option to provide authenticated netwaork access for
this Ethemet adapter.

[ Enable IEEE 802.1X authentication
Choose a network authentication method:

Microsoft: EAP-TTLS ~ Settings

[[] Remember my credentials for this connection each
time I'm logged on

[[] Fallback to unauthorized network access

OK Cancel

4. Click Additional Settings > Specify authentication mode, and choose User authentication.
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Advanced settings X
B02. 1X sattings
[ specify authentication mode

User authentication - Save credentials

[CJEnable single sign on for this nebwork

[oc ] coal
5. Click on Settings next to EAP-TLLS

6. Uncheck Enable Identity Privacy.
7. For Connect to these server, input your CA address and FortiNAC address. Choose the Trusted Root

Certification Authorities.
8. For Client Authentication, select an EAP method for Authentication. Choose Smart Card or other
certificates.
TILS Properties X

[] Enable identty privacy

Server certificate vabdation
Connect to these servers:

ad 10 nacqa test daiwenac nacqa test

Trusted Root Centfication Authorities

[ nacqa-AD10CA A
[ nacga-AD10CA
[ nacga-ADJXCA
[ nacqa-ADJXCA
=

mmmmn APV IV PR

< >
[[] DonY prompt user f unable to authorize server

Client authentication
(D) Sehect a non-EAP method far authertcation

Inencrypted password (PAP

(®) Select an EAP method for authentication
Microsoft: Smart Card or other centificate w

Configure

9. Click Configure under Smart and certificates.
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10.

1.

Smart Card or other Certificate Properties b4

'When connecting:

(O Use my smart card

(@) Use a centificate on this computer

[ Use simple certficate selection (Recommended)

[A Verfy the server's identity by validating the certficate

[~ Connect to these servers fexamples:srv 1:3rv2: "\ srv3\ com):

ad 10.nacqga test daiwenac nacga test

Trusted Root Cerification Authortties:
[ Microsoft ECC Product Root Certificate Authorty 2018 "
[ Microsoft ECC TS Root Certficate Authordty 2018
[ Microsoft Root Certificate: Authorty 2010
[ Microseft Root Cerificate Autherty 2011
[ Microsoft RISA Root Certificate Authorty 2017
[ Microsoft Time Stamp Root Certficate Authordy 2014
B nacqa-AD10CA
[] nacqa-AD10CA
<

v
>

View Certificate
[[] Don't prompt user to authorize new servers or trusted cestification
authorities,

[[] Use a diferent user name for the connection
I 0K Cancel

Enable simple certificate selection, Verify the server’s identity by validating the certificate,
Connect to these severs and input your CA and FortiNAC address.

Select the trusted root certification Authorities.

5. Synchronize New attributes added in User/Host Profiles for
Microsoft Entra ID

The new Microsoft Entra ID service connector can be sourced and synchronize in User/Host profile .

1.
2,

Go to Policy & Objects > User/Host Profiles > Who/What Attributes.

In Where condition, set User > Authentication Type as Microsoft Entra ID, you can choose your service
connector for Microsoft Entra ID.

If the user source is Microsoft Entra ID and authentication source matches the service connector
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Remote Group

Overview

Remote Group allows FortiNAC to sync groups of users from Microsoft Entra ID. These groups of users can
constantly be polled and updated automatically or manually through FortiNAC service connector. Essentially, it
allows FortiNAC users to see the list of users authenticated by FortiNAC through Microsoft Entra ID
authentication as a group in System > Groups > Remote Groups.

These remote group can be also be used in User Host Profile (UHP).

FortiNAC checks the user group membership and then responds to RADIUS with a Production vlan in the
scenario where access request are accepted according to network access policies.

Configuration on FortiNAC through Service Connector

To import groups from Microsoft Entra ID, go to Network > Service Connectors > Authentication Sources -
> Microsoft Entra ID.

1. Enable Import Groups From Microsoft Entra ID.
Import Groups From Microsoft Entra 1D O

Select Groups to Import 1231 production
daiweigroup
Daiweiteamtest

X X X X

west

Svnc Groups Automatically € SyncEvery 1 Minute(s) =
Delete Users No Longer FoundonSync @ @

Select the groups to be imported from Microsoft Entra ID.

In Sync Groups Automatically, configure how often the groups to be synced in FortiNAC.

Enable Delete Users No Longer Found on Sync to automatically delete users no longer found from the
group.

Alternatively, remote groups can also be pulled manually through right click on the service connector and select
Poll.

o> wNbd
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Authentication Souwrces

The remote groups that are imported can now be viewed on FortiNAC at System > Groups >Remote Groups

Local Groups  Remote Groups
Bbgorti- B te [ Delete All Unavallable Groups . @ View t O Q Search
Name 3 Type & Used By Mambars Source Status 3 Owmer & Group Source Description *
daiweigroup Microsoft Entra 1D 1 2 & Syneed User dahwestest
Daiweiteamtest  Microsoft Entra ID 1 1 @ Synced LUsar dabweitest Duabweitsamiest
o 1231productl.,  Microsoft Entra 1D 1 1 @ syneed User dalweitest
Birou Microsoft Entra ID @ Synoed Usir portal Biras
west Microsoft Entra 1D 1 O Unvailable User daiwestest west
duz_test Microsoft Entra 1D @ Synced User portal

The Source Status is a reflection of the group status on Microsoft Entra ID:

1. Synced - connected and updated through Microsoft Entra ID.
2. Unavailable - the group is deleted from Microsoft Entra ID.
3. Disconnected - Service connector cannot reach the specific group.

Remote Groups CLI Configuration

The following CLI commands can be used to display Microsoft Entra ID group details in FortiNAC CLI:

Diagnose system remote-group display all/id/name

CLI Com- .
Description
mand
all Display all remote groups.
id Display remote group information and/or members using
ID.
name Display remote group information and/or members by

name

CLI Command example
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Last Maodifed By
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM

SYSTEM

Last Modified Time &

0TS0 16:15:29
2025/09/30 16:15:29
2025/09/30 16:15:28
2025/09/3015:57:28
H0ES0H T 1204:09

2025093015529

Q
Last Syne Time &
202506730 161529

2025/09/30 141529

2025/06/30 16:15:28
2025/06/30 15:57:28
2025029 120302

202500730 155729



Remote Group

Display all remote groups
Display remote group information and/or members using ID
name Display remote group information and/or members by name
daiweinac? (Interim) # diagnose system remote-group display all
D | Name | Type
O S
1373345314447362 | daiweigroup |Microsoft
1373345315557380 | Daiweliteamtest |Microsoft
1373346624471856 | binxu |Microsoft
13733820850545695 | duz_test |Microsoft
1375483748839431|1231production |Microsoft
13771958083824152 |west |Microsoft

daiweinac? (Interim) # ]

Example - Remote Group Use with User Host/Profile

In this example, 802.1X TLS will be used in conjunction with Remote Group.

Prerequisite
The user used to do the authentication is a member of remote group in Microsoft Entra ID.

Members

The user has generated a TLS certificate that CN has the UPN format of username.
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s Centificate b

General Detals  Certificabon Path

Show: | <All> £
Fiskd Valye (e
| serial number 5500000aF 7787 1F0BS45TT 1e...,
.. Sgnature algorithm sha25ER5A
| Signature hash algerithm sha256
.. [asuer naoga-AD 10-CA, nacgs, test
o Vald from Friday, September 5, 2025 3:...
| Vald to Saturday, September 5, 2026 ...

darwel Ebioasforinet.onmido. ..

E = dabwei Bbinuforbnat. onmicrosoft.com I

o

Steps on using 802.1X TLS Security Profile

Add Microsoft Entra ID into FortiNAC network Service Connector.

Import remote group called "daiweigroup" and pull group.

Apply remote group "daiweigroup" in Network Access UHP.

Enable auto registration on switch port

Add 802.1X security profile from FortiGate switchport.

Add Authentication source and Microsoft Entra ID Mappings in radius configuration

Using TLS certificate which CN is "daiwei@binxufortinet.onmicrosoft.com" to do 802.1X authentication.
Outer EAP method is TTLS, inner method is TLS.

8. After authentication is done, "daiwei@binxufortinet.onmicrosoft.com” is added into "daiweigroup" remote
group automatically and host will move to production vlan

Nooabkobdh-=

Note: Import UHP policy including remote group attribute from CA to NCM is not supported.

Result of the authentication

Status. First Name Last Name UseriD 3 Number of Registered Hosts & Number of Logged | s ication Type ication Name Email 3 Phon
4 Admin admin adein Local
3 Datwei Zhang dabwel Other
i Daiwei daiwed Other dahweigbimafortinet_..
& testirod00 zhang Tisdng@tinadorting. . Microsoft Entra ID

DaiweiAzure Zhang daiwei@binadontinet.... Microsoft Entra ID

e — Piue Fimme T Wiwdall | WAGAS mum Type | Cueer BAF Type | inner EAP Type | Access etue | endor Feme__ Wisshin Aurersceson | Uses Aunenice: B — T
..... o oz 1x ™s s = [ —— @ -
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@ Seanch

1ESiprocction.
Znang. Dehweidnme
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