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Introduction

A cloud-based SaaS service, FortiSASE, is available. With FortiSASE, you can ensure to protect remote, off-net
endpoints with the same security policies as when they are on-net, no matter their location. The service is
available through a subscription based on the number of endpoints or users.

Requirements

The following items are required before you can initialize FortiSASE:

Requirement Description

FortiCloud account Create a FortiCloud account if you do not have one. Launching FortiSASE
requires a primary FortiCloud account. A primary FortiCloud account can
invite other users to launch FortiSASE as secondary users.

Internet access You must have internet access to create a FortiSASE instance.

Browser Device with a browser to access FortiSASE.

For product integration information, see Product integration and support.

W

g You can only create one FortiSASE instance per FortiCloud account.

Licensing

The FortiSASE portal enforces license requirements when you log in.

FortiSASE requires the FortiClient FortiSASE subscription based on the number of endpoints or users. See the
FortiSASE Ordering Guide for licensing details.
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Deploying FortiSASE

This document describes how to get started with FortiSASE to protect remote endpoints. This document
assumes that you have already obtained entitlements for all configuration components. This consists of the
following steps:

1. Initialize FortiSASE.
2. Connect the tunnel to FortiSASE from FortiClient.
3. Verify the connection.

Initializing FortiSASE

To initialize FortiSASE:

B WM

Log in to the FortiSASE portal with your FortiCloud account.

Select the desired geographical security PoPs for your security and log storage.

Click Start Now for FortiSASE to provision your environment. This initialization may take up to 10 minutes.
The FortiSASE dashboard displays enabled security features and endpoint management information. This

example creates a local user:

a.

Go to Access & authentication > Users and groups.

b. Click Create.

» 20

Select User, then click Next.

In the Email field, enter the user email address.

If desired, enable and configure Temporary administrative password. Users change their password
during the activation process. You may want to configure a password if you anticipate that you need
administrative access to this agent before the activation process.

Click OK. The user receives an invitation email to activate their account. The user may receive the email
in their junk folder.

Ly

? Only create local users for simple deployments. To configure FortiSASE for remote user
authentication, see Access & authentication.
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Deploying FortiSASE

Installing FortiClient and connecting to FortiSASE

To install FortiClient and connect to FortiSASE:

1. Intheinvitation email, click the Activate button. A browser window opens.

2. Inthe browser window, enter the account Name and Password. Click Activate. Note your username and
password.

3. From the invitation email, click the link to download the FortiClient installer on your device.
4. Run the downloaded installer to install FortiClient.

5. If you are using a manual installer, you must enter the invitation code from the email in FortiClient to connect
to FortiSASE. If you are using a manual installer, copy the invitation code from the email.

6. After FortiClient completes installation, open it.

« If you are using a preconfigured installer, FortiClient should automatically be connected to the
FortiSASE instance.

* If you are using a manual installer, enter the invitation code from the email in the Enter Server address
or Invitation code: field and click Connect.

@ FortiClient - Disconnected

Zero Trust Fabric Agent

=1 Register with Zero Trust Fabric

'@ Enter Server address or Invitation code:

MY KL: IConnect ==

NA ZERO TRUST TELEMETRY

At this point, FortiClient has activated the SASE license and provisioned the FortiSASE tunnel.

@ FortiClient - Connected

Zero Trust Fabric Agent

user ) Managed by FortiClient Cloud
Status: @ Connected =

\,/\ ZERO TRUST TELEMETRY

L& REMOTE A

On the Remote Access tab, connect to the FortiSASE tunnel using the username and password from step 2.
FortiSASE is now securing all your traffic.
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Verifying the connection

To verify the connection:

1. Loginto FortiSASE as the administrator.
2. Configure Web Filter to block personal vehicle websites:
a. Goto Security > Security profiles.
b. Inthe Web Filter With Inline-CASB widget, click Customize.
c. Enable FortiGuard Category Based Filter. Configure the Block action for Personal Vehicles.
d. Click OK.

3. Asthe remote agent, attempt to access a personal vehicle website, such as tesla.com. Verify that
FortiSASE blocks access.

= C A Notsecure | tesla.com 7 % Incognito

FortiGuard Intrusion Prevention - Access
Blocked

Web Page Blocked
You have tried to access a web page that is in violation of your Internet usage policy.

Category Personal Vehicles
URL http://www.tesla.com/
Username  admin@g & & &
Group Name SSL_User_Group

To have the rating of this web page re-evaluated please click here

4. In FortiSASE, configure the Allow action for the Personal Vehicles category.
As the remote agent, attempt to access tesla.com again. Verify that FortiSASE allows access.

6. In FortiSASE, go to Operations > Logs > Traffic > Internet Access Traffic to see logs for these access
attempts. You can double-click the log to see details.

L

FortiSASE Feature Cloud Deployment
Fortinet Inc.



Change log

Date Change description

2026-03-04 Initial release.
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