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Change Log

Date Change Description

2019-04-11 Initial release.

2019-04-16 Updated FortiClient EMS Connector on page 29.

2019-05-08 Added Fabric ADOM management on page 13.

2019-05-24 Added License for FortiGates with FortiManager Cloud Entitlement on page 143.

2019-05-30 Added Zero-touch provisioning for FortiSwitch on page 83 and Zero-touch provisioning for
FortiAP on page 78.

2019-07-04 Updated the URL for FNDN in Swagger support for FNDN API Tool on page 142.

2020-09-11 Updated Zero Touch Provisioning - CLI Template with Variables on page 68.
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Expanding Fabric

This section lists the new features added to FortiManager for the expanding fabric.
List of new features:

o Security Fabric Topology on page 7

o Fabric ADOM management on page 13

+ Dynamic Mapping for SSID on page 16

o Split Task VDOM Mode Support on page 18

Security Fabric Topology

Both the Physical Topology and Logical Topology from Security Fabric deployments can now be accessed from
FortiManager. In the event FortiManager is managing multiple Fabric deployments in the same ADOM, the
administrator can switch between them from a single console. The FortiManager uses shared components with
FortiGate, thereby supporting a consistent look and feel, level of detail, and usability exactly like FortiGate devices.

See Security Fabric Topology.

Security Fabric Deployments

Manage multiple Security Fabric deployments in an ADOM using FortiManager.

£23 DeviceManager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM:root 13 @ (@) admin |

@ Add Device v 3B Device Group v & Install Wizard X Tools ~ B Table View v

BN o 6 pevices 0 pevices . 0 Devices . B 0 pevices .
] Total Connection Down Device Config Modified Polcy Package Modified

[ Edit § Delete

31 Impor y &install v iMore~ %5 Column Settings

35 IT_Security

O A Device Name Config Status Palicy Package Status Firmware Version Host Name 1P Address Platform Description
O ¥kCampus_Fabric

O  #Ottawa_Campus* v Synchronized Never installed FortiGate 6.2.0,build0803 (Interim) Ottawa_Campus 10.3.121.76 FortiGate-VM64

O 4 Toronto_Campus v Synchronized Never installed FortiGate 6.2.0,build0803 (Interim) Toronto_Campus 10.3.121.78 FortiGate-VMé4

O %Enterprise_Fabric

O  &Enterprise_Core* v Synchronized Never installed FortiGate 6.2.0,build0801 (Interim) Enterprise_Core 10.3.121.100 FortiGate-100D

O 4 Enterprise_First_Floor v Synchronized Never installed FortiGate 6.2.0,build0801 (Interim) Enterprise_First_Floor 10.3.121.191 FortiGate-101E

O 4 Enterprise_Second_Floor v Synchronized Never installed FortiGate 6.2.0,build0801 (Interim) Enterprise_Second_Floor 10.3.121.192 FortiGate-101E

o

o

4 IT_Department* v Synchronized Never installed FortiGate 6.2.0,build0799 (Interim) IT_Department 10.2.121.184 FortiGate-VM64

Search. Q)
& Enterprise_Core
4 Enterprise_First_Floor
4 Enterprise_Second_Floor
4 IT_Department
4 Ottawa_Campus
4 Toronto_Campus
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Expanding Fabric

On FortiManager, go to Fabric View. Physical Topology tab and Logical Topology tab are shown at top menu bar. To
switch between fabric deployments, go to top right hand corner fabric list and select a fabric deployment.

2% FabricView » Physical Topology Logical Topology Fabric Connectors Security Rating

Enterprise_Core

HA Active-Passive
ntel r ntel

Internet

FG100D-CSF-2

Physical Topology

The Physical Topology shows the devices in the Security Fabric and the devices they are connected to. You can also
select whether or not to view access devices in this topology.

Access Device View: In below example, the access device FortiSwitch "S108DVWA9IXDVGG54" is shown.

73 FabricView v Physical Topology Logical Topology Fabric Connectors Security Rating

e Traffic~

)
2

Bytes (Sent/Received)~

-Em. @-

Internet~ Enterprise_Core Enterprise_First_Floor \

(@.

Enterprise_Second_Floor S108DVWA9XDVGGS54

No Access Device View: In below example, the access device FortiSwitch "S108DVWAIXDVGG54" is not shown.
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Expanding Fabric

825 FabricView Physical Topology Logical Topology ~Fabric Connectors - Security Rating

ADOM:root 12 @ (@) admin

3% fabric ~
2 [Qsearch

Access Device [P Lol Device Trafficw

Bytes (Sent/Received) >
=Em- Em=

Internet » Enterprise_Core

Enterprise_First_Floor

(@.

Enterprise_Second_ Floor

« More information: Hover over a device for more information.

25 FabricView v Physical Topology Logical Topology Fabric Connectors  Security Rating

ADOM:root 2 @ (@) admin v

% fabric~
2 |[QSearch

No Access Device || Device Trafficw

Bytes (Sent/Received)~
=Em- Em:

Internet Enterprise_Core

Enterprise_First_Floor

510BDVWAIXDVGG54
S108DVWA9XDVGG54
5108DVWAIXDVGG54

@ Connected

on 5108DV-v6.2.0-build138,181110 (Interim)

&5 Enterprise_Core

(@ Enterprise_Second_Floor
S108DVWAIXDVGGS4
M=

Enterprise_Second_Floor

S108DVWA9XDVGG54

Search: The search field is located above the view. The search highlights devices that match your search criteria,
and grays out devices that don't match.
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Expanding Fabric

&75 Fabric View v Physical Topology Logical Topology Fabric Connectors ~Security Rating ADOM:root [

& |[Qsecond_floof x ‘ No Access Device | | Device Traffic ~

Bytes (Sent/Received) ~

-Em-

Internet~ Enterprise_Core

@-

Enterprise_Second_Floor

Filter Topology View

Use filters to narrow down the data on the topology views to find specific information. The filter menu is located at top
right corner.

« Filter: Filter by Device Traffic, Device Count, Device Type, Vulnerability, or No Devices.

73 FabricView~  Physical Topology Logical Topology Fabric Connectors Security Rating ADOM: root  C
2 [Qsearch EE=EEY o Access Device

PR Device Traffc

Device Count

F‘@ [[:‘@ Device Type

P
=Q = = .’ Vulnerability
Enterprise_Core Enterprise_Second Floor S108DVWAIXDVGG54 No Devices

Internet~

@-

Enterprise_First_Floor

« Sub-filter: When the filter is set to Device Traffic or Device Count, there is a sub-filter that provides Bytes, Packets,
Bandwidth, and Sessions options.
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Expanding Fabric

823 FabricView v Physical Topology Logical Topology Fabric Connectors Security Rating

2 |[Qsearch No Access Device | Device Traffic+
Bytes (Sent/Received) -
Bytes (Sent/Received)
A Packets (Sent/Received)
csQl = M= i

Bandwidth

Intomete Enterprise_Core Enterprise_Second Floor $108DVWAFXDVGGS4

Sessions

(@-

Enterprise_First_Floor

Logical Topology

The Logical Topology view is similar to the Physical Topology view, but it shows the network interfaces, logical or
physical, that are used to connect devices in the Security Fabric. Logical Topology provides the same search function,
tooltips for device information and the filter view as Physical Toplogy. Logical Topology does not have Access Device
view and No Access Device view, which is different from Physical Topology.

To see the Logical Topology, go to Fabric View > Logical Topology.

Physical Topology  Logical Topology Fabric Connectors Security Rating

Device Traffic~

Bytes (Sent/Received)~

6o @

Internet Enterprise_Core Enterprise_Second_Floor
SD-WAN
Internet_A (port1)
2l internet B (ports)
ISFW (port3)
MPLS-to-HQ (port6)

Upstream (port1)

Guest Network (vsw.portS)
Finance Department (port3)
IT Department (port2)

@

Enterprise_First_Floor
Upstream (port1)
Marketing Department (port3) ]
Sales Department (port2)

e

-

« Device Information: Hover over a icon to see information for a device.
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Expanding Fabric

S22 FabricView v Physical Topology Logical Topology Fabric Connectors Security Rating

Internet= Enterprise_Core Enterprise_Se !
SD-WAN Upstream (port1)
Internet_A (port1) Guest Network (vs{ FGVMO10000166539 |
Internet_B (port5) Finance Departmes FortiGate VM64-KVM ‘
=sPW orta) IT Department (por V620 bid41270

DMZ Segment (port2)
MPLS-to-HQ (porté)

NAT

Enterprise_First_Floor
Upstream (port1)

Marketing Department (port3) —

Sales Department (port2)

« Filter: Logical Topology view can be filtered by Device Traffic, Device Count, Device Type, Vulnerability or No
Devices.

825 FabricView v Physical Topology Logical Topology Fabric Connectors - Security Rating

2 |[Qsen

Wy Device Traffic

Device Count

Device Type
m m Vulnerability

Enterprise_Core Enterprise_Second_Floor No Devices
Upstream (port1) /_
Guest Network (vsw.portS) =

Finance Department (port3)

IT Department (port2) \

Internet~

SD-WAN
Internet_A (port1)
2| internet B (ports)
ISFW (port3)
MPLS-to-HQ (port)

@

Enterprise_First_Floor
Upstream (port1)
Marketing Department (port3) o

Sales Department (port2) \

« Sub-filter: When the filter is set to Device Traffic or Device Count, the view can be further filtered by Bytes, Packets,
Bandwidth, and Sessions.
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Expanding Fabric

£I3 FabricView v Physical Topology Logical Topology Fabric Connectors  Security Rating

Fina

—fint i portd)
= ISFW (port IT Department (port2)
DMZ Segment (port2)

ort2)
MPLS-to-HQ (porté)

Fabric ADOM management

Starting from 6.2.0, FortiAnalyzer supports a new ADOM type called Fabric ADOM, which contains logs from all Fabric
products (FortiGate, FortiMail, FortiWeb, FortiSandbox, FortiClient, and so on). When FortiManager is managing a
FortiAnalzyer that contains a Fabric ADOM:

« ADOM type on FortiManager will be converted to a Fabric ADOM.

« Devices will be synchronized to the new ADOM (non-FortiGate devices are synchronized as log-only devices).

« Users can access logs from all devices in the remote ADOM.

This feature requires both FortiManager and FortiAnalyzer to be running version 6.2.0 or later.

FortiManager adds FortiAnalyzer devices by using central management. Any FortiGate devices that exist in
FortiManager, but not in FortiAnalyzer will synchronize to FortiAnalyzer as logging devices. Any FortiGate devices that
exists in FortiAnalyzer, but not in FortiManager will synchronize to FortiManager as configuration and logging devices,
which means you must provide valid IP addresses and login credentials when adding the device. The non-FortiGate
logging devices that exist in FortiAnalyzer, but not in FortiManager will synchronize to FortiManager as logging-only
devices.

This procedure requires the following steps:

1. On FortiAnalyzer, create a Fabric ADOM.
2. On FortiManager, add an ADOM, and add the FortiAnalyzer device to the ADOM

To create a Fabric ADOM on FortiAnalyzer:

1. On FortiAnalyzer create a Fabric ADOM.
2. Openthe ADOM, and add FortiGate logging devices, Security Fabric group and non-FortiGate logging devices,

FortiManager 6.2.0 New Features Guide
Fortinet Technologies Inc.



such as FortiWeb, FortiCache, FortiSandbox,

Expanding Fabric

@ Dimbbcand

4 Lopging Taoalogy

and so on.

ADOM: Manage FAZ_Fabdc ADCM 11

® 5 (@)sduin

Comments

- O Mansge FAZ Fabeiz ADOM ok e ~ 16 Devices Gcluding 2 VDOMs)
O Seorage Info SFGUMCETMID00271
<& etk SFHGAME
Fotiils
SForteb-AWSIS
SFotCachels
FortDDo8 5008
Slotatnbate s
SFCTEMS02: ook, fom_roat
SFotFun0s
se_Fir
SFGTEIEAQIT08303
1900 MB
163
563
1000 MB
1000 M
1000 MB
ot 1000 M
T Adeanced v
a FotoDos FortiD0:s 1000 MB
swan a Fotial Fortibial 1000 MB
Ml Server | ForManager FortiManager 1000 MB
P~ a FatPas FortiFicy 1900 MB
I O Forsabo Fortsandbax 1000 MB
: a Fotien Fortivict 1000 MB
Dece Log sermngs Q sy Sy 1000 MB
Fic Management
Achvanced Setings

To configure FortiManager:

1. On FortiManager, create a FortiGate ADOM with the same name as the Fabric ADOM in FortiAnalyzer.
The FortiGate ADOM will be used to manage the FortiAnalyzer Fabric ADOM. Although FortiManager supports
Fabric ADOMs, you cannot use the GUI to create a Fabric ADOM.

T .

& Netvark -

anaqe_FAZ_Faiie_ADOM]

Tice FortGate 458 |60
HHA Comments
& acivin
saministratars
Frocie D = Seieet Deite a
Ramate Auenteation Seer & tame 17 ddress Flatiom.
sain Setinas i o caiect deuies o Tz ADOIM,
SAML 35D
@B Cernncates -
Local Cerieates
Ca Corttcates
L
Renate Corthcates
e Euentlog
[T e
o ddarcze “
SHMP
M server HMads: @ Normal O Backsp
Conteal = Breciap DisD-wian
Dedault Devi ! Eseloct A O Dezzlect A
Addianzed Sengs Pertarm Palicy Che = o
Buto-Push Palicy Packanes Vi Onbie @ Disable
Sack Qrtine:
=

2. Openthe ADOM, and go to Device Manager.

3. From the Add Device menu, select Add FortiAnalyzer to use the wizard to add the FortiAnalyzer device.
When the FortiAnalyzer ADOM type is Fabric, a warning is displayed. If you continue to synchronize the ADOM, the
FortiManager ADOM type will change from FortiGate to Fabric.
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Expanding Fabric

Add FortiAnalyzer

Stabus: Visifying maraped logging devices o both sides.

Sutus Device Name Pltiom
L e Fartuthentcatie VM
[ |—— femCae s
T e fertiClen EMS
e Fornhasi 20008
I e FertiGate-1000
R - e foor  Fornce101E
[ FertiGate-101E
FoTe1ELGIT0N03 [ —
FGVMOSTMIS000271 ForbGate-VMEL
Foriibas-b008 FertiGOSS-BO06
PAGAMEL Ferthansger v
Fortbrant [ —
I oo ForSanchos: 10000
— s FerbWe-AWS

4. Click Synchronize ADOM and Devices.

FortiManager starts to synchronize devices, and the Add Multiple Devices dialog box is displayed where you can
edit the device name/ IP Address/ Admin User/ Password.

Add Multiple Devices

Add the fellwing devieels) to ADOM:

. D Type.
- o Feebfuthan.. = 2327
: FertiCache = 1031213
& FertClont = 1051313
Ferthiil PETERETE]
FertiGats - w2100
FertiGuate PRETERETN
& FertiGate PETEREIRC
2 FertiGate BRETEREE=
FertiGate BETERETRCY
ForiDDoS = 1034713

-
-
-
=
-
-
-
-
-
®

FMGAMSS FertManager = | 1034713

A valid IP address and login credentials are required to add FortiGate devices.
After all devices are synchronized, FortiAnalyzer is successfully added to FortiManager.
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Expanding Fabric

ooooooDoOOO

Platiom Logs
FortiAuthenticator-vh . Hid
FortiSarebon-10000 . Hik
. His
. HiA
. N
. HiA
. N
. HiA
64 . N
FeetiMail- 20008 . HiA

Dynamic Mapping for SSID

Dynamically map IP subnets to FortiGate devices where the SSID credentials are the same, but the subnet is different.
This saves time for administrators since they can use the same SSID profile, and change granular settings using per-

device mapping.

To configure per-device mapping for SSID:

1. Goto AP Manager > WiFi Profiles > SSID.
2. Toggle Per-Device Mapping to ON.

AP Manager v Managed APs Monitor Map View WIFi Profiles ADOM: root

o @ (§ admin

Install Wizard
[ AP Profile
[ES5ID

MWIDS Profile

[E Bluetooth Profile
E1Qas Profile

[ Bonjour Profile

FortiManager 6.2.0 New Features Guide

Create New SSID Profile

DHCP Server

WiFi Settings
SSID
Security Mode
Pre-shared Key
Client Limit
Multiple Pre-shared Keys
Broadcast SSID
Schedule
Block Intra-SSID Traffic

Broadcast Suppression

Filter Clients by MAC Address
RADIUS Server
VLAN Poaling
‘Quarantine Host
Encrypt
Qus Profile
Advanced Optians >
Per-Device Mapping

+ Create New [ Edit B Delet

O & Name

Fortinet Technologies Inc.

[SLING DHTTPS

Osnmp OssH
oes

fortinet11

WPA2 Only Persanal

@ Central Managemen

OriNG
COITELNET

@ always
oFF

on

[

ARPs for known clients x
DHCP uplink x
2 Entries Selected

ok
e
e Y Tre-aes
VDOM Detalls
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Expanding Fabric

3. Create a new SSID or edit an existing SSID. Configure the following settings:
a. Select the mapped FortiGate device.
b. Specify the Mapped IP/Netmask.
c. Toggle Mapped DHCP Serverto ON. Click Create New and specify the Address Range.

Per-Device Mapping

Mapped Device fgri42{root)

Mapped IP/Netmask [ 192.168.111.1/255.2

Mapped DHCP Server

Address Range
=+ Creste [ Edit i Delete

=} Starting IP EndIP

o1 192.168.111.10 192.168.111.100

Netmask 255.255.255.0

Default Gateway Specify

DNS Server EIEEE AL same as interface [P Specify
Advanced.. >

Security Mode WPAZ Only Persanal

d. Select the SSID security mode as WPA Enterprise, WPA only Enterprise or WPA2 Only Enterprise, to
override the authentication settings for mapped devices.

Per-Device Mapping

Mapped Device 1gt142(root)
Mapped IP/Netmask 192.168.112.1/255.255.255.0
Mapped DHCP Server
Address Range
+ Creste [ Bt Delet
o & Starting IP EndIP
o1 192168.112.10 192.168.112.100

Netmask 255.255.255.0

Default Gateway Specify
DNS Server Same as System DNS [ RSN ST

Advanced... >
Security Mode WPAZ Only Enterprise

Authentication [EI=1l RADIUS Server
[1

& radius-1
Server Pname: 10.10.11

4. When the SSIDs are being used for the mapped FortiGate device, install the per-device settings on FortiGate
instead of the default settings in the SSID.

FortiManager 6.2.0 New Features Guide 17
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Expanding Fabric

Install Preview

Device:
Virtusl Domain:

config global
config wireless-controller vap

Split Task VDOM Mode Support

FortiManager 6.2.0 supports management of the new FortiGate Split Task VDOM mode.
There are three VDOM modes available:

+ No VDOMis when no VDOMSs can be created.

o Multi VDOM is the original VDOMs enabled mode. You can create as many vdoms as you want, up to the VDOM
license limit.

o Split VDOM is a specialized VDOM mode, with only 2 VDOMs - FG-traffic and root. More VDOMs cannot be
added. FG-trafficis a regular VDOM. It is intended to have all the policies, addresses, UTM profiles for the device,
and it will handle all the traffic, just like in No VDOM mode. root does not (and cannot) have policies or profiles. root

is intended for the management of the FGT itself. Interfaces like mgmt , ha should be assigned to root and the rest
of the interfaces to FG-traffic.

Multi VDOM and Split VDOM modes are not related and there is no compatibility between them. It is not possible to
switch between Multi VDOM and Split VDOM. Any change has to go through No VDOM mode.

FortiManager 6.2.0 New Features Guide 18
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Expanding Fabric

To configure Split VDOM:

o Turn on Split VDOM.

€ > C (@ Notsecure | 10.2.141.120/p/app/#!/adom/dvm/groups/-3//cfg/168//menuitem/system/dashboard

Edit VDOM Configuration

VDOM Mode No VDOM

No VDOM
Multi VDOM

Split VDOM b

« Two pre-defined VDOMSs are available - FG-traffic and root.

& > C @ Notsecure | 10.2.141.120/p/app/#!/adom/dvm/groups/-3/

2-5 Device Manager » Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

@ Add Device Device Group ~ & Install Wizard % Tools ~  [E Table View v

@ Managed Devices m om 2 bevices 0 bevices . 3 bevices
om Total Connection Down Device Config Mod

[ Edit @ D 3] Import Policy & Install v § More ~ ¥ Column Settings ~

O Device Name Config Status Policy Package Status cL
O 4#g242 A Modified

O & FG-traffic [NAT] A Modified A Never installed

(@] & root [NAT] (Management) A Modified A Never installed

Search Q
2 g242(2)

& FG-traffic

< root
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Expanding Fabric

« You cannot add or delete VDOMSs. The options are disabled in the right-click menu.

Device Manager ~+ Device & Groups Firmware License Provisioning Templates Sc

0 Add Device 3B Device Group v & Install Wizard X Tools ~  [E Table View v

@ Managed Devices 1] om 2 Devices 0 bevices . 3 oevices
om Total Connection Down Device Config Modif

[ Edit [T Delete 4 Import Policy & Install v

ore v 4% Column Se

O Device Name Config Status Policy Package Status CLI Template ¢
O #g242 A Modified
[~} O FG-traffic [NAT] Never installed

4% Quick Install (Device DB)
(@] & root [NAT] (Mar A Never installed
& Install Wizard

3] Import Policy

Search Q

a #+g242(2) B Assign CLI Template
& FG-traffic .
4 root [# Edit

B Create Group

« Map all interfaces to ADOM.

evice Manager ~ Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

@ Add Device 3B Device Group v &% Install Wizard & Tools v [ Table View v

System @ Interface | Router WA Query Web Filter Ov

@ Managed Devices

New ~ [# Edit [ Delet

i More v~ ¥& Column Settings ~

a portl [ Physical & portl
a port2 [ Physical & port2
a port3 [ Physical & port3
a port4 [ Physical & portd
a port5 [ Physical & port5
a porté. [ Physical & porté
a port7 [ Physical S port?
a port8 [ Physical & portd
a port9 [ Physical & port?
a port10 [ Physical & portl0
a portll [ Physical S portll
Q  port12 (& Physical 2 port12
Q  portl3 & Physical port13
Search Ql g port14 (@ Physical port14
e #5242(2) O portls (@ Physical port15
o poris @ Physicl ®port1s
& root Q  port17 & Physical R portl7
QO  portl8 (& Physical L port18
QO  wanl & Physical Lwanl
Q  wan2 (& Physical 2 wan2
o ssl.FG-traffic (SSL VPN interface) @ Tunnel 2 551 FG-traffic
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« Create policies and policy packages in FG-traffic and install.

ADOM: g242

a-= Policy & Objects »» Policy Packages Object Configurations

B Policy Package v & Install ~+ @ ADOM Revisions %% Tools v+ #* Collapse All = Object Selector v

Search

21 [ g242_FG-traffic

BT Delete

[# Edit ~

1
v Implicit (2-2 / Total: 1)
2 Implicit Deny € any

- Installation Targets port2 port3

¥ always r ALL
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This section lists the new features added to FortiManager for Fabric Connectors.

List of new features:

Cisco pxGrid/ISE on page 22

Cloud Connector - OCI on page 33

Cloud Connector - GCP on page 38
Cloud Connector - ESXi on page 43

Cisco pxGrid/ISE

Multiple Concurrent Fabric Connectors on page 28
FortiClient EMS Connector on page 29

SDN Connector - Kubernetes (K8S) (Multiple Clouds) on page 49
Cloud Connector - AliCloud on page 56

A new fabric connector is added for Cisco pxGrid. When enabled, FortiManager centralizes the updates from pxGrid for
all FortiGate devices, and leverages the efficient FSSO protocol to apply dynamic policy updates to FortiGate.

Deploying pxGrid connector consists of the following steps:

1.
2. Configure FortiManager.

Configure Cisco ISE Server.

Configure Cisco ISE Server

To configure Cisco ISE server:

1.

il Identity Services Engine

Create a Security Group: Go to /ISE > Work Centers > TrustSec > Components > Security Groups

Home b ContextVisibilty  » Operabions

+ Palicy

» Administration

= Work Centers

License Warming 4

» Nelwork Acoess  » Guesl Access | = TrusiSeo | » BYOD b Profler  » Posture  » Device Adminisiralion  » PassivelD
Click here to do wireless stup and visibity setup Do not show this 2gain.
b Overiew  ~Comgonents  » TiusiSecPolicy  Policy Sefs  » SXP b Troubleshoot  Reporls  » Seffings
L]
Security Groups Security Groups
For Palicy EXpor go to Administration > System > Backup & Restore > Policy Export Page

IP SGT Static Mapping
Securily Group ACLs Selecied Tow 21 O Refiesn
Network Devices + Acd & Impont 2 Expont v W rrasne @ Pusn © Verity Deploy Show | All -~ v
Trustsec AR Servers ¢

leon  Mame & SGT (Dec / Hex) Description Leamed from

@ Agroupt 1200013

@ Agroup2 2000014

@ Auditers 210008 husitor Security Group

@ svoD 15/000F

@ Contraciors 0005

@ Developers /0008

@ Development_Servers 1200000 up

@ Employees 410004

@ Guests 60005

@ HRt 18/0010

) Nerwors Services. i S

FortiManager 6.2.0 New Features Guide
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2. Create a User Identity Group: Go to ISE > Administration > Identity Management > Groups > User Identity
Groups. Click Add.

b Operations  » Policy

¥ System | = ldentily Management | » Network Resources b Dewice Poral Managemend  pxGrid Services  » Feed Senviee  » Threal Cen
Glick here to do wireless setup and visibiity setup Do not show this again.
bidenliies Groups  Extemal ldeniity Sources  Ideniity Source Sequences  » Sefings

Ideatity Groups User Identity Groups
Seteciead | Tt 10 @ 5 L

Juit deadd Moekte » @olwot @b Bt « show [ ~|§
+ [ Encpon Idariity Grougs hame | Description
*» [ User Kenfity Groups. [ 5 ALL_ACTOUNTS faefaunt) Default ALL_ACCOUNTS (default) User Group

n Employee Default Employee User Group

n GROUP_ACCOUNTS (default) Default GROUP_ACCOUNTS (default) User Group

ml Identity group mirroring the guest type

m] Identity group mirmoring the guest type

n Identity group mirroring the guest type.

n Identity group mirroring i

n Default OWN_ACCOUNTS (default) User G

[m] Qa-grt

[ 28 TesiGroup

3. Create a user and add it to User Identity Group: Go to ISE > Administration > Identity Management > Identities.
Click Add.

Identity Servi

bSystem  vidently Management b Network Resouces b Device Poral Management  pxGrid Senvicss  » Feed Senvice b Threat Cen

Glick here to do wireless setup and visibilty setup Do not show this gain.

v ldentlies  Groups  Extemnal ldentily Sources  Ioeniity Source Sequences  » Seflings

o
Usars Network Access Users et 4
Latest Manual Network Scan Resulls et dendd | Echengesuns + | @lmot @epot ~ X Delste » By Duplicate sow [ ~||'§
Status Name | Description First Hame Last Name Email Address User [dentty Graups adnin

[ @Enabled ¢ testl QA

[T @Enabled ¢ testio Employee
T @enabled ¢ restioo Empioyee
[ @Ensbled % test1oon Employes
[T @Enabled ¢ test1001 Employee
[T BEnabled ¢ testion2 Employes
[T @enabled ¢ test1003 Employee
[ @Ensbled ¢ testioos Employes.
[ @mEnabled ¢ test1005 Employee
[ @Enobled 9 testi00s Empioyee
[T @Enabled ¢ testi0? Employee
[ @Ensbled ¢ test1oos Employes.
[ @Enabled ¢ test1009 Employes
[ @Enebled ¢ testior Empioyee
[T @Enabled ¢ testioio Employes
[ @Ensbled ¢ testionn Employee.
[T @Enabled ¢ test1012 Employes
[T @Enabled 9 testini3 Empioyee
[T @Enabled ¢ testioid Employes

4. Match the Security Group with User Identity Group in the policy: Go to ISE > Work Centers >TrustSec >
Components > Policy Sets. Right-click and go to Authorization policy > Basic_Authenticatied _Access and click
Edit to match the Security Group with the User Identity Group.

- Work Genlers:

b Metwork Access b GuestAcoess | ~TrustSec  » BYOD b Profiler b Posture b Device Administialion b PassivelD

POueriew b Components b TrusiSec Policy  Poicy Sels b SXP b Troubieshool  Reports b Setlings
+ e
Status  Rule Name Conditions Profiles Security Groups Hits  Actions

MAC_in_SAN

o o

Wireless_B02.1X

AND *NSP_Onboard + | svop PR 0 £

Emplayes_0nboa

EAPMSCHAPY2
B Guest Flow
WI-Fi_Guest_Access AND PermilAccess + | Guests R o &
B wircless_MaB
WiF|_Redirect_to_Guest_Login  [5]  Wireless MAB = Gisca_WeBALEn ) | sciectfrom i B
Basic_Aulhenticated_Access Bl  Network_Acsess Authentication_Passed *Permithcoess +| |HR ERd
Default DenyAccess. + S rom is -+ o
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5. Generate the pxGrid certificate and download it to the local computer: Go to ISE > Administration > pxGrid

Services > Certificate and select Generate pxGrid Certificates.

+ Policy

»System > Identlly Management  » Neiwork Resources  » Device Portal Management | pxGrid Services | » Feed Service  » Threal Centric NAC

ANCEents  WebClients  Capabiltles  Livelog  Seflings  Cerificates  Permissions

Generate pxGrid Certificates

want o
Camman Mame (CM) *

Certicate Template  PXGrid_Centiiale_Tempiate €

Subject Alternalive Name (SAN) v
Cerfificate Download Format * LA ]
Certificate Password * L]

Gonfirm Password *

Connected to prGrid [se-fmgaa.fmgga.com

6. See log for current users: Go to ISE > Operations > RADIUS > Live Logs.

~Operations  JERETEN

~RADIUS | Threal-Centic NAGLive Logs  » TAGACS  » Troubleshool  » Adaptive Network Conirol  Reporls
Live Logs  Live Sessions

Wisconfigured Supplicants @ Misconfigured Netwark RADIUS Drops & Cliant Stopped Responding &
evices

0 0 0 0 0

Repeat Counter @

Refresh | Never * Show Latest20records ¥ | Within | Last 3 hours .

2 Refresh @ Roset Repeat Counts B Export Tov T Filter = o

Time Status Detalls  Repeat .. Identity Endpoint ID Endpoint P...  Authenticat .. Authorizati .. Authorizati. P A
x - 2 c za P2
Mar 01, 2019 02.52:32.196 PM 'Y 8 0 test2 Unknoum Dafauit = ... Permiacees.. 192,
Mar 01, 2018 02:52:08 737 PM 5 testz Unknown Default > D Permitdcces . 162
Mar 01, 2019 02:44:06.681 PM ° 8 test2 Defsuit=> D...  Detaut 192.

Last Updated: Fri Mar 01 2019 14:53:44 GMT-0800 (Pacific Standard Time) Records Shown: 3

s Identity Services Engine Harme »Poicy b Admi

» Work Centers. @  Ucense Waming &
TRADIUS | Thieai-Centiic NAGLive Logs  » TAGAGS  » Troubleshcol  » Adaplive Network Gonirol  Reporis

Live Logs _ Live Sessions

Refresh | Every i minute v |Show| Latest20records v within| Last2d hours v

T Refresh & ExportTow Trotere v
Initiated Updated Session Status  Action Endpoint ID Identity 1P Address Endpoint Profile

x . Endgoint 1D ey P Addres . dpoint Proflle

Mar 01, 2018 02:52:00.737 PM Mar 01, 2019 025232196 P Stanted Shaw CaA Actions.

testz 192.168.1.18 Unknown

Last Updated: Fri Mar 01 2019 14:54:44 GMT-0800 (Pacific Standard Time) Records Shown: 1
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Configure FortiManager

To configure FortiManager:

1. Goto System Settings > Local Certificates > Import. Import the downloaded certificate.

System Settings v

% Dashboard <+ Create New Ef

@ Al ADOMs | O 4 Certificate Name
SRAID Management 0 imgaa
2 Network O Fortinet_Local
aHA

O Fortinet Local2
& Admin

Administrators
Profile
Remote Authentication Server
Admin Settings

BB Certificates ~
CA Certificates
CRL

I Event Log

@ Task Monitar

K Advanced v
SNMP

Mail Server

2@ a1 (§ adminv
Y

Subject Staty
CN = fmgga.com QK
C=Us, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiManager, CN OK
= FMG1KD3A15000085, emailAddress = support@fortinet.com

€= US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiManager, (N OK

= FMG1KD3A15000085, emailAddress = support@fortinet.com

loe Server

Fabric View ~  Fabric Connectors

2. Goto Fabric View > Fabric Connectors.

Create a new pxGrid Fabric Connector with the imported certificate.
G @B (§ adminy

3. Goto Policy & Objects > Object Configuration > Single Sign-On. Select the connector and click Import.

G @ E (g adniny

222 Policy &Objects v  Policy Packages Object Configurations

B ADOM Revisions £k Tools v

4 Create New ~ [# Edit ¥ Delete 2

Zone/Interface
2 Firewall Objects Olllfere Type
@ Seeurity Profiles 0 Sz User pxGrid

% Security Fabric

v v v

2 User & Device
User Definition
User Groups
Custom Devices & Groups
Single: Sign-On
LDAR Servers.
RADIUS Servers
TACACS+ Servers
SMS Services

FortiTokens

FortiManager 6.2.0 New Features Guide
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4. The pxGrid connector is imported. Click Close to close the import dialog.

Import pxGrid Groups

Total: 1/1, Suceass: 1, Errer: 0, Warning: 0 ®
Index  Name Status
1 P Task Finish

5. Click User Groups and create a new group. Set the type as FSSO/Cisco TrustSec, and select pxGrid user as a
member.

Object Configurations

& ADOM Revisions €& Tools v

Zone/Intertace > | Edit User Group
& Firewall Objects | Group Name 15Egroup
@ Security Profiles I e OFirevall @FSSO/Ciseo TrustSee  OGUEST  RADIUS Single Sign-Or
% Security Fabric | Members 5 Select Entries (Tatak: 22) x
1 User & Devico v FEpp——p B
User Defintion 1 Entry Selected

1) px_pr2 ANY

I o>
()% px_poc2_Agroupl

Custam Devices & Groups
1) &% px_pwc2_Agroup?
Single Sign-On
2% px_pro2_Auditors

18 px_prx2_BYOD

LOAP Servers

RADIUS Servers
1 &% px_pxx2_Contractors

TACACS+ Servers
SMS Services 114 px_px2_Developers
FortiTokens ()&% px_pux2_Development_Servers

() pi_pxx2_Employees

2 o 2 Guests

B @ E3 | cancel

I

6. Create a policy with the ISEgroup user group and install the policy to FortiGate.

Policy Packages ions a1 (§ admin v

B Policy Package ~ & Install v &5 ADOM Revisions €5 Tools v o Collapse All 3% Object Selector v

[ 1 R Q| Create New IPva Policy
% £ FGT1400
= [3 FGT140D ro0t Mame
Incaming Intertace o
1Py Virtual Wire Pair Policy ¢ " @)
- 1Pws Policy Outgoing Interface: Dany o
NAT4g Policy
I t OFF
 NaTés Polcy Saurce Internet Service
Prowy Policy Saurce Address Qal o
- P4 DS Policy
1Pvé DoS Policy Source User +
- 1P Interface Policy Source User Graup RoisEgroup o

IPvé Interface Policy

- Multicast Policy 0
1P Lacal In Policy RSSO O
1Pv4 Lacal In Policy
Traffic Shaping Policy Destination Internet Service OFF
Installation Targets Destination Address @all o
= B default
& Policy Blocks (0) Service AL 9
Schedule ralweays (<)
Action Accept | IPSEC
Log Traffic Log Vislation Traffic
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7. Go to Fabric View > Fabric Connectors. Click Monitor to see the users currently logged in.

PxGrid Monitor - pxx2

Search...

&5 px_pxx2_Developers (0/0)

© fpx_pxx2_Development_Servers (0/0)
@ fapx_pxx2_Employees (0/0)
& px_pc2_Guests (0/0)
& fapx_pxx2_HR (2/250)
& test10
& test100
& test101

8. Log on to FortiGate to view the ISE user group.

interim build

& Dashboard

4 + CreateNew | # Edit [ Clone & Delete | Search Q
4 Security Fabric >
Group Name + Group Type Members + Ref. *
8 FortiView >
e Netwiork N ISEgraup [z Fortinet Single Sign-On(FSSC) B px_pxx2_HR 1
13 System » ||| 550_Guest Users I Fortinet Single Sign-On (F350) 1
B Policy & Objects >
& Security Profiles >
VPN >

l & User &Device
User Definition
Guest Management

2% Device Inventory
Custom Devices & Groups
LDAP Servers
RADIUS Servers
Authentication Settings
FortiTokens

& WiFi & Switch Controller > = 2

9. Onthe FortiGate command line, use the diagnose debug authd fsso list to monitor the current user list.

Command Line

Command line for FortiManager:

config system connector

set

fsso-refresh-interval FSSO refresh interval (60 - 1800 seconds).
fsso-sess-timeout FSSO session timeout (30 - 600 seconds).
px-refresh-interval pxGrid refresh interval (60 - 1800 seconds).
px-svr-timeout pxGrid server timeout (30 - 600 seconds).
Realtime monitor debug to watch server connection:

diag debug application connector 255

Command line for FortiGate:

diag debug authd fsso server-status

diag debug authd fsso list------- > show connected users

----FSSO logons----

IP: 192.168.1.19 User: test2 Groups: px fcl security grpl Workstation: MemberOf: fscsl
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IP: 192.168.1.20 User: test2 Groups: px fcl security grpl Workstation: MemberOf: fscsl
Total number of logons listed: 2, filtered: 0

----end of FSSO logons—----

diag debug authd fsso refresh-logon

diag debug authd fsso refresh-group

Multiple Concurrent Fabric Connectors

Previous versions of FortiManager allowed adding only one connector per type. For example, if you add the AWS
connector, you could not add another AWS connector in FortiManager.

FortiManager version 6.2.0 allows adding multiple connectors of the same type.
To add multiple connectors of the same type from Fabric View:

1. Go to Fabric View and click Create New.
2. Select a fabric connector and configure the settings to add the connector.

Create New Fabric Connector

Please choose a connector type.

SDN (1) v

alnaln aws

cisco
ACI AWS

==
=g
]

Horizon Kubernetes

Threat Feeds (3) v

Category

S50/Identity (4) v

3. Select the same Fabric Connector and configure the settings to add the connector again.

~ Fabric Connectors Asset & Identity

e VMware ESXi - ESXi By oo VMware ESXi - ESXi-test = Wy

To add multiple connectors of the same type from Policy & Objects:

1. Goto Policy & Objects > Object Configurations > Fabric Connectors.
2. Click Create New.

FortiManager 6.2.0 New Features Guide
Fortinet Technologies Inc.



Fabric Connectors

3. Select a fabric connector and configure the settings to add the connector.

£73 Policy & Objects v Policy Packages Object Configurations ADOM:adé0 12 @ B1 (§ azurefmg v

@ ADOM Revisions % Tools

Zone/Interface * | Create New SDN Connector
B, Firewall Objects > Name
© Security Profiles ’ Type Application Centric Infrastructure (ACI) .
% Fabric Connectors “| e | Q
_ Port Application Centric Infrastructure (ACI)
Threat Feeds User Name Amazon Web Services (AWS)
S50/Identity password Microsoft Azure
A3 User & Device > Status VMware NSX
Nuage Virtualized Services Platform
Oracle Cloud Infrastructure (OCI)
OpenStack (Horizon)

4. Select the same Fabric Connector and configure the settings to add the connector again.

S-S Policy & Objects ~  Policy Packages Object Configurations ADOM:ad62 11 @ B Q1 g azurefmg v

@ ADOM Revisions % Tools ~

@ Zone/Interface + CreateNew [ Edit W Delete 3 Import 3 Column Settings~  § More v ® View v

& Firewall Objects 0 Name Type IP/Port Status Created Time Last Modified

@ Security Profiles > O =oca Oracle Cloud Infrastructure @ Enabled 2019-03-18 18:02:22 azurefmg/2019-03-18 18:05:01

% Fabric Connectors + O =awsl Amazon Web Services (AWS) @ Enabled 2019-03-20 11:32:14 azurefmg/2019-03-20 11:32:14

_ 0 =aws2 Amazon Web Services (AWS) @ Enabled 2019-03-20 11:32:50 ‘azurefmg/2019-03-20 11:32:50
Threat Feeds
SSO/Identity

72 User & Device >

FortiClient EMS Connector

The FortiClient EMS Connector works virtually the same way as Active Directory / Single Sign On (FSSO) from the
FortiManager's perspective:

« Configure the connector in FortiManager that manages the FortiGate devices. The administrator can define and
install the dynamic groups and policies to FortiGate devices.

« FortiGate will communicate directly to FortiClient EMS to learn dynamic group changes and apply them in runtime.

To configure FortiClient EMS Connector with FSSO in FortiManager:

1. Install FortiClient Endpoint Management Server in Windows server. Log on to the EMS server and go to
Compliance Verification > Compliance Verification Rules and click Add Rules. Create a few rules with different
tags.
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@~ 0 & admin v

@ Dashboard > &= Manage Tags + Add & Refresh
IE Endpoints > Name os Feature value Assign to Tag status
# Quaanine Management > 11 wingows S Version windows 7 Al tagt L]
test0 Windows Regisiry Key ddd 1Y tag10 o
% Software Inventory > B “
test2 Mac Logged in Domain @ Al lag2 L]
[& Endpoint Policy 13
Tesi3 Linux Flie @ All 1ag3 <
(8 Endpolnt Profles La— Mac Running Process a1 A tagd ®
£ Manage Installers ? s wintows 05 Version Windows Server 2012 R2 Al 18g3 L]
8 Profile Components > test Mac OS Version High Sierra Al tage L]
[@ Telemety Gateway Lists > o507 Mac Running Process o7 Al tag? o
tests Mac 08 Version Wojave A tags
(8 Compliance Veriicalion  ~ g ¢ @
Linux Certificate subject=gd fssuer=fdd Al tags o

Compliance Verification Rules

Host Tag Monitor
Fabric Device Monitar
& Administration >

& Sysiem Setngs >

10 entries loaded

2. Logon to FortiManager. Go to Fabric View > Fabric Connectors and click Create. Select FSSO and click Next.

Create New Fabric Connector

H B
Horizon Kubernetes

Threat Feeds (3) v

Category

$50/Identity (4) v

RADIUS

3. Inthe Create New Fabric Connector screen, specify a Name, select the Type as FortiClient EMS, IP/Name as
the Windows Server's IP and leave the password blank if the Windows Server does not have a password. Turn SSL
to ON.
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Create New Fabric Connector ﬁs Fortinet Single Sign-On Agent

Name emsl
Type | FortiClient EMS

FSSO Agent IP/Name

10.2.113.103

User Group Source (e[S Via FortiGate | Local

User Groups (0)

SSL oN -

SSL Trusted Certificate | None

Per-Device Mapping OFF

Advanced Options >

Y N

4. Click Apply and Refresh. The connector gets a list of tags from the EMS server and shows them as User Groups.
This is similar to the Active Directory group in the backend of the Windows Server.

Create New Fabric Connector Ha Fortinet Single Sign-On Agent

FSSO Agent IP/Name

10.2.113.103

User Group Source (LI Via FortiGate | Local

User Groups (10) TAG1
TAG10
TAG2
TAG3
TAG4
TAGS
TAGE
TAGT
TAGS8
TAG?

T N

5. Goto Policy & Objects > Object Configurations > User & Device > User Groups and create a new user group.
Specify a name for the group, select the type as FSSO/Cisco TrustSec and in Select Entries, select the tags from
EMS server as members. Use this user group in a policy and install the policy to FortiGate devices.
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Policy & Objects v  Policy Packages Object Configurations

@ ADOM Revisions ¥ Tools v

Zone/Interface > | Create New User Group
i i >
& Firewall Qbjects Group Name emsGroup
Security Profiles >
& Security Type OFirewall (@®FS50/Cisco TrustSec (OGUEST RADIUS Single Sign-On(RSS0)
% Fabric Connectors i’ Members [ Click here to select Select Entries (Total: 10) ®
2 User & Device ¥ Advanced Options > o)
User Definition
2 TAGL
& TAG10
Custom Devices & Groups
2 TAG2
LDAP Servers
2 TAG3
RADIUS Servers
& TAGA
TACACS+ Servers
TAGS
POP3 Users A
PKI 2 TAGS
SMS Services & TAGY
FortiTokens 2 TAG8
2 WAN Optimize > 2 TAGY .
B © EQ cancel
«h Dynamic Object >

B > )

The Fabric Connectors are also visible in Policy & Objects > Object Configurations > Fabric Connectors >
SSO/Identity where they can be edited if required.

Policy & Objects v Policy Packages Object Configurations D@ Q1 1 admin v

& ADOM Revisions % Tools v

Zone/Interface == Create New ~ [# Edit i Delete 31 Import % Column Settings v : More v @& View v m

¥ Firewall Objects | O Name Type Details Created Time Last Modified
@ Security Profiles > O & emst FSSO 10.2.113.103 2019-03-22 15:22:03 admin/2019-03-22 15:22:03
¥ Fabric Connectors v
SDN
Threat Feeds
s User & Device >
= WAN Optimize >
& Dynamic Object >
E: Advanced >
{3 CLI Only Objects >
N ! /., Refer to FortiClient Enterprise Management Server (EMS) Administration Guide or FortiClient
9 Enterprise Management Server (EMS) Release Notes for system requirement and versions of
- Windows Server supported.
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Cloud Connector - OCI

FortiOS 6.2 cloud connector for Oracle (OCI) can be centrally managed by FortiManager.

Create an OCI Certificate and Dynamic Local Certificate

« Import OCI certificate to FortiManager

Import Local Certificate

Type PKCS #12 Certificate

Certificate File
Upload file by drag & drop here or \

cert-sha2.p12

Password

Certificate Name cert-sha2

« Create a New Dynamic Local Certificate mapping FortiGate OCI certificate from Policy Packages > Objects
Configurations > Dynamic Objects > Local Certificate. This certificate is used to install to FortiGate with the
correct OCI certificate configuration.

S-5 Policy & Objects v  Policy Packages Object Configurations ADOM:adé2 i @ 2 azurefmg v~
@ ADOM Revisions £ Tools v
Zone/Interface > Create New Dynamic Local Certificate
B Firewall Objects >l Name fet-oci-cert-mapping
@ Security Profiles > Description
3% Fabric Connectors > Per-Device Mapping
7 User & Device ’ o+ Create New [# Edit [ Delete ¥ Column Settings v Q
 WAN Opfimize ? O & Name VDOM Details
& Dynamic Object ~ O FGTAWS000DSCEB33 root fgt-cert-sha2
VPN Tunnel
Multicast Interface

Create OCI SDN connector in Policy Packages

Create the SDN connector in Policy Packages.
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To create the SDN connector:

1. Goto Policy & Objects > Fabric View > Fabric Connectors.
2. Click Create New.

Create New Fabric Connector

Please choose a connector type.

SDN(11) v

alialn
o

ACI ESXi

— Oracle Cloud Infrastiucture (001
|

Horizon Kubernetes

Category Address

Threat Feeds (3) v

S50/Identity (4) v

3. Select the Oracle OC/ connector.
4. Specify the values. Most importantly, the System Certificate for Connection and the OC/ Certificate.

Create New Fabric Connector oRacLe Oracle Cloud Infrastructure (OCT)

ocl
Type Oracle Cloud Infrastructure (OCI)
User ID 2aaaq2lfspea3uetzbzpiv2pquzzevozccnys34 7stwssvizglativZg
OCI Tenant ID w3u: t 775h7d3t54zpmzkp: f35vs55¢ck3a

OCI Compartment 1D sebodjazqo7nzczpgypyiqeskmytiryénfas 345vw7eavpwnmzsa

QCI Server Region US Ashburn Server

System Certificate for Connection cert-sha2

OCl Certificate fgt-oci-cert-mapping

Update Interval (s) @ Use Default [SNael
Status m

5. Click OK. The Oracle OCI connector is created.

bric View ~  Fabric Connectors Asset & ldentity ADOM: adé2 [I @ > : azurefmg v

swae OC| Connector - OCI Wy
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Create OCI SDN connector in Object Configurations
Alternatively, you can create the SDN connector in Object Configurations.

To create the SDN connector:

1. Goto Policy & Objects > Object Configuration > Fabric Connectors.
2. Click SDN Connector > Oracle OCI connector.

£25 Policy & Objects ~  Policy Packages Object Configurations ADOM:ade2 3 @ B () azurefmg v

& ADOM Revisions £ Tools

@ Zone/Interface > | Edit SDN Connector

B Firewall Objects | Name ocl

@ Security Profiles M| e Oracle Cloud Infrastructure (OCI)

% Fabric Connectors > User ID ocid1.user.ocl 2ifspeo3uetzbzpiv2pqvzzevozecnys

_ OCl| Tenant ID ocid1.tenancy.oc1..aaaaaaaambr3uzztoyhweohbzqqdo775h7¢
Threat Feeds OCl Compartment ID ocid1.compartment.cc..aaaaaaaaelxxdjazgo7nzczpgypyigegk
550/Identity OCl Server Region US Phoenix Server

7z User & Device | system Certificate for Connection cert-sha2

“® WAN Optimize *| o certificate fit-oci-cert-mapping

& Dynamic Object Y| Update Interval () @ Specify

K Advanced > Status

£} CLI Only Objects >

3. Click the Import to import OCI objects. The Import option is only available on Policy & Objects > Object
Configurations.

Import SDN Connector

+ Add Filter [ Edit [ Delete
O Filter

No records found.

FortiManager 6.2.0 New Features Guide
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4. Add the filter and then click OK to apply the selected filter.

Filter Generator

[ E—
Instanceld
VMName
Compartmentld
CompartmentName
FreeFormiTag jkatcinstance
DefinedTag.pcui-namespace.hahaha
Namespace
K8S_Namespace
KBS _ServiceName
K85_Cluster
K85_Region
K85_Label.app
KB5_NodeName
K85_Zone

5. Click Import button to import.

Import Fabric Connector Address

xc7mfhwxzybst3ezxkxr2ig
wc7mfhwxzybst3ezxkxr2lg
ryj2uupnjyp2lkSpwrb7q
ryj2uupnjyp2lkSpwrb7q
alétcdbéky7j26gcpch3g
alétcdbéky7j26gcpch3g
ayhiucc7 fivdxewba2sa
syhiucc7fivdxewba2sa
vijxdnogxodlzaeoz 7jnwzfg
vixdnogxodizaeoz7jnwzfq
iwcxfgve5aZcaSiwodp7q
iwcxfgve5aZcaSjwodp7q
o2azpectsverx73uudkgdmg
o2ozpectsverx7 3uudkgdma

fudxbdqyévxp7bagrwidyaa

VMName
FGT-Virtual-Machine-20190313
FGT-Virtual-Machine-20190313
FGT_OPC_JLUM3
FGT_OPC_JLUM3
fwb_610_5208

fwh_610_5208
instance-20180911-wccp
instance-20180911-wecp
instance-20180912-1521
instance-20180912-1521
instance-20190218-1855
instance-20190218-1855
james-fpx-140-vm
james-fpx-140-vm
jkato-603-native-instance-20181102-0128

@

Compartmentid
ocid1l.compartment.ocl..aaaaaaaaebodjazge

ocid1.compartment.ocl..aaazaaaachoxdjazge

ocid1 ocl

ocid1l.compartment.oc1..aaaaaaaaebxdjazqe
ocidl.compartment.ocl..aaaaaaaaelxxdjazqe

ocid] tment.ocl jazqc

acid1l.compartment.oc1..aaaaaaaaelxxdjazqc
ocidl.compartment.oc1..aaaaaaaaelxxdjazqe

ocid1.compart ocl fjazqe
acid1.compartment.ocl..aasaaaaaelxxdjazc

ocid1.compartment.ocl..aaaaaaaaebxdjazqe

ocidl.c tment.ocl djazqc

ocid1.compar ocl fiaze
ocid1.compartment.ocl.asazaaaachodiazac

ocidl.c ocl

v

[Total: 65]

djazqc .

6. The new imported OCI address created.

Policy & Objects ~  Policy Packages Object Configurations

azurefmg v

& ADOM Revisions £ Tools v

Zone/Interface

B Firewall Objects

Internet Service
Multicast Addresses

Wildcard FQDN Addresses

+ Create New ~  [& Edit Wi

oooooo

Name
= FABRIC_DEVICE
S FIREWALL_AUTH_PORTAL_ADDRI Firewall Address

Type
Firewall Address

# OCl-zzzwy8 Firewall Address
18 SSLVPN_TUNNEL_ADDR1 Firewall Address
=all Firewall Address

FortiManager 6.2.0 New Features Guide
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1% Column Settings ~  § More v

Details
IP/Netmask:0.0.0.0/0.0.0.0
1P/Netmask:0.0.0.0/0.0.0.0

Fabric Connector Address (OCI)

IP Range:10.212.134.200-10.212.134.210
1P/Netmask:0.0.0.0/0.0.0.0

Interface Comments Created Time Last Modified
O any IPv4 addresses of 2019-03-18 11:4( azurefmg/2019-(
$rany 2019-03-18 11:4( azurefmg/2019-C

Srany
[ ssivpn_tun_intf
<rany

2019-03-19 18:1¢ azurefmg/2019(
2019-03-18 11:4( azurefmg/2019-(
2019-03-18 11:4( azurefmg/2019-(
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7. Create a new Fabric Connector Address. Import the connector or enter the details of the connector.

y Packages Object Configurations

@ ADOM Revisions 1% Tools
@ Zone/Interface » | Create New Address
B Firewall Objects hd Address Name
Addresses Color
Wildcard FQDN Addresses
Type
Services
SDN Connector
Schedules
Filter
Virtual IPs
Interface
IP Pools
Static Route Configuration
Traffic Shapers
Comments
Shaping Profile
@ Security Profiles »
% Fabric Connectors >
& User & Device >|  AddTo Groups
Tags v
Advanced Options >
Per-Device Mapping

ad-oci-1

Fabric Connector Address

[~oai

© any

oFF

a

Import SDN Cannector filter

Click here to select

+ Select Tags

Install the SDN connector to FortiGate

To install the SDN connector to FortiGate:

1.

R Policy Package v & ADOM Revisions

= 2 default

& Install ~

EEEN + Create New ~ [ Edit

Installation Targets

@ Dashboard > Edit Fabric Connector
| %% Security Fabric ~
Physical Topology Public SDN
Logical Topology —

Security Rating

Automation

Settings

e FortiView >

o+ Network > | Connector Settings
£+ System 4 Name

I Policy & Objects > Status

& Security Profiles > | Update Interval @
L VPN ?

& User & Device » || ©OCIConnector

# WiFi & Switch Controller > Server region

1 Tools v

US Ashburn

# Collapse All

© Disabled
Specify

=

[E¥ Section v

Install OCI SDN connector configuration and imported OCI dynamic object to FortiGate.

& Objects v  Policy Packages Object Configurations

Obiject Selector v

@ Policy Lookup {8 Column Settings ~

Source Destination
i# OCl-zzzwy8 T all

Schedule Service

[® always ALL

<x always <AL

@ Documentation

& OnlineHelp &'
W Video Tutorials (&

lwl Log & Report
& Monitor >

> User ID

ocidl.user.ocl.aaaaaaaaq2ifspeo3uetz
Tenant ID ocidl.tenancy.oc1.aaaaaaaambr3uzzto
CompartmentID  ocid1.compartment.oc1..aaaaaaaachod

Certificate fgt-cert-sha2 -

FortiManager 6.2.0 New Features Guide
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Action
~ Accept

Security Profile: Log
@ Log Security Events €

@ No Log
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3. The OCI address IP can now be resolved.

=5 FortiGate VM64-AWSONDEMAND  FGTAWS000D6CEB33 interim bu R @- 0~ (@ admin-
& Dashboard >0 + Create Ne OChzzowyBresolves to t W Delete |Search Q
% Security Fabric > e : —
\aa FortiView N » 1024414 Type Details Interface Visibility
* 10.244.15
b Network > B Address @) * 1024422
2 FABRIC DI * 10.244.2.3 Subnet 0.0.00/0 © Visible 0
& System ’ * 10.244.2.4
I B Policy & Objects . B FIREWAL . 1024425 Subnet 0.0.00/0 © Hidden 0
1Pv4 Policy 3 OCl-zzzwy8 Fabric Connector Address (OCI) @ Visible 1
Authentication Rules 0 SSLVPN_TUNNEL ADDR1 IP Range 10.212.134.200 - 10.212.134.210 72) SSLVPN tunnel interface (ssl.root) @ Visible 0
1Pv4 DoS Policy 2all Subnet 0.0.00/0 @ Visible 1

Addresses

Wildcard FQDN
Addresses

Cloud Connector - GCP

FortiOS 6.2 cloud connector for Google (GCP) can be centrally managed by FortiManager.

Create GCP SDN connector in Policy Packages
Create the SDN connector in Policy Packages.

To create the SDN connector:

1. Goto Policy & Objects > Fabric View > Fabric Connectors.
2. Click Create New.

=T I

Device Manager Policy & Objects AP Manager VPN Manager Fabric View
A
pr—
FortiGuard FortiSwitch Manager System Settings

FortiManager 6.2.0 New Features Guide
Fortinet Technologies Inc.
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3. Select the GCPconnector.

Create New Fabric Connector

Please choose a connector type.

SDN (11) v

il [
cisco v

Nuage ESXi

Horizon Kubernetes GCP ACS

Bl Google Cloud Platform (GC?)

Category Address

550/Identity (4) v

4. Specify the values.

Create New Fabric Connector '-) Google Cloud Platform (GCP)

GCP
Type Google Cloud Platform (GCP)
Project Name dev-project-001-166400
Service Account Email 966517025500-compute@developer gserviceaccount.com

Private Key /1kjIf40UHPFdzjOECN005PyaqLG3Fe/gA -
STOBE7bDe0/z0vHPROCNS= .
-----END PRIVATE KEY-----

Update Interval (s} @ Use Default =i
Status

5. Click OK. The GCP connector is created.

&= FabricView ~ Fabric Connectors Asset & Identity ADOM:ad62 I @ 1 azurefmg +

SDN (1)

) GCP Connector - GCP on By

Create GCP connector in Object Configurations

Alternatively, you can create the SDN connector in Object Configurations.

FortiManager 6.2.0 New Features Guide
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To create the SDN connector:

1. Goto Policy & Objects > Object Configuration > Fabric Connectors.
2. Click SDN Connector > GCP connector.

S-= Policy & Objects ~  Policy Packages Object Configurations ADOM: ad62 11

@ ADOM Revisions £ Tools v

Zone/Interface ? | Create New SDN Connector
 Firewall Objects > Name 7o)
& Securty Profiles Pl Type Google Cloud Platform (GCP)
3 Fabric Connectors | roject Name a
_ Service Account Email Application Centric Infrastructure (ACI)

Threat Feeds Private Key Alibaba Cloud Service (ACS)

550/Identity Amazon Web Services (AWS)
72 User & Device ? Update Interval (s) @ Microsoft Azure

status Kubemnetes
VMware NSX

3. Configure the GCP connector information.

Z.2 Policy & Objects »  Policy Packages Object Configurations ADOM:ad62 [ @ > Q1 1 azurefmg v

& ADOM Revisions ¥ Tools ~

Zone/Interface > | Create New SDN Connector
B Firewall Objects ’ Name ocp
@ Security Profiles ™ Google Cloud Platform (GCP)
3% Fabric Connectors e Project Name dev-project-001-166400
_ Service Account Email aanaaaaaaaaaasaa?bs517025500-compute@developer.gsery:
Threat Feeds Privatekey [ BEGIN PRIVATE KEY--- “
S50/Identity MIIEVQIBADANBgkghkiGIWOBAQEFAASCEBKCWEESIAZEAA |
. 0lBAQDIK] dl
4 User & Device 71 Update Intervel (9@ Specify
Status ON

4. Click the Import to import GCP objects. The Import option is only available on Policy & Objects > Object
Configurations.

Import SDN Connector

Loading Filter Options: Get instance addresses done

FortiManager 6.2.0 New Features Guide
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5. Add the filter and click OK to apply selected filter.

Filter Generator

Filter

1d=500973302700290787

+w

Label=goog-dm=fortianalyzer-3

Id MName Network Subnet Region Zone Tag Label K85_Namespace K85_ServiceName K8S_Label.app

500973302700290787 fortianalyzer-3-wm default  default wus-centrall us-centrall-f fortianalyzer-3-tcp-22 ' goog-dm=fortianalyzer-3
500973302700290787 fortianalyzer-3-vm default  default us-centrall us-centrall-f fortianalyzer-3-tcp-3000  goog-dm=fortianalyzer-3
500973302700290787 fortianalyzer-3-vm default  default us-centrall us-centrall-f fortianalyzer-3-tcp-443  goog-dm=fortianalyzer-3
500973302700290787 fortianalyzer-3-vm default  default us-centrall us-centrall-f fortianalyzer-3-tcp-514 | goog-dm=fortianalyzer-3
500973302700290787 fortianalyzer-3-vm default  default us-centrall us-centrall-f fortianalyzer-3-tcp-541  goog-dm=fortianalyzer-3
500973302700290787 fortianalyzer-3-vm default  default us-centrall us-centrall-f fortianalyzer-3-tcp-80 goog-dm=fortianalyzer-3

>

[Total: ]

6. The new imported GCP address created.

Policy & Objects ~  Policy Packages Object Configurations ADOM:adé2 I @ >-

& ADOM Revisions 1 Tools ~

B Delete % Column Settings v  § More v @ View v

Name Type Details Created Time Last Modified
= FABRIC_DEVICE Firewall Address  IP/Netmask:0.0.0.0/0.0.0.0 Crany IPv4 addresses of | 2019-03-18 11:4( azurefmg/2019-

‘B FIREWALL_AUTH_PORTAL_ADDRI Firewall Address IP/Netmask:0.0.0.0/0.0.0.0 2019-03-18 11:4( azurefmg/2019-
Firewall Address Fabric Connector Address (GCP) any 2019-03-20 15:4¢ azurefmg/2019

@ Zone/Interface =+ Create New ~ [ Edit

B Firewall Objects v Comments

‘Wildcard FQDN Addresses

GCP-nvaplr
Services
O @ SSLVPN_TUNNEL_ADDR1 Firewall Address  IP Range:10.212.134.200-10.212.134.210 & ssivpn_tun_intf 2019-03-18 11:4( azurefmg/2019-
Schedules 0 Za Firewall Address  IP/Netmask:0.0.0.0/0.0.0.0 &rany 2019-03-18 11:4C azurefmg/2019-
Virtual IPs 0O & email.com Firewall Address  FQDN:gmail.com < any 2019-03-18 11:4( azurefmg/2019-

7. Create a new Fabric Connector Address. Import the connector or enter the details of the connector.

ADOM:ad62 1 @ > (@ azurefmg v

Policy & Objects ~  Policy Packages Object Configurations

& ADOM Revisions £ Tools v

ZonefInterface » | Edit Address

& Firewall Objects ~|  Address Name ad-gep-1
e Color =
‘Wildcard FQDN Addresses
Type Fabric Connector Address v
Services
SDN Connector @ GCP hd
Schedules
Filter 1d=7677527624610269269
Virtual IPs
Interface Crany v Impart SON Connectorfilter
IP Pools
Static Route Configuration oFF
Traffic Shapers
Comments
Shaping Profile
@ Security Profiles >
3% Fabric Connectors > 0/255
12 User & Device »|  AddToGroups Click here to select
Tags v

=+ Select Tags
Advanced Options >
Per-Device Mapping OFF

FortiManager 6.2.0 New Features Guide
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Install the SDN connector to FortiGate

To install the SDN connector to FortiGate:

1. Install GCP SDN connector configuration and imported GCP dynamic object to FortiGate.

ADOM:ads2 12 @ >- Q1 (@ azurefmg v

B Policy Package v

o & default

Installation Targets

& Install ~

Q +Create New v [#Edit~ ¥ Delete [HSection~ @ Policy Lookup #3 Column Settings ~

& ADOM Revisions ## Tools ~  # Collapse All = Object Selector ~

Source Destination
GCP-nvaplr EL

Schedule
EINEY ALL

Action
Accept

Security Profile: Log N
9 Log Security Events

O # Name From To Service
1 test ELY any
O~ Implicit (2-2 / Totak 1)

0o 2

@ No Log

Implicit Deny <y any <7 any <all Call < always <AL @ Deny

2. Check the FortiGate whether, the GCP connector and address is installed.

7% FortiGate VM64-AWSONDEMAND  FG

2 anin-

interim build(

& Dashboard
| % security Fabric
Physical Topology
Logical Topology
Security Rating

Automation

Settings

& FortiView

o Network

£ System

B Policy & Objects

8 Security Profiles
=RV

& User & Device

F WIFi & Switch Controller
|l Log & Report

@ Monitor

Q

Edit Fabric Connector

@ Documentation

& Online Help (&'
W Video Tutorials (2

Public SDN

@

\

Google Cloud
form (GCP]

Connector Settings

Name GCP

Status LAZETSY O Disabled
Update Interval @ [JUEMEENIE Specify
GCP Connector

Project name dev-project-001-166400

Service account email

aaaaaaaaaaaa?66517025500-compute

Private key BEGIN PRIVATE KEY-

Cancel

3. The GCP address IP can now be resolved.

@ Dashboard

& Security Fabric

. FortiView

& Netwark

& System

M Policy & Objects
1Pv4 Policy

Authentication Rules

1Pv4 DoS$ Policy

Wildcard FQDN
Addresses

Internet Service Database
Services

Schedules

Virtual IPs

IP Pools

Protocol Options

Traffir Shaners

+ CreateNew~ | 4 Edit @ Clone 1 D Search Q

Name Type Details Interface Visibility Ref.
& FABRIC_DEVICE Subnet 0.0.00/0 @ Visible 0
B FIREWALL_AUTH_PORTAL_ADDRESS © Hidden 0
@ Visible 1
O Visible 0
@ Visible 1

Subnet 0.0.0.0/0

# GCP-nvaplr Fabric Connector Address (GCP)

SSLVPN_] GCP-nvaplr resolves to: 10.212.134.200-10.212.134.210 (2 S5L-VPN tunnel interface (ssl.root)

1000.3
2a 100.1.5
100.1.6
100.1.7
10.1.04
10.1380.25
10.1380.7
103011
10403
19216817
192.168.1.8

IP Range

Subnet 00.00/0

FortiManager 6.2.0 New Features Guide
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Cloud Connector - ESXi
FortiOS 6.2 cloud connector for VMWare (ESXi) can be centrally managed by FortiManager.

Create ESXi SDN connector in Policy Packages
Create the SDN connector in Policy Packages.

To create the SDN connector:

1. Goto Policy & Objects > Fabric View > Fabric Connectors.
2. Click Create New.

E:E Fabric View ~ Fabric Connectors Asset & Identity

V4
A
L) ) NN
(o _1Il] [!l g\ﬂ ot
Device Manager Policy & Objects AP Manager VPN Manager Fabric View

P
m—
FortiGuard FortiSwitch Manager System Settings

3. Select the ESXiconnector.

Create New Fabric Connector

Please choose a connector type.

SDN (11) v

ACI

Horizon Kubernetes

Threat Feeds (3) v
™
S

Category

$50/Identity (4) v

FortiManager 6.2.0 New Features Guide
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4. Specify the values.

wwiore VMware ESKi

Create New Fabric Connector

ESXi
VMware ESXI
Server 172.18.37.97

User Name test@vsphere.local

Password {-u |

Update Interval (s) @ Specify

on

Status

5. Click OK. The ESXi connector is created.

Create ESXi connector in Object Configurations
Alternatively, you can create the SDN connector in Object Configurations.

To create the SDN connector:

1. Goto Policy & Objects > Object Configuration > Fabric Connectors.
2. Click SDN Connector> ESXi connector.

Policy & Objects ~  Policy Packages Object Configurations ADOM:adé2-sdn 2 @ B 1 admin v

& ADOM Revisions  ## Tools v

@ Zone/Interface | Edit SDN Connector
B Firewall Objects Name SDN-ESXi
© Security Profiles Type VMware ESXi
ol USEE Server 172.18.37.97
User Name ellen@vsphere.local
Password wsrsrene
Undate Interval (<] @ Specify
Status

FortiManager 6.2.0 New Features Guide
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3. Configure the ESXi connector information.

Policy & Objects ~  Policy Packages Object Configurations

ADOM: adé2sdn [ @ B (&) admin v

& ADOM Revisions 1 Tools v

@ Zone/Interface

=+ Create New [# Edit ¥4 Delete 3 Import ¥ Column Settings~ £ More v

& Firewall Objects
@ Security Profiles L2 SDN-ESXi VMware ESXi
% Fabric Connectors [ Edit

172.18.37.97

2019-03-07 18:10:44 admin/2019-03-07 18:11:25

SDN 1 Delete

Threat Feeds = Clone

3 Import

[ Pramote to Global

Click the Import to import ESXi objects. The Import option is only available on Policy & Objects > Object
Configurations.

Import SDN Connector

= Add Filter [# Edit
O Fiter [0}

No records found.

FortiManager 6.2.0 New Features Guide
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5. Add the filter and click OK to apply selected filter.

Filter Generator

uuID

VMID N

64
62
69
34
32
30
63
63
29
29
38
38
43
43
49

6. Click Import.

1
1
1
71
1
v
1
1

£

B e e e g

420f1c0a-67be-d698-b510-0ce?fca99fbs
420f174e-2823-494c-e2a6-cf3145d144e6
420fb0cc-edbd-e929-355e-100cd0d8055a
420fcf51-dasa-b29c-1aae-55bcc90297dc
420fccB1-508f-09c4-806f-6a3cBbBaBbee
420f7aBe-5a39-816d-cef7-99ff0b1a5623
420fféaa-7436-70ca-63bc-9a0b3e72547c
364d4c44-635f-0e27-2321-441c171194a5
564d568f-38b4-d803-dba3-b7c798cf8b52
564d6407-2fe5-ee7b-3579-b409f27ace7a
564dc91a-8fbd-96d8-8a6f-998d31e9ab01

564d9062-eda5-ca79-8850-2¢9595a94039

Q

€-dé98-b510-0ce?fcd99fbé
13-494c-e2a6-cf3145d144eb
4-e929-355e-100cd0d8055a
a-b29c-1aae-55bcc?0297dc
f-09c4-806f-6a3cBbBa8bee
9-816d-cef7-99ff0b1a5623
5-70ca-63bc-9a0b3e72547¢
5-70ca-63bc-9a0b3e72547¢
5f-0e27-2321-441c171194a5
5f-0e27-2321-441c171194a5
»4-dB03-dba3-b7c798cf8b52
»4-d803-dba3-b7c798cf8b52
15-ee7b-3579-b40927ace7a
:5-ee7b-3579-b409f27ace7a

d-96d8-8a6f-998d31e%ab01

VMUUID
500fb1c8-afce-76f1-a0f5-ef41a356ed4d
500f4118-a111-30a8-e19b-bd73bc5afdd7
500fbdda-dd44-c493-ff5b-005477f50d2
500f63b8-3336-2ba2-31a3-9ff6f42a3b2e
500fb994-01al-ac17-5c3f-0%a97acac0e2
500f5761-50e2-e3b1-0e5c-Bc69edddadBa
500f6961-c%f4-ce01-26¢5-441c8c32d5f9
500f6961-c9f4-ce01-26¢5-441c8c32d5f%
52566b21-e5bd-2c11-cf9e-dda9fc6d522d
52566b21-e5bd-2c11-cf9e-ddadfc6d522d
52d0d1a%-25e4-077e-5eb4-272eb7c0c54e
52d0d1a9-25e4-077e-5eb4-272eb7c0c54e
52288b8e-4bae-00ea-111b-7fda2dBBba2e
52288b8e-4bae-00ea-111b-7fda2d88baZe
52bf5221-d2f1-fc3c-f59f-3750ee7543b4

Guestld

otherGuest
other26xLinux64Guest
otherGuest
other26xLinuxé4Guest
other26xLinux64Guest
otherLinuxé4Guest
other26xLinux64Guest
other26xLinux64Guest
other3xLinux64Guest
other3xLinux64Guest
other26xLinux64Guest
other26xlinux64Guest
other26xLinux64Guest
other26xLinuxé4Guest
other26xLinux64Guest

Import Fabric Connector Address

Success: 1, Fail : 0, Total : 1

FortiManager 6.2.0 New Features Guide
Fortinet Technologies Inc.

GuestName

Other (32-bit)
Other 2.6.x Li
Other (32-bit),
Other 2.6.x Li
Other 2.6.x Li
Other Linux (¢
Other 2.6.x Li
Other 2.6.x Li
Other 3.x Lind
Other 3.x Linu
Other 2.6.x Li
Other 2.6.x Li
Other 2.6.x Li
Other 2.6.x Li

Other 2.6.xLi ,
v

[Total: 24]
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7. The new imported ESXi address created.

Policy & Objects + Policy Packages Object Configurati

& ADOM Revisions £ Tools v
@ Zone/Interface = Create New ~ [ Edit & Delete ¥ Column Settings ~  § More v ® View v -

R Firewall Objects

O Name Type Details Interface Comments Created Time  Last Modified
Addre: 0O = FABRIC_DEVICE Firewall Address IP/Netmask:0.0.0.0/0.0.0.0 any |Pv4 addresses : 2019-03-07 18: admin/2019-02
‘Wildcard FQDN Addresses 0O = FIREWALL AUTH_PORTAL_ADDRESS Firewall Address IP/Netmask:0.0.0.0/0.0.0.0 rany 2019-03-07 18: admin/2019-02
T 0O & SSLVPN_TUNNEL_ADDR1 Firewall Address IP Range:10.212.134.200-10.212.134.210 O sslvpn_tun_ir 2019-03-07 18: admin/2019-02
0O # VMWARE-dn34mw Firewall Address Fabric Connector Address (SDN-ESXi) e any 2019-03-07 18: admin/2019-02
Schediey O =al Firewall Address IP/Netmask:0.0.0.0/0.0.0.0 arany 2019-03-07 18: admin/2019-03
Virtual IPs 0O & gmailcom Firewall Address  FQDN:gmail.com < any 2019-03-07 18: admin/2019-02
IP Pools 0O £ login.microsoft.com Firewall Address FQDN:login.microsoft.com rany 2019-03-07 18: admin/2019-02
Tolfi S 0O £ login.microsoftonline.com Firewall Address FQDM:login.microsoftonline.com Crany 2019-03-07 18: admin/2019-02
0O & loginwindows.net Firewall Address FQDN:login.windows.net xany 2019-03-07 18: admin/2019-02
SoRe R O #none Firewall Address P/Netmask:0.0.0.0/255.255.255.255 Sany 2019-03-07 18: admin/2019-02
O 1 wildcard.dropbox.com Firewall Address Wildcard FQDN:".dropbox.com Crany 2019-03-07 18: admin/2019-03
0O 2 wildcard google.com Firewall Address Wildcard FQDN:" google.com O any 2019-03-07 18: admin/2019-02
0O % GSuite Address Group  gmail.com, wildcard.google.com 2019-03-07 18: admin/2019-02
0O % Microsoft Office 365 Address Group  login.microsoftonline.com, login.microsoft.com, login.windows.net 2019-03-07 18: admin/2019-02
O B SSLYPN_TUNNEL_IPv6_ADDR1 IPvé Address IPvé Subnet:fdff:ffff:: /120 2019-03-07 18: admin/2019-02
(@] all IPvé Address IPvé Subnet:::/0 2019-03-07 18: admin/2019-02
0O #none IPv6 Address IPvé Subnet:::/128 2019-03-07 18: admin/2019-03

8. Create a new Fabric Connector Address. Import the connector or enter the details of the connector.

@ ADOM Revisions £ Tools

Zone/Interface > Create New Address
B Firewall Objects | Address Name ad-esxi-1
Addresses Color %
Wildcard FQDN Addresses
Type Fabric Connector Address -
Services
SDN Connector = ESXi v
Schedules
Filter B
Virtual IPs
intertzce Oany .
IP Pools
Static Route Configuration OFF
Traffic Shapers
Comments
Shaping Profile
@ Security Profiles >
% Fabric Connectors >
& User & Device > Add To Groups Click here to select

Tags v
+ select Tags

Advanced Options >
Per-Device Mapping OFF
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Install the SDN connector to FortiGate

To install the SDN connector to FortiGate:

1. Install ESXi SDN connector configuration and imported ESXi dynamic object to FortiGate.

Install Wizard - Policy Package (default)

A Name
137-FortiGate-VM-v62

2. Check the FortiGate whether, the ESXi connector and address is installed.

rtiGate VMé4  137-FortiGate-VM-v62 interim build0837 ~
' @ Dashboard > EditFabric Connector
e . "
I AR - @ Documentation

% Physical Topology Private SDN & OnlineHelp &'

2% Logical Topalogy — W Video Tuterials (4
Security Rating (’ vm o
2 Automation \ //“
2% Settings -41 .
# Fabric Connectors
| FortiView > Connector Settings
b Network > Name SDN-ESXi
£ System > Status LRSS © Disabled .
B Policy & Objects > | Update Interval @ Specify 3
@ Security Profiles > E
O VPN s ESXi Connector
& User & Device » | Server 172.18.37.97
= WiFi & Switch Controller N Username | ellen@vsphere local
Ll Log & Report > Password  sesseess Change
& Monitor >

3. The ESXi address IP can now be resolved.

& Dashboard ’ + CreateNew~ ¢ Edit W Clone [@ Delete | Search Q
X Security Fabric >
Name Type Details Interface Visibility Ref.

s FortiView >

4 Network N & Address @

£ System N & FABRIC_DEVICE Subnet 00.0.0/0 @ Visible 0

B Policy & Objects ~ 2 FIREWALL_ AUTH_P| VMWARE-dn34mw resolves to: 00.00/0 © Hidden 0
|Pv4 Policy LD SSLVPN_TUNNEL A « 172.18.37.136 10.212.134.200- 10.212.134.210 12) SSLVPN tunnel interface (ssl.root) @ visible 0
Authentication Rules # VMWARE-dn3dmw abric Connector Address (VMWARE) ®© Visible 1
IPv4 DoS Policy Bal Subnet 0.0.0.0/0 @ Visible 1

Wildcard FQDN
Addresses

Internet Service Database

s
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Filter IP Addresses from VMWare ESXi

To filter out the IPs from VMware ESXi and vCenter servers, following address filters are introduced:

o vmid

« host

e Name

« uuid

« vmuuid

o vmnetwork
e guestid

e guestname
« annotation

SDN Connector - Kubernetes (K8S) (Multiple Clouds)

FortiOS 6.2 cloud connector for Kubernetes can be centrally managed by FortiManager. This includes:

« Private Cloud (K8S)
o AWS (EKS)

o Azure (AKS)

« Google (GKE)

o Oracle (OKE)

Create Kubernetes SDN connector in Policy Packages
Create the SDN connector in Policy Packages.

To create the SDN connector:

1. Goto Policy & Objects > Fabric View > Fabric Connectors.
2. Click Create New.

= = Fabric View ~» Fabric Connectors Asset & Identity

+

= B =

Device Manager Palicy & Objects AP Manager VPN Manager Fabric View
P
—
FortiGuard FortiSwitch Manager System Settings
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3. Select the Kubernetes connector.

Create New Fabric Connector

Please choose a connector type.

SDN (11) v

wliili I
€1sco 4 = .

Nuage Azure
Horizon Kubernetes ACS

Alibaba Cloud
=

4. Specify the values.

Create New Fabric Connector

Kubernetes
Kubernetes

172.18.64.38

Use Default [JE3S8=tN
Secret Token

Update Interval (s) @ Specify
Status

5. Click OK. The Kubernetes connector is created.

&°8 Fabric View « Fabric Connectors Asset & Identity ADOM:ad62 (I @

Kubernetes - Kubernetes oy

Create Kubernetes connector in Object Configurations

Alternatively, you can create the SDN connector in Object Configurations.
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To create the SDN connector:

1. Goto Policy & Objects > Object Configuration > Fabric Connectors.
2. Click SDN Connector > Kubemetes connector.
3. Configure the Kubernetes connector information.

2% Policy & Objects ~  Policy Packages Obiject Configurations ADOM:ad62 11 @ > ‘ azurefmg ~

@ ADOM Revisions T Tools ~

Zone/Interface > | Edit SDN Connector
B, Firewall Objects | Name ACS
@ Security Profiles 1 Type Alibaba Cloud Service (ACS)
% Fabric Connectors | AccessKey ID LTAIKmERWEUEOChg-test
Threat Feeds Region ID us-west-1
S50/Identity Update Interval (s) @ Specify
A3 User & Device > Status

4. Click the Import to import Kubernetes objects. The Import option is only available on Policy & Objects > Object
Configurations.

Import SDN Connector

Loading Filter Options: Start

5. Add the filter and click OK to apply selected filter.

Filter Generator

+

K8S_NodeName K8S_Label kubernetes.io/hostname
van-201669-pcl van-20166%-pcl

[Total: 1]
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6. Click Import. Select the SDN connector.

7.

Import SDN Connector

+ AddFilter [# Edit T Delete

Filter
@ | K85_Label.betakubernete:

Click Import.

Import Fabric Connector Address

Success: 1, Fail: 0, Total : 1

The new imported Kubernetes address created.

Zone/Interface + [# Edit @ Delete % Column Settings ~

® Firewall Objects 'O Mame Type Details Interface Comments Created Time  Last Modified
@ Security Profiles >| O = FABRIC_DEVICE Firewall Address  P/Netmask:0.0.0.0/0.0.0.0 Crany 1Pv4 addresses of | 2019-03-06 09:21 admin/2019-03-0
% Fabric Connectors ~| O S FIREWALL AUTH_ PORTAL ADDRESS  Firewall Address  IP/Netmask:0.0.0.0/0.0.0.0 2015-03-06 09:21 admin/2019-03-0
KUBERNETES-riwm2j Firewall Address  Fabric Connector Address:(kubernetes) any 2019-03-25 17:43 admin/2019-03-2
D @ SSLVPN_TUNNEL_ADDR1 Firewall Address [P Range:10.212.134.200-10.212.134.210 DD sslvpn_tun_intf 2019-03-06 09:21 admin/2019-03-0
Threat Feeds D =al Firewall Address  IP/Netmask:0.0.0.0/0.0.00 Sany 2019-03-06 09:21 admin/2019-03-0
550/Identity | 0O = gmailcom Firewall Address  FQDN:gmail.com Sany 2019-03-06 09:21 admin/201%-03-01
& User & Device >| O @ loginmicrosoft.cam Firewall Address ~ FQDN:login.micrasaft.com Crany 2019-03-06 09:21 admin/2019-03-0
| O = login.microsoftonline.com Firewall Address  FQDN:login.micraseftonline.com <rany 2019-03-06 09:21 admin/2019-03-01
mn B Inein windaue nat Firawrall Arddrace FENNKEaain windmae nat ams 2N12.N12.N4 NQ-31 2rdmin/IN10.N2.N
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9. Create a new Fabric Connector Address. Import the connector or enter the details of the connector.

Obiject Configurz

@ ADOM Revisions £ Taols v
@ Zone/Interface
B Firewall Objects -

Addresses

Wildcard FQDN Addresses

Services

Schedules

Virtual IPs

IP Poals.

Traffic Shapers

Shaping Profile
& Security Profiles >
% Fabric Connectors >

8 User & Device >

>‘mmmﬁ

Address Name: ad-kBs-1
Color H
Type Fabric Connector Address v
SDN Connector [ @ kubernetes «|
Filter ]
Interface Srany . [Impart SON Comnector ier |
Static Route Configuration oFF
Comments
Add To Groups Click here to select
Tags v
+ Select Tags
Advanced Options >
Per-Device Mapping oFF

Install the SDN connector to FortiGate

To install the SDN connector to FortiGate:

1.

y & Objects ~ Policy Packages Object Configurations

Install Kubernetes SDN connector configuration and imported Kubernetes dynamic object to FortiGate.

ADOM: adé:

@ ADOM Revisions
Zone/Interface
W Firewall Objects -
@ Security Profiles >

% Fabric Connectors ¥

Threat Feeds
SSO/Identity

J2 User & Device >

13 Tools

+ Create New ~  [# Edit @ Delete ¥§ Column Settings ~ @ View v

0O Name Type Interface Comments Created Time Last Modified
O = FABRIC_DEVICE Firewall Address Crany I1Pv4 addresses of | 2019-03-06 09:21 admin/2019-03-0:
O & FIREWALL AUTH_PORTAL_ADDRESS Firewall Address $any 2019-03-06 09:21 admin/2019-03-0:

rewall Address

2019-03-06 09:21 admin/2019-03-0
2019-03-06 09:21 admin/2019-03-0
2019-03-06 09:21 admin/2019-03-0
2019-03-06 09:21 admin/2019-03-0
2019-03-06 09:21 admin/2019-03-0

AN1DNNA N0 sekmin i2019.02.0

SSLVPN_TUNNEL_ADDR1 Firewall Address
all

0
@)
0O = gmail.com
0
@)
P

Firewall Address
Firewall Address
Firewall Address

& login.microsoft.com FQDN:login.microsoft.com

Firewall Address  FQDN:login.microsoftonline.com

ENNRHaaln windmae nat

3 login.microsoftonline.com

B Inain windaue nat Eleawrsll Addrace

Check the FortiGate whether, the Kubernetes connector and address is installed.

FortiGate VMé4
@ Dashboard >
ISf,i Security Fabric v

Physical Topology
Logical Topology
Security Rating

Automation

Settings

I8 FortiView >
H Network >
£ System >
B Policy & Objects >
& Security Profiles >
O VPN >
& User & Device >

= WiFi & Switch Controller >
M Log & Report >
& Monitor >

Edit Fabric Connector

@ Documentation
Private SDN

C,IV-O

& onlineHelp &'
W Video Tutorials (&

.

bernetes

Ku

Connector Settings

Name k8s

Status © Disabled
Update Interval & Specify
Kubernetes Connector

P 172.18.64.38

Port Use Default SRSl | 6443
Secrettoken ee . Change
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3. The Kubernetes IP can now be resolved.

@ Dashboard + CreateNew~ | # Edit @ Clone | [ Delete | Search Q
A Security Fabric >
e Fortivi Name Type Details Interface Visibility Ref.
ortiView >
A Network MY 5 Address
£ System N 3 AWS-4al3jf Fabric Connector Address (AWS) @ Visible 1
Ib Policy & Objects - 3 AWS-4g24yv Fabric Connector Address (AWS) @ Visible 1
1Pvd Policy 3 AZURE-bc3voa Fabric Connector Address (AZURE) © Visible 1
Authentication Rules 38! AZURE hbkwlg Fabric Connector Address (AZURE) @ Visible 1
1Pv4 DoS Palicy # AZURE-u7plic Fabric Connector Address (AZURE) @ Visible 1
@ FABRIC_DEVICE KUBERNETES-rc3tz resolves to- 0.0.00/0 @ Visible ]
Wildcard FQDN & FIREWALL_AUTH, ® 172.16.65227 0.0.00/0 © Hidden ]
Addresses
3 K NETE! Fabric Connector Address (KUBERNETES) @ Visible 1
Internet Service Database
## KUBERNETES-wa%4ls Fabric Connector Address (KUBERNETES) @ Visible 1
Services
B SSIVPN_TUNNEL_ADDR1 IP Range 10.212.134.200- 10.212.134.210 @ SSI-VPN tunnelinterface (ssl.root] @ Visible 0
Schedules
S 3 VMWARE-98q3v Fabric Connector Address (VMWARE) @ Visible 1
irtual IPs
PET Bal Subnet 0.0.00/0 @ Visible 1

SDN Connector for Kubernetes for Azure

Filter Generator

+

K8S_Label.failure-domain.beta kubernetes.io/zone=1 ResourceGroup SecurityGroup Vet Subnet
K8S_ Label kubernetes.azure.com/cluster (1) 12342 FortiNACEMS-nsg  12342vnet985 default

FMLAZUREOTT1 FortiMailVNet Subnet1
K85_Label kubernetes.azure.com/cluster=MC_zhmfgt62_zhmKC_westus = -
FORTIMANAGERRG FortiManager-nsg  FortiManagerRG-vnet private
KBS Labellad io/h me (2) FWEBDEV fwbDEV-NSG FortiWebProtectedVNet PublicFacingSubnet
K8S_Label kubernetes.io/hostname=aks-agentpool-15574888-0 FWBDEV FortiWebProtectedVNet InsideSubnet

K8S_Label.kubernetes.io/hostname=aks-agentpool-15574888-1 FWBRESOURCEGROUP myVnet mySubnet

KBS _Label kubernetes.io/role (1) FWBRESOURCEGROUP myVnet mySubnet

Bubuntu €astus | Standard DS v2  2196¢caac-cib2-4621-bd36-656a4518560c  FWBUBUNTU fwbubuntu-nsg  fwbubuntu-vnet default -
< >

[Total: 309]
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SDN Connector for Kubernetes for GCP

Filter Generator

kas
Tag (76)
Tag=gke-jkato-kBs-cluster-1-cadbba7b-node

Region Zone Tag
us-centrall us-centrall-c allow-all
KBS Namespace (2) us-centrall  us-centrall-c dchao-all
K85_Namespace=default us-centrall us-centrall-c allow-all
KBS Mamespace=kube-system us-centrall  us-centrall-c dchao-all
KBS ServiceName (2) us-centrall us-centrall-c allow-all
KBS _ServiceName=exposed-redis-master us-centrall ' us-centrall-c dchao-all

us-centrall | us-centrall-c http-server
KRS SeniiraNamasfrantand

Tnstance-group-demo-2kp3 us-centrall us-centrall-c https-server -
=

[Total: 193]

SDN Connector for Kubernetes for AWS

Filter Generator

+

wailabilityZone Placement Tenancy PrivateDNSName

s-west-2¢ default ip-192-168-210-107.us-west-2.compute.internal
KBS NodeName=ip-192-168-181-186.us-west-2.compute.internal 1s-west-2¢ default 192-168-216-88.us-west-2.compute.internal
KBS NodeName=ip-192-168-210-107 us-west-2.compute internal |s—wes|—2c default 192-168-222-76.us-west-2.compute.internal

[ K8S_Label.beta kubernetes.iofarch (1) Is-west-2c default ip-192-168-243-252.us-west-2.compute.internal
i Is-wes|-2: default ip-192-168-226-128.us-west-2.compute.internal
Is-west-2¢ default ip-192-168-204-181.us-west-2.compute.internal
| . © IS'WESFZE default ip-192-168-114-197.us-west-2.compute.internal

108607 daB97566074a Bimedium  ami-UaZababd107689¢Th ryFrstkeypair ¥B6.68  us-west-2a default ip-192-168-97-30.us-west-2.computednternal  +
5

<

KBS Label beta kubernetes.io/arch=amdé4
| K8S Label beta kubemetes.iofinstance-type (1)

[Total: 38]
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SDN Connector for Kubernetes for Oracle OCI

Filter Generator

Q

KBS_Namespace (2) - Name Compartmentid

Pl K85_Namespace=default -Virtual-Machine-20190313 ocid1.cor

¢ K85 Namespace=kube-system -Virtual-Machine-20190313 ocid1.cor

/nzczpg

¢ KBS ServiceName (1) _OPC_LUM3

7nzczpg

ocidl.c
K85_ServiceName=guestbook _OPC_JLUM3 ocid1.cor

Tnzczpg

K8S Label.app (5) | 610 5208 ocid1.cor

7NZCZPR

| 610_5208 ocid1.cor
K85_Label.app=guestbook

7nzezpg

<
<
[
]

ance-20180911-wcep ocid1.cor

Tnzczpg

Seid T Instance.oc 1 lad.sbuwelftalié Ty c7Fvdrewtalsa TAstance-20180911-weep acid1.cor
g

/nzczpg

7NZCZPE v
>

[Total: 65]

Cloud Connector - AliCloud

FortiOS 6.2 cloud connector for AliCloud (ACS) can be centrally managed by FortiManager.

Create ACS SDN connector in Policy Packages
Create the SDN connector in Policy Packages.

To create the SDN connector:

1. Goto Policy & Objects > Fabric View > Fabric Connectors.
2. Click Create New.

=:E Fabric View ~» Fabric Connectors Asset & Identity

A
A

(o Il y AL
O)] NN

(Il &I Qa W
Device Manager Palicy & Objects AP Manager VPN Manager Fabric View

R
—_—
FortiGuard FortiSwitch Manager System Settings
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3. Select the ACSconnector.

Create New Fabric Connector

Please choose a connector type.

SDN (11) v

wliili I
€1sco 4 = .
Nuage Azure
Horizon Kubernetes ACS
[ &iiboda Cloud |
Threat Feeds (3) v

4. Specify the values.

Create New Fabric Connector

ACS
Type Alibaba Cloud Service (ACS)

AccessKey ID LTAIKmERW123EUEOChg

AccessKey Secret

Region ID [ us-west-2

Update Interval (s) @ Specify
Status [on |

5. Click OK. The ACS connector is created.

&8 FabricView »»  Fabric Connectors Asset & Identity

ADOM:ad62 (3 @ > 3 azurefmg v
+ Create New

9
SON (1)

() ACS Connector - ACS o W oy

Create ACS connector in Object Configurations

Alternatively, you can create the SDN connector in Object Configurations.
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To create the SDN connector:

1. Goto Policy & Objects > Object Configuration > Fabric Connectors.
2. Click SDN Connector> ACS connector.

=.= Policy & Objects ~  Policy Packages Object Configurations ADOM:ad62 [ @ »— : azurefmg

@ ADOM Revisions €& Tools v

Zone/Interface > | Create New SDN Connector
B Firewall Objects > Name ACS
Security Profil »
© Security Profiles Type Alibaba Cloud Service (ACS)
% Fabric Connectors. ¥ AccessKey ID | Q

_ AccessKey Secret Application Centric Infrastructure (ACI) 2
Threat Feeds Region ID Alibaba Cloud Service (ACS)

$50/Identity Update Interval () @ Amazon Web Services (AWS)
& User & Device > Microsoft Azure
Status
Google Cloud Platform (GCP)
Kubernetes
VMware NSX

3. Configure the ACS connector information.

E_: Policy & Objects ~ Policy Packages Object Configurations ADOM:ad62 12 @ - ’ azurefmg ~

@ ADOM Revisions % Tools

Zone/Interface > | Edit SDN Connector
B, Firewall Objects > Name ACS
@ Security Profiles 1 Type Alibaba Cloud Service (ACS)
+ Fabric Cannectars Y| Accesskey ID | LTAIKmERWEUEOChe-test
Threat Feeds Region ID us-west-1
5507Identity Update Interval () @ Specify
A& User & Device > Status

4. Click the Import to import ACS objects. The Import option is only available on Policy & Objects > Object
Configurations.

Import SDN Connector

Loading Filter Options: Start

FortiManager 6.2.0 New Features Guide
Fortinet Technologies Inc.



Fabric Connectors

5. Add the filter and click OK to apply selected filter.

Filter Generator

Filter

Imageld=m-rj?6owiqw42m?5bmqB8o2

Instanceld=i-rj?7dkp4cmh1n7ag5jkg

Instanceld Imageld SecurityGroupld Vpcld VSwitchid

i-rj933f6d7q8ircS0dhnf m-rj96owiqgwa2m95bmg8o2 sg-rj99A725u035]%jcws8 vpe-ri9ghx5I12om9vkror83vh vsw-rj9avghog2gd8qqi&jiBy
i-rj97dkpdcmhinZagSikg m-rj90rp5t2xkjtkwhbszj sg-rj91vjc?gmm80ul8ucOb vpc-ri9q92tBeqex7sIxI27rv wsw-rj930qt8wighhtf45t9xg

6. Click Import.

Import Fabric Connector Address

Success: 1, Fail: 0, Total : 1

7. The new imported ACS address created.

@ Zone/Interface > [ Edit T De ¥ Column Settin

B Firewall Objects

Fabric Connector Address (ACS)

Firewall Address

Wildcard FQDN Addresses O = FABRIC_DEVICE Firewall Address 1P/Netmask:0.0.0.0/0.0.0.0 Sany 1Pv4 addresses of Fabric Devic 2019-03-18 11:40:30
Services O = FIREWALL_AUTH_PORTAI Firewall Address 1P/Netmask:0.0.0.0/0.0.0.0 &any 2019-03-18 11:40:30
O @ SSLVPN_TUNNEL_ADDR1 Firewall Address 1P Range:10.212.134.200-10.212.134.210 [ sstvpn_tun_intf 2019-03-18 11:40:30
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8. Create a new Fabric Connector Address. Import the connector or enter the details of the connector.

Policy & Objects +~»  Policy Packages Object Configurations

ADOM: ad62

1 azurefmg v

@ ADOM Revisions 1% Tools

Zane/Interface > | Create New Address
 Firewall Objects - Address Name ad-acs-1
color *
‘Wildcard FQDN Addresses
Type Fabric Connector Address v
Services
SDN Connector €3 ACS v |
Schedules
Filter 5]
Virtual IPs
itertace By (ot comm o]
IP Pools

Static Route Configuration
Traffic Shapers

OFF

Comments
Shaping Profile
@ Security Profiles >
% Fabric Connectors >
A User & Device > Add To Groups Click here to select
Tags v

Advanced Options >
Per-Device Mapping

+ Select Tags

Install the SDN connector to FortiGate

To install the SDN connector to FortiGate:

1. Install ACS SDN connector configuration and imported ACS dynamic object to FortiGate.

s v Policy Packages Objs

ADOM:ad62 © 2.

z azurefmg

B Policy Package v & Install v

BY  createNew v [ Edit v

= [ default

Installation Targets 1 test
(e} ;vlmnldtz-I / Totalk: 1)

o 2

@B ADOM Revisions £x Tools ~

Implicit Deny & any

# Collapse All

#= Object Selector v

B Delete [ Section~ @ Policy Lookup ¥ Column Settings -

any any ACS-fvid | all

Srany Sall &all

& always D ALL

2. Check the FortiGate whether, the ACS connector and address is installed.

ortiGate VM64-AWSONDEMAND  F

aa

Disabl

Accept @ Log Security Events

@ Deny @ No Log

@ Dashboard >

¥4 Security Fabric v
Physical Topology

Logical Topology

Edit Fabric Connector

@ Documentation

& onlineHelp &'
W Video Tutorials (7'

Public SDN

o
Security Rating [ C’JO'
Automation \ J
A
sihe AliCloud
Fabric Conn:
lda FortiView > Connector Settings
b Network > Name ACS
#& System > | Status LASENEEY © Disabled
Policy & Objects > Update Interval €@ JIEA0SENE Specify
icy i
& Security Profiles >
O VPN N AliCloud Connector
& User & Device > AccessKey ID | LTAIKmERWEUEOChg-test |
® WiFi& Switch Controller > | AccessKey Secret asssases Change
i |og & Report N Region ID us-west-1
€ Monitor >
Q OK Cancel
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3.

The ACS address IP can now be resolved.

= _= FortiGate VM64-AWSONDEMAND FGg

interim build

ACS-1fvi3 resolves to:

@ Dashboard 4 + Create « 10.00.10 one M Delete | Search Q
£k Security Fabric > * 100025
+ 100.1.10 Type Details Interface Visibility Ref.

[ FortiView > + 100.2.10

# Network > * 100310

£ System N Fabric Connector Address (ALICLOUD) @ Visible 1

® Policy & Objects . B FABRIC_DEVICE Subnet 0000/0 @ Visible 0
1Py Policy I FIREWALL AUTH_PORTAL ADDRESS ~ Subnet 000.0/0 © Hidden 0
Authentication Rules I8 SSLVPN_TUNNEL_ADDR1 IP Range 10.212.134.200- 10.212.134.210 (2 SSL-VPN tunnel interface (ssl.root) @ Visible 0
1Pv4 DS Policy 2al Subnet 0.0.0.0/0 @ Visible 1

Wildcard FQDN

Addrmccon
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This section lists the new features added to FortiManager for SD-WAN.
List of new features:

o |PSEC Wizard in Device Manager on page 62

o Zero Touch Provisioning - CLI Template with Variables on page 68
+ SD-WAN History Monitoring on page 70

o Template Import from Device on page 75

« Zero-touch provisioning for FortiAP on page 78

o Zero-touch provisioning for FortiSwitch on page 83

IPSEC Wizard in Device Manager

The SD-WAN Interface page in FortiManager now includes an IPsec VPN creation wizard.

Configuring the IPsec VPN in SD-WAN

1. Goto System Settings > All ADOMSs and edit the ADOM. Disable SD-WAN in Central Management. Click OK.

2. Goto Device Manager > SD-WAN. Select any device or VDOM and click Edit. If no device is available, click
Create New.
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3. Click Create VPN under Interface Members in the Create New SD-WAN or Edit SD-WAN page.

ApoM:fgts2 11 @ (&) admin+

E:E Device Manager v~ Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

& Install Wizard

4 SD-WAN Edit SD-WAN

& Monitor Device

SD-WAN Status [ on |
Interface Members

O # ID Port
o1 4 [ port2
o 2 5 [@ port3
Create VPN

Performance SLA

O # Name

SD-WAN Rules

O # Name

o1 sd-wan

Advanced Options >

FortiManager 6.2.0 New Features Guide
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FGVMO020000155864 (root)

+ Create New [# Edit Tl Delete

+ Create New [# Edit T Delete

4 Create New [# Edit T Delete

4 Move Up ¥ Move Down

Weight Gateway

0 11.1.1.200 0

0 12.1.1.200 0
Detect Protocol Failure Threshold

4 Move Up ¥ Move Down

Destinati Criteri

ALL Source IP Based

L3 Per-device Management

Members
ALL
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4. Configure the settings. For Outgoing Interface, select one or more interfaces.

Create IPsec VPN for SD-WAN

Name
Remote Device
IP Address

QOutgoing Interface

Authentication Method

Certificate Name

Peer Certificate CA

FortiManager 6.2.0 New Features Guide
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vpn_dcl
(LGEICEC  Dynamic DNS

10.254.0.2

[2
@ port2

1 Entry Selected

Pre-shared Key

[o
Fortinet_CA_SSL
1 Entry Selected

| Fortinet CA

I TN
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5. Click OK to auto-generate IPsec VPNSs.

Create IPsec VPN for SD-WAN

QThe VPN has been set up

Summary of Created Objects

Peer vpn_dc1_peer @ Updated successfully
Phase 1 Interface vpn_dc1

Phase 2 Interface vpn_dcl
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6. The auto-generated VPN interface are automatically added to the list of SD-WAN members.

:E Device Manager ~ Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

& Install Wizard

4 SD-WAN Edit SD-WAN

& Monitor

Device

SD-WAN Status OoN
Interface Members

FGVMO020000155864 (root)

+ Create New [# Edit i Delete 4 Move Up ¥ Move Down

O # D Port
o1 4 [@ port2
o2 5 @ port3
a3 1 @ vpn_dc1
Create VPN

Performance SLA

+ Create New [# Edit Tl Delete
O # Name

SD-WAN Rules

+ Create New [# Edit Tl Delete
O # Name

o1 sd-wan

Advanced Options >

Status Weight
@Enable 0
@Enable 0
@Enable
Detect Server Detect Protocol

4 Move Up ¥ Move Down
Source Destination

ALL ALL

ADOM: fgt62

20 z admin ~

L3 Per-device Management

Gateway Ingress Spillover Spillover
11.1.1.200 Q o]
12.1.1.200 Q o]
0.00.0
Failure Th y Tt
Criteria Members

Source IP Based

ALL

7. Edit the VPN in Interface Members to configure Gateway IP, Estimated Upstream Bandwidth (Kbps), and

Estimated Downstream Bandwidth (Kbps).
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Edit Member

Member | @ vpn_dcl

Gateway IP 17220111

Status m

Estimated Upstream 1000
Bandwidth (Kbps)

Estimated Downstream
Bandwidth (Kbps)

Advanced Options >

8. The IPsec VPN with the configured settings is now available for use

& Install Wizard L8 Per-device Management
s
& Monitor Device FGVM020000155864 (root)
SD-WAN Status [on |
Interface Members
+ Create New [# Edit T Delete 4 MoveUp ¥ Move Down
O # D Port Status Weight Gateway Ingress Spillover  Spillover
01 4 [@ port2 @Enable 0 11.1.1.200 0 o]
o 2 5 [@ port3 @Enable 0 12.1.1.200 0 o]
o 3 1 [@vpn_del @Enable 172.20.11.1
Performance SLA

+ Create New [# Edit Tl Delete
0O = Name Detect Server Detect Protocol Failure Threshold V4

SD-WAN Rules
+ Create New [# Edit i Delete 4 Move Up ¥ Move Down
o # Name Source Destination Criteria Members
o1 sd-wan ALL ALL Source IP Based ALL

Advanced Options >

B T
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Zero Touch Provisioning - CLI Template with Variables

In FortiManager 6.2, it is now possible to define a CLI template using variables, and to assign those variable definition
per-device. For Zero-Touch Provisioning (ZTP), this allows to define a model device, and to assign a template with
variables, so that on the first connection, the unique configuration for that site can be deployed without manual
intervention.

To configure a CLI Template with variables:

1.

Go to System Settings > Advanced > Meta Fields. Define the variables which are used in the CLI templates.

S55  System Settings v

€ Dashboard
@ All ADOMs o

+ Create New [

A Meta Fields

«”Expand Al # Collapse All #3 Column Settings ~

Length

Impartance

ADOM:adé2 [

Status

(Ciblenyork ~ System Administrator (2)

A HA 'O Contact Email 50 Optional Enabled
2 Admin +| O Contact Phone 50 Optional Enabled
Administrators f
O 12345678901234567890123456789012 50 Optional Enabled
Prste O 12345678901234567890123456789013 20 Required Enabled
Remote Authentication Server | g city 50 Optional Enabled
Adrmin Settings O Company/Organization 50 Optional Enabled
SAMLSs0 O Contact 50 Optional Enabled
O Countn 50 Optional Enabled
B Certificates v th "
O Province/State 50 Optional Enabled
M. (O addri 2 70 Gptional Enabled
CA Certificates O addrl 3 20 Optional Enabled
cRL O addr3 20 Optional Enabled
e O device i tmp_test syntaxd test 20 Optional Enabled
ur O mask 20 Required Enabled
tL
TS O vianii2 20 Optional Enabled
[ Tosk Monitor O vin32 20 Optional Enabled

B Advanced M ~ Device Group (3)

SNMP O device_group_firmware_test_grp 20 Optional Enabled
P O device_group_firmware_test_grp2 20 Optional Enabled
O device_group_firmware_test_grp3 20 Optional Enabled

Syslog Server

Advanced Settings

O firewall_address._test_adom_test1 20 Optional

Go to Device Manager, edit the device and enter the value for the variables.

== Device Manager v+ Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM: adé2 I3

@01 (g adminy

@ Add Device ~ 88 Device Group v & Install Wizard X Tools ~ [ Table View v
Search Q| Edit Device
4 FGVMULTM18000204 Name FGVMULTM18000204
Description
4
IP Address 10.3.122.172
Serial Number FGVMULTM18000204 (FortiGate-VM64)
Firmware Version FortiGate 6.2.0, build0828
Admin User admin
Password sesssses
Connected Interface 4 portl
HA Mode Stand-Alone
Device Location v
Geographic Ceordinate 00 {Latitude)| 0.0 (Longitude)
Show Map
Company/Organization
Country
Province/State
City
Contact
addr1_2
addr1_3
addr3
device_cli_tmp_test_syntax1_test
mask 255.255.255.0
vlan112 Opt -
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3. Goto Script Manager. There are two new script types: CLI Template and CLI Template Group. Create a new CL/
Script Template. Here is an example of CLI Template Script.

config system interface
edit "vlan32"
set ip $(vlan32) $ (mask)
set interface "port2"
set vlanid 32
next
end

4. The variables in the CLI Template can be modified. FortiManager only supports modified variable for IPv4 address
format. Here is the example that a CLI Template could contain modified variables.

config router static
edit 1
set gateway $(vlan32:2,-1:3,+1:4,254)
set device "vlan32"
next
end

In this example, the CLI Template mechanism will subtract -1 to the 2nd byte of the IP address defined in the
variable subnet_lan and add 1 to the 3rd byte, and finally will set the 4th byte to 254.

&08 Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM:adé2 3 ® L1 l admin v

CLI/TCL Seript Edit Template

[ CL Script Group
= s Template Name static_route

B CUR = Comments

@ CU Template Group

Script details config router static
edit 1
set gateway $(vlan32:2,-1:3,+1:4,254)
set device "vlan32"
next
end

5. Create a CLI template group. You can drag and drop to re-order members.
Assign the CLI template and template group to device (global) or VDOM.

7. On the Device Manager page, a new column CLI Template Status was added on Managed FortiGate list page,
and it works together with Config Status and Policy Package Status to indicate device status. Either Config
Status or CLI Template Status is dirty, it is able to install device configuration changes to FortiGate.

o
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825 Device Manager v Device & Groups Firmware License Provisioning Templates Scripts  SD-WAN ADOM:adé2 (I @ () admin

@ Add Device ~ 38 Device Group~ & Install Wizard X Tools ~ [ Table View v

S8 oo 1 pevices 0 oevices . 0 eice . 0 veves
2 @ Managed Devices (1} om Tous! Connection Do Device Config Modified Polcy Package Modified

4 FGYMULTM18000204

[ Edit B Delete 3 ImportPolicy & Instal~  §More~ 4 Column Seftings -

D Device Name Config Status Policy Package Status CLI Template Status Firmware Version Host Name: IP Address Platform [

FortiGate 6.2.0.build0828 (Beta3) | FGVMULTM18000204 103122172

8. ACLI Template is implicitly applied when the administrator is triggering a push operation (Install Device Settings or
Policy Package Install). There is no need for an explicit Apply CLI Template operation. When installing device

settings or a policy package, FortiManager should always consider applying the CLI Template after all the copy
operations.

SD-WAN History Monitoring

History graphs are now available for the SD-WAN Monitoring. You can View bandwidth, packet loss, latency and jitter
history for each device / WAN-link interface and cloud applications. Additionally, the interface allows drill-down to
selected time periods for deeper inspection of those events.

« Go to SD-WAN Monitoring > Table view. For each device / interface you can now see Bandwidth / Packet Loss /
Latency / Jitter history

+ Goto SD-WAN Monitoring > Table view. For each device, you can now see the interface status history.

o This feature is only for ADOM 6.2 and FortiOS 6.2.

o FortiOS 6.0 does not support history APl and hence the drill-down is disabled in table view.

Enable or Disable SD-WAN History Monitoring
Enable/disable the SD-WAN history monitoring from the command line. The default is disable.

To enable SD-WAN History Monitoring:

config system admin setting
set sdwan-monitor-history enable
end
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To disable SD-WAN History Monitoring:

config system admin setting
set sdwan-monitor-history disable
end

When SD-WAN History Monitoring is disabled

When SD-WAN history monitoring is disabled, go to SD-WAN Monitor> Table View to view the drill-down monitor.
When disabled, FortiManager shows only the history for the last 10 minutes querying the data directly from FortiGate
devices.

e Goto SD-WAN Monitoring > Table View. The drill-down is available to monitor Health Check History and Interface

Status History.
o Goto SD-WAN Monitoring > Table view. For each device / interface you can now see Bandwidth Overview/ Traffic
Overview.
== Device Manager ~ Device & Groups Firmware License Provisioning Templates  Scripts ADOM:adomé2-1 |1 @ > 5\00 admin
& Install Wizard & Per-device Management
2 SD-WAN - vlan120_001root] . C |- Q

Summary Bandwidth Overview Traffic Overview

ping (PING: 10.5.20.250)

Latency Jitter Packet Loss

o Goto SD-WAN Monitoring > Table view. For each device / interface you can now see Packet Loss / Latency /
Jitter history.
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| « | van220_001r00t] N

1748 1749 17550 17150 17351 17:52 17:53 17:54 17555 17155 17:56 17,57
W pomt

2

[ © |- Jsearch Performance LA @

1748 17.49 17550 17:50 17:51 17:52 17153 17154 17355 17155 17:56 17:57
W pomt

sial
17148 17:49 17,50 1750 17,51 17:52 1753 17,54 17155 17355 17556 17557
W pori

o

o Goto SD-WAN Monitoring > Table view. For each application, you can now see Packet Loss / Latency / Jitter

history.

- [« W ez cotioen B % Applcations -

oms
ITABITAS 1750 1750 1751 1Sz 1753 1754 1755 1788
W potl

Mar29 17:48 - Mar29 17:58

s ]
756 1757 X 17481740 1750 1750 1751 1752 1753 1754 1755 7S5 1756 1757 A7S8

W por?

Amazon-POP3(S)

20%

When SD-WAN History Monitoring is enabled

See Optimize FortiManager REST API querying of FortiGate on page 73.
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Optimize FortiManager REST API querying of FortiGate

Longer-term history (up to 8 days) can be stored by FortiManager and available for drill-down and and trending analysis.

This feature is enabled in CLI and should be assessed for deployment size, available storage, etc.

History graphs are now available for the SD-WAN Monitoring. You can View bandwidth, packet loss, latency and jitter
history for each device / WAN-link interface and cloud applications. Additionally, the interface allows drill-down to
selected time periods for deeper inspection of those events.

« Go to SD-WAN Monitoring > Table view. For each device / interface you can now see Bandwidth / Packet Loss /
Latency / Jitter history

+ Goto SD-WAN Monitoring > Table view. For each device, you can now see the interface status history.
o This feature is only for ADOM 6.2 and FortiOS 6.2.
« FortiOS 6.0 does not support history API and hence the drill-down is disabled in table view.

Enable or Disable SD-WAN History Monitoring

Enable/disable the SD-WAN history monitoring from the command line. The default is disable.

To enable SD-WAN History Monitoring:
config system admin setting

set sdwan-monitor-history enable
end

To disable SD-WAN History Monitoring:

config system admin setting
set sdwan-monitor-history disable
end

When SD-WAN History Monitoring is disabled

Go to SD-WAN Monitoring > Table View. The drill-down is available only for 10 minutes and is directly queried from
FortiGate devices.

FortiManager 6.2.0 New Features Guide
Fortinet Technologies Inc.

73



SD-WAN

':E Device Manager ~+ Device & Groups Firmware License Provisioning Templates  Scripts ADOM:adomé2-1 (i @ >- ﬂeoﬁrﬁnv
G Per-device Management
£ SD-WAN [ + W van120_001kro0t] .

m [« 20 3 ) Q‘
wry

Bandwidth Overview

& Install Wizard

SD-WAN Interfaces

1 2329MB
- OKbps -
@ port1 10.5.20.1/255.255.255.0 "
4 1907MB
BKops - I
||
ot y 143148
aKbps 95,4018
2Kops 47.7M8
bps 0B
178 17:4917:50 17:50 17:51 17:52 17:53 17:54 17:55 17:55 1756 1 817:40 17550 17:50 17:51 17:52 17:53 1754 17555 17:55 17:56 1757
B por B pott

ping (PING: 10.5.20.250)

Latency

When SD-WAN History Monitoring is enabled

Go to SD-WAN Monitoring > Table View. The drill-down monitor can now select different time
period for last 24/12/6/1/N hours, and custom days.

@ Last 24 Hours ~ Last 24 Hours: Mar29 20:15 - Mar30 20:15 [[CJIE)

~ Last 24 Hours

Traffic Overview
Last 12 Hours
Last 4 Hours 7629.4MB
Last 1 Hour
Last N Hours
Custom
5722MB

Maximum of 8 days data can be kept in the FortiManager database.
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273 DeviceManager v Device & Groups Firmware License Provisioning Templates s«wm _:;Q,.Om.,

& Install Wizard

LR Per-device Management.

2 SD-WAN F e vian120_001jroot] .
0o st Ovrien S
SLWAN Intertaces 11:3kbps 198568
@ port1 10.5.20.1/255.255.255.0 186,368
= 10Kbps
BKbps 120763
2 6Kbps
53168
£~ Akbps
46668 |
2Kbps 4
o o
08:26 22:2012:1302:06 16:00 05:53 13:4609:40 23:33 13:2602:2017:13 08:26 22:20 12:1302:06 16:00 05:53 19:4609:40 23:33 1 3:2603:2017:13
W ool W poi

ping [PING: 10.5.20.250)

Latency Jitter Packet Loss
5ms - Sms - 0%
ams ams

15%
3ms 3ms
0%

Template Import from Device

When central SD-WAN management is enabled, a device pre-configured device can have its configuration imported to
central templates, which can then be reused for other devices in the deployment.

To import SD-WAN templates:

1. Goto Device Manager > SD-WAN > SD-WAN Templates.

Import SD-WAN templates

Name import01

Device Click to select

Description || Bearch

A Device Name
¥ FGT-VM64-148
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2. Click Import and select the device/VDOM to import.
o The SD-WAN templates are imported.

£78 DeviceManager v Device & Groups Finmware License  Provisioning Templates Scripts SD-WAN ADOM:fgts2 1 @ - (@) admin

& Install Wizard G Central Management

@ edt = C

4o Assigned Devices + Create New

4 Import 5 Column Settings ~

O Name Interfaces Description
L3 interface Members 0O importd1 Import_FGT-VMé&4-148_root_member_port2 Impart_FGT-VM64-148_root_member_por
sd-want 2,
2 Health-Check Servers O | sd-wan01 PAEZPEY
O sdwwan0z port?,port10

&3 Monitor

o The Interface Members, Performance SLA, and SD-WAN rules are also imported.

£ DeviceManager v Device &Groups Fimware License Provisioning Templstes Scripts SD-WAN

& Install Wizard K Central Management
2 Assigned Devices Editimport01

e Name mportoL

L3 Interface Members

Description
2 Health-Check Servers.

& Monitor

SO-WAN ot

Interface Members

+ CreateNew [ Edit B Delete 4 Move +

o+# D Port

o1 1 @import_FGT-VM64-148_root_member_port2
gz =2 T import_FGT-VM84-148_root_member_port3

Performance SLA

+ CreateNew [ Feit £ Deiet

a & Detect Server Detect Protacol Failure Threshold Recovery Threshold

o1 Import_FGT-VM64-148._raot_health Ip_ts2 PING 5 5

a2 Import_FGT-VM64-148_raot_he: w2 PING 5 5

aa Import_FGT-VM64-148_root_health_ping3 PING

o Import_FGT-VMe4-148_root_health_ping_corp... PING 5 5

SD-WAN Rules

+ CreateNew [ Ecit [ Delete 4 MoveUp ¥ M

O #  MName Source Destination Cilterla Members

01  ruledl-auto ALL all Latency (ip_ts2) ALL

oz ALL ail Latency Elimport_FGT-VMs4-148_root_member_port3
o3 ALL Microsoft-Skype Latency (ping3) Elimport_FGT-¥M64-148_root_member_port2 §
a s ALL Microsoft-Skype limport_FGT-VM4-148_root_member_port2
O 5 ruleD5-load-balance ALL Microsoft-Skype Elimport_FGT-VMé4-148 _root_member_pert2§ ~

 Afterimport is completed, the Interface Members will generate a name like Import_FGT-VM64-148_root _
member_port2. Default import name for member:/mport_{device-name}_{vdom-name}_member _{interface-
name)}.

Device Manager »»  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

& Install Wizard

& Assigned Devices

+ Create New & -] 5 Column Settings ~

& SD-WAN Templates O Interface Name Per Device Mapping Coinait
O Import_FGT-VM84-148_root_member_port2 > Doutef1
= Health-Check Servers O  import FGT-VM&4-148_root_ member_port3 > Ooutofl
O port > Ooutof 1
o Monitor O o0 2 oot
O o2 > Doutof1
0O porta > Ooutofl
O pons > Doutof1
O ports 3 Doutefl
O pors > Qoutof1
(B o > Doutof1
O pord > Doutof1
(O] i > Doutof1

« Afterimport is completed, the Health Check servers will generate a name like Import_FGT-VMG64-148_root _
health_Ip_ts2. Default import name for member:/mport_{device-name} {vdom-name} health_{health-check-
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Provisioning Templates Scripts SD-WAN

G Central Management

+ Create New # Column Settings +

& SD-WAN Templates O  Server Name Per Device Mapping
2 Intertace Members O import_FGT-VMB&4-148 roct_health_Ip_ts2 > Doutofl
O import > Ooutof 1
O  Impart_FG » Ooutofl
= Monitor O import FGT-VM64-148_root_health_ping_c > Ooutoft
O server01 > Doutof1
0O servero2 > Ooutofl
O server03 > Doutof 1
O |serveroa > Ooutofi
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Zero-touch provisioning for FortiAP

Model devices used for ZTP can also be linked to model FortiSwitches, enabling provisioning of switch settings when
first connected.

Pre-previsoning model FortiAP and link it to a model FortiGate

1. Create a Model FortiGate device by using a real FortiGate serial number.

Add Device

O Discover ®Add Model Device

The model device will automatically link to real device(s) by serial
number or pre-shared key.

Name fgt151

Link Device By Serial Number

Serial Number FGBOEP4Q1700128%9

Device Model FortiGate-80E-POE

Firmware Version 6.2
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2. Configure a model device interface IP, which will be used as the management IP by FortiManager.

Device Manager ++ Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

@ Add Device ~ 3B Device Group v

B A fgt1s1

& Install Wizard X Tools ~  [E Table View ~

System SInterfacey Router [ES Display Options

Edit Interface

Interface Name
Alias Name

Type

Role

Estimated Bandwidth

Address
Addressing Mode

IP/Netmask

Shaping Profile

Restrict Access
Qverride Default MTU Value (1500)

Administrative Access

Security Mode

wani

Physical
WAN
0
0

m DHCP  One-Arm Sriffer

10.2.172.151/255.255.0.0

OFF
GHTTPS
EIFMG-Access
O Probe Response
CJRADIUS Accounting

None

Kbps Upstream

Kbps Downstream

Dedicated to FortiSwitch | PPPOE

[N
GHTTR © @PING
EissH Osnmp
Ocapwar OFtm
DFortiTelemetry

3. In AP Manager, create model APs on the model FortiGate by using a real FortiAP serial number.

FortiManager 6.2.0 New Features Guide
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Add FortiAP

FortiGate
Serial Number
Name

AP Profile

fgt151 (root)

PS311C3U15000439

faps311c-1

FAPS311C-default




Zero-touch provisioning for FortiAP

Add FortiAP

Total: 1/1, Success: 1, Error: 0, Warning: O (o]

Index  Name Status
1 fgt151 Copy to model devicelfgt151) done

P Manager ~ Managed APs Monitor Map View WIFi Profiles

&8 FortiAP Group ~ & Install Wizard
Search Q ,
8 AAlL FortiGate (1 ((' ) @

Al FortiGate (1) 1 Managed APs & 0Online & 1 Offline @ 0 Unauthorized Ongue APs

© ®@fgt151(1)

+ CreateNew [& 1 5 Column Settings ~
O  Access Point Connected Via SSIDs. Channel Clients
Radio 1: Radio 1: 0 Radio 1: 0
% PS311C3U15000439
o Radio 2: Radio 2: 0 Radio 2: 0

4. Connect the physical AP to the real FortiGate, and connect the FortiGate with FortiManager through the network.

5. Logon to FortiGate. Go to Security Fabric > Settings, configure Central Management to FortiManager. (You can
also use other methods to let FortiGate learn FortiManager |P and trigger FortiManager model device auto-link
function).
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FortiGate BOE-POE FortiGate-80E-POE

@ Dashboard > | Security Fabric Settings
%X Security Fabric (182
Physical Topology @ FortiGate Telemetry

Logical Topology @ FortiAnalyzer Logging
Security Rating
Automation ( Cloud Logging

Settings 1

o

. @ Central Management
Fabric Connectors

i FortiView > Type FortiManager [ESgINER
 Network s || Mode Backup
IP/Domain Name 10.2.172.82

FortiGate Cloud

& System >
. ’ (+]
B Policy & Objects >
Status © Not Managed
@ Security Profiles >
O VPN >
& User & Device s (B Sandbox Inspection
= WiFi & Switch Controller b
(O Fabric Devices
Ll Log & Report >
€ Monitor > (@ FortiClient Endpoint Management System (EMS)

N
6. Click Apply to apply the settings and click OK to confirm the grant to FortiManager.
interimbuildog?s~ >_ [ @~ Q4 admin ~
Request Sent & Received x
FortiAr
Waiting for management confirmation from FortiManager
Cloud Solutions

A administrator. Once confirmed full control of this FortiGate will

5 Amazon Web Servict be granted to FMG-VMOA17008857 at "10.2.172.82".
/A Microsoft Azure Ma

® Google Cloud Platfo

& Introduction to Forti
& Configure FortiAnal

B FortiSandbox

Cloud Solutions

2% Amazon Web Servic
Guides

& Introduction to Forti
@ Configure FortiSand|

7. Go back to FortiManager to double-check the auto-link function status with the real FortiGate.
ADOM:root B2 I @ >- L1 (§ adminv

Add/delete Unauthorized Devices G Central Management
@ Push config to device
O Rogue APs ea ) Client Connected
Clients OS Version AP Profile
Radio 1: 0
Radio 2: 0

8. After the configuration is pushed to FortiGate, access FortiGate and verify that the FortiAP is enabled and
displayed in Managed FortiAPs page.
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@ Dashboard 1 1/16 Managed FortiAPs [V
% Security Fabri

¥ Securlty Fabic Acces MEET s51Ds Channel Clients 05 Version FortiAP Profile

& FortiView © Online 168.1. 4 Radio 1: Al Radiot:0 Radio 1:0 PS311C-v6.0-build0051 FAPS311C-default

4 Network

& System

B Policy & Objects

@ Security Profiles 5
S VPN >
& User & Device > [

# WIFi & SwitchController

WiFi Maps
EE)

FortiAP Profiles
WIDS Profiles

9. Logon to FortiManager. Go to AP Manager > Managed APs. The AP is now displayed as online.

& FortiAP Group ~ 4 Install Wizard

Search...

Q
3 (e)
& Al FortiGate (1) ( ) 1 Managed APs
8 4#fgt151(1)

= 1 Online 0 Offline @ 0 Unauthorized

+ Create New [# Edit More v~ & Column Settings ~
O Access Point Connected Via SSIDs Channel
Radio 1: Radio 1: 0
5 4
O = PS311C3U15000439 192.168.1.110 Radio 2: Radio 2:0
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Zero-touch provisioning for FortiSwitch

Model devices used for ZTP can also be linked to model FortiAPs, enabling provisioning of AP settings when first
connected.

Scenario 1: When FortiGate is provisioned as a Model Device and uses auto-link for zero-touch install

1. Create a model FortiGate device by using a real FortiGate serial number.

Add Device

O Discover ®Add Model Device

The model device will automatically link to real device(s) by serial
number or pre-shared key.

Name fge151

Link Device By [ serial Number

Serial Number FGBOEP4Q17001289

Device Model FortiGate-BOE-POE

Firmware Version 62
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2. Configure a model device interface IP, which will be used as the management IP to FortiManager.

Device Manager ++ Device & Groups Firmware License Provisioning Templates

Scripts  SD-WAN

@ Add Device ~ &3 Device Group ~ & Install Wizard & Tools ~ & Table View ~

B g1l

@ Managed Devices

ft151

Edit Interface

Interface Name
Alias Name
Type

Role

Estimated Bandwidth

Address
Addressing Mode

IP/Netmask

Shaping Profile

Restrict Access
Override Default MTU Value (1500)

Administrative Access

Security Mode

System s Interface| Router = Display Options

Physical
WAN
]

]

Kbps Upstream

Kbps Downstream

m DHCP | One-Arm Sniffer | Dedicated to FortiSwitch | PPPOE

10.2.172.151/255.255.00

OFF
BHTTPS
BFMG-Access
[OProbe Response
[JRADIUS Accounting

None

by
GHTTe © @riNG
BssH COsNMP
Ccapwap OFt™
OFortiTelemetry

3. Inthe model device, choose the interface which will be used to connect FortiSwitch, enable FortiSwitch and specify
the IP address.

S5 Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

@ Add Device ~ 3 Device Group ~ & Install Wizard X Tools

@ Managed Devices

ft151

B A fetisl

Edit Interface

Interface Name
Alias Name

Type

Role

Address
Addressing Mode

IP/Netmask

Connected Devices

Automatically authorize devices

Shaping Profile

Advanced Options >

SystemsInterface Router [ Display Options

dmz

Physical
DMZ

g ——
Manual DHCP = One-Arm Sniffer [lIRELI=LEGIE i ie il PPPOE
e
10.10.10.1/255.255.255.0

4. In FortiSwitch Manager, create a model FortiSwitch on the FortiGate by using a real FortiSwitch serial number.
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Add FortiSwitch

FortiGate fgt151 (root)
Device Interface Bdmz
Serial Number 5248DF3X17000116

Name fsw248d

Add FortiSwitch

Total: 1/1, Success: 1, Error: 0, Warning: 0 [0}

Index  Name Status
1 fgt151 Copy to model device(fgt151) done

FortiSwitch Manager ~+ Managed Switches Monitor FortiSwitch Templates

& Install Wizard

Search.. Q
© JLAll_FortiGate (0)
@fgt151 (0)

4+ Create New

0O =fsw248d

= 1 Managed FortiSwitch = 0 Online 0 Offline = 1 Unauthorized

O  FortiSwitch Name

f More v~ f§ Column Settings ~

Serial Number Platform FortiGate Connected Via OS Version
5248DF3X17000116 FortiSwitch-248D-FPOE : @fgt151[root]

5. In FortiSwitch Manager > FortiSwitch Template, create a FortiSwitch template, modify port settings and assign it

to the model FortiSwitch.
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& Install Wizard Successfully updated object

T s e

& FortiSwitch VLANs

2 FortiSwitch Security Policies Template Name template-fow-248d
= Forswitch LLDP Profies Description Imported from switch 5248DF3X17000116
[l FortiSwitch QoS ~ o3
Qos Policy Platforms FortiSwitch-248D-FPOE -
QoS Egress Queue Policy
QoS IP precedence/DSCP
QoS 8021p Switch VLAN Assignments
+ Create
0O Port Native VLAN Allowed VLAN Security Policy LLDP Profile Qos Policy POE DHCP Blocking
0O portt vlan101 default.gtnport FortiSwitch-security-p1 lidp-profile-1 fortiswith-gos-policy-1 ©Enabled QUntrusted =
0O port2 default.vswport vlan102 default-auto-isl default | QEnabled Q@Untrusted
O port3 " defaultvswport " default.qtnport I " default-auto-isl " default ©Enabled QUntrusted
O ports defaultvswport default.gtnport default-auto-is! default ©Enabled QUntrusted
O ports defaultvswport default.qtnport default-auto-isl default QEnabled Q@Untrusted
O ports defaultvswport default.gtnport default-auto-is! default QEnabled Q@Untrusted
0 port7 defaultvswport default.qtnport default-auto-is| default QEnabled Quntrusted
O port8 defaultvswport default.qtnport default-auto-isl default ‘QEnabled Q@Untrusted
O porty defaultvswport default.gtnport default-auto-is! default ©Enabled Q@Untrusted
O portio defaultvswport default.gtnport default-auto-is| default QEnabled Quntrusted
0O port1l default.vswport default.qtnport default-auto-isl default QEnabled QUntrusted
O port12 defaultvswport default.qtnport default-auto-is! default ©Enabled Q@uUntrusted
0O port13 defaultvswport default.qtnport default-auto-isl default QEnabled Q@Untrusted
0 port14 defaultvswport default.qtnport default-auto-isl default ‘QEnabled Q@Untrusted

(o ] o

Assign FortiSwitch Template

FortiSwitch Template [ template-fow-248d

B

6. Create a policy package for the model device, then do a policy copy and perform a Copy Only to the model
FortiGate.
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Install Wizard - Policy Package (fgt151)

+ Installation Preparation Total: 2/2, Success: 2, Error: 0, Warning: 0
Index  Name

1 Write summary[preview]
2 fgt151[copy] - root

+ Interface Validation
~ Policy and Object Validation

+ Ready to Install

A Device Name
fgt151[root]

o]

Status
Write preview done

Copy to device done

Action

Install Preview

7. Connect the real FortiSwitch to the real FortiGate, and connect the FortiGate to the network that FortiManager can

reach.

8. Logon to FortiGate. Go to Security Fabric > Settings and configure central management to connect to
FortiManager. (You can also use other method to let FortiGate learn FortiManager IP and trigger FortiManager

model device auto-link function.)

="= FortiGate 80E-POE FortiGate-80E-POE

-
@& Dashboard > Security Fabric Settings
¥ Security Fabric (184

Physical Topology P FortiGate Telemetry

Logical Topology
Security Rating

O FortiAnalyzer Logging

Automation (3 Cloud Logging

Settings

Fabric Connectors

& Central Management

FortiManager Cloud | FortiGate Cloud

i FortiView > Type

4 Network N Made Backup
IP/Domain Name ‘ 10.2.172.82

£ System >

. ; [+]

B policy & Objects >
Status © Not Managed

& Security Profiles >

O VPN >

& User & Device 5 (B Sandbox Inspection

= WiFi & Switch Controller >
( Fabric Devices

Ll Log & Report >

& Monitor * (O FortiClient Endpoint Management System (EMS)
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Zero-touch provisioning for FortiSwitch

9. Click Apply to apply the settings and click OK to agree the grant to FortiManager.
interimbuildo8%6~ >_ 11 @~ L1

Request Sent & Received x

Wiaiting for management confirmation from FortiManager
A  administrator. Once confirmed full control of this FortiGate will

== Amazon Web Servic be granted to FMG-VMOA 17008857 at "10.2.172.82".
/A Microsoft Azure Ma

® Google Cloud Platfo

& Introduction to Forti
& Configure FortiAnal

Cloud solutions

B FortiSandbox
Cloud Solutions
2% Amazon Web Servic
Guides

& Introduction to Forti
WM Configure Fort‘lSandI

10. Go back to FortiManager and double check model device auto link function status with the real FortiGate.
ADOM:root B 2 I @ >- Q1 (§ adminv

Add/delete Unauthorized Devices

@ Push config to device.
O Rogue APs m ) Client Connected

| 3]
Clients 05 Version AP Profile

Radio 1: 0
Radio 2: 0

Cg Central Management

11. After the configuration is pushed to FortiGate, access FortiGate and verify that the FortiSwitch is enabled and
displayed in FortiGate.

== FortiGate BOE-POE  FGB0EP4Q17001289

@ Dashboard 4 # Edit Remove | & Refresh Connect to CL & Upgr e

SA Security Fabric [ 1 8%

e Fortiview > =% FGSOEP4Q17001289

+ Network > ® dmz

Tk System >

%, Policy & Objects > i 5248DF3X17000116 PoE+ sFP
& Security Profies ’ CLLCEEEEEEEEEEEEEEEEEEE L
o VveN > e 5 )
& User &Device > Connected *

= WiFi & Switch Controller w7
Managed FortiAPs
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12. Go to FortiManager > FortiSwitch Manager > Managed FortiSwitches. You can see the FortiGate status is up and
FortiSwitch is now online.

FortiSwitch Manager v+ Managed Switches Monitor FortiSwitch Templates

& Install Wizard

Search. Q
B &All_FortiGate (1)
Afgr151 (1)

OO ] Managed Fortiswitch 2 10nline 2 0 Offline & 0 Unauthorized

+ Create New [# E fMorev f& Column Settings ~

O  Fortiswitch Name Serial Number Platform FortiGate Connected Via OS Version Template
0O =fsw24sd $248DF3X17000116 FortiSwitch-248D-FPOE - 4fgt151[root] 10.10.10.2 5248DF-v3.4-build193 template-fsw-248d

Scenario 2: FortiGate is already managed by FortiManager

1. Log on to FortiManager. Go to FortiSwitch Manager > Managed Switchesand click Create New. Choose
FortiGate and FortiLink interface, enter the serial number, name, and click OK.

Add FortiSwitch

FortiGate FortiGate-80E-POE (root)
Device Interface Ddmz

Serial Number 5248DF3X17000116
Name fow-116

Add FortiSwitch

Total: 1/1, Success: 1, Error: 0, Warning: 0 (]

Index  Name Status
1 FortiGate-80E-POE install and save finished status=OK

2. Logon to FortiGate. Go to WiFi & Switch Controller > Managed FortiSwitch and verify that the model FortiSwitch
has been deployed.
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ortiGate 80E-POE  FortiGate-80E-POE

@ Dashboard 4 # Edit | 1 Remove | & Refresh | >_ ConnecttoCLI | & Upgrade

SX Security Fabric >

i FortiView » ¥ FGBOEP4Q17001289

& Network » W dmz

£ System >

® Policy & Objects »

& Security Profiles >

0 VPN >

& User & Device 5 i.5 S248DF3X17000116 PoE+ SFP

I@W":i‘S‘E’WitChC""tm"er ¥ P W P D DR () [
Managed FortiAPs fow-116 P ] ] ) O ()
Offline

WiFi Maps
SSID

FortiAP Profiles

WIDS Profiles

Security Profile Groups
FortiLink Interface

Managed FortiSwitch 4
FortiSwitch VI ANs

3. GotoFortiManager. Go to FortiSwitch Manager > Managed Switches and verify that the model switch is also
displayed.

FortiSwitch Manager ~» Managed Switches Monitor FortiSwitch Templates

& Install Wizard

Search... Q
8 DAll_FortiGate (0)
4 FortiGate-80E-POE (0}

oI 1 Managed FortiSwitch 2 0 Online 1 Offline £ 0 Unauthorized

+ Create New [# Edit T nTemplate  : More ~ #§ Column Settings ~

O FortiSwitch Name Serial Number Platform FortiGate Connected Via s
(m] faw-116 S5248DF3X17000116 FortiSwitch-248D-FPOE | 4+FortiGate-80E-POE[roo
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4. Assign the FortiSwitch template to the model FortiSwitch and deploy the template configuration to FortiGate

Assign FortiSwitch Template

FortiSwitch Template | template-fsw-248d

Install Wizard - Device Settings

© Device Settings is installed successfully.

Index A Name Status

1 FortiGate-80E-POE install and save finished status=0K

2 FortiGate-80E-POE[copy] (root) Installation to real device done

5. Connect the real FortiSwitch to the FortiGate by using FortiLink port and start the FortiSwitch. After FortiLink
negotiation, the FortiSwitch is connected with FortiGate and its status is online.
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FortiGate 80E-POE FortiGate-80E-POE

& Dashboard

¥4 Security Fabric

i FortiView

b Network

£ System

B Policy & Objects

& Security Profiles

O VPN

& User & Device

= WIiFi & Switch Controller
Managed FortiAPs
‘WiFi Maps
SSID
FortiAP Profiles
WIDS Profiles
Security Profile Groups
FortiLink Interface
Managed FortiSwitch
FortiSwitch VLANs

# Cdit || [ Remove | & Refresh | »>_ ConnecttoCLl | & Upgrade @ '® Factory
% FG8OEP4Q17001289
M dmz
% S248DF3X17000116 PaE+ SFP
o ) e I N B e B R R )
o116 P [ RO D) R
Connected 48

Go back to FortiManager > FortiSwitch Manager, right-click the managed FortiSwitch and click Refresh. The
FortiSwitch status will displayed as Online.
FortiSwitch Manager v Managed Switches Monitor FortiSwitch Templates

& Install Wizard

Search...

B &All_FortiGate (0)

4 FortiGate-80E-POE (D)

COT® ] Managed FortiSwitch = 0Online = 1 Offline = 0 Unauthorized

-+ Create New [# Edit W Delete 4§ Assign Template : Morev & Column Settings v

O FortiSwitch Name

Serial Number

= fsw-116 Q00116 FortiSwitch-248D-FPOE 4 FortiGate-80E-POE[roo

[# Edit
1 Delete

¥ Assign Template

= Authorize
@ Deauthorize

2t Restart

& Refresh . I

& Upgrade-’
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& Install Wizard

@ ZAll_FortiGate (1)
4 FortiGate-80E-POE (1)

=+ CreateNew [ Edit
O  FortiSwitch Name Serial Number
0O =fw116 S248DF3X17000116

|
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COI® ] Managed FortiSwitch 2 10nline 2 00Offline 2 0 Unauthorized

#More v & Column Settings v
Platform FortiGate Connected Via
FortiSwitch-248D-FPOE  4FortiGate-80E-POE[r00 10.10.10.2

S Version
5248DF-v3.4-build193

Template
template-fsw-248d

Join Time
Wed May 15 15:45:59 20

‘Comments
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Multi-Cloud

This section lists the new features added to FortiManager for Multi-Cloud.

List of new features:

« Oracle Cloud - Paravirtualized Mode Support on page 94

Oracle Cloud - Paravirtualized Mode Support
FortiManager now supports Paravirtualized mode in Oracle Cloud.

Configuring Paravirtualized mode

Download FMG_VM64_OPC-v6-build0292-FORTINET. out. OpenXen.zip image from the Fortinet website.
Unzip the file and extract the fmg.qcow? file. Rename the file to fmg292.qcow?2.
Upload the fmg292.qcow?2 file to Oracle Object Storage.

Copy the fmg292.qcow2 file link from the Oracle Object Storage web Ul. For example, https.//objectstorage.us-
ashburn-1.oraclecloud.com/n/fortinetoraclecloud1/b/fmgopc/o/fmg292.qcow2.

AoODd-=

Import Image
CREATE IN COMPARTMENT
fortinetoraclecloud1 {root)

NAME

FMG_OPC-PV

OPERATING SYSTEM

Linux

OBIECT STORAGE URL

https:/fobj ge.us-ashburn-1.oraclecloud.corr i loud1/bmgopa/offm, qcow2

See Object Storage URLs for mare information. See instructions for creating a pre-authenticated request,

IMAGE TYPE

® ympk

O acowz

Ooa
slect OCI for o files exported fre
the

LAUNCH MODE

(®) paARAVIRTUALIZED MODE

Select this option for virtual machines that support paravirtualized drivers, created outside of Oracle Cloud
Infrastructure.

Show Launch Options

O emuLatep MoDE
5. Create a paravirtualized mode FortiManager image:
a. Go to Oracle Cloud > Compute > Custom Images > Import Image.

b. Select Paravirtualized mode in Launch Mode section. Depending on the Oracle Cloud traffic, make sure the
image is available after approximately 30 minutes.
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6. Create an instance with the above image.

us-ashbum-1 »

Compute » Images » Image Details

fmg292

Create Instance Edit Details Export Image -

Custom Image Information = Tags

Custom Image Information

OCID: ..ttnwug Show Copy Original Image: —
Created: Tue, 22 Jan 2019 01:56:23 GMT Compatible Shapes: VM.Standard2.1, VM.Standard2.2, VM .Standard2.4, VM .Standard2.8,
VM.Standard2.16, VM.Standard2.24, VM Standard1.1, VM Standard1.2, VM.Standard1.4,
VM.Standard1.8, VM.Standard1.16

Launch Options

Launch Mode: PARAVIRTUALIZED NIC Attachment Type: PARAVIRTUALIZED

Firmware: BIOS Remote Data Volume: PARAVIRTUALIZED

Boot Volume Type: PARAVIRTUALIZED

7. Attach paravirtualized mode FMG-VM disk.

us-ashbum-1 ~

Storage » Block Volumes » Block Volume Details

mg292-pv1

Apply Tagl
Block Volume Information | Tags

OCID: ..2junaa Show Copy Attached Instance: fmgh292-pv

Size: 50.0 GB @ Date Attached: Wed, 23 Jan 2019 00:39:06 GMT
Availability Domain: www/:US-ASHBURN-AD-1 Protocol: paravirtualized
Attachment Access: Read/Write

Hydrated: true
Encryption Key: None

Created: Tue, 22 Jan 2019 17:40:11 GMT

Backup Policy: None Assign

AVAILABLE
Resources Backu ps No Backups
Backups (0) ate Backup
Clones (0)
There are no Backups for this Block Volume. .
Terms of Use and Privacy ~ Cookie Preferences

Copyright © 201

and/or its affiliats

All rights reses

8. Boot up the paravirtualized mode FMG-VM instance.
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Compliance

This section lists the new features added to FortiManager for compliance.

List of new features:

« FortiGate change log traceability on page 96
« Extended admin session logging on page 98

FortiGate change log traceability

The FortiManager administrator name is now visible in the System Events on FortiGate thereby providing end-to-end

traceability.

FortiManager Administrator Traceability

1. Log on to FortiManager. For this example, we have used the administrator name Simon.

2% Policy & Objects ~  Policy Packages Object Configurations

B Policy Package v & Install ~ @ ADOM Revisions €% Tools » o€ Collapse All 3= Object Selector v

1 Bl +. wv W By By @ f-

= B default

Destination  Schedule Service Users Action
Sl ® always ALL @ Deny

Installation Targets
& Policy Blocks (0) m v Implicit(2-2 / Totak: 1)
Implicit Deny | € any

o any » al 4 always
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2. |Install a Policy Package on a FortiGate device using the Install Wizard.

B Policy Package v & Install v @ ADOM Revisions 5 Tools v

# Collapse All

Search

#= Object Selector v

Install Wizard
= default Re-install Policy
St Policy Narne From o Source Destination  Schedule  Service Users Action
Installtion Targets 1 Cany Clany Fal al Balways AL @ Deny
= Policy Blocks (0) I SErERE
2 Implicit Deny 4+ any Trany ol ol Calways DAL @ Oeny

3. Alternatively, schedule an installation.

Install Wizard

@ Install Policy Package & Device Settings.

Install a selected policy package. Any device specific settings for devices associated with the package will also be installed,

Palicy Package default

Comment

JCreate ADOM Revision

[Eascheduie Install
[ 2019/01/07

~ s

06 14 | M

v v

O Install Device Settings (only)

4. After the installation is completed, logon to the FortiGate device. Go to Log & Report > System Events to see the
actions of the administrator Simon@ FortiManager.

M Details

& Dashboard e & |[e addFilter
s Security Fabric | # | Date/Time | Level User
Iaa. FortiView 1118 WEEEEEE & admin
+ Network 528 WO & Simon@FortiManager
£ System o j 12 L] 1 & Simon@FortiManager
: [
& Policy & Objects EREL:! jmn 1 & ntp_daemon
& Security Profiles 6 18 L1} 1 & ntp_daemon
QvPN 717 NEEEEEE
& User & Device g8 & admin@FortiManager
9 & admin@FortiManager
= WiFi & Switch Controller E 2 admin@FortiManager
| st Log & Report & admin@FortiManager
Forward Traffic
Local Traffic
Sniffer Traffic

Router Events

VPN Events

User Events & ntp_daemen

Message
Administrator admin logzed in successfully from httpsi10.3.2.2)

Edit firewall policy 1

Add firewall service.custom ALL_TCP

Fortigate update failed for no fds allowed.

The IPv4 ntp server, ntpl.fortiguard.comlunresolved), is determined unresolvable at Mon Jan 7 18:0
The IPv4 ntp server, ntp2 fortiguard.comlunresolved), is determined unresolvable at Mon Jan 7 18:0
DHCP statistics.

Delete firewall.service.custom ALL_ICMP

Edit firewall policy 1

Edit firewall address all

Edit vpn.certificate.ca 60_.CA2

Edit system.central-management

Unsafe reboot may have caused inconsistency in disk drive. Please run execute disk scan 17

Link monitor: Interface f1v_1was turned down

Link monitor: Interface dv1 was turned down

Delete 6old report files

Disconnected from FortiAnalyzer

Delete 7 old report files.

Fortigate started

The IPv4 ntp server, ntpl fortiguard.com{unrescived), is determined unresolvable at Mon Jan 7 17:3

Endpoint Events o~
Q
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Extended admin session logging

In previous releases, the checksum Linux epoch timestamp was not clear. In version 6.2, it has been converted into
human readable format for clarity. The ADOM pre-empt lock takeover event logs have also been made clear.

Event Log GUI

The following improvements have been made in the Event Log:

« Session ID added to each log entry:

System Settings v ADOM:root (3 @ Q1 A admin v

) Dashboard Add Filter © Last 7 Days ~ Jan 14 To Jan 21

All ADOM!
® i X Download B Formatted Log [ Historical Log
» Network
& HA |
& Admin | ser="admin" userfrom="GUI(10.2.0.250)" msg="The session 43750 of the user 'admin' from jsconsole(10.2.0.250) is killed" S ENPLH| adminprof="" user_type="in
a

user="admin" userfrom="jsconsole(10.2.0.250)" msg="user 'admin’ with profile 'Super_User' login accepted from jsconsole(10.2.0.250)" SEIMEEErE® adminprof="St

Administrators er="admin" userfrom="GUI(10.2.0.250)" msg="dev=global,adom=root,type=policy_package_setting,act=edit,pkgname=FortiGate-VMé4_root,checksum=2019-01-18

Profile

Remote Authentication Server er="admin" userfrom="GUI(10.2.0.250)" msg="dev=global,adom=root,type=fw_policy.act=add,pkgname=FortiGate-VM64_root.key=4,uuid=edf67a3e-1ba7-51e?-8b43-
disable,capture-packet=disable,comments=,delay-tcp-npu-session=disable diffserv-forward=disable,diffserv-reverse=disable diffservcode-forward =000000,diffservcode-

Admin Settings -negate=disable,dstintf=any,firewall-session-dirty=check-all,fixedport=di: , =enable,inbound=di internet-service=disable,internet-service-negate=disable,int:
BB Certificates - natch-vip=disable,name=nat=disable,natinbound=disable,natip=0.0.0.0 0.0.0.0,natoutbound=disable,np-acceleration=enable,ntim=disable.ntlm-
auth-bypass=disable rsso=disable,rtp-nat=disable,scan-botnet-connections=disable,schedule=always,schedule-timeout=disable,send-deny-packet=disable, service=ALL,:
Local Certificates =0,tcp-mss-sender=0,tcp-session-without-syn=disable,timeout-send-rst=disable,utm-status=disable,vlan-cos-fwd=255,vlan-cos-rev=255,wanopt=disable,wanopt-
CA Certificates {Ligsession_id=41291]
CRL user="admin" userfrom="GUI(10.2.0.250)" msg="User 'admin' with profile 'Super_User' login accepted from GUI(10.2.0.250)." BN s¥EHl adminprof="Super_User'
serfrom="jsconsole(10.2.0.250)" msg="path=system.global act=edit warkspace-mode=disabled(normal)" session_id=28750 objname="" path="system.global" objattr=""cl
¥ Event Log
[® Task Monitor user="admin" userfrom="jsconsole(10.2.0.250)" msg="user 'admin’ with profile "Super_User' login accepted from jsconsole(10.2.0.250)" ZEEIIMEEPEVER adminprof="St
K Ad " ned" user="admin" userfrom="GUI(10.2.0.250)" msg="User ‘admin’ (from 'GUI(10.2.0.250)') lock adom (root) success" Fa M esta:1a adomlock="root"
vance: ~
ned" user="ADMIN2" userfrom="GUI(10.2.60.114)" msg="User 'ADMINZ2' (from 'GUI(10.2.60.114)") unlock adom (root) success" Tl rLp¥ adomlock="root"
SNMP

ned" user="ADMIN2" userfrom="GUI(10.2.60.114)" msg="User 'ADMINZ2"' (from 'GUI{10.2.60.114)") lock adom (root) success" ZEar i -rEi¥ adomlock="root"
Mail Server ned" user="ADMIN1" userfrom="GUI({10.2.60.114)" msg="User ‘ADMIN1' {from 'GUI{10.2.60.114)") unlock adom (root) success" J=alMmrila adomlock="root"

5 hed” iser="ANMIN?" nserfram="GI 1110 2 AN 114V mse="Switrhed ta adam ) in Read-nnlv made lncked by nser 'ADMINT' fram "GLITT0 2 AN 114)" sessinn id=A?517 ;>
yslog Server < >

Meta Fields 500 v ltems per page
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« Existing checksum Linux epoch timestamps converted into human readable format:

System Settings ~

® L1 A admin v
€3 Dashboard

@ All ADOMs & Download B Formatted Log [§ Historical Log
£ Network
# Detailed Information
& HA "
1 2019-01-18 21:07:02 log_id=0001010021 type=event subtype=system pri=information desc="Session manager event log" user="admin" userfrom="GUI(10.2.0
& Admin ~ adminprof="" user_type="invalid"
Administrators 2 2019-01-18 21:06:14 log_id=0001010018 type=event subtype=system pri=information desc="User login/logout successful" user="admin" userfrom="jsconsole
Proil session_id=43750 adminprof="Super_User"
ome 3 2019-01-18 21:06:07 log_id=0021030002 type=event subtype=objcfg pri=notice desc="cdb event log for object changed" user="admin" userfrom="GUI(10.2.0
Remote Authentication Server VM64_root, AT R R PR RSV R R WES UL ()" adom="root" session_id=41291
Admin Settings 4 2019-01-18 21:06:07 log_id=0021030002 type=event subtype=objcfg pri=notice desc="cdb event log for object changed" user="admin" userfrom="GUI(10.2.0
1ba7-51e9-8b43-f2d866025b70,action=accept,auth-path=disable,auto-asic-offload=enable block-notification=disable,captive-portal-exempt=disable,capture-f.
Certificates ~

reverse=disable,diffservcode-forward=000000,diffservcode-rev=000000,disclaimer=disable,dscp-match=disable, dscp-negate=disable,dscp-value=000000,dsri=:
Local Certificates all.fixedport=disable,fsso=enable,inbound=disable internet-service=disable,internet-service-negate=disable internet-service-src=disable,internet-service-src-neg
vip=disable,name=,nat=disable,natinbound=disable,natip=0.0.0.0 0.0.0.0,natoutbound=disable np-acceleration=enable,ntim=disable,ntim-guest=disable,outbour

CA Certificates bypass=disable,rsso=disable,rtp-nat=disable,scan-botnet-connections=disable schedule=always schedule-timeout=disable send-deny-packet=disable service=Al
CRL mirror=disable,status=enable,tcp-mss-receiver=0,tcp-mss-sender=0,tcp-session-without-syn=disable,timeout-send-rst=disable,utm-status=disable vlan-cos-fwd
opt=default,wccp=disable,webcache=disable webcache-https=disable,wsso=enable" adom="root" session_id=41291
5 2019-01-18 21:05:46 log_id=0001010018 type=event subtype=system pri=information desc="User login/logout successful" user="admin" userfrom="GUI(10.2
[2 Task Monitor adminprof="Super_User"
H’r Advanced - 6 2019-01-18 21:05:11 log_id=0001010026 type=event subtype=system pri=notice desc="CLI execution info" user="admin" userfrom="jsconsole(10.2.0.250)" m
path="system.global" objattr="" cli_act="add" crd_from="cli"
SNMP 7 2019-01-18 21:05:05 log_id=0001010018 type=event subtype=system pri=information desc="User login/logout successful" user="admin" userfrom="jsconsole
Mail Server session_id=28750 adminprof="Super_User"
Syslog Server ‘B 2019-01-18 21:02:49 log_id=0001010032 type=event subtype=system pri=information desc="Adom locked/unlocked/switched" user="admin" userfrom="GUJ:~
Meta Fields 500 -~ Items per page

« ADOM pre-empt lock takeover event logs are more clear. For example, if user 1 locks an ADOM, and user 2 takes
over the ADOM, the event log shows usermame and session ID for workspace takeover log.

System Settings v ADOM:root Unlock [2 ® L3 A ADMIN2 v

€3 Dashboard Add Filter [ofl Olast1Day~ Feb21ToFeb22 & Download B Raw Log [ Historical Log

All ADOMs
® Description Message
£» Network . . , . s -
nager event Session manager event log The session 53095 of the user 'ADMIN2' from jsconsole(192.168.1.110) is killed
& HA
N nager event User login/logout successful user ADMIN2' with profile 'Super_User' login accepted from jsconsole(192.168.1.110)
a Admin v
Administrators )
nager event Adom The previous lock was removed from [SIINFNEFENE). User 'ADMINZ' locked adom (root) from
Profile locked/unlocked/switched 'GUI(192.168.1.110)
Remote Authentication Server nager event Adom User 'ADMINZ’ (from 'GUI(192.168.1.110)) lock adom (root) success
. . locked/unlocked/switched
Admin Settings nager event Adom User 'ADMIN1' (from 'GUI(192.168.1.110)') unlock adom (root) success
EB Certificates v locked/unlocked/switched
Local Certificates nager event Adom User ADMINT' (from 'GUI(192.168.1.110)') lock adom (root) success
locked/unlocked/switched
CA Certificates nager event User login/logout successful User 'ADMIN2' with profile 'Super_User' login accepted from GUI(192.168.1.110).
CRL
nager event User login/logout successful User ADMIN1' with profile 'Super_User" login accepted from GUI(192.168.1.110).
(3 Task Monitor nager event User login/logout successful User 'admin’ with profile 'Super_User' logout from GUI(192.168.1.110).
E: Advanced « | |nager event CLI execution info path=system.admin.user,key=ADMIN2,act=edit,ssh-public-key1=().ssh-public-key2=().ssh-public-key3=()
SNMP nager event CLI execution info path=system.admin.userkey=ADMIN2 act=edit,
Mail Server

nth - 2l

— APVRAIND L cctmadd e ALt KA oo

Syslog Server ‘ 50 v |ltems per page 2 3 4 5 N »
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This section lists the new features added to FortiManager for usability.

List of new features:

Consolidated Firewall Mode on page 100

IPv6 Address Template on page 104

Policy and Route Lookup on page 107

Policy Blocks on page 109

Promote Objects (LOCAL > GLOBAL) on page 114
Address Icon/Tile View on page 116

Device Manager Map View on page 118

Clone Reverse Policy on page 122

Admin Preference - Policy Package Cookie on page 123
Promote Objects (LOCAL > GLOBAL) on page 114
Upgrade Path Enforcement for Managed FortiGates on page 125

Consolidated Firewall Mode

Consolidated Firewall Mode allows administrators to create consolidated IPv4 and IPv6 policies from a single interface.
This feature saves time in configuring two separate policies for IPv4 and IPv6.

See Create New Policy Packages.
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To create a Single Policy table for IPv4 and IPv6 policies:

1. Go to Policy and Objects > Policy Packages. Click Tools menu and select Display Options.

Policy & Objects v  Policy Packages Object Configurations

& Policy Package v i Install v & ADOM Revisions £ Tools v

[ 1: B

1 default

1Pv6 Policy
Installation Targets
= Policy Blocks (0)

Create New

‘

2. Inthe Display Options screen, select IPv4 Policy, IPv6 Policy, and Consolidated IPv4/IPv6 Policy. Click OK to

save.
Display Options

8 C policy / (J1Pv4 Virtual Wire Pair Policy
&1Pv6 Policy B Consolidated IPv4/IPvé Policy
[JNAT46 Policy [ONAT&4 Policy
Oeroxy Policy JiPv4 Dos Policy
J1Pvé DoS Palicy [JIPv4 Interface Policy
(J1Pvé Interface Policy [OMulticast Policy
(J1Pv4 Local In Palicy [JIPvé Local In Policy
(O Traffic Shaping Policy @ Installation Targets

C Zone/Interface 3 Interface

C Firewall Objects Ointernet Service

Vildcard FQDN Addresses
Ovirtual Servers
[JWeb Proxy Forwarding Server

@c Security Profiles 3 AntiVirus EADNS Filter
EWeb Application Firewall i
on Control & Intrusion Prevention
[ Anti-Spa (D Data Leak Prevention
Clvolp Oicap

Check All Reset to Default “ [ Zanc

# Collapse Al

Display Options
Find Unused Objects
Find Duplicate Objects

_ortl

3 Implicit Deny £ any

#= Object Selector v

Bl Section v  BlPolicy Block~» @ Policy Lookup

To Source
Dport2 Bal
Cport3

Sany Sall

ADOM:root 2 @ (& admin v
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3. IPv4 and IPv6 policies are shown separately.

Policy & Objects v  Policy Packages Object Configurations ADOM:root I3

2 Policy Package v

[ 1: B

=13 default

1Pv6 Policy
Installation Targets
= Policy Blocks (0)

&lnstall v @ ADOM Revisions  #% Tools ~  # Collapse All - =

bject Selector v

CreateNew v  [#Editv Wl Delete ESectionv [BlPolicyBlock~ @ Policy Lookup & Column Settings ~ @ View Mode v

o |# Name From To Source Destination Schedule Service Users

2 1 O port1 K port2 =all Zal © always T AFS3
Cport3 Sal @ always @ BGP

( 3 Implicit Deny  £» any <rany rall <> always

4. Right-click the Policy Package and click Edit.

Policy & Objects v  Policy Packages Object Configurations ADOM:root (3 @ z admin v

2 Policy Package v

| Y™
)

Clone

. New Folder
Move
Edit @

Delete

Policy Check
Run Script

Export to Excel
Export to CSV

& Install v @ ADOM Revisions 4% Tools ~ 4 Collapse Al bject Selector v

Bl Section~ ElPolicy Block~ @ Policy Lookup 4% Column Settings ~ @ View Mode v

Create New ~ [#Edit~ Wl Delete

Destination Schedule Service
® 1 Oport1 O port2 Zall Zall [ always @ AFS3

Zall ® BGP

® always

Implicit Deny £ any
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5. Switch Consolidated Firewall Mode to ON. Click OK.

Edit Policy Package "default"

Name default
Central NAT 0O
Inspection Mode [ZE =L Proxy

NGFW Mode IR (LR Policy-based
Consolidated Firewall Mode m:]

6. IPv4 and IPv6 policies are now shown together in Consolidated IPv4/IPv6 Policy.

ADOM:root 13 @ , admin v

E:E Policy & Objects v  Policy Packages Object Configurations

& Policy Package v & Install @ ADOM Revisions % Tools ~ " Expand All  ¥= Object Selector v

B Policy Block ~ ¥ Column Settings ~ @ View Mode v

Create New v [#Edit~ FI Delete

Service Users

= I3 default
Consolidated IPv4/IPvé Policy IPv6 Destination Schedule

Installation Targets
£ Policy Blocks (0)

\ # Name From To IPvd4 Source  IPv4 Destination IPv6 Source
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7. Create a new policy. Both IPv4 and IPv6 are configurable in the same policy.

S22 Policy & Objects v  Policy Packages Object Configurations

% Policy Package v & Install v € ADOM Revisions

Consolidated IPv4/IPv6 Policy
Installation Targets
= Policy Blocks (0)

Q Create New Consolidated IPv4/IPvé Policy

Name

IPv4 Source Address
IPv6 Source Address
Source User

Source User Group

IPv4 Destination Address
IPv6 Destination Address
Service

Schedule

Action

Log Traffic

Comments

Advanced Options >

IPv6 Address Template

IPv6 Address Template allows administrators to create an IPv6 template with pre-defined parameters. The IPv6
Address Template can be reused while creating an IPv6 address. The IPv6 Address Template saves time since the
predefined parameters in the template do not need to be entered while creating each IPv6 address.

See IPv6 Address Template.

FortiManager 6.2.0 New Features Guide
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#% Tools v ™ Expand All

7= Object Selector v

Gall

Qall

DALL

ralways

Accept | IPSEC
3 Log Violation Traffic

[ Generate Logs when Session Starts

(]

00098

ADOM:root 13 @ () admin v
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Creating an IPv6 Template

1. Goto Policy & Objects > Object Configuration. Click Addresses. Click Create New > IPv6 Address Template.

& Objects v  Policy Packages Object Configurations

& ADOM Revisions %% Tools v

@ Zone/Interface >

% Firewall Objects

Addresses

Wildcard FQDN Addresses

Services

Schedules

Virtual IPs

IP Pools

Traffic Shapers
@ Security Profiles >
X Security Fabric >

A2 User & Device >

= Create New v  [# Edit

Address

Tl Delete

Address Group ORTAL_ADDRESS
IPv6 Address DDR1

IPv6 Address Group

IPvé6 Address Template -237.36.180/32

s anenor_conuroner e an e e 1/32

& autoupdate.opera.com

= gbl-block-108.208.36.176/32
& gbl-block-108.208.86.176/32
& google-play

& none

& swscan.apple.com

& update.microsoft.com

B SSLVPN_TUNNEL_IPv6_ADDR1
Ball

& none

¥ Column Settings v

Type
Firewall Address
Firewall Address
Firewall Address
Firewall Address
Firewall Address
Firewall Address
Firewall Address
Firewall Address
Firewall Address
Firewall Address
Firewall Address
Firewall Address
IPv6 Address

IPv6 Address

IPv6 Address

Details Interface
IP/Netmask:0.0.0. €¥ any

IP Range:10.212.1 [ sslvpn_tun_intf
IP/Netmask:0.0.0.
IP/Netmask:10.23
IP/Netmask:10.23
FQDN:autoupdate
IP/Netmask:108.2
IP/Netmask:108.2
FQDN:play.google
IP/Netmask:0.0.0.
FQDN:swscan.apf
FQDN:update.mic
IPv6 Subnet:fdff:ff
IPv6 Subnet:::/O

IPv6 Subnet:::/12¢

Comments

ADOM:root (3 @ (4§ admin v

Created Time Last Modified
2018-11-13 13:2Z admin/2018-11-1
2018-11-13 13:2¢ admin/2018-11-1
2018-11-13 13:2% admin/2018-11-1
2019-01-03 15:2Z admin/2019-01-0
2019-01-03 15:2Z admin/2019-01-0
2018-11-13 13:2% admin/2018-11-1
2019-01-03 15:2C admin/2019-01-0
2019-01-03 15:21 admin/2019-01-0
2018-11-13 13:2% admin/2018-11-1
2018-11-13 13:2¢ admin/2018-11-1
2018-11-13 13:2Z admin/2018-11-1
2018-11-13 13:2% admin/2018-11-1
2018-11-13 13:2% admin/2018-11-1
2018-11-13 13:2¢ admin/2018-11-1
2018-11-13 13:2% admin/2018-11-1

Define the IPv6 address template. If Exclusive set to Enable, at least 1 segment value must be defined.

& Objects v Policy Packages Object Configurations

& ADOM Revisions % Tools v
@ Zone/Interface >
& Firewall Objects v

Wildcard FQDN Addresses

Services

Schedules

Virtual IPs

IP Pools

Traffic Shapers
@ Security Profiles >
%k Security Fabric >

52 User & Device >

Edit IPvé Address Template

Name

IPvé Address Prefix 2001:abcd::/96

Subnet Segments @

AddréTemplate-offices

4+ Create New [# Edit Segment BB Edit Values for Segment T Delete

O Segment Name Bits Exclusive Defined Values

O country 2 Disable Canada : 0b01
France : Ob10
Germany : Ob11

O state 4 Disable

O city 8 Enable Vancouver : 0b01000001
Burnaby : 0b01000010
Toronto : 0b01000011
Paris : 0b10000001
Berlin : 0b11000001

0O site 4 Disable

O lan 4 Disable

O vian 4 Disable

FortiManager 6.2.0 New Features Guide
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Create an IPv6 address that uses the template. If Specific is selected, defined segment values are available for
selection from the drop-down list, which simplifies what the administrator has to enter and pick human readable
values. The administrator may also select Any without specifying a value.
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& Objects v Policy Packages Object Configurations ADOM: root admin v

& ADOM Revisions # Tools v
@ Zone/Interface > | Create New IPvé Address

& Firewall Objects Address Name

Wildcard FQDN Addresses Type
Services | IPvé6 Template ¥
Schedules IPv6 Address Template
AddréTemplate-offices v
Virtual IPs
Subnet Prefix
IFiRools 2001:abcd:/96
Traffic Shapers
@ Security Profiles > Seement NameCounta (2 it Ay Sanada hi
% Security Fabric 5 Segment Name: state ( 4 bits ) V.OAl Specific
S t Name: city (8 bit: i
#2 User & Device > cgment Name: city (8 bits) £y Burnaby T
Segment Name: site (4 bits) LWl Specific
Segment Name: lan ( 4 bits ) WAl Specific
Segment Name: vlan (4 bits ) WA Specific
Host Type
AU Specific

o |

4. Set Host Type as Any for wildcard. or specify a host. A standard IPv6 address can be divided into three parts: [IPv6
network prefix] + [subnet segments] + [host address].

& Objects v  Policy Packages Object Configurations ADOM:root {1 @ 1 admin v

& ADOM Revisions %% Tools v

@ Zone/Interface > | Edit IPvé Address
% Firewall Objects v Address Name
Wildcard FQDN Addresses Type
Services | IPv6 Template ¥
Schedules IPv6 Address Template
AddréTemplate-offices r
Virtual IPs
Subnet Prefix
IF Rools 2001:abcd:/96
Traffic Shapers
@ Security Profiles 5 Segment Name: country ( 2 bits ) X\l Specific
% Security Fabric N Segment Name: state (4 bits ) -UWAl Specific
£ User & Device N Segment Name: city ( 8 bits) Any R
Segment Name: site ( 4 bits ) WA Specific
Segment Name: lan ( 4 bits ) YAl Specific
Segment Name: vlan (4 bits ) Il Specific Burnaby
Toronto
Host Type Paris
LUVl Specific Berlin "
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5. After selecting the IPv6 address template, and configuring the other settings, click OK.

Policy & Objects v  Policy Packages Object Configurations ADOM:root {3 @ ‘ admin v

& ADOM Revisions & Tools v

[@ Zone/Interface > | Edit IPv6 Address
& Firewall Objects | Address Name ip6-burnaby
Type 1Pv6 Template
Widcard EODN Addresces IPv6 Address Template AddréTemplate-offices
e Subnet Prefix 2001:abed:/96
Schedules
Virtual IPs Segment Name: country ( 2 bits ) Any Canada
1P Pools Segment Name: state ( 4 bits ) Specific
T Segment Name: city (8 bits) Any Burnaby
@ Security Profiles N Segment Name: site ( 4 bits ) Specific
——— . Segment Name: lan (4 bits ) Specific
& User & Device ' Segment Name: vian (4 bits) Specific
Host Type Any
Host :12e7
Comments | 0/255
4
Add To Groups \ Click here to select \
Advanced Options >
Per-Device Mapping oFF
e

Policy and Route Lookup

Policy Lookup allows administrators to search for policies on a FortiGate device (or VDOM) based on certain input
parameters. The input parameters simulate a packet received on FortiGate, and return the matching policy that would
be triggered for it. This feature helps administrators troubleshoot issues and test new policies that they are creating.

Route Lookup allows administrators to similarly test a routing decision by specifying similar types of input parameters.
Both policy routing and normal routing are consulted for the decision.

Ay
‘9' The policy and route lookup features are both invoked using the FortiGate API, as they require

the real-time state of the FortiGate.

Policy Lookup

1. Goto Policy & Objects > Policy Packages.
2. Inthe tree menu, select a policy package then a policy type, such as IPv4 Policy.

3. Click Policy Lookup in the toolbar.
The IPv4 Policy lookup from remote device dialog box opens.
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IPv4 Policy lookup from remote device

Device/VDOM
Source Interface
Protocol

Source

Source Port
Destination

Destination Port

FGVMO8RL00000110 (root)
port3

TCP

13.2.119.10

Optional (1-65535)
14.2.119.100

80

4. Fill in the required information, then click OK.
The matching policy entry, learned from the remote FortiGate, will be highlighted in the policy list.
ADOM: adom6202

E:E Policy & Objects v  Policy Packages Object Configurations NG : admin

B Policy Package v 4 Install v @ ADOM Revisions ## Tools v ¢ Collapse All = Object Selector ~

|E Search... Q

Create New ~ [#Edit~ fi Delete [ Section v Policy Block v+ @ Policy Lookup ¥ Column Settings ~
|Pv4 Local In Policy
IPv6 Local In Policy O # Name From To Source Destination  Schedule Service Users Action Security Profile
Traffic Shaping Policy
Installation Targets
- & FGVMO8RLO0000110_root 0 2 & port2 & port4 Dall 2all [© always @ AFS3 + Accept
Ipvt Policy
1Pva Vir?ual Wire Pair Policy o s Implicit Deny 4 any <> any <xall Lrall <> always < ALL @ Deny
IPv6 Policy
NAT46 Policy
NAT64 Policy
Proxy Policy
IPv4 DoS Policy
Route Lookup
1. Go to Device Manager, and open a synchronized, managed device.
2. Goto Query > Routing.
3. Click Route Lookup in the toolbar.
The Route Lookup dialog box opens.
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Route Lookup

IPvé OFF

Destination IP Address/FQDN

4. Select IPv4 or IPv6, enter the destination address, then click OK.
A pop-up will show the show the route information from the FortiGate, and the route will be highlighted in the
routing table.

Device Manager v  Device & Groups Firmware License Provis g Templates Scripts SD-WAN ADOM: adomé6202 [I @ z admin

@ Add Device v 3B Device Group v & Insi Interface: port1

Gateway: 10.6.119.1

ARSI Network: 0.0.0.0/0 BY Detected Devices CLI Configurations

Q

@ Managed Devices

@ Route Lookup & Column Settings ~

O IP Version Network Interface Up Time Distance Metric
) 10.6.119.1 ! o
0o 4 connect 10.6.0.0/16 0.0.0.0 [ port1 0 0
o 4 connect 12.2.119.0/24 0.0.0.0 [ port2 0 0
0o 4 connect 13.2.119.0/24 0.0.0.0 [ port3 0 0

Search... Q o 4 connect 14.2.119.0/24 0.0.0.0 [ port4 0 0

+ 4 FGYMOBRLO0000110 0 ¢ connect :1/128 S 5] root o] 0
g ¢ connect 2001::12:2:119:0/112 4 [ port2 0 0
o ¢ connect 2001::13:2:119:0/112 H [ port3 0 0
0 ¢ connect 2001::14:2:119:0/112 22 & port4 0 (o]
0 ¢ connect fe80::/64 = [ port3 0 0
o ¢ kernel f00::/8 = [ tun_fgfm 0 256

Policy Blocks

Policy Blocks are created to store multiple policies. Policy Blocks can be appended to a Policy Package. When creating a
Policy Package, the administrator does not need to add one policy at a time. By appending a Policy Block to a Policy
Package, the administrator can ensure that all policies in the Policy Block are added to the policy package together.

See Creating Policy Blocks.
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To create Policy Blocks:

1. Go to Policy Packages and select Policy Blocks.

Policy & Objects v  Policy Packages Object Configurations ADOM:root 3 @ 8 admin v

B Policy Package v & Install~ @ ADOM Revisions % Tools ~  # Collapse All = Object Selector v
SR CreateNew v [#Editv il D B Sectionv EPolicyBlock~ @ Policy Lookup #& Column Settings + ® View Mode v
= default
Pvd Policy # Name From To Source Destination Schedule Service Users
IPv6 Policy 2 1 O port1 K port2 =all Zal © always T AFS3
Installation loreets 8 2 D port2 [port3 Zall Zall Balways  @BGP
Policy Blocks (0)
® v Implicit (3-3 / Total: 1)
¢ 3 Implicit Deny  €» any <rany <rall all <> always < ALL

2. Expand the Policy Package menu and click New.

ADOM:root 3 @ z admin v

& Policy Package v & Install v @ ADOM Revisions % Tools v # Collapse All %= Object Selector v

[ New i B8 Section v icy Block ~ @ Policy Lookup ## Column Settings ~ @ View Mode v
7 o |# Name From To Source Destination Schedule Service Users
8 1 O port1 O port2 Ball Dall 3 always m AFS3
( 2 [ port2 port3 Fall Dall 8 always @ BGP
n
Policy Check ¢ 3 Implicit Deny  €» any <rany <rall
Run Script

Export to Excel
Export to CSV
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3. Specify a name and configure other settings. Click OK to save.

Create New Policy Block

Name europe-policies

Central NAT (@]

Inspection Mode Flow-based MZ{W
NGFW Mode [CUCREEG I Policy-based

4. Create afew policies in the new Policy Block. Policy ID in policy block is in a special defined range, similar to the

Global header and footer policies.

Policy & Objects v  Policy Packages Object Configurations ADOM: root

& Policy Package v & Install @ ADOM Revisions % Tools ~ " Expand All = Object Selector v

[ 1: ESEED CreateNew v FEdit~ 4 Column Settings

= I3 default
1Pv4 Policy o |# D Name From To Source Destination Schedule
1Pv6 Policy ® 1 1071741825 Cports [ porté B anchor_controller-10.237.36.180/32 & gbl-block-108.208.86.176/32 always
Installation Targets 8 2 1071741826 [port8 [ port7 B gbl-block-108.208.36.176/32 B anchor_controller-10.237.36.181/32 [8 always

licy Blocks (1)
europe-policies
1Pvé Policy

Consolidated IPv4/IPv6 Policy
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5. Select a policy and click Policy Block > Insert Policy Block Below.

Policy & Objects v  Policy Packages Object Configurations ADOM:root {3 @ 8 admin v

& Policy Package v & Install v @ ADOM Revisions % Tools ~  # Collapse All %= Object Selector v

E Search... Q

=13 default
IPv4 Policy
IPvé6 Policy
Installation Targets
= ¥ Policy Blocks (1)
europe-policies
IPv4 Policy
IPv6 Policy
Consolidated IPv4/IPv6 Policy

CreateNew v  [#Edit~ Wl Delete [ESectionv [ElPolicyBlock~ @ Policy Lookup ¥ Column Settings ~ @ View Mode v

# Name From To ‘& Insert Policy Block Above Destination Schedule Service Users
5 Insert Policy Block Below all always AFS3

3 Append Policy Block al B always o BGP

=l Move Policy Block To

v Implicit (3-3 / Total: 1)

Implicit Deny  £» any Srany W Zrall < always DALL

(all m
w

‘ »

6. Select the Policy Block to insert. Click OK.

Insert Policy Block
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7. The Policy Block is inserted into the package.

Policy & Objects v  Policy Packages Object Configurations

ADOM:root 2 @ (& admin v

& Policy Package v & Install v @ ADOM Revisions % Tools ~  # Collapse All %= Object Selector v

m Search. Q

B Sectionv BlPolicy Block~ @ Policy Lookup & Column Settings ~

Create New v [#Editv Wl Delete

= B default
1Pv4 Policy o |# Name From To Source Destination Schedule Service Users
IPv6 Policy 1 Sall [© always @ AFS3
Installaion Targets ~ B europe-policies (2-3 / Totak: 2
= Policy Blocks (1)
& e policies 2 Dport5 [ porté B anchor_controller-10.237.36.180/32 B ghl-block-108.208.86.176/32 T ALL
IPv4 Policy 3 [ port8 Cport7 & gbl-block-108.208.36.176/32 & anchor_controller-10.237.36.181/32 (@ always @ ALL
opsbibane | ) @ 4 D port2 [ port3 Ball Bal 5 always @ BGP
Consolidated IPv4/IPvé Policy
®m v Implicit (5-5 / Total: 1)
® 5 Implicit Deny € any Crany Crall <rall <r always <AL

Important information about Policy Blocks

« APolicy Block can be added or removed from a Policy Package. But an individual policy in a Policy Block cannot be
added, edited or deleted in a policy package. When a policy is selected, relevant menu items are grayed out.

ADOM:root T3 @ (§ admin v

& Policy Package v & Install v @ ADOM Revisions % Tools ~  # Collapse All %= Object Selector v

m Search.. Q

=B default
1Pv4 Policy
1Pv6 Policy

CreateNew v [Edit~ [ Delete [BlSection~ EPolicyBlock~ @ Policy Lookup %& Column Settings ~

Service

Name From To Source Destination Schedule
& port2 Sall 2 all always @ AFS3

Installation Targets -
licy Blocks (1) ; v T 1
europe-policies a9 2 o ] -~ anch r X = 108.208 g B @
1Pv4 Policy 3 1071741826 [ ports [ port7 3 gbl-block-108.208.36.176/32 B anchor_controller-10.237.36.181/32 [§ always @ ALL
el o 4 2 Cport2 [ port3 all Ball aways @ BGP
Consolidated IPv4/IPvé Policy
® v Implicit (5-5 / Total: 1)
® 5 0 Implicit Deny ~ €» any < any <rall Sall <> always < ALL
< e ,
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« The policy block is for FortiManager only. It is not installed to FortiGate. FortiGate shows individual policies only.

222 FortiGate VM64 FGVM08RL00000110 interim buildo777~ &, ~ 3 @0 0@ @ aimin-

& root || + createNew | ¢ Ecit Delete | Q PolicyLookup || Search 1 Interface Pair View [[ENE N
@ Dashboard =

§ D Name From To Source Destination Schedule | Service Action NAT Security Profiles Log

& Security Fabric

& FortiView

“ Network
& System 1071741826 M ports M oport7 & gbl-block-108.208.36.176/32 = anchor_controller-10.237.36.181/32 (8 always ~ WALL @ DENY o Al

B Policy & Objects - )
2 Mport2 Mport3 Dal all ©aways @BGP ¥ ACCEPT © Disabled 0 utM
1Pv4 Policy 7

1Pv6 Policy Y ImplicitDeny (O any O any 2an Bal ©always @ ALL @ DENY © Disabled

al BMoportl | | Miport2 | |Ball 2all [ always @ AFS3 | ¥ ACCEPT @ Disabled | + 0 UM

1071741825 Wports  Mports 1 anchor_controller-10237.36.180/32 1 gbl-block-108.208.86.176/32 Gaways WAL Y ACCEPT @ Disabled U ut™

Cvov v vy

%

NAT64 Policy
NAT46 Policy
Multicast Policy
Local In Policy
1Pv4 Dos Policy
1Pv6 DoS Policy
Addresses

Wildcard FQDN
Addresses

Internet Service Database
Services

Schedules

Virtual IPs

1P Pools

Traffic Shapers

Traffic Shaping Policy
Traffic Shaping Profile
Virtual Servers

Health Check

@ Security Profiles >

Q ‘ 5

« When importing a FortiGate to a policy package, Policy Blocks are not imported. In this example, only two policies
are imported to FortiManager.

Policy & Objects v  Policy Packages Object Configurations ADOM:root {3 @ ‘ admin v

& Policy Package v & Install v @ ADOM Revisions % Tools ~  # Collapse All %= Object Selector v

Searchi. CreateNew ~  [#Edit~ Tl Delete ElSectionv [ElPolicyBlock~ @ Policy Lookup ## Column Settings ~ @ View Mode v

-1 default
IPvé Policy o |# D Name From To Source Destination Schedule Service
IPv6 Policy e 1 1 & port1 & port2 Sall Dall [@ always @ AFS3

Installation Targets

2 2 rt2 rt3 Sal Sal I BGP
- B default_root_imported & po 2 pol 2al Da S always o)
IPv4 Policy ® v Implicit (3-3 / Total: 1)
1Pv6 Policy 8 3 0 Implicit Deny <> any & any <al $all & always SALL

Installation Targets
olicy Blocks (1)
=- B europe-policies
1Pv4 Policy
IPv6 Policy
Consolidated IPv4/IPv6 Policy

Promote Objects (LOCAL > GLOBAL)

Administrators can promote an object from an ADOM to Global Database. This can be an object imported from a
FortiGate device or created on FortiManager. Once the object is promoted to the Global Database, it can be reused by
other ADOMs and need not be re-created.

See Promoting Objects to Global Database.
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To promote objects from ADOM to Global Database:

1. Go to Policy and Objects > Object Configurations.
2. Right-click an object and click Promote to Global.

& Objects v Policy Packages Object Configurations

@& ADOM Revisions % Tools v

@ Zone/Interface >

& Firewall Objects

Wildcard FQDN Addresses 5]
Services
Schedules
Virtual IPs
IP Pools o
Traffic Shapers

@ Security Profiles >

¥ Security Fabric > @

£ User & Device >| @

3. Specify a new name in the Rename object(s) dialog. If you do not specify a new name, the object will be promoted

= Create New v

[ Edit B Delete

Name

& FIREWALL_AUTH_PORTAL_ADDRESS

I SSLVPN_TUNNEL_ADDR1

Ball

2 anchor_controller-10.237.36.180
anchor_controller-10.237.36.181

& autoupdate.opera.com

2 gbl-block-108.208.36.176/32

B gbl-block-108.208.86.176/32
2 google-play

& none

& swscan.apple.com

& update.microsoft.com

B SSLVPN_TUNNEL_IPv6_ADDR1
B3 all

& none

¥ Column Settings v

Type
Firewall Address
Firewall Address
Firewall Address

Firewall Address
[ Edit
Tl Delete
% Clone

Q Where Used
A2 Grouping

[® Promote to Global
11PV6 Subnet:fdff:ft

{1IPv6 Address
IPv6 Address
IPv6 Address

Details Interface
IP/Netmask:0.0.0. €3 any
IP Range:10.212.1 [ sslvpn_tun_intf
IP/Netmask:0.0.0.

IP/Netmask:10.23

\:autoupdate
:tmask:108.2
:tmask:108.2
\:play.google
:tmask:0.0.0.
\:swscan.apg

\:update.mic

IPv6 Subnet:::/O
IPv6 Subnet:::/12¢

Comments

OM:root 1 @ z admin v

Created Time Last Modified
2018-12-04 11:1% admin/2018-12-0
2018-12-04 11:1% admin/2018-12-0
2018-12-04 11:1% admin/2018-12-0
2019-01-04 12:1$ admin/2019-01-0

2018-12-04 11:15 admin/2018-12-0
2019-01-04 12:1$ admin/2019-01-0
2019-01-04 12:15 admin/2019-01-0
2018-12-04 11:1% admin/2018-12-0
2018-12-04 11:1% admin/2018-12-0
2018-12-04 11:15 admin/2018-12-0
2018-12-04 11:1% admin/2018-12-0
2018-12-04 11:1% admin/2018-12-0
2018-12-04 11:1£ admin/2018-12-0
2018-12-04 11:1% admin/2018-12-0

with the same name which may create a conflict if the Global database already contains an object with the same

name.

4. Click Promote. The object is now promoted to the Global Database.

Rename object(s)

New Name

You can rename below objects to promote to Global
Object Name
anchor_controller-10.237.36.181

[e:10

{555 o 1|
5. Switch the ADOM to Global Database to verify the promoted object.

& Objects  Policy Packages

@ ADOM Revisions % Tools v

@ Zone/Interface >

% Firewall Objects

Wildcard FQDN Addresses ®
Services
Schedules
Virtual IPs
IP Pools ]
Traffic Shapers

@ Security Profiles >

¥k Security Fabric > @

2 User & Device >| B

[ Script >

= Create New v  [# Edit

Object Configurations

Tl Delete

Name
= g-10.237.36.181

B2 gFIREWALL_AUTH_PORTAL_ADDRESS

I gSSLVPN_TUNNEL_ADDR1

2 gall

3 gautoupdate.opera.com

& ggoogle-play

= gnone

& gswscan.apple.com

& gupdate.microsoft.com

B gSSLVPN_TUNNEL_IPv6_ADDR1
B gall

B3 gnone

FortiManager 6.2.0 New Features Guide

Fortinet Technologies Inc.

¥ Column Settings v

Type
Firewall Address
Firewall Address
Firewall Address
Firewall Address
Firewall Address
Firewall Address
Firewall Address
Firewall Address
Firewall Address
IPv6 Address

IPvé Address

IPv6 Address

Details
IP/Netmask:10.23
IP/Netmask:0.0.0. €* any

IP Range:10.212.1 [ sslvpn_tun_intf
IP/Netmask:0.0.0.
FQDN:autoupdate
FQDN:play.google
IP/Netmask:0.0.0.
FQDN:swscan.apf
FQDN:update.mic
IPv6 Subnet:fdff:ft
IPv6 Subnet:::/O
IPv6 Subnet:::/12¢

Interface

: Global Database {3

Comments

Created Time Last Modified
2019-01-04 12:24£ admin/2019-01-0
2018-12-04 11:1£ admin/2018-12-0
2018-12-04 11:1£ admin/2018-12-0
2018-12-04 11:1£ admin/2018-12-0
2018-12-04 11:1£ admin/2018-12-0
2018-12-04 11:1£ admin/2018-12-0
2018-12-04 11:1% admin/2018-12-0
2018-12-04 11:1£ admin/2018-12-0
2018-12-04 11:1£ admin/2018-12-0
2018-12-04 11:1£ admin/2018-12-0
2018-12-04 11:1% admin/2018-12-0
2018-12-04 11:1£ admin/2018-12-0

@ (& admin v
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Address Icon/Tile View

View the objects as Icons or in a table format. This provides a better visual presentation of objects in a user-defined
format.

See Search Objects.

Improvements in Icon or Table view

« Switch between views - select View > [con View or View > Table View to switch between views.

Policy & Objects v ADOM: root

B Policy Package v & Install v @ ADOM Revisions £ Tools v Collapse All

Eu'.:‘r.h.. 5y + .

- [ default

BEv @ @M~ B~ @ %~

# Name From To Source Destination
u ¥ Implicit (1-1 / Total: 1)
q Implicit Deny

Schedule Service Users Action
- Installation Targets
& Poliey Blocks (0)

< any Crany aal orall Dalways DAL @ Deny

@ Zone/Interface B+ CreateNew~ [ Edit B Delete

& Firewall Objects M Name Type Details Interface Comments Created Tm ' Table View
@ FIREWALL_AUT Firewall Address 1P/ Netmask:0.0.0.0 o any 2019-01-03 lcon View
Wildcard FQDN Adelresses & SSLVPN_TUNNI Firewall Address 1P Range:10.212.1% [ sslvpn_tun_intf 2019-01-03 6502 A/ 20190103 VES 0
Services Dal Firewall Address  1R/Netmask:0.0.0.0 € any 2019-01-03 16:50: admin/201%-01-03 NO
B autoupdate ope Firewall Address  FQDN:autoupdate. & any 2019-01-03 16:50: admin/2019-01-03 YES
Schedules B gmail.com Firewall Address | FODN:gmailcom | any 2019-01-03 16:50: admin/2019-01-08 YES
Virtual IPs B eoogle-play | Firewall Address  FQDN:play.google. & any 2019-01-03 16:50: admin/2019-01-03 YES
P Pocls B login microsoft.c Firewall Address 2019-01-03 16:50; admin/2019-01-03 YES
Tt Shaers  login microsofto Firewall Address 2019-01-03 16:50; admin/2019-01-03 YES

B loginwi Firewall Address  FQDN:login.window 4 any 2019-01-03 16:50: admin/201%-01-03 YES

« Sort by Menu - sort by Name, Type, Create Time, and Last Modified Time

Policy & Objects ~ ADOM:root [ @ 1 admin v

B Policy Package ~ & Install ~ &5 ADOM Revisions £k Tools ~ ¢ Collapse All

I = - I 3

= B default

o |* Name From Ta Source Destination  Schedule Service Users Action
m ¥ implicit (1-1/ Total: 1)
1 Implicit Deny  €r any wrany < all all < always < ALL @ Deny

Installation Targets
5 Policy Blacks (0)

& Zone/Interface B+ Create New ~

& Firewall Objects hd + Mame

v @ % B R B BT -

Wildcard FQDN Addresses. Create Time

FIREWALL_A. G Suite Microsoft  SSLVPN_TUN... SSLVPN_TUN.. Lt Modifed T
Services Office 365 st Modified Time
Schedules i i i h i i i
EERERR S LSRR
Virtual IPs L L L L L l L
P Pagls google-play  loginmicroso..  loginmicroso,.  loginwindaw. none nane swscanapple.. update.micros...  wildcard.drop.

Traffic Shapers

« Select multiple objects - select multiple objects to Promote to Global, Clone or Delete the objects.
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B Policy Package ~ & Install ~ & ADOM Revisions % Tools v 4 Collapse All

| 12 B

= £ default

w

By @ By B
# Name From To Source Destination  Schedule Service Users Action
T any [any 2all = all Balways AL @ Deny

Installation Targets
Policy Blacks (0)

Implicit (2-2 / Total: 1)

[ 2 Implicit Deny € any < any <all ©all € always <AL @ Deny

ZonefInterface

B Firewall Objects
Addresses
Wildcard FQDN Addresses

FIREWALL_A.. G Suite Microsaft  SSLVPN_TUM... SSLVPN_TUN... el utoupdate..  gmail.com
Services Office 365 clete

‘R R E e ‘e B
Virtual IPs L L L L L

1P Pools googleplay  loginmicroso... loginmicroso...  loginwindaw... nane nont sdate.micros...  wildcard.drop...

Traffic Shapers [ Promote to Glabal

1 0

« Tool-tip - mouse-over the object for more information about the object.

admin v

B Policy Package v & Install v @ ADOM Revisions £ Tools v Collapse All

s - O3
Destination Schedule

1 Cany Dany Sal Sall  always B ALL @ Deny
= ¥ Iimplicit (2-2 / Total: 1)

Implicit Deny

Installation Targets
Paliey Blocks (0)

< any

< always

Zone/Interface >

B Firevall Objects v

Wildcard FQDN Addresses.

® View v

B Sort By v

O om0 o O o
Name. Wiach Ocs 565 E E
Details Group Members (3): login.microsofloniing.com,

st windows net

FIREWALL A G Suite Micrasoft autoupdate.o.. gmail cam
Services Office 365
0 I o I S D'E o
Virtual IPs 4 1 i h H H
IP Pools google-play loginmicroso...  loginmicrosa...  loginwindow... none none swscan.apple... updatemicros... wildcard.drop...
Traffic Shapers
- U mm .

« Drag and drop - drag and drop single or multiple objects into the policy in dual pane display mode.

ADOM:root 3 @ (& admin v

B Policy Package v & Install v @ ADOM Revisions 3 Tools ~ Collapse All

B @ - _________ala]

B+

B~ @ M

B default
| # Name From To Source Destination  Schedule Service Users Action
Installation Targots 1 Qany Dany Dall 2all 1 always DAL ~ Accept
B Pollcy Blocks (0) 2 o1 [+F] Sal 2al 5 always AL @ Deny
3 o2 o1 Sall 2all 13 always @ ALL @ Deny
4 Dany Dany B Microsaft O 2 all @ always @ ALL @ Deny.
R I - o I
S Implicit Deny  r any £ any rall Dall o always W ALL @ Deny

‘one/Interface

B Firewall Objects -

Wildcard FQDN Addresses

FIREWALL A G Suite Microsaft SSLVPN_TUN... SSLVPN_TUN. al a2 a3 all
Services Office 365
BRRER R PR
B i i i i '
Virtual IPs 4 4 [ o 4 [
1P Pol all autoupdateo..  gmail.com google-play  loginmicroso... login.microso... loginwindow... none none

Traffic Shapers

Or= OCam Cam .
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Device Manager Map View

Automatically view the location of FortiGate devices on Google Maps. Manually configure the location of the FortiGate
from FortiManager. Perform various actions directly from the Map View.

Map View feature

1. Go to Device Manager and select Map View from the menu options.

Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

@ Add Device v 3B Device Group ~ & Install Wizard X Tools ++  EZ) Table View ~

21 evices B Table View 2 Devices . 1 devices .
Total Connection Down Device Config Modified

& Map View

0 pevices

Policy Package Madified

&l

51 Import Pol e+ & Column Settings ~

O A Device Name Config Status Policy Package Status Firmware Version Haost Name IP Address Platform Description
(=] FGVM02A020311101 @ Unknown Never installed FortiGate 5.6.4,build1575 (GA) FGVYMO02A020311101 10.5.10.1 FortiGate-VMaé4
o FGVM02A020311102 @ Unknown Never installed FortiGate 5.6.5,build1600 (GA) FGVYMO02A020311102 10.5.10.2 FortiGate-VM&4
O 4#vian111_001 Modified FortiGate 6.0.3,build0200 (GA} vlan111_001 10.511.1 FortiGate-VM&4
o a1 [NAT] + Synchronized Never installed FortiGate 6.0.3.build0200 (GA) wdom
[u] G 2[NAT] ~ Synchronized Never installed FortiGate 6.0.3,build0200 (GA) vdom
O &root [NAT] (Management) + Synchronized Never installed FortiGate 6.0.3,build0200 (GA) vdom
O #vian111_002 «Synchronized | vvlan111_002 FortiGate 6.0.3,build0200 (GA) vian111_002 105112  FortiGate-VM64
0O  4#vlan111_003 ~ Synchronized +001 FortiGate 6.0.3,build0200 (GA) vlan111_003 10.5.11.3 FortiGate-VMé&4
0O 4vian111 004 ~ Synchronized Never installed FortiGate 6.0.3,build0200 (GA) vlan111 004 105114 FortiGate-VMé4
0O  4vlan111 005 ~ Synchronized +vlan111_005 FortiGate 6.0.3.build0200 (GA) vlan111_005 105115 FortiGate-VMé4
e Q| g #vian111 006 +Synchronized | vvian111 002 FortiGate 6.0.3,build0200 (GA) vian111_ 006 105116  FortiGate-VMé4
FGVMO2A020311101 o 5y 121111 go7 wSynchronized | vvlan111 007 FortiGate 6.0.3,build0200 (GA) vian111 007 105117  FortiGate-VMé4
FGVMO2A020311102 - = ! il s !

& vian111 001 O #vian111 008 Synchronized  vvlan111_008 FortiGate 6.0.3,build0200 [GA) vian111_008 105118  FortiGate-VMé4
4 vlan111 002 O #vian111.011 + Synchronized Never installed FortiGate 6.0.3,build0200 (GA) vian111_011 1051111 FortiGate-VM64
4 vlan111_003 0O 4#vlan111_013 ~ Synchronized Never installed FortiGate 6.0.3,build0200 (GA) vlan111_013 10.5.11.13 FortiGate-VMé4
4 vlan111_004 0O  4vlan111 014 ~ Synchronized Never installed FortiGate 6.0.3,build0200 (GA) vian111 014 105.11.14 FortiGate-VMé4
4 vlan111_005 O  4vian111 015 ~ Synchronized Never installed FortiGate 6.0.3,build0200 (GA) vlan111 015 10.5.11.15 FortiGate-VMé4
# vlan111_006 O #vian111 016 Synchronized | v/vian111 016 FortiGate 6.0.3,bulld0200 [GA) vian111 016 1051116  FortiGate-VM64
4 vlan111_007 O #viani11 017 + Synchronized Never installed FortiGate 6.0.3,build0200 (GA) vian111 017 1051117  FortiGate-VM&4
# vlan111_008 O #vian111.018 « Synchronized Never installed FortiGate 6.0.3,build0200 (GA) vian111_018 1051118 FortiGate-VMé4
: ::zziii gi; 0O  4vlan111_019 ~ Synchronized v 002 FortiGate 6.0.3,build0200 (GA) vlan111_019 10.5.11.19 FortiGate-VMé4
# vlan111_014 0O 4#vlan111.020 ~ Synchronized Never installed FortiGate 6.0.3,build0200 (GA) vlan111_020 10.511.20  FortiGate-VMé4
4 vlan111 015
4 vlanl11 016
4 vlan111_017 - -

2. Map view shows device location on Google Maps and a combined status in Green, Orange, and Red colors.
« Green - Shows devices are healthy. The policy package configuration and device configuration are in sync.

« Orange - Shows a warning status. The device configuration status or policy package configuration status is Out
of Sync. Or, there is no policy imported or no policy package installed.
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« Red - Shows an error status. Copy has failed, installation has failed or device connection is down.

Device Manager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

@ Add Device v 3B Device Group v & Install Wizard & Tools ~ £ Map View ~

o PretcDeies nty Sty oo oG

Total: 19 (@8

Norwegian Sea
" Greenland
e . e Sweden
Finland
Norway,
pCaaads Hudson Bay {
an e o
] nited Eeanet Y
3 o g Belarus
Ireland Poland
. K ~Germany y
i . Ukrai
€ o
" ne e Frged Romania
= vel s
" i
o ;" A (i
‘ Spain -
. United States Greece
] %" | u Portugal
3 Nortk
& wo “ Atlantic Turisia
LT Morocco
ki Libya Egypt
Westér
Mexico Eahars
H Puerto Rica Meusitanla
. Mali Niger
Gustemala " Sudar
ficaragua i
Guines - 4
Nigeria
| Venazela Gnans South Sur
ayana
Colombla | Suiname i Guine: {
e Tt ‘: T+
0 - - - - Ecuador - - 2 f
k! Z DF
\ a o AT N —
\ . b s
5 a Brazil Pe -
| i Peru < RO o S Map data £2019 Google, INEGI, Terms of Use.

Red status.

Provisi

Device Manager v  Device & Groups Firmware License

ng Templates Scripts SD-WAN

@ Add Device v 3B Device Group v & Install Wizard & Tools ~ £ Map View ~

Greenland

Canada Hudson Bay

Labrador Sea

North
Atlantic
Ocean

Gulf of
Meico

Mexico
Cuba
Puerio Rico
Gustemala
Caribbean Sea
Nicaragua
Venezuela
= Guyana
g Colombia |« Sunname
Ecuador]
4 " AL = M
A Brazil
Peru W 3 s
- an
Bolivia
w ¥
Paraguay "

Iceland

ADOM: adomé0

FGVM02A020311101
@ Config St
Policy Package: Never installed

atus: Unknown

View Det.

4vlan111_004

Co

atus: Synchronized

Policy Package: Never installed

View Details]

#vian111_019

View Dtails]

FGVM02A020311102
@Config
Policy Package: Never Installed

15: Unknown

View Details]

4vian111_003
+ Config Status: Synchronized
+ Policy Package: 001

10 @1)

@ Q1

Q

@ 5850 Sunset St, Bumaby, BC
V5G 4N2, Canada

Q Leaverworth, WA 98826,
usA

1
Public
Central
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Map data 82019 Googie, INEGI Terms of Use
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ADOM: adomé0

Tota: 11 (@0 @10 @1)
FGVM02A020311101
© Config Status: Unknown
Policy Package: Never installed
View Details]
4vlan111_004
v Co atus: Synchronized

Policy Package: Never installed

View Details]
FGVM02A020311102

@ Confi Unknown

ge: Never installed

View Det:

Avian111_017

 Config Status: Synchronized
Policy Package: Never installed

View Details]

4vian111_018
+ Config Status: Synchronized
Policy Package: Never installed

g
- S @

Select Show Problematic Devices Only to filter devices on the map and show it on the right pane with Orange or

Q Leavenworth, WA 98826,

© Unknawn Location

@ Unknawn Location




Usability

4. To manually position a device, click the device shown on the smaller map on the right pane.

Device Manager v  Device & Groups Firmware

icense  Prowvi

ADOM: adomé0  ©

@ Add Device v &3 Device Group v

& Install Wizard X Taals v

© Map View v

how Problematic Devices Only
Canada
5 ALBERTA MANITO
§
)
v BRITISH)
COLUMBIA
(3 e~
SHinGTon MONTANA
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SOUTH WISCON
OREGON |DAH DARDZA
gy WYOMING
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g
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. 1 Haustan
@
3,
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Montreal | RE

Total: 10 (@ s @1) Q

Labrador Sea
FGVYM02A020311101 H
@ Config Status: Unknown ,
Policy Package: Never installed

[View Details]

[Q 5850 Sunset St, Burnaby, BC
V5G 4N2, Canada

#vlan111_004 H
~ Config Status: Synchronized
Policy Package: Never installed

[View Details]
nwoeth, WA 98826,

#vlan111 019
 Config Status: Synchronized

takutlic

Q'r

 Policy Package: 002
Nopth  [View Details] [Q Fourth and Madison Bulding.
IS0 909 Sth Ave, Seattle, WA
Ocear
4vlan111_005 H
~ Config Status: Synchronized '

~ Policy Packaj lan111_005

[View Details]

+ 4vlan111_008 H
— ~ Config Status: Synchronized ,
+ Policy Package: vian111_008
Map data 2019 Google, INEGI _Terms of Use co mmc -

5. Enter the location of the device manually. You can also drag the device to the accurate position.

ADOM: adomé0

@ Add Device v 33 Device Group v

Show Unpositioned Device:

Device Name
FGVMO02A020311101
FGVMO02A020311102

4 vlan111 001

4 vian111_002

4vian111_003
vian111_004

4 vian111_005

4 vian111_006

4vian111_007

4 vian111 008

4vlan111 011

4vian111_.013

4vian111_014

4 vian111.015

4vian111_016

4vian111_017

4vian111 018

4vian111 019

4vlan111 020

Geographic Coordinate

49.2488091, -122.9805104

0.0

38.5481654230466, -80.33203125
45.089035564831, 0.87890625

0,0

37.36883, -122.0363496
36.0313317763319, -119.35546875
0.0

50.9584267233599, 8.61328125
36.2088230928372, -115.0048828125
52.7259844176303, -108.9613773
43.6158017, 7.05424770000002
40.7511838, -73.9921394
40.7511838, -73.9921394
33.8704155509418, -100.8984375
0.0

0,0

47.6062095, -122.3320708

0,0

& Install Wizard X Tools v

City

Burnaby
Unknown Location

Webster Springs

Saint-Pierre-de-Chignac

Alexandria
Sunnyvale

Tipton

Sunnyvale
Battenberg (Eder)
Las Vegas

Cut Knife
Valbonne

New York

New York

Roaring Springs
Unknown Location
Unknown Location
Seattle

Unknown Location
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& Map View v

Country

Canada

Democratic Republic of th

United States
France

United States
United States
United States
United States
‘Germany

United States
‘Canada

France

United States
United States
United States
Unknown Location
Unknown Location
United States

Unknown Location

Folr g

CHERRY
ORCHARD

CUMBERLAND
SOUTH

W Remington Dr W Reming,,
' D

W Remington Dr

 eBOIRIES BjRAKUUNG

¥ T
Map data ©2019 Google Temsof Use  Report amap error
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Click Show Unpositioned Devices to filter devices that do not have any location.

S5 Device Manager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

ADOM: adomé0

D@01 @ adminy

.
@ Add Device ~ 3B Device Group ~  Install Wizard X Tools ~ & Map View v

% Close [ Show Unpositioned Devices E atior

Device Name Geographic Coordinate City Country

4 vian111 017 0.0 Unknown Location Unknown Location

4 vlani11 018 0.0 Unknawn Location Unknown Lacation Gresniand

4 vian111_020 0.0 Unknown Location Unknown Location

Fntang
\eetns o
[
oy
Conada Hingiem
Paiaed
Germ wrane
e T Mangeiia
iy
spu
unied S jpan
- .Na"n S Ching South Kare =2
Atlantic I
L P R P
ta
Thalond

South i
Pacific
Ocean

Argemting

South -

Atlantic

Ocean South
Souther
Ocean

ANTARCTICA

indian
Ocean

Click View Details for the device to show device configuration status and policy package status.

E:E Device Manager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

B Add Device v~ 3B Device Group ~ & Install Wizard & Tools v & Map View v

Show Problematic Devices Only

Canads Hudson Bay

O A Device Name

y J O 4vian111_016
C x
O on
2 -
3 - o )
- el
o " i)
- g s
3 P Address 10.5.11 16 (FortiGate-VM64)
i Narth
Atlantic
Ocean
h
Gulf of
e Mexico
Cuba
Puaroeo
Gustemala
Coribbe
ficorague
Ecuador’ -
4 " MA [
Ac Brazil . PE :K
- Peru. 1 ko c -

Bolivia

Paraguay s

View Details - vilan111_016

Config Status
+ Synchronized

® tal: 1(@1

Q

Policy Package Status
+vlan111_016

Firmware Vers

0 @0)

#vlan111 016
w Config Status: Synchronized
v Policy Package: vlan111 016

[View Details)

on FortiGGate 6 0.3 build0200 (GA)

Sy
Tunieia -
Morocco
R Libya Egypt
Wester
Lo
Mauritania
Mali Niger Sudan!
Chad
Guines ’
h South Sudan FM¢

DRC

Kenyi

Tanzania

i, T

ar

Angola
Namibia Zimbal
Botswana

Map data €201 Google. INEGI _Terms of Use

@ Co Rd 316, Roaring Springs,

TX 79256, USA

8. Right-click the device menu to run various operations such as Quick Install, Install Wizard, Import Policy, Re-install
Policy, Policy Package Diff, Edit, Refresh Device, Add VDOM, and Run Script.
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H] Device Manager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM:adomé0 3 @ L1 %«%adminv

@ Add Device v 39 Device Group v Install Wizard X Tools v & Map View v

. Moimage View Details - vian111_016 X tak 1( @1 o @0 Q

g o #vlan111_016
w Config Status: Synchronized

Hudson Bay A Device Name Config Status Policy Package Status + Policy Pack: vlan111 016
= L, | “vian111_016 Synchronized vian111_016 [View Details] - -
ue N [© Co Rd 316, Roaring Springs,
o " 3 Quick Install (Device DB) T 79256, USA
1 3 e & Install Wizard
(2 h
) o . e 4 Import Policy
w meN . .
G W : - T P Address 10.5 11 18 (FortiGate-WM64) & Re-install Policy 1.3 build0200 (GA)
NE 2
: o . Policy Package Diff
© oy UnhedSutes - | 3 R Policy Package Di eece Turkey
3 - o Nortf
% 3 3 Atlantic &
sl Ocean
A [ Edit
Gulf of 1 | e
Mexica, M 22 Refre: vice
-~ &2 Refresh Device
=Tl | © Add VDOM
Sudan
2an Sea (@ Run Script
T T
- ! Migeria
Venezuela doren ol South Sudan E1
Colombia Suiname %01 Guinea
Al (s )2z b ey
y DRC
\ b ) C o il - Tanzania
A " Brazil
1 Peru RO o o Angol h
», A ngola 1
i kY
Bolivia — .
s Mamibla ~ Zimbs
5 . " BOLSWANG ™ =

Clone Reverse Policy

Administrators can now clone a policy in such a way that the Incoming Interface and Outgoing Interface are switched in
the newly cloned policy. The Source Address and Destination Address are also switched in the newly cloned policy.

For example, if a policy is configured with the Incoming Interface as port1 and the Outgoing Interface as port2, cloning
the policy with Clone Reverse automatically sets the Incoming Interface as port2 and Outgoing Interface as port1.

If a policy is configured with the Source Address as update.microsoft.com and the Destination Address as all, cloning
the policy with Clone Reverse automatically sets the Source Address as all and Destination Address as
update.microsoft.com.

The original policy remains unchanged.
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To Clone Reverse a Policy:

1. Select a policy and select Clone Reverse from the Edit menu.

Disabled
© Disabing

G B

KRR KR RRRRRROOOLD

2. The policy is cloned with the Incoming Interface and Outgoing Interface switched with each other. The Source and

Destination are also switched with each other.

Objects

D Dissbied. @ imtallan
= D Distied @l
Fpors  pers  man @ B WAL - aeept w6 Dhbied @ oz

s

implcitDeny & wy - S ol D GAL @oeny @notog @ azs

" ®por2 @mpm man il EE T et
3 Spard  Eped  man @ e WAL o Aot

O cuonyosies

019.01.22 174543
M19.01-22 174543
20190192 174513

Admin Preference - Policy Package Cookie

In previous releases, when an administrator opened a Policy Package and logged out, the default view was shown on
the Policy Packages page on logging in. The administrator had to navigate to the same Policy Package again upon
logging in. When an administrator opened an Object and logged out, the default view was shown on the Object
Configurations page upon logging in. The administrator had to navigate to the Object again upon logging in.

In this release, the Policy Package and Object opened by the administrator is remembered by FortiManager.
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Last opened Policy Package

The last opened Policy Package is shown upon logging in.

Policy & Objects ~  Policy Packages Object Configurations

B Policy Package ~ & Install v @ ADOM Revisions %% Tools v ¢ Caollapse All 3= Object Selector v

E Search...

+ I a1l
+ By a2
+ 3 a3 m ¥ Implicit (1-1 / Total: 1)
: g :: g 1 Implicit Deny € any < any all & all <> always £ ALL @ Deny
+- 1% aé
+ 0% a7
+ I3 a8
+ & a9
+ 1% default
- aaa
- bbb
- cec
= ddd
= eee

el

- e2

- e3

Installation Ta)
[ ed
w3 e5
# Policy Blocks (0)

< sle

Last opened Object

The last opened Object is shown upon logging in.

Policy & Objects ~+ Policy Packages Object Configurations D N2 1 admin v

& ADOM Revisions 1 Tools v

@ Zone/Interface > i te ¥& Column Settings v % More @ View v
B Firewall Objects ~

Addresses ¥ Ping (0)

Internet Service v TCP (1)

Multicast Addresses 2019-01-25 06:59:00 admin/2019-01-25 06:59:00

Wildcard FQDN Addresses
Services

Schedules

Virtual IPs

IP Pools

Traffic Shapers

Virtual Servers

Health Check

‘Web Proxy Forwarding Server

Shaping Profile
@ Security Profiles >
%k Security Fabric >
£ User & Device >
= WAN Optimize > B
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Upgrade Path Enforcement for Managed FortiGates

In earlier versions of FortiManager, when upgrading FortiGate devices to a higher version than FortiManager, there was
no check and the upgrade process would be completed. Managing higher version FortiOS devices with lower version of
FortiManager caused issues.

This release includes multiple usability improvements to guide the administrator towards a successful upgrade.

Warning when upgrading to a higher version of FortiOS than FortiManager

When trying to upgrade FortiOS devices to a version higher than FortiManager, the upgrade process is blocked and the
following warning is shown to the administrator:

Confirm Firmware Upgrade

AFortiManager firmware version does not support the FortiOS version. Please upgrade the
FortiManager firmware first before upgrade the managed FGT.

Upgrading Multiple FortiGate devices with the Recommended Upgrade Path

This version improves the upgrade process by providing useful warnings and options to take a recommended upgrade
path:

« Goto Device Manager > Firmware, select multiple FortiGate devices and click Upgrade. The versions available in
the upgrade path are shown by a green check mark.

Upgrade Firmware

Devices fgtvméd-account-id-137: 5.6.4 (1575)

Upgrade to “6.0.2(0163)

[schedule Upgrade

5.6.4(1575)
5.6.5 (1600)
()5.6.6 (1630)
5.6.7(1653)
¥6.0.0 (0076)
601 (0131)

6.0.2(0163) .

« When upgrading, the administrator is presented with an option to upgrade as per the recommended upgrade path
or continue with the selected version.
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Confirm Firmware Upgrade

AThe firmware version is not on firmware upgrade path of selected devices. Upgrading the
image may cause the current device syntax to break.

Upgrade to Recommended 60.2 | Continue with 5.6.5 m

« If the administrator selects a customized image, a warning is shown with an option to upgrade as per the
recommended upgrade path or to continue with the selected customized image.

Confirm Firmware Upgrade

You selected a customized firmware image.

Upgrade to Recommended 6.0.2 Continue m

Upgrading FortiGate Devices Individually with the Recommended Upgrade Path

« Goto Device Manager > [Device Name] > System Information widget. Click the Firmware Version update icon.
The recommended upgrade is shown with a green check mark.
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Firmware Upgrade

Partition  Active Firmware Status
1 [] FortiGate 5.6.7,build1653 (GA) Running

Available Upgrades Search.
Firmware Release Date Upgrade

FortiGate version 6.0.0 build (0076) 2018-04-03 | [Upgrade Now][Schedule Upgrade]
FortiGate version 6.0.1 build (0131) 2018-06-06  [Upgrade Now][Schedule Upgrade]
FortiGate version [Upgrade Now][Schedule Upgrade]
FortiGate ve [Upgrade Now][Schedule Upgrade]
build (0231) 2019-01-11  [Upgrade Now][Schedule Upgrade]

Customized Images
19 FortiGate version FWF_61E-v5-build8112-FORTINET.out build (1220) 2018-08-21  [Upgrade Now][Schedule Upgrade]

Firmware Upgrade History

« Selecting a firmware that is not on the upgrade path shows a warning with an option to upgrade as per the
recommended upgrade path.

Confirm Firmware Upgrade

Selected Device: FWF61ETK18004097 (193.168.70.190)
Current Firmware:  FortiGate 5.6.7,build1653 (GA)

Upgrade to: FortiGate 6.0.0,build (0076)
A\ The firmware version is not on firmware upgrade path of the

current device. Upgrading the image may cause the current device
syntax to break.

Recommended 6.0.2(0163) 6.0.3(0200)

upgrade versions:
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« Upgrading to a customized firmware image shows a warning asking the administrator to confirm the action.

Confirm Firmware Upgrade

Selected Device: FWF&1ETK18004097 (193.168.70.190)
Current Firmware:  FortiGate 5.6.7,build1653 (GA)

Upgrade to: FortiGate FWF_61E-v5-build8112-FORTINET.out,build (1220}
A\ You selected a customized firmware image.

o [N

Spanish Ul

The FortiAnalyzer and FortiManager user interface now supports Spanish in addition to the previously supported
English, Simplified Chinese, Traditional Chinese, Korean, and Japanese.

Set user interface language preferences

To set the Ul language to Spanish:

1. Goto System Settings > Admin > Admin Settings.
2. In View Settings, select Spanish in the Language drop-down.

£23 System Settings ADOM:root 13 @ A1 (§) admin+
€ Dashboard Admin Settings

= Logging Topology Admiristration Settings.

Sulnpore HTTP Port L B @Redirectsto HTTPS

C storage Info

HTTPS Port 443 [E]

SBRAID Management LIPS & Web Service (ooreart .
© Network Certificate
LHA Idle Timeout 15 [ (1-480 Minutes)
2 Admin ~ | View Seifings

Administrators Language [ English

Profile Theme [

Remote Authentication Server Auto Detect

T

l"" Simplified Chinese
EBCertificates - ¥ "
Traditional Chinese
Local Certificates
Japanese

CA Certificates Korean

CRL Spanish
#*lLog Forwarding Penguin Panda Parrot
[l Fetcher Management =i T "y )
B Event Log Password Policy orr
[ Task Monitor
B Advanced ~
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3. Select Apply.

To set the Ul language to Spanish in the CLI:

FAZ300F # config system admin setting
(setting) # set webadmin language ?

auto detect
english

japanese

korean

simplified chinese
spanish

traditional chinese

Automatically detect language.

English.
Japanese.
Korean.

Simplified Chinese.

Spanish.
Traditional

Chinese.

(setting)# set webadmin language spanish

Spanish user interface examples

System Settings

Ajustes de Sistema v

ADOM:root £3 @ D1 (§) admin v

Cambiar Widgets «»

= Registrando Topologia |~
i . ~ i o ~
@ Todos los ADOMs Informacién del Sistema oo Informacién de Ia Licencia oox
€ Informacion de almacenaje Nombre del Host FAZ300F e & Registro Dispositivos/vDOM: I 46 of 180
= Administrador RAID Numero Serial FL-3HF3917900018 GB/Day 0.0 of 150 (0.0%)
TRed Hora del Sistema Fri Feb 22 14:51:12 2019 PST ra
AHA Versién de Firmware  v6.2.0-build1005 190215 (Interim) & 8 FortiGuard Senvicio de Sin Licencia
. . Indicadores de
& Admin v Configuracién del Ultimo Respaldo : N/A A X
Compromiso
Administrador Sistema
Ubicacion del 5 Servidores Ubicados en US solamente
Perfi Administradores admin /2 en total
Servidor e
Servidor Remoto de Autenticacion Actuales
. § Q Actualizar AntiViruseIPS 96.45.33:87 (5 Sunnyvale, California,
Configuracién de Administracién Tiempo de Actividad 3 difas 2 horas 55 minutos 54 segundos =
servidor Urited States) 3
B Certificados. v

Dominio Administrativo [l

Certificados Locales Modo de Operacién Colector
Certificados CA

Actualizaciondel  96.45.33.105 (= Sunnyvale, California,
FortiClient United States)

CRL Recursos del Sistema oo
& Reenvio de registros

[ Administracion de bisqueda
¥ Log de Event 0, o, o,
g de Eventos 7% 19% 1%
[@Monitor de Tareas
B Avanzado v FortiAnalyzer-300F

FORTINET

SNMP Uso promedio de CPU Uso de Memoria Uso de Disco
[Detales del Mult-Core] L4
Servidor de Correo

Servidor Syslog Consola de Mensajes de Alerta S ox
Meta Campos Tiempo Mensaje b
Nustes del registro de Dispot Feb22, The created ADOM number is 26, which exceeded the recommended
jusies delregistro de Dispositivo 140110 maximum ADOM number of 25.
Administracién de Archivos Feb22, The created ADOM number is 26, which exceeded the recommended
Ajustes Avanzados 13:01:10 maximum ADOM number of 25. E
Feb 22, The created ADOM number is 26, which exceeded the recommended
12:01:10 maximum ADOM number of 25.
Feb 22, The created ADOM number is 26, which exceeded the recommended
1101:10 maximum ADOM number of 25.
Feb 22, The created ADOM number is 26, which exceeded the recommended
1001:10 maximum ADOM number of 25.
Monitor de recepcién de Registros - Ultima 1 Hora GO0 X  Feb2, The created ADOM number is 26, which exceeded the recommended
Rata Promedio (0.967 Logs/Sec ) 09:01:10 maximum ADOM number of 25.
M Tasa de Insercion vs Tasa de Recepcion - Ultima 1 Hora 0o %
N 1z <
a —_— 1
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o FortiView

FortiView v

® Amenazas

= Trifico

licaciones & Sitios Web
& vPN

T WiFi

L¥Sistema

FPuntos Finales

+ Reports

Reportes v

B Reportes Generados

B Definiciones de reporte
B Todos los reportes
& Plantillas
lul Libreria de Graficos @
[# Libreria de Macros

Conjunto de Datos @

L Avanzado
™ Lenguaje
2 Perfil de salida
B Calendario de Reportes

ADOM:root 13 @ 01 (§) admin v

= ©Ultima Semana -

Top 10 Amenazas o % Top 10 Pais/Region

failed-...
Top 10 Fuentes o x Top 10 Destins
2000
250
o 200
8 1.500-
1000
a0
o
- S & ) &
PO
& g’? & & F B s R T T ~ P ——
& T &\\\o‘) & Womeins  Moamoims  Momems B s
& & Bomewor  Heuss
&7
Top 10 Aplicaciones o % Top 10 Clientes WiFi
Gmail  HTTP...

Crear conjunto de datos
Conjunto de Datos Probarla los disposit
tiempo
Nombre [ ]
Tipo de Log Control de Aplicaciones. *] Perote (Geme7D
ri Itimos 7 Dias
Consuita de tiempo

Dispositivos @Todos los Dispositivos () Especificar

Resultados de la Prueba

Variables Variable Expresion  Descripcion

Clic aqui para agregar una nueva entrada. @
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This section lists other new features added to FortiManager.

List of new features:

Delete Empty ADOMs on page 131

Telnet Removed on page 134

6000/7000-series Ul Updates on page 134

Improve RADIUS Setup on page 138

Support for FortiOS VM Directly Connecting to FortiGuard on page 141
Swagger support for FNDN API Tool on page 142

License for FortiGates with FortiManager Cloud Entitlement on page 143

Delete Empty ADOMs

Empty ADOMs can now be deleted without un-assigning the Policy Packages assigned to the ADOM. Empty ADOMs
can also be deleted without having to remove them from administrator's accounts. Once FortiGate devices are removed
and the ADOM is empty, the ADOM can be deleted immediately.

See Deleting ADOMs.

Deleting ADOMs in earlier versions

Deleting an ADOM after removing FortiGate devices resulted in a message Unable to delete because the adom is in
global assignment list or is referenced by a defined admin account. The ADOM may still be referenced by
administrator accounts or global policy packages, and the references may be not easy to be find and remove. The
following message was shown in earlier versions:
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Deleting Empty ADOM(s)

Total: 1/1, Success: O, Error: 1, Warning: 0 ®

Status

'!'ask failed with error: Unable to delete because the adom is in global assignment list or is e

Improvement in deleting ADOMs

The process of deleting ADOMs has been improved in this release. The administrator must remove all FortiGate

devices from the ADOM. While deleting the ADOM, the references to administrator accounts and global policy

packages will be shown and you can delete the ADOM without removing the listed references. The references to
administrator accounts and global policy packages will be removed when deleting the ADOM.

To delete ADOMs:

1.

Create a test-ADOM and reference it in the user test-admin.

== System Settings v

€5 Dashboard
@ All ADOMs

< Network

& HA
2 Admin v
Profile

Remote Authentication Server
Admin Settings

EB Certificates v
Local Certificates
CA Certificates
CRL

8 Event Log

[2 Task Monitor

E: Advanced ~
SNMP
Mail Server
Syslog Server

Meta Fields

“| Edit Administrator

User Name

Avatar

Comments

Admin Type

Admin Profile

Administrative Domain

Policy Package Access

Trusted Hosts

Meta Fields >
Advanced Options >
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test-admin

0 =4 Change Photo = Remove Photo
0/127

| LocAL v

\ Restricted_User

AllADOMs | All ADOMs except specified ones {6137

| % test-ADOM |

O Specify Device Group to Access

V=T Specify

OFF

ADOM: root

OIS

A admin v
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2. Use the ADOM in Global Database assignment.

amn ) ) ) . . rn .
=_=2 Policy & Objects Policy Packages Object Configurations ADOM: Global Database [ @ A admin v

B Policy Package v @ ADOM Revisions %% Tools v ,” Expand All

[ 1: 8} 4 AddADOM [ EditADOM fif Delete 31 A
=3 default O ADOMs Status ADOM Policy Packages Actions
IPv4 Header Policy O test-ADOM @Up to date All Policy Packages [Unassign]

IPv4 Footer Policy
Assignment
+ new-folder

3. Delete the ADOM. The following message is shown.

ADOM Reference(s) Detected

ADOM 'test-ADOM ' is being referenced by the following object(s).
Object Name Object Key
system admin user (System Settings) test-admin
policy (Global Database) default

Force to delete these ADOM(s) would result in reference clean up. Delete Anyway :]
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4. Click Delete Anyway to automatically remove the reference and delete the ADOM.

Deleting Empty ADOM(s)

Total: 1/1, Success: 1, Error: O, Warning: O ®

Index Name Status
1 dvmdb adom test-ADOM Task completed successfully

Telnet Removed

Telnet has been removed as a communication method in FortiManager for administrative access. Removing Telnet
enhances the security since Telnet is not secure.

See Changing Administrative Access.

6000/7000-series Ul Updates

FortiGate 6000 and 7000 series running FortiOS 5.6 and earlier do not support Security Fabric features with external
devices. Earlier versions of FortiManager showed FortiGate 6000 and 7000 series running ForitOS 5.6 and earlier as
Security Fabric devices which caused confusion. In FortiManager 6.2, these devices are correctly shown as non-Security

Fabric FortiGate devices.
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Displaying FortiGate 6000 and 7000 FortiManager

« FortiGate 6000 running FortiOS 5.6.7

FortiGate 6501F F6KF51T018200022

| ~

@ Global - . . ] a . .
System Information H Licenses (192.168.100.205) 3 H FortiCloud H
& Dashboard 4
Hostname FOKF51T018900022 O FortiCare Support Status A Not Activated
% Security Fabric N Serial Number F&6KF51T0189200022 & IPS
& Network > Firmware v5.6.7 build4194 (GA) @ AntiVirus
Virtual D i
£ System > irtual Domains @ ® Web Filtering
Ll | og & Report > System Time 2019/01/1016:33:16
© Anti-Spam Filtering
Uptime 00:03:38:14
@ Mobile Malware
WAN [P 10.160.19.60
FortiCli 0/10 VDOM 23/500
Security Fabric: F6KF5 X H Administrators H

[ﬁ [@] admin super_admin

& Management (F6KF51T018900022)

% FPCO1 (FPC6KFT018200347)

FPCO2 (FPC6KFT018900333)

FPCO3 (FPC6KFT018900334)

5 FPCO4 (FPC6KFT018900234)

FPCO5 (FPC6KFT018900346)

% FPCO6 (FPCKFT018900245) Semstons

~

Logged in

CPU: Dataplane Iminute~ [
100%

75%

50%

25% o
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FortiGate 7040E CH16

« FortiGate 7000 running FortiOS 5.6.7

System Information
Hostname CH1é
Serial Number FIMO4E3E16000014
Firmware v5.6.7 build4194 (GA)
Virtual Domains @

System Time 2019/01/10 14:34:25

Licenses L
;> FortiCare Support
@ Ips
@ AntiVirus
@ WebFiltering

@ Anti-Spam Filtering

FortiCloud

SEIEEN A Not Activated

Uptime 00:03:3%:12
© Mobile Malware
WAN IP Unknown
E 0/10 DOM 41 /250
Security Fabric: FG74E Administrators H

if @ m &

B FIMO1 (FIMO4E3E16000014)

= FIMO2 (FIM10E3E16000062)
=5 FPMO3 (FPM20E3E16900234)
=5 FPMO4 (FPM20E3E16900269)

admin super_admin

Logged in

Sessions

@ Global -

|ﬁ Dashboard &

¥ Security Fabric >

& Network >

£ System >

Ll Log & Report >
Q

CPU: Management 1minute~ [
100%
75%
50%
25%
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« Earlier versions of FortiManager showed the Security Fabric tag in the Device Name column.

Device Manager ~ Device & Groups Firmware License Pro

@ Add Device ~ &3 Device Group v

@ Managed FortiGate

Search...

+) & F6KF51T018900022

« FortiManager 6.2 correctly shows FortiGate 6000 and FortiGate 7000 running FortiOS 5.6 or earlier as regular

FortiGate devices.

& Install Wizard & Tools ~

[o ] 23 bevices
o Total

*F6KF51T018900022

& vpndk [NAT]
& tF2-nat-fl [NAT]
@ root [NAT]

& mgmt-vdom [NAT] (Management)

@ arp [NAT]

@ 1ZZIGo [NAT]

& 034userauth [NAT]

@ 033pcktcap [NAT]

& 032utmtp [Transparent]
& 031utmnat [NAT]

& 013utmtpfl [Transparent]
@ 012utmtppx [Transparent]
& 011utmnatfl [NAT]

& 010utmnatpx [NAT]

& 00%vrrp [NAT]

& 008sslvpn [NAT]

@ 007vip [NAT]

@ 006nat [NAT]

& 005nonat [NAT]

@ 004tp [Transparent]

@ 003vwl [NAT]

@ 002ipsecvpn [NAT]

& 001fbsync [NAT]

% F6KF51T018900022*
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<+l Import Policy & Install v

0 Devices

Connection Down

~ Synchronized
~ Synchronized
~ Synchronized
~ Synchronized
~ Synchronized
~ Synchronized
~ Synchronized
~ Synchronized
~ Synchronized
~ Synchronized
~ Synchronized
~ Synchronized
~ Synchronized
~ Synchronized
~ Synchronized
~ Synchronized
~ Synchronized
~ Synchronized
~ Synchronized
~ Synchronized
~ Synchronized
~ Synchronized
~ Synchronized
~ Synchronized

£ More ~

Never installed
Never installed
Never installed
Never installed
Never installed
Never installed
Never installed
Never installed
Never installed
Never installed
Never installed
Never installed
Never installed
Never installed
Never installed
Never installed
Never installed
Never installed
Never installed
Never installed
Never installed
Never installed

Never installed

4% Column Settings ~

joning Templates Scripts SD-WAN Extender

0 Devices

Device Config Modifie

F6KF51T018900022

10.160.19.60

=

0 oevices
Policy Package Modifi

Platform

vdom
vdom
vdom
vdom
vdom
vdom
vdom
vdom
vdom
vdom
vdom
vdom
vdom
vdom
vdom
vdom
vdom
vdom
vdom
vdom
vdom
vdom
vdom
FortiGate-6501F
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Device Manager ~ Device & Groups

@ Add Device ~ 33 Device Group ~

@ Managed FortiGate

Search
+- 5 CH16
+1- <& F6KF51T018900026

o 64 pevices
om Total

[# Edit T D
0O ¥ Device Name

& vpndk [NAT]

& tf2-nat-fl [NAT]

& root [NAT]

Firmware License Pro

& Install Wizard X Tools ~

# Import Policy & Install ~

lemplates Scripts SD-WAN Extender

0 pevices

Connection Down

Config Status
Modified (recent auto-updated)

+ Synchronized
+ Synchronized
+ Synchronized

& mgmt-vdom [NAT] (Management) + Synchronized

a

a

a

a

a

8] @ arp [NAT]

8] & 1ZZ1Go [NAT]

8] @ 034userauth [NAT]

8] @ 033pcktcap [NAT]

(8] @ 032utmtp [Transparent]
(8] @ 031utmnat [NAT]

(8] @ 013utmtpfl [Transparent]
o] & 012utmtppx [Transparent]
(8] @ 011utmnatfl [NAT]

(8] @& 010utmnatpx [NAT]

(8] @ 009vrrp [NAT]

(8] @ 008sslvpn [NAT]

@] & 007vip [NAT]

o] & 006nat [NAT]

(8] @ 005nonat [NAT]

(8] 4 004tp [Transparent]

@] & 003vwl [NAT]

o] & 002ipsecvpn [NAT]

(8] @ 001fibsync [NAT]

0  &CH1é

(8] A vd-nat1 [NAT]

(8] A tp2-flow [NAT]

~

Improve RADIUS Setup

The FortiManager RADIUS setup now includes the Test Connectivity and Test User Credentials options. The

+ Synchronized
+ Synchronized
+ Synchronized
+ Synchronized
~ Synchronized
+ Synchronized
+ Synchronized
+ Synchronized
+ Synchronized
+ Synchronized
+ Synchronized
Modified

+ Synchronized
+ Synchronized
+ Synchronized
+ Synchronized
+ Synchronized
+ Synchronized
+ Synchronized
" Auto-update

+ Synchronized
+ Synchronized

£ More v

2 Devices
Device Config Modifie

£% Column Settings
Policy Package Status

Never installed

+ F6KF51T018900026_tf2-nat-fl
Never installed
Never installed
F6KF51T018900026_arp
F6KF51T018900026_1ZZ1Go
F6KF51T018900026_034userauth
F6KF51T018900026_033pcktcap
F6KF51T018900026_032utmtp
F6KF51T018900026_031utmnat
F6KF51T018900026_013utmtpfl
F6KF51T018900026_012utmtppx
F6KF51T018900026_011utmnatfl
F6KF51T018900026_010utmnatpx
F6KF51T018900026_009vrrp
F6KF51T018900026_008sslvpn
F6KF51T018900026_007vip
F6KF51T018900026_006nat
F6KF51T018900026_005nonat
F6KF51T018900026_004tp
F6KF51T018900026_003vwl
F6KF51T018900026_002ipsecvpn
F6KF51T018900026_001fibsync

Never installed
v CH16_tp2-flow

B 25 Devices
Policy Package Modifi

Firmware Version

FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)
FortiGate 5.6.7,build4194 (GA)

Host Nai
F6KF51

Administrators > Advanced Options now include Admin Profile Override and other minor usability improvements.
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List of Improvements

« RADIUS Configuration now includes Test Connectivity and Test User Credentials buttons.

== System Settings v

3 Dashboard | Edit RADIUS Server
& All ADOMs Name

€ Network Server Name/IP
& HA Port

2 Admin ~

Server Secret

Administrators Connection Status

Profile

Remote Authentication Server Secondary Server Name/IP

Admin Settings Secondary Server Secret
B Certificates ~

Local Certificates Authentication Type

CA Certificates Advanced Options >

CRL

¥ Event Log

[ Task Monitor

Es Advanced v
SNMP
Mail Server

Syslog Server

ADOM: root

test-Radius
10.2.0.159
1812
sssssees

@ Successful

Test Connectivity Test User Credentials

Test Connectivity Test User Credentials

ANY v

o Test User Credentials shows success or failure.

Test User Credentials

Username

Password

Connection Status

User Credentials

FortiManager 6.2.0 New Features Guide
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@ Successful
@ Successful

D@41

A admin v
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« Eyeicon added to show or hide the Server Secret.

ADOM:root [ @ Q1 A adminv

€3 Dashboard | Edit RADIUS Server
@ Al ADOMs Name test-Radius
£

€ Network Server Name/IP 10.2.0.159

& HA Port 1812

] H ~

& Admin Server Secret test L4
Administrators N N [Toggieshow prseroe |

Test Connectivity Test User Credentials e

Profile

Secondary Server Name/IP

Remote Authentication Server
Secondary Server Secret ..

Admin Settings

Test Connectivity Test User Credentials
BB Certificates ~ o —
Authentication Type ANY v

Advanced Options >

Local Certificates
CA Certificates
CRL
i Event Log
[ Task Monitor
E: Advanced ~
SNMP

Mail Server

« Wildcard option changed to Match all users on remote serverin GUI.

System Settings v OM:root (2 @ L1 A admin v
& Dashboard ~ Edit Administrator
& Al ADOMs User Name test-Radius
i Network
Avatar o 4 Change Photo | = Remove Photo
& HA
Comments
& Admin v
Administrators 12
Profile Admin Type [ RADIUS 7]
Remote Authentication Server RADIUS Server [ test-Radius v |

Admin Settings
¢ Match all users on remote server

@B Certificates ~

Admin Profile [ Restricted_User M |

CA Certificates Administrative Domain FW-\olo]YIll All ADOMs except specified ones | Specify

CRL Policy Package Access LTG0 Specify

Local Certificates

¥ Event Log Trusted Hosts OFF
2 Task Monitor Meta Fields >
K Advanced ~ Advanced Options >

SNMP

Mail Server
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» Goto System Settings > Administrators > Advanced Options to add admin profile override configuration.

S.5  System Settings v ADOM:root [ @ Q1 A adminwv
€3 Dashboard Edit Administrator
@ All ADOMs User Name test-Radius
) Network Avatar o < Change Photo | = Remove Photo
& HA Comments
a Admin hd
Adrinype RADIS
Profile RADIUS Server test-Radius .
Remote Authentication Server
Admin Settings Match all users on remote server
EB Certificates ~ || Admin Profile Restricted_User v
Local Certificates Administrative Domain LAV olelVEl All ADOMSs except specified ones | Specify
CA Certificates Policy Package Access All Packages [ESM=eIY
CRL
Trusted Hosts OFF
K Event Log
Meta Fields »
[& Task Monitor Advanced Options v
K Advanced ~ 1| change-password disable M
SNMP ext-auth-accprofile-override disable
Mail Server ext-auth-adom-override disable

« Wildcard and override feature can also be configured via CLI.
config system admin user
edit "Radius"
set adom "all adoms"
set policy-package "all policy packages"
set user type radius
set radius_server "test-Radius"
set wildcard enable
set ext-auth-accprofile-override enable
set ext-auth-adom-override enable
next
end

Support for FortiOS VM Directly Connecting to FortiGuard

In previous releases, FortiOS-VM (FortiMeter) instances needed to get services from FortiManager that facilitated
updates by tracking service entitlements based on serial numbers starting with FOSVM1. However, if the FortiOS-VM
connected directly to Fortinet Distribution Network (FDN), updates were not available since FDN was not aware of serial
numbers with prefix FOSVM1.

In the current release, the serial number prefix FOSVM2 was added to FortiOS-VM. When the FortiOS-VM connected
directly to FDN, it is now able to receive the updates.

The same serial number will have two different prefixes depending on the situation:

o FortiOS-VM sends the serial numbers with prefix FOSVM2 to FortiManager or FortiGuard for updates and rating
service. FOSVM2 is not visible on the FortiManager GUI.

« FortiOS-VM sends the serial numbers with prefix FOSVM1 to FortiManager for management. FOSVM1 is shown
on the FortiManager GUI.
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FortiGate Serial Numbers shown in FortiManager

e FortiOS-VM in FortiManager Unauthorized Devices list with the serial number prefix FOSVM1

DO A1 ‘ admin v

@ Add Device v &8 Device Group v 4 Install Wizard X Tools v [ Table View v

@ Managed Devices [ 0] [E Authorize @ Hide i Delete [J Display Hidden Devices ‘

@ Unauthorized Devices | O A Device Name Model Management Mode Serial Number Connecting IP Firmware Version
0O m@FGVYMOOEW20310580 FortiGate-VM64 Configuration & Logging FGVMOOEW20310580 193.168.70.174 FortiGate 5.6,build1653
0O mFori0S-VM64 FortiOS-VM64 Configuration & Logging FOSVM1VASRNDHLF5 193.168.70.1 FortiGate 6.2 build0783

= Device Manager v Device & Groups Firmware License VM Meter Provisioning Templates Scripts SD-WAN

@ Add Device ~ &8 Device Group ~ & Install Wizard X Tools ~  [E Table View ~

om 1 pevices ! 0 bevices . 0 evices . B 0 pevices .
om Total Connection Down Device Config Modifie Policy Package Modifi

[# Edit 1 Delete 3 Import Policy & Install~  §More v & Column Settings ~

@ Managed Devices
@ Unauthorized Devices

O A Device Name  Config Status Policy Package Status SN Firmware Version Host Name Platform IF

0O | 4 FortiOS-VM64 © + Synchronized Never installed FOSVM1VA5RNDHLF5 : FortiGate 6.2.0,build0783 (Interim) - FortiOS-VMé4 = FortiOS-VMé4

« Authorize FortiGuard service to FortiOS-VM. FortiManager checks service license with serial number prefix
FOSVM1 while providing service to FOSVM2.

="% Device Manager v Device & Groups Firmware License VM Meter Provisioning Templates Scripts SD-WAN NG E] 3 admin

@ Authorize & Refresh % Column Settings = Points Used : 1 Billing Period : 01 Jan 2019 to 31 Jan 2019 'w

Device Name Serial Number vCPU RAM FortiGuard License Status Today Usage Last Seen
1] FortiOS-VMé64 { FOSVM1VASRNDHLF5 1995 MB :FW AV IPS APP URL { Regular Fri Jan 4 17:31:11 2019

Swagger support for FNDN API Tool

A new Swagger API viewer is added to FNDN, with try it out feature enabling dev-ops developers to quickly review, test
and monitor changes to REST API across versions.

To use the FNDN API tool:

1. Log on to fndn.fortinet.net.
2. Click the FortiAPI tab.
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3. Click FortiManager.
@ Fortinet Developer Network

FortiAnswers FortiAPl v Documents Tools Fortinet Beta FortiDemo UFC online FortiGuard More =

FortiManager
Search APls o Try-tout API DOCUMENTATION

FortiManager 6.2.0 beta
© Device Manager Database

© Task Database

O CDB v6.2 System Template

© CDB v6.2 Policy Package

O CDB v6.2 ADOM Level Objects
© CDB v6.0 System Template

© CDB v6.0 Policy Package

© CDB v6.0 ADOM Level Objects
© CDB v5.6 System Template

© CDB v5.6 Policy Package

© CDB v5.6 ADOM Level Objects
O CDB v5.4 System Template

@ CDB v5.4 Policy Package

O CDB v5.4 ADOM Level Objects
@ CLI Configuration

© CLI Auxiliary

@ System Commands

@ Device Manager Command

© Device Manager Auxiliary

© Configuration Auxiliary

© Security Console Command

+ceater B & A 0

4. To get the detailed JSON API information, click any URL. For example, click the task URL.

FortiManages 6.2.0 beta (21]
S FortiManager JSON APl Swagger Documentation

Feh el [ Sose URL: 172.18.85,2¢9/jsenrpe |

0 lask

© C0B vA.2 System Template
0862 Policy Package Itask/task
1 C0B v6.2 ADOM Level Otjects
© C0B v6.0 System Template

© 08 .0 Policy Package

Read-only table containing the 10000 most recent tasks of the system. This table can be used for tracking non blacking
tasks initiated by the Device Manager Command and Security Console moules.

m [task/task (get)

kv

© C0B v6.0 ADOM Leve! Objocts Paramsters it |

©C08 5 6 System Template

06 56 Polcy Packege

© 008 v5.6 ADOM Level Objects (o =3

©C08 v5.4 System Templale body

© COB v5.4 Policy Packege *rr Egeplelake | Model

© 008 v5.4 ADOM Level Ojects oo}

0L Configuration i i

© LI Audliany exanple: got

© System Commands Lt v :|vme

M commo
© Device Manager Auiliary s B

© Confiquraton Ausilary Gnabla or dicable the raturn of any sub-objects. 1f not tpecitied,

the default is to retwrn all sub-objects.
© Secuity Console Commend
aption params. Lask.get. Loble option.opls sLring
set ferch option for the request. If mo optien s specified, by

License for FortiGates with FortiManag

When a FortiGate contains the FortiManager Cloud license entitlement (from 360 Protection Bundle or a la carte SKU

purchase), it will not count towards the license of FortiManager.
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To view the license count via GUI:

1. Add a FortiGate with 10 VDOMs to FortiManager.

Device Manager ~ Device & Groups Firmware License Provi ng Templates Scripts SD-WAN ADOM:root I (@ > ‘ admin

@ Add Device ~ 3B Device Group v~ & Install Wizard X Tools ~  [E3 Table View v

Sear
Earch Ql Ere 10 pevices 0 pevices . 0 pevices . B 0 pevices
ao Connection Down Device Config Modific Policy Package Modifi

B @ Managed Devices (10)
[# Edit T Delete 31 Import

4+ FGYM04TM19000191 (10)

& Install ~ f More v~ % Column Settings =

o]

O Device Name Config Status Policy Package Status CLI Template Status Firmware Version
0O #FGVM04TM19000191 + Synchronized FortiGate 6.2.0,bui
| 3] @ root [NAT] (Management) + Synchronized Never installed FortiGate 6.2.0,bui
'm) avd1 [NAT] + Synchronized Never installed FortiGate 6.2.0,bui
| (@] @ vd2 [NAT] + Synchronized Never installed FortiGate 6.2.0,bui
(m] avd3 [NAT] + Synchronized A Never installed FortiGate 6.2.0,bui
| a @ vd4 [NAT] + Synchronized Never installed FortiGate 6.2.0,bui
a A vd5 [NAT] + Synchronized Never installed FortiGate 6.2.0,bui
| (=] @ vd6 [NAT] « Synchronized £ Never installed FortiGate 6.2.0,bui
(m] avd7 [NAT] + Synchronized % Never installed FortiGate 6.2.0,bui
| a 4 vd8 [NAT] + Synchronized Never installed FortiGate 6.2.0,bui
a A vd9 [NAT] + Synchronized Never installed FortiGate 6.2.0,bui

The Device Manager shows the count as 10. However, the total license count is not increased.

ADOM:root {3

ggle Widgets v

@ All ADOMs g
il rn i 1 ™
 Network System Information o % License Information i 4
I HA Host Name NewCA2 rd EB VM License Type Valid 5000UG =
2 Admin - Serial Number FMG-VMO0A16000566 [@ Management  Devices/VDO... 0 of 5,000
Administrators Platform Type FMG-VMé4 @ FortiGuard VM Meter No License -
Profile HA Status Standalone Service
Remote Authentication Server System Time Fri Apr 26 15:11:51 2019 PDT Va Server Location & Global Servers a
Admin Settings Firmware Version v6.2.0-build1050 190411 (GA) & Q Update AntiVirus and 192.168.100.105
SAML S50 System Last Backup : Thu Oct 4 14:54:34 2018 & & Server IPS
B Certificates » Configuration Web and Email  192.168.100.206
Local Cartificates Current admin /1 in total i= Eiter
CA Certificates Administrators FortiClient 96.45.33.103 (=2 Sunnyvale,
CRL Up Time 14 minutes 13 seconds Update California, United States)
Remote Certificates Administrative ﬂ . .
Unit Operation =%
& Event Log Domain
[2 Task Monitor
FortiAnalyzer OFF FO RTl N ET
K¢ Advanced = Features
SNMP
Mail Server System Resources o0 %

To check the license count via CLI:

1. Runthe command diagnose fmupdate dbcontract fds FGVM04TM19000191
The following output is shown:

FGVM04TM19000191 [SERIAL NO]
AccountID: fmgclouduser001@mail.com
Industry: Technology
Company: fortinet
Contract: 13
AVDB-1-06-20200125
AVEN-1-06-20200125
ENHN-1-10-20200125
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FGSA-1-06-20200125
FMGC-1-06-20200204
FMWR-1-06-20200125
FRVS-1-06-20200125
FURL-1-06-20200125
ISSS-1-06-20200125
NIDS-1-06-20200125
SPAM-1-06-20200125
SPRT-1-10-20200125
ZHVO-1-06-20200125
Contract Raw Data:
Contract=AVDB-1-06-20200125:0:1:1:0*AVEN-1-06-20200125:0:1:1:0*ENHN-1-1¢(

20200125:0:1:1:0*FGSA-1-06-20200125:0:1:1:0*FMGC-1-06-20200204:0:1:1:0*FMWR-1-06-
20200125:0:1:1:0*FRVS-1-06-20200125:0:1:1:0*FURL-1-06-20200125:0:1:1:0*ISSS-1-06-
20200125:0:1:1:0*NIDS-1-06-20200125:0:1:1:0*SPAM-1-06-20200125:0:1:1:0*SPRT-1-10~-
20200125:0:1:1:0*ZHVO-1-06-
20200125:0:1:1:0|AccountID=fmgclouduser001@mail.com|Industry=Technology|Company=fortinet|Us
erID=876051
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