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Change Log

Change Log

Date Change Description

2019-06-19 Initial release.

2019-09-12 Added the following topics:
 Security Profiles > Transparent web filtering using a virtual wire pair.
* VPNs > |Psec VPN to Azure.

2019-10-23 Added the following topics:
e VPNs > Brainpool curves in IKEv2 IPsec VPN
¢ VPNs > Client-Side SD-WAN with IPsec VPN Deployment Scenario (Expert)

2019-10-30 Added video links.
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Getting started

This section contains information about installing and setting up a FortiGate, as well as common network configurations.

Installing a FortiGate in NAT mode

FORTIOS

5.6

VERSION

Network Address Translation (NAT)
> applied to traffic ——

111 ¢

/
[AN WANI Internet
FortiGate

Internal network

NAT mode is the most commonly used operating mode for a FortiGate.

This example shows how to connect and configure a new FortiGate in NAT mode to securely connect a private network
to the Internet.

In NAT mode, you install a FortiGate as a gateway or router between two networks. Typically, you set up the FortiGate
between a private network and the Internet, so that the FortiGate can hide the IP addresses of the private network using
NAT.

Connecting network devices
1. Connect the FortiGate to your ISP-supplied equipment using the Internet-facing interface. This is typically WAN or

WAN1, depending on your model.
2. Connecta PC to the FortiGate using an internal port (in this example, port 3).

1 1 T

FortiGate

ISP equipment
Internal network

3. Power on the ISP equipment, the FortiGate, and the PC on the internal network.
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4. Use the PC to connect to the FortiGate GUI using either FortiExplorer or an Internet browser. For more information
about connecting to the GUI, see the QuickStart Guide for you FortiGate model.

5. Login using an admin account. The default admin account has the username admin with no password.

admin

Password

Configuring interfaces

1. Go to Network > Interfaces and edit the Internet-facing interface (in this example, wanf).
2. Setthe Estimated Bandwidth for the interface based on your Internet connection.
3. Set Role to WAN.

Interface Mame wan1 (8062 AC CE25:40)

Alias

Link Status Up

Type Physical Interface

Role € WA -

Estimated Eandwidth €9 10000 khps Upstream 20000 khps Downstream
Address

Addressing mode  BEEGEEIR OHCF - FPFoE
IF/Metwork Mask 172.25.176.126/266 266 25650

4. To determine which Addressing mode to use, check if your ISP provides an IP address for you to use or if the ISP
equipment uses DHCP to assign IP addresses.

« If your ISP provides an IP address, set Addressing mode to Manual and set the IP/Network Mask to that IP
address.

« Ifyour ISP equipment uses DHCP, set Addressing mode to DHCP to allow the equipment to assign an IP
address to WAN1.

5. Editthe lan interface, which is called internal on some FortiGate models.

N ! /., If your FortiGate doesn't have a default LAN interface, you can use either an individual
q interface or create a software switch to combine the separate interfaces into a single virtual
- interface.

6. Set Roleto LAN.

FortiOS 5.6 Cookbook
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7. Set Addressing mode to Manual and set the IP/Network Mask to the private IP address you want to use for the

FortiGate.
8. If you need to assign IP addresses to devices on your internal network, enable DHCP Server.
Interface Name lan
Alias [
Type Software Switch

Interface Members | [ port3 % M port4 % [ port5 %
[® porté % | M port7 % | [# port8 %

[ port9 % | M port10 X
+

Tags
Role €@ | LAN d
© Add Tag Category

Address

Addressing mode m DHCP  Dedicated to FortiSwitch
IP/Network Mask | 192.168.65.1/255.255.255.0

Administrative Access

IPv4 [ HTTPS HTTP © ~1 PING ~| FMG-Access
~| CAPWAP ~I SSH ~I SNMP I FTM
~| RADIUS Accounting _| FortiTelemetry

@ DHCP Server

Address Range
+ CreateNew & Edit [0 Delete
Starting IP End IP
192.168.65.2 192.168.65.254
Netmask 255.255.255.0

Default Gateway REEEWEESRNI =110 Specify
DNS Server CEN GRS E e Ul Same as Interface IP | Specify

Advanced...

Adding a default route

1. Tocreate a new default route, go to Network > Static Routes. Typically, you have only one default route. If the static
route list already contains a default route, you can edit it, or delete the route and add a new one.

2. Set Destination to Subnet and leave the Destination IP address as 0.0.0.0/0.0.0.0.

FortiOS 5.6 Cookbook
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3. Set Gateway to the IP address provided by your ISP and Interface to the Internet-facing interface.

Destination € =0 |a=il Named Address  Internet Service
00000000

Gateway 172251761

Interface ] wian -

Administrative Distance € 10
Comments | DiEES

Status @ Enzhled E+IRIEEIE

(Optional) Selecting DNS servers

The FortiGate DNS settings are configured to use FortiGuard DNS servers by default, which is sufficient for most
networks.

If you need to change the DNS servers, go to Network > DNS, select Specify, and add primary and secondary DNS

servers.
DNES Servers Use FortiGuard Servers RtalElsng
Primary DNS Server 208891 112483

Secondary DNS Server | 208.81.112.52

Local Domain Mame

Creating a policy

\‘é', Some FortiGate models include an IPv4 security policy in the default configuration. If you have

one of these models, edit it to include the logging options shown below, then proceed to the
results section.

1. To create a new policy, go to Policy & Objects > IPv4 Policy. Give the policy a Name that indicates that the policy will
be for traffic to the Internet (in this example, Internet).

2. Setthe Incoming Interface to lan and the Outgoing Interface to wan1. Set Source, Destination, Schedule, and
Service as required.

3. Ensure Actionis setto ACCEPT.

FortiOS 5.6 Cookbook
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4. Turnon NAT and select Use Outgoing Interface Address.

MName € Internet

Incoring Interface | 23 lan -

Cutgoing Interface | M wan1 -

Source = all »®
+

Destination = all »®
+

Schedule alway's -

Service I ALL %
+

Action U=l O DENY = LEARN

Firewall f Metwark Cptions

MAT L @)

IP Pool Configuration  JREEERENIGyeNlgElgeEs=R kL sz Dynamic P Fool

5. Scroll down to the Logging Options section. To view the results later, enable Log Allowed Traffic and select All

Sessions.

Logging Cptions

Log Allowed Traffic @D @ Security Events  REARSIEERlg=

Results

1. Browse the Internet using the PC on the internal network.
If you can’t connect to the Internet, see FortiGate installation troubleshooting.

2. Toview information about FortiGate traffic, go to FortiView > Traffic From LAN/DMZ > Sources. The PC appears on

the list of sources.

Source Source Device Bytes (Sent/Received) « Sessions Bandwidth
192.168.65.2 =& jburkholder-pc 19.92MB 1 300 3 Mbps |
3. To view more detailed information about the traffic from the PC, right-click the entry for the PC and select Drill Down
to Details.
FortiOS 5.6 Cookbook
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Summary of 192.168.65.2

Device =& jburkhalder-pc

Applications Detected 3

Bytes (Sent/Received) 27.10MB I

Bandwidth 1.94 Mbps 1l

Sessions 287

Time Period Realtime

FortiGate FGBOOD3715800295

Destinations Applications Countries Policies Domains Categories Source Interfaces Destination Interfaces Sessions

Destination Bytes (Sent/Received) + Sessions Bandwidth

[*Irlsn-gvbxgn-tvve.googlevideo.com (209.148.198.204) 19.06 MB | 1 2Mbps |
== googleadapis.l.google.com (172.217.10.106) 3.93MB | 3 48 bps |
= ytimg.l.google.com (172.217.10.238) 1.65MB | 1 256 bps |
== fematchyoutube.com (172.217.9.238) 943.07kB | 2 40 bps |
== gstaticadssl.|.google.com (172.217.9.227) 339.81kB | 2 88bps |
== www.googleca (216.58.193.67) 317.69kB | 1 48 bps |
== pagead2.googlesyndication.com (172.217.11.2) 297.90kB | 1 48 bps |
== pagead-googlehosted.|.google.com (172.217.9.225) 152.98kB | 1 48 bps |
[#1208.91.112.53 86.07kB | 222 288 bps |
== partnerad.l.doubleclick.net (172.217.10.98) 83.45kB | 1 48 bps |
== redirectorgvtl.com (172.217.10.110) 65.40kB | 2 40bps |
E yt3.ggpht.com (172.217.10.97) 63.22kB | 1 40bps |
== www.google.com (172.217.3.164) 27.01kB | 1 48 bps |
== adservice.google.com (172.217.12.1%4) 21.46kB | 2 112 bps |
= cm.g.doubleclick.net (172.217.12.130) 16.67 kB | 2 88bps |
== pipeline-edge-prod-25-561439127.us-west-2.elb.amazonaws.com (54.68.157.14) 13.24kB | 1 3kbps |
[+1208.91.112.52 12.10kB | 41 O bps
&= cs9.wac.phicdn.net (72.21.91.29) B.34kB | 1 56 bps |
== static-doubleclick-net.L.google.com (172.217.9.230} 6.43kB | 1 Obps

If your FortiGate model has internal storage and disk logging enabled, a dropdown menu in the top corner allows
you to view historical logging information for the previous 5 minutes, 1 hour, and 24 hours.

If you’re not sure whether your model supports disk logging, check the FortiOS Feature/Platform Matrix.

FortiOS 5.6 Cookbook
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Using zones to simplify firewall policies

____________ "LAN Zone" FORTIOS
f N 2.6
: [ 1] VERSION

e Bty ;
/ i L
-Hl'nternet M “‘ o __ "-; - }_ _j: __J
AT FortiGate| | k D/
T VIAN20
? T

This example shows how grouping multiple interfaces into a zone can simplify firewall policies. In this example, we
create VLAN10, VLAN20, and VLAN30 and add them into a zone called LAN Zone. Instead of having to reference all
three interfaces separately as a source interface in our firewall policy, we can just use the single zone object.

In addition to VLANS, zones can also group many other kinds of interfaces such as physical ports or IPsec tunnels.

FortiOS 5.6 Cookbook
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Creating the VLAN interfaces

1.
2. Create the VLAN interface for VLAN ID 10 and enable DHCP Server.

Go to Network > Interfaces and select Create New > Interface.

New Interface

Interface Name | VLAN10

Alias

Type | VLAN
Interface lan
VLANID 10
Role @ LAN
Address

Addressing mode DHCP PPPoE
IP/Network Mask | 192.168.10.1/24

Administrative Access

IPv4 [ HTTPS M HTTP © 1 PING

4 SSH [ SNMP [ FTM
(] FortiTelemetry

& DHCP Server

Address Range

+ CreateNew 4 Edit @ Delete

Starting IP EndIP
192.168.10.2 192.168.10.254
Netmask 255.255.255.0

Default Gateway Specify

[J FMG-Access [ CAPWAP
[0 RADIUS Accounting

DNS Server LEINEESRS LIRS Same as Interface IP - Specify

Advanced...

FortiOS 5.6 Cookbook
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3. Create the VLAN interface for VLAN ID 20 and enable DHCP Server.
New Interface

Interface Name = VLANZ20

Alias _ |
Type VLAN v
Interface lan v
VLANID 20

Role © LAN v
Address

Addressing mode DHCP PPPoE
IP/Network Mask | 192.168.20.1/24

Administrative Access

IPvd [ HTTPS M HTTP © &4 PING O FMG-Access [ CAPWAP
B SSH J SNMP L] FTM [J RADIUS Accounting
[ FortiTelemetry

& DHCP Server

Address Range
4 CreateNew | 4 Edit @ Delete

Starting IP EndIP
172.168.20.2 192.168.20.254

Netmask 255.255.255.0

Default Gateway EREIMCERLCIEWIRE Specify
DNS Server LECES = BVl Same as Interface IP - Specify

£ Advanced..

FortiOS 5.6 Cookbook
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4. Create the VLAN interface for VLAN ID 30 and enable DHCP Server.
New Interface

Interface Name | VLAN30

Alias _

Type | VLAN v
Interface lan v
VLANID 30 |
Role © LAN v
Address

Addressing mode DHCP | PPPoE
IP/Network Mask | 192.168.30.1/24

Administrative Access

IPvd [ HTTPS B HTTP © i PING (] FMG-Access [ CAPWAP
i SSH ] SNMP L FT™M [0 RADIUS Accounting
(] FortiTelemetry

& DHCP Server

Address Range

+ Create New 4 Edit [ Delete

Starting IP EndIP
192.168.30.2 192.168.30.254
Netmask 255.255.255.0

Default Gateway Specify
DNS Server Same as Interface IP  Specify

Advanced...

FortiOS 5.6 Cookbook
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Creating the zone

1. Go to Network > Interfaces and select Create New > Zone

2. Name the zone LAN Zone, and add the newly created VLANSs to the zone.
Ensure Block intra-zone traffic is enabled to prevent communication between the VLAN interfaces.

New Zone
Name LAN Zone
Block intra-zone traffic @
Interface Members @ VLAN10 x
© VLAN20 x
& VLAN3D x
+

Creating a firewall policy for the zone

1. Goto Policy & Objects > IPv4 Policy and create a firewall policy giving any VLAN in the LAN Zone permission to
access the Internet.

FortiOS 5.6 Cookbook
Fortinet Inc.

21



Getting started

2. Setup Security Profiles according to your organization's requirements.

Edit Policy

Name @ LANZone_to_Internet

Incoming Interface | (J LAN Zone A

Outgoing Interface | ™ wan1 -

Source = all x
+

Destination = all ®
+

Schedule fo always -

Service ] ALL x
+

Action VeIl @ DENY ™= LEARN

Firewall / Network Options

NAT O

IP Pool Configuration RUESeNeGEAW ST GIGEEE Use Dynamic IP Pool

Security Profiles

AntiVirus © default - &

Web Filter © | =] default - &

DNS Filter © | B default - &

Application Control @ m default - &

Proxy Options I default v &

SSL/SSH Inspection 0 certificate-inspection - &
FortiOS 5.6 Cookbook
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Results

Users from VLAN10, VLANZ20, or VLAN30 now have Internet access.
"LAN Zone"

A A

/ﬂLan Zone" Internet traffic \;\ _.___k D/
/ — "

Al .
Internet lf_o_r!:fGate kD/

------------------------------------------------------

When you add new VLANSs in the future, you can add them to LAN Zone without modifying the firewall policy created

earlier.

Edit Zone

MName LAN-Zone

Block intra-zone traffic @

Interface Members o VLAN1O »
& VLANZD »
& VLAN3O 4
& VLAN4D 4

4
FortiOS 5.6 Cookbook
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Redundant Internet with SD-WAN

FORTIOS

5.6

VERSION

[ E——

§ X
Internet i j /

Internal Network

This example shows how to configure redundant Internet using SD-WAN.

SD-WAN can seamlessly manage traffic at the Layer 2 level of the OSI model without the need to manage hardware-
based switches or WAN controllers.

This example includes volume-based weighted load balancing so that 75% of your Internet traffic is handled by the ISP
connected to WAN1 and the remaining 25% handled by the ISP connected to WAN2.

With this configuration, in the event of a failure connecting to one ISP, all traffic will divert or failover to the other WAN
interface.

Connecting your ISPs to the FortiGate

1. Connect your ISP devices to your FortiGate so that the ISP you wish to use for most traffic is connected to WAN1
and the other connects to WAN2.

sen INTERMAL
FERATINET. WEANL 1 3 5 7 % 11 13
WANZ 2 4 6 8 10 12 14

Modifying existing policies

If any interface is already used in the FortiGate configuration, you cannot add it to the SD-WAN interface. In this case,
you must delete any security policies that use either WAN1 or WANZ2, such as the default Internet access policy. Traffic
cannot reach WAN1 or WAN2 through the FortiGate after you delete the existing policies.

Also check for any other references to WAN1 or WAN2 and make the necessary modifications.
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If you have many policies that reference WAN1 or WAN2, you can redirect those policies to unused ports rather than

delete them, so that you don't have to recreate those policies again. You can redirect those policies back to the SD-WAN
interface when it is created.

1. Goto Policy & Objects > IPv4 Policy and delete any policies that use WAN1 or WAN2.
== CreateNew [# Edit & Delete

Q, Policy Lookup | Q wan1l Confirm

x
Seq.# From To Source Destination Schedule

1 Xlan [@wani Tall Bal

A Areyou sure you want to delete the selected policies?
[ always

o< IS

Creating the SD-WAN interface

1. Go to Network > SD-WAN.
2. Setthe Interface State to Enable.

3. Under SD-WAN, add the two WAN interfaces.
Edit Interface

Name sd-wan
Type SD-WAN Interface
Interface State €9 © Enable Disable
SD-WAN
4 CreateNew | " Edit T[] Delete
Seq.# Interface Status Gateway
1 W wanl [v] 0.0.0.0
2 wan2 (] 0.0.0.0

4. Under Load Balancing Algorithm, select Volume and set the WAN1 interface to serve more traffic.

In this example, the ISP connected to WAN1 is a 40Mb link and the ISP connected to WANZ2 is a 10Mb link, so we
balance the Weight 75% to 25% in favor of WAN1.

Load Balancing Algorithm

Sess‘lons Spillover | Source-Destination IP | Source IP

Volume

Weight

B wanl: | 75
wan2: | 25

5. To help visualize the effectiveness of the algorithm, the SD-WAN Usage graph shows you the Bandwidth and
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Volume usage.
SD-WAN Usage

Bandwidth

Sent Received

B wanl: 1.6GB
wan2: 715.3MB

B wanl: 25.9MB
wan2: 54.2 MB

(Optional) Configuring SD-WAN Status Check

You can optionally configure SD-WAN Status Check to verify the health and status of the links that make up the virtual
WAN link.

This configuration uses the Ping protocol to verify the status of the SD-WAN.

1. Go to Network > SD-WAN Status Check and select Create New. If you wish to use Google, enter the values shown
here.
Edit SD-WAN Status Check

Name | PingGoogle |
Protocol m HTTP

Server | 8888 |
Link Status

Timeout | 1 |Sec0nd(s)

Failures before inactive € | 5 |

Restore link after € | 5 |

Actions when Inactive

Update staticroute €@ @©

Allowing traffic from the internal network to the SD-WAN interface

1. Go to Policy & Objects > IPv4 Policy and create a new policy.
2. Set Incoming Interface to your internal network’s interface and set Outgoing Interface to the SD-WAN interface.
3. Enable NAT and apply Security Profiles as required.
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4. Enable Log Allowed Traffic for All Sessions to allow you to verify the results later.

Edit Policy

Name € ‘ internal->SDWAN

Incoming Interface | 3@ internal b 4
+

Outgoing Interface | & sd-wan x
+

Source B al x
+

Destination 4 all x
+

Schedule ‘ (@ always v

Service AL x
+

Action @ DENY ™ LEARN O IPsec

Firewall / Network Options

NAT O

IP Pool Configuration [EEESeINeG A G EnPab GGl Use Dynamic [P Pool

Security Profiles

AntiVirus »

Web Filter © | EE] default v &
DNS Filter »

Application Control @ | m default - | &
1PS »

S5L Inspection | certificate-inspection - | &
Logging Options

Log Allowed Traffic @ @ Security Events AIRESI0S
Capture Packets (B

If you had redirected or deleted any policies, you can redirect them to the SD-WAN interface or recreate those policies.

FortiOS 5.6 Cookbook
Fortinet Inc.



Getting started

Results

1. Browse the Internet using a computer on the internal network and then go to Network > SD-WAN > SD-WAN
Usage.
Check the bandwidth and volume of traffic traversing the SD-WAN interfaces.

SD-WAN Usage
Volume
Upstream Downstream
M wanl: 502 B/s W wanl: 3.1kB/s
wan2: 675B/s wan2: 2.5kB/s

2. If configured earlier, check the status by viewing the table at Network > SD-WAN Status Check.

MName Detect Server Packet Loss Latency Jitter Failure Threshold

wan1:©23.33% wan1:09.02ms wan1:©14.75ms

PingGoogle 8.8.8.8
gk wan2:013.33% wan2:08.93ms wan2:Q14.95ms

3. Go to Monitor > SD-WAN Monitor to view the number of sessions for each interface, bit rate, and more.

+ | Interface | Status Sessions Upload Download
sd-wan

-+ wan1 68 255 B/s 4.03KkB/s

i+ wan2 30 174 B/s 715B/s

Testing failover

To test failover of the redundant Internet configuration, you must simulate a failed Internet connection to one of the ports.
You can do this by physically disconnecting the Ethernet cable connected to WAN1.

1. Verify that users still have Internet access by going to Monitor > SD-WAN Monitor and checking the Upload and
Download of each WAN interface.

+ Interface Status Sessions Upload Download
sd-wan
- wanl 16 | oBs OB/s |
+ wan2 103 2428/ 1.24kB/s
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2. In Network > SD-WAN > SD-WAN Usage, check that bandwidth and volume have diverted entirely through WAN2.

SD-WAN Usage

Upstream Downstream

M wanl: ©

M wanl: ©
wan2: 1.3kB/s

wan2: 307 Bfs

Users on the internal network have no knowledge of the WAN1 failure. Likewise, if you are using the WAN1 gateway IP
to connect to the admin dashboard, nothing changes from your perspective. It appears that you are still connecting

through WAN1.
Reconnect the WAN1 Ethernet cable when you have verified successful failover.

Fortinet Security Fabric installation and audit

FORTIOS

M 5.6
(N VERSION
Security Fabric )
N portt
192.168.55.10
FortiAnalyzer
Accounting network
10,10.10.0/24
| 1 WAN 1
! ort10__|portl16
Accounting 1921621010 P
(1IsFW) i '| | l
= I Internet
External
(Root)
port i
o ML NN internal 14
10.10.200,0/24
WAN 2
/ . F J__ifﬂar.rss.w
Sales
| (1sPw)

Sales network
10.10.135.0/24
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This example shows you how to configure a Fortinet Security Fabric that consists of four FortiGates and a FortiAnalyzer.

One FortiGate acts as the network edge firewall and root FortiGate of the Security Fabric while the others function as
Internal Segmentation Firewalls (ISFWs).

When the network is configured, a Security Fabric Audit is run to analyze the Security Fabric and recommend changes to

help improve the configuration.

This sample network uses the following FortiGate aliases:

« External: the root FortiGate in the Security Fabric. This FortiGate is named External because it is the only FortiGate
that directly connects to the Internet. This role is also known as the edge or gateway FortiGate.

» Accounting: an ISFW FortiGate that connects to External.

o Marketing: an ISFW FortiGate that connects to External.

« Sales: an ISFW FortiGate that connects to Marketing.
Security Fabric Installation

Configuring External

In the Security Fabric, External is the root FortiGate. This FortiGate receives information from the other FortiGates in the

Security Fabric and is used to run the Security Fabric Audit.

In this example, the following interfaces on External connect to other network devices:

Port 9 connects to the Internet (this interface was configured when External was initially installed).
Port 10 connects to Accounting (IP address: 192.168.10.2).

Port 11 connects to Marketing (IP address: 192.168.200.2).

Port 16 connects to the FortiAnalyzer (IP address: 192.168.55.2).

1. On External, go to Network > Interfaces and edit port 10.
2. Setan IP/Network Mask for the interface. In this example, 192.168.10.2/255.255.255.0.
3. Under Administrative Access, enable FortiTelemetry, which is required for communication between FortiGates in
the Security Fabric.
Interface Name port10 (90:6C:AC:45:6C.64)
Alias Accounting
Link Status Up @
Type Physical Interface
Role © LAN -
Address
Addressingmode [Tl DHCP
IP/Network Mask | 192.168.10.2/255.255.255.0
Restrict Access
Administrative Access HTTPS 9 PING HTTP O FMG-Access CAPWAP
2 SSH SNMP FTM RADIUS Accounting
FortiTelemetry
4. Repeat these steps to configure the other interfaces with the appropriate IP addresses.
5. Go to Policy & Objects > IPv4 Policy and create a policy for traffic from Accounting to the Internet. Ensure NAT is
enabled.
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Name € Accounting-Internet

Incoming Interface | [ Accounting (port10) -

Outgoing Interface | [@ Internet (port?) hd

Source & a x
+

Destination 8an xX
+

Schedule E" always -

Service ) ALL x

+
Action V¥ Yelsiaall @ DENY ™ LEARN

Firewall / Network Options
NAT O

6. Repeat this step to create a similar policy for Marketing.
7. Still on External, go to System > Feature Visibility, and under Additional Features, enable Multiple Interface Policies.

@ Multiple Interface Policies
8. Goto Policy & Objects > IPv4 Policy and create a policy allowing Accounting and Marketing to access the
FortiAnalyzer.
Name € Access-External-Device
Incoming Interface | M Accounting (port10) x
[® Marketing (port11) *®

+

QOutgoing Interface | [® External-Devices (port16) x
+

Source B all x
+

Destination B all x
+

Schedule [@ always v

Service I ALL x
+

Action U Yeeidul @ DENY ™= LEARN

Firewall / Network Options

NAT ©

IP Pool Configuration REEeNEGTLEANGIE e[ Use Dynamic |P Pool

9. To enable communication between the FortiGates in the Security Fabric, go to Security Fabric > Settings and
enable FortiGate Telemetry.
Set a Group name and Group password.

FortiAnalyzer Logging is enabled by default.
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Set IP address to an internal address that will later be assigned to port 1 on the FortiAnalyzer (in this example,
192.168.55.10).

@ FortiGate Telemetry

Group name Office-Security-Fabric 8]
Group password ssscssse ®

Connect to upstream FortiGate O

FortiTelemetry enabled interfaces [® Accounting (port10) x
[® Marketing (port11) *®
[® External-Devices (port16) x

+

FortiAnalyzer Logging

IP address 192.168.55.10 Test Connectivity

Storage usage
A FortiGate not authorized. Log in to logging device and confirm

registration of this device.

Upload option Real Time | Every Minute JaVU-TeURE T

Encrypt log transmission €@ @

10. Click Test Connectivity.
An error appears because the FortiGate is not yet authorized on the FortiAnalyzer. This authorization will be
configured in a later step.

Installing Accounting and Marketing

1. On Accounting, go to Network > Interfaces and edit WAN1.
Set an IP/Network Mask for the interface that is on the same subnet as port 10 on External (in this example,
192.168.10.10/255.255.255.0).

Interface Name wan1 (08:5B:0E:35:40:70)

Alias External

Link Status Up ©

Type Physical Interface

Role @ WAN v

Estimated Bandwidth € 10000 Kbps Upstream 20000 Kbps Downstream
Address

Addressingmode [Tl DHCP PPPoE

IP/Network Mask | 192.168.10.10/255.255.255.0

2. Editthe internal interface.
Set Addressing mode to Manual and set the IP/Network Mask to a private IP address (in the example,
10.10.10.1/255.255.255.0).

Under Administrative Access, enable FortiTelemetry.

If you require the FortiGate to provide IP addresses using DHCP to devices that connect to this interface, enable
DHCP Server.
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Under Networked Devices, enable Device Detection.

Interface Mame internal
Alias |
Type Hardware Switch

Interface Members | @ internall % | @ internal2 %
O internal 3¢ | @ internald %
O internal5 % | & internal 6 %
@ internal? % | internal8 %
O internal? % | internal10 %
D internallix | O internall2x

O internal133 | @ internal 14 3
+

Role © | LAN -

Address

Addressingmode [Tl DHCP | PPPoE | Dedicated to FortiSwitch
IP/Network Mask | 10.10.10.1/255.255.255.0 |

Restrict Access

Administrative Access HTTPS PIMNG HTTF @ FMG-Access CAPWAP
55H [ SMMP [ FTM [ RADIUS Accounting
FortiTelemetry

& DHCP Server

Address Range

== Create Mew = 4 Edit [ Delete

Starting IP End IP
192.168.1.110 192.168.1.210
Netmask | 255.255.255.0 |

Default Gateway BEENGEERL s =00 Specify
D5 Server =) CETASEL S Il Same as Interface IP | Specify

Advanced...

Metworked Devices

Device Detection @D

FortiOS 5.6 Cookbook
Fortinet Inc.



Getting started

3. Go to Network > Static Routes and add a static route.
Set Gateway to the IP address of port 10 on External.

Destination € m Named Address Internet Service
0.0.0.0/0.0.0.0

Device [® External (wan1) -

Gateway 192.168.10.2

Administrative Distance €@ | 10
Comments /| oiss

Status [+ F RN © Disabled

4. Go to Policy & Objects > IPv4 Policy and create a policy to allow users on the Accounting network to access

External.
Name € Internet
Incoming Interface | 22 lan hd
QOutgoing Interface [® External (wan1) -
Source B an 4
-
Destination B an 4
-
Schedule [@ always v
Service I ALL 4

+

Action U@ leeoul @ DENY ™= LEARN

Firewall / Network Options

NAT ©

IP Pool Configuration REEeNERTL AN El-W. L Use Dynamic |P Pool

5. Goto Security Fabric > Settings to add Accounting to the Security Fabric.
Enable FortiGate Telemetry, then enter the same Group name and Group password that you set previously on
External.

Enable Connect to upstream FortiGate and enter the IP address of port 10 on External.
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FortiAnalyzer Logging is enabled by default. Settings for the FortiAnalyzer will be retrieved when Accounting
connects to External.

& FortiGate Telemetry
Group name Office-Security-Fabric =
Group password ssssssss =

Connect to upstream FortiGate @D

FortiGate IP 192.168.10.2 =
Management I[P € m Specify
FortiTelemetry enabled interfaces =2 lan x
+

FortiAnalyzer Logging

FortiAnalyzer settings will be retrieved from the root FortiGate in the
Security Fabric.

IP address Test connectivity
Upload option Real Time | Every Minute

Encrypt log transmission €

6. If you have not already done so, connect WAN1 on Accounting to port 10 on External.

7. Connect and configure Marketing, using the same method you used to configure Accounting. Make sure to
complete the following steps:

« Configure WAN1 to connect to External (IP address: 192.168.200.10/255.255.255.0).

« Configure the LAN interface for the Marketing network (IP address: 10.10.200.2/255.255.255.0).
« Create a static route pointing traffic to port 11 on External.

« Create a policy to allow users on the Marketing network to access External.

« Add Marketing to the Security Fabric.

Installing Sales

1. On Marketing, go to Network > Interfaces and edit the interface that Sales will connect to (in this example,
internal14).
Set an IP/Network Mask for the interface (in this example, 192.168.135.2/255.255.255.0).
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Under Administrative Access, enable FortiTelemetry.
Interface Name  internall4 (90:6C:AC:33:A7:A7)

Alias Sales

Link Status Up @

Type Physical Interface

Role @ LAN v
Address

Addressingmode [l DHCP PPPOE  Dedicated to FortiSwitch
IP/Network Mask | 192.168.135.2/255.255.255.0

Administrative Access

IPv4 HTTPS HTTP €@ PING ~| FMG-Access [ CAPWAP
SSH —| SNMP I FTM ~| RADIUS Accounting
FortiTelemetry

2. Goto Policy & Objects > IPv4 Policy and create a policy for traffic from Sales to External.
Enable NAT.

Name @
Incoming Interface
Outgoing Interface

Source

Destination

Schedule

Service

Action

Sales-to-External
¥ Sales (internall4)
[® External {wan1)

= all

+
= all

+
[e always
i ALL

+

V¥ Teloiul @ DENY

Firewall / Network Options

NAT

IP Pool Configuration EEEXeN GRS =R L=l Use Dynamic |P Pool
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3. On Sales, go to Network > Interfaces and edit WAN2.
Set an IP/Network Mask for the interface that is on the same subnet as the internal 14 interface on Marketing (in this
example, 192.168.135.10/255.255.255.0).

Interface Name wan2 (90:6C:AC:5B:A5:12)

Alias Marketing

Link Status Up ©

Type Physical Interface

Role @ WAN v

Estimated Bandwidth € 0 Kbps Upstream 0 Kbps Downstream
Address

Addressingmode [Nl DHCP PPPoE
IP/Network Mask | 192.168.135.10/255.255.255.0

4. Editthe LAN interface.
Set Addressing Mode to Manual, and set the IP/Network Mask to a private IP address (in this example,
10.10.135.1/255.255.255.0).

Under Administrative Access, enable FortiTelemetry.

If you require the FortiGate to provide IP addresses, using DHCP to devices that connect to this interface, enable
DHCP Server.

Under Networked Devices, enable Device Detection.

Interface Name lan
Alias B
Type Hardware Switch

Interface Members | [ lan2% [® lan3 % [ lan4 %
+

Role € LAN v

Address

Addressingmode  [[{LGl DHCP PPPoE Dedicated to FortiSwitch
IP/Network Mask | 10.10.135.1/255.255.255.0

Administrative Access

IPv4 @ HTTPS @ HTTP & @ PING @ FMG-Access @ CAPWAP
@ SSH ~1 SNMP I FTM ~| RADIUS Accounting
@ FortiTelemetry

@ DHCP Server

Address Range

4+ CreateNew 4 Edit [@ Delete

Starting IP End IP
10.10.135.2 10.10.135.254
Netmask 255.255.255.0

Default Gateway BEELEEALIGE =1l Specify
DNS Server EEL RSN S IR YR Same as Interface IP | Specify

Advanced...
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5. Go to Network > Static Routes and add a route.
Set Gateway to the IP address of the internal 14 interface on Marketing.

Destination €@ m Named Address Internet Service
0.0.0.0/0.0.0.0

Device [® Marketing (wan2) -

Gateway 192.168.135.2

Administrative Distance @ | 10
Comments A s

Status [+ Wl & Disabled

6. Go to Policy & Objects > IPv4 Policy and create a policy to allow users on the Sales network to access Marketing.

Name € Internet

Incoming Interface | =% lan b

Qutgoing Interface | ™ Marketing (wan2) -

Source = all x
+

Destination = all x
+

Schedule 06 always -

Service I ALL x
+

Action ¥ \eleidul @ DENY 7= LEARN

Firewall / Network Options

NAT L &)

IP Pool Configuration REEXeli:GT LG ElaYa Ll Use Dynamic |P Pool

7. Go to Security Fabric > Settings to add Sales to the Security Fabric.
Enable FortiGate Telemetry, then enter the same Group name and Group password that you set previously.

Enable Connect to upstream FortiGate and enter the IP address of the internal 14 interface on Marketing.
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FortiAnalyzer Logging is enabled by default. Settings for the FortiAnalyzer will be retrieved when Accounting
connects to External.

& FortiGate Telemetry
Group name Office-Security-Fabric =
Group password ssssssas =

Connect to upstream FortiGate @O

FortiGate IP 192.168.135.2 =
Management IP € m Specify
FortiTelemetry enabled interfaces =2 lan x
+

FortiAnalyzer Logging

o FortiAnalyzer settings will be retrieved from the root FortiGate in the
Security Fabric.

|P address Test connectivity
Upload option Real Time @ Every Minute

Encrypt log transmission €

8. If you have not already done so, connect WANZ2 on Sales to the internal 14 interface on Marketing.

Configuring the FortiAnalyzer

To use the FortiAnalyzer in the Security Fabric, make sure that the firmware is compatible with the version of FortiOS on
the FortiGates. To check for compatibility, see the FortiAnalyzer Release Notes.

1. Onthe FortiAnalyzer, go to System Settings > Network.
Select All Interfaces and edit port 1.

Set IP Address/Netmask to the IP address used for the Security Fabric configuration on External
(192.168.55.10/255.255.255.0).

Add a Default Gateway, using the IP address of port 16 on External.

MName portl
IP Address/MNetmask 192.168.55.10/255.255.255.0 @
IPv6 Address w0
Administrative Access HTTPS B HTTP B PING B3 55H [ TELNET [ SNMP [] Web Service [] FortiManager
IPwé& Administrative Access HTTPS L HTTP L) PING ] 55H ] TELNET ] SNMP ] Web Service L] FortiManager
Default Gateway 192.168.55.2
Primary DM5 Server 208.91.112.52
Secondary DMNS Server 208.91.112.63
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2. Goto Device Manager. The FortiGates are listed as Unregistered.
O Dwvice Name Maodel Serial Number Connecting IP
| Marketing FGTS0DIZ15019631 192.16B.55.2
Accounting FG140D3G1 3604256 192.16B8.55.2
External FGTAHD3IP 146800525 192.16B.55.2
Sales FGTS1EIU14001255 192.1&B.55.2
3. Select the FortiGates, then select Add.
Add Device
Add the following device(s) to ADOM: root -
Device Name Assign New Device Name
FGT90DAZ15019431 Marketing
FG140D3G13B04256 Accounting
FGTSHD3915800525 External
FGT51E3U14001255 Sales
4. The FortiGates now appear as Registered.
nl}e.i:rs GDe-i:r; 12% Siorage Lsed
Usnregiterad Lovg Stats Do Tetal 10000 ME
+ Add Deviee 5 #5 Column Seftings ~ | Mors « QI
O & Desice Mama 1P Adddress Platform Logs Average Log Rate(Logs/Sec) Davice Storage Description
0O Esoccounting 192 148552 FortiGate- 1400 @ Real Time a (095
O DMarketirg 1¥2.148.55.2 FertiGate-900 W Razal T MUA [Q.573%)
O m@External 192148552 FortiGate-4000 @ Real Time a | [4.05%)
O OSskes 192.158.552 FertiGate-51E W sl T A ] [4.a8%]
5. After a moment, a warning icon appears beside External because the FortiAnalyzer needs administrative access to
the root FortiGate in the Security Fabric.
Select the FortiGate and enter the administrative authentication information.
Authentication
Please enter admin user name and password for the device.
Admin User admin = ]
Password =
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6. On External, go to Security Fabric > Settings.
FortiAnalyzer Logging now shows Storage usage information.
FortiAnalyzer Logging

IP address 192.168.55.10 Test Connectivity
Storage usage 0B/5.62TB

Upload option Real Time | Every Minute JaVU-TeURE T

Encrypt log transmission €@ @

Running a Security Fabric Audit

You can use the Security Fabric Audit to analyze your Security Fabric deployment, identify potential vulnerabilities, and
highlight best practices. Using the Security Audit helps you improve your network configuration, deploy new hardware
and software, and gain more visibility and control over your network.

The Security Score is determined by how many checks your network passes or fails during the Security Audit. It also
makes recommended improvements. By checking the Security Score and applying its recommendations, you can have
confidence that your network is getting more secure over time.

You must run the Security Fabric Audit on the root FortiGate in the Security Fabric.

1. On External, go to Security Fabric > Audit to see all the FortiGates in the Security Fabric.
Click Next.

| Detecsecuriy Fbric FotGates > @ Audit > © sy oply

i 4 FortiGate(s) detected in your security fabric.

2% FortiGate Model Version
External FortiGate 600D | v5.6.0 build1435
Sales FortiGate 51E v5.6.0 build1435

Accounting FortiGate 140D | v5.6.0 build1435

Marketing FortiGate 90D | v5.6.0 build1435
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At the top of the page, you can see your network Security Score and the number of checks that passed or failed.
The failed checks show the severity.

Further down, you can see information about each failed check, including which FortiGate failed the check, the
effect on your network’s score, and the recommendation for fixing the issue.

(0 Detecsecuriy FarcoriGaes > © At > © oy ooh
£ All FortiGates v AllResults @) & Print
Security Score: ¥-281.4 (+360)

€D Passed Medium €0 High @ Critical

Issue FortiGate = Result Recommendation

[=] Firmware & Subscriptions 1

FortiCare Support Sales Register the FortiGate with FortiCare.
[-50]

FortiGate should be registered with
FortiCare.

[Z] internal Segmentation Firewall (ISFW) 6 @&

Device Discovery Sales Enable device detection on the following interfaces:
Interfaces which are classified as
“LAN" or “DMZ" should have device @ x: 'I'a'n
detection enabled.
Easy Apply
Marketing Enable device detection on the following interfaces:
&)  Rinternal
Easy Apply
Third Party Router & NAT External Replace the following devices with a FortiGate:
Devices @D Marketing FortiGate
No third party routerorNAT | | W= TrTmmmmmmmmmmmmmmmmmmmmems
devices should be detected in the
network.
LAN Segment Servers Sales All dependencies were not met in order for this test
Servers should be placed behind to run. Apply the recommendations of the following
interfaces classified as "DMZ" tests so that further auditing can take place:
Device Discovery
Marketing All dependencies were not met in order for this test

to run. Apply the recommendations of the following
tests so that further auditing can take place:

o I oo

2. You can use Easy Apply to apply recommendations. Easy Apply can change the configuration of any FortiGate in
the Security Fabric, not just the root FortiGate.
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Select all the changes you want to make and click Apply Recommendations.

@ Detect Security Fabric FortiGates

Backup configuration before applying any recommendations @

Issue FortiGate = Result Recommendation

Internal Segmentation Firewall (ISFW)

Device Discovery Sales Enable device detection on the
Interfaces which are classified as "LAN" [ o) @ follcming interfaces:
or "DMZ" should have device detection %=
enabled. i & Ian
Marketing Enable device detection on the
following interfaces:
© (-30] s
X3 internal
Endpoint Compliance
Endpoint Registration Marketing Enable FortiTelemetry on the following
Interfaces which are classified as "LAN" interfaces:
should have FortiTelemetry enabled. © @ n internal
Security Best Practices
Detect Botnet Connections Sales Block outgoing connections to botnet
Interfaces which are classified as"WAN' | @0 @) | sitesonthe following interfaces:
should block or monitor outgoing 1
connections to botnet sites. & wan 1
Accounting Block outgoing connections to botnet
© 30 sites on the following interfaces:
wanl
Marketing Block outgoing connections to botnet
O 30 sites on the following interfaces:
wanl

Admin Password Policy
A password policy should be set up for

< Back Apply Recommendations Cancel

>

Results

1. On External, go to Dashboard > Main.
The Security Fabric widget displays the names of the FortiGates in the Security Fabric.
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The icons on the top indicate which other Fortinet devices can be used in a Security Fabric. Devices in blue are
detected in your network, devices in gray are not detected in your network, and devices in red are also not detected
in your network but are recommended for a Security Fabric.

Security Fabric: Office-Security-Fa #

fe B L

¥ External-Primary

&% Accounting

E""E'F Marketing

5% Sales

2. Onthe Dashboard, view the Security Fabric Score widget, which displays your network’s current score.

If any widget does not appear on your dashboard, you can add widgets using the Settings button in the bottom right.

Security Fabric Score H

2 minute(s] ago

Score +324.2
Critical e
High [ 0]
Medium

Lowy o

3. Goto Security Fabric > Physical Topology.
This page shows a visualization of access layer devices in the Security Fabric.

Security Fabric Audit recommendations are shown in the topology next to the device icon.

) T aw
H‘h = — Tied- — Tl
External Marketing Sales
s O
1/
— T
Accounting

Security Fabric: Office-Security-Fabric

feaof @
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4. Go to Security Fabric > Logical Topology.
This page displays information about the interface (logical or physical) that each device in the Security Fabric is
connected to.

o 1() —( =

External Marketing Sales
Marketing (port11) —_— External (wanl) Marketing (wan2)
Accounting (port10) Sales [internall4) —E—-""f—_
portls =
Internet (port?) .-"‘o
External-Devices (port16) L

Accounting
External [wani)

Link Usage €
— 0-&0% 60 -90% — 90-100%

Security Fabric: Office-5ecurity-Fabric

fea o2

5. Onthe FortiAnalyzer, go to Device Manager.
FortiGates are now shown as part of the Office-Security-Fabric group. The *beside External indicates that it is the
root FortiGate in the Security Fabric.

ﬂ Dervices U Devices 12% Stovage Used
Unregisternsd Log Status Down Total 1000.0 MB
+ Add Devies -_“ Edit Ji|ete \!:. Codumn fu:ﬂ'irlgz s H - QI

[0 & Device Name IP Address Platform Logs Average Log Rate{Logs/Sec) Device Storage Description

O Office-Security-Fabrie

O @ Accounting 192.168.55.2 FortiGate-140D @ Real Time o | (0UBF3)

O 0 External® 192 168.55.2 FortiGate-6000 B Real Time o | (3.95%)

] & Marketing 192,168,552 FortiGate-200 ® Real Time o | 11.03%)

O D Sales 192168552 FortiGate-51E B Real Time 1] 1 (A 47%)

6. Right-click the Security Fabric group and select Fabric Topology to display the topology of the Security Fabric.
Topology for Office-Security-Fabric

ET.;l Extarnal E-;p'.l Accounting
E.;:, Marketing —E-E Sales
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(Optional) Adding security profiles to the Security Fabric

Security Fabric allows you to distribute security profiles to different FortiGates in your network, which can lessen the
workload of each device and avoid creating bottlenecks. For example, you can implement antivirus scanning on External
while the ISFW FortiGates apply application control and web filtering.

This results in distributed processing between the FortiGates in the Security Fabric, which reduces the load on each one.

It also allows you to customize the web filtering and application control for the specific needs of the Accounting network
as other internal networks may have different application control and web filtering requirements.

This configuration might result in threats getting through External so you should very closely limit access to the network
connections between the FortiGates in the network.

1. On External, go to Policy & Objects > IPv4 Policy and edit the policy allowing traffic from Accounting to the Internet.
Under Security Profiles, enable AntiVirus and select the default profile.

Do the same for the policy allowing traffic from Marketing to the Internet.

Name @ Accounting-Internet

Incoming Interface ] Accounting (port10) x
+

QOutgoing Interface m Internet (port9) x
+

Source Ban x
+

Destination Ban x
+

Schedule LT’ always v

Service m ALL x
+

Action v ACCEPT DENY ™ LEARN

Firewall / Network Options

NAT ©

IP Pool Configuration REEXeNSLT AL el Use Dynamic |P Pool

Security Profiles

AntiVirus © T default v &
Web Filter o
DNS Filter >
Application Contral (B
IPS >
SSL/SSH Inspection deep-inspection v &

2. On Accounting, go to Policy & Objects > IPv4 Policy and edit the policy allowing traffic from the Accounting network
to the Internet.
Under Security Profiles, enable Web Filter and Application Control, and select the default profiles for both.
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Repeat this step for both Marketing and Sales.

Name @ Internet

Incoming Interface | 3G lan v

Outgoing Interface | [ wan1 v

Source Ban x
+

Destination Ban x
+

Schedule LT’ always -

Service @ ALL x

+
Action U Yeleiial @ DENY ™ LEARN

Firewall / Network Options

NAT O

Security Profiles

AntiVirus >
Web Filter [ @] default v &
DNS Filter >
Application Control @ m default v &
Proxy Options default v &
SSL/SSH Inspection deep-inspection v &

Transparent web proxy

FORTIOS

5.6

VERSION

1

{ Internet D
FortiGate

Transparent Web Proxy H

i o
=

Internal Network

This example shows how to set up a basic transparent web proxy. You can use the transparent web proxy to apply web
authentication to HTTP traffic accepted by a firewall policy.

In previous versions of FortiOS, web authentication required using explicit web proxy. Now, FortiOS also supports a
transparent web proxy. With transparent web proxy, you can forward your user’s web traffic to the proxy without requiring
your users to reconfigure their browsers or publish a proxy auto-configuration (PAC) file.

FortiOS 5.6 Cookbook 47
Fortinet Inc.



Getting started

Configuring system and network settings

1. Go to System > Settings. Under System Operation Settings, set the Inspection Mode to Proxy.
Systemn Operation Settings

Inspection Mode Flow-based el

Wirtual Damains (B

2. Goto System > Feature Visibility. Under Security Features, enable Explicit Proxy.

Security Features

Feature Set: | Custom -

[ @ Anti-Spam Filter ]
[ @ AntiVirus ]
[ @ Application Control ]
(© o ]
[ @ DNSFilter ]
[ @ Endpoint Control ]
I @ Explicit Proxy I

@ Intrusion Prevention

[ @ Web Application Firewall ]
[ @ WebFilter ]

3. Goto Network > Explicit Proxy and enable Explicit Web Proxy.
You can also change the HTTP Port that the proxy listens on (default is 8080) or specify different ports for HTTPS,

FTP, PAC, and other options.
@O Explicit Web Proxy

Listen on Interfaces
HTTP Part

HTTPS Part

FTP over HTTP @ )
Prosy auto-config (FAZ) OB
Prozy FQON

Max HT TP request length
Max HT TP message length
Unknown HTTP wersion

Realm

Default Firewall Palicy Action

FortiOS 5.6 Cookbook
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Adding proxy options to your policy
1. Go to Security Profiles > Proxy Options. Create or edit a proxy options profile. Under Web Options, enable HTTP
Policy Redirect.
Web Options
Chunked Bypass »
Add Fortinet Bar @
HTTP Policy Redirect @

2. Goto Policy & Objects > IPv4 Policy and create or edit a policy controlling the traffic that you want to apply
authentication to. Select a security profile (in this example, AntiVirus) and then enable the Proxy Options edited in

FortiOS 5.6 Cookbook
Fortinet Inc.

49



Getting started

the previous step. SSL/SSH inspection becomes enabled by default.

Name € general internet access policy

Incoming Interface | 3C lan h

Qutgoing Interface ¥ wan1 "’:

Source & an x'
s

Destination B an x
+

Schedule  [@ always v

Service ‘AL x|

+
Action V@ Tooagl @ DENY ™ LEARN

Firewall / Network Options

NAT ©

Security Profiles

AntiVirus | @)
Web Filter ® J
DNS Filter »
Application Control »
IPS »
Anti-Spam »
DLP Sensor >
ICAP »
Web Application Firewall CB
Proxy Options . Y default v|
S5L/55H Inspection n certificate-inspection -

% %

Creating a proxy policy

1. Goto Policy & Objects > Proxy Policy and create a transparent policy to accept the traffic that you want to apply
authentication to. Set the Proxy Type to Transparent Web.
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The Incoming Interface, Outgoing Interface, Destination, and Schedule must either match or be a subset of the
source addresses in the IPv4 policy. Addresses added to the Source must match or be a subset of the source
addresses added to the IPv4 policy. You can also add the users to be authenticated by the transparent policy to the

Source field.
MNews Palicy
Proxy Type €
Incoming Interface | 23 lan
Cutgoing Interface | 1 wan
Source = all
Destination = all
Schedule always
Action

Disclaimer Cptions

Display Disclaimer

Results

Dizable

Explicit Webh BEIEREEEREES]

b

+
b

+
b

+
x

+

@ DENY
By Domain | By Palicy By User

1. Open a browser and generate traffic for a few minutes. Then go to FortiView > Policies.

& © AddFilter B~ @Sminutes~ £ &
12500 KB %
10000 KB M Bytes Sent

Bytes Received

7500 KB

5000 KB

2500 KB

KB — i
12:01:30 12:02:00 12:02:-30 12:03:00 12403:30 12:04:00 12:04:30 12:05:00 12:05:30 12:06:00
Policy Bytes (Sent/Received) « Sessions [Blocked/Allowed)

1 2092MB | 145 |
3 (general internet access policy) 20303kB | 343 N
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2. Right-click a row in the table to drill down for details. You can see that traffic is flowing through the proxy policy.

€ < X Policy: 1 % Policy Type: Proxy © Add Filter X B~ OS5minutesr & )
Summary of prexy-policy:1
12500 KB
Palicy 1D 1
u 10000 KB S Bkt Sarid
Bytes (Sent/Received) 20.78MB B 7500 KB Bytes Received
Sessions 105 5000 KB
Time Period Last 5 Minutes i o
OKB

FortiGate FG lml:}aﬁ I.Sﬂ -lsw 12:01-30 12:02:00 12:02:30 12:03:00 12:03:30 12:04:00 12-04:30 12405:00 12405:30 12:08400

Sources Destinations Applications  Countries Sessions

Source Device Source Interface Bytes (Sent/Received) = Sessions (Blocked/Allowed) =
192.168.100.1 22 lan 2078MB | 105 |

3. Trafficis flowing through the IPv4 policy configured with the proxy security profile.
€ £ | % Policy Type: IPvd X Policy: general internet access policy O Add Filter ®x - OS5minutes~ &% =R

Summary of general internet access policy

. ) " 15 KB
Policy Mame general internet access policy B Bytes Sent
Policy ID 3 108 s i
Bytes (Sent/Received] 946,88 kB IE——| SKB
sessons ® Al AN
i ALA_. Y A\VAY

Time Periad Last 5 Minutes 12:04:00 12:04:30 12:05:00 12:05:30 12:06:00 12:06:30 12:07:00 12:07:30 12:08:00 12:08:30

FortiGate FG100D3G15818864

Sources Destinations Applications Countries Sessions

Source Device Source Interface Bytes (Sent/Received) = Sessions (Blocked/Allowed) <
192.168.100.1 X lan 9688 kE I 83 1

Limiting bandwidth with traffic shaping

FORTIOS

5.6

VERSION

Upload Bandwidth
Limit 200kbps

Download Bandwidth
Limit 200kbps

FortiGate
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When one IP address uses too many resources, you can prevent the device with that IP address from consuming too
much bandwidth. This example shows you how to use traffic shaping on your FortiGate to limit the bandwidth for a
specific IP address.

This example also explains how to configure traffic shaping to set a maximum bandwidth limit for uploads and/or
downloads to 200 kilobits per second (Kbps).

Enable Traffic Shaping

1.

Go to System > Feature Visibility and under Additional Features enable Traffic Shaping.

Feature Select

@ Traffic Shaping =] Changes o
Configure policies to define how specific ® .
types of traffic are shaped by the Traffic Shaping

FortiGate.

Apply

Creating a firewall address to limit

1.

Go to Policy & Objects > Addresses to define the address you want to limit. Select Create New > Address from the
dropdown menu.

Enter a Name (in this example, limited_bandwidth). Set Type to IP/Netmask. Set the Subnet/IP Range to the
internal IP address you want to limit. Set Interface to any.

Edit Address

Name limited_bandwidth

Type IP/Netmask v
Subnet /P Range 192.168.1.2

Interface

Show in Address List L &

Static Route Configuration (B

Configuring a traffic shaper to limit bandwidth

1.

Go to Policy & Objects > Traffic Shapers and select Create New to define a new shared Traffic Shaper profile.
Set Type to Shared.

Enter a Name (in this example, limited_bandwidth) and set the Traffic Priority to Medium.
Set Max Bandwidth to 200 Kbps.
If you want to set a Guaranteed Bandwidth, make sure the rate is lower than the Max Bandwidth.
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Mews Traffic Shaper

Type
MName limited_bhandhwidth
Traffic Priority Medium -
Max Bandwidth © | 200 Kbps
Guaranteed Bandwidth @ | 100 Khps
DSCP C® | 0ooooo

Apply your changes.

2. By default, shared shapers apply shaping by evenly distributing the bandwidth to all policies using it. You can
enable per policy shaping to apply shaping individually to each policy. Right-click your limited_bandwidth shaper
and select Edit in CLI from the drop down menu.

Enter the following CLI command:
set per-policy enable
end

3. With per policy shaping enabled, edit your limited_bandwidth shaper and verify that Apply shaper is set to Per
policy.

Verifying your Internet access security policy

1. Goto Policy & Objects > IPv4 Policy and check the general Internet access policy. Check the Incoming Interface,
Outgoing Interface, Source, and Destination.

2. If necessary, edit the policy and ensure that Logging Options is set to All Sessions for testing purposes.

Seq# Name Source Destination
[Ellan-wanl{1-1)
1 Internet-access Ban B an

Implicit (2 - 2)

Creating two traffic shaping policies

1. Goto Policy & Objects > Traffic Shaping Policy and click Create New to create a shaping policy to set regular traffic
to high priority.
Under Matching Criteria, set Source, Destination, and Service to match your Internet access policy.
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Under Apply shaper, set the Outgoing Interface to match your Internet access policy and enable Shared Shaper and
Reverse Shaper. Shared shapers affect upload speeds and reverse shapers affect download speeds. Set both
shapers to high-priority.

Edit Shaping Policy

Matching Criteria

Source E all x
+

Destination B an x
+

Service ALL x
+

Application Category +

Application +

URL Category +

Apply shaper

Outgoing Interface [ wan1 x

+
Shared Shaper @ | high-priority -
Reverse Shaper @ | high-priority -

Per-IP Shaper (B
Enable this policy @
2. Click Create New to create a second traffic shaping policy to control the IP address you want to limit.
Under Matching Criteria, set Source to limited_bandwidth. Set Destination and Service to ALL. Apply the shaper to

the same Outgoing Interface. Enable Shared Shaper and Reverse Shaper and set both shapers to limited_
bandwidth.

Edit Shaping Policy

Matching Criteria

Source B limited_bandwidth x
+

Destination B an b
+

Service ALL %3
+

Application Category +

Application +

URL Category +

Apply shaper

QOutgoing Interface [# wan1 X

+
Shared Shaper @ | limited_bandwidth A
Reverse Shaper @ | limited_bandwidth A

Per-IP Shaper B

Enable this policy @

3. Order your traffic shaping policies so that your more granular limited_bandwidth policy is above your general high-
priority Internet access policy.
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T ID | Seq# T Source Address T Destination Address T Outgoing Interface 7 Shared Shaper T Reverse Shaper

24 1 + limited_bandwidth . all » [ wan1 limited_bandwidth  limited_bandwidth
1 2 + all = all « [ wan1 high-priority high-priority
a3 * none * none Priority: medium
Results

When a computer with the IP you have specified (192.168.1.2) browses the Internet from your internal network, its
bandwidth is restricted to what you set in your shaper.

1. Goto FortiView > Traffic Shaping to view the current bandwidth usage for active shapers. Users on the local
network have high-priority traffic.
The IP address you specified receive limited_bandwidth treatment and may experience dropped bytes. Your
limited_bandwidth shaper should not exceed 200 Kbps.

Results show the Bytes (Sent/Received) in megabytes (MB) and the Bandwidth in Kbps.

o [0 asdriner] O & B
Shaper Bytes (Sent/Received) « Sessions = Bandwidth = Dropped Bytes =~

high-priority 1326ME = 208 57kbps OB

limited_bandwidth 1.51MB ) 28 Pkbps W 2544 kB

2. Toview results in a bubble graph, change the graph type in the dropdown menu. Sort by Bandwidth to verify that
your regular traffic is using more bandwidth.

2 | © AddFilter O now~ || &

SortBy: | Bandwidth -|

3. You can also double-click a shaper to see more granular information. Select the Destinations tab to see which
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websites use the most bandwidth.
& 2 | % Traffic Shaper: limited_bandwidth © Add Filter ® O now- | &
Summary of limited_bandwidth

Bytes (Sent/Received) 1.03MB W

Dropped Bytes 20,96 kB —
Sessions 21

Time Period Realtime

FortiGate FG100D3G13818309

Sources Destinations Applications Policies Sessions

SortBy:  Bytes(Sent/Received)

NGFW policy-based mode

FORTIOS

5.6

VERSION

Internal Network

You can operate your FortiGate or individual VDOMSs on your FortiGate in Next Generation Firewall (NGFW) policy-
based mode when you select flow-based inspection. In NGFW policy-based mode, you can add applications and web
filtering categories directly to a policy without having to first create and configure Application Control or Web Filtering
profiles. If a URL category is set, the applications that are added to the policy must be within the browser-based
technology category.

Switching NGFW mode from profile-based to policy-based converts your profile-based security policies to policy-based
security policies. If you don’t want this to happen or you just want to experiment with policy-based NGFW mode, consider
creating a new VDOM for policy-based NGFW mode. You can also back up your configuration before switching modes.
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NGFW policy-based firewall policies may have unintended consequences to the passing or blocking of traffic. For
example, if you add new firewall policies that are designed to DENY social media traffic based on applications or URLs,
having a traditional “catch all” firewall policy to DENY all other traffic at the bottom of the firewall policy list may have the
unintended consequence of blocking legitimate traffic.

NGFW policy-based mode applies the NAT settings from matching Central SNAT policies. If you don't already have a
Central SNAT policy in place, you will have to create one.

This recipe demonstrates a basic configuration of blocking Facebook using the new NGFW policy-based mode.

Configuring your FortiGate for NGFW policy-based mode

1. Go to System > Settings and scroll down to System Operation Settings.
For Inspection Mode, select Flow-based.

For NGFW Mode, select Policy-based.
Select an SSL/SSH Inspection profile.

Systern Operation Settings

Inspection Mode

MGFW Mode

SSLSSH Inspection certificate-inspection -
Wirtual Domains (B

Creating a Central SNAT Policy

1. Goto Policy & Objects > Central SNAT and click Create New.
Set Incoming Interface to the local network interface.

Set Outgoing Interface to your Internet-facing interface.
Set IP Pool Configuration to Use Outgoing Interface Address.
Set Protocol to ANY.

Mews Central SMAT Policy

Incoming Interface =3 lan
+
Cutgoing Interface ] wizn 1
+
Source address B al *®
+
Destination address | & all *®
+
@© MNAT
IP Pool Configuration  [EEERSNGRIGBNNEGERRGEEER se Dynamic IF Foal
Protocol B TcF UDP SCTP Specify || 0
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Creating an IPv4 policy to block Facebook

1. Goto Policy & Objects > IPv4 Policy and create a new policy.
Set Incoming Interface to the local network interface.

Set Outgoing Interface to your Internet-facing interface.

Edit Palicy

Mame € | block Facehook |

Incoming Interface | 3 lan i |

Qutgoing Interface | [ wan1 - |

Source Ba x
+

Dlestination & an x
+

Schedule | [o always i

Service ALL x
+

2. Under Application, click the plus sign. Type Facebook in the search field.
Add all the Facebook applications to the policy. Set the Action to DENY.

Enable Log Violation Traffic to see results later. You can disable this feature later to conserve network resources.

Edit Palicy Select Entries x
poocaton Categry
Mame ¥ block Facebook Q facebaak o
Incoming Interface | 33 lan - B FIREWALL APPLICATION (23]
Outgaing Interface | B wani - e ——
@ Facebook_Messengermage Transfer
Source Ban ® )
" & Facebook MewssengerVideoTransler
R & Facebook MesengerialBCall
Destination San . x & Facebook_MessengerNoice Mesiage
@ WhatsApp 1]
Schedule (8 abwirys - @ WhatsApp FileTranster £
Service WAL ® @ WhatsApp VolP.Call o
* @ WhatsApp Web 0
Agplication @ Facebook_Messenger. mageTran: 3 Social Media 15
+ [ Facebook
URL Category * [ Facebook_AppMame
Action v nccert [ELand = Leaan K Facebook Apps
1 Facebook_Chat
1 Facebook_File.Download
a NGPW mode is policy-based so MAT settings from matching Central 1 Facebook_File.Upload
SHAT policies will be applied. 1 Facebook Like Button
[ Facebook _Login
D Log Violation Traffic [ Facebook_Persanal
[ Facebook Plugins
Comments | Write a comment 4 wnen K Facebook Post
[ Facebook Search
Enable this palicy @O [ Facebook Video Play
® Facebook Workplace
& Instagram i ]
o I
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Ordering the policy table

1. Goto Policy & Objects > IPv4 Policy to view the policy table.
To have the correct traffic flowing through each policy, they must be arranged so that the more specific policies are
located at the top.

* Cresebew  # Edi B Deleie O Poloylackos | wrtesfame Bar Ve [T
S i S From Ta Soartn Drewtinirtion Sctwnhaie Sarvion At AL Citiggary At HAT
A e [lwent Han [T [8 swen ALl o BOEEPT 0 Cunte
Kl Facebocs
Bl Favctoms_dpptiare
K Facetaoi_Apos

Bl Facebooi Fike Boamicad

B Faoebeonsi_Fibs Lipkoad

i Faosbood Like Dstton

D Faebosh_Meisengerubes T ler
1 bhekFaossoox bn Ewert Ba  @Ew R v | [ | | Feosbost Mamepuitoihodt C @ meny

2 Faorboot_Morcrger oo Moaage

BT Facebooi Login

Kl v sortoms Personad

B Faceiom Pages

K1 Fscetonss Poas

B Fouctomsn Sty

KT Facebons Wideo Sy

B Facrbook Woreslee

rnplicit Derry ar vy B E- 0§ swor Q0 ALL LTt

2. Torearrange the policies, select the column on the far left (in this example, Seq.#) and drag the policy to the desired

position.
+ Crestebew 2, Policy Losap | Q) prtae Par v [ el
T P Fras Te Soures Dhitiruien Setedhsie Serwiin Applcation L Catepaiy Aths Al
(S
ElFaceton hpptams
[l Paoston_Apm
T Facetani File Dosarkaad
[ | [ ]
w7 Faonben | ing Bt
B Fansbooi_ Ve ger Wides Traraler
1 blockfaebock X [Heni B B [ P FYT ::m'mw':ul & ey
[l Faontoi_Login
ElFacetons Pevsanal
El Facstoos_Plugina
[l Faosbeni Pas
1 Facetoni_Search
B F acctocnn_vidom iy
F Fansboni_ Workplace
T cangoing = Eewi B B =i g s WAL = ROTEPT W Gt
sl Deey ar 3 HI B 8 2 B &by
Results
1. Browse to www.facebook.com. Your connection will time out.
2. Goto FortiView > Threats.
You can see the traffic blocked by the firewall policy.
& O asdrdier W Ol O B
- ] h — al
."‘-'- ,l'h'- -I. .I" -'Il"- . .1".
= \ [N B 1
l-..'l —— e | e L . i, ./\\_.-l'f A -
150 Bi AT, 1539 B T [TET] T e [ T ']
Threat Category Theeat Level Theeat Kore [ ked'Wiowed] & Seniorn [ ke Bliorwed)
Bkt iy Fireswall Poloy Bl kel by Fieewsall Policy e 2 i 11 1
Failed Connection Athempts Faied Connction Attempts [ L ] 140 v m L]
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Packet capture

Original Packet

{-_H_ S
Internet >___

A

i e |
S

— Internal Network
Duplicate Facket

Fal=TrN
N loayf
OOy

e

Facket Capture

In this example you look inside the headers of the HTTP and HTTPS packets on your network.
Packet capture is also called network tapping, packet sniffing, or logic analyzing.

To use packet capture through the GUI, your FortiGate model must have internal storage and disk logging must be
enabled. If you are not sure whether your model supports disk logging, check the FortiGate Feature/Platform Matrix.

Creating packet capture filters

1. Go to Network > Packet Capture and create a new filter.
If the Packet Capture option does not appear in the main GUI, you can also access this menu using the URL
https://[management-IP]/ng/page/p/firewall/sniffer/.

2. The simplest filter just captures all of the packets received by an interface. This filter captures ten packets received
by the LAN interface.

Interface lan -

Max. Packets to Save 10

—| Enable Filters
~ Include IPvé Packets
~ Include Non-IP Packets
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3. To be more specific about the packets to capture, select Enable Filters.
This filter captures 100 HTTP and HTTPS packets (port 80 and 443) received by the lan interface that has a source
or destination address in the range 192.168.100.100-192.168.100.200.

Interface lan -
Max. Packets to Save 100

@ Enable Filters
Host(s) € 192.168.100.100-192.168.100.200
Port(s) € 80,443
VLAN(s) €
Protocol €

Include |Pvé Packets
Include Nan-IP Packets

4. This filter captures the first 4000 Stream Control Transmission Protocol (SCTP) packets received by the wan1
interface.

Interface wanl -

Max. Packets to Save 4000
@ Enable Filters

Host(s) (i ]
Port(s) €
VLAN(s) €

Protocol € 132

Include |Pvé Packets
Include Non-IP Packets

5. This filter captures the first 1000 DNS packets (port 53) querying the Google DNS server (IP address 8.8.8.8) with
VLAN IDs 37 or 39.

Interface wanil -
Max. Packets to Save 1000
@ Enable Filters
Host(s) €@ 8.8.8.8
Port(s) € 53
VLAN(s) € 37,39
Protocol €

Include IPvé Packets
Include Naon-IP Packets

FortiOS 5.6 Cookbook
Fortinet Inc.

62



Getting started

Results

Running packet capture filters may affect FortiGate performance.

1. Go to Network > Packet Capture, choose a filter, and select the Play icon.
You can watch the filter capture packets. When the number of packets specified in the filter are captured, the filter
stops.
You can stop and restart any filter at any time.
Interface Filter Criteria # Packets | Max Packet Count Progress
3G lan 10 10
Xlan  host=192.16B8.100.100-192.168.100.200 port=80, 443 42 100 |
mwan‘l proto=132 0 4000 Mot Running >
[@ wan1 host=8.8.88 port=53 vlan=37, 39 0 1000
2. After afilter runs, select and edit it. You can download the capture packets.
Interface lan v
Max. Packets to Save | 100 8] |
Capturing Progress PCL
100/100Packets Captured
Enable Filters
Host(s) @ | 192.168.100.100-192.168.100.200 |
Port(s) € | 80,443 |
VLAN(s) @ | |
Protocol @ | |
1 Include IPvé Packets
1 Include Non-IP Packets
3. You can open the file with a .pcap file viewer like Wireshark.
[ K K ] ™ lan.root.2.pcap
Am i@ m”TRE QesEF 8 _gFH aaqqafl
R | Apply & display filter ... <M/> =0 | esprasien. 4
Mo, Tirrsy Soerce Dwstinaiion Proipcel  Lemgin indo r—
= 1 0. B0B0ba 192.1648.104. 118 172.208.121.46 1835 Application Data
2 B.883198 172.29.171.46 192.168.18@. 118 TLSvl. 923 Application Data
3 9.803567 192.168.108.118 172.28.121.46 TCP 66 64383 - 443 [ACK] Seq=970 Ack=B58 Win=4860 Len=® TSv_
5 2.001768 192.168.104. 118 172.28.121.46 TCP 66 64380 - 443 [ACK] Seq=970 Ack=B50 Win=4806 Len=@ TSv_
£ 2.881965 192.168.109.119 172.20.121.45 TLSVL. Encrypted Alert
7 2.802016 7 C 92.168.180.118 84 443 - GA3BG [RST] Seq=RSO0 Win=0 Len=8
9 2.802085 7 = 92.168,180.118 84 443 - GAIRY [RST) Seq=RSO Win=0 Len=g
» Frame 1: 1835 bytes on wire (8288 bits), 1835 bytes captured (8288 bits)
¢ Ethernet II, Src: Apple_86:d7:75 {ac:87:a3:086:d7:75), Dst: Fortinet_23:4@:ch (TO:dc:aS:23:40:ch)
» Internet Protocol Version 4, Src: 192.168.188.118, Dst: 172.20.121.45
» Transmission Control Protocol, Src Port: 64389, Dst Port: 443, Seq: 1, Ack: 1, Len: 96§
b Secure Sockets Layer
#0878 4c a5 23 4B cb ac 87 a3 @6 d7 75 @8 @@ 45 @@
2919 @3 fd b5 34 40 99 49 @6 37 6d <@ ad 64 Ge ac 14
@928 79 e fb 85 B1 bb 38 Tf d2 bb 1f ea 88 el 80 18
2939 18 B 3b B B0 88 81 81 98 8a 2c 54 b2 e6 87 bh
@04 fd eb 17 83 83 83 c4 @ 0D 00 9O 08 @0 @@ A7 29
9858 13 b7 Be cB 40 4b 49 46 dc b4 14 2e 46 20 94 28
@068 1a b3 3a ¢l ea 67 c3 o6 16 od €9 aa 21 17 a@ d7
@78 a2 T2 fc 57 fe 28 47 28 31 18 8d 57 3 4c 52 75
9959 eb da 42 98 e@ 31 23 d6 42 17 4d 26 @a 19 29 &d
2098 2 BB Bd 2 B0 ae 87 2d 20 63 84 71 91 3If 39 3e
#dad bd ee eb 9B dc a9 cB Fc 9d bf @c b3 75 AF b 46
@oba ob d5 89 8b &d 7B b4 23 9c 32 85 52 o8 fb Te dc
@dcd d6 b4 57 3B a7 51 65 a8 8T 46 6c ed 63 d3 b 9f
7 an 00 - Digplawea: 100 (100.0%) - Lobd tm: 001 Profie: Defaul
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Traffic shaping for VolP

FORTIOS
(7T E—— VERSION
/58 o

s b

VolP Phone __LAN | H i i Q Internet )

r_l{ﬁ\' ‘Fortl'Gate‘ o N )
I —

N
&““\“\1\_3 Traffic Shaping Priority

PC

VolP Traffic 800kbps / 0.8Mbps

FTP Traffic

( Daily Traffic 600kbps /0.6Mbps

The quality of VolP phone calls through a firewall often suffers when the firewall is busy and the bandwidth available for
VolP traffic fluctuates. This can be lead to unpredictable results and caller frustration. This example describes how to

add traffic shaping to your FortiGate to ensure enough bandwidth for VolIP traffic regardless of other activities on the
network.

To achieve high-quality real-time voice transmissions, VolIP traffic requires priority over other types of traffic, minimal
packet loss, and jitter buffers. You can limit bandwidth consuming services, like FTP, while providing a consistent
bandwidth for day-to-day email and web-based traffic. First, you customize three existing traffic shaper profiles—high
priority, medium priority, and low priority—and then create a separate traffic shaping policy for each service type.

Enable Traffic Shaping and VolIP features

1. Go to System > Feature Visibility and enable both Traffic Shaping and VolIP.
Feature Wisibility

[ @ Traffic Shaping ] Changes €
[ © vor | @ Traffic Shaping
@ volP
2. Click Apply.

3. Goto System > Settings. Under System Operation Settings, set the Inspection Mode to Proxy.
Systemn Operation Settings

Inspection Mode Flow-based el

Wirtual Damains (B

This allows you to apply VolIP profiles.
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Creating a high priority VolP traffic shaper

1. Goto Policy & Objects > Traffic Shapers and edit the default high-priority traffic shaper.
Set Type to Shared.

Set Apply shaper to Per Policy.

Set Traffic Priority to High.

Enable Max Bandwidth and enter 1000 Kbps.
Enable Guaranteed Bandwidth and enter 800 Kbps.

Edit Traffic Shaper

Type m Per-1P

Name high-priority
Apply shaper All policies using this shaper
Traffic Priority High hd
Max Bandwidth @ | 1000 Kbps
Guaranteed Bandwidth @ 800 Kbps
DSCP C» | 000000

2. Click OK.

Creating a low priority FTP traffic shaper

1. Go to Policy & Objects > Traffic Shapers and edit the default low-priority traffic shaper.
Set Type to Shared.

Set Apply shaper to All policies using this shaper.
Set Traffic Priority to Low.
Enable Max Bandwidth and Guaranteed Bandwidth and enter 200 Kbps for both.

Edit Traffic Shaper
Type m Per-IP
Name low-priority
Apply shaper Per policy
Traffic Priority Low hd
Max Bandwidth & | 200 Kbps
Guaranteed Bandwidth @O | 200 Kbps
DSCP ® | 000000
2. Click OK.
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Creating a medium priority daily traffic shaper

1. Goto Policy & Objects > Traffic Shapers and edit the default medium-priority traffic shaper.
Set Type to Shared.

Set Apply shaper to Per Policy.

Set Traffic Priority to Medium.

Enable Max Bandwidth and enter 600 Kbps.

Enable Guaranteed Bandwidth and enter 600 Kbps.

Edit Traffic Shaper

Type m Per-IP

MName medium-priority
Apply shaper 2= [(w"l All policies using this shaper
Traffic Priority Medium A
Max Bandwidth & 400 Kbps
Guaranteed Bandwidth @ | 600 Kbps
DSCP C» | 000000
2. Click OK.
FortiOS 5.6 Cookbook
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Adding a VolIP security profile to your Internet access policy

1. Goto Policy & Objects > IPv4 Policy and edit your Internet access policy.
Under Security Profiles, enable VolP.

Under Logging Options, set Log Allowed Traffic to All Sessions so that you can test the results later.
Note your Source, Destination, and Outgoing Interface for the next step.

Edit Policy

Name € Internet

Incoming Interface 22 lan x
+

Outgoing Interface | @) wan1 x
+

Source E all x
+

Destination B a x
+

Schedule E always hd

Service I AL x
+

Action (" Yemial @ DENY ™ LEARN LI |Psec

Firewall / Network Options

NAT L &)

IP Pool Configuration EEell GGl Sy eIl Use Dynamic IP Pool

Security Profiles

AntiVirus >

Web Filter »

Application Control (B

VolP © [T default v &
S5L/SSH Inspection certificate-inspection - &
Logging Options

Log Allowed Traffic @0 Security Events

Creating three traffic shaping policies

1. Goto Policy & Objects > Traffic Shaping Policy and create a high-priority traffic shaping policy for SIP traffic.
Set the Matching Criteria to the same settings as the Internet access policy you would like to apply traffic shaping to.
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Enable Shared Shaper and Reverse Shaper and set both to high-priority.

Edit Shaping Policy

Matching Criteria
Source B an
+
Destination B a
+
Service SIP
+
Application Category +
Application +
URL Category +
Apply shaper
Outgoing Interface | @) wan1 X
+
Shared Shaper @ | high-priority -
Reverse Shaper @ | high-priority hd

2. Create alow-priority traffic shaping policy for FTP traffic.
Set Service to FTP.

Enable Shared Shaper and Reverse Shaper and set both to low-priority.
Edit Shaping Policy

Matching Criteria

Source E all X
4+

Destination B an x
4+

Service @ rrp x
+

Apply shaper

Qutgoing Interface &) wan1 X

+
Shared Shaper @O | low-priority hd
Reverse Shaper @ | low-priority -

3. Create a medium-priority traffic shaping policy for daily traffic.
Set Service to ALL.
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Enable Shared Shaper and Reverse Shaper and set both to medium-priority.

Edit Shaping Policy

Matching Criteria

Source E all x
+

Destination & an x
+

Service 8 ALL *®
+

Apply shaper

Qutgoing Interface [ wan1 X

+
Shared Shaper ® | medium-priority -
Reverse Shaper @ @ medium-priority hd

4. Arrange the policies in the following order:
a. High-priority (SIP/VolP traffic).
b. Low-priority (FTP traffic).
c. Medium-priority (day-to-day traffic).

Results

1. Browse the Internet using a PC on your internal network to generate daily web traffic and also generate FTP traffic.
The FTP sessions should occur slowly.

¢ 2 C | @ ftp://172.25.176.103/Documents

Index of /Documents/

Name Size Date Modified
% [parent directory]
| Test-Document pdf 759 kB 6/6/17, 6:58:00 AM

2. Generate SIP traffic.
3. Goto FortiView > Traffic Shaping and check the three traffic shapers.

< || © Add Filter B- Omnw o BB
Shaper Bytes (Sent/Received) - Sessions Bandwidth Dropped Bytes

medium-priority 1140 ME I 22 Skbps 11801 kB

high-priority &78.41kB 10 1 7kbps I 0B

low-priority 12507 kB | 4 7 kbps 1.08kB |

If the standard traffic volume is high enough, it will top out at the maximum bandwidth defined by each shaper.

The high-priority VoIP (SIP) policy should show no dropped bytes. Either of the other two policies might show
dropped bytes if the set bandwidth is maxed out.

This allows normal voice quality on VolP calls even with daily traffic and FTP downloads.
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4. Select the graph icon to switch to bubble graph view.
Sort by Bandwidth and hover over a shaper to view details.

Double-click to drill down for more details.

[ © addFitter

| %~ Onow-

SortBy: | Bandwidth

o=
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This section contains information about authenticating users and devices.

FortiToken Mobile Push for SSL VPN

FORTIOS

5.6

FortiGate W

Remote user Internal Network

_|_
xRy o5

FortiToken Mobile

FortiAuthenticator

This example shows how to set up FortiAuthenticator to function as a RADIUS server to authenticate SSL VPN users
using FortiToken Mobile Push two-factor authentication. With push notifications, you can easily accept or deny the
authentication request.

This example includes the following activities:

« Creating a user account on the FortiAuthenticator.

» Assigning a FortiToken Mobile license to the user.

« Creating the RADIUS client (FortiGate) on the FortiAuthenticator.

» Enabling FortiToken Mobile Push notifications.

o Connect the FortiGate to the RADIUS server (FortiAuthenticator).

» Creating an SSL VPN on the FortiGate to allow internal access for remote users.

This example uses the following names and IP addresses:

« Username: gthreepwood

o User group: RemoteFTMGroup

o RADIUS server: OfficeRADIUS

« RADIUS client: OfficeServer

o SSL VPN user group: SSLVPNGroup
o FortiAuthenticator: 172.25.176.141

o FortiGate: 172.25.176.92
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For this example, you must have already installed the FortiToken Mobile application on your smartphone. For details,

see:

« FortiToken Mobile for Android
¢ FortiToken Mobile foriOS

Adding a FortiToken to the FortiAuthenticator

1. On the FortiAuthenticator, go to Authentication > User Management > FortiTokens, and select Create New.
2. Set Token type to FortiToken Mobile and enter the FortiToken Activation codes.

Create New FortiToken
Token type: FortiToken Hardware = FortiToken Mobile

W Get FortiToken Mobile free trial tokens
Activation codes:

Adding the user to the FortiAuthenticator

1. On the FortiAuthenticator, go to Authentication > User Management > Local Users and select Create New.
Enter the Username (gthreepwood) and password.
Enable Allow RADIUS authentication, and click OK to access additional settings.

Create New Local User

Uzername: pthreepwood
Pazsword creation: Specify a password v
Faszword: LYY YV

Fassword confirmation: LYY YV

O Allow RADIUS authentication
B Force pazsword change on next logon

Role
Role: Adrinistrator
Sponzor
s User

Account Expiration

B Enable account expiration
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Authentication

2. Enable Token-based authentication and select Deliver token code by FortiToken.
For FortiToken Mobile, select the FortiToken you added.
Set Delivery method to Email and, in the User Information section, enter the email address.

Change local user

@ Successfully added local user "gthreepwond" You may edit it again below

Usermarme: gthreepwood

2 Disabled

& Password-based authentication  [Change Password]
& Token-based authentication

Deliver token code by: * FortiToken Ernail S5M3 Dual (Email & 5M8S) Test Token

FortiToken Hardware: v FortiToken Mobile: Tl =k i o | Delivery method: @ Email 5MS

Configure a temporary e-mail/SMS token.
O Allow RADIUS authentication

¥ Enable account expiration

B Force password change on next logon

User Role
Role: Administrator
Sponsor
® User
 Allow LDAP browsing
User Information
First name: Last name:
Ernail: - Phone numbet:
Mobile number: EMS gateway: Use default v Test 3M5

Street address:

3. Goto Authentication > User Management > User Groups and select Create New.
Enter the Name (RemoteFTMUsers).
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Add gthreepwood to the group by moving the user from Available users to Selected users.

Create New User Group

Marne: RemoteF TMUsers

T\_,-'pe; ® Local
Rermote LDAP
Rermote RADIUS
Rermote SAML
MAC

Users: Aozllable users @ Selected tsers

Q| Filter gthreepwond -

i w -
- g
="Ba=

o

Choose all visible Rermove all

Pazsword policy: Drefault ¥

W Usage Profile [ Please Select] ¥

4. The FortiAuthenticator sends the FortiToken Mobile activation to the user's email address.
Activate the FortiToken Mobile in the FortiToken Mobile application by entering the activation code or scanning the
QR code.

= = Gmail Q  Search email

[ o ® 107 9,041 o
F  Compose
- FortiToken Mobile Activation on fac.school.net o inbox x 5 B
Inbox
Snoozed ,  admin@fac.school.net @ 1150 (minutes age) Yy 4
Important & tome~
Sent Welcome to FortiToken Mebile - One-Time-Password software token.
Drafts Please visit http.idocs fortinet toker/ for i on how to install your FortiToken Mobile application on your device and to activate your token
Spam = YYou must use FortiToken Mobile version 2 or above to activate this token.
Categories Activation Code for FortiToken Mobile: which you will need to enter on your device later, is
"EEIGDOCEQ3D7BQXQ"

Altemnatively, use the attached QR code image to activate your token with the "Scan Barcode” feature of the app.

You must activate your token by: Monday, August 20, 2018 09:50 PDT (UTC -0700), after which your will need to contact your system administrator to re-enable your activation.

=
1 =
-
.

|=]

M

.
-l

4« Reply » Forward

For more information, see the FortiToken Mobile user instructions.
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Creating the RADIUS client on the FortiAuthenticator

1. On the FortiAuthenticator, go to Authentication > RADIUS Service > Clients, and select Create New to add the
FortiGate as a RADIUS client.

2. Enter a Name (OfficeServer), the IP address of the FortiGate, and set a Secret.
The secret is a pre-shared password that FortiGate uses to authenticate to the FortiAuthenticator.

3. Set Authentication method to Enforce two-factor authentication and turn on Enable FortiToken Mobile push
notifications authentication.

4. Set Realmsto local | Local users, and add RemoteF TMUsers to the Groups filter.

O ! ’, The Username input format is the format that users must use to enter their username in the
? web portal. This includes the username and realm. In this example, the full username for
- gthreepwood is gthreepwood@]ocal.

Add RADIUS client

Narme: OfficeSener
Client address: * IF/Hostname Subnet Range

17225176124

Secret: LIITTT YY)
First profile name: Crefault
Description:
W Apply this profile bazed on RADIUS attributes.
EAP types: W EAP-GTC
W EAP-TLS
» PEAP
W EAP-TTLS

Device Authentication

O MAC Authentication Bypass(MAB)
W AD machine authentication
W MAC device filtering

User Authentication

Authentication method: * Enforce two-factor authentication
Apply two-factor authentication if available (authenticate any user)
Password-only authentication (exclude users without a password)
FortiToken-only authentication (exclude users without a FortiToken)

& Enable FortiToken Mobile push notifications authentication

Username input format: ® username@realm
realmusername
realm/username

Realms: Default Allow local users to | Use Windows AD
Realm ) ) o Groups @ Delete
L] override remote users | domain authentication
e local | Local users ¥ > > O Filter:
RemateFTMUsers
[Edit]
Filter local

Lsers:

ok Add arealm

FortiOS 5.6 Cookbook
Fortinet Inc.



Authentication

Connecting the FortiGate to the RADIUS server

1. Onthe FortiGate, go to User & Device > RADIUS Servers, and select Create New to connect to the RADIUS server
(FortiAuthenticator).

Enter a Name (OfficeRADIUS), the IP address of the FortiAuthenticator, and enter the Secret created before.
Select Test Connectivity to be sure you can connect to the RADIUS server. Enter the credentials for gthreepwood.
Edit FADIUS Server

MName OfficeRADIUS

Primary Server IPName 17225178141

Primary Server Secret seeraees
Secondary Server IP/MName

Secondary Server Secret Test Connectivity

Authentication Method

MNAS 1P

Include in every User Group

RADILS Credentials 9

Please provide a valid username & password to improve the
accuracy and speed of the remote RADIUS server test. Invalid
credentials may take langer to test.

User gthreepwood

Password | sessssees

Test | Cancel

2. Goto User & Device > User Groups, and select Create New to map authenticated remote users to a user group on
the FortiGate.

Enter a Name (SSLVPNGroup) and select Add under Remote Groups.
Select OfficeRADIUS under the Remote Server dropdown menu, and leave the Groups field blank.

Mew Lser Group

Narne SSELYPNGroup

Type iremall
Fortinet Single Sign-0On (FS50)
RADIUS Single Sign-On (RS50)
Guest

Mermbers *

Rermote Groups

+ Add | Edit W Delete

Remote Server Group Name
B OfficeRADIUS Aty

BT oo
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Configuring the SSL VPN

1. Onthe FortiGate, go to VPN > SSL-VPN Portals, and edit the full-access portal.
Turn off Enable Split Tunneling so that it is disabled.
Edit SS5L-VPN Portal

Name full-access
Limit Users to One SSLVPN Connection at a Time OB

& Tunnel Mode

Enable Split Tunneling €& B

Source IP Pools & SSLVPN_TUNNEL_ADDR1 x
+

2. Goto VPN > SSL-VPN Settings.
Under Connection Settings, set Listen on Interface(s) to wan1 and Listen on Port to 10443.

Under Tunnel Mode Client Settings, select Specify custom IP ranges and ensure IP Ranges is set to the default
SSLVPN_TUNNEL _IPv6 ADDR1.

Under Authentication/Portal Mapping, select Create New.

Set the SSLVPNGroup user group to the full-access portal, and assign All Other Users/Groups to web-access. This
gives all other users access to the web portal only.
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S5L-VPN Settings

Connection Settings €

Listen on Interface(s) M wan1 ®

Listen on Port | 10443 |

© Web mode access will be listening at https://172.25.176.92:10443

Redirect HTTP to SSLVPN (O

Restrict Access AT i =l vl Limit access to specific hosts

Idle Logout O
Inactive For | 300 | Seconds
Server Certificate | Fortinet_Factory - |

You are using a default built-in certificate, which will not be able to verify
your server's domain name (your users will see a warning). It is
recommended to purchase a certificate for your domain and upload it for
use.

A

Click here to learn more

Require Client Certificate (B

Tunnel Mode Client Settings €@

Address Range Automatically assign addresses EejvseinEel oyl I e bt

IP Ranges I SSLVPN_TUNNEL_ADDR1 x
3 SSLVPN_TUNNEL_IPv6_ADDR1 %
+
DNS Server Same as dlient system DNS ]y
Specify WINS Servers »

Allow Endpoint Registration C

Authentication/Portal Mapping €@

+ Create New | & Edit [ Delste
Users/Groups Realm Portal
&= SSLVPNGroup / full-access
All Other Users/Groups / web-access
Apply
FortiOS 5.6 Cookbook 78

Fortinet Inc.



Authentication

3. Goto Policy & Objects > IPv4 Policy and create a new SSL VPN policy.
Set Incoming Interface to the SSL-VPN tunnel interface.

Set Outgoing Interface to the Internet-facing interface (in this case, wan1).
Set Source to the SSLVPNGroup user group and the all address.
Set Destination to all, Schedule to always, Service to ALL.

Enable NAT.
MNew Policy
Name €@ SSL-VPN
Incoming Interface 2 SSL-VPN tunnel interface (ssl.root %
+
Qutgoing Interface [ wan1 x
+
Source = all ®
& SSLVPNGroup ®
+
Destination = all ®
+
Schedule fo always -
Service I ALL ®

+
Action L eyl @ DENY = LEARN

Firewall / Network Options

NAT ©

Results

1. From aremote device, open a web browser and go to the SSL VPN web portal (https./<fortigate-ip>:10443).
2. Enter gthreepwood's credentials and select Login.
Use the correct format (in this case, username@realm) as configured on the FortiAuthenticator.

gthreepwood@local

Login
& Launch FortiClient

3. When the FortiAuthenticator pushes a login request notification through the FortiToken Mobile application, select
Approve.
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Login Request

gthreepwood

4:31:41 PM

August 20, 2018

Browser: RADIUS_CLIENT

Deny Approve

When you approve the authentication, gthreepwood is logged into the SSL VPN portal.

00:00:16 OB¥ OB+ (® sthreepwood@local £, -

SSL-VPN Portal

& Launch FortiClient Download FortiClient ~

(£ Quick Connection + New Bookmark

History

2018/08/20 16:02:56 192.168.1.111 2 minute(s) and 11 second(s) 0OBin/0Bout

4. On the FortiGate, go to Monitor > SSL-VPN Monitor to confirm the user’s connection.

< Refresh
T Username T LastLogin = T Remote Host < T Active Connections
gthreepwood@local 2018/08/20 16:32:02 192.168.1.111
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SAML 2.0 FSSO with FortiAuthenticator and Centrify

3. User browser
redirected to Centrify

SAML login page
(5AML 5P) ,/"f(___\} :
A - /_——— _'_“\\_- 13_.
(3__—, —/ (( Internet

FortiAuthenticator -""‘-— .}“‘«
2. Redirected to ] 5. FortiAuthenticator
FortiAuthenticator 6. User authenticates receives SAML

as an F550 user assertion approval

4. Successful
user log in

——7/[l| G Centrify

FortiGate

I. Unknown user

This example shows you how to provide a Security Assertion Markup Language (SAML) FSSO cloud authentication
solution using FortiAuthenticator with Centrify Identity Service, a cloud-based or on-premises service. This solution can
mitigate one of the leading points of attack in data breaches: compromised credentials. FortiAuthenticator acts as the
service provider (SP) and Centrify acts as the identity provider (IdP).

Centrify Identity Service improves end-user productivity and secures access to cloud, mobile, and on-premise apps via
SSO, user provisioning, and multi-factor authentication.

Before you begin:

» Create a Centrify tenant admin account.

« On the FortiAuthenticator, create two user groups (one local user group and one SSO user group). These groups
must have identical names, in this example, saml_users.

Configuring DNS and FortiAuthenticator's FQDN

1. On the FortiAuthenticator, go to System > Dashboard > Status.
In the System Information widget, select Change beside Device FQDN.

Enter a domain name (in this example, fac.school.net). This helps identify where the FortiAuthenticator is located in

the DNS hierarchy.
Edit Device FQDN
Fully qualified domain name: fac.school.net

OK | | Cancel

2. Enter the same name for the Host Name. This allows you to add the unit to the FortiGate’s DNS list so that the local
DNS lookup of this FQDN can be resolved.
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+ System Information

Host Name fac.school.net [Change]

Device FQDMN fac.school.net [Change]

Serial Number FAC2HD3A15000126

System Time Tue Jun 26 08:51:00 2018 [Change]

Firmware Version v5.3.1, build0242 (GA) [Upgrade]

System Configuration Last Backup: Thu May 24 12:24:44 2018 [Backup/Resiore]
Current Administrator admin

Uptime 12 day(s) 21 hour{s) 33 minute(s)

Shutdown | Reboot [Reboot] [Shutdown]

3. Onthe FortiGate, open the CLI Console and enter the following commands using the FortiAuthenticator’s host
name and Internet-facing IP address:
config system dns-database
edit school.net
config dns-entry
edit 1

set hostname fac.school.net
set ip 172.25.176.141

next
end
set domain school.net
next
end

Enabling FSSO and SAML on the FortiAuthenticator

1. On the FortiAuthenticator, go to Fortinet SSO Methods > SSO > General and set FortiGate SSO options. Make sure
to Enable authentication.

Enter a Secret key and select OK to apply your changes. This Secret key is used on the FortiGate to add the
FortiAuthenticator as the FSSO server.

Edit S50 Configuration

FortiGate
Listening port: 8000

[+ Enable authentication

Secretkey: s
Login expiry: 430 minutes
Extend user session beyond logoff by: 0 seconds (0-3600)

] Enable NTLM authentication

2. Goto Fortinet SSO Methods > SSO > SAML Authentication and select Enable SAML portal. All necessary URLs are
automatically generated:

e Portal URL: captive portal URL for the FortiGate and user.
o Entity ID: used in the Centrify SAML IdP application setup.
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e ACS (login) URL: assertion POST URL used by the SAML IdP.
Under SAML assertions, enable Text-based list and enter Memberof. This attribute will be configured later on the
Centrify tenant to be included in the SAML response to the FortiAuthenticator.
Enable Implicit group membership and assign the sam/_users group. This places SAML authenticated users into
this group.

Edit SAML Portal Settings
« Enable SAML porta

Davice FQDN: fac school net

Portal URL hitps:ifac school nellogin/sami-auth

Entity 1D hitp:iifac school netimatadata/

ALCS (login) URL: hitps_ifac_ school nel/saml?acs

[Download SP metadata] [Import IDP metadata] [Import IDP certificate)

IDF entity id

IDP single sign-on URL:

IDF certificate fingerprint:

Fingerprint algorithm Unkniown
Enable SAML single logout
Sign SAML requests with a local certificate

Obtain group membership & SAML assertions;

from:
In_<group=" boolean assertions

® Texi-based list| Memberof

Azure

LDAP lookup

# Implicit group membership .

OK Cancel |

Keep this window open as these URLs are needed to configure the IdP application and for testing.

You cannot save these settings yet as the IdP information (IDP entity id, IDP single sign-on URL, and IDP certificate
fingerprint) still needs to be entered. These fields will be filled once the IdP application configuration is complete.
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Adding SAML connector to Centrify for IdP metadata

1. Login to the Centrify tenant as an administrator and go to Apps > Add Web Apps.

Add Web Apps Add Mobile Apps:

Hame Type Description Pravisioning App Gateway

User Portal Waeb - Portal The User Porita

2. Under the Custom tab, locate SAML and select Add beside it. Select Yes to agree to add the SAML web app and
then select Close.

mm Add Web Apps X
.. Add wet NoNs 10 enc ] 1

Search Custom Import

OAuth2 Server (0

Select one of the templates to add a custom web
application,

Or, use Infinite Apps to add User-Password
applications automatically. x
OpenlD Connect (

SAML @

User-Password (i

WS-Fed (

0] (] J 30 308 >

5]

Close

3. The SAML configuration page opens automatically to the Settings tab.
Go to Trust to view the Identity Provider Configuration section.

Select the Signing Certificate dropdown menu and click Download to download both the Centrify signing certificate
and the metadata file. These will be uploaded to the FortiAuthenticator.
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- Application 1 of 2 (2) (3}
SAML

Type Wab - SAML + Provisiening « Siatus: Ready to Deploy

Actions w Applcation Conliguration Help

Trust

Laarm more

SAML Response
Identity Provider Configuration

Lizer A

Corfigure your idP Entity ID  lssuer and Signing Certificate, if needed. Your SAML Service Provider will require you to send (38 Configueation valises in a certain

Palicy miethod. Choose the method, then Eollow the instructions.
i Mapping
®) Metadata » Metadata
ked Applicationg
Linked Application Manual Configuration
i idP Entity iD / Issuer and Signing Cestificate do not need to be edited in most cases.
Frovisioning If you need 1o edit them, sdit them finst then procssd 1o the configueation methed required by Service Provider.
App Gateway
) » WP Entity 10/ lssusr (T)
Workflow

~ Signing Certificate (1)

Centrify SHAZS6 Tenant Signing Certificate (default) -

Thumbprint: DD3ES1BC1FRD54EIF 161 5FEIE1EDSCAS ZBEAARE
Subject: Ch=Cantrify Customer AAWRESS Application Signing
Certificate

Algorithm: shaZS6RSA

Expires: 12/31/203E 7.08:08 PM

Download
URL hittpaz/ BEwBBA D iy centrify. comysaasManage) Downic Cepy URL
File Download Metadata File
ML Copy XML

4. Goto SAML Response and select Add.

Add the FirstName, LastName, Email, and Memberof user attributes. Select Save.
-
SAML
Type: Web - SAML + Provisioning « Status: Ready to Deploy

Actions w Application Configuration Help

Settings SAML Response

Trust Learn more

Permissions

Attributes

Click the Add button below to map attributes from your source directory to SAML attributes that should be included

Policy
o in the SAML response for this application.

Account Mapping

Add

Linked Applications
pll.)\’l!i Qrung " 4

Attribute Name Attribute Value
App Gateway

# FirstName #" Loginlzer FirstName
Workflow

#  LastName #  LoginUser LastName
Changelog

#  Email #  LoginUser Email
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Importing the IdP certificate and metadata on the FortiAuthenticator

1. On the FortiAuthenticator, go to Fortinet SSO Methods > SSO > SAML Authentication and import the IdP metadata
and certificate downloaded earlier.
This automatically fills the IdP fields (as shown in the example). Click OK to save these changes.

Edit SAML Portal Settings

@ Successfully saved SAML Portal Settings

»| Enable SAML portal

Device FQDMN fac.school.net
Portal URL https ifac school netflogin'sami-auth
Entity ID http-ffac school net/metadata/
ACS (login) URL https-/fac school net'saml?acs
[Download SP n'etada1a|| [import IDP meladata] [import IDP cerificate] I
IDP entity id

hitps.faaw0g49. my. centrify

IDP single sign-on URL

IDP certificate fingerprint

hitps:-aaw0849_my_centrify.

8d69ccd 33286158 Mad0a054d7 73009 5fca26eB 850407 151c65/0d 1ebfee

comieeaTabin-e442-40d8-b543-de1addfafed?

com/applogin/appKey/eee7Bb2b-e442-40d8-054 3-de 1ad9fBfe2Ticustomer d/AAVWDE4S

Fingerprint algorithm

SHA-256

Enable SAML single logout

Sign SAML requests with a local certificate

Obtain group membership
from:

| Implicit group membership

& SAML assertions:
"In_<group>" boolean assertions

# Text-based list | Memberof

Azure
LDAP lookup

samil_users v

| OK || Cancel

2. Select Download SP metadata. This will be uploaded to the Centrify tenant.

Edit SAML Portal Settings

«| Enable SAML portal
Device FQDN:

Portal URL

Entity 1D

ACS (login) URL:
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3. Goto Fortinet SSO Methods > SSO > FortiGate Filtering and create a new FortiGate filter.
Enter a name and the FortiGate’s wan-interface IP address, and select OK.

Enable Fortinet Single Sign-On (FSSO).
Select Create New to create an SSO group filtering object (as shown in this example).

The name of the filter must be the same as the group name created for SAML users (saml_users). The two user
groups must have the exact same name or SSO information will not be pushed to the FortiGate.

Select OK to apply all changes.

Edit FortiGate Filter

@ Successfully added FortiGate filter “sami_users (172.25.176.62)". You may edit it again below.

Name: saml_users
FortiGate name/IP: 172.25.176.62
Description

IP Filtering

Enable |P filttering for this service.

Fortinet Single Sign-On (F550)

«| Forward FSS0 information for users from the following subset of users/groups/containers only

550 Filtering Objects

Name/DN Type Actions
sami_users Group ]
Create New | Import
| OK | Cancel

Uploading the SP metadata to the Centrify tenant

1. On the Centrify tenant Trust tab, go to the Service Provider Configuration section and select Choose File to upload
the SP metadata from the FortiAuthenticator.
When the upload is complete, the XML box is automatically filled in. Select Save.

Service Provider Configuration
Select the configuration method specified by Service Provider, and then follow the instructions
o) Metadata Metadata

Manual Configuration
Use one of the following methods to import SP Metadata given by your Service Provider.

URL Enter URL here Load
File Choose File spssodescriptor.xml
XML <?xmil version="1.8"7>

=md:EntityDescriptor

xmins:md="um:oasis:names:tc:SAML:2.8:metadata’
validuntil="2818-88-38T18:86:23Z"
cacheDuration="PT6848885"
entitylD="http.//fac.school.net/metadata/">

Cancel
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2. Optionally, go to Settings and enter a Name and Description, and upload a custom Logo. Select Save.
Settings Settings

Trust Learn more

SAML Response D inti
escription

User Access

*

Policy Mame

Account Mapping SAML-FortiAuthenticator
Linked Applications Description
Provisioning S50 connector for Fortiduthenticator Portal.

App Gateway

Notkflow
Changelog

Category *

Other
Logo
Browse
FiATINET
Recommended image size is 1868 x 188
Advanced

Application ID (1)

v Show inuser app list (1)

Configuring FSSO on the FortiGate

1. Onthe FortiGate, go to User & Device > Single Sign-On and select Create New.
Set Type to Fortinet Single-Sign-On Agent, enter a Name, the FortiAuthenticator’s Internet-interface IP address,
and the password, which must match the secret key entered at the beginning of the FortiAuthenticator configuration
process.
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Select Apply & Refresh.

Mews Single Sign-Cin Server

Type Pall Active Directory Server

Fartinet Single-Sign-Cn Agent
RADIUS Single-Sign-Cn Agent

Mame fac-fsso

Primary FS50 Agent 17225176141 - | esesssens +

Collector Agent AD access mode  JElEQEEEN Advanced

Users/Groups @ 0 & View

Apply & Refresh “ Cancel

2. The SAML user group name is pushed to the FortiGate from the FortiAuthenticator and appears when you select
View.

You might have to wait a few minutes before the user group appears.

3. Goto User & Device > User Groups and create a new FSSO user group. Users authenticated via SAML FSSO are
in this group.
Enter a Name, set Type to Fortinet Single Sign-On (FSSO), and add the FSSO group as one of the Members.
Edit User Group

Name fac-saml

Type Firewall

Fortinet Single Sign-On (FSSO)
RADIUS Single Sign-On (RSSO)
Guest

Members | B2 SAML_USERS x
+

Configuring Captive Portal and security policies

1. Onthe FortiGate, go to Network > Interfaces and edit the internal interface.
Under Admission Control, set Security Mode to Captive Portal.

Set Authentication Portal to External, and enter the SAML authentication portal URL.

Set User Access to Restricted to Groups, and set User Groups to any local group. As the FSSO group is not
available, you cannot use this local group for access.

Admission Control

Security Mode Captive Portal -
Authentication Portal Local https://fac.school.net/login/saml-auth
User Access @ Allow all
User Groups & Guest-group x
-
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2. Goto Policy & Objects > Addresses and add the FortiAuthenticator as an address object.

New Address

Category IPv6 Address  Multicast Address  Proxy Address
Name FAC-172.25.176.141

Color & | Change

Type Subnet -

Subnet /IP Range 172.25.176.141

Interface O any -

Showin Address List O

Static Route Configuration (B

Comments

Tags
© Add Tag Category

3. Create an FQDN object of your Centrify tenant portal:
 <your-tenant-id>.my.centrify.com
As this is an FQDN, make sure to set Type to FQDN.
4. Goto Policy & Objects > IPv4 Policy and create the policies in these examples:
» Anpolicy for DNS.
» A policy for access from the FortiAuthenticator.
« A policy for Centrify bypass.
e Apolicy for FSSO, including the SAML user group.
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MNew Policy
Name € | dns
Incoming Interface | 23 internal x
+
Outgoing Interface | M wanl ®
+
Source = all ®
+
Destination = all ®
+
Schedule | [0 always -
Service ] DNS ®
+
Action P eedul @ DENY = LEARN E IPsec
Firewall / Network Options
NAT O
MNew Palicy
Name © | fac
Incoming Interface | =2 internal x
+
Outgoing Interface | M wanl ®
+
Source i FAC-172.25.176.141 x
+
Destination = all ®
+
Schedule | [® always -
Service I ALL ®
+
Action P eedul @ DENY = LEARN K IPsec

Firewall / Network Options
NAT O
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MNew Policy
Name € centrify-bypass
Incoming Interface | =2 internal x
+
Qutgoing Interface | M wan1 x
+
Saurce = all x
+
Destination & <your-tenant-id=.my.centrify.com %
+
Schedule o always -
Service I ALL x
+
Action U eeIYN @ DENY = LEARN O IPsec
Firewall / Network Options
NAT O
MNew Policy
Name € fsso
Incoming Interface | =2 internal x
+
Qutgoing Interface | M wan1 x
+
Source = all x
Ef fac-saml x
+
Destination = all x
+
Schedule ¢ always -
Service I ALL x
+
Action Y laeIyl @ DENY 7= LEARN | 2 IPsec

Firewall / Network Options

NAT | @]

5. When finished, right-click each policy except the FSSO policy, select Edit in CLI, and enter the following commands
for each policy except the FSSO policy:
set captive-portal-exempt enable
next
end

This command exempts users of these policies from the captive portal interface.
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Results

To test the connection, open a browser window and try to browse the Internet. The browser redirects to the
FortiAuthenticator SAML portal, which pushes the browser to the SAML IdP.

Alternatively, you can directly navigate to the portal URL.

1. Enter the Centrify account credentials and select Next.

User Name

@ Ce nt r i fy ghtreepwood@fortinet.com.18

ZERO TRUST SECURITY

(G

2. You must verify your account on your first login. An eight-digit code is sent to your email. Use the code to verify your
identity and log into the portal.

Authentication Needed © lnbox x

Centrify Account Verification <conotrealy @centrify com

&) Centrify-

Hello gthreepwood@fortinet.com.18,

Centinue with Authentication
Enter the following code where prompied. 25768831

Don’t Know The Sender?

Yiou are receiving this email becaute you ane altempling 1o login and authenlicali your connecion

with the Cenbrify Identity Servica. if you did nof initiate this process, dedate this amail

Centrify

3. The user assertion pushes to the FortiAuthenticator where the user is successfully authenticated. Note the user IP
and group hame.
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il Login Successtul N

€ PR ntipsyfacschoolnet aml-aut € | A Search wEe & O =

£22 FortiGate G0E 42} FortiGate 15000

Successfully logged-in to SAML Service Provider

¥ou are now Signed in as. ghreepwoodiEdomnet com 18
Your IF; 172.25.176.02
Group(s) saml_users

Logaut

4. In FortiAuthenticator Monitor > SSO > SSO Sessions, you can view user information including the IP address,
source, and user group.

P Refesh g Expont | {5 Logeit AN D of 1 selecied Search for S50 session T
Thos fusg 25 15:55:14 2018 T Awg 28 15:55:14 2018 1IT225 1he2 172.35.178.82 SE50_EXT_USER GTHREEPWOOD SAML | |GTHREEFW’DOI)—SM_USERS|
1 550 session

5. In FortiGate Monitor > Firewall User Monitor, confirm that the user is authenticated via FSSO and is in the correct

user group.
Z¥ Rafresh | = Show all FS50 Logons [JEEEElS Q
Lhsesr Mlame Usar Group Duration P Acdir s Traffic Violums Mathod
GTHREEPWOOD 2 minute(s) and 3 secondlz) 172.95.176.92 op | % Fortinet Single Sign-tin |

SAML 2.0 FSSO with FortiAuthenticator and Google G Suite

3. User browser
redirected to Google

SAML login page
_(sAML 5P)

2. Redirected to
FortiAuthenticator

5. FortiAuthenticator
receives SAML
assertion approval

6, User authenticates
as an F550 user

)

FortiGate

This example shows how to provide a Security Assertion Markup Language (SAML) FSSO cloud authentication solution
using FortiAuthenticator with Google G Suite. FortiAuthenticator acts as the authentication Service Provider (SP) and
Google as the Identity Provider (IdP).

In this example, the FortiGate has a WAN IP address of 172.25.176.92, and the FortiAuthenticator has the WAN IP
address of 172.25.176.141.

FortiOS 5.6 Cookbook
Fortinet Inc.



Authentication

Before you begin, on the FortiAuthenticator, create two user groups (one local user group and one SSO user group).
These groups must have identical names, in this example, saml_users.

Configuring FSSO and SAML on the FortiAuthenticator

1.

On the FortiAuthenticator, go to System > Dashboard > Status.
In the System Information widget, select Change beside Device FQDN.

Enter a domain name (in this example, fac.school.net). This helps identify where the FortiAuthenticator is located in
the DNS hierarchy.

Edit Device FQDN

Fully qualified domain name: fac.school.net

| OK || Cancel

Enter the same name for the Host Name. This allows you to add the unit to the FortiGate’s DNS list so that the local
DNS lookup of this FQDN can be resolved.

+ System Information

Host Name fac.school.net [Change]
Device FQDMN fac.school.net [Change]
Serial Number FAC2HD3A15000126
System Time Tue Jun 26 08:51:00 2018 [Change]
Firmware Version v5.3.1, build0242 (GA) [Upgrade]
System Configuration Last Backup: Thu May 24 12:24:44 2018 [Backup/Resiore]
Current Administrator admin
Uptime 12 day(s) 21 hour{s) 33 minute(s)
Shutdown | Reboot [Reboot] [Shutdown]
3. Onthe FortiAuthenticator, go to Fortinet SSO Methods > SSO > General and set FortiGate SSO options. Make sure
to Enable authentication.
Enter a Secret key and select OK to apply your changes. This Secret key is used on the FortiGate to add the
FortiAuthenticator as the FSSO server.
Listening port: 8000
[+ Enable authentication
Secretkey:  sssaeses
Login expiry: 450 minutes
Extend user session beyond logoff by: 0 seconds (0-3600)
] Enable NTLM authentication
4. Goto Fortinet SSO Methods > SSO > SAML Authentication and select Enable SAML portal. All necessary URLs are
automatically generated:
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» Portal URL: captive portal URL for the FortiGate and user.
 Entity ID: used in the Centrify SAML IdP application setup.
e ACS (login) URL: assertion POST URL used by the SAML IdP.
Under SAML assertions, enable Text-based list and enter Memberof (this field is case-sensitive).

Edit SAML Portal Settings

| Enable SAML portal
Device FQDN fac_school net
Paortal URL hitps-ifac school netlagin‘saml-auth
Entity ID hitpcfifac school net/metadata’
ACS (login) URL hitps-/fac school net'samli™acs
[Download SP metadata) [import IDP metadata] [import IDP cerificale]
DF entfity id

DF single sign-on URL

DF ceriificate fingerprint

Fingerprint algarithm SHA-256
Enable SAML single logout
Sign SAML requests with a local certificate
Obtain group membership ® SAML assertions:

from: .
In_<group>=" boolean assertions

# Text-based list  Memberof

Azure

LDAP lookup

mplicit group membership

OK f Cancel

Keep this window open as these URLs are needed to configure the IdP application and for testing.

You cannot save these settings yet as the IdP information (IDP entity id, IDP single sign-on URL, and IDP certificate
fingerprint) still needs to be entered. These fields will be filled once the IdP application configuration is complete.
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Configuring SAML on G Suite

To configure SAML, log in to your G Suite administrator account:

1. Inthe Admin console, select Apps > SAML apps > Add a service/App to your domain.

Google Admin Q Search for users, groups, and settings (e.g. add user 1o group)

Thanks for choasng & Suls

Welcome to Admin console

WBICH & vi0e0 Be e ABOUT whal's Mew
Sef up 0 Sulte bedore you Begin

START SETUP =

- = 2 3 | | —

(Dashboard Users Graups Device management Apps Billing
Saa relevEnt insights A, rename, and Crpabs groups and SeCLre COTROVAtE dalE Mianags a0ps and he Wi Chames and
S sattings manage icenses

mailing lists on device:

aboul your domain

i 0 - (5 ]

Admin roles Domaing Data migrathan Support
Aid new sdming Ad domains or domain Impart emsil, calends 4
alazes and conftacts beam

arch for users, groups, and settings (e.g. add u:

APPS SETTINGS

Marketplace settings n 3
1 45

G Suite Additional Google services

Gmail, Calendar, Drive & more Blogging, ph cial tools

=
0 0

Marketplace apps SAML apps
0 and User Provisioning

More about Marketplace apgs Manag

FortiOS 5.6 Cookbook
Fortinet Inc.



Authentication

= Google Admin Q, Search for users, groups, and settings (e.g. add user to gro

Saervices Slatus & Carlificate

No services/Apps configured for SAML.

2. Inthe Enable SSO for SAML Application page, selectto SETUP MY OWN CUSTOM APP.

Step 1 x
Enable SSO for SAML Application

Select an service/App for which you want to setup S50

Filter Apps

Services Provisioning supported

15Five v >
4Me H
TGeese >
Accellion >
Adaptive Insights >
Adobe Sign >
AgileApps Cloud H

SETUP MY OWN CUSTOM APP
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3. Inthe Google IdP Information page, download the Certificate and IDP metadata. Select Next.

Step2of 3 x
Google IdP Information

Choose from either option to setup Google as your identity provider. Please add details in the S50
config for the service provider. Learn more

Option 1
SS0 URL https:/faccounts.google.com/o/saml2/idp?idpid=C02x1byzz
Entity ID https:/faccounts.google.com/o/saml2?idpid=C02x1byzz
) Google_2023-6-20-113748_SAML2.0
Certificate
Expires Jun 20, 2023

4 DOWNLOAD
Option 2
IDP metadata 4 DOWNLOAD
PREVIOUS CANCEL NEXT

4. Inthe Basic information for your Custom App page, enter an Application Name, and, if you want, a Description and
Upload logo. Select Next.

Step3of s x

Basic information for your Custom App

Please provide the basic information needed to configure your Custom App. This information will be
viewed by end-users of the application.

Application Name * Fortiduthenticator

(=]
]
o
=
=)
=

Welcome! Please provide valid credentials to log in

Upload logo [I]J CHOOSE FILE

logo.jpa 736 KB

PREVIOUS CANCEL NEXT
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5. Inthe Service Provider Details page, setthe ACS URL, Entity ID, and Start URL. These are the ACS (login) URL,
Entity ID, and Portal URL from the FortiAuthenticator Edit SAML Portal Settings window. Select Next.

Step 4 of 5 x

SlEp 40T 2

Service Provider Details

Please provide service provider details to configure S5O for your Custom App. The ACS url and Entity
ID are mandatory.

https:/{fac.school.net/saml/?acs

Entity 1D * http://fac.school.net/metadata
http://fac.school.net/login/saml-auth

Signed Response O

MName ID Basic Information Primary Email

Name ID Format UNSPECIFIED

PREVIOUS CANCEL NEXT

6. Inthe Attribute Mapping page, add the FirstName, LastName, Email, and Memberof user attributes.
The Department setting for Memberof must match the FortiAuthenticator sam/_users group.

Select Finish.

Step 5of 5 x

Attribute Mapping

Provide mappings between service provider attributes to available user profile fields.

Basic Information First Name
Basic Information Last Name

Basic Information Primary Email

Employee Details Department

ADD NEW MAPPING
PREVIOUS CANCEL FINISH
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7. Check that the application is ON for everyone.

Go to your user’'s Account information and ensure Employee details is Department. Set Department to the same
FortiAuthenticator saml/_users user group name.

Google Admin Q

Last login 2:49 PM EDT

0GB 1
Mail storage wsed Docs owned
~ Account
Basic information MNam:
o Email:
Employee details Department: sami_users
Googhe+ profile Googhes profile not created

No roile

Importing the IdP certificate and metadata on the FortiAuthenticator

1. On the FortiAuthenticator, go to Fortinet SSO Methods > SSO > SAML Authentication and import the IdP metadata
and certificate downloaded during the Google IdP Information step earlier.
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This automatically fills the IdP fields (as shown in the example). Click OK to save these changes.

Edit SAML Portal Settings

& Successfully saved SAML Portal Seftings

# Enable SAML porta

Device FQDN fac school net

Partal URL: hitps:ifac school netlogin/sami-auth
Entity 1D hittp:/ac_school. netimetadata/

ACS (login) URL: hitps./ifac_school net'saml7acs

[Download 5P metadata] I[I'l':art IDF metadata] [Import IDP :::|t'l"'.11:'|

IDP enfity id
hitps://accounts. google.comfo/sami2 7idpid=C012cnpcd

IDP single sign-on URL:
hitps:/faccounts. google comfolsami2 Midp?idpid=CO012cnpcd

IDP certificate fingerprint:
b44042a32058c553480c5430 1eded5e 1091 0800072124327 301092 1109520521d

Fingerprint algorithm: SHA-255
Enable SAML single logout

Sign SAML requests with a local certificate

Obtain group membership ® SAML assertions:

from: _
In_=group>" boolean assertions

® Text-based list | Memberof
Azure
LDAP lookup
Implicit group membership

| 0K | Cancel

2. Goto Fortinet SSO Methods > SSO > FortiGate Filtering and create a new FortiGate filter.
Enter a name and the FortiGate’s wan-interface IP address, and select OK.
Enable Fortinet Single Sign-On (FSSO).
Select Create New to create an SSO group filtering object (as shown in this example).

The name of the filter must be the same as the group name created for SAML users (saml_users). The two user
groups must have the exact same name or SSO information will not be pushed to the FortiGate.
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Select OK to apply all changes.

Edit FortiGate Filter

) Successhully added FortiGate filler “sami_users (172.25.176.92)". You may edit it again below.

Name: saml_users
FortiGate name/lP: 172.25.176.92
Description:

IP Filtering
| Enable IP filtering for this service.

Fortinet Single Sign-On (F550)
« Forward F550 information for users from the following subset of users/groups/containers only:

S50 Filtering Objects
Name/DN Type Actions
saml_users Group S n
Create Mew | import

Configuring FSSO on the FortiGate

1. Onthe FortiGate, go to User & Device > Single Sign-On and select Create New.
Set Type to Fortinet Single-Sign-On Agent, enter a Name, the FortiAuthenticator’s Internet-interface IP address,
and the password, which must match the secret key entered at the beginning of the FortiAuthenticator configuration
process.
Select Apply & Refresh.
Mews Single Sign-Cin Server

Type Pall Active Directory Server

Fartinet Single-Sign-C
RADIUS Single-Sign-Cn Agent

Mame | fac-fsso |

Primary FS50 Agent | 172.25.17B.141 [ < [ everennes NE;

Collector Agent AD access mode  JElEQEEEN Advanced

Users/Groups @ 0 & View

Apply & Refresh “ Cancel

2. The SAML user group name is pushed to the FortiGate from the FortiAuthenticator and appears when you select
View.
You might have to wait a few minutes before the user group appears.

3. Goto User & Device > User Groups and create a new FSSO user group. Users authenticated via SAML FSSO are
in this group.
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Enter a Name, set Type to Fortinet Single Sign-On (FSSO), and add the FSSO group as one of the Members.

Edit User Group
Name fac-saml
Type Firewall

Fortinet Single Sign-On (FSSO)
RADIUS Single Sign-On (RSSO)
Guest

Members | B2 SAML_USERS x
+

Configuring Captive Portal and security policies

1. Onthe FortiGate, go to Network > Interfaces and edit the internal interface.
Under Admission Control, set Security Mode to Captive Portal.

Set Authentication Portal to External, and enter the SAML authentication portal URL.

Set User Access to Restricted to Groups, and set User Groups to any local group. As the FSSO group is not
available, you cannot use this local group for access.

Admission Control

Security Mode Captive Portal -
Authentication Portal Local WSAGINEIN | https:/fac.school.net/login/saml-auth
User Access € Allow all
User Groups & Guest-group x
+
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2. Goto Policy & Objects > Addresses and add the FortiAuthenticator as an address object.

New Address

Category IPv6 Address = Multicast Address = Proxy Address
Name FAC-172.25.176.141

Color & | Change

Type Subnet -

Subnet /IP Range 172.25.176.141

Interface O any -

Showin Address List O

Static Route Configuration (B

Comments

Tags
© Add Tag Category

3. Create the following FQDN objects:
« Www.googleapis.com
» accounts.google.com
» ssl-gstatic.com
« fonts.gstatic.com
« www.gstatic.com
4. Add the following Google subnets:
e 172.217.9.0/24
« 216.58.192.0/19
5. Create an address group, adding all created objects as members (in this example, g.suite-bypass).
6. Goto Policy & Objects > IPv4 Policy and create the policies in these examples:
« Apolicy for DNS.
» Apolicy for access from FortiAuthenticator.
« Apolicy for G Suite bypass.
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« Apolicy for FSSO, including the SAML user group.

MNew Palicy

Name @ ' dns

Incoming Interface | 23 internal x
+

Qutgoing Interface | M wan1 x
+

Source = all ®
+

Destination = all x
+

Schedule T8 always -

Service @ DNS x
+

Action ¥ \eezl @ DENY = LEARN O [Psec

Firewall / Network Options

NAT O

MNew Palicy

Name @ | fac

Incoming Interface | 23 internal x
+

Qutgoing Interface | M wan1 x
+

Source il FAC-172.25.176.141 x
+

Destination = all x
+

Schedule T8 always -

Service I ALL x
+

Action ¥ \eezl @ DENY = LEARN O [Psec

Firewall / Network Options

NAT L &
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7. When finished, right-click each policy except the FSSO policy, select Edit in CLI, and enter the following commands

MNew Paolicy

Name €

Incoming Interface

QOutgoing Interface

Source

Destination

Schedule

Service

Action

g.suite-bypass

=2 internal

+
™ wan1

+
= all

+
T8 g.suite-bypass

+
[0 always
I ALL

Firewall / Network Options

NAT

New Policy

Name @

Incoming Interface

QOutgoing Interface

Source

Destination

Schedule

Service

Action

fsso
=2 internal

+
™ wan1

+
= all
F& saml-users

+
= al

+
[ always
[ ALL

Firewall / Network Options

NAT

for each policy except the FSSO policy:
set captive-portal-exempt enable
next

end

This command exempts users of these policies from the captive portal interface.
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Results

To test the connection, open a browser window and try to browse the Internet. The browser redirects to the
FortiAuthenticator SAML portal, which pushes the browser to the SAML IdP.

Alternatively, you can directly navigate to the portal URL.

1. Enter a Google account credentials and confirm your password.

- G Signin - Google Accounts X ®

« = C o (@ @ httpsy//accounts.googe.com;Service see | | Q search

I @

(P You must log in to this network before you can access the Internet. Open Network Login Page | X

-

Google

Please re-enter your password

LA LA LL L L]

Need help?

Sign in with a different account

w

2. The user assertion pushes to the FortiAuthenticator where the user is successfully authenticated. Take note of the
user IP and group name.

e

= & @ @ @ https//facschoolnetlogin/saml-auth/ e @ 11 Q search mw o =

@ You must log in to this network before you can access the Intemet. x

Successfully logged-in to SAML Service Provider

You are now signed in as:
Your IP: 10.200.201.78
Group(s) saml-users

Logout

3. View user information including IP address and user group on the FortiAuthenticator under Monitor > SSO > SSO
Sessions.

D Rermn  dhiged W Lagot Al

@ ol | sdeched

[] Towdum 38 oramaeeis

Tom Jwn 2% OT-55:27 2018 1020020178 1E200.201.78 E0_EaT_PerEn

e
S50 wmnor
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4. Confirm that the user has been authenticated via FSSO on the FortiGate under Monitor > Firewall User Monitor.

2 Refresh + Shaw all FE50 Logons [+]
Lser Mame Liser Group Duration 1P Address method
2 minutes 18 seconds 10.200.201.78 B Fortinet Single Sign-0n

SAML 2.0 FSSO with FortiAuthenticator and Okta

3. User browser
redirected to Okta

(5AML 5P) SAML login page

(P

Internet
Fortiduthenticater
—

2. Redirected to

FortiAuthenticator 6. User authenticates 5. FortiAuthenticator
as an FS50 user receives SAML
assertion approval

[. Unknown user 4, Successful

(%——*’? I okta

FortiGate (SAML 1dP)

This example shows you how to provide a Security Assertion Markup Language (SAML) FSSO cloud authentication
solution using FortiAuthenticator as the service provider (SP) and Okta as the identity provider (IdP).

Okta is a cloud-based user directory providing a secure authentication and identity-access management service that
offer secure SSO solutions. Okta can be implemented with different technologies and services including Office 365, G
Suite, Dropbox, AWS, and others.

In the above sample diagram, a user starts by trying to make an unauthenticated web request (1). The FortiGate’s
captive portal offloads the authentication request to the FortiAuthenticator's SAML SP portal (2) which in turn redirects
that client/browser to the SAML IdP login page (3). If the user successfully logs into the portal (4), a positive SAML
assertion is sent back to the FortiAuthenticator (5), converting the user’s credentials into those of an FSSO user (6).

In this example, the FortiGate has a WAN IP address of 172.25.176.92, and the FortiAuthenticator has the WAN IP
address of 172.25.176.141. For testing purposes, the FortiAuthenticator’s IP and FQDN are added to the host’s file of
trusted host names; this is not necessary for a typical network.

Before you begin:

« Create an Okta developer account.

« On the FortiAuthenticator, create two user groups (one local user group and one SSO user group). These groups
must have identical names, in this example, saml_users.
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Configuring DNS and FortiAuthenticator's FQDN

1. On the FortiAuthenticator, go to System > Dashboard > Status.
In the System Information widget, select Change beside Device FQDN.

Enter a domain name (in this example, fac.school.net). This helps identify where the FortiAuthenticator is located in

the DNS hierarchy.
Edit Device FQDN
Fully qualified domain name: fac.school.net

| OK | Cancel

2. Enter the same name for the Host Name. This allows you to add the unit to the FortiGate’s DNS list so that the local
DNS lookup of this FQDN can be resolved.

+ System Information

fac.school.net [Change]

Host Name

Device FQDMN fac.school.net [Change]

Serial Number FAC2HD3A15000126

System Time Tue Jun 26 08:51:00 2018 [Change]

Firmware Version v5.3.1, build0242 (GA) [Upgrade]

System Configuration Last Backup: Thu May 24 12:24:44 2018 [Eackup/Restore]
Current Administrator admin

Uptime 12 day(s) 21 hour(s) 33 minute(s)

Shutdown | Reboot [Reboot] [Shutdown]

3. Onthe FortiGate, open the CLI Console and enter the following commands using the FortiAuthenticator’s host
name and Internet-facing IP address:
config system dns-database
edit school.net
config dns-entry
edit 1

set hostname fac.school.net
set ip 172.25.176.141

next
end
set domain school.net
next
end

Enabling FSSO and SAML on the FortiAuthenticator

1. On the FortiAuthenticator, go to Fortinet SSO Methods > SSO > General and set FortiGate SSO options. Make sure
to Enable authentication.
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Enter a Secret key and select OK to apply your changes. This Secret key is used on the FortiGate to add the
FortiAuthenticator as the FSSO server.

Edit $50 Configuration

FortiGate
Listening port: 8000

[+ Enable authentication

Secret key:
Login expiry: 480 minutes
Extend user session beyond logoff by: 0 seconds (0-3600)

[] Enable NTLM authentication

2. Goto Fortinet SSO Methods > SSO > SAML Authentication and select Enable SAML portal. All necessary URLs are
automatically generated:
o Portal URL: captive portal URL for the FortiGate and user.
o Entity ID: used in the Centrify SAML IdP application setup.

e ACS (login) URL: assertion POST URL used by the SAML IdP.
Enable Implicit group membership and assign the sam/_users group. This places SAML authenticated users into

this group.
# Enable SAML portal
Device FQDN: fac.school.net

https:ifac school netflogin/sami-auth

http:ffec school. netimetadatal

ACS (login) url https:ifac. school net'saml@acs
[Download SP metadata] [Import IDP metadata] [Impaort IDP ¢ertific ate)
IDF enity id

|0P single sign-on URL
I0P cerificate fingerprint:

Fingerprint algorithm: Unknown
Enable SAML single logout
Sign SAML reques!s with a local certificate
Obtain group membership ® SAML assertions:
e & "In_=group>" boolean asserfions
Text-based list  memberof

Azure
LDAP lookup

# Implicit group membership sami_users v

OK | Cancel |
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Keep this window open as these URLs are needed to configure the IdP application and for testing.

You cannot save these settings yet as the IdP information (IDP entity id, IDP single sign-on URL, and IDP certificate
fingerprint) still needs to be entered. These fields will be filled once the IdP application configuration is complete.

Configuring the Okta developer account IDP application

1. Open a browser, log in to your Okta developer account, and select Admin under your user settings.

okta

Sign In

Remember me

Meed help signing in?

Q4 Launch App L - + Add Apps Admin

2. Gotothe Applications tab and select Add Application.

Applications

=22 Applications
5 Add Application 55 Assign Applications

Active . O nactive - C
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3. Select Create New App and create a new application with the SAML 2.0 sign on method.

== Add Application
Q Search for an application
Can't find an app?

Create New App

Apps you created (0) —

Create a New Application Integration

Platform Web -
Sign on method () Secure Web Authentication (SWA)

(@) SAML 20

: OpeniD Connect

Create Cancel

4. Enter an App name. The App name is the name of the portal the user logs into.
If you want, you can upload a logo.

Select Next.

=3 Create SAML Integration

0 General Settings

App name FortlAuthenticator
App logo{optonal) @
fac-lcon.png Browse..

Upload Logo

App visibility [] Do not display applicaton icon to users

[] Do not display applicaton icon In the Ckia Mobile app

cance m

5. Inthe A— SAML Settings page, set Single sign on URL to the ACS (login) URL from the Edit SAML Portal Settings
page on the FortiAuthenticator.
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Set Audience URI (SP Entity ID) to the Entity ID URLs from the Edit SAML Portal Settings page.
Users must use their email address as the username and their first and last names (see example).
Select Download Okta Certificate. This will be imported to the FortiAuthenticator later.

o SAML Settings

What does this form do’

| Single sign on URL @

Where do | find the info this form
needs?

| Audience URI (SP Entity 1D §

Default RelayState §

Okra Certificate
Mame ID format Unspecified *
& Download Okta Cemficate
Application username Email -
Show Advanced Settings

) A A LEARN MORE
Name Name format Value

FirstName Unspecified A userfirsiName L

LastName Unspecified L user lastName -

Email Unspecified v useremall v

Add Anather

You do not need to configure group attributes or section B.
6. Confirm that you are an Okta customer and set the App type to an internal app. Then select Finish.

e Help Okta Support understand how you configured this application

Are you a customer or partner? IZEZI I'm an Okta customer adding an Internal app

i::I I'm a software vendor. I'd like to Integrate my app with
Okta

The opticnal questions below assist Okta Support In understanding your app
Integration.

App type 9 This I1s an Internal app that we have created

:revl ks m
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7. Inthe Sign On tab, download the Identity Provider metadata.

FortiAuthenticator

Active = - View Logs

Settings

Default Relay State

SAML 20 is not configured untll you complete the setup Instructions.

II_-"'_Il_. Provider metadatajis available If this application supports dynamic configuration

Application username format Ema
Password reveal Allow users 10 securely see thelr password (Recommendes

8. Inthe Assignments tab, select Assign > Assign to People.
Assign the users you want to add to the application. This allows the user to log in to the application’s portal.
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Save your changes and select Done.

. /| FortiAuthenticator
= —
. Active = | . 4 View Logs

Assignments

() Sear Paople »

mn Type

I RASSIgN 10 Groups

Groups

(T
I

The user is assigned.

Applications

1 person assigned successfully

g

FortiAuthenticator
]
Active = |1¥| View Logs

ASSignments

FILTERS Person Type
Acam BRSIOW
People nidiviciual rd X
_ 1 abristow@forinet.com ! e

Groups
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Importing the IDP certificate and metadata on the FortiAuthenticator

1. In FortiAuthenticator, go to Fortinet SSO Methods > SSO > SAML Authentication and import the IDP metadata and
certificate downloaded earlier.
This automatically fills the IdP fields (as shown in the example). Click OK to save these changes.

Edit SAML Portal Settings

& Successfully saved SAML Portal Seftings

# Enable SAML porta

Device FQDN fac school net
Portal url hitps:/ifac school netloginisami-auth
Entity id http:ifac school.netimetadatal
ACS (login) wrl hittps:ifac school netisamlPacs
[Download SP metadata] | [Import IDP metadata] [Import IDP certificate] |
IDP entity id

hitp:ifwen okta comiexkardwdtyGkler KOhT

IDP single sign-on URL

hitps://dev-24 1684 okitapreview.com/app/forinetdev24 1684_fortiauthenticator_1/fexkar3wdtyGkler KDh7/sso/saml

IDP certificate fingerprint

28087c 304 21153f22e 55/ 77 1 5afedean 1beb099ealT63656fb 3884 1dccc bl

Fingerprint algorithm: SHA-256
Enable SAML single logout

Sign SAML requests with a local certificate

Obtain group membership ® SAML assertions
from:
& “In_=group=" boolean asserions
Text-based list
Arure

LDAP lookup

o Implicit group membership sami_userc v

| OK | Cancel

2. Goto Fortinet SSO Methods > SSO > FortiGate Filtering and create a new FortiGate filter.
Enter a name and the FortiGate’s wan-interface IP address, and select OK.

Enable Fortinet Single Sign-On (FSSO).
Select Create New to create an SSO group filtering object (as shown in this example).

The name of the filter must be the same as the group name created for SAML users (saml_users). The two user
groups must have the exact same name or SSO information will not be pushed to the FortiGate.
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Select OK to apply all changes.

Edit FortiGate Filter

D Successfully added FortiGate filter "sami_users (172.25.176.92)". You may edit it again below.v.

HName: saml_users
FortiGate name/1P: 172.25.176.92
Description

IP Filtering

| Enable IP filtering for this service.

Fortinet Single Sign-On (FS50)

o Forward FSSO information for users from the following subset of users/groups/containers only:

S50 Filtering Objects

Name/DN Type Actions
sami_users Group -
Create New Import |
OK | Canceal |

Configuring FSSO on the FortiGate

1. Onthe FortiGate, go to User & Device > Single Sign-On and select Create New.
Set Type to Fortinet Single-Sign-On Agent, enter a Name, the FortiAuthenticator’s Internet-interface IP address,
and the password, which must match the secret key entered at the beginning of the FortiAuthenticator configuration
process.
Select Apply & Refresh.

Mews Single Sign-Cin Server

Type Pall Active Directory Server

Fortinet Single-Sign-Cn Agent
RADIUS Single-Sign-Cn Agent

Mame | fac-fsso |

Primary FS50 Agent | 172.25.17B.141 [ < [ everennes NE;

Collector Agent AD access mode  JElEQEEEN Advanced

Users/Groups € 0 & View

Apply & Refresh “ Cancel

2. The SAML user group name is pushed to the FortiGate from the FortiAuthenticator and appears when you select
View.
You might have to wait a few minutes before the user group appears.

3. Inthelist showing the server, hover over the entry under the Users/Groups column and check that the FSSO group
has been pushed down.
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# Create Mew | 4 Edit

Mame Type LOWP Server Users/Groups FS50 Agent IPMame Status Ref.
fac-feso FS50 17225.176.141 (1) 17225176141 [ ] 1
Users/Groups
8 17225176141
- SAML_USERS

4. Goto User & Device > User Groups and create a new FSSO user group. Users authenticated via SAML FSSO are
in this group.

Enter a Name, set Type to Fortinet Single Sign-On (FSSO), and add the FSSO group as one of the Members.
Edit User Group

Name fac-saml

Type Firewall

Fortinet Single Sign-On (FSSO)
RADIUS Single Sign-On (RSSO)
Guest

Members | B2 SAML_USERS x
+

Configuring Captive Portal and security policies

1. Onthe FortiGate, go to Network > Interfaces and edit the internal interface.
Under Admission Control, set Security Mode to Captive Portal.

Set Authentication Portal to External, and enter the SAML authentication portal URL.

Set User Access to Restricted to Groups, and set User Groups to any local group. As the FSSO group is not
available, you cannot use this local group for access.

Admission Control

Security Mode Captive Portal -
Authentication Portal Local https://fac.school.net/login/saml-auth
User Access € Allow all
User Groups & Guest-group x
-
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2. Goto Policy & Objects > Addresses and add the FortiAuthenticator as an address object.

New Address

Category IPv6 Address  Multicast Address  Proxy Address
Name FAC-172.25.176.141

Color & | Change

Type Subnet -

Subnet /IP Range 172.25.176.141

Interface O any -

Showin Address List O

Static Route Configuration (B

Comments

Tags
© Add Tag Category

3. Create the following FQDN objects:
» eum-col.appdynamics.com
« login.okta.com
» ocsp.digicert.com
» op1static.oktacdn.com
As these are FQDNs, make sure to set Type to FQDN.
4. Goto Policy & Objects > IPv4 Policy and create the policies in these examples:
» Anpolicy for DNS.
« A policy for access from FortiAuthenticator.
« A policy for Okta bypass.
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« Apolicy for FSSO, including the SAML user group.

New Policy

Name €

Incoming Interface

Outgoing Interface

Source

Destination

Schedule

Service

Action

| dns |
3G internal x
+
@) wan1 x
+
B an x
+
B an x
+
| E always -
i DNs X
+

L@ ooyl @ DENY ™ LEARN 2 IPsec

Firewall / Network Options

NAT

MNewr Policy

Name

Incoming Interface

Outgoing Interface

Source

Destination

Schedule

Service

Action

Firewall / Metwork Options

NAT

FortiOS 5.6 Cookbook
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L @]

O
| fac |
3G internal x
+
@ wan1 x
+
B FAC-172.25.176.141 x
+
B al w
+
| L? always -
@ AL x
+
¥ Yeuzal @ DENY ™ LEARN O |Psec

121



Authentication

MNew Policy

Name €

Incoming Interface

QOutgoing Interface

Source

Destination

Schedule

Service

Action

| okta-bypass
3G internal 4
+
@) wan1 b 4
+
o al x
+
o dev-241684-admin.oktapreview. X
E eum-col.appdynamics.com x
L loginokta.com b 4
o ocsp.digicert.com x
L opistatic.oktacdn.com x
+
| L-‘. always -
@ AL x
+

U@ wesyll @ DENY ™ LEARN O IPsec

Firewall / Network Options

MNAT O
MNew Policy
Name € | fsso
Incoming Interface 3 internal

+
Outgoing Interface @ wan1

+
Source E all

lﬁ fac-saml

+
Destination = al

+
Schedule | L_'. always
Service ALL

+
Action U@ Yeeul @ DENY ™ LEARN O IPsec

Firewall / Network Options

NAT
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5. When finished, right-click each policy except the FSSO policy, select Edit in CLI, and enter the following commands
for each policy except the FSSO policy:

set captive-portal-exempt enable
next
end
This command exempts users of these policies from the captive portal interface.

Results
To test the connection, open a browser window and try to browse the Internet. The browser redirects to the
FortiAuthenticator SAML portal, which pushes the browser to the SAML IdP.
Alternatively, you can directly navigate to the portal URL.

1. Enter the user's credentials and select Sign In.

l f.:.r[._ ev-241684 - 5 x h.: —

< C @ Secure | https//dev-241684.oktapreview.com

Connecting to
Sign-in with your fortinei-dev-241684 account to access
Fortiduthenticator
Sign In
--------------
Remember me
Need help signing in?

Powered by Okla

The assertion is pushed back to the FortiAuthenticator where the user is authenticated.

P fortinet-dev-241684 - §

< C A Notsecure | b#yE//fac.school.net/login/saml-auth,

Authentication successful.
Logged in as: abelston @fortinet.com, ip: 1 92
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2. On the FortiAuthenticator, go to Monitor > SSO > SSO Sessions to view the user and assigned user group.

D Refresh & Expart -EH Logoff A0 | G- 0af 1 selected Search for 350 sessions v

Fridun 8 10:28:27 2017  FoJun 8 10028:227 2017 1T225.176.82 1722517682 5SSO _EXT_USER ABRISTOW  SAML ABRISTOW+SAML_USERS

1 S50 zes3io0n

3. Onthe FortiGate, go to Monitor > Firewall User Monitor to view user information and confirm that the user has been

authenticated via FSSO.
£¥ Refresh | Deauthenticate Show all FSSO Logons @O
User Mame User Group Duration IP Address Traffic Volume Method
ABRISTOW saml_users Oday(s) 0 hour(s) 5 minutels) 172.25176.92 1L11MB E{ Fortinet Single-Sign-On
FortiOS 5.6 Cookbook

124
Fortinet Inc.



High availability

This section includes recipes about how you can use high availability (HA) with your FortiGate.

' FORTIOS

i
Internet 5 - 6

VERSION

T

—
-
Switch
External-Frimary External-Backup
| | l port3 port3 | | l
FortiGate |port4 port4| FortiGate
— |
o
Switch Switch

- E
- I Il

Accounting network FGT 1400 FGT 900

Marketing network
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High availability with two FortiGates

f'ﬂ)

& Internet

FORTIOS

5.6

VERSION

XX

—
Switch
External-Frimary External-Backup
l l port3 port3 ‘ 1 l
FortiGate |port4 port4| FortiGate
Switch Switch
FGT 140D FGT a0D

Accounting network

Marketing network

This example describes how to add a backup FortiGate to a previously installed FortiGate, to form a high availability (HA)
cluster to improve network reliability.

Before you begin, check the following:

» The FortiGates are running the same FortiOS firmware version.
« Interfaces are not configured to get their addresses from DHCP or PPPoE.
« A switch portis not used as an HA heartbeat interface. If necessary, convert the switch port to individual interfaces.

This example is in the Fortinet Security Fabric collection. It can also be used as a standalone recipe.

This example uses the FortiGate Clustering Protocol (FGCP) for HA. After you complete this example, the original
FortiGate continues to operate as the primary FortiGate and the new FortiGate operates as the backup FortiGate.

For a more advanced HA example that includes CLI steps and involves using advanced options such as override to
maintain the same primary FortiGate, see High availability with FGCP (expert) on page 133.
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Setting up registration and licensing

1. Make sure both FortiGates are running the same FortiOS firmware version.
Register and apply licenses to the primary FortiGate before configuring it for HA operation. This includes licensing
for FortiCare Support, IPS, AntiVirus, Web Filtering, Mobile Malware, FortiClient, FortiCloud, and additional virtual
domains (VDOMs).
All FortiGates in the cluster must have the same level of licensing for FortiGuard, FortiCloud, FortiClient, and
VDOMSs. You can add FortiToken licenses at any time because they're synchronized with all cluster members.

NP If the FortiGates in the cluster will run FortiOS Carrier, apply the FortiOS Carrier license
‘Q' before you apply other licenses and before you configure the cluster. When you apply the
- FortiOS Carrier license, the FortiGate resets its configuration to factory defaults, requiring

you to repeat steps performed before applying the license.

Licenses

@ FortiCare Support @ IPS

@ AntiVirus @ Web Filtering
@ Anti-Spam Filtering I BYGGHENEINETE
FortiClient 0/10 FortiToken 0/2

2. You can also install any third-party certificates on the primary FortiGate before forming the cluster. Once the cluster
is running, the FGCP synchronizes third-party certificates with the backup FortiGate.

Configuring the primary FortiGate for HA

1. On the primary FortiGate, go to System > Settings and change the Host name to identify this as the primary
FortiGate in the HA cluster.

Host name | External-Primary

2. Goto System > HA and set the Mode.
Set the Mode to Active-Passive.
Set the Device priority to a higher value than the default (in this example, 250) to ensure this FortiGate is always the
primary FortiGate.
Set a Group name and Password.
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Check that the Heartbeat interfaces (in this example, port3 and port4) are selected and the Heartbeat Interface
Priority for each is set to 50.

Mode Active-Passive -

Device priority € | 250

Cluster Settings
Group name External-HA-cluster
Password ssssee @

Sessionpickup (B

Monitor interfaces +

Heartbeat interfaces | [@ port3 x
@ port4 x

Heartbeat Interface Priority €)
port3 r) 50
portd Ij 50

Since the backup FortiGate isn't available yet, when you save the HA configuration, the primary FortiGate operates
normally as a cluster of one.

A\,
‘Q' If these steps don't start HA mode, make sure that none of the FortiGate interfaces use

DHCP or PPPoE addressing.

If there are other FortiOS HA clusters on your network, you might need to change the cluster group ID using this CLI
command:

config system ha
set group-id 25
end

Connecting the backup FortiGate

Connect the backup FortiGate to the primary FortiGate and to the network, as shown in the network diagram at the start
of this example.

I I ‘ port3 port3
FortiGate | port4 port4| FortiGate
External-Primary External-Backup
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Since making these connections disrupt traffic, make these connections when network traffic is low. If possible, make
direct Ethernet connections between the heartbeat interfaces of the two FortiGate units.

This example uses two FortiGate-600Ds and the default heartbeat interfaces (port3 and port4). You can use any
interfaces for HA heartbeat interfaces. A best practice is to use interfaces that don't process traffic but this is not a
requirement.

If you set up HA between two FortiGates in a VM environment (for example, VMware or Hyper-V), you must enable

promiscuous mode and allow MAC address changes for heartbeat communication to work. Since the HA heartbeat
interfaces must be on the same broadcast domain, for HA between remote data centers (distributed clustering), you
must support layer 2 extensions between the remote data centers using technology such as MPLS or VXLAN.

You must use switches between the cluster and the Internet, and between the cluster and the internal networks, as
shown in the network diagram. You can use any good quality switches to make these connections. You can also use one
switch for all these connections as long as you configure the switch to separate traffic from different networks.

Configuring the backup FortiGate for HA

1. Ensure the backup FortiGate is running the same version firmware as the primary FortiGate.
2. Ifthisis a new FortiGate that has never been used, you can skip this step.
Reset the backup FortiGate to factory default settings using the following CLI command:

execute factoryreset

NP If the FortiGates in the cluster will run FortiOS Carrier, apply the FortiOS Carrier license
‘Q' before you apply other licenses and before you configure the cluster. When you apply the
- FortiOS Carrier license, the FortiGate resets its configuration to factory defaults, requiring

you to repeat steps performed before applying the license.

3. Onthe backup FortiGate, go to System > Settings and change the Host name to identify this as the backup
FortiGate.

Host name | External-Backup

4. Goto System > HA and duplicate the HA configuration of the primary FortiGate (except for Device priority).
Set Mode to Active-Passive.

Set the Device Periority to a lower value than the default to ensure this FortiGate is always the backup FortiGate.
Set the same Group name and Password as the primary FortiGate.
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Check that the same two Heartbeat interfaces (port3 and port4) are selected and the Heartbeat Interface Priority for

each is setto 50.
Maode Active-Passive
Device priority €@ | 50

Cluster Settings
Group name External-HA-cluster
Password ssss

Sessionpickup (B
Monitor interfaces +
Heartbeat interfaces | [@ port3

@ port4

Heartbeat Interface Priority €)

port3 U
port4 U

5. If you changed the cluster group ID of the primary FortiGate, change the cluster group ID for the backup FortiGate to

match it, using this CLI command:
config system ha

set group-id 25
end

When you save the HA configuration of the backup FortiGate, if the heartbeat interfaces are connected, the FortiGates
will find each other and form an HA cluster. Network traffic might be disrupted when the cluster negotiates the

connection.

Viewing the status of the HA cluster

1. Inthe primary FortiGate Dashboard, the HA Status widget shows the cluster mode (Mode) and group name

(Group).

HA Status
Mode Active-Passive
Group External-HA-Cluster
Master @ External-Primary
Slave & External-Backup
Uptime 00:00:43:06

State Changed 00:00:02:07

FortiOS 5.6 Cookbook
Fortinet Inc.

50
50

130



High availability

It also shows the host name of the primary FortiGate (Master), which you can hover over to verify that the cluster is
synchronized and operating normally. You can click on the widget to change the HA configuration or view a list of
recently recorded cluster events such as members joining or leaving the cluster.

2. Click the HA Status widget and select Configure settings in System > HA (or go to System > HA) to view the cluster

status.
Synchronized | Priority Hostname Serial No. Role Uptime Sessions | Throughput
F:ZATINET.
FartiGate 5000 MGMTL 1 3 5 7 % 11 13 15
o T T T 17 18
il 08 DD NN - (O
MGMTZ 2 4 6 8 10 12 14 15
(] 250 External-Primary FGT&6HD3916800525 Master 42d 5h54m2s 167 258 bps
Fi:ZATINET.
FortiGate 6000 MGMTL 1 3 5 7 9 11 13 15
il O E S ) N 6 N 17 18
W O E S (= [ 0=
MGMTZ 2 4 6 8 10 12 14 16
Q 50 External-Backup FGT6HD39168011%95 Slave  2h57m18s 45 129 bps

If the cluster is part of a Security Fabric, the FortiView Physical and Logical Topology views show information about

the cluster status.

HA Active-Passive

External-Primary
Internet (port9)
' Sales (port12)
. Marketing (port11)
: Accounting (port10)

; N
: [ 1/
' LA
. External-Backup

Link Usage €
M- s0%

60% - 90%
M- 90%
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Results

All traffic should flow through the primary FortiGate. If the primary FortiGate becomes unavailable, traffic fails over to the
backup FortiGate. When the primary FortiGate rejoins the cluster, the backup FortiGate should continue to operate as

the primary FortiGate.

To test this, ping a reliable IP address from a PC on the internal network. After a moment, power off the primary

FortiGate.

A\,

If you are using port monitoring, you can also unplug the primary FortiGate's Internet-facing

interface to test failover.

You see a momentary pause in the ping results until traffic diverts to the backup FortiGate, allowing the ping traffic to

continue.
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You can log into the cluster GUI or CLI using the same IP address as you had been using to the log into the primary
FortiGate. If the primary FortiGate is powered off, you will be logging into the backup FortiGate. Check the host name to
verify the FortiGate that you have logged into. The FortiGate continues to operate in HA mode and if you restart the
primary FortiGate, after a few minutes it should rejoin the cluster and operate as the backup FortiGate. Traffic should not
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be disrupted when the restarted primary unit rejoins the cluster.

(Optional) Upgrading the firmware for the HA cluster

Upgrading the firmware on the primary FortiGate automatically upgrades the firmware on the backup FortiGate.
Upgrading firmware causes minimal traffic disruption. Before upgrading firmware, always review the Release Notes first.

1. Click the System Information widget and select Update firmware in System > Firmware.
2. Back up the configuration and update the firmware from FortiGuard or upload a firmware image file.
The firmware installs onto both the primary and backup FortiGates.

FortiOS 5.6 Cookbook

Fortinet Inc.

132



High availability

3. After the upgrade is complete, verify that the System Information widget shows the new firmware version.

System Information X

Hostname
Serial Number
Firmware
Mode

System Time

Uptime

External-Primary
FGT6HD3216800525
v5.6.0 build144% (GA)
NAT (Flow-based)
2017/05/1213:22:14
42:06:07:39

209.87.240.93 (11

T

High availability with FGCP (expert)

Accounting network

External-Frimary

Internet

FGT 140D

1

FGT 90D

FORTIOS

5.6

VERSION

External-Backup

Marketing network

This example describes how to enhance the reliability of a network protected by a FortiGate by adding a second

FortiGate and setting up a FortiGate Clustering Protocol (FGCP) high availability (HA) cluster.

FortiOS 5.6 Cookbook
Fortinet Inc.

133



High availability

First, configure the FortiGate already on the network to become the primary FortiGate by:

1. Licensing the FortiGate if required.
2. Enabling HA.

3. Increasing its device priority.

4. Enabling override.

Then prepare the new FortiGate by:

Setting it to factory defaults to reset any configuration changes.

Licensing the FortiGate if required.

Enabling HA without changing the device priority and without enabling override.
Connecting it to the FortiGate already on the network.

o bN-=

The new FortiGate becomes the backup FortiGate and its configuration is overwritten by the primary FortiGate.

This example describes best practices for configuring HA and includes extra steps that are not required for a basic HA
setup. For an example of setting up a basic HA, see High availability with two FortiGates on page 126.

Before you start, ensure the FortiGates are running the same FortiOS firmware version and their interfaces are not
configured to get addresses from DHCP or PPPoE.

S ! ’, The FGCP does not support using a switch interface for the HA heartbeat. As an alternative to
? using the lan4 and lan5 interfaces as described in this example, you can use the wan1 and
- wan2 interfaces for the HA heartbeat.

Configuring the primary FortiGate

1. On the primary FortiGate, go to System > Settings and change the Host name to identify this as the primary
FortiGate in the HA cluster.

Host name | External-Primary

You can also enter this CLI command:
config system global
set hostname External-Primary
end
2. Register and apply licenses to the primary FortiGate before configuring it for HA operation. This includes licensing
for FortiCare Support, IPS, AntiVirus, Web Filtering, Mobile Malware, FortiClient, FortiCloud, and additional virtual
domains (VDOMSs).
All FortiGates in the cluster must have the same level of licensing for FortiGuard, FortiCloud, FortiClient, and
VDOMSs. You can add FortiToken licenses at any time because they're synchronized with all cluster members.

NP If the FortiGates in the cluster will run FortiOS Carrier, apply the FortiOS Carrier license
‘Q' before you apply other licenses and before you configure the cluster. When you apply the
- FortiOS Carrier license, the FortiGate resets its configuration to factory defaults, requiring

you to repeat steps performed before applying the license.
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3.

4,

Licenses

@ FortiCare Support @ IPS

@ AntiVirus @ Web Filtering
@ Anti-Spam Filtering I BYGGHENEINETE
FortiClient 0/10 FortiToken 0/2

You can also install any third-party certificates on the primary FortiGate before forming the cluster. Once the cluster
is formed, third-party certificates are synchronized with the backup FortiGate(s).

Enter these CLI commands to set the HA mode to active-passive, set a group id, group name and password, set a
higher device priority (for example, 250), and enable override.
config system ha

set mode a-p

set group-id 25

set group-name External-HA-Cluster

set password <password>

set priority 250

set override enable

set hbdev port3 200 port4 100
end

Enabling override and increasing the device priority sets this FortiGate to always be the primary unit.

If you have more than one cluster on the same network, set a different group id for each cluster. Changing the group
id changes the cluster interface virtual MAC addresses. If your group id causes a MAC address conflict on your
network, you can select a different group id.

This command also selects port3 and port4 to be the heartbeat interfaces and sets their priorities to 200 and 100.

Although not required, a best practice is to set different priorities for the heartbeat interfaces.

You can configure most of these settings using the GUI in System > HA. You must configure the group-id and
override using the CLI.

Mode Active-Passive hd

Device priority €@ | 250

Cluster Settings

Group name External-HA-Cluster

Password ssssenee Change
Sessionpickup (B

Monitor interfaces +

Heartbeat interfaces | [ port3 b
™ port4 3

Heartheat Interface Priority €

port3 ﬂ 200
port4 r) 100
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When you enable HA, each FortiGate negotiates to establish an HA cluster. You might temporarily lose connectivity
during FGCP negotiation and the MAC addresses of the FortiGate interfaces change to HA virtual MAC addresses.

L}
‘?' If these steps don't start HA mode, make sure that none of the FortiGate's interfaces use
|| DHCP or PPPoE addressing.

To reconnect sooner, you can update the ARP table of your management PC by deleting the ARP table entry for the
FortiGate unit (or deleting all ARP table entries). You can usually delete the ARP table from a command prompt
using a command similarto arp -d.

The FGCP uses virtual MAC addresses for failover. The virtual MAC address assigned to each FortiGate interface
depends on the HA group ID. A group ID of 100 sets FortiGate interfaces to the following MAC addresses:
00:09:0f:09:64:00, 00:09:0f:09:64:01, 00:09:0f:09:64:02 and so on. For details, see Cluster virtual MAC addresses.
You can verify that the FGCP has set the virtual MAC addresses by viewing the configuration of each FortiGate
interface from the GUI (in Network > Interfaces) or by entering the following CLI command:

get hardware nic port3

Current HWaddr 00:09:0£:09:64:01
Permanent HWaddr 70:4c:a5:98:11:54

You can also use the diagnose hardware deviceinfo nic port3 command to display this information.

The output shows the current hardware (MAC) address (the virtual MAC set by the FGCP) and the permanent
hardware (MAC) address for the interface.

Configuring the backup FortiGate

1.
2,

Ensure the backup FortiGate is running the same version firmware as the primary FortiGate.

If this is a new FortiGate that has never been used, you can skip this step.

Reset the backup FortiGate to factory default settings using the following CLI command:

execute factoryreset

Register and apply licenses to the primary FortiGate before configuring it for HA operation. This includes licensing
for FortiCare Support, IPS, AntiVirus, Web Filtering, Mobile Malware, FortiClient, FortiCloud, and additional virtual
domains (VDOMSs).

All FortiGates in the cluster must have the same level of licensing for FortiGuard, FortiCloud, FortiClient, and
VDOMSs. You can add FortiToken licenses at any time because they're synchronized with all cluster members.

Ny If the FortiGates in the cluster will run FortiOS Carrier, apply the FortiOS Carrier license
‘?' before you apply other licenses and before you configure the cluster. When you apply the
- FortiOS Carrier license, the FortiGate resets its configuration to factory defaults, requiring
- you to repeat steps performed before applying the license.
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4. Onthe backup FortiGate, go to System > Settings and change the Host name to identify this as the backup
FortiGate.

Host name | External-Backup

You can also enter this CLI command:
config system global

set hostname External-Backup
end

5. Duplicate the primary FortiGate HA settings, except set the Device priority to a lower value (for example, 50) and do
not enable override.
config system ha
set mode a-p
set group-id 25
set group-name External-HA-Cluster
set password <password>
set priority 50
set hbdev port3 200 port4 100
end
When you enable HA, each FortiGate negotiates to establish an HA cluster. You might temporarily lose connectivity
during FGCP negotiation and the MAC addresses of the FortiGate interfaces change to HA virtual MAC addresses.

Ay
‘Q' If these steps don't start HA mode, make sure that none of the FortiGate's interfaces use
- DHCP or PPPoE addressing.

If the group ID is the same, the backup FortiGate interfaces get the same virtual MAC addresses as the primary
FortiGate. You can check Network > Interfaces on the GUI or use the get hardware niccommand to verify.

Connecting the primary and backup FortiGates

Connect the backup FortiGate to the primary FortiGate and to the network as shown in the network diagram at the start
of this example. Making these connections disrupts network traffic as you disconnect and reconnect cables.

You must use switches between the cluster and the Internet, and between the cluster and the internal networks, as
shown in the network diagram. You can use any good quality switches to make these connections. You can also use one
switch for all these connections as long as you configure the switch to separate traffic from different networks.

This example shows the recommended configuration of direct connections between the port3 heartbeat interfaces and
between the port4 heartbeat interfaces. A best practice is to use interfaces that don't process traffic but this is not a
requirement.
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When you connect the heartbeat interfaces and power on the FortiGates, they find each other and negotiate to form a
cluster. The primary FortiGate synchronizes its configuration to the backup FortiGate. The cluster forms automatically
with minimal or no additional disruption to network traffic.

The cluster has the same IP addresses as the primary FortiGate. You can log into the cluster by logging into the primary
FortiGate CLI or GUI using one of the original IP addresses of the primary FortiGate.

Checking cluster operation

Check the cluster synchronization status to make sure the primary and backup FortiGates both have the same
configuration.

1. Log into the primary FortiGate CLI and enter this command:
diagnose sys ha checksum cluster

The command output lists all cluster members' configuration checksums. If both cluster members have identical
checksums, you can be sure that their configurations are synchronized. If the checksums are different, wait a short
while and enter the command again. Repeat until the checksums are identical. It may take a while for configurations
to synchronize.

If the checksums never become identical, troubleshoot using Synchronizing the configuration or Fortinet Support.

2. The HA Status dashboard widget also shows synchronization status. Hover over the host names of each FortiGate
in the widget to verify that they are synchronized and both have the same checksum.

HA Status H
Mode Active-Passive

Group External-HA-Cluster

Master @ External-Primary

Slave & External-Backup

Uptime 00:00:43:06

State Changed 00:00:02:07

3. To view more information about the cluster status, go to the HA Status widget and select Configure Settings in
System > HA, or go to System > HA.

Synchronized | Priority Hostname Serial No. Role Uptime Sessions | Throughput
FZ:ATINET.
FortiGate 6000 MGMTL 1 2 5 7 ? 11 13 15
() (] ()] 5 s
(] (]
MGMTZ 2 4 6 8 10 12 14 16
(] 250 External-Primary FGT6HD3%916800525 Master 42d 5h 54m2s 167 258 bps
FZ:ATINET.
FortiGats 6000 MGMTL 1 3 5 7 9 11 13 15
(] (o] (o) (] . s
(] (e
MGMTZ 2 4 6 8 10 12 14 15
(%) 50 External-Backup FGT6HD3916801195 Slave  2h 57m 18s 45 129 bps
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Disabling override (recommended)

When the checksums are identical, disable override on the primary FortiGate by entering the following command:

config system ha

set override disable

end

Results

All traffic should flow through the primary FortiGate. If the primary FortiGate becomes unavailable, traffic fails over to the
backup FortiGate. When the primary FortiGate rejoins the cluster, the backup FortiGate should continue to operate as

the primary FortiGate.

To test this, ping a reliable IP address from a PC on the internal network. After a moment, power off the primary

FortiGate.

\y

If you are using port monitoring, you can also unplug the primary FortiGate's Internet-facing

interface to test failover.

You see a momentary pause in the ping results until traffic diverts to the backup FortiGate, allowing the ping traffic to

continue.
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be disrupted when the restarted primary unit rejoins the cluster.
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FGCP Virtual Clustering with two FortiGates (expert)

FORTIOS

5.6

L
Internet

VERSION

root VDOM Switch ] Switch {engineering network)
(internal network) wanz
wanl lanZ

lant

Switch |—>

Internal T
Network@l {_

This example describes how to set up a FortiGate Clustering Protocol (FGCP) virtual clustering configuration with two
FortiGates to provide redundancy and failover protection for two networks. The FortiGate configuration includes two
VDOMs. The root VDOM handles internal network traffic and the engineering VDOM handles engineering network
traffic. This example shows a simple two-VDOM configuration. The same principles apply to a virtual cluster with more
VDOMs.

Engineering
Network

In this virtual cluster configuration, the primary FortiGate processes all internal network traffic and the backup FortiGate
processes all engineering network traffic. Virtual clustering enables override and uses device priorities to distribute traffic
between the primary and backup FortiGates. For details, see Configuring virtual clustering.

This example uses two FortiGate-51Es. FortiGate-51Es have a 5-port switch LAN interface. Before configuring HA, the
LAN interface was converted to five separate interfaces (lan1 to lan5).

Before adding the management VDOM to virtual cluster 2, ensure you have added all the
backup FortiGates and they have joined the cluster; otherwise the configuration of the primary

FortiGate might be overwritten by the backup FortiGate.

Before you start, ensure the FortiGates are running the same FortiOS firmware version and their interfaces are not
configured to get addresses from DHCP or PPPoE.

S ! ’, The FGCP does not support using a switch interface for the HA heartbeat. As an alternative to
q using the lan4 and lan5 interfaces as described in this example, you can use the wan1 and
3 wan2 interfaces for the HA heartbeat.
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For an example of how to configure virtual clustering by converting a FortiGate with VDOMSs to HA mode and then adding
another FortiGate to form a cluster, see High availability with FGCP (expert) on page 133.

Preparing the FortiGates

1. Ifrequired, upgrade the firmware running on the FortiGates. All FortiGates must be running the same version of
FortiOS.

2. Ifthisis a new FortiGate that has never been used, you can skip this step.
Reset the backup FortiGate to factory default settings using the following CLI command:
execute factoryreset

3. In some cases, after resetting to factory defaults, you might want to make some initial configuration changes to
connect the FortiGates to the network. In this example, the LAN switch on the FortiGate-51Es was converted to
separate lan1 to lan5 interfaces.

4. Onthe primary FortiGate, go to System > Settings and change the Host name to identify this as the primary
FortiGate in the HA cluster.

Host name | Primary

5. Onthe backup FortiGate, go to System > Settings and change the Host name to identify this as the backup
FortiGate.

Host name | Backup

You can also use the CLI to change the host name. From the Primary FortiGate:
config system global
set hostname Primary
end
From the Backup-1 FortiGate:
config system global
set hostname Backup
end
6. Register and apply licenses to the primary FortiGate before configuring it for HA operation. This includes licensing
for FortiCare Support, IPS, AntiVirus, Web Filtering, Mobile Malware, FortiClient, FortiCloud, and additional virtual
domains (VDOMSs).
All FortiGates in the cluster must have the same level of licensing for FortiGuard, FortiCloud, FortiClient, and
VDOMSs. You can add FortiToken licenses at any time because they're synchronized with all cluster members.

Ny If the FortiGates in the cluster will run FortiOS Carrier, apply the FortiOS Carrier license
‘?' before you apply other licenses and before you configure the cluster. When you apply the
- FortiOS Carrier license, the FortiGate resets its configuration to factory defaults, requiring

you to repeat steps performed before applying the license.
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Licenses (2 65.210.95.242)

@ FortiCare Support @ IPS
@ AntiVirus @ Web Filtering
7.7 Mobile Malware

FortiClient 0/10 FortiToken 0/2

Configuring clustering

1. On the primary FortiGate, enter the following CLI command to set the HA mode to active-passive, set a group-id,
group name and password, increase the device priority to 200, enable override, and configure the heartbeat
interfaces (lan4 and lan5 in this example).
config system ha

set mode a-p
set group-id 88
set group-name My-vcluster
set password <password>
set priority 200
set override enable
set hbdev lan4 200 lan5 100
end
Enabling override and increasing the device priority sets this FortiGate to always be the primary unit.

If you have more than one cluster on the same network, set a different group id for each cluster. Changing the group
id changes the cluster interface virtual MAC addresses. If your group id causes a MAC address conflict on your
network, you can select a different group id.

You can configure most of these settings using the GUI in Global > System > HA. You must configure the group-id
and override using the CLI.

Mode Active-Passive A

Device priority €@ | 200

Cluster Settings
Group name My-vcluster
Password sesennee Change

Session pickup (B
Monitor interfaces +

Heartbeat interfaces | [ land x
[ lan5 x

Heartbeat Interface Priority €

lan4 U 200
lan5 U 100
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2. Onthe backup FortiGate, duplicate the primary FortiGate HA mode, group-id, group-name, password, override, and
heartbeat device settings. Set the device priority to 50.
config system ha

set mode a-p

set group-id 88

set group-name My-vcluster

set password <password>

set priority 50

set override enable

set hbdev lan4 200 lan5 100
end

When you enable HA, each FortiGate negotiates to establish an HA cluster. You might temporarily lose connectivity
during FGCP negotiation and the MAC addresses of the FortiGate interfaces change to HA virtual MAC addresses.

L}
‘?' If these steps don't start HA mode, make sure that none of the FortiGate's interfaces use
|| DHCP or PPPoE addressing.

To reconnect sooner, you can update the ARP table of your management PC by deleting the ARP table entry for the
FortiGate unit (or deleting all ARP table entries). You can usually delete the ARP table from a command prompt
using a command similarto arp -d.

The FGCP uses virtual MAC addresses for failover. The virtual MAC address assigned to each FortiGate interface
depends on the HA group ID. A group ID of 88 sets FortiGate interfaces to the following MAC addresses:
00:09:0f:09:58:00, 00:09:0f:09:58:01, 00:09:0f:09:58:02 and so on. For details, see Cluster virtual MAC addresses.

You can verify that the FGCP has set the virtual MAC addresses by viewing the configuration of each FortiGate
interface from the GUI (in Network > Interfaces) or by entering the following CLI command (shown below for [an2 on
a FortiGate-51E):

get hardware nic lan2

Current HWaddr 00:09:0£:09:58:01
Permanent HWaddr 70:4c:a5:98:11:54

You can also use the diagnose hardware deviceinfo nic lan2command to display this information.

The output shows the current hardware (MAC) address (the virtual MAC set by the FGCP) and the permanent
hardware (MAC) address for the interface.

Connecting and verifying cluster operation

Connect the FortiGates together and to your networks as shown in the network diagram at the start of this example.
Making these connections disrupts network traffic as you disconnect and re-connect cables.

You must use switches between the cluster and the Internet, between the cluster and the internal networks, and between
the cluster and the engineering network as shown in the network diagram. You can use any good quality switches to
make these connections. You can use fewer switches for all these connections as long as you configure the switch to
separate traffic from different networks.

To make HA heartbeat connections, connect all of the lan4 interfaces to the same switch and all of the lan5 interfaces to
another switch.
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When you connect the heartbeat interfaces and power on the FortiGates, they find each other and negotiate to form a
cluster. The cluster has the same IP addresses as the primary FortiGate. You can log into the cluster by logging into the
primary FortiGate GUI or CLI using one of the original IP addresses of the primary FortiGate.

Check the cluster synchronization status to make sure the primary and backup FortiGates both have the same
configuration. Log into the primary FortiGate CLI and enter this command:

diagnose sys ha checksum cluster

The command output lists all cluster members' configuration checksums. If both cluster members have identical
checksums you can be sure that their configurations are synchronized. If the checksums are different, wait a short while
and enter the command again. Repeat until the checksums are identical. It may take a while for some parts of the
configuration to be synchronized. If the checksums never become identical you can use the information in Synchronizing
the configuration to troubleshoot the problem or visit the Fortinet Support website for assistance.

You can also use the get system ha status command to display detailed information about the cluster. For
information about this command, see Viewing cluster status from the CLI for details.

The HA Status dashboard widget also shows synchronization status. Hover over the host names of each FortiGate in the
widget to verify that they are synchronized and both have the same checksum.

HA Status

Active-Passive

Group My-vcluster
Master @ Primary
Slave @ Backup

Uptime 03:02:01:56

Adding VDOMs and setting up virtual clustering

1. Goto System > Settings > System Operation Settings and enable Virtual Domains.
Or use the following CLI commands:
config system global
set vdom-admin enable
end
2. Goto Global > System > VDOM and select Create New to add VDOMs.
Or use the following CLI commands to add the Engineering VDOM:
config global
edit Engineering
end
3. Configure virtual clustering and VDOM partitioning on the primary FortiGate. The following commands enable
virtual cluster 2, add the Engineering VDOM to virtual cluster 2, and set the virtual cluster 2 device priority of the
primary FortiGate to 50.
config global
config system ha
set vcluster2 enable
config secondary-vcluster
set vdom Engineering
set priority 50
end
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You can also configure virtual clustering and VDOM partitioning from the GUI in Global > System > HA.
@© VDOM Partitioning

Virtual cluster 1 & root

Virtual cluster2 | & Engineering %

Secondary Cluster Settings

Device priority €@ | 50

Monitor interfaces +

4. Setthe virtual cluster 2 priority of the backup FortiGate to a relatively high value (in this example, 200) so that this
FortiGate processes traffic for the VDOMs in virtual cluster 2. The FGCP synchronizes all other HA settings from the
primary FortiGate.

You must use CLI to configure the virtual cluster 2 priority of the backup FortiGate. Use execute ha manage to
access the backup FortiGate CLI.

config global
config system ha
config secondary-vcluster
set priority 200
end

Checking virtual cluster operation

1. To check the cluster synchronization status to ensure the primary and backup FortiGates both have the same
configuration, use the following CLI commands:

diagnose sys ha checksum
get system ha status

2. The HA Status dashboard widget shows the VDOMs in the virtual clusters. Hover over VDOM names to see their
status information. Hover over the host names of each FortiGate to verify that they are synchronized and both have
the same checksum.

HA Status

Mode Active-Passive

Group My-vcluster

Virtual cluster 1 & root

Virtual cluster 2 ¢ Engineering

Master @ Primary

Slave @ Backup
03:03:00:43

3. Toview more information about the cluster status, go to the HA Status widget and select Configure Settings in
System > HA, or go to System > HA.
The HA status page shows both FortiGates in the cluster. It also shows that Primary is the primary (master)
FortiGate for the root VDOM (so the primary FortiGate processes all root VDOM traffic). The page also shows that
Backup is the primary (master) FortiGate for the engineering VDOM (so the backup FortiGate processes all
engineering VDOM ftraffic).
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Synchronized | Priority | Hostname

Virtual cluster 1(2)

F::RATINET.
FortiGate 51E LAN
i 1 2 3 4 5
() ] et
] 200 Primary
F::ATINET.
FortiGate S1E LAN
1 2 3 4 5
() ] et
] 50 Backup
Virtual cluster 2 (2)
F::ATINET.
FortiGate S1E LAN
1 2 3 &4 5
(] )
50 Primary
F::ATINET.
FortiGate S1E LAN
1 2 3 &4 5
(] )

200 Backup

Results

All traffic should flow through the primary FortiGate. If the primary FortiGate becomes unavailable, traffic fails over to the
backup FortiGate. When the primary FortiGate rejoins the cluster, the backup FortiGate should continue to operate as

WANTWANZ

[

* root

WANTWAND

[

* root

WANTWAND

(| [

® Engineering FGT51E5618000206 Slave

WANTWAND

(| [

® Engineering FGT51E5618000259 Master

Virtual Domains

FGT51E5618000206 Master

FGT51E561800025% Slave

Serial No.

the primary FortiGate.
To test this, ping a reliable IP address from a PC on the internal network. After a moment, power off the primary
FortiGate.
\‘ ! 'l
9 If you are using port monitoring, you can also unplug the primary FortiGate's Internet-facing
- interface to test failover.

You see a momentary pause in the ping results until traffic diverts to the backup FortiGate, allowing the ping traffic to

continue.

64 bytes from 184.25.76.114:
64 bytes from 184.25.76.114:
64 bytes from 184.25.76.114:
64 bytes from 184.25.76.114:
64 bytes from 184.25.76.114:
64 bytes from 184.25.76.114:
Request timeout for icmp_ seq
64 bytes from 184.25.76.114:
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icmp seqg=69
icmp seqg=70
icmp seg=71
icmp seq=72
icmp seq=73
icmp seq=74
75\

icmp seq=76

ttl=52
ttl=52
ttl=52
ttl=52
ttl=52
ttl=52

ttl=52

time=8.
time=8.
time=9.
time=9.
time=8.
time=8.

time=8.

719
822
034
536
877
901

860

ms\
ms\
ms\
ms\
ms\
ms\

ms\
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64
64
64
64
64
64
64

bytes
bytes
bytes
bytes
bytes
bytes
bytes

from
from
from
from
from
from
from

184.
184.
184.
184.
184.
184.
184.

25.
25.
25.
25.
25.
25.
25.

76.
76.
76.
76.
76.
76.
76.

114:
114:
114:
114:
114:
114:
114:

icmp seg=77
icmp seq=78
icmp seq=79
icmp seqg=80
icmp seqg=81
icmp seq=82
icmp seq=83

ttl=52
ttl=52
ttl=52
ttl=52
ttl=52
ttl=52
ttl=52

time=9.174 ms\
time=10.108 ms\
time=8.719 ms\
time=10.861 ms\
time=10.757 ms\
time=8.158 ms\
time=8.639 ms}

You can log into the cluster GUI or CLI using the same IP address as you had been using to the log into the primary

FortiGate. If the primary FortiGate is powered off, you will be logging into the backup FortiGate. Check the host name to

verify the FortiGate that you have logged into. The FortiGate continues to operate in HA mode and if you restart the

primary FortiGate, after a few minutes it should rejoin the cluster and operate as the backup FortiGate. Traffic should not

be disrupted when the restarted primary unit rejoins the cluster.

FGCP Virtual Clustering with four FortiGates (expert)

reot VDOM
ﬁnternalnetwork}

wanl
lant

Internal
Metwork

Switch

Switch |

(
Internet

Switch  Engineering VOOM
(engineering network)
wan2
lanZ

Engineering
Network

FORTIOS

5.6

VERSION

This example describes how to set up a FortiGate Clustering Protocol (FGCP) virtual clustering configuration with two
FortiGates to provide redundancy and failover protection for two networks. The FortiGate configuration includes two
VDOMSs. The root VDOM handles internal network traffic and the engineering VDOM handles engineering network
traffic. This example shows a simple two-VDOM configuration. The same principles apply to a virtual cluster with more
VDOMs.
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In this virtual cluster configuration, the primary FortiGate processes all internal network traffic and the backup FortiGate
processes all engineering network traffic. Virtual clustering enables override and uses device priorities to distribute traffic
between the primary and backup FortiGates. For details, see Configuring virtual clustering.

This example uses four FortiGate-51Es. FortiGate-51Es have a 5-port switch LAN interface. Before configuring HA, the
LAN interface was converted to five separate interfaces (lan1 to lan5).

The third FortiGate (this example names it Backup-2) acts as a backup to the primary FortiGate. If the primary FortiGate
fails, all primary FortiGate network traffic transfers to the Backup-2 FortiGate as it becomes the new primary FortiGate.

The fourth FortiGate (Backup-3) acts as a backup to the backup FortiGate. If the backup FortiGate fails, all backup
FortiGate network traffic transfers to the Backup-3 FortiGate as it becomes the new backup FortiGate.

Before adding the management VDOM to virtual cluster 2, ensure you have added all the
backup FortiGates and they have joined the cluster; otherwise the configuration of the primary

FortiGate might be overwritten by the backup FortiGate.

Before you start, ensure the FortiGates are running the same FortiOS firmware version and their interfaces are not
configured to get addresses from DHCP or PPPoE.

using the lan4 and lan5 interfaces as described in this example, you can use the wan1 and

s‘é’, The FGCP does not support using a switch interface for the HA heartbeat. As an alternative to
- wan2 interfaces for the HA heartbeat.

For an example of how to configure virtual clustering by converting a FortiGate with VDOMs to HA mode and then adding
another FortiGate to form a cluster, see High availability with FGCP (expert) on page 133.

Preparing the FortiGates

1. Ifrequired, upgrade the firmware running on the FortiGates. All FortiGates must be running the same version of
FortiOS.

2. Ifthisis a new FortiGate that has never been used, you can skip this step.
Reset the backup FortiGate to factory default settings using the following CLI command:
execute factoryreset

3. In some cases, after resetting to factory defaults, you might want to make some initial configuration changes to
connect the FortiGates to the network. In this example, the LAN switch on the FortiGate-51Es was converted to
separate lan1 to lan5 interfaces.

4. Onthe primary FortiGate, go to System > Settings and change the Host name to identify this as the primary
FortiGate in the HA cluster.

Host name | Primary

5. Onthe backup FortiGate, go to System > Settings and change the Host name to identify this as Backup-1.

Host name | Backup-1

6. On the third FortiGate, go to System > Settings and change the Host name to identify this as Backup-2.

Host name | Backup-2
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7. Onthe fourth FortiGate, go to System > Settings and change the Host name to identify this as Backup-3.

Host name | Backup-3

You can also use the CLI to change the host name. From the Primary FortiGate:
config system global
set hostname Primary
end
From the Backup-1 FortiGate:
config system global
set hostname Backup-1
end
From the Backup-2 FortiGate:
config system global
set hostname Backup-2
end
From the Backup-3 FortiGate:
config system global
set hostname Backup-3
end
8. Register and apply licenses to the primary FortiGate before configuring it for HA operation. This includes licensing
for FortiCare Support, IPS, AntiVirus, Web Filtering, Mobile Malware, FortiClient, FortiCloud, and additional virtual
domains (VDOMs).
All FortiGates in the cluster must have the same level of licensing for FortiGuard, FortiCloud, FortiClient, and
VDOMSs. You can add FortiToken licenses at any time because they're synchronized with all cluster members.

NP If the FortiGates in the cluster will run FortiOS Carrier, apply the FortiOS Carrier license
‘Q' before you apply other licenses and before you configure the cluster. When you apply the
- FortiOS Carrier license, the FortiGate resets its configuration to factory defaults, requiring

you to repeat steps performed before applying the license.

(%3}
=]
[
[
-

Licenses (2= 65.210.9

@ FortiCare Support @ IPS
@ AntiVirus @ Web Filtering

7% Mobile Malware

FortiClient 0/10 FortiToken 0/2

Configuring clustering

1. On the primary FortiGate, enter the following CLI command to set the HA mode to active-passive, set a group-id,
group name, and password, increase the device priority to 200, enable override, and configure the heartbeat
interfaces (lan4 and lan5 in this example).
config system ha

set mode a-p
set group-id 88
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set group-name My-vcluster

set password <password>

set priority 200

set override enable

set hbdev lan4 200 lan5 100
end

Enabling override and increasing the device priority sets this FortiGate to always be the primary unit.

If you have more than one cluster on the same network, set a different group id for each cluster. Changing the group
id changes the cluster interface virtual MAC addresses. If your group id causes a MAC address conflict on your
network, you can select a different group id.

You can configure most of these settings using the GUI in Global > System > HA. You must configure the group-id
and override using the CLI.

Mode Active-Passive b

Device priority €@ | 200

Cluster Settings
Group name My-vcluster
Password sesennee Change

Session pickup (B
Monitor interfaces +

Heartbeat interfaces | [ land x
[ lan5 x

Heartbeat Interface Priority €

lan4 U 200

lan5 U 100

2. Onthe Backup-1 FortiGate, duplicate the primary FortiGate HA mode, group-id, group-name, password, override,
and heartbeat device settings. Set the device priority to 50. Setting the device priority to a lower value means the
Backup-1 FortiGate will most likely always be the backup FortiGate.
config system ha

set mode a-p

set group-id 88

set group-name My-vcluster

set password <password>

set priority 50

set override enable

set hbdev lan4 200 lan5 100
end

3. Onthe Backup-2 FortiGate, duplicate the primary FortiGate HA mode, group-id, group-name, password, override,
and heartbeat device settings. Set the device priority to 150. A device priority of 150 is almost as high as the device
priority of the primary FortiGate. So if the primary FortiGate fails, the Backup-2 FortiGate should become the new
primary FortiGate.
config system ha

set mode a-p

set group-id 88

set group-name My-vcluster
set password <password>
set priority 150

set override enable
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set hbdev lan4 200 lan5 100
end

4. Onthe Backup-3 FortiGate, duplicate the primary FortiGate HA mode, group-id, group-name, password, override,
and heartbeat device settings. Set the device priority to 100. A device priority of 100 means that if the backup
FortiGate fails, the Backup-3 FortiGate will have the lowest device priority so will become the new backup FortiGate.
config system ha

set mode a-p

set group-id 88

set group-name My-vcluster

set password <password>

set priority 100

set override enable

set hbdev lan4 200 lan5 100
end
When you enable HA, each FortiGate negotiates to establish an HA cluster. You might temporarily lose connectivity
during FGCP negotiation and the MAC addresses of the FortiGate interfaces change to HA virtual MAC addresses.

L}
‘?' If these steps don't start HA mode, make sure that none of the FortiGate's interfaces use
|| DHCP or PPPoE addressing.

To reconnect sooner, you can update the ARP table of your management PC by deleting the ARP table entry for the
FortiGate unit (or deleting all ARP table entries). You can usually delete the ARP table from a command prompt
using a command similarto arp -d.

The FGCP uses virtual MAC addresses for failover. The virtual MAC address assigned to each FortiGate interface
depends on the HA group ID. A group ID of 88 sets FortiGate interfaces to the following MAC addresses:
00:09:0f:09:58:00, 00:09:0f:09:58:01, 00:09:0f:09:58:02 and so on. For details, see Cluster virtual MAC addresses.
You can verify that the FGCP has set the virtual MAC addresses by viewing the configuration of each FortiGate
interface from the GUI (in Network > Interfaces) or by entering the following CLI command (shown below for [an2 on
a FortiGate-51E):

get hardware nic lan2

Current HWaddr 00:09:0£:09:58:01
Permanent HWaddr 70:4c:a5:98:11:54

You can also use the diagnose hardware deviceinfo nic lan2 command to display this information.

The output shows the current hardware (MAC) address (the virtual MAC set by the FGCP) and the permanent
hardware (MAC) address for the interface.

Connecting and verifying cluster operation

Connect the FortiGates together and to your networks as shown in the network diagram at the start of this example
Making these connections disrupts network traffic as you disconnect and re-connect cables.

You must use switches between the cluster and the Internet, between the cluster and the internal networks, and between
the cluster and the engineering network as shown in the network diagram. You can use any good quality switches to
make these connections. You can use fewer switches for all these connections as long as you configure the switch to
separate traffic from different networks.

To make HA heartbeat connections, connect all of the lan4 interfaces to the same switch and all of the lan5 interfaces to
another switch.
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When you connect the heartbeat interfaces and power on the FortiGates, they find each other and negotiate to form a
cluster. The cluster will have the same IP addresses as the primary FortiGate. You can log into the cluster by logging into
the primary FortiGate GUI or CLI using one of the original IP addresses of the primary FortiGate.

Check the cluster synchronization status to make sure the primary and backup FortiGates both have the same
configuration. Log into the primary FortiGate CLI and enter this command:

diagnose sys ha checksum cluster

The command output lists all cluster members' configuration checksums. If both cluster members have identical
checksums you can be sure that their configurations are synchronized. If the checksums are different, wait a short while
and enter the command again. Repeat until the checksums are identical. It may take a while for some parts of the
configuration to be synchronized. If the checksums never become identical you can use the information in Synchronizing
the configuration to troubleshoot the problem or visit the Fortinet Support website for assistance.

You can also use the get system ha status command to display detailed information about the cluster. For
information about this command, see Viewing cluster status from the CLI for details.

The HA Status dashboard widget also shows synchronization status. Hover over the host names of each FortiGate in the
widget to verify that they are synchronized and both have the same checksum.

HA Status

Mode Active-Passive
Group My-vcluster
Maste & Primary
Slave @ Backup-1
Slave @ Backup-2
Slave @ Backup-3

Adding VDOMs and setting up virtual clustering

1. Go to System > Settings > System Operation Settings and enable Virtual Domains.

Or use the following CLI commands:

config system global
set vdom-admin enable
end

2. Goto Global > System > VDOM and select Create New to add VDOMs.

Or use the following CLI commands to add the Engineering VDOM:
config global
edit Engineering
end
3. Configure virtual clustering and VDOM partitioning on the primary FortiGate. The following commands enables
virtual cluster 2, add the Engineering VDOM to virtual cluster 2, and set the virtual cluster 2 device priority of the
primary FortiGate to 50.
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config global
config system ha
set vcluster2 enable
config secondary-vcluster
set vdom Engineering
set priority 50
end
You can also configure virtual clustering and VDOM partitioning from the GUI in Global > System > HA.

@© VDOM Partitioning

Virtual cluster 1 & root

Virtual cluster2 | & Engineering %

Secondary Cluster Settings

Device priority €@ | 50

Monitor interfaces +

4. Setthe virtual cluster 2 priority of the Backup-1 FortiGate to a relatively high value (in this example, 200) so that this
FortiGate processes traffic for the VDOMs in virtual cluster 2. The FGCP synchronizes all other HA settings from the
primary FortiGate.

You must use CLI to configure the virtual cluster 2 priority of the backup FortiGate. Use execute ha manage to
access the backup FortiGate CLI.
config global
config system ha
config secondary-vcluster
set priority 200
end

5. Setthe virtual cluster 2 priority of the Backup-2 FortiGate to 100 so that if the primary FortiGate fails, Backup-2 will
become the primary FortiGate but will have the lowest virtual cluster 2 priority. The FGCP synchronizes all other HA
settings from the primary FortiGate.

You must use CLI to configure the virtual cluster 2 priority of the Backup-2 FortiGate. Use execute ha manage to
access the backup FortiGate CLI.
config global
config system ha
config secondary-vcluster
set priority 100
end

6. Setthe virtual cluster 2 priority of the Backup-3 FortiGate to 150 so that if the backup FortiGate fails, Backup-3 will
have the highest virtual cluster 2 device priority. The FGCP synchronizes all other HA settings from the primary
FortiGate.

You must use CLI to configure the virtual cluster 2 priority of the backup FortiGate. Use execute ha manage to
access the backup FortiGate CLI.
config global
config system ha
config secondary-vcluster
set priority 150
end
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Checking virtual cluster operation

1. To check the cluster synchronization status to ensure the primary and backup FortiGates both have the same
configuration, use the following CLI commands:

diagnose sys ha checksum

get system ha status

2. The HA Status dashboard widget shows the VDOMs in the virtual clusters. Hover over VDOM names to see their
status information. Hover over the host names of each FortiGate to verify that they are synchronized and both have

the same checksum.

HA Status
Mode

Sroup

Wirtual cluster 1
Wirtual cluster 2
Master

Slave

Slave

Slave

Uptime

3. Toview more information about the cluster status, go to the HA Status widget and select Configure Settings in

Active-Fassive
My-woluster

& root

& Engineering
& Primary

& Backup-1
& Backup-2
& Backup-3

00:08:27:05

System > HA, or go to System > HA.

The HA status page shows all four FortiGates in the cluster. It also shows that Primary is the primary (master)
FortiGate for the root VDOM (so the primary FortiGate processes all root VDOM traffic). The page also shows that
Backup-1 is the primary (master) FortiGate for the engineering VDOM (so the backup FortiGate processes all

engineering VDOM ftraffic).
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FHaole

Master

Slave

Slave

Slave

Zynchronized | Priority | Hostname | Virtual Domains Serial Mo,
Yirtual cluster 1 (4)
FZ:ATINET.
FortiGate 51E LAN

1 2 32 4 § WANTWANE

e ] ] (] [
& 200 FPrimary ® root FGTA1ESE18000208
F::EATINET.
FortiGate 51E LA

1 2 3 4 §  UANTWIANE

e ] ] [ [
& a0 Backup-1 e root FGTS1ESE18000259
F:EATINET.
FortiGate 51E LAN

1 2 3 4 & UANTANZ

o ] ]| [ [
& 150 Backup-2 * root FGTS1ESE18000086
F:i:ATINET
FortiGate 51E LA

1 2 3 4 §  WANTWANZ

o o e ] O (e
& 100 Backup-3 * root FGTS1E3U17002027
Yirtual cluster 2 (4)
Fi:ATINET
FortiGate 51E LA

1 2 2 4 §  WANTWANZ

) ] [

ad Frimary * Engineering FGTS1ESG18000206

FZ:ATINET.
FortiGate 51E LAN

1 2 3 4 § WANTANE

o ] )

200 Backup-1 * Engineering FGTS1ES618000254
F::EATINET.
FortiGate 51E LA
Results

All root VDOM traffic should flow through the primary FortiGate and engineering VDOM ftraffic should flow through the
backup FortiGate. If the primary FortiGate becomes unavailable, the cluster negotiates and traffic fails over and all traffic

would be processed by the backup FortiGate.
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To test this, ping a reliable IP address from a PC on the internal network. After a moment, power off the primary
FortiGate.

Ay
‘Q' If you are using port monitoring, you can also unplug the primary FortiGate's Internet-facing
- interface to test failover.

You see a momentary pause in the ping results until traffic diverts to the backup FortiGate, allowing the ping traffic to
continue.

64 bytes from 184.25.76.114: icmp seq=69 ttl=52 time=8.719 ms\

64 bytes from 184.25.76.114: icmp seq=70 ttl=52 time=8.822 ms\

64 bytes from 184.25.76.114: icmp seq=71 ttl=52 time=9.034 ms\

64 bytes from 184.25.76.114: icmp seq=72 ttl=52 time=9.536 ms\

64 bytes from 184.25.76.114: icmp seq=73 ttl=52 time=8.877 ms\

64 bytes from 184.25.76.114: icmp seg=74 ttl=52 time=8.901 ms\

Request timeout for icmp seq 75\

64 bytes from 184.25.76.114: icmp seqg=76 ttl=52 time=8.860 ms\

64 bytes from 184.25.76.114: icmp seq=77 ttl=52 time=9.174 ms\

64 bytes from 184.25.76.114: icmp seg=78 ttl=52 time=10.108 ms\
64 bytes from 184.25.76.114: icmp seq=79 ttl=52 time=8.719 ms\

64 bytes from 184.25.76.114: icmp seg=80 ttl=52 time=10.861 ms\
64 bytes from 184.25.76.114: icmp seg=81 ttl=52 time=10.757 ms\
64 bytes from 184.25.76.114: icmp seg=82 ttl=52 time=8.158 ms\

64 bytes from 184.25.76.114: icmp seqg=83 ttl=52 time=8.639 ms}

You can log into the cluster GUI or CLI using the same IP address as you had been using to the log into the primary
FortiGate. If the primary FortiGate is powered off, you will be logging into the Backup-1 FortiGate. Check the host name
to verify the FortiGate that you have logged into.

After the primary FortiGate fails the HA Status dashboard widget shows that the Backup-2 has become the primary
(master) FortiGate.

HA Status
hode Active-Passive
Sroup My-vCluster

Yirtual cluster 1 & root

Yirtual cluster 2 & Engineering

Master & Backup-2

Slave & Backup-1

Slave & Backup-3

Uptime ao:10:13:01
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System > HA shows that the Backup-2 FortiGate has become the primary FortiGate for virtual cluster 1. This page also
shows that the Backup-1 FortiGate continues to process virtual cluster 2 traffic.

Synchronized | Priority | Hosthame Wirtual Domains Serial Ma. Faole
Wirtual cluster 1 (3)
F::ATINET
FortiGate 51E LAH
1 2 3 4 5§  WANTUANE
] o ] o] [
& 150 Backup-2 s root FGTS1ES2B18000086 Master
F::ATINET
FortiGate 51E LeH
1 2 3 4 5  ANTMANE
[ o e [ |
& 5l Backup-1 * root FGTS1ESB18000258 Slave
F::ATINET
FortiGate S1E LN
1 2 2 4 & WRANTUANZ
o ) - R I
& 100 Backup-3 * root FGTS1E3L 7002027 Slave
Wirtual cluster 2 (3]
Fi:ATINET
FortiGate 51E LM
1 2 3 4 & WANTUANE
] ] ] )
100 Backup-2 = Engineering FGTE1ESE18000086 Slave
F::ATINET
FortiGate 51E LAH
1 2 3 4 & WeANTUANE
] ] ] ]
200 Backup-1 = Engineering FGTS1ESE18000259 Master
F:i:ATINET
FortiGate 51E LeH
1 2 3 4 &  WANTUANE
e ] () (o
128 Backup-3 = Engineering FGTS1E3LT7002027 Slave

If you restart the primary FortiGate, after a few minutes it should rejoin the cluster and because override is enabled, the
original virtual cluster configuration should be re-established. Traffic may be temporarily disrupted when the restarted
primary FortiGate rejoins the cluster.

You can also try powering off other FortiGates in the virtual cluster to see how the cluster adapts to the failover. Because
of the device priority configuration, if two FortiGates are operating, virtual cluster 1 and virtual cluster 2 traffic is
distributed between them.
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FGCP high availability troubleshooting

FORTIOS

5.6

VERSION

External-Frimary

|11

FortiGate

External-Backup

|11

FortiGate

N

FGT 90D

1

FGT 1400

Accounting network Marketing network

This example shows you how to find and fix some common FortiGate Clustering Protocol (FGCP) HA problems.

Before you set up a cluster

Before you set up an FortiGate FGCP cluster, ensure the following:

« All the FortiGates have the same hardware version and the same hardware configuration.

o Allthe FortiGates have the same firmware build.

« Allthe FortiGates are set to the same operating mode (NAT or Transparent).

All the FortiGates are operating in single VDOM mode.

If the FortiGates are operating in multiple VDOM mode, they all have the same VDOM configuration.

In some cases, you might be able to form a cluster if your FortiGates have different firmware builds, different VDOM
configurations, and are in different operating modes. However, if you encounter problems when forming a cluster you
might be able to resolve them by installing the same firmware build on each unit and giving them the same VDOM
configuration and operating mode. If possible, you could also reset them all to factory defaults and start over.

If the FortiGates in the cluster have different licenses, the cluster that is formed but it will operate at the lowest licensing
level.
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Troubleshooting licensing

All the FortiGates in a cluster must have the same level of licensing. This includes FortiGuard, FortiCloud, FortiClient,
VDOMs (if applicable), and FortiOS Carrier (if applicable).

If one of the FortiGates has a lower level of licensing, then all the FortiGates in the cluster operate at the lowest licensing
level. For example, if you only purchase FortiGuard Web Filtering for one of the FortiGates in a cluster, when the cluster
is established, none of the cluster units supports FortiGuard Web Filtering.

An exception is FortiToken licensing. FortiToken activations are completed in one FortiGate unit and synchronized with
all of the FortiGates in the cluster.

Troubleshooting hardware revisions

Many FortiGate platforms have gone through multiple hardware versions and in some cases these hardware changes
might prevent cluster formation. If you run into this problem, you can use the following command on each FortiGate to set
the cluster to ignore different hardware versions:

execute ha ignore-hardware-revision enable

This command is only available on FortiGates that have had multiple hardware revisions. If this command isn’t available,
then hardware version issues should not prevent cluster formation.

By default the command is set to prevent cluster formation between FortiGates with different hardware revisions. You
can enter the following command to view its status:

execute ha ignore-hardware-revision status

Usually the incompatibility is caused by different hardware versions having different hard disks. Enabling this command

disables each FortiGate’s hard disks. As a result of disabling hard disks, the cluster will not support logging to the hard
disk or WAN Optimization.

If the FortiGates have compatible hardware versions or if you want to run a FortiGate in standalone mode, enter the
following command to disable ignoring the hardware revision and enable hard disks:

execute ha ignore-hardware-revision disable
Affected models include but are not limited to:

« FortiGate-100D

o FortiGate-300C

o FortiGate-600C

« FortiGate-800C

« FortiGate-80C and FortiWiFi-80C
» FortiGate-60C

Troubleshooting the initial cluster configuration

This section describes how to check a cluster when it first starts up to make sure that it is configured and operating
correctly. This section assumes you have already configured your HA cluster and it appears to be up and running
normally.
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To verify that a cluster can process traffic and react to a failure:

1. Add a basic security policy configuration and send network traffic through the cluster to confirm connectivity.
For example, if the cluster is installed between the Internet and an internal network, set up a basic internal to
external security policy that accepts all traffic. Then from a PC on the internal network, browse to a website on the
Internet or ping a server on the Internet to confirm connectivity.

2. From your management PC, continuously ping the cluster and then start a large download or use another way to
establish ongoing traffic through the cluster.

3. While traffic is going through the cluster, disconnect the power from one of the cluster units. You could also shut
down or restart a cluster unit. Traffic should continue with minimal interruption.

4. Start up or reconnect the cluster unit that you disconnected. The FortiGate should re-join the cluster with little or no
effect on traffic.

5. Disconnect a cable from one of the HA heartbeat interfaces. The cluster should keep functioning using the other
heartbeat interface.

6. If you have port monitoring enabled, disconnect a network cable from a monitored interface. Traffic should continue
with minimal interruption.

Verifying the cluster configuration from the GUI

To verify the cluster's status and configuration:

1. Log into the cluster GUI. Verify that the HA Status dashboard widget lists all the cluster units.

HA Status H

Uptime

State Changed

Active-Passive
External-HA-Cluster
@ External-Primary
& External-Backup
00:00:43:06

00:00:02:07

2. Goto System > HA and verify that all cluster units are displayed in the HA Cluster list. You can also verify that the
correct cluster unit interfaces are connected and display their status information. See Cluster members list for more

information.
Synchronized | Priority Hostname Serial No. Role Uptime Sessions | Throughput
FZ:ATINET.
FortiGate 6000 MGMTL 1 2 3 7 e 13 15
El EI 17 18
[] []
MGMT2Z 2 4 46 B 10 14 15
(v] 250 External-Primary FGT6HD3%216800525 Master 42d 5h54m2s 167 258 bps
Fi:ATINET.
FortiGate 5000 MGMTL 1 3 5 7 9 13 15
(] (o] (o) (] . s
[]
MGMTZ 2 4 6 B 10 14 15
(] 50 External-Backup FGT6HD3916801195 Slave  2h 57m 18s 45 129 bps
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3.

From the cluster members list, edit the primary unit (master) and verify the cluster configuration.
Mode Active-Passive -

Device priority € | 250

Cluster Settings
Group name External-HA-cluster
Password [ITITY] @&

Session pickup

Monitor interfaces +

Heartbeat interfaces | [@ port3 x
m port4 x

Heartbeat Interface Priority €)

port3 J 50
portd U 50

Troubleshooting the cluster configuration from the GUI

If the FortiGates do not form a cluster, try the following:

1.

Connect to each cluster unit's GUI and verify that the HA configurations are the same. The HA configurations of all
cluster units must be identical — even a small discrepancy can prevent a FortiGate from joining a cluster.

If the configurations are the same, try re-entering the HA password on each cluster unit in case you made an error
typing the password when configuring one of the cluster units.

Check the cables and interface LEDs.

Check that the correct interfaces of each cluster unit are connected. Use the cluster members list to verify that each
interface that should be connected actually is connected. If a link is down, re-verify the physical connection.

Try replacing network cables or switches.

Verifying the cluster configuration from the CLI

If a cluster is formed, do the following to verify its status and configuration:

1.

Log into each cluster unit's CLI. You can use the GUI CLI console, SSH, or a direct console port connection.

2. Enterthe command get system status.Look for the current HA mode in the command output. If the cluster is
operating correctly and you have connected to the primary unit, you see something like this:
Current HA mode: a-a, master

3. Connect to the backup unit using the execute ha manage command or connect directly to the console port of the
backup FortiGate. If the cluster is operating correctly, you see something like this:
Current HA mode: a-a, backup

4. Ifthe FortiGate is not operating in HA mode, the get system status command outputis something like this:
Current HA mode: standalone
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5. Verify thatthe get system ha status command displays all cluster units. For example, in a cluster of three
FortiGate units, the command output is something like this:
Master: 5001d-slot3 , FG-5KD3914800344
Slave : 5001d-slotb5 , FG-5KD3914800353
Slave : 5001d-slot4 , FG-5KD3914800284
6. To verify that the HA configuration is correct and the same for each cluster unit, enter the get system ha
command.
get system ha
group-id : 0
group-name : External-HA-cluster
mode : a-p
password : *
hbdev : "port3" 50 "port4d" 50

Troubleshooting the cluster configuration from the CLI

1. Ifthe FortiGates don’t form a cluster, use the following command to re-enter the cluster password. Do this for each
cluster unit in case you made an error typing the password when configuring one of the cluster units.
config system ha
set password <password>
end
2. Check that the correct interfaces of each cluster unit are connected. Check the cables and interface LEDs. Use the
get hardware nic <interface name>command to confirm that each interface is connected.
If the interface is connected, the output should containa Link: up entry similar to the following:

get hardware nic portl
Link: up

3. Ifthelink is down, re-verify the physical connection. Try replacing network cables or switches.

More troubleshooting information

The HA guide is useful for troubleshooting HA clusters. The following are links to sections with more information.

« If sessions are lost after a failover, you may need to change route-tt1 to keep synchronized routes active longer.
See Synchronizing kernel routing tables.

« Inrare cases, sometimes after a cluster unit has been replaced, a cluster might not form because the disk partition
sizes of the cluster units are different. Use the following command to check the disk storage checksum of each
cluster unit. If the checksums are different, then contact Fortinet support for help in setting up compatible storage
partitions.
diagnose sys ha showcsum 1 system | grep storage

» To control which cluster unit becomes the primary unit, you can change the device priority and enable override. See
Controlling primary unit selection using device priority and override.
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o Changes made to a cluster can be lost if override is enabled. See Configuration changes can be lost if override is
enabled.

« When override is enabled, after a failover, traffic might be disrupted if the primary unit rejoins the cluster before the
session tables are synchronized or for other reasons such as if the primary unit is configured for DHCP or PPPoE.
See Delaying how quickly the primary unit rejoins the cluster when override is enabled.

» In some cases, age differences among cluster units can result in the wrong cluster unit becoming the primary unit.
For example, if a cluster unit set to a high priority reboots, that unit will have a lower age than other cluster units. You
can resolve this problem by resetting the age of one or more cluster units. See Primary unit selection and age. You
can also adjust how sensitive the cluster is to age differences. This can be useful if large age differences cause
problems. See Cluster age difference margin (grace period) and Changing the cluster age difference margin.

« If one cluster unit needs to be serviced or removed from the cluster, you can do so without affecting the operation of
the cluster. See Disconnecting a cluster unit from a cluster.

o IfFGSP is enabled, the web-based manager and CLI do not allow you to configure HA. See FortiGate Session Life
Support Protocol (FGSP).

« If one or more FortiGate unit interfaces is configured as a PPTP or L2TP client, the GUI and CLI do not allow you to
configure HA.

o FGCP is compatible with DHCP and PPPoE but be careful when configuring a cluster that includes a FortiGate
interface configured to getits IP address with DHCP or PPPoE. Fortinet recommends turning on DHCP or PPPoE
addressing for an interface after the cluster has been configured. See FortiGate HA compatibility with DHCP and
PPPoE.

» Some third-party network equipment may prevent HA heartbeat communication resulting in the failure of the cluster
or the creation of a split brain scenario. For example, some switches use packets with the same Ethertype as HA
heartbeat packets used for internal functions and when used for HA heartbeat communication, the switch generates
CRC errors and the packets are not forwarded. See Heartbeat packet Ethertypes.

« Very busy clusters might not be able to send HA heartbeat packets quickly enough resulting in a split brain scenario.
You might be able to resolve this problem by modifying HA heartbeat timing. See Modifying heartbeat timing.

« Very busy clusters might have performance degradation if session pickup is enabled. If possible, you can disable
this feature to improve performance. If you require session pickup for your cluster, there are options for improving
session pickup performance. See Improving session synchronization performance.

« Ifittakes longer than expected for a cluster to fail over, try changing how the primary unit sends gratuitous ARP
packets. See Changing how the primary unit sends gratuitous ARP packets after a failover on page 1.

< You can improve failover times by configuring the cluster for subsecond failover. See Subsecond failover and
Failover performance.

« When you first put a FortiGate unitin HA mode, you might lose connectivity to the unit because HA changes the
MAC addresses of all FortiGate unit interfaces including the one that you are connecting to. The cluster MAC
addresses also change if you change some HA settings such as the cluster group ID. The connection will be
restored in a moment as your network and PC updates to the new MAC address. To reconnect more quickly, you
can update the ARP table of your management PC by deleting the ARP table entry for the FortiGate unit (or just
deleting all ARP table entries). You might be able to delete the ARP table of your management PC using a
command similarto arp -d.

« Since HA changes all cluster unit MAC addresses, if your network uses MAC address filtering, you might have to
make configuration changes to account for the HA MAC addresses.

» A network might experience packet loss when two FortiGate HA clusters have been deployed in the same
broadcast domain. Deploying two HA clusters in the same broadcast domain can result in packet loss because of
MAC address conflicts. Diagnose packet loss by pinging from one cluster to the other or by pinging both of the
clusters from a device in the broadcast domain. You can resolve the MAC address conflict by changing the HA
Group ID configuration of the two clusters. The HA Group ID is sometimes called the Cluster ID. See Diagnosing
packet loss with two FortiGate HA clusters in the same broadcast domain.

« Ifthere is a synchronization problem between the primary unit and one or more subordinate units, the cluster CLI
displays slave is not in sync messages. See How to diagnose HA out of sync messages.
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If you have configured dynamic routing and the new primary unit takes too long to update its routing table after a
failover, you can configure a graceful restart and also optimize how routing updates are synchronized. See
Configuring graceful restart for dynamic routing failover and Synchronizing kernel routing tables.

Some switches might not be able to detect that the primary unit has become a backup unit and will keep sending
packets to the former primary unit. This can occur after a link failover if the switch does not detect the failure and
does not clear its MAC forwarding table. See Updating MAC forwarding tables when a link failover occurs.

If a link not directly connected to a cluster unit fails, such as between a switch connected to a cluster interface and
the network, you can enable remote link failover to maintain communication. See Remote link failover.

If you find that some cluster units are not running the same firmware build, reinstall the correct firmware build on the
cluster to upgrade all cluster units to the same firmware build. See Synchronizing the firmware build running on a
new cluster unit.

Using FGSP to load balance access to two active-active data
centers

FORTIOS

5.6

Internet

VERSION

Router or
Lead balancer

Router or
Lead balancer

port 3

Session
synchronization

Eouter or Router or

Load balancer

Data center | Data center 2
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This advanced scenario describes how to configure FortiGate Session Life Support Protocol (FGSP) with four peer
FortiGates protecting two active-active data centers.

\‘ ! 'l
q FGSP supports up to 16 peer FortiGates.

In this example, two redundant active-active data centers process traffic from the Internet, distributing traffic to the
FortiGates (nhamed Peer-1, Peer-2, Peer-3 and Peer-4) by routers or load balancers. All the FortiGates are configured
with two virtual domains: root and vdom1. All sessions processed by vdom1 are synchronized with all the FortiGates.
The synchronization link interface is port 3 in the root virtual domain. The IP addresses of port 3 are different for each
FortiGate:

o For Peer-1, the port 3 IP address is 10.10.10.1
o For Peer-2, the port 3 IP address is 10.10.10.2
o For Peer-3, the port 3 IP address is 10.10.10.3
o For Peer-4, the port 3 IP address is 10.10.10.4

The port 1 and port 2 interfaces are added to vdom1. To keep the configuration simple and applicable to different
networks, port 1 and port 2 are added to a virtual wire pair so these interfaces do not have IP addresses. This example
includes a policy that allows all traffic across the virtual wire pair. This example policy applies the default VolP profile to
all VolP traffic and applies virus scanning and application control.

Although this architecture can support different configurations on each FortiGate, it is not recommended. Usually, all
FortiGates in an FGSP deployment have the same configuration. This example assumes configuration synchronization
is disabled in FortiOS and you are using FortiManager to keep the FortiGate configurations synchronized.

Configuring the first FortiGate (Peer-1)

Configure Peer-1 with the following settings:

1. Enable virtual domain configuration, add vdom1, set vdom1 to proxy mode (to support VolP profiles), and add port1
and port2 to vdom1.
config system global
set vdom-admin enable
end

config vdom
edit vdoml
config system settings
set inspection-mode proxy
end
end

config system global
config system interface
edit portl
set vdom vdoml
next
edit port2
set vdom vdoml
end
end
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2. Create a virtual wire pair between port1 and port2.

config vdom
edit vdoml

config system virtual-wire-pair
edit my-wire-pair
set member portl port2

end

end

3. Create a virtual wire pair policy to allow all traffic between port 1 and port 2. This example policy applies antivirus
scanning, application control, and VolIP profiles.

config vdom
edit vdoml

config firewall policy

edit 1

set srcintf portl port2
dstintf portl port2

set
set
set
set
set
set
set
set
set
set

end

4. Configure Peer-1 for FGSP.

config system cluster-sync

edit 1
set
set
set

next

edit 2
set
set
set

next

edit 3
set
set
set

end

Configuring the second FortiGate (Peer-2)

1. Configure Peer-2 with the same configuration as Peer-1:
a. Enable virtual domain configuration, add vdom1, set vdom1 to proxy mode, and add port 1 and port 2 to vdom1.
b. Create a virtual wire pair between port 1 and port 2.

c. Create a virtual wire pair policy to allow all traffic between port 1 and port 2. This example policy applies
antivirus scanning, application control, and VolP profiles.

peerip 10.10.

srcaddr
dstaddr
service

schedule always

action allow

utm-status enable
av-profile default
application-list default
voip-profile default

peervd root
syncvd vdoml

peerip 10.10.

peervd root
syncvd vdoml

peerip 10.10.

peervd root

syncvd vdoml

2. Configure Peer-2 for FGSP.

config system cluster-sync
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edit 1
set peerip 10.10.10.1
set peervd root
set syncvd vdoml

next

edit 2
set peerip 10.10.10.3
set peervd root
set syncvd vdoml

next

edit 3
set peerip 10.10.10.4
set peervd root
set syncvd vdoml

end

Configuring the third FortiGate (Peer-3)

1. Configure Peer-3 with the same configuration as Peer-1:
a. Enable virtual domain configuration, add vdom1, set vdom1 to proxy mode, and add port 1 and port 2 to vdom1.
b. Create a virtual wire pair between port 1 and port 2.

c. Create a virtual wire pair policy to allow all traffic between port 1 and port 2. This example policy applies
antivirus scanning, application control, and VolP profiles.

2. Configure Peer-3 for FGSP.
config system cluster-sync
edit 1
set peerip 10.10.10.1
set peervd root
set syncvd vdoml
next
edit 2
set peerip 10.10.10.2
set peervd root
set syncvd vdoml
next
edit 3
set peerip 10.10.10.4
set peervd root
set syncvd vdoml
end

Configuring the fourth FortiGate (Peer-4)

1. Configure Peer-4 with the same configuration as Peer-1:
a. Enable virtual domain configuration, add vdom1, set vdom1 to proxy mode, and add port 1 and port 2 to vdom1.
b. Create a virtual wire pair between port 1 and port 2.

c. Create a virtual wire pair policy to allow all traffic between port 1 and port 2. This example policy applies
antivirus scanning, application control, and VolP profiles.

2. Configure Peer-4 for FGSP.
config system cluster-sync
edit 1
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set peerip 10.10.10.1
set peervd root
set syncvd vdoml

next

edit 2
set peerip 10.10.10.2
set peervd root
set syncvd vdoml

next

edit 3
set peerip 10.10.10.3
set peervd root
set syncvd vdoml

end

Synchronizing TCP sessions

Synchronize TCP sessions so that if one FortiGate fails, the TCP sessions it was processing can continue to be
processed by the remaining FortiGates. After the FortiGate fails, the router or load balancer re-distributes sessions to the
FortiGates that are still running. The remaining FortiGates can continue to process these sessions because the sessions
have been synchronized with the session tables of all the FortiGates in the deployment.

Enter the following commands on each FortiGate to synchronize TCP sessions with all FortiGates:

config system ha
set session-pickup enable
end

Synchronizing UDP and ICMP sessions

Enter the following commands on each FortiGate to synchronize UDP and ICMP (or connectionless) sessions with all
the FortiGates. You must enable TCP session synchronization to synchronize other types of sessions.

config system ha

set session-pickup enable

set session-pickup-connectionless enable
end

Synchronizing VolP sessions

Synchronizing VolP sessions requires the FortiGates to automatically allow RTP sessions created by a previous SIP
session even if the SIP session was received by a different FortiGate. FortiOS calls these created sessions expectation
sessions and synchronizing VoIP sessions requires expectation session synchronization.

Usethe diagnose sys session list expectationcommand on each FortiGate to display the synchronization
state of expectation sessions.

Enter the following commands on each FortiGate to synchronize expectation sessions to support VolP. You must enable
TCP session synchronization to synchronize other types of sessions.

config system ha

set session-pickup enable

set session-pickup-expectation enable
end
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This section contains examples about using FortiOS security features to protect your network.

Blocking Facebook

FORTIOS

5.6

VERSION

FortiGate

Web  Application
Filtering Control

311
7 29

Internal Network

This example explains how to block access to Facebook on your network with a Web Filter security profile and an

Application Control security profile. This example works on FortiGates operating in flow-based profile inspection mode or
proxy-based inspection mode.

Your FortiGate must have a WiFi network. See Setting up WiFi with a FortiAP or Setting up a WiFi Bridge with a FortiAP.
Next Generation Firewall Policies
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Enabling Web Filtering and Application Control

1. Go to System > Feature Visibility and enable Application Control and Web Filter.

Feature Visibility

Basic Features Security Features

@ Advanced Routing Feature Set: | Custom v

D 1Pvé O Anti-Spam Filter

O AntiVirus

@O Application Control

@« DLP

@© VPN

|

[
[
[ & Switch Controller
[
[

& WiFi Controller

& DNSFilter

@ Explicit Proxy

[
[ O Endpoint Control
[
[

& Intrusion Prevention

@O Web Application Firewall

@ Web Filter

Edit the default Web Filter profile

1. Go to Security Profiles > Web Filter and edit the default profile.

2. Inthe Static URL filter section, enable URL Filter, and click Create.

B Static URL Filter

Block invalid URLs (I

URL Filter O
4+ Create | # Edit & Delete |Q Search
URL Type Action Status

No matching entries found

Block malicious URLs discovered by FortiSandbox OB
Web Content Filter »

3. Set URL to *facebook.com.
Set Type to Wildcard.

Set Action to Block.
Enable Status.

MNew URL Filter

¥

URL *facebook.com
Type Simple Reg. Expression m
Action Exempt Allow | Monitor
Status @O
4. Click Apply.
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Edit the default Application Control profile

1.
2,

3. Click Add Filter and select Name.

Go to Security Profiles > Application Control and edit the default profile.
In the Application Overrides section, click Add Signatures.

Application Overrides

4+ Add Signatures | & Edit Parameters

Application Signature

Mo matching entries found

W Delete

Category

Enter Facebook to see a list of all signatures for Facebook applications.

Click Select All and then click Use Selected Signatures.

Add Signatures

| & Select All || X Name: Facebook | © Add Filter

MName <
EiFacebook
Eiracebook.App
EiFacebook.App_AngryBirds
EiFacebook App_Avengersalliance
EiFacebook App_Bubhle Fairyland
EiFacebook App_BubhleSafari
EiFacebook App_CandyCrushSaga
EiFacebook App_Castleville
Eiracebook App_Cityville
EiFacebook App_Criminalcase
EiFacebook App_EmpiresAndAllies
EiFacebook App_Happyland
EiFacebook App_lAmPlayr
PdFacebook App_Kongregate
EIF acebook App_Mafiaivars
EiFacebook App_Miscrits
Eiracebook App_My. Tribe
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Category

Social Media
Social Media
Game
Game
Game
Game
Game
Social Media
Social Media
Game
Game
Game
Game
Social Media
Game

Game
Social Media

Technolagy

Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
#  [Tatal 43]

Cancel

x | m Cloud  Selected: 4372414

SHE
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4,

5.

In the Action column, check that all Facebook application signatures are set to Block.

Application Owverrides

+ Add Signatures | # Edit Parameters

Application Signature

EiFacehonk

EdFacehonk App

EiFacebook App_AngryBirds
EiFacebook 24pp_Avengersaliance
EiFacebook App_Eubhle Fairyland
EiFacehook App_BubhleSarari
EiFacehook App_CandyCrushSaga
EiFacehook App_Castieville
EdFacehook App_Cityville
EiFacehook App_ Criminalcase
EiFacebook 4pp Empiressndalies

B3 Facebook App_Happyland

Click Apply.

W Delete

Creating the security policy

1.
2. Give the policy an identifying name, in this example, blocking-facebook.

Sacial Media
Sacial Media
Garme
Game
Game
Game
Game
Sacial Media
Social Media
Garme
Game

Game

Cateqgory

Go to Policy & Objects > IPv4 Policy and click Create New.

Set Incoming Interface to the internal network.

Set Outgoing Interface to the Internet-facing interface.

Enable NAT.

Mame @ blocking-facebook
Incoming Interface = lan

+*
Qutgoing Interface ™ wan1l

+
Source B all

+
Destination B all

+
Schedule [o always
Service ) ALL

+
Action v ACCEPT

Firewall / Network Options

In the Security Profiles section, enable Web Filter and Application Control, and use the default web filter and

NAT @
3.
application control profiles.
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@ DENY = LEARN

0 IPsec

@ Block
@ Block
& Block
& Block
@ Block
@ Block
@ Block
@ Block
& Block
& Block
& Block
@ Block
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When you select these profiles, SSL/SSH Inspection is enabled by default. If you are using proxy-based inspection
mode, then Proxy Options is also be enabled by default.

To inspect all traffic, set SSL/SSH Inspection to deep-inspection.

Edit Policy
Name €@ blocking-facebook
Incoming Interface > lan 4
+
Qutgoing Interface ™ wan1 ®
+
Source = all x
+
Destination = all x
+
Schedule [@ always -
Service [ ALL 4
*
Action @ DENY = LEARN | O IPsec
Firewall / Network Options
NAT @O
Security Profiles
AntiVirus o
Web Filter © | EE] default ~| &
DNS Filter @ ]
Application Control @ | Y default -| &
IPS >
S5L/55H Inspection deep-inspection | &

4. The new policy must be first in the list in order to be applied to Internet traffic. Confirm this by viewing policies By
Sequence.

To move a policy up or down, click and drag the left column of the policy.

Seq F Maime From ] Soarce T Destination Sehedibe SendcE At MAT Seruifity Prafiles
=
blocking-facchool 22 lan ™ wanl = al =l @ akways AL « ADCERT & Enabled
1 wireless-palicy * bhyhlewiWiFl fwirclond] @ owanl =l Mooy PALL o ACCERT & Enabled ; k
k| cutgoing o lan W i 1 = & = all T3 abwirys @ ALL o« ACCTPT & Cnabled
Irmplicie Dersy ¥ - - o abw A @ DENY

If your FortiAP is configured in tunnel mode, you must edit the wireless policy and apply the web filter and
application control security profiles to that policy.

FortiOS 5.6 Cookbook 173
Fortinet Inc.



Security profiles

Results

1. Visitfacebook.com.
HTTPS is automatically applied to facebook.com even if it is not entered in the address bar.
A Web Page Blocked! message appears.
A FortiGuard warning message appears, stating that the application was blocked.

Web Page Blocked!

The page you have requested has been blocked, because the URL is banned.
URL: https://www.facebook.com/

Client IP: 192.168.100.1
Server IP: 157.240.14.35
User name:

Group name:

2. Visit a subdomain of Facebook, for example, attachments.facebook.com.
A Web Page Blocked! message appears, blocking the subdomain.

Web Page Blocked!

The page you have requested has been blocked, because the URL is banned.

URL: https://attachments.facebook.com/
Client IP: 192.168.100.1
Server IP: 157.240.14.15

User name:
Group name:

3. Using a mobile device or any device that has the Facebook app installed, ensure that you are connected to the
Internet.

Open the Facebook app and try to log in.
Verify that you cannot connect.

4. Goto Log & Report > Web Filter and check that facebook.com and attachments.facebook.com are blocked by
FortiGate.
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# DabeTime Leer S Aartieny URL Category Descrighion  Inkisior | Sent f Receivwed

1 09Qr24 1F2.188.900 0 blocked wwawfacebook comTasoon oo »opros

T DFOs5 1FL.158. 90000 blocked wiwsw acebonisoom’ WIB/O8
U ] 1FL168.000 blocked gnogie insearchiclient=ch Lsamgs_ri=c. Lol Rl ]

4 0FOSEd 172.158. 1001 blocked attachmentstsoeboolooomitavioondon Iragrsog

5 090523 17215800000 bhocked attachmenislaosbogiooom 438E/08

& R 1FL18A.900.1 blocked wwwgnogie ratompletefearchiclient=chrome-omnibanpgs_ri=c 18 EE S T2Y KB
T 0F0300 1F2.158. 90001 blocked wwswtaebooioomTasioon oo WPBES52B

5. Goto Log & Report > Application Control and check that the Facebook application is blocked by FortiGate.

# % | Date/Time Spurce Destination Application Name Action
1 11:52:17 1921481001 172.217.7.3 (wenagstatic.oom) A QuUIC black
2 11:52:14 1921481001 208.91.114.47 (clifortinet.com) @HTTEBROWSER Firefax  pass
| 11:52:13 192 1481001 1?2.21?.?.3hmw.gs{atk_cm] A QLUIC block
4 11:52:12 1921481001 157.240.14 35 (star-mini.c10r facebook com) nFnccbnu--: block
5 11:52:12 1921481001 172.217.7.3 (wenagstatic com) > Google.Services pass
& 11:52:12 1921481001 172.217.7.3 (wenagstatic.oom) A QuUIC bleck
7 11:52:09 1921681001 172.217.7.3 (weoagstaticcom) AQUIC bleck

FortiManager in the Fortinet Security Fabric

FORTIOS

5.6

VERSION

Security Fabric

ERRICAIR=

FortiManager FortiAnalyzer FortiSandbox

L
m g

Accounting network

R Acaountm
T (EMJ
s F — ( External HA
Cluster
Malrklz!mg
(1sPw)

| Marketing network

[ 111

' Sales
| (I5Fw)

This example shows you how to add a FortiManager to the Fortinet Security Fabric. This scenario simplifies network
administration because you can manage all the FortiGates in the network from FortiManager.

In this example, FortiManager is added to an existing Security Fabric with an HA cluster, called Edge, configured as the
root FortiGate. In this network, the subnet 192.168.55.0 is used for external devices such as a FortiAnalyzer. The
FortiManager is added to this subnet.

Security Fabric Installation
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Connecting FortiManager and Edge

In this example, Edge’s port 16 connects to port 2 on the FortiManager.

1. On Edge, go to Network > Interfaces and edit port 16.
2. Configure Administrative Access to allow FMG-Access and FortiTelemetry.

Administrative Access

IPv4 HTTPS HTTP O PING FMG-Access CAPWAP
S5H SNMP FTM RADIUS Accounting
FortiTelemetry

3. Onthe FortiManager, go to System Settings > Network, select All Interfaces, and edit port 2.

4. SetIP Address/Netmask to an internal IP address (in this example, 192.168.55.30/255.255.255.0), and set the
following administrative and service access options.

MName port2

Alias [

IP Address/Netmask 192.168.55.30/255.255.255.0

IPvé Address =/0

Administrative Access HTTPS B HTTP B3 PING [ 55H [] TELNET ] SMNMP [[] Web Service
IPvé Administrative Access O HTTPS D HTTP O PING [ 5SH [0 TELNET [ SNMP [ Web Service
Service Access FortiGate Updates [} Web Filtering

Status m Disable

5. Goto System Settings > Network, select Routing Table, and add a default route for port 2.
6. Set Gateway to the IP address of Edge’s port 16.

ID 1

Destination |P/Mask 0.0.0.0/0.0.0.0 H
Gateway 192.168.55.2

Interface port2 o

7. Connect port 2 on the FortiManager to port 16 on Edge.
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Configuring central management on Edge

1. On Edge, go to System > Settings.
2. Inthe Central Management section, select FortiManager and enter the IP/Domain Name.

Central Management

Type (Ze g | SELETS M FortiCloud  None

IP/Domain Name | 192.168.55.30
Status @ Not Managed

3. Click Apply and a message appears stating that the FortiGate’s message was received by the FortiManager and is
now waiting for confirmation.

Request Sent & Received x

Awaiting management confirmation from FortiManager
A administrator. Once confirmed full control of this FortiGate will
be granted to FMG3HE3R16000051 at 192.168.55.30.

4. On the FortiManager, go to Device Manager > Unregistered Devices.
5. Select External and then select Add.

A Device Name Model Management Mode

External-Primary FortiGate-600D | Configuration & Logging
4+ Add
BT Delete

6. Add Edge to the root ADOM.

Add Device

Add the following devicels) to ADOM: root

Device Name Credential Assign New Device Name

FGT&HD3F16800525 admin External-Primary

7. Edgeis now on the Managed FortiGates list and is part of a Security Fabric group. The *beside Edge indicates that
it is the root FortiGate in the Security Fabric.

O & Device Name Config Status Policy Package Status Host Name IP Address Platform

O FGTEHD3916800525

(] 4 External-Primary* +" Synchronized MNever Installed External-Primary 192.168.55.2 FortiGate-&400D
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8. Connectto Edge. A message indicates that the FortiGate is now managed by a FortiManager.
Click Login Read-Only.

This FortiGate is currently managed by a FortiManager device

All changes should be performed from a FortiManager to avoid
conflict. How would you like to proceed?

Log Out ILELEEGEOL T Login Read-Write

9. On Edge, go to System > Settings.
10. Inthe Central Management section, the Status is now Registered on FortiManager.

Central Management

Type (2T SENER FortiCloud | None
|IP/Domain Name | "192.168.55.30"
Status © Registered on FortiManager.

11. Foreach FortiGate in the Security Fabric, ensure the interface connected to Edge allows FMG-Access.

12. Configure central management for all the other FortiGates in the Security Fabric.

Allowing FortiManager to have Internet access

To communicate with FortiGuard, FortiManager requires Internet access.

1. On Edge, go to Policy & Objects > Addresses and create an address the FortiManager.

Category |Pvé Address  Multicast Address
Name FortiManager

Color & [Change]

Type IP/Netmask v
Subnet / IP Range 192.168.55.30/32

Interface O any -
Show in Address List O

Static Route Configuration (B
Q7255

Comments y
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2. Goto Policy & Objects > IPv4 Policy and create a policy that allows FortiManager to access the Internet.

Name © | FortiManager-Internet

Incoming Interface | [ External-Devices (port16) ®
+

Outgoing Interface | [ Internet (port9) 4
+

Source & FortiManager x
+

Destination = all x
+

Schedule | [ always -

Service i ALL x
+

Action V¥ Yelsidal ) DENY ™= LEARN

Firewall / Network Options

NAT O

IP Pool Configuration [REESLeNELT Al a0l (=8 Use Dynamic |P Pool

Results

1. In FortiManager, the Managed FortiGates lists all FortiGates in the Security Fabric.

ﬂ Devices U'Dwines

Device Config Maodifi

Palicy Package Modil

[# Edit Delete 4] Import Policy (& Install ~  #5 Column Settings +  § More

|

O & Device Mame Config Status Policy Package Status Hast Mame IP Address Platform Deescription
O % Accounting «* Synchronized Mever Installed Accounting 172.158.55.2 FortiGate-1400

] FGTEHD3914B00525

o] 4+ External-Primary® «* Synchronized MNewver Installed External-Primary 192.168.55.2 FortiGate-&00D

O 4 Marketing « Synchronized Mever Installed Marketing 192.148.55.2 FortiGate-20D

O 4 Sales + Synchronized Mever Installed Sales 192.168.55.2 FortiGate-51E

2. Toshow all FortiGates in the Security Fabric group, right-click on Edge and select Refresh Device.

4 Devices 0 Devices D'E?G'\'il'.es u Devices

Connection Down Device Config Modifi Policy Package Modid

& Install 15 Column Settings ~ QI
0O & Device Mame Config Status Policy Package Status Host Mame 1P Address Platform Description
o FGTEHD3¥14B00525
o] 4 Accounting « Synchronized Mever Installed Accounting 192,148,552 FortiGate-140D
] # External-Prirmary® " Synchironized Mever Installed External-Prinary 192,168,552 FortiGate-500D
o] 4+ Marketing « Symchronized Mever Installed Marketing 192.168.55.2 FortiGate-$00
o + Sales «* Synchironized Mever Installed Sales 192,168,552 FortiGate-51E
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3. Right-click on the Security Fabric group and select Fabric Topology to display the topology of the Security Fabric.

Topology for FGT6HD3916800525

HA, Active-Passive

- -
ma External-Primary iy Marketing

-
Bl External-Backup

-
BE) Accounting
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FortiSandbox in the Fortinet Security Fabric

V‘ FORTIOS
Security Fabric

f e T E » 56
! . : (N VERSION

Q‘- A‘part 2 (outgoing)
)
FortiSandbox

port | (admin)

FortiAnalyzer

i Accounting network

rlﬁ ] porti6| |port ng
-_E}._— g .-'\sccrunﬁngj ,r | | ‘ i

(1I5FW)
SR

Internet

T _‘i External

m

(IsFw)

Marketing network

e I

LD i
= (1I5FW)

This example shows you how to add a FortiSandbox to the Fortinet Security Fabric and configure each FortiGate in the
network to send suspicious files to FortiSandbox for sandbox inspection. FortiSandbox scans and tests these files in
isolation from your network.

This example uses the Security Fabric example configuration created in the Fortinet Security Fabric collection. The
FortiSandbox connects to the external root FortiGate in the Security Fabric, known as Edge. There are two connections
between the devices:

» FortiSandbox port 1 (administration port) connects to External port 16.
» FortiSandbox port 3 (VM outgoing port) connects to External port 13.

You can use a separate Internet connection for FortiSandbox port 3 rather than connect through the external FortiGate
to use your main Internet connection. This configuration avoids getting IP addresses from your main network blacklisted
if malware tested on the FortiSandbox generates an attack. If you use this configuration, you can skip the steps listed for
FortiSandbox port 3.
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Checking the Security Rating

1. On Edge, go to Security Fabric > Audit and run an audit for the Security Fabric.
Security Fabric Audit

Security Fabric FortiGates ® ~udit

1 4 FortiGate(s) detected in your security fabric.

B2 FortiGate todel Wersion

Edge-Frimary | FortiGate 600D +5.6.9 build1673

Accounting FortiGate 140E-POE | +5.6.9 build1673

Marketing FortiGate B1E-POE | +5.6.9 build1673
Sales FortiGate 51E +5.6.9 build1673
< Back Cancel

Since you have not installed a FortiSandbox, the Security Fabric fails the Advanced Threat Protection. See Threat
and Vulnerability Management section.

In this example, the Security Rating Score decreases by 30 points for each of the four FortiGates in the Security
Fabric.

[=] Threat and Vulnerability Management 4

Advanced Threat Protection M Edge Configure AntiVirus profiles to send files to FortiSandbox Appliance/FortiSandbox Cloud for inspection.

Suspicious files should be submitted to FortiSandbox
Appliance/FortiSandbox Cloud for inspection. [ Sales

Configure AntiVirus profiles to send files to FortiSandbox Appliance/FortiSandbox Cloud for inspection.

(-30)
(-30]

[ Marketing & Configure AntiVirus profiles to send files to FortiSandbox Appliance/FortiSandbox Cloud for inspection.
(-30)

Configure AntiVirus profiles to send files to FortiSandbox Appliance/FortiSandbox Cloud for inspection.

Connecting FortiSandbox and Edge

1. Connect to the FortiSandbox.

2. Go to Network > Interfaces and edit port1.
This port is used for communication between FortiSandbox and the rest of the Security Fabric.

3. SetIP Address/Netmask to an internal IP address.
In this example, FortiSandbox connects to the same subnet as the Security Fabric's FortiAnalyzer, using the IP
address 192.168.65.20.
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Edit Network Interface

Interface Status

Interface: port1 (administration port)
Interface Status: o

Link Status: [

IP Address / Netmask
1Pv4: 192.168.65.20/255.255.2550
IPvé:

Access Rights

¢/ HTTP
v 55H
# Telnet

oK Cancel

4. Edit port3.
This port is used for outgoing communication by virtual machines (VMs) running on FortiSandbox. It's
recommended that you connect this port to a dedicated interface on your FortiGate to protect the rest of the network
from threats that FortiSandbox is currently investigating.

5. SetIP Address/Netmask to an internal IP address (in this example, 192.168.179.10/255.255.255.0).

Interface Status

Interface: port3 (VM outgoing port)
Interface Status: (4]

Link Status: [

IP Address / Netmask

1Pv4: 192.168.179.10/255.255.255.0
IPvé:

6. Go to Network > System Routing to add a static route.
Set Gateway to the IP address of the FortiGate interface that port 1 connects to (in the example, 192.168.65.2).

Destination IP/Mask: 0.0.0.0/0.0.00
Gateway: 192.168.65.2
Device: portl j

7. Connectto Edge.

8. Goto Network > Interfaces to configure the port that connects to port3 on the FortiSandbox (in this example,
port13).

Set IP/Network Mask to an address in the same subnet as port 3 on the FortiSandbox (in this example,
192.168.179.2/255.255.255.0).
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Interface Name port13 (00:09:0F:09:19:06)

Alias FortiSandbox-Internet

Link Status Down @

Type Physical Interface

Tags

Role ® | LAN hd

© Add Tag Category

Address

Addressing mode m DHCP

IP/Network Mask | 192.168.179.2/255.255.255.0

Administrative Access

IPv4 ) HTTPS HTTP & PING ~| FMG-Access
~1 CAPWAP SSH ~1 SNMP I FTM
~| RADIUS Accounting _| FortiTelemetry

(3 DHCP Server

Networked Devices

Device Detection @
Active Scanning (B

9. Connect the FortiSandbox to the Security Fabric.

Allowing VM Internet access

1. On Edge, go to Policy & Objects > IPv4 Policy and create a policy that allows connections from the FortiSandbox to
the Internet.
Name € FortiSandbox-Internet

Incoming Interface | [M FortiSandbox-Internet (port13}) %
+

QOutgoing Interface

[® Internet (port%)

+
Source B an
+
Destination B an
+
Schedule [@ always
Service I ALL
+
Action V¥ Yelsidul @ DENY ™ LEARN

Firewall / Network Options

NAT ©

IP Pool Configuration [REEeNERTL AN El-W. LI Use Dynamic |P Pool
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2. InFortiSandbox, go to Scan Policy > General and select Allow Virtual Machines to access external network through

outgoing port3.
Set Gateway to the IP address of port 13 on the FortiGate.

@ Allow Virtual Machines to access external network through outgoing port3

Status:
Port3 IP: 192.168.179.10/255.255.255.0
Gateway: 192.168.179.2

~| Disable SIMNET if Virtual Machines are not able to access external network through outgoing port3
DNS: 208.91.112.53

“1Use Proxy

3. Goto Dashboard System Information widget and verify that VM Internet Access has a green checkmark beside it.

== System Information

Unit Type Standalone

Host Name FSA1KD3A14000118 [Change]

Serial Number FSA1KD3A14000118

System Time FriMar 2 16:11:25 2018 EST [Change]
Firmware Version v2.4.1,build0261 (GA) [Update]
System Configuration Last Backup: 2017-11-01 16:38 [Backup/Restore]
Current Administrator admin

Uptime Oday(s) 1 hour(s) 20 minute(s)
Windows VM @ [Upload License]

Microsoft Office [Upload License]

IVM Internet Access OI

Adding FortiSandbox to Security Fabric

1. On Edge, go to Security Fabric > Settings and enable Sandbox Inspection.
2. Select FortiSandbox Appliance and set Server to the IP address of port 1 on the FortiSandbox.

@ Sandbox Inspection

No AntiVirus profile has enabled FortiSandbox inspection. Click to

y:

Check.
FortiSandbox type FortiSandbox Cloud & Activate FortiCloud
Server 192.168.65.20 Test connectivity
Notifier email
FortiOS 5.6 Cookbook
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3. Click Test Connectivity.

An error message appears because Edge hasn’t been authorized on FortiSandbox.
192.168.65.20

FortiSandbox Server

Status Unreachable or not authorized

External, as the root FortiGate, pushes FortiSandbox settings to the other FortiGates in the Security Fabric.

4. To verify this, on Accounting, go to Security Fabric > Settings.

@ Sandbox Inspection

No AntiVirus profile has enabled FortiSandbox inspection. Click to

A Check.

FortiSandbox type

Server 192.168.65.20

Notifier email

FortiSandbox Cloud & Activate FortiCloud

Test connectivity

5. InFortiSandbox, go to Scan Input > Device.

The FortiGates in the Security Fabric (Edge, Accounting, Marketing, and Sales) are listed but the Auth column

indicates that the devices are unauthorized.

Device Name Serial
(#'Marketing FG81EP4Q16002706
(#'Sales FGT51E3U16001255
(FEdge FGT6HD3916806070

(# Accounting F140EP4Q1700014%9

6. EditEdge.

Malicious: High Medium Low Clean
0 o) 0 0 o)
o] o] 0 o] o]
o] o] 0 o] o]
0 o) 0 0 o)

7. Inthe Permissions & Policy section, select Authorized.
8. Repeat this for the other FortiGates.

Device Status

Serial Number:
Alias:

IP:

Status:

Last Modified:

Last Seen:

Permissions & Policy

FGT6HD3916806070
Edge

192.168.55.2

[+]

2018-03-02 14:55:01

2018-03-02 16:19:33

Authorized:

/] I Last Changed 2018-03-02 14:55:01

New VDOMs Inherit Authorization:

Email Settings
Administrator Email:

Send Notifications:

Send PDF Reports:

FortiOS 5.6 Cookbook
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/]

/]

Others Malware Pkg

0 N/A
0 N/A
0 N/A
0 N/A

N/A
N/A
N/A

N/A

Auth

%]

2 2 o2
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9. On Edge, go to Security Fabric > Settings and test the Sandbox Inspection connectivity again. Edge is now

connected to the FortiSandbox.

FortiSandbaox Server 192.168.65.20

Status Service is anline.

Adding sandbox inspection to security profiles

You can apply sandbox inspection with three types of security inspection: antivirus, web filter, and FortiClient compliance
profiles.

This example shows you how to add sandbox inspection to all FortiGates in the Security Fabric individually using the
profiles that each FortiGate applies to network traffic.

To pass the Advanced Threat Protection check, add sandbox inspection to antivirus profiles for all FortiGates in the
Security Fabric.

1.
2,

On Edge, go to Security Profiles > AntiVirus and edit the default profile.

In the Inspection Options section, set Send Files to FortiSandbox Appliance for Inspection to All Supported Files.

Enable Use FortiSandbox Database so that if FortiSandbox discovers a threat, it adds a signature for that file to the
antivirus signature database on the FortiGate.

Click Apply.

Edit Antivirus Profile

Marme

Comments Scan files and block viruses. /| 2aiss
Scan Mode Civick WEH

Detect Yiruses el hMonitor

Inspection Jptions

Treat Windows Executables in Email Attachments as Yiruses @

Send Files to FortiSandbox Appliance for Inspection WLl Al Supported Files
Do not submit files matching types +
Do not submit files matching file name patterns ]

Use FortiSandbox Databaze € O

Include Mokbile Malware Protection O

3. Goto Security Profiles > Web Filter and edit the default profile.

4,

In the Static URL Filter section, enable Block malicious URLs discovered by FortiSandbox so that if FortiSandbox
discovers a threat, it adds the URL to the list of URLSs that are blocked by the FortiGate.
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Mame

Comments Default web filtering. /| 220255

@ FortiGuard category based filter

Show| O All -

|> © Local Categories

- O Potentially Liable

|> @ Adult/Mature Content

|> & Bandwidth Consuming

|> @ Security Risk

|> @ General Interest - Personal
|> @ General Interest - Business
i~ @ Unrated

& Static URL Filter

URL Filter 2

Block malicious URLs discovered by FortiSandbox @O
Web Content Filter >

5. Go to Security Profiles > FortiClient Compliance Profiles and edit the default profile.
6. Enable Security Posture Check
Enable Realtime Protection.

Enable Scan with FortiSandbox.
@ Security Posture Check

Realtime Protection

Up-to-date signatures

ol*Ne

Scan with FortiSandbox
Third party AntiVirus on Windows @
Web Filter

v

Application Firewall

Mon-compliance action Block m
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Results

If a FortiGate in the Security Fabric discovers a suspicious file, it sends the file to FortiSandbox.
You can view information about scanned files on either the FortiGate that sent the file or on FortiSandbox.

1. On FortiGate, go to Dashboard > Main and locate the Advanced Threat Protection Statistics widget.
This widget shows files that both the FortiGate and FortiSandbox scan.

Advanced Threat Protection Statistics X

e

FortiGate Scanned Files 1,887
Il Malicious 1

Ml Zero-Day Malware Variants 0

Il Suspicious 0

Ml Clean 1,886
FortiSandbox Scanned Files 8
Wl Malicious 0
| Suspicious - High Risk 0

Wl Suspicious - Med/Low Risk 0

Il Clean 8

2. On FortiSandbox, go to Dashboard and view the Scanning Statistics widget for a summary of scanned files.

= Scanning Statistics - Last 24 Hours S %
Rating Sniffer Device(s) Bgmand Network Adapter URL All
Malicious 0 0 o} 0 0 0 0
Suspicious - High Risk 0 0 0 0 0 0 0
Suspicious - Medium Risk 0 0 o] 0 0 0 0
Suspicious - Low Risk 0 0 o] 0 0 0 0
Clean 0 8 0 0 0 0 8
Other 0 0 0 0 0 0 0
Processed 0 8 0 0 0 0 8
Pending o ) o 0 0 o 0
Processing o o o (0] 0 0 ]

Total o 8 o 0 0 0 8
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You can also view a timeline of scanning in the File Scanning Activity widget.

= File Scanning Activity - Last 24 Hours S T x

5
4

3

1 I I
0

20:00 00:00 04:00 08:00 12:00 16:00

M Malicious Suspicious @ Clean

3. On Edge, go to Security Fabric > Audit and run a new audit.
When it is finished, select the All Results view.
In this example, all four FortiGates in the Security Fabric pass the Advanced Threat Protection check and the
Security Rating Score increases by 9.7 points for each FortiGate.

Advanced Threat Protection M Edge-Primary +9.7

Suspicious files should be submitted to FortiSandbox .

Appliance/FortiSandbox Cloud for inspection. _I]]]Acco_q nting +9.7
[ Marketing +9.7
[ Sales +9.7

Exempting Google from SSL inspection

FORTIOS

5.6

VERSION

Exempted from
S5L Inspection
Google

I

—>| FortiGate

Internal Network

QOther sites

This example shows you how to exempt Google websites from deep SSL inspection. Exempting these websites allows
Google Chrome to access them without errors.
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Be careful when exempting websites. In general, exempt only websites you can trust. You might consider exempting
websites that do not function properly when subjected to SSL inspection, such as a site (or application) that uses
certificate/public key pinning.

This example shows exempting google.ca from SSL inspection. You can substitute your local Google search domain.

Using the default deep-inspection profile

1. Go to System > Feature Visibility and ensure Multiple Security Profiles is enabled.

@O Multiple Security Profiles

2. Goto Policy & Objects > IPv4 Policy and edit the policy that allows users on the internal network to access the
Internet.

3. Inthe Security Profiles section, enable Web Filter and use the default profile.
SSL/SSH Inspection is enabled by default. Select the deep-inspection profile.
Using the deep-inspection profile, FortiGate impersonates the recipient of the originating SSL session, then
decrypts and inspects the content. FortiGate then re-encrypts the content, creates a new SSL session between
FortiGate and the recipient by impersonating the sender, and sends the content to the sender.

Name € Internet

Incoming Interface | 33 lan -

Outgoing Interface 8 wan1 v

Source & an x
+

Destination & an X
+

Schedule m always -

Service @ ALL x

+
Action V¥ Yolodull @ DENY ™ LEARN

Firewall / Network Optians

NAT L &)

IP Pool Configuration ST ALy -l FaN (=0 Use Dynamic IP Pool

Security Profiles

AntiVirus »
Web Filter O default v &
DNS Filter >
Application Control (B
SSL/SSH Inspection deep-inspection v &
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4. Browse to google.ca.
This example uses Mozilla Firefox. An error appears that you cannot bypass.

This error occurs because Firefox uses certificate pinning (also called SSL pinning or public key pinning). This
allows Firefox to determine that the certificate from the website does not match one belonging to Google. Because
of this, Firefox believes that a “man in the middle” attack is occurring and blocks you from the compromised website.

8 Did Not Connect: Potential Security Issue

Firefox detected a potential security threat and did not continue to wwaw.google.ca because this website requires a
secure connection.
What can you do ahout it?

www.google.ca has a security policy called HTTP Strict Transport Security (HSTE), which means that Firefox can only
connect to it securely. You can't add an exception to visit this site.

The issue is most likely with the website, and there is nothing you can do to resolve it

If you are on a corporate network ar using anti-virus software, you can reach out to the suppart teams for assistance,

You can also notify the website's administrator about the problem.

Learn more...

[Mare Information

Report errors like this to help Maozilla identify and block malicious sites

Creating an SSL/SSH profile that exempts Google

The two default SSL/SSH inspection profiles, certificate-inspection and deep-inspection, are read-only. To exempt

Google, you must create a new profile.

1. Goto Policy & Objects > Addresses and create a new address.
Set Type to Wildcard FQDN.

Set Wildcard FQDN to the domain name used by Google in your region (in this example, *.google.ca).

MNew Address

Category EUEEERS Multicast Address

MName Google Canada

Color [Change]

Type Wildcard FGDM -
Wildcard FQOMN * google.ca

Interface O any -

Show in Address List @O
0255
Comments P

Cancel

2. Goto Security Profiles > SSL/SSH Inspection and select the list view in the top right to view all profiles.

certificate-inspection + (+] |i
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3. Select the deep-inspection profile and then select Clone to create a copy of this profile.
This copy has the same settings as the default profile but is read-write so that you can modify it.

Name Comments Ref.

certificate-inspection SSL handshake inspection.

deep-inspection Deep inspection. 0
@ View

Il Clone

4. Edit the new profile and change its name (in this example, my-deep-inspection).
The Exempt from SSL Inspection section shows the exempt web categories and addresses.

Add the address for Google to the list of exempt Addresses.

Exempt fram S35L Inspection

Reputable Websites @ OB
H Address Google Canada
\Weh Categaries Finance and Banking ,
T Wildcard FQOM
Health and Wellness Pe A
+ Wildcard FQOR *.google.ca

Addresses & autoupdate opera.com Interface O any

Google Canada »®

& google-play L,

I swscan.apple.com %

& update microsoft.com 4

+

Log S5L exemptions (B

5. Go to Policy & Objects > IPv4 Policy and edit the policy that allows users on the internal network to access the
Internet.
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Set SSL/SSH Inspection to use the new profile.

Name € | Internet |

Incoming Interface | 22 lan v |

QOutgoing Interface | & wan1 hd |

Source & an x
+

Destination & an x
+

Schedule | B always -

Service ALL x
+

Action ¥ Yeleaall @ DENY ™ LEARN

Firewall / Network Options

NAT O

IP Pool Configuration REESIe GGl G el Use Dynamic [P Pool

Security Profiles

AntiVirus >

Web Filter © | EE] default - ¢

DNS Filter @ )

Application Control (B

SSL/SSH Inspection ‘ E my-deep-inspection - ‘ &
Results

1. Use Chrome to browse to google.ca. The site loads properly.

Google

Google Search I'm Feeling Lucky

Google ofiered in: Frangais
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Transparent web filtering using a virtual wire pair

FORTIOS

5.6

VERSION

Virtual wire pair allows access

to/from switch and router fﬂ)_
art 3 -
sghdall I I l Internet

FortiGate

Eouter
923110

Client workstation  Layer 2 switch ‘P":'“#" R

TZILLI00 24

This example shows how to insert FortiGate transparent web filtering between two network devices. The FortiGate is
configured with a management interface and Virtual Wire (V-Wire) pair connected between a network switch and router.
Once inserted between the network devices, V-Wire policy and web-filtering are configured to allow and inspect traffic.

In this example, port 1 is used for management, while ports 2 and 3 are configured as the virtual wire pair.

Configure the management interface

Port 1 is the management interface. If the management interface isn’t configured, use the CLI to configure it.

1. Using a console cable, access the Fortinet command line interface and configure the management port IP address,
default gateway, and DNS.
At the CLI prompt, enter the following:
config system interface
edit portl
set ip 172.31.1.254/24
end

config router static
edit 1
set gateway 172.31.1.1
set device portl
end

config system dns
set primary 208.91.112.53
set secondary 208.91.112.52

end
2. When the management IP address is set, access the FortiGate login screen using the new management IP
address.
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Configure the virtual wire pair

1. Onthe FortiGate, go to Network > Interfaces.
Select Create New > Virtual Wire Pair.

+ Create New~
Interface

Zone

Virtual Wire Pair

2. Inthe New Virtual Wire Pair page, enter the interface name and add the interface members.
If multiple VLANSs are used on the connection, enable Wildcard VLAN.

New Virtual Wire Pair

Name | vwrre—'l|
Interface Members | ™ port2 x
™ port3 b4

Wildcard VLAN @O

Configure the virtual wire pair policy and enable web filtering

1. On The FortiGate, go to Policy & Objects > IPv4 Virtual Wire Pair Policy.
2. Click Create New.
3. Enter the policy Name.

For Virtual Wire Pair, select bidirectional traffic flow (double arrows).

Specify the Source, Destination, Schedule, Service, and Action.
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In the Security Profiles section, enable Web Filter and select a policy.

MNew Policy

Name € | vwire-policy

Virtual Wire Pair port2 —  port3

f—

Source = all ®
+

Destination amd all x
+

Schedule | ™ always -

Service I ALL ®

=+
Action V@ GeENN @ DENY | = LEARN

Security Profiles

AntiVirus »

Web Filter © | [ default - &
DNS Filter »

Application Control (OB

IPS »

S5L Inspection ‘ cer‘tiﬁcate-inspection v &
Logging Options

Log Allowed Traffic €0 EEEOVAREL M All Sessions
Capture Packets (B

Comments | Write a comment... | orozz

Enable this policy @
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Results

When the virtual wire policy is created, traffic flows through the virtual wire pair and web filtering is enabled.

To verify traffic, go to FortiView > All Sessions and review the source and destination ports. Check that traffic is flowing
across ports 2 and 3.

|||||I|I.ll”|I||I||||lJJ|I|||III|IlI.

Preventing certificate warnings (CA-signed certificate)

FORTIOS

\."ER-SION

H Website Cemﬁcate used CemF cate installed
cemﬁcate For 55L inspection on network devices

Website
FortiGate

Internal Network

This example shows how to prevent users from receiving a security certificate warning when FortiGate performs full SSL
inspection on incoming traffic. When you enable full SSL inspection, FortiGate impersonates the recipient of the
originating SSL session and then decrypts and inspects the content. FortiGate then re-encrypts the content, creates a
new SSL session between FortiGate and the recipient by impersonating the sender, and sends the content to the user.
"Man-in-the-middle" attacks use a similar process which is why a user's device might show a security certificate warning.

When users receive security certificate warnings, they usually click Continue without understanding why the error
occurs. To avoid encouraging this habit, you can prevent the warning from appearing in the first place.

For more information about SSL inspection, see Why you should use SSL inspection on page 215.
Using a CA-signed certificate

Obtain and install a CA-signed certificate on FortiGate to use with SSL inspection. To implement SSL inspection, add
another security profile to the policy that controls Internet traffic. You can use either FortiAuthenticator as your CA or a
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trusted private CA.

If you use FortiAuthenticator as a CA, generate a certificate signing request (CSR) on your FortiGate, have it signed on
FortiAuthenticator, import the certificate into FortiGate, and configure FortiGate to use the certificate for SSL deep
inspection of HTTPS traffic.

If you use a trusted private CA, generate a CSR on your FortiGate, apply for an SSL certificate from the trusted private
CA, import the certificate into FortiGate, and configure FortiGate to use the certificate for SSL deep inspection of HTTPS
traffic.

Generating a CSR on a FortiGate

1. Goto System > Certificates and select Generate.
2. Entera Certificate Name, the external IP address of your FortiGate, and an E-Mail address.

3. Toensure the certificate is securely encrypted, set Key Type to RSA and Key Size to 2048 Bit (the industry
standard).

Certificate Name | example-cert

Subject Information

ID Type MLEAIN Domain Name | E-Mail
1P 172.25.176.51

Optional Information

Organization Unit

Organization

Locality(City) Ottawa

State / Province Ontario
Country / Region »

E-Mail test@fortinet.com
Subject Alternative Name

Password for private key @

Key Type Elliptic Curve
KeySize  1024Bit 1536 Bit [PROI A 4096 Bit

Enroliment Method REIEEEEEGE Online SCEP

When generated, the certificate shows a Status of Pending.

Name Subject Comments Issuer Expires Status Source
W example-cert © Pending User

¥ Fortinet_Factory C=US,CN =FG100D3G15818864, L = Sunnyvale, O = Fortinet, ST = California, emailAddress = support@fortinet.com, OU = FortiGate This certificate is embedded in... Fortinet 2038-01-1903:14:07 GMT & OK
¥ Fortinet_SSL C=US,CN =FG100D3G15818864, L = Sunnyvale, O = Fortinet, ST = California, emailAddress = support@fortinet.com, OU = FortiGate This certificate is embedded in... Fortinet 2027-11-09 18:36:56 GMT & OK

Factory
Factory

4. To save the .csrfile to your local drive, highlight the certificate and select Download.
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Getting the certificate signed by a CA

Trusted private CA:

If you want to use a trusted private CA to sign the certificate, use the CSR to apply for an SSL certificate with your trusted

private CA.

FortiAuthenticator:

1. On FortiAuthenticator, go to Certificate Management > Certificate Authorities > Local CAs and select Import.
2. Set Type to CSRto sign, enter a Certificate ID, and specify the example-cert.csr file.
Select the Certificate authority from the dropdown menu and set Hash algorithm to SHA-256.
Import Signing Request or Local CA Certificate

Type: (O PKC512 Certificate
() Certificate and Private Key
@ CSR to sign
(O Local certificate
Certificate 1D: example_cert
CSR file (.csr, .req): Browse . | example-cert.csr

Certificate Signing Options

Certificate authority: demo | C=CA, 5T=Ontario, L=Ottawa, O=Fortinet, OU=tect
Validity period: @® Setlength of time (O Set an expiry date
3650  days

Hash algorithm: SHA-256 |~

When the certificate is imported, you see that example_cert has been signed by the FortiAuthenticator; Status
shows Active and the CA Type shows Intermediate (non-signing) CA.

3. Select the certificate and select Export Certificate. This saves the example-cert.crt file to your local drive.

Importing the signed certificate to your FortiGate

1. On FortiGate, go to System > Certificates and select Import > Local Certificate.

: | 2] Import~ | @ Vi

Local Certificate
. CA Certificate I

~N| Remote Certificate
“N| CRL

=T

=T
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2. Browse to the certificate file and select OK.
Import Certificate

Type (I Rl Teiite- -l PKCS #12 Certificate = Certificate

Certificate file © example _cert.ort

The certificate has a Status of OK.

Editing the SSL inspection profile

1. To use your certificate in an SSL inspection profile, go to Security Profiles > SSL/SSH Inspection.
2. Use the dropdown menu in the top right to select deep-inspection.

certificate-inspection + (+] Ii
certificate-inspection
deep-inspection N

The deep-inspection profile is read-only. To use the CA-signed certificate for SSL inspection, you must create a new
deep-inspection profile.
3. Set CA Certificate to use the new certificate.

Name custom-deep-inspection

Comments Customizable deep inspection profile. .| z7zss

SSL Inspection Options

Enable SSL Inspection of Multiple Clients Connecting to
Multiple Servers

Protecting SSL Server
Inspection Method SSL Certificate Inspection [EVILRR] R (iS¢ =w il
CA Certificate | example-cert - | & Download Certificate

Untrusted SSL Certificates m Block = View Trusted CAs List

Importing the certificate into web browsers

When your certificate is signed by FortiAuthenticator, import the certificate into users' browsers.

N ! /, If you have an environment such as the Windows Group Policy Management Console, you
9 can push the certificate to users' browsers using the Windows Group Policy Editor. In this
3 case, you do not have to import the certificate into users' browsers.

The method you use for importing the certificate depends on the type of browser.
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Internet Explorer, Chrome, and Safari (on Windows and macOS)

Internet Explorer, Chrome, and Safari use the operating system'’s certificate store for Internet browsing. If users will be
using these browsers, you must install the certificate into the certificate store for the OS.

On Windows 7/8/10:

1. Double-click the certificate file and select Open.

2. Select Install Certificate to launch the Certificate Import Wizard.

3. Use the wizard to install the certificate into the Trusted Root Certificate Authorities store.
If a security warning appears, select Yes to install the certificate.

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the following settings:

o=l ene e e RS Trusted Root Certification Authorities

Content Certificate

On macOS:

1. Double-click the certificate file to launch Keychain Access.
2. Locate the certificate in the Certificates list and select it.
3. Expand Trust and select Always Trust.

If necessary, enter the computer's administrative password.

172.25.176.51
Crighocn
: Intermediate certificate authority
Expires: Monday, July 17, 2028 at 4:12:23 PM GMT-04:00
@ This certificate was signed by an unknown authority
v Trust
When using this certificate: Always Trust B ?
Secure Sockets Layer (S5L) Always Trust B
Secure Mail (S/MIME) Always Trust B
Extensible Authentication (EAP) Always Trust &
IP Security (IPsec) Always Trust B
iChat Security Always Trust -
Kerberos Client Always Trust B
Kerberos Server Always Trust -
Code Signing Always Trust B
Time Stamping Always Trust -
¥X.508 Basic Policy Always Trust B
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Firefox (on Windows and macOS)

Firefox has its own certificate store. To avoid errors in Firefox, the certificate must be installed in this store rather than in
the OS.

On Firefox, you must install the certificate on each device. It cannot be pushed onto all user devices.

1. In Firefox for Windows, go to Options > Privacy & Security.
In Firefox for macOS, go to Preferences > Privacy & Security.

2. Inthe Cetrtificates section, select View Certificates and select the Authorities list.
3. Import the certificate and set it to be trusted for website identification.

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “172.25.176.51" for the following purposes?
Trust this CA to identify websites.

Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy
and procedures (if available).

View Examine CA certificate

Cancel 0K

Results

Before you install the certificate, when users access a site that uses HTTPS, an error message appears (this example
shows an error message in Firefox).

/ Your connection is not secure

The owner of google.com has configured their website improperly. To protect your information from being stalen,
Firefox has not connected to this website.

This site uses HTTP Strict Transport Security (HSTS) to specify that Firefox may only connect to it securely. As a result, it
s not possible to add an exception for this certificate.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

After you install the certificate, users do not have certificate security issues when they browse to sites that the FortiGate
performs SSL content inspection on.

Users can view information about the connection and the certificate that's used.
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When users view information about the connection, they'll see that it's verified by Fortinet.

@ & https://twitter.com
< Site Security

n twitter.com
Secure Connection

Verified by: Fortinet

More Information

When users view the certificate in the browser, they see which certificate is used and information about that certificate.

This certificate has been verified for the following uses:

SSL Certificate Authority

Issued To

Common Name (CN) 172.25176.51
Organization (O} Fortinet

Organizational Unit {OU) <Mot Part Of Certificate>
Serial Number 01:86:A2

Issued By

Common Name (CN) FGTS0DRootCA
Organization (0} Fortinet

Organizational Unit (OU) <Mot Part Of Certificate>

Period of Validity

Begins On July 20, 2018

Expires On July 17, 2028

Fingerprints

SHA-256 Fingerprint 06:4E:4E:21:0E:3E:1E:91:87:DA:C4:FB:FE:C5:30:3C:
03:C0:FE:D3:94:AR:03:DB:C1:79:01:F4:E3:82:07:EB

SHA1 Fingerprint 37:33:C2:11D:F9:3E:2B:DA:BD:B0:58:B2:0C:3E:0B:79:C0:37:51:DC

Preventing certificate warnings (default certificate)

.\ Website Certificate used DCertiﬁcate installed
== | certificate for SSL inspection on network devices

Website | ‘ l
FortiGate

Internal Network
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This example shows how to prevent users from receiving a security certificate warning when FortiGate performs full SSL
inspection on incoming traffic. When you enable full SSL inspection, FortiGate impersonates the recipient of the
originating SSL session and then decrypts and inspects the content. FortiGate then re-encrypts the content, creates a
new SSL session between FortiGate and the recipient by impersonating the sender, and sends the content to the user.
"Man-in-the-middle" attacks use a similar process which is why a user's device might show a security certificate warning.

When users receive security certificate warnings, they usually click Continue without understanding why the error
occurs. To avoid encouraging this habit, you can prevent the warning from appearing in the first place.

For more information about SSL inspection, see Why you should use SSL inspection on page 215.

Using the default certificate

All FortiGate devices have a default certificate that is used for full SSL inspection. This certificate is also used in the
default deep-inspection profile. To prevent users from seeing certificate warnings, you can install this certificate on
users’ devices.

Generating a unique certificate

Run the following CLI command to generate an SSL certificate that’s unique to your FortiGate:

execute vpn certificate local generate default-ssl-ca

Downloading the certificate

1. Goto Security Profiles > SSL/SSH Inspection.
2. Use the dropdown menu in the top right to select deep-inspection.

certificate-inspection | @ [l =
certificate-inspection
deep-inspection N

3. The default FortiGate certificate is listed as the CA Certificate. Select Download Certificate.

Name deep-inspection

Comments Deep inspection. . 161255

SSL Inspection Options

Enable S5L Inspection of Multiple Clients Connecting to Multiple Servers

Protecting SSL Server

Inspection Method SSL Certificate Inspection EHIERIRIE =l ile])]
CA Certificate Fortinet_CA_SSL v | Download Certificate

Untrusted SSL Certificates [WAIN@ Block | = View Trusted CAs List
RPC over HTTPS »
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Importing the certificate into web browsers

When you have your FortiGate device’s default certificate, import the certificate into users’ browsers.

S ! ’, If you have an environment such as the Windows Group Policy Management Console, you
? can push the certificate to users' browsers using the Windows Group Policy Editor. In this
- case, you do not have to import the certificate into users' browsers.

The method you use for importing the certificate depends on the type of browser.

Internet Explorer, Chrome, and Safari (on Windows and macOS)

Internet Explorer, Chrome, and Safari use the operating system's certificate store for Internet browsing. If users will be
using these browsers, you must install the certificate into the certificate store for the OS.

On Windows 7/8/10:

1. Double-click the certificate file and select Open.
2. Select Install Certificate to launch the Certificate Import Wizard.

3. Use the wizard to install the certificate into the Trusted Root Certificate Authorities store.
If a security warning appears, select Yes to install the certificate.

Completing the Certificate Import Wizard
The certificate will be imported after you click Finish.
You have specified the following settings:

o=l ene e e RS Trusted Root Certification Authorities

Content Certificate

On macOS:

1. Double-click the certificate file to launch Keychain Access.
2. Locate the certificate in the Certificates list and select it.
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3. Expand Trust and select Always Trust.
If necessary, enter the computer's administrative password.

z ‘. 172.25.176.51
el
Fo ) Intermediate certificate authority
Expires: Monday, July 17, 2028 at 4:12:23 PM GMT-04:00
@ This certificate was signed by an unknown authority
v Trust
When using this certificate: Always Trust - ?
Secure Sockets Layer (SSL) Always Trust &
Secure Mail (S/MIME) Always Trust =
Extensible Authentication (EAP) Always Trust &
IP Security (IPsec) Always Trust B
iChat Security Always Trust -
Kerberos Client Always Trust B
Kerberos Server Always Trust -
Code Signing Always Trust B

<

Time Stamping Always Trust

<

¥X.508 Basic Policy Always Trust

Firefox (on Windows and macOS)

Firefox has its own certificate store. To avoid errors in Firefox, the certificate must be installed in this store rather than in
the OS.

On Firefox, you must install the certificate on each device. It cannot be pushed onto all user devices.

1. In Firefox for Windows, go to Options > Privacy & Security.

In Firefox for macOS, go to Preferences > Privacy & Security.
2. Inthe Certificates section, select View Certificates and select the Authorities list.
3. Import the certificate and set it to be trusted for website identification.

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “172.25.176.51" for the following purposes?
Trust this CA to identify websites.

| Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy
and procedures (if available).

View Examine CA certificate

Cancel 0K
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Results

Before you install the certificate, when users access a site that uses HTTPS, an error message appears (this example
shows an error message in Firefox).

% Your connection is not secure

The owner of google.com has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

This site uses HTTP Strict Transport Security (HSTS) to specify that Firefox may only connect to it securely. As a result, it
is not possible to add an exception for this certificate.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

After you install the certificate, users do not have certificate security issues when they browse to sites that the FortiGate
performs SSL content inspection on.

Users can view information about the connection and the certificate that's used.

When users view information about the connection, they'll see that it's verified by Fortinet.
@ & https://twitter.com
< Site Security

twitter.com
Secure Connection

Verified by: Fortinet

More Information
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When users view the certificate in the browser, they see which certificate is used and information about that certificate.

General Details

This certificate has been verified for the following uses:

S55L Server Certificate

Issued To

Commen Mame [CN) twitter.com

Organization (O} Twitter, Inc.

Organizational Unit (OU) Twitter Security

Serial Number 2C:CF:.C3:CF:DE:DE:A2:4A
Issued By

Commen Mame [CN) FortiGate CA

Organization (O} Fortinet

Organizational Unit {OU) Certificate Authority

Period of Validity

Begins On February 22, 2018

Expires On April B, 2019

Fingerprints

SHA-256 Fingerprint B4:75:98:9A:FD:19:D9:DC:3D:9F:F3:E6:94:F6:FC:7F:
AT7:72:DB:BC:38:98:B3:95:76:4C:89:25:E2:4F:2C:B1

SHA1 Fingerprint 18:25:C9:F1:BE:B5:F8:71:6B:46:4E:41:5C:E4:52:47:59:2E:EV 1B

Close

Preventing certificate warnings (self-signed)

w.n\ Website Certificate used DCertiﬁcate installed
= certificate for SSL inspection on network devices
Website ‘ ‘ l
FortiGate

Internal Network

This example shows how to prevent users from receiving a security certificate warning when FortiGate performs full SSL
inspection on incoming traffic. When you enable full SSL inspection, FortiGate impersonates the recipient of the
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originating SSL session and then decrypts and inspects the content. FortiGate then re-encrypts the content, creates a
new SSL session between FortiGate and the recipient by impersonating the sender, and sends the content to the user.

"Man-in-the-middle" attacks use a similar process which is why a user's device might show a security certificate warning.

When users receive security certificate warnings, they usually click Continue without understanding why the error
occurs. To avoid encouraging this habit, you can prevent the warning from appearing in the first place.

For more information about SSL inspection, see Why you should use SSL inspection on page 215.

Creating a certificate with OpenSSL

1. If necessary, download and install Open SSL and ensure hat the openssl.cnffile is located in the BIN folder for
OpenSSL.

2. Inthe CLI, go to the BIN folder.
In this example, the command is:
cd c:\OpenSSL\bin
3. Generate an RSA key:
openssl genrsa -aes256 -out fgcaprivkey.pem 2048 -config openssl cnf
This RSA key uses AES-256 encryption and a 2048-bit key.
4. When prompted, enter a passphrase for encrypting the private key.
Use the following command to launch OpenSSL, submit a new certificate request, and sign the request:

openssl req -new -x509 -days 3650 -extensions v3 ca -key fgcaprivkey.pem -out
fgcacert.pem -config openssl.cnf

The result is a standard x509 binary certificate that’s valid for 3650 days (approximately 10 years).

5. When prompted, re-enter the passphrase for encryption, then enter the details for the certificate request such as
location and organization name.

Two files are created: a public certificate (fgcacert.pem) and a private key (fgcaprivkey.pem).

Importing the self-signed certificate

1. Goto System > Certificates and select Import > Local Certificate.

2. Set Type to Certificate, then select your Certificate file and Key file. Enter the Password that you set when you
created the certificate.

Import Certificate

Type Local Certificate = PKCS #12 Certificate
Certificate file © fgcacert.pem

Key file © fgcaprivkey.pem

Password | sscscscssce ‘@

Certificate Name | fgcacert

The certificate now appears in the Local CA Certificates list.

G Fortinet_CA Untrusted  C=US, CN = Fortinet Untrusted CA, L = Sunnyvale, O = Fartinet, ST = California, emailAddress = support@fortinet.cam, OU = Certificate Authority

B Fortinet_CA_SSL C=US,CN=FGT51E3U 15000097, L = Sunnyvale, O = Fortinet, ST = California, emailAddress = support@fortinet.com, OU = Certificate Authority
rﬁ fgcacert C=CA CN=KJ.L= Ottz-nN_a. O = Fortinet, ST = ON, email Address = kjacobs@fortinet.com
FortiOS 5.6 Cookbook
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Editing the SSL inspection profile

1. Touse your certificate in an SSL inspection profile go to Security Profiles > SSL/SSH Inspection.
2. Use the dropdown menu in the top right to select deep-inspection.

certificate-inspection | @ [l =
certificate-inspection
deep-inspection N

The deep-inspection profile is read-only. To use the CA-signed certificate for SSL inspection, you must create a new
deep-inspection profile.
3. Select Download Certificate to download the certificate file and set CA Certificate to use the new certificate.

Edit SSL/SSH Inspection Profile custom-deep-inspection
Name custom-deep-inspection B
Comments Customizable deep inspection profile. ) sess

S5L Inspection Options

Enable S5L Inspection of Multiple Clients Connecting to Multiple Servers

Protecting SSL Server

Inspection Method SSL Certificate Inspection BTN ETELLT

CA Certificate & Download Certificate
Untrusted S5L Certificates = Allow m £ View Trusted CAs List

RPC over HTTPS >

Importing the certificate into web browsers

When you have your self-signed certificate, import the certificate into users’ browsers.

A\,

~ P If you have an environment such as the Windows Group Policy Management Console, you
9 can push the certificate to users' browsers using the Windows Group Policy Editor. In this
3 case, you do not have to import the certificate into users' browsers.

The method you use for importing the certificate depends on the type of browser.

Internet Explorer, Chrome, and Safari (on Windows and macOS)

Internet Explorer, Chrome, and Safari use the operating system's certificate store for Internet browsing. If users will be
using these browsers, you must install the certificate into the certificate store for the OS.

On Windows 7/8/10:

1. Double-click the certificate file and select Open.
2. Select Install Certificate to launch the Certificate Import Wizard.
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3. Use the wizard to install the certificate into the Trusted Root Certificate Authorities store.
If a security warning appears, select Yes to install the certificate.

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the following settings:

o=l ene e e RS Trusted Root Certification Authorities

Content Certificate

On macOS:

1. Double-click the certificate file to launch Keychain Access.
2. Locate the certificate in the Certificates list and select it.
3. Expand Trust and select Always Trust.

If necessary, enter the computer's administrative password.

z ‘. 172.25.176.51
el
: Intermediate certificate authority
Expires: Monday, July 17, 2028 at 4:12:23 PM GMT-04:00
@ This certificate was signed by an unknown authority
v Trust
When using this certificate: Always Trust - ?
Secure Sockets Layer (SSL) Always Trust &
Secure Mail (S/MIME) Always Trust =
Extensible Authentication (EAP) Always Trust &

IP Security (IPsec) Always Trust B

<

iChat Security Always Trust

<

Kerberos Client Always Trust

<

Kerberos Server Always Trust

<

Code Signing Always Trust
Time Stamping Always Trust -

¥X.508 Basic Policy Always Trust B

Firefox (on Windows and macOS)

Firefox has its own certificate store. To avoid errors in Firefox, the certificate must be installed in this store rather than in
the OS.

On Firefox, you must install the certificate on each device. It cannot be pushed onto all user devices.

1. In Firefox for Windows, go to Options > Privacy & Security.
In Firefox for macOS, go to Preferences > Privacy & Security.

2. Inthe Certificates section, select View Certificates and select the Authorities list.
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3. Import the certificate and set it to be trusted for website identification.

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “172.25.176.51" for the following purposes?
Trust this CA to identify websites.

| Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy
and procedures (if available).

View Examine CA certificate

Cancel 0K

Results

Before you install the certificate, when users access a site that uses HTTPS, an error message appears (this example
shows an error message in Firefox).

% Your connection is not secure

The owner of google.com has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

This site uses HTTP Strict Transport Security (HSTS) to specify that Firefox may only connect to it securely. As a result, it
is not possible to add an exception for this certificate.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

After you install the certificate, users do not have certificate security issues when they browse to sites that the FortiGate
performs SSL content inspection on.

Users can view information about the connection and the certificate that's used.

When users view information about the connection, they'll see that it's verified by Fortinet.
® & https://twitter.com
< Site Security

ﬂ twitter.com

Secure Connection

Verified by: Fortinet

More Information
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When users view the certificate in the browser, they see which certificate is used and information about that certificate.

General Details

This certificate has been verified for the following uses:

S55L Server Certificate

Issued To

Commen Mame [CN) twitter.com

Organization (O} Twitter, Inc.

Crganizational Unit (OU) Twitter Security

Serial Number 2C:CF:C3:CF:DE:DE:A3:4A
Issued By

Commen Mame [CN) FortiGate CA

Organization (O} Fortinet

Organizational Unit {OU) Certificate Authority

Period of Validity

Begins On February 22, 2018

Expires On April B, 2019

Fingerprints

SHA-256 Fingerprint B4:75:98:9A:FD:19:D9:DC:3D:9F:F3:E6:94:F6:FC:7F:
AT7:72:DB:BC:38:98:B3:95:76:4C:89:25:E2:4F:2C:B1

SHA1 Fingerprint 18:25:COF1:BE:B5:FB:71:6B:46:4E:41:5C:E4:52:47 59 2E:EV1B

Close
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Why you should use SSL inspection

Decrypted packet

t

Contenv
scanning
o

Decryption @t ion

=T M >

—_—

HTTPS session ~—

.
FortiGate| T —

HTTPS session

Network user

Encrypted packet Encrypted packet

HTTPS provides protection by applying SSL encryption to web traffic. However, the risk is that encrypted traffic can get
around your normal Internet defences.

For example, in an e-commerce session, you might download a file containing a virus, or you might receive a phishing
email containing a seemingly harmless file that, when launched, creates an encrypted session to a C&C server and
downloads malware onto your computer. Because the sessions in these attacks are encrypted, they might get past your
network’s security measures.

To protect your network from these threats, SSL inspection is the key your FortiGate uses to unlock encrypted sessions,
see into encrypted packets, find threats, and block them. SSL inspection not only protects you from attacks that use
HTTPS, but also from other commonly used encrypted protocols such as SMTPS, POP3S, IMAPS, and FTPS.

Full SSL inspection

To ensure all encrypted content is inspected, you must use full SSL inspection (also known as deep inspection). With full
SSL inspection, FortiGate impersonates the recipient of the originating SSL session, then decrypts and inspects the
content. FortiGate then re-encrypts the content, creates a new SSL session between the FortiGate and the recipient by
impersonating the sender, and sends the content to the sender.

When FortiGate re-encrypts the content, it uses a certificate stored on FortiGate. The client must trust this certificate to
avoid certificate errors. Whether this trust exists depends on the client which can be the computer’s OS, a browser, or
another application, which likely maintains its own certificate repository.
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There are two deployment methods for full SSL inspection:

1. Multiple Clients Connecting to Multiple Servers

« Uses a CA certificate which can be uploaded using the Certificates menu.
« Typically applies to outbound policies where destinations are unknown, that is, normal web traffic.
» Uses address and web category whitelists which can be configured to bypass SSL inspection.

2. Protecting SSL Server

» Uses a server certificate which can be uploaded using the Certificates menu to protect a single server.
« Typically applies to inbound policies to protect servers available externally through Virtual IPs.

« Since this is typically deployed “outside-in” (clients on the Internet accessing servers on the internal side of the
FortiGate), server certificates using the public FQDN of the server are often purchased from a commercial
Certificate Authority and uploaded to FortiGate. This avoids client applications generating SSL certificate errors due
to certificate mismatch.

See details in the FortiOS Online Help and the Fortinet Knowledge Base for these technical notes:

o How to Enable SSL inspection from the CLI and Apply it to a Policy
» How to block web-based chat on Gmail webmail using App Sensor + SSL inspection

SSL certificate inspection

FortiGate supports a second type of SSL inspection called SSL certificate inspection. With certificate inspection,
FortiGate inspects only the header information of packets. Certificate inspection verifies the identity of web servers and
ensures HTTPS is not used as a workaround to access sites you have blocked using web filtering.

The only security feature that can be applied using SSL certificate inspection mode is web filtering. Since only the packet
header is inspected, this method does not introduce certificate errors and can be a useful alternative to full SSL
inspection when web filtering is used.

When using SSL certificate inspection, you might get certificate errors for blocked websites due to FortiGate trying to
display a replacement message for that site using HTTPS. To prevent these errors, install the certificate that the
FortiGate uses for encryption in your browser. By default, this is the same certificate for SSL inspection.

For more information, see:

» Preventing certificate warnings (CA-signed certificate) on page 198.
« Preventing certificate warnings (default certificate) on page 204.
o Preventing certificate warnings (self-signed) on page 209.

Troubleshooting

The most common problem with SSL inspection is users receiving SSL errors when the certificate is not trusted,
because by default, FortiGate uses a certificate that is not trusted by the client. The way to fix this depends on whether
you are using FortiGate’s default certificate, a self-signed certificate, or a CA-signed certificate.
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Best practices

Because all traffic needs to be decrypted, inspected, and re-encrypted, using SSL inspection can reduce FortiGate's
overall performance. To avoid using too many resources for SSL inspection, do the following:

« Know your traffic — Know how much traffic is expected and what percentage of the traffic is encrypted. You can
also limit the number of policies that allow encrypted traffic.

» Be selective — Use whitelists or trim your policy to apply SSL inspection only where it is needed.

« Use hardware acceleration — FortiGate models with the CP6 or CPU processor have an SSL/TLS protocol
processor for SSL content scanning and SSL acceleration. For more information, see the Hardware Acceleration
handbook.

« Test real-world SSL inspection performance yourself — Use the flexibility of FortiGate’s security policy to
gradually deploy SSL inspection rather than enabling it all at once.
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This section contains information about creating and using a virtual private network (VPN).

Fortinet Security Fabric over IPsec VPN

FORTIOS

5.6

VERSION

Security Fabric

gllal |l o

FortiManager FortiSandbox FortiAnalyzer

L

<

i
'
"

11 rj
Accounting | I l l
| ‘ @{\ Internet
| External ) Branch

I l l Fort 4 (Internet-facing): 172.25.176.121.50 WAN 1: 172.26.17T.46
Marketing Tunnel interface: 10,.1.2 Tunnel interface: 1011
Sales

This example shows you how to add FortiTelemetry traffic to an existing IPsec VPN site-to-site tunnel between two
FortiGate devices, so that you can add a remote FortiGate to the Security Fabric. This example also shows how to allow
the remote FortiGate to access the FortiAnalyzer for logging.

If you have not set up a site-to-site VPN created, see Site-to-site IPsec VPN with two FortiGates.

In this example, an HA cluster called External is the root FortiGate in the Security Fabric and a FortiGate called Branch is
the remote FortiGate.

This recipe requires FortiOS 5.6.1 or higher.
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Configuring the tunnel interfaces

For FortiTelemetry traffic to flow securely through the IPsec VPN, FortiTelemetry traffic must travel between the tunnel
interfaces with the interface on External listening for this traffic.

The tunnel interfaces require IP addresses. In this example, the External tunnel interface is assigned the IP address
1.1.1.1 and the Branch tunnel interface is assigned the IP address 1.1.1.2.

1.

2. OnBranch, go to Network > Interfaces and edit the tunnel interface.
Set IP to the local IP address for this interface (7.71.1.2) and Remote IP to the local IP address for the External tunnel

On External, go to Network > Interfaces and edit the tunnel interface.
Set IP to the local IP address for this interface (1.7.1.1) and Remote IP to the local IP address for the Branch tunnel

interface (1.1.1.2).

Under Administrative Access, enable FortiTelemetry.

Interface Name VPN-to-Branch

Alias

Type Tunnel Interface

Interface port?

Role € Undefined -
Address

Addressing mode Manual

IP 1.11.1

Remote IP 1112

IPvé Addressingmode  [[{aLtal DHCP

IPvé Address/Prefix =0

Administrative Access

IPva HTTPS HTTP &

SSH SNMP
@ FortiTelemetry

interface (1.1.1.1).

Interface Name VPN-to-External

Alias

Type Tunnel Interface

Interface wanl

Role Undefined v
Address

Addressing mode Manual

P 1.1.1.2
Remote IP 1.1.1.1
FortiOS 5.6 Cookbook
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Adding the tunnel interfaces to the VPN

1. On External, go to Policy & Objects > Addresses and create an address for the External tunnel interface.
Category |Pvé Address | Multicast Address
Name External-tunnel-interface
Color & [Change]

Type IP/Netmask v
Subnet / IP Range 1.1.1.1/32
Interface O any -
Show in Address List O
Static Route Configuration (B
Comments y o
2. Create a second address for the Branch tunnel interface.
For this address, enable Static Route Configuration.
Category |Pvé Address | Multicast Address
Name Branch-tunnel-interface
Color & [Change]
Type IP/Netmask -
Subnet /IP Range 1.1.1.2/32
Interface O any -
Show in Address List O
Static Route Configuration @
Comments y e
3. Goto VPN > [Psec Tunnels and edit the VPN tunnel.
Select Convert To Custom Tunnel.
Under Phase 2 Selectors, create a second Phase 2 allowing traffic between the External tunnel interface and the
Branch tunnel interface.
Phase 2 Selectors
Name Local Address Remote Address
VPN-to-Branch_local VPN-to-Branch_remote 4
External-tunnel-to-
Branch-tunnel
New Phase 2 < O
Name External-tunnel-to-Branch-tunnel
Comments Comments y
Local Address Named Addr + || External-tunnel-inter +
Remote Address Named Addr + || Branch-tunnel-interf
Advanced...
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4. Go to Network > Static Routes and create a route to the Branch tunnel interface.
Set Destination to Named Address and select the firewall address.
Set Device to the tunnel interface.
Destination Subnet BYENERGEEN Internet Service
& Branch-tunnel-interface -
Device VPN-to-Branch A
Administrative Distance @ | 10
Comments A wr2ss
Status [+ W FLEECE @ Disabled
5. Go to Policy & Objects > IPv4 Policy and edit the policy allowing local VPN traffic.
Set Source to include the External tunnel interface.
Set Destination to include the Branch tunnel interface.
Name €@ vpn_VPN-to-Branch_local
Incoming Interface | 22 lan x
+
Qutgoing Interface VPN-to-Branch b 4
+
Source & External-tunnel-interface X
& VPN-to-Branch_local ®
Destination & Branch-tunnel-interface X
& VPN-to-Branch_remote *®
Schedule 06 always v
Service @ ALL x
+
Action ¥ Yeleidul @ DENY ™= LEARN
FortiOS 5.6 Cookbook
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6. Edit the policy allowing remote VPN traffic to include the tunnel interfaces.

Name €@ vpn_VPN-to-Branch_remote
Incoming Interface VPN-to-Branch x
+
Qutgoing Interface | =2 lan x
+
Source & Branch-tunnel-interface x
T3 VPN-to-Branch_remote b
Destination & External-tunnel-interface x
& VPN-to-Branch_local x
Schedule fe always -
Service m ALL x
+
Action ¥ Yelaidul @ DENY = LEARN

On Branch, repeat this procedure to include the following:

» Addresses for both tunnel interfaces. You must enable Static Route Configuration for the Branch tunnel
interface.

« A Phase 2 allowing traffic between the Branch tunnel interface and the External tunnel interface.
« A static route to the External tunnel interface.
« Edited policies that allow traffic to flow between the tunnel interfaces.

7. Go to Monitor > IPsec Monitor and restart the VPN tunnel to implement the new phase 2.

Adding Branch to the Security Fabric

1. OnBranch, go to Security Fabric > Settings and enable FortiGate Telemetry.
Enter the Group name and Group password of the Security Fabric.

Enable Connect to upstream FortiGate and set FortiGate IP to the IP address of the External tunnel interface.
Add /an to the list of FortiTelemetry enabled interfaces.

O FortiGate Telemetry
Group name Office-Security-Fabric
Group password sssssnes

Connect to upstream FortiGate @O

FortiGate IP 1.1.1.1
Management IP Specify
FortiTelemetry enabled interfaces =2 lan x
+
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2. Goto Security Fabric > Logical Topology.
Branch connects to External (identified by serial number) over the IPsec VPN tunnel.

[ 1/
T\

L
FGT6HD3%16800525 . Branch

B VPN-to-External

Allowing Branch to access the FortiAnalyzer

1. OnBranch, go to Policy & Objects > Addresses and create an address for the FortiAnalyzer.
Enable Static Route Configuration.

Name FAZ

Color & [Change]

Type IP/Netmask v
Subnet / IP Range 192.168.55.10

Interface

Show in Address List O

Static Route Configuration @
07255

rZ

Comments

2. Goto VPN > [Psec Tunnels and create a Phase 2 to allow traffic between the Branch tunnel interface and the

FortiAnalyzer.

New Phase 2 @ O
Name Branch-to-FA Z

Comments Comments y

Local Address Named Addr + || Branch-tunnel-interf «
Remote Address Named Addr « || FAZ v

3. Goto Network > Static Routes and create a route to the FortiAnalyzer.

Destination Subnet Internet Service
= rFaz -

Device VPN-to-External hd

Administrative Distance 10

Comments A wr2ss

Status @ Disabled
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4. On External, go to Policy & Objects > Addresses and create an address for the FortiAnalyzer.

Category IPvé Address | Multicast Address
Name FAZ

Color & [Change]

Type IP/Netmask v
Subnet/IP Range 192.168.55.10

Interface

Show in Address List O

Static Route Configuration (B
Qr255

Comments y

5. Goto VPN > [Psec Tunnels and create a Phase 2 to allow traffic between the FortiAnalyzer and the Branch tunnel

interface.
New Phase 2 @ 9O
Name FAZ-to Branch
Comments Comments y
Local Address Named Addr = || FAZ b
Remote Address Named Addr = || Branch-tunnel-interf =

6. Goto Policy & Objects > IPv4 Policy and create a policy to allow traffic from the VPN tunnel to the FortiAnalyzer.
Enable NAT for this policy.

Name € Branch-to-FAZ

Incoming Interface VPN-to-Branch x
+

Qutgoing Interface | ® External-Devices (port16) ®
+

Source & Branch-tunnel-interface x
+

Destination = FAZ b 4
+

Schedule fe always -

Service o ALL x
+

Action Y \eleidul @ DENY = LEARN

Firewall / Network Options

NAT «©

IP Pool Configuration REEXeN =G placlel (23 Use Dynamic IP Pool
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7. OnBranch, go to Security Fabric > Settings.
In the FortiAnalyzer Logging section, an error appears because Branch is not yet authorized on the FortiAnalyzer.

FortiAnalyzer Logging

FortiAnalyzer settings will be retrieved from the root FortiGate in the
Security Fabric.

IP address 192.168.55.10 Test connectivity

Storage usage
A FortiGate not authorized. Log in to logging device and confirm

registration of this device.

Upload option Real Time | Every Minute

Encrypt log transmission

8. On the FortiAnalyzer, go to Device Manager > Unregistered.
Select Branch and then select +Add to register Branch.

Add Device
Add the following device(s) to ADOM: root -
Device Name Assign New Device Mame

FG101E40Q170000464 FG101E4Q17000064

9. Branch now appears as Registered.

4+ Add Device [# Edit Bi Delete % Column Settings ~ i More ~
O & Device Name IP Address Platform Logs
O @Branch 10.1.1.2 FortiGate-101E @ Real Time
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Results

On External, go to Security Fabric > Logical Topology. Branch is shown as part of the Security Fabric, connecting over
the IPsec VPN tunnel.

HA Active-Passive

........... -.‘-@--' -..e -Il|e
& ; T -

External-Primary Marketing Sales
Marketing [port11) —_—  External [wan1) Marketing (wan2)
VPM-to-Branch Sales (internal14) E—-—-"f__
Accounting (port10)
& portls ===J)
Intermet (port?) — T\
External-Devices (port148) Branch
FortiSandiox-internst... = VPM-to-External

>

1 .
[ 1/ [ 1/
14 1}
External-Backup Accounting
--------------------------- External [wan1)

(Optional) Using local logging for Branch

If you prefer to use local logging for Branch rather than sending logs to a remote FortiAnalyzer, you can do so using the
following CLI commands:

config system csf
set logging-mode local
end

Then go to Log & Report > Log Settings and configure local logging.

This option is available for all FortiGates in the Security Fabric except for the root FortiGate.
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IPsec VPN with FortiClient

FORTIOS

5.6

VERSION

Internet

Remote FortiClient user

11

FortiGate

7

Internal Network

In this example, you allow remote users to access the corporate network using an IPsec VPN that they connect to using
FortiClient. The remote user Internet traffic is also routed through the FortiGate (split tunneling is not enabled).

Creating a user group for remote users

1. Goto User & Device > User Definition and create a local user account for an IPsec VPN user.
2. Goto User & Device > User Groups and create a user group for IPsec VPN users.

Edit User Group
MName Employees
Type Firewall

Fortinet Single Sign-On (FS350)
RADIUS Single-Sign-Cn (RS50)
Guest

Members | & joy b

Cancel

3. Add the new user account to the group.
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Adding a firewall address

1. Goto Policy & Objects > Addresses and create a new address.
2. Set Category to Address and enter a Name.
Set Type to Subnet.

Set Subnet/IP Range to the local subnet.
Set Interface to lan.

Category Proxy Address

Name Internal-network

Color & Change

Type Subnet -
Subnet /1P Range 192.168.65.0/255.255.255.0

Interface =2 lan A
Show in Address List | o)

Static Route Configuration (I
0/255
Comments

Configuring the IPsec VPN

1. Goto VPN > |Psec Wizard and create a new tunnel.

2. Name the VPN. The tunnel name cannot include spaces or exceed 13 characters.

Set Template Type to Remote Access.

Set Remote Device Type to FortiClient VPN for OS X, Windows, and Android.

YPM Creation \Wizard

WEMN Setup Authentication Falicy & Routing Client Options
f Y g f

MName FCT-VPM
Template Type ElciaRslcl Remote Access el
Remote Device Type  [MERSN oS NEae Vindo nd Andraid

@ i0S Native
Android Mative

B Windows Native

‘bl Cisco Client

Dialup - FertiClient (Windows, Mac 05, Android)

!

T

This FortiGate FortiClient

= Back Mext = Cancel
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3. Setthe Incoming Interface to wan1
Set Authentication Method to Pre-shared Key.

Enter a pre-shared key. This pre-shared key is a credential for the VPN and should differ from the user password.
For User Group, select Employees.

& VPN Setup > @ Authentication > @ Policy & Routing > @ Client Options

Incoming Interface ‘ ™ wanl - ‘
Authentication Method Signature

Pre-shared Key | [ITTITTTYS | @
User Group & Employees - |

4. Set Local Interface to lan.
Set Local Address to the local network address.

Enter a Client Address Range for VPN users.

Ensure Enable IPv4 Split Tunnel is not enabled so that all Internet traffic goes through the FortiGate, otherwise
traffic not intended for the corporate network will not flow through the FortiGate or be subject to the corporate
security profiles.

@ VPN Setup ) @ Authentication > @ Policy &Routing > @ Client Options

Local Interface | =2 lan - |

Local Address & Internal-network x
-

Client Address Range | 10.10.10.1-10.10.10.254 |

Subnet Mask | 255.255.255.255 |

DNS Server Use System DNS B3

Enable IPv4 Split Tunnel @ ]
Allow Endpoint Registration @O

5. Select Client Options.

@ VPN Setup > @ Authentication > @ Policy & Routing » @ Client Options

Save Password [ @)
Auto Connect »
Always Up (Keep Alive) (B

6. After you create the tunnel, a summary page lists the objects that have been added to the FortiGate’s configuration.
@ The VPN has beensetup

Summary of Created Objects

Phase 1 Interface FCT-VPN

Phase 2 Interface FCT-VPN
Address FCT-VPN_range

Remote to Local Policy 10
Endpoint Registration Enable
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7. Toview the VPN interface created by the wizard, go to Network > Interfaces and expand the wan1 interface.

Status Name Members IP/Netmask Type
2 O wanl 172.25.176.62 255.255.255.0 [® Physical Interface
|FcT-veN 169.254.1.1 255.255.255.255 @ Tunnel Interface |

8. Toview the firewall address created by the wizard, go to Policy & Objects > Addresses.

Name Type Details
[E] Address
E FCT-VPN_range IP Range 10.10.10.1-10.10.10.254 |

9. To view the security policy created by the wizard, go to Policy & Objects > IPv4 Policy.

1D Name Source Destination Schedule Service Action NAT
[E @ FCTVPN— =2 lan @

10 VP FCTV..  mFCTVPN | [ Internal-netw  [@ always mALL v ACCEPT @ Enabled

Creating a security policy

The IPsec wizard automatically creates a security policy allowing IPsec VPN users to access the internal network.
However, since split tunneling is disabled, you must create another policy to allow users to access the Internet through
the FortiGate.

1. Goto Policy & Objects > IPv4 Policy and select Create New.
Enter a policy Name (in this example, IPsec-VPN-Internet).
Set Incoming Interface to the tunnel interface.

Set Outgoing Interface to wan1.
Set Source to the IPsec client address range.
Set Destination to all.

Set Service to ALL.
Enable NAT.
Name € | IPsec-VPN-Internet |
Incoming Interface | =1 FCT-VPN v|
Qutgoing Interface | ™ wan1l - |
Source I3 FCT-VPN_range x
=+
Destination = all x
B
Schedule | [e always -
Service I ALL x
B
Action U Yeezul @ DENY = LEARN

Firewall / Network Options

NAT ©
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Configuring FortiClient

This example uses FortiClient 6.0.3.0155 for Windows to add the VPN connection.

1.

2,

Wiew the selected conn

Erdon

In FortiClient, go to Remote Access and Add a new connection.
Addan
VPN Name v
Uszername
Paszwand
Set VPN to IPsec VPN.

Enter a Connection Name.
Set Remote Gateway to the FortiGate IP address.

New VPN Connection

Set Authentication Method to Pre-Shared Key and enter the key.

VPN | IPsec VPN

Connection Name |0ﬁiC&VPN |
Description | |
Remote Gateway 1172.25.176.62

+Add Remote Gateway

Authentication Method | Pre-shared key

—
1]

Authentication (XAuth) ) Promptonlogin () Save login
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Results

1. On FortiClient, select the VPN, enter the Username and Password, and select Connect.

VPN Name Office-WPN v
Username joy
Passward = [seeess

2. When the connection is established, FortiGate assigns the user an IP address and FortiClient displays the status of
the connection, including the IP address, connection duration, and bytes sent and received.

VPN Connected

Jm—

YPH Hame Office-WPN
IP Address 10.10.10.1
Usermame joy
Curation 00:00:12
Bytes Recelved O KB
Bytes Sent 43.19 KB

3. On FortiGate, go to Monitor > IPsec Monitor.
Verify that the tunnel Status is Up.

Remote Gateway shows the FortiClient user’s assigned gateway IP address.

MNarme Type Remaote Gateway Status Incoming Data
FCTVPR_D 88 Dialup - FortiClient (Windows, Mac OS5, Android) 17225177102 & Up 46715 kB

4. Browse the Internet, then go to FortiView > Policies and select the now view.
You can see traffic flowing through the /Psec-VPN-Internet policy.
Right-click the policy to drill down to see more details.

Policy Bytes (Sent'Received) = Sessions Banchwidth Fackets [SentReceived)
4 (IPsec-¥PM-Internet) 54 37 KB — 458 12 kbps I SE6 I—
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IPsec VPN to Azure

This example shows how to configure a site-to-site IPsec VPN tunnel to Microsoft Azure. This example shows how to
configure a tunnel between each site, avoiding overlapping subnets, so that a secure tunnel can be established.

Prerequisites

« A FortiGate with an Internet-facing IP address.
« A valid Microsoft Azure account.

Sample topology

1

Internet Microsoft
FortiGate ’\ 3\ ) - Azure
192,168.1,0/24 — _ — DFPD On Idie 10.10.1.0/24

AESIZE/SHAZSE
DH Group 2 —_—
PFS Disabled [

Internal Network

Internal Network

Sample configuration

This sample configuration shows how to:

1. Configure an Azure virtual network.

2. Specify the Azure DNS server.

3. Configure the Azure virtual network gateway.

4. Configure the Azure local network gateway.

5. Configure the FortiGate tunnel.

6. Create the Azure firewall object.

7. Create the FortiGate firewall policies.

8. Create the FortiGate static route.

9. Create the Azure site-to-site VPN connection.
10. Check the results.

To configure an Azure virtual network:

1. Loginto Azure and click New.
2. In Search the Marketplace, type Virtual network.
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3. Click Virtual network to open the Virtual network pane.

e tarkeiplace Everything irtual netaecrk

o x Marketplace

* Monitoring + Management

4. Atthe bottom of the Virtual network pane, click the Select a deployment model dropdown list and select Resource

Manager.
5. Click Create.

G Virtual network
M

Create a logically isolated section in Microsoft Azure with this networking service. You can securely
connect it to your on-premises datacenter or a single client machine using an IPsec connection.

Virtual Networks make it easy for you to take advantage of the scalable, on-demand infrastructure «
Azure while providing connectivity to data and applications on-premises, including systems running

on Windows Server, mainframes, and UNIX.
Use Virtual Network to:

s Extend your datacenter
* Build distributed applications
* Remotely debug your applications

OooEBE

# O X Everything

taar

PUBLISHER Microsoft

Service overview
USEFUL LINKS Documentation
Pricing

Select a deployment model @

Resource Manager v
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6. On the Create virtual network pane, enter you virtual network settings, and click Create.

Create virtual network 0 X

* MName -
kleroux VPR v
* Address space @
10.10.00/16 v
10.10.0.0 - 10.10.255.255 (85536 addresses)
* Subnet name
default
* Subnet address range @
10:10.0.0/24 v
10.10.0.0 - 10.10.0.255 (258 addresses)
* Subscription
Free Tnal v
* Resource group @
® Create new Use existing
techdocs v
* Location
Canada East v

To specify the Azure DNS server:

1. Open the virtual network you just created.
2. Click DNS servers to open the DNS servers pane.

3. Enterthe IP address of the DNS server and click Save.
« VPN - DNS servers

Virtual machines within this virtual network must be restarted to utilize the updated DNS

O Search (Ctrl+ Hsave ¥ Discard
Overvie
server settings.
B Activity log
i Access cor 14
P
gges
TTING:
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To configure the Azure virtual network gateway:

1. Inthe portal dashboard, go to New.
2. Search for Virtual Network Gateway and click it to open the Virtual network gateway pane.

Virtual + X

. VITUAL HETWORK ATV TYPE RESOURCE GROUR AT P

3. Click Create Virtual network gateways and enter the settings for your virtual network gateway.
Create virtual network gatew.. O X Choose virtual network a x

To associate a virtual network with a gateway, it
must contain a valid gateway subnet.
MyMainGateway v Learn more 3

* Name

Gateway type @

ExpressRoute o These are the virtual networks in
= the selected subscription and
location ‘Canada East'.
VPN type @

kleroux VPN

*SKU @ techdocs

Standard v

* Virtual network @
kleroux VPN

* Gateway subnet address range @
10.10.1.0/24 v
10.10.1.0 - 10.10.1.255 (256 addresses)

4. If needed, create a Public IP address.

* Public IP address @ >
(new) MyMainGateway
* Subscription
Free Trial v
Resource group @
techdocs
* Location @

Canada East v

Pin to dashboard

Automation options

Provisioning a virtual network gateway may take
up to 45 minutes,
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5. Click Create.
Creating the virtual network gateway might take some time. When the provisioning is done, you'll receive a
notification.

Notifications

Dismiss: [nformational Completed Al

= Deployment in progress... X
Deployment to resource group ‘techdocs' is in progress.
0 Saved virtual network 9:37 AM
Successfully saved DNS settings for virtual network
"kleroux VPN,
0 Deployments succeeded 9:30 AM

Deployment to resource group ‘techdocs' was successful.

To configure the Azure local network gateway:

1. Inthe portal dashboard, click All resources.
2. Click Add and then click See all.

All resources

efortinet {Default Directs

Data + Analytics

Al + Cognitive Services

U Refresh

| 5 Local network gateway X |
No grouping v MARKETPLACE See all
3 items Compute >

NAME
Metwarking >
3 kleroux VPN Storage >
MyMainGateway b Web + Mobile >
MyMainGateway b Databases >

3. Inthe Everything pane, search for Local network gateway and then click Create local network gateway.

Marketplace # 0O X Everything
Everything Y Filter
Compute =
O Local network gateway
Networking
Results
Storage
NAME
Web + Mabile
Databases

WM-Series Next Generation Firewall (BYOL)

Data + Analytics
Al + Cognitive Services
Internet of Things

. . [P @l Barracuda NextGen Control Center (BYOL)
Enterprise Integration

e m Route table
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4. Forthe IP address, enter the local network gateway IP address, that is, the FortiGate's external IP address.

Create local network gateway O X

* MName

MyVirtualMetworklLocalNet v

* |P address @

2 I v
Address space @
192.168.1.0/24
Add additional address range
* Subscription
Free Tral v

* Resource group @

Create new (@ Use existing
techdocs v
* Location
Canada East v

Pin to dashboard

Automation cptions

5. Setthe remaining values for your local network gateway and click Create.

To configure the FortiGate tunnel:

1. Inthe FortiGate, go to VPN > |P Wizard.
2. Enter a Name for the tunnel, click Custom, and then click Next.

@ VPN Setup

Name ToAzureVPN
Template Type | Site toSite = Remote Access

3. Configure the Network settings.
« For Remote Gateway, select Static IP Address and enter the IP address provided by Azure.
« For Interface, select wanf.
e For NAT Traversal, select Disable,
o For Dead Peer Detection, select On Idle.
« Inthe Authentication section, select
4. Configure the Authentication settings.
o For Method, select Pre-shared Key and enter the Pre-shared Key.
o For IKE, select 2.
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Network

IP Version
Remote Gateway
IP Address
Interface

Mode Config
NAT Traversal

Dead Peer Detection

Authentication
Method

Pre-shared Key

IKE

Version

Peer Options

Accept Types

1Pv4 RINY
Static IP Address
52 I

m wanl
O

Enable m Forced
Disable m On Demand

Pre-shared Key

a

Any peer ID

5. Configure the Phase 1 Proposal settings.

6.

» Set the Encryption and Authentication combination to the three supported encryption algorithm combinations
accepted by Azure.
e AES256 and SHA1
o 3DES and SHA1

« AES256 and SHA256
« For Diffie-Hellman Groups, select 2.
« Set Key Lifetime (seconds) to 28800.

Phase 1 Proposal

Encryption AES256 -
Encryption 3DES
Encryption AES256 -

Authentication | SHA1  «| | X
Authentication | SHA1  «| | X
Authentication | SHA256 «| X

Diffie-Hellman Group

Key Lifetime (seconds)

Local ID

In Phase 2 Selectors, expand the Advanced section to configure the Phase 2 Proposal settings.
« Set the Encryption and Authentication combinations.
o AES256 and SHA1
« 3DES and SHA1

30 29 28 27 21
19 18 17 16 15

s[ez] o1

28800

« AES256 and SHA256
» Uncheck Enable Perfect Forward Secrecy (PFS).
» Set Key Lifetime (seconds) to 27000.
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Phase 2 Selectors

Name Local Address Remote Address

ToAzureVPN 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0

Edit Phase 2

Name ToAzureVPN

Comments Comments

Local Address Subnet || 0.0.00/0.000

Remote Address Subnet || 0.0.0.0/0.0.0.0
B Advanced...

Phase 2 Proposal | @ Add

Encryption AES256 w| Authentication
Encryption 3DES | Authentication

Encryption AES256 w| Authentication

SHA1 +«
SHA1 +«
SHA256 =

x

Enable Replay Detection
Enable Perfect Forward Secrecy {PFS)D

Local Port All &
Remote Port All ¥
Protocol All ¥

Auto-negotiate
Autokey Keep Alive

Key Lifetime Seconds

Seconds

7. Click OK.

To create the Azure firewall object:

1.

In the FortiGate, go to Policy & Objects > Addresses.
2. Create a firewall object for the Azure VPN tunnel.
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To create the FortiGate firewall policies:

1. Inthe FortiGate, go to Policy & Objects > IPv4 Policy.
2. Create a policy for the site-to-site connection that allows outgoing traffic.
» Setthe Source address and Destination address using the firewall objects you just created.

» Disable NAT.

Name € ToAzureVPN
Incoming Interface | 3@ internal

+
Outgoing Interface | () ToAzureVPN

i +

Source 8 a

+
Destination &) AzureNetwork

+
Schedule I always
Service QAL

+
Action L@ ee=all @ DENY = LEARN

3. Create another policy that allows incoming traffic.
« For this policy, reverse the Source address and Destination address.

4. We recommend limiting the TCP maximum segment size (MSS) being sent and received so as to avoid packet

Firewall / Network Options

0 |Psec

Name € FromAzureVPN

Incoming Interface | (2) ToAzureVPN x
+

Outgoing Interface | 2@ internal 4
+

Source & AzureNetwork x
+

Destination B al x
+

Schedule @ always hd

Service @ ALL x
+

Action @ DENY | LEARN O IPsec

Firewall / Network Options

drops and fragmentation.
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To do this, use the following CLI commands on both policies.
config firewall policy
edit <policy-id>
set tcp-mss-sender 1350
set tcp-mss-receiver 1350

next
end

To create the FortiGate static route:

1. Inthe FortiGate, go to Network > Static Routes.
2. Create an IPv4 Static Route that forces outgoing traffic going to Azure to go through the route-based tunnel.
3. Setthe Administrative Distance to a value lower than the existing default route value.

Destination €@ Named Address | Internet Service
10.10.0.0/16

Device () ToAzureVPN v

Administrative Distance €

Comments 0/255

Status [+ W ENE © Disabled

To create the Azure site-to-site VPN connection:

1. Inthe Azure portal, locate and select your virtual network gateway.
2. Inthe Settings pane, click Connections and then click Add.
All resources # X {’;2‘} MyMainGateway

azurestorefortinet (Default Directory) Virtual network gateway

+ Add  EE Columns D Refresh O Search (Ctri+/)

Subscriptions: Free Trial

Chuari sy
Uverview

4 itemns W Activitylog
NAME s Access control (JAM)
& kleroux VPN aee ® Tags
MyMainGateway s K Diagnose and solve problems
MyMainGateway wer SETTINGS
(9' MyVirtualMetworkLocal Net wuu & Configuration

Connections
----- Paint-to-site configuration
? Properties
8 Llocks

Automation script

-

3. Enter the settings for your connection. Ensure the Shared Key (PSK) matches the Pre-shared Key for the FortiGate
tunnel.
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To check the results:

1. Inthe FortiGate, go to Monitor > IPsec Monitor.
o Check that the tunnel is up.

&% Refresh
Mame Type Remote Gateway Usernarme Status Incoming Data Outgoing Data Phase 1
ToAzureWPN 0 Custom 52NN ToAzureWPN

« Ifthe tunnel is down, right-click the tunnel and select Bring Up.

2 Refresh | @ Reset Statistics =~ @ BringUp Bring Down

Name Type Remote Gateway = Username Status Incoming Data QOutgoing Data Phase 1
ToAzureVPN O Custom 52 © Down ToAzureVPN
[ Reset Statistics
@ Bring Up

2. Inthe FortiGate, go to Log & Report > Events.

» Select an event to view more information and verify the connection.
3. Inthe Azure portal dashboard, click All resources and locate your virtual network gateway.
a. Inyour virtual network gateway pane, click Connections to see the status of each connection.
All resources ; # X {:;2:} MyMainGateway

ortinet (Default Dir Virtual nety EWay

+ Add  EE Columns U Refresh o

Overview
Fil ame.
| Activity o
4 itemns H vied
NAME s Access control (IAM)
& kleroux VPN aee & Tags
MyMainGateway . x Diagnose and sclve problems
MyMainGateway wee SETTINGS
& MyVirtualMetworkLocalNet wuu & Configuration

Connections
----- Paint-to-site configuration
t Properties
8 locks

Automation script

-

b. Click a connection to open the Essentials pane to view more information about that connection.

« [f the connection is successful, the Status shows Connected.
« See the ingress and egress bytes to confirm traffic flowing through the tunnel.
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Site-to-site IPsec VPN with certificate authentication

FORTIOS
—_— _ e 6
r T [ . 5 L
( ((““l i | ((:]E. | VERSION
t"'\.,']i:l I_I_- i :['I"\-"lJJ
HA Certificate Branch Certificate
_ Branch
— wanl wanl
| l 172.25.176.142 wz.es 17746 I |
‘ (T‘Psec VPN lntemet j l
FortiGate FortiGate
lan it
192]168.537.1 :g;mg 121

Ha Branch
internal network internal network

This example shows you how to create a route-based IPsec VPN tunnel to allow transparent communication between
two networks that are located behind different FortiGates. The VPN is created on both FortiGates using the VPN
Wizard’s Site to Site — FortiGate template. For this example, instead of using a pre-shared key for authentication, the
FortiGates use a certificate.

In this example, one FortiGate is called HQ and the other Branch.

Enabling certificate management

1. On both FortiGates, go to System > Feature Visibility
In the Additional Features section, enable Certificates.

Additional Features

@ Certificates
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Obtaining the necessary certificates

I — 1
|
03)| | H&'s CA Certificate |I ©)| |! Branch's CA Certificate
©)
e e — _._El'i_\ lJJI
i i - - =
[ B iE2 11 15
i e - | e e II ol Eoal (
-
: P—_— -:'r _-I; ‘_.,'l xJ
e __:l__\;_!.

HQ Certificate = HQ Private Key Branch Certificate = Branch Private Key

This example requires the following files:

« Client certificate for HQ and its matching private key.

« Client certificate for Branch and its matching private key.
» CA certificate that issued HQ'’s certificate.

« CA certificate that issued Branch’s certificate.

Installing the client certificates

The client certificate is used for authentication and represents the individual identity of each FortiGate.
1. On HQ, go to System > Certificates and select Import > Local Certificate.

Set Type to Certificate.

Select the Certificate file and the Key file for HQ.

If you wish, you can change the Certificate Name.

Import Certificate
Type Local Certificate | PKCS #12 Certificate R®Sgnilic
Certificate file © FortiGate-HQ.crt
Key file © FortiGate-HQ.pem
Password | | @

Certificate Name | FortiGate-HQ |

Cance

2. HQ's client certificate now appears in the list of Certificates on HQ.

Nams Subject
§¥ FortiGate-HQ C=US, CN = FortiGate-HQ, L = Plano, O = Fortinet, ST = Tx, OU = TechDocs
BV Fortinet_Factory €= U5, CN = FGTS0EIU15001838, L = Sunmyvale, O = Fortinet, 5T = California, emailAddress = support@fortinet.com, OU = FortiGate
¥ Fortinet_SSL €= U5 CHN = FGT50E3U150018238, L = Sunnyvale, O = Fortinet, 5T = California, emailAddress = support@fortinet.com, OU = FortiGate

K¥ Fortinet SSL DSA1024  C=US CN = FGT50E3U15001838. L = Sunnvvale. O = Fortinet. ST = California. emailAddress = supoort@fortinet.com. OU = FortiGate
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3. OnBranch, go to System > Certificates and select Import > Local Certificate.
Set Type to Certificate.

Select the Certificate file and the Key file for Branch.
If you wish, you can change the Certificate Name.

Import Certificate

Type Local Certificate  PKCS #12 Certificate el
Certificate file © FortiGate-Branch.crt

Key file © FortiGate-Branch.pem

Password @

Certificate Name | FortiGate-Branch

Cance

4. Branch's client certificate now appears in the list of Certificates on Branch.

MName Subject
¥ FortiGate-Branch C=US5, CN = FortiGate-Branch, L = Sunnyvale, O = Fortinet, ST = CA, OU = TechDocs

¥¥ Fortinet_Factory C=U5,CN =FGTS0E3U15001552, L = Sunmyvale, O = Fortinet, 5T = California, emailAddress = support@fortinet.com, OU = FortiGate

% Fortinet_SSL C=US CN = FGTS0E3UL15001552, L = Sunnyvale, O = Fortinet, ST = California, emailAddress = support@fortineteom, OU = FortiGate
¥ Fortinet_SSL_DSA1024 € =US CN = FGTSOE3U15001552, L = Sunmyvale, O = Fortinet, ST = California, emailAddress = support@fortinet.com, OU = FortiGate

Installing the CA certificates

The CA certificate is used for verifying the identity of the remote FortiGate’s client certificate imported earlier.

1. On HQ, go to System > Certificates and select Import > CA Certificate.
Set Type to File and upload the CA certificate that issued HQ’s certificate.
Import CA Certificate

Type Online SCEP QZI[
Upload @ CookbookCAlcrt

Cance

2. Goto System > Certificates and select Import > CA Certificate.
Set Type to File and upload the CA certificate that issued Branch'’s certificate.
Import CA Certificate

Type Online SCEP QzIlE
Upload @ CookbookCA2.crt

Cance

3. Both CA certificates now appear in HQ's list of External CA Certificates.
4. Repeat this procedure on Branch to import both CA certificates.
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Configuring the IPsec VPN on HQ

1. OnHQ, goto VPN > IPsec Wizard and create a new tunnel.
In the VPN Setup section, set Template Type to Site to Site.
Set Remote Device Type to FortiGate.

Set NAT Configuration to No NAT between sites.

& VPN Setup ) @ Authentication ) @ Policy & Routing

Name | VPN-to-Branch |
Template Type Remote Access  Custom
Remote Device Type

e Cisco

NAT Configuration No NAT between sites

This site is behind NAT
The remote site is behind NAT

2. Inthe Authentication section, set IP Address to the public IP address of the Branch FortiGate (in this example,
172.25.177.46).

After you enter the IP address, an interface is assigned as the Outgoing Interface. If you want to use a different
interface, select it from the dropdown menu.

Set Authentication Method to Signature.
For the Certificate Name, select the client certificate (in this example, FortiGate-HQ).
For the Peer Certificate CA, select the CA certificate for Branch (in this example, CA_Cert_2).

@ VPN Setup )» @ Authentication ) € Policy & Routing

Remote Device IRFG Il Dynamic DNS
IP Address 172.25.177.46
Qutgoing Interface ™ wanl -

Detected via routing lookup
Authentication Method | Pre-shared Key

Certificate Name FortiGate-HQ x

Peer Certificate CA CA Cert_2 o d

3. Inthe Policy & Routing section, set Local Interface to lan. The local subnet is added automatically.
Set Remote Subnets to Branch’s local subnet (in this example, 192.168.13.0/24).

& VPN Setup ) @ Authentication > @ Policy & Routing

Local Interface =3 lan -
Local Subnets 192.168.37.0/24

L +]
Remote Subnets 192.168.13.0/24

[+]
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4. Review the configuration summary that shows the firewall addresses, static routes, and security policies.

@ VPN Setup > @ Authentication > @ Policy & Routing

@ The VPN has been set up

Summary of Created Objects
Peer VPN-to-Branch_peer
Phase 1 Interface VPN-to-Branch

Local Address Group WPN-to-Branch_local
Remote Address Group = VPN-to-Branch_remote

Phase 2 Interface VPN-to-Branch
Static Route 2
Blackhole Route

3
Local to Remote Policy 2
3

Remote to Local Policy

Configuring the IPsec VPN on Branch

1.

2.

On Branch, go to VPN > |Psec Wizard and create a new tunnel.

In the VPN Setup section, set Template Type to Site to Site.
Set Remote Device Type to FortiGate.

€@ VPN Setup > @ Authentication > @ Policy & Routing

Name VPN-to-HQ
Template Type Remote Access | Custom
Remaote Device Type

‘Nes Cisco

MNAT Configuration No NAT between sites

This site is behind NAT
The remote site is behind NAT

In the Authentication section, set IP Address to the public IP address of the HQ FortiGate (in this example,

172.25.176.142).

After you enter the IP address, an interface is assigned as the Outgoing Interface. If you want to use a different

interface, select it from the dropdown menu.
Set Authentication Method to Signature.

For the Certificate Name, select the client certificate (in this example, FortiGate-Branch).
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For the Peer Certificate CA, select the CA certificate for HQ (in this example, CA_Cert_1).

@ VPN Setup ) @ Authentication > ) Policy & Routing

Remote Device (¥ Gl Dynamic DNS

IP Address | 172.25.176.142

Qutgoing Interface | (™ wan1

Detected via routing lookup

Authentication Method @ Pre-shared Key

Certificate Name FortiGate-Branch

+

Peer Certificate CA | CACert 1

3. Inthe Policy & Routing section, set Local Interface to LAN. The local subnet is added automatically.
Set Remote Subnets to HQ's local subnet (in this example, 192.168.37.0/24).

@ VPN Setup ) @ Authentication » @ Policy & Routing

Local Interface ‘ 2 lan A ‘

Local Subnets | 192.168.13.0/24 |
L]

Remote Subnets | 192.168.37.0/24 |
L]

4. Review the configuration summary that shows the firewall addresses, static routes, and security policies.

@ VPN Setup ) @ Authentication » @ Policy & Routing

@ The VPN has been set up

Summary of Created Objects
Peer VPN-to-HQ_peer

Phase 1 Interface VPN-to-HQ
VPN-to-HQ _local
Remote Address Group = VPN-to-HQ_remote
Phase 2 Interface VPN-to-HQ

Static Route 2

Local Address Group

Blackhole Route 3
Local to Remote Policy 2
3

Remote to Local Policy
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Results

On either FortiGate, go to Monitor > IPsec Monitor to verify the status of the VPN tunnel. If the tunnel Status is down,
right-click its Status and select Bring Up.

& Refresh
Mame Type Ramale Galeway Lzar Mame Status
VPN-to-Branch £f Sile o Site - FortiGate 1722517745 C =S, 5T =CaA, L = Sunnyvale, O = Fortinet, DU = TechDoos, CN = FortiGate-Branch & Up
2 Refresh
Mame Type Remote Gateway User Mame Status
WPMN-to-HO) 8% Site to Site - FortiGate 172251746142 C = LIS, 5T = T, L = Plano, O = Fortinet, QL) = TechDocs, CH = FortiGate-HO) 4] Lip

A user on either office network can connect to any address on the other office network transparently.

To generate traffic to test the connection, ping Branch’s LAN interface from a device on HQ'’s internal network.

Site-to-site IPsec VPN with two FortiGates

FORTIOS
5.6
VERSION
Ha Branch
wanl wanl
\ l 17225176142 . 1722517746 ‘ .
. IPsec VPN Internet l
FortiGate FortiGate
lan
lan
192,168.37.1 1q2168.13.1
Ha Branch
Internal network internal network

This example shows you how to create a site-to-site IPsec VPN tunnel to allow communication between two networks
that are located behind different FortiGates. You use the VPN Wizard’s Site to Site — FortiGate template to create the
VPN tunnel on both FortiGates.

In this example, one FortiGate is called HQ and the other is called Branch.

Site-to-Site IPsec VPN
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Configuring IPsec VPN on HQ

1. OnHQ, goto VPN > IPsec Wizard and create a new tunnel.
In the VPN Setup section, set Template Type to Site to Site.

Set Remote Device Type to FortiGate.
Set NAT Configuration to No NAT between sites.

€@ VPN Setup ) @ Authentication > @ Policy & Routing

MName | HQ-to-Branch |
Template Type Remote Access Custom
Remaote Device Type

ity Cisco

MNAT Configuration MNo MAT between sites

This site is behind NAT
The remote site is behind NAT

2. Inthe Authentication section, set IP Address to the public IP address of the Branch FortiGate (in this example,
172.25.177.46).

After you enter the IP address, an interface is assigned as the Outgoing Interface. If you want to use a different
interface, select it from the dropdown menu.

Set a secure Pre-shared Key

@ VPN Setup ) @ Authentication > € Policy & Routing

Remote Device ¥l Dynamic DNS
IP Address | 172.25.177.46 |
Outgoing Interface | M wan1 - ‘

Detected via routing lookup

Authentication Method RSEIEEVLGTE Signature

Pre-shared Key | (TTTITTYY) |

3. Inthe Policy & Routing section, set Local Interface to lan. The local subnet is added automatically.
Set Remote Subnets to the Branch network’s subnet (in this example, 192.168.13.0/24).
Set Internet Access to None.

@ VPN Setup > ®) Authentication » @ Policy & Routing

Local Interface | o3 lan - |

Local Subnets | 192.168.65.0/24 |
[+

Remote Subnets | 192.168.13.0/24 |
[+

Internet Access W)=l Share WAN = Force to use remote WAN
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4. Review the configuration summary that shows the interfaces, firewall addresses, routes, and policies.

@ VPN Setup > ® Authentication > @ Policy & Routing

@ The VPN has been set up

Summary of Created Objects
Phase 1 Interface HQ-to-Branch

Local Address Group HQ-to-Branch_local
Remote Address Group | HQ-to-Branch_remote
Phase 2 Interface HQ-to-Branch
Static Route 2
Blackhole Route 3
Local to Remote Policy 7

8

Remote to Local Policy

5. Toview the VPN interface created by the wizard, go to Network > Interfaces.
Status Name IP/Netmask
ﬂ [+] wanl 172.25.176.62 255.255.255.0

10

I HQ-to-Branch 0.0.0.00.0.0.0

4]

6. To view the firewall addresses created by the wizard, go to Policy & Objects > Addresses.

Name Type Details Interface Visibility

Ref.

Ref.

[E] Address €

S FIREWALL_AUTH_..  Subnet 0.0.0.0/0 © Hidden o]
& HQ-to-Branch_local.. Subnet 192.168.65.0/24 @ Visible 1
& HQ-to-Branch_rem.. Subnet 192.168.13.0/24 @ Visible 1
7. To view the routes created by the wizard, go to Network > Static Routes.
Destination Gateway Interface Comment

0.0.0.0/0 172.25.176.1 ¥ wan1

& HQ-to-Branch_remote 12 HQ-to-Branch VPN: HQ-to-Branch (Created by V..
"R HOQ-to-Branch remote Blackhaole VPN: HQ-to-Branch (Created by V.

8. To view the policies created by the wizard, go to Policy & Objects > IPv4 Policy.

Name T From To Source Destination
Internet = lan # wan1 = al = al
vpn_HQ-to-Branch_local = lan @ HQ-to-Branch % HQ-to-Branch_local 7§ HQ-to-Branch_remote
lvpn_HQ-to-Branch_remote 2 HQ-to-Branch =3 lan 'S HQ-to-Branch_remote "% HQ-to-Branch_local

Configuring IPsec VPN on Branch

1. OnBranch, go to VPN > IPsec Wizard, and create a new tunnel.
In the VPN Setup section, set Template Type to Site to Site.

Set Remote Device Type to FortiGate.
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Set NAT Configuration to No NAT between sites.

& VPN Setup > @ Authentication > @ Policy & Routing

Name ‘ Branch-to-HQ ‘
Template Type Remote Access | Custom
Remote Device Type

‘hily Cisco

NAT Configuration No NAT between sites

This site is behind NAT
The remote site is behind NAT

2. Inthe Authentication section, set IP Address to the public IP address of the HQ FortiGate (in this example,
172.25.176.62).

After you enter the IP address, an interface is assigned as the Outgoing Interface. If you want to use a different
interface, select it from the dropdown menu.

Set the secure Pre-shared Key that was used for the VPN on HQ.

& VPN Setup ) @ Authentication > € Policy & Routing

Remote Device ¥ sl Dynamic DNS
IP Address | 172.25.176.62 |
Qutgoing Interface ‘ ™ wan1 - ‘

Detected via routing lookup

Authentication Method REGSEIEEVLGTE Signature

Pre-shared Key ‘ sssssses |

3. Inthe Policy & Routing section, set Local Interface to lan. The local subnet is added automatically.
Set Remote Subnets to the HQ network’s subnet (in this example, 192.168.65.0/24).

Set Internet Access to None.

@ VPN Setup ) ® Authentication ) @ Policy & Routing

Local Interface | =% LAN-A (lan) -

Local Subnets | 192.168.13.0/24 |
o

Remote Subnets | 192.168.65.0/24 |
o

Internet Access W)=l Share WAN @ Force to use remote WAN
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4. Review the configuration summary that shows the interfaces, firewall addresses, routes, and policies.

The VPN has been set up

Summary of Created Objects
Phase 1 Interface Branch-to-HQ

Local Address Group Branch-to-HQ local
Remote Address Group = Branch-to-HQ _remote
Phase 2 Interface Branch-to-HQ
Static Route 2
Blackhole Route 3
Local to Remote Policy 2

3

Remote to Local Policy

5. To bring up the VPN tunnel, go to Monitor > IPsec Monitor. Right-click the Status and select Bring Up.
You might need to refresh the page before the Status shows Up.
Mame Type Remote Gateway User Name Status Incoming Data

HQ-to-Branch £22 Site to Site - FortiGate 172.25.177.46 © Down

i Reset Statistics
@ BringUp

Results

Users on the HQ internal network can access resources on the Branch internal network and vice versa.

To test the connection, ping HQ’s LAN interface from a device on the Branch internal network.

Reply f
Reply from
Reply from
Reply from 1

WA

in milli-seco
mum = Ims, Av
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Multicast IPsec VPN without PIM

FORTIOS

5.6

VERSION

WANT Branch

HQ
| ‘ l 172.311.64

IPsec VPN

WAN |

172311658 | | l

FortiGate

Internet
FortiGate

LAN LAN
J 10021

Multicast server
10.1.1100 Multicast client

10.1.2.200
Stream: 239.1.1.100 Listen: 234911100

This is an example of allowing transparent multicast communication between two networks located behind FortiGates
connected via IPsec VPN. Multicast is configured to send traffic across the IPsec tunnel without the use of protocol-
independent multicast (PIM) or other multicast routing protocols. Two hosts are used to send and receive a multicast

stream between the two sites. In this example, the FortiGate with the multicast streaming server is HQ while the
FortiGate with the multicast client is Branch.

Configuring the HQ IPsec VPN

1. OnHQ, goto VPN > IPsec Wizard.
Select the Site to Site template and select Next.

VPN Creation Wizard

& VPN Setup > @ Authentication » @ Policy & Routing

Name hg-branch-tun

Template Type SNCAGRNCE Remote Access | Custom

Remote Device Type Ml = gier o

e Cisco

NAT Configuration No NAT between sites
This site is behind NAT
The remote site is behind NAT

2. Inthe Authentication section, set IP Address to Branch's Internet-facing IP (in this example, 172.31.1.65).

After you enter the gateway, an interface is assigned as the Outgoing Interface.
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Set a secure Pre-shared Key.

VPN Creation Wizard

@ VPN Setup ) @ Authentication > @ Palicy & Routing
Remote Device [2FN e[l Dynamic DNS

IP Address | 172.31.1.65 |

7= lan v|

Detected via routing lookup
Authentication Method REGENEIGVRGTE Signature

QOutgoing Interface

Pre-shared Key | sessseee | @

3. Inthe Policy & Routing section, set the Local Interface. The Local Subnets are added automatically.

Set Remote Subnets to Branch's local subnet (in this example, 10.71.2.0/24).

VPN Creation Wizard
Local Interface | @ vlan5 A |
Local Subnets | 10.1.1.0/24 |
[+
Remote Subnets | 10.1.2.0/24 |
L+

4. Review the configuration summary that shows the firewall addresses, firewall address groups, a static route, and

security policies.
VPN Creation Wizard

@ VPN Setup > @ Authentication ) @ Policy & Routing

@ The VPN has been set up

Summary of Created Objects
Phase 1 Interface hg-branch-tun

Local Address Group hg-branch-tun_local
Remote Address Group | hg-branch-tun_remote
Phase 2 Interface hg-branch-tun
Static Route 2
Blackhole Route 3
Local to Remote Policy 2

3

Remote to Local Policy
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Configuring the Branch IPsec VPN

1. OnBranch, go to VPN > |[Psec Wizard.
Select the Site to Site template and select Next.

VPN Creation Wizard

@ VPN Setup > @ Authentication > @ Policy & Routing

MName | branch-hg-tun |

Template Type SNl Remote Access | Custom

Remote Device Type  JEmg=igiler ey

s CISCO

NAT Configuration No NAT between sites
This site is behind NAT
The remote site is behind NAT

2. Inthe Authentication section, set IP Address to HQ's Internet-facing IP (in this example, 172.31.1.64).

After you enter the gateway, an interface is assigned as the Outgoing Interface.
Set the same Pre-shared Key that was used for HQ's VPN.

VPN Creation Wizard

@ VPN Setup ) @ Authentication > € Paolicy & Routing
Remote Device [2FG G Dynamic DNS

IP Address | 172.31.1.64 |
Qutgoing Interface | 22 lan '|

Detected via routing lockup
Authentication Method MBI LG Signature

Pre-shared Key | fortinet |

3. Inthe Policy & Routing section, set the Local Interface. The Local Subnets is added automatically.

Set Remote Subnets to HQ's local subnet (in this example, 710.1.1.0/24).

VPN Creation Wizard
@ VPN Setup ) ® Authentication ) @ Policy & Routing
Local Interface | @ vlané - |
Local Subnets | 10.1.2.0/24 |
[+
Remote Subnets | 10.1.1.0/24 |
[+
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4. Review the configuration summary.
VPN Creation Wizard

@ VPN Setup ) @ Authentication > @ Policy & Routing

@ The VPN has been set up

Summary of Created Objects
Phase 1 Interface hg-branch-tun

Local Address Group hg-branch-tun_local
Remote Address Group | hg-branch-tun_remote
Phase 2 Interface hg-branch-tun
Static Route 2
Blackhole Route 3
Local to Remote Policy 2

3

Remote to Local Policy

5. On either FortiGate, go to Monitor > IPsec Monitor to verify the status of the VPN tunnel. Right-click its Status and
select Bring Up.

Status © In
@ Down
M Reset Statistics
@ BringUp

Bring Down

Check that the multicast server behind HQ can ping the client at Branch. To generate traffic to test the connection,
ping Branch's internal interface from HQ'’s internal network.
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Configuring the HQ multicast policy and phase 2 settings

1. On HQ, go to Policy & Objects > Multicast Policy.
Create a new policy and allow the multicast traffic from the source interface to the tunnel.

MNew Palicy

Incoming Interface @ vlans hd

Qutgoing Interface =) hg-branch-tun hd

Source Address = all x
-

Destination Address | && all *®

+
Action L@ seul @ DENY

Enable SNAT OB

Protocol Any -

Log Allowed Traffic €

Enable this policy @

2. Create another multicast policy that allows multicast traffic from the tunnel to the LAN interface of the multicast

server.
MNew Palicy
Incoming Interface 1= hg-branch-tun hd
Outgoing Interface @ vlans hd
Source Address amd all x
+
Destination Address | & all %

+
Action L@ el @ DENY

Enable SNAT (B

Protocol Any =

Log Allowed Traffic €

Enable this policy @
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3. Goto VPN > |Psec Tunnels and edit the VPN tunnel.
Select Convert To Custom Tunnel and add a Phase 2 Selector with 10.1.1.0/24 as the local address and
239.0.0.0/8 as the remote address.

Phase 2 Selectors

Name Local Address Remote Address © Add
hg-to-branch hg-to-branch_local hg-to-branch_remote FARE .
mcast 10.1.1.0/255.255.255.0 239.0.0.0/255.0.0.0 PR

4. Enter the following CLI command to enable multicast forwarding.
config system settings
set multicast-forward enable
end

Configuring the Branch multicast policy and phase 2 settings

1. OnBranch, go to Policy & Objects > Multicast Policy.
Create a new policy and allow the multicast traffic from the source interface to the tunnel.

New Policy

Incoming Interface @ viané hd

Qutgoing Interface (=) branch-hg-tun hd

Source Address = all *®
-

Destination Address | & all x

+
Action v ACCEPT =EvaNy

Enable SNAT (B
Protocol Any =

Log Allowed Traffic €
Enable this policy @©

2. Create another multicast policy that allows multicast traffic from the tunnel to the LAN interface of the multicast
server.
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MNew Policy

Incoming Interface @ vlanb hd

Qutgoing Interface (=) branch-hg-tun hd

Source Address = all x
+

Destination Address | && all *®

+
Action el O DENY

Enable SNAT (B

Protocol Any =

Log Allowed Traffic €

Enable this policy @

3. Goto VPN > [Psec Tunnels and edit the VPN tunnel.
Select Convert To Custom Tunnel and add a Phase 2 Selector with 239.0.0.0/8 as the local address and
10.1.1.0/24 as the remote address.

Phase 2 Selectors

Name Local Address Remote Address © Add
branch-to-hg branch-to-hqg_local branch-to-hg_remote FARE .
mcast 239.0.0.0/255.0.0.0 10.1.1.0/255.255.255.0 &S %

4. Enter the following command to enable multicast forwarding.
config system settings
set multicast-forward enable
end

Results

Multicast traffic now flows from the multicast server to the client. Start the multicast stream and make note of the
address. In this configuration, all multicast traffic that matches 239.0.0.0/8 flows from HQ to Branch.

Multicast traffic flow can be verified by the diagnose sys mcast-session 1ist command on Branch.

In this example, the multicast group from the HQ server is transmitting on multicast group address 239.1.1.100:1234.
The multicast receiver application on the Branch host can now receive this multicast traffic.
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info: id=1
path=1 durati

:Q

-1

=133%
in_npuid=1 tae_index gid=1 fwd_map=@xoppdaaas

npu_id=1; eut_npuid=1 epid=22 fwd=0

SSL VPN using web and tunnel mode

Internet

S5SL VPN | | l
B FortiGate
Remote user https://1712.25.176,62:10443

SysAdminPC
192.168.65.2

In this example, you allow remote users to access the corporate network using an SSL VPN, connecting either by web
mode using a web browser or tunnel mode using FortiClient.
Web mode allows users to access network resources, such as the AdminPC used in this example.

For users connecting via tunnel mode, traffic to the Internet also flows through the FortiGate to apply security scanning to
this traffic. In the connecting phase, the FortiGate also verifies that the remote user’s antivirus software is installed and
up-to-date.

This example allows access for members of the Employees user group.
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Editing the SSL VPN portal

1. Goto VPN > SSL-VPN Portals and edit the full-access SSL VPN portal that allows the use of tunnel mode and web
mode.

2. Under Tunnel Mode, disable Enable Split Tunneling for both IPv4 and IPv6 traffic so that all Internet traffic goes
through the FortiGate.

3. Set Source IP Pools to use the default IP range SSLVPN_TUNNEL_ADDR1.
Edit S5L-WPN Portal

Mame | full-access
Limit Users to One S5L-vPM Connection at a Time C

& Tunnel Mode

Enable Split Tunneling €% C

Source IP Poals & SSLYPH_TUNKEL_ADDR1 x
=+

4. Under Enable Web Mode, create Predefined Bookmarks for any internal resources that SSL VPN users need to
access.

In this example, the bookmark allows the remote user RDP access to a computer on the internal network.

Name AdminPC

Type RDP -
Host 192.168.65.2

Port 3389

Description

Single Sign-On SSL-VPN Login

Username

Password

Keyboard Layout English (US) keyboard -
Security Standard RDP encryption. -

Configuring the SSL VPN tunnel

1. Goto VPN > SSL-VPN Settings.
2. Set Listen on Interface(s) to wan1.
Set Listen on Portto 10443 to avoid port conflicts.

Set Restrict Access to Allow access from any host.

In this example, Server Certificate uses the Fortinet_Factory certificate. To ensure that traffic is secure, use your
own CA-signed certificate. .
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Under Tunnel Mode Client Settings, set IP Ranges to use the default IP range SSLVPN_TUNNEL_ADDR1.
Connection Settings €

Listen on Interface(s) ™ wanl x

Listen on Port 10443

€ Web mode access will be listening at https://172.25.176.62:10443

Redirect HTTP to SSLVPN (b

Restrict Access AR G LV S Limit access to specific hosts

Idle Logout | 8]
Inactive For 300 Seconds
Server Certificate Fortinet_Factory hd

You are using a default built-in certificate, which will not be able to verify
your server's domain name (your users will see a warning). It is
recommended to purchase a certificate for your domain and upload it for
use.

Click here to learn more

Require Client Certificate B

Tunnel Mode Client Settings €@

Address Range Automatically assign addresses RSy Waldaly el e

IP Ranges I SSLVPN_TUNNEL_ADDR1 x
+
DNS Server Same as client system DNS J+lla1i%
Specify WINS Servers »

Allow Endpoint Registration (b

3. Under Authentication/Portal Mapping, select Create New.
Add the Employees user group and map it to the full-access Portal.

If necessary, map a portal for All Other Users/Groups.

MNew Authentication/Portal Mapping

Users/Groups | B Employees x
+
Fealm Default realm Ejd==0i
Portal full-access -
FortiOS 5.6 Cookbook 264

Fortinet Inc.



VPNs

Adding security policies

1.
2,

Go to Policy & Objects > Addresses and create a new address for the local network.

Set Type to Subnet.
Set Subnet/IP Range to the local subnet.
Set Interface to lan.
Name Internal-network
Color &  Change
Type Subnet v
Subnet / IP Range 192.168.65.0/255.255.255.0
Interface
Show in Address List O

Static Route Configuration (B
Q7255

Comments y

Go to Policy & Objects > IPv4 Policy to create a security policy to allowing access to the internal network through the

VPN tunnel interface.
Set Incoming Interface to ssl.root.

Set Outgoing Interface to lan.
Set Source to all and to the Employees user group.
Set Destination to the local network address.

Set Serviceto ALL.
Enable NAT.
Name € S5L-access-internal-network
Incoming Interface 2} SSLVPN tunnel interface (ssl.root +
Qutgoing Interface =% lan -
Source = all x
&= Employees x
+
Destination & Internal-network x
+
Schedule 06 always -
Service o ALL x
+
Action V@ tes iyl @ DENY

Firewall / Network Options

NAT

IP Pool Configuration EESRe -GN el XSS Use Dynamic IP Pool
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4. Add asecond security policy allowing SSL VPN access to the Internet.
If you allow split tunneling, this policy is not required.

5. For this policy, set Incoming Interface to ssl.root.
Set Outgoing Interface to wan1.

Set Source to all and to the Employees user group.

Name € S5L-Internet-access
Incoming Interface =} SSLVPN tunnel interface (ssl.root +
Qutgoing Interface [® wani -
Source = all x
& Employees x®
+
Destination = all x
+
Schedule 0@ always v
Service i ALL x
+
Action Y 'eleidaul ) DENY = LEARN

Firewall / Network Options

NAT O

IP Pool Configuration [REEeN ST LS Ela L0 Use Dynamic [P Pool

Verifying remote user OS and software

To verify that remote users are using up-to-date devices to connect to your network, you can configure a host check for
Windows operating systems and software.

Only FortiOS 6.0 supports OS host checking for both Mac OS and Windows.

You can configure an OS host check for specific OS versions, including the following options: allow the device to
connect, block the device, or check that the OS is up-to-date. The default action for all OS versions is allow.

The software host can verify whether the device has AntiVirus software recognized by Windows Security Center, firewall
software recognized by Windows Security Center, both, or a custom setting.

Configure both checks using the CLI:

config vpn ssl web portal
edit full-access
set os-check enable
config os-check-1list {windows-7 | windows-8 | windows-8.1 | windows-10 | windows-
2000 | windows-vista | windows-xp}
set action {deny | allow | check-up-to-date}
end
set host-check {none | av | fw | av-fw | custom}
end
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Results

The steps for connecting to the SSL VPN are different depending on whether you use a web browser or FortiClient.

Web browsers

1. Use a supported Internet browser to connect to the SSL VPN web portal using the remote gateway configured in the
SSL VPN settings (in this example, https://172.25.176.62:10443).

2. Logintothe SSL VPN.

joy

3. After authenticating, you can access the SSL-VPN Portal. From this portal, you can launch or download FortiClient,
access Bookmarks, or connect to other resources using the Quick Connection tool.

SSL-VYPN Portal

Download FortiClient ~

Bookmarks

AdminPC

&' Quick Connection + Mew Bookmark
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In this example, select the bookmark to connect to the AdminPC.

-

Switch L

w. Windows 7 professional

4. To connect to the Internet, select Quick Connection, select HTTP/HTTPS, then enter the URL and select Launch.

<€ GQuick Connection

@ & >_

ROF S5H
SMBICIFS WMC Telnet
Citrix Port Foneard
Ping
URL docs fortinet. caom
550 Credentials (B
Cancel

The website loads.

F::RTINET

Access Management  Acdvanced Threats  Application Security  Cloud Services

5. Toview the list of users currently connected to the SSL VPN, go to Monitor > SSL-VPN Monitor.
The user is connected to the VPN.

Username = Last Login Remote Host Active Connections
joy Tue May 28 10:36:40 2019 17225181138
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6. If aremote device fails the OS or host check, a warning message appears after authentication instead of the portal.

Your PC does not meet the host checking
requirements set by the firewall. Please
check that your OS5 version or antivirus and
firewall applications are installed and
running properly or you have the right
network interface.

FortiClient

1. If you have not already done so, download FortiClient from www.forticlient.com.
2. Open the FortiClient console and go to Remote Access. Add a new connection.

Set VPN to SSL VPN.

Set Remote Gateway to the IP of the listening FortiGate interface (in this example, 172.25.176.62).
Select Customize Port and set it to 10443.

Select Save.
New VPN Connection

veN ssLvPn
Connection Name |Oﬁ’|ce-\a’F'N

Description |

Remote Gateway [172.25.178.62

+2dd Remote Gateway

Customize port 10443

Cllent Certificate |None

Authentication o Prompt on login

D Do not Warn Invalid Server Certificate

Cancel Save

3. Logintothe SSL VPN.

VPN Name Office-WPN
Username joy
Password = [eeess
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You can connect to the VPN tunnel.

VPN Connected

YPH Hame Office-WPN
IP Address 10.212.134.200
Username oy
Curation 00:00:28
Bytes Recelved 42345 KB
Bytes Sent 55518 KB

4. Toview the list of users currently connected to the SSL VPN, go to Monitor > SSL-VPN Monitor. The user is
connected to the VPN.

Username « Last Login Femote Host Active Connections

joy Tue May 28 10:46:29 2019 172.25.181.138 & Tunnel: 10.212.134.200

Configuring ADVPN

Auto Discovery VPN (ADVPN) is an IPsec technology based on an IETF RFC draft (Auto Discovery VPN Protocol).
ADVPN allows a traditional hub and spoke VPN'’s spokes to establish dynamic, on-demand direct tunnels between each
other. This avoids routing through the topology’s hub device. ADVPN requires using dynamic routing. FortiOS 5.6
supports both BGP and RIP. This example focuses on using BGP and its route-reflector mechanism as the dynamic
routing solution to use with ADVPN.

ADVPN'’s main advantage is that it provides the full meshing capabilities to a standard hub and spoke topology. This
reduces the provisioning effort required for full spoke-to-spoke, low-delay reachability, and addressing the scalability
issues associated with large, fully meshed VPN networks.

BGP (and specifically iBGP) is a good fit for ADVPN as its route reflector mechanism resides on the VPN hub device and
mirrors routing information from each spoke peer to each other. Furthermore, dynamic group peers result in near zero-
touch hub provisioning when a new spoke is introduced in the topology.

While the static configuration involves both spoke FortiGate units to connect to the hub FortiGate, Spoke A can establish
a dynamic on-demand shortcut IPsec tunnel to Spoke B (and vice versa) if a host behind either spoke attempts to reach
a host behind the other spoke. After configuration, the verification step shows reachability from 192.168.2.1 (Spoke A) to
192.168.3.1 (Spoke B) over the dynamically created shortcut link.

This example uses CLI since BGP and ADVPN are best done using CLI. This example requires that basic IP and default
routing has been completed on the devices.
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Configuring the Hub FortiGate

1. Using the CLI, configure phase 1 parameters.
The auto-discovery commands enable sending and receiving shortcut messages to spokes. The hub is responsible
for letting the spokes know that they should establish those tunnels.

\ L}
S L4
? Aggressive mode is not supported for ADVPN in 5.6. It is supported in 6.0.1 and higher.

config vpn ipsec phasel-interface
edit "ADVPN"
set type dynamic
set interface "wanl"
set proposal des-shal
set add-route disable
set net-device enable
set dhgrp 2
set auto-discovery-sender enable
set psksecret fortinet
next
end
2. Configure the phase 2 parameters using a standard phase 2 configuration.
config vpn ipsec phase2-interface
edit "ADVPN-P2"
set phaselname "ADVPN"
set proposal des-shal
next
end
3. Configure the tunnel interface IP.
ADVPN requires that tunnel IPs be configured on each connecting device. The IP addresses must be unique for
each peer. The hub needs to define a bogus remote-IP address (in this example, 10.70.10.254). This address
should not be used in the topology and it is not considered part of the configuration for the hub.
config system interface
edit "ADVPN"
set vdom "root"
set ip 10.10.10.1 255.255.255.255
set type tunnel
set remote-ip 10.10.10.254
set interface "wanl"
next
end
4. Configure iBGP and route-reflection.
iBGP is the overlay protocol for enabling ADVPN communications. We are using an arbitrary private AS number (in
this example, 65000), and configuring a dynamic client group to reduce provisioning requirements.

This example advertises our LAN network directly (the config network command). Another option is to use
route redistribution.

config router bgp
set as 65000
set router-id 10.10.10.1
config neighbor-group
edit "ADVPN-PEERS"
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set remote-as 65000
set route-reflector-client enable
set next-hop-self enable

next
end

config neighbor-range

edit O

set prefix 10.10.10.0 255.255.255.0
set neighbor-group "ADVPN-PEERS"

next
end

config network

edit O

set prefix 192.168.1.0 255.255.255.0

next
end
end

5. Configure basic policies to allow traffic to flow between the local network and the ADVPN VPN topology. To allow
traffic between spokes in an ADVPN setup, create a policy allowing spoke-to-spoke communications.

config firewall policy

edit O

set name
set srcintf
set dstintf
set srcaddr
set dstaddr

"OUT ADVPN"

"lan"
"ADVPN"
"all"
"all"

set action accept

set schedule "always"

set service
set status

next
edit O

set name
set srcintf
set dstintf
set srcaddr
set dstaddr

"ATL"

enable

"IN ADVPN"

"ADVPN"
"lan"
"all"
"all"

set action accept

set schedule
set service

"always"
"ALL "

set status enable

next
edit O

set name
set srcintf
set dstintf
set srcaddr
set dstaddr

"ADVPNtoADVPN"

"ADVPN"
"ADVPN"
"all"
"all"

set action accept
set schedule "always"

set service

"ATL"

set status enable

next
end
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Configuring the Spoke FortiGates

This example shows the configuration for only one of the spokes. The parameters that need to change for each spoke
areinred.

1. Configure phase 1 parameters.
config vpn ipsec phasel-interface
edit "ADVPN"
set interface "wanl"
set proposal des-shal
set add-route disable
set dhgrp 2
set auto-discovery-receiver enable
set remote-gw 192.0.2.11
set psksecret fortinet
next
end

2. Configure phase 2 parameters.
config vpn ipsec phase2-interface
edit "ADVPN-P2"
set phaselname "ADVPN"
set proposal des-shal
set auto-negotiate enable
next
end

3. Configure the tunnel interface IP.
On the spokes, the remote IP is actually used and points to the IP defined on the hub.
config system interface
edit "ADVPN"
set vdom "root"
set ip 10.10.10.2 255.255.255.255
set allowaccess ping
set type tunnel
set remote-ip 10.10.10.1
set interface "wanl"
next
end

4. Configure iBGP.
This is a static standard configuration. You can use redistribution instead of explicit route advertisement.

config router bgp
set as 65000
set router-id 10.10.10.2
config neighbor
edit "10.10.10.1"
set soft-reconfiguration enable
set remote-as 65000
set next-hop-self enable
next
end
config network
edit O
set prefix 192.168.2.0 255.255.255.0
next
end
end
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5. Configure a static route for the tunnel IP subnet.
This step is important for the spokes as they need a summary route that identifies all tunnel IP addresses used in
the topology to point to the ADVPN interface. This example uses 10.10.10.0/24 (for networks that expect fewer than
255 sites). Plan this IP range carefully as it is hardcoded in the spokes.
config router static
edit O
set dst 10.10.10.0 255.255.255.0
set device "ADVPN"
next
end

6. Configure the following policies.
config firewall policy
edit O
set name "OUT ADVPN"
set srcintf "lan"
set dstintf "ADVPN"
set srcaddr "all"
set dstaddr "all"
set action accept
set schedule "always"
set service "ALL"
set status enable
next
edit O
set name "IN ADVPN"
set srcintf "ADVPN"
set dstintf "lan"
set srcaddr "all"
set dstaddr "all"
set action accept
set schedule "always"
set service "ALL"
set status enable
next
end

Results

Check the behavior of the configuration using CLI commands from Spoke A.

get router info routing-table bgp displays the learned routes from the topology. The recursive routing is a
result of the spoke’s required static route. In this case, there has not been any traffic between our local subnet
(792.168.2.0/24) and the other spoke’s subnet as the routes are both going through the hub.

B 192.168.1.0/24 [200/0] via 10.0.0.1, ADVPN, 22:30:21
B 192.168.3.0/24 [200/0] via 10.0.0.3 (recursive via 10.0.0.1), 22:30:21

When you initiate a ping between both spokes, you see a different display of routing information — routing now goes
through a newly established dynamic tunnel directly through the remote spoke rather than through the hub. The ping
hiccup is the tunnel rerouting through a newly negotiated tunnel to the other spoke.

The routing information now displays the remote subnet as being available through the spoke directly, through interface
ADVPN_0, a dynamically instantiated interface going to that spoke.

FG # execute ping-options source 192.168.2.1
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FG # execute ping

192.168.3.1

PING 192.168.3.1 (192.168.3.1): 56 data bytes

64 bytes from 192.
64 bytes from 192.
Warning: Got ICMP
64 bytes from 192.
64 bytes from 192.
64 bytes from 192.

168.3.1: icmp seg=0 ttl=254
168.3.1: icmp seg=1 ttl=254
3 (Destination Unreachable)
168.3.1: icmp seg=2 ttl=255
168.3.1: icmp seqg=3 ttl=255
168.3.1: icmp seg=4 ttl=255

---192.168.3.1 ping statistics ---
5 packets transmitted, 5 packets received, 0%
round-trip min/avg/max = 31.2/35.3/43.0 ms

FG # get router info routing-table bgp

B 192.168.1.0/24 [200/0] via 10.0.0.1, ADVPN,

B 192.168.3.0/24 [200/0] via 10.0.0.3, ADVPN O,

The diagnose vpn tunnel 1list command gives more information. This example highlights aspects in the output
which convey data specific to ADVPN, in this case, the auto-discovery flag and the child-parent relationship of new

instantiated dynamic tunnel interfaces.

FG # diagnose vpn

tunnel list

list all ipsec tunnel in vd O

time=38.
time=32.

time=43.
time=31.
time=31.

ms
ms

ms
ms
ms

packet loss

22:34:13
00:02:28

name=ADVPN 0 ver=1l serial=a 10.1.1.2:0->10.1.1.3:0

bound if=6 lgwy=static/l tun=intf/0 mode=dial inst/3 encap=none/0

parent=ADVPN index=0

proxyid num=1 child num=0 refcnt=19 ilast=3 olast=604 auto-discovery=2

stat: rxp=7 txp=7

dpd: mode=on-demand on=1 idle=20000ms retry=3 count=0 segno=0

rxb=1064 txb=588

natt: mode=none draft=0 interval=0 remote port=0

proxyid=ADVPN-P2 proto=0 sa=1 ref=2 serial=1 auto-negotiate adr

src: 0:0.0.0.0/0.0.0.0:0
dst: 0:0.0.0.0/0.0.0.0:0

SA: ref=3 options=2f type=00 soft=0 mtu=1438 expire=42680/0B replaywin=2048 seqno=8 esn=0
life: type=01 bytes=0/0 timeout=43152/43200
dec: spi=9%a487db3 esp=aes key=16 55e53d9fbc8dbeaa6df1032fbc80c4dfo6
ah=shal key=20 al470452c6a444f26a070add087£0d970c18e3a7
enc: spi=3c37fea7 esp=aes key=16 8fd62a6745a9%9badfda062d4504b76851
ah=shal key=20 44c606fleflbf5739ba62£6572031aa956974d0a
enc:pkts/bytes=7/1064

dec:pkts/bytes=7/588,

name=ADVPN ver=1 serial=9 10.1.1.2:0->10.1.1.1:0

bound if=6 lgwy=static/1l tun=intf/0 mode=auto/l encap=none/0
proxyid num=1 child num=1 refcnt=22 ilast=8 olast=8 auto-discovery=2
stat: rxp=3120 txp=3120 rxb=399536 txb=191970

dpd: mode=on-demand on=1 i1idle=20000ms retry=3 count=0 seqgno=12

natt: mode=none draft=0 interval=0 remote port=0

proxyid=ADVPN-P2 proto=0 sa=1l ref=2 serial=1 auto-negotiate adr

src: 0:0.0.0.0/0.0.0.0:0
dst: 0:0.0.0.0/0.0.0.0:0

SA: ref=3 options=2f type=00 soft=0 mtu=1438 expire=4833/0B replaywin=2048 segno=5ba

esn=0

life: type=01 bytes=0/0 timeout=43148/43200

dec: spi=9%a487db2 esp=aes key=16 4f70d27edadé656cfcacbae61b23d4bll
ah=shal key=20 bl9ea87c90dd92dlcab58cbf24ae8fel2ee927cb

enc: spi=b3dde355 esp=aes key=16 efbb4440d£f75018610b4ba8f5756167d
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ah=shal key=20 8lcc9cee3beelc2dbaleble7ac66e9d34b67bde9
dec:pkts/bytes=1465/90152, enc:pkts/bytes=1465/187560

Client-Side SD-WAN with IPsec VPN Deployment Scenario (Expert)

Date Center shared network
10.200.0.0/24 FoRos
10.200.3.0/24 5_ 6
VERSION
Data Center| OSFF area OSFF area Date Center Z
network 10.10.10.10 20.20,.20.20 network
10.200.1.0/24 @ 10.200.2.0/24
| l l AS 65500 1 l
Data Center I ata Center
FortiGate FortiGate

Tunnel interface unnel interface Tunnel interface Tunnel interface
vpn-bri-l pn-bri-2 Internet vpnbri-3|  |vpn-bri4
025411 1026431 |i10.254.21

Tunnel interface Tunnel interface
vpn_ddi-2 vpn_dc2-2
10.254.1.2 10.254.3.2

Tunnel Interface | l |Tum1el interface

Branch
vpn_deHl| ortigate Jpn_deZ-l
1 4.0.2 i
0.254.0 A 65501 0.254.2.2

Branch network
10.0.0.0/24

This advanced deployment scenario provides a high-level picture of how to combine SD-WAN, IPsec VPN, and BGP
routing to provide a branch office with redundant connections to two remote data centers and the networks behind them.
Using this deployment scenario allows you to replace private or MPLS connections to data centers with lower-cost
encrypted SD-WAN connections over the Internet.

This scenario is intended for network engineers who are familiar with the FortiGate platform and are looking for an
example FortiOS 5.6 SD-WAN configuration. It does not include all of the required configuration steps but the intention is
to provide the information you need to implement SD-WAN technology.

Configuring the data center FortiGates

The configuration described here must be set up on Data Center 1 FortiGate and Data Center 2 FortiGate. The following
steps show how to configure Data Center 1 FortiGate (as shown in the diagram). You can repeat this configuration for
Data Center 2 FortiGate, substituting the proper IP addresses and interface names.

This configuration has the following objectives:

o Zero touch IPsec VPN provisioning of new branches

o Point-to-multipoint IPsec VPN

« Central management of data center access from each data center firewall

« Dynamic peering to share routing information between each branch and the data center

Each data center configuration includes dynamic (or dial-up) IPsec VPN, BGP, firewall policies to control access, and a
blackhole route for each branch office.
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Creating the data center side of the IPsec VPN

To facilitate zero touch provisioning of new spokes to establish VPNs on each data center FortiGate, this example uses
dial-up VPNs with auto-discovery-sender enabled in the ADVPN configuration.

Also, add-route is disabled to support multiple dynamic tunnels to the same host advertising the same network. This
dynamic discovery of the network is facilitated by the BGP configuration.

Wildcard security associations are used for phase 2 since BGP routes determine whether traffic is sent over the IPSec
VPN tunnel. In this example, IPsec VPN is added to each FortiGate interface connected to the Internet.

The Phase 1 configuration includes:

o Adynamic VPN tunnel name thatis 11 characters or less.

Setting type todynamic

Setting interface tothe Internet connected interface

Setting peertype toany
Setting add-routetodisable

Setting auto-discovery-sendertoenable

config vpn ipsec phasel-interface
edit "vpn-brl-1"

set
set
set
set
set
set
set
set
next

type dynamic

interface "vlan-3510"
peertype any

proposal aes256-shaz256
add-route disable

dhgrp 5
auto-discover-sender enable
psksecret <password>

edit "vpn-brl-2"

set
set
set
set
set
set
set
end

type dynamic

interface "vlan-3511"
peertype any

proposal aes256-sha256

dhgrp 5
auto-discovery-sender enable
psksecret <password>

The Phase 2 configuration includes:

o Setting phaselname tothe name of the phase 1 configuration

o Disablingpfs and replay
config vpn ipsec phase2-interface
edit "vpn-brl-1 ps"
set phaselname "vpn-isp-a"
set proposal aes256-sha256
set pfs disable

set replay disable

next
edit "vpn-brl-2 p2"

set phaselname "vpn-isp-b"
set proposal aes256-sha256
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set pfs disable
set replay disable
end

Adding addresses to the tunnel interfaces

The BGP configuration requires IP addresses assigned to the IPsec VPN tunnel interfaces that BGP peers over. The
ADVPN feature enabled by set auto-discovery-sender enable allows FortiOS to establish a point-to-multipoint
connection to each FortiGate.

The IPsec VPN tunnel interface ip is setto the IP address that the tunnels will connect to, and remote-ip is set to the
highest unused IP address that is part of your tunnel network. This adds two host-based routes to the FortiGate’s routing
table that point directly back to the branch FortiGate.

The IPsec VPN interface configuration includes:

e Settingthe ipto<vpn interface ip> 255.255.255.255
o Setting type to tunnel
o Setting remote-1ip to the highest unused IP address in the VPN subnet

o Setting allowaccess to ping to allow for confirmation that a point-to-point tunnel has been established between
the data center FortiGate and the branch FortiGate.
config system interface

edit "vpn-brl-1"
set vdom "root"
set ip 10.254.0.1 255.255.255.255
set allowaccess ping
set type tunnel
set remote-ip 10.254.0.254/24
set interface "portl"
next
edit "vpn-brl-2"
set vdom
"root"
set ip 10.254.1.1. 255.255.255.255.255
set allowaccess ping
set type tunnel
set remote-ip 10.254.1.254/24
set interface "port2"
end

Implementing route discovery with BGP

Network route discovery is facilitated by BGP and EBGP, which prevent the redistribution of routes learned that are
contained in the same autonomous system number as the host. Also, EBGP influences route selection on the branches
because of AS-Path prepending.

Enable ebgp-multipath to allow the FortiGate to dynamically discover multiple paths for networks advertised at
branches.

Configure neighbor-range and neighbor-group to allow peering relationships to be established without defining
each individual peer. The branch IPsec VPN tunnel interface addresses must be in the BGP peer range.

FortiOS 5.6 Cookbook 278
Fortinet Inc.



VPNs

The BGP configuration includes:

o Enabling ebgp-multipath

e Enabling soft-reconfiguration, link-down-failover, and ebgp-enforce-multihop for each BGP

peer in the neighbor group
o Adding the branch remote-as (which is 65501) to each peer configuration
o Settingthe prefix for the neighbor range to the network matching the BGP peers
« Configuring a network with the prefix of the network advertised into BGP

To facilitate the fastest route failovers, the following timers are set to their lowest values:

e scan-time
e advertisement-interval
e keep-alive timer

e holdtime-timer
config router bgp
set as 65500
set router-id 10.10.0.1
set ebgp-multipath enable
set scan-time 5
set graceful-restart enable
config neighbor-group
edit "branch-peeers-1"
set advertisement-interval 1
set link-down-failover enable
set soft-reconfiguritation enable
set remote-as 65501
set keep-alive-timer 1
set holdtime-timer 3
set ebgp-enforce-multihop enable
next
edit "branch-peers-2"
set advertisment-inteval 1
set link-downfailover enable
set remote-as 65501
set keep-alive-timer 1
set holdtime-timer 3
set ebgp-enforce-multihop enable
next
end
config neighbor-range
edit 1
set prefix 10.254.0.0 255.255.255.0
set neighbor-group "branch-peers-1"
next
edit 2
set prefix 10.254.1.0 255.255.255.0
set neighbor-group "branch-peers-2"
next
end
config network
edit 1
set prefix 10.200.1.0 255.255.255.0
next
edit 2
set prefix 10.200.0.0 255.255.255.0
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next
edit 3
set prefix 10.200.3.0 255.255.255.0
next
end
end

Controlling access to data center networks

Create firewall policies to allow users on the branch office networks to access the data center networks (behind the
FortiGate). Security profiles can be added to these firewall policies to inspect of layer 7 traffic.

Include a policy on the data center FortiGate to allow a branch FortiGate to check the health of the data center FortiGate
by allowing the branch FortiGate to ping the data center FortiGate IPsec VPN interface:

« Source interface: IPsec VPN interface

« Destination interface: Internal interface

» Source Address: Tunnel IP addresses of branch

» Destination Address: Data Center 1 FortiGate Internal interface
o Action: Accept

o Schedule: Always

» Service: ICMP

Policies to allow traffic from branch networks to reach data center networks should have the following firewall settings:

« Source interface: IPsec VPN interface

» Destination interface: Internal interface

o Source Address: Branch networks

« Destination Address: Date center networks

o Action: Accept

o Schedule: Always (or define a more restrictive schedule)
» Service: Allowed Service(s)

Pointing to branch offices with black hole routes

Itis a best practice to create black hole routes with destinations set to each branch network. If the FortiGate temporarily
loses connectivity with a branch network, traffic destined to that network is sent to the black hole until connectivity has
been restored.

Each Black hole route includes:

o Setting dst to the branch network IP address

o Settingthe distance to 254
config router static
edit 1
set dst 10.0.0.0/14
set distance 254
set blackhole enable
next
end
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Configuring Branch FortiGate

The following steps describe how to use the SD-WAN feature to set up the branch FortiGate with redundant connections
to the two data centers. This configuration includes the following:

 Client-side SD-WAN (intelligent load balancing based on link quality)
» A configuration template for quick deployment of branch FortiGates
« Split tunneling for Internet access from the branch office networks

The branch FortiGate configuration includes IPsec VPN, BGP, SD-WAN load balancing, and firewall policies to control

access.

Creating the branch side of the IPsec VPN

The IPsec VPN configuration is similar to a normal site-to-site VPN configuration. Wildcard security associations are
used for phase 2 since BGP routes determine whether traffic is sent over the IPSec VPN tunnel.

1. Create two Phase 1 configurations, one for each data center. These configurations include:

o Settingpeertype toany

e Setting remote-gw to the IP address of the data center.
config vpn ipsec phasel-interface

edit "vpn dcl-1"

set
set
set
set
set
set
next

interface "vlan-3000"

peertype any

proposal aes256-sha256
dhgrp 5

remote-gw 172.20.10.10
psksecret <password>

edit "vpn dcl-2"

set
set
set
set
set
set
next
end

2. Create two Phase 2 configurations, one for each data center. These configurations include:

interface "vlan-3001"

peertype any

proposal aes256-sha256
dhgrp 5

remote-gw 172.20.11.10
psksecret <password>

e Disablingpfs and replay

« Enabling auto-negotiate to ensure VPN establishment
config vpn ipsec phase2-interface

edit "vpn dcl-1 p2"

set
set
set
set
set
next

phaselname "vpn dcl-1"
proposal aes256-sha256
pfs disable

replay disable
auto-negotiate enable

edit "vpn dcl-2 p2"

set
set
set
set

phaselname "vpn dcl-2"
proposal aes256-sha256
pfs disable

replay disable
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set auto-negotiate enable
next
end

Adding IP addresses to the tunnel interfaces

To establish the point-to-multipoint IPsec VPN between the branch and the data center, the tunnel interfaces must
include the following IP addresses.

The IPsec VPN Interface configuration includes:

o Setting ip to the local IP address of the VPN interface

o Setting remote-1ip to the data center FortiGate’s IPsec VPN interface IP address
config system interface
edit "vpn dcl-1"
set vdom "root"
set ip 10.254.0.2 255.255.255.255
set allowaccess ping
set type tunnel
set remote-ip 10.254.0.1
set interface "wanl"
next
edit "vpn dcl-2"
set vdom "root"
set ip 10.254.1.2 255.255.255.255
set allowaccess ping
set type tunnel
set remote-ip 10.254.1.1
set interface "wan2"
next
end

Implementing route discovery with BGP

BGP allows the branch and data center FortiGates to dynamically discover routes from each other. To make this happen
add the data center FortiGate IPsec VPN tunnel interface IP addresses to the branch BGP configuration as BGP peers.

Routes that have the same network mask, administrative distance, and priority are automatically considered for SD-
WAN when the interfaces where those routes are learned are added to the SD-WAN interface group.

Begin by adding a route-map to set the extended tag to 10.

config router route-map
edit "add-tag"
config rule
edit 1
set set-extended tag 10
end

The branch BGP configuration includes:

o Enabling ebgp-multipath

e Enabling soft-reconfiguration, link-down-failover, and ebgp-enforce-multihop for each BGP
peer
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» Adding the data center remote-as (which is 65500) to each peer configuration
» Settingthe prefix for the neighbor range to the network matching the BGP peers
e Setroute-map-in tothe configured route-map tag (add-tag) for each BGP peer.

To facilitate the fastest route failovers, the following timers are set to their lowest values:

Setting up the load balancing SD-WAN configuration

The SD-WAN configuration sets up load balancing based on link quality. Link quality is determined by health checking;
which measures jitter, packet loss, and latency on each link. FortiOS dynamically creates policy routes that send traffic

scan-time

advertisement-interva

keep-alive

timer

holdtime-timer

config router bgp
set as 65501
set router-id 10.254.0.2
set keepalive-timer 1
set holdtime-timer 3

set ebgp-
set scan-

multipath enable
time 5

set distance-external 1
config neighbor
edit "10.254.0.1"

set
set
set
set
set
set
next

advertisement-interval 1
link-down-failover enable
soft-reconfiguration enable
remote-as 65500

route-map-in add-tag
ebgp-enforce-multihop enable

edit "10.254.1.1"

set
set
set

set
set
set
next
end
end

advertisement-interval 1
link-down-failover enable
soft-reconfiguration enable
remote-as 65500

route-map-in add-tag
ebgp-enforce-multihop enable

over the link with the highest quality.

1.

Create an SD-WAN Interface (also called a virtual WAN link) and add the IPsec VPN tunnel interfaces to it. These
members are also the BGP neighbors that are tied to specific interfaces.

config system virtual-wan-link
set status enable
config members
edit 1

set interface "vpn dcl-1"

next
edit 2

set interface "vpn dcl-2"

next
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end
end

2. Create SD-WAN Health-Checks for each data center network. Set server to the IP address of a server on the data

center network.

config system virtual-wan-link

config health-check
edit "datacenterl-net"

set
set
set
set

"10.200.1.1"
interval 1

failtime 1
recoverytime 3

server

next

edit "datacenter2-net"
server "10.200.2.1"
interval 1

failtime 1

set
set
set
set recoverytime 3
end

end
3. Add SD-WAN Service Rules to define the criteria for the policy routes. Criteria include:
« Protocol
o Destination Address
o Source Address
« Identity Based Group
« Internet Service Definition
« Source Port
o Destination Port

» Destination Tag
config system virtual-wan-link
config service

edit 1
set mode priority

dst-tag 10
health-check
priority-members 1 2

set

set "datacenterl-net"
set

next

edit 2

set
set
set
set

mode priority
dst-tag 10
health-check

"datacenter2-net"

priority-members 1 2

next
end
end

To dynamically determine the networks the policy routes point to, the routes learned from a BGP neighbor are matched
against a route map and matching routes are tagged. The service rules determine the routes to use based on these tags.

Controlling access from branch networks

Create firewall policies to allow users on the branch office networks to access the data center networks. Security profiles
can be enabled on these firewall policies to inspect layer 7 traffic.

Policies to allow traffic from the branch office to the data center networks:
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« Source interface: Internal interface

« Destination interface: SD-WAN interface

o Source Address: Branch networks

« Destination Address: Data center networks

o Action: Accept

o Schedule: Always (or define a more restrictive schedule)
» Service: Allowed services

Policies to allow traffic from the data center to the branch networks:

« Source interface: SD-WAN interface

« Destination interface: Internal interface

o Source Address: Data center networks

» Destination Address: Branch networks

« Action: Accept

o Schedule: Always (or define a more restrictive schedule)
o Service: Allowed Services

Brainpool curves in IKEv2 IPsec VPN

FORTIOS

5.6

VERSION
Remote Office

I\

FortiGate
192.168.180.0/24

IPsec VPN

70H Groups:
28,24, 30

Internet

HQ
FortiGate
192.168.1.0/24

7 g

Internal Network

Gateway
172257656

Gateway
1722617756

Internal Network

This recipe demonstrates how to establish a more secure IPsec VPN tunnel using high-level “Brainpool curves” for
greater encryption, as specified in RFC 6954.

Such high-level cryptography improves the confidentiality, authenticity, and integrity of an IKEv2 IPsec VPN tunnel,
which is typically limited by the weakest cryptographic primitive applied to the tunnel.

This recipe assumes that a VPN user group already exists. The example is demonstrated with a site-to-site IPsec VPN
tunnel between an ‘HQ’ FortiGate and a ‘Remote Office’ FortiGate.

Creating the HQ tunnel

Create a site-to-site IPsec VPN tunnel using the VPN Creation Wizard. You will later convert it to a custom tunnel.

1. Goto VPN > IPsec Wizard.
a. Inthe Name field, give the tunnel a name.
b. Selectthe Site to Site template and set the Remote DeviceType to Fortigate.
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c. Click Next.
@ VPNSetup ) @ Authentication » @ Policy & Routing
Name HQ_to_Remote
Template Type EICAGRICE Remote Access  Custom
Remote Device Type

Cisco
NAT Configuration No NAT between sites
This site is behind NAT
The remote site is behind NAT

2. Inthe Authentication tab:

a. Set /P address to the remote gateway interface. The Outgoing Interface should populate automatically.
b. Entera Pre-shared Key.

c. Click Next.
@ VPN Setup » @ Authentication ) €@ Policy & Routing
Remote Device [RGGIEH Dynamic DNS
IP Address 172.25.177.56
Qutgoing Interface [® wanl -

Detected via routing lookup

Authentication Method REGRIEIGEWIGIE Signature

Pre-shared Key ssssse @

3. Inthe Policy & Routing tab:

a. Select the Local Interface and set the Local Subnets and Remote Subnets. Ensure that the subnets do not
overlap.

b. Click Create.

Local Interface =2 internal -
Local Subnets 192.168.1.0/24

©
Remote Subnets | 192.168.180.0/24

©

The VPN Creation Wizard provides a summary of the VPN configuration.
Click Show Tunnel List.

@ The VPN has been set up

Summary of Created Objects
Phase 1 Interface HQ_to_Remote

Local Address Group HQ_to_Remote_local
Remote Address Group HQ_to_Remote_remote
Phase 2 Interface HQ_to_Remote
Static Route 5
Blackhole Route é
Local to Remote Policy 3

4

Remote to Local Policy

Add Another Show Tunnel List
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Customizing the HQ tunnel

1. Inthe IPsec Tunnels list, highlight the new tunnel and select Edlit.

<+ Create New & Edit i Delete &= Print Instructions
Tunnel Interface Binding Template Status Ref.
HQ to_Remote ® wan1 £2: Site to Site - FortiGate @Qlnactive 4

2. Inthe Edit VPN Tunnel dialog, click Convert to Custom Tunnel.

Edit VPN Tunnel

Tunnel Template 222 Site to Site - FortiGate | Convert To Custom Tunnel
Name HQ _to_Remote
VPN: HQ_to_Remoate
Comments @ to

(Created by VPN wizard) . gas5

3. Edit the Authentication section and enable IKE Version 2.

©@ 9
Authentication
Method Pre-shared Key -
Pre-shared Key ssssssee
IKE

Version 1

Peer Options

Accept Types Any peer ID -

4. Editthe Phase 1 Proposal section.
a. Deselect Diffie-Hellman groups 5 and 74 and select groups 28, 29, and 30.

¢ 9

Phase 1 Proposal | @ Add
Encryption AES128 w| Authentication | SHA25 «= %
Encryption AES256 w| Authentication | SHA25 + X
Encryption 3DES  w| Authentication | SHA25 = %
Encryption AES128 w| Authentication | SHAL w X
Encryption AES256 w| Authentication | SHA1T w %
Encryption 3DES  w| Authentication| SHA1 «| X

B30 229 @28 |27 (21 20
Diffie-Hellman Groups 19 18 17 16 15 14

5 2 1
Key Lifetime (seconds) 86400
Local ID
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5. Editthe Phase 2 Selectors section (don’t click the Add Button) and click Advanced....
a. Deselect Diffie-Hellman groups 5 and 14 and select groups 28, 29, and 30.

b. Click OK.
Phase 2 Selectors
Name Local Address Remote Address
HQ_to_Remote HQ_to_Remote_local HQ_to_Remote_remote &
Edit Phase 2 ¢ 9
Name HQ to_Remote
VPN:HQ_to Remote (Created by VPN
Comments wizard)
Local Address Named Addr = || HQ_to_Remote_local «
Remote Address Named Addr = || HQ_to_Remote_remo «
@ Advanced..

Phase 2 Proposal =~ @ Add
Encryption AES128 w| Authentication | SHA1 +
Encryption AES256 w| Authentication | SHAL =

Encryption 3DES | Authentication | SHA1

4

Encryption AES128 w| Authentication | SHA25

Encryption AES256 ¥| Authentication | SHAZ25

4

X X X X X x

Encryption 3DES w| Authentication| SHA25

4

Enable Replay Detection
Enable Perfect Forward Secrecy (PFS)
30 29 28 27 21 20

Diffie-Hellman Group 19 18 17 16 15 14
5 2 1

Local Port All

Remote Port All

Protocol All

Auto-negotiate ]

Autokey Keep Alive ]

Key Lifetime Seconds -

Seconds 43200

Creating and customizing the Remote Office tunnel

Repeat Creating the HQ tunnel on page 285 and Customizing the HQ tunnel on page 287 on the Remote Office
FortiGate, alternating names and IP addresses appropriately.

Ensure that the same Phase 1 and Phase 2 selectors are applied and that there are no overlapping subnets.
Results

On either FortiGate, navigate to Monitor > IPsec Monitor and verify that the tunnel status is Up. If it us not up, highlight
the tunnel and select Bring up.

¥ Refresh M Reset Statistics Bring Up @ Bring Down
Name Type Remote Gateway User Name Status
HQ to Remote & Custom 172.25.177.56 @ Up

You can confirm the use of Brainpool curves by performing diagnostics on the tunnel:
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1. Go to Monitor > IPsec Monitor, highlight the tunnel and select Bring Down.

2. Openthe CLI Console (>_) and enter the following command:
diagnose debug application ike 63
diagnose debug enable

<~

A\,

G

63 will remove encryption hash from the debug output, making it easier to read.

Return to Monitor > IPsec Monitor and bring the tunnel up again, then view the CLI Console.

While the SA proposal negotiates the tunnel, the output of the diagnose command should be similar to the following. The

relevant parts appear as bold font:

FGT 1

ike
ike
ike
ike
ike
ike
ike
ike

ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike

0:

O O O O o o o

# ike O:

:HQ to Remote:

:HQ to_Remote

:HQ to Remote:

:HQ to Remote:

:HQ to Remote:
:HQ to Remote:
>172.25.177.56:500,

FortiOS 5.6 Cookbook

Fortinet Inc.

:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to_Remote:
:HQ to_Remote:
:HQ to_Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to_Remote:
:HQ to Remote:

7:
7:

7:

7

received informational request
processing delete request (proto 3)

deleting IPsec SA with SPI 00£82773

deleted IPsec SA with SPI 00£82773,
sending SNMP tunnel DOWN trap for HQ to Remote

7

sending delete ack

sent IKE msg
len=80,

(INFORMATIONAL RESPONSE) :
id=262e65aadl2e5e8e/598faf8398c7acbe: 00000001
comes 172.25.177.56:500->172.25.176.56:500,ifindex=5....

IKEv2 exchange=CREATE CHILD id=262e65aadl2e5e8e/598faf8398c7acbe:00000002 len=656
received create-child request

comes 172.25.177.56:500->172.25.176.56:500,1ifindex=5....
IKEv2 exchange=INFORMATIONAL id=262e65aadl2e5e8e/598faf8398c7acbe:00000001 len=80
:HQ to Remote:
:HQ to Remote:

SA count:

172.25.176.56:500-

responder received CREATE CHILD exchange
responder creating new child
peer proposal:

1:
1: TSi 0 0:19
1: Tsr 0 0:19

7
9
9
5
7
7:HQ to Remote:
7:HQ to Remote:
7:HQ to Remote:
7:HQ to Remote:
7:HQ to Remote:
7:HQ to Remote:
7:HQ to Remote:
7:HQ to Remote:
7:HQ to Remote:
7:
7
7
7
7
7
9
9
9
7
7
9
9
7
9

HQ to Remote:

:HQ to Remote:
:HQ to Remote:
:HQ to_Remote:
:HQ to_Remote:
:HQ to_Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to_Remote:
:HQ to Remote:

2
2

1
1
1
1
1
1
1
1
1
1
1
1:
1:
1
1
1
1
1
1
1
1
1
1
1

trying

matched phase?2
accepted proposal:

.168.180.0-192.168.180.255:0
.168.1.0-192.168.1.255:0

TSi 0 0:192.168.180.0-192.168.180.255:0
TSr 0 0:192.168.1.0-192.168.1.255:0

autokey

incoming child SA proposal:

proposal id =

protocol = ESP:

encapsulation

type=ENCR, val=AES CBC

type=INTEGR,

(key len = 128)

type=DH_GROUP, val=ECP512BP
type=DH_GROUP, val=ECP384BP
type=DH_GROUP, val=ECP256BP

type=ESN,

proposal id =

protocol = ESP:

encapsulation

type=ENCR, val=AES CBC

type=INTECR,

val=NO
matched proposal id 1

(key len = 128)

type=DH_GROUP, val=ECP512BP

type=ESN,

val=NO

0
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ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike

O O O O O O O OO o o o o

:HQ to Remote:7
:HQ to Remote:7
:HQ to Remote:7
:HQ to Remote:7
:HQ to Remote:7
:HQ to Remote:7
H
7
7
7
7
7
7

:HQ to Remote

:HQ to Remote:
:HQ to Remote:
:HQ to_Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
>172.25.177.56:500,

:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
:HQ to Remote:
sent IKE msg

len=336,

I = T e = T S S S S e Sy B e

(CREATE CHILD RESPONSE) :

lifetime=43200

PFS enabled, group=30

replay protection enabled

set sa life soft seconds=42929.

set sa life hard seconds=43200.

IPsec SA selectors #src=1 #dst=1

src 0 7 0:192.168.1.0-192.168.1.255:0

dst 0 7 0:192.168.180.0-192.168.180.255:0
add IPsec SA: SPIs=2bf96e39/00f82774
added IPsec SA: SPIs=2bf96e39/00f82774
sending SNMP tunnel UP trap

responder preparing CREATE CHILD message
172.25.176.56:500-

id=262e65aadl2e5e8e/598faf8398c7acbe:00000002

Note how the SA proposal finds the first matching encryption type, in this case ECP512BP (DH Group 30), which
represents ‘Elliptic Curve Parameter 512-bit Brainpool Primitive’.

The diagnostic debug will run for 30 minutes, but you can stop it with these commands:

diagnose debug disable
diagnose debug reset
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This section contains examples about creating and configuring WiFi networks.

Setting up WiFi with a FortiAP

FORTIOS

5.6

VERSION

@
S

(=) | M

port16| FortiGate | Wan!

(tunnel mode)
Wireless user -—

This examples shows how to set up a WiFi network with a FortiGate managing a FortiAP in Tunnel mode.

You can configure a FortiAP unit in either Tunnel mode (default) or Bridge mode. FortiAP in Tunnel mode uses a
wireless-only subnet for wireless traffic. In Bridge mode, the Ethernet and WiFi interfaces are connected (or bridged)
allowing wired and wireless networks to be on the same subnet.

For information on using a FortiAP in Bridge mode, see Setting up a WiFi Bridge with a FortiAP on page 298.
Connecting and authorizing the FortiAP unit
1. Go to Network > Interfaces and edit the interface that connects to the FortiAP (in this example, port 16).

Set Addressing mode to Manual and set an IP/Network Mask.
Under Administrative Access, enable CAPWAP and optionally enable PING to test your connection.
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Under Networked Devices, enable both Device Detection and Active Scanning.

Interface Name port16 (08:5B:0E:1F:D4:3F)

Link Status Up ©

Type Physical Interface

Role € LAN -
Address

Addressingmode  [[iuiall DHCP PPPoE  Dedicated to FortiSwitch
IP/Network Mask | 10.10.10.10/255.255.255.0

Administrative Access

IPv4 || HTTPS PING _ HTTP O | FMG-Access | CAPWAP
| SS5H SNMP FTM RADIUS Accounting
FortiTelemetry

@O DHCP Server

Address Range
+ CreateNew 4" Edit il Delete

Starting IP EndIP
10.10.10.1 10.10.10.9
10.10.10.11 10.10.10.254

Netmask 255.255.255.0

Default Gateway RBEEES L=y ==11:8 Specify
DNS Server L R e Bl Same as Interface IP | Specify

Metworked Devices

Device Detection @
Active Scanning @

2. Connect the FortiAP unit to the interface.

(-)]

FortiAP

I" Port 16

FortiGate
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Go to WiFi & Switch Controller > Managed FortiAPs.
The FortiAP is listed as not authorized as indicated by the € in the State column.
By default, FortiGate adds newly discovered FortiAPs to the Managed FortiAPs list but does not authorize them.

Access Point State Connected Via SS51Ds Channel FortiAP Profile Clients

Right-click the FortiAP, and select Authorize.
Access Point « State Connected Via S51Ds Channel FortiAP Profile Clients

# Edit

>_ EditinCLI
E] Delete
& Authorize

Assign Profile *

Wait a few minutes after the device interface goes down, then select Refresh and the ﬁ icon confirms that the
device is authorized.

Ensure your FortiAP is on the latest firmware. If the OS Version column shows A new firmware version is available,
check the release notes for your product.

Access Point State Connected Via 551D Channel FortiAP Profile Clients OS5 Version -
Radio 1: All Radiol:0 Radio 1: 0 JFP221C-v5.4-build0339
FP221C3X14019926 @ i 1010101- m portlé Radio 2: All Radio2: 0 FAP221C-default Radio 2:0 new firmware version |5 avallable

You can download the firmware images from the support site to your Local Hard Disk, or you can select A new
firmware version is available and download the latest version directly from FortiGuard.

Upgrade Firmware

Upgrade From m Local Hard Disk

Upgrade to Version FP221C-v5.6-build0467

Creating an SSID

1.

Go to WiFi & Switch Controller > SSID and create a new SSID.
Set Traffic Mode to Tunnel.

Set an IP/Network Mask for the wireless interface.

Enable DHCP Server.

Enable Device Detection.

Enable Active Scanning.

Name the SSID (in this example, MyNewWiFi).

Set the Security Mode and enter a secure Pre-shared Key.
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Enable Broadcast SSID.

Interface Name wireless

Alias

Type WiFi SSID -
TrafficMode €@ JEQORMUSN s Bridge & Mesh
Address

IP/Network Mask | 10.10.12.1/255.255.255.0

Administrative Access

|Pva HTTPS PING HTTP @ FMG-Access

SNMP FTM RADIUS Accounting
FortiTelemetry

@ DHCP Server
Address Range

+ CreateNew = #" Edit  [i] Delete

Starting IP End IP
10.10.12.2 10.10.12.254
Netmask 255.255.255.0

Default Gateway REELEEA G110 Specify

DNS Server LT SRS G IRV Bl Same as Interface IP | Specify

Networked Devices
Device Detection @ @
Active Scanning O

WiFi Settings

551D MyNewWifi
Security Mode WPAZ2 Personal
Pre-shared Key €9 ssassane
Broadcast SSID O

Creating a custom FAP profile

1. Go to WiFi & Switch Controller > FortiAP Profiles and create a new profile.
Set Platform to the FortiAP model you are using (in this example, FAP221C).

Set the Country/Region.
Set the AP Login Password.
Under Radio 1, set Mode to Access Point.
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Leave SSIDs as Auto.
Mew Faorti&P Profile

MName MyProfile

Comments Wirite a comment... | osess
Platfarm FAPZ21C -
Country f Region Canada -

AP Login Password €% Set

Split Tunneling

Include Lacal Subnet € OB
Split Tunneling Subnet{s) CB

Radioc 1

Made Dizabled Dedicated Monitor
WIDS Prafile >

Radio Resource Provision (B

Client Load Balancing Frequency Handoff AP Handoff
Band 24 GHz | 802 11nfgib -

Channel Width 20MHz

Short Guard Interval >

Channels ¢ 1 ¥ b s 11
Tx Power Control Auto BEEGIET

TH Power E| 100%

SSi0s € Auto WEERTE!

2. Go to WiFi & Switch Controller > Managed FortiAPs and right-click the FortiAP you added earlier.

Select Assign Profile and set the FortiAP to use the new SSID profile (in this example, MyProfile).
By default, the FortiGate assigns all SSIDs to this profile.
It might take a few minutes for the State column to show that the AP is Online.

Access Point State Connected Via S5IDs Channel FortiAP Profile Clients 05 Version = Ref.
. Radio 1: All Radiol: 11 Badio 1: 0 :
FP221C3X14019926 & i 10,10,10,1 - m portils Radio 2 All Radio- 140 MyH # Edit 021 FP221Cw5.6-bulldD4s7 O
»_ EditinCLI
T Delete
© Deauthorize
'O Restart
|!| LUpgrade
Assign Profile v} FAP221C-default
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Allowing wireless access to the Internet

1. Goto Policy & Objects > IPv4 Policy and create a new policy.
Set Incoming Interface to the SSID.

Set Outgoing Interface to your Internet-facing interface.

Ensure NAT is enabled.

Name @ wireless-policy

Incoming Interface | & MyNewWifi (wireless) x
+

Outgoing Interface [ wan1 x
+

Source E all x
+

Destination B an x
+

Schedule E always v

Service ALL x
+

Action V¥ Yeleiagll @ DENY ™ LEARN O [Psec

Firewall / Network Options

NAT ©

Results

1. Connect to the SSID with a wireless device. After a connection is established, browse the Internet to generate

traffic.

#0000 ROGERS & 5:22PM

£ Settings Wi-Fi

Wi-Fi

v MyNewWifi

CHOOSE A NETWORK...

Other...

Ask to Join Networks

no known
asked before joining a new
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2. From the policy list page, right-click your wireless policy and select Show in FortiView or go directly to FortiView > All

Sessions.
Seq.# Name From To Source Destination Schedule

1 wirelesspolid pojicy status 5) wanl 3 all & all [0 always

2 Internet-acc @ wanl E all E all E always

3 Implicit Deny,| Co O any B an B an always
Py

I Paste ’
#+ Insert Empty Policy *
F& Clone Reverse

A Rename Policy
# Insert Section Label
ré Show Matching Logs
| Show in Figrtwiew
3. You can view more details by selecting the tabs (Sources, Destinations, Applications, Countries, Sessions).
& O % PolicyType: IPvd4 X Policy: wireless-policy © Add Filter x B~ Onow-
Summary of wireless-policy
Policy Name wireless-policy
Policy ID 2
Bytes (Sent/Received) 4B53kE IR
Bandwidth 496 bps IE—
Sessions 50
Time Period Realtime
FortiGate FG100D3G13818309

Sources Destinations  Applications Countries Sessions

Source Device Source Interface Bytes (Sent/Received) Sessions Bandwid
10.10.12.2 @ iPhone  F MyNewWifi [wireless) 13441kB = 49 496bps =
FortiOS 5.6 Cookbook
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Setting up a WiFi Bridge with a FortiAP

FORTIOS

: 5.6
Ly 28

wan |
ITZ25.1T6.81
) () i
5 FortiAP lan
Wireless User (bridge mode) 192.168.11 | FortiGate
192.168.1.3 F R P
192.168.1.2

In this example, you set up a WiFi network with a FortiGate managing a FortiAP in Bridge mode.

You can configure a FortiAP unit in either Tunnel (default) or Bridge mode. In Bridge mode, the Ethernet and WiFi
interfaces are connected (or bridged) to allow wired and wireless networks to be on the same subnet. Tunnel mode uses
a wireless-only subnet for wireless traffic.

For information about using a FortiAP in Tunnel mode, see Setting up WiFi with a FortiAP on page 291.

Connecting and authorizing the FortiAP unit

1. Go to Network > Interfaces and edit the /an interface.
Set Addressing Mode to Manual and set an IP/Network Mask.

Under Administrative Access, enable CAPWARP and optionally enable PING to test your connection.
Enable the DHCP Server.
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Under Networked Devices, enable both Device Detection and Active Scanning.

Type

Interface Members

Role €
Address

Hardware Switch

Oport1 X © port2® O porta %
© portd X o port5 %X o porté %X

Dport7% @ porta X O porto %
+

LAN

Addressingmode  [[Eatal] DHCP  PPPoE | Dedicated to FortiSwitch

IP/Network Mask

192.168.1.1/255.255.255.0

Administrative Access

[Pv4 HTTPS
S5H

PING HTTP ©
SNMP FTM

FortiTelemetry

@ DHCP Server

Address Range

=+ Create New

Starting IP
192.168.1.2

Netmask

& Edit T Delete

End IP
192.168.1.254

255.255.255.0

Default Gateway REIWEEHLUEERIZE Specify

DNS Server
Advanced...

MNetworked Devices

Device Detection @O
Active Scanning @O

2. Connect the FortiAP to the /an interface.

PP Y
11|
Fa_rﬁGat‘a

(-))]

FortiAP

3. Go to WiFi & Switch Controller > Managed FortiAPs.
The FortiAP is listed as not authorized as indicated by the 2] in the State column.

By default, FortiGate adds newly discovered FortiAPs to the Managed FortiAPs list but does not authorize them.

Access Point

FortiOS 5.6 Cookbook
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State Connected Via Channel FortiAP Profile Clients

199 14812 .
[T TRyl y OIS

FMG-Access I CAPWAP
RADIUS Accounting

L= CESRS LRVl Same as Interface IP | Specify
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4. Right-click the FortiAP and select Authorize.

* CreateNew & Edit [ Delete &¥ Refresh @& Authorize m Radio Managed FortiAPs 1/32
Access Point State Connected Via Channel FortiAP Profile Clients 05 Version = Ref.
FP221C3X14015926 # Edit 2 an oodio2.0  FAP221C-default
»_ EditinCLI
Tl Delete
@ Authorize dp

5. Wait a few minutes after the device interface goes down, then select Refresh and the 0 icon confirms that the
device is authorized.
Ensure your FortiAP is on the latest firmware. If the OS Version shows that a newer firmware version is available,
check the release notes for your product.

Access Point State Connected Via Channel FortiAP Profile Clients 05 Version «

Radiol:0 Radio 1: 0 JFP221C-v5.4-builld0339
FP221C3X14019926 @ ¢ 192.168.1.2- 3G lan Radio2:0 " P221C-default Radio 2:0 E new firmware version Is availablsl

6. You can download the firmware images from the support site to your Local Hard Disk, or you can select A new
firmware version is available and download the latest version directly from FortiGuard.

Upgrade Firmware x

Uploading FP221C-v5.4-build0467

& Upgrade complete, the units will be rebooted automatically.

Creating an SSID

1. Goto WiFi & Switch Controller > SSID and create a new SSID.
Set Traffic Mode to Bridge.

FortiOS 5.6 Cookbook 300
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Configure the WiFi Settings as you would for a regular wireless network and set a secure Pre-shared Key.

Wik Settings
S50 Rl A

Security Mode WEAZ Personal
Pre-shared Key @ seseveeee

Local Standalone €9
Local Authentication €9
Client Limit

O N N®

Multiple Pre-shared Keys

Schedule € always
Block Intra-SSI10 Traffic »

Optional YLAMN 1D a

Broadcast Suppression @@ | ARPs for known clients

DHCF Uplink

Filter clients by MATC Address

RADOILS server »
Laocal »
YLAMN Pooling »

Creating a custom FortiAP profile

1.

Go to WiFi & Switch Controller > FortiAP Profiles and create a new profile.
Set Platform to the FortiAP model you are using (in this example, FAP221C).

Select the Country/Region.

Setthe AP Login Password.

Under Radio 1, set Mode to Access Point.

Set SSID to use the new SSID profile (in this example, MyWiFi).
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Set Radio 2 to Disabled.
Mewy Farti&sP Profile

MName My rofile

Comments Wyrite 3 comment. . PR
Platform FARZ21C -
Country / Region

AP Login Password €

Split Tunneling

Include Local Subnet €& CB
Split Tunneling Subnet(s) CB

Radio 1
Maode Dizabled Dedicated Monitor
WIDS Profile @
Radio Resource Provision C
Client Load Balancing Frequency Handoff AP Handoff
Band 24 GHz | 802 1infy =
Channel Width 20MHz
Shart Guard Interval @
Channels 4 1 4N
T Power Control Auto BEERDPE
TH Pawer
s510s & Auto EEERIEL
&8 MyWIFT (wireless) %
+
Radio 2

Access Point | Dedicated Monitar

2. Go to WiFi & Switch Controller > Managed FortiAPs and right-click the FortiAP.
Select Assign Profile and set the FortiAP to use the new SSID profile (in this example, MyProfile).

It might take a few minutes for the State column to show that the AP is Online.

Access Point State Connected Via Channel FortiAP Profile Clients OSVersion «
FP221C3X14019926 @ 42192.168.12- 38 lan zzi:g;’_g FAP221Cdefault 29070 Ep221cys 6-buildo4s7

# Edit
»_ EditinCLI
W Delete

© Deauthorize
"D Restart
|£| Upgrade
Assign Profile » 2N errilei ST

MyProfile &y
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Results

1. Connect to the SSID with a wireless device. After a connection is established, browse the Internet using the wireless

network configured in this recipe.

#0000 ROGERS & 5:22PM

£ settings Wi-Fi

Wi-Fi

v MyWifi

CHOOSE A NETWORK...

Other...

Ask to Jain Networks C

Known networks will be joined automatically. If
no known networks are available, you will be
asked before joining a new network.

2. Onthe policy list page, right-click your LAN to WAN Internet access policy and click Show in FortiView.

Seq#t Name Source Destination Schedule Service Action MNAT Security Profiles
[Ellan-wan1l(1-1)
1 Internet-access L5 all Sal " ACCEPT @ Enabled +

= select Entries

Implicit (2 - 2) Policy Status

4] Copy
r' Paste L

4 Insert Empty Policy *
F& Clone Reverse
A Rename Policy
|"'|f| Show Matching Logs

e Show in FortiView <3
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3. You can view more details by selecting the tabs (Sources, Destinations, Applications, Countries, Sessions).

€« °

® Policy Type: IPv4 X Policy: Internet-access | & Add Filter

Summary of Internet-access
Policy Name Internet-access
Policy ID 1

Bytes [Sent/Received) 144 MB W

Bandwidth 29544 kbps N
Sessions 62
Time Period Realtime
FortiGate FG100D3G13818309
Sources Destinations Applications Countries Sessions
Source Device Source Interface Bytes (Sent/Received) « Sessions =
19216813 ® iPhone G lan 144MB 62

8| EH~- Onow- &

Bandwidth <

295kbps M

4. Goto Log & Report > WiFi Events to see the detected client IP and authentication logs.

#  DatesTime Level Actian
1 13:22:24 L L] client-ip-detected
2 132224 (1] client-authentication

Message

Client e0:c7:467-42-21:05 had an |P address detected (by DHCP packets).
Client e0:c7:67:42:21:05 authenticated.

55D Channel Band
B02.11n
B02.11n

5. Go to Monitor > WiFi Client Monitor for user details and Monitor > WiFi Health Monitor for the AP Status.

AP Status

M Ugtime > 24 hours

B Rebooted within 24 hours
M Down/Missing

Top Wireless Interference - 2.4 GHz Band

No data
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Client Count Crver Time

mnw 30 Days

W Clients

]
1545 1550 1555 1400 1605

Active Clients by AP - 2.4 GHz Band

1615 1420 16325

B FPZZ1CIN14019926

304



WiFi
Filtering WiFi clients by MAC address

FORTIOS

5.6

VERSION

Internet

= L § MAC allowed?
)355?} = WiFi access granted
-

MAL denled?
= WiFi access rejected

In this example, you configure a managed FortiAP to filter client devices based on MAC address. Only authorized
devices have access to the wireless network.

Acquiring the MAC address

This list does not include all device types. Instructions are accurate when this was published. Older or newer operating
systems might have different instructions.

To acquire the MAC address of a device:

o Windows: Open the command prompt and type ipconfig /all.
The MAC address of your Windows device is the Physical Address, under information about the wireless adapter.

o Mac OS X: Open Terminal and type i fconfig enl | grep ether.
The MAC address displays.

» i0OS: Go to Settings > General > About.
The Wi-Fi Address is your iOS device's MAC address.

» Android: Go to Settings > About Device > Status.
The Wi-Fi MAC address is your Android device's MAC address.

Creating the FortiAP interfaces

1. Goto Network > Interfaces and create an internal FortiAP interface.
Set Addressing mode to Manual and set an IP/Network Mask.

Under Administrative Access, enable CAPWARP.
Enable DHCP Server. The Starting IP and End IP address range should automatically populate.
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Enable Device Detection and select OK.

Address
Addressing mode DHCP  PPPoE | Dedicated to FortiSwitch
IP/Network Mask 10.11.12.1/255.255.255.0 |

|Pvé Addressing mode DHCP
|Pwé Address/Prefix =0

Administrative Access

|Pvd B HTTPS HTTP © PING [ FMG-Access | CAPWAP
4 SS5H B SNMP O FTM 4 RADIUS Accounting
1 FortiTelemetry

IPvé Administrative Access [ HTTPS HTTP & I PING O FMG-Access [ CAPWAP
[ SSH ] SNMP O FTM

& DHCP Server

Address Range
+ Create New # Edit m Delete

Starting IP End IP
10.11.12.2 10.11.12.254
Netmask 255.255.255.0

Default Gateway

Same as Interface |P gE=lslat

DINS Server Same as Sy B Same as Interface IP Specify
FortiClient On-Net Status @O
£ Advanced..

Networked Devices

Device Detection @O
Active Scanning @
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Defining a device using its MAC address

1. Goto User & Device > Custom Devices & Groups and create a new device group.
In this example, a broad Mobile Devices group is created for all mobile phones.

Mews Device Group

Marme MWohile Devices

Members Android Phone x
8 BlackBerry Phone x
L IF Phone ®
# iFhone »®
= Windows Phane b

+
0/255
Comments P

2. Create a new device definition.
Set the MAC Address to the device's address.

For Device Type, select Mobile Devices.

MNew Device

Alias Mly-Android

MAC Address 1§

Additional MACSs +

Device Type Android Phone -
Custom Groups L3 Mohile Devices X

+

Avatar [ﬁ

=4 © UploadImage B Capture Image

Asset Tags +
0/255
Comments p

Creating the new SSID

1. Goto WiFi & Switch Controller > SSID and create a new SSID.
Set Traffic Mode to Tunnel.

Select an IP/Network Mask for the wireless interface.

FortiOS 5.6 Cookbook
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Select Entries

), phone

& DEVICE CATEGORY (5)
Android Phone

8 BlackBerry Phone

L. IF Phone

% iPhone

= Windows Phone

& Remove Image
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Enable DHCP Server and Device Detection.

MNew Interface

Interface Name FortiAP-221C

Alias FortiAP-221C

Type WIiFi 551D -
TrafficMode @ ROBOLLEN 25 Bridge =2 Mesh

Address

IP/Network Mask 10.10.10.1/255.255.255.0
|Pv6 Address/Prefix | /0

Administrative Access

1Pv4d HTTPS HTTF © PING FMG-Access
55H SNMP FT™M
RADIUS Accounting FortiTelemetry

IPvé Administrative Access [ HTTPS HTTP © 1 PING [1 FMG-Access
] SSH ] SNMP OFT™M

& DHCP Server

Address Range
= Create New # Edit i Delete
Starting IP EndIP
10.10.10.2 10.10.10.254
Netmask 255.255.255.0

Default Gateway Same as Interface IP elEuiiY
DNS Server LEINCELRSTS GVl Same as Interface IP Specify

FortiClient On-Met Status @O
Advanced...

Networked Devices

Device Detection @ €@
Active Scanning O

2. Under WiFi Settings, name the SSID (in this example, MySecure WiFi).
Select a Security Mode and enter a secure Pre-shared Key.

Enable Broadcast SSID.
Under Filter clients by MAC Address, enable Local and select Add from device list.
Add the device you configured earlier and set its Action to Accept.
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Set the Action for Unknown MAC Addresses to Deny.

Wikl Settings

SsID MySecureiFi

Security Mode VWPAZ Personal -
Pre-shared Key & srereree @
Client Limit »

Multiple Pre-shared Keys B

Broadcast 3510 O

Schedule € always -

Block Intra-SSID Traffic »

Split Tunneling

ARPs for known clients b 4
CHCP Uplink »®

ol®)

Eroadcast Suppression

Filter clients by MAC Address
FADIUS server »
Local O

+ Create New | #* Edit | I Delete B Add from device list

MAC Address Action Alias
. Accept Mly-Android
Unknown MAC Addresses Deny

3. Connect the FortiAP unit to the interface configured earlier.

Managing the FortiAP

1. Go to WiFi & Switch Controller > Managed FortiAPs.
If the FortiAP is not listed, wait a few minutes. If the device still does not appear, select Create New > Managed AP.
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When you enter the Serial Number, the default FortiAP Profile for that model is applied.

[News Managed AP
Serial Mumber A3
MName FortiaP-221C
Comments Wite a comment. ..
| Dizs
State
Autharized @
WTP Mode  Mormal
Wireless Settings
FortisP Profile | FARP221C-default -~ 4
(» OQverride Split Tunneling
(» Override AP Login Password
Authorizing the managed FortiAP
1. Right-click the FortiAP and select Authorize.
Access Point = State Connected Via SSIDs Channel Clients 05 Version
" a & . o o Radio 1. &% MySecureWIFi (FortiAP-221C) Radiol: 1 Radic 1: 0 £ .
sl s 7 Edit *10-11.12.20- B internalld g, 5: ¢4 MySecureWiFi (FortiAP-221C) Radio2- 140 Radio2:0 |1 221CV5.6-bulldo476
»_ EditinCLI
E Delete
@ Authorize
D Restart
o Upgrade
Aszign Profile »

The device interface is initially down.

2. Wait a few minutes, then select Refresh and the ﬁ icon confirms that the device is authorized.
Access Point = Ltate Connected Via SSiDs Channel Clients 05 Version

Radio 1; #=4 MySecureWiFi (FortiaP-221C) Radiol: 1 Radio 1: 0

Radio 2: 4 MySecureWiFi [FortiAP-221C) RadioZ 132 Radio2:0 @22 Cv3.6-buildD47s

FortiAP-221C 410111220 # internalls
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Editing the default FortiAP profile

1. Go to WiFi & Switch Controller > FortiAP Profiles and Edit the default profile for your FortiAP model.

ssiDs © oo [

(=) MySecureWiFi (FortiAP-221C) %
+

For all radios you want to use, set the SSID to Manual and select the SSID created earlier.

Allowing wireless access to the Internet

1. Go to Policy & Objects > IPv4 Policy and create a new policy.
Set Incoming Interface to the SSID.

Set Outgoing Interface to your Internet-facing interface.

Enable NAT.
MNew Policy
Name € WiFi-wan1
Incoming Interface = MySecureWiFi (FortiAP-221C) %
+
Outgoing Interface | M wanl X
+
Source = all ®
+
Destination & all 4
+
Schedule 08 always -
Service ) ALL »®
+
Action Ay eeaul @ DENY ™= LEARN L IPsec
Firewall / Network Options
NAT O
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Results

1. Use the authorized device to connect to the broadcast SSID (in this example, MySecureWifi).
2. Goto Log & Report > WiFi Events and verify the authorized connection.

-
w

2
1
2
3
4
]
&
?
a
L]

W
11
12

o | Asd Filter

DiateTima

15:24:40
15:24:38
152333
15:23:21
15:2%20
15: 2518
15:23:14
15:23:43
152313
152313
15:23:12
152312

Lewwnl

Action
dienl-ip-detactsd
client-authentication
‘aper-txpower
aper-tkpower
oper-channg
qiper-channe
aper-txpower
aper-tpower
aper-TEpoweT
‘oper-tupower
Lonfg- tepower
O~ Dipecare

Mitiage

S50

Chanesl

Clieerit I 11 i | P sl duticted by DHCP packets).  MySecuredViFi 140

Clier I . 1o cated,

AP FortlAP-221C radio 2 oper Depower 1§ changed to 18 dBm.
AP FortiAP-2Z1C radio 2 oper txpower is changed to 31 dBm.
AP FortiAP-221C radio 2 operaling channed 0 === 140,

AP FortlAP- 2210 radia 1 operating channel 0 === 1,

AP FortlAP-221C radio 1 opar txpower ks changed to 17 dBm.
AP FortlAP-221C radio 1 oper Bipower 18 charged ta 17 dBm.
AP FortiAP-221C radio 2 oper Dipower i changed to 31 dBm
AP FortlAP- 2210 radia 1 oper tpower |5 changed to 18 dBm.
AP FortlAP-2210C radio 2 ofg tapower is changed to 17 dBm
AP FortlAP-221C radio 1 o Doy s changed 1o 27 dBen

My SacurehViFi

140

Log Ditails

* B Genersd
Dt 111073017
Time 15:24:40

Wirtual Domain  root

Log Desoription Winskess dient 1P assigred

B scurce

P 1010102
BAALC

Interface FortiAP-221C
S50 ety SecureWiFi
User 2 NA
Group N

3. Try to connect using an unauthorized device and verify that the connection is rejected.

-
F

Bl
1

2

i
4

5
&

7
4

4

11

& | @ AddFilber

DateTime

15:26:23
15:26:23
15:28:33
15:26:32
15:26:32
15:26:32
15:24:40
15:24:38
15:23:23
1523521
152530
15:2318
15:23:14
15:23:43
152313
152313
15:23:12
152312

Lenvel

ACTion
client-denial
client-denial
lient-denial
dient-denial
client-denial
dlient-denial
liwnt-ip-detactad
dient-authentcation
aper-tkpower
Dper-DEpiwer
aipar-channed
aper-channs
oper-txpower
Oper-Dpower
aper-TEpoweT
‘Oper-tupower
conifig-bepower
Lo Deparer

Mesiage
Chieen . [T e i
Clien: [ i,
it I i
Crient [N i
Chien: I - i
Cliery: [ il

Cligent: [N i an 1P address detected by DHCP packetst

Client I ot cated.

AP FortiAP-2Z1C radio 2 oper txpower is changed to 18 dBm.
AP FortiAP-221C radio 2 oper Lspower 13 charged o 71 dBm
AP FortlAP- 2210 radia 2 operating channel 0 === 140

AP FortlAP-221C radia 1 operating channel === 1.

AP FortlAP-221C radio 1 oper txpower Is changed to 17 dBm.
AP FortiAP-2Z21C radio 1 oper Bipower 18 charged 1o 17 dBm
AP FortlAP-221C radio 2 opar Dipower i changed to 31 dBm
AP FortlAP-221C radio 1 oper Dopower 1§ changed to 18 dBm.
AF FortlAP-221C radio 2 off, bopower is changed to 17 dBm
AP FortlAP-2Z1C radio 1 ofg taporever is changed 1o 27 d B

S0
MySecursWViFi
MySecureViFi
MySecureWiFl
MySecursWiF]
MySacurs'WWiFi
MySacureViFi
MySacureWNiFl
MySecureWIFl

140

= B Genersl
Date 1112017
Time 15:26:23

Wirtual Domaln oot

LegDiescription Winghess cient deniiad

B Source

P oaa

LT

Inberface FortlAP-221C
2 FhySecureWiFl

Lsar & N
Group A
B Actien

Action  clierd-denial

Reason STA denied due o BYOD-ACL on associstion

B Security

Liwsd -

Sacurity Mods WPAZ Personal
Encryption AES

4. Go to Monitor > WiFi Client Monitor to view the status of the connected WiFi clients.

T 35D %
b= Wy SecureViFi
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T FortiaP = T User 2

FortiAp-221C {2

TIP% T Devke = T Channel =

T Bandwidth TwRx =
100102 & My Android 140 Do

5048

T Sigral SrengttvMolze =

T Signal Strength =

T Assodation Time =
— 450 2ATA10 152459
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Dual-band SSID with optional client load balancing

Client using 5GHz

: T g :
(( . )) — l l o interng
FortiAP FortiGate s S

it

Client using 24 GHz

This example shows you how to configure your FortiAP to broadcast the same SSID on both WiFi bands: 2.4GHz and
5GHz. This example includes information about using client load balancing.

This example uses a FortiAP model with two radios that is configured in your network with an SSID (MyWiFi).

For more information, see Setting up WiFi with a FortiAP (tunnel mode) or Setting up a WiFi Bridge with a FortiAP (bridge
mode).

Configuring the dual-band SSID

This example uses a FortiAP 221C to broadcast the dual-band SSID with Radio 1 broadcasting using the 2.4GHz band
and Radio 2 using the 5GHz band.

1. Go to WiFi & Switch Controller > FortiAP Profiles and create a FortiAP profile.
Set Platform to the model of your FortiAP.

Set the Country/Region.
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Under Radio 1, set SSIDs to Manual and select the SSID.

Name | Dual-band-SSID |
Comments | Write a comment... //J /255
Platform | FAP221C -
Country/Region | United States - |
AP Login Password €  Set Set Empty
Radio 1

Mode Disabled Dedicated Monitor

WIDS Profile >
Radio Resource Provision Cl

Client Load Balancing [ Frequency Handoff ) AP Handoff

Band 24GHz | 802.11n/g/b -

Channel Width 20MHz

Short Guard Interval »

Channels 1 4 11

TX Power Control

TX Power L 100%,

ssiDs € I Manual |

+

(=) MyWiFi (wireless) x

2. Under Radio 2, set SSIDs to Manual and select the SSID.
Radio 2

Mode Disabled EX===:1u8 Dedicated Monitor

Radio Resource Provision (B

Frequency Handoff AP Handoff

Client Load Balancing
Band 5GHz 802.11aci/a v
Channel Width XY zoMHz  80MHz
Short Guard Interval ® )

Channels 36 40 44
56° &0° &4°
108* 112* 116
128* 132~ 136"
153 157 161

TX Power Control Auto

TX Power 100%

ssiDs @ Py Manual |

) MyWiFi (wireless) *®
+
FortiOS 5.6 Cookbook
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3. Go to WiFi & Switch Controller > Managed FortiAPs.
Right-click the FortiAP, select Assign Profile, and set the FortiAP to use your new profile.

Wait for the State column to update and show that the AP is Online.

Access Point State Connected Via

FP221C3X16004328 (/] 2sas077). M portlb
# Edit

>_ EditinCLI
il Delete

Authorize
© Deauthorize
'O Restart

& Upgrade
Assign Profile » QalTEIRELS B [a]

FAP221C-default

4. Verify that the FortiAP is listed with both Radio 1 and Radio 2 broadcasting the same SSID.
Access Point + State Connected Via 551Ds

Radio 1: =) MyWiFi (wireless)

- =
FP221CaxX16004328 ] ek 10.10.77.2 - M portié Radio 2: ) MyWiFi (wireless)

Results

1. Connect to the SSID from different devices.
2. Goto WiFi & Switch Controller > Managed FortiAPs.
Clients are shown connecting to the same SSID on both WiFi bands.

Access Point - State Connected Via 5510 Channel Clients
& . Radio 1: b MyWIFI {wireless) Radiol: 1 Radio 1: 1
e s i o &10.1077.2- M port1é Radia 2: ) MyWIFi {wireless) Radio2: 52 Radio 2: 1

3. Check on the devices that the same SSID is used on both bands (in this example, an Android device and Mac OS X
computer).
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MyWiFi

Status
Connected

Signal strength
Excellent

Link spesd
65 Mbps

Frequency
2.4GHz

Security
WPAZ PSK

v MyWiFi &
Disconnect from MyWiFi

.1))

(Optional) Adding client load balancing

In a dual-band SSID configuration, it is best to have most clients using the 5GHz band and leave the 2.4GHz band for
clients that do not support 5GHz. Because modern WiFi clients automatically choose the 5GHz band, client load
balancing might not be necessary.

If you see that most clients use the 2.4GHz band, you can use the client load balancing's Frequency Handoff method
(also known as band-steering). This method helps clients use the 5GHz band if possible.

Itis also recommended to use FortiOS 5.6.2 or later because it supports 802.11 k/v/r that newer clients use to select the
AP and band.

1. Go to WiFi & Switch Controller > FortiAP Profiles and edit the FortiAP profile.
2. Set Client Load Balancing to Frequency Handoff for both Radio 1 and Radio 2.

Client Load Balancing @ Frequency Handoff () AP Handoff
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Monitoring and suppressing rogue APs

FORTIOS

5.6

VERSION

((=))

Authorized AP
)

. He e
e | | l ([f D)) Scanning
Internet : i (rogue AF detection enabled)
v e FortiGate g FortiAP
— —d ™ =)
Sy, —
B . e -
~ i
T —— ""
Rogue AP A\

((=)

Authorized AP

In this example, you learn how to monitor and suppress rogue access points (APs). A rogue AP is an unauthorized AP
connected to your wired network (“on-wire”).

Before suppressing any AP, confirm that rogue suppression is compliant with the applicable
laws and regulations of your region.

Monitor > Rogue AP Monitor lists discovered access points. You can mark them as Accepted or Rogue APs. These
designations help you track APs. They do not stop anyone from using these APs.

Other APs that are available in the same area might not be rogue. A neighboring AP that has no connection to your
network might cause interference but it is not a security threat. In general, only mark unauthorized APs that are on-wire
as rogue.

For more information, see FortiWiFi and FortiAP Configuration Guide.
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Configuring rogue scanning

1. Onthe FortiGate, go to WiFi & Switch Controller > WIDS Profiles and edit the default profile.
Select Enable Rogue AP Detection.

Edit Wireless Intrusion Detection System Profile

Name default
Comments | Default WIDS profile. 21483
Sensor Mode € Foreign Channels Only = Foreign and Home Channels

| € Enable Rogue AP Detection |

Background Scan Every ‘ 600 Seconds
Enable Passive Scan Mode »
Disable Background Scan Schedule (B

2. Goto WiFi & Switch Controller > FortiAP Profiles and edit your FortiAP profile.
Under Radio 1, enable WIDS Profile and apply the default WIDS profile.

Radio 1
Mode Disahled Dedicated Monitar
WIDS Profile © | default -

Monitoring rogue APs

1. Go to Monitor > Rogue AP Monitor and view the list of APs found during scanning.

2 #MarkAs~ @ Sup AP~ | w Reset || Search Show Offline | Show Accepted
State = Status 551D MAC Address Signal Interference Detected By Channel On'Wire
(7] (] Ron 2 L R E T TTTTT-81 dBm 1 Radio & o
[7] (4] fortinet ol iRl T -74 dBm 1 Radio [ o
7] [ 1] DF-8294 WO o Ty WITTTTITT]-8% dBm 1 Radio & o
Q Q fortinet Rl T T W -0 dBm 1 Radio [ O
7] [+ GeroBridge Mgy t-ifihe EEEENTTTTI-67 dBm 1 Radio 1 o
[7] 4] Raven e i i T -45 dBm 1 Radio 149 L]
L 7] L+ Raven LI raAad Jure EEEEEEEEE | -36 dBm 1 Radio 11 o
2. You can identify interfering APs in the Signal Interference column indicated by the icon.
2 #MarkAs~ @ Sup AP~ | i Reset || Q Search Show Offline  Show Accepted
State = Status 551D MAC Address Signal Interference Detected By Channel On 'Wire
7] L+ Ron LS S T L R B TTTTTT1-81 dBm 1 Radio L]
[ 7] Q fortinet T R ey BN TTTTT-74 dBm 1 Radio 4]
7] 1] DF-82%4 P LR T L i T 1-8% dBm 1Radio O
[7] Q fortinet R e T -3 dBm th FortlAPs: FP224D3X 15001215 Radio 2
[ 7] [+ GeroBridge MO TA e -67 dBm T L+ )
7] o Raven Skt B o -45 dBm 1 Radio 149 o
Q 4] Raven Mo 40y IR -36 dBm 1 Radio 11 o

FortiOS 5.6 Cookbook
Fortinet Inc.

318



WiFi

Suppressing rogue APs

To suppress a rogue AP, you must first mark the AP as rogue.

1. Right-click the AP and select Mark as rogue.

£ | #MarkAs- | @ SuppressAP~ | @ Reset | | QSearch || showoffline || Show Accepted
T State | T Status = T 58D = T MAC Address & T SignalInterference < | T DetectedBy = | 7 Channel = | T OnWire =
(7] [+] Ron RS EETTTIIO-81 dBm 1 Radio & o
7] Q fortinet Fasrd e 44 B TTTTT-74 dBm 1 Radio & o
[ 7] 1] DF-8294 LT R W] -89 dBm 1 Radio [ o
[ 7] 1] fortinet GGy pesraldy  EIOTTO-$0dBm 1 Radlo & o
Q [+] GeroBridge S ldsigs S A0 EF  BENEWTTTT-67dBm 4 1Radio 1 L4 ]
© ©  Raven O Markasaccepted | o 11-450Bm  1Radio 149 °
%) (+] Raven @ Mark as rogue memmmmmn 36 dBm 1Radio 11 [
Mark as unclassified
@ Suppress AP
@ Unsuppress AP
2. Highlight the AP and select Suppress AP.
& # MarkAs~ || @ SuppressAP~ || @ Reset || QSearch | ShowOffline | Show Accepted
T State & T Status| @ Suppress AP T MAC Address = T Signallnterference = T DetectedBy = | T Channel = | T OnWire =
[} O | @ UnsuppressAP [ gy e, <¢  mETITIIT-B1dBm 1Radio 6 o
7] [+ fortinet L7 W PR T B 77T -74 dBm 1 Radio & o
9 [ +] DF-8294 AL AT Wt g EIIIIITIT-89 dBm 1 Radio & o
(7] 4] fortinet s mOOoo-$0dBm 1 Radio & o
@ ! [+] GeroBridge bSpent Ay BEENTTIT-47dBm 4 1Radio 1 L]
7] [+] Raven OraFte o) I T-45 dBm 1 Radio 149 o
7] <o Raven P gty pred - 36 dBm 1 Radio 11 o
Reverting a suppressed AP
1. Highlight the AP and select Unsuppress AP.
The AP remains identified as rogue.
£ 7 MarkAse | @ SuppressAP~ || @ Reset || QSearch || ShowOffline | Show Accepted
Y State 3 | Y Status| @ Suppress AP T MACAddress & T SignalInterference ¢ T DetectedBy & | T Channel < | T OnWire &
0 © LO@UnsuppressAP | pyvopezewts:  mmrrrorr-B1dBm 1Radio 6 )
(7] o fortinet et R B TTTTT]-74 dBm 1 Radio ) o
7] [+] DF-8294 Wafedd IF A ECIITIITIT-89 dBm 1 Radio & o
(7] [+] fortinet DNopy S Ph,  EIITIIIIO-90dBm 1 Radio & o
@ ! [+] GeroBridge e Friowes EEEETTIT-67dBm A 1Radio 1 o
7] [+ Raven oA ees-gN "L T -45 dBm 1 Radio 149 o
L7 [ +] Raven Dol Npbtyem NN -35 dBm 1Radio 11 o
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2. Torevert the rogue designation, right-click the AP and select Mark as unclassified.

5 # MarkAs~ @ Suppress AP~ | il Reset || Q) Search Show Offline | Show Accepted
State & Status SSiD MAC Address Signal Interference Detected By Channel On Wire
7] Q Ron O Bty e BN TTTITT1-81 dBm 1 Radio & o
17] [+ fortinet Wb, 4 v 3y BRI -74 dBm 1 Radio & o
7] 1] DF-82%4 R i B W11 -8% dBm 1Radio & L]
7] [+ fortinet M wT L& EIIIIII-%0 dBm 1 Radio ) o
@ o GeroBridge iy, A e Ty ar e 1 Radio 1 o
L 7] ] Raven AT T, Betali S 1 Radio 149 o
(7] 4] Raven 062 pang o | O Markasrosue 1 Radio 11 ]
& Mark as unclassified
@ Suppress AP

3. Anunclassified AP appears with a o icon in the State column.

& # Markhs- @ Suppress AP~ | @ Reset | | Q Search Show Offline | Shew Accepted
State = Status 551D MAC Address Signal Interference Detected By Channel On Wire
(7] ] Ron N9t EETTTTO-81dBm 1 Radio & o
7] [+ fortinet I AT EEENCTTTTT-74 dBm 1 Radio ) o
7] Q DF-8294 G W Y e W -89 dBm 1 Radio & L]
[ 7] ] fortinet DuSmarissige  EOIIOIO-90 dBm 1 Radio & o
1] GeroBridge ofHLE A MRS EEEEETTTT-67 dBm 1 Radio 1 o
[ 7] Q Raven Lk e SR A T -45 dBm 1 Radio 149 L4
7] L+ Raven w3 Fayed SL%1 EE—-36 dBm 1 Radio 11 L+
Exempting an AP from rogue scanning
1. Go to WiFi & Switch Controller > WIDS Profiles and create a new WIDS profile.
2. Disable Enable Rogue AP Detection.
New Wireless Intrusion Detection System Profile
MName | default-wids-apscan-disabled |
Comments ‘ ‘ o6z
Sensor Mode € Foreign Channels Only = Foreign and Home Channels
|{O® Enable Rogue AP Detection |
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3. Go to WiFi & Switch Controller > FortiAP Profiles and select the FortiAP profile.
Enable WIDS Profile and select that profile.

Edit FortiAP Profile

Name
Comments
Platform

Country/Region

AP Login Password @

Radio 1

Mode

FAP221C-default

FAP221C
United States

Set RESTEVLGERECGE Set Empty

Disabled Access Syl Dedicated Monitor

WIDS Profile

@  default-wids-apscan-disabled -

Radio Resource Provision (B

Rogue AP Monitor icons

The Rogue AP Monitor page uses the following icons:

Column Icon + Description

State

Status

Signal Interference

On Wire

FortiOS 5.6 Cookbook
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) AP is detected but not yet classified.

o AP is accepted.

@ AP is marked as rogue, but unsuppressed.
@ AP is marked as rogue, but suppressed.
&) APis online and active.

© AP is inactive.

AP signal interferes with a managed AP.

[TTTTeE AP signal interference ranges from low (green) to high (red),

measured in dBm.

) AP s suspected rogue.

© AP is not a suspected rogue.
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FortiConnect guest on-boarding using RSSO

FORTIOS

5.6

VERSION

- FortiC: ect
Microsoft AD ortibonnect

Directory

This example shows using RADIUS Single Sign-On (RSSO), FortiGate, FortiConnect (for guest portal and RADIUS
authentication), and FortiWLC (for providing wireless access). Captive portal users are mapped to user groups on the
FortiGate and security policies are applied based on these user groups.

Authentication flow:

1. User authenticates to WLC via a security profile where a RADIUS authentication is established (802.1x / captive
portal).

2. WLC validates user credentials at RADIUS server.

RADIUS servers authenticate user for access and sends access-accept back to WLC to allow connection (including
class attribute).

d

WLC allows device/user to establish wireless connection.

WLC sends accounting packets to RADIUS server.

RADIUS server proxies those accounting packets and forwards them to FortiGate.
FortiGate registers user and maps the user to an RSSO-user group.

No a s

Registering the WLC as a RADIUS client on the FortiConnect
1. On FortiConnect, go to Devices > RADIUS clients and add your WLC as a RADIUS client.

Enter a Name for the WLC and enter its Device IP Address.
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Enter a Secret that will be shared between FortiConnect and WLC.
Set Type to Meru SD 8.0 & Later.

AADILS Clients

SATHLG Cheni 1awed

Chenr Aibgies SNASS MAC Aishentciion  RadSer AUmentoaion  Aanmatic Sewp

Narme Taare10

Darin 1° ddeivass ¢ STl Ligie 57 SEE 108 37

e Corfem
Typs Wi S0 0 LaET

Daicrigtion:

Changeef-ducharraien

W oo B
Froy Code [

Go to the Automatic Setup tab and enter the information for the FortiConnect to perform WLC configuration.
Enter the Device IP Address of the WLC.

Enter an Admin user name and password.
Enter a Captive Portal Name that will be used to create/name the Captive Portal Profile at WLC.

This creates a RADIUS profile, a captive portal profile, and a Quality of Service (QoS) rule to allow access to the
guest portal on the WLC. The QoS rule is similar to a firewall rule that allows the wireless device to be redirected to
FortiConnect captive portal before the user or device is authenticated.

RADILS Chersis

Chm Amvbemst VAP WAL Auhetionion Lol dcfeuicion  ARELC g

Torioram dddram e

Click Setup Controller.
FortiConnect establishes an SSH connection to the WLC. Wait for the configuration to finish.

The RSA key fingerprint sent by the server is
b7:6a:BE6:e2.c7:ab1 707 9a:44:48:39:01:01:08.

(Cancel ccept

4. When the configuration is done, a message similar to this appears.
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Bl Corigured AAHLE profim
gl Ll el AT il
Canfigursd Dok Suls
g Tl Porld Fulivial 19,

00 000 Ly i I A (TN 0 PO, LB Db - B M0 ikl I 15 W1 D3

Registering the FortiGate as a RADIUS accounting server on the FortiConnect

1. On FortiConnect, go to Devices > RADIUS Accounting Servers and add your FortiGate a RADIUS accounting
server.

Enter a Name and the Server IP Address of the FortiGate that matches the interface that listens to the RADIUS
accounting messages.

Enter a Secret that will be shared between FortiConnect and the FortiGate.

Set Accounting Port to the RADIUS accounting port 1813.

RADIRIS ACcounting Sener

trid 4 e ieg Laremes

Validating the WLC configuration created from FortiConnect

1. Onthe WLC, go to Configuration > Security > RADIUS and validate that FortiConnect has created the two RADIUS
profiles.

Verify that the automatic setup process on FortiConnect has created the two RADIUS profiles.
¢ IDAUxxx = Authentication profile.
o IDACxxx = Accounting profile.

2. Goto Configuration > Security > Captive Portal and select the Captive Portal Profiles tab.
Verify that the Captive Portal profile is created.

If needed, select the pencil icon to edit the profile.

e ——
T | se— — =)
wr —

= EEETre RS,

[ — D ’ - { s L

!f!il:l.’_
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Creating a security profile on the WLC

1. Onthe WLC, go to Configuration > Security > Profile and click ADD to create a new security profile.
Enter the following information shown in this example.

Monitor Security Profiles - Add @

% Configuration
A Security Profile Mame ™ team101-cp
»  System Config

SECURITY SETTINGS
~  Sacurity

CAPTIVE PORTAL SETTINGS
RADIUS

trve Portal ‘WebAuth |~
Captive Portal
apkive Portal profile tearmi0g |

Guest Llsers Cagitive Portal Authentication Method patemal =
MACFMiaring Past} Firewall Filter teamidi Enter 016 cha
WAPI Server MAL FILTERING SETTINGS
VPN Client MALC Filtering O |»
VPN Server FIREWALL SETTINGS:
Certificates radus-configured |~
Rogue APs GEMERAL SETTIGE
> Wireless ecunty Lagpn Off |~

Creating the wireless ESS profile on the WLC

1. Onthe WLC, go to Configuration > Wireless > ESS and select ADD to create a new ESS profile.
Enter a name for the ESS Profile and SSID.

Set Security Profile to the newly created security profile.
Set RADIUS Accounting to the FortiConnect accounting profile (IDACxxxx).

[ ] [Ar sy
B Comgerncn

R
gp—

=

) Mty

2. Select SAVE and accept the message that this is only for Virtual Cell AP’s (the default option in WLC).

Enabling RADIUS accounting listening on the FortiGate

1. Onthe FortiGate, go to Network > Interfaces and edit the interface that matches the IP address added as RADIUS
Accounting Server in FortiConnect.
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2. Enable RADIUS Accounting.

Admindstrative Aocess

IPvE B2 HTTPS B HTTP & B PING B FhiG-Access ] CARWAP
5 55H [ sHmP O FTM H RADSUS Accounting
[T FortiTelemetry

Configuring the RSSO Agent on the FortiGate

1. Onthe FortiGate, go to User & Device > Single Sign-On and create a new agent.
Set Type to RADIUS Single-Sign-On Agent.

Enable Use RADIUS Shared Secret and enter a shared secret.
Enable Send RADIUS Responses.

Y Sirgls Tgn e Saresr

Ty Poll Mcen Crecicn Sanar
Fortinet Sngin- S On Agurd

e A0 e

Lhm RALIUS Shared Secret @1 | sesssnas
Sl RADIE Respomes 0D

[

2. Goto User & Device > User Groups and create a new user group.

Set Type to RADIUS Single Sign-On (RSSQO) and enter a RADIUS Afttribute Value (case-sensitive) that matches the
FortiConnect attribute. This example uses staff to identify a staff user.

A L Genap
MuTa RS5O wal-groap
Tipe Fortmesd

Farfiret Sighs Sgn-Ca FRRC)

Ol

SADPE Anribate Vel @ | 3ta¥]

[ o<
3. On FortiConnect, set the same RADIUS attribute for the Authorization Profile.

Set the Attribute Value to use Class.
FortiConnect maps the user to the account group during the backend authentication to Microsoft AD.

Authorization Profiles: Staff

RADIUS Attributes Locations MNotification Settings Device Restrictions Auto MAC Registration

Vendor: | IETF v
Attribute: | Access-Loop-Encapsulation »
Value:

Class = staff
Filter-1d = staff
Tunnel-Medium-Type = IEEE-B02

Tunnel-Private-Group-id = 242
Tunnel-Type = VLAN

4. On FortiGate, open the CL/ Console and enter the following commands:
config user radius

FortiOS 5.6 Cookbook 326
Fortinet Inc.



WiFi

edit "RSSO Agent"
set rsso-endpoint-attribute "User-Name"
next
end

Results

1.

On FortiGate, go to FortiView > Traffic From LAN/DMZ > Sources to view users from the staff member group who

have logged in using the captive portal.

artiGate ViAS] FGV

@ D=hboard - 2 || O AxdFicer

|“"’”"""'"' N Scarce Desvice Bytes [Sent/Becabed] & Sessioms Eandwidih
Piryuical Tapslogy 1FE16830MT MMM W 2 IMbps D
Lgical Topology StBFTL04 G -cedab (197 168.104.4) B 10 Ibps |
e 1PL160104:2 WITMD W " dhbgs |

N —— ‘ =5
BO7 kB 1

s 1 -conlat | 192, 1440, 104.3)
D=t imartbons

2. Optionally, you can start creating firewall policies using the RSSO group as a parameter.
Interim 1 [T
8 Do Esit Policy Semlect Entries »
i y Adare Duwice
i, Fortiiem e o avess [N !
o Fmtwori ¥ Qs 0000 |[*
Incoming iebertace | [ Intersal-LAN (port 1] =
£ Sysbem (o [ ; - 2 LEEF
B Py & Cpects . ~Dutpeingimtertace | R External-LAN [portd} - & suest
Source Ba o @ LEER
_1&590-?.3!“-Glcup LA 8 Gt group
1P Do Paicy Diestingtion Address | () a0 o & RESO-Stalt-Group
AOIrEsss Schadube [ pe— = 1 550 Guest_Lisers
Intermet Service Ciababase S Wﬁ-ll -
Seritis
Action Rl @ DENY P LEARN
Schetles
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FortiConnect as a RADIUS server in FortiCloud

FORTIOS

5.6

VERSION

FortiAP managed
by FortiCloud

1\

FortiGate

FortiConnect

Microsoft AD
Directory

This example uses a local on-premise FortiConnect as a RADIUS server for a FortiCloud-based captive portal network.
A FortiGate is used to allow access from FortiCloud to FortiConnect.

This example requires FortiAP to be already in your FortiCloud inventory and at least one configured AP network.

Configuring FortiCloud to access FortiConnect

1. Onthe FortiGate go to Policy & Objects > Addresses and create a new address for FortiConnect.

Mame FortiConnect

Color & [Change]

Ty 1P s etmask -
Subnet / IP Range 19216820010

Interface

Showey in Address List [ &

Static Route Configuration (T

Comments

2. Create another address for FortiCloud used by the captive portal.
In this example, 208.91.113.117/32 is used by apau.forticloud.com.
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Mame | FortiCloud-CaplivePortal- 1P
Color & [Change]

Type IP/Netmask

Subnet / IP Range 208.91.113.117,/32
Interface ® wanl

Show in Address List [ &
Static Route Configuration O

Comments

3. Goto Policy & Objects > Virtual IPs and create a virtual IP pointing from your WAN to the local FortiConnect.

Mame ExternalFortiConnect
[-ritl
Comments

Color & [Change]

Metwork

Imterface

Type Static MAT

External IP Address/Range | WaANIP - | WaN P

Mapped IP Address/Range | 197216630010 |- 19214820010

COptional Filters

Port Forwarding @O

Protocol rcr [ sce omp
External Service Port | 1812 -[1812 c
Mg Lo Port 1812 - | 1812 .

4. Goto Policy & Objects > IPv4 Policy and create a policy to allow RADIUS requests from FortiCloud to FortiConnect.

Mame € FortiCloud-FortiConnect

Incoming Interface | ® wanl
-

Outgoing Interface | B LAB20O (internald)

+
Source B FortiCloud-Server-1P
+
Deestination & ExternalFortiConnect
+
Schedule o always
Service W RADIUS
*
Action L= nan W & DENY & LEARN

Firewall / Network Options

NAT OB

FortiOS 5.6 Cookbook
Fortinet Inc.

329



WiFi

Configuring FortiCloud as a RADIUS client on FortiConnect

1. On FortiConnect, go to Devices > RADIUS Clients and select Add RADIUS Client.
Enter a Name.

Set Device IP Address/Prefix Length to 208.91.113.117/32 that is used by apau.forticloud.com.

Enter a shared Secret to be used between FortiCloud and FortiConnect.

Clent Amribunes SRRE MAC Achentication  RadSer Authentication

Hame FortiCinisd
Durnce (P Addreey J Prefia Lesgth: RN 11 R

Secret LLLL eIl Contrm: sesasnes
Fartigaie
Ty

Deriptins

han a8 A Ched ina lion

[T = |
PO g

Proey Coi: [

Configuring FortiConnect as a RADIUS server on FortiCloud

1. InFortiCloud, go to AP Network > “your AP network” > Configure > My RADIUS Server and select Add My RADIUS

Server.
Enter a Name.

Set Primary Server Name/IP to the WAN IP address.
Enter the same shared secret as entered on FortiConnect.
Add My RADIUS Server

Mame* FortiConnect
Primary Ssrver Mama1P " VAN 1P
Primary Server Secret T Shcww

Secondary Server Mame/1P
Secondary Server Secret Show

Sarver Port * 1812

Creating a new SSID on FortiCloud

1. On FortiCloud, go to SSIDs and select Add SSID.
Enter the name and enable the SSID.

Set Captive Portal to FortiCloud Captive Portal.
Set Sign on Method to use FortiConnect as the RADIUS server.
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Note the IP address to use for FortiCloud access.
If necessary, configure the settings in the other tabs: Security, Availability, and Captive Portal.

<New SSID>

1 Access Control 2 Security 3 Availability 4 Captive Portal 5 Preview
SSID~ FC-CaptivePortal
Enabled (v] Broadcast SSID v
Authentication Open b4
Captive Portal FortiCloud Captive Portal hd
Redirect URL (®) Original Request

() Specific URL

Walled Garden

* IP address, domain name and sub-network address/mask are allowed.
* To enter more than one value, separate the values with a comma.

Sign on Method My RADIUS Server v

Test the RADIUS Server

* Please whitelist FortiCloud server (IP: 208.91.113.117) as a client to access the RADIUS server
IP Assignment () NAT (%) Bridge
QoS Profile <Disable> b
VLAN ID o

2. Inthe Preview tab, select Apply.

FC-CaptivePortal

Access Control

Authentication Open

Sign on Method FortiCloud Captive Portal
My RADIUS Server

IP Assignment Bridge

VLAN ID 0]

Block intra-SSID Traffic Disabled

Security

Security feature is not enabled

Availability

Ayvailable to all APs
Awailable on Radio 2.4 GHz, Max Clients: 0; 5 GHz, Max Clients: 0
Always
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Results

1. Use the Portal to log in to the FortiCloud Portal.

= Welcome to CloudPortal.

E Login provided by
FortiConnect RADIUS

Username: | |

Password: | |

Continue

2. InFortiConnect, goto REPORTS & LOGS > RADIUS Authentications to view the successful authentication.

REPORTS & LOGS

------- RADIUS Authentications
- RADIUS Accounting Username 4 ¥ Status

_______ e Fren T |5tudent102@wl-cse.lab Success

3. InFortiCloud, go to AP Network > “your AP network” > Monitor > Client to view the client and verify that the user is

shown.

SSID:| CloudPortal (1) v Add Filter
MAC User Host  Client IP
Beat:82:aeded6 [ student102@wl-cse.lab ] 192.168.190.101

Replacing the Fortinet_Wifi certificate

\‘é', These instruction apply to FortiWiFi devices using internal WiFi radios and FortiGate/FortiWiFi

devices configured as WiFi Controllers that manage FortiAP devices, and have WiFi clients
that are connected to WPA2-Enterprise SSID and authenticated with local user groups.

On FortiOS, the built-in Fortinet_Wifi certificate is a publicly signed certificate that is only used in WPA2-Enterprise
SSIDs with local user-group authentication. The default WiFi certificate configuration is:

config system global
set wifi-ca-certificate "Fortinet Wifi CA"
set wifi-certificate "Fortinet Wifi"
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end

WiFi administrators must consider the following factors:

« The Fortinet_Wifi certificate is issued to Fortinet Inc. with the common name (CN) auth-cert.fortinet.com. If an
organization requires its own CN in their WiFi deployment, they must replace it with their own certificate.

» The Fortinet_Wifi certificate has an expiry date. When it is expires, renew or replace it with a new certificate.

To replace the Fortinet_Wifi certificate:

1. Get new certificate files, including a root CA certificate, a certificate signed by the CA, and the corresponding private
key file.
You can purchase a publicly signed certificate from a commercial certificate service provider or generate a self-
signed certificate.

2. Import the new certificate files into FortiOS:

a. Onthe FortiGate, go to System > Certificates.
If VDOMs are enable, got to Global > System > Certificates.
b. Click Import > CA Cettificate.
c. Setthe Type to File and upload the CA certificate file from the management computer.
&"3 FortiGate 100D o [ @ 02 (@ adnin-
@ Global - L EmE Import CA Certificate x
@ Dashboard >
“s b i Name Type Online SCEP RElE
% Security Fabric Upload | © FortiWiFi Root CApem
 Network > @ EF Fortinet_Factory C=US,Ch
& System .~ @ Fortinet_SSL C=US,Ch
VBOM Q@ 0¥ Fortinet_SSLProxy C=US,Ch 0K Cancel
@ 0% Fortinet_SSL_DSA C=US,Ch
Slobsl Resources @ Fortinet_SSL_DSA1024  C=US,Ch,
Administrators Q@ ¥ Fortinet_SSL_DSA2048 C=US,Ch
Admin Profiles @ 7 Fortinet_SSL_ECDSA C=US,Ch
Firmware @ ¥ Fortinet SSL_ECDSA256 C=US,Ch
. Q@ 0¥ Fortinet_SSL_ECDSA384 C=US,CN
Settings
@ ¥ Fortinet_SSL_RSA C=US,Ch
= @ 0 Fortinet_SSL_RSA1024 C=US,Ch
SNMP Q¥ Fortinet SSL_RSA2048  C=US,Ch
Replacement Messages Q¥ Fortinet Wifi C=US,Ch
@ 0¥ Fortinet_CA_S5l C=Us,Ch
Advanced
o @ 07 Fortinet_CA_SSLProxy  C=US,Ch
IR ST @ ¥ Fortinet_CA_Untrusted C=US,Ch,
d. Click OK.
The imported CA certificate name is CA_Cert_N (or G_CA_Cert_Nif VDOMs are enabled), where N starts at 1
and increments for each imported certificate, and G stands for global range.
e. Click Import > Local Certificate.
f. Set Type to Cetrtificate, upload the Certificate file and Key file, enter the Password and enter the Certificate
Name.
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= FortiGate 100D
@ Global T | % Generate # F D 1]
& Dashboard > N
ame
X Security Fabric (l Certificates (13)
+ Network > @F Fortinet_Factory C=US,CN
& System . @IF Fortinet_SSL C=US,Ch
T ; -
VDOM QT Fortinet_SSLProxy C=US,CNj
@ F Fortinet_SSIL_DSA C=US,CN

Slotal Resource: @ Fortinet SSL_DSA1024 € =US,CN

Q¥ Fortinet_SSL_DSA2048 C=US,Ch
Q@ ¥ Fortinet_SSL_ECDSA C=US,Ch
Q@ ¥ Fortinet SSL_ECDSA256 C=US,Ch

Administrators

Admin Profiles

Firmware
o @ ¥ Fortinet S5L_ECDSA384 C=US,Ch
Settings
QT Fortinet_SSL_RSA C=US,Ch
HA

Q@@ Fortinet SSL_RSA1024  C=US,Ch

SNMP Q¥ Fortinet SSL_RSA2048  C=US.Ch
Q¥ Fortinet Wifi C=US,CN
@ T Fortinet CA_SSL C=US,Ch
@ ¥ Fortinet_CA_SSLProxy C=US,C
Q@ IiF Fortinet CA Untrusted C=US,CN

Replacement Messages
FortiGuard
Advanced

Feature Visibility

g. Click OK.

The Certificates page lists the imported certificates.

3. Change the WiFi certificate settings:

config system global

Qe 1 admin~
Import Certificate x
Type Local Certificate | PKCS #12 Certificate
Certificate file © FortiWiFi_cert.pem
Key file © FortiWiFi_Client key
Password | sesssnend |@
Certificate Name | FortiWiFi_cert

set wifi-ca-certificate <name of the imported CA certificate>
set wifi-certificate <name of the imported certificate signed by the CA>

end

If necessary, use the factory default certificates to replace the certificates:

config system global
Al

end

set wifi-ca-certificate "Fortinet CA"
set wifi-certificate "Fortinet Factory"

As the factory default certificates are self-signed, WiFi clients need to accept it at the
connection prompt or import the Fortinet CA certificate to validate it.

If the built-in Fortinet_Wifi certificate has expired and not been renewed or replaced, WiFi
clients can still connect to the WPA2-Enterprise SSID with local user-group authentication by
ignoring warning messages or bypassing Validate server certificate (or similar) options.
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