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Overview of FortiADC HA pairing on the Azure platform

Overview of FortiADC HA pairing on the Azure platform

Microsoft Azure supports FortiADC HA (High Availability) in Active-Active-VRRP mode. Azure can only support
the VRRP HA mode because other modes that require access to Layer 2 are inaccessible in Public Cloud
environments. For more information on FortiADC HA modes or the Azure Virtual Network, see the FortiADC
Handbook on High Availability Deployments and the Azure Virtual Network FAQ.

There are 2 methods to deploy the FortiADC VRRP HA on Azure:

1. Deploy the VRRP HA using an API call to Azure
2. Deploy the VRRP HA using Azure Load Balancers

Introduced in the FortiADC 6.2.0 release, the method of using Azure Load Balancers to pair FortiADC HA on the
Azure platform was developed to resolve the issues created by the Azure API call. Previously, VRRP HA on
Azure used the API call to Azure to migrate the public IPs associated with the FortiADC-VM on the Azure
backend in the event of HA failover. The IP migration process may take several minutes during the HA failover,
causing business traffic to break until the migration is complete. With using Azure Load Balancers, the
downtime for the FortiADC member may only be seconds during the HA failover because it does not require IP
migration.

For more details on the two HA deployment methods, see VRRP HA using API call to Azure on page 7 and
VRRP HA using Azure Load Balancers on page 9.
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Checking the prerequisites

Checking the prerequisites

You need to meet the following prerequisites to deploy HA on Azure:
« A Microsoft Azure account that can be used to log into the Azure portal. If you do not have an Azure
account, please follow the instructions on the Microsoft Azure website on how to obtain one.

» A Microsoft Azure subscription that allows you to purchase the FortiADC-VM and launch in a desired
location.

« Ifyou choose a BYOL image type, then you will need valid FortiADC licenses (for a minimum of two CPUs)
for all HA members.
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VRRP HA using API call to Azure

VRRP HA using API call to Azure

In this VRRP HA deployment mode that uses an API call to Azure, each FortiADC network interface on Azure
maintains its own IP configuration table. You can add secondary IPs in the IP configuration table and use the
IPs in the FortiADC configuration, such as virtual server IPs.

Prior to the FortiADC 6.2.0 release, deploying VRRP HA on Azure using an
API call was the standard deployment mode. In version 6.2.0, deploying
VRRP HA using Azure Load Balancers was introduced to mitigate the issues
caused by the Azure API call deployment mode. We recommend deploying
VRRP HA on Azure using Azure Load Balancers as the preferred deployment
mode.

In the Figure 1 example below, there are two (2) FortiADC-VMs in HA VRRP mode that share the same
configuration for Virtual Server, Virtual Server NAT Pool, Firewall NAT SNAT, Firewall 1-1 NAT, and the
network interface floating IP. On the Azure platform side, the corresponding IP configuration is only attached to
the active FortiADC-VM, which is the FAD-HA-VM1 in this example.

Figure 1 FortiADC HA pair on Azure platform

~
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VRRP HA using API call to Azure

In the event of HA failover, the FAD-HA-VM2 becomes the active node. This requires the IP configuration to be
migrated from FAD-HA-VM1 to FAD-HA-VM2 in the Azure backend. More specifically, this disassociates the
related IP configuration on the FAD1-OutSideNic / FAD1-InSideNic and associates them on the FAD2-
OutSideNic / FAD2-OutSideNic. This IP migration process is executed using an Azure API call, as illustrated in
the Figure 2 example below.

Figure 2 IP Migration between the Azure network interface when HA failover occurs
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The major downside to the IP migration process is the significant amount of time required to propagate the
change into the Azure environment. This may cause the business traffic to break for several minutes during the
HA failover. Other critical issues may also occur, such as losing IP configuration on the Azure side during the
failover.

For these reasons, FortiADC has developed a new deployment mode to avoid the issues created by the Azure
API call. For more details on the new deployment mode, see VRRP HA using Azure Load Balancers on page 9.

For the Firewall 1-1 NAT configuration, the Azure API calling method is still
required to migrate the IP during HA failover.
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VRRP HA using Azure Load Balancers

VRRP HA using Azure Load Balancers

To avoid the issues caused by the Azure API call HA deployment mode, FortiADC has developed a new design
that incorporates the use of external and internal Azure Load Balancers. The objective of this design is to
eliminate the need for IP migration by making the IP configurations that are affected during an HA failover
independent on each FortiADC. For more information, see Deploying VRRP HA using Azure load balancers via
the ARM template on page 13.

In the event of an HA failover, there are 5 configurations that will be affected:

1. Virtual Server IP

IP used in the VS NAT pool

IP used in the Firewall NAT SNAT

IP used as the network interface floating IP
IP used in the Firewall 1-1 NAT

o o

To avoid IP migration, the IP configuration needs to be independent on each FortiADC. This means that these
FortiADC IPs should not be synchronized even when HA is active. Each FortiADC should maintain its own IP
configuration (for all 5 configurations listed above), both on the FortiADC and Azure side as shown in Figure 3
below.

To achieve this, the FortiADC units are configured to maintain their own IP configuration. However, this is only
achievable for 4 of the total 5 configurations listed above; the 5th configuration, the IP used for the Firewall 1-1
NAT, would still require using the Azure API call method for HA failover.

For the Firewall 1-1 NAT configuration, the Azure API calling method is
required to migrate the IP during HA failover.

In FortiADC 6.2.0/6.2.1, the following IP configurations are not available in the
VRRP HA in Azure:

¢ IP usedinthe VS NAT pool

A ¢ [P usedinthe Firewall NAT SNAT

In FortiADC 6.2.2, these IP configurations are available in the VRRP HA in
Azure. For more information, see Virtual Server NAT Pool and Firewall NAT
SNAT configuration in HA mode on page 48.

Figure 3 Independent IP configuration on both FortiADC side and Azure side
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VRRP HA using Azure Load Balancers
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For more details on configuring the FortiADC for this new deployment mode, see Configuring the FortiADC-VMs
to use Azure Load Balancer on page 11.

A\
-~ *
If you are using a virtual server IP and/or an interface floating IP, you will need
to set up an Azure Load Balancer to achieve a single access endpoint.
——

For FortiADC version 6.2.0 or above, the VRRP HA deployment mode using
Azure API call is no longer supported for virtual server IP and interface floating
IP. An Azure Load Balancer is required for deploying HA for these IP
configurations.
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VRRP HA using Azure Load Balancers

Why use the Azure Load Balancer?

The independent configuration of the virtual server IP on both FortiADCs would now be using Azure Load
Balancers to provide the single access point for customers in the event of HA failover. The Azure Load Balancer
publishes the IP address used by customers to provide the single point of contact for clients. Azure Load
Balancer (ALB) distributes inbound flows that arrive at the load balancer's front end to backend pool instances.
For deploying the FortiADC VRRP HA, the ALB distributes the inbound traffic to the FortiADC units (the
backend pool instances). These flows are determined according to configured load-balancing rules and health
probes.

ALB provides flexibility in defining the load-balancing rules. The function of the load-balancing rule is to declare
how an address and port on the front end would be mapped to the destination address and port on the backend.

In FortiADC 6.2.0, the default rule type mapping of ALB is supported, using the secondary IP of the FortiADC in
the ALB backend pool configuration. As shown in Figure 4 below, with the default rule type, Azure exposes a
traditional load balancing IP address scheme for ease of use (such as the VM instances' IP). In the Figure 4
example, when receiving business traffic, ALB changes the packet destination IP from 51.x.x.x to0 10.2.0.7,
which is the secondary IP of the FAD1-OutSideNic attached to the HA active node, FAD-HA-VM1.

Figure 4 Azure Load Balancer with FortiADC HA pair

FAD1-

outSideNic Primary IP | Secondary IP

Azure LB
Backend IP Address
Pools

FAD-HA-VM1 | 10.2.0.7 «

Health Probing IP Address 10.2.0.6 10.2.0.7
Result

FAD-HA-VM2 | 10.2.0.5

[—
—business traffic—>
S1XX Azure LB Backend Pools FAD-HA-VM2

(Passive)

215.X.X.X
AzurelB
FAD2-OutSideNic
Packet Header Packet Header
FAD2- Primary IP | Secondary IP
SRCIP | DSTIP SRCIP | DSTIP OutSideNic rimary econdary

216.X.X.X| 51.X.X.X ——Default Rule Type Mapping—>»{215.X.X.X| 10.2.0.7
IP Address 10.2.0.4 10.2.0.5

Azure Load Balancer uses health probes to monitor the FortiADCs in the backend pool by periodically sending
the health check packet to all FortiADCs in the backend pool. The probing virtual server configured on FortiADC
will respond to the health check packet from the ALB. Under known conditions in HA VRRP mode, only the
probing virtual server on the active FortiADC will respond to the packet. Based on the health check result, ALB
can direct the business traffic to the correct (active) FortiADC.

Configuring the FortiADC-VMs to use Azure Load Balancer

In FortiADC 6.2.0, the new configuration object "Azure LB Backend" was introduced. This can be found via the
GUl in System > Azure LB Backend. When adding a new entry in the Azure LB Backend configuration on one
node, the entry will be synchronized to the other node but excluding the IP address of the unit. On the second
node, you will see the entry as 0.0.0.0. You will need to change this value to the Azure LB Backend IP of the
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VRRP HA using Azure Load Balancers

second node. The Azure LB Backend configuration is designed to be used in the virtual server configuration
screen to prevent configuration mistakes and re-using the same IP address.

As the IP address in the Azure LB Backend configuration object would not be
synchronized in HA mode, you must configure it on both the FortiADCs in the
cluster.

This feature is only available in the FortiADC Azure based images.

Using the Figure 4 example, the FAD-HA-VM1 configuration should look like this:

FAD-HA-vml # show system azure-lb-backend-ip
config system azure-lb-backend-ip
edit "FADHalLBBackendAddrPool"
set ip 10.2.0.7
end

And the FAD-HA-VM2 configuration should look like this:

FAD-HA-vm2 # show system azure-lb-backend-ip
config system azure-lb-backend-ip
edit "FADHalLBBackendAddrPool"
set ip 10.2.0.5

end
Settings Guidelines
Name Azure LB Backend Pool Name. Valid characters are A-Z, a-z, 0-9, ,and
-. No spaces. After you initially save the configuration, you cannot edit the
name.
P IP address used in the Azure LB Backend Pool.

Note: The IP address would not be synchronized in HA mode.

The Azure LB Backend configuration object can be used in the virtual server configuration to reference the
Azure LB Backend IP as the virtual server IP.

FAD-HA-vml # show load-balance virtual-server probing-vs
config load-balance virtual-server
edit "17-vs"
set type 17-load-balance
set use-azure-lb-backend-ip enable
set azure-lb-backend FADHalBBackendAddrPool
set interface portl
set port 8080
set load-balance-profile LB PROF HTTP
set load-balance-method LB METHOD ROUND ROBIN
set load-balance-pool pool
set traffic-group default
next
end

FortiADC 7.2.0 Deploying High Availability on Azure
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VRRP HA using Azure Load Balancers

Settings Guidelines

use-azure-lb-backend- Enable or disable the virtual server to reference Azure LB Backend IP as
ip the virtual server IP.
azure-lb-backend Select the Azure LB Backend IP Configuration used as the virtual server IP.

The Azure LB Backend IP configuration is an independent configuration on all FortiADC nodes. The virtual
server references the Azure LB Backend IP as the virtual Server IP. In this way, the virtual server IP is no longer
a shared configuration for FAD-HA-VM1 and FAD-HA-VM2.

Therefore, when an HA failover occurs, the traffic will be directed to the new active FortiADC by the ALB.

For more information, see Deploying VRRP HA using Azure load balancers via the ARM template on page 13.

Deploying VRRP HA using Azure load balancers via the ARM
template

Follow the workflow below to deploy VRRP HA using Azure load balancers via the ARM (Azure Resource
Manager) template.

Creating an Azure storage account

Uploading license files to Azure storage container

Creating an Azure Active Directory application

Getting the subscription ID and tenant ID

Deploying FortiADC HA resources from the ARM template

Connecting to the FortiADC GUI and CLI

o ahwDd-=

Creating an Azure storage account

The Azure storage account is used for storing the boot diagnostics for the serial console usage of the FortiADC

instance. If you are using a FortiADC BYOL image, you will also require an Azure storage account to upload the
license files.

1. Goto the Storage accounts service to create a storage account or use an existing storage account. Refer

to this Azure documentation for details. Take note of the Storage account name. It will be used in later
steps.

_ £ storagd

Services See all

Azure services

= Storage accounts

—I— =2 Storage Explorer

B3 Storage accounts (classic)

Create a
resource & Storage Sync Services
FortiADC 7.2.0 Deploying High Availability on Azure 13
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VRRP HA using Azure Load Balancers

2. The Subscription and Resource Group of the storage account should be the same as the HA resources
to be deployed.

3. For the Networking settings, it is recommended to select Public endpoint (all networks). If you prefer to
restrict access by allowing only selected networks or private endpoints, make sure to plan the network
accordingly so that the FortiADC-VMs can successfully obtain license files from this storage account.

Uploading license files to Azure storage container

If the FortiADC-VM image type to be deployed is BYOL, prepare the license files and store the files to an Azure
Storage container. If you want to deploy the PAYG image, skip this step and go directly to the next step Creating
an Azure Active Directory application on page 15.

1. Inyour Storage account, select Containers.

"
<]

Storage account

I,O Search (Ctrl+/) «

Overview
Activity log
Tags

Diagnose and solve problems

S & IO

Access Control (I1AM)

q

Data migration
Events

=. Storage Explorer (preview)

Data storage

= Containers

B File shares
M Queues
B8 Tables

2. Click +Container.
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VRRP HA using Azure Load Balancers

3. Enter a name for this Container and set the Public access level to blob or container that is enabled for
read access. Take note of this Container name. It will be used in later steps.

New container X

Name *

Public access level (D

Blob (anonymous read access for blobs only) A

A\ Blobs within the container can be read by anonymous request,
but container data is not available. Anonymous clients cannot
enumerate the blobs within the container.

~  Advanced

Click Create.
In the Containers list, select the container you have just created.
Click Upload.

Select the license files from your local directory, then click Upload. The number of license files should be
the same as the number of FortiADC-VMs you want to deploy.

No o ks

If you upload license files to an existing container, be sure to delete the used license files in the container if there
are any. Otherwise, the FortiADC-VMs to be deployed in the next steps may mistakenly fetch these used
license files.

Creating an Azure Active Directory application

Create an Azure Active Directory application to authorize the function application to access the Azure
resources.

FortiADC 7.2.0 Deploying High Availability on Azure
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VRRP HA using Azure Load Balancers

1. Signinto your Azure Account through the Azure portal.
2. Select Azure Active Directory.

_ 2 azure active directory

. Services See all
Azure services

B Azure Active Directory

—1— . Security

Create a A EJ Activity log

resource € Azure Cosmos DB

3. Select App registrations.

Home >

(i | Default Directory | Overview

Azure Active Directory

X 4+ Add v &2 Manage tenants E
© Overview

I8 Preview features Overview  Monitoring Tutorial

# Diagnose and solve problems .
L Search your tenant

Manage
Basic information
& Users
& Groups Name
BE External Identities Tenant ID
a&» Roles and administrators

Primary domain
& Administrative units

License
£ Enterprise applications
O Devices My feed

B, App registrations

4. Click New registration.

5. Provide a name and URL for the application. For more information, refer to this Azure documentation.
After setting the values, click Create. Take note of the application name. You will use it later.

Assigning the application to the owner role of the subscription

You must assign the application to the owner role of the subscription where the HA resources will be deployed
to ensure it can have the privilege to authorize the HA resources in the subscription.

FortiADC 7.2.0 Deploying High Availability on Azure
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VRRP HA using Azure Load Balancers

1. Go to Subscriptions, choose the subscription to assign the application to. This is the subscription in which
all the resources in the HA cluster will be deployed.

2. Goto Access control (IAM), and select the Role assignments tab.

Home > Subscriptions >

Subscriptions «

Default Directory
+ Add Manage Policies

View list of subscriptions for which you have
role-based access control (RBAC) permissions
to manage Azure resources. To view
subscriptions for which you have billing
access, click here

Showing subscriptions in Default Directory
directory. Don't see a subscription?

Switch directories

My role © Status ©

| 8 selected v ‘ 3 selected v |

Showing 1 of 1 subscriptions g\oba\
Show only subscriptions selected in the
subscriptions filter @

£ Search

Subscription name T,

P;l..‘-- I oo o owwen

Subscription

R Search (Ctrl+/)

Overview
@ Activity log
Aa Access control (IAM)
@ Tags
¢? Diagnose and solve problems
Q Security

Events

Cost Management
S, Cost analysis
B Costalerts
i©) Budgets

& Advisor recommendations

| s s | Access control (IAM)

+ Add

' Download role assignments

Check access  Role assignments ~ Roles  Deny assignments

My access
View my level of access to this resource.

View my access

Check access

Review the level of access a user, group, service principal, or
managed identity has to this resource. Learn more &'

Find @

| User, group, or service principal N

| Search by sign-in name

3. Click Add > Add role assignment.

Fh ol e’ | IIL1 = -.IIIII - —.||ACCESS COHtrOl (lAM)

Subscription

‘/0 Search (Ctrl+/) ‘ «

Qverview

1]

Activity log
Access control (I1AM)
Tags

Diagnose and solve problems

e 5 @ X

Security

Events

Cost Management
$. Cost analysis

B Costalerts

~+ Add i Download role assignments Edit columns C} R

Add role assignment

ats Roles  Deny assignments

Add co-administrator

Add custom role

View my level of access to this resource.

View my access

Check access
Review the level of access a user, group, service principal, or
managed identity has to this resource. Learn more

Find ®

‘ User, group, or service principal v ‘

‘ Search by sign-in name ‘

4, Onthe Roles tab, select Owner and click Next.

FortiADC 7.2.0 Deploying High Availability on Azure
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VRRP HA using Azure Load Balancers

5.

6.

On the Members tab, select User group, or service principal. In the Members field, select the
application name you want to assign the Owner role to.

Home > subscriptions - ’

Add role assignment

,Q'j Got feedback?

Role  Members  Review + assign

Assign access to (’é\ User, group, or service principal

O Managed identity

Members - Select members

Name Object ID Type

No members selected

Description Optional

Review + assign Previous | | Next

Click Review + assign.

Getting the Application ID and authentication key

1.
2,

Go to Azure Active Directory > App registrations.

Select the function App you have just created. Take note of the Application ID. It will be used in later
steps.

Home > App registrations >

= example-app #

I/O Search (Ctrl+/) l « @ Delete @ Endpoints Preview features

B Overview

N\ Essentials

&5 Quickstart
< Copy to clipboard

Display name : example-app
#" Integration assistant o )

Application (client) ID : g
Manage Object ID
B Branding Directory (tenant) ID

9 Authentication Supported account types : My organization only

FortiADC 7.2.0 Deploying High Availability on Azure
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VRRP HA using Azure Load Balancers

3. Select Certificates & secrets and select the Client secrets tab. Click New client secret to create a new
secret.

Home > App registrations > example-app

example-app | Certificates & secrets =

‘ £ Search (Ctrl+/) | « Q Got feedback?
B Overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable locatic

. scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
&5 Quickstart

rd Integration assistant

M o Application registration certificates, secrets and federated credentials can be found in the tabs below.
anage

B Branding

Certificates (0) Client secrets (0) Federated credentials (0)
D Authentication _—

Certificates & secrets A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

m . .
1I! Token configuration b el aza

- API permissions L .
Description Expires Value Secret ID

& Expose an APl
No client secrets have been created for this application.

4 Approles
4. Enter a description for the secret, select when it would expire.

Home > App registrations > example-app Add a client secret X
example-app | Certificates & secrets =

Description | Enter a description for this client secret

0 Search (Ctr+/) « A Got feedback?
£ Search(Ct+) | « A Got feedbac Expires Recommended: 6 months ~

B overview - .
Credentials enable confidential applications to identify themselves to the authentication service 1

& Quickstart scheme). For a higher level of assurance, we recommend using a certificate (instead of a client se

# Integration assistant

Manage @ Application registration certificates, secrets and federated credentials can be found in the tabs be
B Branding
3 Authentication Certificates (0) ~ Client secrets (1)  Federated credentials (0)

Certificates & secrets A secret string that the application uses to prove its identity when requesting a token. Also can

11! Token configuration

9 APl permissions

Description Expires Value
@ Expose an AP|

demo key 11/16/2023 E = '
# App roles

5. Click Add.

6. Take note of the Value of the secret. It will be used in later steps.
Note: It is recommended that you copy this value as it cannot be retrieved later. This key value and the
application ID is required to sign in as the application. Store the key value where your application can
retrieve it.
Home > App registrations > example-app

example-app | Certificates & secrets  #

O Search (Ctrl+/) « 2 Got feedback?

B Overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
& Quickstart

# Integration assistant

@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Manage

B Branding
Certificates (0) Client secrets (1)  Federated credentials (0)
3 Authentication -
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password
Certificates & secrets - 9 PP P & « 9 o P F
Il Token configuration 4 New client secret

< APl permissions - .
Description Expires Value Secret ID
& Expose an AP N N
azure-ha 4/29/2022 D Y [

5& Approles
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Getting the subscription ID and tenant ID

Follow the steps below to obtain the values for the ARM template parameters. You will use these values later
when deploying the ARM template.

Getting the subscription ID

1. Signinto your Azure Account through the Azure portal.
2. Select Subscriptions
3. Getthe Subscription ID in which the FortiADC-VMs are deployed.
The subscription should also be the one where the storage account containing the license files is located.

Home >

Subscriptions »

Default Directory
+ add B Manage Policies Y= View Requests
View list of subscriptions for which you have role-based access control (RBAC) permissions to manage Azure resources. To view subscriptions for which you have billing access, click here

Showing subscriptions in Default Directory directory. Don't see a subscription? Switch directories
My role ©

‘ 8 selected

Showing 1 of 1 subscriptions Show only subscriptions selected in the global subscriptions filter ©

‘ O Search

Subscription name Ty Subscription ID Ty

~

Getting the tenant ID

Sign in to your Azure Account through the Azure portal.
Select Azure Active Directory.

Select Properties.

Copy the Tenant ID.

Ao bdhd-=

Home > Default Directory

1I' Default Directory | Properties

Azure Active Directory

« Save
@ Overview
B8 Preview features Tenant properties
# Diagnose and solve problems Name
Manage

Country or region

-
& Users United States
4 Groups

BE External Identities

at» Roles and administrators

. Administrative units

8 Enterprise applications

CH Devices

Location

United States datacenters

Notification language

Tenant ID
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Deploying FortiADC HA resources from the ARM template

To deploy VRRP HA using Azure Load Balancer, the FortiADC HA resources need to be created through the
ARM template. Follow the steps below to deploy the FortiADC HA resources from the ARM template.

Accessing the ARM template

You can access the ARM template through the following 2 options:

» Launching the prepared ARM template from the Fortinet GitHub to deploy directly to Azure.
» Building a custom template in Azure using the code for the ARM template as the base.

To launch the ARM template directly from the Fortinet GitHub:

1. Go to the Fortinet GitHub: https://github.com/fortinet/fortiadc-azure-ha.
2. Click Deploy to Azure.

FortiADC HA

This project contains the code and templates for the Microsoft Azure FortiADC HA deployments.

Azure Portal

The ARM template is launched directly to Azure as a Custom deployment.

To build a custom template using the ARM template code:

1. Signin to your Azure Account through the Azure portal.
2. Select Deploy a custom template.

Services

Azure services

E Deployment Scripts

—+— ‘4'- #3 Rollouts

[%#] Resource groups
Create a Resoul 9

resource Explan

=: Deploy a custom template

l-l |--I Resources -

Searching 9 of 23 subsoripions. Change
30l databasez  Azure Datapaseezurewosmos IVIOFE SEMICEs
for PostgreS.., DB
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3. Click Build your own template in the editor.

Home >

Custom deployment

Deploy from a custom template

Select a template

Automate deploying resources with Azure Resource Manager templates in a single, coordinated operation. Create or
select a template below to get started. Learn more about template deployment &

y Build your own template in the editor

4. Delete the content in the default template.

Home > Custom deployment >

Edit template

Edit your Azure Resource Manager template
+ Add resource T Quickstart template T loadfile y Download
« i
"$schema": "https://schema.management.azure.com/schemas/2019-04-01 deploymentTemplate.json#",

"contentVersion": "1.0.0.8",
"parameters": {},
"presources": []

1% Parameters (0)

f._% Variables (0)

[ T VIR N

# Resources (0)

5. Go to the Fortinet GitHub: https://github.com/fortinet/fortiadc-azure-ha/blob/main/templates/deploy_fadc_
ha.json.

6. Copy the text from deploy_fadc_ha.json.

7. Inthe Azure template editor, paste the copied text. You may modify the ARM template as needed from
here.

8. Click Save.

Configuring the ARM template deployment parameters

After you have successfully launched your ARM template, configure the following parameters to complete the
ARM template deployment.

1. Inthe Azure Custom deployment where you have launched your ARM template, select the Basics tab.

2. Under the Project details, select the applicable Subscription and Resource group.
Note: The Subscription and Resource group should be the same as the ones where your license files are
stored. For more information, refer to Uploading license files to Azure storage container on page 14.

3. Under the Instance details, configure the following settings:

Parameter Name Description

Region Select the region according to the Subscription and Resource group.

Subscription Id Apply the subscription ID in previous steps. For details, refer to Getting
the subscription ID and tenant ID on page 20.

Tenant Id Apply the tenant ID in previous steps. For details, refer to Getting the
subscription ID and tenant ID on page 20.
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Parameter Name Description

Restapp Id Apply the restapp ID in previous steps. For details, refer to the steps on
how to get the Application ID and authentication key in Creating an
Azure Active Directory application on page 15

Restapp Secret Apply the restapp secret in previous steps. For details, refer to the steps
on how to get the Application ID and authentication key in Creating an
Azure Active Directory application on page 15

Region Select the Azure server region.

Resource Name Prefix Specify a prefix for the resources to be deployed. The names of the
resources will contain the specified prefix.

Vm Sku Specify the FortiADC-VM instance types.
Select from the following instance types:

Standard_F2s_v2
Standard_F4s_v2
Standard_F8s_v2
Standard_F16s_v2
Standard_F32s_v2

To ensure high performance, it is recommended to deploy a VM
instance with at least 2 vCPUs and 8 GB memory.

If you are using BYOL licensing type, specify an instance type that
matches your FortiADC-VM licenses. For example, if your FortiADC-VM
license supports 4 vCPUs, you can choose from the instance types that
have 4 vCPUs.

FAD Admin Username Enter an administrator username for the FortiADC instances.

Note: The username cannot be "admin" or "root".

FAD Admin Password Enter a password for the administrator account if you have chosen
password for Authentication Type.

The Azure password policy requires the password to include at least 3 of
the 4 from the following:

Lowercase characters

Uppercase characters

Numerical digits

Special characters (Regex match \W_])

FAD Image Type Select BYOL or PAYG.

FAD Image Version Select the image version of FortiADC-VMs. It is recommended to deploy
the latest version.

FAD Count Specify the number of virtual machines to be created in the HA group.
The minimum is 1 and maximum is 2; the default is 2.

Vnet New Or Existing Select whether to use a new or existing virtual network.
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Parameter Name Description

Vnet Resource Group If you selected existing for Vnet New Or Existing, then specify the
resource group to which the existing virtual network belongs.

Vnet Name Specify a name for the new virtual network or enter the name of the
existing virtual network.

Vnet Address Prefix Specify the virtual network address prefix. For example, 10.2.0.0/16.
Vnet Subnet1Name Specify a name for the public-facing subnet.

Vnet Subnet1Prefix Specify the prefix of the public-facing subnet. For example, 10.2.0.0/24.
Vnet Subnet2Name Specify a name for the private subnet.

Vnet Subnet2Prefix Specify the prefix of the private subnet. For example, 10.2.1.0/24.
Internal LB Frontend IP Specify an internal load balancer front end IP. For example, 10.2.1.6.
FAD1HAPort2IP Specify the FAD1 HA Port2 IP. For example, 10.2.1.4.

FAD2HAPort2IP Specify the FAD2 HA Port2 IP. For example, 10.2.1.5.

FAD1internal LB backendip Specify the FAD1 internal load balancer IP. For example, 10.2.1.8.
FAD2internal LB backendip Specify the FAD2 internal load balancer IP. For example, 10.2.1.9.
Fortiadc Ha Group Name Specify a name for the FortiADC HA group.

Fortiadc Ha Group Id Specify an ID for the FortiADC HA group. All the members in the HA
group will be marked with this group ID. The minimum is 0 and the
maximum is 63.

Storage Account Name Specify the name of the storage account.

Note: This is applicable for the serial console and if BYOL is selected as
the FAD Image Type.

Storage License Container Enter the name of the containers where the license files are stored.

Name Note: This is applicable only if BYOL is selected as the FAD Image
Type.
Storage Licensefile1 Enter one of the names of the two licenses you have uploaded into the

storage license container. For example, FADXXXlic.

Storage Licensefile2 Enter one of the names of the two licenses you have uploaded into the
storage license container. For example, FADXXXlic.

4. Click Review + create.

5. Check the resource group with all the deployment resources. The following lists the major deployed
resources with the resource prefix "FAD-HA-example".

Deployed Resource Description

FAD-HA-example-vm1 FortiADC in the HA group.
FAD-HA-example-vm2 FortiADC in the HA group.
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6.

Deployed Resource

FAD-HA-example-external-
nic1

FAD-HA-example-internal-
nic1

FAD-HA-example-external-
nic2

FAD-HA-example-internal-
nic2

FAD-HA-example-
loadbalance-internal

FAD-HA-example-
loadbalance-external

FAD-HA-example-nicPublic-
IP1

FAD-HA-example-nicPublic-
P2

FAD-HA-example-
loadbalance-IP

FAD-HA-
exampleRouteTable-
FadcHAInsideSubnet

FAD-HA-example-
availabilitySet

FAD-HA-example-
securityGroup

FAD-HA-example-
securityGroup2

FortiADC-vnet-example

Description

External interface of the FAD-HA-example-vm1 for external access.

Internal interface of the FAD-HA-example-vm1 for internal access to the
protected server. The primary IP of this network interface is also used as
the HA VRRP unicast IP.

External interface of the FAD-HA-example-vm2 for external access.

Internal interface of the FAD-HA-example-vm2 for internal access to the
protected server. The primary IP of this network interface is also used as
the HA VRRP unicast IP.

Internal Azure Load Balancer. This is used in the FortiADC L4 virtual
server topology. For more information, see Example: FortiADC L4
Virtual Server with HA VRRP mode using Azure Load Balancer
Topology on page 37.

External Azure Load Balancer.

Provides public access to the FAD-HA-example-vm1.

Provides public access to the FAD-HA-example-vm2.

External access to the ALB FAD-HA-example-loadbalance-external.
This provides the single access endpoint for the FortiADC virtual
servers.

Routing table for L4 virtual server topology. For more information, see
Example: FortiADC L4 Virtual Server with HA VRRP mode using Azure
Load Balancer Topology on page 37.

Provided for redundancy and availability.

Access rules for the external subnet.

Access rules for the internal subnet.

Virtual network where the FortiADCs are located.

If you are using an existing virtual network, you will need to manually associate the subnet2 to the route
table for the FAD-HA-exampleRouteTable-FadcHAInsideSubnet.

a. From the list of deployed resources in the existing virtual network, select FAD-HA-
exampleRouteTable-FadcHAInsideSubnet.

b. Inthe Settings section, select Subnets.

c. Click +Associate.
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d. Select the Subnet to associate.

Home > NS FAD-HARouteTable-ha Associate subnet x
FAD-HARouteTable-ha | Subnets - o
Route table
Virtual network (
[ FortiADC-vnet v |
P
arch subn
Subnet G
= Name T Address range Ty ‘ ‘
ha a4
2 Access control (JAM No results.

@ Tags

&2 Diagnose and solve problems

e. Click OK.
7. Check the FortiADC console to ensure the license (BYOL) is installed and the ha init is done.
a. Select the FortiADC-VM in the HA group. For example, the FAD-HA-example-vm1.
b. Inthe Support + troubleshooting section, select Serial console.
F: FAD-HA-vm1 | Serial console

achine

?  Feedback[Z & O
FortiADC-AZR login: License installed.
Serial Number: FADVOS(

@ Logs

% Connection monitor (classic)
Ready to reload system.
M workbooks
The system is reloading......
Automation Warning: The system oports 10 ethernet interfaces but only 2 were found.
If interf are changed ou de of FortiADC-VM please ensure

Tasks (preview) the FortihA configuration 1 till valid.
= Export template

FAD-HA-vml login: Applied cloud-init azure config

Support + troubleshooting Applied nit ha port succe d

@ Resource health Applied d-init ha config succeeded

& Boot diagnostics The system is reloading...

Warning: The system supports 10 ethernet interfaces but only 2 were found.

@ Performance diagnostics If interfa are changed ou de of FortiADC-VM please ensure

the FortiADC configuration is still wvalid.
Reset password

M Redeploy + reapply

FAD-HA-vml login: [ 360.844344] HA device init is done!

B Serial cansnle

Connecting to the FortiADC GUI and CLI

After deploying the FortiADC HA resources on Azure, you will need to access the FortiADC to configure for the
L7 or L4 virtual server scenario.

Obtaining the public IP address of the FortiADC-VMs

1. Go to the Azure portal to manage your resource group. Search for and select Resource groups.

2. Locate the resource group you have selected for the ARM template deployment and click the resource
group name.

3. Locate the FortiADC-VMs by the Resource Name Prefix you have defined in the ARM template parameters
and click the name.

4. Inthe Settings section, select Networking.
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5. Take note of the NIC Public IP.
@ FAD-HA-example-vm1 | Networking

. A7 Feedback

@
Activity log FAD-HA-example-external-nic1 ~ FAD-HA-example-internal-nic1
B Activity
@ Tac v
¢? Diagnose and solve problems & Network Interface: FAD-HA-example-external-nici y 1€ :
p!

Virtual network/subnet: FortiADC-vnet-example A NIC Private IP: 10.2.04  Accelerated networking: Disabled
Settings
® Networking Inbound port rules  Outbound port rules  Application security groups  Load balancing

To connect to the FortiADC web Ul:

1. Enter the FortiADC-VM's public IP address in a web browser's address field. For example, https://13.x.x.x.
The HTTP access to the FortiADC GUI will be automatically redirected to HTTPS, so if you enter the HTTP
port number (e.g., 80), it will be redirected to the HTTPS port (e.g., 443).

2. Loginusing the FAD Admin Username and FAD Admin Password that were specified during the ARM
template deployment.

To connect to the FortiADC CLI via console:

1. Go to the Azure portal to manage your resource group. Search for and select Resource groups.
2. Inthe Support + troubleshooting section, select Serial console.

Home > FAD-HA-vm1

F: FAD-HA-vm1 | Serial console

O Search (Ctrl+/) « ? Feedback[? & O &=

g partition 3: active: 0, sysid: 0, begin: 0, size: 0

@ Logs
& Connection monitor (classic) The system is going down NOW !!

@ Workbooks
Please stand by while rebooting the system.

8 . 8 ) : Re i x
Automation [780374.353584] reboot: Restarting system

Tasks (preview)
¥ Export template
Support + troubleshooting

@ Resource health System is started.

@ Boot diagnostics

Warning: The system supports 10 ethernet interfaces but only 2 were found.
If interfaces are changed outside of FortiADC-VM please ensure
the FortiADC configuration is still walid.

@, Performance diagnostics
Reset password

A Redeploy + reapply FAD-HA-vml login: Warning: CPU usage hit 95.00 percent

B Serial | CPU usage back to 93.00 percent
.
erie consoe [ 113.043263] HA device init is done!

To connect to the FortiADC CLI via SSH:

Follow the steps below to connect to the FortiADC-VM for Azure using the PuTTY terminal emulation software.

1. Onyour management computer, start PuTTY.

FortiADC 7.2.0 Deploying High Availability on Azure
Fortinet Inc.


http://www.chiark.greenend.org.uk/~sgtatham/putty/

VRRP HA using Azure Load Balancers

2. To ensure that your configuration does not use environment variables that can interfere with the
connection, in the Category tree, expand Connection, and then click Data. Remove any environment
variables.

3. Click Session. For the Host Name (or IP Address), enter the public IP address of the FortiADC-VM.
For example, 13.x.x.x.

4. InPort, type 22.

For Connection type, select SSH.

6. Click Open.

The SSH client connects to the FortiADC appliance.

The SSH client may display a warning if this is the first time you are connecting to the FortiADC appliance
and its SSH key is not yet recognized by your SSH client, or if you have previously connected to the
FortiADC appliance but it used a different IP address or SSH key.

7. Click Yes to verify the fingerprint and accept the FortiADC appliance’s SSH key. You cannot log in until you
accept the key.

The CLI displays a login prompt.

8. Enterthe FAD Admin Username and FAD Admin Password that were specified during the ARM
template deployment.

@

If 3 incorrect login or password attempts occur in a row, FortiADC
temporarily blacklists your IP address from the GUI and CLI. This action
protects the appliance from brute force login attacks. Wait 1 minute, and
then attempt the login again.

The CLI displays a prompt, such as:
FortiADC#

Managing the admin account

In its factory default configuration, FortiADC has one administrator account named admin. This administrator
has permissions that grant full access to FortiADC'’s features.

The account you have created in the VM basic settings is not the admin account. To use the admin account,
you need to log in to FortiADC's CLI using the account you have created, then set the password for the admin
account.

config system admin
edit "admin"
set password "P@sswOrd"
next
end

The password for the admin account on Azure should not be empty.

FortiADC Virtual Server with HA VRRP mode using Azure Load
Balancer

After you have deployed the ARM template, you will see the following objects in your resource group (this list
includes only a small subset of all the objects you will see):
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« An external Azure Load Balancer (FAD-HA-loadbalance-external)
» Azure Virtual Network (FadcHAOutsideSubnet/FadcHAInsideSubnet)
e 2 FortiADC-VMs (FAD-HA-VM1 and FAD-HA-VM2)

The FortiADC nodes are already configured with HA VRRP.

The external Azure Load Balancer is also configured with load-balancing rules that use port 80/443 for the
HTTP(S) services since these are the most commonly used services in the FortiADC virtual server.

In addition to HTTP(S) services, using the Azure Load Balancer also enables the FortiADC virtual serverin HA
VRRP mode to provide TCP/UDP services. The protected servers located in the FadcHAInsideSubnet can be
used as a non-webserver as well, such as for a FTP server. For this, you will need to adjust the protocol/port on
both the Azure and FortiADC sides accordingly to accommodate the configuration in your scenario.

The following will need to be configured to allow the Azure Load Balancer to work with the FortiADC virtual
server in HA VRRP mode to enable TCP/UDP services:

On the Azure side

» ALB load-balancing rules for the TCP/UDP service

« ALB health probes

» The network security group attached to the external NIC of the FortiADC to allow TCP/UDP service traffic
On the FortiADC side

e The Azure LB Backend

« The virtual server/ real server providing the TCP/UDP service
» The probing virtual server to respond to the ALB health probe packets

For example, if a FTP service is provided, the service link will look like ftp://51.x.x.x/file. On the Azure side, the
service port used in the ALB load-balancing rule and the TCP port used in the ALB health probe are 21. The
inbound traffic for port 20/21 should be allowed in the network security group attached to the FortiADC's
external interface card. On the FortiADC side, configure the Azure LB Backend and the FTP virtual server with
port 21. The FTP virtual server itself also acts as the probing virtual server.

For more detailed examples, see the following:
Example: FortiADC L7 Virtual Server with HA VRRP mode using Azure Load Balancer Topology on page 30
Example: FortiADC L4 Virtual Server with HA VRRP mode using Azure Load Balancer Topology on page 37
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Example: FortiADC L7 Virtual Server with HA VRRP mode using Azure Load

Balancer Topology

Azure Cloud

https://51.x.x.x/
Business Trafﬂc—> ¢

51.x.X.

N

loodd

Entry Network

FAD-HA-loadbalance-external

FadcHAOutsideSubnet
10.2.0.0/24

[ ]
—
——
Storage Account /, > \

FAD-HA-VM1  /Protected Network
(Active)

oy @

VM

HA VRRP

é | n

web server

| --—).—------------I
VM

FAD-HA-VM2 FadcHAInsideSubnet
(Passive) 10.2.1.0/24

~

!

~/

Creating an L7 virtual server to allow user access to protected resources from the

internet

Follow the steps below to create an L7 virtual server to let the user access the protected resources from the

internet.
In this example, we assume the following:

« The protected server is a web server.

* The web server is configured to use the VNET named FadcHAInsideSubnet.

In the example below, we will show you how to enable secure access from internet clients to a published

Apache Tomcat server.

1. Prepare your protected resource (the web server) and ensure it is connected to the VNET,
FadcHAInsideSubnet. For this scenario, we have prepared an Apache Tomcat server.
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2. Check the Frontend IP configuration of the ALB, FAD-HA-loadbalance-external. This IP configuration, such
as 51.x.x.x, is the Public IP for users to access the protected resource.

&7 FAD-HA-loadbalance-external | Frontend IP configuration

Load balancer

R Search (Ctrl+/) | « + Add () Refresh 27 Give feedback
& Overview
2 Filter by name...
B Activity log
Name IP address
8 Access control (IAM)
| BHaFrontEnd 51.m(FAD—HAfloadbaIance—lP)

@ Tags

/2 Diagnose and solve problems

Settings
= Frontend IP configuration
3. Check the Backend pools of the ALB, FAD-HA-loadbalance-external. You will see both the FortiADC-VMs
are in the FADHaLBBackendAddrPool with IP allocated from FadcOutSideSubnet.
FAD-HA-loadbalance-external | Backend pools

Load balancer

| R Search (Ctrl+/) ‘ &« + Add C) Refresh ,@ Give feedback
€ Overview
g Activitylog | R Filter by name... ‘
Ro Access control (IAM) Backend pool == all Resource Name == all Resource Status == all IP address == all Network interface
€ Tags | Group by Backend pool v ‘
2 Diagnose and solve problems

Backend pool Resource Name Resource Status IP Address Network interface
Settings ' FADHalBBackendAddrPool
B Frontend IP configuration FADHalBBackendAddrPool ~ FAD-HA-vm2 Running 10.2.05 FAD-HA-external-nic2
B Hadendipoots FADHalBBackendAddrPool ~ FAD-HA-vm1 Running 10.2.07 FAD-HA-external-nic1

¥ Health probes

4. Check the Health Probe in ALB FAD-HA-loadbalance-external.
When receiving business traffic from the user, FAD-HA-loadbalance-external directs the business traffic to
the HA VRRP active FortiADC-VM, FAD-HA-VM1. ALB determines which FortiADC-VM is the active node
by sending the health check packet to both FortiADC-VMs to see which will respond to the health check

packet.
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® FAD-HA-loadbalance-external | Health probes

Load balancer

P Search (Cirl+/) ‘ « + Add () Refresh & Give feedback
& Overview -

| 2 Filter by name...
Activity log

Name T. Protocol T4 Port T,
R Access control (IAM)

tcpProbe TCP 8080
@ Tags ’

tcpProbe TCP 10443

£? Diagnose and solve problems

Settings

B Frontend IP configuration

o

Backend pools
¥ Health probes

You can see there are 2 TCP Health Probes with port 8080 and 10443 respectively.

5. To enable the health check flow to work, the probing virtual server needs to be configured to respond to the
health check packet on the FortiADC side.

a. Configure the backend pool IP information of the FAD-HA-loadbalance-external on both FortiADC-

VMs.
2.2 FortiADC FAD-HA-vm1 HA: VRRP(Working)  V6.20Build0210~ Q
£ System v @ Delete 4 Create New © Add Filter
Settings
Name “ P
Azure LB Backend
High Availability ext-FADHaLBBackendAddrPool-1 10.2.0.7
Traffic Group Showing 1 to 1of 1 entries O rows selected Show 25/ entries
S22 FortiADC FAD-HA-vm2 HA: VRRP (Notworking) ~ V62.0Build0210 ~ Q
@ Dashboard > fiy Delete © Add Filter
3& Security Fabric >
Name “ P
M FortiView >
ext-FADHalLBBackendAddrPool-1 10.2.0.5
£+ System v
Settings Showing 1to 1 of 1entries O rows selected Show (25| entries

Azure LB Backend

b. Configure the probing VS which references the ext-FADHalLBBackendAddrPool-1 as the virtual server
IP.

Set the probing VS with port 8080 and profile LB_PROF_TCP according to the tcpprobe as defined in
the Health Probes of FAD-HA-loadbalance-external.

vy
“@2°  ForFortiADC version 6.2.0 or later, LB_PROF_TCP is deprecated.
Please use LB_PROF_L7_TCP instead.
—
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H FortiADC FAD-HA-vm1 HA: VRRP(Worklng) Vi
@ Dashboard N Virtual Server
NN Security Fabric > M Security Monitoring
& FortiView >

Configuration

£ System >
Use Azure LB Backend IP @

«% Shared Resources >
Azure LB Backend IP ext-FADHaLBBackendAddrPool-1 -
+ Network >
( 8080 )

&
& ServerLoad Balance M Port Default: 80 Range: 0 or 1-65535. You can specify up to eight ports or portre

Virtual Server e.g., 80-90 100. Valid values are from O to 65535, with O for Layer-4 virtual ¢

Application Resources Connection Limit | 0 |
Default: 0 Range: 0-100000000 concurrent connections

Application Optimization

Interface | portl v |
Real Server Pool
Scripting Resources
SSL-FP Resources Profile ‘ LB_PROF_TCP - ‘
Gn link | And Ralanea N

Now, we have the probing VS using FADHaLBBackendAddrPOOL IP on both FortiADC-VMs.

£22 FortiADC FAD-HA-vm1 HA: VRRP (Working)  V6.20Build0210~ Q

& Dashboard > Virtual Server Content Rewriting Content Routing NAT Source Pool Schedule Pool Clone Pool

N& Security Fabric >
” Y 1 Delete <+ Create New v Search Q
>

I8 FortiView
© Add Filter
£ System >
«& Shared Resources N Name “  Type Address Port Profile Status Availability
4 Network > ext_probing_vs1 Layer 7 10.2.0.7 8080 LB_PROF_TCP Enable o

HA: VRRP (Not working) V6.2.0 Build0210 ~

@ Dashboard > Virtual Server Content Rewriting Content Routing NAT Source Pool Schedule Pool Clone Pool

3K Security Fabric >
- Y 1 Delete =+ Create New v Search Q
>

& FortiView
© AddFilter
£ System >
& Shared Resources N Name + | Type Address Port Profile Status Availability
< Network N ext_probing_vs1 Layer7 10.2.0.5 8080 LB_PROF_TCP Enable (V]

6. Create the L7 virtual server with port 443 and LB_PROF_HTTPS profile on the FortiADC-VM1. This virtual
server is going to serve the HTTPS service.
We only support the ALB default route type. We also reference the azure loadbalancer backend IP in the L7
virtual server.
2 FortiADC FAD-HA-vm1 HA: VRRP (Working)  V6.2.0 Build0210 ~

@
K
™
&
<
+

Dashboard > Virtual Server Content Rewriting Content Routing NAT Source Pool Schedule Pool Clone Pool

S ity Fabri >
ecurtty Fabric 1t Delete 4 Create New Search Q

FortiView >
@© Add Filter
System >
Shared Resources N Name “  Type Address Port Profile Status Availability
Network N ext_probing_vs1 Layer 7 10.2.0.7 8080 LB_PROF_TCP Enable (v}
Server Load Balance v 17y Layer 7 10.2.0.7 443 LB_PROF_HTTPS Enable )
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Check the Load balancing rules in FAD-HA-loadbalance-external. Change the LBRule1 to use tcpprobe as
the Heath probe.

v=— FAD-HA-loadbalance-external | Load balancing rules

Load balancer

£ Search (Ctrl+/) | « 4 Add O Refresh & Give feedback
w 1ags

-

/? Diagnose and solve problems

R Filter by name..

Settings Name Ty Load balancing rule T Backend pool Ty Health probe Ty
B Frontend IP configuration LBRule LBRule (TCP/80) FADHalBBackendAddrPool tcpProbe
& Backend pools LBRule? LBRulet (TCP/443) FADHal BBackendAddrPool

Try to connect to https://51.x.x.x to get apache tomcat service.

B8 Apache Tomcat/9.0.39 X +

< C A Notsecure | https//513

Home Documentation Configuration Examples Wiki Mailing Lists

Apache Tomcat/9.0.39

™  Recommended Reading:

Security Considerations How-To

/ Manager Application How-To
Clustering/Session Replication How-To

Now, FAD-HA-VM1 is the active node. When HA failover occurs, the health check packet returns from
FAD-HA-VM2, and the FAD-HA-loadbalance-external directs the business traffic to FAD-HA-VM2. The
connection to https://51.x.x.x may lose a few seconds during the failover, but will recover soon after.

If you want to reuse the port on the backend FortiADC, you can add more backend pools in the ALB, FAD-
HA-loadbalance-external.

a. Add athird IP to the IP Configuration of the external interface for both of the FortiADC-VMs associated
with the FadcOutSideSubnet.
Home M FAD-HA-vm1 > FAD-HA-external-nic1

& FAD-HA-external-nic1 | IP configurations

Network interface

£ Search (Ctrl+/) ‘ « + Add save X Discard () Refresh

@ Overview IP forwarding settings

B Activity log IP forwarding ‘ Enabled
R Access control (IAM) Virtual network FortiADC-vnet2

@ Tags

IP configurations

Settings Subnet * FadcHAQutsideSubnet (10.2.0.0/24)

& IP configurations

‘ £ Search IP configurations

= DNS servers
Name IP Version Type Private IP address Public IP address
@ Network security group
ipconfig1 IPv4 Primary 10.2.0.6 (Dynamic) 51.11.104.155 (FAD-HA-nicPubl... ***
ill Properties
ipconfig2 1Pv4 Secondary 10.2.0.7 (Dynamic)
B Locks
ipconfig3 1Pvd Secondary 10.2.0.10 (Dynamic)
Monitoring
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Home m FAD-HA-external-nic2

g FAD-HA-external-nic2 | IP configurations

Network interface

P Search (Ctrl+/) | « + Add save X Discard () Refresh
& Overview = IP forwarding settings
Activity log IP forwarding

A2 Access control (IAM) Virtual network

Te .
@ Tags IP configurations

Settings Subnet *

& IP configurations

abled

( Enabled ‘

FortiADC-vnet2

FadcHAOutsideSubnet (10.2.0.0/24)

‘ £ Search IP configurations
B2 DNS servers

Private IP address

10.2.0.4 (Dynamic)

10.2.0.5 (Dynamic)

Name IP Version Type
@ Network security group
ipconfig1 1Pv4 Primary
ill Properties
ipconfig2 IPv4 Secondary
B Locks
| ipconfig3 1Pv4 Secondary

10.2.0.11 (Dynamic)

Public IP address

51.11.104.115 (FAD-HA-nicPubl... ***

Add the ipconfig3 of both FortiADC-VMs to a new Backend pool for the ALB, FAD-HA-loadbalance-

external.

FAD-HA-loadbalance-external | Backend pools

Load balancer

0 Search (Ctrl+/) | « () Refresh &7 Give feedback

Availabil

& Overview

P Filter by name... ‘
Activity log
A Access control (IAM) Backend pool == all Resource Name == all Resource Status == all IP address == all Network interface == all
€ Tags ‘ Group by Backend pool 2 ‘
&2 Diagnose and solve problems

Backend pool Resource Name Resource Status IP Address Network interface
Settings ' FADHalBBackendAddrPool
B2 Frontend IP configuration FADHalBBackendAddrPool ~ FAD-HA-vm2 Running 10.2.05 FAD-HA-external-nic2
M FADHalBBackendAddrPoo -HA-vm unning -2.0. -HA-external-nic
% Backend pools (endAddrPool  FAD-HA-vm1 R 10207 FAD-HA Fnict
T Health probes V' FADHaLBBackendAddrPool2
%= Loadbalancing rules FADHalBBackendAddrPool2  FAD-HA-vm1 Running 1020.10 FAD-HA-external-nict
Bl Inbound NAT rules FADHalBBackendAddrPool2  FAD-HA-vm2 Running 102011 FAD-HA-external-nic2

>

. Outbound rules

Configure the backend pool IP information of the FAD-HA-loadbalance-external on both FortiADC-

VMs.
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=.2 FortiADC FAD-HA-vm1 : VRRP (Notworking)  V6.2.0 BuildO:
@ Dashboard > o Delete < Create New © Add Filter
N Security Fabric 5
Name - |p
& FortiView >
| & System ext-FADHaLBBackendAddrPool-1 10.2.0.7
Settings ext-FADHaLBBackendAddrPool-2 10.2.0.10

Azure LBBackend Showing 1 to 2 of 2 entries 0 rows selected Show entries

Hiah Availahility

5.2 FortiADC FAD-HA-vm2 HA: VRRP(Working)  V6.2.0 Buil
@ Dashboard > @ Delete © Add Filter
NX Security Fabric >
Name - Ip
I FortiView >
ext-FADHaLBBackendAddrPool-1 10.2.0.5
£ System o
Settings ext-FADHalLBBackendAddrPool-2 10.2.0.11

Azure LB Backend Showing 1to 2 of 2 entries 0 rows selected Show entries

d. Create the probing virtual server and L7 virtual server to reference ext-FADHaLBBackendAddrPool-2
on the FortiADC-VM2. This time we create a L7 HTTP virtual server.

FortiADC FAD-HA-vm2 HA: VRRP(Working)  V6.20Build0210~ Q »>_ @
# System v Virtual Server Content Rewriting Content Routing NAT Source Pool Schedule Pool Clone Pool

Azure LB Backend ©Add Filter
High Availability
Traffic Group Name Type Address Port Profile “ | Status Availability
Administrator 17-vs Layer 7 10.2.0.5 443 LB_PROF_HTTPS Enable (/]
S Layer 7 102011 80 LB_PROF_HTTP Enable ®
Replacement Messages

ext_probing_vs1 Layer 7 10.2.0.5 8080 LB_PROF_TCP Enable (v}
FortiGuard
Debug ext_probing_vs2 Layer 7 10.2.0.11 8080 LB_PROF_TCP Enable o

e. Create a Load balancing rule to use the FADHaLBBackendAddrPool2 on FAD-HA-loadbalance-
external. Map the front end port 1080 to backend port 80.

v— FAD-HA-loadbalance-external | Load balancing rules

" Load balancer

0 Search (Ctrl+/) | « + Add () Refresh & Give feedback
w lags N
&2 Diagnose and solve problems ‘ 2 Filter by name...
Settings Name ™ Load balancing rule Ty Backend pool Ty Health probe 74,
B Frontend IP configuration LBRule LBRule (TCP/80) FADHalBBackendAddrPool tcpProbe
@ Backend pools LBRule1 LBRule1 (TCP/443) FADHalBBackendAddrPool tepProbe
® Health probes LBRule2 LBRule2 (TCP/1080 to TCP/80) FADHalBBackendAddrPool2 tcpProbe

Y= Load balancing rules
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f. Tryto connect to http://51.x.x.x;1080 to get apache tomcat service.

E Apache Tomcat/9.0.39

€ > C a

Home Documentation Configuration Examples Wiki Mailing Li:

Apache Tomcat/9.0.39

™  Recommended Reading:

% Security Considerations How-To
/& Manager Application How-To

Clustering/Session Replication How-To

Example: FortiADC L4 Virtual Server with HA VRRP mode using Azure Load
Balancer Topology

Typically, an L4 virtual server using DNAT as the packet forwarding method requires the backend real server to
have a route back to FortiADC. For this, the FortiADC uses the floating IP in the network interface as the default
gateway for the backend real server.

In the Azure platform, the floating IP needs to be migrated in the event of an HA failover by using an Azure API
call. To avoid the issues caused by the IP migration process, the internal Azure Load Balancer was introduced
into the design.

Figure 5 FortiADC HA using Azure Load Balancer for L4 VS using DNAT topology
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]
Azure Cloud [Re—
——
10M

web erve}\
Route Table ‘

Next hop IP
Address

Storage Account
A LoD
FAD-HA-VM1
FadcHAOutsideSubnet (Active) FadcHAInsideSubnet
10.2.0.0/24 10.2.1.0/24

https://51.x.x.x/
Business Traffic

HA Ports _

0.2.1.6 Address Prefix

FAD-HA-loadbalance-internal 0.0.0.0/0 10.2.1.6

FAD-HA-VM2
(Passive)

Packet Header Packet Header
SRCIP | DSTIP SRCIP | DSTIP
L4 DANT:
215.X.X.X| 10.2.0.7 215.X.X.X{10.2.1.10

The Figure 5 example above shows the business traffic flow from the client — external ALB (FAD-HA-
loadbalance-external) — the active FortiADC in HA VRRP mode — Ubuntu Apache web server — internal ALB
(FAD-HA-loadbalance-internal) — the active FortiADC in HA VRRP mode — external ALB (FAD-HA-
loadbalance-external) — the client.

In this deployment, we use the front end IP of the internal Azure Load Balancer instead of the floating IP in the
FortiADC network interface as the web server default gateway. By doing so, there is no need to migrate the
floating IP during an HA failover.

Creating an L4 virtual server using DNAT as the packet forwarding method with Azure
Load Balancer

Similar to the steps taken for the Example: FortiADC L7 Virtual Server with HA VRRP mode using Azure Load
Balancer Topology on page 30, follow the steps below to build an L4 virtual server using DNAT as the packet
forwarding method on FortiADC.

1. Create the L4 virtual server on FortiADC and add the corresponding Load balancing rule on the external
ALB, FAD-HA-loadbalance-external.
=-= FortiADC FAD-HA-vm2 HA: VRRP(Working)  V6.20Build0210~ Q

@ Dashboard > Virtual Server Content Rewriting Content Routing NAT Source Pool Schedule Pool Clo
8K Security Fabric >
” Y i Delete 4 Create New = Search Q

>

& FortiView

© Add Filter
£ System >
o2 Shared Resources N Name “ | Type Address Port Profile Status Availa
& Network > ext_probing_vs1 Layer 7 10.2.05 8080 LB_PROF_TCP Enable (V]
Server Load Balance v |I4»vs Layer 4 10205 1235 LB_PROF_TCP Enable (V)

e 17-vs Layer 7 10.20.5 1234 LB_PROF_HTTP Enable )
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v=— FAD-HA-loadbalance-external | Load balancing rules
¥ Load balancer
[# Search (ctil+) | « 4 Add O Refresh &' Give feedback
& Overview
‘ A Filter by name.. ‘
@ Activity log
Name T4 Load balancing rule ™y Backend pool Ty Health probe T4
R Access control (IAM)
Py LBRule LBRule (TCP/80 to TCP/1234) FADHalBBackendAddrPool tcpProbe
ags
LBRule1 LBRule1 (TCP/443) FADHalBBackendAddrPool tcpProbet
&2 Diagnose and solve problems
|LBRu\e,I4v5 LBRule_l4vs (TCP/1235) FADHalBBackendAddrPool tcpProbe
Settings
9 LBRule2 LBRule2 (TCP/1080 to TCP/80) FADHalBBackendAddrPool2 tcpProbe

& Frontend IP configuration
@ Backend pools
?  Health probes

Load balancing rules

2. Check the inbound rule to allow access to port 1235 in the security group FAD-HA-Security-Group that is
attached to both the FortiADC-VMs' network interface in the FadcHAOutsideSubnet.

) FAD-HA-securityGroup =

Network security group

[0 Search (Ctrl+)) | « = Move il Delete () Refresh A’ Give feedback

@ Overview Vv Essentials

& Activity log [0 Filter by name Port == all Protocol == all Source == all Destination == all Action == all

. Access control (IAM) Priority Name Ty Port 1y Protocal 11 Source Ty Destination 1y Action 1.
¢ Togs \/ Inbound Security Rules

£ Diagnose and solve problems 1000 A allowssH 2% Top Any Any @ Allow
Settings 1010 allowHTTP 80 Tep Any Any @ Allow
£ Inbound security rules 1020 allowHTTPs 443 Tep Any Any @ Allow
Z Outbound security rules 1030 allowManageHTTP 8080 Tep Any Any @ Allow
@ Network interfaces 1040 allowManageHTTPs 8443 Tcp Any Any Q@ Allow
¢ Subnets 1050 Port_1234 1234 P Any Any Q@ Allow
il Properties |1060 Port_1235 1235 P Any Any @ Allow

3. Inthe FAD-HA-loadbalance-internal, check the front end IP, which is the default gateway for the backend

web server.

&3 FAD-HA-loadbalance-internal | Frontend IP configuration

Load balancer

P Search (Cirl+/) | « + Add () refresh 27 Give feedback
€ Overview

| A2 Filter by name...
B Activity log

Name IP address
8n  Access control (JAM)

L BHaFrontEnd 10.2.1.6
€ Tags

22 Diagnose and solve problems

Settings

B Frontend IP configuration

4. Check the default route gateway of the backend web server. In this example, we use the Ubuntu Apache2
server as the backend web server. The default gateway should be configured to 10.2.1.6 to ensure the

responding business traffic will go through the internal ALB, FAD-HA-loadbalance-internal.
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5.

root@ubuntu: /R 2 # route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 10.2.1.6 0.0.0.0 UG 0 ] 0 ethl
10.2.1.0 0.0.0.0 255.255.255.0 U 0 ] 0 ethl

a. Check the route table attached to the FadcHAInsideSubnet on Azure Cloud.
49 FAD-HARouteTable-FadcHAInsideSubnet » -

Route table

0 Ctrl+/) | « = Move v [ill Delete () Refresh | &7 Give feedback

“4 Overview Vv Essentials

@ Activity log Routes

82 Access control (IAM) /7 Search routes

@ Tags Name M Address prefix Ty Nexthop type T Next hop IP address
ags

2 Diagnose and solve problems toDefault 0000/0 Virtual appliance 10.21.6

Settings Subnets

& Configuration 27 Dearch subnets

2 Rout Name Ty Address range Ty Virtual network ™. Security group
outes

<> Subnets FadcHAInsideSubnet 10.2.1.0/24 FortiADC-vnet2

il Properties

If you are using the ARM template to create the FortiADC HA pair with an existing network, you will
need to manually associate the route table FAD-HARouteTable-FadcHAInsideSubnet to
FadcHAInsideSubnet.

Check the Backend pools of FAD-HA-loadbalance-internal and add the ALB backend configuration on both
FortiADC-VMs.

= Load balancer

|)3‘ Search (Ctrl+/) ‘ « + Add (D Refresh @& Give feedback

& Overview

O Filter by name...

& Activity log
A2 Access control (IAM) Backend pool == all Resource Name == all Resource Status == all IP address == all Network interface =
@ Tags ‘ Group by Backend pool v |
2 Diagnose and solve problems
Backend pool Resource Name Resource Status IP Address Network interface

Settings \/ FADHalBBackendAddPool

1 Frontend IP configuration FADHal BBackendAddrPool ~ FAD-HA-vm1 Running 10.2.1.8 FAD-HA-internal-nic1
w e pealb FADHalLBBackendAddrPool ~ FAD-HA-vm2 Running 10.2.1.9 FAD-HA-internal-nic2

? Health probes
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== FortiADC FAD-HA-vm1 : VRRP(Notworking)  V6.2.0 Build0210 ~
@ Dashboard > @ Delete © Add Filter
NX Security Fabric >
Name - Ip
& FortiView >
& System ext-FADHalLBBackendAddrPool-1 10.2.0.7
Settings | int-FADHalLBBackendAddrPool-1 10.2.1.8

e e Showing 1 to 2 of 2 entries O rows selected Show 25/ entries

HA: VRRP (Working)  V6.2.0 Build0210 ~

@ Dashboard > fr Delete © Add Filter

MK Security Fabric >
Name - p
I8 FortiView >
& System ext-FADHaLBBackendAddrPool-1 10.2.05
Settings | int-FADHalLBBackendAddrPool-1 10.2.1.9

Showing 1to 2 of 2 entries O rows selected Show %‘ entries
6. Check the Health Probe of the FAD-HA-loadbalance-internal and add the internal probing VS.
® FAD-HA-loadbalance-internal | Health probes

Load balancer

P Search (Ctrl+/) ‘ « —+ Add C) Refresh ,@ Give feedback
£ Overview -
R Filter by name..
Activity log
Name Ty Protocol T Port Ty Used By Ty
R Access control (IAM)
| Ibprobe TCP 8080 IbruleFE2all

¢ Tags

£? Diagnose and solve problems

Settings
B Frontend IP configuration

% Backend pools

@ Health probes

2 FortiADC FAD-HA-vm2 HA: VRRP (Working) ~ V6.2.0Build0210~ Q >_
@ Dashboard > Virtual Server Content Rewriting Content Routing NAT Source Pool Schedule Pool Clone Pool
¥X Security Fabri >

7 ecurity rabric 1 Delete + Create New v Search Q
& FortiView >

© Add Filter

£ System >
«& Shared Resources N Name “  Type Address Port Profile Status Availability
+ Network > ext_probing_vs1 Layer 7 10.2.0.5 8080 LB_PROF_TCP Enable (]

Application Resources

Server Load Balance v | int-probing-vs1 Layer 7 10.2.1.9 8080 LB_PROF_TCP Enable o
14-vs Layer 4 10.2.0.5 1235 LB_PROF_TCP Enable (V]
17-vs Layer 7 10.2.0.5 1234 LB_PROF_HTTP Enable (]

Abblication Ontimization

7. Check the Load balancing rule of FAD-HA-loadbalance-internal.
The HA port is enabled so the FAD-HA-loadbalance-internal can load balance on all ports for TCP and
UDP protocols. This means that the FAD-HA-loadbalance-internal can accept any TCP and UDP service

FortiADC 7.2.0 Deploying High Availability on Azure
Fortinet Inc.



VRRP HA using Azure Load Balancers

traffic and direct them to the active FortiADC-VM based on the health probe.

IbruleFE2all

FAD-HA-loadbalance-internal

Name

IP Version * '(!)' [Pv4
O 1pve

Frontend IP address * (@ | LBHaFrontEnd (10.2.1.6) A |
HA Ports @

Backend pool * (O | FADHaLBBackendAddrPool 4 |

Health probe * © | Ibprobe (TCP:8080) v
Create new

Session persistence (D | None A4 |

Q

Idle timeout (minutes) * (O

TCP reset '@)‘ Disabled

O Enabled

8. Tryto connect to the L4 virtual server with http://51.x.x.x:1235 to get an Apache2 Ubuntu default page.

@ Apache? Ubuntu Default Page: It X +

< C A Not secure | 51%

@ Apache2 Ubuntu Default Page

%_

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

FortiADC Virtual Server with traffic group in HA VRRP using
Azure Load Balancer

In FortiADC, the virtual server is specified with a default traffic group. In the traffic group, there will be one active
node among all nodes in the group. The virtual servers located in the active node serve the services. Therefore,
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if you have multiple traffic groups with multiple virtual servers assigned to each traffic group, ensure that there is
at least one probing virtual server active in each traffic group. For more information, see FortiADC Handbook on
traffic groups.

In the example scenario below, the following specifications are defined for the traffic groups default and
trafficGroup2:
default

 Virtual server: ubuntu-vs/tf_default_probing_vs_10443/tf_default_probing_vs_8080

« Probing virtual server: tf_default_probing_vs_10443/tf_default_probing_vs_8080

¢ Active node: FAD-HA-vm1

trafficGroup2

« Virtual server: tomcat-vs/tf_trafficgroup2_probing_vs 8080

» Probing virtual server: tf_trafficgroup2_probing_vs_8080

¢ Active node: FAD-HA-vm2
Below is the virtual server and HA traffic group configuration on the FAD-HA-vm1 and FAD-HA-vm2
respectively.

HA Cluster Status

FAD-HA-vml Mode:active-active-vrrp
Heartbeat Port Data Port
!AD—HA—wm port2 port2 CPU RAM Disk
Node ID:1 [e] (e} (o N
Hear\bDDataD
FAD-HA-VM2 portz port2 CPU RAM Disk
Node ID:2 () O { o
O UP O DOWN [J Llow [J High [ Busy Current Device
Traffic Status
Traffic Group Name Active Device Node Next Device Node Preempt Floating IP Addresses
default 1 2 no port1 vsiubuntu-vs 10.2.0.7-10.2.0.7
portlvs:tf default_probing_vs_10443 10.2.0.7-10.2.0.7
port1 vs:tf_default_probing_vs_8080 10.2.0.7-10.2.0.7
G 2 1 o port1vs:tomcat-vs 10.2.0.11-10.2.0.11
port1 vs:tf_trafficgroup2_probing_vs_8080 10.2.0.11-10.2.0.11
HA Configuration
Host Name State Serial Number Node ID IP Address Config Source e
FAD-HA-vm1 VRRP (Active) S 1 10214 N &
FAD-HA-vm2 VRRP (Active) m 2 10.2.15 Y
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HA Cluster Status
FAD-HA-vm2 Mode:active-active-vrrp
Heartbeat Port Data Port
-HA-vm2 port2 port2 CPU RAM Disk
Node ID:2 (@] (e} { o - -
HeanhDM(aD
FAD-HA-vm1 port2 port2 CPU RAM Disk
Node ID:1 [e) (o] { o | — -
O UP O DOWN [ Llow [ High I Busy Current Device
Traffic Status
Traffic Group Name Active Device Node Next Device Node Preempt Floating IP Addresses
default 1 2 no portlvs:ubuntu-vs 10.2.0.5-10.2.0.5
port1 vs:tf default_probing vs 10443 10.2.0.5-10.2.0.5
port1 vs:tf_default_probing_vs_8080 10.2.0.5-10.2.0.5
trafficGroup2 2 1 no port1vs:tomeat-vs 10.2.0.12-10.2.0.12
portl vs:tf trafficgroup2_probing vs 8080 10.2.0.12-10.2.0.12
HA Configuration
Host Name State Serial Number Node ID IP Address Config Source £+

FAD-HA-vm2 VRRP(Active) m 2 10215 Y &
FAD-HA-vm1 VRRP(ACtive) m 1 10214 N

Compare the backend pool in the external ALB shown in the table and figure below. The virtual servers in the
default traffic group references the IP configuration from FADHaLBBackendAddrPool and the virtual servers in
the trafficGroup?2 traffic group references the IP configuration from FADHaLBBackendAddrPool2.

ALB Backend Pool Traffic Groups on FAD

FADHalLBBackendAddrPool default(active device node: FAD-HA-vm1)
FAD-HA-vm1(10.2.0.7)

FAD-HA-vm2(10.2.0.5)

FADHaLBBackendAddrPool2 trafficGroup2(active device node: FAD-HA-vm2)

FAD-HA-vm1(10.2.0.11)
FAD-HA-vm2(10.2.0.12)

i) FAD-HA-loadbalance-external | Backend pools

= Load balancer

[0 search (Ctrl+/) | « 4 add O Refresh A7 Give feedback

¢ Ulagnuse anu suive provierns

‘/’3 Filter by name... ‘

Settings
K2 Frontend IP configuration Backend pool == all Resource Name == all Resource Status == all IP address == all Network interface == all Availability zone == all
% Backend pools

[ Group by Backend pool M
7 Health probes

Backend pool Resource Name Resource Status IP Address Network interface Availability zone Rules count

Y= Load balancing rules

B Inbound NAT rules /' FADHalBBackendAddrPool for default traffic group on FAD

2 Outbound rules FADHalBBackendAddrPo... FAD-HA-vm2 Running 10.2.0.5 FAD-HA-external-nic2 2
il Properties FADHal BBackendAddrPo-. FAD-HA-vm1 Running 10207 FAD-HA-external-nic1 2
8 Locks ' FADHalBBackendAddrPool2 for trafficGroup2 traffic group on FAD
L FADHalBBackendAddrPo-. FAD-HA-vm2 Running 10.2.0.12 FAD-HA-external-nic2 1
Monitoring
FADHalLBBackendAddrPo-.. FAD-HA-vm1 Running 10.2.0.11 FAD-HA-external-nic1 1
@ Insights

Important Note:
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« The IP (floating IP) cannot be cross assigned in two different traffic groups. For example, IP
10.2.0.5/10.2.0.7 is used in the default traffic group, then it cannot be used in trafficGroup2. Therefore,
when creating a new traffic group on FortiADC, you must create the corresponding ALB backend pool on
the Azure side, and configure the new ALB backend pool on the FortiADC Azure LB Backend for further
usage.

+ When changing the IP references in the virtual server, you must change the traffic group together. If the
change of IP references and traffic group in the virtual server is not performed in one step, there will be
abnormal HA behavior. In this case, you have to reboot both FortiADC nodes to allow HA to function
correctly.

Cross reference the above traffic group information with the ALB Load balancing rules and Health probes
configuration: the LBRule for ubuntu-vs and LBRule3 for tomcat-vs uses the ALB health probe, tcpProbe, which
sends the TCP health check packet with the destination port 8080 to the ALB backend pool,
FADHalLBBackendAddrPool and FADHalLBBackendAddrPool2. And LBRule1 uses the ALB health probe,
tcpProbe1, which sends the TCP health check packet with the destination port 10443 to the ALB backend pool,
FADHaLBBackendAddrPool.

The table and figures below illustrates the relationship of the ALB load balancing rules with the FortiADC virtual
server, ALB Backend Pool and ALB Health probe.

ALB Load Balancing Rule/FAD ALB Backend Pool ALB Health Probe
VS

LBRule(TCP/80)/ubuntu-vs FADHalLBBackendAddrPool tcpProbe(8080)
LBRule1(TCP/443) FADHalLBBackendAddrPool tcpProbe(10443)
LBRule(TCP/8081)/tomcat-vs FADHalLBBackendAddrPool2 tcpProbe(8080)

y= FAD-HA-loadbalance-external | Load balancing rules

Load balancer

‘ﬁ Search (Ctrl+/) ‘ « + Add O Refresh Rj Give feedback

&5 Ulayiiuse aiia suive prouieis

Settings ‘ P Filter by name...

Frontend IP configuration Name Ty Load balancing rule T, Backend pool 1y Health probe Ty

% Backend pools LBRule LBRule (TCP/80) FADHaLBBackendAddrPool tcpProbe
¥ Health probes LBRule1 LBRule1 (TCP/443) FADHalLBBackendAddrPool tepProbet

= (e etlmeing miks LBRule3 LBRule3 (TCP/8081) FADHaLBBackendAddrPool2 tcpProbe

s FAD-HA-loadbalance-external | Health probes

Load balancer

|2 search (Cul+)) | « + Add () Refresh &7 Give feedback

¢ Ulayiiuse anid suive prouieis

Settings ‘ A Filter by name...

1 Frontend IP configuration Name TJ Protocol Ty Port T, Used By Ty

% Backend pools tcpProbe CcP 8080 2 rules

© Health probes tcpProbet TP 10443 LBRule1

Figure 6 Business traffic flow for multiple traffic groups
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Azure LB Backend IP Address. Health Probing Result

Pool(default) FAD-HA-VM1
Traffic Group default trafficGroup2 (Active in default traffic group)
FAD-HA-VM1 10.2.0.7 (
virtual @
virtual servers | ubuntu-vs tomcat-vs FAD-HA-VM2 10.2.0.5 x erver -

=—ubuntu-vs traffic:

—tomcat-vs traffic

Azure LB Backend Pools %

Azure LB ! VIV

FAD-HA-VM2
(Active in trafficGroup2 traffic group)

| m—
business traffic——>»
51.X.X.

215 XXX

Azure LB Backend

: IP Add Health Probing Result
Pool2(trafficGroup2) ress salth Probing Resu

FAD-HA-VM1 10.2.0.11 x

FAD-HA-VM2 10.2.0.12 J

Figure 6 shows the business traffic flow in this example scenario, in which the active node in default traffic group
is FAD-HA-vm1. When ALB receives the business traffic for ubuntu-vs that is assigned to the default traffic
group, the ALB directs traffic to FAD-HA-vm1 based on the instant health probing status. See the ALB health
probing status in the figure below, where FAD-HA-vm1(IP:10.2.0.7) responds to the health probe packets with
100% success rate, and FAD-HA-vm2(IP:10.2.0.5) does not respond because it is in HA passive mode in the
default traffic group.

Likewise, the business traffic for tomcat-vs assigned to trafficGroup2 is directed to the active node, FAD-HA-
vm2.

Health Probe Status by Backend IP Address

80
60
40
20
Q o
6 PM Mar 31 6 AM 12PM  pMar31 20
10.2.0.7 10.2.0.12 10.2.01 10.2.05

fad-ha-loadbalance-e.. fad-ha-loadbalance-e. fad-ha-loadbalance-e. fad-ha-loadbalance-e..

100 100 0 0

Backend Pool - Traffic Group - Nodes in the group (red means active)
FADHalLBBackendAddrPool - default- FAD-HA-vm2(10.2.0.5), FAD-HA-vm1(10.2.0.7)
FADHalLBBackendAddrPool2 - trafficGroup?2 - FAD-HA-vm2(10.2.0.12), FAD-HA-vm1(10.2.0.11)
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Since FAD-HA-vm2(10.2.0.5) in the default traffic group and FAD-HA-vm1(10.2.0.11) in trafficGroup2 are in HA
passive mode, the ALB Health Probe status shows 0% success rate for these two |IP configurations. Therefore,
you will see an average health probe status with success rate 50% for FAD-HA-vm1 and FAD-HA-vm2.

@ FAD-HA-loadbalance-external | Insights

Load balancer

‘}3 Search (Ctrl+/) | «

& Overview

& Activity log

Ra, Access contral (1AM)
G Tags

42 Diagnose and solve problems

Settings
B Frontend IP configuration
% Backend pools
1’ Health probes
Load balancing rules
= Inbound NAT rules

L Qutbound rules

Properties

& Locks

Monitering
@ Insights

il Diagnostic settings

Note:

‘ Search here for dependen... | +v Add filter

FAD-HA-loadbalance-external

LBRULE
/ ‘
LBHaFrontEnd LBRULE1 {
N
\\
LBRULE3
N
N

Download topology 2N

FADHaU'B_I_Sta_\_clkendA... FAD-HA-VM?2
ot a
FADHaLBBackendA... FAD-HA-VM1
. o
FAD-HA-VM1
Region

Australia Central

Health status

Average Health Probe status
50.00

ALB directs business traffic based on the instant health probe status, not the average one. Therefore, in the
case where FAD-HA-vm1 is the active node in multiple ALB backend pools, and FAD-HA-vm2 is active in only
one ALB backend pool, the average health probe status for FAD-HA-vm1 should be healthy/partial and for FAD-
HA-vm2 is unhealthy. Regardless of what the average health probe status shows, the business traffic can still
be forwarded to the correct FortiADC node based on the instant health probe status.
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Virtual Server NAT Pool and Firewall NAT SNAT
configuration in HA mode

For FortiADC 6.2.2, each FortiADC-VM instance maintains its own IP configuration in the HA VRRP mode for
the virtual server NAT pool and firewall NAT SNAT on both the FortiADC side and the Azure platform. However,
this means the IP configuration used in the VS NAT pool and the firewall NAT SNAT will not be synchronized in
the HA cluster when HA VRRP mode is enabled. When these IP configurations are no longer synchronized in
the HA cluster, it willimpact the attributes in the IP configurations.

The following attributes will no longer be synchronized in the HA cluster for each IP configuration:

IP configuration Attribute

VS NAT pool (IPPool) ip-min, ip-max, ip6-min, ip6-max

Firewall NAT SNAT trans-to-ip, trans-to-ip-start, trans-to-ip-end

NAT SNAT in HA VRRP mode is only applicable to Azure based FortiADC

f The independent IP configuration design for the VS NAT pool and the firewall
images.

After upgrading to 6.2.2, if you are using the VS NAT pool and/or firewall NAT SNAT IP configurations in your
HA VRRP deployment, you must reconfigure these IP configurations on the passive FortiADC.

To reconfigure the VS NAT pool/ firewall NAT SNAT IP configurations on the passive FortiADC:

1. Check the IP configuration of the VS NAT pool/ firewall NAT SNAT of the active FortiADC instance on both
the FortiADC side and Azure platform.

In the example below, the FAD-HA-vm1 is the active node. The address range of the virtual server NAT
pool, nat is configured as 10.2.1.15-10.2.1.16.

2.2 FortiADC FAD-HA-vm1 HA: VRRP(Working)  V6.2.2 Build0500 ~

@ Dashboard > Virtual Server Content Rewriting Content Routing NAT Source Pool Schedule Pool Clone P

‘\‘l, s .
A security Fabric ’ 1 Delete + Create New © Add Filter
& FortiView >
& Syt s Name “ | Interface Address Type Address Range
ystem
& Shared Resources > nat port2 1Pv4 | 10.2.1.15-10.2.1.16 |
"I" Network >

Showing 1to 1 of 1 entries O rows selected Show 25 entries

The corresponding address range should be configured on the associated network interface, FAD-HA-
internal-nic1 on the Azure platform.
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&3 FAD-HA-internal-nic1| IP configurations

Network interface

‘ £ Search (Ctrl+/)

@ Overview
& Activity log
8 Access control (IAM)

€ Tags

Settings

B IP configurations

DNS servers

< Network security group
Il Properties

B Locks

Monitoring

@ Insights

BN Alerts

-

+ Add Save X Discard () Refresh

Gateway Load balancer & None

IP configurations

Subnet

o The associated virtual machine ‘FAD-HA-vm 1" must be either stopped or deallocated in order to be able to edit the subnet.

| £ Search IP configurations

Name IP Version Type Private IP address Public IP address

ipconfig1 1Pv4 Primary 10.2.1.4 (Static)

ipconfig2 1Pv4 Secondary 10.2.1.8 (Static)

ipconfig3-nat  IPv4 Secondary 10.2.1.16 (Static)

ipconfigd-nat  1Pv4 Secondary 10.2.1.15 (Static) - e

2. Addthe new IP configuration of the network interface attached to the passive FortiADC instance on the

Azure platform.

Continuing with the previous example, the FAD-HA-vm2 is the passive node. So, you will add the new IP
configuration 10.2.1.17 - 10.2.1.18 for FAD-HA-internal-nic2 on the Azure platform. This address range will
be used in the virtual server NAT pool, nat on the FortiADC, FAD-HA-vm2.

& FAD-HA-internal-nic2 | IP configurations

Network interface

‘ L Search (Ctrl+/)

@ Overview
@ Activity log
Ra Access control (IAM)

¢ Tags

Settings

B IP configurations

B DNS servers

@ Network security group
e

Properties

& Locks

Monitoring
@ Insights

BN Alerts

&«

-

—+ Add Save

IP forwarding

X Discard () Refresh
( Disabled @ZELIEED)

Virtual network FortiADC-vnet3

IP configurations

Subnet

@ The associated virtual machine ‘FAD-HA-vm2’ must be either stopped or deallocated in order to be able to edit the subnet.

‘/O Search IP configurations

Name IP Version Type Private IP address Public IP address
ipconfig1 1Pv4 Primary 10.2.1.5 (Static)

ipconfig2 1Pv4 Secondary 10.2.1.9 (Static)

ipconfig3-nat  IPv4 Secondary 10.2.1.17 (Static)

ipconfigd-nat  IPv4 Secondary 10.2.1.18 (Static)

3. According to the IP allocated on the Azure platform in step 2, reconfigure the IP configuration in the VS
NAT pool/ firewall NAT SNAT for the passive FortiADC.
In the example below, reconfigure the virtual server NAT pool, nat with the new address range 10.2.1.17 -
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10.2.1.18 on FAD-HA-vm2.

@& Dashboard

N& Security Fabric
& FortiView

£ System

« Shared Resources
4 Network

Server Load Balance

Virtual Server Content Rewriting

HA: VRRP (Notworking)  V6.2.2 Build0500

Content Routing NAT Source Pool Schedule Pool

1 Delete © Add Filter

Name

nat port2 |Pv4

Showing 1to 1of 1entries 0O rows selected
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Address Range
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Debugging Azure API call in HA mode

The Azure API call is still required to migrate the IP configuration on the Azure platform for the Firewall 1-1 NAT
during an HA failover. To check the migration process, you can use the following command on the new active
FortiADC-VM to get the migration status.

FAD-HA-vm2 # diagnose debug enable
FAD-HA-vm2 # diagnose debug module netd all set
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