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Change Log

Date Change Description

2023-05-15 Initial release.

2023-06-20 Added:
l FortiManager used as single-pane management tool to orchestrate FortiGate
deployment in AWS on page 241

l FortiManager imports EPGs entries using the Cisco ACI connector as individual
objects on page 279

l FortiSwitch replacement procedure can be executed from FortiManager GUI on
page 83

l Support for IoT Virtual Patching in NAC policies using pre-built severity filters on
page 157

2023-08-31 Initial release of FortiManager 7.4.1.

2023-10-13 Added:
l FortiManager and FortiAnalyzer support HTTP/2 for improved security, multiplexing,
and reduced network latency 7.4.1 on page 221

l Cisco ACI Connector (Universal Connector) supports Endpoint Security Groups
(ESGs) 7.4.1 on page 229

l Create a new policy based on the logged traffic and traffic hit count 7.4.1 on page
166

l FortiManager creates packet capture for managed FortiSwitches 7.4.1 on page 88
l FortiManager supports uploading and hosting of an external threat feed 7.4.1 on
page 111

2023-10-16 Added Fabric connector support for FortiManager to connect to a remote FortiAnalyzer
7.4.1 on page 116.

2023-11-20 Added SD-WAN usability improvement allow drag-and-drop of SD-WAN rules and
cut/copy and paste before and after operation 7.4.1 on page 29

2023-12-21 Initial release of FortiManager 7.4.2.

2023-12-22 Added:
l AWS FortiManager-VM HA and EIP 7.4.2 on page 247
l Support Universal Connector for FortiManager HA 7.4.2 on page 235

2024-01-02 Added:
l FortiManager system backup and restore operations adds mandatory password,
and the backup file is encrypted with AES256 7.4.2 on page 226.

l Central firmware upgrade for FortiExtender MODEM 7.4.2 on page 94

2024-03-04 Added :
l Proxy settings server URL page enhanced with drag-and-drop and better user
experience 7.4.2 on page 134
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Change Log

Date Change Description

l Import and export meta variables in CSV format 7.4.2 on page 182

2024-03-12 Added:
l Granular admin permission grants IPS Admin access to only IPS objects and
prevents changes for regular Firewall Admin on IPS Profiles 7.4.2 on page 198

l Firmware upgrade report 7.4.2 on page 138

2024-04-03 Updated Support for FortiOS automatic firmware patch upgrade and scheduling 7.4.1 on
page 53
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Overview

This guide provides details of new features introduced in FortiManager 7.4. For each feature, the guide provides detailed
information on configuration, requirements, and limitations, as applicable.

The FortiManager new features are organized into the following categories:

l Device Manager on page 10
l Central Management on page 72
l Policy and Objects on page 146
l Security Fabric on page 184
l System on page 193
l Management Extensions on page 229
l Cloud Services on page 241
l Other on page 250

For a list of all features organized by the version number that they were introduced, see Index on page 283.
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Device Manager

Device Manager

This section lists the new features added to FortiManager for the device manager:

l Device and Groups on page 10
l SD-WAN on page 15
l Templates on page 32

Device and Groups

This section lists the new features added to FortiManager for devices and groups:

l Auto-link setting is exposed to control configuration installation during ZTP 7.4.1 on page 10
l LTE modem data usage and status has been added to device monitoring widgets 7.4.2 on page 13

Auto-link setting is exposed to control configuration installation during ZTP - 7.4.1

This information is also available in the FortiManager 7.4 Administration Guide:
l Adding offline model devices
l Adding a model FortiGate HA cluster

The auto-link setting is exposed in the model device wizard to allow administrators to better control configuration
installation during the ZTP process.

To configure the auto-link setting for ZTP:

1. In the Add Model Device wizard, the option to Automatically Link to Real Device can be disabled or enabled.
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Device Manager

2. The auto-link status is displayed in the Device Manager.

3. Auto-link can be enabled from the tool tip for single device, or by choosing multiple devices and selecting the Enable
Auto-link setting in theMore dropdown menu.
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4. If for any reason auto-linking fails, you can try it again after the issue is resolved by clicking Retry Auto-link.

5. In the Add Model HA Cluster wizard, the option to Automatically Link to Real Device can be disabled or enabled.
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6. After auto-linking is enabled, auto-link will be started after all cluster members are connected.

LTE modem data usage and status has been added to device monitoring widgets -
7.4.2

This information is also available in the FortiManager 7.4 Administration Guide:
l LTE modem data usage and status has been added to device monitoring widgets

LTE modem data usage and status has been added to device monitoring widgets.

Users can view LTE data usage and status in the Device Manager Dashboard and Monitor pages.
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To view LTE information in FortiManager:

1. In Device Manager > [FortiGate 3G4G] > Dashboard, click AddWidget, and add the LTE Modem widget under
Network Monitors. The LTE Monitor displays the data usage and slot status for 3G4G FortiGates.

2. Go to Device Manager > Monitors > LTE Modem. LTE Signal information and data usage is displayed. This monitor
is only displayed while FortiManager is managing a 3G4G FortiGate.
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3. Go to Device Manager > [FortiGate 3G4G] > CLI Configurations > System. The lte-modem page can show detailed
LTE modem configurations.

SD-WAN

This section lists the new features added to FortiManager for SD-WAN:

l Automated SD-WAN post overlay process creates policies to allow the health-checks traffic to flow between Branch
and HUB on page 16

l Automated SD-WAN overlay process adds "branch_id" meta variable auto assignment on page 19
l SD-WANmonitoring map integrates with Cloud Assisted Monitoring Service to allow FortiGate interface speed tests
from inside FortiManager on page 20

l SDWANmonitoring map enhancements on page 23
l SDWAN template for heterogeneousWAN link types on page 27
l SD-WAN usability improvement allow drag-and-drop of SD-WAN rules and cut/copy and paste before and after
operation 7.4.1 on page 29

l SD-WANMonitoring dashboards allows full widgets customization 7.4.2 on page 30
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Automated SD-WAN post overlay process creates policies to allow the health-
checks traffic to flow between Branch and HUB

This information is also available in the FortiManager 7.4 Administration Guide:
l Configuring an SD-WAN overlay template

Automated SD-WAN post overlay process creates policies to allow the health-checks traffic to flow between Branch and
HUB.

The SD-WAN overlay template includes two new options in the wizard to automate the post-wizard processes. The SD-
WAN overlay template example configured in this document uses a dual-hub topology.

1. Normalize Interfaces
Enable the Normalize Interfaces option to normalize the SD-WAN zones created by the template.
l The following normalized interface is created for the SD-WAN Hub(s):

l HUB-Lo with Per-Device Mapping to HUB1-Lo for the HUB 1 device and HUB2-Lo from the HUB 2 device.
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l The following normalized interfaces are created for branch devices:
l The HUB1 SD-WAN zone is mapped per-platform to HUB1.

l The HUB2 SD-WAN zone is mapped per-platform to HUB2.

l VPN IPsec tunnel templates are created for HUB interfaces when using the SD-WAN overlay template.
When Normalized Interface is enabled, normalized interfaces for the VPNs are added to the normalized
interface list.

2. Add Health Check Firewall Policy to Hub/Branch Policy Package
Enable the Add Health Check Firewall Policy to Hub/Branch Policy Package option to create health check firewall
policies (or policy blocks) for HUB(s) and branches.
l Users must select the HUB and branch policy package that will be used during the wizard configuration. You
can select an existing policy package or create a new one.
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l Based on the selection, firewall policies (or policy blocks) are created to allow SLA health checks to each
device loopback.

l The SD-WAN overlay template creates the policy block and applies it to the top of the HUB Policy Package.

l A policy block is not created for the SD-WAN branch Policy Package.
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Automated SD-WAN overlay process adds "branch_id" meta variable auto
assignment

This information is also available in the FortiManager 7.4 Administration Guide:
l Configuring an SD-WAN overlay template
l Objects and templates created by the SD-WAN overlay template

The automated SD-WAN overlay process adds "branch_id" meta variable auto assignment.

To automatically assign branch IDs using the SD-WAN overlay template:

1. Go to Device Manager > Provisioning Templates > SD-WAN Overlay Template.
2. Create or edit an SD-WAN overlay template.
3. On the Role Assignment (2/5) step in the wizard, enable Automatic Branch ID Assignment.  

l When Automatic Branch ID Assignment is enabled, FortiManager automatically assigns and tracks a branch
ID for each device in the branch device group. This also applies to devices added to the branch device group in
the future, as well as those added to the device group using a zero-touch provisioning device blueprint.
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l Branch ID values are between one and the maximum number allowed by the subnet. For example, the default
10.10.0.0/255.255.0.0 overlay network uses the /19 subnet when your setup includes 5 - 8 overlays. The
maximum allowed branch IDs in this range is 8,190 based on the maximum number of number of
usable IPs/FortiGates supported per overlay.

SD-WAN monitoring map integrates with Cloud Assisted Monitoring Service to
allow FortiGate interface speed tests from inside FortiManager

This information is also available in the FortiManager7.4 Administration Guide:
l SD-WAN Cloud assisted monitoring speed test.

SD-WANMonitoring Map integrates with Cloud Assisted Monitoring Service to allow FortiGate interface speed tests
from inside FortiManager.

To execute an SD-WAN speed test:

1. Execution of speed tests can be performed from the SD-WAN Monitor page: Map View, Table View, Device
Drilldown and the Device Dashboard.

2. For devices with a valid license and an interface set with the WAN role, the Execute Speed Test option is displayed
for the interface.
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l If there is a valid route to the cloud server, you will get measured bandwidth when executing the speed test.

l If there is not a valid route to the cloud server, you will see an error message when executing the speed test.

l You can perform the speed test up to 10 times per day. Attempts to perform additional speed tests will present
an error message.

3. For devices without a valid license, or for devices with a valid license but without an interface set to the WAN role,
the Execute Speed Test option is not displayed.
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To view the results in SD-WAN Monitor pages:

The latest results of the speed test are displayed on the SD-WANMonitor pages, including:

l Map View:

l Table View:
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l Device Drilldown:

l Device Manager > Device Dashboard > SD-WAN Monitor:

SDWAN monitoring map enhancements

This information is also available in the FortiManager 7.4 Administration Guide:
l Template View

SDWANmonitoring map differentiates HUB and branch device types, displays the overlay connectivity between devices
andWAN underlay ports SLA performances.

To monitor SD-WAN with the Template View:

1. Go to the Device Manager > Monitors > SD-WANMonitor pane, and click Template View.
l SD-WAN devices provisioned using the currently selected SD-WAN template are displayed on the map.
l Only devices provisioned using the selected SD-WAN template are displayed. You can change the selected
SD-WAN template by clicking the dropdown in the toolbar and selecting a new template.
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l Devices on the map are identified with icons as either a HUB (star icon) or spoke device (device icon).

2. Hovering your mouse over a device on the map displays the following information:
l Device name and whether it is a HUB or spoke.
l Interfaces that have a failed health check.
l Down underlays.
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3. The map shows lines connecting the HUB and spoke devices.

The line color depends on if the tunnel is up (green) or down (red). Device color is based off of the following logic:
a. If the SD-WAN health checks are defined on the device (usually a spoke):

l Green: All health checks pass.
l Orange: Some health checks pass.
l Red: All health checks fail.

b. When no SD-WAN health checks are defined on the device (usually a HUB):
l Green: All underlays are up.
l Orange: Some underlays are up.
l Red: All underlays are down.

4. Hovering over a line displays a tooltip showing both device names.
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5. Clicking on a line opens a pane with the following information:
l Underlay Status table of HUB and spoke devices.
l Health check table for the spoke devices.

6. Clicking on a spoke device opens a pane with the following information.
l SD-WAN health check table.
l Underlay status table.
l IPsec VPN table.
l Routing - Static & Dynamic table.

7. Clicking on a HUB device opens a pane with the following information:
l Underlay Status table.
l IPsec VPN table.
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l Routing - Static & Dynamic table.

SDWAN template for heterogeneous WAN link types

This information is also available in the FortiManager 7.4 Administration Guide:
l Zones and interface members
l Performance SLA

SDWAN template for heterogeneousWAN link types to support single-template usage for FortiGates with different
underlay connections and SLAs.

To create an SD-WAN template with heterogeneous WAN links:

1. Go to Device Manager > Provisioning Templates > SD-WAN Template, and create or edit a template.
2. You can select the installation target for the following SD-WAN objects:

l system sdwan members
l system sdwan service
l system sdwan health-check
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l system sdwan neighbor

3. You can add meta variables for the following health-check attributes:
l System SD-WAN health-check

l Check Interval
l Fail Before Inactive
l Probe Timeout
l Restore Link After

l System SD-WAN health-check SLA
l Link Cost Factor
l Latency Threshold
l Jitter Threshold
l Packet Loss Threshold
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l Mos Threshold

SD-WAN usability improvement allow drag-and-drop of SD-WAN rules and cut/copy
and paste before and after operation - 7.4.1

SD-WAN usability improvements allow drag-and-drop of SD-WAN rules and cut/copy and paste before and after
operation.

In SD-WAN Templates or in Device database> SD-WAN, you can perform the following actions:

l Drag-and-drop rules.
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l Move selected SD-WAN rules up/down.

l Cut/copy/paste before and after when selecting an SD-WAN rule.

SD-WAN Monitoring dashboards allows full widgets customization - 7.4.2

This information is also available in the FortiManager 7.4 Administration Guide:
l SD-WAN Monitor Table View

SD-WANMonitoring dashboards allows full widgets customization (movable and full-screen options).

To view customization options for SD-WAN monitoring dashboards:

1. Go to Device Manager > Monitors > SD-WAN Monitor or Device Manager Device & Groups > [Managed Device]
> Dashboard > SD-WAN. 
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l History view supports a dashboard layout, and all widgets can be dragged and repositioned.
l Features including refreshing widgets and switching devices are supported.

2. The widget layout persists based on either the device configuration or template configuration.
l All SD-WAN devices assigned to the same SD-WAN template use the same layout.
l If a SD-WAN device is not part of a SD-WAN template, then it will use its own layout.
l Currently, this only applies to devices/groups that are assigned to the SD-WAN template directly, and not
through Template Groups or the SD-WAN Overlay Template.
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Templates

This section lists the new features added to FortiManager for templates:

l Preview CLI configuration for the device provisioning templates on page 32
l Fortinet factory-default wireless and extender templates on page 36
l Jinja Templates have direct access to the device DB to support generation of dynamic configuration on page 42
l Fabric Authorization Template is integrated with Device Blueprint and supports meta variables 7.4.1 on page 49
l Support for FortiOS automatic firmware patch upgrade and scheduling 7.4.1 on page 53
l Support model FortiGate HA cluster in device blueprint 7.4.1 on page 59
l Factory default SSIDs and AP Profiles configuration updated 7.4.2 on page 61

Preview CLI configuration for the device provisioning templates

This information is also available in the FortiManager 7.4 Administration Guide:
l Viewing the CLI preview for provisioning templates
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In FortiManager, you can preview the CLI configuration for the device provisioning templates.

To preview the CLI configuration for provisioning templates:

1. Go to Device Manager > Provisioning Templates.
Select a template type by choosing the corresponding tab. You can view the CLI preview for all provisioning
template types, including: Template Groups, IPsec Tunnel Templates, SD-WAN Templates, BGP Templates, SD-
WAN Overlay Templates, System Templates, Static Route Templates, CLI Templates, and Threat Weight
Templates.

2. Right-click on a template, and choose Preview CLI Configuration.
The Preview CLI Configuration window is displayed with the CLI configuration for the selected template.
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The metadata variable names and not their resolved values are displayed in the preview.

3. When the provisioning template includes multiple devices, you can select a device from the Device dropdown. The
CLI preview for the selected device is displayed in the content pane.
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4. In the Preview CLI Configuration window, you can search in the CLI using the search bar, and you can download the
CLI preview by clicking the Download button.

Fortinet factory-default wireless and extender templates

FortiManager includes Fortinet factory-default wireless and extender templates with built-in security and network
configuration based on best security practices.

This information is also available in the FortiManager 7.4 Administration Guide:
l Using Fortinet recommended FortiAP and SSID profiles
l Using Fortinet recommended extender profiles

To use default FortiAP profiles and SSIDs:

1. Recommended FortiAP profiles are available in the FortiManager AP Manager.
a. Go to AP Manager > Operation Profiles under the FortiAP Profiles tab.
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b. Right click on a recommended AP profile and click View.

2. FortiAP profiles based on the recommended profiles can be created by activating the recommended profiles.
a. Right-click on a recommended profile and click Activate.

b. Select the platform type for the profile.
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c. Enter a name for the AP profile and configure the remaining settings if required.

3. The recommended default AP SSIDs are shown in AP Manager > SSIDs.
a. Go to FortiAP > SSIDs to view the default SSIDs.
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b. Right click on a recommended SSID and click View to view its details.

4. An SSID can be created by activating the recommended SSIDs.
a. Right-click on a recommended SSID and click Activate.
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b. Enter a name for the SSID and configure the remaining settings as needed.

5. The created SSID can be assigned to an AP profile, and the profile can be assigned to the FortiAP.
a. In the FortiAP Profile, select the configured SSID.
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b. Assign the profile to the FortiAP device.

To use recommended FortiExtender templates:

1. The recommended Extender Profile is shown in Extender Manager > Extender Profiles.

2. An extender profile can be created by activating the recommended FortiExtender profile.
a. Right-click on the recommended FortiExtender profile and click Activate.

b. Choose a model for the template.
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c. Enter a name for the FortiExtender profile and configure the remaining settings as needed.

3. The created extender profile can be assigned to an extender, then the user can deploy the settings.
a. Right-click on a managed FortiExtender and click Assign Profiles.

b. Select the configured FortiExtender Profile.

Jinja Templates have direct access to the device DB to support generation of
dynamic configuration

This information is also available in the FortiManager 7.4 Administration Guide:
l Using FortiManager device database variables in Jinja

Jinja Templates have direct access to the device database to support generation of dynamic configuration.

The following FortiManager variables are supported:
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Supported Device Database Variables Supported System Interface Variables

l Name: {{DVMDB.name}}
l Serial: {{DVMDB.serial}}
l OS TYPE: {{DVMDB.os_type}}
l Platform: {{DVMDB.platform}}
l Version: {{DVMDB.version}}
l Hostname: {{DVMDB.hostname}}
l UUID: {{DVMDB.mgmt_uuid}}
l Mgmt Interface IP : {{DVMDB.mgmt_if}}
l IP: {{DVMDB.ip}}
l Tunnel IP: {{DVMDB.tunnel_ip}}
l Description: {{DVMDB.description}}

l Interface Name: {{intf.name}}
l Interface Allowaccess:
{{intf.allowaccess}}

l Interface Type: {{intf.type}}
l Interface IP: {{intf.ip}}
l Interface Mode: {{intf.mode}}
l Interface VDOM: {{intf.vdom}}

This topic includes the following:

l To use device database variables in a Jinja template: on page 43
l Example 1: Creating physical interfaces for FortiGate-VMs on page 45
l Example 2: View the device attributes for FortiGate-VMs on page 47
l Example 3: View the interface attributes for each physical interface on a device on page 48

To use device database variables in a Jinja template:

1. Go to Device Manager > Provisioning Templates > CLI Template.
2. Create a new CLI template.
3. Select the Type as Jinja Script.
4. Configure the Script Details with FortiManager variables. For example, you can use DVMDB.name as a variable to

get the device name from the Device Database:
config system global
set hostname {{DVMDB.name}}
end
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When viewing the Install Preview for the CLI Template, the variable DVMDB.name is replaced with the Name value
for the selected device.

FortiManager 7.4.0 New Features Guide 44
Fortinet Inc.



Device Manager

Example 1: Creating physical interfaces for FortiGate-VMs

A user is setting up a FGT-VM64 model device on FortiManager. When setting up a FortiGate-VM, the user needs to
execute a script to create the physical interfaces, however, when deploying a FortiGate hardware platform, generating
physical interfaces is not necessary. Previously, the user needed to create a separate device group for their FortiGate-
VM devices and then runs a script to create the physical interfaces for VM devices inside the device group.

Using Jinja, the same CLI template can be applied to ANY new devices (hardware or VM-based) by using a script with
FortiManager variables to determine the platform of the device and using an "if" statement to ensure that the script runs
only on FortiGate-VM devices.

Example script:

{% if 'FortiGate-VM64' in DVMDB.platform -%}
config system interface
{%- for i in range(0, vm_interface_number|int) %}
edit port{{i+1}}
set vdom root
set type physical
next
{%- endfor %}
end
{%- endif %}
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Previewing the script on a device shows how the variables are applied.
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Example 2: View the device attributes for FortiGate-VMs

Example script:

{%- if DVMDB.platform == 'FortiGate-VM64' %}
Name: {{DVMDB.name}}
Serial: {{DVMDB.serial}}
OS TYPE: {{DVMDB.os_type}}
Platform: {{DVMDB.platform}}
Version: {{DVMDB.version}}
hostname: {{DVMDB.hostname}}
UUID: {{DVMDB.mgmt_uuid}}
Mgmt Interface IP : {{DVMDB.mgmt_if}}
IP: {{DVMDB.ip}}
Tunnel IP : {{DVMDB.tunnel_ip}}
Description: {{DVMDB.description}}
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os_type: {{DVMDB.os_type}}
{%- endif %}

The rendered result for the script:

=======================
Name: vlan171_0040
Serial: FGVM08HZ20311040
OS TYPE: FortiGate
Platform: FortiGate-VM64
Version: 7.4.0
hostname: 3456-abc
UUID: 9c50812a-caa8-51ed-958a-4e7800e5139a
Mgmt Interface IP : port1
IP: 10.8.71.40
Tunnel IP : 169.254.0.12
Description:
os_type: FortiGate

Example 3: View the interface attributes for each physical interface on a device

Example script:

{%- for intf in DEVDB_system_interface %}
{%- if intf.type == 'physical' %}
Interface Name: {{intf.name}}
-- Interface Allowaccess: {{intf.allowaccess}}
-- Interface Type: {{intf.type}}
-- Interface IP: {{intf.ip}}
-- Interface Mode: {{intf.mode}}
-- Interface VDOM: {{intf.vdom}}
{%- endif %}
{%- endfor %}

The rendered result for the script:

===============================
Interface Name: port1
-- Interface Allowaccess: ping
-- Interface Type: physical
-- Interface IP: 10.8.71.40
-- Interface Mode: static
-- Interface VDOM: "root"
Interface Name: port2
-- Interface Allowaccess: https
-- Interface Type: physical
-- Interface IP: 101.71.40.1
-- Interface Mode: static
-- Interface VDOM: "root"
Interface Name: port3
-- Interface Allowaccess: ping
-- Interface Type: physical
-- Interface IP: 200.71.40.1
-- Interface Mode: static
-- Interface VDOM: "root"
Interface Name: port4
-- Interface Allowaccess:
-- Interface Type: physical
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-- Interface IP: 0.0.0.0
-- Interface Mode: static
-- Interface VDOM: "root"
Interface Name: port5
-- Interface Allowaccess: ping
-- Interface Type: physical
-- Interface IP: 172.71.40.1
-- Interface Mode: static
-- Interface VDOM: "root"
Interface Name: port6
-- Interface Allowaccess:
-- Interface Type: physical
-- Interface IP: 0.0.0.0
-- Interface Mode: static
-- Interface VDOM: "root"
Interface Name: port7
-- Interface Allowaccess:
-- Interface Type: physical
-- Interface IP: 0.0.0.0
-- Interface Mode: static
-- Interface VDOM: "root"
Interface Name: port8
-- Interface Allowaccess:
-- Interface Type: physical
-- Interface IP: 0.0.0.0
-- Interface Mode: static
-- Interface VDOM: "root"
Interface Name: port9
-- Interface Allowaccess:
-- Interface Type: physical
-- Interface IP: 0.0.0.0
-- Interface Mode: static
-- Interface VDOM: "root"
Interface Name: port10
-- Interface Allowaccess:
-- Interface Type: physical
-- Interface IP: 0.0.0.0
-- Interface Mode: static
-- Interface VDOM: "root"

Fabric Authorization Template is integrated with Device Blueprint and supports
meta variables - 7.4.1

This information is also available in the FortiManager 7.4 Administration Guide:
l Using Device Blueprints for Model Devices
l Fabric Authorization Templates

In FortiManager 7.4.1, the Fabric Authorization Template is integrated with Device Blueprints and supports metadata
variables.
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To use Fabric Authorization Templates with Device Blueprints:

l Step 1: Configure the Fabric Authorization Template on page 50
l Step 2: Add a Fabric Authorization Template to a device blueprint on page 51
l Step 3: Add the device blueprint to a model device on page 52
l Step 4: View the configured FortiAP, FortiSwitch, and FortiExtender on page 52

Step 1: Configure the Fabric Authorization Template

To create a Fabric Authorization Template:

1. Go to Device Manager > Provisioning Templates > Fabric Authorization.
2. Click Create New, and the Create New Fabric Authorization Template dialog appears.
3. Configure the Fabric Authorization Template, for example a template named "60E" is configured in the with the

following settings:
a. FortiAP:

FortiAP Toggle ON to enable FortiAP in the template.

Prefix Select a model from the dropdown list, for example FP231E.

Number of Devices This field determines how many APs will be added, and you can enter a
number or use a variable. Entering the $ sign causes the variable list to
appear where you can select a variable from the dropdown list. This
example uses the $(APNum) variable.

b. FortiSwitch:

FortiSwitch Toggle ON to enable FortiSwitch in the template.

Prefix Select a model from the dropdown list, for example S424DN.

Number of Devices This field determines how many FortiSwitches will be added, and you can
enter a number or use a variable. This example uses the number 1.

FortiLink Interface Enter the interface name. This field supports variables. This example uses
the name fortilink.
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c. FortiExtender:

FortiExtender Toggle ON to enable FortiExtender in the template.

Prefix Select a model from the dropdown list, for example FX201E.

Number of Devices This field determines how many FortiExtenders will be added, and you can
enter a number or use a variable. This example uses the number 1.

FortiLink Interface Select an extension type from the dropdown list. This example uses
WAN Extension.

4. ClickOK to save the Fabric Authorization Template.

Step 2: Add a Fabric Authorization Template to a device blueprint

To add the Fabric Authorization Template to a device blueprint:

1. Go to Device Manager. In the Device & Group window, click the Add Device dropdown and choose Device Blueprint
to create a new device blueprint.

2. Configure the device blueprint. For example:

Name Enter a name for the blueprint. In this example, it is 60E.

Device Model Select a device platform, for example FortiGate-60E.

Fabric Authorization
Template

Select the previously configured Fabric Authorization Template (60E).
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3. ClickOK to save the device blueprint.

Step 3: Add the device blueprint to a model device

To add the Fabric Authorization Template to a model device:

1. Go to Device Manager. In the Device & Group window, click Add Device > Add Model Device.
2. Configure the model device using the device blueprint. For example:

Name Enter the FortiGate's name. In this example, it is Branch1.

Link Device By Select Serial Number.

Serial Number Enter the serial number.

Use Device Blueprint Enable the Use Device Blueprint setting.

Device Blueprint Select the previously configured device blueprint (60E)

3. ClickOK to save the model device.

Step 4: View the configured FortiAP, FortiSwitch, and FortiExtender

1. After the device is added to the Device Manager, go to the AP Manager, FortiSwitch Manager, and Extender
Manager in FortiManager and you can see that the FortiGate has been automatically configured with a FortiAP,
FortiSwitch and FortiExtender as defined by the template.
For example:
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l FortiAP:

l FortiSwitch:

l FortiExtender:

Support for FortiOS automatic firmware patch upgrade and scheduling - 7.4.1

This information is also available in the FortiManager 7.4 Administration Guide:
l Upgrading firmware downloaded from FortiGuard
l System templates

FortiManager supports the following FortiGate firmware patch upgrade features: 

l Enable automatic firmware patch upgrades
l Schedule firmware upgrades
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To enable automatic firmware patch upgrades, choose from the following options:

l In Device Manager > System > FortiGuard, enable Auto Firmware Upgrade and specify the default automatic
upgrade schedule.

l In Device Manager > CLI Configurations > system > fortiguard, enable auto-firmware-upgrade and specify the
default automatic upgrade schedule.

l In Device Manager > Provisioning Templates > System Templates, create a new template or edit an existing
template, then enable FortiGuard > Enable Auto Firmware Upgrade and specify the default automatic upgrade
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schedule.

Scheduling firmware upgrades

Configure FortiGate to enable scheduling using the following CLI command:

config system fortiguard
set update-server-location usa
set auto-firmware-upgrade enable
set auto-firmware-upgrade-start-hour 12
set auto-firmware-upgrade-end-hour 14

end

FortiOS only supports automatic firmware patch upgrade on versions 7.2.4 and later.

To schedule firmware upgrades through Device Manager:

1. In Device Manager, right-click on the device and select Firmware Upgrade.
2. Click Upgrade for the desired FortiGuard image.
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3. Enable Schedule Upgrade and specify when the upgrade will be run.

FortiManager 7.4.0 New Features Guide 56
Fortinet Inc.



Device Manager

4. Configure any additional settings and clickOK.
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To schedule firmware upgrades using a firmware template:

1. When a managed FortiGate has a critical vulnerability, click the alert in the banner alerts menu.
2. Click Create Firmware Template.

3. Edit the schedule as needed andOK.
The latest update schedule is displayed in the Upgrade Status column.
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Support model FortiGate HA cluster in device blueprint - 7.4.1

This information is also available in the FortiManager 7.4 Administration Guide:
l Using device blueprints for model devices
l Adding a model FortiGate HA cluster
l Import model devices from a CSV file

To create a new model FortiGate HA cluster using a device blueprint:

1. Go to Device Manager and select Device Blueprint from the Add Device dropdown menu.
2. Click Create New to add a new blueprint.
3. Create a new device blueprint with HA enabled and configured.

4. Create a CSV file with the following fields:
l Serial Number
l Device Blueprint
l Name
l Cluster Id
l Cluster Name
l Priority
l HAMode
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5. Import model devices from the CSV file.

The new managed devices are displayed.
The table displays the primary node of a cluster. Secondary nodes are displayed in the HA Status column.
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Factory default SSIDs and AP Profiles configuration updated - 7.4.2

This information is also available in the FortiManager 7.4 Administration Guide:
l AP Manager
l FortiSwitch Manager

Factory Default SSIDs and AP Profiles configuration updated with optimized settings for performance, increased
security and a new Voice SSID.

l SSID templates on page 61
l FortiAP profiles on page 64
l ARRP profile on page 71

SSID templates

The following enhancements have been made to SSID templates:

1. Existing default SSID templates have been renamed:
l Corporate_Fortinet_Default renamed to Enterprise_Fortinet_Default.
l POS_Fortinet_Default renamed to IoT_Fortinet_Default.
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2. For all default SSIDs,multicast-enhance is now disabled by default.

3. In the IoT_Fortinet_Default SSID, the Pre-shared Key Mode setting is set to multiple.

4. Added a new SSID template called Voice_Fortinet_Default with the following configuration.
l Security Mode set to WPA2-Personal.
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l Enable voice-enterprise (802.11k/v).

l Enable fast-bss-transition (802.11.r).

l Set Device Detection to enable.

l Set a defaultQoS Profile.
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FortiAP profiles

The following updates have been made for FortiAP Profiles:

1. The following AP profiles are removed:
l Corporate_Fortinet_Default
l Guest_Fortinet_Default
l POS_Fortinet_Default

2. The following new AP profiles are introduced: 
l Voice/Enterprise_Fortinet_Default
l Basic_Data_Fortinet_Default
l High_Throughput_Data_Fortinet_Default
l High_Throughput_Data_Dual5GHz_Fortinet_Default
l RTLS/Presence_Fortinet_Default

3. The following configurations are common to all default AP Profiles:
l Set 2.4GHz radio band to 802.11ax/g/n (exclude b).
l Set 2.4GHz channel width 20MHz.
l Set 2.4GHz channel plan to Three Channels by default.
l Set ARRP-Profile to arrp-default.
l Set Short Guard Interval to enable on all radios.
l Set Radio Resource Provisioning to enable on all radios.
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l Set SSIDs toManual for all radios.

l 5GHz set to default 802.11ax/ac/n/a - include a (matching g data rates).

4. Specific configurations are also applied to each AP profile:
l Voice/Enterprise_Fortinet_Default:

l Set channel width to 20MHz for 5GHz band
l Set channel width to 40MHz on 6GHz (if applicable AP model selected)
l 2.4GHz Transmit Power Mode - dBm - 13dBm
l 5GHz Transmit Power Mode - dBm - 16dBm
l 6GHz Transmit Power Mode - dBm – 19dBm
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l Basic_Data_Fortinet_Default
l Set channel width to 20MHz for 5GHz band
l Set channel width to 40MHz on 6GHz (if applicable AP model selected)
l 2.4GHz Transmit Power Mode - Auto – 10 to 17 dBm
l 5GHz Transmit Power Mode - Auto - 13 to 20 dBm
l 6GHz Transmit Power Mode - Auto - 16 to 23 dBm
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l High_Throughput_Data_Fortinet_Default
l Set 5GHz channel width to 40MHz – Up to 12 available channels including DFS frequencies
l Set 6GHz channel width to 80MHz (if applicable AP model selected) – Up to 14 available channels
l 2.4GHz Transmit Power Mode – Auto – 10dBm to 14dBm
l 5GHz Transmit Power Mode - Auto – 13 to 17dBm
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l 6GHz Transmit Power Mode - Auto – 16 to 20dBm (if applicable AP model selected)

l High_Throughput_Data_Dual5GHz_Fortinet_Default
l Set 5GHz channel width to 40MHz – Up to 12 available channels including DFS frequencies
l Set 6GHz channel width to 80MHz (if applicable AP model selected) – Up to 14 available channels
l 2.4GHz Transmit Power Mode – Auto – 10dBm to 14dBm
l 5GHz Transmit Power Mode - Auto – 13 to 17dBm
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l 5GHz Transmit Power Mode - Auto – 13 to 17dBm (if applicable dual 5GHz AP model selected)

l RTLS/Presence_Fortinet_Default
l Set channel width to 20MHz for 5GHz band
l Set channel width to 40MHz on 6GHz (if applicable AP model selected)
l 2.4GHz Transmit Power Mode - dBm - 10dBm
l 5GHz Transmit Power Mode - dBm - 14dBm
l 6GHz Transmit Power Mode - dBm – 17dBm
l Location Based Services - Set Locate WiFi Clients When Not Connected to enable
l BLE Radio enabled
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l Disable RRP
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ARRP profile

ARRP Profiles have been relocated from Protection Profiles to Operation Profiles.
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This section lists the new features added to FortiManager for central management:

l AP Manager on page 72
l FortiSwitch Manager on page 78
l Others on page 99

AP Manager

This section lists the new features added to FortiManager for AP manager:

l Multiple optimizations to the factory default SSID and AP-profiles 7.4.1 on page 72
l Export Managed FortiAPs and import FortiAPs from a CSV file 7.4.2 on page 76

Multiple optimizations to the factory default SSID and AP-profiles - 7.4.1

This information is also available in the FortiManager 7.4 Administration Guide:
l Using Fortinet recommended profiles

In FortiManager 7.4.1, there are multiple optimizations to the factory default SSID and AP-profiles.

l Fortinet recommended factory default SSIDs on page 72
l Fortinet recommended factory default AP Profiles on page 73
l Fortinet recommended factory default ARRP Profile on page 76

Fortinet recommended factory default SSIDs

l All three Fortinet recommended factory default SSID templates allow users to select the traffic mode as either
Bridged or Tunnel when the templates are activated.

l The Corporate_Fortinet_Default SSID includes the following changes:
l Dynamic VLAN Assignment - disabled by default.
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l multicast-enhance - enabled by default.

l ft-over-ds - enabled by default.

l TheGuest_Fortinet_Default SSID includes the following changes:
l Device Detection - enabled by default.

l multicast-enhance - enabled by default.

l The POS_Fortinet_Default SSID includes the following changes:
l multicast-enhance - enabled by default.

Fortinet recommended factory default AP Profiles

l For the 2.4 GHz band, set the default 802.11 ax/n/g (for WiFi6/6E/6 (Smart Series)).

l For the 2.4 GHz band, only allow 20MHz channel width.
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l Enforce the 2.4 GHz radio 1 on Three Channels (some profiles are on three channels "custom").

l For the 5 GHz band (radio 2), set to 802.11 ax/ac/n/a (for WiFi6/6E/6 (Smart Series)).

l Enable all radios by default.
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l Short Guard Interval - enabled by default on all radios.

l Transmit Power Mode - set to Auto by default on all radios.
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Fortinet recommended factory default ARRP Profile

l darrp-optimize-schedules - The default-darrp-optimize schedule in the profile is selected by default.

Export Managed FortiAPs and import FortiAPs from a CSV file - 7.4.2

This information is also available in the FortiManager 7.4 Administration Guide:
l Importing and exporting FortiAP devices

To import and export managed FortiAPs:

1. Go to AP Manager > Managed FortiAPs, and clickMore > Import from CSV. Users are able to import AP tables as a
CSV file.
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The following columns can be imported from the CSV:

Column Header Cell Information

FortiGate The name of the FortiGate to which the FortiAP will be assigned.

Access Point The access point name.

Serial # The FortiAP serial number

FAP Profile The profile to be assigned to the FortiAP.

VDOM name (Optional) If VDOMs are enabled on the FortiGate, specify the VDOM to which
the FortiAP will be assigned. If VDOMs are disabled, leave

2. Go to AP Manager > Managed FortiAPs, and clickMore > Export to CSV.

3. Configure the export options:
l File Name: Enter the name of the file.
l Options: Select Export all columns or Export customized columns only.
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l Export All Devices: This option is displayed in per-device mode only. You can enable this toggle to include all
managed FortiGate's FortiAPs in the CSV file.

FortiSwitch Manager

This section lists the new features added to FortiManager for FortiSwitch manager:

l Per-device VRRPmapping can be used under FortiSwitch Profiles on page 78
l FortiManager allows switchport export to another VDOM, and configuration of the exported port in the destination
VDOM on page 80

l FortiSwitch replacement procedure can be executed from FortiManager GUI on page 83
l Custom commands can be assigned/unassigned at once to multiple managed FortiSwitches 7.4.1 on page 85
l FortiManager creates packet capture for managed FortiSwitches 7.4.1 on page 88
l FortiSwitch packet capture can run an schedule 7.4.2 on page 90
l FortiSwitch devices can be imported from a CSV file 7.4.2 on page 92

Per-device VRRP mapping can be used under FortiSwitch Profiles

This information is also available in the FortiManager 7.4 Administration Guide:
l Creating FortiSwitch VLANs

FortiManager supports per-device mapping for Virtual Router Redundancy Protocol (VRRP) in FortiSwitch profiles.
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To configure per-device mappings for VRRP settings in a FortiSwitch profile:

1. Go to FortiSwitch Manager > FortiSwitch VLANs.
2. Create or edit a VLAN interface, and make a per-device mapping for a FortiGate.

3. In the per-device mapping page, users can add a VRRP setting for the FortiSwitch VLAN.

4. When the VLAN is being used by an assigned FortiSwitch VLAN, the VRRP setting can be deployed.
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FortiManager allows switchport export to another VDOM, and configuration of the
exported port in the destination VDOM

This information is also available in the FortiManager 7.4 Administration Guide:
l Exporting FortiSwitch ports to another VDOM

FortiManager allows switchport export to another VDOM, and configuration of the exported port in the destination
VDOM.

To export FortiSwitch ports:

1. Disable FortiSwitch Central Management in System Settings > All ADOMs.
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2. Add a Multi-VDOM enabled FortiGate with an attached FortiSwitch.

3. Go to FortiSwitch Manager > Managed FortiSwitches, right-click on a FortiSwitch and select Ports Configuration.
4. Edit a port to enter the Edit VLAN Assignment pane, and choose the new VDOM in the Export To field.
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5. After the port is exported, users can edit the port's configuration in the chosen VDOM.
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6. After the settings are configured, the changes can be installed to the FortiGate.

FortiSwitch replacement procedure can be executed from FortiManager GUI

FortiSwitch replacement procedure can be executed from the FortiManager GUI.

This information is also available in the FortiManager 7.4 Administration Guide:
l Replacing Switches

To replace a FortiSwitch device from the FortiManager GUI:

1. Go to FortiSwitch Manager > Managed FortiSwitches.
2. Deauthorize the FortiSwitch that will be replaced, and refresh the FortiSwitch list. The FortiSwitch will display with

the status Unauthorized.
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3. Right-click on the FortiSwitch and select Replace.

4. Enter the new FortiSwitch serial number, and clickOK to confirm.

After the operation is complete, refresh the FortiSwitch list. The new FortiSwitch serial number will be displayed,
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and the original switch template is kept.

5. Authorize the FortiSwitch, and the replacement is complete.

Custom commands can be assigned/unassigned at once to multiple managed
FortiSwitches - 7.4.1

This information is also available in the FortiManager 7.4 Administration Guide:
l Creating custom commands

Custom commands can be assigned/unassigned at once to multiple managed FortiSwitches.

To push custom commands to multiple FortiSwitch devices:

1. In Per-Device FortiSwitch management mode, select the FortiSwitch devices to which you want to assign custom
commands. Multiple FortiSwitch devices can be selected at once.
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2. Right-click in the table and select Assign/Unassign Custom Commands from the context menu.
The Assign/Unassign Custom Commands dialog appears.

3. Assign custom commands:
a. Select the Assign tab and choose the custom command from the dropdown list.
b. ClickOK.
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c. Install the changes to the FortiGate devices.

4. Unassign custom commands:
a. Select the Unassign tab and choose the custom command from the dropdown list.
b. Click OK.
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c. Install the changes to the FortiGate devices.

FortiManager creates packet capture for managed FortiSwitches - 7.4.1

This information is also available in the FortiManager 7.4 Administration Guide:
l Managing FortiSwitches

FortiManager can configure packet capture for managed FortiSwitch devices, displaying the results and allowing
download as PCAP file. The packet capture can be configured from FortiSwitch Manager or from the Asset Identity
Center.

To perform packet capture on managed FortiSwitch devices:

1. Go to FortiSwitch Manager > Managed FortiSwitches.
2. Select a FortiSwitch device in the table and click Packet Capture.
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3. A filter entry can be created by clicking Create New, or an existing entry can be edited.
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4. Once a filter is selected, click Start Capture to display the packets.

5. The filter can also be selected in DeviceManager > Monitors > Asset Identity Center.

FortiSwitch packet capture can run an schedule - 7.4.2

This information is also available in the FortiManager 7.4 Administration Guide:
l Configuring FortiSwitch packet captures

FortiSwitch packet capture can run an schedule.
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To configure a FortiSwitch packet capture schedule:

1. In FortiSwitch Manager > Managed FortiSwitches, right-click on a FortiSwitch, and choose Packet Capture.

2. Configure the schedule details in the packet capture template.
a. Enable the Schedule Run toggle.
b. Configure the Start Time and End Time for the schedule.
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3. At the configured start time, the capture status is changed to Running.

4. When the capture is done, the sniffer packet can be downloaded or viewed on FortiManager.

FortiSwitch devices can be imported from a CSV file - 7.4.2

This information is also available in the FortiManager 7.4 Administration Guide:
l Importing and exporting FortiSwitch devices
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FortiSwitch devices can be imported from a CSV file to provision the switch infrastructure.

To import FortiSwitch devices:

1. Create a CSV file to be imported with the following information:

Header Cell

FortiGate The name of the FortiGate to which the FortiSwitch will be assigned.

FortiSwitch Name The FortiSwitches name.

Serial Number The FortiSwitches serial number

FortiLink The FortiLink interface used to allow the FortiGate to manage the FortiSwitch.

Template The template to be assigned to the FortiSwitch.

VDOM (Optional) If VDOMs are enabled on the FortiGate, specify the VDOM to which
the FortiSwitch will be assigned. If VDOMs are disabled, leave this field blank,
and the default root VDOMwill be applied automatically.

For example:

2. Go to FortiSwitch Manager > Managed FortiSwitches, and selectMore > Import from CSV from the toolbar.

3. Browse to the CSV file location, or drag and drop the file into the Upload field. The results are displayed in the import
results window.
l During import, the validation of the entries will be checked. Successfully imported fields are indicated with a
checkmark icon.
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l If all entries are valid, the import is successful.

Extender Manager

This section lists the new features added to FortiManager for Extender manager:

l Central firmware upgrade for FortiExtender MODEM 7.4.2 on page 94

Central firmware upgrade for FortiExtender MODEM - 7.4.2

This information is also available in the FortiManager 7.4 Administration Guide:
l Creating firmware templates

Central firmware upgrade for FortiExtender MODEMs.
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Prerequisites

The following prerequisites must be met before FortiManager can centrally manage FortiExtender:

l FortiExtender must be registered in FortiCloud.

l FortiExtender firmware version must be 7.4 on build 231 or later.

l FortiExtender must be connected to the internet.
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l FortiExtender is managed by FortiGate, its status isOnline, and the FortiExtender IP address is shown in FortiGate
interfaces.

To create a firmware upgrade template for FortiExtender MODEM:

1. In the FortiManager GUI, go to Device Manager > Firmware Templates > Create New.
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2. In the Upgrade Details list, click Create New. Select FortiExtender Modem, platform, and the firmware version.
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3. Assign the template to the managed FortiGate.

4. Click Upgrade Now to upgrade the modem firmware.
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5. The upgrade process is shown and when the upgrade is complete, the success result is displayed in FortiManager.

6. After the upgrade, users can access the FortiExtender console to get the new modem firmware version information.

Others

This section lists the new features added to FortiManager for other topics relating to central management:

l FortiManager supports install preview for model devices on page 100
l VPNMonitoring displays IPsec VPN tunnels created by IPsec templates and SD-WAN overlay wizard on page 105
l FortiManager supports CLI diff in the workflow approval sessions on page 107
l Internet Service database update occurs only if specific policy objects require a FortiGuard update 7.4.1 on page
109

l FortiManager supports uploading and hosting of an external threat feed 7.4.1 on page 111
l Fabric connector support for FortiManager to connect to a remote FortiAnalyzer 7.4.1 on page 116
l FortiManager support for managing account level entitlements for FortiSandbox Cloud 7.4.2 on page 117
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l Auto-link will only trigger an IPS/Application Control update if the signatures used in the Policy Package require a
newer version 7.4.2 on page 119

l Remote access to FortiOS GUI from FortiManager 7.4.2 on page 120
l FortiManager manages the licenses for air-gapped FortiWeb via the FortIFlex connector 7.4.2 on page 123
l FortiManager manages the licenses for air-gapped FortiGate via the FortiFlex connector 7.4.2 on page 126
l ADOM version 7.4 supports FortiOS versions 7.4, 7.2, and 7.0 7.4.2 on page 129
l Upstream FortiManager provides delta only updates to downstream FortiManagers in cascade mode 7.4.2 on page
132

l Proxy settings server URL page enhanced with drag-and-drop and better user experience 7.4.2 on page 134
l Firmware upgrade report 7.4.2 on page 138
l Meta variables are available in the SSID, FortiSwitch VLANs and FortiSwitch Templates configuration 7.4.2 on page
140

FortiManager supports install preview for model devices

This information is also available in the FortiManager7.4 Administration Guide:
l Installing policy packages and device settings

Use the Install Preview feature in the Install Wizard to preview the configuration that will be applied to a model device.

You can make changes to a model device in Device Manager or to a policy package that is applied to a model device
in Policy and Objects. These changes will be saved to the local database of the model device in FortiManager. To
preview the actual changes that will be applied, Install Preview can be accessed from the Install Wizard.

To use Install Preview for a model device:

1. Add a model device through Add Device > Add Model Device. Assign a policy package.
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2. Make changes in Device Manager. In this example, create a VLAN interface.

3. Launch Install Wizard. Select Install Policy Package & Device Settings. Choose the Policy Package and click Next.

4. Select the target model device and click Next.
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5. Click Install Preview.

6. In the configuration that is displayed, scroll down to view the new configuration in the system interface table. Use
this preview to verify that the new interface is created and is being installed to the model device correctly.
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7. Connect the FortiGate to FortiManager to initiate autolink and push the configuration changes.

8. Verify that the device status is changed toOnline.
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9. From Task Monitor, view the install log to verify the change is being pushed to the device successfully.

Some configurations that originally exist in a real device could significantly impact the
accuracy of the install preview during an autolink operation.
Examples of these configurations include:
l Hardware specifications.
l Firmware versions and builds.
l Overlapping configurations.
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VPN Monitoring displays IPsec VPN tunnels created by IPsec templates and SD-
WAN overlay wizard

This information is also available in the FortiManager 7.4 Administration Guide:
l VPN Monitor

VPNMonitoring displays IPSec VPN tunnels created by IPsec Templates and the SD-WANOverlay Wizard with specific
device icon identification for HUBs and the ability to drilldown to a device group level.

To view IPsec tunnel template information in the VPN Monitor:

1. Go to Device Manager > Monitors > VPN Monitor.
The VPN Monitor displays all IPsec VPN tunnel information created with the VPN Manager, IPsec template, or
created directly on FortiOS.

2. The map includes the following information:
l Green lines indicate that a tunnel is up.

l When the green lines are animated, there is traffic flowing through the VPN tunnels.
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l You can hover your mouse over a green line to view the VPN tunnel name and source port information.

l Red lines indicate that a tunnel is down.
l HUB device(s) are identified with a star icon.

3. To view a single device's IPsec VPN tunnel information, change All toOthers in the toolbar menu, and select a
device from the dropdown.
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4. To view a device group's IPsec VPN tunnel information, change All toOthers in the toolbar menu, and select a
device group from the dropdown.

5. To view IPsec VPN tunnel information in a table, select the Show Table option from the toolbar and the table will be
displayed under the map.

FortiManager supports CLI diff in the workflow approval sessions

This information is also available in the FortiManager 7.4 Administration Guide:
l View session diff

FortiManager supports CLI diff in the workflow approval sessions.
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To view the CLI diff in workflow approvals:

1. InWorkflowmode, create a session and make some changes.
2. Save the changes, and click View Diff.

The Revision Diffs dialog includes the new CLI Diff option.

l Click View Details to see details of the change and if entries are new changes or modifying existing changes.
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l Click CLI Diff to see more specific configuration changes in the CLI.

Internet Service database update occurs only if specific policy objects require a
FortiGuard update - 7.4.1

This information is also available in the FortiManager 7.4 Administration Guide:
l Adding offline model devices

ZTP process has been optimized with Internet Service database update occurring only if specific objects used in the
policy require a FortiGuard update.

To see when an ISDB update will be performed:

1. On FortiManager, go to the Device Manager and add a model device.
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2. Assign a Policy Package to the device.
3. Enable Central Management from the FortiManager in the FortiGate GUI.

4. Following the device auto-link process, when the configuration is pushed to FortiGate, FortiManager determines if
an ISDB update is required:
l ISDB update not required:

l If there is no Internet Service used in the Policy Package, there will be no ISDB update performed.
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l If the Internet Service used in the Policy Package is the same version or an older version than the version
on the FortiGate, there will be no ISDB update performed.

l ISDB update required:
l If the Internet Service used in the Policy Package is newer than the ISDB version on the FortiGate, an
ISDB update is performed during the Push config to device process following auto-linking.

FortiManager supports uploading and hosting of an external threat feed - 7.4.1

This information is also available in the FortiManager 7.4 Administration Guide:
l External Resources

FortiManager supports uploading and hosting of an external threat feed through the GUI or API.
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GUI support

To upload an external resource to FortiManager:

1. Go to FortiGuard > External Resource.
2. Click Import in the toolbar.

3. Drag and drop a file into the selection window or browse to your file location.
4. ClickOK. Uploaded files are displayed in the External Resources table and can be edited directly in the

FortiManager GUI.

To create a threat feed using a FortiManager hosted resource:

1. Go to Policy & Objects > Security Fabric > Threat Feeds.

If the Threat Feeds tab is not visible, it must first be enabled in Tools > Feature Visibility.
You can also create Threat Feeds in Fabric View > External Connectors.

2. Create a new threat feed.
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3. Select the threat feed type that corresponds with the content of the uploaded external resource file. For example, if
the uploaded file is a list of IP addresses, you must select Type > IP Address.

4. In the URI of External Resource field, define the file using the following format: fmg://filename.

5. Use the threat feed in a policy and install it to a device. In the example below, the threat feed is used in a DNS Filter
in Policy & Objects > Security Profiles > DNS Filter. The DNS Filter is applied to a policy and installed to the
managed FortiGate.

6. View the threat feed details on the FortiGate.
a. On FortiGate, go to Security Fabric > External Connectors. The content can be refreshed automatically or

manually on this page.
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b. Click View Entries to see the content from the external resource.

API support

There are two types of APIs designed to support this feature. Below are examples of how to use them.
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REST API:

JSON RPC API:
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Fabric connector support for FortiManager to connect to a remote FortiAnalyzer -
7.4.1

This information is also available in the FortiManager 7.4 Administration Guide:
l Adding FortiAnalyzer devices using a fabric connection

Beginning in 7.4.1, there is fabric connector support for FortiManager to connect to a remote FortiAnalyzer and present it
as local FortiAnalyzer.

To add a remote FortiAnalyzer using a fabric connection:

The following configuration is required in the FortiManager CLI before adding a FortiAnalyzer using a fabric connection:

config system csf
set status enable
set accept-auth-by-cert enable
set downstream-access enable

end

Under config system interface, the port's allowaccess setting includes fabric.

1. In the FortiAnalyzer, go to System Settings > Fabric Management > Fabric Connectors.

2. Select the FortiManager connector and click Edit.
Alternatively, you can double-click the connector, or right-click the connector and select Edit.

3. In the FortiManager IP/FQDN field, enter the IP of the FortiManager.
4. Toggle the Status to Enabled.
5. ClickOK and wait for the connection.
6. Once the connection status is Pending Authorization, click Authorize.

FortiManager 7.4.0 New Features Guide 116
Fortinet Inc.

https://docs.fortinet.com/document/fortimanager/7.4.1/administration-guide/703251/adding-fortianalyzer-devices-using-a-fabric-connection


Central Management

7. In the authorization page, select the ADOM to add the FortiAnalyzer to and click Next.

8. After authorizing, the FortiAnalyzer is added to FortiManager under Device Manager > Device & Groups > Managed
FortiAnalyzer.
Alternatively, you can authorize the FortiAnalyzer from the FortiManager GUI.

FortiManager support for managing account level entitlements for FortiSandbox
Cloud - 7.4.2

This information is also available in the FortiManager 7.4 Administration Guide:
l Retrieving account level entitlements for FortiGate
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FortiManager added support to retrieve and manage the FortiSandbox Cloud account-level entitlements for FortiGate
devices.

Example of FortiGate getting account level entitlements through FortiManager

1. In the following example, the FortiGate has an account level contract for FortiSandbox Cloud on FortiCloud.

2. An administrator configures FortiGate to use FortiManager for update services.
config system central-management

config server-list
edit 1

set server-type update rating
set server-address 10.59.8.218

next
end
set include-default-servers disable

end

l Prior to this feature's implementation, the FortiGate was unable to get the account level contract from
FortiManager, and the FortiSandbox Cloud option in Sandbox Settings is grayed out.

l With this feature, the FortiGate is able to get the account level contract from FortiManager, and FortiSandbox
Cloud can be enabled.
Account Contracts:
FCEM, Mon Feb 12 16:00:00 2024
FMGC, Mon Nov 6 16:00:00 2023
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FSAP, Sun Feb 25 16:00:00 2024
FCEP, Mon Feb 24 16:00:00 2025

Auto-link will only trigger an IPS/Application Control update if the signatures used
in the Policy Package require a newer version - 7.4.2

This information is also available in the FortiManager 7.4 Administration Guide:
l Adding offline model devices

Auto-link will only trigger an IPS/Application Control update if the signatures used in the Policy Package require a newer
version.

l This feature can be observed from System Settings > Task Monitor. This feature adds a new check before pushing
a configuration to FortiGate from FortiManager. If the check determines that the FortiGate IPS/Application database
is older than FortiManager's, FortiManager will send an update-now request to FortiGate to update the database to
the latest.
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l If there is no need to update the FortiGate database, the check will display a statement in the Task Monitor.

l If the update fails (15 minute timer expires), FortiManager will move forward to push the configuration to FortiGate.

Remote access to FortiOS GUI from FortiManager - 7.4.2

This information is also available in the FortiManager 7.4 Administration Guide:
l Remotely access a managed FortiGate
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You can remotely access the FortiOS GUI from FortiManager.

To remote access to the FOS GUI:

1. Go to System Settings > Admin Profiles. When creating or editing an admin profile, the Remote GUI Access option
has been added. By default, this option is enabled for the existing Super_User profile. The setting is disabled for
newly created profiles but can be enabled manually.

2. Log in as a user with Remote GUI Access permission.
3. Go to Device Manager > Device & Groups, right-click on a managed FortiGate, and the Remote Access option

appears in the context menu.
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4. Click Remote Access and you are redirected to the FortiGate's login page using the following: <FortiManager
IP><remote access port>.

5. Enter your FortiGate login credentials, and you are able to access the FortiGate.

Remote Access port

The default port for remote access to FortiOS is 8082. You can change this in System Settings.

To change the remote access port:

1. Go to System Settings > Settings.
2. Change the port number in the Access Remote GUI via Port setting.
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3. Click Apply.

When configuring the port used for remote access, FortiManager reserved ports cannot be
used. See the FortiManager Ports document for more information.

FortiManager manages the licenses for air-gapped FortiWeb via the FortIFlex
connector - 7.4.2

FortiManager manages the licenses for air-gapped FortiWeb via the FortIFlex connector.

You can install VM licenses on managed FortiWeb devices, including those in air-gapped environments, using the
FortiManager Device Manager. Because FortiWeb can only update using port 443, the FortiManager administrator must
enable the update service on port 443 before it can be used for VM installation to FortiWeb.

To install a FortiWeb VM license through FortiManager:

1. Configure the FortiManager update service on port 443:
a. In FortiManager, enter the following commands into the CLI:

config system interface
edit <port>

set ip <ip & netmask>
set serviceaccess fgtupdates webfilter-antispam
set update-service-ip <ip & netmask>

next
end

In the example below, the administrator enables the update service (IP 10.59.8.195) to provide update
services over port TCP/443.

config system interface
edit "port1"

set ip 10.59.8.194 255.255.254.0
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set allowaccess ping https ssh snmp http webservice
set serviceaccess fgtupdates webfilter-antispam
set update-service-ip 10.59.8.195 255.255.254.0
set type physical

next
end

2. Configure the FortiFlex Entitlement and Configuration:
a. In FortiFlex, create a Configuration for FortiWeb.

b. In FortiFlex, create a Flex Entitlement for FortiWeb.

3. Configure the FortiWeb to use FortiManager as the FortiGuard address:
a. In FortiWeb, go to System > FortiGuard.
b. Configure FortiWeb Update Service Options to useOverride default FortiGuard address and use

FortiManager.

4. Create the FortiFlex connector in FortiManager.
a. Go to Fabric View > External Connectors.
b. Click Create New, and create a new FortiFlex connector.
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c. Configure connector details to connect to the FortiFlex service and retrieve the FortiFlex configurations.

5. Add a FortiWeb to FortiManager, and authorize it into the chosen ADOM.

6. Install the VM license from FortiManager
a. Go to Device Manager > Device & Groups.
b. Right-click on the FortiWeb in the Device Manager table, and click Install VM License from the context menu.
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c. Enter the Admin User and Password for the device.
d. Select the source of the license as either License File (BYOL) or FortiFlex.

l Choose FortiFlex, and select the FortiFlex Connector and FortiFlex Configuration to obtain the license
from FortiFlex.

l Alternatively, you can choose License File to manually upload the license file into the Upload License File
field. When choosing to upload a license file, you are not required to configure the FortiFlex Configuration,
Entitlements, or the FortiFlex connector on FortiManager.

e. The license is installed, and the FortiWeb reboots to complete the installation.

FortiManager manages the licenses for air-gapped FortiGate via the FortiFlex
connector - 7.4.2

FortiManager manages the licenses for air-gapped FortiGate via the FortiFlex connector. You can install VM licenses on
managed FortiGates in air-gapped environments using the FortiManager Device Manager.
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To install a FortiGate VM license through FortiManager:

1. Configure the FortiFlex Entitlement and Configuration:
a. In FortiFlex, create a Configuration for FortiGate-VM.

b. In FortiFlex, create a Flex Entitlement for FortiGate-VM.

2. Create the FortiFlex connector in FortiManager.
a. Go to Fabric View > External Connectors.
b. Click Create New, and create a new FortiFlex connector.
c. Configure connector details to connect to the FortiFlex service and retrieve the FortiFlex configurations.
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3. Go to the Device Manager to view the existing FortiGate-VM.

4. Install the VM license from FortiManager
a. Go to Device Manager > Device & Groups.
b. Right-click on the FortiGate in the Device Manager table, and click Install VM License from the context menu.
c. Enter the Admin User and Password for the device.
d. Select the source of the license as either License File (BYOL) or FortiFlex.

l Choose FortiFlex, and select the FortiFlex Connector and FortiFlex Configuration to obtain the license
from FortiFlex.

l Alternatively, you can choose License File to manually upload the license file into the Upload License File
field. When choosing to upload a license file, you are not required to configure the FortiFlex Configuration,
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Entitlements, or the FortiFlex connector on FortiManager.

e. The license is installed, and the FortiGate reboots to complete the installation.

ADOM version 7.4 supports FortiOS versions 7.4, 7.2, and 7.0 - 7.4.2

This information is also available in the FortiManager 7.4 Administration Guide:
l Using mixed versions in ADOMs

FortiManager ADOM version 7.4 supports FortiOS versions 7.4, 7.2, and 7.0.
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l ADOM version 7.4

l ADOMs on version 7.4 can manage FortiGate devices on firmware versions 7.4, 7.2 and 7.0.

l ADOMs on version 7.4 can downgrade and install to FortiGate devices on firmware versions 7.4, 7.2 and 7.0.
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l ADOMs on version 7.4 can import policies from managed FortiGate devices on firmware version 7.4, 7.2 and
7.0.

l ADOMs on version 7.4 cannot manage or install to FortiGate devices on firmware version 6.4.
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l Global database ADOMs version 7.4

l Global database ADOM version 7.4 can be assigned to local ADOMs on version 7.4, 7.2 and 7.0.

l Global database ADOM version 7.4 cannot be assigned to local ADOMs on version 6.4.

Upstream FortiManager provides delta only updates to downstream FortiManagers
in cascade mode - 7.4.2

This information is also available in the FortiManager 7.4 Administration Guide:
l Providing delta updates to downstream FortiManagers in cascade mode

Upstream FortiManager provides delta only updates to downstream FortiManagers in cascade mode - air gapped
environments, to save the WAN bandwidth and reduce update time.
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To provide delta updates to downstream FortiManager:

1. On the online FortiManager, go to FortiGuard > Query Services > Receive Status, and Export the FortiGuard
package.
A dialog appears with the option to enable or disable delta package downloads.

2. Enable the Download Delta Data toggle. When enabled, the merged FortiGuard package will be downloaded with
delta packages.

3. On the upstream FortiManager, go to FortiGuard > Query Services > Receive Status and Import the package with
the delta packages. The download history shows the imported delta packages.
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4. The downstream FortiManager can pull delta packages from the upstream FortiManager instead of getting the
entire merged package, saving bandwidth.

Proxy settings server URL page enhanced with drag-and-drop and better user
experience - 7.4.2

The proxy settings Server URL page is enhanced with drag-and-drop and a better user experience.
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View server URL entries

You can view server URL entries in the FortiProxy device database.

To view server URL entries:

1. Go to Device Manager > Device & Groups, and double-click a FortiProxy device to enter the device database for the
device.

2. Go to Proxy Settings > Server URL. Server URL entries are displayed in a table.

Reorder entries with drag-and-drop

Server URL entries in the table can be reordered to your preference using drag-and-drop.
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To reorder entries in the table:

1. In the FortiProxy device database, go to Proxy Settings: Server URL.
2. Reorder entries in the Server URL table by dragging-and-dropping the entries into your preferred order.

Create new server URLs

To create new server URLs:

1. Create new Server URLs by clicking Create New in the toolbar.
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When creating new server URLs, you can select Wildcard as the Type to configure a
wildcard server URL.

2. Install the updated server URL entries to the device using the Install Wizard.
a. The installation progress bar is displayed during installation.

b. Amessage is displayed when installation is completed.
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c. Verify that the entries on FortiProxy match those configured on FortiManager.

Firmware upgrade report - 7.4.2

This information is also available in the FortiManager 7.4 Administration Guide:
l Viewing the firmware upgrade report

Firmware Upgrade Report provides information on the upgrade status, steps, syntax changes and health check results
for the upgrade FortiGates.

To view the firmware upgrade report:

1. After the firmware upgrade template has finished running, go to Device Manager > Firmware Templates.
2. Open the firmware upgrade report dialog using one of the following methods:

a. Right-click on a firmware template, and select Upgrade Reports.
b. Select a firmware template, and clickMore > Upgrade Reports.
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3. Select an entry from the table, and click View Report Details to view the report for the selected device. 

The firmware report includes the following information:

Upgrade Status Status information about the upgrade.

Upgrade Steps The upgrade path applied by the firmware upgrade template. Click to expand
and view the summary and CLI changes.

Summary The upgrade time, retrieve time, and revision number.

CLI Changes The CLI changes implemented with the upgraded version.

System Health Check Reports the results of the following system health checks from the FortiGate:
l get system status
l diagnose sys flash list
l diagnose debug config-error-log read
l diagnose hardware sysinfo memory
l diagnose debug crashlog read
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Download Download a PDF copy of the report.

To view the device-level firmware upgrade report:

1. After the device's firmware is updated, go to Device Manager and right-click on the upgraded device.
2. Click Upgrade Firmware.
3. Under the Firmware Upgrade History header, select an entry and click View Report Details.

Meta variables are available in the SSID, FortiSwitch VLANs and FortiSwitch
Templates configuration - 7.4.2

This information is also available in the FortiManager 7.4 Administration Guide:
l ADOM-level metadata variables

Meta variables are available in the SSID, FortiSwitch VLANs and FortiSwitch Templates configuration
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To use metadata variables in AP Manager and FortiSwitch Manager:

1. Go to Policy & Objects > Advanced > Metadata Variables, and create a new metadata variable.

2. Go to AP Manager > SSID and create or edit an SSID.
Fields which support metadata variables contain a magnifying glass icon. These fields include:
l IP/Network Mask
l DHCP Server Address Range
l Netmask
l Default Gateway
l DNS Server
l NTP Server
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l Next Boostrap Server

3. When reviewing the Install Preview of an SSID which contains metadata variables, the preview displays the
resolved previews.
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To use metadata variables in FortiSwitch Manager:

1. Go to Policy & Objects > Advanced > Metadata Variables, and create a new metadata variable.
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2. Go to FortiSwitch Manager > FortiSwitch VLANs. Metadata variables can be used in FortiSwitch VLANs.

3. After assigning the VLAN to a FortiSwitch template, the mapped values are installed.
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Policy and Objects

This section lists the new features added to FortiManager for policy and objects:

l Policy on page 146
l Objects on page 182

Policy

This section lists the new features added to FortiManager for policies:

l Install preview support for partial install on page 146
l Policy Package installation added link to the progress report page for installation errors on page 153
l Support for IoT Virtual Patching in NAC policies using pre-built severity filters on page 157
l Policy deletion warning message improved with selected policy number and name reference 7.4.1 on page 158
l Enable option for persistent policy hit-count on ADOM database 7.4.1 on page 159
l Partial install pushes only the instructed configuration (JSON API) 7.4.1 on page 160
l Policy partial install supports policy reorder/move operation ( JSON API) 7.4.1 on page 162
l Create a new policy based on the logged traffic and traffic hit count 7.4.1 on page 166
l Policy revision supports the revert policy function 7.4.2 on page 171
l Policy Block usability improvements 7.4.2 on page 174
l Support added for "Install On" function for policy blocks 7.4.2 on page 178

Install preview support for partial install

This information is also available in the FortiManager7.4 Administration Guide:
l Installing objects

When the partial install feature is enabled, Install Preview can be used to view the configuration changes that will be
made before a partial install.

To preview a partial install:

1. In the FortiManager CLI, enable partial install:
config system global

set partial-install enable
end

2. Create an address a1.
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3. Use this address in a policy.
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4. Install the policy to a FortiGate.
5. Modify the a1 address.

6. Right click a1 and select Install Object(s).
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7. Select the installation target and click Install Preview.
8. The install preview displays the pending configuration changes.

If you attempt to install an object that is not used in a policy, the device list displays No record
found.
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If you attempt to install an object with invalid configuration, Install Preview displays the
configuration errors.

In Install Preview, metadata variables used in objects display the real value.
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Administrators with a restricted profile can use Install Preview for partial installs.
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Policy Package installation added link to the progress report page for installation
errors

This information is also available in the FortiManager7.4 Administration Guide:
l Installing policy packages and device settings

When there is an error in policy and settings validation, you can view the progress report to see the specific error that
occured.

To view the progress report in the case of an install error:

1. Create a metadata variable m1 with a default value of 1.

2. Create an address a1 using the new metadata variable m1 in it and bind the address to portA.
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3. Create a policy with Source set to a1 and Incoming Interface set to portA.
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4. Launch Install Wizard. Select Install Policy Package & Device Settings and continue to the validation step.
The Install Wizard displays an error message.
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5. In the error message, click on errors.
The progress report displays with the error lines highlighted.

Triple-click on a Statusmessage to copy it and paste it to another document to read the full
message.
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Support for IoT Virtual Patching in NAC policies using pre-built severity filters

FortiManager includes support for IoT Virtual Patching in NAC policies using pre-built severity filters.

This information is also available in the FortiManager 7.4 Administration Guide:
l Create a new NAC policy

To use IoT Virtual Patching in a NAC policy:

1. Go to Policy & Objects > Policy Packages, and create a new NAC Policy.
2. In the policy settings, select the Vulnerability category, then specify the Severity value (0 = Info, 1 = Low, 2 =

Medium, 3 = High, 4 = Critical).
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3. Save your changes to the policy. After the changes are made, you can deploy the changes to FortiGate.

Policy deletion warning message improved with selected policy number and name
reference - 7.4.1

This information is also available in the FortiManager 7.4 Administration Guide:
l Editing policies

In FortiManager, the policy deletion warning message is improved with the selected policy number and name reference.

To view the confirmation when deleting a policy:

1. Go to Policy & Objects > Policy Packages.
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2. Select a policy, and click Delete in the toolbar.
The Confirm Deletion pane displays information about the policies that will be deleted.

Enable option for persistent policy hit-count on ADOM database - 7.4.1

This information is also available in the FortiManager 7.4 Administration Guide:
l Policy hit count

In FortiManager 7.4.1, you can enable an option for a persistent policy hit-count on the ADOM database.

To save Last Used values on FortiManager:

1. In the FortiManager CLI, enter the following command to enable save-last-hit-in-adomdb.

config system global

set save-last-hit-in-adomdb enable

end

2. Enter the following command to view the "Last Used" timestamp value in the CLI.

exe fmpolicy print-adom-package <adom> <packageName> <policy-id>

3. Go to Policy & Objects > Policy Packages, and enable the Last Used column in Column Settings.
4. In the Tools dropdown, select Refresh Hit Counts.

In the following example, if the policy id 1002 hit count information (Hit Count/Packets/First Used/Last Used) are
reset on the FortiGate side, 1002's "Last Used" value (2023/06/19 11:32) will not be cleared on FortiManager.
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The next time Refresh Hit Counts is clicked, if a non-blank value is received as the new "Last Used" timestamp that
is more recent than the stored value (2023/06/19 11:32), it will be updated and displayed.

Partial install pushes only the instructed configuration (JSON API) - 7.4.1

FortiManager 7.4.1 supports partial installs to push only the instructed configuration (using JSON API) without other
pending changes on the device database to better address the role separation between different admin types.

Example of a partial install using JSON API

1. Make changes to the managed device. In this example, two changes are made:
a. Change the device Idle Timeout setting:

i. Go to Device Manager > Device & Groups and edit a managed device.
ii. In System Settings, change the device Idle Timeout setting to 471.
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b. Change an address in Policy & Objects.
i. Go to Policy & Objects > Policy Packages and edit a policy package.
ii. Change an address to 6.6.6.8/32.

2. Using the FortiManager JSON API, perform a partial install. In this example, only the changes to the address are
specified.

{
"method": "exec",
"params": [

{
"data": {

"adom": "root",
"objects": [

["update", "obj/firewall/address/Addr_1", "", ""]
],
"flags": 0

},
"url": "securityconsole/install/objects/v2"

}
],
"session":
"4Itgh5MwczfkFt9xmpYZcKVhc0iLvcjWV5XPl71yjxwhEDEIkP4HscHfCdk68yx7p7RGILVkCLAY8QHcc3jl+A=
="
}

{

"result": [

{

"data": {

"task": 22

},
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"status": {

"code": 0,

"message": "OK"

},

"url": "securityconsole/install/objects/v2"

}

]

}

3. The install log shows only the address change was installed as intended. The change to the Idle Timeout setting
was not installed.

Start installing

FortiGate-VM64 $ config vdom

FortiGate-VM64 (vdom) $ edit root

current vf=root:0

FortiGate-VM64 (root) $ config firewall address

FortiGate-VM64 (address) $ edit "Addr_1"

FortiGate-VM64 (Addr_1) $ set subnet 6.6.6.8 255.255.255.255

FortiGate-VM64 (Addr_1) $ next

FortiGate-VM64 (address) $ end

FortiGate-VM64 (root) $ end

---> generating verification report

<--- done generating verification report

install finished

Policy partial install supports policy reorder/move operation ( JSON API) - 7.4.1

Policy partial install ( JSON API) supports policy reorder/move operation.

FortiManager 7.4.0 New Features Guide 162
Fortinet Inc.



Policy and Objects

Example of a reorder/move operation in partial installs using JSON API

1. In this example, seven policies and address Addr_1 are created in a Policy Package.

2. Install the policies to a FortiGate.

3. Perform the following modifications on the Policy Package.
a. Create one new policy and move it before policy 1.
b. Change Addr_1 IP.
c. Move policy 6 after policy 3.
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d. Delete policy 4.

4. Using JSON API, perform a partial install.

Post:

{
"method": "exec",
"params": [

{
"data": {

"adom": "root",
"objects": [

["add", "pkg/default/firewall/policy/9", "before", "1"],
["update", "obj/firewall/address/Addr_1", "", ""],
["delete", "pkg/default/firewall/policy/4", "", ""],
["move", "pkg/default/firewall/policy/6", "after", "3"]

],
"flags": 0

},
"url": "securityconsole/install/objects/v2"

}
],
"session":
"msWfmFWGIJyDX/LRYaOPFALvGjgjJ82yzV2s919g1DWgVY1r1HFJu1o4+xsOQCSdA0kyiSwB5DrXsl2rW0vEmw=
="
}

Response:
{

"result": [
{

"data": {
"task": 20

},
"status": {

"code": 0,
"message": "OK"

},
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"url": "securityconsole/install/objects/v2"
}

]
}

5. View the install log.

View Install Log

Starting log (Run on device)

Start installing

FortiGate-VM64 $ config vdom

FortiGate-VM64 (vdom) $ edit root

current vf=root:0

FortiGate-VM64 (root) $ config firewall policy

FortiGate-VM64 (policy) $ delete 4

FortiGate-VM64 (policy) $ end

FortiGate-VM64 (root) $ config firewall address

FortiGate-VM64 (address) $ edit "Addr_1"

FortiGate-VM64 (Addr_1) $ set subnet 6.6.6.7 255.255.255.255

FortiGate-VM64 (Addr_1) $ next

FortiGate-VM64 (address) $ end

FortiGate-VM64 (root) $ config firewall policy

FortiGate-VM64 (policy) $ edit 9

FortiGate-VM64 (9) $ set name "8"

FortiGate-VM64 (9) $ set uuid 798858d0-2506-51ee-2c43-da0bf419ad7d

FortiGate-VM64 (9) $ set srcintf "any"

FortiGate-VM64 (9) $ set dstintf "any"

FortiGate-VM64 (9) $ set srcaddr "all"
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FortiGate-VM64 (9) $ set dstaddr "all"

FortiGate-VM64 (9) $ set schedule "always"

FortiGate-VM64 (9) $ set service "ALL"

FortiGate-VM64 (9) $ set logtraffic all

FortiGate-VM64 (9) $ next

FortiGate-VM64 (policy) $ move 9 before 1

FortiGate-VM64 (policy) $ move 5 after 6

FortiGate-VM64 (policy) $ end

FortiGate-VM64 (root) $ end

---> generating verification report

<--- done generating verification report

install finished

6. All changes are installed to the FortiGate.

Create a new policy based on the logged traffic and traffic hit count - 7.4.1

This information is also available in the FortiManager 7.4 Administration Guide:
l Creating policies based on logged traffic

In FortiManager 7.4.1, you can create a new policy based on the logged traffic and traffic hit count.

To create a new policy based on the logged traffic and traffic hit count.

1. Configure the following:
l A Firewall Policy is configured on the FortiGate.
l The FortiGate is sending its traffic to FortiAnalyzer.
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l The FortiAnalyzer is managed by FortiManager and the FortiGate logs can be viewed on FortiManager in Log
View > FortiGate.

2. Go to FortiView > Traffic > Policy Hits to see hit counts for each policy.

FortiManager 7.4.0 New Features Guide 167
Fortinet Inc.



Policy and Objects

3. Right click on each row to see options to Create Policy.

4. On the new page, users can create a new Policy based on traffic logs filtered by corresponding policy UUID. Logs
can be grouped by Source IP, Destination IP and Service.

5. Select the desired criteria and click Create. A new page dialog opens, and users can edit the template and select
where to add the new policy:
l Create New Policy Block
l Add to Existing Policy Block
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l Insert Before Package Policy
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6. ClickOK to preview the policy objects.

7. Click Next to preview the policy that will be added.
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8. Click Next to add the policy(s).

9. Close the dialog or click Jump to Inserted Policy to view the policy in Policy Packages.
In the example below, the user has chosen Insert Before Policy Package, and the new policies are added on top of
the existing policy.

Policy revision supports the revert policy function - 7.4.2

This information is also available in the FortiManager 7.4 Administration Guide:
l Reverting a Policy to a previous version
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When a policy is created or edited, the history of the change is saved as a revision. You can view a policy's revisions in
the Revision History table when editing the policy.

FortiManager policy revisions support the revert policy function. The example below demonstrates how you can revert a
policy to a previous version.

To revert a policy to a previous version:

1. Create a new policy.
In this example, a firewall policy is created with the action set to Deny.

2. Edit the policy, and save the changes.
The Action is changed to Accept, and the Service toGTP.

3. Edit the policy again, and review the Revision History log. You can see that revisions were added when the policy
was created and edited.
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4. Select a revision, click Revert, and clickOK.

The policy is reverted to the previous state. In this example, the policy is reverted to use the Deny action and the
GTP service is removed.

A new revision is added to the table to log the change with the note "Reverted to revision #".
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Policy Block usability improvements - 7.4.2

This information is also available in the FortiManager 7.4 Administration Guide:
l Creating Policy Blocks
l Editing Policy Blocks

Policy Blocks usability improvement to allow editing within the Policy Package and a new warning is added related to the
Policy Block usage impact.
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To view the Policy Block usability improvements:

1. Create a Policy Block and add a Policy.

2. Append the Policy Block to Policy Packages.
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3. Edit the Policy in the Policy Block. In this example, the Service is changed.

A warning appears informing you that changes made to the Policy Block will be reflected in all Policy Packages that
are using the Policy Block.

Editing the Policy Block in the Policy Package pane will display the same warning message.
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4. ClickWhere Policy Block [name] is Used to see the list of Policy Packages which currently use the Policy Block.
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5. ClickOK, and the changes will be saved.

Support added for "Install On" function for policy blocks - 7.4.2

This information is also available in the FortiManager 7.4 Administration Guide:
l Installing Policy Blocks to target devices

Support has been added for an "Install On" feature for Policy Blocks.

To use the Install On feature for policy blocks:

1. Go to Policy & Objects > Policy Packages.
2. From the Toolsmenu, select Feature Visibility, and enable Policy Block.
3. Install from the Policy Blocks menu:

a. Select a Policy Block from the tree menu.
b. Click the edit icon in the Install On column.
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c. Select the target device(s) for installation. You can select any installation targets.

4. Install from the Policy Package:
a. Go to a Policy Package where the Policy Block is installed, and select the Policy Block.
b. Click the edit icon in the Install On column.
c. Select the target device(s) for installation. You can select any installation targets, including ones not assigned

to the Policy Package's installation targets.

5. Click Apply, and install the Policy Block using Installation Targets. In the example below, Policy a1, a4, and a5 are
installed.
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Below is the example copy log:
config firewall policy

edit 1071741825
set name "pb1-a1"
set uuid 0722adfadea-729d-51ee-0fad-*************
set srcintf "any"
set dstintf "any"
set srcaddr "all"
set dstaddr "all"
set schedule "always"
set service "ALL"
set logtraffic all

next
edit 1071741834

set name "pb1-a4"
set uuid 99adsfadsf34e-7375-51ee-c3a4-*************
set srcintf "any"
set dstintf "any"
set srcaddr "all"
set dstaddr "all"
set schedule "always"
set service "ALL"
set logtraffic all

next
edit 1071741835

set name "pb1-a5"
set uuid 9ffdca46-7375-51ee-ca51-*************
set srcintf "any"
set dstintf "any"
set srcaddr "all"
set dstaddr "all"
set schedule "always"
set service "ALL"
set logtraffic all

next
end
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Objects

This section lists the new features added to FortiManager for objects:

l Import and export meta variables in CSV format 7.4.2 on page 182

Import and export meta variables in CSV format - 7.4.2

This information is also available in the FortiManager 7.4 Administration Guide:
l ADOM-level metadata variables

FortiManager supports importing and exporting metadata variables in the CSV format.

To export metadata variables in CSV format:

1. Go to Policy & Objects > Advanced > Metadata Variables.
2. In the toolbar, selectMore > Export as CSV.

The metadata information is exported in the CSV format. The filename ismetadata_variables.csv.
Example of exported information:

variable_name,default_value,description,device,VDOM,mapped_value
abc_name,10.0.112.0/24,,vlan171_0041,,90.0.112.0/24
cash_desk_network,10.0.112.0/24,,vlan171_0041,,1-1
cash_desk_network,10.0.112.0/24,,vlan171_0041,root,90.0.112.0/24
hostname,qatest,,vlan171_0041,,vlan171_0041
hostname,qatest,,vlan171_0041,root,111
hostname,qatest,,vlan171_0042,,vlan171_0042
hostname,qatest,,vlan171_0044,,vlan171_0044
hostname,qatest,,vlan171_0045,,vlan171_0045
lan_network,,,vlan171_0041,,10.0.110.0
printer_core_id,122,,,,
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printing_maintainer_network,34.32.234.0/24,,,,
subnet_lan,101.101.101.101,,vlan171_0041,,10.122.112.111
vm_interface_number,1,predefined variable for set fgtvm interface number,,,

To import metadata variables in CSV format:

1. Go to Policy & Objects > Advanced > Metadata Variables.
2. In the toolbar, selectMore > Import from CSV.

3. Select the CSV file from which to import the metadata variables.
Metadata variables and their per-device values are displayed on the import window.

4. Select the metadata variables and their per-device mapping values to be included in the import, and click Next to
complete the import process.
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Security Fabric

This section lists the new features added to FortiManager for Security Fabric:

l Updated CSF topology view on FortiManager on page 184

Updated CSF topology view on FortiManager

To view the updated Security Fabric topology on FortiManager:

1. Users can add Security Fabric devices to the FortiManager, and the FortiManager group can be recognized as a
CSF group.

2. Go to Fabric View > Physical Topology. The page correctly displays the topology similar to the experience on
FortiGate.
For example:
l FortiManager physical topology view
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l FortiGate physical topology view

3. Moving your mouse cursor over a device displays information about the device.
For example:
l FortiGate details
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l FortiAnalyzer details

l Device details

4. The following fields are supported in the FortiManager Security Fabric physical/logical topology:
l FortiGate: Hostname, serial number, model, version, management IP.
l FortiAnalyzer: Hostname, version, IP, model.
l FortiSwitch: Label, serial number, version.
l Device: Name, IP, hostname, MAC, interfaces, online interfaces, hardware type, hardware vendor, OS, user.

5. You can search the topology view depending on the device.
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l Search FortiGate:
l Search by IP address:

l Search by model:

FortiManager 7.4.0 New Features Guide 187
Fortinet Inc.



Security Fabric

l Search by serial number:

l Search by version

l Search by FortiAnalyzer:
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l Search by version

l Search by IP address
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l Search by model

l Search by FortiSwitch:
l Search by serial number

l Search by device:
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l Search by IP address

l Search by hostname
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l Search by MAC

6. Users can change the physical topology type by selecting a type in the topology type dropdown menu.
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System

This section lists the new features added to FortiManager for system settings:

l High Availability (HA) on page 193
l Administrators on page 194
l ADOM on page 207
l Others on page 216

High Availability (HA)

This section lists the new features added to FortiManager for high availability (HA):

l FortiManager supports different VM type platforms to form the FortiManager cluster on page 193

FortiManager supports different VM type platforms to form the FortiManager cluster

This information is also available in the FortiManager 7.4 Administration Guide:
l High Availability

FortiManager supports different VM type platforms to form the FortiManager cluster.

Below is an example of a FortiManager HA formed with FMG-VM64-KVM as the Primary device and FMG-VM64 as the
secondary. The steps to configure HA have not changed.
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l For the Primary HA device:

l For the Secondary HA device:

Administrators

This section lists the new features added to FortiManager for administrators:
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l A new restricted admin profile can be used to only change the administrators passwords 7.4.2 on page 195
l Granular admin permission grants IPS Admin access to only IPS objects and prevents changes for regular Firewall
Admin on IPS Profiles 7.4.2 on page 198

A new restricted admin profile can be used to only change the administrators
passwords - 7.4.2

This information is also available in the FortiManager 7.4 Administration Guide:
l Administrator profiles

A new restricted admin profile can be used to only change the administrators passwords.

l A new admin profile called Password_Change_User has been added.
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l The admin profile has all permissions in the FortiManager GUI set to None.

l The admin profile has the following permissions in the CLI:
l write-passwd-access: Read/Write.
l rpc-permit: Read/Write.

l When the admin profile is applied to a user, the user will see "No access privilege" when attempting to log into the
FortiManager GUI.
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l The user can only access FortiManager using the CLI or API. When logging in via CLI or API, the admin is able to
change user's passwords.

To specify which user/profile passwords can be changed:

1. In the FortiManager CLI, enter the following commands to configure write-passwd-access:
config system admin profile

edit Password_Change_User
set write-passwd-access

all All users.
specify-by-profile Specify by profile.
specify-by-user Specify by user.

set write-passwd-access

There are 3 options, by default allow to change all user's password.
l all: Password_Change_User admins can change the password for all users.

FortiManager 7.4.0 New Features Guide 197
Fortinet Inc.



System

l specify-by-profile: Only allow the password of users who are using these profiles to be changed.
set write-passwd-access specify-by-profile

set write-passwd-profiles
profileid Profile ID.
Restricted_User profile
Standard_User profile
Super_User profile
Package_User profile
No_Permission_User profile
Password_Change_User profile
profile1 profile

set write-passwd-profiles Restricted_User Standard_User profile1

In this example, Restricted_User, Standard_User, and profile1 are selected. Password_Change_User admins
can only change the password of users who are using the Restricted_User, Standard_User, or profile1 profile.
The user can't change password of users who are using the Super_User profile for instance.

l specify-by-user: Only allow the password of users in the list to be changed.
set write-passwd-access specify-by-user

set write-passwd-user-list
<userid> users
admin
test
test1
test2
test3

set write-passwd-user-list test test3

In this example, test and test3 are selected. Password_Change_User admins can only change the password of
the test and test3 user. Users cannot change the password of admin, test1, or test2.

Granular admin permission grants IPS Admin access to only IPS objects and
prevents changes for regular Firewall Admin on IPS Profiles - 7.4.2

This information is also available in the FortiManager 7.4 Administration Guide:
l IPS administration permissions

Granular admin permission grants IPS Admin access to only IPS objects and prevents changes for regular Firewall
Admin on IPS Profiles.

To configure Firewall and IPS administrators with role separation:

1. Create Firewall administrators:
a. Go to System Settings > Admin Profiles. Create a new Firewall admin profile with Read Only permissions for

IPS Objects and Edit Policy IPS Attributes.
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b. Go to System Settings > Administrators. Create a Firewall administrator using the previously created admin
profile.

c. Firewall administrators can create and update Policies, but cannot set or change IPS sensors and SSH/SSL
inspection profiles in Policies.
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d. Firewall administrators can set and change Profile Groups and apply them to a Policy, but cannot set or change
the IPS sensors and SSH/SSL inspection profiles in a Profile Group.
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e. Firewall administrators are granted read-only permission for IPS objects.

2. Create an IPS administrator:
a. Go to System Settings > Admin Profiles. Create a Restricted Admin profile with permission for Intrusion

Prevention.
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b. Go to System Settings > Administrators. Create a restricted IPS administrator.

c. IPS administrators can set and change IPS sensors and SSH/SSL inspection profiles in Policies after the
Firewall administrator has created the Policy.
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d. IPS administrators can set and change IPS sensor and SSH/SSL inspection profiles in Profile Groups after the
Firewall administrator has created the Profile Group.

e. IPS administrators can create and update IPS sensors and SSH/SSL inspection profiles and their settings
within Policies.
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f. IPS administrators can pick individual IPS sensors or SSH/SSL inspection profiles to install to devices.

To configure a firewall administrator in the CLI:

config system admin profile
edit "FirewallAdmin"

set system-setting read-write
...
...
set ips-objects read <------ this is for IPS and SSH/SSL Inspection objects
...
set policy-ips-attrs read <------ this is for IPS and SSH/SSL Inspection attributes

setting in policy
next

To configure an IPS administrator in the CLI:

config sys admin profile
edit IPSadmin
show

config system admin profile
edit "IPSadmin"
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set type restricted
set web-filter enable
set ips-filter enable
set app-filter enable
set device-fortiextender none
set update-incidents none
set triage-events none
set run-report none
set fgt-gui-proxy disable
set ips-lock none
set policy-ips-attrs none

next
end

ADOM

This section lists the new features added to FortiManager for ADOMs:

l ADOM 7.2 Policy Package supports installation on FortiGate 7.4 7.4.1 on page 207
l 7.2 ADOMmanaging mixed FOS versions 7.4.1 on page 209
l FortiManager can upgrade multiple ADOMs (same version) at the same time 7.4.1 on page 211
l FortiManager supports setting a time zone for each ADOM 7.4.2 on page 213

ADOM 7.2 Policy Package supports installation on FortiGate 7.4 - 7.4.1

This information is also available in the FortiManager 7.4 Administration Guide:
l Using Mixed Versions in ADOMs

FortiManager ADOM 7.2 Policy Packages support installation on FortiGates on version 7.4.

l ADOMs on version 7.2 are normally used to manage FortiGate devices on version 7.2 but in some cases you may
need to upgrade some managed FortiGate units in the ADOM from 7.2 to 7.4. FortiManager can install 7.2 policy
packages to FortiGate 7.4 devices.
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l When you create a firewall policy in a 7.2 ADOM and install it to a FortiGate 7.4 device, FortiManager's backend
system automatically handles the 7.4 syntax. FortiManager doesn't change any new 7.4 features on the FortiGate
7.4 unit.

There are three ways to upgrade an ADOM from version 7.2 to 7.4:

1. Navigate to System Settings > ADOMs > More > Upgrade.
2. Right-Click the ADOM and select Upgrade.
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3. Edit the ADOM to select to the next version 7.4.

After upgrading the ADOM from 7.2 to 7.4, all of the database objects are automatically converted to the 7.4 format and
the GUI reflects new 7.4 features.

7.2 ADOM managing mixed FOS versions - 7.4.1

This information is also available in the FortiManager 7.4 Administration Guide:
l Using Mixed Versions in ADOMs

When a 7.2 ADOM is managing mixed FOS versions (FortiOS 7.2 and 7.4), the ADOM can be upgraded to version 7.4.

l When FortiManager is managing mixed FortiGate units running on FortiOS 7.2 and FortiOS 7.4 in an 7.2 ADOM,
FortiManager allows you to upgrade the ADOM from 7.2 to 7.4 before upgrading all FortiGates in the ADOM to
FortiOS 7.4.
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l

l

l In the upgraded 7.4 ADOM, you can create new 7.4 firewall policies and install the policy to both FortiGate devices
on FortiOS 7.4 and 7.2. FortiManager's backend system automatically downgrades the 7.4 syntax to the 7.2 version
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when installed to a FortiOS 7.2 device.

FortiManager can upgrade multiple ADOMs (same version) at the same time - 7.4.1

This information is also available in the FortiManager 7.4 Administration Guide:
l Upgrading an ADOM

FortiManager is able to upgrade multiple ADOMs on the same version at the same time.

To upgrade multiple ADOMs at the same time:

1. Go to System Settings > ADOMs.
2. Select multiple ADOMs of the same version in the ADOM table and do one of the following:

a. Right-click on a selected device in the table and select Upgrade.
b. SelectMore > Upgrade in the toolbar.
In this example, the customer has 200 ADOMs and they want to upgrade their ADOMs at the same time. Each
ADOM is on version 7.0 and has one managed FortiGate device. FortiManager can upgrade all of the ADOMs at the
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same time.

In this example, the customer has one ADOM on 7.0 and another on 6.4. When both ADOMs are selected, the
upgrade button is unavailable because the ADOMs are on different versions. The ADOMs cannot be upgraded at
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the same time.

FortiManager supports setting a time zone for each ADOM - 7.4.2

This information is also available in the FortiManager 7.4 Administration Guide:
l Creating ADOMs

In FortiManager you can specify time zones per-ADOM.

l When creating or editing an ADOM, there is an option to change the time zone setting for each ADOM. By default,
the System Time Zone is used.
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l Click the dropdown box in the Time Zone field to change the time zone. In the example below, the Eastern Time
(US & Canada) time zone is used.

l In System Settings > ADOMs, you can see the time zone applied for each ADOM.

l After the time zone is changed, the time stamp of all changes in the ADOMwill be changed to the new time zone
automatically. For example, after creating or editing a Policy and adding a change note, the revision history shows
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the current time zone automatically.

l All modules in the ADOM use the new time zone. For example, in System Settings, the Task Monitor uses the
ADOM's time zone.
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l Only the Event Log will always use the system time zone as the time stamp, no matter which ADOM the
administrator is in.

Others

This section lists the new features added to FortiManager for other features relating to system settings:

l Block out contract device from upgrading to next or major or minor release on page 216
l Automatic system backup setup in GUI to configure a backup schedule and visualize backup history 7.4.1 on page
219

l FortiManager and FortiAnalyzer support HTTP/2 for improved security, multiplexing, and reduced network latency
7.4.1 on page 221

l Backup strategy and configuration setup added to the FortiManager setup wizard 7.4.2 on page 222
l FortiManager system backup and restore operations adds mandatory password, and the backup file is encrypted
with AES256 7.4.2 on page 226

Block out contract device from upgrading to next or major or minor release

This information is also available in the FortiManager 7.4 Administration Guide:
l Updating the system firmware.

To view available FortiGuard images:

1. A FortiManager with a valid contract will display all available FortiGuard images and allow upgrading or
downgrading to any version.
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l System Settings:

2. A FortiManager without a valid contract or with an expired contract will only display available patch images and
support patch upgrades.

FortiManager 7.4.0 New Features Guide 217
Fortinet Inc.



System

l System Settings:
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l FortiManager setup wizard:

Automatic system backup setup in GUI to configure a backup schedule and
visualize backup history - 7.4.1

This information is also available in the FortiManager 7.4 Administration Guide:
l Backing up the system

Automatic system backup setup is available in the FortiManager GUI to configure a backup schedule and visualize the
backup history.

To configure scheduled backups and view backup history in the GUI:

1. Go to Dashboard.
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2. In the System Information widget, click the backup button next to System Configuration. The Backup System dialog
box opens.

3. Select the Schedule Backup tab.
4. Enable the Enable Schedule Backup option, and configure the options including the backup location, backup

frequency, and an encryption password.

5. ClickOK.
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6. Select the Backup History tab.
The backup history displays the Date & Time, Admin, Size and Status of each backup.

FortiManager and FortiAnalyzer support HTTP/2 for improved security, multiplexing,
and reduced network latency - 7.4.1

FortiManager and FortiAnalyzer support HTTP/2 for improved security, multiplexing, and reduced network latency.

l Before this feature was implemented, HTTP/1.1 is used and can be viewed in the browser's Web Developer Tools:

FortiManager 7.4.0 New Features Guide 221
Fortinet Inc.



System

l After apache-mode is set to "event", HTTP/2 is used and can be viewed in the browser's Web Developer Tools:

To configure the apache-mode in the FortiManager CLI:

Enter the following command in the FortiManager CLI:

config system global
set apache-mode {event| prefork}

event Apache event mode.
prefork Apache prefork mode.

set apache-mode event
end

Backup strategy and configuration setup added to the FortiManager setup wizard -
7.4.2

Backup strategy and configuration setup has been added to the FortiManager setup wizard.

This information is also available in the FortiManager 7.4 Administration Guide:
l FortiManager Setup Wizard
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To set a backup strategy using the onboarding wizard:

1. When logging into FortiManager, the new Backup Strategy option will be displayed as part of the setup wizard if it
has not already been completed.

2. After the Register and SSO with FortiCare, Specify Hostname, Change Your Password, and Upgrade Firmware
steps are completed, you can proceed to configure your Backup Strategy.
l If you do not wish to set a backup strategy at this time, you can click Later to postpone the task. Next time you
log in to FortiManager, you will see that the Backup Strategy task is not completed and you will be prompted to
complete the configuration.

3. To configure the backup strategy, enter the following configuration:
a. Backup Configuration File to: Settings that determine where the backup file will be saved.
b. Backup Frequency: Settings that determines how often the backup will be performed.
c. Encryption: Set a password for encryption of the backup configuration.
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d. Click Next to complete the configuration.

The next time you log in to FortiManager, the Backup Strategy task will be displayed with a check mark indicating
completion.
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You can go to Dashboard to view the Next Backup date and time in the System Information widget.

4. (Optional) To configure ADOM revisions as part of the Backup Strategy task:
a. Enable the ADOM Revision toggle.
b. Configure the Delete Method as By Days or By Revisions.
c. Configure theMax values. The default is 90 days for By Days and 120 revisions for By Revisions.
d. Click Next to complete the configuration.
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You can go to Policy Packages > ADOM Revisions > Settings to check or change the configuration.

FortiManager system backup and restore operations adds mandatory password,
and the backup file is encrypted with AES256 - 7.4.2

This information is also available in the FortiManager 7.4 Administration Guide:
l Backing up the system

FortiManager system backup and restore operations adds mandatory password, and the backup file is encrypted with
AES256.

l On FortiManager 7.4.1 and earlier, when backing up there is an option to enable/disable encryption. When the
setting was enabled and a password was supplied, database encryption is enabled.

l On FortiManager 7.4.2 and later, configuration of an encryption password is mandatory and AES 256 is used. There
is no option to disable encryption on the backup file.
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Attempting to configure a backup without specifying a password is not possible.
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Management Extensions

This section lists the other new features added to FortiManager for management extensions:

l Cisco ACI Connector (Universal Connector) supports Endpoint Security Groups (ESGs) 7.4.1 on page 229
l Azure Connector (Universal Connector) directly communicate with AZURE to resolve and update dynamic firewall
objects on managed FortiGates 7.4.2 on page 232

l Support Universal Connector for FortiManager HA 7.4.2 on page 235

Cisco ACI Connector (Universal Connector) supports Endpoint
Security Groups (ESGs) - 7.4.1

Cisco ACI Connector (Universal Connector) supports Endpoint Security Groups (ESGs).

To configure ESGs, users must use the Universal Connector. ESGs cannot be configured with a regular SDN connector.

In order to access the Universal Connector, FortiManager requires 4CPU and 16GB of RAM.

To use ESG objects in the Cisco ACI Universal Connector:

1. Enable the Universal Connector management extension.
Go toManagement Extensions and click the Universal Connector tile. If this is the first time you are enabling a
management extension on FortiManager, you must enable it in the CLI. The Universal Connector MEA will be
downloaded.
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2. Within the Universal Connector, create a Cisco APIC connector.
l Specify the APIC server's IP, username, password, and port details (default 443).
l Enable or disable the SSL/TLS server certificate verification.

3. Once the correct APIC configuration is set on the ACI connector, you can see the option for ESGs and EPGs.
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4. Select one or more ESG objects, and clickOK.

5. Go to Fabric View > Fabric > External Connectors and enable the Universal Connector.

6. Go to Policy & Objects > Object Configurations > Firewall Objects > Addresses, and create an FSSO address object
and push it to the FortiGate.
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Azure Connector (Universal Connector) directly communicate with
AZURE to resolve and update dynamic firewall objects on managed
FortiGates - 7.4.2

Azure Connector (Universal Connector) directly communicate with AZURE to resolve and update dynamic firewall
objects on managed FortiGates.

To use the Azure Universal Connector:

1. Enable the Universal Connector Management Extension Application (MEA) in the CLI with the following commands:
config system docker

set status enable
set universalconnector enable

end

2. UnderManagement Extensions, select Universal Connector.

3. In the Universal Connector select Create Connector and choose Azure.
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4. Configure the Azure connector.
a. Configure the Connector Settings.

b. Enter the FSSO Group Name.
c. Select the Add Conditions, and click Apply.
d. Click Add.
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e. Toggle the Status of the connector toON, fill in a change note, and clickOK.

5. Enable the Universal Connector in Policy & Objects to enable communication between the FortiManager and
Universal Connector MEA.
a. Go to Policy & Objects > Security Fabric > Endpoint/Identity.
b. Click Create New > Universal Connector, and toggle the status toON.

After a few moments the imported labels will be available as FSSO Group.

6. Create a Dynamic type address with the selected FSSO Group.
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a. Go to Policy & Objects > Firewall Objects.
b. Click Create New.
c. Set the address Type as Dynamic, and choose the Fortinet Single Sign-On FSSO Sub Type.
d. Choose the FSSO Group imported from Azure.

Support Universal Connector for FortiManager HA - 7.4.2

Universal Connector MEA redundancy supported by FortiManager HA.
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To configure Universal Connector MEA redundancy in HA:

1. Configure High Availability (HA) on the Primary and Secondary FortiManager
a. On the Primary FortiManager, configure FortiManager HA in System Settings > HA.

b. On the Secondary FortiManager, configure FortiManager HA in System Settings > HA.

c. Verify that the cluster Status is Up.
2. Configure the Universal Connector Management Extension Application (MEA).

a. Enable the Universal Connector MEA in the CLI of the Primary FortiManager by entering the following
commands in the CLI:
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config system docker
set status enable
set universalconnector enable

end

b. Go to Policy & Objects > Security Fabric > Endpoint/Identity > Create New and create a new connector. Set the
Status toggle toOn, and clickOK.
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c. Go toManagement Extensions > Universal Connector, and click Create Connector to create a new connector.

d. Configure the connector's details, enable the connector, and add a filter group.

3. Go to Policy & Objects > Firewall Objects > Addresses and create a new dynamic firewall address using the filter
group from the Universal Connector.

FortiManager 7.4.0 New Features Guide 238
Fortinet Inc.



Management Extensions

4. Go to the Secondary FortiManager. The Universal Connector configuration has been backed up.

Dynamic firewall addresses have also been backed up. In the event that the Primary FortiManager fails, the
Secondary FortiManager unit becomes the new Primary and assumes responsibility over resolving the IP
addresses of dynamic firewall objects and pushing policies to FortiGates.
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Cloud Services

This section lists the new features added to FortiManager for cloud services:

l FortiManager used as single-pane management tool to orchestrate FortiGate deployment in AWS on page 241
l FortiManager supports backups using Azure's enhanced backup policy 7.4.2 on page 247
l AWS FortiManager-VM HA and EIP 7.4.2 on page 247

FortiManager used as single-pane management tool to orchestrate
FortiGate deployment in AWS

FortiManager used as single-pane management tool to orchestrate FortiGate deployment in AWS.

This information is also available in the FortiManager 7.4 Administration Guide:
l Cloud Orchestration

FortiManager Fabric View adds Cloud Orchestration with the following panes:

l Cloud Orchestration
l Cloud Connectors
l Cloud Deployment Templates

To configure cloud orchestration using FortiManager:

1. Create an AWS cloud orchestration connector:
a. Go to Fabric View > Cloud Orchestration > Cloud Connectors.
b. Click Create New.
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c. Configure the AWS connector to connect to your AWS server.
You can enable Use Metadata IAM for FortiManager AWS instances using IAM.

d. ClickOK.
2. Create a cloud deployment template:

a. Go to Fabric View > Cloud Orchestration > Cloud Deployment Templates.
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b. Click Create New, and select a deployment template type. There are three template types available:
i. AWS Autoscale Existing VPC Template

ii. AWS Autoscale New VPC Template
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iii. AWS Autoscale TGW New VPC Template

c. Configure the details for your chosen template, including the virtual private cloud (VPC) and FortiGate
autoscale group (ASG) settings.

d. ClickOK.
3. Configure cloud orchestration:

a. Go to Fabric View > Cloud Orchestration > Cloud Orchestration.
b. Click Create New.
c. Enter a Name and optional Description for your cloud orchestration.
d. Select the deployment Region.
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e. Select the previously configured Connector and Deployment Template from the dropdown menus.

f. ClickOK.
4. Deploy to cloud:

a. Go to Fabric View > Cloud Orchestration > Cloud Orchestration.
b. Right click your cloud orchestration, and click Deploy to Cloud.

AWS CloudFormation shows the deploy as CREATE_IN_PROGRESS.

When the deployment is complete, the status of the cloud orchestration changes to Deployed.
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Check on AWS EC2 to confirm the instances are deployed as expected.
In this example the cloud orchestration has deployed 2 FortiGate BYOL, 2 FortiGate PAYG, and 1
FortiAnalyzer.

Compare the settings with the FortiManager Cloud Deployment template to confirm the settings match.
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FortiManager supports backups using Azure's enhanced backup
policy - 7.4.2

FortiManager supports backing up FortiManager Azure VMs using Azure's enhanced backup policy. For more
information, see the Microsoft documentation.

AWS FortiManager-VM HA and EIP - 7.4.2

This feature addresses an issue of service disruption in the event of a FortiManager-VM cluster member failing. VRRP
detects the failure of the member FortiManager-VM and triggers a failover to the standby member. The movement of the
Elastic IP ensures that the customer's applications or services continue to use the active FortiManager-VM cluster
member.

This example walk through assumes that AWS resources such as VPCs, networks, subnets, and security groups have
been created and you have familiarity with the AWS FortiManager-VM GUI and CLI.

To configure AWS FortiManager-VM HA with EIP:

1. Create an AWS IAM Role.
During a failover event the role permissions will be used to enumerate and assign an EIP from the Primary
FortiManager-VM to the Secondary FortiManager-VM.

{
"Version": "2012-10-17",
"Statement": [

{
"Action": [

"ec2:AssignPrivateIpAddresses",
"ec2:DescribeSubnets",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeAddresses",
"ec2:AssociateAddress",
"ec2:CreateTags",
"s3:GetObject"

],
"Resource": "*",
"Effect": "Allow"
}

]
}

This Role is an example role used for explanation purposes only and is not fit for
production environments.

2. Create an Elastic IP (EIP).
For more information on creating and associating an Elastic IP address, see: Allocate an Elastic IP address.

3. Edit or create a security group for VRRP (TCP 112).
In order to make the Primary and Secondary connect, a Security Group needs to allow TCP access to port 112 
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(VRRP port).

Without the TCP 112 port open between the two FortiManager-VMs, a "split-brain"
configuration may occur resulting in both FortiManagers assuming the Primary role.

4. Create the FortiManagers.
a. Create two new FortiManager-VM AWS instances in the same VPC. In this example, both FortiManager-VMs

are in the same subnet.
b. Allocate the Elastic IP created previously to the Primary FortiManager-VM. This EIP will be the Primary

IP address that will move between the FortiManager-VMs on failover.
c. Assign the Role created previously to each of the FortiManager-VMs. For more information about assigning a

role to an AWS VM instance, see: IAM roles for Amazon EC2.
For more information on deploying a FortiManager-VM on AWS, see: Deploying FortiManager on AWS.

5. Configure the FortiManagers.
a. On the FortiManagers, navigate to System Settings > HA.
b. Configure the following information:

Failover Mode Select VRRP.

Peer IP and Peer SN Enter the IP address and serial number of the other FortiManager.
Click the add icon (+) to add additional FortiManagers if required.

Group Password Enter the password for the HA cluster.

VIP Enter the Elastic IP details from AWS.

Unicast Enable Unicast in order to send keepalive signals.

Monitor IP Enter FortiManager's IP address or the FortiManager's gateway depending on
the setup.
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c. Follow the same steps above for the Secondary FortiManager, and press apply to create the HA cluster.

Configuration verification

Run the following command in the FortiManager CLI: diagnose ha force-vrrp-election

This command forces the current Primary to release the role. A new election is carried out to find the new Primary. This
command is also used to test the VRRP failover. Regardless of the priority, if this command is run on the Primary then it
will become a Secondary.

Troubleshooting

Run the following command in the FortiManager CLI: diagnose debug app keepalived 255

This command enables the keepalived debug message on the CLI console.
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This section lists other new features added to FortiManager:

l New FortiManager UX design on page 250
l Fabric and External connector pages have been reorganized for an enhanced user experience on page 260
l FortiManager connector relay to AWS will proxy all individual FortiGate requests on page 264
l Fabric and External connector pages have been reorganized for an enhanced user experience on page 260
l FortiManager imports EPGs entries using the Cisco ACI connector as individual objects on page 279

New FortiManager UX design

This information is also available in the FortiManager7.4 Administration Guide:
l GUI Overview

In FortiManager 7.4.0, there is a new FortiManager user experience design that allows for per-admin customizable
dashboards and adds a 3-layer left navigation menu to increase accessibility.

The FortiManager GUI now uses a new landing page called Dashboard. By default, the dashboard is displayed. You can
access other pages, such as Device Manager, from the left-pane navigation.

The following new feature topic includes examples of some of the changes to the GUI introduced in FortiManager 7.4.0.

l Dashboard on page 250
l Policy & Objects on page 252
l AP Manager on page 253
l Management Extensions on page 254
l System Settings on page 255

Dashboard

l The Dashboard includes widgets, such as Policy Package Status and Firmware Status. You can toggle which
widgets display from the Toggle Widget dropdown.
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Policy & Objects

l Policy Package configuration:

l Object configuration:
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AP Manager

l UseManaged FortiAPs to view the status of managed FortiAP devices:

l UsingMap View, you can check the location, info and status of managed FortiAP devices.
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l UsingOperation Profiles, Connectivity Profiles, and Protection Profiles, you can create different types of profiles
and assign them to FortiAPs. Profile types, for example FortiAP profiles, are listed as tabs at the top of the page.

l UsingManaged FortiAPs > More > View Health Monitor, you can see widgets related to the APs performance:

Management Extensions

l Updated Management Extensions layout:
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System Settings

System settings are available as tabs at the top of the system settings page.

l ADOMs settings:

l Network settings:
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l HA settings:

l Administrators settings:
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l Admin profile settings:

l Workspace settings:

FortiManager 7.4.0 New Features Guide 257
Fortinet Inc.



Other

l Admin Settings:

l SAML SSO settings:
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l Certificate settings:

l Event Log settings:

l Misc settings:
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Fabric and External connector pages have been reorganized for an
enhanced user experience

Fabric and External connector pages have been reorganized for an enhanced user experience, similar to the experience
in FortiOS.

To view and configure connectors in Fabric View:

1. Go to Fabric View . The Fabric Connectors and External Connectors pages are available in the tree menu under
Fabric View.
The following connector types have been moved into the External Connectorsmenu.
l Public SDN
l Private SDN
l Threat Feeds
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l Endpoint/Identity
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The FortiClient EMS and FortiNAC connectors have been moved into the Fabric Connectorsmenu.

2. Click Create New to create a new connector while in the Fabric Connectors or External Connectors view.
For FortiClient EMS, you can edit the existing EMS connectors on the Fabric Connectors page.

To view and configure connectors in Policy & Objects:

1. Go to Policy & Objects > Security Fabric.
The Fabric Connectors, SDN Connectors, and Endpoint/Identitymenus are available as tabs.
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l Public and Private SDN connector types are included in the SDN Connectors tab.

l Endpoint and identity connectors are included in the Endpoint/Identity tab.

l FortiClient EMS and FortiNAC connectors are included in the Fabric Connectors tab.
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2. To configure FortiClient EMS connectors, navigate to Policy & Objects > Security Fabric > Fabric Connectors, and
select an existing EMS connector to edit and make changes to it.

3. To configure FortiNAC connectors, navigate to Policy & Objects >  Security Fabric > Fabric Connectors and click
Create New.

FortiManager connector relay to AWS will proxy all individual
FortiGate requests

This information is also available in the FortiManager 7.4 Administration Guide:
l Using FortiManager as an SDN proxy for AWS connectors

FortiManager connector relay to AWS will proxy all individual FortiGate requests.

This feature can only be configured using the CLI.
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To configure the FortiManager connector relay to AWS:

1. In the FortiGate CLI, create the proxy object:
config system sdn-proxy <---- new object

edit <sdn-proxy name>
set type fortimanager
set server <server address>
set username <username">
set password <password>

next
end

2. In the FortiGate CLI, configure the SDN connector to use the proxy.
config system sdn-connector

edit "aws1"
set proxy <sdn-proxy name> <---- new property
set use-metadata-iam disable
set access-key <access>
set secret-key <secret>
set region "us-west-2"

next
end

3. On the FortiManager, you can manage the SDN proxy daemon with the following commands in the CLI:
l The sdnproxy daemon is able to restart by using the diagnose test application sdnproxyd <xx>
command where xx is the level of debug.

l The sdnproxy daemon shows debug logs using the diagose debug application sdnproxy <xx>
command where xx is the level of debug.

FortiManager key areas have been reorganized to enhance user
experience

FortiManager key areas have been reorganized to enhance user experience, similar to FortiOS.

This topic includes the following sections:

l Device Manager on page 265
l Firewall Objects on page 273
l Fabric Connector on page 274
l Firewall Policies on page 275
l FortiAP Manager on page 275
l FortiSwitch Manager on page 278

Device Manager

l In the Device Manager device database, you can use Feature Visibility to enable network related features under the
Network tree in the VDOM level.
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l Enable network features in theGlobal Feature Visibilitymenu.

l Network related device configuration features are moved under the Network tree group. The following features have
been moved from the Router and Systemmenu to the new Networkmenu.
l Interfaces
l DHCP Servers
l SD-WAN
l DNS (Global tree feature)
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l DNS Database
l DNS Service on Interface
l IPAM (Global tree feature)
l Explicit Proxy
l Static Routes
l Policy Routes
l RIP
l OSPF
l BGP
l Routing Objects
l Multicast

l The following device dashboard widgets are new or improved:
l Session and Session Rate:

l Changed from a line chart to an area chart.
l Displays a dropdown list when IPv6 is enabled on FortiGate (options include: IPV4, IPV6, and
IPV4 + IPV6), and displays the relevant chart based on the selected option. 
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l Device Inventory:
l The widget has added donut charts.
l You can group and display the results by the hardware vendor or software OS.
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l You can filter the result by the hardware vendor, software OS, status and interface.

FortiManager 7.4.0 New Features Guide 269
Fortinet Inc.



Other

l Advanced Host Scan:

l CPU and Memory Usage:
l The memory chart has been changed from a line chart to an area chart.
l The CPU chart shows the usage of each CPU for multi-CPU devices.
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l Host Scan Summary:

l FortiClient Detected Vulnerabilities:
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l IPSEC VPN Widget:
l The icon is red when the tunnel is down.
l The widget shows progress bars for incoming and outgoing traffic.
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Firewall Objects

l The create new/edit firewall address page uses tabs instead of a dropdown list for the address type Category.

l The create new/edit Virtual IP page uses tabs instead of a dropdown list for the VIP Type.
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Fabric Connector

l Fabric connectors are reorganized by Fabric Connectors and External Connectors.
l External Connectors includes Private SDN, Public SDN, Threat Feeds, and Endpoint/Identity.

l Fabric Connectors include EMS and FortiNAC connectors.
l You can create a new FortiNAC connector by clicking Create New.

l To configure an EMS connector, edit one of the existing default EMS connectors.

l Users can also create fabric connectors from Policy & Objects by going to Policy & Objects > Security
Fabric and selecting the Fabric Connectors, SDN Connectors, or Endpoint/Identity tabs.

FortiManager 7.4.0 New Features Guide 274
Fortinet Inc.



Other

Firewall Policies

l In firewall policies, the Source field groups Address, User, and Internet Service into one field with separate tabs.

l Policy profiles have been made easier to find.

FortiAP Manager

l The different graphics, colors, and icons in FortiManager are aligned with the design of FortiGate. The changes
include graphics, AP icon, channel utilization, diagnostics and tools, and AP groups.
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l AP Groups are not shown in the table view by default. You can enable it by going to List > Group in the toolbar.

l An empty space under the Diagnostics and Toolsmenu no longer exists, and the Summary tab has been removed
to align with FortiGate.
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l On the client monitoring page, Signal Strength and Rate Calculation issues are resolved.

FortiSwitch Manager

l Enhancements have been made to the layout of the FortiSwitch Manager page.
l General.

l FortiSwitch Ports.
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l Diagnostics & Tools.

FortiManager imports EPGs entries using the Cisco ACI connector
as individual objects

FortiManager imports EPGs entries using the Cisco ACI connector as individual objects.

In order to import Endpoint Groups (EPGs) from ACI using the process described below, you must have already
configured your Cisco APIC server.

To import EPGs as standalone objects from an ACI connector:

1. In FortiManager, configure the Application Centric Infrastructure (ACI) connector to use the Direct Connection ACI
Type.

2. After configuring the remaining connector settings, you can import the SDN objects from Policy & Objects > Object
Configurations > External Connectors > Private SDN, by right-clicking on the newly created Cisco ACI connector
and choosing Import.
The import function loads all objects from the APIC server.
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3. In the Import SDN Objects dialog, the Import Mode setting includes two modes: By Filter and By EPG.
l By Filter: Imports the SDN objects by filter. Click the plus icon to add filters.
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l By EPG: This new setting allows you to import the SDN objects by Endpoint Group (EPG).

4. You can create address objects from Policy & Objects > Object Configurations > Firewall Objects and use the
address in a Policy Package, similar to other SDN connectors.
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The following index provides a list of all new features added to FortiManager 7.4. The index allows you to quickly identify
the version where the feature first became available in FortiManager.

Select a version number to navigate in the index to the new features available for that release:

l 7.4.0 on page 283
l 7.4.1 on page 284
l 7.4.2 on page 286

7.4.0

Device Manager

SD-WAN l Automated SD-WAN post overlay process creates policies to allow the
health-checks traffic to flow between Branch and HUB on page 16

l Automated SD-WAN overlay process adds "branch_id" meta variable auto
assignment on page 19

l SD-WANmonitoring map integrates with Cloud Assisted Monitoring Service
to allow FortiGate interface speed tests from inside FortiManager on page 20

l SDWANmonitoring map enhancements on page 23
l SDWAN template for heterogeneousWAN link types on page 27

Templates l Preview CLI configuration for the device provisioning templates on page 32
l Fortinet factory-default wireless and extender templates on page 36
l Jinja Templates have direct access to the device DB to support generation of
dynamic configuration on page 42

Central Management

FortiSwitch Manager l Per-device VRRPmapping can be used under FortiSwitch Profiles on page
78

l FortiManager allows switchport export to another VDOM, and configuration
of the exported port in the destination VDOM on page 80

l FortiSwitch replacement procedure can be executed from FortiManager GUI
on page 83

Other enhancements l FortiManager supports install preview for model devices on page 100
l VPNMonitoring displays IPsec VPN tunnels created by IPsec templates and
SD-WAN overlay wizard on page 105

l FortiManager supports CLI diff in the workflow approval sessions on page
107
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Policy and Objects

Policy l Install preview support for partial install on page 146
l Policy Package installation added link to the progress report page for
installation errors on page 153

l Support for IoT Virtual Patching in NAC policies using pre-built severity filters
on page 157

System

High availability l FortiManager supports different VM type platforms to form the FortiManager
cluster on page 193

Other enhancements l Block out contract device from upgrading to next or major or minor release on
page 216

Cloud Services

Cloud services l FortiManager used as single-pane management tool to orchestrate FortiGate
deployment in AWS on page 241

Other

Other enhancements l New FortiManager UX design on page 250
l Fabric and External connector pages have been reorganized for an
enhanced user experience on page 260

l FortiManager connector relay to AWS will proxy all individual FortiGate
requests on page 264

l FortiManager key areas have been reorganized to enhance user experience
on page 265

l FortiManager imports EPGs entries using the Cisco ACI connector as
individual objects on page 279

7.4.1

Device Manager

Device and groups l Auto-link setting is exposed to control configuration installation during ZTP
7.4.1 on page 10

SD-WAN l SD-WAN usability improvement allow drag-and-drop of SD-WAN rules and
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cut/copy and paste before and after operation 7.4.1 on page 29

Templates l Fabric Authorization Template is integrated with Device Blueprint and
supports meta variables 7.4.1 on page 49

l Support model FortiGate HA cluster in device blueprint 7.4.1 on page 59

Central Management

AP Manager l Multiple optimizations to the factory default SSID and AP-profiles 7.4.1 on
page 72

FortiSwitch Manager l Custom commands can be assigned/unassigned at once to multiple
managed FortiSwitches 7.4.1 on page 85

l FortiManager creates packet capture for managed FortiSwitches 7.4.1 on
page 88

Other enhancements l Internet Service database update occurs only if specific policy objects require
a FortiGuard update 7.4.1 on page 109

l FortiManager supports uploading and hosting of an external threat feed 7.4.1
on page 111

l Fabric connector support for FortiManager to connect to a remote
FortiAnalyzer 7.4.1 on page 116

Policy and Objects

Policy l Policy deletion warning message improved with selected policy number and
name reference 7.4.1 on page 158

l Enable option for persistent policy hit-count on ADOM database 7.4.1 on
page 159

l Partial install pushes only the instructed configuration (JSON API) 7.4.1 on
page 160

l Policy partial install supports policy reorder/move operation ( JSON API)
7.4.1 on page 162

l Create a new policy based on the logged traffic and traffic hit count 7.4.1 on
page 166

Security Fabric

Other enhancements l Updated CSF topology view on FortiManager on page 184

System

ADOM l ADOM 7.2 Policy Package supports installation on FortiGate 7.4 7.4.1 on
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page 207
l 7.2 ADOMmanaging mixed FOS versions 7.4.1 on page 209
l FortiManager can upgrade multiple ADOMs (same version) at the same time
7.4.1 on page 211

Other enhancements l Automatic system backup setup in GUI to configure a backup schedule and
visualize backup history 7.4.1 on page 219

l FortiManager and FortiAnalyzer support HTTP/2 for improved security,
multiplexing, and reduced network latency 7.4.1 on page 221

Management Extensions

Management extensions l Cisco ACI Connector (Universal Connector) supports Endpoint Security
Groups (ESGs) 7.4.1 on page 229

7.4.2

Device Manager

Device and groups l LTE modem data usage and status has been added to device monitoring
widgets 7.4.2 on page 13

SD-WAN l SD-WANMonitoring dashboards allows full widgets customization 7.4.2 on
page 30

Templates l Factory default SSIDs and AP Profiles configuration updated 7.4.2 on page
61

Central Management

AP Manager l Export Managed FortiAPs and import FortiAPs from a CSV file 7.4.2 on page
76

FortiSwitch Manager l FortiSwitch packet capture can run an schedule 7.4.2 on page 90
l FortiSwitch devices can be imported from a CSV file 7.4.2 on page 92

Extender Manager l Central firmware upgrade for FortiExtender MODEM 7.4.2 on page 94

Other enhancements l FortiManager support for managing account level entitlements for
FortiSandbox Cloud 7.4.2 on page 117

l Auto-link will only trigger an IPS/Application Control update if the signatures
used in the Policy Package require a newer version 7.4.2 on page 119

l Remote access to FortiOS GUI from FortiManager 7.4.2 on page 120
l FortiManager manages the licenses for air-gapped FortiWeb via the
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FortIFlex connector 7.4.2 on page 123
l FortiManager manages the licenses for air-gapped FortiGate via the
FortiFlex connector 7.4.2 on page 126

l ADOM version 7.4 supports FortiOS versions 7.4, 7.2, and 7.0 7.4.2 on page
129

l Upstream FortiManager provides delta only updates to downstream
FortiManagers in cascade mode 7.4.2 on page 132

l Proxy settings server URL page enhanced with drag-and-drop and better
user experience 7.4.2 on page 134

l Firmware upgrade report 7.4.2 on page 138
l Meta variables are available in the SSID, FortiSwitch VLANs and FortiSwitch
Templates configuration 7.4.2 on page 140

Policy and Objects

Policy l Policy revision supports the revert policy function 7.4.2 on page 171
l Policy Block usability improvements 7.4.2 on page 174
l Support added for "Install On" function for policy blocks 7.4.2 on page 178

Objects l Import and export meta variables in CSV format 7.4.2 on page 182

System

Administrators l A new restricted admin profile can be used to only change the administrators
passwords 7.4.2 on page 195

l Granular admin permission grants IPS Admin access to only IPS objects and
prevents changes for regular Firewall Admin on IPS Profiles 7.4.2 on page
198

ADOM l FortiManager supports setting a time zone for each ADOM 7.4.2 on page 213

Other enhancements l Backup strategy and configuration setup added to the FortiManager setup
wizard 7.4.2 on page 222

l FortiManager system backup and restore operations adds mandatory
password, and the backup file is encrypted with AES256 7.4.2 on page 226

Management Extensions

Management extensions l Azure Connector (Universal Connector) directly communicate with AZURE to
resolve and update dynamic firewall objects on managed FortiGates 7.4.2 on
page 232

l Support Universal Connector for FortiManager HA 7.4.2 on page 235
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Cloud Services

Cloud services l FortiManager supports backups using Azure's enhanced backup policy 7.4.2
on page 247

l AWS FortiManager-VM HA and EIP 7.4.2 on page 247
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