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About FortiTester-VM on OpenStack

Overview

Welcome, and thank you for selecting Fortinet products for your testing environment.

FortiTester™ appliances offer enterprises and service providers a cost-effective solution for performance testing and
validating their network security infrastructure and services, providing a comprehensive range of application test cases
to evaluate equipment and right-size infrastructure. All test functionality is included in one simple device-based license.

FortiTester provides powerful yet easy-to-use test cases that simulate many applications and a case history browser for
simple analysis. It enables you to establish performance standards and run audits to validate they continue to be met.
The virtual appliance version provides an ideal tester for NFV and SDN environments.

About this document

This document provides the following information:

l How to deploy a FortiTester-VM in an OpenStack environment. To learn how to deploy FortiTester-VM on public
cloud platforms, see https://docs2.fortinet.com/vm/product/fortitester.

l How to configure any required virtual hardware settings. For hypervisor deployments, it assumes you have already
successfully installed a virtualization server on the physical machine or the required EC2 environment.

This document does not cover initial configuration of the virtual appliance, nor ongoing use and maintenance. After
deploying the virtual appliance, for information on initial appliance configuration, see FortiTester Handbook.

This document is intended for administrators, not end users. If you have a user account on a computer that accesses
websites through a FortiTester appliance, please contact your system administrator.
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System requirements

FortiTester-VM supports the following hypervisor versions:

l OpenStack Rocky or above

For best performance in hypervisor deployments, install FortiTester-VM on a “bare
metal” (type 1) hypervisor. Hypervisors that are installed as applications on top of a
general purpose operating system (Windows, Mac OS X or Linux) host have fewer
computing resources available due to the host OS’s own overhead.
To ensure high performance, it's recommended to deploy FortiTester on the
machine types with minimum 4 vCPUs, and memory size larger than 8 GB.

For hypervisor deployments, hardware-assisted virtualization (Intel VT or AMD-V) must be enabled in the
BIOS.
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Downloading the FortiTester-VM license & registering with
Technical Support

For Hypervisor deployments, when you purchase FortiTester-VM from your reseller, you receive an email that contains a
registration number. You use this number to download the software and your purchased license, and also to register
your purchase for technical support.

Many Fortinet customer services such as firmware updates, technical support, and FortiGuard services
require product registration.

For details, see the Fortinet Knowledge Base article Registration Frequently AskedQuestions.

To register & download your FortiTester-VM license

1. On your management computer, start a web browser.
2. Log in to the Fortinet Technical Support website:

https://support.fortinet.com/
3. In the Asset Management quadrant of the page, clickRegister/Renew.
4. Provide the registration number that was emailed to you when you purchased the software. Registration numbers

are a hyphenated mixture of 25 numbers and characters in groups of 5. For example:
12C45-AB3DE-678G0-F9HIJ-123B5

A registration form is displayed.
5. Complete the form to register your ownership of FortiTester-VM with Technical Support.

After you complete the form, a registration acknowledgment page is displayed.
6. Click the License File Download link.

Your browser downloads the .lic file that was purchased for that registration number.
7. Download the FortiTester-VM software following steps in Downloading the FortiTester-VM software on page 7.
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Downloading the FortiTester-VM software

To download your FortiTester-VM software

1. On the main page of the Fortinet Technical Support website, underDownload, click Firmware Images.
2. Click the FortiTester link and navigate to the version that you want to download.
3. Download the appropriate .zip file.

You use this file for new virtual appliance (VM) installations. It contains a deployable virtual machine package.
(.out image files are for upgrades of existing installations only, and cannot be used for a new installation.)

Files for FortiTester-VM have a FTS_VM file name prefix. Other prefixes
indicate that the file is for hardware versions of FortiTester such as FortiTester
3000E. These hardware versions are not used with FTS-VM.

If you have a library of virtual machine images stored on a CIFS or NFS share,
download and unzip the folder there instead of on your management computer.
When deploying the VM, you can also use a CIFS or NFS network share as the
storage repository instead of a vDisk stored locally, on the hypervisor’s disk.

FortiTester-VM on OpenStack platform uses FTS_VM_KVM series image.

4. Extract the .zip compressed archive’s contents to a folder.

5. Continue by deploying the virtual appliance package using the appropriate deployment instructions in this guide.
For example, see Deploying FortiTester-VM on OpenStack on page 8.
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Deploying FortiTester-VM on OpenStack

This section shows examples on how to create a FortiTester-VM instance with the following properties.

l A direct connection to the public network
l A 60GB log disk (an OpenStack volume)
l 4 vCPUs with 8GBRAM and a 2GB root disk (specified by the OpenStack flavor)
l Fully licensed

Follow steps below:

1. To set up your OpenStack environment, create an openrc.sh (OpenStack rc) file that specifies the admin
credentials and admin endpoint.
For example, the OpenStack rc file admin-openrc includes the following:

2. Use Linux shell to run OpenStack commands, import the OpenStack rc file.
For example, $ source admin-openrc

3. Log in to the OpenStack dashboard, and navigate to Admin > Compute > Flavors. Click Create Flavor to create
a flavor for FortiTester if it does not exist.
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Enter 2 for the Root Disk (GB); it is recommended to use 4 VCPUs and 8G (or above) memory for this flavor.
ClickCreate Flavor after you configure the settings.
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4. Navigate to Project > Compute > Images, and clickCreate Image.

5. Complete the settings below:

ClickCreate Image after you configure the settings.
6. Navigate to Compute > Images to check whether the image has been successfully created.

Deploying FortiTester-VM on OpenStack Fortinet Inc.



Deploying FortiTester-VM on OpenStack 11

7. Navigate to Compute > Instances, check FortiTester-VM, and click Launch Instance.

8. In the Launch Instancewindow, enter the instance name, and clickNext.
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9. Set the Volume Size to 2, and select the FortiTester-VM image created in Step 6.

10. Select an available flavor created in Step 4, and clickNext.
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11. Select an available network for the management port, then click Launch Instance.

FortiTester requires at least three ports; one is for management network, and
the other two are for traffic network. In the Launch Instance step, you need to
create a management network, and the traffic networks will be added after
creating the instance.

12. The instance is running now, but FortiTester can't be booted until the log volume is attached. Navigate to Project
> Compute > Instances, clickShut Off Instance.
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When the instance is shut off, the power status will change from Running to Shut Down.

13. Navigate to Project > Volumes > Volumes, clickCreate Volume.
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14. Configure the volume settings as below.

15. In the Volumes list, check the volume you have created. Select Manage Attachments from the drop-down list to
attach this volume to the instance.
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16. In the Manage Attachments window, select the instance you just shut off, and clickAttach Volume.

17. Navigate to Project > Network > Networks, clickCreate Network.
18. Configure the network settings below.

Network
Enter a name for the network, checkEnable Admin State and Create Subnet.
Subnet
Enter a subnet name, and a network address in CIDR format; select IPv4 for IP Version; checkDisable Gateway.
Subnet Details
Keep the default values.
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ClickCreate to finish the configurations.
19. Add two traffic ports in traffic network. Click the traffic network created, go to the detail page. ClickCreate Port

from the Ports tab.
Enter a name for the port, and for other fields, just create the default ones;
Continue creating one more port.

20. Attach the traffic ports to the instance by navigating to Project > Compute > Instances, select the instance and
clickAttach Interface from the drop-down list.
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21. In the Attach Interfacewindow, configure the fields as below. ClickAttach Interface.

Continue adding the second traffic port.
22. Start the instance by navigating to Project > Compute > Instance, clickStart Instance.
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Configuring access to FortiTester's web UI & CLI

For hypervisor deployments, after the virtual appliance is powered on, you log in to the FortiTester-VM command line
interface (CLI) via the console and configure basic network settings so that you can connect to the appliance’s web UI,
CLI, or both through your management computer’s network connection.

To configure basic network settings for FortiTester-VM deployed on a hypervisor

1. Log in to the OpenStack Dashboard.
2. Open the console of the FortiTester-VM virtual appliance.
3. At the login prompt for the local console, type:

admin

4. PressEnter twice. (Initially, there is no password.)
5. To configure the network and default route, for manual mode, go through Step 6 and Step 7; for DHCPmode, go

to Step 8.
6. Configure the IP address and netmask of the network interface named mgmt, or whichever network interface maps

to the network physically connected to your management computer. Type:
config system interface

edit mgmt
set ip <address_ip> <netmask_ip>

end

7. Configure a static route with the default gateway. Type:
config system route

set gateway <router_ip>
end

where <router_ip> is the IP address of the gateway router.
8. Configure a dhcp mode in interface. Type:

config system interface
edit mgmt

set mode dhcp
end

To show the address from dhcp server, Type:
show system interface

You should now be able to connect via the network from your management computer to mgmt of FortiTester
-VM using:
l a web browser for the web UI (e.g. If mgmt has the IP address 192.168.1.1, go to https://192.168.1.1/)
l an SSH client for the CLI (e.g. If mgmt has the IP address 192.168.1.1, connect to 192.168.1.1 on port 22.)

9. Continue by uploading the license file (See Uploading the license on page 20).
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Uploading the license

To upload the license via the web UI

1. On your management computer, start a web browser.
For hypervisor installations, your computer must be connected to the same network as the hypervisor.

2. Do one of the following:
l For hypervisor deployments, in your browser’s URL or location field, enter the IP address of mgmt of the virtual

appliance, such as:

https://192.168.1.99/

l For FortiTester-VM deployed on AWS, access the web UI using the public DNS address displayed in the
instance information for the appliance in your AWS console.

For example, if the public DNS address is ec2-54-234-142-136.compute-1.amazonaws.com, you
connect to the web UI using the following URL:

https://ec2-54-234-142-136.compute-1.amazonaws.com/
Your browser connects the appliance. The web UI’s login page appears.
The web UI initially displays its dashboard, System > Dashboard > Status. The System Information widget
displays the current license status and contains a link where you can upload a license file.
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