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Preparing to deploy FortiWeb Manager-VM

Preparing to deploy FortiWeb Manager-VM
We support deploying FortiWeb Manager-VM on Amazon EC2 from AMI image. To start with, you first need to
create a VPC and security group to use when deploying the VM.
If you plan to deploy FortiWeb Manager-VM in an existing VPC and apply an existing security group, please go
ahead to the steps in Obtaining the deployment image.
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Creating Virtual Private Cloud (VPC)

Creating Virtual Private Cloud (VPC)
Amazon VPC lets you provision a logically isolated section of the Amazon Web Services (AWS) Cloud where
you can launch AWS resources in a virtual network that you define. You have complete control over your virtual
networking environment, including selection of your own IP address range, creation of subnets, and
configuration of route tables and network gateways.
This topic introduces the steps to create a VPC. You can refer to AWS documentation for more information:
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Scenario1.html
To create a VPC:

1. Log in to AWS. Select VPC from the services list.
2. On the VPC dashboard, click Launch VPC Wizard.

3. Select the VPC with a Single Public Subnet option.

4. Configure the VPC related information as shown below.
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Creating Virtual Private Cloud (VPC)

l

l

l

VPC name: Enter a name for the VPC. You will use the name to reference the VPC in other parts of
the configuration.
Public Subnet's IPv4 CIDR: Displays the default IPv4 address range for the public subnet. If you
want to specify a different CIDR block for the subnet, delete the default CIDR block and enter a new
one here. The allowed block size is between a /16 netmask and /28 netmask.
For details, see "VPC and Subnet Sizing" in the Amazon VPC Documentation:
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Subnets.html#VPC_Sizing
Availability Zone: Displays the Availability Zone for the public subnet. Select between:
l

No preference so that the VPC will select the optimal Availability Zone for the VPC.

l
A specific Availability Zone.
For details, see "Regions and Availability Zones" in the Amazon VPC Documentation:

http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
l

l

l

Service endpoints: Optionally, click Add Endpoint to configure a connection directly to an AWS
service without a gateway, NAT device, VPN connection, or AWS Direct Connect connection. You can
add endpoints to multiple AWS services. Because traffic between the VPC and AWS services does not
leave the AWS network when you use endpoints, endpoints allow the VPC to communicate with AWS
services without imposing resource costs on your network.
If you click Add Endpoint, you must also configure the Service, Subnet, and Policy for the
endpoint.You do not have to add endpoints when hosting FortiWeb Manager-VM on AWS to protect
your web-based applicatio environment.
For more information about adding an endpoint, see "VPC Endpoints" in the Amazon VPC
Documentation:
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpc-endpoints.html
Enable DNS hostnames: This guide provides instructions to connect to the FortiWeb Manager-VM
instance assuming that this setting is enabled. Optionally, select Yes so that instances that are
launched into the VPC receive a DNS hostname. For details, see "Using DNS with Your VPC" in the
Amazon VPC Documentation:
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpc-dns.html
Enable this setting so that you can easily connect to the instance using the public DNS address.
Hardware tenancy: Configure this option to select whether instances launched in the VPC run on
shared or dedicated hardware. Select one of the following options:
l
Default—The instance runs on shared hardware.
l
Dedicated—The instances runs on single-tenant hardware.
l
Host—The instance runs on a dedicated host, which is an isolated server with configurations that
you can control.
Selecting Dedicated or Host incurs additional costs. For details, see "Dedicated Instances" in the
Amazon VPC Documentation:
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/dedicated-instance.html
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Creating Virtual Private Cloud (VPC)

5. Once you have verified the network setting, click Create VPC and you will see the screen below.

When the VPC setup has been completed, go to Amazon VPC console, from the navigation bar, select
Instances and click View Instances. You can review subnet and routing information for the VPC.
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Creating Security Group

Creating Security Group
A security group is a set of firewall rules that control the traffic for your VM instances. Amazon by default has
your VPC behind a basic firewall. When you create a VPC, a default Security Group protects instances in it. It's
recommended to create a custom security group, then add inbound rules so that the traffic will be allowed to
flow on the specified ports.
To create a security group:

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
2. In the navigation pane, choose Security Groups.
3. Choose Create Security Group.
4. Enter a name of the security group (for example, FWB-Manager-group) and provide a description. Select
the ID of your VPC from the VPC menu and choose Yes, Create.
To add inbound rules:

1. Select the security group you have created.
2. On the Inbound Rules tab, choose Edit. Click Add another rule. In the Type menu, choose Custom
TCP Rule. Fill in the form, then click Save to save the rules.
In order for FortiWeb Manager-VM to connect and run properly, it's recommended to add the following
inbound rules.
Set the Protocol and Port range as shown in the table; set the source as 0.0.0.0/0 or ::/0 to allow access
to the specified ports from all IPv4 or IPv6 addresses.
Protocol

Port range

Purpose

TCP

80

Allow inbound HTTP access to FortiWeb Manager GUI from all IPv4
and IPv6 addresses.
Add this rule if you want to access FortiWeb Manager-VM through
GUI. You can set the port range according to your own needs.

TCP

443

Allow inbound HTTPS access to FortiWeb Manager GUI from all IPv4
and IPv6 addresses.
Add this rule if you want to access FortiWeb Manager-VM through
GUI. You can set the port range according to your own needs.

TCP

22

Allow inbound SSH access from all IPv4 and IPv6 addresses.
Add this rule if you want to access FortiWeb Manager-VM through
CLI. You can set the port range according to your own needs.
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Obtaining the deployment image

Obtaining the deployment image
1. Go to the Fortinet support site (https://support.fortinet.com) and log in.
2. Navigate to Download > Firmware Images.

3. Select FortiWeb Manager from the Select Product drop-down list, then select the Download tab.
4. Navigate to the desired version, then download either of the following files beginning with "FWM_
XENAWS":
l

l

The ".out" file: Download it if you already deployed FortiWeb Manager-VM, and you want to upgrade it
this time. Save this file to a local directory, log in to FortiWeb Manager, then upload this file through
System Settings > Maintenance > Firmware Upgrade. You can skip the following steps in this
article since they only apply to new installation of FortiWeb Manager.
The ".out.xenaws.zip" file: Download it if you want to newly install FortiWeb Manager-VM.
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Obtaining the deployment image

5. Unzip the ".out.xenaws.zip" file. You will get two files: boot.disk and log.qcow2.
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Uploading the disk file to AWS

Uploading the disk file to AWS
Follow the steps below to create a bucket and upload the "boot.disk" file to the bucket.

1. Log into AWS. Select Amazon S3 from the services list.
2. Click Create bucket to create a new bucket or navigate to an existing bucket.

FortiWeb Manager Deployment Guide for AWS EC2
Fortinet Technologies Inc.

11

Uploading the disk file to AWS

3. Enter a name for the bucket, and select a region. The image file in this bucket will be stored in the selected
region, and the VMs deployed using the image file will also be located in this region. Click Create.

4. On the Overview pane of the bucket, click Upload to upload the "boot.disk" file. If you don't have
permissions to upload, select the Permissions tab to grant the required permissions to your account.
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Uploading the disk file to AWS

5. Select the uploaded file, click Actions > Make Public. On the Make public window, click Make public.

6. On the Overview pan, select the uploaded file, then copy the Object URL of the disk file. We will use it
later.
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Importing the disk file as a snapshot

Importing the disk file as a snapshot
Follow the steps below to convert the disk file to snapshot, so that you can create an image based on the
snapshot. To run the AWS commands in this topic, you must have:
l

Installed AWS Command Line Interface (CLI) in your environment. See Installing the AWS CLI.

l

Configured the AWS CLI. See Configuring the AWS CLI.

To import the disk file as a snapshot:

1.
Create a .json file in your local directory containing the following information. The "Format" should be
"raw". The "Url" is the Object URL of the disk file.
{
"Description": "the-description-of-the-snapshot",
"Format": "raw",
"Url": "https://s3.ap-northeast-2.amazonaws.com/fwm/boot.disk"
}

2. Run command to import the disk file as a snapshot.
aws ec2 import-snapshot --description "the-description-of-the-snapshot" -disk-container file://cm.json
The following printout will display:
{
"ImportTaskId": "import-snap-abcd1234",
"SnapshotTaskDetail":[
{
"DiskImageSize": "0.0",
"Progress": "3",
"Status": "active",
"Description": "FWM-disk",
"url": "https://s3.ap-northeast-2.amazonaws.com/fwm/boot.disk"
"StatusMessage": "pending"
}
],
"Description": "FWM-import-task"
}

3. Use the describe-import-snapshot-tasks command to confirm that your snapshot is imported
successfully. The following is an example.
$ aws ec2 describe-import-snapshot-tasks --import-task-ids import-snapabcd1234
Wait until the status in the printout shows completed, which means the import task is completed and the
snapshot is ready to use.
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Deploying FortiWeb Manager-VM from AMI

Deploying FortiWeb Manager-VM from AMI
1. Go to EC2 service, then click ELASTIC BLOCK STORE > Snapshots. Select the snapshot you just
imported, then click Actions > Create Image.
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Deploying FortiWeb Manager-VM from AMI

2. Go to IMAGES > AMIs, select the image you created in step 1, then click Launch.

3. Choose an instance type with at least 2 vCPUs and 8GB memory. Click Next: Configure Instance
Details.
4. Configure instance details.
l

For Network, select the VPC that you created in the previous step.

l

For Subnet, select the subnet that you created in the previous step.

l
Enable Auto-assign Public IP.
Leave the other options at their default settings for now. Click Next: Add Storage.

5. Configure instance storage as shown in the screenshot. The size of the root volume should be at least 4
GB, and the EBS volume at least 50 GB.

6. Configure Instance Tags.
It is recommended to create a Name tag, so that you can search this VM in the VM list using its name.
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Deploying FortiWeb Manager-VM from AMI

Configure the Key and Value as shown below.

7. Configure Security groups.
Select the security group you have created in Creating Security Group. Click Review and Launch.

8. Configure Key Pair.
In this example, we choose proceed without a key pair so we need to use the default FortiWeb
Manager user name and password to SSH into to the instance. You can also create a new key pair for
easier access to the instance. For more information on key pair, see Amazon EC2 Key Pairs.

9. Click Launch Instance to begin the provisioning.
10. Once the instance has finished provisioning and powering up, check the following items.
l
Public IP/DNS assigned. Take note of the instance ID and public IP address. You will use these items
in later steps.
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Deploying FortiWeb Manager-VM from AMI

l

Confirm the correct security group is assigned.
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Connecting to FortiWeb Manager-VM

Connecting to FortiWeb Manager-VM
You can connect via two methods:
l
l

Use an SSH connection to connect via the CLI. For details, see Connecting via the CLI.
Use a web browser to connect via the web UI. For details, see Connecting via the web UI.

To connect to the FortiWeb Manager-VM instance, connect via the public DNS address and log in to the admin
account using the ID of the FortiWeb Manager instance for the password.
To connect via the CLI:

1. Start PuTTY.
2. In the Category tree, expand Connection.
3. Click New Session.
4. For Host Name (or IP address), enter the public IP address of the FortiWeb Manager-VM instance.
5. For port, enter the inbound port number you have set for the SSH connection. For example, 22, see
Creating Security Group.
6. For Connection type, select SSH.
7. Enter admin for the user name and press Enter.
8. Enter the Instance ID for the password and press Enter.
To connect via the web UI:
1. Open a compatible web browser.
2. Enter the public IP address of the FortiWeb Manager-VM instance, and the inbound port number you have
set for the HTTP/HTTPS access to FortiWeb Manager GUI. For example: https://13.58.161.100:443
3. For Name, enter admin.
4. For Password, enter the Instance ID.

Update Password
In System Settings > Admin > Administrators, update the FortiWeb Manager password as there are many
bots that attempt to log in to newly provisioned devices on AWS subnets.
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Uploading the license

Uploading the license
By default, FortiWeb Manager is installed with a 15-day evaluation license that allows you to configure two
Fortiweb devices.
To continue to use the product after 15 days, or to configure additional FortiWeb devices, one of the following
licenses is required. Neither license has an expiry date:
l

Base – Add up to 10 devices.

l

Unlimited – No limit to the number of devices you can add.

Licenses can be obtained through any Fortinet partner. If you don't have a partner, contact
gcpsales@fortinet.com for assistance in purchasing a license.

Downloading a FortiWeb Manager license
1. Log in to the CLI using admin account credential and enter the following command:
get system status
2. Get the computer ID in the printout. For example:
3FFWH-QS01H-8TVEW-CN6JEuiio
3. Go to support.fortinet.com and log in.
4. Click Asset > Register/Renew.
5. Enter your license registration code, and then click Next.
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Uploading the license

6. Enter the computer ID you generated earlier, and then click Next.

7. Click Show License Key to get the license key.

8. Copy this license key and paste it in a blank .txt file. Save it as a .lic file. You will upload this file later to
activate the FortiWeb Manager-VM.

Uploading license to FortiWeb Manager
1. Log in to the FortiWeb Manager-VM with the credential you have set when you configure the access to
FortiWeb Manager. If you haven't set the credential, the default user name is “admin", and the password is
the Instance ID.
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Uploading the license

2. Go to System Settings > Status > Status, in License Information, click Update in the License
Period row.

3. In the Import License window, upload the .lic file you have saved. Click OK.
After registering a license, Fortinet servers may take up to 30 minutes to fully recognize the new license.
When you upload the license (.lic) file to activate the FortiWeb Manager-VM, if you get an error that the
license is invalid, wait 30 minutes and try again.
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